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- win2008r2_64_ent_spl_zh-cn_40G_alibase_20190
816.vhd ()
- win2008r2_64_ent_spl_en-us_40G_alibase_20190
816.vhd (¥EZR)
- KA R
- HHNE:

- EH20194:8HIn &R G4 T
- {#HCVE-2019-1181. CVE-2019-1182}il

20194886H

CALTES

JiRA BE

FreeBSD 11.2

- B4ID: freebsd_11_02_64_30G_alibase_20190806.
vhd

- WA : 11.2-RELEASE
- BAnHbg: PR
- HHNE:
- fROUN PR RS
- RN 30Gi BR GRS M ) 18




2019%7H18H

Bilg A file A BERH
Windows Server Version . BB2ID:
1903 Zdiirhbhi . .
- winsvr_64_dtcC_1903_zh-cn_40G_alibase_20190
718.vhd ("H3ZfiR)
- winsvr_64_dtcC_1903_en-us_40G_alibase_20190
718.vhd (FEfiR)
- RATHUER: P Hbbg
- BTN
- HF2019%E7HIRGiAN T
- .NET FrameworkF-#%4.8/i A
Windows Server 2019 ##li | . @D
HuDik . .
- win2019_64_dtc_1809_zh-cn_40G_alibase_20190
718.vhd ("F3ZfiR)
- win2019_64_dtc_1809_en-us_40G_alibase_20190
718.vhd (¥3ChR)
- RAnME: P s
- BN
- BH20194E7THIn &R G T
- .NET Framework /% 4.8ffiA
Windows Server 2016 8% | . @1D:
HhuDik . .
- win2016_64_dtc_1607_zh-cn_40G_alibase_20190
718.vhd ("F3fiR)
- win2016_64_dtc_1607_en-us_40G_alibase_20190
718.vhd (F3ZfiR)
- KA P
- NS
- EHR01947HI RGN T
- .NET Framework /- %2 4.8fiiA




CALITES JRA B

Windows Server 2012 R2 % | . BHRID :

PR . .
- win2012r2_64_dtc_9600_zh-cn_40G_alibase_20190

718.vhd ("fZfiR)
- win2012r2_64_dtc_9600_en-us_40G_alibase_20190
718.vhd (FE¢hi)
- RARHR: A M
- NS

- EHR019ETHMI RGN T
- .NET Framework 54,8/ A

Windows Server 2008 R2 i | . i5&1D:

LR . .
- win2008r2_64_ent_spl_zh-cn_40G_alibase_20190

718.vhd (h3fiR)
- win2008r2_64_ent_spl_en-us_40G_alibase_20190
718.vhd (JE3hiR)
- RAnHb: PR i
- HHNE:

- EHR019ETHM RGN T
- .NET FrameworkJ} 5 4.8hA

20194 7H11H

CALTES JiRA BE

Cent0S 7.6 - BS{2ID: centos_7_06_64_20G_alibase_20190711.vhd
- PIRMAS: 3.10.0-957.21.3.el7.x86_64

- RAiHI: i bk

- HHING: HHRNIRGNT

2019%7H9H

CALIITZS JRAS B

Cent0S 6.10 . BHRID: centos_6_10_64_20G_alibase_20190709.vhd
- PIIRA: 2.6.32-754.17.1.€16.x86_64

- RAnHuIg: A Hus

- HEHNE: BHimiRgGA T




201947828

2019

2019

2019

BGhRA R AS 2 HH
Debian 9.9 - SZID: debian_9_09_64_20G_alibase_20190702.vhd
- PIBRRAS: 4.9.0-9-amd64
- RAHuE: A Hbis
- HHNE: B RGN T
68240
B RA FRAS 5 HH
Ubuntu 18.04 - BHLID: ubuntu_18_04_64_20G_alibase_20190624.
vhd
- PIBRRAS: 4.15.0-52-generic
- RATHIE: A Hbis
- HEHNE: BRG], BECVE-2019-11477#%H
#£6821H
BUGRRA R A i e
CentOS 6.10 . BIID: centos_6_10_64_20G_alibase_20190621.vhd
- PIBRA: 2.6.32-754.15.3.€16.X86_64
- RAHbE: A b
- HEHNE: BHRSGHNT, BECVE-2019-11477F%H
68208
B RA JlAS A
Ubuntu 16.04 - BHLID: ubuntu_16_04_64_20G_alibase_20190620.
vhd
- PIERRAS : 4.4.0-151-generic
- RAHuE: A Hbis
- HHNZ: EHRGH T, BECVE-2019-11477%iH




2019%6H19H

2019

CALIITES

JRAS B

CentOS 7.6

- BHRID: centos_7_06_64_20G_alibase_20190619.vhd
- PIEMRAS : 3.10.0-957.21.3.e17.x86_64

- RATHIIER: i b

- HHINE:

- HEPEHTRN T, BHCVE-2019-11477ikiR
- BIACPU modei% B lperformance

Aliyun Linux 2

- B&ID: aliyun_2_1903_64_20G_alibase_20190619.
vhd

- ERA : 4.19.43-13.2.a17.x86_64
- RATHEIR: A
- BN

- BRI

B ZHi T egroup v cgroup writeback$ ik
W SRR
B fIFINET_DIAGHEZEECEW, PAXFfiproute2EfF
SSfii%
W SRl E R NG T tep_tw_timeout
- BEMZHRXCVE (CVE-2019-11477, CVE-2019-
11478, CVE-2019-11479)

F5828H

CALTZS

JA LA

Windows Server 2019 iz
HIDRR

- BZID:

- win2019_64_dtc_1809_zh-cn_40G_alibase_20190
528.vhd (H~zhi)
- win2019_64_dtc_1809_en-us_40G_alibase_20190
528.vhd (J3ChRR)
- RATHuER: P Hbbg
- BHINS: EH20194E5H RGN T




CALITES JRA B

Windows Server Version . BRID:

1809 EHEH.LRR ] .
- winsvr_64_dtcC_1809_zh-cn_40G_alibase_20190

528.vhd ("h>Zhi)
- winsvr_64_dtcC_1809_en-us_40G_alibase_20190
528.vhd (JEZhi)
- RARHR: A M
- HEHNE: BH2019E5HI RGN T

201955H23H

CALITEN A BEHH

Windows Server 2016 B#& | . %1D:

I . .
- win2016_64_dtc_1607_zh-cn_40G_alibase_20190

523.vhd (hChR)
- win2016_64_dtc_1607_en-us_40G_alibase_20190
523.vhd (J3ChR)
- KA A HisR
- BEHNS: EH201949E5 RGN T

Windows Server 2012 R2 ¥ | . 21D

PR . .
- win2012r2_64_dtc_9600_zh-cn_40G_alibase_20190
523.vhd (*h>2hR)
- win2012r2_64_dtc_9600_en-us_40G_alibase_20190
523.vhd (FEChR)
- RAnHul: e HbR
- HEHNE: BH20195H RGN T
20195H17H
BHGRRA JlAS R

Windows Server 2008 #iift | . is1D:

fit SP2 ) )
- win2008_32_std_sp2_zh-cn_40G_alibase_20190

517.vhd (¥h¢hiR)
- RAnHbEE : A b
- HEHNE:

- HH20195E5 H Y RGEAN T
- BEWindowsizfe s ik 55 iz ATk (CVE-
2019-0708)




201955H15H

CALIITES

JRAS B

Windows Server 2008 R2 1+
kR

- BZID:

- win2008r2_64_ent_spl_zh-cn_40G_alibase_20190
515.vhd (#32hiR)
- win2008r2_64_ent_spl_en-us_40G_alibase_20190
515.vhd (FEfiR)
- AT PR

- PN
- HH20194E5 RGN T
- BEWindowsiZfe s il 55 2 A TR (CVE-
2019-0708)
2019%5H13H
BHGRRA FiAS BERH

Ubuntu 16.04

- B4ID: ubuntu_16_04_64_20G_alibase_20190513.
vhd

- PBRA: 4.4.0-146-generic
- RAiHubg: i ks
- NG EHERIRGHT

201955H10H

CALITEN

A B

Debian 9.9

- BHRID: debian_9_09_64_20G_alibase_20190510.vhd
- PERA : 4.9.0-9-amd64

- KA i Hk

- HHNE: BHRNRGHT




20194589H

CALIITES

JRAS B

Ubuntu 18.04

- BE%ID: ubuntu_18_04_64_20G_alibase_20190509.
vhd

- PIRERRAS : 4.15.0-48-generic

- RAnME: R s
- HHNE:
- ®Eficloud-init, MERG)EshHE
- BEHEHRGHT
20195587H
BighRA R A L HH
Aliyun Linux 2 - B%ID: aliyun-2.1903-x64-20G-alibase-20190507.vhd
- PIEMA: 4.19.34-11.al7.x86_64
- RATME: PR s
- HHNE:
- EHRGNEA P SR
- ABSE SN R A 5 N 1A [ 4 2 5 ) R
2019438278
BgRhRA R A L HH
Aliyun Linux 2 - B%ID: aliyun-2.1903-x64-20G-alibase-20190327.vhd
- PIBMA: 4.19.24-9.a17.x86_64
- RATME: R s
- BN Aliyun Linux 2845 L2k
201938198
BRRA JiRAS L

Core0OS 2023.4.0

- B2ID: coreos_2023_4_0_64_30G_alibase_20190319
.vhd

- WERA: 4.19.25-coreos
- BAnHb: PR
- NG WHENRGAT




201943H18H

BGhRA R AS 2 HH
Windows Server 2019 ¥l | . @D
L
IR - win2019_64_dtc_1809_zh-cn_40G_alibase_20190
318.vhd (ki)
- win2019_64_dtc_1809_en-us_40G_alibase_20190
318.vhd (F3ChR)
- RAnHuIE: RS His
- HEHINE: i Bk
Windows Server 2016 ##i | . @D
[}
LR - win2016_64_dtc_1607_zh-cn_40G_alibase_20190
318.vhd (ki)
- win2016_64_dtc_1607_en-us_40G_alibase_20190
318.vhd (ki)
- RAnHuIE: RS His
- HPFNE: EHR019%3HM RGN T
Windows Server 2012 R2 # | . 5%1D:
PR

- win2012r2_64_dtc_9600_zh-cn_40G_alibase_20190
318.vhd ("h>zhi)

- win2012r2_64_dtc_9600_en-us_40G_alibase_20190
318.vhd (J3¢hRR)

- KA P M
- WA 201943 H RS T

Windows Server 2008 R2 1+
kR

© HZID:

- win2008r2_64_ent_spl_zh-cn_40G_alibase_20190
318.vhd (hZhiR)

- win2008r2_64_ent_spl_en-us_40G_alibase_20190
318.vhd (JE3hf)

- KA P b
- NG HH201993 ARG T




B RA WA BEHH
Windows Server Version - B2ID:
1809 EErhLohi . .
- winsvr_64_dtcC_1809_zh-cn_40G_alibase_20190
318.vhd (vh~zhjr)
- winsvr_64_dtcC_1809_en-us_40G_alibase_20190
318.vhd (FEChR)
- BAHbBR: i Hubg
- EHNE: EE20193HM ARG T
201943H11H
BSRRA JiAS A
Debian 8.11 - Bi{%ID: debian_8.11_64_20G_alibase_20190311.vhd
- WERA: 3.16.0-7-amd64
- KA A M
- HHNE:
- BHEMRGH T
- B Debian 8.9hAHraptiiil /B B ICRU i n) i
2019%3H1H
BZRRA JiAS A

Ubuntu 16.04

- BB{%ID: ubuntu_16_04_64_20G_alibase_20190301.
vhd

- PIBRRAS: 4.4.0-142-generic
- BAHINE: P
- HEHNG: EHRNRGENT

201952H25H

Bg A

JA L

Debian 9.8

- BE4ID: debian_9_08_64_20G_alibase_20190225.vhd

- PIERA : 4.9.0-8-amd64

- RAHE: AEdE2 (Aex) . A3 GRRIE) . 4EdES (MR
)]

- HHING: SHERSIRGAT




20195%2H23H

2019

2019

2018

1809 Edirhli

BGhRA R AS 2 HH
Ubuntu 18.04 - BHZID: ubuntu_18_04_64_20G_alibase_20190223.
vhd
- PIRERRAS : 4.15.0-45-generic
- RATHBIS : A s
- HHNE: BN RgGAT
F2H18H
BiGhRA TR A e HH
Cent0S 7.6 . BH%ID: centos_7_06_64_20G_alibase_20190218.vhd
- PIERA: 3.10.0-957.5.1.el7.x86_64
- RATHIE: A Hbis
- HHNG: B RgA T
F1AH3H
BUGRRA A e HH
Debian 9.6 - S{%ID: debian_9_06_64_20G_alibase_20190103.vhd
- PEMA: 4.9.0-8-amd64
- RAHbE: A b
- HHIN%: HFsystemd-networkdfi55
128228
B RA JRAS BEHH
Windows Server Version . BB2ID:

- winsvr_64_dtcC_1809_zh-cn_40G_alibase_20181
222.vhd (*hZhi0)
- winsvr_64_dtcC_1809_en-us_40G_alibase_20181
222.vhd (FEZfiR)
- KAt P s
- WP

- BH20184E12 A fi4h T KB4483235
- BIACHITSysprepEide




CALITES

JRA B

Windows Server 2008 R2 12
|47

- BRID:

- win2008r2_64_ent_spl_en-us_40G_alibase_20181
222.vhd (E3hR)
- RATMER: PR R
- HHINA:
- EP20184E12 3 By kb TKB4471318, {fifIRDPEH;
I, Windows% P FHER B Hofieh T
- .NET Framework 7+ %4.7 .24
- NEIITSysprepEii

2018%12H20H

CALITES

JRAS B

Windows Server 2008 R2 1+
L[4

- BZID:

- win2008r2_64_ent_spl_zh-cn_40G_alibase_20181
220.vhd (h3ZhiR)
- RAnHbN: PR i
- PN
- EPi20184E12 3 Bk TKB4471318, {§ifIRDPEH;
I, Windows% P s FHER B Hopieh T
- .NET Framework J1£;%4.7. 2t A
- PNEIITSysprepEii

Windows Server 2012 R2 %%
PEHLRR

- BZID:

- win2012r2_64_dtc_9600_zh-cn_40G_alibase_20181
220.vhd (h3hiR)
- win2012r2_64_dtc_9600_en-us_40G_alibase_20181
220.vhd (¥3ChR)
- KA : P s
- RN
- 2018412 H iy a4b T KB4471320, fHIRDPEH;
I, Windows% P s FHER B momieh T
- .NET Framework H-&%4.7 . 2[ftA
- NESTSysprepiit




CALITES

JRA B

Windows Server 2016 £i#i2
iR

- BRID:

- win2016_64_dtc_1607_zh-cn_40G_alibase_20181
220.vhd (h3hiR)
- win2016_64_dtc_1607_en-us_40G_alibase_20181
220.vhd (JEXhR)
- RAnHE: R s
- HEFINZ:
- HH20184E12 A hy & 2x4h TKB4471321, fEAIRDPEH:
I, Windows% P FHER B BHA T
.NET Framework F-&%4.7 . 2[fA
- PNEIITSysprepEi

2018%12H12H

CALITEN

A B

CentOS 7.6

- BIRID: centos_7_05_64_20G_alibase_20181212.vhd
- PIRMAS: 3.10.0-957.1.3.e17.x86_64

- RATMIE: PR R

- EHING: BHERNRGT

Debian 9.6

- BHRID: debian_9_06_64_20G_alibase_20181212.vhd
- PBRAS : 4.9.0-8-amd64

- RATMER: A iR

- HHNE:

- WEHERHRGT
- @ficloud-inithig A
- ﬁli'chronyﬂil'ﬁ]lj]il?ﬂﬁ%
ZEGRUB_TIMEOUT=1
- ORISR SR B 2l )




CALITES

JRA B

Ubuntu 18.04

- BZID: ubuntu_18_04_64_20G_alibase_20181212.
vhd

- PIERRAS : 4.15.0-42-generic

- KAnHudg: PG b

- HHINA:

- BEHEHRGHT

- H#icloud-inithiiA

- JFeichronyi [l [l 25 ik 55
- BHEGRUB_TIMEOUT=1

20184128108
BiGRRA R A e e
Cent0S 7.5 . BH&ID: centos_7_05_64_20G_alibase_20181210.vhd

- WERRAS: 3.10.0-862.3.3.e17.x86_64
- RARHE: A
- HHNE:

- HHERMRGT

- @ficloud-inithigA

- JFEchrony iy [l [H)25 ik 55
- BRAESHEM SR

- BEGRUB_TIMEOUT=1

4.3 Aliyun Linux 2

Aliyun Linux 220 HZHF&F#H—fRAliyun Linux#®{ER%, SENECSSLH LRI
e, R, WTERERNSITIEL, &nl LSt Aliyun Linux 2233534 BIE 5,

EREE

- BRAEGERTERE. Hla, EePEAliyun Linux 2 LS 80EE, SR M. Webp A2
13, PARZE =R it HL At T A 5
- BRG], AR BB IR SR SR SEBkEVCPUNL vCPU~160 vCPU, HI{EKR

/WA0.5 GiB~3840 GiB.

BEHA:

Aliyun Linux 24 SZREFIZE M2 S BIAIHEL/ O S,




ne

54k

HHMBLinux &L, Aliyun Linux 284 PUR LS

- BI TN R ARG HRECSER, RGMENEPIF His T TEREE 47

- B EHRLinux W%, FPESERPE R TR R E R R R SR,
- KRR, BRI,

 BERTRBEN, XalRTS R B AR B AR S R

HihR 2 P
Aliyun Linux 2B0NEETF R EFIRA P A RN BiiaPIEREE 7 PR RiHE:
- FETFPIBAEIX KRIPIEH4.19. 24 A€ IR, BINEM T =508t dod s EReHt

B85 KRR

- PPN ECSL B SEE T KPR Sh S BRI R SR E S 8L
- SRR BUR PN (Kdump) GE), EalRIETE LIV KAZRE, JC

wHEAIRERSL

. BRI TTHE (Live Patch) fEJ).
PR

Aliyun Linux 2850 26417 TH,
PR T

- MRS Mnetwork. servicelliftsystemd-networkd,
- P AR5 CentOS 7.6. 1810/A R, A PS8 L] % {EAliyun Linux 2

Mo

- B 2R (CVE) BEfEAlyun Linux 2IRA ZFHHRNSRSE N, G2

MW#unique_48,

TERELIE
Aliyun Linux 2Rt v IFHUSSIEEIFRTE 7iaf TR SEMEGE, 0ig:

N ECSSEBIFA SRR I ahid
N ECSPIEREIL 2 Eft 5%, SRR S 2 Pt RE,
FOMMySQLERE Y AT 2 RER L, SESSDAEACEMEM, RFRTHERE,


https://www.alibabacloud.com/help/product/29991.htm
https://www.alibabacloud.com/help/faq-detail/64950.htm

¥XEYAliyun Linux 2
Bl A T EECSTEHI B H It 1 Aliyun Linux 2238854, 0@l 7 EEBUHE A Aliyun

Linux 2:

- QERECSEBIBHERAILES, JFiERAliyun Linux 209MIBARAS, TEIEIE S WA i S 008
S,

- COIEMECSIMI A ARG, HUMARMERGER NAlyun Linux 2, {EHEiRS
[vE, EFEALBIGIFIERAlyun Linux 200MINARA, EEIES WE BRSNS (AL
)

fEFAliyun Linux 2
HHMRHSEL
Aliyun Linux 276t B X /etc/sysctl.d/50-aliyun. confH @i ¥ FEHINEACE S :

- kernel.hung_task_timeout_secs = 240: HEKPNEhung_taskBINFy%L, &k
FThung_task$iR,
- kernel.panic_on_oops = 1: oMLK OopsiiidiifililiKernel Panicy#, WIRAC
B 7 KdumpWa] E 2R ntiE.
- kernel.watchdog_thresh = 50: #EKhrtimer. NMI. Soft LockupPl}zHard
Lockup FHFMBIME, 8% n]REH PRI AR,
- kernel.hardlockup_panic = 1: fRfM%%k4Hard Lockupffizifiitli Kernel
PanicH#, WHRALE v KdumpWn] B3R EE.
fiflsysct1lmi4, nAEFREMSAlyun Linux 2317 IIRSESEL,
HHINESE
Aliyun Linux 28§ 7 MINESE:
- crashkernel=0M-2G:0M,2G-8G:192M,8G-:256M: JPIZE:E (Kdump) IhREH N
123,
+ cryptomgr.notests: XKilcryptofE SN BRAT R, MRS hEE,
- cgroup.memory=nokmem: X[HIMemory CgroupfINEMNTZGIHIIGE, ERHILEERN

B E M),
- rcupdate.rcu_cpu_stall_timeout=300: #EKRCU CPU Stall Detector i@} H{E

H300FD, R

i&ficat /proc/cmdlinefi®, RI#F Aliyun Linux 2i8f7I IS



PIZRR A
Aliyun Linux 280ME#i4.19.24MAZM (HhikA S Akernel-4.19.24-9.al7)

BT DU E, I E 7 CentOS 7.6.1810/UAII3. 10 R5INE:, 817 A R4 nl iR
F3.10MBMA

BiHA:
S RS RT HE S BOCTE IOV RS, 5 TR

sudo yum install -y kernel-3.10.0

sudo grub2-set-default "$(grep “menuentry /boot/grub2/grub.cfg | grep
3.10.0 | awk -F\' '{ print $2 }")"

sudo grub2-mkconfig -o /boot/grub2/grub.cfg

#EJHRYE

sudo reboot

WENE (Kdump) YifE

Aliyun Linux 282 ¥ Kdumplli55. JFRIZMRSS TR iR R, 5 BEREON AR R 81T
L

REnl PLRERT RAIAR 2 T IR SRR AT Kdumplii 55 -
- IBTRU R a2 nIFE Kdumplli 55

sudo systemctl enable kdump.service
sudo systemctl restart kdump.service

BEm:
P SSBIRASEIPAE /N T BREE T-2GiBI, ik Kdumphliss.
- 3817 PA a4 n i Kdumplik 55 fil B i P A2 Hk 28 YR G 2R a8, IR CHAIKdumplii
%O

sudo sh -c 'echo 0 > /sys/kernel/kexec_crash_size'
sudo systemctl disable kdump.service
sudo systemctl stop kdump.service

BiHH:
Kdumphii 55 9 B S A Ik 23 MR SR E R GG, A ERERERZA AT FXT
JAKdumphks.

e B L
Aliyun Linux 28iMEf systemd-networkdBLELI&S, ALE ML, FHEELLTHA:



- DHCPEGHSIPHIBLE XN T /etc/systemd/network/H3%,

- HBM%IHS Msudo systemctl restart systemd-networkd,
P DebuginfofdflIJEgfu

- BFTRA a2k EtDebuginfofl,

sudo yum install -y yum-utils
sudo debuginfo-install -y <packageName>

- IBITRL a2 R A A,

sudo yum install -y alinux-release-source
sudo yum install -y yum-utils
sudo yumdownloader --source <sourcePackageName>

IARE SRR

B SRR AR R BT 2 5 f i, (R ™ A, ARIEB R, Aliyun
Linux 2824 1 FHIMRRRI AR PR A -

- IR

- Python 3.6

- Golang 1.11fllGolang 1.12
- SCLFF 75 sELHR IR K e 1 1

GCC 7.3.1

GDB 8.0.1

- Binutils 2.28

- Make 4.2.1

LRI D R



- EE AR R
1. 817 A R 4TI YUM B4 5 H
sudo yum install -y alinux-release-experimentals
2. 11T AP an 2 L,
sudo yum install -y <&{-40R>
* SCLIfF)5 sEZHRH AR 1
1. BT RA P2 Ldéscl-utils,
sudo yum install -y scl-utils
2. 1B1T A a2 FIFYUM G434+
sudo yum install -y alinux-release-experimentals
3. WNYUMIRZEERERXFE, a2 %% T GCC, GDB. BinutilsfiiMakeT H,

sudo yum install -y devtoolset-7-gcc devtoolset-7-gdb devtoolset-7
-binutils devtoolset-7-make

LERNIG, BHEEH ERARGCCRAUH R TH, R~ T:

# HEBWAHSCL, WEIGEHES. AP, FE4hdevtoolset-7,
scl -1 devtooiset—?

# BITHRISCLER T

scl enable devtoolset-7 'gcc --version'

B
BT 2 F 75 M Aliyun Linux 2828500 FHEORS R :

- FRASSZFRFIBR M 34E, #20224E3 H 31 HES S RA: a1,
- EYUMPEHMEZ 2 E i (Security Updates) , i&ffyum updatediiZnl B#i EHihA .

4.4 2Hin] A

AT AREATF- BRI A TR R, SR R e PR R TT 25
Debian 9.6: MK ACE R

MISER, P RBEHR B E TR :

- WEHGAR : JCikPing @i Debian 923 1L 554 01 HL 22 ML 25 A Sz,
- MR BhDebian RGBIASEH 1 systemd-networkdit55, £88LmZ RIS IE Ik E i
DHCP (Dynamic Host Configuration Protocol) #izXH#h5ELIP,



- WEEHLID: debian_9_06_64_20G_alibase_20181212.vhd,
- BEITFE: BRERKIZT PG ROGZ A8,
systemctl enable systemd-networkd

systemctl start systemd-networkd

Cent0S 6.8: EEABNFS ClientByS 5 & & B SRV a &R
RIBENS, P RBHG B E TR

- R M TNFS% )i (NFS Client) JCentOS 6. 8B K EFEMFIRE, HitidEd
i S ),

- WREE: 1£2.6.32-696 ~ 2.6.32-696. 10/ AR A_LAEFINFSARSSI, 5@ fEER I E
H (glitch, HFRk) , Wnfsclient EaIWiIFTCPEH, #NFSIkSE (Server) MipL
12, nfsclientZERGERTHES RFEFIN_ WAIT2IRA, EHWER T, FIN_-WAIT2IRARE
HERME— 2 PGB mIL, nfsclientr] DUREEHE, {Hi2, W IHRPIMRARTCPS:
ARG, FIN WAIT2IRESRERGKIZA @R, Fittnfsclienti TCPERKImICIE XA,
BREHIIERE, ERA PR R (hangdb) , KiZkikkE, Nt B ECSBE T
BE,

- WRBHRID: centos_6_08_32_40G_alibase_20170710.vhdfilcentos_6_08_64_20G_a
libase_20170824.vhd,

- BEITRE: ERPUE1Tyum updatem @ FHRRGNIEE2.6.32-696.11 1 PA FARA

HE:
PRSI, SIS C ST o1 1 PR s i B,

CentOS 7: ERRLKGENBAT FEWIER
MIEEN, R BRRIBETTRWT:

- R B RERECSEBIE, #iBsrCentOS 796414 (hostname) fFERT 7B
BRUNG FRIER, WTHER,

sfihostnamerfil B—RERERH JRER G NG A%
iZm5elge****sxx1ps5zX |izmb5elqe*****sxx1ps5zx |72
ZZHost zzhost 7
NetworkNode networknode v




- PRI LT CentOSALHHE, AKLT UM AILBHLBIE A X Bk,

- centos_7_2_64_40G_base_20170222.vhd

- centos_7_3_64_40G_base_20170322.vhd

- centos_7_03_64_40G_alibase_20170503.vhd
- centos_7_03_64_40G_alibase_20170523.vhd
- centos_7_03_64_40G_alibase_20170625.vhd
- centos_7_03_64_40G_alibase_20170710.vhd
- centos_7_02_64_20G_alibase_20170818.vhd
- centos_7_03_64_20G_alibase_20170818.vhd
- centos_7_04_64_20G_alibase_201701015.vhd

- ¥ MHostnameZ¥H : MBERM A hostname KNG HUEMSR, BSLHG S5,

Lo itE SB35 #1858 LR hostname,

hostname¥#l EmRZm | INSZEN | R ARSI
4]

el o APIOIE SNy, hostname |J2 PoRERE |2

GRSl NS HE 5 5, 5l

el S eis i APIRIE SHIINY, hostname | &% AiEH FN

h R Ng i

hostname 5 K5 #hE, BEFRIBIEHIT | & AiER b

&% 17 hostname

- BEIFE: QEREREHETEAE RS v Rhostnamel, WA BT,

1. SR, N2 R4#unique_52/
unique_52_Connect_42_section_fjm_rgx_wdb,

2. HEFEMAMhostname,

[root@izbpl93*xx*x*3i161luynzzx ~]# hostname
izbpl93**xx*x37161luynzzx

3. BT Fai2FEifkhostname,
hostnamectl set-hostname --static iZbpl93x*x*x*x3il16luynzzX
4. BITA PR 2 AR EHiEhostname,

[root@izbpl93*x**x*x37161luynzzx ~]# hostname



iZbp193**x**37161uynzzX

- R BMEERIRR B LG, EEicloud-init R F EEFIRA G, FRAEEE X
Bif%, WERAEAEIZ NN A LBHRAIEF O G 2L RS, BTN, WS WL
Fecloud-initAIE LB I B LBEHE.

Linux: pipig{EESRVEBET a)R

MISER, 3 RBEHERSABE TR :

- [FEHEIA : piplfRISABINERIBIR

- WNBI%: CentOS, Debian, Ubuntu, SUSE. OpenSUSE. Aliyun Linux,

- BRI BT A 7 DU = A pipiibhk, Hrh, BRIk
Jmirrors.aliyun.com, VilliZHaERISCBITRREVIRI AWM, SERLHIARTECAMIPH, =ih
Ppipi R,

- (BN 2AM: mirrors.aliyun.com

- BHMEVPCAM: mirrors.cloud.aliyuncs.com

- ZWMMZEMNM: mirrors.aliyuncs.com



- BEIR: BRI ME— AR ORIZ M,

Jiidi—

PRI BL AP, BOSEHISEE — A MIP (EIP) , S
W#unique_54.

AR ) SLHE nf i TR E B L AP, TEETES Waunique_55,

Jitkh

— L BRpipMARTAE IR L, REAT{EECSEBIPIBITINA Fix_pypi.sh, SIRHE
piptfE. RSN

1. imfiEsEml, BAREE, WS Wiunique_56.
2. 1847 PA N2 REUEA S

wget http://image-offline.oss-cn-hangzhou.aliyuncs.com/fix/
fix_pypi.sh

3. IBITIHIA,
B THMZVPCEH]: idfTmPbash fix_pypi.sh "mirrors.cloud.aliyuncs.

com",
W Zpegse): i2f5m<bash fix_pypi.sh "mirrors.aliyuncs.com",
4, HikpipHfE.
fix_pypi.shIARNEUR:

#!/bin/bash

function config_pip() {
pypi_source=$1

if [[ ! -f ~/.pydistutils.cfg ]]; then
cat > ~/.pydistutils.cfg << EOF
[easy_install]
index-url=http://$pypi_source/pypi/simple/
EOF

else

sed -i "s#index-url.x#index-url=http://$pypi_source/pypi/

simple/#" ~/.pydistutils.cfg

fi

if [[ ! -f ~/.pip/pip.conf ]]; then
mkdir -p ~/.pip
cat > ~/.pip/pip.conf << EOF
[global]
index-url=http://$pypi_source/pypi/simple/
[install]
trusted-host=$pypi_source
EOF
else



sed -1 "s#index-url.*x#index-url=http://$pypi_source/pypi/
simple/#" ~/.pip/pip.conf
sed -1 "s#trusted-host.x#trusted-host=$pypi_source#" ~/.

pip/pip.conf
4
}

config_pip $1
Aliyun Linux 2: FBRZEMCONFIG_PARAVIRT_SPINLOCKAI e FE 14 gEinl =R

MIEENS, R G RIBETTRWT:

- SR . R PIEICONFIG_PARAVIRT_SPINLOCK)G, SECSSBIvCPURKZ, HM
A KRB FHRIEIN, RIHTERES BN (Blan, Nginx b HRRERAEPERE ) &
PRIHERIR RR%) , SERTRESAER I G2 EIERE R A% ),

- WABIH%: Aliyun Linux 2,

- BEFER: WBSENICONFIG_PARAVIRT _SPINLOCKfEAliyun Linux 2 EERINMETF RIAIRE.,
AR E AR AE BRI, 35 2)JF FB CONFIG_PARAVIRT _SPINLOCK,

Aliyun Linux 2: R#ZFHEERATITHPAXE NalwaysAl e RSB AR R E X EEE TR
MIEEN, R G RIBETTRW T :

- R BRI RG, EPIKWTHP (Transparent Hugepage) HREN
always, AIRERSIRRGEAFEMIERE TR M8,

- WABH%: Aliyun Linux 2,

- BEFFE: fEAliyun Linux2¥, PEFRHEIZEI KT (Transparent Hugepage, THP) ¢
CHINE Amadvise, BATERLLRHRR T, PlANalT PRI ErEN, JFREN
madviself, HXIFREAmadviselfPERERIIRAE, (HILRPERERHENIALA FIIMIALE R
AR#FENSENE. Wik, FRIFESTHPEB O RANER, 77 R REUE R L5
Wi, EBRELR R madvi selEIAZE,

Aliyun Linux 2: NFS v4.0hRZAsHZ+E (Delegation) IThEERIRETFIEIRIRR
MIETEE, BN RGBT R :

- [EfGA: NFSZHE (Delegation) YIRE{EVA.ORRA PRI REMEENIE, TEINIES MNFSZHEY)
REVA.OfR A,
- WEHS: Aliyun Linux 2,
- BEITR: (EHINFS v4.0MARR, HIEAZIT i Delegation e, QI MRS a5 K IA11%5)
E, WS WHDXSH,


https://docs.oracle.com/cd/E19253-01/816-4555/rfsrefer-140/index.html
https://docs.oracle.com/cd/E19253-01/816-4555/rfsrefer-140/index.html
https://docs.oracle.com/cd/E19253-01/816-4555/rfsadmin-965/index.html

Aliyun Linux 2: NFSvA4.1/4. 2R ARG AT RES BN AR TEERH

WEVENS, WNBRIGRIBE TR

- PSR . FENFSIHvA. LRIv4A. 2 A, G EfEf iR 1/0 (A1I0) 7N FRiE
R, HAEFRAET/ ORI Z AR AN MR SRR TY, A —@ )L Mkintl, SEOMMEREILER
ll:ljo

- WABIH%: Aliyun Linux 2,

- BEE: ZMEEIENZ4.19.30-10.a17 5 YA ERRAPIEE, BT IZREH IR AR, &
RS TR B R S THENRIBE R Z RS, MFBE, EELmITsudo yum update
kernel -y, FhseaEBRGENN],

HE:
- FHENERA T RES SBIERATIEIFVIS K, I EEERE,

- JHERPIERG, TETRREC eI IR B e R BdE. BIMEE, WS
W#unique_518#unique_10,

Aliyun Linux 2: Meltdown/Spectrei@RiEE & MRS 1ERE
WIETENS, BN RGBT R :

© WEHEAR : Aliyun Linux 2P0, BRIATIF 7B BRI = 6 2 AT Meltdown #l
SpectreftBE IR, W T HLBEIIRESEMRSITERE, FAEH WRPERERSEECFNIAHh, o]
RES MBI R FEEERITERE FREEA,

- ¥WB%: Aliyun Linux 2,

- BEIIFE: MeltdownfISpectref@ S8R /RS i R BRI AN s e, i i@ ix A i
TRVIMAOMNAE, WmsTB ARF PEURER, Bk, @SBRIk &
IRTRARMEEIIRE, (MR REMEREABRER, DL P BB E YRE.

1. X317 L R4 iBiinopti nospectre_v2E|NZHsh &80+,

sudo sed -i 's/\(GRUB_CMDLINE_LINUX=".*\)"/\1 nopti nospectre_v2
"/' Jetc/default/grub

sudo grub2-mkconfig -o /boot/grub2/grub.cfg
2. BITLA PR HIE R YL

sudo reboot



5 HEXER

5.1 gl BEENXRE

5.1.1 fEAIRELIEZBE XR&
15 L BHRIRECS RGN AP, 0T DU B QIR P15 SRS, FFHRIBRER
i BORFRBU BN E SERHGD. JUROEN 152 BRI S & FLA IR SR SF
B ELISC, Ak 7B ALRISCH,

HRIEE

YRR IR A 5 BB IRERI 2 2T, 1S WP 2 e R
PRI QIS B BB Z i, IEAFAIB e YT :

- SRR GRSGHEMBUERDUR) Q1 BE B (U B PRI A A E X
Bl

- M HRIRTEE g PR ] T a0 B S

- QIR B LR ARSI . RS B g, e B E) Hbr iR, T
ZiEME, WS WHunique_14,

© HE CBUGAX 53 A A i A Sk, RIS A 4E L H ECS Sl (it B 2 SUBEM%, mI
FIFBHGRAT RIWECSI; R 2R,

- A B BRI ERECS B AFHERCPU, WAE, 3. B,

- A A REBITERECSSBIn] AR SRE RS, HEIEN, WS WHERRSR EALE
8 . BERGE, FREEE BRI akSE

- QIR ECS SR FSRIBUE, AT DRI QI i SCBHRASZ R, 8RB A
ECSIBHAZZEMN, {H H PRI 2R ECSIBIRBT#EE B,

(2
1. BRECSHEBMENHI&,


https://www.alibabacloud.com/help/zh/faq-detail/54903.htm?spm=a2c63.q38357.a3.3.3a4b61feRLos9d
https://ecs.console.aliyun.com

2. EFELUMER—MUGIE, IREITEAIE A SRR R,
© I

a. fE/EMSHE, JEREIHISBG > Sl

b. IEFEIBIFR LRI IR,

c. HREIEFREP, MdieBlID, SRAEERMES], Mk,

d. fEEMSHE:, MAdALHIRIE, BRI RGERK PRI, RS, MGl
R LB

a. fEAMSHES, JEEAAES TR > PRIK,

b. fERIBFIRER: RN RGO, A0 A XBiE.
R 'IEQ;E\\E\ @uffgERE o

2]

FeEE EECE ERMREES REZS
i t thigsE t R TREEE:

. RE TA3BIERF AN, WAREREFIHGERRaEREZENTEENES. EtEhs. BIsERIcSERE
- = 18

S B, LIBSar-a iRt RimaER

=0 SR E T B EERNREeEIF 2, BAERARESERESIREH TS, WEEIE BN R,

FiESHhE HEEEER v Wiz 2@

STHTEE NAS o .
. _ weEsET BE . & e
G i =hnE - 100% )

=mEssE = 0GB |EE | RIE g g, == I T ———

3. FEFHAAIEE B SCEGOIGHE, SR ELU T At
- WIMRIRID,
- B A SRR PRI,
(M%) GRS BAEQIRIBHE P RIN U SBIRRNGER, EERMEIRERIE, JFa
s INEREIF IR R R

E] Bi:

- UURAEREBUES DR, BMRIRID A%, WZBWER KNS, BINARNS GiB,
- WGNERE ¢ RIERPUR, WA RO RN AR



- TR R DR P R BUR BRI R < 5 A B X BER,  ERRR L R,
(AN3E) Rnl AR B PR B X Bifg. EZEE, W2 WA,

BIEEEVES 0 HESEVEES

ESpREEID -

EEYERER: test_custom-image
EEAZ-1281FF , FELEREERESTL Do asEhsaPe .
SEVEEER EERENESEVES
EER2-256 =5 | AEELIhttp: /(EEhtps: /[T
frarec
RIS -
(BwmE) [devixvda 40 GB
12hn
00GE ;
Tz
R e XSG -

- RN DAERNZ SR AL, BRI ER, 12 WAE B R0 dgpl,
- R DUERNZBHON P E R g (IEAKBHE) . RAKIRED R, WS WERASE (ER
5%

5.1.2 ERAEHILIE B E iR &
SERTBUE TSI — A F5E XS, TSCBIPITHRS, RE R S A, sl
MU 1 UG
IR 15 SRR R, WS SRS 1 S QI — AR, RS SRR AR — 4 )
S, R,



Rt UL T IRIEBIE B2 88, 1§24 #unique_12,
R EIA
- IR BUR B INRR 5 e B X BEG, B RBiR L 2R,
- BIBHERAE R, ARUERIBINIRE, AEEIE, RasE R, R,
- PERAPRBIR R B SCRG QUSRI BOMREBHS QIR QR BIE IR RIS QI ¢
B, WIBRDRIEEEEUN SUAE I BR A BN B DR QS S B A R £
- XS HAFBIREN B L BiHE.
- BRGNS, ARERERIEIRE RN B e X BiHE.
RIEDE

1. B3 ECS EHHIA,

2. AESCHIFI R Ui TR, 4 H RSB e bk,

3. e TR Ll

4. PREIBEEIH], AdiFFREA MK H2 > BEmBig > f1E A e LBHE.
5. ABHRATRATAER.

6. Wili QUL

PRSI IR R OIS, BHRA RERE, VL5,
ARl

PRI 15 BRI, AR #unique_62.
5.1.3 (EAPackerllZ B E X7

Packeri2 —FH% RPN B E X TR, REWSETT1Es AN FiRRER

gt (MWindows, LinuxfllmacOS) L. ZREALEIFEHPacker, SAAGIEHE B4,
3
= Bim:

A SR DUGE I Fi817 Linuxi#fE R GRS 25.

1. & Packer

I LU Packer B PRI, &R PG EEIERGMIRA, S5 LTS e il
Packer B /7 &2 Z¥Packer,

1. RGPS R FILinuxiRF5 8. WIRERIRS 8 MECS Linux3zfl, a5 Sofh £8P 4 %0
AEHER: Linux 9241,


https://ecs.console.aliyun.com/
https://www.packer.io/downloads.html
https://www.packer.io/docs/install/index.html
https://www.packer.io/docs/install/index.html

2. PUTIHIZ cd Jusr/local/bin#EAN /usr/local/bin H3k,

BEHA:
Jusr/local/bin HF AR HR, 0]l PackerZ3i% Hx Fek A B HINzIER
BRAEBRMHRT,

3. tfTii% wget https://releases.hashicorp.com/packer/1.1.1/packer_1.
1.1_Tlinux_amd64.zip 3RKEPackerZ i, #En[LLiii] Packer T#¢vim FREV AR
APackerZ¥ifu,

4. PUTMZ unzip packer_1.1.1_linux_amd64.zip X1,

5. PUTA% packer -v KiFPackerZZEIRE, HiLinuxikssatiEMPackeriiiA s, FornELiE
WiZedPacker, #Linux/ii%5 887 command not found FrRPacker RIEMIZEE,

2. EE X Packert&ii

i Packer B FI5E SCBHAIN, FREAIH — N TSONIXAIBR S, fEiicrfh, &
TR B UBi% 1 Alicloud Image Builder (8% Al Provisioners (fit#

#) o Packer LA ZAMACE RN, WHITRLE HE LBEGHRINAERTR, PARRAF AR Shell At
whl, & XPackerfif,

fELinuxfl 55 25 il 44 Malicloud¥json IR EL R %
{

"variables": {

"access_key": "{{env "ALICLOUD_ACCESS_KEY }}",
"secret_key": "{{env "ALICLOUD_SECRET_KEY }}"
1,

"builders": [{

"type":"alicloud-ecs",
"access_key":"{{user “access_key }}",
"secret_key":"{{user ‘secret_key }1}",
"region":"cn-beijing",
"image_name" :"packer_basic",
"source_image":"centos_7_02_64_20G_alibase_20170818.vhd",
"ssh_username":"root",
"instance_type":"ecs.nl.tiny",
"internet_charge_type":"PayByTraffic",
"jo_optimized":"true"
1
"provisioners": [{

"type": "shell",

"inline": [

"sleep 30",
"yum install redis.x86_64 -y"

]

1]
}

D JER S AV {8


https://www.packer.io/downloads.html
https://www.packer.io/docs/builders/alicloud-ecs.html
https://www.packer.io/docs/provisioners/index.html
https://www.packer.io/docs/provisioners/index.html
https://www.packer.io/docs/provisioners/shell.html

i

access_key &AccessKeyID, HZiElH, ZH fli#AccessKey,
BiHA:
HFAccessKey®BRid K, MPilbaREE, BIUE #unique_67, il
HRAM TS @l AccessKey,
secret_key & AccessKeySecret, WEI¥H, ZH fliEAccessKey,
region G B 5 OB (8 P G S D stk

image_name

i BRI AR,

source_image

FERBHR AR, A AR R A S BHR SRR

instance_type

QI A SCBEAG I A BRI I N SR 2R

internet_c G 52 SSRGS FR 23 P 550 9 Y,
harge_type
provisioners | QI HE XEARN A Packer BLEAT FH,

3. {EAPackertlEBE XRE

T PackerBiH S A R F i B4 :

1. A AccessKeyID: j&17 export ALICLOUD_ACCESS_KEY=#[f] AccessKeyID,

2. S AN AccessKeySecret: j&fT export ALICLOUD_SECRET_KEY=#&[f] AccessKeyS

ecret,

3. YT packer build alicloud.json @il HE LB,

AHBATEERAT, PAT RPN RIS Redish B2 X Bif4:

alicloud-ecs output will be in this color.

==> alicloud-ecs: Prevalidating alicloud image name...

alicloud-ecs: Found image ID: centos_7_02_64_20G_alibase_20170818.vhd
==> alicloud-ecs: Start creating temporary keypair: packer_59e44f40-
c8d6-0ee3-7fd8-blbaB®8ea94b8

==> alicloud-ecs: Start creating alicloud vpc

==> alicloud-ecs: Provisioning with shell script: /var/folders/3q/
w38xx_js6cleksmwkrqsnw7w0000gn/T/packer-shell257466182

alicloud-ecs:

alicloud-ecs:

Loaded plugins: fastestmirror

Total 1.3

MB/s | 650 kB 00:00
alicloud-ecs: Running transaction check

==> alicloud-ecs: Deleting temporary keypair...

Build

'alicloud-ecs'

finished.

==> Builds finished. The artifacts of successful builds are:
--> alicloud-ecs: Alicloud images were created:



https://www.packer.io/docs/provisioners/index.html

cn-beijing: m-2zel2578beloa4ovs6r9
=%

#unique_62,
SEFER

- VilPIHE ZGitHub Packer 2 packer-provider JREUE 25 &,
- BB Packer® 7 (B ¥R H 2 PackerfEHITEN,

5.1.4 EAPackerBlZH SN HIR &
Packer/2 s ERENBHEE X T H, GBI TEERRER
i (WwWindows. LinuxfiMacOS) k. ASGRET U ACentOS 6.9HEAMEE G I 1155
Pl Z A, TR % A & X Packer Bl h HAthig 1 R A HIVE B,

HRECE
ASORGE BREER] 74 SRRASERPE, PROEIT, 35 DA R R PE A

- M55 EsEERSE: Ubuntu 16.04
- FEHIVEB G INERER S Cent0S 6.9

GIE ks

- BfldtAccessKey, IV, 2 WAIH AccessKey,

M

BeHA:
H ¥ AccessKeytFRid K, MbilkEdailtes, B ERAMBF, FfEHRAMA 4]
H#AccessKey,

- BJF@OSSRSS. TR EE, 12 WHunique_69.

ERRH
1. iBfTegrep "(svm|vmx)" /proc/cpuinfomi%, #HAEEMVARSBIEIIPIEE X
FFKVM,

RGN MERR, FoRRKVM,

pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx
pdpelgb rdtscp lm constant_tsc art arch_perfmon pebs bts rep_good
nopl xtopology nonstop_tsc aperfmperf tsc_known_freq pni pclmulqdq
dtes64 monitor ds_cpl vmx est tm2 ssse3 sdbg fma cx16 xtpr pdcm
pcid sse4_1 sse4_2 x2apic movbe popcnt tsc_deadline_timer aes xsave
avx fléc rdrand lahf_1lm abm 3dnowprefetch epb intel_pt tpr_shadow
vnmi flexpriority ept vpid fsgsbase tsc_adjust bmil avx2 smep bmi2
erms invpcid mpx rdseed adx smap clflushopt xsaveopt xsavec xgetbvl
xsaves dtherm ida arat pln pts hwp hwp_notify hwp_act_window hwp_epp


https://github.com/alibaba/packer-provider
https://www.packer.io/docs/index.html

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge
mca cmov

2. HERITEIRSS S B FFKVM,  iRIa17 A i @ Z3EKVM,

sudo apt-get install gemu-kvm gemu virt-manager virt-viewer libvirt

-bin bridge-utils #ZEEKVMEIHSEH
sudo virt-manager #J)Jgvirt-manager

QI nf PLdEE GUIBTEUE L, FonEC2RINLEEKVM,
3. @¥Packer,

ii?lﬂ%g% 2 Wi Packer,
/7’\

E X PackerBiti,

BiHH:
PLURanplai 23T CentOS 6.9751, WIRETHE W HAMPRERGHIMERG, HRERZEAE
Y PackertiRALE X Fcentos. json, T#IEIESWHE X Packeriti,

cd /usr/local #ypr{e

wget https://raw.githubusercontent.com/alibaba/packer-provider/
master/examples/alicloud/local/centos.json # R#EMHEEE T E{THcentos
- J sonfit B s

wget https://raw.githubusercontent.com/alibaba/packer-provider/
master/examples/alicloud/local/http/centos-6.9/ks.cfg #FEMBEAEN
KATHks . c gt &L

mkdir -p http/centos-6.9 #{li#H3

mv ks.cfg http/centos-6.9/ #Baixffks.cfgR|Hzxkhttp/centos-6.9
5. RRiafT AR a2 QIS A A S

export ALICLOUD_ACCESS_KEY=<#JAccessKeyID> # S NJAccessKeyID

export ALICLOUD_SECRET_KEY=<f#[JAccessKeySecret> #5 A\ JAccessKeyS

ecret
packer build centos.json #AIEAIEE SIS AZ
LB

IBTTRRBIE R :

gemu output will be 1in this color.
==> gemu: Downloading or copying ISO
gemu: Downloading or copying: http://mirrors.aliyun.com/centos/
6.9/is0s/x86_64/Cent0S-6.9-x86_64-minimal.iso



==> gemu: Running post-processor: alicloud-import
gemu (alicloud-import): Deleting import source https://oss-cn-
beijing.aliyuncs.com/packer/centos_x86_64
Build 'gemu' finished.
==> Builds finished. The artifacts of successful builds are:
-=> gemu: Alicloud images were created:
cn-beijing: XXXXXXXX

6. FRF—BIRG, fEXNHBRMECSIEH S BHL TS AR HEE5 R, rnflhirEle—,
B X Packer &1k

T CentOS 6. 9RGANEAHBURHIRBI, S WEEMRG, IR EN AR ER SRR A
Bif%, nIZUCentOS 6.9JSONH: (WIFAR) , HE X PackerBifi,

{"variables": {
"box_basename": "centos-6.9",
"build_timestamp": "{{isotime \"20060102150405\"}}",
"CpUS": "l”,
"disk_size": "4096",
"git_revision": "__unknown_git_revision__",
"headless": "",
"http_proxy": "{{env "http_proxy }1}",
"https_proxy": "{{env "https_proxy }}",
"iso_checksum_type": "md5",
"iso_checksum": "af4axxXxXXXXXXXXXXXXXXx192a2",
"iso_name": "Cent0S-6.9-x86_64-minimal.iso",
"ks_path": "centos-6.9/ks.cfg",

"memory": "512",
"metadata": "floppy/dummy_metadata.json",
"mirror": "http://mirrors.aliyun.com/centos",

"mirror_directory": "6.9/isos/x86_64",
"name": "centos-6.9",

"no_proxy": "{{env ‘no_proxy }}",
"template": "centos-6.9-x86_64",
"version": "2.1.TIMESTAMP"

"bu%lders":[
"boot_command": [

"<tab> text ks=http://{{ .HTTPIP }}:{{ .HTTPPort }}/{{user
‘ks_path®}}<enter><wait>"

1,

"boot_wait": "10s",

"disk_size": "{{user ‘disk_size }}",

"headless": "{{ user "headless" }}",

"http_directory": "http",

"iso_checksum": "{{user “diso_checksum }}",

"iso_checksum_type": "{{user “1diso_checksum_type }}",

"iso_url": "{{user ‘mirror }}/{{user ‘mirror_directory }}/{{
user “diso_name’}}",

"output_directory": "packer-{{user "template}}-gemu",

"shutdown_command": "echo 'vagrant'|sudo -S /sbin/halt -h -p

)

"ssh_password": "vagrant",

"ssh_port": 22,

"ssh_username": "root",

"ssh_wait_timeout": "10000s",

thpeﬂ: qumuﬂ’

"vm_name": "{{ user "template’ }}.raw",
"net_device": "virtio-net",
"disk_interface": "virtio",


https://ecs.console.aliyun.com/#/image/region/cn-beijing/imageList

"format": "raw"
h
1,
"provisioners": [{

"type'": "shell",

"inline": [
"sleep 30",
"yum install cloud-util cloud-init -y"

]
11,

"post-processors": [

"type":"alicloud-import",
"oss_bucket_name": "packer",
"image_name": "packer_import",
"image_os_type'": "linux",
"image_platform": "CentOS",
"image_architecture": '"x86_64",
"image_system_size": "40",
"region":"cn-beijing"

}

RPN R IQEMU Builder, EREH T RIRERIPLEEG ., Packer £ )REFH &
TWSBBI, WRRIR, HRWESE, W2 WPackerQEMU Builder it [,

3R 5-1: Packer4£ Fi 28 & #5 EH

iso_checksum |string BIERGUNISOAFIIEERA ., PackerfE)HahHi#

TISORNBIWLZ Hik & %S5, 2/ iso_checks
umB{Fiso_checksum_ur1SE; YEBHEE TS
iso_checksumly, Z¥iso_checksum_urLIN{EHEH

o Fed 5
iso_checks string CIERIRERGIIISO RIS, BUETEHE :
um_type - none: ZMKANTRL, AHEIEGE A

- md5

- shal

- sha256

- sha512
iso_checks string —MAE T BRIERFEISO SRR A S AF B
um_url # (URL) , H:UNGNUS#E BSD, BHRESDIEE

iso_checksumi# iso_checksum_ur1S%L; 4&H5
€T Z8iso_checksumlf, Z8iso_checksum_url
B H 2h 20,



https://www.packer.io/docs/builders/qemu.html

iso_url string —MEMISOH &S LEHE SN URL, XA URLA PAIZE—
AHTTPHER, n] DU —A U 2:

- WIRRHTTPREEE, Packer N\HTTPHER: RECIIF
RAFIBIT,

- R RIMGE#E QCOW2 X 5EH:, QEMUHA AL
AR ERRah, SRR T SRR RN, RS
disk_image®E Mtrue,

headless boolean Packer#hi\idid G ah EIEAL B HIHLA A 2 QEM U E#L
Bl Y% headlessBNTruelt, KRsh—A A
BB,

R BIR A RECE 2542 5 1 Post-Processorfibl, Bt Ak & ARBILEIECS A
. Post-ProcessorB R LTS BUN FiiRn, HARWIESE, #ES WPackerAlicloud Post-

Processor i,

. 5-2: PackerEr B 23 2B 92 28435 FH

access_key string R AccessKeylD,

secret_key string 1 AccessKeySecret,

region string A G AL ZHRID, AR cn-
beijing, WEHUEER, HS WHUEAIMHIX,

image_name |string BRI AT BRI AR

- W [2, 128] i Lok SC R K

© W BARNG F R SR

- ARAVELEEE. RRIZ (O BEEER ) S
- ARERAhttp://skhttps://FHKk,

oss_bucket string #£I0SS Bucketfafi, HEHE T AN AFERBucket
_name HFR, Packer L5 AN —/ M4 Bucket,
image_os_type |string B e

- linux

- windows
image_plat string R RAThRAS, B, AxpidiCentOS,

form



https://www.packer.io/docs/post-processors/alicloud-import.html
https://www.packer.io/docs/post-processors/alicloud-import.html

image_arch string B RATIRA R &, BUETER
1tecture . 1386
- x86_64
format string BEGRRE, BUETEE:
- RAW
- VHD
T—%

REnT DARER] EA& 2P 2 S 1 EE LB AIRECSSEHI, 752 WA B G AL Hl,
LR

- Tf#PackerfiHEIE, WS WPacker 5 3% .

- KMPackerMEZ{ER, Wil GitHub Packer@)f¥packer.

- FRIiopstoolsMEZ{HE, wiMGitHub Alibaba@)¥opstools,

- JHpacker-providerfE2{5 8, nViMGitHub Alibaba&PackerffEpacker-provider

o

- TIRBECE X ks . cfgE 25, 2 WAnaconda Kickstart,

5.2 BRBEEMREER
QIR T 1 SUBUGUR, SR BATORTISRL 15 BRI 2 FRRE

BRIEPR

GRECSHEBEHIA

FELEMI SRS, IEFEIHI S HiHE > Bifg.
FEDARIRERAL, eI,
TREN T LB B L Bi5.

- udiEbR, HEHSEERAR,

o k2 b=

6. HligfHenid,
7. £ HAE SCRBIA SO ED, S H S5 A,
8. Bl A7 S IB E i LG HAE R

L nf LU ECS APIMod i fyImageAttributef&ek A& X BRE R,


https://www.packer.io/docs/index.html
https://github.com/mitchellh/packer
https://github.com/alibaba/opstools
https://github.com/alibaba/packer-provider
https://github.com/alibaba/packer-provider
https://fedoraproject.org/wiki/Anaconda/Kickstart/zh-cn
https://ecs.console.aliyun.com

5.3 FANEREK

5.3.1 IREEMEN TR
HER AN BE L BHGnT, ERUEERBEERN TR, AsMLinuxfERGERCE R BT
BYAFME ASGENBRAERE], S8R IR A v S8 S5 MO TN T H

ECSHHE B B g QI b, 2% HE L% n] DURSE TRk FARSS . MERLHLERE Hith =
LRI A EHERINBHE, BREREBUESAECS, Al HHAI#IE], SRR AN EE X
BRI E — R, FEES WS ABURLE,
RAEBGHIVE R, AT ECSHAG G TR (PSRRI TH) , A0 T HAE
FEF Linux RS540 H BRI WAL B fabr, Pude AR E. R TXTRIJSONAE R
WEIFSINRREN, HEEBWKE RGN E, J7EEUOEEE RERCETFRIE TSGR
BiZ.
ASLLACentOS 7.4 64NRVERGE B, S8k T HIHR1ED 3,
EAEE
Hai sl T BOCZFRMILinux 29U Ei%, f45Ubuntu, CentOS. Debian, RedHat, SLES (
SUSE Linux Enterprise Server) . OpenSUSE, FreeBSD. CoreOSHIHELinux&fiiiA.,
IREP R
1. SRERIRSE. BEWIEE 2 FEr AL,
2. 1817 DU a2 TR I T RS 4 H 3%,

wget http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach
/73848 /cn_zh /1557459863884 /image_check

R thon] B i A SIS TR,
3. fEfroot BBIS TRLIN TR, 6k S A I TR IJCik D C 5 B i BB A e B LA

chmod +x image_check

sudo <Kl T HPfEp{E>/image_check -p [HFREZE]

AR, <grpspase> MYRTHI, ERRE R HRBRE Y H S, Ftiai i TR
S22k

sudo ./image_check

-

= B


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/73848/cn_zh/1557459863884/image_check

REIEEM -p [ E b PR AU 5 A B 12, 35 AN AR o5 BRI Bt A4S I R
]
4. FRRIN TR R SNCE

Begin check your system......

The report is generating.

The infomation you need to 1input when you import your 1image to
Alibaba Cloud website:

Current system: CentOS

Architecture: x86_64

System disk size: 42 GB

Check driver [ OK ]
Check shadow file authority [ OK ]
Check security [ OK ]
Check gemu-ga [ OK ]
Check network [ OK ]
Check ssh [ OK ]
Check firewall [ OK ]
Check filesystem [ OK ]
Check device -1id [ OK ]
Check root account [ OK ]
Check password [ OK ]
Check partition table [ OK ]
Check 1ib [ OK ]
Check disk size [ OK ]
Check disk use rate [ OK ]
Check inode use rate [ OK ]

16 items are OK.
O items are failed.
0 items are warning.

The report is generated: /root/image_check_report_2019-05-10_13-28-
21.txt
Please read the report to check the details.

5. BEKMIRE.

Kl T HIZITas R, SRR S TErE. AR, Kk S essiE o /root, il
i E5AEX N image_check_report_H#H_I}h . txtBimage_check_report.json,

BT

Do R SEHIER B € R AIR I REAR R ECSIZHI, Kl T H 3 2R E RS b DA AL B,

K AERE R AR
driver FEIEIEH IR SECSSLH ZRBRULIG), WS WL
1Evirtiodksh

/etc/shadow TCIREUCER S, WmCiEREE | AR chattrmm @BIE /etc/
i X B4 AEECS LB shadow(fF




A0 NS5 AT S AR
SElinux TCIEIEH RS ECS S AE@BR /etc/selinux/
configHESELinux
gemu-ga ECSFR#RZIE RS AR, 2l | #H#Egemu-ga
VIREA A
network ECSSBI 48 P REAFSRE KA MERNetwork Manager, JF
FIIF networkfli5%
ssh TR B I P ECS I FIIFSSHARS;, AZBHE
PermitRootLogin
firewall RGLE AN EERIECSEMIAEE | XHAPiKhkIptables. Firewalld.
IPFILTER (IPF)., IPFIREWALL (
IPFW)gkPacketFilter (PF)
file system TR A - HEFFHiFxfs, ext3. ext4({FH
4t
- HUFiHext2, ufs, udf(fF#&
50
- extAXMFRFEANLEMM64 bithF
1 (feature)
= WiM:
64 bititext4LHRGINFHE
2Z— Baffiffiman ext4mi%
A H LB,
root TCIEMEHH P A EIEREEECS | ¥ rootiks
Sl
passwd ECSSEBITEIEHg R passwdai<, sREPLE
passwd
srIXR TR IER BSHECS I FHMBR} X
/lib JeiE HENMLACE ECS S /Uibfl/ Tib6 4N EAREN
SRR, IBREREE/ TibRl/
L ib64 RN BN B2
system disk N/A WMRG/E R, RaRZRREN
40 GiB#£500 GiB, £ S AL
i) £ VYA NG NTTE | B O ke
RACEARGIE AR
disk usage TCIZNECSSEW L AR | OREF R BRI 42 )

5%




S5 AE G R AR

inode usage TCIENECSB L BN RA sk | R+ R iEinode B
%

Kl T B AR LA 0K, FAILEDERFWARNINGH: &SR,

- OK: KSR & K,
© FAILED: KRBT EEOR, %A XBiGQEMECSERITCIXIE R s, BIBER
WS E R EBHS, PARSEBIRZIEE,
© WARNING: RIS & EOR, %A CBHEAENECSEHn LlZ 23, HECSIKIAME
HARORR T HERISCHINCE, ZnT PUEREZAMEE, tha] DU 200 i) 8 BRI E B
Hith I

K THISTTE G, 216 H 25 TXTHITSON MRS AR IR &5 .

AR
K S HbRBs 2 nl i -p [ HiRR1IEE, BATEE, WIERIAE REK I T ek 12,
- TXTHRIRE AP N image_check_report_HWI_IfE] . txt, Ri5PIEAREIRSS Sl Bl R
PR RS IEE B, PACentOS 7.4 640 iRTER G MM :

The information you need to input when you 1import your image to
Alibaba Cloud Website:

Current system 1is: CentOS #RSS RPER G
Architecture: x86_64 # RGN
System disk size: 42 GB #HRGSRARB R
Check driver #5044 PR
Pass: kvm drive 1is exist #R sk B

Alibaba Cloud supports kvm virtualization technology
We strongly recommend installing kvm driver.

- JSON#sRI 4P image_check_report. json, i ELHERSS AR EAS B AR
i, PACentOS 7.4 64 ER G :

"platform": "CentOS", \\ RS RPERGE
"os_big_version": "7", \\BERGIRAE (FhL)
"os_small_version": "4",  \\EfERGIRAE KN
"architecture": "x86_64", \\RSZEH
"system_disk_size": "42", \\JREZRARSGHBERE
"version": "1.0.2", \\K: i T B A
"time": "2018-05-14_19-18-10", \\ﬁ]’l}]ﬂﬂi‘l‘rﬁ]
"check_titems": [{

"name": "driver", \ \ RS 1053 44 F

"result": "OK", \ K&

"error_code": "0", \\ iR

"description": "Pass: kvm driver exists.", \\J}#R
"comment": "Alibaba Cloud supports kvm virtualization

technology. We strongly recommend installing kvm driver."



]

HEBFABREE I
‘ZFevirtiodKkah

(Rfk) FeiuBiig X
TG
18 B SCBHZ A )

5.3.2 AR HYR
JORUE I SUBHGIITT FIFERBERBLR B ARCE, WIS ABHR NI BT i R B AECS F
5 BUGR A AT

WindowsiRER SR %
AR

ARG R

- MBS R R,

- IHRAERGMFIR N, TRRGEAE WS,

- IHHRE BRI R BRSO DM S A RACE S AN RGE /D, KRGS RTEE S F40GiB-
500GiB,

- KRR KEE, FFATRDP 3389411,

- administratorik S &R LH N8 -30M Y, RN EK/NG SR, BRIk RT
SRR, RSB ( ) C ~le# s %N & x - _+= | {}I[]:;

y o 2 /o H AREDARIERE () HEMETR.

ok b=

<>
ASEHFI

© REFFISOBG . WEAELk FABEER VirtualBox % T HGIfEG, ##Ril HZECSZHHN
Bk ARAW, VHDEqcow25HF A,

© AXFHEBS ¥ gemu-ga, BN SHECSHwZRIHEE RS AT A,

- AZFWindows XP, £ RAIEIERWindows 7. Windows SHIWindows 10,

SCREIR

- XRZB X R
- XFNTFSXIFRSE, XHMBRITIX,
© XFRAW, qcow2fIVHDRRABHS. SAHAMRIIBHEG, WS g UsmIA.



- XS ALE UMM ERGIRA R BES
- Microsoft Windows Server 2016
- Microsoft Windows Server 2012 R2
- Microsoft Windows Server 2012
- Microsoft Windows Server 2008 R2
- Microsoft Windows Server 2008
- #Service Pack 1 (SP1) [JWindows Server 20038k 5 i A

LinuxiR{ERARE
GBI
- EERASUHE RGN SR
© RIMBYCRBERGULE, W/ sbin, /binfll/Tibx3FH%,
HMBK /etc/issuex, BMECSHIKIERHBIMNRGKITIR, M IERGIIN.
- EMIB% /boot/grub/menu. 1st, HMICIERFIECSIZH,
- B/ etc/ fstab, HWITEIEMBS:H 77 XTI RSECSIH,
- B/ etc/shadow ik, SR SBOCTABBEENXF, MmeIERSERL,
- WMBYL/etc/selinux/configlFASELinux, &HWRSGLIER,
- HRERGRRARZM, WORRER AT
- REAIR K, FHATSSH 2256 H.
- JFADHCP (Dynamic Host Configuration Protocol) Hi%5.
- ZAEXENBREKVMIERULIRE), B2 UER, HS W kvirtiolka),
- Zicloud-init, PARRIERERRIIAC Hhostname, NTPHEMyumii,
* rootMK S REM LIRS -3014F, HHENUSRGNGFRE, B RRTT S
SRV RS MR( ) T~ e# $% M &x - v = | { Y] ;"<
s - 2 /o

>

ASZREI

- AEFFISOBHG S, WEAEL PHBHEN VirtualBoxZE T HHIEG, iRkl B ZECS ¥
B ARAW, VHDZqcow2EH T A,

© AR MR,

© AXFFIPvOHLL,

- AFFWRRGH X, HAi SRR X,

© AFHEEHS ¥ qemu-ga, BN FBECSHTRERMTIR RS AR,



SCREIR

© XHRAW, qcow2fIVHDIEAEHE, SAHAME WSS ET, IEeHgem U S A
- XFixfs. ext3fllextd X F &G, XFFMBRTIX,

-

Bibg:
extd LRGP AREM SHRE (feature) 64bit, I HREprojectRflquotaRREMNTH
P, BafPLafTtune2fs -1 ext4##nu#snitt | grep featuresmPABextd RS
Pl SRS
- XFSRAE A MRMERGURARI IS |

- Aliyun Linux

- CentOS 5/6/7

- Core0S 681.2.0+

- Debian 6/7

- FreeBSD

- OpenSUSE 13.1

- RedHat

- RHEL (Red Hat Enterprise Linux)
- SUSE Linux 10/11/12

- Ubuntu 10/12/13/14/16/18

EFRET A LinuxiEg

METFXr, MRESANLiInuxRATHGAEECSIRIEM ALBHGIIRE, ZIRERA T ABG
AR GBS BT B8R BAOR BARERIERSECT-6, HRRGUCRMEACEXIF, R4t
SRR BRI 5 1 B T b T 5 EORINBEHR . MR R 588, IHEESA
BURIERE DL ME ] — R 5 :

- Others Linux: ECSG—F N HMMRSIY, WHRF AOthers Linux*FH5i%, ECSAZN
P QR ST AL B, SRS LERIESHS RIS Y DHCP, ECS&HENWERLE ML, 5K
SIS, W ECSHE BN G MEfE R REERIH], HETRIEIP. BhMmENE,

- Customized Linux: &%, S ACustomized LinuxBi§)n, G ECShiHER ST
B AR E BRI SMELSE, HE2EN, S WehLinux HE LB,



5.3.3 R¥#cloud-init
LR P LinuxHo 15 SUBHRIN, RIS T BRI S IR SR I G A, R R A
SRS 38 12 cloud-init.

4 Zcloud-init

cloud-initR = F &N Linux$#E RGBSR SRR BT IRAR S5 AF, Bl
=z AWS, AzurefllOpenStack?F ¥:ifin -G53 Ffcloud-init, BZEW, 2 Wcloud-init
U ED
Bl H = cloud-initGEfE L HIE N B SRR ILBCE, mEEM4. NTP. &I, BB MSSHE
POEE, WINETH B e (User data) IIAKIHIT,

EAMR

Bl AP A EHEERIN & cloud-init, WEREETELL R B SCBHR I, PRk Bl
SHIGE AP RARCE, BN LinuxAR558 220 B =i A cloud-init:

- ERHIER LR, HRZHcloud-inithILinux/k558%.
- B&Z¥cloud-init, {HRAMKT0.7. 98 LinuxRk55 4%,
- BEMHEZRIZITH, HERZE cloud-initfJECSS:HI,
KRERRE
ARIZFE RAFMA 2 Blficloud-init G EHAIZS, IHIESES IS AL E &8 5
i (datasource) . HrppH Zcloud-initfhRAk0.7.6a, BHEE MALiyun,

Z¥cloud-init/a, BRIFEIFHLERANED, HPHEMRAAHA SREBIRIRICEA S, MREER
F5 ] e G B cloud-initia T ARG HEN R, BERIRERHNRG, LR
#hr, NUEEITRS LRSS as i B2,

- R E RS B L cloud-init: which cloud-init

BLIA:
Kt ERFRRLY, BREZEN R ZRA cloud-init,

- kA cloud-inithi A 5@ 4 : cloud-init --version

BLOA:
WERRAET#E1X0.7.9 A (0.7.6allRARRIY) |, TR LIEMH ZRA cloud-init,

(#F) REMEB=hRAcloud-init

1. B ZFpython-pipfikisiE,


http://cloudinit.readthedocs.io/
http://cloudinit.readthedocs.io/

2. FEPTHZMA cloud-init #3455 5% :

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz
tar -zxvf ali-cloud-init-latest.tgz

3. Acloud-inititoolsH, PiTcloud-initZ¥ A deploy. sh:
bash ./deploy.sh <issue> <major_version>

- SRR

- issue: BMERGIT-ERB, HUEYGE: centos|redhat |rhel|debian |ubuntu |
opensuse | sles, ZRBUEXI/NGBUE, HPsles#RSUSE/SLES,
- major_version: BERG TG FEMAS, Hldl, CentOS 6.5 FERAE N6,

TN 1L/ T
- {1E£CentOS 6.5% ¥ cloud-init:

bash ./deploy.sh centos 6

- {EUbuntu 14.04h¢3# cloud-init:

bash ./deploy.sh ubuntu 14

4, B\RE I &s, FHiRM"description": "success", FREIERI,

REM B = iR cloud-init
PLAT AR AT S 2 e SRt s =4
- CentOS 6/7

# Kifigdpython-pip
if | python -c 'import setuptools' >& /dev/null; then
yum -y install python-pip
fi
# #2irIHRcloud-inithidy
test -d /etc/cloud && mv /etc/cloud /etc/cloud-old
# TEFFRIEP M R A cloud-init
wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz
tar -zxvf ./ali-cloud-init-latest.tgz
# Zedtcloud-init
issue_major=$( cat /etc/redhat-release | awk '{printf $3}' | awk -F
.U " {printf $1}')
bash ./cloud-init-*/tools/deploy.sh centos "$issue_major"

- RHEL 6/7

# KALEpython-pip
if ! python -c 'dimport setuptools' >& /dev/null; then


http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/ali-cloud-init-latest.tgz

yum -y install python-pip

-
# %UrHMcloud-inithlE
test -d /etc/cloud && mv /etc/cloud /etc/cloud-old

# NIRRT A A cloud-init

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Zedtcloud-init

issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')

bash ./cloud-init-*/tools/deploy.sh rhel "$issue_major"

- Ubuntu 14/16/18

# K python-pip
if | python -c 'import setuptools' >& /dev/null; then
apt-get 1install python-pip -y
fi
# %UrHMBc loud-inithlE
test -d /etc/cloud && mv /etc/cloud /etc/cloud-old
# TEFFRER Mz A cloud-Tnit
wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz
tar -zxvf ./ali-cloud-init-latest.tgz
# Zdtcloud-init
issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')
bash ./cloud-init-*/tools/deploy.sh ubuntu "$issue_major"

- Debian 8/9

# K python-pip
if ! python -c 'dimport setuptools' >& /dev/null; then
apt-get -y install python-pip
fi
# #1rIHcloud-inithily
test -d /etc/cloud && mv /etc/cloud /etc/cloud-old
# NEFFREP Mz A cloud-init
wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz
tar -zxvf ./ali-cloud-init-latest.tgz
# Zedticloud-init
issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')
bash ./cloud-init-*/tools/deploy.sh debian "$issue_major"

- SUSE 11/12

# K python-pip
if ! python -c 'import setuptools'>& /dev/null; then
zypper -n install python-pip

-
# BirIHcloud-inithil g
test -d /etc/cloud && mv /etc/cloud/etc/cloud-old

# NEGHRIER S fiRA cloud-init

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Zdticloud-init

issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')



bash ./cloud-init-*/tools/deploy.sh sles "$issue_major"

- OpenSUSE 13/42

# KA LSEpython-pip
if | python -c 'import setuptools'>& /dev/null; then
zypper -n dinstall python-pip

-
# %UrIHMcloud-inithlE
test -d /etc/cloud && mv /etc/cloud/etc/cloud-old

# NEIFHRERHE A cloud-init

wget http://ecs-image-utils.oss-cn-hangzhou.aliyuncs.com/cloudinit/
ali-cloud-init-latest.tgz

tar -zxvf ./ali-cloud-init-latest.tgz

# Zedtcloud-init

issue_major=$(cat /etc/os-release | grep VERSION_ID | awk -F'"' '{
printf $2}' | awk -F'.' '"{printf $1}')

bash ./cloud-init-*/tools/deploy.sh opensuse"$issue_major"

(ATik) ZEHXhRRcloud-init
[iliEf-> 48

cloud-init2 i, JHRSS LML LEgit, python 2.7fIpython-pipfKEikiF, DAL
LS E

W

- CentOS/RedHat:

yum -y install git python python-pip
- Ubuntu/Debian:

apt-get -y install git python python-pip
- OpenSUSE/SUSE:

zypper -n 1install git python python-pip
(T

1. BFIFARS5 3.
2. fifigit F#cloud-initJ5Erg e, i Acloud-initH:

git clone https://git.launchpad.net/cloud-init



cd ./cloud-init

3. P O
pip install -r ./requirements.txt
4. #¥cloud-init:
python setup.py install
5. #&8ffvi /etc/cloud/cloud. cfglEkiit B X f:cloud.cfg,
¥ cloud_init_modules: ZHiACEIZSCH A FH%:
# Example datasource config
# The top level settings are used as module
# and system configuration.
# A set of users which may be applied and/or used by various modules
# when a 'default' entry 1is found it will reference the 'default_us
er'
# from the distro configuration specified below
users:
- default
user:
name: root
lock_passwd: False
# If this is set, 'root' will not be able to ssh in and they
# will get a message to login instead as the above S$user
disable_root: false
# This will cause the set+update hostname module to not operate (if
true)
preserve_hostname: false
syslog_fix_perms: root:root
datasource_Tlist: [ AliYun ]
# Example datasource config
datasource:
AliYun:
support_xen: false
timeout: 5 # (defaults to 50 seconds)
max_wait: 60 # (defaults to 120 seconds)
# metadata_urls: [ 'blah.com' ]
# The modules that run in the 'init' stage
cloud_init_modules:
T2
- MTHEFIER LA Linuxii5 8 Ea] PUERNE 2 TRIEBH S B E LHi4.
- NFEEME R LiZf7MLinux HE LBEECSS:H . Znf DLE)E RS UES . WRRGAZ)
BCE Y 04, BAFEMNTPEALE, WERCRYI %% cloud-init,
HE W=

BeHA:
AFIBHGH R REARR, S DUl pipZd, ZEHEREHcloud-init,



© ACRARGURNKAFRERS: (Blalyum) Mpi p BRI A FRRAIRBE, Al RER K
VERRA MR, G cloud-initiaf 5, SRR E BT P ERBUE,

#i25%: no setuptools module in python

RS BB mno setuptools module +in python, FRBEFTELEpython setuptools, i
SUNV YRV 2

- CentOS/RedHat: yum -y dinstall python-pip

- Ubuntu/Debian: apt-get -y install python-pip

- OpenSUSE/SUSE: zypper -n install python-pip

#2#%: No module named six

i pipZe3sixfE pip dinstall sixnf PARPLLL RS,

File "/root/cloud-init/cloudinit/log.py", line 19, 1in <module>
import six
ImportError: No module named six )

{i#%%: No module named oauthlib.oauthl
i pipZ%toauthlib/fpip install oauthlibn] BARDEL R,

File "/root/cloud-init/cloudinit/url_helper.py", line 20, in <module>
import oauthlib.oauthl as oauthl
ImportError: No module named oauthlib.oauthl )

R BT AT WIRER D AR U4

WL LRSI, A TRV D IRLE KBRS, 0] ABEcloud-initifrequirements.txt L
PE RS R, ZRETAREE:

pip install -r requirements.txt
SEHIR
cloud-init'& W - Bif B = E08 IR BEIH SOk
5.3.4 & virtioJXzh

DRIk IRSS 4%, KERIWLERE 2 EHUNEMERGHE S A B X Bi% )R, BIERNECSIBICIER
), REHEAEABRRTR AR & H RAEPRIR S drh 2 3 virtiodlish,

TEREvirtioREIMIE &
MAH#unique_130, FIHEZZHZNES AR HE EGRvirtioRaRER G

- Windows Server 2008


http://cloudinit.readthedocs.io/en/latest/topics/datasources/aliyun.html

- 'Windows Server 2012

- 'Windows Server 2016

- CentOS 6/7

- Ubuntu 12/14/16

- Debian 7/8/9

- SUSE 11/12

PLEFIRNBHG, BACZEvirtioWshIRSE, TEITRBEIGN RS,
FEELZRvirtiolRoHAVF S

HAWATEL EFIRINERER G, BREESANGES 20, NIRRS A Zvirtiodlkal,

KR S5 AR & X Fvirtiodka))

1. 817 grep -1 virtio /boot/config-$(uname -r) KEMHIRERFNNERE X
FRivirtiofkah,

[root@ : | # ~]# grep -i virtio /boot/config-%(uname -r)
CONFIG_VIRTIO VSOCKETS=m
SOCKETS _COMMON=m

o drivers

CONFIG_VIRTIO PCI=m
ONFIG_VIRTIO PCI_LEGACY=y
CONFIG_VIRTIO_BALLOON=m

CONFIG_VIRTIO INPUT=m
# CONFIG_VIRTIO _MMIO is not set

BeHH:

- RER S R A RE] VIRTIO_BLK [ VIRTIO_NET MIfER, FRIZIRMERSR
AELevirtiof RIS, HINAREESAMEAR TG, BHRENERIRSHMEL
Hevirtiodkal,

- WIRSE CONFIG_VIRTIO_BLK Bz CONFIG_VIRTIO_NET BUEN y, FoRfL 1 virtiodk
#h, LIS #unique_77 Ei% #unique_13 FpTH 2,

- WIRSE CONFIG_VIRTIO_BLK Bz CONFIG_VIRTIO_NET HBUEN m, THEHENF2H,



2. P74 Lsinitrd /boot/initramfs-$(uname -r).img | grep virtioffi
NvirtioJ’ah 2 &t S eI X R SinitramfsskF initrdrp,

¥ ~]# lsinitrd /boot/initramfs
--add-drivers ' xen-blkfront xen-blkfront |v v v
root root 2 e 0.0-693.2.2.e /bloc k.ko.xz
root root s odul 0. 64/ e sole.ko.xz
root root n i
root root

1 root root Sep usr/lib/modul
1 root root usr/lib/modules/ .e 1 =
1 root root 8136 S 3 5 ib/modules/3. .2.2.e17.x86 64 nel/drivers/virt 10 ring.Ko.xz

BeW:
- BEFEW, initramfsE 44 7 virtio_blkiRal, PAR i
fvirtio.ko. virtio_pci.kofilvirtio_ring.ko, #&nJPAZp] #unique_77 EH#%
#unique_13 F|pH =,
G S PE R Stinitram s A W S virtiod’sh, WIFREHEE G LR St

BE IR X RS

BERE, LEIRSS SN Rvirtiofka)), {HRIEN SRS initramfsEA initrd P AR
virtiogkahit, FTEBEIGEN XUERSE. PACentOSTFHE R,

CentOS/RedHat 5

mkinitrd -f --allow-missing \
--with=xen-vbd --preload=xen-vbd \
--with=xen-platform-pci --preload=xen-platform-pci \
-—with=virtio_blk --preload=virtio_blk \
--with=virtio_pci --preload=virtio_pci \
--with=virtio_console --preload=virtio_console \

CentOS/RedHat 6/7

mkinitrd -f --allow-missing \
--with=xen-blkfront --preload=xen-blkfront \
-—with=virtio_blk --preload=virtio_blk \
-—-with=virtio_pci --preload=virtio_pci \
--with=virtio_console --preload=virtio_console \
/boot/initramfs-$(uname -r).img $(uname -r)

- Debian/Ubuntu

echo -e 'xen-blkfront\nvirtio_blk\nvirtio_pci\nvirtio_console' >> \
/etc/initramfs-tools/modules
mkinitramfs -o /boot/initrd.img-$(uname -r)"

RIFLEvirtiolEEh
Bt DARedhatiiR 5585 mfl, M RIGAM i L virtiodka),
TERNEL N

1. i&17 yum install -y ncurses-devel gcc make wget ZHEmPEPMIZLITI L EA 1,



2. 1817 uname -r EHYHTRGEEHIPZERA, QRHIHr4.4.24-2.a17.x86_64,

w

. iR LinuxPIRZAIZE T R E B PIRR A TRRS, @nilbir4.4.249F 3k
[Flinux-4.4.24. tar.gziM4E A https://www.kernel.org/pub/linux/kernel/v4.x/linux-4
.4.24.tar.gz,

4. 817 cd Jusr/src/ YitH*%,
5. 1817 wget https://www.kernel.org/pub/linux/kernel/v4.x/linux-4.4.24.tar
.gZ Fﬁf{%@o

6. 1317 tar -xzf linux-4.4.24.tar.gz R,

7. 3317 In -s linux-4.4.24 linux B5EEHE
8. 1817 cd /Jusr/src/linux Vi#tH%,

G 1 P
1. fRRI2AT LA N2 i P

make mrproper

symvers_path=$(find /usr/src/ -name "Module.symvers'")
test -f $symvers_path && cp $symvers_path .

cp /boot/config-$(uname -r) ./.config

make menuconfig

2. tKBILU RS, JHEFT I Fvirtiof SR E :

BeHH:
% x BEEFORIEBINE, 1% m LB RN,

a. iM% Virtualizationi,

AR T 2% TKVM (Kernel-based Virtual Machine) %,

Processor type and features --->
[*] Paravirtualized guest support --->
--— Paravirtualized guest support
(128) Maximum allowed size of a domain in gigabytes
[*] KVM paravirtualized clock


https://www.kernel.org/pub/linux/kernel/
https://www.kernel.org/pub/linux/kernel/v4.x/linux-4.4.24.tar.gz
https://www.kernel.org/pub/linux/kernel/v4.x/linux-4.4.24.tar.gz

[*] KVM Guest support

Device Drivers --->
[*] Block devices --->
<M> Virtio block driver (EXPERIMENTAL)
-x- Network device support --->

<M> Virtio network driver (EXPERIMENTAL)

b. % FEscH#EE i PURZACE H i H R B T/ 17 . config XA,
c. K virtioH (I EJd 5 C 4 IEWINC B
d. #HREGEAE AR EvirtioNRAECE, 1817 M T3l .configXfF,

make oldconfig
make prepare
make scripts
make

make install

e. IBfTRA P BB virtiokahi g .,
find /lib/modules/"$(uname -r)"/ -name "virtio.*" | grep -E "

virtio.x"
grep —-E "virtio.x" < /lib/modules/"$(uname -r)"/modules.builtin

Bil:
WMFIE—miLHthvirtio_blk, virtio_pci.virtio_consoleZ {513, RECLIEMHE
37 virtiodKka,
T—%
Kigvirtiolah)G, #albL:

- #unique_91,
- #unique_13,

5.3.5 £l Linux BTE Xk &
BN EHGEREREAEPT R AR CA FEID, RARERE cloud-init Y, ZnRIES
A HE LB BINESE Customized Linux CERIREHE) o P ZEEHRIR Linux B 4%
PO ERGRE, WP OIRIESENECSIBIN T L BRI ERCE G R, TS ABHGIHYEA
SCHORLEE IR BHS P IEATEA, 8T 91R a2 A A LRd E ).,

PRI

- Customized Linux B3 — 7 X5 n] IS Ao
- Customized Linux B{#HE — 0 X I ZFf FAT32, EXT2, EXT3. EXT4 5k UFS,



- Customized Linux B{gF)ERHER/DFKRT 5 GiB,
- Customized Linux B4 AW FZ42%K:

- ARETEE AT EZAE A R i A el

- BRI BRI TEORSEBINT, QIRAAAEPIRBRINERS, AE S RN B, B
W Z RIS SEVFIE N LB IR

- SRR SSH & HIX, W14 SSH B P A Bl ML A BEHLA AR

REAE
1. TEBBE -7 XRRE S P H aliyun_custom_image.

f#Hi% Customized Linux B @I SLHIIR RSN, FHEAETE aliyun_cus
tom_image HXH os.conf X H ANLBIHXACEG R WRAE os.conf XfF, RFEM
EFsifilk: 8

2. {EBHGh I — D RHTIA, FILUENT os.conf SPFIIRSACE. S5 MHHA RS0 Al iR
PORA R 5 A

os.conf X545l
Z3 =S S|

hostname=1223r29djmjZz
password=cXdlcjEyMzQK
ethO_ip_addr=10.171.254.123
eth®_mac_addr=00:8c:fa:5e:14:23
eth®_netmask=255.255.255.0
ethO_gateway=10.171.254.1
ethO_route="10.0.0.0/8 10.171.254.1;172.16.0.0/12 10.171.254.1"
ethl_dip_addr=42.120.74.105
ethl_mac_addr=00:8c:fa:5e:14:24
ethl_netmask=255.255.255.0
ethl_gateway=42.120.74.1
ethl_route="0.0.0.0/0 42.120.74.1"
dns_nameserver="7.7.7.7 8.8.8.8"

SR RRR

SRR SEBI

hostname FHHSE

password FWSE, Base64d i FRFH,
ethO_ip_addr ethO -k IP ik,
eth0_mac_addr eth0 P-F MAC Hiik,
ethO_netmask eth0 P-4,

eth0_gateway ethO P-RERIAPIE,




SRR SEBW

ethO_route ethO WIS, BRIAREM 25570,
ethl_ip_addr ethl M-k IP Hitik,

ethl_mac_addr ethl P+ MAC Hulik,

ethl_netmask eth1 KRRy,

ethl_gateway ethl P-RERIAPIE,

ethl_route

ethl 2MEESIR, BN 500,

dns_nameserver

DNS Hiht33%, BRIAH 2 7R

LM VPC B

hostname=71Z23r29djmjZ
password=cXdlcjEyMzQK
ethO_ip_addr=10.171.254.123
eth®_mac_addr=00:8c:fa:5e:14:23
ethO_netmask=255.255.255.0
ethO_gateway=10.171.254.1
ethO_route="0.0.0.0/0 10.171.254.1"
dns_nameserver="7.7.7.7 8.8.8.8"

SR R R

SRR ZBW

hostname FHASEL

password S, Base64 HidKI AT,
ethO_ip_addr ethO -k IP Hitik,

eth0_mac_addr eth0 P-F MAC ik,

eth0_netmask ethO P-RHER,

eth0_gateway ethO P-RERIAPIE,

eth0_route ethO MMM, BRIANHEM TS0,
dns_nameserver DNS b5, BRIAH 23487 B

R A TS E

KBIWRR G, IR TR 2 A SR BB ER T A — N XARER T
aliyun_custom_image H3tH os.conf {1, BLE Customized Linux BB HH4
U TE SURHTIIA, FIPAM os.conf S RHSRBIACEE BOF7EEHIBL E, AR g4
T S R AR AT



- IS NEA R EREEBOTPILE RS, B, RKEEHIHALERAE /etc/init.d/ H3

‘FO

- BEEIBER . 41 os.conf SXAFRBI RECEBINE, VPC 5288492 Bli i B miBofER

e B HUAE R85 45 FR A l

- BCESCPFEHH T2 Customized Linux BHSAERIE 1/0 HLfLLHledE 1/0 RALIBINE, i

— A X LR B B EVAAS L. P DAEMERTIA i w] DU uuid BR abel BUIISE—
X, PN Baseo4 il Hy, BB RN TR 2 ML AL,

- FIW VPC sREEMLMES : MRAIAFIWIZMIZE AT, DI B RS {7/E ethl_route BiHiAi

ethl HSCHIBCE DR, T H 2 RSB0 928 M5 PAT BN PEsb AR A AR BEL,

- VPC FBIHILE os.conf XHFH etho_route SEPHCEERIN AWK,
- ML IIIIBITE os.conf SLPFI ethl_route SEUPECEBRIN MR H,  PYI0#% phc B
{E etho_route 1,

- BCERIE: os.conf SCPFFPHIRC EAEIHIRPEEA L a R HAT —IREI],  EHTIAA ST Y)G

HEBUMER os.conf 2fF. RIS EHIIA IR B BEIE os.conf XAFECE, WIAPITXIFPI
ACE.

B BB AU Customized Linux SR BIERISCHIEHRRICE B2 LRGN, BEEhils

WERANIHUSSIEA, B A SAELHIE RIS A os.conf BLE, WA LRI
AL B R A T CAC B

- ABSHISCAC BN AEBE : SRt BLAS SOl P A AR S 88 APT AL, PR

FRMERE AZ os.conf SXPFh,  MRTIAIASE R PAT T T AIX LT,

R RS R 151

AT MEA CentOS #AERGENBIRITTINASR B, NES%, BT ERIERRERAE RS )%
BIAPE, EEREAR, 55ETRPRRAAA, JHRUEME,

#

#

#
#
#
#
#
#
#
#

I'/bin/bash
## BEGIN INIT INFO
Provides: os—-conf
Required-Start: Slocal_fs Snetwork Snamed Sremote_fs

Required-Stop:
Should-Stop:
Default-Start: 2
Default-Stop: 0
Short-Description: Th
## END INIT INFO

5

D~ W
R N

nitial os-conf job, config the system.

first_partition_dir="'/boot/'

(o}
(¢}

1

s_conf_dir=${first_partition_dir}/aliyun_custom_image
s_conf_file=${os_conf_dir}/os.conf

oad_os_conf() {
if [[ -f Sos_conf_file ]]; then



. Sos_conf_file
return 0

else
return 1

f4

}

cleanup() {

# ensure $os_conf_file is deleted, to avoid repeating config system
rm Sos_conf_file >& /dev/null

# ensure $os_conf_dir 1is exitst

mkdir -p $os_conf_dir

}

config_password() {

if [[ -n $password ]]; then
password=$(echo $password | base64 -d)
if [[ $? == 0 && -n $password ]]; then

echo "root:$password" | chpasswd

fi

f4

}

config_hostname() {
if [[ -n $hostname ]]; then
sed -i "s/AHOSTNAME=.*/HOSTNAME=$hostname/" /etc/sysconfig/network
hostname $hostname
fi

}

config_dns() {

if [[ -n $dns_nameserver ]]; then
dns_conf=/etc/resolv.conf
sed -i '/Anameserver.x/d' $dns_conf
for i in $dns_nameserver; do

echo "nameserver $i" >> $dns_conf

done
i

+

is_classic_network() {

# vpc: etho

# classic: eth0 ethl

grep —-q 'ethl' $os_conf_file

config_network() {

/etc/init.d/network stop

config_interface etho ${etho_ip_addr} ${eth0_netmask} ${ethO_mac_addr
h

config_route eth® ${eth6_route}

if is_classic_network ; then

config_interface ethl ${ethl_ip_addr} ${ethl_netmask} ${ethl_mac_a
ddr}

config_route ethl ${ethl_route}

fi

/etc/init.d/network start

config_dinterface() {
local 1interface=$1
local 1ip=$2

local netmask=$3
local mac=$4



inteface_cfg="/etc/sysconfig/network-scripts/ifcfg-${interfacel}"
cat << EOF > S$inteface_cfg

DEVICE=S$interface

IPADDR=$1p

NETMASK=$netmask

HWADDR=$mac

ONBOOT=yes

BOOTPROTO=static

EOF

}

config_default_gateway() {

local gateway=$1

sed -i "s/AGATEWAY=.x/GATEWAY=$gateway/" /etc/sysconfig/network
+

config_route() {
local 1interface=$1
local route=$2
route_conf=/etc/sysconfig/network-scripts/route-${interface}
> $Sroute_conf
echo Sroute | sed 's/;/\n/' | \
while read 1line; do
dst=$(echo $line | awk '{print $1}')
gw=$(echo $line | awk '{print $2}'")
if | grep -q "S$dst" S$route_conf 2> /dev/null; then
echo "Sdst via $gw dev S$interface" >> $route_conf
fi

if [[ "$dst" == "0.0.0.0/0" ]]; then
config_default_gateway $gw
fi

done

}
HifH#HHHHAHAHHAH#AH Sysvinit service portal ##t###H####HAHHHHAHSHY

start() {
if load_os_conf ; then
config_password
config_network
config_hostname
config_dns
cleanup
return 0
else
echo "not load Sos_conf_file"
return 0
f4

}

RETVAL=0

case "S$1" 1n
start)
start
RETVAL=S$?

b

*)
echo "Usage: $0 {start}"
RETVAL=3

esac



exit SRETVAL

5.3.6 BB HEMET
ECSHXH'SARAW, VHDHIqcow 2RI Ba% ek, HAE Gk, et -U5mS
Ao A IR B qemu-img T 25 H e BHE U6 VH DS RAWFE ., qemu-
imghE¥ RAW, qcow2, VMDK. VDI, VHD (vpc) . VHDX., qcowlsKQEDSIMHi{55%
WRVHDHSR, tRn] BLSZBIR AWHIVHDA U FUH 5 i,

A WindowsiZER S
Hi DA P Bt qemu-img I R B4 S PSR :
1. PHigemu-imgIifsek@ds. AnPILEBIFNC: \Program Files\qgemu,
2. Aqemu-imghit B R :
a. ERIHG > HRNL, ARdE.
b. fEAMSHH, HdiSBRRRE,
c. {ERGBMAIGHEE, fadimBiis, HadEER,
d. fERBE BXNGHER, fERGUE R kFIPath, Jfadiguii, W PathBRAGFE, H
dibii,
e. WIMRGLRIA:
- WRRGHARSE R, EERMEE, PMC:\Program Files\qgemu, AFFERH
MECEfM S G) bR,
- WRRPTERGUE R, EERALMAPath, fEAREMKIAC: \Program Files\
gemus
3. MIARE I EIARE R I HFWindows@ 28 F, i8fTgemu-img —-help, WIRER
IEW RO iR R,
4. AEmPHATH, EHlcd [RBHESCIFAIER B 1 VIHCLPFHSE, fllilicd D:\ConvertIma
geo
5. i&fTgemu-img convert -f gqcow2 -0 raw centos.qcow2 centos.rawi & EiEi4
PR, Hrp:
- — TS BUE IR BHE SRS 2
- -0 (WIURKRT) MSBUEN Bngigtst . RGP B bR S48,

Hsea, B MIERSHE S e HE T,
A ALinuxiEERYE
LR B e qemu-img I R Hesig o k5K :


https://qemu.weilnetz.de/w64/

1. #¥qemu-img, REIUIR:
- WERAHCH UbuntudffER4St, i8frapt-get install gemu-utils.
- WA CentOSIR/ERSE, BfTyum install gemu-img

2. i&fTqemu-img convert -f gcow2 -0 raw centos.qcow2 centos.rawimn & iiEi4

g, Hrp:
- - f KIS BUE N IRBHE SRS
- -0 (RIRKRE) MISBUEN ABighsat . IRBEHE SRR BRSP4 R,
BGERE, BRSPS HBEIRBHE S FER H 3 T,
R
- LHqemu-imgihihs, HIGHAWIBTORSVOIRLAREIE, E27p?

ol R cloud-initfrequirements.txt S BB R E, FFi84Tpip install -r
requirements. txtZXEFTAIKIUE,

- Ubuntu k‘Z%qemu-utilshf, HHUnable to locate package gemu-utilsHii%,
2952

Ex

BT A P2 %3 qemu-img T.H:

apt-get update #HP |«
apt-get install gemu-utils #Zg3qemu—imgT H

2
#unique_13

53.7T FANBEXHER

R A B BHG S S AECSIEH T1E = LR B S5 R. S AR EE LBHE & IR Rt
TMER AR ERSIRE, 0] PLERX 55 QU ECS BRI E it RS

BEIA:
© SN SCERGUR D FERTTESS,  Se I R T B3GR R/ i S AMES5 IR
B, RO,
© SAHEXBHRN, REZANEE I, A HE ISR REFIPIRER, SABHR

fESSARSENT, RIBAIREZ oo R (E555em)a, IREZEZERN alHl. X0 RIgr
HENFARNAELEEARD, 59 HE L BHEN B ARG K/NER,



Al
TEF ANBERET, PO TAE:

- 2B #unique_77. #unique_84 il #unique_81 T fRBIZBRHIAIER .
- #unique_69,

(]3) @R RRAM FIKS, RRSERR 30K S 4 AliyunECSImageImport
DefaultRole ffi SR RIHRAEVRT

RIESE
TERTH ZE R 6 LS B SCRIGRIP BRI
1. (EHOSSIVEE =/ THE . API#ZOSS SDK A& HITELA I A& X%, T L&k
T5 GiBRSUF, #iZB0SS #unique_98,
B3 ECSEMHIA,
e/ SR, Rt teifEig > 5%,
TEBRHNER L, Ml S ABHR,
1E SABHE MISHERL, AR R 38 MU ThiAdbL,

—a YES MY ML

AN O

xportDefaultRole, Miili [N FANECSHRSS Vil R OSSHE K,
7. {EBBHIRE, FXRAd AR,


https://ram.console.aliyun.com/#/role/detail/AliyunECSImageImportDefaultRole/info
https://ram.console.aliyun.com/#/role/detail/AliyunECSImageImportDefaultRole/info
https://ecs.console.aliyun.com/

8. £ FABUR MIGHERL, SERRDURBEHE

- BRGREHE:  EAREHESUFROSS Bucket FRTER I,
- 0SS Object Hhlk:: MOSSHHIGIRIUN GBS XL FObjectibhl, W IEN, 2 O0SS
#unique_99,
- BHRARR: HEE BHE UBRIREGUESAG SR AR, KREEN2-12809FF, MUR/NGF
RRaSORk, sS85 (O 0 R O | FMES ) AEYF ) o
- BERGE: BHEERNBHURIRMEIERIIYIER: Windows 3 Linux, UIREZE S AR ERRHE
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1. ECSEBIBHERA DX, W FEFiR,
[root@test " J# fdisk -1

Disk /dev/xvda: 21.5 GB, 21474836480 bytes

255 heads, 63 sectors/track, 2610 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00078f9c

Device Boot Start End Blocks Id System
/dev/xvdal ¥ 1 2611 20970496 83 Linux

Disk /dev/xvdb: 10.7 GB, 10737418240 bytes

255 heads, 63 sectors/track, 1305 cylinders

nits = cylinders of 16065 * 512 = 82256280 byvtes
Sector size (logical/physical): 512 bytes / 512 bytes
I1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x00000000

2. i B LBHGAIERMECSIIh, RiFRM/etc/fstabPMREEHEZEH, W FEFIR,
[root@test ~J# cat /etc/fstab

#

# /etc/fstab

# Created by anaconda on Thu Aug 14 21:16:42 2014

23

# Accessible filesystems, by reference, are maintained under ’ /dev/disk’

# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

#

UUID= i 1 / ext4 defaults, barrier=0 1 1
tmpfs /dev/shm tmpfs defaults 00
devpts /dev/pts devpts gid=5, mode=620 0 0
sysfs /svs sysfs defaults 00
proc /proc proc defaults 00
/dev/xvdbl /alidata extd defaults 00|

[root@test & l

3. LBIEENN, e/ etc/fstab XM HIBCEHEREEL, HiTBIREAR D X SEEEER
W, arrEfoR.

[root@test ~|# mount -a
mount: special device /dev/xvdbl does not exist
[root@test ~ |#

AR SRS HNOL: —RATERIRECSSEIN, % v Bisit RBdEi R a2
X, CRIRR RS PRI R,
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driver,
1. i&f7docker registry.

docker run -e 0OSS_BUCKET=-e STORAGE_PATH=/docker/ -e OSS_KEY=-e
OSS_SECRET=-p 5000:5000 -d chrisjin/registry:ali_oss

2. litBconfig.yml,

" “local: &local

<<: *common

storage: alioss

storage_path: _env:STORAGE_PATH: /devregistry/
oss_bucket: _env:0SS_BUCKET[:default_value]
oss_accessid: _env:0SS_KEY[:your_access_id]
0ss_accesskey: _env:0SS_SECRET[:your_access_key] "

3. Jadhdocker-registry.

DOCKER_REGISTRY_CONFIG= [your_config_path] gunicorn -k gevent -b 0.
0.0.0:5000 -w 1 docker_registry.wi:application
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—#

AWM EETRG? A ARG EG?
H R REARE S S B 8214
Rn] DZSE DL ME— 075 U S} 3 Bit% -

- fEQURECSSERIRY, 37 VEREAEEA, IFNGEBNHERSG, MHERYE. 0 SIgE
3%

Bil:
TR T, BREFRIN A SHI S EAR T, QRSB RY), RINECEFRINSZ A
TR SBRGRITH, A P — I BRI SRR DL
- WRERE — A A N RAE A SR A SRECS IR LT Wif SR id%, T AR A o el di R
GIREIHRER G E IO T TR 5%, BE, ERGEFIRECSIBINAT 2 A WA EE A A
W, BEREA, 52 W4#unique_l6,

BiHA:
TEIXRMEIE T, R E SRS,

M ERGE A E?
Pt BRI PS 2, A AU 5 8 e R AR ) sRA% A A BRECS SEBIORTE — 3
CALAN g R BINAE N SR

I ERIREEHA T AR T13? BALEAER?
Wil GG, WRBH RIS A RERHE


https://selfservice.console.aliyun.com/ticket/createIndex.htm

IEARERBON N SR BHERSBE, WIRBARGEN], 0] A ECS MBI RN M Bifhekt. 8t
Pin, nIDAERSRERIBEA

WEMAERGE, MRBFEFEAXNRS, EEKERGD?
ERIERR BRI R O, REnT DA S 2 Bl 5 W B B R
BE, BREAER?
QSRR DARSRR,  BAGARL RE R MR Sl R AR D3R
P R R RN E TR IREID?
HRTA SR AIOIE RAT SR, RSN SR ThhE, RN RFRER E B A,
M RFRESHEREZERERIG? EREFEAEAITE?
L, el BB ECSHI i Gt R i Bl W HRRI A DUR L& :

- RHARIGNNEHE (AEHE. B EHE. EBR) Bk g EiUh, R
BRI FPRECS SEBIRIR AR AT SR T R b S .

- KR BB SR E IR (kB B XBHR. JEBHE) o RPN sevFiR
X, BB R R IS B B A DLIB K

- R AP BEEHE (BONBHRA) RS Hi SR (BONBHEB) ¢ WilE, WRBHR A
FEVFIRAK, RGBSR AERIN, GBS BRAZBARIIGT R M ECS IR AR AT SR T 59 b 3k
.

EMEEEHERRM LML BEIRE?
R DIGERECSEBEHIG, 1EBi% > BRI h AR I E PRI KR H 3 Bil%.
ERMEREHIEN B EXREIWED? MY EREIHNTEESGRER T ARM?

SR P S BRI B CBHRN, ToiC RN B UG AIESEHI, R EHRRSE
&, ARREHEBUS T PR SCEHRIIERIAL FREL, FIFHIAE B BB miA s s goe il
W1, W B LBHRB AR,

At ABHECSEHITEEEWindowsIRIERS?

fEHWindows ERGAIEECSIHIN, FTEBMARILHANEFERFEFF1GIB, NFAKT1GiBH
ECSsfl (Blan, 512MiB) HEEEFELinuxBiffIWindows Server 1709%54(%,

ECSSEfIERIRERRTEMNEILD?

KR Windows Server A3t 8ifg HIHEARIG, ABIRRSIERBIG TN, HAlE S hIX
HbSR WO R GEE ARG B


https://ecs.console.aliyun.com

Windows Server 235 EINR 2 SR VF24 220 (Session) it , WSS HEREL, 5
[FIBAR B SRR TR (RDIZBD) RSS, I 3% F e 2 0 1 PR,

FRRed HatA3tHif55, LinuxAHBHGAT LRSI,
HEEB CREHEARIFERSEE?

AREATTRAERT IR, ECSEHITLMEM B 2 E 7 SR 8HR, RICLAITimerg. H2L
nJDOEAT OIERAE:

- BRMAGERENIERERMERS. BAPE, WS WEIRERSE.

- WARHES F CBHEIG T B UG AIEECSTH, SABGRIRIELE, HSUSAHER
Bk, EE LBHE A ECSEBIRRIEL B, 12 WAL A LGl LHl,

- NIRERGUHTHNT

BRERGEREHEERRE?

FkWindows ServerEAERRESLHIEAIF, WindowstR{ER SR E I EMIEN, Aol {d
FWindows ServerAERIEIRERS, S W Windows ServerPAEEIE S 5 9B B,

Linux ERGERML1TBN, L] DR R R B S,
INfEEARIR R GE?

IERPMERSE, WZ WHunique_43,
NHEFHEBEHFTPLEIG?

AHM, THEEHERCE, BAPE, 53 W#unique_140M1#unique_141,
Pl BB = S 45 R L SUSERR A ?

Hii, PIEZABHESZRISUSERRA, 12 WLinux A5,
SUSEIRFR AR MMLEAR S 2 HF?

Bl B 2% b5 RIYSLES (SUSE Linux Enterprise Server) /%235 SUSEH Hii it
2, {8 BT ZSLES AL HHG QIR 92B), HARVE RGN SCHNR S5 10R o 72 B B 2R L0 S 4%
AR5, QIR S 1 gl S Hi RS, R CABEAS Tk AR ol 23K B, Bl B 5 TR T BA 23
PR D SLESERMERSGE 1R AW M),

ECSEKEBIZIMARRG, SRXANEOIZaFaEfET RGIRIE, BEFREHEIZAISLHIRIERIE?
"L, RERER U ME— )5 R b S s :
- M Z BIRIER SR AIELE L, BRI, 152 W#unique_11,



- R Z AT BRSO L R pE R g, BAPEE, 32 WHunique_l6,

IR
B RGBT L R PR
- YEEBIRGHRNE S EMEL, WMERBHRIHIRE.
- BRSNS Y i S T R) — ik,
KABE—BECSKA, BMBEXL—BECSKAIHERINEXAECSEFIRRRERE, RiZMERIE?
TR A Z R ECS Sl a 2 F e 3%, AR IEIZ E € LEHR QI ECSSHRImmT, Bk
% 2 W#unique_10f1#unique_11,
KEBLEMWL T HMAVECSARSS 28, METIBHEMNHZREMEFXSHMMWECSIRSS2E L?
TR TR BRI AR S5 Bk S, IFHRIE SRR DUkt FHIT 152 — A THRE,
PR EHE AR SS B LR — A, ARG,  SE SRS S SRS T, B
A%, 2 WH#unique_16,

- ARSI AR SS A AE R — AR, TRECE BB H bR, FHE E R SER
HEIG, HIAPE, 2 W#unique_l4fl#unique_16,

R

B RGRAAEU TR :

- RRGHERSWRN, AT NG A PR E Oy R,

- HIRGH TR G, Kt SR SS,

- HIRGHSERG, BRECHNRERPEFEESISITEE, AaTRESN R S5 IE K
IR ] A e b

- BMAGR R EICONER LR SRR, BEIDSSE, FibIETIHR RS AR
WCREASRE ] T MR R St

LHIBIRIERZ AWindows Server 2008 R272 VAR, IMTEHWindowsRBI AR RIERREAMN?
n] DA IR DU 20 SRR «

1. #WiEWindows, #1552 WVPCIHEE FECS Windows &SI 7714,

BeHH:
$RAIE 2 BT SE R A SR K 55
2. IERRBIEG, BRECSEHIE.


https://www.alibabacloud.com/help/faq-detail/41056.htm

3. W SRR REE R RZR S5 8%, PEOFZEA TR 2. VRIS WG
Windows3:fl#i%;: The function requested is not supported GHEXE 75201845 H H#i
TR SRR FF YN (CredSSP) MR THIBH RAETE R TR
BEMEREZ1MKS, BIBKSAN—SRSHEBIIWSE, HERAKSBUE—&IRS:E, @idiE
BIBIRSB/EITIFR. FMERENATBIIKSBIRS . EARE?

EnlOE I RAD B

1. fERIKSARSIBIE B X Bif%. RAESE, 12 W4unique_10,
2. REBRAKSB, RIAPHE, 23 WAunique 8,
3. IKS B2 HRGAIERH, BRAESE, 2 4unique_11,

fa B RECSSEffI Z a5 ?
Bl B X ECSSEBIMIERS S BRan 1 -

1. NIRECSIBIBIE A L Bif%.
2. RIRIRECSSEHIS HARECS BRI g st g ik S, 32850 0 BU R LML,

- PRSEBS HReBlE T RBREIK S, nlE#0EA T —3,

- RS HRBlE T AR, FREH5IE 2 HARBIfebil, HHIES
W#unique_14,

- RS HREBE TARKS, HI2RGRaHRLAINIKS, #HES#unique_8,

- RBIS H RSBl T A RSRA RIS, TReE G2 i, 24 HRsp
ks, PEEIES Weunique_14fl#unique_8.,

3. MERBEAIEHIECSIHI, SO HIRECSHEMES, TEEIES Wiunique_11 iR
iz (15 .

BeHA:
JEE HERECSSL s e B350, IRBHRrh ARE R SEE S PR,

PLEIESPBAERN, 2 W4unique_142,

O

AN AREEEMSE THECSIRS 23RE D L ILMB EiE?

PN VA 3 v DA gl A = RSB, PR IS W#unique_143M1#unique_144,
ynfeg4bEECentOS DNSHRHTHERY?

AEPECentOS DNSHEHENATIEEIT


https://www.alibabacloud.com/help/faq-detail/71931.htm
https://www.alibabacloud.com/help/faq-detail/71931.htm

- RS

KICentOS 6f1CentOS 7IDNSEHHLIIES), 201742 H 22 H AR ECS B sl fl
FI20174E2 H 22 H PARGRY H & LB AT CentOS 6f1CentOS 75| n] GEH DN SfigAriea iy
DL

- RO

TETE PP R A B

1. FEHIALIx_dns.sh,

2. ¥ FEMIA S CentOS R LRI/ tmp HR% T,
3. i&fibash /tmp/fix_dns.shfi’, PETHIA,
- AR

HIWIDNSIENT X /etc/resolv. confid & {F{fEoptions>single-request-reopefit
. 1512 Wresolv.conf X1,

CentOS 6fl1CentOS 7HIDNSHEHHLEI, {5 HMHIFERIMZE Aocd %IXIPV4 DNSIHRFIPV6
DNSi#R, WM IFisingle-request-reopenfit®, WRiZitEG, —HRELHF
—socketZIRMIPIRIE RN, fEbm S RIE S — R RIG K Hsocket, FFERIEE ~IRXIFHR
HifT I HiiIsocket, BCERYIIG, TR SEHlRIaI4ER),

- AR

1. JIWisBIFR iR &5 M CentOS,

- RSB ECentOSF 4 (WUbuntufiDebian) : AA{E Ik T1%,
- WS CentOSHRSE: IALES: T 18,
2. BWRH S/ etc/resolv. confoptionsHIit B 5N,

- WERAF EoptionshlE:

IRINMEH BT ZoptionshitBoptions timeout:2 attempts:3 rotate single-

request-reopen,

Ep tions timeout:2 attempts:3 rotate single-request-reopen

; generated by /sbin/sdhclient-script
- WMRfEfEoptionsHtE :
B A~fifEsingle-request-reopenfit®, W{EoptionshlE HiBIIIZ,

B féifEsingle-request-reopenfitE, WIMIAE L TAE, ABHADNS nameserverfl
[T


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/59344/cn_zh/1505957231428/fix_dns%20%281%29.sh
http://man7.org/linux/man-pages/man5/resolv.conf.5.html

H1H AECSBIAIR A B2 M 7E i Swapitae?
Swap KBRS, JRAERGIBING ARSI, HIRGA S IR IR K
AT BRI B, IR SISwap s I I SCPEr, DL ol T 1 — L
i,
R, WA RO TS, TN/ OMRE AR, %A
RIGRCR, BT EECSZRSMN T 5 2 SRS N 255 2800, R — By SRR 7
BB ORI, BHURHERIEN P8R 2RI, T 3EREknL /O, 2RHIEA R
7 B PERERIT/OERE.
g 1, TR RGN FIKECS ZREBHINT/OPERE, FIBAECS WindowsIRiAZEH
BRI, LinuxBRAKRIE Swap s,

AMALER B = AR ERPF Rkdump?

B R A BHRPEOAARI S kdumpllit 55, HETHEELBHEGHUIN, “Elcoresft, FFPAtn
MEBURE, ESRTS BT Rkdumpliiiss, ABELLAIBHECentOS 7.206, FhiikiE
I, AR ERGOMHE

1. ZE core U4 H 3%,

a. B3frvim /etc/kdump.conf¥IFFkdumpht B Sk,
b. ¥ BpathRcore XX HS, Anflh, fE/var/crashHa MM core X, W
pathiEUIT,

path /var/crash

c. B1EIEKIA Jete /kdump . con L,



2. Jrikdumpfiit5s.

FRIRIRER G G S HISCHE L, BRI Anfild, CentOS 7.2/ 75—
Jakdumphi%s.

- itk R A a2 I i kdumplii 55,
systemctl enable kdump.service

systemctl start kdump.service
- B RRIET A R 2 IR B kdumphiSs.

chkconfig kdump on

service kdump start
3. IBTTA RS BRlE Pl
echo ¢ > /proc/sysrq-trigger

:
BATER IR, TS MEREE, EHERIERR, SRR,




4. 5y¥icore dump¢f¥,
a. IBTTRA a2 23 Crash i T H,
yum install crash
b. F#idebug-infoZ¥:fi,
iafTuname -riiRERRMERGNEIRA, FENMRA K debug-infotd,

+ kernel-debuginfo-common—x86_64—<####>.rpm

* kernel-debuginfo-<####>.rpm
AR, RGEMPEAN3.10.0-514.26.2.e17.x86_64, [HIt FE&HGLN:

wget http://debuginfo.centos.org/7/x86_64/kernel-debuginfo-common-
Xx86_64-3.10.0-514.26.2.e17.x86_64.rpm

wget http://debuginfo.centos.org/7/x86_64/kernel-debuginfo-3.10.0-
514.26.2.el7.x86_64.rpm

c. fikikiafs M, “itdebug-infofd,

rpm -ivh kernel-debuginfo-common-x86_64-3.10.0-514.26.2.e17.x86_64
.rpm

rpm -ivh kernel-debuginfo-3.10.0-514.26.2.el7.x86_64.rpm
d. fkikiz1y A R a2 A Crash T. B 5 Hrcore e,
cd <corex(fFiyZERR H%>

crash /usr/lib/debug/lib/modules/<piZrAE>/vmlinux vmcore

Aplh, corexttFMERHR N /var /crash/127.0.0.1-2019-07-08-15:52:25
, WA S }3.10.0-514.26.2.e17.x86_64, KIILBITHIMGLN:

cd /var/crash/127.0.0.1-2019-07-08-15:52:25

crash /usr/lib/debug/lib/modules/3.10.0-514.26.2.el7.x86_64/
vmlinux vmcore

Linux$E& @Bk AMeltdown5SpectreR £ iRA T2

RN RER. WRINAILBG AR I R 22 TR, HS
MW#unique_145,

MNEEESIEE CentOS THFIFWindows Il PithiitfR 5K ja) e ?

W R SR RTT R, WS WK S5 1BH CentOS 7B Windows S TPHbkE 2K 7],


https://www.alibabacloud.com/help/doc-detail/94181.html

9.2 Windows Server¥F£RiEH G S =FIEE
ECS>¥fWindows Server FAERIEBIHS, A/ 4iansE B iz 54003t Windows Serverf:
AR IE I,
BGENT
ECSHIE. X FfWindows Server FAEREBIG, QIS HINER] EAfEWindows ServerA 3t
145 B FVersion 1809EEHLIM B, Windows ServerAERIE B $ R —#dliServer
CoreBiNiBfTHERERSG, AREEEIEBMCHPREH, Windows Server BAEREBHGON ifEE K
WAV, BRSO IF B FHefe S, A SGEH T A5G :
- Windows Server Version 1809 k0
- Windows Server Version 1709 3Lk

SHIERET AN

Windows ServerP4ERELHIA R SRR E S, flmii. Windows Explorer, £3%
F¥ . msc Jiitlldevmgmt.msc %, Windows Server 4ERE I H X H#ifiSconfig. Server
Manager, PowerShellfllWindows Admin Center?s T HLE MRS 4%.

HFWindows ServerAEEE LA HIServer Corelix, A CHEREEMIhRES hoe®
ff)PowerShellflWindows Admin Center. BHZ¥IE, HS WK U E R Server Core
B 5545

PowerShel iZi2 &8

PowerShell{f&##i F.NET FrameworksSH v s K BT FXT RIAA, w] DUREISSHIYRE—FE
IR EWindowsSEfl, FATMERBEE I AMIP172.16.1XX.183, B0 DIt DL 2P IRsk
MPowerShel G AL,

1. imfEEEWindowsS6l, 1S Wiunique_147,
2. fEMm2 17 B A Power Shel1¥TJFPowerShell,
3. fEBPowerShellH3817 L R4 :

Enable-PSRemoting —-Force
Set-NetFirewallRule -Name "WINRM-HTTP-In-TCP-PUBLIC" -RemoteAddress
Any

4. TEHIFLE L AP EMBNBATHTTP 59854 IAIHTTPS 5986, H#iEiES
W#unique_148,
5. & PR LG 217 B A Power She 11#THFPowerShell,


https://docs.microsoft.com/en-us/windows-server/administration/server-core/server-core-manage
https://docs.microsoft.com/en-us/windows-server/administration/server-core/server-core-manage

6. fEZ PiiiPowerShell T igf7 A R 2 :

Set-Item WSMan:localhost\client\trustedhosts -value 172.16.1XX.183 -
Force

BeHH:
172.16.1XX. 183\ R RIS il, Zthn] CUE « RoniZiE i 80l
7. i P iiPowerShelliaf7Enter-PSSession '172.16.1XX.183' -Credential:'
administrator ' Jihdastn A S H &R,

BERERT DR P i AL E PRSI Wind ows Sl 1

Windows Admin Center

Windows Admin Centerjg2 — TRV EIEEB T H, nfPAfEServer Coreiaf T EEHE
RIRSS 2SS PAIMMC, MBI 2B AMIP}172.16.1XX.183, 0] PAtE A RIE—5 1525

Windows Admin Center,
- JEE AT Windows Admin Center
1. mfEREWindowsSHl, H¥W1HZS WH#unique_147,
2. TR 24P EMBNBETHTTP 598554 OATHTTPS 59863441, iElEiES
MW#unique_148,
3. TEm 2T APowerShel 13T PowerShell,
4, fezfiPowerShellHidf7BL R4 :

Enable-PSRemoting —Force
Set-NetFirewallRule -Name "WINRM-HTTP-In-TCP-PUBLIC" -RemoteAddr
ess Any

5. B1TBL P % F#EWindows Admin Center,

wget -Uri http://download.microsoft.com/download/E/8/A/E8A26016
-25A4-49EE-8200-E4BCBF292C4A/HonoluluTechnicalPreviewl802.msi -
UseBasicParsing -OutFile c:\HonoluluTechnicalPreviewl802.msi
msiexec /i c:\HonoluluTechnicalPreviewl802.msi /qn /L*xv log.txt
SME_PORT=443 SSL_CERTIFICATE_OPTION=generate

6. iBfTcat log.txtm &R ME, HHEXFHRTHIGEE, BiWindows Admin

CenterB &k 2e3:,

MSI (s) (l14:44) [09:48:37:885]: Product: Project 'Honolulu' (AR
Wht) —— Installation completed successfully.



MSI (s) (14:44) [09:48:37:885]: Windows Installer BZr=%. r=m#
fi: Project '"Honolulu' (FiARFaYERR) ., FofmiiA: 1.1.10326.0, F=iES:

1033, Hii&Ri: Microsoft Corporation, ZedRuhskitisiikaAs: o.
- B YE R Windows Admin Center
R
EIE R ZHEWindows Admin CenteriGZE% Pt Bk, G CSE- N
HPowerShell'E8if, HLZIEN, #HZSUWPowerShell mfEE L,
(2

1. FHEFFLEWindows Admin Center,
2. SEEEEG, ¥1JFhttps://localhost/,
3. MuhEsm, R EmIE 1P,

Bife, &0 RLEd Microsoft Edgesk# Chromef#iHlWindows Admin Centerff)%% F il 5
PLEBRSB,

B[] =

vl E HISL A #IWindows Server AR B 924 ?
BT EE RN S HE B E Pt ENLE, I HEBELAECE ¥ PowerShel iZfEE M HE B %

HWindows Admin Center,
- JBIERDPMH

1. iZfEiE#EWindowsSEfll, H¥1HiHZ Weunique_147,

2. g Pt EALE, S HbR S,

3. TEIAHCMDEREE % Anotepad,

4. SdisefF > 419, EFDIPNREHES, RSP E AR ERH SR, AR TRk,
- j@idPowerShellizZfi

1. Jash HA#Windows 32,

2. & PR EFTHFCMD, #i APowerShelli#i APowerShell,

3. ilidPowerSheliZfHEBE HARLH, TENIHZS WPowerShel IZf24E PE,
4. 1B PN LIsTTA a2

$session = New-PSSession -ComputerName 172.16.1XX.183
Copy-Item -ToSession $session -Path C:\1l.txt -Destination c:\2.txt

-

= BiA:
C:\1. txtiRE/URHHEN S, C:\ 2. txtREHE N A Windows9:fl H k.


https://docs.microsoft.com/windows-server/manage/windows-admin-center/understand/windows-admin-center
https://localhost/?spm=a2c4g.11186623.2.32.3da666b5wlBkBq

- j@idWindows Admin Center

1. BahHMWindows 924,
2. itEWindows Admin Center LH, ¥#14iE§Z2 W Windows Admin Center,
3. fIFWindows Admin Center, si#EBMSLEH, Adicfy, &btk Bk,

G AR R A 8% % i i Windows Server AR RS HI?
- JEIRDPRA

1. mfEREWindowsSHl, ¥HZS W#unique_147,

2. fTECMDHii Asconfig, MR ZERE 138 R SLHlal# 14458 1 S2HF+ Il %,
- j@ijd PowerShell

1. mfEEWindowsg:Hl, ¥1HiES Waunique_147,

2. {ECMDHii APowerShe 113 APowerShell,

3. IR DL R 21T R B 15 1152,

shutdown -r -t 00 ::#{i&1F EFOPGHB
shutdown -s -t 00 ::#&1T {EOFYGE L
Stop-Computer -Force # Powershell ~7HIEHL
Restart-Computer -Force # Powershell Y/ HIEH)R

- j@EiRPowerShellizfaiE M

1. Ja3h HAx Windows Szl

2. tEZ PR EFTHCMD, i APowerShel i APowerShell,

3. i@l PowerShel iZf2 BB HAREB, TEIEIHES WPowerShel ILfiE B,
4. % P oSl RIEEPEI217 BL R PowerShell i % :

Enter-PsSession -ComputerName 172.16.1XX.183
Restart-Computer -Force #HG
Stop-Computer -Force #3§l

- j@idWindows Admin Center
1. B3 HFHWindowssizfil,

2. fitBEWindows Admin Center T.H, %% 2 W Windows Admin Center,

3. ¥I7FWindows Admin Center, mMi#iEBNSER], AHMOA, EEEME AL EBE R
*J‘LO

Qo) 226 11S MR557?



- JBIERDPMH
1. imfEEWindowsskBl, 1S Wiunique_147,
2. fTECMD#i APowerShel1j# APowerShell,
3. BT A P ALIIS:

Import-Module ServerManager
Add-WindowsFeature Web-Server, Web-CGI, Web-Mgmt-Console

- j@EiRPowerShel iZfEi Bl

1. Jagh HAx Windows 4,

2. fER P uRHHELEFTIFCMD, #i APowerShelli# A\ PowerShell,

3. i@idPowerSheliZfe BB HFRSEA, H¥IEIHZS WPowerShel iZfeE P,
4. 1% P it 5L 1217 A FPowerShellii % :

Enter-PsSession -ComputerName 172.16.1XX.183
Import-Module ServerManager
Add-WindowsFeature Web-Server, Web-CGI, Web-Mgmt-Console

- j@idWindows Admin Center
1. BEhHFRWindowsszfil,

2. BitEWindows Admin Center I.H, P#{#if£ W Windows Admin Center,

3. {I7FWindows Admin Center, EHP#ERISLER], Adifa@afIhiE, MiiWeb iR5%
N, EREEENYREG R,

el TS AV NOE RDP 266 17 I 2478 12
MBI RTEPA/NORA T A 2ATE L, RN R et B, Tk, XA L

1. i@ mstsciEEMIE I FECtrl + Alt + End4l &%, HAE R Ctrl + Alt + Delgl &,
2. TR A R TS E BT %,
3. TS B, ROCAESF > Bride55 ek, A cend)G dilise.

SE kR

- W Windows ServerBAERIEMIA : Windows Server *FAERERIA,
- 5l AWindows Server Version 1709: Introducing Windows Server, version 1709
- Windows Admin Center

- PRI FEEREHERS . About Remote Troubleshooting


https://docs.microsoft.com/zh-cn/windows-server/get-started/semi-annual-channel-overview
https://docs.microsoft.com/en-us/windows-server/get-started/get-started-with-1709?spm=a2c4g.11186623.2.54.3da666b5wlBkBq
https://docs.microsoft.com/en-us/windows-server/manage/honolulu/honolulu?spm=a2c4g.11186623.2.55.3da666b5wlBkBq
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_remote_troubleshooting?spm=a2c4g.11186623.2.56.3da666b5wlBkBq&view=powershell-6

9.3 A ALinuxfk 5522 L=EGRUB
TR THIEBLinuxfiR5 3N, BHLinuxyiliss S PERAIE (WCentOS 5HiDebian
7) . BRSS9 FGRUB ( GRand Unified Bootloader) fRAMET1.99, HE e
Do Grub Failedl, ZRZEHFGRUBAHE1.99 A LA,

LHGRUB

ASZLAGRUB 1.99A N, SréifELinuxRs5as LZ3ERS5] S GRUBIIRIES B, &
$EGRUB 1.99VA ERRA R0 B 5 b, 3R R e T2 B il REMRRA I GRUBE

e,

N =

#
#
#

. BRLinuxiFi S5 85
. RRIBITYL F2 A B Fgrub, grub-install B} grub-mkconfigft 1% :

which grub
which grub-install
which grub-mkconfig

3. fifmvii 2 MIHRA grub, grub-install BAK grub-mkconfigift4s PA#s i ScfF, #n] DLLE(S
MERTHIEBMSS &G, WERA PR RACE.

#
#
#

HHHFHFHEHEHFENHFHF R

mv /sbin/grub /sbin/grub-old
mv /sbin/grub-install /sbin/grub-install-old
mv /sbin/grub-mkconfig /sbin/grub-mkconfig-old

Tyum [dnstall -y bison gcc makeZ3EGRUB{KHibison. gccblmake T.H,

RIB1TPA a2 3 flex,

AR

test -d /root/tools || mkdir -p /root/tools
cd /root/tools
wget https://github.com/westes/flex/releases/download/v2.6.4/flex-

.6.4.tar.gz

tar xzf flex-2.6.4.tar.gz

cd flex-2.6.4

mkdir -p build

cd build

../configure

make && make -install

1n -s /Jusr/local/bin/flex /usr/bin/flex

6. RIKXIBITEA P a2 L GRUB 1.991kHi,

ST T T T T T T T

test -d /root/tools || mkdir -p /root/tools

cd /root/tools

wget https://alpha.gnu.org/gnu/grub/grub-1.99~rcl.tar.gz
tar xzf grub-1.99~rcl.tar.gz

cd grub-1.99~rcl

mkdir -p build

cd build

../configure

sed -i -e "s/-Werror//" ./grub-core/Makefile

sed -1 -e "s/-Werror//" ./Makefile


https://alpha.gnu.org/gnu/grub/
https://alpha.gnu.org/gnu/grub/

# make && make 1install
# ln -s /usr/local/sbin/grub-install /sbin/grub-install
# ln -s Jusr/local/sbin/grub-mkconfig /sbin/grub-mkconfig

Bil:
At PR I Y -Wer ror i, ER] PUE N EIGgIFRN RIS Emake file, Zf-
Wer ror eI E Hiomi%
7. i8figrub-install --versionii?, KAGRUBRARZE EHHN1.99,

T—%

1. BRSSP GRUBNL.OMRA S, £n] A H#unique_150,
2. (k) EnBIG, 817 TR GRUBIKE NIHARA :

rm /sbin/grub-install

rm /sbin/grub-mkconfig

rm /boot/grub/grub.cfg

mv /sbin/grub-old /sbin/grub

mv /sbin/grub-install-old /sbin/grub-install

ST T T Tt

9.4 Linuxi2 &N B < HMeltdown5Spectre R £ R E4N T
ASCHIA 7 AECSUMTR AR Meltdown 5 Spectredi®, 5l BUREA i 7 Rl
ZECSIUI 2 2 5.

=W
B> E:%\

HiiMeltdownSpectre (FPXXAFONKEMIFIEIR) RAFETHRUR (Intel) MEPEIH %L %2
Wi ZIRTAHERIE TSR 2 m R B HEREE, nI S BORERGINEE BIER, N
M RAENEEBIEE RIS, A% SIHTE CVE MUSIERER: 2Hh:

- CVE-2017-5753

- CVE-2017-5715

- CVE-2017-5754

BT F-20184E 1 H 20 H A 1 4 22 il 23 v 23 m el RURS: PR 17 B oM L

AR T P L 2R A 2L BE S (GuestOS) Zafb TREENGSL, g iiys B RN HLRc E
BRAERGE. BN RGN FHoR:

- MMeltdownigiFHERIARHpti on (Page Table IsolationJF)s) )i, FTHFMeltdownZ4
IR T o


http://t.cn/E48m0VZ
http://t.cn/E48mmqP
http://t.cn/E48uvUp
https://www.alibabacloud.com/help/faq-detail/64951.htm

- XSpectreliERi\REnoibrs (No Indirect Branch Restricted Speculation, %%k [H$%
5y ZFRHIHEM) 6, £54& vreptpolinefilibpb (Indirect Branch Prediction Barriers
) FIFRGIRNS,

MEAAFBHE XFAMeltdownELiFRA* T
EfTHMeltdownZ 2R T CREtpti onfiijiii) MIAILEHL RS

- CentO0S 7.5/7.6

- Debian 9.6/8.10
- Red Hat 7.5/7.6
- SUSE Linux 15

- Ubuntu 18.04

- Core0S 1911.3.0
- FreeBSD 11.2

+ OpenSUSE 15

VMR IE o k1 il S P e R AN D AR ST o s L o
QRSN NI R PTIM SEBIPEREA FEIN, sl A HAR b f5iE, w PARSE BA R BSE AP T :
1. TR,
2. IEFHREEERAE |
- CentOS. Debian. OpenSUSE, Red Hat, SUSE LinuxfilUbuntu: #MAZSE
nopti,
- CoreOS: j&frvi /usr/share/oem/grub.cfg, fEGRUBHELE XHFHIMApti=off,
- FreeBSD: i&fivi /boot/loader.conf, fEACE XHFHIIAvm.pmap.pti=0,
3. EFIH,
MAFEHEXFSpectreRE/AHT
Rl B 25 Hili S FfibrsHlibpbRE i, AdtHigEINEE reptpolineflibpb (Indirect Branch
Prediction Barriers) WIBRIHIRIEX SpectrelgifitfTRiP, FN@idnoibrsSEEEA] T ibrs.,
W) A SRR S
- CentO0S 7.5/7.6
- Debian 9.6/8.10
- Red Hat 7.5/7.6
- SUSE Linux 15
- Ubuntu 18.04



- CoreOS 1911.
- FreeBSD 11.2

3.0

+ OpenSUSE 15

PA_EBZERG iR HL 25 23 3L 545 0 58 i S 2 22K

RIS T R IR E RGN E, 8B A 201 5 BN PEREA s sl s A L ft iy it e 2K A
Spectre’Z R HwilHh T, THEHE DU P BRSO BB -

1. JEFEERIH,

2. AR PRI B BRI IR«

RIT G AHTIRE T ZBONEE | IREBRERZEEINE | WS HSpectreliwil
H T
CentOS HIMNEZEnoibrs BRI S Binoibrs IMAEZSE
Red Hat spectre_v2=off
CoreOS i31Tvi /usr/oem HIBRMNIZZS Bspectre_v2
/share/grub.cfg =off
£ GRUBHAC B XM
¥z ispectre_v2=off
OpenSUSE | iFNEZ#spectre_v2
=off
Debian cEBiMFEretpolines | IEFEN
Ubuntu ibpbBitr it
SUSE cEiMFEretpolinefid
Linux it
FreeBSD | Ehw. MER NS Ehw. MAEEZSEhw.
ibrs_disable ibrs_disable ibrs_disable
BeHA:

P28 noibr sk OpenSUSEM CoreOSHERGITICAN, BREMIIR Espectre_v2=off
M,

3. HH%LH,
NS N RS FF B BAR
1. R,

2. fEGitHub spectre-meltdown-checker RepoikEispectre-meltdown-checker.shis il

jgo



https://github.com/speed47/spectre-meltdown-checker

3. ELBINERIBIT:

chmod +x spectre-meltdown-checker.sh
sudo bash spectre-meltdown-checker.sh

4. HUBIASGRANHZ & CIFHMeltdownsiSpectrelit,
FE X
AL FHRERSE, vl ARGHEE P 1 RS 2 TE -

- Red Hat
- SUSE Linux
- Ubuntu


https://access.redhat.com/articles/3311301
https://www.suse.com/support/kb/doc/?id=7022512
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/SpectreAndMeltdown/MitigationControls
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