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SAHEAE | vCPU W (| ARHbfE | 4% Mg | ZHE ZRNFI |
GiB) i (GiB)|¥reie | &fufE |IPve + (i
’ 1 GE/A| 1 GR/A —HeE R
(Gbit/ | (JiPPS) +)
) ** *k*k
ecs. 2 4.0 Jc 1.0 30 = 2 2
snlne.
large
ecs. 4 8.0 Jc 1.5 50 = 2 3
snlne.
xlarge
ecs. 8 16.0 Jc 2.0 100 = 4 4
snlne.
2xlarge
ecs. 12 24.0 Jc 2.5 130 = 4 6
snlne.
3xlarge
ecs. 16 32.0 Jc 3.0 160 = 4 8
snlne.
4xlarge
ecs. 24 48.0 Jc 4.5 200 = 6 8
snlne.
6xlarge
ecs. 32 64.0 Jc 6.0 250 = 8 8
snlne.
8xlarge
)3 H 5t AR HALS B IE,
RTFEBSCHIFIAR R r5
TS T r
- T/OfAL s
- A RSSD AR AIE R AR
- PSPPSR fLEE S

- AEPREE: 2.5 GHz3:HiIntel Xeon Platinum 8163 (Skylake) , itH-PERERE
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- WEHYR:
- AR R, WEERE. WS RS

- ETERERERIE. WABIRIE

- BURSSZHE. N
- Hadoop. Sparkif#: PAR H At IR AETR RN H

SAFRA
SIS | vCPU PfE (| ARHufE | g% Mgl | 2k ZEANFI | S
GiB) % (GiB)|#%fE | &EWAE |IPv6 + (4%
- J1 (/AN 1 GBI —H M
(Gbit/ | (JiPPS) )
S) ** *k*k
ecs.r5. |2 16.0 Jc 1.0 30 Y3 2 2
large
ecs.r5. |4 32.0 Jc 1.5 50 = 2 3
xlarge
ecs.r5. |8 64.0 Jc 2.5 80 3 2 4
2xlarge
ecs.r5. |12 96.0 Jc 4.0 90 = 4 6
3xlarge
ecs.r5. |16 128.0 ¥ 5.0 100 Vs 4 8
4xlarge
ecs.r5. |24 192.0 ¥ 7.5 150 3 6 8
oxlarge
ecs.r5. |32 256.0 ¥ 10.0 200 = 8 8
8xlarge
ecs.rb. |64 512.0 ¥ 20.0 400 ¥ 16 8
16xlarge
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- REPEZR: 2.2 GHzA:HiIntel Xeon E7 8880 v4 (Broadwell) , e K&EMW2.4 GHz, i85
et

- EPRERSNAARCEEON1:12, @RS, BORSER1920.0 GiBNAE

- ecs.re4.20xlargefllecs.re4.40xlarge i C. &858 jd SAP HANAIALE

- &MY
- EPEREEHEE. WAAREHEE (SAP HANASE)
- PRI
- REGEAEES| % (fliApache SparkekPresto)
SIS
SEfRAs | vCPU | NfE (| Mg | 4% Mg | SKHF ZFI | PR
GiB) |k (GiB)|#sife |&RffE |IPve |7 + (fud
’ NCTINPIG N — YW
(Gbit/ | (JPPS) £y
S) ** *kk
ecs.re4. |80 960.0 Jc 15.0 200 ps 16 8
20xlarge
ecs.re4. | 160 1920.0 |Jk& 30.0 450 y s 16 8
40xlarge

3 H s BA HADSH SIS,
RTFIE 58 B SLHIFAR I rede
TR B rt
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- RPN TERERWEA. AR AR A AR SRR TR AT T A
- AEPESR: 2.2 GHzE:SiIntel Xeon E7 8880 v4 (Broadwell) , i K&EWi2.4 GHz, &M
RERaE
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- IERYR:
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- PEERRINA
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KB | vVCPU | PfE (| AHif? | g% L E & ZRFI | FER
GiB) % (GiB)| i oERE | RWAE |IPvo o + (s

INGHINDINGTN —He 3=
(Gt OTRES) )
S) ** *k*k

ecs. 160 3840.0 |k 30.0 450 yris 16 15

rede.

40xlarge
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- PEFESSD AR S A
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SHIRAS | vCPU | NfE (| A | 4 Mg | ZBAHI | BPER
GiB) i (GiB)|¥reie | &fufE |IPve + (i
’ 1 GE/A| 1 GR/A —HeE R
(Gbit/ | (JiPPS) +)
) ** *k*k
ecs. 2 16.0 Jc 1.0 30 = 2 2
selne.
large
ecs. 4 32.0 Jc 1.5 50 = 2 3
selne.
xlarge
ecs. 8 64.0 Jc 2.0 100 = 4 4
selne.
2xlarge
ecs. 12 96.0 Jc 2.5 130 = 4 6
selne.
3xlarge
ecs. 16 128.0 Jc 3.0 160 = 4 8
selne.
4xlarge
ecs. 24 192.0 Jc 4.5 200 = 6 8
selne.
6xlarge
ecs. 32 256.0 Jc 6.0 250 = 8 8
selne.
8xlarge
ecs. 56 480.0 Jc 10.0 450 z 14 8
selne.
l4xlarge
3 H 5t AA HASHRSIE,
RTFERSCHIFIME R sel
TR AL
- T/OfRAL SR
- AEZRSSD AR AIEM A 5L
- AEPRER S NAERCEE 18
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- ERYR:
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- Hadoop. Sparkif#: PAR H At IR AETR RN H

SRR
SRS | vCPU P (| AHbfE | PIEg Mg | Xk ZIASI | PR
GiB) % (GiB)|#5ifE | RfRE |IPve + (fuff
: 1 (/A (A —H M
(Gbit/ | (JiPPS) )
S) ** *k*k
ecs.sel. |2 16.0 Jc 0.5 10 N 1 2
large
ecs.sel. |4 32.0 Jc 0.8 20 % 1 3
xlarge
ecs.sel. |8 64.0 e 1.5 40 F 1 4
2xlarge
ecs.sel. [16 128.0 Jc 3.0 50 % 2 8
4xlarge
ecs.sel. [32 256.0 e 6.0 80 % 3 8
8xlarge
ecs.sel. |56 480.0 Jc 10.0 120 %5 4 8
l4xlarge
)3 H 5t AR HARSHRRS IS,

KEEMLEIL R B SCHIFIAE K dlne
TSI R
- T/OfRAL S
- AZFRISSD AR RIE S A
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- WEHYR:
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- SparkMf#it5R/MLIib%
- HIRPTIE, SRR E KRBT R S M iRz P, TR B iaf it
BRLS5 Y 5
- Elasticsearch, H&%
SBIRRAH
LB (VCPU | fE (| ARHEE | &% Mg | SR ZONFI | S
GiB) | (GiB)|%#dhe |RMtufe [IPve |7 k(s
’ J1 G/ (/A —HEM
(Gbit/ | (JiPPS) ) 7
S) *% H*k*
ecs. 8 32.0 4*5500 |6.0 100 P 4 4
dlne.
2xlarge
ecs. 16 64.0 8 %5500 [12.0 160 P 4 8
dlne.
4xlarge
ecs. 24 96.0 12* 16.0 200 = 6 8
dlne. 5500
oxlarge
ecs. 32 128.0 12* 20.0 200 = 6 8
dlne- 5500
c8d3.
8xlarge
ecs. 32 128.0 16* 20.0 250 = 8 8
dlne. 5500
8xlarge
ecs. 56 160.0 12* 35.0 450 = 14 8
dlne- 5500
cl4ds.
l4xlarge
ecs. 56 224.0 28 * 35.0 450 v 14 8
dlne. 5500

l4xlarge
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- AHSSD ARSI A
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© RBIMIEYERE S THRRARON L I8 e D) 28 P R
- YR
- Hadoop MapReduce. HDFS. Hive. HBase%
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- Flasticsearch. H&%

SR
LB (VCPU | NAE (| AHbefE | g% Mg | Sk E2UN I i
GiB)  |i# (GiB)|#fE |%ffE |IPve |7 + (fud
’ 51 B/ GR/A —HEM
(Gbit/ | (JiPPS) ) 7
S) ** kA
ecs.dl. |8 32.0 4*5500 |3.0 30 By 1 4
2xlarge
ecs.dl. |12 48.0 6 *5500 |4.0 40 G 1 6
3xlarge
ecs.dl. |16 64.0 8 *5500 |6.0 60 S 2 8
4xlarge
ecs.dl. (24 96.0 12* 8.0 80 % 2 8
6xlarge 5500
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LBIRAE (VCPU | ([ AHIfE | % Mg | SR ZONF | S
GiB)  |B# (GiB)|##RE |%ffE |IPve |7 * (fufd
’ 2 NCTINPIE I —HE:
(Gbit/ | (JiPPS) )
) *% *k*
ecs.dl |32 128.0 12~ 10.0 100 G 4 8
-c8d3. 5500
8xlarge
ecs.dl. |32 128.0 16 * 10.0 100 G 4 8
8xlarge 5500
ecs.d1- |56 160.0 12* 17.0 180 & 6 8
cl4ds. 5500
14xlarge
ecs.dl. |56 224.0 28 * 17.0 180 S 6 8
l4xlarge 5500
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LBIEkE |VCPU  [NfFE (| ARHbfE | 2 Mg | SR ZONF | S
GiB)  |B# (GiB)|##RE |%ffE |IPve |7 * (fufd
’ 2 NCTINPIE I —HE:
(Gbit/ | (JiPPS) )
) *% *k*
ecs.i2. |4 32.0 1*894 |1.0 50 b 2 3
xlarge
ecs.i2. |8 64.0 1*1788 |2.0 100 v 2 4
2xlarge
ecs.i2. |16 128.0 2*1788 |3.0 150 b 4 8
4xlarge
ecs.i2. |32 256.0 4*1788 |6.0 200 P 8 8
8xlarge
ecs.i2. |64 512.0 8*1788 [10.0 400 P 16 8
16xlarge
|3 H 5t AR HAS B IS.
A3t SSDEI LI IR i2g
PRI L
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- AbERZS: 2.5 GHzE M Intel Xeon Platinum 8163 (Skylake)
- LB PERE S THRRE X R IRk Bk, 2 P RERE )
- EHE:

- OLTP. &fEREXRRBEE

- NoSQLEEE (WnCassandra, MongoDB%)

- Elasticsearch®%{8 &5t

SHIRLAS



LBIEkE |VCPU  [NfFE (| ARHbfE | 2 2 G2 55 ZFI | PR
GiB)  |fk (GiB)|#ifE |&ffE |IPve |7 + (s
' I NCTINPINC I — Y 3P
(Gbit/ | (JiPPS) )
) *% *k*
ecs.i2g. |8 32.0 1*894 (2.0 100 G 2 4
2xlarge
ecs.i2g. 16 64.0 1*1788 |3.0 150 By 4 8
4xlarge
ecs.i2g. |32 128.0 2*1788 |6.0 200 G 8 8
8xlarge
ecs.i2g. |64 256.0 4*1788 [10.0 400 B 16 8
lé6xlarge
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LBIRAE (VCPU | ([ AHIfE | % Mg | SR ZONF | S
GiB)  |B# (GiB)|##RE |%ffE |IPve |7 * (fufd
’ 2 NCTINPIE I —HE:
(Gbit/ | (JiPPS) )
S) *% *k*
ecs.il. |4 16.0 2*104 (0.8 20 G 1 3
xlarge
ecs.il. |8 32.0 2*208 |1.5 40 e 1 4
2xlarge
ecs.il. |12 48.0 2*312 |2.0 40 G 1 6
3xlarge
ecs.il. |16 64.0 2*416 |3.0 50 £ 2 8
4xlarge
ecs.il |16 64.0 2*1456 |3.0 40 i 2 8
-c5d1.
4xlarge
ecs.il. |24 96.0 2*%624 |4.5 60 i 2 8
6xlarge
ecs.il. |32 128.0 2%832 6.0 80 % 3 8
8xlarge
ecs.il- |32 128.0 2*1456 6.0 80 b 3 8
c10d1.
8xlarge
ecs.il. |[56 224.0 2*1456 [10.0 120 % 4 8
l4xlarge
)3 H 5t AR HARSHRRS IS,
= EMITE RS AR hfcs
PRSI 5L
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SAHEAE | vCPU W (| ARHbfE | 4% Mg | ZHE EZUN IR e
GiB) i (GiB)|¥#Feine | &fufE |IPve £ (g
’ RCTINDIRGTIN —HeE R
(Gbit/ | (JiPPS) )
S) ** *%k*k
ecs. 2 4.0 Jc 1.0 30 % 2 2
hfc5.
large
ecs. 4 8.0 Jc 1.5 50 % 2 3
hfc5.
xlarge
ecs. 8 16.0 Jc 2.0 100 % 2 4
hfc5.
2xlarge
ecs. 12 24.0 Jc 2.5 130 % 4 6
hfc5.
3xlarge
ecs. 16 32.0 Jc 3.0 160 % 4 8
hfc5.
4xlarge
ecs. 24 48.0 7 4.5 200 % 6 8
hfc5.
6xlarge
ecs. 32 64.0 Jc 6.0 250 % 8 8
hfc5.
8xlarge
)3 H 5t AR HADSHRS IS,

% T HTE R S HIRAR R hfg5
PRSI
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- AEPEES S WAFRLEE 14 (56 vCPURSERSH)
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SR
LBk | vCPU W (| ARHbfE | P Mg | S ZONF | SR
GiB)  |B% (GiB)|#ifie | %&fufig |IPve | + (fafs
’ 51 (/A (/A —He3:
(Gbit/ | (JiPPS) )
S) ** *AkA
ecs. 2 8.0 y9 1.0 30 By 2 2
hfg5.
large
ecs. 4 16.0 J 1.5 50 & 2 3
hfg5.
xlarge
ecs. 8 32.0 J 2.0 100 S 2 4
hfg5s.
2xlarge
ecs. 12 48.0 Jo 2.5 130 % 4 6
hfg5.
3xlarge
ecs. 16 64.0 Jc 3.0 160 % 4 8
hfg5.
4xlarge
ecs. 24 96.0 JC 4.5 200 i 6 8
hfg5.

6xlarge




LBIEkE |VCPU  [NfFE (| ARHbfE | 2 2 G2 55 ZONF | S
GiB)  |B# (GiB)|##RE |%ffE |IPve |7 + (s
’ I NCTINPINC I —HE:
(Gbit/ | (JiPPS) )
) *% *k*
ecs. 32 128.0 9 6.0 250 G 8 8
hfg5.
8xlarge
ecs. 56 160.0 " 10.0 400 B 14 8
hfg5.
l4xlarge
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LB | vCPU | fE (| AN |GPU | RAF (| | gl | Sehe | 2B\ | S
i GiB) |f% (GiF GiB) |[%fiE |%&ffE [IPve |7 |F (f
’ h (b G/ o

(Gbit/| (J7PP§ FM
S) *% *kk —F‘)

ecs. 2 6 Jc P4*1/ |1 1 30 3 2 2

vgnsi 8

-ml.

large

ecs. 4 12 Jc P4*1/ |2 2 50 P 2 3

vgnsi 4

-m2.

xlarge

ecs. |8 24 Jo P4*1/ (4 3 80 P 2 4

vgnsi 2

-m4.

2xlarge

ecs. |16 48 Jo P4*1 |8 5 100 |2 4 5

vgnsi

-m8.

4xlargg
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- SRBIMEETERE S TR L OIS M4 P RES: )

B TuringZe#y

%£i%3204 Turing Tensorcore

25601CUDA Cores

n[ k5 E Tensor CoresZ+¥65 TFlops FP16. 130 INT8 TOPS, 260 INT4 TOPS
B1£16 GiB (A $E320 GB/s)

- EHE:
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- AR/VRMI RIS
- HBEB TR SREE LA
- GPUM#E DA
- RN
SRS
LB | vCPU | fE (| Al |GPU | A (| P& | P | Sehe | 2B\ | S
i GiB) |fif (Gil GiB) |%ifie |%fufE [IPve | |k (@
’ 51 (/1 (Y i
(Gbit/| (J7PP{ FM
S) *% *kk —F)
ecs. 4 15 & T4*1 |16 4 50 = 2 2
gno6i-
cdgl.
xlarge
ecs. |8 31 Jo T4*1 |16 5 80 P 2 2
gno6i-
c8gl.
2xlarge
ecs. 16 62 o T4*1 |16 6 100 = 4 3
gno6i-
clogl.
4xlarge




LBIM (VCPU |AfE (| AHuf? |GPU | ff (| PIgT |Gl | ek | 2B | SRR
i GiB) |f% (GiF GiB) |[%fiE |%&ffE [IPve |7 |F (f
’ h (b G/ o

(Gbit/| (J3PP§ FM
S) *% *kk —F‘)

ecs. 24 93 Jc T4*1 |16 7.5 120 P 6 4

gno6i-

c24gl.

6xlarge

ecs. 48 186 y/ T4*2 |32 15 240 P 12 6

gno6i-

c24gl.

12xlarge

ecs. (96 372 Jo T4*4 |64 30 480 P 24 8

gno6i-

c24gl.

24xlarge

ecs. 32 124 Jc T4*1 |16 10 160 P 8 6

gno6i-

c32gl.

8xlarge

ecs. 48 186 y/ T4*1 |16 12 240 P 12 6

gno6i-

c48gl.

12xlarge

ecs. |72 279 Jo T4*1 |16 21.5 |[360 P 18 8

gno6i-

c72g1.

18xlarge
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- fHIVoltaZety

- 21#16 GiB HBM2
- CUDA Cores 5120

- Tensor Cores 640

- WAAIE900 GB/s
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M (VCPU | NfE (| AHufg |GPU |GPU | WI&H | gl | k% | 2P0 | 31 m

i GiB) |fifi (Gik WeF (| vifE | REEE [IPve |7 |k (@

. GB) | Gh/jh (h/ i

(Gbit/| (J7PP§ FM
S) *% *kk —F)

ecs. |8 32.0 |Jk 1* 1*16 (2.5 80 po3 4 4

gnov- NVIDIA

c8gl. V100

2xlarge

ecs. (32 128.0 | %k 4% 4*16 (10.0 |200 vos 8 8

gnov- NVIDIA

c8gl. V100

8xlarge




S | vCPU | NfE (| AHifE |GPU  |GPU | &g | Mgl | S28F | 20051 | siidkm
% GiB) |fi% (GiH WBAE (|%ERE | Rfusk [IPve |7 + (f
* GB) |1 (/) (Hy/ FE—

(Gbit/| (J7PPS FEM
S) ** *kk —F‘)

ecs. 64 256.0 |t 8* 8*16 |20.0 250 3 16 8

gnév- NVIDIA

c8gl. V100

16xlarge
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T S E e SOBE 7 N kA, U A I nvidia_install_v2.0/RAS, BIANZ
aR:

#!/bin/sh

driver_version=$1
cuda_version=$2
cudnn_version=$3

NVIDIA_DIR="/root/nvidia"
log=${NVIDIA_DIR}"/nvidia_install. log"
PROCESS_NAME="/var/lib/cloud/instance/scripts/part-001"
DRIVER_PROCESS_NAME=${NVIDIA_DIR}"/NVIDIA-Linux—x86_64"
CUDA_PROCESS_NAME=${NVIDIA_DIR}"/cuda"
CUDNN_PROCESS_NAME=${NVIDIA_DIR}"/cudnn"
DOWNLOAD_PROCESS_NAME="wget"

SUCCESS_STR="NVIDIA INSTALL OK"
DOWNLOAD_SUCCESS_STR="Download OK"

DRIVER_FAIL_STR="Driver INSTALL FAIL"
CUDA_FAIL_STR="CUDA INSTALL FAIL"
CUDNN_FAIL_STR="CUDNN INSTALL FATIL"
DOWNLOAD_FAIL_STR="Download FAIL"

install_notes="The script automatically downloads and installs a
NVIDIA GPU driver and CUDA/CUDNN library.

1. The -installation takes 6 to 10 minutes, depending on the dintranet
bandwidth and the quantity of vCPU cores of the instance. Please do
not operate the GPU or -install any GPU-related software until the GPU

driver is installed successfully.
2. After the GPU is 1installed successfully, the instance will restarts
automatically."

check_install()
{
b:ll
if [ "$1" = "NVIDIA" ]; then
ProcessName=$SDRIVER_PROCESS_NAME
t=2
elif [ "$1" = "cuda" ]; then
ProcessName=$SCUDA_PROCESS_NAME
t=2.5
elif [ "$1" = "cudnn" ]; then
ProcessName=$SCUDNN_PROCESS_NAME



}

£
i=0

t=0.5

while true

do

done
echo

pid_num=$(ps -ef | grep S$ProcessName |grep -v grep | wc -1)
if [ $pid_num -eq 0 ]; then
str=$(printf "%-100s" "#")
b=$(echo "$str" | sed 's/ /#/g')
printf "| %-100s | %d%% \r\n" "$b" "100";
break
f4
i=$(($+1))
str=$(printf "%-${i}s" "#")
b=$(echo "S$str" | sed 's/ /#/g')
printf "| %-100s | %d%% \r" "$b" "$i";
sleep $t

return 0

check_download()

{

name=$1

=0
b=""

filesize=0
percent=0

sleep 0.5
while true

do

pid_num=$(ps -ef | grep wget |grep $name |grep -v grep | wc -1

if [ $pid_num -eq 0 ]; then
filesize=$(du -sk /root/nvidia/${name}x | awk '{print $1

str=$(printf "%-100s" "#")
b=$(echo "S$str" | sed 's/ /#/g')
printf "%-8s| %-100s | %d%% \r\n" "${filesizelK" "$b" "100

break
i
line=$(tail -2 /root/nvidia/nvidia_install.log)
filesize=$(echo $line | awk -F ' ' '"{print $1}')
percent=$(echo $line | awk -F '%' '{print $1}' | awk -F ' ' '{

print $NF}'")

if [ "$percent" -ge 0 ] 2>/dev/null ;then
str=$(printf "%-${percent}s" "#")
b=$(echo "S$str" | sed 's/ /#/g')

printf "%-8s| %-100s %d%% \r'" "s{filesize}" "sb" "S$
percent";
else
continue
f4
sleep 0.5
done
return 0
+

check_install_log()

{



if [ ! -f "$log" ];then
echo "NVIDIA install log $log not exist! Install may fail!"

echo
exit 1
4
if [ "$1" = "NVIDIA" ]; then

succstr=$SUCCESS_STR
str2=$(cat $log |grep "INSTALL_ERROR")
echo
if [ -n "$succstr" ] && [ -z "$str2" ]; then
echo "$succstr !!"
echo
return 0
else
echo "NVIDIA +install may have some INSTALL_ERROR, please
check log $log !"

return 1
fq
fq
if [ "$1" = "DRIVER" ]; then
failstr=$DRIVER_FAIL_STR
elif [ "$1" = "CUDA" ]; then
failstr=SCUDA_FAIL_STR
elif [ "$1" = "CUDNN" ]; then
failstr=SCUDNN_FAIL_STR
fq

stri=$(cat $log |grep "S$failstr")
if [ -n "$str1" ] ;then

echo
echo "NVIDIA $failstr ! please check install log $log !"
return 1
fi
h
check_install_process()
{

echo "CHECKING NVIDIA INSTALL, PLEASE WAIT ...... "
echo "$install_notes"
echo

while true
do
pid_num=$(ps -ef | grep $PROCESS_NAME |grep -v grep | grep -v
check | wc -1)
if [ $pid_num -eq 0 ];then
check_install_log "NVIDIA"
return 0
else
pid_num=$(ps -ef | grep $SDOWNLOAD_PROCESS_NAME |grep
driver |grep -v grep | wc -1)
if [ $pid_num -gt 0 ];then
echo "Driver-${1} downloading, need 10 seconds.
Remaining installation time 360 - 600 seconds!"
check_download "NVIDIA"
fi

pid_num=$(ps -ef | grep $DOWNLOAD_PROCESS_NAME |grep cuda
|grep -v grep | wc -1)
if [ $pid_num -gt 0 ];then
echo "CUDA-${2} downloading, need 150 or more seconds
Remaining installation time 350 - 590 seconds!"
while true



do
check_download "cuda"
sleep 1
pid_num=$(ps -ef | grep $DOWNLOAD_PROCESS_NAME |
grep cuda |grep -v grep | wc -1)
if [ $pid_num -eq 0 ];then
break
fi
done
fi

pid_num=$(ps -ef | grep $DOWNLOAD_PROCESS_NAME |grep cudnn
|grep -v grep | wc -1)
if [ $pid_num -gt 0 ];then
echo "cuDNN-${3} downloading, need about 30 seconds.
Remaining installation time 200 - 430 seconds!"
check_download "cudnn"
fi

pid_num=$(ps -ef | grep $DRIVER_PROCESS_NAME |grep -v grep
wc -1)
if [ $pid_num -gt 0 ];then
echo
echo "Driver-${1} installing, need 30 - 160 seconds.
Remaining installation time 160 - 400 seconds!"
check_install "NVIDIA"
check_install_log "DRIVER"
fi
pid_num=$(ps -ef | grep $CUDA_PROCESS_NAME |grep -v grep
| we -1)
if [ $pid_num -gt 0 ];then
echo "CUDA-${2} 1installing, need 80 - 200 seconds.
Remaining installation time 90 - 220 seconds!"
check_install "cuda"
check_install_log "CUDA"
fi
pid_num=$(ps -ef | grep $CUDNN_PROCESS_NAME |grep -v grep
| we -1)
if [ $pid_num -gt 0 ];then
echo "cuDNN-${3} installing, need 10 seconds.
Installation will be successful soon, please wait...... "
check_install "cudnn"
check_install_log "CUDNN"

fi
fi
sleep 1
done
+
create_nvidia_repo_centos()
{

baseurl_centos=$(cat /etc/yum.repos.d/Cent0OS-Base.repo |grep
baseurl | head -1 | awk -F'[/]' '{print $1"//"$3}"')

if [ -z "$baseurl_centos" ]; then

url="http://mirrors.cloud.aliyuncs.com"

i

cudaurl=$baseurl_centos"/opsx/ecs/linux/rpm/cuda/${version}/\$
basearch/"

driverurl=S$baseurl_centos"/opsx/ecs/linux/rpm/driver/${version}/\$
basearch/"

echo "[ecs-cuda]" > /etc/yum.repos.d/nvidia.repo

echo "name=ecs cuda - \$basearch" >> /etc/yum.repos.d/nvidia.repo

echo $cudaurl >> /etc/yum.repos.d/nvidia.repo

echo "enabled=1" >> /etc/yum.repos.d/nvidia.repo



echo "gpgcheck=0" >> /etc/yum.repos.d/nvidia.repo

echo "[ecs-driver]" >> /Jetc/yum.repos.d/nvidia.repo

echo "name=ecs driver - \$basearch" >> /etc/yum.repos.d/nvidia.
repo

echo $driverurl >> /etc/yum.repos.d/nvidia.repo

echo "enabled=1" >> /etc/yum.repos.d/nvidia.repo

echo "gpgcheck=0" >> /etc/yum.repos.d/nvidia.repo

yum clean all >> Slog 2>&1

yum makecache >> S$log 2>&1
}

disable_nouveau_centos ()
{
echo "blacklist nouveau" > /etc/modprobe.d/blacklist-nouveau.conf
echo "options nouveau modeset=0" >> /etc/modprobe.d/blacklist-
nouveau.conf
echo "x*xexec \"dracut --force\" to regenerate the kernel
initramfs"
dracut --force
+

disable_nouveau_ubuntu()
{
echo "blacklist nouveau" > /etc/modprobe.d/blacklist-nouveau.conf
echo "options nouveau modeset=0" >> /etc/modprobe.d/blacklist-
nouveau.conf
echo "x*xexec \"update-initramfs -u\" to regenerate the kernel
initramfs"
update-initramfs -u

install_kernel_centos()
{
kernel_version=$(uname -r)
kernel_devel_num=$(rpm -ga | grep kernel-devel | grep $kernel_ver
sion | wc -1)
if [ $Skernel_devel_num -eq 0 ];then
echo "xxxx*xxexec \"yum install -y kernel-devel-$Skernel_version
\Illl
yum install -y kernel-devel-$kernel_version
if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: install kernel-devel fail!!!"
return 1
fi
fi
return 0

install_kernel_suse()
{
kernel_version=$(uname -r|awk -F'-' '"{print $1"-"$2}")
kernel_devel_num=$(rpm -ga | grep kernel-default-devel | wc -1)
if [ Skernel_devel_num -eq 0 ];then
echo "x*xxexec \'"zypper install -y kernel-default-devel=$
kernel_version\""
zypper install -y kernel-default-devel=$kernel_version
if [ $? -ne 0 ]; then
echo "error: install kernel-default-devel fail!!!"
return 1
fi
fi

+
install_kernel_ubuntu()
{

kernel_version=$(uname -r)



linux_headers_num=$(dpkg --list |grep linux-headers | grep $
kernel_version | wc -1)
if [ $linux_headers_num -eq 0 ];then
echo "x*xxexec \"apt-get install -y --allow-unauthenticated
linux—-headers-S$kernel_version\""
apt-get install -y --allow-unauthenticated linux-headers-$
kernel_version
if [ $? -ne 0 ]; then
echo "error: install linux-headers fail!!!"

return 1
fi
fi
+
download ()
{

download_url="${baseurl}/opsx/ecs/linux/binary/nvidia"

wget ${download_url}/driver/${driver_file}

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: Download driver fail!!! return: $2"
return 1

i

cudafilelist=$(curl ${download_url}/cuda/${cuda_version}/ |grep "
cuda_${cuda_version}" | awk -F '>' '{print $2}' | awk -F '<' '"{print $
1}")
if [ -z "$cudafilelist" ]; then
echo "INSTALL_ERROR: Download CUDA fail!!! get cuda-${
cuda_version} filename faill!!"
return 1
fi

mkdir /root/nvidia/cuda
cd /root/nvidia/cuda
echo Scudafilelist
for cudafile in S$cudafilelist
do
sleep 1
wget ${download_url}/cuda/${cuda_version}/$cudafile
if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: Download CUDA faill!!! wget $cudafile
fail! return: $2"
return 1
fi
done
chmod +x /root/nvidia/cuda/*

cd /root/nvidia

wget ${download_url}/cudnn/${cuda_big_version}/${cudnn_file}

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: Download cuDNN fail!!! return :$2"
return 1

fi

chmod +x /root/nvidia/x*

echo "$DOWNLOAD_SUCCESS_STR !"

return 0
}
install_driver ()
{

/root/nvidia/Sdriver_file --silent

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: driver install fail!!!"
return 1



£
echo "$DRIVER_SUCCESS_STR !"

return 0
+
install_cuda()
{

cd /root/nvidia/cuda

cuda_file=$(ls -S | grep cuda | grep Scuda_version | head -1)

echo '"cuda file: "Scuda_file

if [ -z "Scuda_file" ]

then
echo "INSTALL_ERROR: cuda file 1is null, cuda install fail!!!"
return 1

fi

/root/nvidia/cuda/$cuda_file --silent --toolkit --samples --
samplespath=/root

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: cuda install fail!!!"
return 1

fi

cuda_patchfile=$(ls | grep cuda | grep $cuda_version | grep -v ${
cuda_file})

for cuda_patch in $cuda_patchfile
do

echo "install cuda patch file: "$cuda_patch

/root/nvidia/cuda/$cuda_patch --silent --installdir=/usr/local
/cuda --accept-eula

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: cuda patch install fail!!!"

return 1
fi
done
echo "$CUDA_SUCCESS_STR !
return 0
ks
install_cudnn()
{
tar zxvf /root/nvidia/$cudnn_file -C /usr/local
if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: CUDNN INSTALL FAIL !!!I"
return 1
i
echo "$CUDNN_SUCCESS_STR !"
return 0
h

enable_pm()
{

echo "#!/bin/bash" > /etc/init.d/enable_pm.sh
echo "nvidia-smi -pm 1" >> /etc/init.d/enable_pm.sh
echo "exit 0" >> /Jetc/init.d/enable_pm.sh

chmod +x /etc/init.d/enable_pm.sh

str=$(tail -1 $filename |grep "exit")
if [ -z "$str" ]; then

echo "/etc/init.d/enable_pm.sh" >> $filename
else

sed -i 'S$i\/etc/init.d/enable_pm.sh' $filename
fi



chmod +x $filename

}

issue=$(cat /etc/issue | grep Ubuntu)
if [ -n "$issue" ];then
os="ubuntu"
profile_file="/root/.profile"
filename="/etc/rc.local"

else
issue=$(cat /etc/issue | grep SUSE)
if [ -n "$issue" ];then
os="suse"
filename="/etc/init.d/after.local"
else
os="centos"
filename="/etc/rc.d/rc.local"
fi
profile_file="/root/.bash_profile"
fi

if [ "$1" = "check" ];then
check_install_process $driver_version Scuda_version $cudnn_version
sed -i '/part-001 /d' S$profile_file
exit O
else
mkdir $NVIDIA DIR

echo "begin to install, driver: $driver_version, cuda: $cuda_versi
on, cudnn: $cudnn_version " >> Slog 2>&1

driver_file="NVIDIA-Linux-x86_64-"s{driver_version}".run"

cuda_big_version=$(echo $cuda_version | awk -F'.' '{print $1"."$2

")
cudnn_file="cudnn-"${cuda_big_version}"-linux-x64-v"${cudnn_vers
ion}".tgz"

echo "sh /var/lib/cloud/instance/scripts/part-001 check" | tee -a
$Sprofile_file

fi
echo "os:$o0s" >> Slog 2>&1
if [ "$os" = "ubuntu" ]; then

disable_nouveau_ubuntu >> $log 2>&1
if [ -f "/etc/apt/sources.list.d/sources-aliyun-0.1list" ]; then
repo_file="/etc/apt/sources.list.d/sources-aliyun-0.1list"
else
repo_file="/etc/apt/sources.list"
fi

baseurl=$(cat Srepo_file |grep "Adeb" | head -1 | awk -F'[/]' '{
print $1"//"$3}' |awk -F ' ' "{print $2}')
if [ -z "$baseurl" ]; then
baseurl="http://mirrors.cloud.aliyuncs.com"
fi
elif [ "$Sos" = "suse" ]; then
baseurl=$(cat /etc/zypp/repos.d/SLES12-SP2-0.repo |grep baseurl |
head -1| awk -F'[=/]" '"{print $2"//"$4}")
if [ -z "$baseurl" ]; then
baseurl="http://mirrors.cloud.aliyuncs.com"

f4
elif [ "$os" = "centos" ]; then

baseurl=$(cat /etc/yum.repos.d/CentOS-Base.repo |grep baseurl |
head -1 | awk -F'[/]"' '"{print $1"//"$3}' |awk -F '=' '{print $23}')

if [ -z "$Surl" ]; then
baseurl="http://mirrors.cloud.aliyuncs.com"
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if [ ! -=f "/usr/bin/lsb_release" ]; then
pkgname=$(yum provides /usr/bin/lsb_release |grep centos|grep
x86_64 |head -1 |awk -F: '{print $1}')
if [ -z "$pkgname" ]; then
echo "INSTALL_ERROR: /usr/bin/lsb_release pkg not exists!"
>> $log 2>&1
exit 1
fi
yum install -y $pkgname >> $log 2>&1
fi
if [ ! -f "/usr/bin/gcc" ]; then
yum install -y gcc
fi

disable_nouveau_centos >> $log 2>&1
str=$(lsb_release -r | awk -F'[:.]" '"{print $2}')
version=$(echo $str | sed 's/ //g'")
create_nvidia_repo_centos

i

install_kernel_${os} >> S$log 2>&1

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: kernel-devel install fail!!!" >> $log 2>&1
exit 1

fi

cd /root/nvidia

begin_download=$(date '+%s')
download >> $log 2>&1
if [ $? -ne 0 ]; then
exit 1
fi
end_download=$(date '+%s')
time_download=$ ((end_download-begin_download))
echo "NVIDIA download OK! Using time $time_download s !!" >> $log 2>&1

begin=$(date '+%s')
install_driver >> $log 2>&1
if [ $? -ne 0 ]; then
exit 1
fi
end=$(date '+%s')
time_install=$((end-begin))
echo "NVIDIA install driver OK! Using time $time_install s !!" >> $log
2>8&1

begin=$(date '+%s"')
install_cuda >> $log 2>&1
if [ $? -ne 0 ]; then
exit 1
fi
end=$(date '"+%s')
time_install=$((end-begin))
echo "NVIDIA install cuda OK! Using time S$time_install s !!" >> $log
2>&1

begin=$(date '+%s"')
install_cudnn >> $log 2>&1
if [ $? -ne 0 ]; then

exit 1



fi

end=$(date '+%s')

time_install=$((end-begin))

echo "NVIDIA install cudnn OK! Using time $time_install s !!" >> $log
2>&1

enable_pm

echo "reboot...... " >> Slog 2>&1

sleep 2

reboot
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i LA 7T N GRID RS,

L. @i sglinuxsizpilo

2. IRIB1T A P S FHRR G L KDES T,
yum update

yum install kernel-devel
yum groupinstall "KDE Plasma Workspaces"

3. i8fTreboot HJF RS,



- Mt sLinuxsgzy, FHIBTTRUR ML FEOHEIENVIDIA GRIDIE) L,
NVIDIA GRID# s 52 RSMGRIDIRS), Hrp, LINUX GRID¥EEIRENVIDIA-

Linux-x86_64-390.57-grid.run,

wget http://nvdia-driver-410.o0ss-cn-shenzhen.aliyuncs.com/NVIDIA-
Linux—x86_64-410.39-grid.run

. 2PN Anouveau iz,
a. i8fTvim /etc/modprobe.d/blacklist.conf, #lliblacklist nouveau,

b. i&ffvim /1lib/modprobe.d/dist-blacklist.conf, &ML FH%.

blacklist nouveau
options nouveau modeset=0

iB8fTmv /boot/initramfs-$(uname -r).img /boot/initramfs-$(uname -r)-

o

nouveau.img,
d. i2f7dracut /boot/initramfs-$(uname -r).img $(uname -r),
. iBfireboot HIFRYL,
ARRBITRAT a2, HHEATTORZAENVIDIA GRIDHRE),

chmod 777 NVIDIA-Linux-x86_64-410.39-grid.run
. /NVIDIA-Linux-x86_64-410.39-grid.run

. Bfrmi&nvidia-smi MRS 22,

NIGRE DA RIGR, BLHIRS C L L4,

Snvidia-smi
Wed Apr 10 10:24:58 2019

| NVIDIA-SMI 410.39 Driver Version: 410.39
| = S S +
GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC
Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util Compute M.

| 00000000:05:00.0 Off
10w /  75W | 25MiB / 8191MiB

| 00000000:87:00.0 Off
11w /  75W | 25MiB / 8191MiB




9. ¥ R BA M Licenselli 55 8 IF G License,
a. U3l/etc/nvidiaH: cd /etc/nvidia,
b. fltgridd.confXfk: cp gridd.conf.template gridd.conf.
c. frgridd.confXfFHhiFsLicenselli 55 2 HI1E R

BeHA:
EEHEHNVIDIAW ELicense)i BT Licenseflli 55 5%,

ServerAddress=Licensel|R55 s IP

ServerPort=LicensellR52EMmE (BRIANTOTO)
FeatureType=2

EnableUI=TRUE
10.Z2%%x11vnc,
yum install xllvnc
113847 %1spci | grep NVIDIA #ifJGPU BusID,

ARflrh, EiFFGPU BusIDR00:07.0,
12 it EX Serverifis:

a. Bfifi#nvidia-xconfig —-enable-all-gpus --separate-x-screens,
b. %ifit/etc/X11/xorg.conf, fESection "Device" B{FMGPU BusID, A RHIH N

BusID "PCI:0:7:0",

13i84Treboot BIG RS,
1£CentOS 7.3 64-bit® ;M GRIDIXE)
1L R 3 GRID XS],

1. Bfimi& startx JAahX Server,
2. FFR—AHISSHE Funde, ia17a2Raix11vnc,
x1llvnc -display :0
WRAESI FEFREE, ForxllvncCeRIish, |, ERTEVNC
Viewer55 VN CIZFEEFE R F 92,

3. BRECSEHINE, ELHIEL 2P gmae e , SEVFTCP 590035k HRIATT i
I‘ﬁjo



4. fEARHPLES |, fIVNC Viewer S VNCIERER M, it 55, M IPHubE : 5900 MR
i, #EAKDERH,
5. &L PP B g xinfo a2 A A Ml GRIDIRZN X FHINAC E.

a. JFE—HIISSHE P g,

b. i&f7fi%export DISPLAY=:0,

c. Bfrmi%glxinfo -t HH Y FTIGRIDIREN X FFIALE.
6. A FH B glxgears 2 MIAGRIDIXZ),

a. fEKDEY M |, fHftdisim, JF%EEERun Command,
b. i2fTglxgears Hah R EIEMIARE P, WM FEFCRE I, RAGRIDIKAIEH
TAE,

4.10 GPUEIFZINE

4.10.1 AR GPUER MRS
A A HGPURIBHLI RSB gal, FF5IH T ELIBIRISHIN,

GPURT 1L i+ B B LA 55 gal
- I/OfRA{LSEHI
- AZFSSD AR HIE A
- XHAMD S7150 GPUitE £
- RERRAR S NAARCEE 2.5
- AbPRES: 2.5 GHzI M Intel Xeon E5-2682 v4 (Broadwell)
- EPERENVMe SSDA %
- SIS PERE S TR GOk P 26 1k Rk )
- WEHR:
- JHYE ZOUAGRRS
- WA, SPERETEEL SPEREE R
- HAbTRER AT R RGE I RIIR 55 i .55
SRR



9] |vCPU [N A GPU |GPU |M LTS Lis S
Pk 7 ( |Huf? 71 g Wk |IPve (BT | MEM | BebE
GiB) |fi# (Gi £ ( |3EfE | t2AE + (& | MF
’ GB) |4 (g (b 15 FIRA
(Gbit| (J7PP —H | HIP
S) **% *kA j_:‘lm
+)
ecs. |4 10.0 |1*87|0.25%|2 1.0 20 G 1 3 10
gal. AMD
xlarge S7150
ecs. |8 20.0 |1* 0.5* |4 1.5 30 G 1 4 10
gal. 175 |AMD
2xlargge S7150
ecs. |16 40.0 |1* 1* 8 3.0 50 B 2 8 20
gal. 350 |AMD
4xlarge S7150
ecs. |32 80.0 |1* 2% 2*8 6.0 80 B 3 8 20
gal. 700 |AMD
8xlarge S7150
ecs. |56 160.0 (1% 4% 4*8 (10.0 120 |&% 4 8 20
gal. 1400 (AMD
l4xlarge S7150
BEW:

BEEE, WS gggal sz
|3 | 5t AR HASHRRS B,
4.10.2 gliEgalsLfl
A egaalidigal 95, FFFIHE 7 {8 BN T R S,
BER2ER
GPU nJ#ifb i3 gal Mg, /7 AMD ¥ S7150 %1 GPU, P ZAI AMD &1E{iL
7 GPU Wikahfey, BH2ii Bilgiis MRmemahmsig, 2.

- Ubuntul6.04 k7% AMD GPU 3Ka)
- Windows Server 2016 H¢ir i AMD GPU3Kz)



- Ubuntul6.04 (FiZ$AMDIKZIAIKDESH R4t
BRMES R

15T DRI g ECSsiop) IIRHARIEE gal MUK,

TEIERAC AR, BREEEUTILA:

- Sl %R B GPU/FPGA > GPU IR > GPUIEY gal.,
- BEG ERR BiHghYa, IR DNBHRTIER (SIRMERSD o EBURTIA TP
GPU BR AMD & 5%,

BLA:
VO SLERIT XLk Bit%g, PARQIESBIR ] DU E I SK 5 sk E 21T s 5 b &R,

- MIgE: &S BAMS. FOVHGT GPU EEY gal MURBIEBINS R EH MY (VPO)
#h7Ei5ER
- ] DOE I A R G BRAPDRER GPURIY B, TEWHIES WGPUW; o
- GPU nJ#LTHEE gal SeHlfEH RS2 R 20 AMD S1EREERIEILhRAIRS), Hii it
BT AR BSOS ALY, A RBLIREN R EBEE, BSOS T BT R IRE,
- EHEBMER GPU WA PG RN ABEIE R LAEMIM O, 2l iz g W75 WK
5 GPU WM IIRE,

o T
IEHRE 2GR B R,

- QI GPU WIMLTHR gal LB, EEHERHGSIERIEHIRMNAGEIER TIE, HP&RE
I g = g W77 SNEFIER W% AMD GPU HKahiHi5.

- WS AWindows B #5 B BLEEIN BARGPUIRANARREIE W INE, A LGPURSAMR, Ml
IR, PR B R BN, FWindows RGE5E L & WK H
Wi, BRG],

- T Windows #%t, GPU WahZ 3 ERUG, P A9 G H) @ik hREAn, EPEgg
i 462 R R BB A A i, @ e BOEARSE, W Windows HAFHIZFE S T
% (RDP) .

- Windows B HIZFEEH (RDP) WMUASHF DirectX. OpenGL FHHXM A, EWREALT
2 VNC IRS5M% P, sRHESHRRIEPMNY, Bl PCOIP. XenDeskop HDX 3D %%,



4.11 FPGAItHE!

4.11.1 +ARFPGASLHI
A GFPGAHSIMIBIARIRILANES, JESI T EBRISCOIAe,

FPGAITEBY L& 1% f1
RS T R
- T/OPAL s/
- A FRSSD AR AIE R AR
- %M Intel ARRIA 10 GX 1150158k
- RPN S NAERCLE N 1:7.5
- JbPEEE: 2.5 GHzI: M Intel Xeon E5-2682 v4 (Broadwell)
- IS PERE S5 TR Gk PR 26 1 RE Bk )

- YR
- IR SIHERE
- BRI
- BT
- B
- SRR Bl T TR AR 3R
SBIRA
LB (vCPU | NAfE (| ARHBfE | FPGA | Mgl | MIgsl |2k | ZFA50 | SRR | b
1 GiB) |fif (GiF RE | BBk [IPve |7 | R (L [PEPIR
’ N (/) (Y fi— | RAE
(Gbit/| (J3PP{ M |IP
S) *% *kk _F)
ecs.fl (8 60.0 |k Intel |3.0 40 P 4 4 10
-c8fl. ARRIA
2xlarge 10 GX
1150




KBIM (VCPU |7 (| AHuf? |FPGA | P& | LU | S2he | ZBMSI | SPEDN | BpaRsi
i GiB) |f% (GiF SERE | &fuRE [Pve |7 | R (L [HERIR
’ h b/ G/ 8 R
(Gbit/| (J3PP{ M |IP
S) *% *kk —F‘)
ecs.fl1 |16 120.0 | Xk 2% 5.0 100 yo3 4 8 20
-c8f1. Intel
4xlargg ARRIA
10 GX
1150
ecs 28 112.0 | Xk Intel (5.0 200 ys 8 8 20
f1- ARRIA
c28f1. 10 GX
7xlarge 1150
ecs 56 224.0 | Xk 2% 10.0 (200 yo3 14 8 20
f1- Intel
c28f1. ARRIA
l4xlarge 10 GX
1150

3 H st BA HADSH SIS,

FPGAi+HE RIS IR % 3
TS T kL

- T/OfAEIHI
- PEEHSSD A s A

- RMXilinx 16nm Virtex UltraScale+ 2+ VU9P
- REPEERENAFECEE S 1:4

- REEEER: 2.5 GHzE:MifIntel Xeon Platinum 8163 (Skylake)
- SLBIMEEPERE S THR RO R ISR e ) 2 P R




- WEHYR:
- IREEAE S HER
- LR

- BRI

- ERERS, WJPEGH;WebP
- SEINUBAERE, QIH. 265G

SR

LB (vCPU | NAE (| ARHbfFE | FPGA | Mgl | MIgsl |2k | ZRA50 | SRR | i

i GiB) |f% (GiF SERE | &fuRE [Pve |77 | R (2 [HERIR
’ B (/) (i fi—3; | RAH

(Gbit/| (J7PP{ M |IP
S) *% *kk —F‘)

ecs.f3 (4 16.0 |Xk 1* 1.5 30 G 2 3 10

-c4f1. Xilinx

xlarge vUuoP

ecs.f3 |8 320 |k 1* 2.5 50 % 4 4 10

-c8f1. Xilinx

2xlarge vUuoP

ecs 16 64.0 |k 1* 5.0 100 i 4 8 20

13- Xilinx

clefl. VU9P

4xlarge

ecs 32 128.0 |Jc 2% 10.0 |200 e 8 8 20

13- Xilinx

clefl. vUIP

8xlargg

ecs 64 256.0 |k 4* 20.0 [250 b 16 8 20

13- Xilinx

clefl. VU9P

16xlarge

15 | 7% 2R AL BRI




4.11.2 6I3Ef1324
ARSIl B £ 15261,

A&

FL9: I T 0 4E Inte DT R SFBENBHS, AT AT IE SO0 /7RI, T e 1o WO
LG,

RIS
0T DARIR y3ECS3z() MIHIAQUEEL IR ISz,
TEVERERLTIN, SR L

- Mk R AEARL > WJHIX F,
- Il 3R SRR GPU/FPGA > FPGA MR, JFIERES GBS,
- R IERE ARG, RIS B,
O3
= Wim:
H i fh Inte DR MBI S5 X REIBIS I 23515 0100 75 i, BRig R E
ffiquartus17.0. vcs2017.3fldcp sdk, WJRATE opt HRXER.

- Mgs: EEE BHMI,
fIRBIRERIIIG, B0 PL wpntissep) It M@ BB RS E4 ¥ ELicense,
echo $LM_LICENSE_FILE #R#&LE 7IXAER
NEE S
RIS DU I HE Sl £159:91 -
© FT9:43OpenCLyF % f5 itk
- i1 RTL#Register Transfer Level#
4.11.3 BIEf35LH!
AL g e e 354,
RIS T
R5] DA e ECS i) O R L3RRSI ST,
FEIEFEACER, BTREERUTILA:


https://workorder-intl.console.aliyun.com/#/ticket/createIndex
https://www.alibabacloud.com/help/doc-detail/61410.htm
https://www.alibabacloud.com/help/doc-detail/61412.htm

- BT RS PR B WA,

Bim:
3B H AT AR 18 VLB,
- M JEEEARIR2, FFIESE BEPLTEC RIHTIX,
- 3l 3B AT GPU/FPGA > FPGA TR, JFIEEE S ZN S Res .
- BHR: ERE LEBHR, IREREEIIBIE.

BEHA:
J 7 IR, TATMES T AXilind PRI Bi%, H il H el =859 77 R
ﬁl\:o
- RO RPN EBBREE -ENRSEEaE R, BIUEIERFE200 GiBRR A,
- g JERE B ML,

RS
F39:4mOpenCLyT % k9%

F39LIRTL YT % ek ik

4.12 RS EIRS 2 ()

4.12.1 taHEETEIRS 23
A AR m IR 55 a3 ebmhfg5, TR ebmce4 i ebmgS5HRE L, FFFIHE T
BRI SRS

HHREBIRSBNA

HPEERRR)EMS5 2% (ECS Bare Metal Instance) J&— kIRl 3 BB UL AP PEDLTERE S 5
PRI RIS b, R TR A58 A BRI B —ROEBESOR TSR R IR 55
e hhe 5 E—AUBUEEIRMLL, T —fURIMEE AR ELONET, AMEHHSBE 0SS
o, T H2W SRR ERIMLEIR, /¥ 78 2RS5BT, Frahin BB EoAR IR
T YIBHLRIR %

PRSI S5 a7 VIBENLS 2RSSR AL, Bl @ R THRRE ) TR A fl
= HEWPRRERME2.0650K, 955 BTl BLE RS W 3 PR m IR 55 as e PRE N (2, JClE
BT, SEPERR SR IR ST o A PIBHL SN e R BRARFFE (B4, intel VT-x) , BAK
PIBELEN B IRRR AL, RS & L RERE e SHER UL A



SRS R AR S5 sl B RS B B fHy pervisor REUER T DA R s E S 55 S F 2800 35 K
PRRLEREER, 1138 1 2RRSUCHITRE Rl S PIRLURDE LR PE R R R0, ko8 Js
Sl T — RN DRSS IR, ERES P 7 R A A TR S JC s 4%, g
fit, PIgh, BAEAES 5, BEREECSAMRSS S LBINBRRSE, i Zolebsi S RRDESs
AT B IR

HPERR RN S5 dEid BOR ISR P . BAW S, FPERREEISS 8 A DAL

- Any Stack on Alibaba Cloud

HAPERR SR 55 as AN v PUBEHLATEREIR S, SRR PEM NS5 a0 BB, Hrisii®s, Em
HEHE P RO E TERETH RS T R, Earh R AR S =, IR EIEIRSS a4
DURAT HERWLE RIS PERISEYE, RN RSP — UM TERESS, Rttt A s iR BRI RE
No SPHIRA BB T PRSI A E, MAHOIREEBULTRNTERETH, M LER
Rt — &R,
- P TR SR

VER—R 2T R ™ 0, SRR m IR 55 AnatE 1 i IR S BIALER A P R et 125
P, RS THEGEE, ToBRUMETERETTBIRIRFERIR, fECPUMMMSERE 328 %, 3244, 96
BEEZ NG, I TIEm, PASH™ Wohfl, SPERREE IR SS 2 L S s S
3.7 GHz ~ 4.1 GHz, SFIJ5™MAHLE, Enl PAIEITEAR PAK SRl 554815 S 4 i PERE A B Py
WL,

- MR

fEg ey, LSRRI aER 7 Ras VIBLbE RS, N T B AP R R R L RIRA R 2
T, BRSNS SR TS AR EPITIEE (Intel® SGX) |, REWIPR N B X RETE &
EAEHAE R R, IXANS R L 2R S T NS ERBIEREE ¥ — A REHTY)
fE, nIDLE CERBIEMENEPRP 2N, TEHIES R [BomBEE] Z3ESGX,

- WEEMEAR

SRR A IR 55 S 0 T USRBLIOERE LS, SRR S s e B R BrRR TR B
WMk R PO B R LA R, AR P R A 2. SRR
S5 BARUEA UL TS PRI, [N ELA PIRBLIY —DIREHERIOESS, DRIttt L& U0
fEmIRE ), SR FINEH AT RSEPRARR A b, TR LD B B PEREIER,
P LA FTETS,

- SR LR

FPERR G IR 55 a5 R B L 258 48 B EWERERUE2. 080K, TASZHRFARMAS HiAfls S 44k
Bilgs.



FERISRPERR BB IR SS a i, TR

© HRIASCR RS 2 AL
© HURPERR AR SS B R A BRI, SCRRREERES,  BURHR AR AR R AN,

MBIFFEL

PR IR S5 a5 SRl REIUDLI i RRFR, Hrb, YIORSIRE, NFORASHR, N/AK
I,

[ B7) 13 SRR IR AR S5 2% | PIBEHL R UL
a4k =ik et Y N Y
HHE TetkfERS: Y Y N
TCREPER R Y Y N
{81/ v i X Y Y N
1#hk AR BECSAE | Y N Y
HFHAEE RE%E |Y N Y
&) |\
AoPukEE |Y N
255 8ECS | Y
534
PIBREHLRR N | Y N Y
AN % T
RIERFREE |Y N
HAHRAID, 2 |Y N
L S A S BRI
A
e SeEWAECS Y N Y
VPC&%
SEEMWAECSE L | Y N Y
I
PIPEHLEEBERIR I | Y N Y
PUERERIVPCIE
B
B SEEFAECSHA | Y N Y




Vi e B) 113 PR R IR S5 o | VIREAL RERL
VNCEH RS |Y N Y
FUBHEIHLL R —3
HAMLE 24 Y N N/A

= E IR MR R AR S5 28 SEFIRIAR Ik ebmhfg5

PRSI R

- BIAT/OfRAL S
- PEEHSSD A s A

- REPRER S NAERCIE L4
- AbEEES: 3.7 GHzEHiIntel Xeon E3-1240v6 (Skylake) , 8 vCPU, iAK%%i4.1 GHz
- FMZETERE, 20077 PPSIMIZICR fuRE )

- AR EAMZVPC
- PR L R IR B
- X #5Intel SGXMEiHH
- WEHYR:
- TREHEVIMDBEEE, 8T E License e il S BRI TAE 1 E%
- DRI 4B S = PR RE
- EPEGEWeDbR% 5%
- PEREB R RS kg v
SRR
SHRL (VCPU  |NAE (| AHfE | &g | gl | < ZF | SRR | R
1% GiB) |B% (GiB]%Efe | Rfufe |IPve | + (| [HERR
. 1 (/0 (/) f&— MR
(Gbit/ | (J5PPS Bexm o | IP
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BEHA:




BEEZHERREIRSSRAER, WS W (12 i i e R R 5% 5o

)3 H s BA HADSH SIS,
HERHMRE EIRS 2B LHIMIEHE ebmcs
PRI R

© BIAT/OfRAL S
- LRESSD A E IR A 5
- AP S ARLEE 12

- JbERS: 2.5 GHz3:%iIntel Xeon E5-2682 v4 (Broadwell) , B AK&#Hi2.9 GHz

- R TERE, 4007 PPSIHIZsI K fRE
- PR HMESVPC

- GRAE SR BRI B DA P B

- IERYR:

- TREERVIMEREE, S E LicensedE WS BRI TR
- BEJERUE (EREEEARTXen, KVM%) | AnyStack (fIH5{HAR T OpenStack,

ZStack®)
- B8 (WA TDocker, Clear Container. Pouch%)
- HORBI 2 R R R
)
SRR
SHEL (VCPU  |PAE (| ARHeAE | ZgaE | e | ks ZBAF | SRR |
1% GiB) |0k (GiB|%Efe |RffE |IPve |7 ENCOIER RS
: h (/N (/) fi— IR
(Gbit/ | (J5PPS Hem o | 1IP
S) *%* *Akk <|3)
ecs. 32 64.0 Jc 10.0 400 H 8 12 10
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BeHA:

HEHMERESEIRSMRNER, ESW (]2 2o i e w5 S .




5 5t 2 ARG %,

BRI RERIRS [ LFIMEIR ebmg5
PRSI R
- BIAL/OfAL S

- PEEHSSD A s =

- AEPREN S NAERCEE N 1:4
- AbEERS: 2.5 GHzE Wil Intel Xeon Platinum 8163 (Skylake) , 96 vCPU, iKA%5i2.7

GHz
- M TERE, 400 PPSMIZICR fLRE
- PR AMEVPC
- PROEL R IR P PR
- YR
TEAEVIMYEYHR, KH T E LicensedbE S E RN TAERER
W=TTBME (RAREARTXen, KVM%) . AnyStack (fF&HAM T OpenStack.,

ZStack®)
- B8 (WA TDocker, Clear Container. Pouch®)
- HORB I A R R A
- MBS
SRR
SIHIEE | VCPU | NAE (| ARHufE | Zg3E | sl | X ZBAF | SRR |
1% GiB) |0k (GiB|%EfE |RffE |IPve |7 S NCIERRS
. h (/N (/) ffi— IR
(Gbit/ | (J5PPS Hem o | 1IP
S) *%* *AkKk <l:‘)
ecs. 926 384.0 |k 10.0 400 H 8 32 10
ebmg5
24xlarge

HEHPERESBIRSNER, S W (]2 2o i e w5 S .

BeHA:




5 5 AR ELA S BRI,
HEHR

PR IR 55 a8 SCRHE R AR A . AR ST, #2

PR

WL, WS gl R 55 RFACS

4.12.2 gIZEBM3LHI
A G QIEEEBM A,

T o

\

W
=

BT DRI s ECS (o) IR QUEMPERR IR 55 5.

TEIEFEICER, BHREEEMTILA:

- Hibk: HATRAEIER: A2 XD, AAE2rIHIXC, HERITAIXG, 1T HXD,
- 9:): n[PAEREebmhfg5. ebmc4flebmg5, BUSIEIIIEAEE, HEW 9z ksise

- BHg: HESGRRR 2B, W RRR,

BAERGRN

Bifg

Linux

- Cent0S 7.2/7.3/7.4/6.9/6.8 644

- Ubuntu 14.04/16.04 644

- Debian 8.9/9.2 644i;

- OpenSUE 42.3 644

- SUSE Linux Enterprise Server 12 SP2
644

- Aliyun Linux 17.1 644

Windows

- 2016 BEHLiR 64 AL
- 2016 BEHLR 64 HrHESLhR
- 2012 R2 Bdlirhubhi 64 S shi
- 2012 R2 Bulirh Dk 64 higeszil

- AEiE: SRR SRR ST A R AR oL, NI DUIEIX M BER AL, thnl B

CUEERRIIGT i IF pEapsn s
- PG AU A ML VPC,



https://www.alibabacloud.com/help/faq-detail/66558.htm

4.12.3 £ESGX
AXAASGXMEPE, FFA v B,

EIR
HiRE/R SGX (Intel Software Guard Extension) 2PRURIELS MK —NY R, SGX MR

ft YElE (Enclave) , HIR{FHR—PIERREHRITIXER, B CPU SR EEHIBHEMIRAA S
B HTHL

SGX FIHFIEMAL PSS, TENTEP AL —#5 X3 EPC (Enclave Page Cache) , jdid
CPU WIWm#51% MEE (Memory Encryption Engine) X Hrp5dEiiimeg. EPC P
MINBE AN CPU J5A SWRERISL, Bk, 76 SGX v, n]IAMESHEEERS. VMM,
5 BIOS, HFEE(E(T CPU {HREMRRARABIE A 22,

FZF

KRN, REn] TR BRI G L SOE S EEE = ERERE, JFis iz f kTN R
MR ARE. Z51E CPU FMERY SAMBIEETIaR, SPRSDESOEARPIGR, X
MBGUT, ZRER DA 2RSSR, SURROEETIER,

EDL (Enclave Definition Language)

EDL J2 SGX 2Dy, Hre X7 A HEEHENIMNES ., APBIRR R, MR, SDK
FRAEH EdgerSr THZMYE EDL v U pREUE RIS E N7 R R R, IR 22 4
Al

I MEEEREL (ecall) FIAA{EEEL (ocall) :

- ecall: & XAEBIEXIR (trusted) , 7EFIRESMEIEN, FFEFERBIPHIT,

- ocall: EXEAEXIE (untrusted) , fEFEEINIRN, FFERBIMIT,

// demo.edl
enclave {
// Add your definition of "secret_t" here
trusted {
public void get_secret([out] secret_tx secret);
5

untrusted {

// This OCALL 1is for illustration purposes only.
// It should not be used in a real enclave,

// unless it is during the development phase

// for debugging purposes.

void dump_secret([in] const secret_tx secret);

s



}s
UREXHARRE SGX

T RS PL Linux WRRAKI LS, %% SGX I EH5IXa). PSW, SDK FF4ff,

BEW:
FEBIP Makefile BRINZEEH ) /opt/intel/,
1. Rz IEA SGX AR &4k,
2. TEIR getpets WP BT 2L,
LURAIE 7 K% SGX
TEJCZAN B Linux WEMRARISL S, 2% SGX INEffaka), PSW. SDK H4iff,

AR
FeIh g Makefile BRINZEEH 2 /opt/intel /.
1. M x5 Github FEIFIEY,
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B S e

Rethnl PAse s papie o i, HRIAT ARG g A R4 @ISR
SR

8.7 ELFHINEBEAERE
ASLEEBIA BT A H B B Linux s Wind ows S & s 59,
AEEM
- AESBIA BB R R, TR, BATTRIES M7 R S
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2. PUTHZpasswd ff144, fllllpasswd root,
3. AT EN,
4, EHHEIAFINER,
EEAWindows3: I E RFZHE
HWindows Server 2008k 4 :
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- SRR BRI DUE R TR A S,
- WEBRR EZhPTERAT L e i, R HANR T
- KRS RWGEILISK, BV EH SR
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B ERLAIE SRR
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3. ESEBIFR I, SAdAHE S BIRES FRIE S > SZHBRE > Bl k.
4. TEMBSBETEN TEHED, 20 IS BRI RS
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= BimA:
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ffModifyinstanceAttributefEet EHHE BN, ZEAJPLEIEDeletionProtectionf il &I 5k
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B DAEBRALBINGEE, FALBRSCEIFRLBIRBOR, SHUR:
1. BRECSpppsE & o
2. fEfeMI ks, il
3. fEEBFIR R, SAGRFERLHIID/ AR FRSEHID, s R &R LR N E
Lii18
4. TEIBIVENORD, EBRN TG RS R,
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T E BRI G, R DeleteinstanceMIBRIH, ZHRMIEIASInvalidOperation.

DeletionProtection,
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8.9.1 ft 42 5L HI /3 EhEIR
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" eIEER
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"R A
" BRI A
APl

- CreateLaunchTemplate

- CreateLaunchTemplateVersion

- DescribeLaunchTemplates

* #unique_279

- ModifyLaunchTemplateDefaultVersion
- DeleteLaunchTemplate

- DeleteLaunchTemplateVersion
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1. B3k ECSippps & o
2. EFE LHIREhEUR, JFidi BRI,
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AR, TEARYE SRR T R THCE,
5. ¢ QU RY) XHEHED, il BEBR aitbehl G A8 C ol
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J CreateLaunchTemplate Bt S Eh R,

B ECSE R
QR EAR RSB, IF HA R C AL E O T FUG PRI, Rl DL QU S 4 1R
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L. HifE ECSp= i, FFoAdi SERISK,
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3. {E BATT i WU, Padi P4 N RSB,
4. LESRH DN IHED, JEEE QUESHTEIR, MABRAFRRER)G, Hdi fR17,
5. 1€ QIR XGHEh, i BEBR AiERH 6 A5 Cald R,

8.9.3 I LB B EhRIREIF RS
— AR BT S AT, A% SCAT R ol QU A R SRR A

ARED

- WORERISBR SRR A S N1, ] DARSEAE %R L B HERR A .

Bim:
WA SE QIR BN, JEIk AR SURA S
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BEW:
fEnl DAfEBUR S BEIX IR, T A RIBURAINRA, TR B SR
5. fERCEMIATH, EREAIEHRA, JHERERERINE— TR,
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7. {ESRHAONIERED, AT E B PRI G A E C ORI,


https://ecs.console.aliyun.com/?spm=a2c4g.11186623.2.9.FNEORG#/home

] LB P ZCLI. OpenAPI Explorerflff H ZSDK% ¥ & # TR
H CreateLaunchTemplateVersion @) @S2 e SR TR AS .
B EZTIRIRhR A
iR g, IF HA R EHINEC AR T H G Pk G, W] DATE QI Sl IRl a1
SIS SRR AR o
HIAEECS = pipig o, JFoAdisz B SK,
e HE WL m, ACESEL
TEFIAT S, G EaER,
TR ISHED, Sl OIEEHRA, FFiIRREE R 7 FIR— Btk
QRS IEHED,  EEBFIRA RTINS AR CaIERIRRA.

EERIARRZS
REnT LR R RRAS BEE BRI, 5 R0E S SRl bR B S RiE R R A R B PR A%

AN B

1. BRECSpppsE & o
2. AL, Sl s R,
3. Erp—AEURID, HERZBERMACERS, J AR ERARIES] PR ERIA,

] LUB P ZCLI. OpenAPI ExplorerfIff A SDK% & # T HIA
FIModifylaunchTemplateDefaultVersion 8 e Szl 3 AR I ERIARAS .

8.9.4 IFRSEF B ehi& R A hiz s
A S TR S SR

AREM
MERSBEshERRG, Btk SR RRA RS gOmER, IR,
RIBRSC U /2 B AR AR AR 2

1. B3k ECSipppsi & o

2. fELEMISRURA, i SEBIE .

3. PR —ABURID, EIFMRARE R,

4. fE AR XK, TRBVEMERAGRA, 1 308 50, i BER

O

BeHA:
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RELREMIBRAEBRINRAS, AREMIBRBRINIRA . WSREETR ZMBRATRA R ERIMEAS, W] DUE SR
INRA, WEREEA BT ZEABARATA A, ol DURBREIR.

5. eSS IHED, B #hiA

] LUBIE P ZCLI. OpenAPI Explorerflff H ZSDK% ¥ & # T. R
HDeleteLaunchTemplateVersionHER S a3 SR FFE iR AS

PRS2 51 12 O ARAR
1. B3k ECSiEmppstl Lo

2. fELEMSHTR, i EHIENEHR.
3. AT EMERIBIR, £ BfE 5lrb, i WER,

4. FEFHREIEHED, i @il

o LLE I 2 CLI. OpenAPI ExplorerfIf| B ZSDKEH & # T Hif
HDeleteLaunchTemplateMk&SHl k3 &R,

8.10 fE A SE Tk

8.10.1 + AR SEHlrTEkiE
A GIBICHARIINE, FEII T SRR EHIRTE, 0T DA 9 7E 08 1 P oL
HECSIHI,

LHITTERIEN 4B

KHCBIRAE T ECSEPIER A RGPIEAER, HIWSEHIID, TPHist, M-FMACHIIEM
BERGERME, LRI ANELHOCBIRI, ShaEIBBIR R e LBIRIR 8 PG s E
& SRR, HRTRRSRGEHEAE, ORI B SR,

WEHEAE, WS Wk e Bt
LHITEIBTIR
FFRAE TECSIHI H R RESRIUAHEA S5y e -

LB E Wi SIARRA

/dns-conf/nameservers |SZHIIDNSHLE. 2016-01-01
[eipv4 e P REEBISRTE AP (TPv4STY) 2016-01-01
/hostname LB P4 2016-01-01
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SR E R BiH SIARRA

/instance/instance-type | SRR 2016-01-01

/image-id SIS e £ FH R BE 41D 2016-01-01

/image/market-place/ | 8§ AL D, 2016-01-01

product-code

/image/market-place/ | BGisaBHRNITHE R 2016-01-01

charge-type

/instance-id SHID, 2016-01-01

/mac ERIMMACHEAE, WRERIFEEZ AR, HiEn |2016-01-01
ethO_ LY MACHHE,

/network-type PIZERRY, HEFEVPCRRISAH, 2016-01-01

/network/interfaces/ MR MACHENER K, 2016-01-01

macs

/network/interfaces/ M-RIIFRIRID, o [mac] S8 RS 2016-01-01

macs/[mac]/network- FHIMACHitht,

interface-id

/network/interfaces/ DR 0F L) PR S 2016-01-01

macs/[mac]/netmask

/network/interfaces/ M-k i@ L2 e LI Pv4 CIDREL, 2016-01-01

macs/[mac]/vswitch-

cidr-block

/network/interfaces/ W-ET B VPC IPv4 CIDREL, 2016-01-01

macs/[mac]/vpc-cidr-

block

/network/interfaces/ M-k S BCRIFA I Pv4-ihE 51 2% 2016-01-01

macs/[mac]/private-

ipv4s

/network/interfaces/ -k i@ 2 g B IS HL TD, 2016-01-01

macs/[mac]/vswitch-id

/network/interfaces/ WP JE & 24 VPC 1D, 2016-01-01

macs/[mac]/vpc-id

/network/interfaces/ M- 3= FAA TPHEIL, 2016-01-01

macs/[mac]/primary-ip

-address

/network/interfaces/ PR LA TP v 4 i S itk 2016-01-01

macs/[mac]/gateway




S5 CE R BiH SIARRA
/instance/max-netbw- | SEHRRAEHI 7T I RIS, HhL: Kbit/s, 2016-01-01
egress
/instance/max-netbw- | SHIBAEIIA T INMIER K98, B Kbit/s, 2016-01-01
ingerss
/private-ipv4 S 32 R ERA I TP v 43ttt 2016-01-01
/public-ipv4 S 3= - R I A TP VAL 2016-01-01
/ntp-conf/ntp-servers | NTPHRS 2L, 2016-01-01
Jowner-account-id PR EHESEAN O IPRISS N 2016-01-01
/public-keys X i S HITE A THF, 2016-01-01
/region-id SEZ {5 i Jeg At 3 2016-01-01
/zone-id Sz ml X 2016-01-01
/serial-number SIS RLREE S 2016-01-01
/source-address LinuxSEH S8R (F2 hYumPEsiFapt [2016-01-01

TR REUCE F UL,
/kms-server Windows Bl KMSTIEAR S5 a5 2016-01-01
Jwsus-server/wu-server | WindowsSZ{lir 5 Hilki 55 25. 2016-01-01
Jwsus-server/wu-status- | WindowsSZilir 5 ik A b iR 55 5% 2016-01-01
server
/vpc-id SHIFREVPC ID, 2016-01-01
/vpe-cidr-block LBFTEVPC CIDREL, 2016-01-01
/vswitch-cidr-block LB A B HLCIDRER 2016-01-01
Jvswitch-id A it i g LA HHLID 2016-01-01
/ram/security- SHIRAM A RIS I STSIRIN A UE, R 2016-01-01
credentials/[role-name] | fESEHIHE TRAMA )G, A GEIRISTSIGIE

Wk, H [ role-name] S BT BN RAMA

@m% Mo

= B

ST SIS TE 5 Hrihy ] B WE S0 1/, 78

CEANR, B HSTSIR SEUER ] LA,
/instance/spot/ 185 LB ERE R G B EDUR I ], BFXFR | 2016-01-01

termination-time

#ERHUTCHO, 15X Ayyyy-MM-ddThh:mm:ssZ
fildn, 2018-04-07T17:03:00Z,




LHTEARR I Bim FINRA

/instance/virtualization |ECSE#ULITE, ZFVirt 1.0f1Virt 2.0, 2016-01-01
-solution
/instance/virtualization- | Pi#Build 5. 2016-01-01

solution-version

/instance-identity/pkes7 | HlbRIRZE 4. 2016-01-01

yerts: £ O vt 5 €770
BE2ER, WEWagi40
FRIRE RN L FI T IR

SR T PRI 5y ECS 920, 1 LU LRI RR R DU IR P S Rt e S (5 2
T, SBURRI AN A R BRI (document) Al BRI (signature) 4l
BEER, WA bR

B XA LA ERIBR
S 9 52 SR 1B AR ISR 1 SOWASSEIN, AR AE QUSSR E, R T EE B Eh
TR NBUHRIIRE, BN, EERBURIEATRE. FFRIRSS. FTENHE, 2%, YL
Web /i 55 K585 HLAMAL B IR BRI, S 11 ORI LT DR EIR, 5 (s G A
S, ] RALE SIS | X B,

LB GBI (Running) , RYUEEAE PR sRE rootBURIB 1792 B e SEE, Hkidfs
PIBIER Jetc/initiB B,
BEER, WS WA 2 e
8.10.2 FREXSEHITEIE
A LA M Linux 2 HRIWind ows S5l B2 B,
fEFRE
A F RIS A 25 VP CIAI 25 i S5 e 5540

-

= WiM:
UERETANEL THR KPR, IXRESA S RBREI BT,

ALinuxSEHIFREXSL I TTER R

1. PRI, KT UM RERE I, W2 Wik f 920 S o



2. HUTBL R &4 Vil 7E BRI E .
curl http://100.100.100.200/1latest/meta-data/
3. FEURLHRMAAIEBIR AR R TROR, BAHS W gpesdns M 225
BlyesdR. Bl
- BT BL R A2 IRISBIID,
curl http://100.100.100.200/latest/meta-data/instance-1id
+ BT DU A2 AR QI S B BSZTD,
curl http://100.100.100.200/latest/meta-data/image-id
- BT B R REGERR I RGeS

curl http://100.100.100.200/1latest/maintenance/active-system-
events

© PITEL R a2 IR BIRR SR

curl http://100.100.100.200/1latest/dynamic/instance-identity/
document

-« BT RA R a2 3RESE I o SCEE
curl http://100.100.100.200/latest/user-data
AWindowsSEFIFREX L G T EMHE

1. R, S TUMTERE I, W5 Wk b 1) S i



2. fiifiiPowerShell$hiT B R4 nl BURERSLHITE R .
Invoke-RestMethod http://100.100.100.200/latest/meta-data/

3. TEURLHPH MRS BRI PR RBOTEIR S R, UAIES W gpesams R 2
ATl E R Bl
© PUTL R &2 AREIIBIID,

Invoke-RestMethod http://100.100.100.200/latest/meta-data/instance
-1id

- PAT DA a2 3R E B g S IS i 8 FH R B2 D
Invoke-RestMethod http://100.100.100.200/latest/meta-data/image-id
- YT RA R a2 KRBTSR R G

Invoke-RestMethod http://100.100.100.200/latest/maintenance/active
-system-events

- T BU R a2 SRS BRI SR

Invoke-RestMethod http://100.100.100.200/latest/dynamic/instance-
identity/document

© PITEL ARSI B S

Invoke-RestMethod http://100.100.100.200/latest/user-data

8.11 EASLHI B E Xk iE
8.11.1 EmSEHI B E X EHE
ASSCA NI R 15T SRR, FFAv 0 T TS0 12 SCBRAIIA 8L,
BIESE
Aonpilrh, B BRI Windows, $dT RN Upstart Job 4, ECSELHIHMERSE
9CentOS, /LRSI EI i AR BAI T
1. SEFGHB QU SOASHE, B, Notepad++.
2. AEQUEEINISCASCHF it 5t SCBRITHIG A

BEHH:
1T RS e S B € SUAAS A ER, bkl #! /bin/sh. #cloud-config. #
upstart-job. [bat] Ml [powershell], BZVEM, WS W Linux gz g e M

Windows sicfsil 1 5z A



3. VALUBAIA S AN 2 I
BITHE
SBIFFIGIEETIN (Running) , REEE e AEHRBE rootBUUST T 926 F 2 B, HXIZ{7#)
Uk Jetc/initia B
Ikl F e SOBARNG, & EREPNATHBS0L I A 5E SCBIRIR T IHIA S RIBR, flin:

- WSREIEI Shel IMAEE & e SUBE, WUser-DatalliA, BATIA LB HBSUGIH & XL
JEO

- WA SCHYERLE R 228 Byobu, Set HostnamefllSet PasswordsZ JRIBIEE, BATIA
RIBITIBUG I E & SR

- R A CEHEECE R bootcmd.  update_etc_hostsfilyum_add_repo.Z JE4E
B, BANSIBITBBUGI EE S8R,
BLIEE, 52 Wcloud-inits{Fy Modules, JFRTER% (Module Frequency) .

Linux 3=l B E X #E

Linux 326 F & CBERER] A LR Linux k5] 5 SOWA T, 1246 User-Data JiiA&, Cloud
Config, Include Xff. Gzip E4iHIA fil Upstart Job &RBIHA, AR HIFFERcloud-
initZ24, DL oOAEHERIE, BiMLECELinuxseflEt:, M2, iE2 Wcloud-init Formats,

ARAEHIER 2 IncludeXPFER Gzip JRARMAIAS, EAERA PRSI n] IR AR 55 o+ R BE
%, JFREERERA O R,

BLHH:
HERE RSP BT L 2O RAFBEOSSHIERERE, LT, WS W 0SS #unique_295 FI 334 v
Ao
User-Data JI{i4
User-Datan] A2 —/Shell A, & RSSNEBINHIT IR, EITHEEN #!, A #!/bin/

sh, User-DataliA&{EBase64%tdniliiANEARE@EE 16 KB, PA T AUser-DatalliiA R :
#!/bin/sh

echo "Hello World. The time 1is now $(date -R)!" | tee /root/outputl®.
txt

service httpd start
chkconfig httpd on

SHIRIESERIG, REFEREH, PITmL cat [file]l, HEBMAKNMITEIR,

[root@XXXXX2z ~]# cat output.txt


http://cloudinit.readthedocs.io/en/latest/topics/modules.html
http://cloudinit.readthedocs.io/en/latest/topics/format.html

Hello World. The time 1is now Mon, 24 Jul 2017 13:03:19 +0800!

Cloud Config

Cloud Configi2 L i A s IR F AR, HAZH A AR K%, ZnlPAEH Cloud
Config i Fehit B HIMEE 7 IR55, WEFHyumE, SASSHEH., ZEMBiWE, Cloud
ConfigEfTIEIE N #cloud-config, HUEAGEA D, WEAYAMLZAR 20, HRIBE
BCEAIIRS AR, Sl B E XEPRRaiTHiR th 2 AN,

Cloud Config IA{EBase644itRiillIA N A AfEdIE 16 KB, PAFCloud ConfighiiAmf:

#cloud-config

apt:

primary:

- arches: [default]

uri: http://us.archive.ubuntu.com/ubuntu/

bootcmd:

- echo 192.168.1.130 us.archive.ubuntu.com >> /etc/hosts

SRS RIG, REPFERLH, BERIBITHR.

Include¢ff

IncludeXXPFIINZ A RERZALR, —17 . LHEZI, cloud-initiHIncludexXfF
FPIA R NS, — BAERE 1T DA A RTINS, Sehlis ik BRI E S SO, Includex?
PFEATIEREN #include HBUEARER M4, LB EE LIRS TTHR IR Include X fF Pt B
IR A SR,

Include XX lIABER AL S I A EBase 644 A A A AREEIE 16 KB, AR MIncludeX
il :

#include
http://ecs-image-test.oss-cn-hangzhou.aliyuncs.com/UserData/myscript.
sh

SHIRIESERIG, REFERL], EREMTER.
Gzip 44

User-Data JiA&, Cloud Config fil Include X2 RIHIA M2 Base 644 i A RERHL 16
KB, HEMNANSAEE16 KBREY, nPURHGzZipEAaIIA, RIIA SO 4a)5 w4 s
A#ERE, PlncludeXfFREREM, GzipkGHAEITEREN #include, HUEAGER T,
S 5 SCEIRRIBT TR IR AR, PL RN Gzip R4iHA R B :

#include



http://ecs-image-test.oss-cn-hangzhou.aliyuncs.com/userdata/config.gz

AR EHIERE Gzip HegaliA S, EHRERAAA SN gz K,
Upstart Job

fi Upstart JobRBRIHIARS, FEER I LS upstartfEiinit system, HuiRkHupstartity
£iCentOS 6, Ubuntu 10/12/14E, K Debian 6/7, Upstart JobIAE RSB H & Bk E
/etc/init H¥ R, Upstart JobIAETTREIEN #upstart-job, HWUEAREA 2. BiXE
BB S PATIERI S B E B, PRy Upstart JobliIA <6 :

#upstart-job

description "upstart test"

start on runlevel [2345]

stop on runlevel [!2345]

exec echo "Hello World. The time is now $(date -R)!" | tee /root/
output.txt

Windows3Ef5l B iE X #41E

WindowsSl F & XEHRHECS H 0 R, AWindowsSeHlfditiaf T gl LINAIGE S
{EBase64%ilidii, HE XEIENEBI/NT16 KB, HRAEHNEMTRT, AHEHEZREM.
WindowsSl B & EHE Z FiBatit b BifE i fliPowerShel i A

Batfit/bPEfE
BITEIERN [bat], HIWWHEAREA T, Hl:

[bat]
echo "bat test" > c:\1.txt

TP UG, ERIPIBERPITEER, € C:\ BBT 1. txt XA,

PowerShell

HITEEN [powershell], HUWWEHARER 248, BHildn:

[powershell]
write-output "Powershell Test" | Out-File C:\2.txt

8.11.2 BEE LI B E X
A GBI PR E RIS 15 SRR RIS, DA A R EAT IR )
5 SR

RS
PRSI T e SOBCRY,  FERS



- AXPIZE B E A ) 28 VP CHY S S F5E B S B 2 SOEUR

©SEBIAERRA Y otz BAURI/ORALSB, HAh ek Fo1/OLALRRE,
- B EE BE T Baseo4gitdntE A, ISR A E SCEHEAREIL 16 KB,

- SKHBHHE I AL BHR AR T AL BHR I B LBiS, H SR RIRMERSL:

RYTH HiERG

Windows Windows Server 2008 R2J%z PG HIFRER
%

Linux - CentOS

- Ubuntu

- SUSE Linux Enterprise
- OpenSUSE

- Debian

- Aliyun Linux

RERHIBEXHIE

1. ¥k ECSREmpil 6
2. B0 g 245 ECS g QL —HLinux s,

-

= B
QISR 1F SPuam Hig 928 B e R SCARRE R B SCEHE, 5 1R H O SO
c&idBase64 I, 2k HACRH Base64 %ihd,

3. BBIEIIG, 2% iR Sy TPEERS HARSEH),
4. RIBEFREM A€ SCRIRERIBTS R, MR, BREEEEFMHXHEE. IR
fECentOSSEHI_Lf#i i Upstart JobMAIABLE A SRR Bl :

M ERIEE RPN PARS, {ELEBIN /ete/init SHFRAPER T —A part-001.conf Ji
LS5 LA

ol Paid P L ZCLI, OpenAPI ExplorerfIfi Bl ZSDKAE I % # T HIMA Runinstances B
Sl s LBE, tHESEON UserData,

EELAIBE X HIE
fsnl pUmEE e RS % (100.100.100.200) 2B A S8R,
L. BRSO, WHEE i i RS o


https://ecs.console.aliyun.com/?spm=a2c4g.11186623.2.9.FNEORG#/home

2. TELEHINERIZBLT:
- curl http://100.100.100.200/latest/user-data &% Linuxsifl A .

- Invoke-RestMethod http://100.100.100.200/latest/user-data/ &
F Windows5l F & U

R LLEE P 2 CLI, OpenAPI Explorerfllfi B ZSDKEH- & # T KA DescribeUserData #
BB EE LB
EER B E X ¥xiE

B A& BE 2, e IS, BB SRR, REEEFaTBYOIN A E s
R IAIABIRIN B2 ER, S B 4 Rz @ Uik

-

BLIA:
XT3 VPC IR, 35 R8BS0 A SO G 7R L IR B, @RS HLA
LD,
1. B3Rk ECS il &0
2. TELEMISRURE, i S2hl,
3. MEFHIE,
4. EPFTEIER A E CBARHIEB, FFLE BROE FI, Had SCHIVEE > BEER B,
5. fEF TP EONME R 5 i Wi,

] LUB B ZCLI, OpenAPI Explorerflf] B ZSDK% I & # T HIAM
ModifylnstanceAttribute &8Il F & SCEURE

8.11.3 HEXyumi&. NTPARSZFIDNSARSS
SR A G QTR Linux L BIR AT HET 93 E1 5t SCSGRIERE yum 5, NTP 2581 DNS Jig
5%, fEHLn] ABEAIAMIAAS E1 & X Windows Il NTP JR45A1 DNS 2%,

ABEI
Hili, SeBEahny, B =298 A A mse X yum J, NTP 5551 DNS k55, R%&
TEATER yum J8, NTP IR5581 DNS I35, nICARERISeH] e U, HFREER:
- MREAE XY yum 5, FIHEAE T EAFRE yam JEHESH
C APREAE Y NTP iS5, B A7 A AR RS .


https://ecs.console.aliyun.com/?spm=a2c4g.11186623.2.9.FNEORG#/home

BRESR

1. B3¢ g asECSEmpshl &o
2. {EXRERCE G, TR DL RO BRI AL,

- SEBIRLAS 3% 1/0 TRALSEHI,

- Big: ERSIRINBG, B, 23EBiEH CentOS 7.2,
3. fEMEE M A v, R NSRRI E LA ML,
4. ERGACE WP, 1 FHE LBE fAREPHAD A% :

#!/bin/sh

# Modify DNS

echo "nameserver 8.8.8.8" | tee /etc/resolv.conf
# Modify yum repo and update

rm -rf /etc/yum.repos.d/*

touch myrepo.repo

echo "[base]" | tee /etc/yum.repos.d/myrepo.repo
echo "name=myrepo" | tee -a /etc/yum.repos.d/myrepo.repo
echo "baseurl=http://mirror.centos.org/centos" | tee -a /etc/yum.

repos.d/myrepo.repo

echo "gpgcheck=0" | tee -a /etc/yum.repos.d/myrepo.repo
echo "enabled=1" | tee -a /etc/yum.repos.d/myrepo.repo
yum update -y

# Modify NTP Server

echo "server ntpl.aliyun.com" | tee /etc/ntp.conf
systemctl restart ntpd.service

B
© SEATRAUR #! /bin/sh, HIHAREN 2,
- EAREA Z AR,
- Rn] DRSS 1% e il LA DNS. NTP Server fil yum 5 URL.
-+ EBRNFEIENT CentOS 7.2 Hif%, WM HAMEES, THHETEZESSLB A2 A,
- BT RUER cloud config RIMATER yum JREE, (HRABRNE, AEEEHTHZ
XHERSr yum JEREFT R BRI 0L, U script RAIMA B yum JRRE,
5. HUERE RN HRACE,
6. Huli BN R,
7. EBRAERRIG, SREHIERRENICR, 9 RER,

i EERA, eI AE X T DNS k55, NTP k35 yum ¥,


https://ecs.console.aliyun.com/#/home

8.11.4 B EX KRG EEERKS
A SR AT A HE QU Linux SC N Al BG5S PRGN 5. s ] AR IS
15 X Windows S:BIFERGK S,

HAHS
Wk ECS S, LT BUBEFESCH 152 SOBREEIBL RO,

- AMER ECS SEBIERIA EI root RPN E BB,

- QIEEAHIERLRIKS, IFAE S 4.

- WA E PSR SR PLZSC B U SSH PN TI@ gk, AER P %Y.
- EHPUCRE AT S E BB R, WIAE BRI DL PE sudo $2L

RESR

L. XES% 55 asECSE B 630
2. LEHERRRCE DT D, TR DA RO 115 SRR L
- IR : TERE 1/ HRALSEH,
- BHG: IERSRRNEHG, B, AFEBHRIN CentOS 7.2,
3. LEMIZRIL AT, TERE IS SALE & P,
4. FERGIE D, £ FE SO SE ST RPI%E:

#!/bin/sh

useradd test

echo '"test ALL=(ALL) NOPASSWD:ALL" | tee -a /etc/sudoers
mkdir /home/test/.ssh

touch /home/test/.ssh/authorized_keys

echo "ssh-rsa AAAAB3NzaClyc2EAAAABJQAAAQEAhGUhEh/rGbIMCGItF
VtYpsXPQrCaunGIKZVIWtINrGZwusLc290gDZ93KCeb806X1IbylWm+psZYS8THE+/
BsXqOMOHzfkQZD2vXuhRb4x11z98JHskX+0jnbjqYGY+Brgai9BvKDXTTSyJtCYU
NEKxvcK+d1ZwxbNuk2QZ0ryHESDbSaczINFgFQEDxhCrvko+zWLjTVnomVUDhdMP2g6f
Z0tgFVwkIFVObE700b3NOVcrx2TyhfcAjA4M2 /Ry 7U2MFADDC+EVkpoVDmOSOT/
hYJgaVM1xMD1SeE7kzX7yZbJLRIXAWV1xzZKkNclY5w1kPnW8gMYuSwhpXzt4gsFow==
rsa-key-20170217" | tee -a /home/test/.ssh/authorized_keys

BEHH:
- BTS2 #! /bin/sh, BIHAREN 23S,
- AUANER Z RN A,
- B TNETINER AT, EeBLAE X,
- WSROI, W LB A AN,
-« BIEANER Y CentOS 7.2 5%, HAWBHZENUEERNERGIUEAT AE LIBK,
5. HHE TR IRALE,


https://ecs.console.aliyun.com/#/home

6. Huli A R,
7. EBlkEshseG, al AR B2 XN test Pl SSH RPIERENIHIh, FRHR T AEER
sudo f&M, FHHUTHARNEEEPLRBIRIIRNE, WETREIFTR.

8.12 {E AL HItRIR
ASCA I BIRIRIREEREI 75, JF5H IS ARUREE A E15E LSRN K50

SEHIARIRT TR

T zp e 10— B85Y,  SEHURRILAT AR B EEHOSHRRIEX 5 ECS 526, R iR AU
RPPESS SRR T ILR, SZBURRITIA (5 B Sz, BEE, FERRRasEps
ML,

FHIBRI AN I FHIBRISCRS (document) Fl bR 4 (signature) 41K,
SHBRBESRS TSRS AMER, BERERE FRPoR:

J@ P fitiid ERALTH

account-id SLBIFE kS ID N

create-time S N ) A

instance-id 924 ID %

mac S MR MAC Hizhik S

region-id SR 3t 1D i

serial-number LHIRFHS &

zone-id SBIFTE R IX ID £

instance-type SR SN o SR S 2 R
ft

image-id SHHE B 1D LHIEB ARG G 2R

private-ip SLBIIRAM TP Kbkt VPC FRISHESARAM TP Hb
W EPay 2d 3 (4

BRI KA PKCS#7 R, aliferfe, L.

KHIbRNE A IESHHEABE X audience B8, audience ZEDURREHLFITHR, ITHIEL,
UL AE B oE IR RIE I R, 8 audience 28a, WIMEBAIRER 7RISR
MR G R, WAVERME] audience ZEHUH, Pl PAERBWIILEABAELEE N,


https://tools.ietf.org/html/rfc2315

—Hf& A\ audience 2%, BEWREREN AR ERREH, Bla, SERBBRIREATEA
T audienceZ#, WIFHZALE OpenSSL K52 i, Fahtl audience ZEUMAE BN T4 kY
RSCRR AL, 30N "audience”: "audience####", SBZEREMIES () E#H,

MAT=R

TEPA R, Baf DB S2BlbRIR (instance-identity) SZPR%HL. FAEE HIWH 1T
FHM:

- RGN N FEhEIR IR — i, BT RN s 22, BnTPHE

B it BRPEIN S S BRI R SRR PR, I, BB RS R

A audience S0

- SHE ECS LRSS A BUREWEI, KSRl LLUE RIS BIbR IARIER S AT AL E ) ECS 52

Bl A2 HAbEAE,

- oAt e A H AR S5 a8 R DRI 5%
ERAE

BRI S 2 OpenSSL, WREBANCE OpenSSL k%5, Wit OpenSSLeyy FEIF
5% OpenSSL il55.

BEAEPA CentOS 7.4 fl, ssfdnrfs i SeBilbnii,

1.
2.

FEERE Linux S24,
3317 curl http://100.100.100.200/1latest/dynamic/instance-identity/
document FKREXIBIBRIR SIS,

. 1847 curl http://100.100.100.200/latest/dynamic/instance-identity/pkcs7

B#& curl http://100.100.100.200/1latest/dynamic/instance-identity/pkcs?
2audience=XXXX FKBULHIFR IR 4

. i1 OpenSSL IAUESBIFRIL,

openssl smime -verify -in $signature -inform PEM -content $DOCUMENT
-certfile AliyunPubkey -noverify > /dev/null

-

= WiM:
- $signature BRI IR


https://marketplace.alibabacloud.com/
https://www.openssl.org/source

- $DOCUMENT A3 SEIREUPIAR L SRS

()3%) WRIEBLEE PG T audience 28, BHREF NS B HIMBISLBIFR SRS A
Ak, ¥ N "audience": "audience####", SEZHEREMIES () %,
- AliyunPubkey R AR = HIEH,

VRIS UL Py £ S

————— BEGIN CERTIFICATE-----
MIIDdzCCAl+gAwIBAgIEZmbRhzANBgkqhkiGOwOBAQsFADBsSMRAwDgYDVQQGEwdV
bmtub3duMRAWDgYDVQQIEwdVbmtub3duMRAWDgYDVQQHEwdVbmtub3duMRAwWDgYD
VQQKEwdVbmtub3duMRAwWDgYDVQQLEwdVbmtub3duMRAwDgYDVQQDEwdVbmtub3du
MB4XDTE4MDIyMzAXxMjkzOFoXDTM4MDIXxODAxMjkzOFowbDEQMA4GA1UEBhMHVW5S
bm93bjEQMA4GA1UECBMHVW5rbm93bjEQMA4GALIUEBXMHVW5rbm93bj EQMA4GA1UE
ChMHVW5rbm93bj EQMA4GA1UECXMHVW5rbm93bjEQMA4GALIUEAXMHVW5rbm93bjCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIIwy5sbZDiNyX4mvdP32pgM
YMK4k7+51RnVR2Fky /5uwyGSPbddNXaXzwEm+u4wIsJiaAN30ZgIpYIoCGik+91G]

————— END CERTIFICATE-----

ffl—. RfEN audience &%k
PIE AT F2E—rsigohil, asianinl DAL ER P I25 i i FH 95 An L.

1. HEA ECS S2BIFFB,
2. WA ECS SBHEIMTBHLR AR T @iz ST LU Metadata i product-
code Wi (BHRTSAHHEMRIRTD) Rl charge—type Wi (BHRMTAEHEMIITAR) . HEF

W, WEH (2 29:msdE.

curl http://100.100.100.200/1latest/meta-data/image/market-place/
product-code
curl http://100.100.100.200/latest/meta-data/image/market-place/
charge-type

3. 1624500 TAEE 3 NI U cert.cer, PR ZAHUEHRIZ S,
4. PO G, RBIALT

#!/usr/bin/bash

function verify_signature_without_audience(){

curl 100.100.100.200/latest/dynamic/instance-identity/document >
document

echo "---—-—- BEGIN CERTIFICATE----- " > signature

curl 100.100.100.200/latest/dynamic/instance-identity/pkcs7 >>
signature


https://marketplace.alibabacloud.com/products/56732001

echo "" >> signature

echo "----- END CERTIFICATE----- " >> signature

openssl smime -verify -in signature -inform PEM -content document -
certfile cert.cer -noverify > /dev/null

}

verify_signature_without_audience

5. HRHIREISEHE N Verification successful, WIHIFR AR RIBUBR R,
Tl Z. £\ audience %

FIREDAE =1l B2R—Gr B Bl, syl AR ERPE 2R M RE RIS bniR. S5 E A
X audience 28, FHEBOTRBRIERI 2 i, BN Server SEBURME R, B k528

W% (License) #ARIAEEM., 1Y audience ZRIUERI LURRIHL A, BERIER, AUHMEZLR
{5 B IR S RIAAE iR  Bs

1. ¥ ECS S:BI3R5E,
2. WiNZii ECS LI BHE R GRA T mignitge AR LUEE Metadata " product-
code Wi (BHHABLIIRE IS M charge-type Wi (Bi§iaB%H /530 o

curl http://100.100.100.200/latest/meta-data/image/market-place/
product-code
curl http://100.100.100.200/1latest/meta-data/image/market-place/
charge-type

3. 122500 TAEH 3 NN XA cert.cer, FIFPRERTH ZAH WEBFNZ LA,
4. PONIBIE G, BIALT

#!/usr/bin/bash

function verify_signature_with_specified_audience(){
audience=‘your audience’ #AMEANER audience HYH
document=$(curl 100.100.100.200/latest/dynamic/instance-identity/

document)
audience_json="',"audience":''"'s{audience}'"}"'
echo -n ${document%?}${audience_json} > document
echo "-—---- BEGIN CERTIFICATE----—- " > signature

curl 100.100.100.200/latest/dynamic/instance-identity/pkcs7?audience
=${audience} >> signature

echo "" >> signature

echo "----- END CERTIFICATE-—--- " >> signature

openssl smime -verify -in signature -inform PEM -content document -
certfile cert.cer -noverify > /dev/null

}

verify_signature_with_specified_audience

5. HRHIREISEHE N Verification successful, WIHITR AR A HIBUBR R,


https://marketplace.alibabacloud.com/products/56732001

8.13 RI& Ak S5 23 2 A ]
8.13.1 ERAMEENTPARSS 25

Bl 52 0E 7 PRI APINTPIR 5S4, 85 BT REHIRI 25 2% P2 RSB A sk 1l

RRF] 2FINTPARSS 25

S DX ) — SN T 26554 ECS JEHER, ANSEHENEHESMTIVER, B, 8EE
WO B S bt FLAB R, IR N S SR A TR, i eI Eia A7 S5 I B SR AL
IR TERIGRF M, RS NECLRIRN X E, S5h, &Eal DUBENTPIRSS R M

Sh R IR 55 A XA b )

BiHA:

NTP 2 TR Mg i RPN R, EFohMZR P (Network Time

Protocol) .

RS ECS MR v SRS E IR 2% NTP k%588, Hbntp.cloud.aliyuncs.comli5s
PHEHIRGON LR 2855, WG TER IR, BHIERR SR AN RS O = 4T
W, Mg FRIRTH 2 NTP iS5 sk S &R :

£ UL 285 PR

LHMEVPCHM =M

ntp.cloud.aliyuncs.com

ntpl.aliyun.com

ntpl.cloud.aliyuncs.com

ntp7.cloud.aliyuncs.com |ntp2.aliyun.com

ntp2.cloud.aliyuncs.com

ntp8.cloud.aliyuncs.com |[ntp3.aliyun.com

ntp3.cloud.aliyuncs.com

ntp9.cloud.aliyuncs.com |ntp4.aliyun.com

ntp4.cloud.aliyuncs.com

ntpl0.cloud.aliyuncs.com |ntp5.aliyun.com

ntp5.cloud.aliyuncs.com

ntpll.cloud.aliyuncs.com |[ntpé6.aliyun.com

ntp6.cloud.aliyuncs.com

ntpl2.cloud.aliyuncs.com |[ntp7.aliyun.com

H{th B BXME At AR S5

Bl H 25 e v FLA ELIC SRR 55, W R RPR:

NIARSS ik
AHDNS: 223.5.5.5/223.6.6.6 W4 : http://www.alidns.com

ANIEHG . https://opsx.alibaba.com/ | BLFAM%H: B KER2:00-4:00, BHE T K

mirror

Z RO K Linux Z 1Tk,




8.13.2 TIEEWindowsSEHINTPIRSS
RS BRI B Windows NTPIRSS, (LS HIA M RIS,

Windows3EfFINTPARSS 4B

Hil, A FECSEBIEBRINRMCST (China Standard Time) WX, #tin] URHEE
M55 ROMECS Il 15 B s B 1X.

A PAWindows Server 2008 R2{ L6406 A5, Frgdanaffli N TP S5 [ Windows LY
AL Huls} ],
FENTPIRS

Windows Serverf#fERZEIAF FEWindows Timelli55. 7 7 IRIENTPHRSSEC BRI G fEIE 7
R, SBh B RANTPRSS . 1%L P BRI RNTPARSS :

L. sfaespWindowssgh). R FFUR > FrA AT > BHE > 3817, $10F i847 XHiGtE, Ifdime
services. mscCo

2. f£ IR55 w0, PN Windows Time k%

3. 7€ Windows Timel¥)g (A HuiH5HL) *HidHErh, HTRURERE:
a. 1% B BEOh HE),
b. Wik RIS B Cidh, WRAR, i B,

c. Bk NI, JF A B,
EELERIANT PARS3 283tk

Windows Serveri#E RZGERIABL BEMANTPRSS %% (time.windows.com) , {HJE&nJRELH ]
H s, MR AZECSEBIN, #n] DU ERIANTPRSS 2% 5 ik bl B 24281 P N T PR SS 2%
VREANIINRSS dadtihl, 5% hmpm =NTPIp s . 0L RS BBSERANTPRSS fedtuht :

1. i Windows szl
2. TERALSSREREMIX S, S HIBIAIN T, JFeah sk HIPRIIN A AL
3. 1& HRIT R XiGHEE, Mk Internet IR &, JFad BsigE,
4. 1¢ Internet I RIZEE MIGHEHE, % Sinternethf MRS 8, HE A ZRA
WINTPARSS ddtbhk, I S2HVE T,
EEINTPARSS BY BRI [E1FR

NTPRSS Il [R5 WIRRER AR 570 B, RSnl DU I 557 R B SCIRE IR, 1% A 20 BRIEs et
0] )25 [l s -



1. e Windows szl

2. JEFE VR > AR > BiHE > 3817, $1F 817 XiEHE, FHFaiTai<? regedit,

3. 1 TEMegmiaas /M H e, $83) HKEY_LOCAL_MACHINE > SYSTEM >
CurrentControlSet > services > W32Time > TimeProviders > NtpClient, F§#
#iSpecialPollInterval#{H.

4. 1t 9t DWORD (32 fif) fi FiGHErp, 1 Je8y R HLERE -+, LRSS BUadh, 5
AR ST 2R I IR CARCNEDY) .

8.13.3 FEELinuxLHINTPARSS
AL PACentos 6.5 MBI HURIIBRLinuxEBINIX, PARIFRMACELinux NTPARSS, SRIESE
A S TR IR 2

HRER
Hii, A FECSIBIBRIARMCST (China Standard Time) WX, #Z&tn] BUSHE F i
M55 %R A ECS 251 1% B ol B 1X
5i8b, e E] DURRE S 20 AR EEN TPAR 55 el & L B A i NT PSS

PBREL B
1. sifeitey Linux sz,

-

= B
BT E Droot B OHT I g X AL E S0, P AR sudofi &,
2. Pfiii&sudo rm /etc/localtimellhlBRkZRGe LK Y b fh) 542,
3. i &sudo vi /etc/sysconfig/clockMvim{TIFIguiHll B X/ etc/sysconfig/

clock,
4, NI XYETT, Hlnginzone=Asia/Shanghai, % FEsc#BHgiRIFHiA : wqlrfiIE
B,

3|

AfATAI 2 1ls /usr/share/zoneinfof& XA, ShanghaiWFlEFZHZ

5. fifi%sudo 1n -sf /usr/share/zoneinfo/Asia/Shanghai /etc/localtimeHHi
N X B NZ

fram&hwclock -wHFBEERB (RTC) .

7. BT sudo rebootHi )M,

fim%date -RERMXEEREER, REBTEE K,

o
=

®
=



BiARE

NTP Jli 55 REfRUE ECS SEHlifI AU ) 5 bRifEin Bl R, fELinuxg e, &nfPhsiidntpdatefll
ntpd FF7T REBNTPIN R, ntpdate MWiREE#HT, ntpd ik AHZHiAREI 1], XHge
S, ATAEMntpdateB R, WOELRBAIBITHS TG, B ntpd R
W, EALPEBEPRIENTPARSSHCELA A5 UNTPARSACE, 0] DANWEFREOAR A E, X T8
ZNTPIRFERIEEH s HNTPRR S5

Hi PRI

NTPARSSHI@EENR I MUDP 123, BENTPIRS Z BiiHHfAECL4TFUDP 123511, #6na] Bl
Enetstat -nup \EBLHPEEIFEUDP 123501, 0] PAZE S e 44 BATUDP
123511,

J PR HENTPRSS

- Rt R Linux s,

. UFMi%sudo service ntpd startidgfiNTPHR%S

. AT ntpstatEBREHH TNTPARSS.
([i%) T ntpg -prlEABNTPIRS N FimFIEREE; PiTai¥sudo chkconfig
--list ntpdi]EBNTPIRSHIBITHI,

1
2
3. fTMiL chkconfig ntpd ond FINTPHRSS.
4
S

BL¥E B & YNTPHRSS

1. e Linux s,

2. Pfifi%sudo vi /etc/ntp.confRvim¥THIF4usHNTPHRSS BL &S,

3. fiFlserver ntp %588 iburstBERIE, WA ITFhHMF, SEENATERNTPIR
F5 o) e b4 B R,

4. HFEM—FINTPIRS #HE R, X : server BEBWARMIINTPIRSSE iburst, SEMidmil
J5t% FEscEIFHIA c walR 7R

5. ififi¥sudo service ntpd start/ifl HE XIINTPHRSS

6. PUTML chkconfig ntpd on, FHINTPIRSS.

frm@ntpstatEF G TNTPRS

N
=



9 L2 ERFN{ R L)

9.1 £REEMEN
WA A LHIZIG, WUREAHARSMEMSCH], TR EREN RPN s, &0, BRI
S ZHMRR, BAOKARK, Kikkbl, XTEEEAREEBRINIREER, BS% pint

AR fL o

BeHA:

- BT R HARY), AnTHH,
- RN IREPIATESR, BT EARUEIK S K5 R eiPayPallik S Hise ) B vl
Hili, FIHAECSZHLA TS :
- Fahsrdh. HADUMRAL:
- GESUINANREVRAE I IAC B,
- XRSEEIHG : 1AH 814,
- BahgTh. AIESEEIR RIS, T DUNSEHIE I B a8 ohhe, SIS 2 E2hsk
. HADURPRA:
- BESUINAREPRRE I IAC E
- SCRHNZIRINHS s FEIB SR SR IS
- GIRRRENL. SKBIeIEG, n] DIESBRSBI RN ARSI S R BRI B, £ R — A3t
SUHERTSEARACE B, FRsH. HABURRA:

- BRI AT DL IAC
- SCRNZIRIHS . 11 H B4R,

9.2 Foh4igE

i

TS BRAGEM T AR EA LHl

HEMEEEA AT Sy s IRER, Bl BAFNENgitk. TSI, &nTplk
HES M HE A, BB, WERETRBSE R A SBHINC, Rn]DOESETah8,
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