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#!/bin/sh

driver_version=$1
cuda_version=s2
cudnn_version=$3

NVIDIA_DIR="/root/nvidia"
log=${NVIDIA_DIR}"/nvidia_install.log"
PROCESS_NAME="/var/1lib/cloud/instance/scripts/part-001"
DRIVER_PROCESS_NAME=${NVIDIA_DIR}"/NVIDIA-Linux—x86_64"
CUDA_PROCESS_NAME=${NVIDIA_DIR}"/cuda"
CUDNN_PROCESS_NAME=${NVIDIA_DIR}"/cudnn"
DOWNLOAD_PROCESS_NAME="wget"

SUCCESS_STR="NVIDIA INSTALL OK"
DOWNLOAD_SUCCESS_STR="Download OK"

DRIVER_FAIL_STR="Driver INSTALL FAIL"
CUDA_FAIL_STR="CUDA INSTALL FAIL"
CUDNN_FATIL_STR="CUDNN INSTALL FAIL"
DOWNLOAD_FAIL_STR="Download FAIL"

install_notes="The script automatically downloads and 1installs a
NVIDIA GPU driver and CUDA/CUDNN library.

1. The installation takes 6 to 10 minutes, depending on the -intranet
bandwidth and the quantity of vCPU cores of the instance. Please do



not operate the GPU or install any GPU-related software until the GPU
driver is dinstalled successfully.

2.

After the GPU 1is installed successfully, the instance will restarts

automatically."

check_install()

{

}

b:ll
if [ "$1" = "NVIDIA" ]; then
ProcessName=$SDRIVER_PROCESS_NAME
t=2
elif [ "$1" = "cuda" ]; then
ProcessName=$CUDA_PROCESS_NAME
t=2.5
elif [ "$1" = "cudnn" ]; then
ProcessName=$CUDNN_PROCESS_NAME
t=0.5
fi
i=0
while true
do
pid_num=$(ps -ef | grep S$ProcessName |grep -v grep | wc -1)
if [ $pid_num -eq 0 ]; then
str=$(printf "%-100s" "#")
b=$(echo "$str" | sed 's/ /#/g')
printf "| %-100s | %d%% \r\n" "$b" "100";
break
fi
i=$(($1+1))
str=$(printf "%-${i}s" "#")
b=$(echo "S$str" | sed 's/ /#/g')
printf "| %-100s | %d%% \r" "$b" "$4i";
sleep $t
done
echo
return 0

check_download()

{

name=$1
i=0

b=""
filesize=0
percent=0

sleep 0.5
while true
do
pid_num=$(ps -ef | grep wget |grep $name |grep -v grep | wc -1

if [ $pid_num -eq 0 ]; then
filesize=$(du -sk /root/nvidia/${name}x | awk '{print $1

str=$(printf "%-100s" "#")
b=$(echo "S$str" | sed 's/ /#/g')
printf "%-8s| %-100s | %d%% \r\n" "${filesize}K" "$b" "100

break
i
line=$(tail -2 /root/nvidia/nvidia_install.log)
filesize=$(echo $line | awk -F ' ' '"{print $1}')
percent=$(echo $line | awk -F '%' '{print $1}' | awk -F ' ' '{

print $NF}')



if [ "$percent" -ge 0 ] 2>/dev/null ;then
str=$(printf "%-${percent}s" "#")
b=$(echo "S$str" | sed 's/ /#/g')

printf "%-8s| %-100s %d%% \r'" "s{filesize}" "sb" "S$
percent";
else
continue
f4
sleep 0.5
done
return 0
+

check_install_log()

if [ ! -f "$log" ];then
echo "NVIDIA install log $log not exist! Install may fail!"

echo
exit 1
4
if [ "$1" = "NVIDIA" ]; then

succstr=$SUCCESS_STR
str2=$(cat $log |grep "INSTALL_ERROR")
echo
if [ -n "$succstr" ] && [ -z "$str2" ]; then
echo "$succstr !!I"
echo
return 0
else
echo "NVIDIA 1install may have some INSTALL_ERROR, please
check log $log !"

return 1
fq
fq
if [ "$1" = "DRIVER" ]; then
failstr=$DRIVER_FAIL_STR
elif [ "$1" = "CUDA" ]; then
failstr=SCUDA_FAIL_STR
elif [ "$1" = "CUDNN" ]; then
failstr=SCUDNN_FAIL_STR
fq

stri=$(cat $log |grep "S$failstr")
if [ -n "$strl" ] ;then

echo
echo "NVIDIA $failstr ! please check install log $log !"
return 1
fi
h
check_install_process()
{
echo "CHECKING NVIDIA INSTALL, PLEASE WAIT ...... "
echo "S$install_notes"
echo

while true
do
pid_num=$(ps -ef | grep $PROCESS_NAME |grep -v grep | grep -v
check | wc -1)
if [ $pid_num -eq 0 ];then
check_install_log "NVIDIA"



return 0
else
pid_num=$(ps -ef | grep $DOWNLOAD_PROCESS_NAME |grep
driver |grep -v grep | wc -1)
if [ $pid_num -gt 0 ];then
echo "Driver-${1} downloading, need 10 seconds.
Remaining installation time 360 - 600 seconds!"
check_download "NVIDIA"
fi

pid_num=$(ps -ef | grep $DOWNLOAD_PROCESS_NAME |grep cuda
|grep -v grep | wc -1)
if [ $pid_num -gt 0 ];then
echo "CUDA-${2} downloading, need 150 or more seconds
Remaining installation time 350 - 590 seconds!"
while true
do
check_download "cuda"
sleep 1
pid_num=$(ps -ef | grep $DOWNLOAD_PROCESS_NAME |
grep cuda |grep -v grep | wc -1)
if [ $pid_num -eq 0 ];then
break
fi
done
fi

pid_num=$(ps -ef | grep $DOWNLOAD_PROCESS_NAME |grep cudnn
|grep -v grep | wc -1)
if [ $pid_num -gt 0 ];then
echo "cuDNN-${3} downloading, need about 30 seconds.
Remaining installation time 200 - 430 seconds!"
check_download "cudnn"
fi

pid_num=$(ps -ef | grep $DRIVER_PROCESS_NAME |grep -v grep
wc -1)
if [ $pid_num -gt 0 ];then
echo
echo "Driver-${1} installing, need 30 - 160 seconds.
Remaining installation time 160 - 400 seconds!"
check_install "NVIDIA"
check_install_log "DRIVER"
fi
pid_num=$(ps -ef | grep $CUDA_PROCESS_NAME |grep -v grep
| we -1)
if [ $pid_num -gt 0 ];then
echo "CUDA-${2} -installing, need 80 - 200 seconds.
Remaining installation time 90 - 220 seconds!"
check_install "cuda"
check_install_log "CUDA"
fi
pid_num=$(ps -ef | grep $CUDNN_PROCESS_NAME |grep -v grep
| we -1)
if [ $pid_num -gt 0 ];then
echo "cuDNN-${3} installing, need 10 seconds.
Installation will be successful soon, please wait...... "
check_install "cudnn"
check_install_log "CUDNN"
fi
fi
sleep 1
done



create_nvidia_repo_centos()

{

baseurl_centos=$(cat /etc/yum.repos.d/Cent0OS-Base.repo |grep
baseurl | head -1 | awk -F'[/]' '{print $1"//"$3}"')

if [ -z "$baseurl_centos" ]; then

url="http://mirrors.cloud.aliyuncs.com"

i

cudaurl=$baseurl_centos"/opsx/ecs/linux/rpm/cuda/${version}/\$
basearch/"

driverurl=sbaseurl_centos"/opsx/ecs/linux/rpm/driver/${version}/\$
basearch/"

echo "[ecs-cuda]" > /etc/yum.repos.d/nvidia.repo

echo "name=ecs cuda - \$basearch" >> /etc/yum.repos.d/nvidia.repo

echo $cudaurl >> /etc/yum.repos.d/nvidia.repo

echo "enabled=1" >> /etc/yum.repos.d/nvidia.repo

echo "gpgcheck=0" >> /etc/yum.repos.d/nvidia.repo

echo "[ecs-driver]" >> /Jetc/yum.repos.d/nvidia.repo

echo "name=ecs driver - \$basearch" >> /etc/yum.repos.d/nvidia.
repo

echo $driverurl >> /etc/yum.repos.d/nvidia.repo

echo "enabled=1" >> /etc/yum.repos.d/nvidia.repo

echo "gpgcheck=0" >> /etc/yum.repos.d/nvidia.repo

yum clean all >> S$log 2>&1

yum makecache >> S$log 2>&1
+

disable_nouveau_centos ()
{
echo "blacklist nouveau" > /etc/modprobe.d/blacklist-nouveau.conf
echo "options nouveau modeset=0" >> /etc/modprobe.d/blacklist-
nouveau.conf
echo "x*xexec \"dracut --force\" to regenerate the kernel
initramfs"
dracut --force
+

disable_nouveau_ubuntu()
{
echo "blacklist nouveau" > /etc/modprobe.d/blacklist-nouveau.conf
echo "options nouveau modeset=0" >> /etc/modprobe.d/blacklist-
nouveau.conf
echo "x*xexec \"update-initramfs -u\" to regenerate the kernel
initramfs"
update-initramfs -u

install_kernel_centos()
{
kernel_version=$(uname -r)
kernel_devel_num=$(rpm -ga | grep kernel-devel | grep $kernel_ver
sion | wc -1)
if [ $Skernel_devel_num -eq 0 ];then
echo "**xxxxxexec \"yum install -y kernel-devel-$kernel_version
\Illl
yum 1install -y kernel-devel-$kernel_version
if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: install kernel-devel fail!!!"
return 1
fi
fi
return 0

install_kernel_suse()

{



kernel_version=$(uname -r|awk -F'-' '"{print $1"-"$2}")
kernel_devel_num=$(rpm -ga | grep kernel-default-devel | wc -1)
if [ Skernel_devel_num -eq 0 ];then
echo "x*xxexec \'"zypper install -y kernel-default-devel=$
kernel_version\""
zypper install -y kernel-default-devel=$kernel_version
if [ $? -ne 0 ]; then
echo "error: install kernel-default-devel fail!!!"
return 1
fi
fi

+
install_kernel_ubuntu()
{
kernel_version=$(uname -r)
linux_headers_num=$(dpkg --list |grep linux-headers | grep $
kernel_version | wc -1)
if [ $linux_headers_num -eq 0 ];then
echo "x*xexec \"apt-get 1install -y --allow-unauthenticated
linux—headers-Skernel_version\""
apt-get install -y --allow-unauthenticated linux-headers-$
kernel_version
if [ $? -ne 0 ]; then
echo "error: 1dnstall linux-headers fail!!!"

return 1
f4
fq
+
download()
{

download_url="${baseurl}/opsx/ecs/linux/binary/nvidia"

wget ${download_url}/driver/${driver_file}

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: Download driver fail!!! return: $2?"
return 1

fi

cudafilelist=$(curl ${download_url}/cuda/${cuda_version}/ |grep "
cuda_${cuda_version}" | awk -F '>' '{print $2}' | awk -F '<' '"{print $
1}1')
if [ -z "$cudafilelist" ]; then
echo "INSTALL_ERROR: Download CUDA fail!!! get cuda-${
cuda_version} filename faill!!"
return 1
fi

mkdir /root/nvidia/cuda
cd /root/nvidia/cuda
echo Scudafilelist
for cudafile in $cudafilelist
do
sleep 1
wget ${download_url}/cuda/${cuda_version}/Scudafile
if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: Download CUDA fail!!! wget $cudafile
fail! return: $2"
return 1
fi
done
chmod +x /root/nvidia/cuda/x*

cd /root/nvidia
wget ${download_url}/cudnn/${cuda_big_version}/${cudnn_file}



}

if [ $? -ne 0@ ]; then
echo "INSTALL_ERROR: Download cuDNN fail!!! return :$2"
return 1

fi

chmod +x /root/nvidia/x*

echo "$DOWNLOAD_SUCCESS_STR !

return 0

install_driver()

{

}

/root/nvidia/$driver_file --silent

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: driver dinstall fail!!!"
return 1

f4

echo "$DRIVER_SUCCESS_STR !"

return 0

install_cuda()

{

cd /root/nvidia/cuda

cuda_file=$(ls -S | grep cuda | grep $cuda_version | head -1)

echo "cuda file: "Scuda_file

if [ -z "Scuda_file" ]

then
echo "INSTALL_ERROR: cuda file 1is null, cuda install fail!!!"
return 1

i

/root/nvidia/cuda/S$cuda_file --silent --toolkit --samples --

samplespath=/root

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: cuda install fail!!!"
return 1

f4

cuda_patchfile=$(1ls | grep cuda | grep $cuda_version | grep -v ${

cuda_file})

for cuda_patch in $cuda_patchfile
do

echo "dinstall cuda patch file: "$cuda_patch
/root/nvidia/cuda/$cuda_patch --silent --installdir=/usr/local

/cuda --accept-eula

}

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: cuda patch dinstall fail!!!"
return 1
fi
done
echo "$CUDA_SUCCESS_STR !"
return 0

install_cudnn()

{

tar zxvf /root/nvidia/$cudnn_file -C /usr/local
if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: CUDNN INSTALL FAIL !!!I"
return 1
fi
echo "$CUDNN_SUCCESS_STR "
return 0



enable_pm()
{

echo "#!/bin/bash" > /etc/init.d/enable_pm.sh
echo "nvidia-smi -pm 1" >> /etc/init.d/enable_pm.sh
echo "exit 0" >> /etc/init.d/enable_pm.sh

chmod +x /etc/init.d/enable_pm.sh

str=$(tail -1 $filename |grep "exit")
if [ -z "$str" ]; then

echo "/etc/init.d/enable_pm.sh" >> $filename
else

sed -i 'S$i\/etc/init.d/enable_pm.sh' $filename
fi
chmod +x $filename

}

issue=$(cat /etc/issue | grep Ubuntu)
if [ -n "$issue" ];then
os="ubuntu"
profile_file="/root/.profile"
filename="/etc/rc.local"

else
issue=$(cat /etc/issue | grep SUSE)
if [ -n "$dissue" ];then
os="suse"
filename="/etc/init.d/after.local"
else
os="centos"
filename="/etc/rc.d/rc.local"
fi
profile_file="/root/.bash_profile"
fi

if [ "$1" = "check" ];then
check_install_process $driver_version S$cuda_version Scudnn_version
sed -i '/part-001 /d' $profile_file
exit O
else
mkdir SNVIDIA_DIR

echo "begin to install, driver: $driver_version, cuda: $cuda_versi
on, cudnn: $cudnn_version " >> $log 2>&1

driver_file="NVIDIA-Linux-x86_64-"s{driver_version}".run"

cuda_big_version=$(echo $cuda_version | awk -F'.' '{print $1"."$2

)
cudnn_file="cudnn-"${cuda_big_version}"-linux-x64-v"${cudnn_vers
ion}".tgz"

echo "sh /var/lib/cloud/instance/scripts/part-001 check" | tee -a
S$profile_file

f4
echo "os:$o0s" >> $log 2>&1
if [ "$os" = "ubuntu" ]; then

disable_nouveau_ubuntu >> $log 2>&1
if [ -f "/etc/apt/sources.list.d/sources-aliyun-0.1list" ]; then
repo_file="/etc/apt/sources.list.d/sources-aliyun-0.list"
else
repo_file="/etc/apt/sources.list"
fi



baseurl=$(cat Srepo_file |grep "Adeb" | head -1 | awk -F'[/]' '{
print $1"//"$3}' |awk -F ' ' "{print $2}')
if [ -z "$baseurl" ]; then
baseurl="http://mirrors.cloud.aliyuncs.com"
fi
elif [ "$Sos" = "suse" ]; then
baseurl=$(cat /etc/zypp/repos.d/SLES12-SP2-0.repo |grep baseurl |
head -1| awk -F'[=/]" '"{print $2"//"$4}")
if [ -z "$baseurl" ]; then
baseurl="http://mirrors.cloud.aliyuncs.com"

f4
elif [ "$os" = "centos" ]; then

baseurl=$(cat /etc/yum.repos.d/CentOS-Base.repo |grep baseurl |
head -1 | awk -F'[/]"' '"{print $1"//"$3}' |awk -F '=' '{print $2}')

if [ -z "$Surl" ]; then
baseurl="http://mirrors.cloud.aliyuncs.com"
fi

if [ ! -f "/usr/bin/lsb_release" ]; then
pkgname=$ (yum provides /usr/bin/lsb_release |grep centos|grep
x86_64 |head -1 |awk -F: '{print $1}')
if [ -z "$pkgname" ]; then
echo "INSTALL_ERROR: /usr/bin/lsb_release pkg not exists!"
>> $log 2>&1
exit 1
fi
yum install -y $pkgname >> $log 2>&1
fi
if [ ! -f "/usr/bin/gcc" ]; then
yum install -y gcc
fi

disable_nouveau_centos >> $log 2>&1
str=$(lsb_release -r | awk -F'[:.]" '"{print $2}')
version=$(echo $str | sed 's/ //g')
create_nvidia_repo_centos

i

install_kernel_${os} >> S$log 2>&1

if [ $? -ne 0 ]; then
echo "INSTALL_ERROR: kernel-devel install fail!!!" >> $log 2>&1
exit 1

fi

cd /root/nvidia

begin_download=$(date '+%s')
download >> $log 2>&1
if [ $? -ne 0 ]; then
exit 1
fi
end_download=$(date '+%s')
time_download=$ ((end_download-begin_download))
echo "NVIDIA download OK! Using time $time_download s !!" >> $log 2>&1

begin=$(date '+%s')
install_driver >> $log 2>&1
if [ $? -ne 0 ]; then

exit 1
fi
end=$(date '+%s')
time_install=$((end-begin))



echo "NVIDIA install driver OK! Using time $time_install s !!" >> Slog
2>&1

begin=$(date '+%s')
install_cuda >> $log 2>&1
if [ $? -ne 0 ]; then

exit 1
i
end=$(date '+%s')
time_install=$((end-begin))

echo "NVIDIA install cuda OK! Using time S$time_install s !!" >> $log
2>&1
begin=$(date '+%s')
install_cudnn >> $log 2>&1
if [ $? -ne 0 ]; then
exit 1
fi
end=$(date '"+%s')
time_install=$((end-begin))
echo "NVIDIA install cudnn OK! Using time $time_install s !!" >> $log
2>&1
enable_pm
echo "reboot...... " >> $log 2>&1
sleep 2
reboot
XX
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HIERYL
- Debianf#fER%t, HEHELinux 64-bit,

3. WNEDRG, Hdi PEEEHL,

ALinux3EHILZEGPUIRE)

BeHA:

vgnSiEBIRIREN LR AEH A PR, TR B2 WAEvgn5isifl (Linux) H43iGRIDIK

.

1. P kernel X M iliA K kernel-develfilkernel-headerfy,

BeHA:

kernel-develfilkernelif A A — B2 S L2 driver rpmid b driverfifihag, #nfLL
TELBIMIZ T rpm —qa | grep kerneUiliAR S —. WIMRANG, FEFENE),

2. i&fi%sudo rpm —qa | grep $(uname -r), BHACZEMR FEJFLSkernel-

develfiikernel-headerfi:

PACentOS 7.3 0B, GIRHBLITRBUGE, FRCLuemEE,

kernel-3.10.0-514.26.2.el7.x86_64
kernel-headers-3.10.0-514.26.2.el7.x86_64
kernel-tools-1ibs-3.10.0-514.26.2.el7.x86_64

python-perf-3.10.0-514.26.2.e17.x86_64

kernel-tools-3.10.0-514.26.2.el7.x86_64
3. ¥#NVIDIAE MGPUIRAN T %% v i HAth {5 B fiA L2 GPUIKEN,

PILinux 64-bit Ubuntu 14.04 4 :

FAWindowsSL L EGPUIRES

BeHA:




vgnSiEHIIREN ZEEAE R L NP ER, RAPIRIE S WAEven 5l (Windows) Hi#
HEGRIDIKZ),

HENE T, HEPORERGPUIRE 23,

BEH:
X TWindows& %, GPUIAN LG, Windows HilfiifeiEsE (RDP) PHXAE
fiDirectX. OpenGLEHIEMM, THEAITLEVNCIRGSMNE i, SHESHRIIIY, Hl
WPCOIP, XenDeskop HDX 3D%:,

4.9.4 FohEFGPUIRTH
R0l AFahEEGPUREY, #Ean &M IA R BRI i
BERER
X PADriver 390.46, CUDA 9.0.176 9%, ¥krootHIF#fE, WRER @M, WHiEH
sudofi ZHEA roo tAUBRHAT A R 2
nvidia_install_v1.0i A H L3 rpmei#Fdeb, nvidia_install_v2. 04 %
e kgvrunfile,
& &@idnvidia_install_v1.0ARAsREEHIREN
- WRERERG I Ubuntu, HEEUESHIE LR SR EIE -
1. 817 A M 2 EEGPURS),

apt-get remove --purge nvidia-390 nvidia-modprobe nvidia-settings
apt-get remove nvidia-diag-driver-local-repo-ubuntul604-390.46

2. (ANE) 817BA P2 EIZEX server o

BeHH:



ARz R debfaeds Tk, EiEMArunfiletd 235 9K8h 205 : 14EX server,
BT EE L X serverFFE LA, FfERrunfilefd Z22EIRa),

apt-get remove xserver—-xorg Xxserver-—-xorg-core
3. 13T A P an L HIZCUDA,
apt autoremove --purge cuda-9.0
4. 1217 DA S an % B 92,
reboot
- WRERERGNCentOS 7, BIUEIEHICA NP BREIE -
1. 817 PA M 2 EEGPURE),

yum remove xorg-xll-drv-nvidia nvidia-kmod cuda-drivers
yum remove nvidia-diag-driver-local-repo-rhel7-390.46

2. IBfTEA a2 HIZCUDA,
yum remove /usr/local/cuda-9.0
3. 117 A P an 2 B R,
reboot
- WREERSNCentOS 6, HEUIEIRDIUT DRI :
1. 817 A P2 EIEGPURS),

yum remove xorg-xll-drv-nvidia nvidia-kmod cuda-drivers
yum remove nvidia-diag-driver-local-repo-rhel6-390.46

2. 1817 A a2 EIECUDA,
yum remove /usr/local/cuda-9.0
3. IBfTRA L H)E I,
reboot
EE@EiEnvidia_install_v2.0kR4s 23 RYIREH
HEBCRHEIE DU 20 BRENE
1. 317 PA P an 2 EERGPUIRS),
/usr/bin/nvidia-uninstall
2. BT M2 HIECUDAfICuDNNJE,

/usr/local/cuda/bin/uninstall_cuda_9.0.pl



rm -rf /Jusr/local/cuda-9.0

4.9.5 £GPV R AL LZEGRIDIRES
A U PR SENLinuxiGPUH SRS S GRIDIKE), JHHHE sl 73R HE,

ERER
WMRERIGPUIHERISEH] (gn5. gnbi. gnév, vgnbiskgn6ikiffl) #HEOpenGLEIEF, #
SR 2 3EGRIDIRE), GPUIMEAISER A Nvidia GPUHRF, @P100. P4, V100

%, PIANVIDIA GRID LicenserfibRiill ¥ GPUEIEYIRE, #n] DAEFINVIDIATE /5 &AMk
GRID3R&i% 2 i Fl O penGLEIE I REM T 3K .

GIE ks
- BREAE G GPUIHRRIH, WlRLBIREVIFIAM, BA#HRME, W25 0EGPUIAAL
il

irAliR
EBUEERE AL BUE I BES. WIEREER 7 BHS T hEEENVIDIAIRE N HE, Ol sp]
Ja s IR 75 A i Nouveaudkal: & /etc/modprobe.d Ha FRIEE—A nouveau.
conf XM, HMiblacklist nouveaus,

- AEAMLES LSRR T VNCIEZRMF, AP EHVNC Viewer,
fEUbuntu 16.04 64-bith & GRIDIRES

AR R GRID RS,

1. ERERELinux g,

2. IRIB4T A P2 ARG RS KDESL i,

apt-get update
apt-get upgrade
apt-get 1install kubuntu-desktop

3. i&fTreboot HIGRYL,

4. HREREZLinuxgifl, a1l Fai? FENVIDIA GRIDIKA) 1,
NVIDIA GRID#k#u b A RGMGRIDIKE), Linux GRIDIKEZNVIDIA-Linux-
x86_64-390.57-grid.run,

wget http://nvdia-driver-410.o0ss-cn-shenzhen.aliyuncs.com/NVIDIA-
Linux-x86_64-410.39-grid.run

5. KBITUA a2, FHIEAMPERLEENVIDIA GRIDIRE),

chmod 777 NVIDIA-Linux-x86_64-410.39-grid.run



. /NVIDIA-Linux—x86_64-410.39-grid.run
6. BfFm&nvidia-smi MIAIRS)EEEE

GnIGRIE DA R, VLIRS TR &%

Snvidia-smi
Wed Apr 10 10:24:58 2019

| NVIDIA-SMI 410.39 Driver Version: 410.39
| = S o +

Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC
Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util Compute M.

| 00000000:05:00.0 Off
10w /  75W | 25MiB / 8191MiB

| 00000000:87:00.0 Off
11w /  75W | 25MiB / 8191MiB

7. ¥R BRI Licensell 55 553 License,

a. U3l /etc/nvidiaH: cd /etc/nvidia,
b. fildtgridd.conf3{ff: cp gridd.conf.template gridd.conf,
c. fEgridd.confXfFH#EhLicenselli 55 215 B

BeHH:
BEERNVIDIAW X License)i HiT#& # LicenselR %5 4%,

ServerAddress=Licensef[R55aRiIP
ServerPort=LicensellRS2EMmE (BRIANTOTO)
FeatureType=2

EnableUI=TRUE
8. idfrmi@EEx1lvnc,
apt-get install xllvnc

9. Bf7i%lspci | grep NVIDIA ##GPU BuslD,

A, #Ei#FEIGPU BusIDN60:07.0,



10 AL EX Server i biFH,
a. Bfifmi#nvidia-xconfig --enable-all-gpus --separate-x-screens,

b. 4ifH/etc/X11/xorg.conf, fESection "Device" B:RMGPU BusID, WA H

BusID "PCI:0:7:0'",

c. Bfireboot HH AL,
f£Ubuntu 16.04 64-bit#MiXGRIDIR Y
AN BIIAGRIDIRE,
1. BfTa2 REGLX MR

apt-get install mesa-utils

2. iBfimi%startx BahX Server,

Bew:
o Qﬂ%‘&ﬁstartx ﬁ‘ﬁ/?\, #‘f‘}apt—get install xinit ﬁﬁé\ﬂ»%o
- startx AN HESPRhostname: Name or service not known, IXAMHPERAZ

WX Serverfddl, B LLdfTMi&hostname EE EHIB)G, FHEN/etc/hosts L, 1%
127.0.0.1 JgMhostname BCNAPLKhostname,

3. R AHISSHE Fiindi, ia17a@)Rax11vnc,
x1llvnc -display :1

URBIW FEFIAEER, #rx1lvncB&Esh, e, ZaEEEVNC
Viewer & VNCIZPEE R R R I,

4. BRECSHIG, TELGIFELEdlrhdme Z4m , sTPFTCP 59005 1A TT A i,

5. TEAMHLES |, HVNC Viewer S VNCIEFEEZ R, 103 sizf] 23 W TPl : 5900 RS
fil, ¥EANKDEXI,

6. HEPA P g1xinfo fi @& A LiniGRIDIRAN SZHF AL EL

a. JFE— A HISSHE F e i,
b. iafifi%export DISPLAY=:1,

c. isfrmZglxinfo -t FIH YHiGRIDIKA) SZFF AL EL



7. AR B M glxgears ML MIAGRIDIRS),
a. fEKDEY M |, fHftdisim, JF&EERun Command,

b. i81Tglxgears HaiAfeEIEIMIAR . QRPN FEFORIE D, RUIGRIDIKSNIEH
TAE,

7£CentO0S 7.3 64-bitH3EGRIDIETH
%A N5V GRIDIRS),
1. EFAERELinuxsEHl,
2. Kis T A P SRR GH ZEKDES i,
yum update

yum install kernel-devel
yum groupinstall "KDE Plasma Workspaces"

3. i8fTreboot HJF RS,
4. BRIEFEERLinuxyl, 5817 A P4 FEGH#IENVIDIA GRIDIREI L,

NVIDIA GRID#E N5 24 RGGRIDIREN, Hrp, LINUX GRIDIE#hZNVIDIA-
Linux-x86_64-390.57-grid.run,

wget http://nvdia-driver-410.o0ss-cn-shenzhen.aliyuncs.com/NVIDIA-
Linux—x86_64-410.39-grid.run

5. #&PA R BOCHInouveaudikal,

a. i&fTvim /etc/modprobe.d/blacklist.conf, #Mlliblacklist nouveaus

b. i&ffvim /1lib/modprobe.d/dist-blacklist.conf, &ML FH%.

blacklist nouveau
options nouveau modeset=0

c. i8fTmv /boot/initramfs-$(uname -r).img /boot/initramfs-$(uname -r)-
nouveau.img,
d. i&fidracut /boot/initramfs-$(uname -r).img $(uname -r),
6. i3fireboot HIFHRHL,
7. RKBITRA T2, HHEATTORZAENVIDIA GRIDIRE),

chmod 777 NVIDIA-Linux-x86_64-410.39-grid.run



. /NVIDIA-Linux—x86_64-410.39-grid.run
8. BfFMi&nvidia-smi MIAIK S LRI,

GBI BLRRBIEER, SRS EL )23,

Snvidia-smi
Wed Apr 10 10:24:58 2019

| NVIDIA-SMI 410.39 Driver Version: 410.39
| = S o +

Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC
Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util Compute M.

| 00000000:05:00.0 Off
10w /  75W | 25MiB / 8191MiB

| 00000000:87:00.0 Off
11w /  75W | 25MiB / 8191MiB

9. ¥ R B A M Licenselli 55 8IS License,
a. U3l /etc/nvidiaH: cd /etc/nvidia,
b. fildtgridd.conf3{ff: cp gridd.conf.template gridd.conf,
c. frgridd.confXfFHiFsLicenselli 55 215 R

BeHH:
BEERNVIDIAW X License)i HiT#& # LicenselR %5 4%,

ServerAddress=Licensef[R55aRiIP

ServerPort=LicensellRS2EMmE (BRIANTOTO)
FeatureType=2

EnableUI=TRUE

10.2234x11vne,

yum install xllvnc

11J817#i% lspci | grep NVIDIA ##IGPU BuslD,

A, #Ei#FEIGPU BusIDN60:07.0,



12 Bt EX Server¥fi:

a. Bfifmi#nvidia-xconfig --enable-all-gpus --separate-x-screens,
b. 4ifH/etc/X11/xorg.conf, fESection "Device" B:RMGPU BusID, WA H

BusID "PCI:0:7:0'",

13i84Treboot BIG RS,

7£CentOS 7.3 64-bitH:llliX GRIDIE )

%A ™ BEMIAGRIDIRS),

1.
2.

Bfim&startx J3ahX Server,
FFR—AHISSHE Fms, afrm¥ksix1lvne,

xllvnc -display :0

WRBE FEFRIEE, #7x11vicELRIRg. M, EREEVNC
Viewer % VNCIZRE B PEE I,

. XORECSEBEHIG, ELBIPEZ ZA P 240 , FSEPFTCP 5900356 AT i

Wl

. FEAHPLES |, fEHVNC ViewerS5 VNCIZfEEE M, 1did 52| M IPHakE : 5900 HEHZSE

B, ¥ANKDESLI,

XU g Lxinfo MV 2 #A L hi GRIDIRS) SLHFHIACE.

a. FFR—HIISSHE P ikgein.
b. i&f7fii%export DISPLAY=:0,

c. Bfrm¥glxinfo -t FlH YHIGRIDIRA) = FFHIBCE.

. AR B glxgears M2 MIAGRIDIES),

a. fEKDE&H |, fH#tadisim, JF%EHRun Command,
b. i2figlxgears s e EIBMIARE 7. WRHBMAFEPORNE D, RGRIDIKAIEH
T4,

4.9.6 7Evgn5idfil (Windows) H&RZEGRIDIRE]
MR GPUTHE RSB T 22 R OpenGLEE R, SR HEGRIDIRE), GPUIHFAISHIRE
#INVIDIA GPUHHE R MARMIENVIDIA GRID License, GPURJEIIREZRIH], 0] Pl



HENVIDIAE /5 & AR M GRID IR K OpenGLIE B YIRE, A X LUHRERS I Windows
Server 2016 64-bitfiFEHEGPUHRIELFIvgnSI B, S ZEGRIDIKE),

[T R
- QI HvgnSiLhl, ERSEHIIBAYiM AW, HAEREES WAIEGPUTH RIS,

il
= Bi:
B NSRRI BHE
- fillWindows Remote Desktopsk# fEAMALEY L &imfeidsi T H, BIAIVNC Viewer,
- 3RIIGRID License:

VilMINVIDIAE M MG R, drittisid 5 BIERI90 K iAH F License,
DR BT =% P 3288 N GO BUH F ISR License,
FNVIDIAWSELicense,

BB
1. JEFEEE I,

2. FHGRIDIRF)Z%efd,

- WEREBINETAERL nTHIXC. aTHIXD T, 1§ FEGRID 7.0 Guestiiz,
QRSB TSR R IX, 3 FEGRID 8.0 Guestiia):

- @EHTWinl10. Windows Server 2016/GRIDS.03k5)
- EHTWIin8. Win7. Windows Server 2012R2. Windows Server 2008R2[¥J
GRIDS.04Kz5)

3. Wl ey, FRPRREREEE,
3
= B:

X FWindowsF%E, GPUMANZLEAME, Windows HFNiZfEiE: (RDP) BhilH nlkE
A3ZfiDirectX, OpenGLFHRIH, EHREATREVNCIRSME i, BHESRIE
MY, BIWPCOIP, XenDeskop HDX 3D%,

4. HELHI,


https://www.nvidia.com/object/nvidia-enterprise-account.html
http://nvdia-driver-410.oss-cn-shenzhen.aliyuncs.com/Windows_Guest_Drivers.zip
http://nvidia-418.oss-cn-shenzhen.aliyuncs.com/425.31_grid_win10_server2016_64bit_international.exe
http://nvidia-418.oss-cn-shenzhen.aliyuncs.com/425.31_grid_win8_win7_server2012R2_server2008R2_64bit_international.exe
http://nvidia-418.oss-cn-shenzhen.aliyuncs.com/425.31_grid_win8_win7_server2012R2_server2008R2_64bit_international.exe

=lltgsat ECS

Lhl /4 IEFEIHIRAS

5. WhLicenseflli5s s itiiGLicense,

a) JEREEREIHI,

b) fidisim, )5 HdNVIDIA #HlmH.

=EN)
HEFEATL(0)
REF(E)

>
>

#Ra(P)
FalatEES=lS)

B nviDia ssimEiE

ﬁWﬂ*

«& nView Dgsktop Manager

c) IEFEVFRI > HEIVFAliiL,

d) %A Licenselli55 axITPHISG I, AR5 S di NI,

B oo el
TF  WERE Sl R

o= 0|6
| =n gR
AN
W 0 wE
o wa

@) sz

_— I

SEARERTERE: RN -

ik TR
(&) DERIRER b vy Ja.

[

. |
IWOE:
] |

— i eREERS:

WOE:

i H
S0 BEEERYRENGOEESEN I EERSRE L.

Lt R

BREBNRSCIHIGRID vGPUYH], FsrLicensellifmi,

92

SRS RRAS : 20190722



4.9.7 7Evgn5iZZffl (Linux) FZLZEGRIDIRES
R GPUIHA RSB R E X FOpenGLEE R, RHILEGRIDIKS), GPUHRAII L
#IINVIDIA GPUHEEMARBIENVIDIA GRID License, GPUREIEIIAEZZIMRMN], #&nf A%
ENVIDIAE /5 & Ai IR R GRIDIRG KA OpenGLEEIhRE, A X PIIE/ER % I Ubuntu
16.04 64-bitRBRHGPUHH L HIvgnSihHl, ArGULiGRIDIKA),

[T 8
- QI HvgnSiLhl, RSB BAiM AW, HAEREES RAIEGPUTH R RISA,

Bil:
PR A LB P S
- AEAHIPLES B iEE TR, HIIVNC Viewer,
- JXHIGRID License:

VilMINVIDIAE P FEMHE R, drittisid 5 BIERI90 K iAHF License,
IR BT =% P 32 F8 N GO BUH F I ISHIAR License,
FNVIDIAWSELicense,

PR IR
1. Zfinouveau,
a) WFEER I,
b) B R G Eblacklist-nouveau. confXfF.

1ls /etc/modprobe.d/blacklist-nouveau.conf

c) WRSHFAAE, MBI AR, WRSFAEE, WPITHLvim /etc/modprobe.d/
blacklist-nouveau.conf@IE S, FHTEXAFPEMEL FHEE Hinouveau,

blacklist nouveau
blacklist lbm-nouveau
options nouveau modeset=0

d) 4 pkkernel initramfs,

rmmod nouveau


https://www.nvidia.com/object/nvidia-enterprise-account.html

update-initramfs -u
e) HgLpl,
reboot

. FEGRIDIKA L,
a) EFEERLHI.
b) FHGRIDIRA &4,
- WERBINETAERL s HIXC. aTHIXDR, 3 FEGRID 7.0 Guestiia):

wget http://nvdia-driver-410.o0ss-cn-shenzhen.aliyuncs.com/
NVIDIA-Linux-x86_64-410.39-grid.run

QRGN EHIRAIT X, 3§ T 4EGRID 8.0 Guestiia):

wget http://nvidia-418.o0ss-cn-shenzhen.aliyuncs.com/NVIDIA-
Linux—x86_64-418.70-grid.run

. ZHGRIDIKSE),

chmod +x NVIDIA-Linux-x86_64-410.39-grid.run
. /NVIDIA-Linux—x86_64-410.39-grid.run

. MAGRIDIKSN )& &5 2L I
nvidia-smi

SGR I EU S GRIDIENE S,  BEBAREN AR,

rootd :~# nvidia-smi
Mon |"‘1-E'4'}|‘ b 13:44:37 /2019

NVIDIA-SMI 410.39 Driver Versi
i o e oo o e e
Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC
Perf Pwr 'Cap| Memory-Usage | GPU-Ut1l Compute M.

on | cooeeepe:00:07.8 Off |
N/& /7 N/A | 272M1E / ABYEMiB | 0% Default




5. WhLicensefl%5 &%
a) Vsl /etc/nvidiaH3k,
cd /etc/nvidia
b) Blltgridd. confXfk.

cp gridd.conf.template gridd.conf
c) figridd. conf XXM Licensellk55 2 HIE B

BeHH:
BERERNVIDIAWSE License)q B8 H# Licenselii 55 #.

ServerAddress=Licensef[R55aRiIP

ServerPort=LicensellR&2MumE (BRIANTOTO)
FeatureType=1

6. HEIHHlLicenselR55 Bt B4 L.

reboot

7. #F Licensel® & BIERN.
a) JITFEERE I,

b) #FLicenselkZ,

systemctl status nvidia-gridd

B g R R License acquired successfully, FRLicensellifiki,

4.10 GPUEZINE

4.10.1 + A2 GPUERZMNESLHI
ASATRGPURI B SIS B Figal, FF5IH T ELBHISBINLAS.



4.10.2 eI gal1sL{l
A Sragu fldigal1 9z, FEFIH 1 8 F R S0,
BEER
GPU nl#b 5 gal BUkSESBI, 1 7 AMD ¥ S7150 %1 GPU, FIH ZM AMD &1Efiik
T GPU Wgkahfery, BB Bigiiln BmBsmahtsig, »2olk:
- Ubuntul6.04 7% AMD GPU 3ka)

- Windows Server 2016 Hfiifizi AMD GPU3KZ)
- Ubuntul6.04 (FiZEAMDIKHHIKDE S RSE)

BRESRE
Rnl DI QU ECSILB] it BEE gal MRGIBIH,
TEIEREACER, ETREERMUTILA:
- 93 3B AT GPU/FPGA > GPU JERULR > GPUTERYR! gal,

- PG R BiHgYa, IR DNBHRTISER (SIMERSY) o EBG TR HER A
GPU B AMD & B4,

BLIA:
VO SLERIT I Lk Bit%, PR QIS BIR ] DU E I SK B s E 21T BB 5 &R,

- P IR TAME. KON HET GPU [HEY gal BESIREMNFRLEAME: (VPO) .
#hFEIH A

- R DB 2 P 6 sRAPDR AR GPU S, RIS WGPULLH,

- GPU nl#EIHE gal SEBIERI M2 R 20 AMD SRS ELARA RS, H i
Bl AR AL BRSO S e, APRBEIRENI R ERER, AR BT AR IRE,

- EEEUNER GPU WS4 S IR A REIE B LAERINGOL, 2l E R g a 1975 K
5 GPU HIHRYIRE,

AN s
BB TS RB %
. QI GPU WHEIFSE gal S, HERERCEMIBHR 2R IIAEN AREER T, e
M SRS 1077 KRR RUZ4S AMD GPU SRR,



- WS AWindows B # B BLEEIN BRGPUBNARBEIE W INE, WA HGPURSAMR, Mili
IR, PR B R BRI, FFWindows RGE5E I & Wa H
i, HBRGHEN],

- T Windows #%¢, GPU Wah G, RIS H) wiiEs heeAn i, EP%
i 462 R R EB AR A i, HE e BOEARSE, W Windows HAFHIZFE SR T
#EH# (RDP) .

- Windows B HZfEEH# (RDP) WMUASHF DirectX. OpenGL FHHXMH, EWREALT
2% VNC R55M% P, SR, #la PCOIP, XenDeskop HDX 3D 5%,

4.11 FPGAItHE!

4.11.1 H+4A2FPGASLHI
AT BFPGATHRRISBIRASCLRIE3, FE5IH 7 BRI SZHIR,

4.11.2 gUEEF1SEH
ASSr e e 15,
Gl
LRI EAE RS Inte DT RIABEBER,  Hii U AEE I =BG A0k, 1 F2 T8 i
B
RESRE
Rn] DI QUEEECSI A B 1 RS S Bl
TEIEREACER, BREERMUTILA:
- HbbR: JERE AEIR1 > WX F,
- 9l 3SR SR GPU/FPGA > FPGA iHRRL JHIERAIEMII1 IR,
BB ERE RS, TRERRINIL AR REHE.

BEW:
H i S Inte JF R MG S5 X REMIT 1L = 551075 N2t #ig i
ffiquartus17.0. ves2017.3fdcp sdk, WBATE opt HRAER.

- g &SR LA,


https://workorder-intl.console.aliyun.com/#/ticket/createIndex

FLSEBIRIBRING, R0 DLERSERIN] IBTTU FHRL B AR S U4 B License,
echo $LM_LICENSE_FILE #R#&HILE TiXA%E
S
0] PAZE DLD i A Sk I £1 52651 -
- 1910 penCLIF & ffE ik
- {§ifif1 RTL (Register Transfer Level)
4.11.3 BIEEF3SLHI
A S gan ] g £ 352451,
B
ST AR QIEEECS S RHIAR SRR IS
TEEPERC AR, BREFEIFILA:
W VR R 2R B BAEA,
3
=1 Bi:
£35:0 HRA S HF H2 ok X2l
©Hb: WER AEAR2, FEIEEE BENLSYED RIIX,
- 9 EEE BT GPU/FPGA > FPGA HHERI FRiESTREN S B ES
- B REE LERHR, FFERHEENBIS.

il

= B

NT B, A NS T —AXilinIF RIRSIEHS, FATRASGIE BRI 7
ﬁl\:o

- RO BRI SRR E R RGN, BIEERE200 GiIBR A A,
- PAgs: ERE LML,

X1
3980 penCLIF & fef: 9 2k

f3LBHIRTLIF K de A2k


https://www.alibabacloud.com/help/doc-detail/61410.htm
https://www.alibabacloud.com/help/doc-detail/61412.htm

4.12 iR EEIRSEE (W)

4.12.1 t AR HERERBIRSS 2
A G AR S5 B U ebmhifg5, 1HTlebmedRNE A lebmgSHIh, JEH T
SRS,

HMHRERBIRSBNAE

SEPERR)EI S5 3% (ECS Bare Metal Instance) J&— kRl I EEIIPLEA AP BEDLIERE B2 ¢
PERGFPRLH RO M, RIET P A5 4 H BV N —UBRUE SR T SRR T 3R 55
trtihe 5 EAUBMEEIARRLE, T UBRUEB AR RO T, AMEFFEBEU SRS
o, M H2W S FHRERIMEEAR, /Y 78 =R BIRIME, FHEhiRE R REEIR IR &
T VIR R R

PR IR S5 a7 VB =R IS, SCBUE @R THRRES ) TR A R
= HEWERIERME2.082K, M55 T Al LA HE Vi PSP RS m IR 55 8 AR BRER N A, JEfE:
AT, SEPERR SR IR S5 o R e VI B SO se R BRAR R E. (B4, intel VT-x) , BAK
VIR BT IR ALY, RS & L R=IRB LSRRI RN A

PR IR 25 S F1FAS KR 1 Hy pervisor 2 et U, s SR 25 BSRi P24y S
PERIES R, 3138 T 2 BRI M A DB R SR R QBB S04, SRR B IR
S5 USRI T RIS B R, SRS R 2 R R A e, Hety
B, PIS. BURFESRR, SR IRRECSERGS IIpINBHERGE, ML ELibss A s
WA SO TV,

SPERRA IR S5 BT B QURT D0 P e, EUATI S, SRR GR35 I LA DL AR

- PO U

VER— R AR ™ 0, SRR m IR S5 Aatk 1 Y i I Y BIALER A P REAI e 25
P, ARG THEBEE, OB PULTERET AR ERIR, ECPUMMIERE 138, 328, 96
BAEZ NG, IR IEm, DS ™ WohBl, SAPERREE IR SS 2 LS s AR
3.7 GHz ~ 4.1 GHz, SFJ5™MAHLE, &nf DAIETEAR PAK SRl 554815 S e i PERE A B Py
WAL,

- METHR

fE&MIim, MIERSIEIRSS bR v R WRR R Eoh, 7 E it iR IR 4
T, BERREEIRSS SR TSR R EPITISE (Intel® SGX) |, REWIPR N B R REAE &
SIS, XA R 2R S T N R BB ¥ — AR
fE, nIDLE CERBIEMENE PRI 2K, ENIES I L3HESGX,



- WEZMEH R
SRR G IR 55 a5 vl DA — S iR g FOM R TERETH R SRR, SEarb i B P Is TR &
Zo TERR SRR ST A A DURA UL RIGPEMSHTE, RN R & PIBEHL — UL %,
Stth R BOERMLIIEES), K PREARIREE PRI A b, AR ERLE
RITEREIFH, W& Eafdft—Mingis.

TR AL BRAR SR
PR G IR R 55 a5 R B L =58 4 B EWERREIME2. 080K, TRA SR ARMAS Hifths 2 4248
BIIES.

SER SRR S IR 55 de i, TR

© HATASER L 22 L,
- HIPERREE IR S5 A K AL RO RRIN,  STRRRR RS, BURERR M P,

MEFTLE

PR IR S5 a5 SPIBEL. REIUDLEN LR RRFoR, Hrh, YGRS, NFORASHR, N/AK
IR,

IIRE R B} 13 PP IR IR S5 o | VIREAL RERL
a4 H b Vika s s Y N Y
HHE JetkRER g Y Y N

P REALRIES Y Y N

TR CHHE Y Y N
el SEEWERECSAE | Y N Y

HHAaR (R4 |Y N Y

) Hah

KRG fPOREE  |Y N

HH ARG ESECS | Y N

(SRS

YVIBEPLRBIIPLZ | Y N Y

A2 T

REERF R |Y

HAHRAID, 2 |Y N

L S AR BE

/Al




Vi e B) 113 PR R IR S5 o | VIREAL RERL
i SERIRAECS Y N Y
VPC&%
SR RAECSEM | Y N Y
Nk
VIPEPLSE AR | Y N Y
PUERERIVPCE
B
B SERIRAECSHA | Y N Y
VNCEHEHFAER: |Y N Y
RUETWLORFF—3
WAL 2 4 Y N N/A
HEAR

FPERR BRI S5 a8 SR R AT SRR A . ARG, 20 #unique_72,
PR

HEZEE, B2 HPERBEIRSS S FAQ,
4.12.2 QIEEBMIZE)

ASSr a3l QI EBM S,

RnT DU QR ECSSERI AR B d ik 2R R 55 45

TEIEREACER, EREERMUTILA:

- M HATHRREIZEE EAR20DAIXD, AEJE2af FIIXC, ER1AHIXG. i1 HIXD,
- 9:fl: WIRERebmhfg5. ebmc4filebmgs, BUARHIIEAMER, WS W BRI,
- Big: JEGRIROM AR, WIRERFUR.

PRGN Bil%

Linux _ CentOS 7.2/7.3/7.4/6.9/6.8 644

- Ubuntu 14.04/16.04 644

- Debian 8.9/9.2 64{i;

- OpenSUE 42.3 644x

- SUSE Linux Enterprise Server 12 SP2
644

- Aliyun Linux 17.1 644



https://www.alibabacloud.com/help/faq-detail/66558.htm

PRGN Bif%

Windows - 2016 BEDhr 64 i sChiR

- 2016 gD 64 HidE KRR

- 2012 R2 EErhLhR 64 i SChi

- 2012 R2 LR 64 095

- AEhf: PERRSIEAR S A R IR B 6B RL .  E] DAfEIX A AR AL, tn] PATE S
ARG e F HEBdE .

- Mg PR R A MZVPC,

4.12.3 £3ESGX
A RSGXINRL, A T AU B,

[RIE
YRR SGX  (Intel Software Guard Extension) RILRURIGSHELMN—NP TR, SGX M
ity (Enclave) , BIfEHR—ANINEA{EHETXE, | CPU SR EMEEMERAA B
A BT HL,
SGX FIHFIS LRSS 2, TERNTEP AL —#5 X% EPC (Enclave Page Cache) , jdid
CPU MIIIN#51% MEE (Memory Encryption Engine) X rpiBdE#iT NS, EPC HhnE
FINERAEA CPU A SWRERIASL, Kk, 1E SGX th, L] AAMEEER/ERSL. VMM,
H % BIOS, HFEET CPU MHREMLRRAAEHEA SR,

RZFg

KRN, REn] DHERRA BRI G LSO &R = ERERE, JF s iz f kTN R
PILIE AIE, 2578 CPU FIMERY FRAIMBIREITIZS, SPREUEOERBHIAE, X
MBEGUT, BRI A 2RSSR TR, XA REOEETER,

EDL (Enclave Definition Language)

EDL j2& SGX gwfitily, Hrbsg U7 s B R B ANEE . BRI hE. EmiENE, SDK
LT EdgerSr T HZHYE EDL v U RRECE BB BRI @ NAE IR RS,  IFIE DI 2 4
il

B MEEEREL (ecall) FIAA{EEEL (ocall) :

- ecall: & XAEGEXE (trusted) , EFIREYMERE, FHEBENIIT,
- ocall: & XAEAUEXIEK (untrusted) , fEFEBENSAN, JEERIEIMAT,

// demo.edl



enclave {
// Add your definition of "secret_t" here
trusted {
public void get_secret([out] secret_t*x secret);
3
untrusted {
// This OCALL 1is for illustration purposes only.
// It should not be used in a real enclave,
// unless it is during the development phase

// for debugging purposes.
void dump_secret([in] const secret_tx secret);

}s
}s
UREXHFNRE SGX

TSP P Linux WERRARISSCPE, 2%¢ SGX INffgRall, PSW. SDK FH4ifF,

BEHA:
PPy Makefile BRINZEEH 2 /opt/intel /s

1. T IEH SGX ARA )23,
2. TR 2R D B TR
URAES AR E SGX
TS ZPN P Linux WA, 2%¢ SGX INffgkall, PSW. SDK F4ifF,

BeHH:
FEIh g Makefile BRINZEEH 2 /opt/intel /.
1. M\ BJi Github FEER,
2. % README.md iR it e,

4.13 BT EEE (SCC)
4.13.1 ta= BRIt EEE

A XA GEF AR B scch5, lARsceg5MGPUHHERscegn6ifRis, JH5I v Bk
TR

BRI EERNTA

@i RgERE (Super Computing Cluster, F#SCC) TEiPEMEImIRSS e 2Ent L, A
RDMA (Remote Direct Memory Access) HIKSZHE, KRB MZETERE, &S KMEEREM
b, FILSCCIEfR Mt se, IRERILBIMRRIEIN, & HAMPERREEIRSS S E T,


https://01.org/intel-software-guard-extensions/downloads
https://download.01.org/intel-sgx/linux-2.0/docs/Intel_SGX_Installation_Guide_Linux_2.0_Open_Source.pdf
https://github.com/intel/linux-sgx

SCCHEM T mEREH M LRE/MDLAN S, BHE/ LR, Bdliabh, SMSEREN Y
o TESRHEN, AN siEIRDMAMZ HIK, fREEETSICERMZE, RIE Y mSEREHHREMA L
BIRE/WLAR A SIE N M IEIF TR K, [, RoCE (RDMA over Convergent Ethernet)
ZEE IR E| InfiniBand &S RTERE, HAESZ R ) Z3E T Etherneti M,
SCCHMHAECS., GPURMSS&FIHHHEIG™M—ike, MR APk e R PG E-HPCHfit ¥
PEREMR BRI RGN, CMEIERN = BE,

MBFFLL

SCCHYHHL, FEMIPLIX ELAN RRIR, Hrb, YRS, NIORAR, N/AFORICERE.

IIEn R B) 13 SCC VIl JERL
iagE a5k 5P Y N Y
HH TePERERIR Y Y N
P REALRIES Y Y N
15815 12 A Y Y N
el SEEHRAECSAHE | Y N Y
FHA (Re |Y N Y
&) |
RGAPUEEE Y N
AR5 AECS | Y N
(SR
YVIREPLRBIIPLZ | Y N Y
A2 TR
RIRERF R |Y N
HAHRAID, 2 |Y
fEE S A BRI
i/l
s SERIAECS Y N Y
VPCW&%
SERIRAECSEM | Y N Y
e
VIR AR | Y N Y
PUERERIVPCE
B



https://www.alibabacloud.com/help/product/57664.htm

VIl e Vili5 SCC PRl HEFEIHL
B TEERHFECSHA | Y N Y
BHRAS
VNCEFEH PR |Y N Y
FREFDLORFF —3X
T P 2 4 Y N N/A
HEAN
SCCXHFHEFRA . ARSI, 2 WHunique_72,
PR

BEEE, WZWSCC FAQ,

4.13.2 BI3ZSCCIA
A ST QIEESCCIHI.

BRESR

REnl DR QU ECSSLB il Bl gL @ i RARRELHI,

TEIEFEICER, BHREEEMTILA:

- HbI: TERRIRRRS T AES CCIL B bR ] I DOE BRI X, 4R 92 5t o i bk ]

AXHERA—, PEIZIONE,
- P DERFRAME (VPC S

- I FHF¥scchs (REIREHITHERLBIMMIE) . sccgd GHAALEL I RERELHIM

%) Misccgn6 (GPUIHRALEHIHREREILHIMFSIE) -
- Big: R A EBHR. HATSRPERRULInux CentOS 7.5,

E] B:

E MR B4 2 RDMA RoCE 98#fil OFED Hifk, #&n]PLidiid 1B verbs 4ifif#i il RDMA Y
fesi#F@id MPI #47 RDMA @il

[ | I S e e s
= e VA H==E BEETIF

" A

CentOS v 7.5 64 SCCEF

- Al BEIT RS R RS HE 16 B AL, BT DX HLGS I E AL,  thoa] DAFE S il
RIS IF HEEIR R


https://www.alibabacloud.com/help/faq-detail/89878.htm

HEHSCCELAIRutIRA AT AX
PRBE 5 SCCIB RS B I sk ] FH X 4 R R PR «

SRR AR X
scch5 4R 2 (AIHIXD, AfHIXB)
scegs AR 2 (AHXD. WAIXB)
scegné . ABfED
- AEdE2
- AEE3
FERIRME

RN T EAEH RDMA YiGE, JETEMMH HPC WS AR A9 iss, wbldid E-
HPC #lil &l SCC ERER A= SCC 9241,

-

=1
FIi SCC SBHE B X IRil £ WS CCIBIRTHUBRITTIIX, 3R et ,

4.14 EEERHIFIN
A SIS BRS e R ENS 25, Hdb, sn2, snl, nl. n2fle37E[E Pz
%i (International) {R7TE#,

fetRin A
- g AR iR 75 R JT FAREIS SN B RRE S . MIESCR RN 7 506 2 WM 2% TERE
AT L.

- ZRNFITE L BTALRS SRR RBASIEL, CentOS 7.3BZERIAR I B KW REASIEL
- VCPUBEBA/INT 20 B R BIRAS SCHF i TE M R . vCPURBBA N AR AT 18 SEBIRLAS S2 1
HPEM R RTEEPRIEZER, W2 WHPEM-REEE

AT A
RUKS Z IR 2R ACIB 5852 WL 22 AL SRR o
B ARSI RIAR Rsn2
PRSI
- JePRER S TFRCEE N 1:4


https://ehpc.console.aliyun.com/
https://ehpc.console.aliyun.com/
https://www.alibabacloud.com/help/faq-detail/55757.htm
https://www.alibabacloud.com/help/faq-detail/55757.htm

- RbPRZR: 2.5 GHzI Wil Intel Xeon E5-2682 v4 (Broadwell) 5XE5-2680 v3 (Haswell

), HEERERE

- SKHIMEETERE S TR L GOk s P 2 PERE )

- WEHYR:

S - g G LR A2 A

- HUNIEIRERSE, 7. MERER

- BEa i

- BEa bR

SRS
SRS | vCPU Pt ( AHuf? S e EAINT| P
GiB) fii (GiB |iF5EHE &0k + (fHs
) B GBI [ GB/IAN) —HEm
(Gbit/s (JiPPS +)
) )
ecs.sn2. |2 8.0 Jc 0.5 10 1 2
medium
ecs.sn2. |4 16.0 Tt 0.8 20 1 3
large
ecs.sn2. |8 32.0 Jc 1.5 40 1 4
xlarge
ecs.sn2. |16 64.0 Jc 3.0 50 2 8
3xlarge
ecs.sn2. |32 128.0 e 6.0 80 3 8
7xlarge
ecs.sn2. |56 224.0 Jc 10.0 120 4 8
13xlarge
I E R L FHIFIAE RSN
TSI r

- REBEAR S NAERCEE 12

- AbPRES: 2.5 GHzI il Intel Xeon E5-2682 v4 (Broadwell) 3{E5-2680 v3 (Haswell

), HRERERE

- KBS TERE S TR L OIS s P &5 PERE )




- WEHYR:
- Web Hijsili 55 8%
- KMIZ NELIHR (MMO) Hi
- BESH. MEIEE. SRS

- A TERERFAR TR
SRR
SRR | vCPU PTE ( AHut? S e Z N5 PEPEM
GiB) it (GiB |3 5EhE -2\ + (ffE
) NG TYNINING TN =
(Gbit/s (J3PPS +)
) )
ecs.snl. |2 4.0 Tt 0.5 10 1 2
medium
ecs.snl. |4 8.0 Jc 0.8 20 1 3
large
ecs.snl. |8 16.0 Jc 1.5 40 1 4
xlarge
ecs.snl. |16 32.0 Jc 3.0 50 2 8
3xlarge
ecs.snl. |32 64.0 Jc 6.0 80 3 8
7xlarge

= ESMITE B SLHIFMRER c4/ced/cmd
PRSI R

- 1/0 ALzl
- fUSEHE SSD mIME AR
- HRERERE
- REPEZR: 3.2 GHz 34l Intel Xeon E5-2667 v4 (Broadwell) AbPHE
- SIS PERE S THRREX R (LRl ies A 2 P REE )
- B
- =TERE Web ik 55 &%
- e TERERE AR TR R
- MMO iiitk. #B%RiES



AR

EBIHEE | vCPU W ( Ay eSS ES T Z 51 S
GiB) fit (GiB |F3ifE K tuhE + (fE
) NGV NIVI RGN —HPEMm
(Gbit/s | (3PPS +)
) )
ecs.c4. |4 8.0 o 1.5 20 1 3
xlarge
ecs.c4. |8 16.0 Jc 3.0 40 1 4
2xlarge
ecs.c4. |12 24.0 Jc 4.5 60 2 6
3xlarge
ecs.c4. 16 32.0 ’ 6.0 80 2 8
4xlarge
ce4 S HRkE
LBk | vCPU WE ( A Af eSS ST Z\F SPEM
GiB) fii (GiB |#F3iRE yaiki3 + (R
) Ji GEB/A) | GB/A) —PEMm
(Gbit/s | (JiPPS +)
) )
ecs.ced. |4 32.0 JC 1.5 20 1 3
xlarge
ecs.ce4. |8 64.0 J 3.0 40 1 3
2xlarge
cm4S Rk
EBIEkE | vCPU W ( A P ES T Z kN5 S
GiB) fii (GiB |iF3iRE K AuhE + (fufh
) Ji GB/ )| GB/A) —PEM
(Gbit/s | (J3PPS +)
) )
ecs.cm4. |4 16.0 JC 1.5 20 1 3
xlarge




kg | vCPU WE ( A AE P EET EZI]| S
GiB) fit (GiB |#oifE K AuGE + (s
) B GE/ )| GBI —PEm
(Gbit/s | (JiPPS +)
) )
ecs.cm4. |8 32.0 Jc 3.0 40 4
2xlarge
ecs.cm4. (12 48.0 Jo 4.5 60 6
3xlarge
ecs.cm4. |16 64.0 g 6.0 80 8
4xlarge
ecs.cm4. |24 96.0 Jo 10.0 120 8
6xlarge
N1k n1/n2/e3
RSB A
- REPRES: 2.5 GHzE:S¥Intel Xeon E5-2680 v3 (Haswell)
- LRI TERE S THE AR (R P2 Pk R sR)
- BT/ ORAL L)
- XFAT MR RS :
- SSDZ#E
- AR
AN 7S A vCPU: HIff WG
nl SRR 1:2 . HUNETWebJlp % 5
- ftEAbR
i TFwigii
- )R IRSS
n2 Heid F R 1:4 . thRIWebi %5
- ftEAeR
g TFwigii)
- TR IRSS
- Hadoop#it




P FEs vCPU: W7 B R
e3 2 RIS 1:8 . Cache/Redis
- ERK
- B
- eI/ OREE
FEdnOracle,
MongoDB
- Hadoop##
- KRB AEBN
Tkt
n 1SRk
LBIRE vCPU W1 (GiB) Aufifif (GiB) | MR (s —
PEMR)
ecs.nl.tiny 1 1.0 Jo 1
ecs.nl.small 1 2.0 Jc 1
ecs.nl.medium |2 4.0 Jo 1
ecs.nl.large 4 8.0 Jo 2
ecs.nl.xlarge |8 16.0 Jo 2
ecs.nl.3xlarge |16 32.0 Jc 2
ecs.nl.7xlarge |32 64.0 Jc 2
n 255k
SRR vCPU Wf# (GiB) AHutefl (GiB) | #PERIF (RLRG—
BEMF)
ecs.n2.small 1 4.0 Jo 1
ecs.n2.medium |2 8.0 Jo 1
ecs.n2.large 4 16.0 Jc 2
ecs.n2.xlarge |8 32.0 Jc 2
ecs.n2.3xlarge (16 64.0 Jo 2
ecs.n2.7xlarge |32 128.0 Jo 2

e3SFIHk




SRR vCPU W17 (GiB) AifEft (GiB) | #PEM R (fLff—
BEMF)

ecs.e3.small 1 8.0 Jo 1
ecs.e3.medium |2 16.0 Jo 1
ecs.e3.large 4 32.0 J 2
ecs.e3.xlarge |8 64.0 Jc 2
ecs.e3.3xlarge (16 128.0 Jc 2

RN EFIFAE
RSB EAS: t1, s1. s2, s3, ml, m2, cl. c2, Xk IHA =R
#, TR, 28 4% 8E. 16BN\ Ris e, W RAIBEA U,
R IR KL

-« RHAAMET 1.9 GHz 34 Intel Xeon E5-24204b 83
- i —fXDDR3ME

- I/OfAL 5 ET/ Ok n] ik

I/ OTRAL B B

1/ ORAL S S 45 P Pl 8 -

- SSD=#

© R

L EAES SRS vCPU W (GiB)

Standard ecs.s2.large 2 4
ecs.s2.xlarge 2 8
ecs.s2.2xlarge 2 16
ecs.s3.medium 4 4
ecs.s3.large 4 8

High Memory ecs.ml.medium 4 16
ecs.m2.medium 4 32
ecs.ml.xlarge 8 32

High CPU ecs.cl.small 8 8
ecs.cl.large 8 16




LA RS SRR vCPU WE (GiB)
ecs.c2.medium 16 16
ecs.c2.large 16 32
ecs.c2.xlarge 16 64

TET/ORAL S5 A

AET/ORAL SIS FF ¥ il = 4

L EAES LB vCPU WE (GiB)

Tiny ecs.tl.small 1 1

Standard ecs.sl.small 1 2
ecs.sl.medium 1 4
ecs.sl.large 1 8
ecs.s2.small 2 2
ecs.s2.large 2 4
ecs.s2.xlarge 2 8
ecs.s2.2xlarge 2 16
ecs.s3.medium 4 4
ecs.s3.large 4 8

High Memory ecs.ml.medium 4 16
ecs.m2.medium 4 32
ecs.ml.xlarge 8 32

High CPU ecs.cl.small 8 8
ecs.cl.large 8 16
ecs.c2.medium 16 16
ecs.c2.large 16 32
ecs.c2.xlarge 16 64
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ERAER
fEnMRS5 4% ECS W, HAinl BURAIFE R AT 3875 AT S B s :
- ECS %2fil, fu#E CPU BLEMM{7ZA &
- Bifg
- BEEL, WASRGHER/SEWE R

QSRR — MG R AT ECS S, RSB Vi AR Wor i) Bl A B PR =B
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d. BN R E . pemAd RS, UGl T T,
e. YliOK (i) REAWIATEHE,
f. HiliSave private key, PuTTYgen& im—R R TAEEA LRI MMAZ TN G
, i (Y).
g. e SEPINHFEMAAHAR, RfE. PUTTYZX B LAEM. ppky B4,
2. JJEhPuTTY,



3. #EFEConnection > SSH > Auth, F¥idiBrowse:--, JEFEFTHITE LR ppk ik,

% PuTTY Configuration @

Category:
- Bell - | Options controlling SSH authentication
- Features
=-Window Display pre-authentication banner (55H-2 only)
-~ Appearance || Bypass authentication entirely (SSH-2 only)
-- Behaviour T
- Translation Authentication methods
- Selection [v] Attempt authentication using Pageant
CDE;:S;‘;? [ Attempt TIS or CryptoCard auth (SSH-1)
Data Attempt "keyboard-interactive" auth (35H-2)
- Proxy Authentication parameters
- Telnet
- Rlagin || Allow agent forwarding
%I--SSH | = || Allow attempted changes of username in SSH-2
Eex ’ Private key file for authentication:
- Hostkeys
O
~TTY
X1
- Tunnels
....Bugs
- More bugs i
- Serial -

About Open ] I Cancel




4. HfiSession,

- fEHost Name (or IP address) H i NS BERE G A MIPHINE, X hroot@IP
Huhk,

- {EPort ™ A 1522,

- Connection typei&f#SSH.

% PUTTY Configuration @

&egow:
[Sessiun | - Basic options for your PuTTY session
& Terminal Specify the destination you wantto connectto
- Keyboard e Host Name (or IP adldress] e Port
- Bell rooti@ 22
- Features
[=-Window
- Appearance

- Behaviour
- Translation
- Selection
- Colours
[=-Connection
.. Data
- Proxy
- Telnet

- Rlogin
=-S5H
- Kex
- Host keys | N

Connection type: ) q - )
[ Raw (1 Telnet ( )Rlogin |i@ S53H I Seral

Load, save or delete a stored session

Saved Sessions

1

Default Settings Load

Save

i

Delete

- Cipher Close window on exit

- Auth () Aways () Never (@) Only on clean exit
STTY

L X1 -

| About | | open || cancel |

5. HidiOpen, FFIHEREMLinuxsZHil,
Mo EilConnection established. I, BiHAEC L kI Al % FHR 55 S,
A ALinuxHEEZIFSSHIB SRR

AN fE Linuxs 2 R SSHm 2R (WWindows FiffMobaXterm) FEHISSH
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1. $REVEPT FEMN . pem AT SUEEAR KDL LITERERETR, B/ root/mysshkey . pem,
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B

TEREFI SSHE PN 8. pemMPISLE, BB RSP AFROCRBI, TEHRE IR 5
B,

2. BT IBARRAPISREYE: chmod 400 [ . pemfAPISCAEA ML LITEERR 2], B
1, chmod 400 /root/mysshkey.pem,

3. BT RIERRIM: ssh -1 [ pemBASISIAAEAHENL LINTERERT2] roote [AMIIPH
HEl. BN, ssh -i /root/mysshkey.pem root@16.10.10.100,

S vt

fthn] PgE SSHAC EDR LIS an 2
L AR MsshH, &A1 B S config(ft,

Host ecs /1 % NECSSERI 445

HostName 192.*.x.%x  // # NECSSEHIIZAMIPHAE

Port 22 // HiAumills, BERiNR22

User root // HaANBRIKS

IdentityFile ~/.ssh/ecs.pem // fi\ . pemfASHSCHAEAHLI kL
2. ffffEconfigXtk,
3. HHSSH,

4. BATRAYER SN ssh [ECSHRR]. I, ssh ecs.
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o] DU P44 ST B Linuxe i, ELURIRAE, 55 WAEHIH P 44 S i
B Linux I BRI 5% B B Linux sz,
7.2.3 FARARPZRBIEIEEIZELinuxSEHl
SO G PR A4 RIS RO R R Linux 921,
T
ETERBERE 2 i, TR

- SRHLBAAET BT IR, WERIBIRIBTT, W6 Eahgil,
© KRPICER R REN. MRRBEEBEWNRENER, i EEEN.



- SBIREY 12 :
- BAipg (VPC) |, {EQUESBINIIE LA G M 7 BC 2] — A2 00 TP ik, e85 7E QIS5
Ja G — AR W TP Hitht,

- G, BRSEIBESEL Y AW 1P Hihk, PUTRIKIZ M 1P Huhkit /574 :

W JCiC R AR H PR IE R AT S, SUEAAE QS BII SI 74 REAE S  fil—A
23W 1P Hbdik,
W QR QAR H SCHINR BB 08, WA THRRAC ZRER 2 TP Skt
- SEBIRRER % RALBTRMEA N2 24U (RIRRIE, 162 i edlpn) -

PAE TR | R ISEL BRI T 1 | BZBORIG | BRAY | s CIVEE | 2B | BB R | fE5eek
VPC ATLAL | ATT | SOVF SSH(22) (22/22 | HuhtE%¥i[0.0.0.0 |1
B ] /0
Zeuupgs | 2 M
BN

P A B R ER G, BT AHIARIR 75 30 SSH MUz ER: Linux 524 :
- AHbEE A Windows #1ER S8

- A Linux 3% Mac OS X &4t
- AU Android B8 i0S &%t

Aihig &R Windows BRIERS

ARANH R s (EH] Windows $fERSE, BT DAEHIZRERRAE (A1 PuTTY) 3E#% Linux 5
Bl AR PuTTY Ml BEBHAMNZEREER: Linux 926, S0 7RARERCERG, 1678 F# PuTTY,

1%L P IRER; Linux 9241,

1. Wi putty.exe, JAahfeRe, #EA PuTTY 35,

2. BCHE Session:
- Host Name: #i ASZHIRI2 M 1P sk sl P: 200 1P Hithik:,
- Port: HiA 22,
- Connection Type: i%# SSH.

(n[i%) Saved Session: WUIREREDUGAEHA _LIAE R EEEA G R EH, nfPEX
HUORIXA 2GR E —/MET IR 4FR, Fd Save P17,
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3. il Open MEAEF VUM,
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BHRERN MBI NES, FoRPuTTYRIAMINCRRSS & (B) MESHE, Rt
55 2 A PGS, TEETIAR SEEZRSS 8, JFRILAYHEEUMAZIA ML 8 A TEN R
o —BERE R, ZJ5, WUREEGESN PRI ES, FORIEBInIEERE v A
ic RTFRANEGHIRAMINER, 2% PUTTYE MY,

4. BUESER, il AL ECS SLHIH 4 (BRIA N root) RIERS, JFFIIERIA.

BimA:
—i% Linux RFEA X BB A LR,

2 PuTTY W% Ei¥welcome to Alibaba Cloud Elastic Compute Service
L, FORECLRINERSIIH,

Fibt, T DOFGEREERSE) T
s3I AEF Linux Bf Mac OS X &4t
QIR AHBER ] Linux 38 Mac OS X 845, %0 T4 BHafeiE i apl,
1. #iN SSH @& ¥ : ssh root@yzfli (JifE) AWM IP.
2. Hi NI R
L FliPwelcome to Alibaba Cloud Elastic Compute Service !B, FRECL
PRI HE R S,

2, Bnf DUFMEERERRI S T,
G & ER Android B i0S &%

RTINS Ah B LIRS Linux 2B, &nTBUE app i, MRS NSRIERS
AR, DA AFRRER. BAERERERE, 1§55 8k BiERLinuxHl,

B SEE
MSERERIG 2 SSH P, 2% (EAISSHE P IEZ Linux I,
GREEEEH ECS I S BB, HS% M BB mER Linux L4,

WA BAE Windows IRIERSEEREEE CentOS SEHl, 6 B AL A m S s p], #8n] PUfE
Sz 223 VNC Server, @it VNC Viewer ¥EHSEH], BAAREME, #E2% £ Linux 526 LA
W HIFid1T VNC Server,


https://en.wikipedia.org/wiki/Man-in-the-middle_attack
https://en.wikipedia.org/wiki/Man-in-the-middle_attack
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PIZ%IRY | R IBY | RIS | BZBURM | BRSCRA | SR | S | SR04 | R7edk
VPC W | AHZAC| AJTI | SebF SSH(22) (22/22 | HuhkEti [0.0.0.0 |1

41 H ] /0

geupigs | M

{8F9 SSH Control Lite ¥%#Z Linux 321

R 10S B, IR C 4L 7 SSH Control Lite, ARGl P AR & SI#ETTIA

Wik,

1. J33h SSH Control Lite, i Hosts,
2. 1t Hosts Wi, {e/ Ef, Hdi+,
3. s, il Connection,
4. 1t Connection Wi I, HiANEEERIG, Maidi Save, %5 ARER S B4

- Name: 5@ Host 4%, @WAHH, 8N DocTest,

- Protocol: RHIERIME SSH.,

- Host: AT Linux S5 20 1P Hihk,
- Port: HiANRS 22,
- Username: fiAH )4 root,

- Password: i NI %R,
5. LU K #di Remote Controls,
6. £ Remote Controls Wi, e/ Lf, Hdi +, QIEE—NHEREERZR S, WARb&GAR

New remote,

PLESBER 1 - B3 6 MIREM FEIPUR:




7. £ New remote Gifii I, i Hostl,

8. fesiithisEprp, i Bind,

9. EBMIGME Linux 2, AHIFR) DocTest,

104£ New remote T b, #£45 Effifaidi Done, A Edit IRZ&)5, il DocTest,
11/ Hidi Connect,

PSR 7 - 3 11 S R EOR:

1283 PR E B, RIBENTE, %8 Yes, Once 3 Yes, Permanently, ¥
JG, DocTest HijtfaREIbR22E Rgk i,

134 New remote Uifii |-, i DocTest,

14 e, Md; Console, #EA Linux S BEAM

PAESP SR 12 - 3538 14 REREN R

i, BELRIBERE T Linux 9241,
£/ JuiceSSH iZ%E#E Linux L4
MBI Android %4, EMRCSL%HE T JuiceSSH, A REI i H P 2 1 iAIE,

1. J33h JuiceSSH, Jf#idi Connections,

2. 1 Connections Wi F, M + Ebx,



3. £ New Connection B L, #IEEEER, Hil (S A2 37| [T pUE 2RISR R A

- Nickname: ¥{@EERSRNARR, WAKH, BEEN DocTest,
- Type: FRHENIME SSH.

- Address: i ATEGEREN Linux SCHI2 M TP ik,

- FEPA TR BB E Identity:

a. Hili Identity, & MFIERHH T New,
b. 1& New Identity Sl I, #manMsRE, #Hdi PbR, i SEAIME B :

- NickName: nJi%&Wi, Zn]DAREEMTEERE -S040, HERSEME, WA
filrh, BEE A DocTest,
- Username: ¥iAHF4 root,

- Password: ¥iidi SET(OPTIONAL) )&, Al aEnm,
- Port: HWiANmIHE 22,
4. WINRER)G, Hidi ACCEPT,

5. (W) W{—UEEN, app KPEREWRIEEAE, WIMEE)S, #di OK-T' VE GOT
IT!,

i, BCELRYNER T Linux SEH4,
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7.3.1 FHEBRImEZEWindowssE{|
KSR 2255 5% ECS PRI £ 1S PRLmIE B Windows 9201, JFBEI— e 6
A,

fERGR

MESBIEFERARME (Fefl PuTTY, Xshell, SecureCRT %) JCikffif, £&n]PAEH 2RSS
o ECS FEIH S E BRI E I, EB 2055 asid i 5 i 1 I IR,

EPILIE R RS HARR T -



- ASREHISERIS | SRR (Eshak) |, ol DUB ERLR R,
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Pl B PRSI R B PRIBe . (FEQSC ARG K)o

- QERMHIHAE CPU B S EER (BIANZRSS ae iR, iR CPUBRA sl , SBocikic
Plikss, ol OB EPLmETR BRI, SRR HIERE,

GIE ks

- eae T IHl.
- RELRE IR EN, WROREE, bl BB AN,

BRESRE
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ARSI, ol 2,
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AEEHIFIRE, IRENTREOERN I, 16 B1E 5, i mRER,
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- R RIS IR E PIERIN, 14 PL N PR B2 i -
a. £ ERERET M IHErD, S,

-
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- VR  — UOME R PREOMIN R, AR DL A R A A
FIZ, WD %,

- GUEBARAMT P BB — U A BN, A 2B A MISHE.

b. it %,

c. TEPRII S NERGE ST ASREF RS, Y B, TRUAIER: BRI,

- IREESE TR TERH ARAM P BBy — DG A BRI, Hi DL T B

a. IBUOEFER S,

b. Ml A b RITRAS > TR,

c. TEPRII S NEREE R RHEHERR, SRS HT 4,

d. ki Wi, TFUAVERAE IR,

- R RN S SRRAM Y BB T UCHE A PR I, 76 S AR e TS HER PN

W, il e, TR A,
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e R IREREE IR SE, RSSO T,
1. HEN EPZen Hmi,
2. RIS EFEE RS ATEHESR S NI PR S X TEHE,
3. fERmNA Ef, W BSUTRER SN,
4, {ESEHIY BSOS XHEHEE, BIABENG, il Bie, RN IEHE,
5. BrEmAERL:
- WIRIEELERER 1/0 AL, BrEnd e WA
- WRIEELERENRAE 1/0 ik, e eiEile b ERehl, B4 2N £ ECS
S0 P EEL S e
SHKHS

SRAETHR EER Linux L, REnl CURER] EHlan SN DhReHiA LB RISOAR, S T8tk
%O
1. HEA EPRELSS i,
2. A A, i Rl o
3. FESH I SRR G M IEHED, BRGNS, S B, BIerREar 2 EHE Linux
i 247 5
PR

- AEPCl, ] DUEAHZ i L% Windows S,
- fERSEh e, EalDASH il BiE R Windows Sl



7.3.2 EAME s EEEWindows3: {5l
A G AN PR Windows i .

ClEr Ak

iR WindowsSEhl 2 i, IEHIPR:

- EHEREBERN iafTHH, WREHIATEIR TR, BRI

- PICAVEE SR TN, NRARBEIEM R, W0 B,

- SBIREYT Tl 2 -

- BHMZ (VPC) T, FEOIEESHIN L 56 M 2 BCE— A2 TP Hbhk, 5835 7600 9451
JaghE — APk M TP Hidk,
SR, BRI EES Y AMIPHINE, BLREIREUA MIPHENER 75
W JCit R AR H e R e T s, A QI I N S 1 SR B 2 e — AN A
IPHbkL:,

W RO AR A SR AR BB 5L, W DATHERA BRI T PithE
- SBIFTTER R BTN EL RN (ERRRE, WSS Wi 4 )

PAESTRL | DRI BRI 1) | BZBORIG | B | S Ve | BB | BB R | 7eek
VPC ATHERL | AT | SRV RDP( 3389/ |MuhtB:Yi|0.0.0.0 |1
A 3389) 3389 ] /0
g | 2 m
BN

MRIEA R S HHRIERGEAR, 0] DR ARIREFE R % Windows 61 :

- AHBERE A Windows BERSE
- ARHBEEEA Linux RS

- AHiBE R Mac OSHER St

- A AndroidsiOSR &t

IHIgEERAWiIindowsi#ER S

AURA s WindowsiR1ER S, ] PRI Windows H Al I RE S & T AMSTSCiE
#EWindowss2i,



L. B ME—7 Va8l iIZf L% (MSTSC)

- IERE TR > B > IR IR

- Wi JTAE bR, (ERERHEHIAE A mstsc JEIZIIERERIA

- fgDERE Win (Windows #ibri) +R JH3h 817 &M, A mstsc Jaféhl i,
2. fE IS IESRR M IGHE -

a. i BNk,

b. Hi NZHI) 2 TPk sR EIP ik,
c. HIANHFP4, BRIANM Administrator,

-

= BimA:
UERIET R PR RINA TN P A&, ROk i E.

d. (%) QUERETBREAHSE WUSISBh, o] DU B S s i A st e
P Bl ARHOBEIR EDR, 25,

- ARETR R B R RGBS, R R,
AR EMAHE RIS RISEBID, B TRAME R, IR R IG FRERCSLI AL
ﬁo

e. (M[3E) MR IZERESmE B D/ MIREE TR, o POER: Won i+, MREE IR
e —REREE bR

f. i i,
IR EEALInUIRIER S

AARA B S Linux#ERSE, 0] DU IZRER: TRIERWindowsEfl, XH L
rdesktop hf5il LB,

1. FEIJFE3Irdesktop,



2. IBfTRA PR WindowsSkHl, RonBlr RS8O E SIS

rdesktop -u administrator -p password -f -g 1024x720 192.168.1.1 -r
clipboard:PRIMARYCLIPBOARD -r disk:sunray=/home/yz16184

SR R,

S rAii|

u Hr14, WindowssEHIERIA 44 1
Administrator,

P s Windows LI 26,

£ BRINEBE, FHEM Ctrl+Alt+Enter 4 A
T BN,

-g SRR, hHRES () &, AR, &
(I SE NV ST T

192.168.1.1 T PLE R IRSS S IPHbNE, T i
FIWindows S 2 PIPHihEER ETIP Mkl

-d 4, Bl NING, IS8R -d
inc,

-r LU AFHEN, tean:

- FRBEE: -r sounds
- fERAMBEFR: -r sound : local,
- B U: -r disk:usb=/mnt/

usbdevice,

-r clipboard:PRIMARYCLIPBOARD

SPA DB FF Linux RGN Windows S 2.
) AR R 2, SZRER TR S,

-r disk:sunray=/home/yz16184

fEEAHRFLinux /G B —A4 H R 31
WindowsSEBl_ERREEE,  JXFERERT PAA PR
FiSambasi# FTPIEIA T,

IihigEEAMac OSIRIER R

R E I Mac OSERIERSE, WS WHECE SRR,

Ahig & EAAndroidiOS RS

SRS RS S B I AR Windows S5, 0] DAEAapp.
HARRE g, h2 W B L%k WindowsSHl,
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7.3.3 E & & EiEZEWindows 2!
A v UM e ah s i WindowsSl, PR AR & 1T Microsoft Remote
Desktopuffl, Fr@iamifEiOSEEr sk Android & LiEHEWindowsJ:Hl,

Gk ts

TR 2 i, RENIERIIA L3 :

- SRHAET 1T IR,
- SRBHHAE AW IP Mk, FEVFARITIT,
- RNIZCEVEE 7RI REN, NERENEK, BHE HELHEREN.
- SEBIFRERZ 2, e i gl :
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1. |53h RD Client, fEWiii4f L, adi+
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3. 1€ ifRsim wm, BEIEREER, Ml A7, TRBENERE B ER:

- PC 4k MiANTEEREN Windows S22 TP Mk,
- PP HiN Windows SIS administrator, F§4i A I8 3 %6,

4. £ st v, ST e Windows SRR,

5. fERMERIA I, BMEEG, SAdi 832,

2, BELmhiERs] Windows 56,
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EESELE
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fEeaLinux LI E REZD
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8, et =-). ARELETE TSR | fEEE
SEFERESR-) |, T REMEREE.
BRI ERS(Linux &) |, =ER 2-64 =85 |, mirElS
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=) , (EFEESERASSMESE(). FEUSS()
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FitHostNameSTraofiESEEH.
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5. Hdilfie,
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Je SEBRE TR
EEHBRS
L DAEBERALHINGER, FIALHR S CLIT LR, SEMT:



1. BRECSHEBMENHI&.
2. TELEMISHTE, Hdisesl,
3. fELHIFIE D, AdifFERIPIID/ ARSI FERILHID, 2 R difF AR LHRES S

B,
4. fEEHIVERFEIE D, EEMNTHEE PRSI R,
UG
FeoFEE
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IEHBES MTiERERS
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i
i]]

el

BiIreEEEE .

i | EEREELIEIT, BRI EEMFEFEE.
NEEEEMES | EEENEfIE TR EERA,

Requestld: £

R IBIRR ARy G, UM DeletelnstanceBRIH, 2RMIFTAMInvalidoperation.

DeletionProtection,

8.9 fE A3 LT ki

8.9.1 fta =L BlcEkiE
ASCARSEIRIE, FE T SRS BERIRT, 0] DA S E B 2 T A
BECS%H.

KHITTERIE 4R

KHCBIREE T ECSEPIER A RGUPIEAER, BIWSBIID, TPHst, M-FMACHIIEM
PAERGIIMG, TPNE LR LBITEIRI, S LHTEIR R LBIIR R Eh PG e A
& SRR, HRTRRSRGHEAE. SLHBREMSE] B SR,

HEHRME, WS WIRILHTEE,

S iR R
TS T ECSSHI H RiRERIUIFEA ST yC i i :
BRI Wi SIARRA
/dns-conf/nameservers |SZHIIDNSHLE. 2016-01-01
Jeipv4 S 3= - REEEHTE APIIP (IPv4SRAY) 2016-01-01
/hostname LB P4 2016-01-01
/instance/instance-type | SfBAS, 2016-01-01
/image-id B SBIIN FEE FH RYBAZRID, 2016-01-01
/image/market-place/ | BiGTiABHRIIRE S, 2016-01-01
product-code




SR E R BiH SIARRA

/image/market-place/ | BGisaBHRNITHE R 2016-01-01

charge-type

/instance-id SHID, 2016-01-01

/mac ERIMMACHENE, WRERIFEEZ AR, HiEn |2016-01-01
ethO_ LY MACHE,

/network-type PIZERRY, HEFEVPCRRISAH, 2016-01-01

/network/interfaces/ MR MACHENER K, 2016-01-01

macs

/network/interfaces/ MRIBRIRID, Hrb [mac] S ER ML 2016-01-01

macs/[mac]/network- FHIMACHihE,

interface-id

/network/interfaces/ R SRR LS 2016-01-01

macs/[mac]/netmask

/network/interfaces/ M-k i@ L2 e LI Pv4 CIDREL, 2016-01-01

macs/[mac]/vswitch-

cidr-block

/network/interfaces/ W-ET B VPC IPv4 CIDREL. 2016-01-01

macs/[mac]/vpc-cidr-

block

/network/interfaces/ W& 2> e RA I TPV 4 hE 513, 2016-01-01

macs/[mac]/private-

ipv4s

/network/interfaces/ -1 it 22 A 2R R B2 AL 1D, 2016-01-01

macs/[mac]/vswitch-id

/network/interfaces/ WP E & 24 VPC 1D, 2016-01-01

macs/[mac]/vpc-id

/network/interfaces/ MR 3 FAA TPHIIL, 2016-01-01

macs/[mac]/primary-ip

-address

/network/interfaces/ 0 B TP v4 P e sk, 2016-01-01

macs/[mac]/gateway

/instance/max-netbw- | SEEIRASHIH TIPSR KIS, fi: Kbit/s,  2016-01-01

egress

/instance/max-netbw- | HIBASIIA T NP KRS, B Kbit/s, 2016-01-01

ingerss

/private-ipv4 S 3= R RA T PvA it 2016-01-01




S CB R e SIARA
/public-ipv4 S 32 R 2 TP vAHBHE, 2016-01-01
/ntp-conf/ntp-servers | NTPHRZ5#siL, 2016-01-01
Jowner-account-id S E IR K-S 1D, 2016-01-01
/public-keys Y Hi B A HIAR, 2016-01-01
/region-id S5 i g Ik 2016-01-01
/zone-id SR IE AT X, 2016-01-01
/serial-number SRR BB S 2016-01-01
/source-address Linux$ZHIMaEmxe: (F2hYumiis#Fapt | 2016-01-01

U5 ZRECH BB
/kms-server WindowsSHI KM SHIEAR 55 450 2016-01-01
Jwsus-server/wu-server | WindowsSZil i) &5k 55 a5, 2016-01-01
/wsus-server/wu-status- | Windows Szl i #riR A 05 55 55 2016-01-01
server
/vpc-id SR VPC 1D, 2016-01-01
/vpc-cidr-block PR VPC CIDREL, 2016-01-01
Jvswitch-cidr-block A Pt g R LA L CID R B 2016-01-01
Jvswitch-id SIZ{5 i Jeg K AL H LD 2016-01-01
/ram/security- SHIRAM f (RIS P 2L BRI STSIEIN FEIE, RA 2016-01-01
credentials/[role-name] |fEEFIFEE ¥ RAMMMG, A REIRESTSIERN 4

Wk, H[role-name] ZBFERHNILHRAMA

[ENPEZY

= Wim:

ST SIf I 2 IE 5E i ] BT AR UE 2R 38000 -1/, 78

/NS, B IHS TSI SEUEYS W] DA
/instance/spot/ 1 5 LRI ER G B REPURIN T, INXFR [2016-01-01
termination-time #EHUTCHO, %X hyyyy-MM-ddThh:mm:ssZ,

fildn, 2018-04-07T17:03:00Z,
/instance/virtualization |ECSIH#ULTZE, ZFiVirt 1.0f1Virt 2.0, 2016-01-01
-solution
/instance/virtualization- | Ni#Build 5. 2016-01-01
solution-version
/instance-identity/pkes7 | HlbRIRZE 4. 2016-01-01




1B A LI TTEIBIN
HEEE, HEURGHENF,

FRiRFE A LI TTEIBIN
SHBR R T Pd R OIF X 5 ECS 9261, nf BR R A PR A D s S e (B B (S T 3
hilie SERIBRIR I ZSA R SEZHIBRI SRS (document) I SEHIFRIRZE4 (signature) #pk,
HEER, WHS IR,

Fid & A I T AR IR
S B s CEE RS ARSI B AR, REEIRSEFINEE, BT HE Unsh
TIPS NBERIThGE, B, BIERBERAERIRE. RS, fTEHE, KkEit. #1dht
Web/il 55 3055 55 HL At e B SR B8R, e B e SO n] AV @ BE, 15 LG R EA
Scfirh, SR ARSI g | X Se B
TELBIFEGHIZATI (Running) , FRSEE LIS REE rootRRIa 720 B & X EdE, Hikiafy
WIAILER /etc/initig B,

HEER, WS WERSEH A E SO,
8.9.2 FREXSLH 7Tkt

AT Linux 2B Wind ows 525 3R B S BC 8
fERMRH!

I HPREI G W48 VP C I Il i I C 5

-

= B
UERETANEL THR KPR, IXRESA SRR HTEE .

ALinuxSEHIFREXSE I TTER R

L. EFHEELH, R TUHERER TG, HS WIS S



2. BT a2 i ml e B ErAR H .
curl http://100.100.100.200/1latest/meta-data/

3. FEURLAPEMABRCBIRA MR e, RIS W ShcBiasIzem shass
BoCE I, Hdn:

- PUTEU R a2 R HITD,

curl http://100.100.100.200/latest/meta-data/instance-1id
- AT BA R a2 AR B S BIIR F A5 IR B ID

curl http://100.100.100.200/latest/meta-data/image-id
- PUTEBL PSRRI P I R ST

curl http://100.100.100.200/1latest/maintenance/active-system-
events

- T BUR a2 SRS BRI SR,

curl http://100.100.100.200/1latest/dynamic/instance-identity/
document

- PITRA R a2 RIS A e B
curl http://100.100.100.200/latest/user-data
7AWindowsSEFIFREX LT ik R

L. JEFREREH, RTNERER B, 162 W IH T



2. fliHiPowerShell¥is PA i 2l ARE I e BdE s 2.
Invoke-RestMethod http://100.100.100.200/latest/meta-data/

3. AEURLHPEMAARILHCBIRmA PRI RBOCBIRER, BAHS I SPcBiRsI&m 3)
LTI, B :

© PUTEUR a2 IRISEBIID,

Invoke-RestMethod http://100.100.100.200/latest/meta-data/instance
-1id

- BT BA R a2 AR I B S BN e F B2 D,
Invoke-RestMethod http://100.100.100.200/latest/meta-data/image-id
- AT R a2 RETE BRI R G A

Invoke-RestMethod http://100.100.100.200/latest/maintenance/active
-system-events

© PITEL R a2 RIS BRSO

Invoke-RestMethod http://100.100.100.200/latest/dynamic/instance-
identity/document

© PATBUR A RIS E e SRR

Invoke-RestMethod http://100.100.100.200/latest/user-data

8.10 fEALHI B E X ¥hiE
8.10.1 AL B E X R

A GRS 15 SRR, FFAT T AT 5 SCBRIIIA S8,
1B

Aorpilrh, A LBERIT R N Windows, $1§7 THM Upstart Job A, ECSSBI#kfERSE
HCentOS, ZERRSEBI AR SO S BT :

1. Mg aIE A, Bld, Notepad++,
2. TEQIER SO AP it B e SUERIRAH AR

BiH:
BT 5 R B B & SURA IS ER, ke #!/ /bin/sh. #cloud-config. #
upstart-job. [bat] Ml [powershell], BEZHME, HZS W Linux 6 B & SLEHE Ml
Windows SEf F & &,



3. VALUBAIA S AN 2 I
BT
LRI GIZ1TI (Running) , REEELIEPERBE root RIS TT 0] B & LB, HRIZ 179
IHIEEK Jete/initlER,
BB HE LBIEG, &G EREFSTIBYOIH A& CEHRHR T IA R R, filn
- WSREIEI Shel IMAEE & e SUBE, WUser-DatalliA, BATIA LB HBSUGIH & XL
JEO
- WA SCHYERLE R 228 Byobu, Set HostnamefllSet PasswordsZ JRIBIEE, BATIA
RIBITIBUG I E & SR
- R A CEHEECE R bootcmd.  update_etc_hostsfilyum_add_repo.Z JE4E
B, BANSIBITBBUGI EE S8R,
BLIEE, 52 Wcloud-initstFS Modules, JFIEEYUR%E (Module Frequency) .
Linux3=fI B & X #5i2

Linuxsfil A SCEHERT ALK Linux B B 52 AARTT, 5 User-Data A, Cloud
Config. Include k. Gzip IEZEIA fil Upstart Job ZRIHA, WA HIFIEFI cloud-
initZ4y, DAONBHERIE, HIMLACELinuxshl)gEtE, 26N, 2 Wcloud-init Formats,

ASRAEHIER 2 IncludesPFER Gzip FAalIAS, EAERIASIARSI ] IR ik 55 AR BE
%, JFREEERA ORI,

BEIA:
HERERSEE I BT B 20 RAERBOS S RERE, BH2IEN, W2 W 0SS #unique_274 il B AL
SO,

User-Data JiHiA

User-Datan] D2 —4~ShellliiA, {XAEE REENEBIR AT IR, EATEE R #1, Bl #!/bin/

sh, User-DataffiA{E Base64%itdniiIANEARE@ET 16 KB, PAT AUser-DatalliiA 7R :
#!/bin/sh

echo "Hello World. The time is now $(date -R)!" | tee /root/outputlo.
txt

service httpd start
chkconfig httpd on

SHIRIEERG, HAIFEREH, PITHL cat [filel, HBRMWAKPITEIR,

[root@XXXXX2z ~]# cat output.txt


http://cloudinit.readthedocs.io/en/latest/topics/modules.html
http://cloudinit.readthedocs.io/en/latest/topics/format.html

Hello World. The time 1is now Mon, 24 Jul 2017 13:03:19 +0800!

Cloud Config

Cloud Configi2 L i A s IR F AR, HAZH A AR K%, ZnlPAEH Cloud
Config i Fehit B HIMEE 7 IR55, WEFHyumE, SASSHEH., ZEMBiWE, Cloud
ConfigEfTIEIE N #cloud-config, HUEAGEA D, WEAYAMLZAR 20, HRIBE
BCEAIIRS AR, Sl B E XEPRRaiTHiR th 2 AN,

Cloud Config IA{EBase644itRiillIA N A AfEdIE 16 KB, PAFCloud ConfighiiAmf:

#cloud-config

apt:

primary:

- arches: [default]

uri: http://us.archive.ubuntu.com/ubuntu/

bootcmd:

- echo 192.168.1.130 us.archive.ubuntu.com >> /etc/hosts

SRS RIG, REPFERLH, BERIBITHR.

Include¢ff

IncludeXXPFIINZ A RERZALR, —17 . LHEZI, cloud-initiHIncludexXfF
FPIA R NS, — BAERE 1T DA A RTINS, Sehlis ik BRI E S SO, Includex?
PFEATIEREN #include HBUEARER M4, LB EE LIRS TTHR IR Include X fF Pt B
IR A SR,

Include XX lIABER AL S I A EBase 644 A A A AREEIE 16 KB, AR MIncludeX
il :

#include
http://ecs-image-test.oss-cn-hangzhou.aliyuncs.com/UserData/myscript.
sh

SHIRIESERIG, REFERL], EREMTER.
Gzip 44

User-Data JiA&, Cloud Config fil Include X2 RIHIA M2 Base 644 i A RERHL 16
KB, HEMNANSAEE16 KBREY, nPURHGzZipEAaIIA, RIIA SO 4a)5 w4 s
A#ERE, PlncludeXfFREREM, GzipkGHAEITEREN #include, HUEAGER T,
S 5 SCEIRRIBT TR IR AR, PL RN Gzip R4iHA R B :

#include



http://ecs-image-test.oss-cn-hangzhou.aliyuncs.com/userdata/config.gz

AR EHIERE Gzip HegaliA S, EHRERAAA SN gz K,
Upstart Job

fi Upstart JobRBRIHIARS, FEER I LS upstartfEiinit system, HuiRkHupstartity
£iCentOS 6, Ubuntu 10/12/14E, K Debian 6/7, Upstart JobIAE RSB H & Bk E
/etc/init H¥ R, Upstart JobIAETTREIEN #upstart-job, HWUEAREA 2. BiXE
BB S PATIERI S B E B, PRy Upstart JobliIA <6 :

#upstart-job

description "upstart test"

start on runlevel [2345]

stop on runlevel [!2345]

exec echo "Hello World. The time is now $(date -R)!" | tee /root/
output.txt

Windows3Ef5l B iE X #41E

WindowsSl F & XEHRHECS H 0 R, AWindowsSeHlfditiaf T gl LINAIGE S
{EBase64%ilidii, HE XEIENEBI/NT16 KB, HRAEHNEMTRT, AHEHEZREM.
WindowsSl B & EHE Z FiBatit b BifE i fliPowerShel i A

Batfit/bPEfE
BITEIERN [bat], HIWWHEAREA T, Hl:

[bat]
echo "bat test" > c:\1.txt

TP UG, ERIPIBERPITEER, € C:\ BBT 1. txt XA,

PowerShell

HITEEN [powershell], HUWWEHARER 248, BHildn:

[powershell]
write-output "Powershell Test" | Out-File C:\2.txt

8.10.2 BEE LI B RE X ¥R
A GBI PR E RIS 15 SRR RIS, DA A R EAT IR )
5 SR

RS
PRSI T e SOBCRY,  FERS



- AXNEE IR LA 28 VP CHY SE B S HHIE B S B 1 R SCEUR

- SBIAARCRA Y CEERSEBIRE, BAURT/ORALSEH, Il ScBIRAE FCT/ORALRR,
- EBIAE X BETEBaseo4ditnte A, HAwhSnii) HE LB AT 16 KB,

o SRHBIE 2L BHER AR T AL BRI B Bi%,  HIUSCRE PAIRERSL:

RHUTH PIERSE

Windows Windows Server 2008 R2: UG HI#/E &R
%

Linux - CentOS

- Ubuntu

- SUSE Linux Enterprise
- OpenSUSE

- Debian

- Aliyun Linux

IRE S BENERE
1. %3k ECSEBIRHIA,
2. 2 BIEECSIH A — B Linuxgpil,

-

= B
AN, 16 @0 Hiy Sl B e R SCARRE A H 8 SCEHE . 35180 H 5 SRR
c&idBase64 i, 4k Hi A CRH Base64 %ilid,

3. EHIREENG, 5% &) e HARgh,
4. WRIERE HE L BIREBIBITE R, WRMIISE, BRETREEEMEXEHEE. T
1ECentOSIH|_Ef# F Upstart JobIASHE & H 5 SCEHRE 4 =il :

M LTS R IB R, fESBIN /etc/init XHERHPER T —A part-001. conf Jd
LS5 AT

] LB P ZCLI. OpenAPI Explorerflf]  ZSDK%H % # LHIAH Runlnstances %
BB EE LBE, RSB UserData,

EELAIBENXHIE
fEnfpE fEE ks #e  (100.100.100.200) #E S H & LB,
L. EFEEREH, WHSH ERTA SN


https://ecs.console.aliyun.com/?spm=a2c4g.11186623.2.9.FNEORG#/home

2. fEFLBINERIZIT
- curl http://100.100.100.200/latest/user-data FAHLinuxJH| H & LEHE,
- Invoke-RestMethod http://100.100.100.200/latest/user-data/ &
A WindowsS:Hl F 5 S,

Lol Dhad F L = CLI, OpenAPI ExplorerflIf Bl ZSDK 1% #& T HiAM DescribeUserData
AT E SR,

BB E X R

BB B 2 i, sk ehl, B EE XBRG, A EEFSTIBSOI N B R
BRTFIASRRABIIA, WREE, S5 LRI H o SR,

-

Bil:
XETFHERAT S VPC RIS, BN A BURG  Z B Sl i, RSP
PRIK,
1. ¥ ECSERRHIE,
2. fEAE SR, s 9261,
3. iEFEHbI,
4. ErhERRER AT BRI, FFE B0 S, S e E > BE PR,
5. TEHE PG BUG i BiE.

0] PLE R ZCLL. OpenAPI ExplorerHIf ¥ ZSDK% I &4 T HIAM
ModifyInstanceAttribute B S5 A & SCEHE,

8.10.3 HEXyumi&. NTPARSZFIDNSPRSS
SR A QUL inux S BIRATH1 93 E1 52 SCSGREREE yum 5, NTP 12581 DNS JIg
5. fstLA] LB AYIA F1 5 X Windows 2B NTP JE45H1 DNS 2%,

ARED

Hili, SBIEaN, PR AZSs] A shECE BE X yum JE. NTP 5581 DNS k55, WRE
WEAITER yum J&, NTP IR5581 DNS I35, nlCAERISLH] B e KB, (HHR 2R :

CAREAE Y yum IR, FIEAETTRARRREE yom JRHESHR .
- AEREEEE Y NTP IR55, BIH 2B AR AR MR S5 .

BRESR
1. &5 nRS5 SECSEMERG


https://ecs.console.aliyun.com/?spm=a2c4g.11186623.2.9.FNEORG#/home
https://ecs.console.aliyun.com/#/home

2. FESERACE B, TR AT SEB EE SCBIRAECIBCE.

- SEBIRLAS : 3 1/0 TRALSEHI,

- BB ERESCRBHER, B, 23EBHRRY CentOS 7.2,
3. fEMgE I A v, R MR E LA ML,
4. ERGACE WP, 1 FE LBE fAREPHAN PN :

#!/bin/sh

# Modify DNS

echo "nameserver 8.8.8.8" | tee /etc/resolv.conf
# Modify yum repo and update

rm -rf /etc/yum.repos.d/*

touch myrepo.repo

echo "[base]" | tee /etc/yum.repos.d/myrepo.repo
echo "name=myrepo" | tee -a /etc/yum.repos.d/myrepo.repo
echo "baseurl=http://mirror.centos.org/centos" | tee -a /etc/yum.

repos.d/myrepo.repo

echo "gpgcheck=0" | tee -a /etc/yum.repos.d/myrepo.repo
echo "enabled=1" | tee -a /etc/yum.repos.d/myrepo.repo
yum update -y

# Modify NTP Server

echo "server ntpl.aliyun.com" | tee /etc/ntp.conf
systemctl restart ntpd.service

BEW:
© SBATRAUR #! /bin/sh, HIHARER Y,
© EXABEA Z R,
- Rn] DURPE S e Hil LA DNS. NTP Server fil yum 5 URL.
- ERAFEHT CentO0S 7.2 5%, MBI HAMTHG, WU ZBSH EE SUA,
- BT RUER cloud config RIMATE yum JREE, (HRAB RN, AEEEHHZ
RS yum JERET FRC BRI O, B BUEH script KRR yum JRBE,
5. WET e HARACE,
6. Huli B R,
7. EBRERRIG, SREHIERRANZCR, 9RER,

H_EERH, el Ax X 1 DNS 55, NTP k35 yum ¥,



8.10.4 A BEX KRG EEERKS
A SR AT A HE QU Linux SC N Al BG5S PRGN 5. s ] AR IS
15 X Windows S:BIFERGK S,

NMRHF
WS ECS Sflig, o] DA 9L E1 i LBARIBZI LA RBCR

- AMER ECS SEBIERIA EI root RPN E BB,

- QIEEAHIERLRIKS, IFAE S 4.

- WA E PSR SR PLZSC B U SSH PN TI@ gk, AER P %Y.
- EHPUCRE AT S E BB R, WIAE BRI DL PE sudo $2L

RESR

1. B iS5 aECSEPEHIA
2. fEALRERCE i h, TR LA RSB A SCEHRAEC AL A

- BRI 3%EE 1/0 TRALSEHI,

- BHg: ERSRINBEG, B, 2 3EBiEH CentOS 7.2,
3. Mg e iimh, TR MERRACE N LA ML,
4. ERGACE W, 1 EE LBE FAEPHAN FHA:

#!/bin/sh

useradd test

echo '"test ALL=(ALL) NOPASSWD:ALL" | tee -a /etc/sudoers
mkdir /home/test/.ssh

touch /home/test/.ssh/authorized_keys

echo "ssh-rsa AAAAB3NzaClyc2EAAAABJIQAAAQEAhGhEh/rGbIMCGItF
VtYpsXPQrCaunGIKZVIWtINrGZwusLc290qDZ93KCeb806X1Iby1lWm+psZYS8THE+/
BsXqOMOHzfkQZD2vXuhRb4x11z98JHskX+0jnbjqYGY+Brgai9BvKDXTTSyJtCYU
NEKxvcK+d1ZwxbNuk2QZ0ryHESDbSaczINFgFQEDxhCrvko+zWLjTVnomVUDhdMP2g6f
Z0tgFVwkJIFVObE700b3NOVcrx2TyhfcAjA4M2 /Ry7U2MFADDC+EVkpoVDmOSOT/
hYJgaVM1xMD1SeE7kzX7yZbJLR1IXAWV1xzZKkNclY5w1lkPnW8qMYuSwhpXzt4gsFow==
rsa-key-20170217" | tee -a /home/test/.ssh/authorized_keys

BiHH:
- TR #! /bin/sh, RiHAREN T,
© ARG Z RN,
- B TNETREN AT, ELAE X,
© QURTEMOLARECE, W LR AN,
- RBIRAERTF CentOS 7.2 Hif%, HARBHRIEHWESRERGEIARBIAT HE B,
5. HUET R RACE,


https://ecs.console.aliyun.com/#/home

6. Huli A R,
7. EBlkEshseG, al AR B2 XN test Pl SSH RPIERENIHIh, FRHR T AEER
sudo #f, FFHUTHMTLE B IBIRIERLE, WEFREIFR,

@ test@iZwz9bm4vhpg7275wl3w7eZ:/

=Ny ™

8.11 £ SLHIHRIR
ASCASBIRINREEREI T8, JF5P IS ARG A EI5E LSRN KR

SEHIFRIRI TR

e SEBICEEE —H85r, SBIbRI AT ARSI DOE PR IR X 5 ECS S, h LR BURR il
ARG S A, SERRRRIATA S RIS RR, B, FFERREEHIE R
MmahEZL,

FBIFRI A R SEHRR SR (document) FI SHBFRIN%E4 (signature) 4K,
SHBRBRS TSRS AMER, BERERE FRoR:

J& 30 EMAEH
account-id SEBIRFJE Ik 1D N
create-time S ] g
instance-id S5 ID ®
mac S 3= WK MAC Hithil: £
region-id SBIFE st 1D i




J@ ik REMRH

serial-number KBRS g

zone-id SEBIE R HIX. ID £

instance-type SR S92 SE SRR e = R A2
ft

image-id SHHE SIS ID SR GG SRR

private-ip LB TP Kbkt VPC JRISHESAAM TP Hb
i Ny -2a o 2

SHIbRIRRES R PKCS#7 KU, aifvie, Zenlbi,

LHIRIRZE S IEXFHEAARE X audience B8, audience ZETDURBENL AT, INFRIEE.
PR RS B BB AR IR RIE I A I EE. 14 A audience 285G, BIMEf AN IREL 7 bR SR
AR AR E R, WSS audience SBURME, 7] PAARRS h2 AR E .

—HBf&A\ audience 28, THEFRNVEEBSAIEPRIRES . B, HRFREBBRIHEHRITEA
T audienceZ#, WIFHEAE OpenSSL Behizhi, FENE audience ZEIME ML A RRIF
PRSIRIR AL, #3Xh "audience: "audience####", SBZMMEREMIES ()

MRS

fERL R, B DUER) J:BIFR (instance-identity) TZBUEERL, AR HIBHSITIREE

FHIY:

- ARFEL P FEBIE RSB — 10, HlT = R T 235 7 22, fnl PAfE
2R =ik ROV SEBIbRIR RIS P, B2 TR, SR T SORG—. AME

A audience Z$L,

- HEAE ECS LIS ABUSEWRS, REnl BUE RSB BEER 500 5 AL E R R ECS 52

i A Al A B

- HAh T A B AR S5 SR IR 53

fERA*E

fEH SRR 23] OpenSSL, WHRZEBARECE OpenSSL ikR%, iEnifE OpenSSLE M Rk

F# 5 W OpenSSL iR55

BEAEBL CentOS 7.4 i, sl 5 SLBbnif.

1. iZfEi%EHE Linux 9245,

2. 1817 curl http://100.100.100.200/latest/dynamic/instance-identity/

document FKREXSEHIARIA LAY,



https://tools.ietf.org/html/rfc2315
https://marketplace.alibabacloud.com/
https://www.openssl.org/source

3. 1817 curl http://100.100.100.200/latest/dynamic/instance-identity/pkcs7
B#& curl http://100.100.100.200/latest/dynamic/instance-identity/pkcs7
2audience=XXXX JKELLHIFR IR A

4. {1 OpenSSL INIESZBIFRIL,

openssl smime -verify -in $signature -inform PEM -content $DOCUMENT
-certfile AliyunPubkey -noverify > /dev/null

BiHH:
+ $signature A ABIREIFRIRE 4.
- $DOCUMENT Ab3 AN EFREUIBRIN LAY,

()i%) RBIEE=ENT audience ¥, EHETIRE BHMEBILBIFRSAEAR
BAE, ¥l "audience”: "audience####", B2 BMEREMIES () &,
* AliyunPubkey AR Z2AHUES,

VRo] DL Pay/ag ST S O

————— BEGIN CERTIFICATE-----
MIIDdzCCAl+gAwIBAgIEZmbRhzANBgkqhkiGOwOBAQsFADBsSMRAwDgYDVQQGEwdV
bmtub3duMRAwDgYDVQQIEwdVbmtub3duMRAwWDgYDVQQHEwdVbmtub3duMRAwWDgYD
VQQKEwdVbmtub3duMRAwWDgYDVQQLEwdVbmtub3duMRAwDgYDVQQDEwdVbmtub3du
MB4XDTE4MDIyMzAXxMjkzOFoXDTM4MDIXODAxMjkzOFowbDEQMA4GALUEBhMHVW5S
bm93bjEQMA4GA1UECBMHVW5rbm93bj EQMA4GALIUEBXMHVW5rbm93bj EQMA4GA1UE
ChMHVW5rbm93bj EQMA4GA1UECXMHVW5rbm93bjEQMA4GA1IUEAXMHVW5S rbm93bjCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIJwy5sbZDiNyX4mvdP32pgM
YMK4k7+51RnVR2Fky /5uwyGSPbddNXaXzwEm+u4wIsJiaAN30ZgIpYIoCGik+91G
5gVAIr0+/3rZ61IbeVE+vDenDd8g/m/YIdYBfC2IbzgS9EVGAT/gIdtDODXrDfQj
Fk2rQsvpftVOUs3Vp1l90+jeCQLORbZYmOc5v7jP/L21KOMjhiywPF2kpDeisMtnD
/ArkSPI1lglqVYm3F19v3pa6ZioM2hnwXg5DibY1lgVvsIBGhvYqdQ1lKosNVcVGGQa
HCUuVGdS7vHIYp3byHOVQYYygzxUJT2TqvK7pD57eYMN5drc7e190yRQvbPQ3kkC
AwEAAaMhMB8wWHQYDVROOBBYEFAwwrnH1RgFvPGo+UD5zS1xAkC91MAOGCSqGSIb3
DQEBCwWUAA4IBAQBBLhDRgezd/00ppuYEVNB9+XiJ9dNmcuHUhjNTNnjiKQWVk /YDA
v+T2V3t9y18L8061tRIVKQ++1Dhj lVmur/mbBN25/UNRpIL1fpUH600aqvQAZesa
NRgyTnBwVBZkdJ0d1sivLINZ4pKelIF3Y1lw6rpOYMqV+cwkt/vRtzRI31ZEeBhs7
vKh7F6BiGCHL5ZAWEUYe803akQwjgrMUcfuiFs4/sAeDMnmgN6Ug8DFEBXDpAXVN
sV/6Hockdfinx85RV2AUwIGTClcVcu4hMhOVKROpcH27xu9bBIeMuYOvvzP2VyOm
DoJeqU7qZjyCaUBkPimsz/1eRod6d4P5qxTj]

————— END CERTIFICATE---—--

TH—. FEN audience %K
PIE =i 2R —trsii§ohil, Andaandel DS R 1 5258 # B 0 Sl b i

1. 3N ECS LR,



2. WA= ECS S Big R kA T Bifglits. BiAnl s Metadata " product-
code Wi (BHSHiABHEIIRIMES) M charge-type Wi (BRGHHBGQNTRAX) . BEIF
W, WS (2R IBTEdE,

curl http://100.100.100.200/1latest/meta-data/image/market-place/
product-code
curl http://100.100.100.200/latest/meta-data/image/market-place/
charge-type

3. 1624500 LAEEH s NI U cert.cer, PR A AR UEHRIZ S,
4. PONLBIE G, RBIALIT

#!/usr/bin/bash

function verify_signature_without_audience(){

curl 100.100.100.200/latest/dynamic/instance-identity/document >
document

echo "---—-—- BEGIN CERTIFICATE----- " > signature

curl 100.100.100.200/latest/dynamic/instance-identity/pkcs7 >>
signature

echo "" >> signature

echo "---—-- END CERTIFICATE----- " >> signature

openssl smime -verify -in signature -inform PEM -content document -
certfile cert.cer -noverify > /dev/null

}

verify_signature_without_audience

5. Lk BPURMISE RN Verification successful, WIBOFRHERAFFIBBR R,
TE=. £\ audience &%k

FIFERAE A8 R — 0y 85 0, AR3aan g IS P 258 M BEE R SEBlbnil, dia A E

X audience 8L, FHEBOTRBREEHIZ A, @ISR A% Server SEHURNIGEEH, B k52

i (License) #IFLEM, M audience ZEUUAR] DUZBENLFATHR. INTIEL. AEERILR
CYSE Ry R RN RES T PN ¢ R

1. ¥\ ECS SEZHIRBE,
2. Wil 2% ECS B MERG R SR AT Bilgils, BAnIPLdEid Metadata HiY product-
code Wi (BURMiAHAIRISMID) Fl charge-type Wi (SR H&AHTETI) o

curl http://100.100.100.200/latest/meta-data/image/market-place/
product-code
curl http://100.100.100.200/1latest/meta-data/image/market-place/
charge-type

3. 122500 TAEH 3 NI XA cert.cer, IFPRERTHLZAF UEHRZ LA,
4. PONIBIE O, RBIALT

#!/usr/bin/bash

function verify_signature_with_specified_audience(){
audience=‘your audience’ #JHAME AR audience HUH
document=$(curl 100.100.100.200/latest/dynamic/instance-identity/
document)


https://marketplace.alibabacloud.com/products/56732001
https://marketplace.alibabacloud.com/products/56732001

audience_json="',"audience":''"'s{audience}'"}"'

echo -n ${document%?}${audience_json} > document

echo "--—-—- BEGIN CERTIFICATE----—- " > signature

curl 100.100.100.200/latest/dynamic/instance-identity/pkcs7?audience
=${audience} >> signature

echo "" >> signature

echo "----- END CERTIFICATE-—--- " >> signature

openssl smime -verify -in signature -inform PEM -content document -
certfile cert.cer -noverify > /dev/null

}

verify_signature_with_specified_audience

5. HRRHIREISEHE N Verification successful, WIHIFR AR A HIBUBR R,

8.12 R AR S5 25 2 st A ]

8.12.1 (EAAM 2 ENTPHRSS 28
PR T PIRAIAINTRARSS 35, HHURE T BRI 4 B TSR A I

NMF AFINTPARSS 28

i XA ] — BN T AR5 48 ECS IEHEE, ARSEEEWMEANESSHMITIEIR, flm, ffEE
WO B ST A, IR S 5 SRR TR, ik eI B_ Eia Mk S5 th B SR AL
ML RETRF S, RS HCEHINN X B E, 55, &En] PO NTPIRSS R M
£ IR 55 2 A BB )

BimA:
NTP 2 TR Mg it RPN R B, RPN PN (Network Time

Protocol) ,
o554 ECS MRt 7 SR N 124 NTP k5588, He¥ntp.cloud.aliyuncs. comfiii5s

AR EHRGH_ERRBER S Hp0IRSS, &M T &8 @I, BIERIR ST BN DR R O™ 17
Ak, FWIZE RIRFTEZ NTP RS Sk RERPoR:

S YL 25 P

LHMLEVPCHM

=M

ntp.cloud.aliyuncs.com

ntpl.aliyun.com

ntpl.cloud.aliyuncs.com

ntp7.cloud.aliyuncs.com

ntp2.aliyun.com

ntp2.cloud.aliyuncs.com

ntp8.cloud.aliyuncs.com

ntp3.aliyun.com

ntp3.cloud.aliyuncs.com

ntp9.cloud.aliyuncs.com

ntp4.aliyun.com

ntp4.cloud.aliyuncs.com

ntp10.cloud.aliyuncs.com

ntp5.aliyun.com

ntp5.cloud.aliyuncs.com

ntpll.cloud.aliyuncs.com

ntp6.aliyun.com

ntp6.cloud.aliyuncs.com

ntp12.cloud.aliyuncs.com

ntp7.aliyun.com




Hith BB E AR SS
Bl H 25 e v LA LSRR 55, W R RPoR:

NIARSS ik

AHDNS: 223.5.5.5/223.6.6.6 W4 : http://www.alidns.com
AIEHG . https://opsx.alibaba.com/ | BGFAM%: B KER2:00-4:00, BH T K
mirror ZEOFIRE A R Linux Z 1T/

8.12.2 TR EWindowsSEHINTPIRSS
RS BT R R B Windows NTPIRSS, (UL BIA M FIRE I 5.

Windows32ffINTPRRSZ /+43

Hul, Fifis FECSSEHIERIARACST (China Standard Time) BIX, #thn] UK
M55 R W ECS S5 35 B ok & i i 1X

A PAWindows Server 2008 R24MLfiir64hi i, Freanfalfi FINTPAR S5 FI2F Windows 524
PN LN
HENTPHRSS

Windows Serverf#fE RABIAFF FEWindows Timellli55. I 7TIRUENTPRSS B B R GHEIE 3

RGN, SBh 2 IANTPARSS . %A NP B EIFF BNTPARSS :

1. iZfEiEWindowsSZfill, %FE JF8G > Irafes > Ik > 1247, $19F 1317 MiGHE, Jridfrme
services.msc,

2. 1E M55 01, $REGFNE Windows Time 55,
3. £ Windows Timel))g@ Pk (A it 8L SigHEp, $ha7 el REefk:

a. 15 Jaah R 8O B3,
b. i\ ISR N i3, GERAR, Hdi Hal.

c. Bk R, JF Ak B,
EELERIANT PARSS 283tk

Windows ServerfffERGERIAACEMANTPAR S 3% (time.windows.com) , {H)2nJHELEH [
s, MR AZECSBIN, 0] DUEERIANTPHR S 25 5 Bk b Bl A4 N TPAR S5 25
VRN S5 axdtoht, 525 R B AZNTPHRSS 3. 1%L NP BB CERIANTPAR S5 4k :

1. ZEEEREWindowsszfil,
2. TEALSSEEREAIX I, sk HIRIR, IF s oo HIBIRIN Ml 3R,



3. 1¢ HRmt R XHGHER, Mdi Internet R &R, 5l BligE,
4. {£ Internet W E MIGHER, % Sinternethf MRS SFRY, HE A HAN
MINTPHRSS asHbnk, I8k 7B E B,
{EANTPARS3 BY BB (a]PR
NTPHRSS I [l [ 20 WIBEERIA R 5708, S5n] DURREE I 5575 3K F i RPE IR, 3L R s sy
1] 7] 26 [l B <
1. iZfEiEREWindowsSZfil,
2. EE UG > AR > BHEE > 1317, F19F 1817 XHEHE, IFI8fTi4 regedit,
3. 1 TEMegmiaas /M H ek, $#83) HKEY_LOCAL_MACHINE > SYSTEM >

CurrentControlSet > services > W32Time > TimeProviders > NtpClient, F#

diSpecialPollInterval#{f.
4. 1% %'t DWORD (32 fi2) i X iSHE, 76 28 R HUREE R, JFem sl Buasds. B
ANEUA R R TR RPN Rl CARDRED) .

8.12.3 BRELinuxEHINTPARSS
AL LACentos 6.5 MBI FEUIER Linux L HIN X, PURIFRMELELinux NTPARSS, (RIESE
{5l A s RS B D20

HRiER
Hifi, At FECSEMERINRCST (China Standard Time) WX, #tin] DUHEE K
M55 R M ECS I 15 B ol B X,
WA, ] DU SR T R AR HEN TP IR S5 s B e E B XNTPRSS .

BB
1. iEFE%ER; Linux e,

-

=1
BETFE A root B BT I gmirIN X AL B SCF, i BA A sudofi .
2. PUTLsudo rm /etc/localtimeMIBRERYEH A2 HuIN ) HERE,
3. & sudo vi /etc/sysconfig/clockvim$THHgubHll B X/ etc/sysconfig/

clock,
4. BN BMN X, BlaENzZone=Asia/Shanghai, % FEsci#iBHgitHIFHA : wql 7T
B

|

PUTH21s /usr/share/zoneinfof& I XFI#K, ShanghaiWFIRFHZ—,



5. $fTM%sudo 1n -sf /usr/share/zoneinfo/Asia/Shanghai /etc/localtime®Hi
IR IX BN Z

6. PiTAZhwclock -wHEHBEENEr (RTC) .

7. BT sudo reboot I,

8. T ¥date -REBMIXERREAER, RAEBWEE—-EIE,

Ca

NTP iRS5HELRUE ECS LB AN ] S5 hnuEf BRI, fELinuxRgi, &n]Rhdidntpdatefl
ntpd P77 XEZBINTPIN ][RP, ntpdate MW, ntpd b EXHZ IR ], XHT
KB, R PMEMntpdatef IR, MOCERBAIBITHSHILH], BBEMHntpdE N

), AR ENTPRSSECEM B E XNTPARSSACE, ZEn] DUARYE R EIEPTEACE, X TH

ZNTPIRSERIESE WM AENTPRS %5

Wi PRI

NTPHRSHEENRITUDP 123, BENTPIRS ZhiiEmifECLfIIFUDP 1235i11, &nf Rld
idnetstat —nup EBLHIESIFBEUDP 12345610, 0] IS0k gz 4 i sUDP
12341,

JE PR HENTPAR S5

. JZFEERE: Linux 324,
. fFMi%sudo service ntpd startidgfiNTPHRSS,

. BT ntpstatBEBREHH TNTPARSS.
(A[i%) ITm2ntpq -pRlEBNTPIRFMNFMIFIRELR; #UTAH@sudo chkconfig
--list ntpdW&EFNTPIRFSIIZITHN,

1
2
3. fTMiL chkconfig ntpd on/ad FINTPRSS,
4
S

HLE A2 UNTPARSS
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