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6 KafkafsE it ER

6.1 Kafka fRIEN]]
M E-MapReduce 3.4.0 RA 464 % Kafka fit55.

BlEKafkatE B

1t E-MapReduce il & Q1 EREN, REERRRN Kafka, WAAIH—MBIAHE Kafka
APIERE, BR 7 ILREELEEAMUES Zookeeper, Kafka fil KafkaManager =AM81fE, B4
¥ 8 4 Kafka broker, FATTEIUENKafka 82— A& MERE, AEM Hadoop
5 55 TR B AE — i

A Kafkate B

N7 BB BANE RRAS BLS BN BRI A7 (iR R, E-MapReduce ¥#f£ EMR-3.5.1 iRAI 45
XFEETAE (DIXFEHR, HEIES Riunique_ 145450k 1 Kafka 8, #HILR =
#, A Kafka HEHAU TR

- SPIRLA KRR, BT SATA HDD A, WRESE 190 MB/s WUF G HERE, MSKBIRA 5
GB/s 1 IE7HILAE)

+ KHUEREBTRELE SSD 23 BEAE 97%.

 WEGIEHIERE, BLK 17 Ghit/sScBIRPIZEAE, WSS B IR 1 R

fHA S ARk 2 A :

1 A S BRI A BiH

PRERGEH )R /fehl & ) s | PR A S GG, BUEL

HH ¥

RAVERGEHL /Pl &5k s | PR A GG IR, BEd

51k 7]

G BRI (J210) PR A S EEER, BHEA
e

HE:

- A EIUEHLIRE A, AP IBIRR 2R K,
e R EL A7 A BRI LSS BAR, I R ik a5 o AR Rl 2R A, an
TR, BRI IEE =8 b



N T RESEANEL ERE Kafka k55, E-MapReduce BRIADAREOR:

1.

default.replication.factor =3, BI¥R topic M XEIAREED A3, WIRBEE T/
b S| s ) 158 i S QN 68

. min.insync.replicas =2, HIZRY producer &€ acks Jy all(-1), ®XREDPEH AW

A RIAA BT AR

ALY, E-MapReduce 2317 :

1.

R R Broker WIACE5IER, )5 Broker, fEHAMER vl HIRA M FVREIRE BRI
. AR A ECSS ANBIRRAT, RIS tASE,

NS HIE 2 (Bid 20%) &, E-MapReduce ¥ a1 THLENTR, RERHK

Wit

- QSRCG RTHLES b TR R A DR SRS B RBAER,  Broker #5735 Down fii,

IXRMEDL, ] DU R — 2o i, WSR2 M S Broker iS5 ; tin] DK E-
MapReduce #1THLEIER, TREF R,

SHREA

#n[ PI7E E-MapReduce MERAC S P AR Kafka WERCEACE, Mai A

e B I BLH

zookeeper.connect Kafka #:#1) Zookeeper yEfz il

kafka.heap.opts Kafka broker JHEPNTER/D

num.io.threads Kafka brokerf] 10 £kf2%¢(, BRiIANMPLEE CPU BZEHM 2 £5%

num.network.threads Kafka broker FIPIZ5£kFEEL, BRINMPLERT CPU Z8H
6.2 Kafka E5&8+i7i0]

s, BANSRMARE P KafkaBRPERTAIRSS, P A& &L EaEYiKafkallliss.

Kafka S5 81135 BA

EEERREY M Kafkalg i 5 A MiRh:

fol B A P PER B R il E-MapReduce KafkafE i,

- MBI E-MapReduce Kafkaf: 8,

BiH:
Z LI E-MapReduce KafkafEBEE A 2R M i,

FMAFE-MapReduce EifA, AR ¥ ARIKIERTTHR,




EMR-3.11. xR Z fghRZs
- PIE =AM Kafka
HAZME A Kafka B 10 (AN IP YimEIa], MM Kafkaid i 9092 Ji,
Vil Kafkaniis RS2 HiER), VPCYiMVPCHIACEHZ WALE VPC 2l VPC &,
- RMELEYiM Kafka
Kafka #4#) Core Wi BINCIR@IE AWM Till, it IAEREET 2 A M SEi ] Kafka %
Ve S AV 2 TR

1. i Kafka SEHERIZ 0 FAILILS B,
Kafka $EREBELE VPC MRS, A MiRhR:

- SEBECore Vi HEETMME AMIIP, PLRERED B0 k755X
- EREEEEIE T IE P IR AP, TS I i SR

2. 1t E-MapReduce $HE513 GU T B RERVER AP I VRN E SR LA 2 o1

3. Hdih EAMEER, 18 NhHE RSB,

4. Bt Kafka SR E4NRERGI 2 Ml i Kafka S0 IP %, HRZ$EM Kafka
HRBEAMPR L2, E0]LAE E-MapReduce I EBBIEEN 24, RIE
LA ID ZESIFICE LRGN, Scpstbhk

5. 1E SRS R vCad smiG MR EHUER, 2 MHERERERD BHE R,

6. RS IS5 BB AR S5 FIF ik s ili Kafka > BCE, fEARSSACEDHEF] kafka.
public-access.enableZ#, JHBMA true,

7. H)5 Kafka fli55.

8. AMIEEA] Kafka SEEY UK EIP Vil 9093 i,

EMR-3.11.x LLAThRZs
- PR ZAMH TN Kafka

BANHTEAE L EACE Kafka SRR host {5, TERE, IXHIAIHEAE client ¥f) H1
FACHE Kafka RN RKEA, SMSHBYi A Kafka IRS5HRHE, REI0F:

etc/hosts

# kafka cluster

10.0.1.23 emr-header-1.cluster-48742
10.0.1.24 emr-worker-1.cluster-48742
10.0.1.25 emr-worker-2.cluster-48742



10.0.1.26 emr-worker-3.cluster-48742
- APIERKEi M Kafka

Kafka 5 Core Vi miBRIACIEEIE AMViW], P DAANRIETE LA MV M Kafka 8

#, AIBAZE DU

1. i Kafka SR M EHLINES T,

Kafka $EHEBEE VPC MZEIREE, HPifh:
- HBECore Vi EETE AN 1P, PATEMEH L7 K
- EREEIEIEIEFTIE NI AP, S% @ik iE SO,

2. fEVPC IEHIE Wi EIP, S Kafka 1 Core i i EW LMK EIP,

3. BLHE Kafka ERFLEAMMBRIRGI 2 MRl il Kafka SHE1 1P 5%, HZEHES Kafka 8
BERBIELAMPI L 2EE, #nPAE EMR Il EBREHEN L2, Rii%edl 1D
EEPOFECE 2 AN, ok

4., &% Kafka B ACE 1isteners.address.principal & HOST, F#H)g Kafka
R

5. BLEAHE PRI hosts U,

6.3 Kafka Ranger {15 B8
HiE /P4 7 E-MapReduce W OIE 3 Ranger IRSSHIERE, DA —2efis T1E, AT
4} Kafka #: 5% Ranger [—225 SR FE,

Kafka &FX Ranger

M E-MapReduce-3.12.0 fiAJF 45, E-MapReduce Kafka 32+ Ranger #EATHURACE, 5 I%
me:

- Enable Kakfa Plugin

1. fEERES MRS BRI E Ranger IS5, SAdiAMIERE FhisE$, % Enable Kafka
PLUGIN,

2. i EMNERIREDLERESHE, FHESEK100%,


https://vpcnext.console.aliyun.com/eip

- )3 Kafka broker
EidMES G, TEEE broker A REARL,

1. {ESERE S MR 55 5 B mi AR 55 526 sl Kafka i\ Kafka k55 CE w i,
2. milifs 1 #8105 vPiY RESTART Kafka Broker,
3. milifi LAEBERED B ERTLSIEE, FrRFERTES K.

- Ranger UI mm#f Kafka Service
Z I Ranger #4r#¥EA Ranger UI Gijii,

1t Ranger i UI Wi Kafka Service:

il B Kafka Service:

R RECE TP
kY e Ranger %3 Kafka, BAEn] AEA TG B EL,

PriEsERErh, 72 T Kafka Service J&, ranger SERINVERBIN all - topic, AVEITATAUBRER
il (BRSEVPAT A P T AE #0E) , EiNranger JCiZi@id B P AT BRI,

PA test P 0, %3N Publish AUFR :

VO LR B RN A Policy 5, ST test MIERL, SR test BRI test
[HtopicHT S5 ABE,

BLOA:
Policy MG 1 7t A 243K

6.4 Kafka SSL{E A% EH

E-MapReduce Kafka M\ EMR-3.12.0 fiiAS I 46, T4+ SSL VifE.
ellfe =2
AR ERHRME, W2 WHunique_22,



FFia SSL ARSS
Kafka $:8EBNIN A TS SSL Uhfig, £&nlPAfE Kafka IRS5HIBCE viii )T SSL,

WE, BSECE kafka.ssl.enable N true, HFEACEIFERAM.
& Rimihin) Kafka

@i SSL il Kafka N7 5i% ' security.protocol, truststore fil keystore [
FGRLE, DAHEZEEERE, WSRE Kafka B8ES1T7E, wDARLEWIT:

security.protocol=SSL
ssl.truststore.location=/etc/ecm/kafka-conf/truststore
ssl.truststore.password=${password}
ssl.keystore.location=/etc/ecm/kafka-conf/keystore
ss'l.keystore.password=${password}

W AE Kafka SBEFDIMURELS TR, PlI% Kafka S:8E 1Y truststore fil keystore
F (BEFEBHERE AN RN /etc/ecm/kafka-conf/HatH) ¥ RIBTHBE/EHIACE.

P Kafka 3 producer fil consumer f2)%, £ Kafka $EEEE1TRH]:

1. BIEBCE SPF ss1.properties, EHIBCEIN,

security.protocol=SSL
ssl.truststore.location=/etc/ecm/kafka-conf/truststore
ssl.truststore.password=${password}
ssl.keystore.location=/etc/ecm/kafka-conf/keystore
ssl.keystore.password=${password}

2. Q& topic,

kafka-topics.sh --zookeeper emr-header-1:2181/kafka-1.0.1 —-
replication-factor 2 --



partitions 100 --topic test --create
3. A SSL B & ek i,

kafka-producer-perf-test.sh --topic test --num-records 123456 --
throughput 10000 --record-size 1024 —--producer-props bootstrap.
servers=emr-worker-1:9092 --producer.config ssl.properties

4. {1 SSL BCESAFHBHEUR,

kafka-consumer-perf-test.sh --broker-1list emr-worker-1:9092 --
messages 100000000 --topic test --consumer.config ssl.properties

6.5 Kafka Manager {835 EH
M EMR-3.4.0 hltA& 46 E-MapReduce 143 Kafka Manager 55117 Kafka SHFEPL,

RESR

s
il Kafka SERFSERI\ 223 Kafka Manager %4055, F#IF)H Kafka Manager [FIAUES)
B ARV USSR Kafka Manager BHESERINERY, HAEH SSH F&E 77 2R Vil
ARSI S 8085 Nl ], HMWITFREMELF IP HA MG, EEBIEIR,
- HEBUE SSH B%iE 75 il Web Htiii, iE2 MW #unique_7,
- Vil (http://localhost:8085Y

- WMAR P 4%, 1§2% Kafka Manager IECES R

< WIN—A 0L Kafka 8, T2 EACE IEW Kafka $£8£1 Zookeeper Hulit, wPIZ%
Kakfa RIACEZ R, EEEN B Kafka R4, BAMEIETIF JMX WhfE,

- QU 2 Ja B e — 223 WY Kakfa Yi6E.



6.6 Kafka & bl a)@#
AScAed Kafka $ W @) — 22 ) DL SRR T 5 15
* Error while executing topic command : Replication factor: 1 larger

than available brokers: 0.

(S E

- Kafka k5554, H8 Broker #EFEARIRH 1, TEESH HEHRSE MY,
- Kafka iR55/) Zookeeper HHHERIHER, EHEERIHEASEHICE S Kafka 4116
Zookeeper L,

* java.net.BindException: Address already in use (Bind failed)

LB Kafka 447 THEF, A2z java.net.BindException: Address
already in use (Bind failed) 5, XM JMX 5 085 S8, ] DUERS
fraiFsEE —A JMX S Bl il

JMX_PORT=10101 kafka-topics --zookeeper emr-header-1:2181/kafka-1.0.
0 —-list



7 Druid {315 EA

7.1 Druid {&7¢
Apache Druid 22— AN RS, FHFRRmE R B IEE R TPk, 22
HAMERR S, Apache Druid H Metamarkets 2] (—FMIELREAS 5 2 Fl B 5
SHIRFATD HE, 1£20194EEFPHEIRE Apache #KFIEE 2,

BEARR
Apache Druid H17 A FREs:

. YRV OLAP 7, GFEMILIE, Ad-hoc MBHEAMAL HoksARIRSS,
SRR, SUEMEIBIRIASIN, FEHLE RN,
RIS ALPRES, ST U ILT I P RN (R .
CYRME, FFPB SREOR. TICOCIFIOILR, ERHRRT IR,
IR, ISR,

HAR
SIS Apache Druid EIVSIIEISR. WH RSN, HI:
. SCHRRRIRE
TR
L ETER
 pRE
ORI SIS SR K RIOBOR,  HAPSRA IO E SRR 5, (ESRHhR IR, R
SR BB — SR MEE BN AR SS, AR, P T M BB IR
S, JEMMRBEIEERGET, P LR 2R RGO LR, FHE 2RI
HEPFEE 5 PRI 3L,

Apache Druid %2443

Apache Druid #iIfiEHZREEE, AR TR, EFRSERBIEMNEIEIRG], 17if, &
WFE— RN,

MR Druid TR (BURERGIDARAER) BEHA,

- Realtime A5 EHRI TN EEA



- Broker BBt si & ME55 195 & AR SRR, FREE SO ISR,

- Historical W RAERT VKD REIERN#AE, BUEAAHE{E deep storage, Deep storage 1
PURAHE, H1n] BURHDFS 35534 XU R L

- Indexing service (LEMWAAHN (B REL) .

- Overlord AAfFAZETUESER. K,
- MiddleManager fisi&R5UES M EMAEITT,

B Druid segments (Druid &5 B KR,

- Zookeeper ABIFIEEIEIRE AN RS RO, BIMmERIHAIMES, overlord
leader [i%%¢, indexing task [MEBIE%,
- Coordinator 5 segments &, 4 segments FE&. MIBRLASANMA7E historical Z[H]
ESTIRES
- Metadata storage fA5if£ i segments MILfE R, PAREBERES S FERRE A LSRRI
i, LEmicEER. HiHEREE,
E-MapReduce 1383 Druid

E-MapReduce Druid % Apache Druid ## ¥ KEEGE, 455 E-MapReducefIb]H =)
RSB, TR SIadES . SRR, HIEME] 7 ISEEEM 7724 %58
g&o

E-MapReduce Druid H#i SHRHRHEN R

- ZHiPA OSS 189 deep storage.

- KRR OSS UMt R R 5 I BURE R IE,

- XFMHEMRS (Log Service) HiiaUiR5IEdE (LT Kafka) , FFRBEm T SORUEM
exactly-once & X,

- SRR OB ER] RDS,

- KT Superset T.H,

- TR, A (AEEERY task 1KD o

- BRI BRI E R,

© SRR A,

-+ XHF HA,



7.2 RIEN]
E-MapReduce M EMR-3.11.0 x4 IF4f3%## E-MapReduce Druid 25 E-MapReduce f—
ERRER,
¥ E-MapReduce Druid fE3—Fr ERER% (MiAR7E Hadoop HAFHHEI Druid &4
1) FEIT AT IE:

- E-MapReduce Druid #J A5 42 lii# Hadoop 1.
- KEWER T E-MapReduce Druid X AR LS, JLHZ Broker 19 xifll Historical 17
. E-MapReduce Druid A &A% YARN &2, EZIRS5BTINE S REFIHTHE
- Hadoop fERIEREBEE, HABPILLEEK, i E-MapReduce Druid $##En] DLELE /D, WH
BCEHEER TR RGP &,
BI% Druid &8
TEQUE R RN RS Druid SEEERAHIN], &{E01E E-MapReduce Druid ##F 7] PL%Ji% HDFS
il YARN filR55, E-MapReduce Druid $#F B HDFS fil YARN {UtMIAfEA, BREA L
FFSLR, R4, AT BER LT 1 Hadoop #Hf,

AoESeRY
- BLEf#EH HDFS /£4 E-MapReduce Druid [¥] deep storage

XTI E-MapReduce Druid $:8F, 8] GeR 2 B R 5 BUEFIXAE 5 b —1 Hadoop
ERE HDFS 2 ko Mitt, BHFREERRE— I EIEEYE (W RS Hadoop BHEA
H—Y5) , WAL E-MapReduce Druid RJBCE wmEACE L R IZDIFE SRS EIn] (Al E I
P PECE I common.runtime)

- druid.storage.type: hdfs
- druid.storage.storageDirectory: (#¥EiXH HDFS H3R4r5 ¢ H, Han hdfs

://femr-header-1.cluster-xxxxxxxx:9000/druid/segments)

Bil:
IR Hadoop #1E8 HA #8f, emr-header-1.cluster-xxxxx:9000 75 %% emr-
cluster, sRHZFHIHI 9000 2k 8020, R,

- BLEEH 0SS /20 E-MapReduce Druid [¥] deep storage

E-MapReduce Druid 3#5BL OSS &4 deep storage, {iiljT E-MapReduce )%
AccessKey fiE}), E-MapReduce Druid AH{# AccessKey BLEHIA[ Vi OSS. HIT OSS



IVimIGES 2B HDFS [ OSS YiRESzBif), KULERCEM, druid.storage.typefR®
{5380 B HDFS,

- druid.storage.type: hdfs
- druid.storage.storageDirectory: (Wloss://emr-druid-cn-hangzhou/

segments)
1T OSS Villfiidh v HDFS, FLERZEERELL WM RZ—:

- HERERINRIE R LE HDFS, RAHSNMCY (L34 HDFS Znl IAMERE, XKiHE, =
BOWERIIRAIR)

- {£ E-MapReduce Druid WBLE H3/etc/ecm/druid-conf/druid/_common/ i
hdfs-site.xml, W&, RERKEHFENENAY RRIHEH5R T,

<?xml version="1.0"?>
<configuration>
<property>
<name>fs.oss.impl</name>
<value>com.aliyun.fs.oss.nat.NativeOssFileSystem</value>
</property>
<property>
<name>fs.oss.buffer.dirs</name>
<value>file:///mnt/diskl/data,...</value>
</property>
<property>
<name>fs.oss.impl.disable.cache</name>
<value>true</value>
</property>
</configuration>

Hrpfs.oss.buffer.dirsn]BLE 2R,



- BEEMER RDS 120 E-MapReduce Druid iz

ZMEN R E-MapReduce Druid FIffl header-175 55 LA MySQL EEEAE e i1y
fifi, fEtn] DAL EAE AR 5L 22 RDS 1Bl 76,

R L RDS MySQL il MBI e E ., £ RARCE Z fil, 35emifR:

- RDS MySQL 95l &t g,

- A E-MapReduce Druid ¥l RDS MySQL il v 8yityik - (A HEEER root) |, %
WK% druid, #5209 druidpw,

- 4 E-MapReduce Druid yoZi#iz 618 it MySQL Bhig g, RisEdiiEs4 N druiddb,

- WK druid AR YIP druiddb,

1t E-MapReduce E#IFHIEG, #EA E-MapReduce Druid ##f, *ili Druid 4ff, EHAC
BIEWIR, $8F] common. runtime BLE XM, i A& XACE, AR = A E 0 :

- druid.metadata.storage.connector.connectURI, i) jdbc:mysql://rm-xxxxx.

mysql.rds.aliyuncs.com:3306/druiddb.
- druid.metadata.storage.connector.user, {H~druid,

- druid.metadata.storage.connector.password, fiidruidpw,
WX i EARGREE > > BRBRCE RS HL > BmEFAAF, BCEM AR

%3 RDS 6 &R druiddb SERKNFED, WRIER, RSB L druid AR
£
- HfFRAFACE

E-MapReduce Druid N2 E R EWREMITE: PG (Gl jvm.config BilE)
direct Wf# (@id jvm.config fll runtime.properteis BtE) . fEQIRHERERT, E-
MapReduce & HaER—ERLE, AITERLMN FEMAREFRZEA CHBNFRLE,

WA ENAACE, &0l PEid E-MapReduce Rl & ANBI SRR, fE0um TR
{38

BeHA:
XMF direct 1E, JIEEIN TG IOR :

-XX:MaxDirectMemorySize >= druid.processing.buffer.sizeBytes * (
druid.processing.numMergeBuffers + druid.processing.numThreads + 1)

517 Druid web TTE

E-MapReduce Druid H#M4 Web Tiffi:



- Overlord: http://emr-header-1.cluster-1234:18090, MT#&HE task B M,

- Coordinator: http://emr-header-1.cluster-1234:18081, HT#H segments ¢
fiEtaoe, JFEE rule MEMZEF segments,

E-MapReduce $t=#i1/5 X Viin] E-MapReduce Druid i Web T :

- TEEBEERIG N, PAdYIM B SR, $#%3 Druid overlord 8 Druid coordinator %
%, pihbeEnE N (EETX, EMR-3.20.0 RZJERRA)
- JEiE SSH ki 75 Vv, SSH REIE,  FFIe RPN SERS i),
- JBIEAM TIPSR, W http://123.123.123.123:18090 (AHetE, i@ REHEE
B BRERI 23 P 5 ) SRR ERLR)
HEZRSI
- 45 Hadoop E#RH

#AE i E-MapReduce Druid 8415 2)i% Y HDFS il YARN (H% Hadoop %

B , MARGIESHINERLESL S HDFS fil YARN MH, BT MBIMEE, T
R4 le 7. E-MapReduce Druid 8 5M5. Hadoop $#iE 2RI H, X H{ER¥ E-
MapReduce Druid #8% cluster id 2 1234, Hadoop ### cluster id 2} 5678, BAM&{T
B PO RHIRR S TIROE, WURBREA, RRERTRERA TR AU LI,

X 5AEL 2N Hadoop A, IHIEIRAN MERIEREDT :

1. R EREHGEISIETE (NANERIHE AR T, NN RIHEARR 224, HRrZed
ZBCE 7 Vi)

2. ¥¥Hadoop##t/etc/ecm/hadoop-confi core-site.xml, hdfs-site.xml, yarn-
site.xml, mapred-site.xml £ E-MapReduce Druid AT ) /etc/ecm/
duird-conf/druid/_common HZ T (WRAIELERNE Y AifHadoop, fEZHR MR
B ERARN B Hadoop MIBLHE, THCMERIXSEREERD)

3. ¥ Hadoop #£#1 hosts 5 AF| E-MapReduce Druid S8 hosts %lFH, &
Hadoop #£#1 hostname PR KA4IER, W emr-header-1.cluster-xxxxxxxx, H
¥ Hadoop 1 hosts IRTEAERE hosts )5, Hilan:

10.157.201.36 emr-as.cn-hangzhou.aliyuncs.com

10.157.64.5 eas.cn-hangzhou.emr.aliyuncs.com

192.168.142.255 emr-worker-1.cluster-1234 emr-worker-1 emr-header-
2.cluster-1234 emr-header-2 iZbplh9g7boqo9x23qbifiz

192.168.143.0 emr-worker-2.cluster-1234 emr-worker-2 emr-header-
3.cluster-1234 emr-header-3 +iZbpleaa5819tkjx55yr9oxZ
192.168.142.254 emr-header-1.cluster-1234 emr-header-1 iZbple3zwu
vhmakmsjer2uZ

~~ B R ghadoopsREihos tsfx &



192.168.143.6 emr-worker-1.cluster-5678 emr-worker-1 emr-header-
2.cluster-5678 emr-header-2 iZbpl95rj7zvx8qar4feboZ

192.168.143.7 emr-worker-2.cluster-5678 emr-worker-2 emr-header-
3.cluster-5678 emr-header-3 +iZbpl5vy2rsxoegki4ghdpZ

192.168.143.5 emr-header-1.cluster-5678 emr—-header-1 -iZbplOtx4e
gw3wfnh50ii1Z

X1 %4 Hadoop 4, I MRAEEST:

1. Wi EREMIRERIESE (WA ERHE— D Z A, SN ERHEAR 224, M Zed
Z B 7 Vi)

2. ¥ Hadoop #:#f /etc/ecm/hadoop-conf W core-site.xml, hdfs-site.xml. yarn-
site.xml, mapred-site.xml J#7E E-MapReduce Druid EHFREA TR /etc/ecm/
duird-conf/druid/_common H3¢F (AREIEERENIE T A% Hadoop, EZHFET
A IR M HAY Hadoop MIACEL, 1ECEPRIXEEREEE) , I BX core-site.xml
t hadoop.security.authentication.use.has & false (X2 —&K%/ icE, H
it P BB AccessKey IMIE, WIS Kerberos IMIE/T3, # disable iZHAC
B o

3. ¥ Hadoop %81 hosts H AF| E-MapReduce Druid $BER419 51 hosts 5lIFh, 1
¥ Hadoop ###1 hostname R KAEN, 41 emr-header-1.cluster-xxxxxxxx
, Hintr1% Hadoop ¥ hostsitfEA#fhosts 2 .

4. BEMANERM Kerberos B (FEdZ2%#unique_29) .

5. 1£ Hadoop ARG 2 MREIE — /A druid K/ (useradd -m -g hadoop
druid) , X#i% A druid.auth.authenticator.kerberos.authToLocal (EL{AT %R
ZZiXH) Ul Kerberos MK FA MK P AWM, HE S —RMMGE, BRERITEARS
o

BEW:
BRIMEZR A Hadoop ##f+, Fifi Hadoop wi& BAISTIE— AN AMNIK P, AR
FH&EY principal ) name #8574, YARN #32F51%—4 principal WUt S A —4>
WKF,  H RS R,
6. )5 Druid A%
- {1l Hadoop it m&diE a5

E-MapReduce Druid H# ¥ —44%h wikiticker 7, ¥ ${DRUID_HOME}/
quickstart/tutorial Bli (${DRUID_HOME}ERINN /usr/1ib/druid-current

) - wikiticker ¥ (wikiticker-2015-09-12-sampled.json.gz) M&—fiRk—&Kid%, &
Al json MG, HAFAM FR:

*T ' json


http://druid.io/docs/0.11.0/development/extensions-core/druid-kerberos.html

"time": "2015-09-12T00:46:58.771Z2",

"channel": "#en.wikipedia",
"cityName": null,
"comment": "added project",

"countryIsoCode": null,
"countryName": null,
"isAnonymous": false,
"isMinor": false,
"isNew": false,
"isRobot": false,
"isUnpatrolled": false,
"metroCode": null,
"namespace": "Talk",
"page": "Talk:0swald Tilghman",
"regionIsoCode": null,
"regionName": null,

"user": "GELongstreet",
"delta": 36,
"added": 36,
"deleted": ©

/] Hadoop Mt BEIRAIERS], WA NP BRI TIR:

1. ¥izegn e, FJE T HDFS W—AH®F (W hdfs://emr-header-1.
cluster-5678:9000/druid) . {1t Hadoop 8 LPUTU R

### R RAE Hadoop iRt LREITHRE, FEMFMANM RN GEZRREEN—1
druid.keytab#lHadoopfEEEkinit,

kinit -kt /etc/ecm/druid-conf/druid.keytab druid

HHH#H

hdfs dfs -mkdir hdfs://emr-header-1.cluster-5678:9000/druid

hdfs dfs -put ${DRUID_HOME}/quickstart/tutorial/wikiticker-2015-
09-16-sampled.json hdfs://emr-header-1.cluster-5678:9000/druid

BeHA:

- MNFREEIT HDFS M2 HiiBiX /etc/ecm/hadoop-conf/core-site.xml
tH hadoop.security.authentication.use.has M false,
- AR CSAAE Hadoop AT R LRI druid B Linux K/,
2. WEE—ANBIERTUES L ${DRUID_HOME} /quickstart/tutorial /wikiticker-
index.json, W RHiR:

{
"type" : "dindex_hadoop",
"spec" : {
"joConfig" : {
"type" : "hadoop",
"inputSpec" : {
"type" : "static",
"paths" : "hdfs://emr-header-1.cluster-5678:9000/

druid/wikiticker-2015-09-16-sampled.json"
}



1,

"dataSchema" : {
"dataSource" : "wikiticker",
"granularitySpec" : {
"type" : "uniform",
"segmentGranularity" : "day",
"queryGranularity" : "none",
"intervals" : ["2015-09-12/2015-09-13"]
I
"parser" : {
"type" : "hadoopyString",
"parseSpec" : {
"format" : "json",
"dimensionsSpec" : {
"dimensions" : [
"channel",
"cityName",
"comment",
"countryIsoCode",
"countryName",
"isAnonymous",
"isMinor",
"isNew",
"isRobot",
"isUnpatrolled",
"metroCode",
"namespace",
npageu ,
"regionIsoCode",
"regionName",
lluserll
]
I
"timestampSpec" : {
"format" : "auto",
"column"™ : "time"
}
}
¥,
"metricsSpec" : [
{
"name" : "count",
"type" : "count"
3,
{
"name" : "added",
"type" : "longSum",
"fieldName" : "added"
s
{
"name" : "deleted",
"type" : "longSum",
"fieldName" : "deleted"
I
{
"name" : "delta",
"type" : "longSum",
"fieldName" : "delta"
I
{
"name" : "user_unique",
"type" : "hyperUnique",
"fieldName" : "user"



]
s
"tuningConfig" : {
"type" : "hadoop",
"partitionsSpec" : {
"type" : "hashed",
"targetPartitionSize" : 5000000

I

"jobProperties" : {
"mapreduce.job.classloader": "true"

}

) +
)

"hadoopDependencyCoordinates": ["org.apache.hadoop:hadoop-
client:2.7.2"]

}

Bil:
- spec.ioConfig.type &N hadoop,
- spec.ioConfig.inputSpec.paths Jf A\ XIEiE.
- tuningConfig.type 4 hadoop,
- tuningConfig.jobProperties ¥ ¥ mapreduce job i classloader,
- hadoopDependencyCoordinates #illi 1 hadoop client fJiRA,
3. £ E-MapReduce Druid ##t LigfiitBR51&H4.

cd ${DRUID_HOME}

curl --negotiate -u:druid -b ~/cookies -c ~/cookies -XPOST -H '
Content-Type:application/json' -d @quickstart/tutorial/wikiticker-
index.json http://emr-header-1.cluster-1234:18090/druid/indexer/vl
/task

Hrp - -negotiate. -u. -b. -c5FENIEE %4 E-MapReduce Druid4:#¥
), Overlordit¥ 1ERIA 18090,

4. HEEEWIBTTIE O
ENYE S illhttp: //emr-header-1.cluster-1234:18090/console. html EBHEIL
BT O,

5. fifiE Druid iBEA #EWE,
Druid i H W& WIEE, BRERES D RREWME R json M AE W, W
TN wikiticker B —4 top N &) (${DRUID_HOME}/quickstart/

tutorial/wikiticker-top-pages.json) :

{
"queryType" : "topN",
"dataSource" : "wikiticker",
"intervals" : ["2015-09-12/2015-09-13"],

"granularity" : "all",



"dimension" : "page",
"metric" : "edits",
"threshold" : 25,
"aggregations" : [

"type" : "longSum",

"name" : "edits",
"fieldName" : "count"

}
FEATZ AT SIS T i a2 Wl B S A AR :

cd S${DRUID_HOME}
curl --negotiate -u:druid -b ~/cookies -c ~/cookies -XPOST -H '
Content-Type:application/json' -d @quickstart/tutorial/wikiticker
-top-pages.json 'http://emr-header-1.cluster-1234:18082/druid/v2/?
pretty'
Hrp - -negotiate, -u. -b, -cFFiEUREH %4 E-MapReduce Druid #£#19, W

RVUNEE, BRRER SRR ERETR,
KRR

X FAIEM Kafka SRESINE] E-MapReduce Druid $BE#TRS], RGN Kafka
Indexing Service )&, $2fif ¥ RMIFEORIE, S¢HF exactly-once #E X, ¥ #unique_30
i “ffifl Druid Kafka Indexing Service S i KafkaZithg” —5,

U BRI TS] T PTE A HEMRSS (SLS) , I8 E-MapReduce Druid 285156
S8R, BB T SLS Indexing Service §J&, il SLS Indexing Service j# . v 45k
HA7IFHED Kafka $8E9)F RS, SLS Indexing Service RS Kafka Indexing Service
i), thiRftmn]SELRUERAI Exactly-Onceif S, fRiXH, #5240 A SLS 2k —4> Kafka Rff
. P£U SLS-Indexing-Service —7i,

FHAR R, WA Flink, Storm, Spark Streaming %%, MRS Tranquility %
FHoii E-MapReduce Druid $BEEX S, ¥R #unique_32 —1i,

Kafka Indexing Service il SLS Indexing Service J& B, #REEFIHIN 75 =X MBHEIRHIEUEL
#£3] E-MapReduce Druid ##f, FFREETELRUERA exactly-once iE 3 ; i Tranquility W
R R, JOEdEHE% 2 E-MapReduce Druid ##17%5|, Tranquility JFA#4E Exactly-
once ifi ¥, FILAUIRAIXTTHAER, FHEMEHH B R,

BREI R 7 B
SRR G IR, —REEa S HER RS



- FHEERRSI

1. G curl BHEGRMIFGR, sEARN, K& — A XFHER, & curl ik -v &
B, M5 REST API Hi&MING 5L,

2. 1€ Overlord ViSO HITHEOL, WRKW, EB WM L logs.

3. RN PIFBAE R logs, W2 Hadoop 1Mk, $1JF YARN Wi &R RAARTIE
WK, HEFRELHRIT log,

4. R LR OER A e BT, TEHFF] E-MapReduce Druid #8f, #%F Overlord
MPITHE (BiF/mnt/diskl/log/druid/overlord—emr-header-1.cluster-
xxxx.log) , WSiE HA i, HBEERZELIEAOverlord,

5. ARk e 42 8] Middlemanager, {H2M Middlemanager i&[ml 7 20, W
FTEM Overlord HEBELIRE 1 I Mworker, FE%ZIHIMNK worker, &/
Middlemanager M H®&E (hiF/mnt/diskl/log/druid/middleManager-emr-
header-1.cluster-xxxx.log) o

- X7F Kafka Indexing Service fil SLS Indexing Service

1. &S Overlord ) Web Wiii: http://emr-header-1:18090, #F Supervisor
1ia17ikE, KA payload REGTE,
2. #HHERM task 1 log,
3. WRAHEM task log A KRR E, MFTZEM Overlord log AF, HiERE, HiER
SRR VbR R,
- MF Tranquility LS| @

#% Tranquility log, BRFHERGBHEERETRER G ES (drop) #T,
HORIGHES D BRIAIL R 5 11 D3R 2~ B3R 5,

WA BN OO SRR E MR RS, RRFCEMEERS: NASBRAERL BSRKE
PR BEM. REERVIMRMEE., principal BE EFESE, fLmEERREELRNE SR
IER, WABUER GREWIEFE BT, DAL HIRIECE (40 ioConfig 35) .

7.3 BEB IR F

AN BB PRI BRI S —Ingestion Spec X, ¥ NIEAINGERIES
Apache Druid B 7530k,

Ingestion Spec (BHafsa\fiid) J2& Druid WEERS I EHRAIRE P UM 25 2Rk U — 4
Gi—fiid, BR—A JSON XfF, —Mh=#Bsr4k:

{



"dataSchema" : {...},
"joConfig" : {...},
"tuningConfig" : {...}

+
t Ly FaM fifiid yaul ]
dataSchema JSON *f% RN R EYEschemalg ., |2
dataSchema JREIER, AREEHEN
77 B
ioConfig JSON *t% AR LT S B SR IR 2 753
il, B3N, ioConfig th
AL,
tuningConfig  |JSON X% T BIRH I — 28, BRI | &
BITAAE, YRS BAN
i
DataSchema
W) dataSchema fifiid 7 BHRAIRE K, WMTbrizBE, ST
{
"dataSource": <name_of_dataSource>,
"parser": {
n -type n : < > 5
"parseSpec": {
"format": <>,
"timestampSpec": {},
"dimensionsSpec": {}
+
IR
"metricsSpec": {},
"granularitySpec": {}
+
(52 L{; E2V filiik Ul
dataSource FAFH BARIR AR b
parser JSON X% Bmmfia 7 v
metricsSpec JSON M4 %H | RA#H (aggregator) =
granularit JSON X% BIERATE, Wildsegments P
ySpec , BAbEES




- parser

parser #7RE ¥ BRI HE I EFEEYT, metricsSpec & X T EIEAMIHERE I,
granularitySpec & X 7B IRE, &R,

Xt Fparser, type HFAIEN: string Ml hadoopString, J&# ¥ Hadoop K51H
job. parseSpec S &SI EAE X,

Bt L FaM iR yxed Y]
type T B, AR “json” , “ P
jsonLowercase” , “csv’ , “tsv
7 JLRPEK
timestamp$ JSON X% I TR IS ) B SR Y P
pec
dimensions JSON *f% B (R mReEs)) P
Spec

MPAFREDEREK, IREICAHIIMNG parseSpec Wi, THif&E timestampSpec Fl
dimensionsSpec iR :

[ kX iR T IR
column g2l I )R L PR 371 =
format FIFH B MBI, niE” iso” , 2
“millis” , “posix” , “auto”
il joda time SZFFYFAY
[ kX iR ST IR
dimensions JSON % A E P SR de g, A4k pss
ER] AR PR, s nl B
WAMEIHAEEE S TE, e ¢
dimensions” :[ “dimenssion
17, “dimenssion2” , “{ “
type” : “long” s “name” : (13
dimenssion3” }], B\ string
R,
dimensionE JSON FRFH%y | i Se I 2SI BR A 4k fh
xclusions H
spatialDim JSON MREH | =EmI4EsE i
ensions



http://joda-time.sourceforge.net/apidocs/org/joda/time/format/DateTimeFormat.html

- metricsSpec

metricsSpec 22— JSON MR B, &7 —EEHH (aggregators) ., HAdm@H AU
RIS

"*json
{
"type": <type>,
"name": <output_name>,
"fieldName": <metric_name>
+
BT A HNRSEH:
R type nJi&
count count
sum longSum, doubleSum, floatSum
min/max longMin/longMax, doubleMin/doubleMax, floatMin/
floatMax
first/last longFirst/longLast, doubleFirst/doubleLast, floatFirst
/floatLast
javascript javascript
cardinality cardinality
hyperUnique hyperUnique

BEW:
FEA BT RERGH, BHRESH Apache Druid B 75 SR S U &A1,
- granularitySpec
RAZHMNRE ST uniformAfl arbitrary, 1% —AEE RN EIRIER SBWE, HER
RORUEREA segments K/h—8, IEIBFZAEER, HAT uniform 2ERIAZED,

(i i ik ol Ayl
segmentGra | FfFH segments HiJ¥, uniform i | &
nularity H. #BiAN” DAY”

queryGranu | FfFH A R NEIR SR SR, BN (&
larity {ER” true”

rollup boolfi RERG &



http://druid.io/docs/0.11.0/querying/aggregations.html

H M g x|
intervals I FE T T IS ] [0 B *Fbatch
&, MNF
realtime 7%
ioConfig

B35 ioConfig ik 7 BRI, PA T2/ Hadoop H5IHIHI¥:

{
"type": "hadoop",
"inputSpec": {
"type": "static",
"paths": "hdfs://emr-header-1.cluster-6789:9000/druid/
quickstart/wikiticker-2015-09-16-sampled.json"
+

}

BiHA:

Xl Tranquility AEBRRHRREDE, XERTRATER,
Tunning Config

Tuning Config 2#i—LEHiSMIRE, tbil Hadoop Xt BEBUEAIR RS, W PAMEXHAGE Lk

MapReduce 2%, Tunning Config FIPZHRE T BRI REA ARINE, HEAIH]r
W SHARNRSS B RREIS R 75,

7.4 Kafka Indexing Service

AL HE E-MapReduce il Apache Druid Kafka Indexing Service S 3%
Kafka ¥4

Kafka Indexing Service J& Apache Druid #EHHJFIH Apache Druid i) Indexing Service
M55 2y 2% Kafka BUBHGLE, %fE2AE Overlord H1)33)—4 supervisor, supervisor

f#h2 Ja2(E Middlemanager H)gah—2% indexing task, X%t task £i%H:5 Kafka $EEEH

2% topic B, FFoRRRGI00E, KT, MRk —EIRH T, 2R REST
API F3J53) supervisor,

5 Kafka&EBxxH

2% Druid il Tranquility Kafka— ¥4,




/3 Apache Druid Kafka Indexing Service 32848 8 Kafka%kiE
1. f& Kafka 8 I (3# gateway ) PUT FidaG@ Q@ —44N “metrics” Y topic,

- WMBYFRT Kafka gm&4:

export KAFKA_OPTS="-Djava.security.auth.login.config=/etc/ecm/kafka
-conf/kafka_client_jaas.conf"

kafka-topics.sh --create --zookeeper emr-header-1:2181,emr-header-
2,emr-header-3/kafka-1.0.0 --partitions 1 --replication-factor 1 --
topic metrics

HPZEANSEBRIEFRERTARE, —zookeeper Z2Hh /kafka-1.0.0 3N
path, HE{FEL] PGS EMR £#Hl5, 16 Kafka $:8¥) Kafka IR5500 B vl &5
zookeeper.connect ACEWIMME, IR H RN Kafka B8, —zookeeper BN
TR M TN Wi g R L

2. & S IRR B aRs A S F, BTG H 40 metrics-kafka.json, JFETXAiHZR T
o (EEE T H SRR EES)

{
Iltypell: llkafkall’
"dataSchema": {
"dataSource": "metrics-kafka",
"parser": {
lltypell : "gtrd ngn s
"parseSpec": {
"timestampSpec": {
"column": "time",
"format": "auto"
I
"dimensionsSpec": {
"dimensions": ["url", "user"]

1,
"format": "json"
+
I
"granularitySpec": {
"type": "uniform",
"segmentGranularity": "hour",
"queryGranularity": "none"

b
"metricsSpec": [{

"type": "count",

"name": "views"
I
{
"name": "latencyMs",
"type'": "doubleSum",
"fieldName": "latencyMs"
+
]
I
"joConfig": {
"topic": "metrics",
"consumerProperties": {
"bootstrap.servers": "emr-worker-1.cluster—-xxxxxxxx:

9092 (& Kafka By bootstrap.servers)",



"group.id": "kafka-indexing-service",
"security.protocol": "SASL_PLAINTEXT",
"sasl.mechanism": "GSSAPI"
Iy
"taskCount": 1,
"replicas": 1,
"taskDuration": "PT1H"
I
"tuningConfig": {
lltypell: llkafkaﬂ,
"maxRowsInMemory": "100000"

Bil:
ioConfig.consumerProperties.security.protocol fil ioConfig.consumerPr
operties.sasl.mechanism ALEMEEN (E% 4 Kafka EHATE) .

3. $IT kA2 Kafka supervisor.

curl --negotiate -u:druid -b ~/cookies -c ~/cookies -XPOST -H '
Content-Type: application/json' -d @metrics-kafka.json http://emr-
header-1.cluster-1234:18090/druid/indexer/vl/supervisor

Hrp —negotiate. -u. -b. -c FEWUZE X% 4 E-MapReduce Druid #:4¥.
4. 1f Kafka #:8f L5 —4" console producer,

-~ WHIFRTY Kafka S&4r:

export KAFKA_OPTS="-Djava.security.auth.login.config=/etc/ecm/kafka
-conf/kafka_client_jaas.conf"

echo -e "security.protocol=SASL_PLAINTEXT\nsasl.mechanism=GSSAPI"

> /tmp/Kafka/producer.conf

Kafka-console-producer.sh --producer.config /tmp/kafka/producer.
conf --broker-list emr-worker-1:9092, emr-worker-2:9092, emr-worker-3
:9092 --topic metrics

>

Hh —producer.config /tmp/Kafka/producer.conf &b 44: Kafka SEEREL,
5. {£ kafka_console_producer &2 H#RTF R —2 55,

{"time": "2018-03-06T09:57:58Z", "url": "/foo/bar", "user": "alice",
"latencyMs": 32}
{"time": "2018-03-06T09:57:59Z", "url": "/", "user": "bob", "
latencyMs": 11}



{"time": "2018-03-06T09:58:00Z", "url": "/foo/bar", "user": "bob",
"latencyMs": 45}

Horpisf B S python a4k :

python -c 'import datetime; print(datetime.datetime.utcnow().
strftime ("%Y-%m-%dT%H:%M:%SZ") )"

6. R — AW, W48 metrics-search.json,

{
"queryType" : ”search”,
"dataSource" : "metrics-kafka",
"intervals" : ["2018-03-02T00:00:00.000/2018-03-08T00:00:00.000
"1,
"granularity" : "all",
"searchDimensions": [
llur'Lll s
"user"
1,
"query": {
"type": "dinsensitive_contains",
"value": "bob"
}
+

7. 1 E-MapReduce Druid %1 master L7,

curl --negotiate -u:Druid -b ~/cookies -c ~/cookies -XPOST -H '
Content-Type: application/json' -d @metrics-search.json http://emr-
header-1.cluster-1234:8082/druid/v2/?pretty

Hrpi—negotiate, -u, -b. -cFFREBUZE X% 4 E-MapReduce Druid %4,
8. WAR—VIEH, REIRMM FRERSR,

[ {
"timestamp" : "2018-03-06T09:00:00.000Z",

"result" : [ {
"dimension" : "user",
"value" : "bob",
"count" : 2

1]

+]

7.5 SLS Indexing Service
SLS Indexing Service j& E-MapReduce #:li—4> Druid fifF, T M SLS 5258

A6 8 A7)
H=T4R

SLS Indexing Service {i§# il 5 Kafka Indexing Service 28, [Atth¥%+F Kafka
Indexing Service —#£#Y Exactly-Once i ¥, H&i5 T SLS 5 Kafka Indexing Service B4
R S5 IR £



- BORERERI SRS, nIDURIH SLS 922 FBuli R 475 sUSEINR 88 5\ SLS.
- AHEIME—A Kafka 88, #HX THIRRN A,
- % #¥ Exactly-Once i X,
- AR SEORIE, PERIBCRT, RS/ A OS5 TR
HEETIE
- WIREIE LA JEIE SLS ARS5, ESeITi@ SLS M55, JFRLELFHHRMEY Project fl Logstore,
- R AP PA PRCE TN -
- SLS k%51 endpoint GEREZHMNMARSS AL
- i) SLS M55 AccessKeyld FIX i) AccessKeySecret
f# M SLS Indexing Service

1. HEsBiRR iR S

MR A& Kafka Indexing Service, JF4 SLS Indexing Service 4k # ., &%
Kafka Indexing Service /N8, TATHFEFERBIEITRS], M2BERIRRIBEREHE I
BRSAFN s CRLLRT N metrics-sls.json) :

{
ataSchema":
"dataSource": "metrics-sls",

"parser": {
"type": "string",
"parseSpec": {
"timestampSpec": {
"column": "time",
"format": "auto"
I
"dimensionsSpec": {
"dimensions": ["url", "user"]

I
"format": "json"
}
I
"granularitySpec": {
"type": "uniform",
"segmentGranularity": "hour",
"queryGranularity": "none"

b
"metricsSpec": [{
"type": "count",

"name": "views"
I
{
"name": "latencyMs",
"type": "doubleSum",
"fieldName": "latencyMs"
}

3,



"joConfig": {
"project": <your_project>,
"logstore": <your_logstore>,
"consumerProperties": {
"endpoint": "cn-hangzhou-intranet.log.aliyuncs.com", (Pl

BINRBI, EEAEHPIPIIRSS A D) .
"access—-key-id": <your_access_key_1id>,
"access-key-secret": <your_access_key_secret>,
"logtail.collection-mode": "simple"/"other"

Iy
"taskCount": 1,
"replicas": 1,
"taskDuration": "PT1H"

Ty

"tuningConfig": {
"type" . glg" s
"maxRowsInMemory": "100000"

}

kb Kafka Indexing Service — W4, WAVRIMPH LA Lt —Hr, XHEZEY]—

TREEERN B

- type: sls

- dataSchema.parser.parseSpec.format: %5 ioConfig.consumerProperties.logtail
.collection-mode 5%, tikd5 SLS HEMWBERBA L, WHREMHEER (simple
) Wk, MBAZEHEA SR 2483, SR 24850 GERZIEHRFAE B (other) X
%, BLMEEN json,

- ioConfig.project: ZEZWER HER project

- ioConfig.logstore: FREMHRIH R logstore

- ioConfig.consumerProperties.endpoint: SLS PIFiRSSHIsE, BIGHTHN R cn-

hangzhou-intranet. log.aliyuncs.com

- ioConfig.consumerProperties.access-key-id: MK/ AccessKeyID

- ioConfig.consumerProperties.access-key-secret: W i) AccessKeySecret

- ioConfig.consumerProperties.logtail.collection-mode: SLS HEWEERR, i
I simple, HAtfFHH other

R
EiRREE S ioConfig BLERSIUER T EMR-3.20.0 2 Z A, H EMR-3.21.0
JFif, ioConfig BLE IR

"joConfig": {

"project": <your_project>,

"logstore": <your_logstore>,

"endpoint": "cn-hangzhou-intranet.log.aliyuncs.com", (BIBiM
DB, TEREMEHPAPIIRSS AL

"accessKeyId": <your_access_key_id>,

"accessKeySec": <your_access_key_secret>,



"collectMode": "simple"/"other"
"taskCount": 1,
"replicas": 1,
"taskDuration": "PT1H"
I

Hl, BUH T consumerProperties J2Z. access-key-id. access-key-secret,

logtail.collection-mode ZEHi}j accessKeyIdaccessKeySeccollectMode

2. YT IR UM SLS supervisor:

curl --negotiate -u:druid -b ~/cookies -c ~/cookies -XPOST -H '
Content-Type: application/json' -d @metrics-sls.json http://emr-
header-1.cluster-1234:18090/druid/indexer/vl/supervisor

Hrp --negotiate. -u. -b. -c FEWGUZE X% 4 Druid £,
3. Ii] SLS 3 N B

il LR 2 /0750 SLS S AN BdE. HikiE2% SLS iy,
4. £ Druid ¥miE THHCE iy

7.6 Tranquility

AP, Kafka B, Sr4ife E-MapReduce i Tranquility W Kafka $BER4:5
5, JrzmHE% % E-MapReduce Druid 5§,

Tranquility 52—/4*EA push 773X E-MapReduce Druid 520 ZIEEHEMIN ., S8R i
THX, ZRIA, W5EM. BibBIEERELA MY, #TH P8 E-MapReduce Druid
WS, e 2Bk, 1345 Samza, Spark. Storm. Kafka, Flink %%,

5 Kafka &£8¥%XE

H%c/2 E-MapReduce Druid ##t5 Kafka 80 H, WAERER HMELE 77 KR

Hadoop ML, HFEEEIEENE,. hosts &, M TIE% 4 Kafka $8E, 5B DL R 3

{(H

1. WPREREMIRESIESE (PN R —AZEU S, PN RIHEAR R 2, P2z
BCE 7 ViR

2. ¥ Kafka ##1 hosts 5 A 3| E-MapReduce Druid #5415 50 hosts FIFH, FE
Kafka 88 hostname FRHKAER, U emr-header-1.cluster-xxxxxxxx,

X1l Kafka 848F, BHEPIT FHRE HiMiP 5% 4 Kafka £HHHR) -


https://help.aliyun.com/product/28958.html

1. WA EREMIRERIESE (WD ERE— D Z A, SN ERHEARR 224, HMHZEdZh
BCE T ViR

2. ¥ Kafka ##1 hosts 5 A$| E-MapReduce Druid 55— /15 500 hosts FlF#Hh, FE
Kafka #:##1#) hostname FRHI KA, Ul emr-header-1.cluster-xxxxxxxx,

3. BEEMAERERIY Kerberos M5 (¥HZ%#unique_29) , HEGFHOMIAEIE,

4. YERF—A% P i R E S

KafkaClient {
com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true
storeKey=true
keyTab="/etc/ecm/druid-conf/druid.keytab"
principal="druid@EMR.1234.COM";

+s

Z e Rizhd B Sk 3] E-MapReduce Druid #8EFA YR L, BETFE-/THRTF
W B/ tmp/kafka/kafka_client_jaas.conf) ,

5. {f£ E-MapReduce Druid AL & Wi overlord.jvm B iz

Djava.security.auth.login.config=/tmp/kafka/kafka_client_jaas.conf

o

6. £ E-MapReduce Druid At B v middleManager.runtime HECEdruid. indexer.
runner.javaOpts=-Djava.security.auth.login.confi=/tmp/kafka/kafka_clie
nt_jaas.confHIEA JVM B3 S5,

7. H)EDruidfi%5.

DruidfEATranquility Kafka

BT Tranquility 2—/R55, ©XT Kafka KBLRENHE, MT E-MapReduce Druid K2
& i, RER] PARE I HSLIHLERISAT Tranquility, REGXEPLIERENS RN R Kafka S8 E
-MapReduce Druid ##£Hin],

1. Kafka sl #—444 )y pageViews i topic,

- WSYTRT kafka g4
export KAFKA_OPTS="-Djava.security.auth.login.config=/etc/ecm/kafka

-conf/kafka_client_jaas.conf"

./bin/kafka-topics.sh --create --zookeeper emr-header-1:2181,
emr-header-2:2181,emr-header-3:2181/kafka-1.0.1 --partitions 1 --
replication-factor 1 --topic pageViews

2. B# Tranquility 2%, HREEEHIET,



3. At datasource,
X BRBAER topic name i pageViews, Jf HiE4% topic #2W FERM json X fF:

{"time": "2018-05-23T11:59:43Z2", "url": "/foo/bar", "user": "alice",
"latencyMs": 32}
{"time": "2018-05-23T11:59:44Z", "url": "/", "user": "bob", "
latencyMs": 11}
{"time": "2018-05-23T11:59:45Z2", "url": "/foo/bar", "user": "bob",
"latencyMs": 45}

XY dataSrouce FIRCEUIT

"dataSources" : {
"pageViews-kafka" : {
"spec" s 4
"dataSchema" : {
"dataSource" : "pageViews-kafka",
"parser" : {
"type" : "str‘ing",
"parseSpec" : {
"timestampSpec" : {
"column™ : "time",
"format" : "auto"

1
"dimensionsSpec" : {
"dimensions" : ["url", "user"],
"dimensionExclusions" : [
"timestamp",
"value"
]
I
"format" : "json"
+
I
"granularitySpec" : {
"type" : "uniform",
"segmentGranularity" : "hour",
"queryGranularity" : "none"
J
"metricsSpec" : [
{"name": "views", "type": "count"},
{"name": "latencyMs", "type": "doubleSum", "fieldName":
"latencyMs"}
]

s,
"joConfig" : {
"type" : "realtime"

b
"tuningConfig" : {
"type" : "realtime",

"maxRowsInMemory" : '"100000",
"intermediatePersistPeriod" : "PT10M",
"windowPeriod" : "PT1OM"
+
I
"properties" : {
"task.partitions" : "1",
"task.replicants" : "1",
"topicPattern" : "pageViews"

}



}

I

"properties" : {
"zookeeper.connect" : "localhost",
"druid.discovery.curator.path" : "/druid/discovery",
"druid.selectors.indexing.serviceName" : "druid/overlord",
"commit.periodMillis" : "15000",
"consumer .numThreads" : "2",
"kafka.zookeeper.connect" : "emr-header-1l.cluster-500148518:

2181,emr—-header-2.cluster-500148518:2181, emr-header-3.cluster-
500148518:2181/kaftka-1.0.1",
"kafka.group.id" : "tranquility-kafka",
}
}

4. B17a R a2 ia8h Tranquility,
./bin/tranquility kafka -configFile

5. 1t Kafka ¥ii)riah producer 3% % —2E 54,

./bin/kafka-console-producer.sh --broker-list emr-worker-1:9092,emr-
worker-2:9092,emr-worker-3:9092 —--topic pageViews

LY N

{"time": "2018-05-24T09:26:12Z", "url": "/foo/bar", "user": "alice",
"latencyMs": 32}
{"time": "2018-05-24T09:26:13Z", "url": "/", "user": "bob", "
latencyMs": 11}
{"time": "2018-05-24T09:26:14Z2", "url": "/foo/bar", "user": "bob",
"latencyMs": 45}
£ Tranquility HEPEFHMMHEE, £ E-MapReduce Druid 5@Winf LB SIE 2 7 HIRI

S5 task,

7.7 Superset

E-MapReduce Druid £54)% 17 Superset T.H, Superset #} E-MapReduce Druid f# v i
JEHR, RN SZ R R RREIERE, BT E-MapReduce Druid t32F§ SQL, A An] BAES
Superset ABif 7 20jil E-MapReduce Druid, HApache Druid JF4: #1355 58#% SQL,

Superset BINZEEAE emr-header-1 1ixl, HiEASZH HA, EMAIZ T HAT, BR800 326
B2 IEH Vil emr-header-1, #&n[LUEEST SSH BEiE 1977 V81 L.

1. %3¢ Superset

FEN SRR http: //emr-header-1:18088 Jalul%:, F1JF Superset #tHt
i, BRIAHIF4/%09 0 admin/admin, 28 SG R IBSER,



2. % E-MapReduce Druid #:##

RGN, R BARERERERESIEMIES . B R LR iR
IEEEBURETR > Druid EEERENM—4 E-MapReduce Druid ###,

BCE 4Pl (Coordinator) MI{REEHL (Broker) MHiik, 73 E-MapReduce HERIA
Ui TS A SR D TR 1, HI4nJFJE Broker %l 104 8082, E-MapReduce H4
18082,

3. Wl e AT IR

#mar E-MapReduce Druid #:8E2 )5, 0T PUATEBEIR > HGHR0EHETE, XN E-
MapReduce Druid #:#f LB (datasource) HEnIRLHZIPMNEER,

Rethn] DAE St b R TR > Druid BETR A& SGHMEIRIR (LERESFE T5 —4 data
source ingestion i json XF) , BEUIT:

a. FESCEIRIRN TS R ENER, RnR17.

b. 5/1¢ ZJa Rl ZE M =AY/ DERRP IS =AY, dfizBiRis, S5 HRAERES S5 Hahn a1 S
AE\O

4. #if E-MapReduce Druid

BRI IG, RlBIsiRam, WA &,

5. (Wi%) ¥ E-MapReduce Druid fEHE-MapReduce Druid ##a FEfdi A

Superset #ifit 7 SQLAlchemy PAZFITT & SRS A2 FER B E, HSFEHRERRIa R
LR,

Superset 7532 F§i% /i 3Xilfl E-MapReduce Druid, E-MapReduce Druid X[t
SQLAIchemy URI 4 druid://emr-header-1:18082/druid/v2/sql, W RERIR, %
E-MapReduce Druid fE— AN BHBPEG N :

% ToRin] DAE SQL THAH SQL #T&EIM T,



7.8 % I a) R
E-MapReduce Druid i FHid @ 2 i) — 283 W) 8 AR RT3 T4,

RS RIS BB
SRR G IR, — RIS FHER R -
- TR ERS]

1.

R curl HEGRIIFDR, EARN, K& TWMAXHE. 82 curl Lk -v
£, W% REST API Rl

. 7€ Overlord Ti R MZEIENPETIG DL, WKW, #EH M L logs,
. ERZ M R R logs, W52 Hadoop i)k, FTJF YARN Wmi&B R G AR ME

MR, FFEBEILIT log.

WR BRSO e i B, TREESF E-MapReduce Druid ##f, &% overlord

FHiTHE (BT /mnt/diskl/log/druid/overlord—emr-header-1.cluster-
xxxx.log) , W HA #i, EFERZIELAIEA Overlord,

- Rk E &g 22 #) Middlemanager, {H:2M Middlemanager i 720, W

FEM Overlord A& BIEARZE S TN worker, I8 FKEHIMNIE) worker, &F
Middlemanager WJH& (¥ /mnt/diskl/log/druid/middleManager-emr-

header-1.cluster-xxxx.log) o

- XF Tranquility i &3]
#%E Tranquility log, EFRHERGPHENE] T lEROHES (drop) # T,
HRIHEAD P SRR R ARSI 2~5,

BRZ RN OORREACE SRR S, SRAFCE MW NFSBR A EEL R ME
TR EM., REREVIMRESEE., principal JE& IEMESE, Mok maE L RE S
BRI, WABUER SREVS LW BT, DA AR MEHICRIACE (W ioConfig 5§)

® RRETIR
- RN

BERME SR T JVM IS BRI, PImpLEsnlRERATORKINAE, mlcE 7R
K JVM P78 8 2 LR BUR

RO I BRI HEIF RS HE RO, JVM WA BSENAA R BN, BAkR]
ZWApache Druid B 75 4%,


http://druid.io/docs/latest/operations/performance-faq.html

- &5| YARN task 72, Wil Error: class com.fasterxml.jackson.
datatype.guava.deser.HostAndPortDeserializer overrides final method
deserialize.(Lcom/fasterxml/jackson/core/JsonParser;Lcom/fasterxml/
jackson/databind/DeserializationContext;)Ljava/lang/Object; ZJM jar fu
IR,

Rk At indexing FFEMLACE S IMA G RFECE |

"tuningConfig" : {

"jobProperties" : {

"mapreduce.job.classloader": "true"
] : :
"mapreduce.job.user.classpath.first": "true"

}

HrpZ ¥ mapreduce.job.classloader ik MR job FIMViI¥) classloader, mapreduce.

job.user.classpath. first &ik MapReduce fR5efEHH 9 jar 2, PIAECE DA E —

ABIN],  m[Z R Apache Druid ‘& /5 SXRY.

- indexing {EML¥ HEPHE reduce JEikifE segments Ht

BT 12

- {EEK# deep storage WiE, U type fl directory, 4 type 4 local b,
directory WRURBEE, 4 type J» HDFS B, directory REHAI5e#) HDFS #i25
i%, W hdfs://:9000/, hdfs_master &4rH IP, WM, BH2E4, W emr-
header-1.cluster-xxxxxxxx, Mifs2 emr-header-1,

- H Hadoop #tE&ZE5IB;, 2% segments [¥] deep storage &N “hdfs” , “local
7 WA RSB MR il T UNDEFINED iK%, X2 B9z YARN SEBECIETE
reduce task & local i) segments Hat, (HEHINZ E-MapReduce Druid %
I

- Failed to create directory within 10000 attempts---

R JVM BEE S java.io.tmp I EINEAFTE, EEIZEEZIFHR E-
MapReduce Druid A AR Vi ] B,
- com.twitter.finagle.NoBrokersAvailableException: No hosts are available for disco!

firehose:druid:overlord

R — B ZooKeeper iR M, Wiff E-MapReduce Druid 5 Tranquility X
ZooKeeper fiHFIMERZRFFH, ¥&: E-MapReduce Druid EkiAZooKeeperiidh
/druid, KtHiff Tranquility B E¥ zookeeper.connect f1 512 /druid, (U3ER


http://druid.io/docs/0.9.2-rc1/operations/other-hadoop.html

Tranquility Kafka BB AP ZooKeeper HiEE, —/ M zookeeper.connect, j%##
f¥) E-MapReduce Druid ###¥ ZooKeeper, —4*} kafka.zookeeper.connect, [
Kafka #:#1) ZooKeeper, iXPi4 ZooKeeper HJHEAE—4 ZooKeeper ) .

- &5 MiddleManager fi{#4°213% com.hadoop.compression.lzo.LzoCodec

IX2Xh EMR [f) Hadoop $E#FACE 1 1zo JE4H,

feyiik: ¥ EMR HADOOP_HOME/lib i jar 2l native X% E-MapReduce
Druid I¥J druid.extensions.hadoopDependenciesDir (#ki\y DRUID_HOME/hadoop

-dependencies)

- WG IR R

2018-02-01T09:00:32,647 ERROR [task-runner-0-priority-0] com.hadoop.
compression.lzo.GPLNativeCodeLoader - could not unpack the binaries
java.io.IOException: No such file or directory

at java.io.UnixFileSystem.createFileExclusively(Native
Method) ~[?:1.8.0_151]

at java.io.File.createTempFile(File.java:2024) ~[?:1.8.
0_151]

at java.io.File.createTempFile(File.java:2070) ~[?:1.8.
0_151]

at com.hadoop.compression.lzo.GPLNativeCodelLoader.
unpackBinaries(GPLNativeCodelLoader.java:115) [hadoop-1z0-0.4.21-
SNAPSHOT.jar:?]

AN MEERF D java.io.tmp BRI, HEIZKIZIFIR E-MapReduce Druid KA
BB ).,



8 Presto

8.1 = &iE T
Presto 72—k H FaceBook JFRI— 1\ SQL-on—Hadoop 71519, Presto Hiii HH-IH
+LIX Il FaceBook PIER LAEINIL M 4Ed, FERTE 2 rERA,

Ea%rit
Presto i/l Java IEE#HTIPR, H&EHM. WIERE. 5ad RAENTFRA, FAR:

. 524 %5 ANSI SQL,
. S HEHERBIRIR Prestonl i AR EIIBIRKE, W FHiR:

- 5 Hive G H#F
- Cassandra
- Kafka
- MongoDB
- MySQL
- PostgreSQL
- SQL Server
- Redis
- Redshift
- AP
- RIS -

SRR Map i,
S Ff JSON %,
¥ GIS B,
SRR,
- DIREY EHENI IR Presto 2L 7 2R SRALHI, -
- P RBIEE AR
- B SCRIRIRL,
- ﬁi)‘( SQL lglﬁo
JHPT Al ORI B BIE S5 T SRS, SB35 A PE,



- 35T Pipeline CPEEVY Bl e B FR P SRR MIZE
- WEPHEO5E
- R WebUL,  nl#ER) S ORE TS5 PATIERE,
- XHF JMX B
M7=
Presto & & hAEEE @M BEE 3 Bl 5519 734 X SQL 5%,  HESE S W NI 5

- ETL

- Ad-Hoc #if

- R ETLEEEE SR R b
- RS YEEIER S MR

TR, Presto 2 —MEEI™ M, HEIFHRIFARN 7R MySQL,
PostgreSQL #f£4ilt) RDBMS BlajE, X355 SRAIR, REGTESILS SR,

i
EMR Presto /= ikR 7 IR Presto A5 LA RILRAE, & Hagin M

© BUSERIH 5373 8h5e il b Y9 ) Presto AL,

- PR AR R T SRR R A AR

- 5 EMR 8PHGEREE S, SOREBIEIRTE OSS KR,
- sk 7724 —i XRS5 .

8.2 RZENI]

8.2.1 RGTHRK
R
Presto IARGAURAI 2

Presto 2RI M/S MRS, H—4 Coordinator 1 sifl1Z4> Worker 15 54k,
Coordinator Azl B 1T1E:

- SR P EWTER, B ERIITIHR, & Worker Wi 5T,
- IifE Worker 1iriafrikaE, &4 Worker 1ixi5 Coordinator 1ixiffRpLpkiEs, LMY
IR,



- HEPr MetaStore Hig,
Worker VA siiis FREUES;, BIdERSRTIINEEMRGZETE, HiT0m, s
WL %4 Coordinator ¥ifs,
8.2.2 B
A4 Presto HHIFEAREE, PAUETE G 2|PE# Presto 3| TEHLH,
BuEEs
BHs B IR SR, Presto fif] Catalog. Schema Fil Table iX3)2858 055 PREE
- Catalog
—A> Catalog PIPAf2 & 24> Schema, B L4gm— A MEBEEREIE, W L@ Connector Vi
M BRI, — XA W] AV — /e 24 Catalog,
- Schema
YT —ANBEEERB], —A4 Schema 152 KEHER,
- Table
R, 5 X BRI,

Catalog. Schema fil Table 2 )% R U FEFIR:

Connector

Presto jfiid #%fh Connector R A ZRIMNBEHETH, Presto Bt v —Eh R SPIHO, HF
A DU X BRI, & HCK Connector, BAEY; ) H & R,

—> Catalog —ft&48 — MU Connector (f£ Catalog ) Properties XfFHhitHE) .
Presto WH 1 Z#l Connector SZHi,

8.23m<{TITHR
AT A GRS T 5 1T 1 ELBRAE Presto PR,
it SSH 5% EMR $KHE, 4T FIHA & ZHEA Presto Pl

$ presto --server emr-header-1:9090 --catalog hive --schema default --
user hadoop

FZEERER N a2

$ presto --server https://emr-header-1:7778 \
-—-enable-authentication \
--krb5-config-path /etc/krb5.conf \
--krb5-keytab-path /etc/ecm/presto-conf/presto.keytab \


https://prestodb.io/docs/current/develop/spi-overview.html

--krb5-remote-service-name presto \

--keystore-path /etc/ecm/presto-conf/keystore \

--keystore-password 8lbal4ce6084 \

--catalog hive --schema default \

—-—krb5-principal presto/emr—-header-1.cluster-XXXX@EMR.XXXX.
COM

< XXXX B ecmid, N—HBBEE, WLUER cat /etc/hosts REL.
- 81bal4ce6084 H /etc/ecm/presto-conf/keystore MERINEM, BIGRBIRZHMNA
.Y keystore.

& MRS SRR & FTRL P an s :

presto:default> show schemas;
Schema

hive
information_schema
tpch_100gb_orc
tpch_10gb_orc
tpch_10tb_orc
tpch_1tb_orc

(7 rows)

T presto --help Rl LURBGEEHIGIIHDL, S ASEOSMRU FHR:

--server <server> # fgECoordinatorfJURI
--user <user> # IEHP4
--catalog <catalog> # feEERI Y Catalog
--schema <schema> # fBEBRIARSchema
--execute <execute> # PUT—KiE, RGBT
-f <file>, --file <file> # PIT—ASQLLE, AREIBRH
--debug # oIRGB
--client-request-timeout <timeout> # e P o, BRI 2m
-—enable-authentication # {HREZ PuiAIE
--keystore-password <keystore password> # KeyStore%®y
--keystore-path <keystore path> # KeyStorepgid

#

--krb5-config-path <krb5 config path>
etc/krb5.conf)
-—krb5-credential-cache-path <path>
--krb5-keytab-path <krb5 keytab path>
--krb5-principal <krb5 principal>

Kerberosph B X fFitie GBI/

Kerberos{B{ReE {7 k1%
Kerberos Key tablepgf?

miff)Kerberos principal

-—-krb5-remote-service-name <name> ZfEKerberosYi AR
--log-levels-file <log levels> YA H BN E SRR

--output-format <output-format>
--session <session>

it S HBdERE, BN CSv
TEMEYE, BT key=value

TEOTE T R R R R R R

--socks-proxy <socks-proxy> PEEACR RS s
--source <source> PEE A MRSource

--version

BN B



-h, --help AR TN LRSS

8.2.4 &K JDBC
Java M ] BA#EH Presto $2419 JDBC driver & 8dE, M 775 % RDBMS s FE 2%
AR,

7£ Maven H15| A\
A DATE pom AN FECES I Presto JDBC driver:

<dependency>
<groupId>com. facebook.presto</groupId>
<artifactId>presto-jdbc</artifactId>
<version>0.187</version>

</dependency>

Driver 268

Presto JDBC driver #fjcom. facebook.presto.jdbc.PrestoDriver,
EEF &

A DA PG A Ui i - i -

jdbc:presto://<COORDINATOR> :<PORT>/[CATALOG]/[SCHEMA]

g :

jdbc:presto://emr-header-1:9090 # OERBEE, EREATY
CatalogfliSchema

jdbc:presto://emr-header-1:9090/hive # ERBEE, i Catalog(
hive)flIBkiAF)Schema

jdbc:presto://emr-header-1:9090/hive/default # #EHEPEE, flifCatalog(
hive)fliISchema(default)

EZSHR

Presto JDBC driver X+#RZZ%, XLSEIEnIPUEI Properties XR{EA, ol PLdid
URL S8, XPRT U250,

B3 Properties MERENRH:

String url = "jdbc:presto://emr-header-1:9090/hive/default";
Properties properties = new Properties();
properties.setProperty("user", "hadoop");

Connection connection = DriverManager.getConnection(url, properties);

iliid URL 2 8UE ARl
String url = "jdbc:presto://emr—-header-1:9090/hive/default?user=hadoop

)
Connection connection = DriverManager.getConnection(url);



HERBUT

SHAWR L{: EaV SEBI

user STRING P4

password STRING g

socksProxy \o\ SOCKS fRBAR 55 sastadik, 41l localhost:1080
httpProxy \:\ HTTP {RBEAR S5 as bk, 41 localhost:8888
SSL true\ A HTTPS i, BRiAK false
SSLTrustStorePath STRING Java TrustStore {12
SSLTrustStorePassword STRING Java TrustStore #h%
KerberosRemoteServic STRING Kerberos 5545k

eName

KerberosPrincipal STRING Kerberos principal
KerberosUseCanonical true\ R4, BIAN false
Hostname

KerberosConfigPath STRING Kerberos Bt B X1 #1%
KerberosKeytabPath STRING Kerberos KeyTab ({I#i%
KerberosCredentialCa STRING Kerberos credential & {713

chePath

Java =l

g —4 Java il Presto JDBC driver [l

// Jn#L3IDBC Driverzk

try {
Class.forName("com. facebook.presto.jdbc.PrestoDriver");

} catch(ClassNotFoundException e) {
LOG.ERROR("Failed to load presto jdbc driver.", e);
System.exit(-1);

}

Connection connection = null;

Statement statement = null;

try {
String url = "jdbc:presto://emr-header-1:9090/hive/default";
Properties properties = new Properties();
properties.setProperty("user", '"hadoop");
/] RIEERMR
connection = DriverManager.getConnection(url, properties);
// fldtStatementiff
statement = connection.createStatement();
/] AT

ResultSet rs = statement.executeQuery("select * from t1");



/] FKIREESR
int columnNum = rs.getMetaData().getColumnCount();

int rowIndex = 0;
while (rs.next()) {
rowIndex++;
for(int i = 1; i <= columnNum; i++) {
System.out.println("Row " + rowIndex + ", Column " + i +
": "+ rs.getInt(i));
}

}
} catch(SQLException e) {
LOG.ERROR("Exception thrown.", e);
} finally {

// FiStatementiR
if (statement != null) {

try {
statement.close();
} catch(Throwable t) {

// No-ops
+

}
/] R
if (connection != null) {

try {
connection.close();
} catch(Throwable t) {

// No-ops
+

}
}

ERARAERIE
n] DUl HAProxy R MR Coodinator, SZBUjE SRS Vil Presto A%
B ete JEdiwiilln
€ [F-ete Sitilhoe Jidiviin 2 LI

1. e R2%E HAProxy
2. 18 HAProxy Bt (/etc/haproxy/haproxy.cfg), B FPN%:

listen prestojdbc :9090
mode tcp
option tcplog
balance source
server presto-coodinator-1 emr-header-1:9090

3. #i)7 HAProxy fli5%

ZUt, WOERRBERSS ek Vil Presto v, Nl RRHERIINRSS o TP SOvCBRSS I TP BRI
nJ,



8.2.5 &1 Gateway 314
AN/ g1 HAProxy R IARBLSINE R Gateway i xi¥ill Presto ARSI 7714, %77 AR
7w R HALAF, 40 Impala %,

Gateway J25 EMR 80T FH—A MM ECS ii5535, wI LA Gateway SB35
LANE, B LUEE R G m > B > Bl Gateway, o] DUEIHHIG v > EEE P >
3 Gateway R AIEHN MR Gateway 19 Ko

Bl
Gateway i mERINCE LS T HAProxy iR55, HEHH,

PGk =i

YIHERACE Gateway {RPELLFFI M, REEACE HAProxy RCEL, *f EMR ##f LHeader
i 359 Presto Coodrinator [ 9090 i 1SRz A CRRBI], ACE SR :

1. Bt HAProxy

jdid SSH ¥ A\ Gateway 1ixi, BX HAProxy WBLE X /etc/haproxy/haproxy.cfgs
NI R

## BCEACHL, FfGateway[r)909 0 1ML 5l
## emr—header-1.cluster-xxxxj9090yi]

listen prestojdbc :9090
mode tcp
option tcplog
balance source
server presto-coodinator-1 emr-header-1.cluster-xxxx:9090

2. BR1FIRH, W M2 EE HAProxy iR55:

$> service haproxy restart

3. BlEZed
T EACE AR QR
Jila) B R il
NN HE X TCP, Fi% 9090 il | 2% 1A T HAProxy A8 Header isi
Coodinator il

F AT LAEI ECS I S MER Header WA 1P, f£H AN PP Gateway Vil
Presto IR% 1,



- w27 Presto MRBliESI: #unique_50

- JDBC Vil Presto FRfligZ W: #unique_51

EMR &2 2588 Presto IRS5 M Kerberos R55#E4TIMIE, Hp Kerberos KDC IRS5 1
F emr-header-1 L, 3I1h4 88, KN TCP/UDP MY, il Gateway Vil @& 2 H:RE
rFIY) Presto iRSS, TE RN Presto Coodinator iIRS5¥H THI Kerberos KDC SEZP{REE, %)
4F, EMR Presto Coodinator EHEERINIEH] keystore BLE CN & emr-header-1, HFEHIM
i, KtFHEEYER CN=emr-header-1.cluster-xxx [fJ keystore,

- HTTPS iNiEAHR

1. AR5 % CN=emr-header-1.cluster-xxx/¥jkeystore:

[root@emr-header-1 presto-conf]# keytool -genkey -dname "CN=emr-

header-1.cluster-xxx,0U=Alibaba,0=Alibaba,L=HZ, ST=zhejiang, C=CN

" —alias server -keyalg RSA -keystore keystore -keypass 8lbal4ce60

84 -storepass 8lbal4ce6084 -validity 36500

Warning:

JKS MM HE B, Bl "keytool -importkeystore -srckeystore
keystore -destkeystore keystore -deststoretype pkcsl2" FEBITIFR

HEFEFN PKCS12,

2. FHUE:

[root@emr-header-1 presto-conf]# keytool -export -alias server -

file server.cer -keystore keystore -storepass 81lbal4ce6084

1EBE S <server.cer> it

Warning:

JKS ZEHFEGHE R, BiIUEH "keytool -importkeystore -srckeystore
keystore -destkeystore keystore -deststoretype pkcsl2" iEBEITIAR

R PKCS12,

3. WlE% P keystore:

[root@emr-header-1 presto-conf]# keytool -genkey -dname "CN=myhost
,0U=Alibaba,0=Alibaba,L=HZ, ST=zhejiang, C=CN" -alias client -
keyalg RSA -keystore client.keystore -keypass 123456 -storepass
123456 -validity 36500

Warning:

JKS RSB HE R, @BIUtH "keytool -importkeystore -srckeystor

e client.keystore -destkeystore client.keystore -deststoretype

pkcs12" JERBENTIARMERN PKCS12,

4. RUEHSASI% i keystore Hi:

[root@emr-header-1 presto-conf]# keytool -import -alias server -
keystore client.keystore -file server.cer -storepass 123456
FiE#: CN=emr-header-2.cluster-xxx, OU=Alibaba, O=Alibaba, L=HZ,
ST=zhejiang, C=CN

Efi#: CN=emr-header-2.cluster-xxx, OU=Alibaba, 0O=Alibaba, L=HZ,
ST=zhejiang, C=CN

JFHIE: 4247108
X001 Thu Mar 01 09:11:31 CST 2018 % Sat Feb 05 09:11:31 CST

2118



UEHEEL:

MD5: 75:2A:AA:40:01:5B:3F:86:8F:9A:DB:B1:85:BD:44:8A

SHAl1: C7:25:B9:AD:5F:FE:FC:05:8E:A0:24:4A:1C:AA:6A:8D:6C:39:
28:16

SHA256: DB:86:69:65:73:D5:C6:E2:98:7C:4A:3B:31:EF:70:80:F0:3C
:3B:0C:14:94:37:9F:9C:22:47:EA:7E:1E:DE:8C
B4R SHA256wi thRSA
jzggﬁ\\#s%‘%ﬁﬁiﬁ: 2048 fii RSA %4

3

P:

#1: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 45 1D A9 C7 D5 4E BB CF BD CE B4 5E E2 16 FB 2F E....N
A

..... R

0010: E9 5D 4A B6 .13,

]

]

ROHEERIES? [5]: &

UET CEs 2N B e

Warning:

JKS HEMHE R, BIUEH "keytool -importkeystore -srckeystor
e client.keystore -destkeystore client.keystore -deststoretype

pkes12" JERENTILRRMERSN PKCS12,
5. R S5 DL P i -

$> scp root@XXX.XxXX.XxX.xxx:/etc/ecm/presto-conf/client.keystore

./
- Kerberos AU

1. @ PP principal:

[root@emr-header-1 presto-conf]# sh /usr/lib/has-current/bin/
hadmin-local.sh /etc/ecm/has-conf -k /etc/ecm/has-conf/admin.
keytab

[INFO] conf_dir=/etc/ecm/has-conf

Debug is true storeKey true useTicketCache false useKeyTab true
doNotPrompt true ticketCache 1is null isInitiator true KeyTab is /
etc/ecm/has-conf/admin.keytab refreshKrb5Config is true principal
is kadmin/EMR.xxx.COM@EMR.xxx.COM tryFirstPass is false useFirstPa
ss is false storePass 1is false clearPass is false

Refreshing Kerberos configuration

principal is kadmin/EMR.xxx.COM@EMR. xxx.COM

Will use keytab

Commit Succeeded

Login successful for user: kadmin/EMR.xxx.COM@EMR.xxx.COM

enter "cmd" to see legal commands.

HadminLocalTool.local: addprinc -pw 123456 clientuser

Success to add principal :clientuser

HadminLocalTool.local: ktadd -k /root/clientuser.keytab clientuser
Principal export to keytab file : /root/clientuser.keytab
successful .

HadminLocalTool.local: exit

2. R E BRI SCAFE VS5 i :

$> sCp root@XXX.XXX.XXX.XxX:/root/clientuser.keytab ./



$> scp root@xXx.Xxx.xxx.xxx:/etc/krb5.conf ./

3. BUEWNEIR PG krb5. conf SUIF, BB RPLE:

[lTibdefaults]
kdc_realm = EMR.xxx.COM
default_realm = EMR.xxx.COM
# R, @%F‘”ﬁ@ﬁiTCPwu’?KDC@F (FIMHAProxy A 32 #FUDPHFY)
udp_ preference limit =
kdc_tcp_port = 88
kdc_udp_port = 88
dns_lookup_kdc = false
[realms]
EMR.xxx.COM = {
# BE MGatewayJ5pmIP

kdc = XXX.XXX.XXX.XXX:88

}
4. B8 P EHL hosts SXIF, BRIAN FA%:

# gateway 1ip
XXX o XXX XXX XXX emr—-header-1.cluster—-xxx

- fit¥® Gateway HAProxy

1. @i SSH ¥ A%l Gateway 1ixi, B¥l/etc/haproxy/haproxy.cfg. MUITMN%E:

listen prestojdbc :7778

mode tcp

option tcplog

balance source

server presto-coodinator-1 emr-header-1.cluster-xxx:7778
listen kdc :88

mode tcp

option tcplog

balance source

server emr-kdc emr-header-1:88

2. fAAR, M FA 2 ERHAProxylis:

$> service haproxy restart

3. BCEZ A

T B BRI

771 HCEL R B

UNUDN B X UDP, Fjk 88 dll | izl 1 HAProxy fA# Header s |
i) KDC

YNUDN HE X TCP, Jrix 88 %1 |1 HAProxy fAfllHeader 1ixi |-
i) KDC




Jili HCE AL Bim

UNTVN HEX TCP, JFRt 7778 ¥ | ¥ I 1 T HAProxy U8 Header 15
1 Coodinator il

I, FMILLEE ECS =l MER Header WWxi2aM 1P, fEH % FPPLLIEE Gateway
Vilnl Presto k%5 7
- f#i/Hl JDBC Vil Presto 7+

AV L

try {
Class.forName("com. facebook.presto.jdbc.PrestoDriver");
} catch(ClassNotFoundException e) {
LOG.error("Failed to load presto jdbc driver.", e);
System.exit(-1);
}
Connection connection = null;
Statement statement = null;
try {
String url = "jdbc:presto://emr-header-1.cluster-59824:7778/hive
/default";
Properties properties = new Properties();
?;oEertiﬁiiiﬁégroperty("user", "hadoop") ;
ttpstHd
properties.setProperty("SSL", "true");
properties.setProperty("SSLTrustStorePath", "resources/59824/
client.keystore");
properties.setProperty("SSLTrustStorePassword", '"123456");
// Kerberosti XAt B
properties.setProperty("KerberosRemoteServiceName", "presto");
properties.setProperty("KerberosPrincipal", "clientuser@EMR.
59824.COM") ;
properties.setProperty("KerberosConfigPath", "resources/59824/
krb5.conf");
properties.setProperty("KerberosKeytabPath", "resources/59824/
clientuser.keytab");
/] QIS , ,
connection = DriverManager.getConnection(url, properties);
g g
// fEtStatement}fR
statement = connection.createStatement();
/] AT
ResultSet rs = statement.executeQuery("select * from tablel");
/] RHEER
int columnNum = rs.getMetaData().getColumnCount();
int rowIndex = 0;
while (rs.next()) {
rowIndex++;
for(int i = 1; i <= columnNum; i++) {
System.out.println("Row " + rowIndex + ", Column " + i +
": " + rs.getString(i));

}
} catch(SQLException e) {

LOG.error ("Exception thrown.", e);
} finally {
// i Statementiff
if (statement != null) {
try {



statement.close();
} catch(Throwable t) {

// No-ops
} .
/] RAE%
if (connection != null) {
try {

connection.close();
} catch(Throwable t) {
// No-ops

INEE

A T HAProxy RIFHUBESCILEIE Gateway 19 xi¥il Presto IR55M751k. %75t
AP R F, 4 Impala,

8.2.6 f£F ApacheDS #1TiAIE
Presto nfDIXTHE LDAP, SZBRH P %iiAIE, HF5E Coordinator 15 xiXf#%& LDAP Hinf

FESR

1. fit® ApacheDS, JEi] LDAPS

2. 1€ ApacheDS H il F s R

3. fitE Presto Coordinator, =A%
4. BuEACE

2 A LDAPS
1. @E ApacheDS 555 fEH Y keystore, HAb B2 '123456':

## fjdtkeystore

> cd /var/lib/apacheds-2.0.0-M24/default/conf/

> keytool -genkeypair -alias apacheds -keyalg RSA -validity 7 -
keystore ads.keystore

Enter keystore password:

Re-enter new password:

What is your first and last name?
[Unknown]: apacheds

What is the name of your organizational unit?
[Unknown]: apacheds

What is the name of your organization?
[Unknown]: apacheds

What is the name of your City or Locality?
[Unknown]: apacheds

What is the name of your State or Province?
[Unknown]: apacheds

What is the two-letter country code for this unit?
[Unknown]: CN

Is CN=apacheds, OU=apacheds, O=apacheds, L=apacheds, ST=apacheds, C=

CN correct?
[no]: vyes



Enter key password for <apacheds>
(RETURN 1if same as keystore password):
Re-enter new password:

Warning:

The JKS keystore uses a proprietary format. It is recommended to
migrate to PKCS12 which is an industry standard format using "
keytool -importkeystore -srckeystore ads.keystore -destkeystore ads.
keystore -deststoretype pkcsl2".

## BBCFR Y, SWApacheDSTEEAT BB

> chown apacheds:apacheds ./ads.keystore

## FIIET.

AR, SR LSRR, X 123456

> keytool -export -alias apacheds -keystore ads.keystore -rfc -file
apacheds.cer

Enter keystore password:

Certificate stored in file <apacheds.cer>

Warning:

The JKS keystore uses a proprietary format. It is recommended to
migrate to PKCS12 which is an industry standard format using "
keytool -importkeystore -srckeystore ads.keystore -destkeystore ads.
keystore -deststoretype pkcsl2".

## FIEBSARGUERE, LHMAIME



E-MapReduce R4 | 8 Presto

> keytool -import -file apacheds.cer -alias apacheds -keystore /usr/
lib/jvm/java-1.8.0/jre/lib/security/cacerts

2. [BXECE, fSH LDAPS
$1JF ApacheDS Studio, BEHFI#RF 13| ApacheDS Jii55:
- DN #¥4: uid=admin,ou=system

- B XHPEE: /var/lib/ecm-agent/cache/ecm/service/APACHEDS/2.0.0
.1.1/package/files/modifypwd. ldif

G G e

\P Browser @ | g <’==(> = = (= [d] *47.11C._.) .0:ldaps - Confiquration |8l Mo entry selected 52 = A8
[ NeN ] Properties for "47.1 "
v = ¢ v [ & 9 1B 7
. Connection v w
o )
‘pening Connection... L AUEL S E L Authentication  Browser Options  Edit Options |
jearches

Jookmarks Connection name: | 47.17 .50 J

Network Parameter

Hostname: I

Port: | 10389

Connection timeout (s): |30 ‘

Encryption method: | No encryptien

Server certificates for LDAP connections can be managed in the
'Certificate Validation' preference page.

Provider: | Apache Directory LDAP Client API

| Check Network Parameter |

] Read-Only (prevents any add, delete, modify or rename operation)

@ cancel apeply and Close
nemiunsW@LmP Servers = B | g Modification Logs [ Search Logs @] Error Log £% EXE® =8

%% Workspace Log

17.1
17.1 Idaps (LDAPS) Message Plug-in Date v
Al e, v v
R | B ¥ = B _ [l *4..140.0808: daps - Confiquration [El No entry selected 53
[ JoN ) Properties for "7 12 mEman"
- < v (& 9 |
| Connection - - -
,
nection... | Network Parameter [WINUS o 0 Browser Options _ Edit Options |
Authentication Method
| simple Authentication
Authentication Parameter
Bind DN or user: ‘ uid=admin,ou=system
Authorization ID {SASL}):
Bind | |
Save password | Check Authentication |
) SASL Settings
b Kerberos Settings
@ Cancel Apply and Close
e
i LDAP Servers =l % Modification Logs  [5) Search Logs &3] Error Log 53

60 SR A : 20190829



R, FIOFECET, B LDAPs, #3011 keystore BEEFIMGECE T, &
17 (ctrl+5s) .

[d) &7 220 =€ L0udaps - Configuration 33 No entry selected e

LDAP/LDAPS Servers

~ LDAP/LDAPS Servers Supported Authentication Mechanisms
| Enable LDAP Server ¥ Simple 7 GSSAPI
Port: 10380 (Default: 10389) 7| CRAM-MDS +| DIGEST-MD5E
Address: 0.0.0.0 {Default: 0.0.0.0) V| NTLM
MbThreads: a8 (Default: 4) N
Provider: | com.foc.Bar
BackLog Size: |50 (Default: 50) -
— +| GSS-SPNEGO
IIJ Enable LDAPS Ser\-'erl
Port: 10636 (Default: 10636) Providar: | com.foo.Bar
Address: 0.0.0.0 (Default: 0.0.0.0) } SASL Settings
NbThreads: 3 (Default: 4)
BacklLog Size: 50 {Default: 50)
b Limits

~ S5L/Start TLS Keystore

Keystore: | [var/libfapacheds-2.0.0-M24 /default/conffads. keyst| | Browse...

Password: 123456

+| Show Eassword
} S5L Advanced Settings

b Advanced

Overview Kerberos Server | Partitions | Password Policies | Replication

3. #HJ3 ApacheDS JIli%
BNERE, T FH 42 E N ApacheDS:

> service apacheds-2.0.0-M24-default restart

#k, LDAPS &g, M52 10636,

@ B:

ApacheDS Studio £ Bug, fEEEMETNIA LDAPS IR55EEN 2ARETF RN, FZREA
FRERIA R IN I KR S 3, A2Rgmisbafdii,

tIZAFER

A HI#E DN: dc=hadoop,dc=apache,dc=org FEIEAHH ),



1. f## dc=hadoop,dc=apache,dc=org 71X, FIFFACE, {EUIFAECE, PR1F (ctrl+s) . &
Jii ApacheDS JRZ54:3

Partitions By e
All Partitions Partition General Details
& emr (o=emr] [JDBM] Set the properties of the partition.
- hadoop (dc=hadoop,dc=apache,dc=org) [JDBEM] Partition Type: = JDBM u
£ system [ou=system) [JDBM] Delete
1D: hadoop
Suffix: dc=hadoop,dc=apache dc=org

Synchronization On Write

Context Entry
Set the attribute/value pairs for the Context Entry of the partition.

Auto-generate context entry from suffix DN

Attribute Value Add...
objectclass domain
ton Edit...
dc hadoop
o hadoep Delete
+ Partition Specific Settings
Cache Size: 100
Enable Optimizer
Indexed Attributes
Set the indexed attributes of the partition.
@ ou[100] Add...
(D apacheAlias [100]
@ uid [100] Edit...
(i) objectClass [100] Delete

(i) apacheOnedlias [100]

Dverview |LDAP,FLDAPS Servers | Kerberos ServerPassword Policiesl Replication |
2. flEm/
SNER, QIR /tmp/users. ldif

# Entry for a sample people container

# Please replace with site specific values
dn: ou=people,dc=hadoop,dc=apache,dc=org
objectclass:top
objectclass:organizationalUnit

ou: people

# Entry for a sample end user

# Please replace with site specific values
dn: uid=guest,ou=people,dc=hadoop,dc=apache,dc=org
objectclass:top

objectclass:person
objectclass:organizationalPerson
objectclass:inetOrgPerson

cn: Guest

sn: User

uid: guest

userPassword:guest-password

# entry for sample user admin

dn: uid=admin,ou=people,dc=hadoop,dc=apache,dc=org
objectclass:top

objectclass:person
objectclass:organizationalPerson
objectclass:inetOrgPerson



cn: Admin
sn: Admin
uid: admin
userPassword:admin-password

# entry for sample user sam

dn: uid=sam,ou=people,dc=hadoop,dc=apache,dc=org
objectclass:top

objectclass:person
objectclass:organizationalPerson
objectclass:inetOrgPerson

cn: sam
sn: sam
uid: sam

userPassword:sam-password

# entry for sample user tom

dn: uid=tom,ou=people,dc=hadoop,dc=apache,dc=org
objectclass:top

objectclass:person
objectclass:organizationalPerson
objectclass:inetOrgPerson

cn: tom
sn: tom
uid: tom

userPassword: tom-password

# create FIRST Level groups branch

dn: ou=groups,dc=hadoop,dc=apache,dc=org
objectclass:top
objectclass:organizationalUnit

ou: groups

description: generic groups branch

# create the analyst group under groups

dn: cn=analyst,ou=groups,dc=hadoop,dc=apache,dc=org
objectclass:top

objectclass: groupofnames

cn: analyst

description:analyst group

member: uid=sam,ou=people,dc=hadoop,dc=apache,dc=org
member: uid=tom,ou=people,dc=hadoop,dc=apache,dc=org

# create the scientist group under groups

dn: cn=scientist,ou=groups,dc=hadoop,dc=apache,dc=org
objectclass:top

objectclass: groupofnames

cn: scientist

description: scientist group



member: uid=sam,ou=people,dc=hadoop,dc=apache,dc=or
PUTURa2, SAHP:

> ldapmodify -x -h localhost -p 10389 -D "uid=admin,ou=system" -w
{#%} -a -f /tmp/users.ldif

HAT5ERIG, WRAE ApacheDS Studio EEZWHXEIMF, W RAOR:

%% LDAP Browser @ & B T = E

e - | |~
v om
¥ 7] Root DSE (6)
¥ ¥ dc=hadoop,dc=a pache,dc=org (2]}
¥ & ousgroups (2)
{#} cn=analyst
{#} cn=scientist
¥ & ouspeople (4]
ﬁ uid=admin
ﬁ uvid=guest
Iﬁ uid=sam
ﬁ uid=tom
b 2 o=emr
b 2 ous=config
b 2 ou=schema
b 2 ou=system
' searches
E]:I]Bcuﬂkmurks

A& Presto
1. J¥Ji Coordinator Https

a. & Presto coordinator f# I keystore

## [HHEMRBIFRYIA L ik keystore
## keystorefhhl: /etc/ecm/presto-conf/keystore

## keystore®jL: 8lbal4ce6084
> expect /var/lib/ecm-agent/cache/ecm/service/PREST0/0.208.0.1.2/
package/files/tools/gen-keystore.exp

b. fit® Presto coordinator At B
Ykt /etc/ecm/presto-conf/config.properties, HMAURH%Z:

http-server.https.enabled=true
http-server.https.port=7778

http-server.https.keystore.path=/etc/ecm/presto-conf/keystore



http-server.https.keystore.key=81bal4ce6084

2. BCEIMIEBI, %A ApacheDS

a. %kl /etc/ecm/presto-conf/config.properties, HMAURH%Z:

http-server.authentication.type=PASSWORD

b. %% jvm.config, MAWTHNE:

-Djavax.net.ssl.trustStore=/usr/lib/jvm/java-1.8.0/jre/lib/
security/cacerts
-Djavax.net.ssl.trustStorePassword=changeit

c. fllE password-authenticator.properties, MAU FHNE:

password-authenticator.name=1ldap
ldap.url=ldaps://emr-header-1.cluster-84423:10636
ldap.user-bind-pattern=uid=${USER},ou=people,dc=hadoop,dc=apache,
dc=org

d. BlE jndi.properties, MAU FH%E:

java.naming.security.principal=uid=admin,ou=system
java.naming.security.credentials={%g}
java.naming.security.authentication=simple

e. ¥ jndi.properties T3] jar furp, Hiil3 presto FE(FHF:

jar -cvf jndi-properties.jar jndi.properties
> cp ./jndi-properties.jar /etc/ecm/presto-current/lib/

BeHA:

- B 3AZSBHTEA LDAP K55, 2, {E Presto LESMACEIXILNSE. Hii

Ml DUER LS 8mE jvm S8H, AN, (SPodiER) : java.naming
.security.principal=uid=admin,ou=system java.naming.security.credentials=

ZVixyOY+5k java.naming.security.authentication=simple

- LWk, &P JNDI S classload fin# jndi.properties XA, BFitt

A DL IX LA 2 B3 jndi.properties iXA4NSCHE

- Presto [ launcher R &8 jar SXFNE] classpath B, FiPUEHIIXA jndi.

properties T jar f2, #W% lib HatH,

3. H)ri Presto, ZItseifiicE

Wi E

fiH Presto cli $EACE & &3

## fEH A sam, A IEWIRYETS



> presto --server https://emr-header-1:7778 --keystore-path /etc/ecm
/presto-conf/keystore --keystore-password 81lbal4ce6084 --catalog hive
--schema default --user sam --password

Password: <A T 1EHaMIE>

presto:default> show schemas;
Schema

tpcds_bin_partitioned_orc_5
tpcds_oss_bin_partitioned_orc_10
tpcds_oss_text_10

tpcds_text_5

tst

(5 rows)

Query 20181115_030713_00002_kp5ih, FINISHED, 3 nodes

Splits: 36 total, 36 done (100.00%)
0:00 [20 rows, 331B] [41 rows/s, 694B/s]

## fERHI P sam, fi ATREAIERY

> presto --server https://emr-header-1:7778 --keystore-path /etc/ecm
/presto-conf/keystore --keystore-password 8lbal4ce6084 --catalog hive
--schema default --user sam --password

Password: <A\ THiIANIZRS>

presto:default> show schemas;
Error running command: Authentication failed: Access Denied: Invalid
credentials

8.3 AR

8.3.1 i
ATEEEWFIBIIIFR NG, A8 RN

- Presto BEFEN) SQL & LMRH
- Presto BEENTEREVAIL 7 14
- K& PrestoBtigEtGifE:, ¥ g Presto B ERIYIGE

8.3.2 SQL F##

8.3.2.1 #{#EKE

Presto BRINSCHRFZ AN WIGRURERMY, WGf/RIRL, B, 8, v, ISR, RN,
Frof OB S 77 S B S BEERR. FFH, B X Presto RS AT Z SR A
P NILE

HERE
Presto PUE SR UM AR :

- BOOLEAN

FoR—AAHIEW, {EMTRUEBKFALSE



+ TINYINT

FoR—A 8 NATF SR, RIS A7 fif
* SMALLINT

FoR—A 16 DTSR, RERIRMSIE A i
- INTEGER

For—A 32 MATF SR, RN 1A i
- BIGINT

Fr—A 64 MATF SRR, RSB A2 i
- REAL

—A> 32 N B RS IE I [IEEE-754] — MR s BUa 9
- DOUBLE

—A> 64 N ZFEIEIN[IEEE-754] — MRV s BUa 9
- DECIMAL

— AN EEREEREUERR, R 32 Fs 38 ALY, AL 17 MU MERERAF. € X
DECIMALRMI BN F B WiE A I S 4L :

1. K5 (precision) EELAMINE, AEEFFSH
2. {6lH (scale) /MENIEL, wESEL, BRiIAMO

A fl: DECIMAL '-10.7'"iZ{HP]HIDECIMAL (3, 1) RMFIR,

RGP BUE S A SR A G -

BRR! (DA B/IMA 12N

TINYINT 8 bit -2~7 2~7-1

SMALLINT 16 bit 2715 2~15-1

INTEGER 32 bit -2~31 -2~31-1

BIGINT 64 bit -2763 -2263 -1
FRRE

Presto PESZFFUN R LR 45305 :


https://en.wikipedia.org/wiki/Two%27s_complement
https://en.wikipedia.org/wiki/Two%27s_complement
https://en.wikipedia.org/wiki/Two%27s_complement
https://en.wikipedia.org/wiki/Two%27s_complement
https://en.wikipedia.org/wiki/IEEE_754
https://en.wikipedia.org/wiki/IEEE_754

* VARCHAR
For— B REN PRI, nJURBERAKE,

~l: VARCHAR, VARCHAR (10)

* CHAR
FoR A BEE RER AT HRE, R PEE AT BRE, AMaElEiA 1,

Bl CHAR, CHAR(10)

(::j IR
fag 7 KENFFRERAE 5 EKEHRN R, WRAFRPERENM e KE, WA
REF A W2, HaRsas 52, ik, mAmR—RFRsB,
REMKER XA—F, KZEATRERSE,

* VARBINARY R —Hen] 2K R — iEHIEdE.

=ECE:NE
Presto PNELSZREUN R JURPIRF fIA1 H SR :
- DATE
FoR— N HERN B, HIEEESE, H. H, (RN R,
;~f: DATE '1988-01-30'
- TIME
FOR—AMR, WEERE, 53, Bb. 22D, ISHRISEINT DU XA 7B 1
il
- TIME '18:01:02.345', EMNDX@EX, HHRGEMN X7,
- TIME '18:01:02.345 Asia/Shanghai', AKX, A RN XELTEN
- TIMESTAMP
TR BRI 7B, MRS T HIME M NER, BUETEREDY ' 1970-01
-01 00:00:01' UTCH|'2038-01-19 03:14:07' UTC, ZHFdiHm X HEITIEM,

~fll: TIMESTAMP '1988-01-30 01:02:03.321', TIMESTAMP '1988-01-30 01:02:

03.321 Asia/Shanghai'



- INTERVAL
FENFREHRFERD, TR0k, ARnl ORI TILIA:
- YEAR-4E
- QUARTER - %

- MONTH- H

- DAY- R

- HOUR - /I

- MINUTE - %38h
- SECOND - f»

MILLISECOND - ZFfb

7 Hl: DATE '2012-08-08' + INTERVAL '2' DAY
SR
PrestoMNE X2 AR BRI, DUESZREME 555, XAt
- JSON

FORTBN—A JSON 4578, fHE JSON M4, JSON #i4H. JSON A (BUAsR 1T H), &
AR I true. false ARFRZMInull,

ZN/E

- JSON '[1, null, 1988]"

- JSON '"{"k1":1, "k2": "abc"}'
- ARRAY

FoR— B, BAPEN TR,

afl: ARRAY[1, 2, 3]
- MAP

FoR—PWURRR, HEBEFEBEH A,

A l: MAP (ARRAY['foo', 'bar'], ARRAY[1l, 2])
- ROW

For— 178, TP EATIATIBM B, Bl RIS . IR +544 075 XK i T 28 5,

~l: CAST(ROW(1988, 1.0, 30) AS ROW(y BIGINT, m DOUBLE, d TINYINT ))



- IPADDRESS

FoR—A IPv4 5L IPvo Hitht, PIERSEEE L, ¥ IPv4 JEBEK TPve HisikfEH (IPv4 2| IPvo
S .

~5l: IPADDRESS '0.0.0.0', IPADDRESS '2001:db8::1'

8.3.2.2 F AR IR (ERT

8.3.2.2.1 ZiEEBERHF
Presto %5, sk, IESUNBHHRMERT, JFRRS NULLS SIRIIESE, IR

SELECT CAST(null as boolean) AND true; —--- null
SELECT CAST(null AS boolean) AND false; -- false
SELECT CAST(null AS boolean) AND CAST(null AS boolean); -- null

SELECT NOT CAST(null AS boolean); —-- null

SEREIB T R E R PR

a b aANDD aORb
TRUE TRUE TRUE TRUE
TRUE FALSE FALSE TRUE
TRUE NULL NULL TRUE
FALSE TRUE FALSE TRUE
FALSE FALSE FALSE FALSE
FALSE NULL FALSE NULL
NULL TRUE NULL TRUE
NULL FALSE FALSE NULL
NULL FALSE NULL NULL
%Ah, NOT NULLIIEEFMNULL,
8.3.2.2.2 LR EFNIZE T

ELBARIERT
Presto SCHFI LRV RIS :
PRAIERF il

< INF



https://tools.ietf.org/html/rfc4291.html#section-2.5.5.2
https://tools.ietf.org/html/rfc4291.html#section-2.5.5.2

BRAETY B

> AF

<= INFET

>= KTFF

= FT

<>/1= AET

[NOT] BETWEEN { X [A]/rF min il max Z[{]
IS [NOT] NULL Hli2 0 NULL

IS [NOT] DISTINCT FROM

AT HRAMERE 3. — BB, NULL
YERAE SCBHBTEE, [EMAENULL 250 Eb
#BZIRMINULL, {HRAIS [NOT] DISTINCT

FROMIGNULLIEM{EALBE, RN TRUEBKFALSE

o]

ELERER R

Presto $&fft v 4 FILA FEBRA RS BREL :

* GREATEST

YN8

A l: GREATEST (1, 2)

- LEAST
i Il i/ MHS
ml: LEAST(1, 2)

ELEAR KBS TR IB

Presto JOFEE 7 JLA ELBHIDC B IR, W DARTS LEReih UIFIARE) . BER SR :

<EXPRESSION><OPERATOR><QUANTIFIER> (<SUBQUERY>)

flan :
SELECT 'hello' = ANY (VALUES 'hello', 'world'); —-- true
SELECT 21 < ALL (VALUES 19, 20, 21); -- false

SELECT 42 >= SOME (SELECT 41 UNION ALL SELECT 42 UNION ALL SELECT 43);

-—- true

Hop, ANY,ALL,SOMESESE LERIE RIEIE,




>

= ALL (...) AFMIPAETEHS, WEEM TRUE

© A <> ALL (...) AMIEFEAME, WHRM TRUE

- A < ALL (...) A/NFPirF1{E, MR TRUE

© A = ANY (...) A HEEETHAB—AME, WM TRUE, FFH5A IN (...)

© A <> ANY (...) A REMHEHP—/MEAHE, WHRE TRUE, FHr5A IN (...)
© A < ANY (...) A HBUNFHP—AME, WEEF TRUE

ANYFISOME % SR, i FH IS a] DA #6,

8.3.2.2.3 FHRIEL
SRPFRIKIR BB T 255084, Presto HHUIIF UM PF RIS

- CASE #jAX
1EbRUESQLH, CASEFRIBNAMMARIIIER, WTFHR:

CASE expression
WHEN <value|condition> THEN result

[ WHEN ... ]
[ ELSE result]
END

CASEiEf It texpressionfllvalue | conditionME, %4k, WIRFFS (HHERAA
PLic) R mEEE R,

2N/ B
-—— FLEHAE
SELECT a,
CASE a
WHEN 1 THEN 'one'
WHEN 2 THEN 'two'
ELSE 'many'
END
-—— WRFMRIEA
SELECT a, b,
CASE
WHEN a = 1 THEN 'aaa'
WHEN b = 2 THEN 'bbb'

ELSE 'ccc'



END

- IF B8

IFRREUR — R AR ELER AL, H PR E IR EN G L, HRREAUT:
IF(condition, true_value, [false_value])

W conditioniBMITRUE, WIEHEGRNItrue_value, HMIRM false_value, HH,
false_valuen[iE, AZEEWERMINULL,

- COALESCE

COALESCEMBUR MBS BAINFEHH —~ N ARNULLNZE, HIGHB AT :

COALESCE (valuel, value2[, ...])

- NULLIF

NULLIFFEfEvaluelSvalue2 iR, IBMINULL, BB valuel, PAEMER LU :

NULLIF(valuel, value2)

- TRY

TRYF = HiikexpressionitBid Pl A%, JFRMINULL, TRYHIIRM 5 WU FIL
xK:

- BRFERHE, Wix/o0

- RAUEHESIR

- BERER

JAHMCOALESCE—REMEA], DAMEAEHEIN, RMBEME. EHTEWTR:

TRY (expression)
ZNE

——- COALESCERITRYEACHEM, fEpackages=0, JlilBrT R, RFERIME (O) ,
SELECT COALESCE(TRY(total_cost / packages), 0) AS per_package FROM
shipping;

per_package



(4 rows)

8.3.2.2.4 3L R £X

Prestof2fitén 74N R ILA AR L pR L :

- CAST
ERRIREATIER,  FURTE IR R DA e th S hE . BERIDS TRINE
CAST (value AS type) -> valuel:type

- TRY_CAST
5 cASTUIREMN], HURTE LA AR, JRMINULL, fERTEANT:

TRY_CAST (value AS TYPE) -> valuel:TYPE | NULL

- TYPEOF
SN EE U P T R L TS (I
TYPEOF (expression) -> type:VARCHAR
il :

SELECT TYPEOF(123); -- -integer
SELECT TYPEOF('cat'); —-- varchar(3)
SELECT TYPEOF(cos(2) + 1.5); —-- double

8.3.2.2.5 HMF R S5IEZEN

AR
BAETF BEOA
+ m
1
* 3
/ bR CREEUHRR = #RI)
% R
RPN
Presto $2fft v 10 FEMBEARE, W RRFR:
PRI%Y Bk BiA

abs abs(x) — X




EiE4 (373 BLH

cbrt cbrt(x) — double S AL RYALAR i

ceil ceil(x) R x K/ VS, 2
ceilingsl44

ceiling ceiling(x) R Ee x RRE/ VRS

cosine_similarity

cosine_similarity(x, y) —
double

IR [l B AR B ARG
J

degrees degress(x) -> double o H R B A

e e()->double FRER 3 2L

exp exp(x)->double TR EL

floor floor(x) FKBUNT x i KR8
from_base from_base(string, radix) — | JKEUFHRIE, ZIERHEEL

bigint

M radix

inverse_normal_cdf

inverse_normal_cdf(mean,
sd,p)->double

HREEIESDG GHE, i
HEZERRIRER) KR4
FRRN R

In In(x)->double 1% 1] B 2O BUE

log2 log2(x)->double IR BL 2 IR

log10 log10(x)->double IR L 10 MRS

log log(x,b) -> double IR[BIEL b A B 4

mod mod(n,m) iR\ n/m W55

pi pi()->double JRIF# 5L P

pow pow(x,p)->double R x~p BME, powerfJ5l4

power power(x,p)->double HHE x~p E

radians radians(x)->double 5 FE R R

rand rand()->double RE— A RBEHLEL, R MHERE
FI4[0.0,1.0), randomi%514%

random random()->double R BENLEL, IR A
[¥15[0.0,1.0),

random random(n) WA IBEDLEL, IR MHEYE
FE25[0.0,n)

round round(x) B x R R,




PR 7373 BiHH

round round(x, d) 1B x R, Rz
/N d o

sign sign(x) TFSs, x M s, wm
4 x=0, &F0; x>0, &MI1;
x<0, JBE-1, x UIRRITN
B, WY x4 NaN i, &l
Nan; 24 x Ay +oo I, jR[EI1
5 2xh-colif, JRMI-1,

sqrt sqrt(x)->double 75 MR A%

to_base to_base(x, radix)->varchar |i&M x P radix JFEE0¥) 51
B

truncate truncate(x) — double BRHEEEE 7

width_bucket width_bucket(x, bound1, |[3kH{ x 7E[bound1, bound2

bound2, n) — bigint REFIM n 895 577 EPE

bin

width_bucket width_bucket(x, bins) R x TE5 € A E 5 Evh
i bin

acos acos(x)->double IRE x [ RAREAE, x Ml

asin asin(x)->double REL x R IEZME, x RIlE

atan atan(x)->double R x )R IEVIE, x Aol

atan2 atan2(y,x)->double IREL y/x R IEVHE, x M9k
JE

cos cos(x)->double RH x WIARuzAl, x ol

cosh cosh(x)->double IRH x W AR5E M6, x il
JE

sin sin(x)->double IRE x IIESEAE, xRl

tan tan(x)->double R x IEYHE, xRl

tanh tanh(x)->double FRH x W HEYE, x il
JE

infinity infinity() — double REUETCTT B AL

is_finite is_finite(x) — boolean HIWT x RS A FREE

is_infinite is_infinite(x) — boolean Hlthr x & & I BUE

is_nan is_nan(x) — boolean Al x R EA R AN EUERE

2% B




PRIY [[£3F5 Bim

nan nan() PFW—NFRNAN (not-a-
number) %

8.3.2.2.6 [ iIZH K%K
Presto $24it 7 R IURM IS F %L :

BRI E (52375 B
bit_count bit_count(x, bits) — bigint |i&[m x [FFMSHE 1 FIREL
bitwise_and bitwise_and(x, y) — bigint | 5%
bitwise_not bitwise_not(x) — bigint HAESAE
bitwise_or bitwise_or(x, y) — bigint | k%L
bitwise_xor bitwise_xor(x, y) — bigint | #iskpA%L
bitwise_and_agg bitwise_and_agg(x) — &Il x WA AR S ERESS
bigint B, x g
bitwise_or_agg bitwise_or_agg(x) — bigint | &l x Wi {Er sk iR/Ess
R, x g
il :
SELECT bit_count(9, 64); —- 2
SELECT bit_count(9, 8); -- 2
SELECT bit_count(-7, 64); —- 62
SELECT bit_count(-7, 8); -- 6

8.3.2.2.7 Decimal K%k
SEE
BT I 2k 7 — A h DECTMA LRI 1 2 -

DECIMAL 'xXXX.yyyyy'

DECIMAL Fhi&EMprecisionfHZRHFZNBHHFE (BT F0) , MiscalefH/N N
W (EFSEER0) , »AEIWE:

i R
DECIMAL ‘0’ DECIMAL(1)
DECIMAL ‘12345’ DECIMAL(5)
DECIMAL ‘0000012345.1234500000’ DECIMAL(20, 10)




EZEA
B RMADECIMALKRRIE R x, y:

- X :DECIMAL (xp,xs)

- y:DECIMAL (yp,ps)
PN ERIESSRAIZEN, SR -
- X + yBix -y
B precision = min(38, 1 + min(xs, ys) + min(xp-xs, yp-ys))
B scale = max(xs, ys)
- X %y
M precision = min(38, xp + yp)
B scale=xs +ys
- x /[y
B precision = min(38, xp + ys + max(0, ys-xs))
B scale = max(xs, ys)
- X%y
B precision = min(xp - Xs, yp - ys) + max(xs, bs)

B scale = max(xs, ys)

- BB HAF
DECIMALR] DAfE Fbritk L s BAFRIBETWEENFIT LR IBHL,
- —JisBRF

DECIMAL R BAfE ] —Jeia AT - B b dl,
8.3.2.2.8 FFKIEX
BHEIZE
R | PaRAF LR FIF R I,
FRIEE
THRIIM T Presto LHHIFIFAEL:



Eib €

[[£3F5

Bim

chr chr(n) — varchar i&[u] UCP(Unicode code point)
nfER— A FAFIR .
codepoint codepoint(string) — B FFstringff) UCP {H
integer
concat concat(stringl, ---, stringN |7 H, TRER | | IBR5F

) — varchar

hamming_distance

hamming_distance(stringl
, string2) — bigint

IR I AT H Z T T
B EE, WM TRHBRIRE
PLIZHAE

length length(string) — bigint PG E K dEEli) 3¢
levenshtein_distance levenshtein_distance( BB Z [
stringl, string2) — bigint | Levenshtein %u#H i
lower lower(string) — varchar N
upper upper(string) — varchar | ¥l KE
replace replace(string, search) > | HIZBZREREMZ T istring
varchar Hfllsear chifFI 5
replace replace(string, search, M replace RiF iy i
replace) — varchar stringHfllsearchifFIi+
H
reverse reverse(string) — varchar | R¥E7IFH
Ipad Ipad(string, size, padstring | Flpadstring \/eiiFialse
) — varchar FRHstring MK E N
sizeJFfFH, padstringh
fENZS, sizeAHENO.
rpad rpad(string, size, padstring | Flpadstring MGIITFIGIE R
) = varchar FrR B string HAERKE N
size A i, padstringh
fENZS, sizeAHENO.
Itrim ltrim(string) — varchar TR B2 AT
rtrim rtrim(string) — varchar THIBR G B2 E AT
split split(string, delimiter) — |2 F4FH
array
split split(string, delimiter, Peor P e, MNEBEIR MR

limit) — array

il



https://en.wikipedia.org/wiki/Hamming_distance
https://en.wikipedia.org/wiki/Hamming_distance
https://en.wikipedia.org/wiki/Levenshtein_distance
https://en.wikipedia.org/wiki/Levenshtein_distance

Eib €

[[£3F5

Bim

split_part

split_part(string, delimiter
, index) — varchar

M ndex T UGEHR 77 74
i, index M 1 I8,

split_to_map

split_to_map(string

, entryDelimiter,
keyValueDelimiter) — map
<varchar, varchar>

BB — T map

strpos strpos(string, substring) — &R —MFE BN AP
bigint 5, S MNIIFG. B EINGE
5 0,
position position(substring IN IR ] ER G E AT BRI
string) — bigint YaRhE
substr substr(string, start, [length | BHUME s tar thi BRI
1) = varchar FHRAEFS NG KES
ik,
Unicode #HXB9K %X

- normalize(string) > varchar

FRHYENFC bRUEIE 74T .

- normalize(string, form) > varchar

ARSI R P AT, formali&gn T :

NFD Canonical Decomposition

NFKD Compatibility Decomposition

© to_utf8(string) > varbinary

&R UTF-8 #4547 H

+ from_utf8(binary, [replace]) > varchar

NFC Canonical Decomposition, followed by Canonical Composition

NFKC Compatibility Decomposition, followed by Canonical Composition

¥ G ER UTF-8 2457k, JHRFS IS replaceB, WS EAE, Bilh
Unicode FfFU+FFFD, TEIERINE, replace BBt NFIF, I FAT,

8.3.2.2.9 IENIFRET

PrestoffiffiJava PatternfyIEMIZFIARIEL, HLAILMIS, WFR:



https://en.wikipedia.org/wiki/Unicode_equivalence#Normalization
http://docs.oracle.com/javase/8/docs/api/java/util/regex/Pattern.html

- B
- fER R TR
- ATEZIEFF M \n
- A diEm
- KNG USRI
- RS
- ARl
ASEHF bR SCBURPLAL
AR R R BB IL AL
- A%¥Ff Surrogate pairs

- 1 Unicode U+10000 &4 ffiH\x {10000} KFR, MIAREAR \uD806\uDCOOKFN
- AR FRRP AR E AT, JFHBEAMME, B2, SRR\ bR
© AZFHEFRFR (W[A-2123]) HEEH\QRINE
- fEUnicode ¥ 5K (\p{prop}) M= HF LAFEM A :

- AXF PRI, fEAoldItalicfVEFold_Italic

- AEFHMERIs,script=,sc=RigEA, Fmikz i e BEMEHINA%, W\p{Hiragana
},MiA St \p{script=Hiragana}

- AXFHEHblock=,blk= kIR, HEEHEMHIn, W\p{InMongolia}

- AXFHERIIs, general_category=, gc=RfGEN Y, EHIBMHINAR. W\p{L].

- EEEH OER)EY:, @R \p{NoncharacterCodePoint}fifs2\p{IsNonchara

cterCodePoint}

/4] Presto B EMIZEIR A RREL :

© regexp_extract_all(string, pattern, [group]) » array<varchar>

R Histring i SikpatternlU i ¥, patterntPUUREEM 10 dRgYRE, W
PGB B groupZ ¥y, T HHIVLACIRANHARAL

ZN

SELECT regexp_extract_all('la 2b 14m', '\d+'); -- [1, 2, 14]


https://docs.oracle.com/javase/8/docs/api/java/util/regex/Pattern.html#gnumber%C3%9F

SELECT regexp_extract_all('la 2b 14m', '(\d+)([a-z]+)', 2); —- ['a',
lbl, lml]

* regexp_extract(string, pattern, [group]) > varchar

YiRERHE S regexp_extract_allRfEl, FURARREBURIGE — M ILACIETR,

il
SELECT regexp_extract('la 2b 14m', '\d+'); - 1
SELECT regexp_extract('la 2b 14m', '(\d+)([a-z]+)', 2); —- 'a'

© regexp_like(string, pattern) > boolean

AW FF s tringh 2GS GpatternBi X7, WEIRFPITRUE, HWEEFFALSE,
AEFEIINEES SQL rPLIKEIIIRERIIL, AFRIRLIKERLILACRE MBI, A
BT E 5 BN LA H BB R TRUE,

il

SELECT regexp_Llike('la 2b 14m', '\d+b'); -- true

* regexp_replace(string, pattern, [replacement]) > varchar

HreplacementBF B stringirGfF i patternf 78, replacementn]i%, A
BB B (BUMBRPLECH FH2)

nJPEN fEreplacement i $g (GHIERALINFS, MIJFMR) 8RS {4485k} KRB B
KM, FITFS sfEreplacementFH PR\ $RETTHE S,

2N
SELECT regexp_replace('la 2b 14m', '\d+[ab] '); -- '14m'
SELECT regexp_replace('la 2b 14m', '(\d+)([ab]) ', '3c$2 '); -- '3ca
3cb 14m’'

- regexp_split(string, pattern) - array<varchar>
HEFTBLA 7 HipatterntRsr 71T, BRBIRIBIIAS TR,
o
SELECT regexp_split('la 2b 14m', '\sx[a-z]+\s*'); -- ['1', '2', '14
oo R — BR—ANE
8.3.2.2.10 Z#HH K%K
PHEIEHT
BT | ISR MR DR,



PR ik e

length length(binary) — bigint IR ] — SR 1 R

concat concat(binaryl, ..., 2 bR DR —iE
binaryN) — varbinary

to_base64 to_base64(binary) — R HEHI Y base64 g%
varchar

from_base64 from_base64(string) — base64 fi#hY
varbinary

to_base64url to_base64url(binary) — i/ URL ‘€274
varchar base64 %

from_base64url from_base64url(string) — | il URL Z2fFi4T
varbinary base64 fifh%

to_hex to_hex(binary) — varchar | 3G9 N 16 HEHI7=FF
H$
from_hex from_hex(string) — ¥ 16 HERISRADIT724F BB AR ik
varbinary e iyl

to_big_endian_64

to_big_endian_64(bigint)
— varbinary

# bigint %% 6400 K%
i T

from_big_endian_64

from_big_endian_64(
binary) — bigint

64 RS RS — RE
154% bigint J38IME ¥

to_ieee754_32

to_ieee754_32(real) —
varbinary

WISIEEE 75487k, 1%HrEE
TP I BUGRAS R— A 32 DR
TR R

to_ieee754_64

to_ieee754_64(double) —
varbinary

YSIEEE 754%83%, 10U %
17 I BUGRAS R —A 64 DK
TR R

varbinary

crc32 crc32(binary) — bigint HHE ZHEHBRAICRC 32 {6

md5 md5(binary) — varbinary | 8 ZHERISMD 5 KA

shal shal(binary) — varbinary | ZiFRIBUFISHA 1 15416

sha256 sha256(binary) — HEHERIPISHA 256 WA
varbinary Iz

sha512 sha512(binary) — T R ISHA 512 WA
varbinary 1H

xxhash64 xxhashé64(binary) — HRE HHIPUNXXHASH 64

fd



http://grouper.ieee.org/groups/754/
http://grouper.ieee.org/groups/754/

8.3.2.2.11 HHARY[E) AL IR R 2K
EABRIBS IS RAF T

Presto SZFFM i H AN T ERVERF+ Rl -

N/ E

-—— +

date '2012-08-08' + qdinterval '2' day --- 2012-08-10

time '01:00' + 1dinterval '3' hour -—— 04:00:00.000
timestamp '2012-08-08 01:00' + 1dinterval '29' hour --- 2012-08-09 06:00
:00.000

timestamp '2012-10-31 01:00' + 1dinterval 'l' month --- 2012-11-30 01:00
:00.000

interval '2' day + interval '3' hour -—- 2 03:00:00.000
interval '3' year + dinterval '5' month === F=5

date '2012-08-08' - qinterval '2' day -—- 2012-08-06

time '01:00' - -dinterval '3' hour --— 22:00:00.000
timestamp '2012-08-08 01:00' - 1dinterval '29' hour --- 2012-08-06 20:00
:00.000

timestamp '2012-10-31 01:00' - dinterval 'l' month --- 2012-09-30 01:00
:00.000

interval '2' day - dinterval '3' hour -—- 1 21:00:00.000
interval '3' year - dinterval '5' --— month 2-7

B X ¥ %

AT TIME ZONERFERF, wIDLSZBRNT X #54,
il

SELECT timestamp '2012-10-31 01:00 UTC';

--- 2012-10-31 01:00:00.000 UTC

SELECT timestamp '2012-10-31 01:00 UTC' AT TIME ZONE 'Amer-ica/
Los_Angeles';

--- 2012-10-30 18:00:00.000 America/Los_Angeles

B 810 B HA Bk 2K
- FEARHEL
[ Wik ooAili]
current_date current_date -> date IR 8] 25 (5 0 S Ah ) H
current_time current_time -> time with | &M i} ja]
time zone
current_timestamp current_timestamp -> AR e 4 i A
timestamp with time zone
current_timezone current_timezone() = IR P YR X
varchar




PR Wik i
date date(x) — date 1 H )1 B R H 91
2% &

from_iso8601_timestamp |from_iso8601_timestamp( | ¥ ISO 8601 &=y i
string) — timestamp with | SRR I DX RIS &
time zone

from_is08601_date from_is08601_date(string | %% ISO 8601 &%=\ H 71
) — date SRR H DI 22 B

from_unixtime from_unixtime(unixtime | ¥FUNIXI 2Lk
, [timezone_str]) — ] DU IR XD,
timestamp

from_unixtime from_unixtime(unixtime | % UNIX B8RS R I DX
, hours, minutes) — E#Z &, hoursfliminutes
timestamp with time zone | ZHRIN X R &,

localtime localtime -> time RECY RN )

localtimestamp localtimestamp -> RECY A%
timestamp

now now() — timestamp with | ZREBCYFGINE], current_ti
time zone mef¥15145

to_is08601 to_is08601(x) — varchar | ¥ x#:#pRISO86011% 5

Fres, IXHL ] PUJZEDATE,
TIMESTAMP [with time
zone]iXJL I,

to_milliseconds

to_milliseconds(interval)
— bigint

RIS R S R FNEad R
=732

to_unixtime

to_unixtime(timestamp)
— double

T} I REEE ik UNIX I )

HE:

S T3 SQL b, AR IERSS :

current_data

- current_time

- current_timestamp
- Tlocaltime

- localtimestamp




AT R Z3CRE IR ) H J01 28 B Fe e A AR TR, R i s AN 1) HBOMEL, RERI D5 TRR -
date_trunc(unit, x) -> [5 x HIFZHER]
Hrpy unditaf DOZEQT R LAMA:

second, BIREIFD

- minute, BINEHP

- hour, EIXE/

- day, #IREIR

- week, EIREIEM

- month, #EJINEIH G

- quarter, BRFIFE

year, BIEE

+ IRkl ) P e £

Presto $2{P A RBUN TS TImIBE TR, S0l

- date_add(unit, value, timestamp) > [same as -input]
HHEAER R EIEE, KR TPONR, 7 ahL,

- date_diff(unit, timestampl, timestamp2) -> bigint
HEMA IR IR IR I T bR, 3 S,

EEMNAEEP, undta] DUELNRILAME:

- ns, 44F

- us, ¥

- ms, 2

- s’w

- m’ﬁ

- h, /NI

- d)}{



+ SIS e S R A

Presto $2fft ¥ \—4> A& Rrh i e i e e x trac t, AL :
extract(field FROM x) - bigint

Horp SOZHRINY BN RS R, e ld BRI, nlE RYIR M :

- YEAR, %E

- QUARTER, ZJ¥

- MONTH, ZJE

- WEEK, %M

- DAY, R

- DAY_OF_MONTH, —/AHWEILE
- DAY_OF_WEEK, —RHIHhisILK
- DOW, [RIDAY_OF _WEEK

- DAY_OF_YEAR, —4EHIBJLE

- DOY, [A]DAY_OF_YEAR

- YEAR_OF_WEEK, ISO WeekH 4y
- YOW, [RJYEAR_OF_WEEK

- HOUR, /P

- MINUTE, 4y

- SECOND,

- TIMEZONE_HOUR, /i, 3FIFIX

- TIMEZONE_MINUTE, 4r%h, X

MY TiEER, Presto $ReE v 4N RlBIEFEL :

PR (373 BLH

day day(x) — bigint IR B 25 H R —A H i
JLR

day_of_month day_of_month(x) — bigint | [Flday

day_of_week day_of_week(x) — bigint | i& P24 H R — KL
PS

day_of_year day_of_year(x) — bigint | &[] 2§l )2 — 4R L
PN



https://en.wikipedia.org/wiki/ISO_week_date

[ Wik i

dow dow(x) — bigint [flday_of_week

doy doy(x) — bigint [flday_of_year

hour hour(x) — bigint 1B 125 I )R /NN Y, BRUE
Y6 [0, 23]

minute minute(x) — bigint IR EW MNP e, Bz
JEHEIN[0, 59]

month month(x) — bigint RMIGEN A Gy, BUEE
FlN[1, 12]

quarter quarter(x) — bigint 3B [l 255 5 I i) o D ) 2=

second second(x) — bigint R mga e e, Bzl

FI9[0, 59]

timezone_hour

timezone_hour(
timestamp) — bigint

IR B IX ES o, BAf/]h

timezone_minute

timezone_minute(
timestamp) — bigint

TR kS i, AN Bh

week

week(x) — bigint

B M PR ILAME R,
{HIERFI[1, 53]

week_of_year week_of_year(x) — bigint | [Aweek

year year(x) — bigint IR Bl 25 5 N ) R AR O E

year_of_week year_of_week(x) — bigint |i&[PIx(ISO Week#zX) H 145
fr

yow

yow(x) — bigint

[Alyear_of_week



https://en.wikipedia.org/wiki/ISO_week_date

- MySQL HHipa%k
Presto #2417 A H TR DS EREL, H 3% MySQL W H KK Edate_parsefll

str_to_date,Eff15Hid:
- date_format(timestamp, format) > varchar

il format{fbtimestamp,

- date_parse(string, format) > timestamp
& formathgaXEHT H 2w &
Presto 3§ MySQL 57 5 R&FR:

5 Be

%a WS (Sun .. Sat)

%b HH#E (Jan .. Dec)

%c Ay, .. 12), AafBCR0

%d HYRE, #5701 .. 31), AnfBANO

%e ARE, By (1..31), AABLRO0

%f Y% (6 digits for printing: 000000 ..
999000; 1 - 9 digits for parsing: 0 ..
999999999)

%H /N (00 .. 23)

%h /MR (01 .. 12)

%I N (01 .. 12)

%i 5381 (00 .. 59)

%)j —AERYEEJLR (001 .. 366)

%k /NI (0 .. 23)

%1 /NI (1 .. 12)

%M A48k January .. December)

%m Ay, By (01..12) [4]

%p AM / PM

%r iFwl, 12/ (hh:mm:ss AM/PM)

%S (00 .. 59)

%s # (00 .. 59)




5 BEHH

%T I, 24hour (hh:mm:ss)

%V 4] (01 .. 53), SB—F MW —, Sexilad
H

%W 248 (Sunday .. Saturday)

%X Wy, By, ML, B RANEN—

%Y Wy, B, M

%y Gy, By, 20%, FoRERTEREM[1970,
2069]

%% FToRTIF ' %!

= B

Presto HREIAXZFFHIFFESH: %D %U %u %V %w %X

- Java HIIPAEL

THIRBOH T % Java FHIEX (JodaTime Pattern) .

- format_datetime(timestamp, format) - varchar, I HEL

- parse_datetime(string, format) > timestamp with time zone, fRHTINRIEK

AT

8.3.2.2. 12 BHXE

ROMBAAN TR
- EA A BIRG
R 12 O S (] RS

HRTR I R AR AL HN BInu T UE, JFHARA NESI Anu T, BElnull, Hitf

BIsr, WRILAREEE:
- count

- count_if

- max_by

- min_by

- approx_distinct



http://joda-time.sourceforge.net/apidocs/org/joda/time/format/DateTimeFormat.html

BARGREK

PR ik BiHH
arbitrary arbitrary(x) — [same as FEHLIR ] x i —A4E null {6
input]
array_agg array_agg(x) — array<[ Xt PN pIve Ll 2t
same as input]>
avg avg(x) — double REAPIMH
avg avg(time interval type) — [ T4 AN ]33 -2 0 0]
time interval type ]
bool_and bool_and(boolean) — WP A AR TRUE
boolean , W& TRUE, W& [u
FALSE
bool_or bool_or(boolean) — RN FAIPE— N
boolean True, WHRM True, HWIR
[v] False
checksum checksum(x) — varbinary |i&[B] x (A (WA
&)
count count(*) — bigint R
count count(x) — bigint IR EHE null 72245
count_if count_if(x) — bigint Bl x e A True A
B, ZFFF count (CASE
WHEN x THEN 1 END).
every every(boolean) — boolean |[dbool_and
geometric_mean geometric_mean(x) — IR x B UeESE
double
max_by max_by(x, y) — [same as x] | &[5 y (KA x {6
max_by max_by(x, y, n) = array<[ |i&WF%5 y i n ASEREHE
same as x> i x {E B
min_by min_by(x, y) — [same as x] |i&[l5 y i/ MEHDGH x &
min_by min_by(x, y, n) — array<[ |[i&[l5 y Wi n N5/ MER
same as x|> ) x {E A
max max(x) — [same as input] |i&FlEA{E
max max(x, n) — array<[same [i&[BI§Fi n MR K{ESIFR
as x|>
min min(x) — [same as input] | i&[BlER/IME




PR ik BiH
min min(x, n) — array<[same |i&[Ijij n 4~E/MEFIER
as x|>
sum sum(x) — [same as input] | KFI
IR EEE

MRAEES W2 B RPN 8bi twise_and_agghllbitwise_or_agghi%L,

Map BR&ER K
PR Wik Wi
histogram histogram(x) — map<K, SiitE I
bigint>
map_agg map_agg(key, value) — A —AMAPIIIY L B
map<K,vV>
map_union map_union(x<K, V>) — 1Bl Amap5Kit) Union

map<K,V>

8, WRAEZA map MR
EHFENkey, RAREER
i, X key 1 value FfibLiY
MEIA map HIEHEL

multimap_agg

multimap_agg(key, value)
— map<K,array>

QA2 HBUHIMAPE

plin (PR==3= 1ok ¢
FR 5L [E£375 BLHH
approx_distinct approx_distinct(x, [e]) > | i&[BIFASIRPAEE RET

bigint

AL ARBOR IR count
(DISTINCT x)HJIEfUE, an
WA EERE null, WHRM
0, e B HEZER LS, »f
%, BiAN 2.3%, RISz
Ji Ao eHBUETEFEIA LR, 2
3R7E£[0.01150, 0.26000] 2

W, XMFREEXHA, AREUE
W% R,

approx_percentile

approx_percentile(x,
percentage) — [same as X]

sl x P TS AT Z
percentage i IELE




PRIY

[[£3F5

Bim

approx_percentile

approx_percentile(x,
percentages) — array<[
same as x|>

XM ki, percentages M
#, BIEHESZ——h L,

approx_percentile

approx_percentile(x, w,
percentage) — [same as x]

FABL B, waxAUE,

approx_percentile

approx_percentile(x, w,
percentage, accuracy) — [
same as X]|

B LM, accuracy MKy
B Lk, BUETEEM[O, 1].

approx_percentile

approx_percentile(x, w
, percentages) — array<[
same as x|>

Jl L, percentages A
¢, BIHES Z——R L.

numeric_histogram

numeric_histogram(
buckets, value, [weight]) —
map<double, double>

e e MBI E T
K, buckets#ZieBIGINTH
B valuefllweight &2
BAERR, BESIRweightn]
%, BiIAAL

SITBREGREK

PRI Wik BEH

corr corr(y, x) = double HEHXRE
covar_pop covar_pop(y, x) — double | H&R A2
covar_samp covar_samp(y, x) — double | HBFEA) /2%

kurtosis

kurtosis(x) — double

THRRME IR . fEH] RAIRIAR
AT TE MG L

kurtosis(x) =

n(n+l)/
((n-1) (n-2) (n=-3))sum
[ (x_i-mean)?4]/sttdev
(x)*4-3(n-1)"2/((n-2)
(n-3))

regr_intercept

regr_intercept(y, x) =
double

THRPE M. y IR
OO AR R

regr_slope

regr_slope(y, x) — double

HHRPEMIARER, v R
RO R,

skewness

skewness(x) — double

TR,

sttdev_pop

sttdev_pop(x) — double

TR A bRERE,




DDL

PRIY

[[£3F5

Bim

sttdev_samp

sttdev_samp(x) — double

THRPEABRE RS,

sttdev sttdev(x) — double HHEHEXE, Fsttdev_samp
var_pop var_pop(x) — double HREMAT %,
var_samp var_samp(x) — double AT 2,

variance

variance(x) — double

[Flvar_samp,

8.3.2.3SQL iEH

8.3.2.3.1 SQL iEA—¥

- ALTER SCHEMA
- ALTER TABLE

- CREATE SCHEMA
- CREATE TABLE

- CREATE TABLE AS
- CREATE VIEW

- DROP SCHEMA

- DROP TABLE

- DROP VIEW

- VALUES

- DESCRIBE

- SHOW CATALOGS
- SHOW COLUMNS

- SHOW CREATE TABLE
- SHOW CREATE VIEW
- SHOW FUNCTIONS

- SHOW PARTITIONS

- SHOW SCHEMAS
- SHOW TABLES




DML

. DELETE

. INSERT

. EXPLAIN

- EXPLAIN ANALYZE
DQL

]

- SELECT
- P

PREPARE

- EXECUTE

- DEALLOCATE PREPARE
- DESCRIBE INPUT

- DESCRIBE OUTPUT

8.3.2.3.2 ALTER SCHEMA
e

ALTER SCHEMA name RENAME TO new_name

Himi4s SCHEMA,

il

ALTER SCHEMA web RENAME TO traffic -- ¥Schema 'web'®Himifh'traffic'
W=

ALTER TABLE name RENAME TO new_name

ALTER TABLE name ADD COLUMN column_name data_type

ALTER TABLE name DROP COLUMN column_name

ALTER TABLE name RENAME COLUMN column_name TO new_column_name
&R

R Lo



Nl

ALTER TABLE users RENAME TO people; --- Hii%

ALTER TABLE users ADD COLUMN zip varchar; --- %)

ALTER TABLE users DROP COLUMN zip; --- [fHEz4

ALTER TABLE users RENAME COLUMN +id TO user_id; --- Hmif4
B

CALL procedure_name ( [ name => ] expression [, ...] )
EiR

VARAE R, (AR RE T DA R iR 8, T RIRR e BRI SS . WERIRBFRSERAH
CREE RS, WIPostgreSQL, WIFHEhE i & asi BLA A i Bk Vi X EAE i RS A 2
W iE R, miAREREHCALLERTIM,

Nl
CALL test(123, 'apple'); --- J{FEIRIFES (SBIH)
CALL test(name => 'apple', id => 123); --- WH{EINIEIHES (RASE)
CALL catalog.schema.test(); ——— JHHMNREZRITEEFE
8.3.2.3.5 COMMIT
e
COMMIT [WORK]
1::p%
RN TE
Nl
COMMIT;
COMMIT WORK;
8.3.2.3.6 CREATE SCHEMA
HE
CREATE SCHEMA [ IF NOT EXISTS ] schema_name
[ WITH ( property_name = expression [, ...] ) 1]
1::p%

QIEHISCHEMA, Schema JRFEBIEURAER, PEAHAMBHREN R IA .



- W1 SCHEMA B4171E, fi/HIF NOT EXISTSF41n] LR GRIuES;

- AEHWITH 47 a] DAFEGIERT ) SCHEMA 8 gk, vl BUEE R s S H s
HeH e

SELECT * FROM system.metadata.schema_properties;

il
CREATE SCHEMA web;
CREATE SCHEMA hive.sales;
CREATE SCHEMA IF NOT EXISTS traffic;
8.3.2.3.7 CREATE TABLE
e
CREATE TABLE [ IF NOT EXISTS ]
table_name (
{ column_name data_type [ COMMENT comment ]
| LIKE existing_table_name [ { INCLUDING | EXCLUDING } PROPERTIES
11
[, ...]
[ COMMENT table_comment ]
[ WITH ( property_name = expression [, ...] ) 1]
&R

a3 #, ALUMBERCREATE TABLE ASMOCHEIESE P aNEE,

- fHHIF NOT EXISTSTFHUn]PABAERAFEINDLL 55 ;
- EHWITHT A n] DUERIEE RSN, Fg i BIE e, SCRrE TS n] PUdEE RHIE AR :
SELECT * FROM system.metadata.table_properties;

- ERILIKE FAUnl BASTH CEAAERIRISIE Lo SEREII 2N LIKE ¥4

- fEHINCLUDING PROPERTIESH]PATEGIEFNS, sIHCEARMNEE. WRFENIEMH TWITH
T4, WITHFArhiEEiEE S B % INCLUDING PROPERTIESSIAKIF A, BiANh
EXCLUDING PROPERTIES,

Nl

-—— fi|@Forders
CREATE TABLE orders (

orderkey bigint,
orderstatus varchar,
totalprice double,
orderdate date

)
WITH (format = 'ORC')



S

ANt

-—- fij@tRorders, WEHIEER
CREATE TABLE IF NOT EXISTS orders (
orderkey bigint,
orderstatus varchar,
totalprice double COMMENT 'Price 1in cents.',
orderdate date

)
COMMENT 'A table to keep track of orders.'

-—— fiiEkbigger_orders, HHNRFINE X5IH HKorders
CREATE TABLE bigger_orders (

another_orderkey bigint,
LIKE orders,
another_orderdate date

)

8.3.2.3.8 CREATE TABLE AS

CREATE TABLE [ IF NOT EXISTS ] table_name [ ( column_alias, ... ) ]
[ COMMENT table_comment ]

[ WITH ( property_name = expression [, ...] ) 1]

AS query

[ WITH [ NO ] DATA ]

QEHR, RPNBIERASELECT 4,

- fEHIF NOT EXISTS¥-fyn]DLilkRIERIFER PO 5 ;
- AEHWITH 0] DAFE G FAST, BRI EETE, SZRn)E s e DUl 38 3RE

SELECT * FROM system.metadata.table_properties;

——- M\Forder sHILEEF SR BIEHZ ,
CREATE TABLE orders_column_aliased (order_date, total_price)

AS
SELECT orderdate, totalprice
FROM orders

——— QEER, HHRASER

CREATE TABLE orders_by_date

COMMENT 'Summary of orders by date'

WITH (format = 'ORC')

AS

SELECT orderdate, sum(totalprice) AS price
FROM orders

GROUP BY orderdate

-—— QIEEE, A0 IF NOT EXISTS T4y
CREATE TABLE IF NOT EXISTS orders_by_date AS

SELECT orderdate, sum(totalprice) AS price
FROM orders
GROUP BY orderdate

-—— fE@EiR, schemafiiFnation—FE, [HIEBEEBIE



CREATE TABLE empty_nation AS
SELECT *

FROM nation

WITH NO DATA

8.3.2.3.9 CREATE VIEW
e

CREATE [ OR REPLACE ] VIEW view_name AS query
E1::puS
QM. MER - MZER, ASEbBEE, TPHEEWPEG I BRERSHRER, &
SRR & R TR A ER ST — K
QUL AEAIOR REPLACER] LUEH AL /7 FE I i S e
Tl

- AR AR

CREATE VIEW test AS

SELECT orderkey, orderstatus, totalprice / 2 AS half
FROM orders

——— BIEAE, SEHRSEE

CREATE VIEW orders_by_date AS

SELECT orderdate, sum(totalprice) AS price

FROM orders

GROUP BY orderdate

——— N, GORMECSAE, siive
CREATE OR REPLACE VIEW test AS

SELECT orderkey, orderstatus, totalprice / 4 AS quarter
FROM orders

8.3.2.3.10 DEALLOCATE PREPARE
e

DEALLOCATE PREPARE statement_name
13U
MG ER—/4 i 4 Statement,
il

-== Big my _queryffj#if



DEALLOCATE PREPARE my_query;

8.3.2.3.11 DELETE
=

DELETE FROM table_name [ WHERE condition ]
1P
Bk 5 WHERE A PLECHIAT, QIREATEE WHERE 14, RKMIERAA1T,
Nl

- IMRRVSRAT ,
DELETE FROM lineitem WHERE shipmode = 'AIR';

“—= IHRRVLALST
DELETE FROM lineitem

WHERE orderkey IN (SELECT orderkey FROM orders WHERE priority = 'LOW
s

>
—_—— vyEy

DELETE FROM orders;
BR
TR R W REAS SCRFDELETE,

8.3.2.3.12 DESCRIBE
e

DESCRIBE table_name
E1::pu
RIERAEE R, 555 SHOW COLUMNS,
ANt

DESCRIBE orders;

8.3.2.3.13 DESCRIBE INPUT
e

DESCRIBE INPUT statement_name
iR

B —A P PR 1 R 25 S B B A,



Nl

- B —AWIGgEEW 'my_selectl!
PREPARE my_selectl FROM
SELECT ? FROM nation WHERE regionkey = ? AND name < ?;

——— RBUZ P A RS B
DESCRIBE INPUT my_selectl;

EiEE

©® | unknown
1 | bigint
2 | varchar

(3 rows)

8.3.2.3.14 DESCRIBE OUTPUT
e

DESCRIBE OUTPUT statement_name

s R GYER, 54 (@9l4) . Catalog. Schema. #f4, A, FRK

AN CAREFT) BB, BREITESIR G 4.
Tl

ZN/h

e — A P A :

PREPARE my_selectl FROM
SELECT * FROM nation;

R FDESCRIBE OUTPUT, #ithi:

DESCRIBE OUTPUT my_selectl;

Column Name | Catalog | Schema | Table | Type | Type Size
Aliased
————————————— e S B ettt TR
+ _________
nationkey | tpch | sfl | nation | bigint | 8
name | tpch | sf1 | nation | varchar | 0
regionkey | tpch | sfl | nation | bigint | 8
comment | tpch | sfl | nation | varchar | 0
(4 rows)
B2

PREPARE my_select2 FROM

false
false
false
false



SELECT count(*) as my_count, 1+2 FROM nation
PWITDESCRIBE OUTPUT, #ith:

DESCRIBE OUTPUT my_select2;

Column Name | Catalog | Schema | Table | Type | Type Size | Aliased

————————————— T e ST T i Sttt L
+ _________
my_count | | | | bigint | 8 | true
_coll | | | | bigint | 8 | false
(2 rows)

EN/UR

PREPARE my_create FROM
CREATE TABLE foo AS SELECT * FROM nation;

R4TDESCRIBE OUTPUT, #iili:

DESCRIBE OUTPUT my_create;

Column Name | Catalog | Schema | Table | Type | Type Size | Aliased

8.3.2.3.15 DROP SCHEMA
T

DROP SCHEMA [ IF EXISTS ] schema_name

150
JME% Schema,
- Schema &% H%8;
- ERIIF EXISTSKiERMERA{7#ER) Schema Wi #.
Tl

DROP SCHEMA web;



DROP TABLE IF EXISTS sales;

8.3.2.3.16 DROP TABLE
=

DROP TABLE [ IF EXISTS ] table_name
1P
MIBREIEZ, S/ IF EXTISTS Kk RBBRA 7 fE R 2 S
Nl

DROP TABLE orders_by_date;
DROP TABLE IF EXISTS orders_by_date;

8.3.2.3.17 DROP VIEW
e

DROP VIEW [ IF EXISTS ] view_name
E1::p
EREE#, S IF EXISTS i M ERA 7 FE I e 3
il

DROP VIEW orders_by_date;
DROP VIEW IF EXISTS orders_by_date;

8.3.2.3.18 EXECUTE
T

EXECUTE statement_name [ USING parameterl [ , parameter2, ...

E1::pu

AT IEA W, EHUSING AN EIES,
Tl

- il 1

PREPARE my_selectl FROM
SELECT name FROM nation;

- BUTHgmIEE
EXECUTE my_selectl;

]



a2

- Rl 2:

PREPARE my_select2 FROM

SELECT name FROM nation WHERE regionkey
——— PTG EA

EXECUTE my_select2 USING 1, 3;

——— RS ST R .
SELECT name FROM nation WHERE regionkey

? and nationkey < ?;

1 AND nationkey < 3;

8.3.2.3.19 EXPLAIN
=
EXPLAIN [ ( option [, ...] ) ] statement

IXHOptionnf DAN4N LA

FORMAT { TEXT | GRAPHVIZ }
TYPE { LOGICAL | DISTRIBUTED | VALIDATE }

R
AR, nf PAScEan RILANThGE:
- EORE WA TR
- SRR A TR A AT TR
- R EWIEA N ETENE
fEFHTYPE DISTRIBUTEDIENUKE RIS, AU h A B2 A Presto 15 xi L
5o i Z AN HBRFR Presto 1 M EHE A, 70 v RBBEBH 5 2 Al 3% Presto 1isibdT
1), PABCERRAES A, 5 IR
- SINGLE, W e LT,
* HASH, 77 W TEBIEA BT A LT, HNBRAEIX LT S gt Hash BiE053 1 ;
- ROUND_ROBIN, 4 h fEREIEANE T EPT, i ANBHEEIX Y i Liliid ROUND_ROBIN
Bi5 T ;
* BROADCAST, R {EREEANEIY Sl LT, AbBgdsiaid) #5 X0 R 2 A TR
- SOURCE, 4 i {EAF RN i LT,

ANl
- 1

PREPARE my_selectl FROM
SELECT name FROM nation;
-—— BUTHgRIEA

EXECUTE my_selectl;



2
- Rl 2:

PREPARE my_select2 FROM

SELECT name FROM nation WHERE regionkey
——— PTG EA

EXECUTE my_select2 USING 1, 3;

——— RS ST R .
SELECT name FROM nation WHERE regionkey

? and nationkey < ?;

1 AND nationkey < 3;

8.3.2.3.20 EXPLAIN ANALYZE
e

EXPLAIN ANALYZE [VERBOSE] statement
E1:pu

7 Statement, Ff H SRR A WL PREI G AT HRI BN P TR RRA, A
VERBOSEIENn| ATRHY E 2 VRIS B ARIZHI St =

Nl

1E PG, PRl AR Stage THFER CPU INTIFNIZ Stage TN THRINT AN K
Ao TWEEERDE, MDA CRN BRI, Kk, JEiAERIS CPU RRIEHIETE, X
TFENHVA, B2ERERNNSGEHER, XESTHEE A TR —REWPREIE R
ot (nfeiRl, Hash PR3

presto:sfl> EXPLAIN ANALYZE SELECT count(*), clerk FROM orders WHERE
orderdate > date '1995-01-01' GROUP BY clerk;

Query Plan
Fragment 1 [HASH]
Cost: CPU 88.57ms, Input: 4000 rows (148.44kB), Output: 1000 rows
(28.32kB)
Output layout: [count, clerk]
Output partitioning: SINGLE []
- Project[] => [count:bigint, clerk:varchar(15)]
Cost: 26.24%, Input: 1000 rows (37.11kB), Output: 1000
rows (28.32kB), Filtered: 0.00%
Input avg.: 62.50 lines, Input std.dev.: 14.77%
- Aggregate(FINAL) [clerk] [$hashvalue] => [clerk:varchar(15), $
hashvalue:bigint, count:bigint]
Cost: 16.83%, Output: 1000 rows (37.11kB)
Input avg.: 250.00 lines, Input std.dev.: 14.77%
count := "count"("count_8")
- LocalExchange[HASH] [$hashvalue] ("clerk") => clerk:
varchar (15), count_8:bigint, $hashvalue:bigint
Cost: 47.28%, Output: 4000 rows (148.44kB)
Input avg.: 4000.00 lines, Input std.dev.: 0.00%
- RemoteSource[2] => [clerk:varchar(15), count_8:
bigint, $Shashvalue_9:bigint]
Cost: 9.65%, Output: 4000 rows (148.44kB)



Input avg.: 4000.00 lines, Input std.dev.: 0.
00%

Fragment 2 [tpch:orders:1500000]
Cost: CPU 14.00s, Input: 818058 rows (22.62MB), Output: 4000 rows
(148.44kB)
Output layout: [clerk, count_8, S$hashvalue_10]
Output partitioning: HASH [clerk][$hashvalue_10]
- Aggregate (PARTIAL) [clerk][$hashvalue_10] => [clerk:varchar(15),
$hashvalue_10:bigint, count_8:bigint]
Cost: 4.47%, Output: 4000 rows (148.44kB)
Input avg.: 204514.50 lines, Input std.dev.: 0.05%
Collisions avg.: 5701.28 (17569.93% est.), Collisions std.
dev.: 1.12%
count_8 := "count" (%)

- ScanFilterProject[table = tpch:tpch:orders:sfl1.0, originalCo
nstraint = ("orderdate" > "$literal$date" (BIGINT '9131')), filterPred
icate = ("orderdate" > "$literal$date" (BIGINT '9131'))] => [cler

Cost: 95.53%, Input: 1500000 rows (OB), Output: 818058
rows (22.62MB), Filtered: 45.46%
Input avg.: 375000.00 lines, Input std.dev.: 0.00%

Shashvalue_10 := "combine_hash" (BIGINT 'Q', COALESCE
("Soperators$hash_code" ("clerk"), 0))
orderdate := tpch:orderdate

clerk := tpch:clerk

NSO ¥ VERBOSEIEM, JBfTHIEAT ZIBINIE B (HE :

EXPLAIN ANALYZE VERBOSE SELECT count(clerk) OVER() FROM orders WHERE
orderdate > date '1995-01-01';

Query Plan

- Window[] => [clerk:varchar(15), count:bigint]
Cost: {rows: ?, bytes: ?}
CPU fraction: 75.93%, Output: 8130 rows (230.24kB)
Input avg.: 8130.00 lines, Input std.dev.: 0.00%
Active Drivers: [ 1 / 1 ]
Index size: std.dev.: 0.00 bytes , 0.00 rows
Index count per driver: std.dev.: 0.00
Rows per driver: std.dev.: 0.00
Size of partition: std.dev.: 0.00

count := count("clerk")
8.3.2.3.21 GRANT
B
GRANT ( privilege [, ...] | ( ALL PRIVILEGES ) )

ON [ TABLE ] table_name TO ( grantee | PUBLIC )
[ WITH GRANT OPTION ]

RPARE ARG S EX R

- ALL PRIVILEGES fu#f DELETE, INSERT #l SELECT HH,



- PUBLICFE/RFiAHF,
- fEHWITH GRANT OPTIONSCVFINPRSZIEN S5 HAthH F IR ¥ HH R PR,

5l
GRANT INSERT, SELECT ON orders TO alice; ——-- ZHPraliceliffl
GRANT SELECT ON nation TO alice WITH GRANT OPTION; --- #ZAHF'alicelif
B, FN, alicej& HAMK A" SELECT BURIMAR, . .
GRANT SELECT ON orders TO PUBLIC; --- Jfjiigiorderfy SELECT RURAMHMEB AN
iR
HELIE R AN T REAS SCRIGRANT,,
8.3.2.3.22 INSERT
HE
INSERT INTO table_name [ ( column [, ... ] ) ] query
i
HMAREE. WERTEE 7 HIRHIR, ZSIF AR ACque ryMIST R, A BESIASIF RIS
B nu LU RS,
5l
INSERT INTO orders SELECT * FROM new_orders; --- ¥selectgififA+
ordersrp
INSERT INTO cities VALUES (1, 'San Francisco'); ——-- {fiAn—1T7801E
INSERT INTO cities VALUES (2, 'San Jose'), (3, 'Oakland'); -—- {iAZ1T
INSERT INTO nation (nationkey, name, regionkey, comment) VALUES (26, '
POLAND', 3, 'no comment'); -—— {iAN—178UHE
INSERT INTO nation (nationkey, name, regionkey) VALUES (26, 'POLAND',
3)5 ——— #ATRIE (REREERD)
8.3.2.3.23 PREPARE
HE
PREPARE statement_name FROM statement
faR
B — A BRIES), PSRRI, MR —~ AR A RIEPRmAERIGMES, v
PERX B e XS, RSP TIBEZE SRR IE, & XIS EER 2 AL,
5l

- RNESBIN B ) iEA)
PREPARE my_selectl FROM



SELECT * FROM nation;

——— SRR A Y

PREPARE my_select2 FROM

SELECT name FROM nation WHERE regionkey = ? AND nationkey < ?;

——— MBI R PG A i)
PREPARE my_insert FROM
INSERT INTO cities VALUES (1, 'San Francisco');

8.3.2.3.24 RESET SESSION
=

RESET SESSION name
RESET SESSION catalog.name

DU
HEAZ, EHEMNEM.
Tl

RESET SESSION optimize_hash_generation;
RESET SESSION hive.optimized_reader_enabled;

8.3.2.3.25 REVOKE
=

REVOKE [ GRANT OPTION FOR ]
( privilege [, ...] | ALL PRIVILEGES )
ON [ TABLE ] table_name FROM ( grantee | PUBLIC )

R
s P R AU
- fEHALL PRIVILEGEW PAIBYSELECT,INSERTHIDELETERRR;
- fEHPUBLICHFORIHIN R PUBLICH I, FH ) idid HAt Ay LRSI BRAS 2001l 5
- {8HGRANT OPTION FORHFiE—elml I e F GRANTIEF TIRAL AR ;
- A granteeBERT DUZ AN ol DUR A 4,
5l

-—— HmAEPaliceXtzRordersikfFINSETHISELECTHIFR
REVOKE INSERT, SELECT ON orders FROM alqice;

-—— Wl A Rnationji# 5 SELECTHIRUR,

——— [, IR NG AL A\ %31 T SELECTHRERURR AR
REVOKE GRANT OPTION FOR SELECT ON nation FROM PUBLIC;

-—— W pralicefpFtest G RUR



REVOKE ALL PRIVILEGES ON test FROM alice;

BIR
AL EH AR AN S FFREVOKETER],

8.3.2.3.26 ROLLBACK
BmE
ROLLBACK [ WORK ]
123U
EFE TR X7/
il

ROLLBACK;
ROLLBACK WORK;

8.3.2.3.27 SELECT &9

8.3.2.3.27.1 SELECT
e

[ WITH with_query [, ...] ]

SELECT [ ALL | DISTINCT ] select_expr [, ...]

FROM from_item [, ...] 1]

WHERE condition ]

GROUP BY [ ALL | DISTINCT ] grouping_element [, ...] ]
HAVING condition]

{ UNION | INTERSECT | EXCEPT } [ ALL | DISTINCT ] select ]
ORDER BY expression [ ASC | DESC ] [, 1 1

LIMIT [ count | ALL ] ]

| Y s s I e Y e Y s Y e |

Hp, from_itemG U FRRER:

table_name [ [ AS ] alias [ ( column_alias [, ...] ) ] ]

from_item join_type from_item [ ON join_condition | USING ( join_colum

n[, ...] )1
XHMjoin_typer] BRI R 2 —:

- [INNER ] JOIN

- LEFT [ OUTER ] JOIN
- RIGHT [ OUTER ] JOIN
- FULL [ OUTER ] JOIN



- CROSS JOIN
Migrouping_elementRf BRI R Z—:

.y

- expression

- GROUPING SETS ((column [, ...]) [, ...])
- CUBE ( column [, ...])

- ROLLUP (column [, ...] )

E1:puS
KR 0 BIZkBR®R, FRMEIRE, FANFIHSZ UM

- WITH ¥4

- GROUP BY 141

- HIVING 1y

- UNION|INTERSECT|EXCEPT F41

- ORDER BY 141

- LIMIT ¥4

- TABLESAMPLE

- UNNEST

- Joins

- THEW

8.3.2.3.27.2 WITH 24
EARThEE

WITHFAIRDAE L — 8RR, IXEERA DA P PER], i iR e A ek e v &

W, W RHAE WA RS

——— AMERWITH 4]
SELECT a, b

FROM (
SELECT a, MAX(b) AS b FROM t GROUP BY a
) AS x;

-—— fEWITHY41, &HiiEABRE M 7
WITH x AS (SELECT a, MAX(b) AS b FROM t GROUP BY a)



SELECT a, b FROM x;
EXZNFES
WITH )] BUE X 24 1A i :

WITH
tl AS (SELECT a, MAX(b) AS b FROM x GROUP BY a),
t2 AS (SELECT a, AVG(d) AS d FROM y GROUP BY a)
SELECT tl.x, t2.%
FROM t1
JOIN t2 ON tl.a = t2.a;

AR sETN N
WITHFA)H I OERIE N DA i XS5 -

WITH
x AS (SELECT a FROM t),
y AS (SELECT a AS b FROM x),
z AS (SELECT b AS c FROM y)
SELECT ¢ FROM z;

8.3.2.3.27.3 GROUP BY %4

EAIhie
fEfGROUP BYFAAJ AR SELECTE IRIAT /04, GROUP BY FHISZRHMERMZRIAN, BEnI BAREH
54, WalDAERFS O 1IFER) .
THRBIPRE IRAREGT BlnationkeyMINIE N 2)

——— B _
SELECT count(*), nationkey FROM customer GROUP BY 2;

-—— {54 _ ,
SELECT count(*), nationkey FROM customer GROUP BY nationkey;

B ANFRhEE FIER T UH T GROUP BY VAU, W1TRIR:

—-—— Jllmktsegment A ESELECTHIFR PG,
-—— iR A fEmktsegmen BN Z,
SELECT count(x) FROM customer GROUP BY mktsegment;



(5 rows)

BEEEMNIE, (ESELECTIBMTEHGROUP BY FAJIN, HHFARIAERRAHBEE 2
GROUP BYF-fhfili %1,

ERDHZRE
Presto SZFHUIT 3 HEIMORGTRE, nRMHE—-AEWPIBMB IR GIIREG I

- GROUPING SETS(47r4l4)
- CUBE(Z4ENLTT)
- ROLLUP(ILEL)

Presto MR AIR(E L SRHEMSIARE S, AEFRRIEN,
GROUPING SETS
GROUPING SETSHJDME—#FEMIBEMPRMENFINTHR S, BAETAHIIFRPRFHERINULL
HATHGE,
% shipping 2— & 5 MHIRBIER, W HFoR:

SELECT * FROM shipping;

origin_state | origin_zip | destination_state | destination_zip |
package_weight

—————————————— o
+ ________________
California | 94131 | New Jersey | 8648 |
13
California | 94131 | New Jersey | 8540 |
42
New Jersey | 7081 | Connecticut | 6708 |
225
California | 90210 | Connecticut | 6927 |
1337
California | 94131 | Colorado | 80302 |
5
New York | 10002 | New Jersey | 8540 |
3
(6 rows)

BUEA BB DA WP IRIN R ILA a2

- % origin_state #1754, 3KHL package_weight FEH;
- 1% origin_state fll origin_zip 7741, 3KH package_weight [ H1;
- 1% destination_state 7741, 3KH{ package_weight HJEAI,

fEHIGROUPING SETSH]DME—AIEAIHIRI LiE 3 A ordliai e, WkioR:

SELECT origin_state, origin_zip, destination_state, sum(package_weight

)
FROM shipping



GROUP BY GROUPING SETS (
(origin_state),
(origin_state, origin_zip),
(destination_state));

origin_state | origin_zip | destination_state | _col®
—————————————— T et ettt
New Jersey NULL NULL 225
California NULL NULL 1397
New York NULL NULL 3
California 90210 NULL 1337
California 94131 NULL 60
New Jersey 7081 NULL 225
New York 160002 NULL 3
NULL NULL Colorado 5
NULL NULL New Jersey 58
NULL NULL Connecticut 1562
(10 rows)

FiRE R E ] DB UNION ALLZ/NGROUP BYZ SN :

SELECT origin_state, NULL, NULL, sum(package_weight)
FROM shipping GROUP BY origin_state

UNION ALL

SELECT origin_state, origin_zip, NULL, sum(package_weight)
FROM shipping GROUP BY origin_state, origin_zip

UNION ALL

SELECT NULL, NULL, destination_state, sum(package_weight)
FROM shipping GROUP BY destination_state;

{032, fHHGROUPING SETSIEIAHIEREIRIGHLFIOTERE, KN, ZHIEAAEHITING, HESPH—X
JLFEHE, mifEH LIAUNION ALLA R, B3R, Bk, fedimimiRgds a2k, i
FUNION ALLIJFT A5 A —BHISR,

CUBE

HETH CUBERT BRI SIS ALY ALEE R, 4 R iom:

SELECT origin_state, destination_state, sum(package_weight)
FROM shipping
GROUP BY CUBE (origin_state, destination_state);

origin_state | destination_state | _col@
______________ +___________________+_______
California New Jersey 55
California Colorado 5
New York New Jersey 3
New Jersey Connecticut 225
California Connecticut 1337
California NULL 1397
New York NULL 3
New Jersey NULL 225
NULL New Jersey 58
NULL Connecticut 1562
NULL Colorado 5




NULL | NULL | 1625
(12 rows)

AW TR

SELECT origin_state, destination_state, sum(package_weight)
FROM shipping
GROUP BY GROUPING SETS (

(origin_state, destination_state),

(origin_state),

(destination_state),

0);
ROLLUP
HEFIROLLUPTT ARSI BRI MEEE B, 4 R

SELECT origin_state, origin_zip, sum(package_weight)
FROM shipping
GROUP BY ROLLUP (origin_state, origin_zip);

origin_state | origin_zip | _col2
______________ +____________+_______
California 94131 60
California 90210 1337
New Jersey 7081 225
New York 10002 3
California NULL 1397
New York NULL 3
New Jersey NULL 225
NULL NULL 1625
(8 rows)
EERBIEG S W R

SELECT origin_state, origin_zip, sum(package_weight)

FROM shipping

GROUP BY GROUPING SETS ((origin_state, origin_zip), (origin_state),
()5

T 3 MR FHIN

SELECT origin_state, destination_state, origin_zip, sum(package_weight
)

FROM shipping

GROUP BY

GROUPING SETS ((origin_state, destination_state)),
ROLLUP (origin_zip);

SELECT origin_state, destination_state, origin_zip, sum(package_weight

)
FROM shipping
GROUP BY

GROUPING SETS ((origin_state, destination_state)),



GROUPING SETS ((origin_zip),

)

SELECT origin_state, destination_state, origin_zip, sum(package_weight

)
FROM shipping

GROUP BY GROUPING SETS (
(origin_state, destination_state, origin_zip),
(origin_state, destination_state));

FE R
origin_state | destination_state | origin_zip | _col3
—————————————— e
New York New Jersey 10002 3
California New Jersey 94131 515
New Jersey Connecticut 7081 225
California Connecticut 90210 1337
California Colorado 94131 5
New York New Jersey NULL 3
New Jersey Connecticut NULL 225
California Colorado NULL 5
California Connecticut NULL 1337
California New Jersey NULL 555

(10 rows)

fEGROUP BY A, nl DA HIALLAIDISTINCTIEWITY,

R

FR TR 5 ] DUE R B ISR

SELECT origin_state, destination_state, origin_zip, sum(package_weight

FROM shipping
GROUP BY ALL

CUBE (origin_state, destination_state),
ROLLUP (origin_state, origin_zip);

EFh T

SELECT origin_state, destination_state, origin_zip, sum(package_weight

)
FROM shipping

GROUP BY GROUPING SETS (

(origin_state,

(origin_state, origin_zip),

(origin_state,

(origin_state, origin_zip),

(origin_state,

(origin_state),
(origin_state, destination_state),
(origin_state),
(origin_state, destination_state),
(origin_state),

(destination_state),

)3

destination_state),

destination_state, origin_zip),

destination_state, origin_zip),

Hi G2 A4S R EE N, MREHDISTINGT, WHSMINAEERNLERE,

SELECT origin_state, destination_state, origin_zip, sum(package_weight

)



FROM shipping

GROUP BY DISTINCT
CUBE (origin_state, destination_state),
ROLLUP (origin_state, origin_zip);

FHh T

SELECT origin_state, destination_state, origin_zip, sum(package_weight

)
FROM shipping

GROUP BY GROUPING SETS (
(origin_state, destination_state, origin_zip),
(origin_state, origin_zip),
(origin_state, destination_state),
(origin_state),
(destination_state),

0);

BeHH:
GROUP BY BRIMEHIRMEWIFT M ALL,

GROUPING E&#4

Presto #2fft ¥ —/groupingbfi, WMTFEM—Mhricly, ZEPRIR—A LR RN M52
HHBE R A ER, ERWE:

grouping(coll, ..., colN) -> bigint

groupingilfifif 5GROUPING SETS,ROLLUP,CUBEBRGROUP BY—i&f#ifl, groupingHi%lL5
5 GROUPING SETS,ROLLUP,CUBEBEGROUP BYHHEEIIFI——RR,

SELECT origin_state, origin_zip, destination_state, sum(package_weight

)
grouping(origin_state, origin_zip, destination_state)
FROM shipping
GROUP BY GROUPING SETS (
(origin_state),
(origin_state, origin_zip),
(destination_state));

origin_state | origin_zip | destination_state | _col3 | _col4
—————————————— o
California | NULL | NULL | 1397 | 3 -
011

New Jersey | NULL | NULL | 225 | g o=
011

New York | NULL | NULL | 3 3 ---
011

California | 94131 | NULL | 60 | 1 -
001

New Jersey | 70681 | NULL | 225 | 1 -
001

California | 90210 | NULL | 1337 | 1 -
001

New York | 10002 | NULL | 3 | 1 -

001



*E%\

b

NULL | NULL | New Jersey | 58 | 6 ——-
100

NULL | NULL | Connecticut | 1562 | 6 ---
100

NULL | NULL | Colorado | 5 | 6 ---
100

(10 rows)

WM PR, groupingPABURMIFRA XTI ELRFRICE, 0FmFITELE, 13 FIANFTE,

8.3.2.3.27.4 HAVING F4
HAVING A R RIE Wb Al iiksE, SRAHEERIGROUP BY FA—&flif, HAVING T4
MtE e AR A EeRGHT, ISR & 24l

TFHERBAFIK SRR T 5700000 B FEHR

SELECT count(x), mktsegment, nationkey,
CAST (sum(acctbal) AS bigint) AS totalbal
FROM customer
GROUP BY mktsegment, nationkey
HAVING sum(acctbal) > 5700000
ORDER BY totalbal DESC;

Fiam

_colO® | mktsegment | nationkey | totalbal

——————— o
1272 AUTOMOBILE 19 5856939
1253 FURNITURE 14 5794887
1248 FURNITURE 9 5784628
1243 FURNITURE 12 5757371
1231 HOUSEHOLD 3 5753216
1251 MACHINERY 2 5719140
1247 FURNITURE 8 5701952

(7 rows)

AN

Presto X ffUNION, INTERSECTHIEXCEPT 3 fifEFiaH, X ARG A EWIBAMNER
BIFR— A DWIEEIRE, [ EU RR:

query UNION [ALL | DISTINCT] query
query INTERSECT [DISTINCT] query
query EXCEPT [DISTINCT] query

SEALLHIDISTINCT il MR T 2 MPRESS R h, BRIABENDISTINCT,

- ALL, AJREIRINEERTT;
- DISTINCT, M&5REMITIE,

INTERSECTRIEXCEPTAZHFAL LI,



ERNEEBE DA, BEMNERIATT, INTERSECTHRMEC S s, Hit, 4&isH
A UNION B INTERSECT C EXCEPT D:PnfIMNii%/2A UNION (B INTERSECT C) EXCEPT D

UNION

UNIONX PR E I ES R MO F RIS, JlIdALLAIDISTINCT REEHIE & HIFREZ Ui,

w1

SELECT 13
UNION
SELECT 42;

13
42
(2 rows)

w2

SELECT 13
UNION
SELECT * FROM (VALUES 42, 13);

13
42
(2 rows)

il 3:

SELECT 13
UNION ALL
SELECT * FROM (VALUES 42, 13);

13
(3 rows)

INTERSECT

INTERSECTX A& ML, R RIBH.,

il

SELECT * FROM (VALUES 13, 42)
INTERSECT
SELECT 13;

_colo



13
(1 rows)

EXCEPT

EXCEPTRA & HSs HARAHME,

SELECT % FROM (VALUES 13, 42)
EXCEPT
SELECT 13;

8.3.2.3.27.6 ORDER BY 14

TEA PR BAERIORDER BY FADNEMET A THER . IR :

ORDER BY expression [ ASC | DESC ] [ NULLS { FIRST | LAST } 1 [, ...]
Horfr:

© expressionHFIABIINIETE (N1 FFER) 4K;

* ORDER BY{EGROUP BYRIHAVINGZJGHAT;

* NULLS { FIRST | LAST }nfEAfERINULLIEMIHER 770 (55ASC/DESCIER) , BRIMMLAST

o

8.3.2.3.27.7 LIMIT FA]
LIMITFAJHDREERISE BB (BIT80 o fEHLIMIT AL FAMEHLIMITFA),
7N /1B

——= Afih, KA EHORDER BY -4, JRIZSHIZEREHLA)
SELECT orderdate FROM orders LIMIT 5;

orderdate

1996-04-14
1992-01-15
1995-02-01
1995-11-12
1992-04-26
(5 rows)

8.3.2.3.27.8 TABLESAMPLE

Presto #2441t 7 BificRAE 5, BERNOULLIMISYSTEM, {HIZIEICRRIRFES X, #EEHMENSA
HERFEES SRR INTEL



BERNOULLI

AT EIETHAE 53 LEBERET TR, {8 Bernoulli /7N FMETTRAEN, PUTHSHMIR
M RLE,  JF HAE TR o3 bb 5181 T TR IR LA Z I LB s SRR JE 2417,
TATHOEP I ERR RN, SHAMITIR, B2, XS NEERBCRAE R A .,
SGETRAEEETRMGHE— LB, Al RE 200 IS A I Th]™ 2520,

SYSTEM

Nl

ATTIERFR o BB AR BL, I AR RS TR IXRIIRE IR R 2\ — AR e L
IBHIERIA T, Rl e (IR o bR T TS — A RN UEZ I EEED) o

KRS RRNERES A S, B, 5 Hive —&fEAN, HURTHHE{E HDFS LR, iX
R IEACRUERRN, AR

——— f§ifiBERNOULLIZAE
SELECT *

FROM users TABLESAMPLE BERNOULLI (50);

~—— fHHSYSTEMsRAE
SELECT *

FROM users TABLESAMPLE SYSTEM (75);
Using sampling with joins:

——— RAES R JOIN

SELECT o.*x, 1.%

FROM orders o TABLESAMPLE SYSTEM (10)

JOIN lineitem i TABLESAMPLE BERNOULLI (40)
ON o.orderkey = 1i.orderkey;

8.3.2.3.27.9 UNNEST

UNNEST ] BARFARRAYFIMAPRRIK R R IT IR . HPARRAY RIS, MAPJEIF MRFIIT]
G, {6) . UNNESTHIBA—IRJEH LA ARRAYHIMAPRENN R B, EIXRMEM R, e Rl
209, ITEEETRASEHRPEREIATE CREF 25 . UNNESTRIBAA—AWITH
ORDINALITY¥HJ, B, HMGERPHM—AF85), UNNESTIEH 5I0IN—&MiH, IFnILA
5IHjoinZE MR R,

w1

-—= fiH—A5

SELECT student, score

FROM tests

CROSS JOIN UNNEST(scores) AS t (score);

il 2:

-—= fERZAS



SELECT numbers, animals, n, a
FROM (
VALUES
(ARRAY[2, 5], ARRAY['dog', 'cat', 'bird']),
(ARRAY[7, 8, 9], ARRAY['cow', 'pig'])
) AS x (numbers, animals)
CROSS JOIN UNNEST (numbers, animals) AS t (n, a);

numbers | animals | n | a
——————————— e
[2, 5] | [dog, cat, bird] | 2 | dog
[2, 5] | [dog, cat, bird] | 5 | cat
[2, 5] | [dog, cat, bird] | NULL | bird
[7, 8, 9] | [cow, pig] | 7 | cow
[7, 8, 9] | [cow, pig] I 8 | pig
[7, 8, 9] | [cow, pig] | 9 | NULL
(6 rows)

il 3:

-—— {#iff} WITH ORDINALITY 41
SELECT numbers, n, a
FROM (
VALUES
(ARRAY[2, 51),
(ARRAY[7, 8, 9])
) AS x (numbers)
CROSS JOIN UNNEST(numbers) WITH ORDINALITY AS t (n, a);

numbers

(5 rows)

8.3.2.3.27.10 Joins

Joins W DL ZA KR RBHE S FFE] I, CROSS JOINIBMIMAXRFNH R/RM (i HIFA S
W% S) o CROSS JOINRIBUEIIUN iRl SRR :

- BRIEAICROSS JOINIEE;

- fEFROMFAIIRREZ KR
THIMA SQL A R EFHY -

——= B CROSS JOIN ik
SELECT =

FROM nation

CROSS JOIN region;

——- {E FROM" PP 2R A
SELECT *


https://en.wikipedia.org/wiki/Cartesian_product

FROM nation, region;

7N /1 B

Z¢ nation U5 25 17id5%, F region U 5 17, MIXWANRIMIT cross join #fE, HEHEN
125 f7id3t,

SELECT n.name AS nation, r.name AS region
FROM nation AS n

CROSS JOIN region AS r

ORDER BY 1, 2;

nation | region
________________ +_____________
ALGERIA AFRICA
ALGERIA AMERICA
ALGERIA ASIA
ALGERIA EUROPE
ALGERIA MIDDLE EAST
ARGENTINA AFRICA
ARGENTINA AMERICA
(125 rows)

W25 join MRPESHE ARSI, WHEZEHESL GON4) MELE,
il

-—— IEM

SELECT nation.name, region.name
FROM nation
CROSS JOIN region;

-—— IEM

SELECT n.name, r.name
FROM nation AS n
CROSS JOIN region AS r;

-—— 1EW

SELECT n.name, r.name
FROM nation n
CROSS JOIN region r;

-—— iR, &id"Column 'name' is ambiguous"
SELECT name

FROM nation
CROSS JOIN region;

8.3.2.3.27.11 27514

TAEWRH-DEWHROZENX, S rEWSIH Y P& ZIMOFIR, 785 5MEE R
[, Presto XI5+ &SR LA IR,



EXISTS

HIBEXISTSHTWE FEWRGIREATT, R FEWGIRNE, WHERE #A:30
TRUE, AWk FALSE,

ZN/LE

SELECT name

FROM nation
WHERE EXISTS (SELECT * FROM region WHERE region.regionkey = nation.

regionkey) ;
IN
SRWHEREFRERIFIME Y E ARG P AE, MHRBISTR, SWARE, v & EER b —445,
N/ B
SELECT name
FROM nation
WHERE regionkey IN (SELECT regionkey FROM region);
HEFES
R EER AN &R, B8R 0~1 17450, R FENRS HGERE—1T8E, WRY
HSRENE, WIRFInu1,
ZN/R
SELECT name
FROM nation
WHERE regionkey = (SELECT max(regionkey) FROM region)
8.3.2.3.28 SET SESSION
HE
SET SESSION name = expression
SET SESSION catalog.name = expression
1B
BEIIWREME
Nl

SET SESSION optimize_hash_generation = true;



SET SESSION hive.optimized_reader_enabled = true;

8.3.2.3.29 SHOW CATALOGS
=

SHOW CATALOGS [ LIKE pattern ]
150
R HIIY Catalog i1, W PA#H] LIKE F4Jid 3 Catalog %75,
5l

SHOW CATALOGS;

8.3.2.3.30 SHOW COLUMNS
S
SHOW COLUMNS FROM table
12U
WG E TN 5 S g1
5l

SHOW COLUMNS FROM orders;

8.3.2.3.31 SHOW CREATE TABLE
e

SHOW CREATE TABLE table_name
E1::pu
R SUAE RS SQL 1A,
]l

SHOW CREATE TABLE sfl.orders;

CREATE TABLE tpch.sfl.orders (
orderkey bigint,
orderstatus varchar,
totalprice double,
orderdate varchar

)
WITH (
format = 'ORC',
partitioned_by = ARRAY['orderdate']



(1 row)

8.3.2.3.32 SHOW CREATE VIEW
e

SHOW CREATE VIEW view_name
DU
B XEE LRI SQL i,
Nl

SHOW CREATE VIEW viewl;

8.3.2.3.33 SHOW FUNCTIONS
e

SHOW FUNCTIONS
E1::p
CL LR S e [N
il

SHOW FUNCTIONS

8.3.2.3.34 SHOW GRANTS
e

SHOW GRANTS [ ON [ TABLE ] table_name ]
ik

B EBREIF
Tl

——— RIS S fEFRorders ERGAER
SHOW GRANTS ON TABLE orders;

——— JRICK R P 2 i cata Logr iRt
SHOW GRANTS;

S]]
HEHERE AN ZFFSHOW GRANTSHRE,



8.3.2.3.35 SHOW PARTITIONS
=

SHOW PARTITIONS FROM table [ WHERE ... ] [ ORDER BY ... ] [ LIMIT
-]

R
RSk M XFNF, W RAHIWHERE A3 T 40808, [#HIORDER BYHE THER,
FLIMITHFRBIEE R KN, XA 77 s URISELECT E R,

ANl

——— R0 rder sSERIiAy 53 X Fll3%
SHOW PARTITIONS FROM orders;

——— FRHiForders W20 IMEBSIFT A 7 IXFIK, IHLREDHER
SHOW PARTITIONS FROM orders WHERE ds >= '2013-01-01' ORDER BY ds DESC;

——— FRHForderigifi i) L4 orIX
SHOW PARTITIONS FROM orders ORDER BY ds DESC LIMIT 10;

8.3.2.3.36 SHOW SCHEMAS
e

SHOW SCHEMAS [ FROM catalog ] [ LIKE pattern ]

iR
5thigsE Catalog R Schema, Catalog Afa@MFR Y Catalog, {#RILIKE FAJnfBL
11 9€ Schema & ##.

5l

SHOW SCHEMAS;

8.3.2.3.37 SHOW SESSION
HE

SHOW SESSION
U

2R ST R PESIR,



Nl

SHOW SESSION

8.3.2.3.38 SHOW TABLES
e

SHOW TABLES [ FROM schema ] [ LIKE pattern ]

ilthéaaE Schema FHIFiH k%, Schema A& 21T Schema, A LIKEF4yna] DAL g
Fto

ANt

SHOW TABLES;

8.3.2.3.39 START TRANSACTION
B
START TRANSACTION [ mode [, ...] ]

Hrfi" mode ™ nf DUNAIR T LAV I idk % -

ISOLATION LEVEL { READ UNCOMMITTED | READ COMMITTED | REPEATABLE READ
| SERIALIZABLE }
READ { ONLY | WRITE }

1P
(TP T U T i T NE 5
il

START TRANSACTION;

START TRANSACTION ISOLATION LEVEL REPEATABLE READ;

START TRANSACTION READ WRITE;

START TRANSACTION ISOLATION LEVEL READ COMMITTED, READ ONLY;
START TRANSACTION READ WRITE, ISOLATION LEVEL SERIALIZABLE;

8.3.2.3.40 USE
e

USE catalog.schema



USE schema
iR

WY AT S, S Catalog fil Schema, W Catalog ¥ e, WHEM 24 Catalog
NIy Schema,

ANt

USE hive.finance;
USE information_schema;

8.3.2.3.41 VALUES
=
VALUES row [, ...]

Hip,  “row B—AFGEK, SEW MBRINFRAFIE:

( column_expression [, ...] )
EiR
& ik RN,

- ATAara] BAfd B M5 A e 75 BB A) BUEHIVALUE, QIAESELECTIBA I FROMIG I, JRATE
INSERTH, HEMAEHNZ;
- VALUEBLIABIER—KER R, JHHEES. RANHIA LUETASH TS,

ANl

- IEP/‘%%X]‘%! uE 5, 378
VALUES 1, 2,

-~ JBE-ARMR, WE25, TR
VALUES

(1, 'a'),

(2, 'b'),

(3, 'c")

——— {E& G FP@H%
SELECT x FROM

VALUES
(l, Ial
(2, Ibl
(3, 'c')’
) AS t (id, name)

——- QAR
CREATE TABLE example AS
SELECT * FROM (
VALUES
(1, 'a'),
(2, 'b"),

~—



(3, 'c")
) AS t (id, name)

8.3.3 ERiEiZaE

8.3.3.1 Kafka % #528
AEHAR Kafka LI topic WSl Presto Wi, Kafka Wi ICFEAMLG N Presto Fh
HITH R

s
HiIF Kafka "8 22 L), Kk, fE65H Presto MAT2R&WN, WHESHBIBIEA—
BN, HAi, Presto @A bALIXLEIEIINEEN .
AcE
fildtetc/catalog/kafka.propertiesfk, HMUWITFHNE, —ilaH Kafka %8,

connector.name=kafka
kafka.table-names=tablel,table2
kafka.nodes=hostl:port,host2:port

BiHA:

Presto nf AN EHE 24> Kafka $1F, NTHZAEACE H P HNIHIT properties SUAERIR], L
A1 WU Presto [ catalog, HHY—4"orders.properties"BE & XfF, Presto &l
B—AHilt14 M orders'¥ catalog,

## orders.properties

connector.name=kafka # RNFIREERIY, AHER
kafka.table-names=tableA,tableB

kafka.nodes=hostl:port,host2:port

Kafka RSB T A R ILA e
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ik

Ll

kafka.table-names

ol

T XA IR
e

IXHL LR ] BA
f#ifl Schema 4%
HEFTIETE, TEa{
schema_name}.{
table_name}, tn]
PIAMER Schema 44
RIS, DL, Fi8
T slkatka.
default-schemat

E Xschemarr,

kafka.default-
schema

i Schemaf4 i,
EiME hdefault

kafka.nodes

ot

KafkafHEH 15 x5
#*

ACEREZUEM
hostname:port

[ ,hostname:port
co 1o BEAERTEAN
ALE# 5 Kafka 15
M, [H2, Presto #
PRENSIEHE T Kafka
BREPRRE Y R, &
W, nIREEAZIE 2L
#hio

kafka.connect-
timeout

o

HEHE o5 Kafka $8
PRI w, BRINK
10 7

e Kafka EEEES
R, BIERE ] HE
T SRR, M
i 58 Presto fEHAT
25 IS L BB IS 1
B DL, HEIN Y HiGi
BeE (R — A%
£,

kafka.buffer-size

o

BRI KD, BRiAK
64 kb

HF BB M Kafka i
BRI TR B R 9%
XKD B
X B DRTF—
FHBKR D, A
Worker FIEHE 1 1
W5 — A BB
X,




S proxy 31 Ei13%0) BiHH
kafka.table- S Topic(F)Hiid e ZH> MR1EE JSON
description-dir H3%, Bilhetc/ FRRI B R E L
kafka F (BsfER . jsonfk
HEE) o
kafka.hide-internal |#& TERENWESE | B ERAsRR
-columns B BN Mtrue & BRI 250, &
2 U SN
P 2 BN,
N iR e 2T
{E )2 5 ZX{EDESCRIBE

<table-name>#ll
SELECT *iEMJgT
gifhiion, ieAR
BER T4, X5
A 5 &
i,

- KafkaiZ & asi (i ksl R RpoR:

LIES

PRl

B

_partition_id

BIGINT

AATIER{ER) Kafka 771X
ID,

_partition_offset

BIGINT

AATICH#LE Kafka 23X i
fWfs i,

_segment_start

BIGINT

B IATROBE B B A i #5
Ho MRS RN X
8

_segment_end

BIGINT

L AT AR B B A i
BROy B mes
o MW RZEH X5
XF,

_segment_count

BIGINT

ARTEEIRE TS
T R4l topic,
_segment_start+
_segment_count =

_partition_offset.

_message_corrupt

BOOLEAN

RS E IR RS AT I
x*, ATBAGSPINTRUE




544 P BLH

_message VARCHAR RN UTF-8 %t
77, Y topic MIHE R
ALK, BIAFERILBRA
JEHO

_message_length BIGINT AITHRRFREE,

_key_corrupt BOOLEAN R ARG A CTA RS AT I
XK, BB SWINTRUE

_key VARCHAR K7 E R UTF-8 4ifiy
FHH. XY topic IHEN
SARRYE, AT
Ho

_key_length BIGINT HE PRI TR,

BeHA:

M FHREEE A & SR, _key_corrupthl_message_corruptBRINHFALSE,

RIBRE XXM

Kafka A 52 Schema-Less FHE RS, HERKATEEEMHIE B ORE L. M
Presto ZURBE L] ML RRIIE . HIt, 8% 2 HaEH SRR 51E, SO
W SOLF, W T JSON TR R, QSREA e SO, ] DUEE W] Prestoft)
JSONPREGHATIENT. IXRMEBRTT KB AR LB RS, HIRM ST SQL A g s MERE

—AFAE S AFE JSON SR L —A%, XHFARBUER, HRBHILL. jsonfEhY 4.

{

"tableName": ...
"schemaName": ...
"topicName": ...

"key" 0 {

"dataFormat": ...

"fields'":

]
¥,

"message": {

"dataFormat": ...

"fields'":

]
}

[

[




TE AfiEdE R Bl
tableName Wik string Presto £
schemaName Ak string FP{EW Schema 44
i
topicName Wik string Kafka topic ##%
key Afik JSON object TH S BB AN
message nJi% JSON object T S Z A R SR
Hop, SRS AWUHNE a0 R T LA 7= BOR iR,
TE AfigE et Bl
dataFormat ik string [ a g E 071 [(1) AT
fields Wik JSON %44l Hll5E LH
XM fields2—4" JSON 8&l, 7R MUK JOSN MR :
{

"name": ...,

"type": ...,

"dataFormat": ...,

"mapping": ...,

"formatHint": ...,

"hidden": ...

"comment": ...

}
E824 AfikE et B
name 0735 string 5|44
type Wik string HI BRI
dataFormat Al string HIE A S
mapping nJ ik string ARS8
formatHint nfi% string BELLIZY) LR
R, 1] DA RS A

hiddent Afik boolean ponh SV
comment nfj% string Hl R




fEtD s

frRrdaRitthieR % Kafka iHE (key+message) MUSRIEHEHRSNGIH, WSS RIE L
¥, Presto ¥ HdummyfErdas.

Kafka A it Y anr 3 Wi as:

© raw - Mk, EBEMEHRER bytes
- csv - FHEAMER CSV I 717 itk f T Ak B
-+ json - ¥ ENEN JSON i 7AbB

8.3.3.2 JMX &EiE2s
Al BRI TMX EHA 251 Presto SEREHIIATi A IMX (58, AMEHEMIGH T FREM AN

o B BEAERSRACE, W DA IMX {5 B WL B DIRE,
fc &
filifetc/catalog/jmx.propertiessXff, WMUITTANZ, —iBEH IMX &R

connector.name=jmx

QRA B 1AL TMX Biis,  l DAERC B SRR S % :

connector.name=jmx
jmx.dump-tables=java.lang:type=Runtime,com.facebook.presto.execution.
scheduler:name=NodeScheduler

jmx.dump-period=10s

jmx.max-entries=86400

Hrp:

- dump-tables2HEZSHIFI MBean (Managed Beans) %3, &ACEBHEE 1A REE
JAIELE MBean fEbn S BERIEFFAFIRRIPAErD

- dump-period HTWERAERY, B\ 10s;

- max—entriesHTIZEBICRNRAKE, BRiIAK 86400 %,

AERTER I A PRTP R EIES, WIHREEEMN\\ T8 X, WRArR:

connector.name=jmx
jmx.dump-tables=com. facebook.presto.memory:type=memorypool\\,name=
general,\

com. facebook.presto.memory:type=memorypool\\,name=system,\

com. facebook.presto.memory:type=memorypool\\,name=reserved



BIER
JMX ER AL T A schemas, 7l Mcurrentfilhistory, HH:

current P EF Y Presto HHEP AT KA YA MBean, BMean AP N cur rentiy
24 (R bean MAFRP RS IEPRIEFRF, WHREA RN NG SERAYEX), fLhEdus
[IOEIN:'S

SHOW TABLES FROM jmx.current;

il
-—— FREUGFA Y RIviE B

SELECT node, vmname, vmversion
FROM jmx.current."java.lang:type=runtime";

node | vmname | vmversion
______________ +___________________________________+___________
ddc4df17-xxx | Java HotSpot(TM) 64-Bit Server VM | 24.60-b09
(1 row)

== JRIIFEAN 1 U AR NI SRR A B _
SELECT openfiledescriptorcount, maxfiledescriptorcount
FROM jmx.current."java.lang:type=operatingsystem";

openfiledescriptorcount | maxfiledescriptorcount

historyrfl & 7 AL E S HBC B I TR LA BRI Ta b B RUR#e.  nT POEE W R a7 :

SELECT "timestamp", "uptime" FROM jmx.history."java.lang:type=runtime
ne.

timestamp | uptime
_________________________ +________
2016-01-28 10:18:50.000 | 11420
2016-01-28 10:19:00.000 | 21422
2016-01-28 10:19:10.000 | 31412
(3 rows)
8.3.3.3 RYtiEER
A AT PAE ] SQL & i) Presto HRRYEEAE BME R,

RE
FETBCE, i {5 EARAT B 44 0 sy s temity catalog ZRHL



il

——— B SR BN H
SHOW SCHEMAS FROM system;

——— BB TN H A BRI
SHOW TABLES FROM system.runtime;

== PRI R _
SELECT * FROM system.runtime.nodes;

3d7e8095-...
| active
7868d742-. ..
| active
7c51b0Ocl-. ..

| http_uri | node_version coordinator
————————————— o

| http://192.168.1.100:9090| 0.188 | false

| http://192.168.1.101:9090| 0.188 | false

| http://192.168.1.102:9090| 0.188 | true

| active

- WRE A AR
CALL system.runtime.kill_query('20151207_215727_00146_tx3nr');

HIER

AFERLIR R T I BURE

TABLE SCHEMA il

catalogs metadata SR E T AR SRR
£ catalog 5%

schema_properties metadata ARALZ B Schema INA]
PABEE R W] B PSR

table_properties metadata AROLE QIR IN ] DA
fml R PRSI

nodes runtime ARAEFT Presto EBEPIAE
A DL R ARSI R

queries runtime HFRMT T Presto L
L RiHERIL B TR E WE
B, EREEGEER A (SQL
), BITEWH IS
NARENTERERER, W&
VIHERA AN 53 B AT I 1) 55

tasks runtime 5585 T KT Presto &if)
P RIMESTER, BT
IR T b B AR AT S5 4
BT BT 8L




TABLE SCHEMA BiH
transactions runtime AR E Y RTINS 55 A
RICEIBIFIFE, X kG a)E
I, SRR, PR S
ATl H 355 8
FEdE

AFE AR SR MR
* runtime.kill_query(id)

HUHEAE id & H




9 TensorFlow {EH% B8

E-MapReduce 3.13.0 BUGHA ZFiTensorFlow . #&n] DALEZ AR B nEAR S i
TensorFlow #lff, 4#{diH E-MapReduce TensorFlow 217 @ PEfEH I, wi@id YARN X}
HREPE) CPU. GPU REFTIHE,

HEETF

- BFEm, E-MapReduce ##f%% TensorFlow fil TensorFlow on YARN #if¥.

- [EfF2, E-MapReduce SZF#if CPU il GPU MRS IR, WEFREER GPU k7T
5, #lfE core B task Vit ECS B iHH GPU HHRM, il ecs.gn5, ecs.gn6 #l
M, #EE GPU MG, BRI CUDA fil CuDNN Ak,

1232 TensorFlow {EdV
FPaf At EMR F 1 2217175 W22 Tensorflow gk, #ilan:

el_submit [-h] [-t APP_TYPE] [-a APP_NAME] [-m MODE] [-m_arg MODE_ARG]
[-interact INTERACT] [-x EXIT]

[-enable_tensorboard ENABLE_TENSORBOARD]

[-log_tensorboard LOG_TENSORBOARD] [-conf CONF] [-f FILES]

[-pn PS_NUM] [-pc PS_CPU] [-pm PS_MEMORY] [-wn WORKER_NUM]

[-wc WORKER_CPU] [-wg WORKER_GPU] [-wm WORKER_MEMORY]

[-wnpg WNPG] [-ppn PPN] [-c COMMAND [COMMAND ...]]
LRSI -

- -t APP_TYPE fRZHHESSIM, S5 =R 55 8% tensorflow-ps, tensorflow-
mpi, standalone, =FPBENL S )G HIATEAER,

tensorflow-ps kM Parameter Server 753lifE, 2752 054 TensorFlow PS iz,
tensorflow-mpi K2 UBER JFERY MPI 2244 horovod 3#17i815.

standalone B2 G55 E ) YARN SERER RS ADUTESS, LT APLETT,

- —a APP_NAME J215#¢22 TensorFlow $#222/EMLAFR, FP v BB R EHIT M 4.


https://www.tensorflow.org

- -m MODE, 2§ TensorFlow fEM R HIZ1TINIAEE, E-MapReduce SZH§ —fhRALI21THH
B local, virtual-env, docker,

- local BiX, fHHE emr-worker LTl python iB4735E, Fif AGNSL EfH B — 2658 =)y
Python SWFRZEFNEANLE LT,

- docker Bz, AR emr-worker L docker 217}, tensorflow i&171E
docker container W,

- virtual-env £, JI/' L& Python 388i, RIPA{E Python SFBirhaes—2 KT
worker i xiff) Python J&,

- -m_arg MODE_ARG, RZiaTBAIH5ESE, Al MODE BE&EH, WRsiT 2
docker, W& N dockerBif§ 4R, WHIR virtual-env, WHEE Python 547K,
tar.gz T4,

- —x Exit73 i R TensorFlow 2% API WE M FahiB 1 PS, 1EiXFrEHE R A BIHSE -x
EWE, P worker seRiZRIFRR Yi)E, PS TiriHANBRH,

- -enable_tensorboard 21t H3hNZMES5 AN 33 TensorBoard,

- -log_tensorboard @RI FIEZ) TensorBoard, TRZEHEE TensorBoard HENE,
W HDFS EINiEL

- -conf CONF Hadoop conf B, BERI\Nn]DIAK, i EMR ERIAACE BRI,

- —f FILES i247 TensorFlow P B SCAERISCAER, BEHETIIA, WHEEE virtual-env
PUTHY virtual-env X, FIPR] DURFAA IRISUBCE 2] — A Sefb kb, A 2 BalRe e Rtk
WSR2 KR 13 HDFS Hy,

- -pn TensorFlow B3l SEIRS 815

- -pc BASEIRS R THRICPUBEL

-+ -pm SRS HIERAERD,

- -wn TensorFlow Jg3aifiWorker 15 544,

- -wc 4 Worker Hii&# CPU %L,

- -wg 84 Worker HiE GPU 5L,

- -wm 84 Worker HiEFIMNEANEL

- -c COMMAND#UTHA<, 4 pythoncensus.py.

RS, P E AP R,  WIREERRAE S R

- -wnpg ¥4 GPU ¥ LK Worker 2t (8H4 tensorflow-ps)
- -ppn 84> GPU #% LFINFI] Worker & (¥1%)} horovod) BA LMAN RIS 3 2 itk
FeERle, MTHA—KE R, TEERT LT — @], WS8R R OOM,



10 Knox {8 F3i5 B8

HHi E-MapReduce #1357 Apache Knox, JEH3H Knox MHHSAIERE, F2mRPA PR
TR, BMEAMERVIR Yarn, HDFS, SparkHistory Zfl55f Web UL,

BETE
- )3 Knox M IP Vil

1. f£ E-MapReduce | Knox ARSI IE 8443, {EEBFIEIEPIRBIERFIEN ECS 4
4l,

2. 1t ECS RIS IB SO BRI 28], TEATT S —ZM, F1ITF 8443 ¥,

- RTEREREN, XRIEENZPOT RN E R IP BHEE, kM 0.0.0.0/0

o

- FIF LA 8443 bl 2 )G, ZZEHNNFHYLASIZF T AWM AT ) 8443 %
M, {45k E-MapReduce ¥ ECS Hl#§.
- % Knox i/

Vil Knox INFREN B OrEfTRE, SEOREMAN P AMEN. Knox MH P S0y RuEsE T
LDAP, #n]PAMER B LDAP liR55, thn] AERH:HERY Apache Directory Server i)
LDAP fili%5

- fERSEREDE) LDAP IR55
Ji— (Efé)
TEH P BB BRI Knox Viliks,
i =

1. SSH B2 HE |, PRAP RIS WSSHE KAERE,
2. APPSR, W: Tom, FXFPER emr-guest Bty Tom, 4 cn:EMR
GUEST Bt h cn:Tom, BEHE userPassword KHERNEEE CHEM,

su knox
cd /usr/lib/knox-current/templates
vi users.ldif

HE:


https://knox.apache.org/

HFRERE, SRS BEN users. 1dif %0, BI: B8 userPassword A
JAEH R P &R,
3. S AZ| LDAP,

su knox
cd /usr/lib/knox-current/templates
sh ldap-sample-users.sh

- i B LDAP IRSHIE M
1. fESEREACE B MrPERE] KNOX WAL EE R, 1£ cluster-topo ACE Y IEEMAETE:

main.ldapRealm.userDnTemplate 5 main.ldapRealm.contextFactory
.url, main.ldapRealm.userDnTemplate &} HMAIF* DN B, main.
ldapRealm.contextFactory.url BE N HCH LDAP IR55AEARMNG T, BETTM
JatRf#3F S Knox,

2. —fH 2K LDAP JIRSSAESRE 1217, FiPATREITE Knox Vil 2 LDAP JIR55H%
1, 4: 10389, % 8443 Ml IMIJFIR P E, Wi,

R Y RERA, XHEEZPOTR A Knox LRI AWM IP, 2%k
0.0.0.0/0,

FFiaiAiRl Knox
- fiffl E-MapReduce Pef gz

. B3RP 2 E-MapReduce ##Hl &,

. BN B ERE ID

- AEAIN SR rp S R S IR S5 B

. YhHNIARSS, W: HDFS, Yarn%,
. e B RER,

g ~ W N =


https://emr.console.aliyun.com/

- EHAEREAM IP Hesik ik

1. @R ER AW 1P,

2. EX S dsrh i AR IR 55 /9 URL,
- HDFS UI: https://{##2Mip}:8443/gateway/cluster-topo/hdfs/
- Yarn UI: https://{#82AMip}:8443/gateway/cluster-topo/yarn/
- SparkHistory Ul: https://{##22Mip}:8443/gateway/cluster-topo/sparkhistory

/

- Ganglia UI: https://{##f2Mip}:8443/gateway/cluster-topo/ganglia/
- Storm UI: https://{#E#EAMip}:8443/gateway/cluster-topo/storm/
- Oozie Ul: https://{#E#E2AMip}:8443/gateway/cluster-topo/oozie/

3. DR BRI R AR, R Knox IRSER 7 BEAUET, WS ERIIAYH
A B IP, HuRITN 8443, Mulimglh > i1,

4. {EBEFHEPE N EBLE LDAP i BN P 405

FAPIREE (ACLs)

Knox 2RSSR E R, nf DABRGIRE P, REerf P alirsEr 1P sk iR e i
k55, nIEiZMApache Knox £,

- il

- B5t: Yarn UL HaFH P Tom Vi,
- PR EERECE SRS KNOX RBCEEPE, K3 cluster-topo ALE, 7 cluter-
topo BLE M <gateway>. . .</gateway>FZEZ MM ACLs X%

<provider>
<role>authorization</role>
<name>AclsAuthz</name>
<enabled>true</enabled>
<param>
<name>YARNUI.acl</name>
<value>Tom;*;*</value>
</param>
</provider>

AR T

Knox 2JFAHR ARSI REST API, ] BLEIE %551 REST API #:0ER55, :
HDFS W2 fEasm, Mg, HFeeiE, 65 0mifE ECS #fl & %24l Knox Uil
8443 b}, AR AHURIER—AE R 1P HuhkB:, EkfEA] 0.0.0.0/0; #E2f#H Knox %
P HSFE R LDAP H P A& ek Knox IV .


https://xn--%7Bip%7D-ch6m5309ab0an44r:8443/gateway/cluster-topo/hdfs/?spm=a2c4g.11186623.2.8.459af364CUTH7M
https://xn--%7Bip%7D-ch6m5309ab0an44r:8443/gateway/cluster-topo/yarn/?spm=a2c4g.11186623.2.9.459af364CUTH7M
https://xn--%7Bip%7D-ch6m5309ab0an44r:8443/gateway/cluster-topo/sparkhistory/?spm=a2c4g.11186623.2.10.459af364CUTH7M
https://xn--%7Bip%7D-ch6m5309ab0an44r:8443/gateway/cluster-topo/sparkhistory/?spm=a2c4g.11186623.2.10.459af364CUTH7M
https://xn--%7Bip%7D-ch6m5309ab0an44r:8443/gateway/cluster-topo/ganglia/?spm=a2c4g.11186623.2.11.459af364CUTH7M
https://xn--%7Bip%7D-ch6m5309ab0an44r:8443/gateway/cluster-topo/storm/?spm=a2c4g.11186623.2.12.459af364CUTH7M
https://xn--%7Bip%7D-ch6m5309ab0an44r:8443/gateway/cluster-topo/oozie/?spm=a2c4g.11186623.2.13.459af364CUTH7M
https://knox.apache.org/books/knox-0-13-0/user-guide.html?spm=a2c4g.11186623.2.14.459af364CUTH7M#Authorization

11 Flume

11.1 Flume fEA 35 BH

AL E-MapReduce-Flume SB[ HDFS audit H#%% HDFS J#l, 44} Flume A,

E-MapReduce M 3.19.0 A 4% EMR-Flume $2EUEREERIIRE, Wi EIHE M)

g, RIDIfE Web Vil 75 fECE A B Flume Agent, R, £ master SEHE3) Flume
agent, WUEAMEEE PN audit HEHEE Avro PHUEZIXBIES core 92, fE core FHIRLE T
Ji3)) failover sink processor, #I{ master SBI&IEMEIEIF sink ] HDFS #1, Flume H

flfs FIA R E W #unique_161,
HEETE

@t E-MapReduce Hadoop #:#¥, 7En[ikliis5HiksE Flume, BAAEREHS

R#unique_162,
IRESR

- Core EBINCEIF 5N Flume Agent

Blanfe emr-worker-1 Wi TIRE, EREROOLHIAEITACE, WTFEFOR:

% E-MapReduce M#E & samum B miEFA 8 muEEE @ mEARBEE & Ry

W > SHEBE > £8 (-CAWAEMFCTA) > RS > FLUME

e 1T p

<@ FLUME © s commssssicessa seme s

[EES =<1

wE 8 5 205
0 e ” ET TN REBUFS
& EEES v IEEE | peeE nsses | A l
BEX:
O snmpER
[zemn | [ soms | | Rums | (lre-gai
E tax
[ zumme | | Bwwe | [ Bz |
deploy_node_hostname  emr-worker-1
X s [ovwims | [ summest | [ momeimst |
& isESHD [ tetetmse | [ miams | [ mmmtex | ST LEEED
£ e [ossiax | [seun | [ wems | default-agent.sinks.default-sink.hdfs.path  /tmp/data
[wanx | [ mamx | [ xene
y 4 default-agent.sinks.default-sink.hdfs.rollSize 5529600000
[ [ 2ECY

BEXt: agent_name  default-agent

default-agent.channels.default-channel.capacity 100000000

default_channels = default-channel

1. fERCE W BEEW T ¢

ZRRIFABRE 7

default-agent.sinks.default-sink.type |hdfs




type

default-agent.channels.default- file
channel.type
default-agent.sources.default-source. |avro

deploy_node_hostname

emr-worker-1

. FERCE W@ B SCRCE A M ACE |

default-agent.sinks.default-sink.hdfs.

Xl 4ERE, {1/ hdfs://emr-cluster

channel.transactionCapacity

path /path B Hzsik
default-agent.sinks.default-sink.hdfs. |DataStream
fileType

default-agent.sinks.default-sink.hdfs. |0

rollSize

default-agent.sinks.default-sink.hdfs. |0

rollCount

default-agent.sinks.default-sink.hdfs. |86400
rollInterval

default-agent.sinks.default-sink.hdfs. |51200
batchSize

default-agent.sources.default-source. |[0.0.0.0

bind

default-agent.sources.default-source. | H#ELFEEE
port

default-agent.channels.default- 51200

default-agent.channels.default-
channel.dataDirs

channel 71 event B2

default-agent.channels.default-
channel.checkpointDir

1#1i% checkpoint [F#12




E-MapReduce JFRAEs T4 / 11 Flume

default-agent.channels.default- 4 hdfs roll 1T E

channel.capacity
3. BRFBLE G E3) Flume agent
4* E-MapReduce W #®X B BEFR 8 mmiEEE @ himksBeta & R 2 RS ey o7 ERRAELRRE 7 =1
= ' » > SEEf (C-ABALDEA2(581.DFA BRSS > FLUME

yanpo-waibm=rlurme. g

<iRE FLUME ~ LI AL

(Z068UILTA [ yunp v so-fil U ERERIFHE wE v

B smamwme
RE  OHEEH  EE RESHFHE

S R
| SRR | REEE NsaRE BOZHA e Il =
» EUES v
EEXER:
E =nmx l ERER l I ERRE | RiERE I flume-conf
P [ mmne | [ Bzme | [ Boex
deploy_node_hostname emr-worker-1
JVM:
o omnown L] (s (mame ’
| e l | R | ‘ P l additional_sources (7]
l osstax l l HhtsEO I l RERE ] agent_name  default-agent e
[wmiex | | manx | [ sz |
default_channels default-channel (2]
additional_channels ()
default-agent.sinks.default-sink.type hdfs
default-agent.sources.default-source.channels ~ default-channel
default-agent.sources.default-source.type  avro
+ E-MapReduce W £ mBER B BuEFR B wEER @ Wik Beta & RYUEHP [ #EE® e o ZARIELARE =1
= B > EBEE > HB (L 56..ISCE6LIUC, > RS > FLUME
<o RN FLUME - smnsiccousssemsscnr, ni-ow 1o
SERHERESR
N EcE All Components
R e =
p— K& EEIRH [ BREENHE
&/ All Components
RS v |uERE | RSEE MULNRE ©  emr-worker1 e [ B/ Flume Agent
[muesid
RETRRE flume-conf
= = H
[ mEne | [ Bawe | [ Bex
deploy_node_hostname emr-worker-1 °
EBRIA [ovmiax | [ mmesx | [ mmens |
T [ MEEEAESE ] [ Bl ] [ ERRIE I default-agent.sinks.default-sink.hdfs.path hdfs://femr-cluster/tmp/data w ©

FEE [ossta | [ ssrmn | [ rrmes | eliteTEl SonTEEs (-}

[ muminx | | mams | | ez |

SRR -

P default-agent.channels.default-channel.capacity 100000000 r

default-agent.sinks.default-sink.hdfs.rollSize 5529600000 T °

agent_name  default-agent

default_channels default-channel

® © ©

additional_channels

R hRA . 20190829 145



HATERBHRIE
ActionName: START All Components
BRSEF: FLUME
£8144: All Components
BUTSEE:

FrERA&HE(E48),

wiEmnaE
emr-header-2
emr-header-1

emr-worker-2

O EE

4. PERRENE, SRRERIG, BEnI R AR emr-worker-1 15l

flume B4 52 started IRZ,

"= E-MapReduce R £ muEn & miEFR 8 mEEEE @ Wik Beta & RGP [ BEEE v o EHRAFLIREE O =]
- BT > SHEE > &3 (S-CAMANE2AFETIR) > BRE > FLUME
Gl
<&@ E*a“ FLUME ~ LB EERS-COMMATINIFCENTA dume 208 i) ERRIFHE B’E v
(B smziEs -
wE  H wE EE
& spes RS DEI 0E EEENGE
» 2HES . ItuEERE | ResEE | nsems ORI @ | mzzrums
] e
SIRE
[=wee | [ soea | [ Roes | flume-conf
= 1
= [mmne | [ asne | [ ez
deploy_node_hostname emr-worker-1 o
X swmE [ovmin | [sumimx | | ]
P o | fromm ‘ l e ] ‘ EREEE ‘ additional_sources (2] -
& mrEE | 0SSt ‘ l A0 l ‘ PERE | defaull t.sinks.default-sink.hdfs.path  /tmp/data W @
[mumins | [ mams | [ sorme |
(RG] default-agent.sinks.default-sink.hdfs.rollSize 5529600000 m @
URLEEURI
EEh agent_name  default-agent (2]
default-agent.channels.default-channel.capacity 100000000 W &
default_channels default-channel (2]

emr-worker-1 Yi S EaRINIG, JFEREEE A worker Yk, R, Bl

worker-2 Viyi)agh flume, {&2EE I :

deploy_node_hostname

A9 151 hostname

default-agent.sinks.default-sink.hdfs.
path

XF el R, A hdfs://emr-cluster
/path JEiHbhL:

5. 7t )G, JEah All Components, $5EHL# N emr-worker-2,



Master SZHIALE I E3) Flume Agent

Bin{E emr-header-1 1 xi3EATHRAE, IEERIRSSACE.,

= E-MapReduce [M#&X & muuEs B misFs 8 =aEEE @ winkEBeta
:
flume-319-2m
<iBEl m FLUME ~ HRIREEC-Co21AE283FCES78 / flyme-219=yp
B sz
0 o WS BEE REEHFE
& BHES v |RERE | BSEE| nsaes | EETY |
REXE
& sumpER
swen | | soen | | R | =g
B s
wsne | [ Bswe | [ sex |
default-agent.sinks.default-sink.batch-size
X wwms wmiax | [ smex | | suemex

£ BiasEsEn ezt | [ e | [ emmex | additional_sources

osstax ‘ l HeaHin ‘ ‘ mEFRR ‘ default-agent.sinks.k1.hostname

& mrER
maie | | manx | [ xene |
sl fod [oman ] agent_name
“i URLZZURI
TR default-agent.channels.default-channel.capacity
@ default-agent.sources.default-source.positionFil

e

default_channels

3 RGP Q) #EAE e o

2000

192.168.130.71

default-agent

100000000

/mnt/disk1/flumey/taildir/taildir_position.json

default-channel

ERRIFALIBE

Caunroz | an ]

ACHE agent WI'R:

additional_sinks

k1

deploy_node_hostname

emr-header-1

default-agent.sources.default-source. |taildir
type
default-agent.sinks.default-sink.type avro

default-agent.channels.default-channel

.type

file

HACE R

HC B

fd

default-agent.sources.default-source.
filegroups

f1

default-agent.sources.default-source.
filegroups.f1

/mnt/disk1/log/hadoop-hdfs/hdfs-audit

*

Jdog.

default-agent.sources.default-source.
positionFile

1% position file [FHs12

default-agent.channels.default-channel
.checkpointDir

1#1#% checkpoint [F#12

default-agent.channels.default-channel
.dataDirs

171 event EHEMERRE




LWl 1H
default-agent.channels.default-channel | HHEIBA1E b % E
.capacity

default-agent.sources.default-source. 2000

batchSize

default-agent.channels.default-channel. | 2000
transactionCapacity
default-agent.sources.default-source. |true
ignoreRenameWhenMultiMatching
default-agent.sinkgroups gl

default-agent.sinkgroups.gl.sinks

default-sink k1

default-agent.sinkgroups.gl.processor. |failover
type

default-agent.sinkgroups.gl.processor. |10
priority.default-sink
default-agent.sinkgroups.gl.processor. |5

priority.k1

default-agent.sinks.default-sink.
hostname

emr-worker-1 17 5IP

default-agent.sinks.default-sink.port

emr-worker-1 i 5 Flume Agent I port

default-agent.sinks.k1.hostname

emr-worker-2 i £ IP

default-agent.sinks.k1.port

emr-worker-2 1ix{ Flume Agent [¥J port

default-agent.sinks.default-sink.batch- |2000
size

default-agent.sinks.k1.batch-size 2000
default-agent.sinks.k1.type avro

default-agent.sinks.k1.channel

default-channel

EERYPER

i/ HDFS #i4>, nIABFIFEZG YIS A\ FlumeData.${timestamp} e fFh, Hp
timestamp JJSCAF IR I I,



root@emr-header-1 ~]# hdfs dfs -ls /tmp/emr-worker-1/data

PLF4J: Class path contains multiple SLF4J bindings.

PLF4]: Found binding in [jar:file:/opt/apps/ecm/service/hadoop/2.7.2-1.2.8/package/hadoop-2.7.2-1.2.8/share/hadoop/common/1ib/s1f4j-1og4j12-1.7.10.jar!/org/s1f4j/impl/StaticLogge
Binder.class]

BLF4J: Found binding in [jar:file:/opt/apps/ecm/service/tez/0.8.4/package/tez-0.8.4/1ib/s1f4j-10og4j12-1.7.10. jar!/org/s1f4j/impl/StaticLoggerBinder.class]

BLF4]: See http://www.s1f4j.org/codes.html#multiple_bindings for an explanation.

PLF4): Actual binding is of type [org.slf4j.impl.Log4jlLoggerFactory]

ound 174 items

5 hadoop 34641327 10:49 /tmp/emr-worker-1/data/FlumeData.1553654928352
hadoop 30963637 2019-03-27 10:49 /tmp/emr-worker-1/data/FlumeData.1553654958983

hadoop 29282243 2019-03-27 10:50 /tmp/emr-worker-1/data/FlumeData.1553654989023
hadoop 31138131 2019-03-27 10:50 /tmp/emr-worker-1/data/FlumeData.1553655019874
hadoop 29995885 2019-03-27 10:51 /tmp/emr-worker-1/data/FlumeData.1553655049922
hadoop 30238902 2019-03-27 10:51 /tmp/emr-worker-1/data/FlumeData.1553655079981
hadoop 31127038 2019-03-27 1@:52 /tmp/emr-worker-1/data/FlumeData.1553655110987
hadoop 30121183 2019-03-27 10:52 /tmp/emr-worker-1/data/FlumeData.1553655141136
hadoop 30124697 2019-03-27 10:53 /tmp/emr-worker-1/data/FlumeData.1553655171175
hadoop 30624989 10:53 /tmp/emr-worker-1/data/FlumeData. 1553655202156
hadoop 30122940 10:54 /tmp/emr-worker-1/data/FlumeData.1553655232325
hadoop 30122940 10:54 /tmp/emr-worker-1/data/FlumeData.1553655262387

EERZE
Flume agent HEMTEE{IEN /mnt/diskl/log/flume/default-agent/flume. log,
EERIEER

RS IRSS ERLL R 1 Flume agent FEREE R 0 AEERE SRS E AL i Flume
MRS5EEATYIR, W EROR:

4'= E-MapReduce [T saEE iR New TREEE wiin A Beta RGP RMERE N 7 EHRIEERE

> EPEE > H£H (C24DEDARBSY/12019) > BRFE > FLUME

<2 [ FLUME - smisedc-sancoasss0719010 / fume-517 ynums RE v
RS EBERI [ EEEXHE
| SRR SEREEER: 10 6N 120\ 1R
flume.SOURCE.OpenConnectionCount flume.SINK.ConnectionClosedCount flume.CHANNEL.EventPutAttemptCount flume.SINK.EventDrainAttemptCount
1 180 900 900
120 600 600
0 60 300 300
flume.CHANNEL.EventPutSuccessCount flume.SOURCE.AppendAcceptedCount flume.SINK.BatchEmptyCount flume.SINK.BatchUnderflowCount
900 1 900 180
/‘ 600 120
2019%1H24H 15:57:00 e -
« CHANNEL.channell 735
— 0 — 0 0
flume.SINK.ConnectionCreatedCount flume.SOURCE.EventReadFail flume.SINK.EventDrainSuccessCount flume.SINK.BatchCompleteCount
180 1 900 1

/

\

11.2 Flume Bc &% BH

E-MapReduce (BAR#E#FR EMR) M 3.16.0 fRAFIE3HF Apache Flume, A 44
Flume ¥%#E M)\ EMR Kafka #8262 EMR Hadoop ##f) HDFS. Hivefil HBase, PAJ
BIH ) 0SS, Flume BIEH AN #unique_164.

HEETIE

- Qi Hadoop HEHE, fEnNEARS &R Flume,
- QI Kafka 85, FFOIESAHN flume-test ¥ topic, FHTF4EREHE,



BLIH:

- WRAIE R Hadoop R ERE, HPhiiE Kafka SEREEHE, SMRIEA MIT Kerberos
NIETE Hadoop HAFALE Kerberos iAIE;

- WA Kafka B2 2888, 8 Flume B8RS ANk Hadoop #8f, £
Kerberos Kafka Source #43';

- WSREIER) Hadoop #5FH Kafka SRHER ML 2, SREBOEHTE, SRSk
HAEEH Flume;

Kafka->HDFS
- fic® Flume

AIEACE X lume. properties, WMWUITFECE, Hrp, BEEW al.sources.sourcel
.kafka.bootstrap.servers J Kafka ##f broker ] host filii 15, al.sources.
sourcel.kafka.topics A Flume {I§%% Kafka £#E1 topic, al.sinks.kl.hdfs.path
4 Flume [i] HDFS 5 ANEHE 3512 :

al.sources = sourcel
al.sinks = kil
al.channels = cl1

al.sources.sourcel.type = org.apache.flume.source.kafka.KafkaSource
al.sources.sourcel.channels = cl
al.sources.sourcel.kafka.bootstrap.servers = kafka-hostl:portl,kafka
-host2:port2...

al.sources.sourcel.kafka.topics = flume-test
al.sources.sourcel.kafka.consumer.group.id = flume-test-group

# Describe the sink

al.sinks.kl.type = hdfs
al.sinks.kl.hdfs.path = /tmp/flume/test-data
al.sinks.kl.hdfs.fileType=DataStream

# Use a channel which buffers events in memory
al.channels.cl.type = memory
al.channels.cl.capacity = 100
al.channels.cl.transactionCapacity = 100

# Bind the source and sink to the channel

al.sources.sourcel.channels = cl
al.sinks.kl.channel = cl1

BimA:



BEEIR al.sinks.kl.hdfs.path @A URL M, XFEvT %R, 8 hdfs:/

emr-cluster, #lan:

al.sinks.kl.hdfs.path = hdfs://emr-cluster/tmp/flume/test-data

T hriE e, fiAlhdfs://emr-header-1:9000, #l4:

al.sinks.kl.hdfs.path = hdfs://emr-header-1:9000/tmp/flume/test-
data

=15 2
Flume FIERINEC B SUHHIRAE /etc/ecm/flume-conf R, fiHi%ACE Kz Flume Agent:

flume-ng agent --name al --conf /etc/ecm/flume-conf --conf-file
flume.properties

Ja3h Agent J5, BFUAMERY /etc/ecm/flume-conf T log4j.properties, =1Ll
2 MERHE logs/flume. log, AIHMESEFMERIN 1og4j. properties MATALHE.
- A

1t Kafka $8¥iH] kafka-console-producer. sh BiANMIREHE abe

Flume Z3{£ HDFS DAY ik R (Z289) I Wl ZE S fF FlumeData.xxxx, #B XEN
7%, 2FHFE Kafka i AEHE.

Kafka->Hive
- @ Hive £

Flume fEHHSRIEREHEE A Hive, HELEQIE Hive XINIEHE transactional &
T, nlE flume_test 3:

create table flume_test (id int, content string)
clustered by (id) into 2 buckets
stored as orc TBLPROPERTIES('transactional'='true');

- BtE Flume

BB E X Flume. properties, WMAITFECE, H¥, BLEME al.sources.sourcel
.kafka.bootstrap.servers HE Kafka ##f broker ) host fll¥isl 1%, al.sinks.
kl.hive.metastore 4 Hive metastore URI, BCE N hive-site.xml HHECEIA hive.

metastore.uris FHH:

al.sources = sourcel
al.sinks = kil



al.channels = cl1

al.sources.sourcel.type = org.apache.flume.source.kafka.KafkaSource

al.sources.sourcel.channels = cl

al.sources.sourcel.kafka.bootstrap.servers = kafka-hostl:portl,kafka

-host2:port2...
al.sources.sourcel.kafka.topics = flume-test

al.sources.sourcel.kafka.consumer.group.id = flume-test-group

# Describe the sink

al.sinks.kl.type = hive
al.sinks.kl.hive.metastore = thrift://xxxx:9083
al.sinks.kl.hive.database = default
al.sinks.kl.hive.table = flume_test
al.sinks.kl.serializer = DELIMITED
al.sinks.kl.serializer.delimiter = ","
al.sinks.kl.serializer.serdeSeparator = ','
al.sinks.kl.serializer.fieldnames =1id,content

al.channels.cl.type = memory
al.channels.cl.capacity = 100
al.channels.cl.transactionCapacity = 100

al.sources.sourcel.channels = cl
al.sinks.kl.channel = cl1

- J33) Flume

--conf-file

flume-ng agent --name al --conf /etc/ecm/flume-conf

flume.properties

- EREE

1£ Kafka #8fhfiflkafka-console-producer. sh, PLES HabAFm A MREdE 1, a.

- AIBHEE A
i) Hive H5FR T LAER P o THCE |

hive.support.concurrency - true
hive.exec.dynamic.partition.mode - nonstrict

hive.txn.manager - org.apache.hadoop.hive.ql.lockmgr.DbTxnManager

Bt B G A flume_test R RIBE
Kafka->HBase
- fiji HBase #

@i HBase # flume_test }&41##% column



- ftE Flume

AEACE X flume. properties, MU TECE, Hrb, BLEW al.sources.sourcel
.kafka.bootstrap.servers J Kafka ##f broker ] host fl¥ii I 15, al.sinks.kl.
table Jjy HBase %44, al.sinks.kl.columnFamily R%5li%E4:

al.sources = sourcel
al.sinks = kil
al.channels = cl1

al.sources.sourcel.type = org.apache.flume.source.kafka.KafkaSource
al.sources.sourcel.channels = cl
al.sources.sourcel.kafka.bootstrap.servers = kafka-hostl:portl,kafka
-host2:port2...

al.sources.sourcel.kafka.topics = flume-test
al.sources.sourcel.kafka.consumer.group.id = flume-test-group

al.sinks.kl.type = hbase

al.sinks.kl.table = flume_test
al.sinks.kl.columnFamily = column

# Use a channel which buffers events in memory
al.channels.cl.type = memory
al.channels.cl.capacity = 1000
al.channels.cl.transactionCapacity = 100

# Bind the source and sink to the channel

al.sources.sourcel.channels = cl
al.sinks.kl.channel = cl1

- RahiRSs

flume-ng agent --name al --conf /etc/ecm/flume-conf --conf-file
flume.properties

- A
1£ Kafka 88l kafka-console-producer. sh R EHE)G, i PA7E HBase #5I%HE

Kafka->0SS
- @8 OSS iz

@& OSS Bucket l2H3%, W oss://flume-test/result



- ftE Flume

Flume 1] OSS 5 AN, THZE BRI JVM W1E, BIRASUh 0SS BfFsE WK Flume
Agent i) Xmx:

- B8 0SS A7 K/

¥ hdfs-site.xml BCBXXHFEM /etc/ecm/hadoop-conf ¥ M E /etc/ecm/flume-
conf, BUMICEA smartdata.cache.buffer.size WEH, BIUHESH 1048576,

- B Xmx

1£ Flume WECEETE /etc/ecm/Flume-conf K, BEHIECE X flume-env. sh.
template IHmHAN flume-env.sh, BEE Xmx, FlUBEERN1G:

export JAVA_OPTS='"-Xmxlg"

AIEACE S Flume. properties, WMAINACE, HA, BCEE o1, sources. sourcel.
kafka.bootstrap.servers G Kafka $##f broker ) host fl¥il 15, al.sinks.kl1.
hdfs.path J3 OSS #&i%:

al.sources = sourcel
al.sinks = kil
al.channels = cl

al.sources.sourcel.type = org.apache.flume.source.kafka.KafkaSource
al.sources.sourcel.channels = cl
al.sources.sourcel.kafka.bootstrap.servers = kafka-hostl:portl,kafka
-host2:port2...

al.sources.sourcel.kafka.topics = flume-test
al.sources.sourcel.kafka.consumer.group.id = flume-test-group

al.sinks.kl.type = hdfs
al.sinks.kl.hdfs.path = oss://flume-test/result
al.sinks.kl.hdfs.fileType=DataStream

# Use a channel which buffers events in memory
al.channels.cl.type = memory
al.channels.cl.capacity = 100
al.channels.cl.transactionCapacity = 100

# Bind the source and sink to the channel
al.sources.sourcel.channels = cl



al.sinks.kl.channel = cl1

- J43h Flume
WARACHE Flume BT 0SS &7 K/, {1 classpath 285 A 0SS HHRHEFIACE -

flume-ng agent -—-name al --conf /etc/ecm/flume-conf --conf-file
flume.properties --classpath "/opt/apps/extra-jars/*:/etc/ecm/flume
-conf/hdfs-site.xml"

WIREH T Flume Agent ) Xmx, HFTHEAN OSS AR :

flume-ng agent -—-name al --conf /etc/ecm/flume-conf --conf-file
flume.properties --classpath "/opt/apps/extra-jars/*"
- P

1t Kafka 8- kafka-console-producer. sh LG, 1£ OSS ) oss://flume-
test/result MR FELLYHGIN M) (ZF) N B G2 RSUF FlumeData. xxxxo

Kerberos Kafka source
PSR4 Kafka SERERVEHEN, G280 MrNCE :

- U3 MIT Kerberos IANIESE Kafka $EAFACE Kerberos iAE, 3$2EKIT keytab S fF
test. keytab ¥ W% Hadoop BB /etc/ecm/flume-conf Fi2 F; ¥ Kafka #EH1 /
etc/ecm/has-conf/krb5.conf X% Hadoop ERE /etc/ecm/flume-conf 1§
7P

- BeHE flume.properties

1E flume.properties PHMA PECE

al.sources.sourcel.kafka.consumer.security.protocol = SASL_PLAINTEXT
al.sources.sourcel.kafka.consumer.sasl.mechanism = GSSAPI
al.sources.sourcel.kafka.consumer.sasl.kerberos.service.name = kafka

- AtHE Kafka client
- fE /etc/ecm/flume-conf T flume\_jaas.conf, NEHUIT:

KafkaClient {
com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true
storeKey=true
keyTab="/etc/ecm/flume-conf/test.keytab"
serviceName="kafka"
principal="test@EMR.${realm}.COM";



i
Hrp, ${realm} &l Kafka ##E1) Kerberos realm, JKEU =0 :

B 7t Kafka #8742 hostname, 133N emr-header-1. cluster-xxx BFEML
%4, B emr-header-1.cluster-123456, ERIELTH 123456 RN realm

- B¥/etc/ecm/flume-conf/flume-env.sh

PN, /etc/ecm/flume-conf/ Fi&H flume-env.sh XF, TFEEI flume-
env.sh. template HEMAN flume-env.sh, HMAFHNZ:

export JAVA_OPTS="S$JAVA_OPTS -Djava.security.krb5.conf=/etc/ecm/
flume-conf/krb5.conf"

export JAVA_OPTS="S$JAVA_OPTS -Djava.security.auth.login.config=/
etc/ecm/flume-conf/flume_jaas.conf"

- REBA

1% Kafka SERES Y S KB4 TP Mg5E5 BEma] Hadoop 81 /etc/hosts, Kt
HIIERBIN emr-header-1. cluster-123456,

I E{S6EA Flume
fEACE Vs b R R, HARCENT:

- 2% MIT Kerberos IMIETE Kafka $E#CE Kerberos IAME, #4425 keytab S(fF
test. keytab #U1% Hadoop #£HtH /etc/ecm/flume-conf BEIE T,

- WitE flume.properties
1E flume.properties PEHMU FALE :

al.sources.sourcel.kafka.consumer.security.protocol = SASL_PLAINTEXT
al.sources.sourcel.kafka.consumer.sasl.mechanism = GSSAPI
al.sources.sourcel.kafka.consumer.sasl.kerberos.service.name = kafka

- At Kafka client
- f£ /etc/ecm/flume-conf PIEXHF flume\_jaas.conf, NEUIT:

KafkaClient {
com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true
storeKey=true
keyTab="/etc/ecm/flume-conf/test.keytab"
serviceName="kafka"
principal="test@EMR.${realm}.COM";



}s
Hrp, ${realm} &l Kafka ##E1) Kerberos realm, JKEU =0 :
B 7f Kafka i ITm S hostname, 143X Nemr-header-1. cluster-xxxiFHl

%4, Wemr-header-1.cluster-123456, wEIETH 123456 BIA realm,

- B¥/etc/ecm/flume-conf/flume-env.sh

PIENI R, /etc/ecm/flume-conf/ Fi&f flume-env. shX(fF, TEHILflume-env
.sh.template}rEMmBNflume-env. sh, HIMUITHZ:

export JAVA_OPTS="S$JAVA_OPTS -Djava.security.auth.login.config=/
etc/ecm/flume-conf/flume_jaas.conf""

11.3 f£F LogHub Source 43E E-MapReduce £8MEUERS = E-
MapReduce £&£#Y HDFS

AN EMR-Flume SR} FI2E Log Service %S EMR #881) HDFS, J#iR¥EEdEd
SR B B E N HDFS HRR 5 X

E-MapReduce M 3.20.0 A 4% EMR-Flume MIA T Log Service Source, fii8) Log
Service [ Logtail 3 T.H, DL THEFR2 MBS IN RETF L1%5] LogHub, Fififl EMR-
Flume ¥ LogHub ##sF 22 2 EMR #£881) HDFS, A RERIES] Log Service 1)
LogHub WIS 2 )00 B2 Wa#unique_168,

HEETE
@il Hadoop 8, fEnERMFHIEE Flume, IS EIES WHunique_22,

FCE Flume
- BCHE Source

B LR 1 BLHH

type org.apache.
flume.source
Joghub.
LogHubSource

endpoint LogHub [t WIRER VPC/&MMEE Y endpoint, ELIES EMR
Endpoint ERE R — X REA 2 endpoint, ZLRUE

i217 Flume agent Ry 15 55 2 M 1P,




(=R 1H B
project LogHub Y
project
logstore LogHub i
logstore
accessKeyld Bl B )
AccessKey ID
accessKey Bl B 1)
AccessKey
useRecordT true ERIMER false, Wi header H3%f timestamp J&
ime P, I event MR RIBEZHMAZ] header H; {HZ
{fEFlume Agent BFEE R R EH T, S5
PRI 3 X, b RiXpg o, nf AR
{HiE Mtrue, HEHEREEE] LogHub IR RI{EN
timestamp,
consumerGr |consumer_1 WA PR, BRIME Hconsumer_1
oup
HAPC E AR

- consumerPosition

HRAESE — X2 LogHub BUBINIIALE, BRIMED end, HIMNERIEHEIT LG ;
nf DA E M HAR{E N begin 5% special, begin FrR W BT IR ; special #
ARNEE IR ) SPGB, fERLE M special B, T EALE startTime AIFAATE TR AF
Mg, A FP, ERIBITE LogHub ARS5uREICTIH SRl 22 L, BEmanipAR sk
consumerPosition, FJPAEFR LogHub MHRAINE, S W#unique_169; B34 H AL
i consumerGroup AT,

- heartbeatInterval fil fetchInOrder

heartbeatInterval &R 4 SRS mAERLOBRRIMIRE, AfREfd, BNk 30 #;
fetchInOrder M key IR R 197 e, BRIMEN false,
- batchSize fl batchDurationMillis

@ source batch BtE, FnfillZ event 5 A channel A,
- backoffSleepIncrement fil maxBackoffSleep

JEHII source sleep BtE, Fok LogHub A EIER % sleep I RIFIE &,




- HLE channel fil sink
AL memory channel fil HDFS sink,

- HDFS Sink BCEUIT:

AC BT i1

hdfs.path /tmp/flume-data/loghub/datetime=%y
%m%d/hour=%H

hdfs.fileType DataStream

hdfs.rollInterval 3600

hdfs.round true

hdfs.roundValue 60

hdfs.roundUnit minute

hdfs.rollSize 0

hdfs.rollCount 0
- Memory channel BEEIR:

HCE I fE

capacity 2000

transactionCapacity 2000

i&1T Flume agent

£ F B = E-Mapreduce il & Wi k3) Flume agent FIEA#E/ES W #unique_170, RIS
g, nILABSIACER HDFS 12 R record timestamp fEi%¥ H B8,

[root@emr-worker-3 ~]# hdfs dfs -ls /tmp/flume-data/loghub/datetime=190430/hour=11
SLF4]: Class path contains multiple SLF4J bindings.
SLF4]): Found binding in [jar:file:/opt/apps/ecm/service/hadoop/2.7.2-1.2.8/package/hadoop-2.7.2-1.2.8/share/hadoop/common/1ib/s1f4j-10g4j12-1.7.10. jar!/org/s1f4j/impl/StaticLogge

rBinder.class]

SLF4J): Found binding in [jar:file:/opt/apps/ecm/service/tez/0.8.4/package/tez-0.8.4/1ib/s1f4j-10g4j12-1.7.10.jar!/org/s1f4j/impl/StaticLoggerBinder.class]
SLF4J: See http://ww.s1f4j.org/codes.html#multiple_bindings for an explanation.

SLF4J): Actudl binding is of type [org.slf4j.impl.Log4jLoggerFactory]

Found 1 items

rw-r--r-- 3 root hadoop 1344 2019-04-30 11:18 /tmp/flume-data/loghub/datetime=190430/hour=11/FlumeData.1556594288836.tmp

[root@emr-worker-3 ~1# ||

%% Log Service LRIHIRAING, TRAPEHEZ WHunique_169:



E-MapReduce

FRAUEAE /) 11 Flume

# sls.console.aliyun.com

FEREGE-AERS

EEEHE

BSE
v LogHub - SRFY R4
[eH) AR
Logtail 2R
Logtail#l 884
¥ LogHub - SERFHEE
[3CHY) HBRiER

HREAEE

v Search/Analytics - &...

~ LogShipper - B2SH!

MaxCompute(/RODPS)

oss

O] emapedace g

hEIEZE

history n

IhEH B R B SR K2

consumer_5

Consumer GroupiR7

Q=998 m

Shard WA
o 2019-04-30 11:18:47
1 2019-04-30 11:18:08

f0ca9778-1fb5-4876-b809-f84a7fcc0193

0ca9778-1fb5-4876-b809-f84a7fcc0193

ESC]

g R ()

FEEndpoint

HERA | IR

160

SCASRAS: 20190829



12 Sqoop fEF5EH

Sqoop &K HRAEARIBAR AR F Z B T BRI MR IE, SR 2RI Bk
L7448

R Sqoop
Hili, E-MapReduce MitA 1.3 HUGHI=ERINSCHE Sqoop ik, BIHFHAITEEE, Pk
AN,
i A E-MapReduce MIRRAMET 1.3, WIEEAEK Sqoop, WIRFEMEHIESZUI TN

1. WERI R# Sqoop 1.4.6 filiAs
% F#iM sqoop-1.4.6.bin__hadoop-2.0.4-alpha. tar.gz ILIHEFTIF, Hnf CAUEH B
Wit http://mirror.bit.edu.cn/apache/sqoop/1.4.6/sqoop-1.4.6.bin__hadoo

p-2.0.4-alpha. tar.gz 7 FE, EHRITUI RS

wget http://mirror.bit.edu.cn/apache/sqoop/1.4.6/sqoop-1.4.6.bin__ha
doop-2.0.4-alpha.tar.gz

2. PUTINF@Z, K FETRK sqoop-1.4.6.bin__hadoop-2.0.4-alpha. tar.gz fRIEF
Master i L:

tar zxf sqoop-1.4.6.bin__hadoop-2.0.4-alpha.tar.gz

3. BN MySQL SEIRHRZE L% MySQL driver, i§MWEM FEENA, ST R ST
T (WEAEDURA 5.1.38 M) :

wget https://dev.mysql.com/get/Downloads/Connector-J/mysql-connector
-java-5.1.38.tar.gz

4. fRIEIGH jar @3 Sqoop Hat R lib HR'R,
B
T OLEIRE R R PR

- MySQL -> HDFS
- HDFS -> MySQL
- MySQL -> Hive
- Hive -> MySQL


http://www.apache.org/dyn/closer.lua/sqoop/1.4.6
https://dev.mysql.com/downloads/connector/j/

- A1 SQL i S A AT

@ HE:

TEPATIN RIaR20i, W6 EUIRIA P Hadoop,
su hadoop

. M\ MySQL %] HDFS
TESERER) Master 155l EHUT Fan <

sqoop import —--connect jdbc:mysql://<dburi>/<dbname> --username <
username> --password <password> --table <tablename> --check-column

<col> --incremental <mode> --last-value <value> --target-dir <hdfs-
dir>

SR

dburi: BHEERVIMER, BlW: jdbc:mysql://192.168.1.124:3306/ WRENVi
MIEREDEA SR AER G SRR ERWELE, B jdbc:mysql://192.168.1
.124:3306/mydatabase?uselUnicode=true

- dbname: B#EENST, WW: user,

- username: ¥HEFEGERHF A,

- password: FIFARIIERS

- tablename: MySQL £4£ 7

- col: EREMIINAR,

- mode: ZEBRIUESqoopITE LT MY, HUA N append B lastmodified,

- value: Hi—/ ARSI ERKIEH,

- hdfs-dir: HDFS W5 AH%, Hlll: /user/hive/result,

B SBEMEZ% Sqoop Import,


http://sqoop.apache.org/docs/1.4.6/SqoopUserGuide.html#_syntax

- M HDFS %] MySQL

R SEQUELLFARE HDFS HRISigs i MySQL %, AURTEHREN Master 4 EYGTAIF
W, B BRSPS

sqoop export —-connect jdbc:mysql://<dburi>/<dbname> --username <
username> --password <password> --table <tablename> --export-dir <
hdfs-dir>

SHE :

dburi: FHEERVIMER, HlW: jdbc:mysql://192.168.1.124:3306/, WIHLET
ViMEED EASE IR AE RS SRS AR, BIM: jdbc:mysql://192.168
.1.124:3306/mydatabase?useUnicode=true

- dbname: B#EFENAT, BlA: user,

- username: ¥HEFEERA 4.

- password: FIF AR &R

- tablename: MySQL R4 T,

- hdfs-dir: 23] MySQL £ HDFS W#IaH>¢, Hli: /user/hive/result,
HANPEZ B8 HIEZ% Sqoop Export,

- M\ MySQL 51 Hive

TESEBEM Master Vi EPUTU RS2 IE, MMySQLEWEFE S A EHEFNF, Woshid—4
Hive #:

sqoop import --connect jdbc:mysql://<dburi>/<dbname> --username <
username> --password <password> —--table <tablename> --check-column <
col> —--incremental <mode> --last-value <value> --fields-terminated-


http://sqoop.apache.org/docs/1.4.6/SqoopUserGuide.html#_syntax_4

by "\t" --lines-terminated-by "\n" --hive-import --target-dir <hdfs-
dir> --hive-table <hive-tablename>

SR :

dburi: BHRERVIMER, BlW: jdbc:mysql://192.168.1.124:3306/ WSRERIVi
MIEREDEHSBOR ARG SRR SR AEE, BI: jdbc:mysql://192.168.1
.124:3306/mydatabase?useUnicode=true

dbname: FHEEMSY, Hll: user,

username: #EEERF 4,

password: FIF M L&Y,

tablename: MySQL [F#£M4 7

col: ZRERIHHIAFR

mode: ZEBAIUESqoopiE UL T Hii1T. B append®Klastmodified, Hi
Sqoop A BIEFIHive A X FrappendBizt,

value: Fi—/S AHREHI B ME.

hdfs-dir: 253 MySQL %) HDFS WEHEH S, Hlf: /user/hive/result,
hive-tablename: XM Hive %4, L2 xxx.yyy.

B ZSBE 2% Sqoop Import,
- M Hive %] MySQL

2% LM HDFS 3] MySQL Mai<, HFTEIEE Hive RXM A HDFS BiEsEn] AT,
- M\ MySOQL %] 0SS

R MySQL 2| HDFS, Hjg —target-dir A[F., fEERE Master 155 LTI R a4 :

sqoop import —--connect jdbc:mysql://<dburi>/<dbname> --username <
username> --password <password> —--table <tablename> --check-column <
col> -—incremental <mode> --last-value <value> --target-dir <oss-dir
> —-—temporary-rootdir <oss—-tmpdir>

HE:

- 0SS ki) host HAIPIEAL, AhPisthbfn VPC Piggitiht 2 57, QIR mmsg, =2
RN, B2 oss-cn-hangzhou-internal.aliyuncs.com, VPC BI5E
VPC N, PHiM)g voc100-oss-cn-hangzhou.aliyuncs.coms


http://sqoop.apache.org/docs/1.4.6/SqoopUserGuide.html#_syntax

- H#iF$P 8] 0SS A% Ff—delete-target-dir, HIXNSESHRE Wrong FS, Q=
735 AR H S EdE , nIAEW sqoop Riiflhadoop fs -rm -r osspathcillJsiRi
0SS HMI 7.

sqoop import —--connect jdbc:mysql://<dburi>/<dbname> --username <
username> --password <password> --table <tablename> --check-column <
col> --incremental <mode> --last-value <value> --target-dir <oss-dir
> ——temporary-rootdir <oss-tmpdir>

SR

dburi: BABERVIMER, HI: jdbc:mysql://192.168.1.124:3306/ WIRER
VikEEDSHSE IR ARG SRS EE, BI: jdbc:mysql://192.168
.1.124:3306/mydatabase?uselUnicode=true

- dbname: BHEENSAT, HlA: user,

- username: FIEEBFA 4.

- password: FIFARiRER,

- tablename: MySQL #4£ ¥,

- col: ZHSERFINIHFR,

- mode: ZEBRXRESqooplMiE LMFLEF T FiAT. HUA MappendsXlastmodified.

- value: Hi—SAPKAESINER K,

- oss-dir: OSSE ANHR%, HlN: oss://<accessid>:<accesskey>@<bucketname

>.0ss-cn-hangzhou-internal.aliyuncs.com/result,

- oss-tmpdir: EREAHZ, fiiE append BRKIFEN, THEEEZSH. QREHBEZ
C&F{ET HDFS i, W Sqoop KB4 S AFFE & 1% HXIINE. FHappendfis,
Sqoop XFFEE T AR H%, R FEa 4N IR BhH%,

BINPEARI S B A2 W Sqoop Import,


http://sqoop.apache.org/docs/1.4.6/SqoopUserGuide.html#_syntax

+ M\ 0SS ] MySQL

el MySQL #| HDFS, Hj —export-dir AR, TEAIHLAN M 0SS HiEdEasian
MySQL #

RIGTEERN Master WAl EPUTUNR : faE R IR 1E

sqoop export —--connect jdbc:mysql://<dburi>/<dbname> --username <
username> —--password <password> --table <tablename> --export-dir <
oss-dir>

SR

- dburi: BABENVIMER, Bla: jdbc:mysql://192.168.1.124:3306/ WIREN
Vil S A S IR ARG SRR SR EE, BIW: jdbc:mysql://192.168
.1.124:3306/mydatabase?uselUnicode=true

- dbname: BHEENSAT, HlA: user,

- username: EHEEGEFHF A,

- password: FIF BRI

- tablename: MySQL £ ¥

- oss-dir: OSS WIS AHZ, Hlll: oss://<accessid>:<accesskey>@<bucketname
>.0ss-cn-hangzhou-internal.aliyuncs.com/result,

- oss-tmpdir: GRS ANHF, i€ append BIRNFEN, TEHCZSE. WRARHZR
E&47 £ T HDFS th, WISqooptHE4t 3 AIFE % HXIINE. R append Bisl)G,
Sqoop XK IR S AN H%, A5k dan 4o IER HbsH %,

BibA:
0SS Hithik host ML, Ak, VPC Mgtz 5. WH HEmss, FHEEEM
Mk, BiM)E oss-cn-hangzhou-internal.aliyuncs.com, VPC T8 fGE VPC N

M, HiMig voc100-oss-cn-hangzhou.aliyuncs.coms
BN SBER T2 MW, Sqoop Export
- {8 SQL /' AZRAT:
BR 7 HEE MySQL R, B[S SQL KigE S AREE, W FHR:

sqoop import —--connect jdbc:mysql://<dburi>/<dbname> --username <
username> --password <password> --query <query-sql> --split-by <sp


http://sqoop.apache.org/docs/1.4.6/SqoopUserGuide.html#_syntax_4

-column> --hive-import --hive-table <hive-tablename> --target-dir <
hdfs-dir>

SR :

dburi: BHEERVIMER, HlW: jdbc:mysql://192.168.1.124:3306/ WHRER

VilEZEDSH S IR AE ARG SRR MERMEE, $1W: jdbc:mysql://192.168

.1.124:3306/mydatabase?uselUnicode=true

- dbname: B#EENSAT, BA: user,

- username: ¥HEFEGERHF A,

- password: FHF R ER,

- query-sql: fEHME#IES), BIU: SELECT x FROM profile WHERE id>1 AND \$
CONDITIONS, IfSZEHGISME, K5 —&%4 I AND \SCONDITIONS,

- sp-column: TV M5, — R MySQL #iy 34,

- hdfs-dir: 255 MySQL 2/ HDFS WE#EHL, #illl: /user/hive/result,

- hive-tablename: XM Hive H#44, nlPUR xXX.yyy,

HINEANSBUEREZ W Sqoop Query Import,

R A BRI 2R AC B S WHunique_172,


http://sqoop.apache.org/docs/1.4.6/SqoopUserGuide.html#_free_form_query_imports

13 AN

13.1 HDFS #Z#X

HDFS JFa v ARG, il HDFS %24 GIANARA GEIEH 1%/ HDFS, Wit
#ia/ QU ST F

ANINECE

HDFS BUBRAHSCIBLE L T

- dfs.permissions.enabled

TR, BMEI%ME M false, chmod/chgrp/chown/setfacl #4542 21 T RUBRK S

- dfs.datanode.data.dir.perm

datanode i AR EETEIIBIR, BRIN755

- fs.permissions.umask-mode

PURFERS,  TER0E S SO I i A BR AR %%

P fE: 0666 & ~umask

Wit ek Je: 0777 & ~umask

RN umask {8 022, BIHiESIIFRR R 644(666&~022=644), HidLHFIBURN 755(
777&~022=755)

EMR 1) Kerberos Z 28 REEIACE N 027, XRCHEESFRIRN 640, #d SRR M
750

- dfs.namenode.acls.enabled

FI9F ACL #=ill, FTHFIGER 7l LY owner/group BEATRUBRERRISN, & 0] DO H &R Pl T
BEHE,
BEE ACL A2

hadoop fs -getfacl [-R] <path>
hadoop fs -setfacl [-R] [-b |-k -m |-x <acl_spec> <path>] |[--set
<acl_spec> <path>]

a:

su test

#testiH P FR
hadoop fs -mkdir /tmp/test

#2576 QI SRR
hadoop fs -1s /tmp



drwxr—-x--- - test hadoop 0 2017-11-26 21:18 /tmp/
test

#¥EEacl, FZREA foo [l P rwx

hadoop fs —setfacl -m user:foo:rwx /tmp/test

HEB SRR ( +13%%Ti§EETAC L)

hadoop fs -1s tmp/

drwxrwx---+ - test hadoop 0 2017-11-26 21:18 /tmp/
test

##Facl

hadoop fs -getfacl /tmp/test
# file: /tmp/test

# owner: test

# group: hadoop

user: :rwx

user: foo:rwx

group: :r-x

mask: : rwx

other::——-

- dfs.permissions.superusergroup

B, Jm A E AT @R P B

=3 HDFS RS

At

T Kerberos %485, TLERINLE T HDFS BB ( umask B8N 027), KHEACEMER
M55

XFE Kerberos % @8R RHsINAC B I B 5 k55

- umask {n] DUYE T R BB

- HDFS 2—A3EliNi55, Hive/HBase F#E24L T HDFS, FibAEiCEHE L2IRSN, &
FHRATACE L HDFS PR,

- 1€ HDFS R tiG, FTEBELrms HERE @ Spark [ /spark-history, YARN ) /
tmp/$user/ %)

- sticky bit

X SePEJEnT BEE sticky bit, wJEABiIERR T superuser/file owner/dir owner ZAMYHE
FH P BRI S R SO /SO (BIMEE B PO i SR rwx SRR, 4

#BIE SR — LA 71
hadoop fs -chmod 1777 /tmp
hadoop fs -chmod 1777 /spark-history



hadoop fs -chmod 1777 /user/hive/warehouse

13.2 YARN =1

YARN MFZBURIEENIAR, w] Doy MRS5S, FASIGRIZAL,
AR SR A BIFZAN

PEW Hadoop® /5 ek

- PR P RIS, Bl

- BLE7E hadoop-policy.xml

- HRS5 M AR BR A S A HARAN BRAZ 5 Z 1 (41 HDF'S i) permission Ki#& /yarn 2516 NS A
B i)

BLIA:
— %8 7 HDFS permission £ /yarn BAFISEIRRSH], nTRAARBE BRSSOz, A
Fa] PARRE B O3 sRIEATH SR AC EL,
PAFIZR 5 RUFZ A

YARN 0] BLjd i BABIN BEIRIEA THALE PR, f5 Capacity Scheduler fil Fair Scheduler P51
ﬂ%’go

IXH P Capacity Scheduler Jyfil,
7| [T
BB A SOMHAN, — AR5V BIASIRIEZA, — A2 B BRRASIIZAY

Bil:
- BABIM ACL R4 h user/group, BEEMFXESET, user fil group nf RN
B, PRI IF, user/group MIFRTHIES 73, RA—ANZEEREM N B
R
- BB ACL dk7K : 2R —A user/group v PAMZEANBAFI R N RS, WIER] ARIER
A ¥ NI I RE S,  RIBREEBRRASI ACL R AR YE, i DAAn S ZERG kA


https://hadoop.apache.org/docs/r2.7.2/hadoop-project-dist/hadoop-common/ServiceLevelAuth.html

user/group FRZAEMBNIHEARAS,  WIFEZEBE B %A DA RZ AR A X RAFIRY ACL 3Rk
FRHZ user/group MIHEEVENIIRLR

- yarn.acl.enable

ACL %, BEEN true

- yarn.admin.acl

B yarn EBIBEHE, WinfidTyarn rmadmin/yarn kill%m%, ZELHARE, &
M52 BASIRH % i a el Bl 53 35 B CTEAE 3K
W b, ACEMHR DI E user/group:

userl,user2 groupl,group2 #userflgroupHZt&iEIT
groupl,group2 #Hfgroupfiit ™, BALERRTHIIN L2k

EMR #8844 has Bt BN admin ) ACL R

- yarn.scheduler.capacity.${queue-name}.acl_submit_applications

W BEBEW A IZAGIH 2K user/group,

B b ${queue-name} NBASIHIAFR, AIEUR 2RI, FEEZHNH M ACL 46&1H1
llo 4n:

#queue—-name=root
<property>
<name>yarn.scheduler.capacity.root.acl_submit_applicati
ons</name>
<value> </value> #%3fgFoRMEM NERTCIATE: roo tRAFIHE AL Mk
</property>
#queue-name=root.testqueue
<property>
<name>yarn.scheduler.capacity.root.testqueue.acl_submit
_applications</name>
<value>test testgrp</value> #testqueueHlfp¥ftestif/
testgrpdl {2k
</property>

- yarn.scheduler.capacity.${queue-name}.acl_administer_queue

W BE B user/group EEERAS, Eean kill PAFIH 7N,
B queue-name "W PUR LR, EEZHNO R ACL 2&HLH,

#queue-name=root
<property>
<name>yarn.scheduler.capacity.root.acl_administer_queue</
name>
<value> </value>
</property>
#queue-name=root.testqueue
<property>
<name>yarn.scheduler.capacity.root.testqueue.acl_admini
ster_queue</name>
<value>test testgrp</value>



</property>
- i YARN it%%

- XF Kerberos Z2ERCLEIANTE ACL, I af DURHE A & 7R AL E A HE ACL
UL,

- XFIE Kerberos 2 E5ERYE LiAIF i ACL JHi B4 BAFIKARR ], ®)H YARN AR
%o

- BLERB

- yarn-site.xml

<property>
<name>yarn.acl.enable</name>
<value>true</value>
</property>
<property>
<name>yarn.admin.acl</name>
<value>has</value>
</property>

- capacity-scheduler.xml

- defaultb\¥]: E5H default BASI, ASFeVFLm P HE 2ok & B,
- q1BMVI: HSeiF test P RZAELBARAEPERAS (4N kill)

- q2BAF: H5eF foo P RAZMENL DA R E BERAS,

<configuration>
<property>
<name>yarn.scheduler.capacity.maximum-applications</name>
<value>10000</value>
<description>Maximum number of applications that can be
pending and running.</description>
</property>
<property>
<name>yarn.scheduler.capacity.maximum-am-resource-percent</
name>
<value>0.25</value>
<description>Maximum percent of resources in the cluster
which can be used to run application masters 1.e.
controls number of concurrent running applications.
</description>
</property>
<property>
<name>yarn.scheduler.capacity.resource-calculator</name>
<value>org.apache.hadoop.yarn.util.resource.DefaultRes
ourceCalculator</value>
</property>
<property>
<name>yarn.scheduler.capacity.root.queues</name>
<value>default,ql,q2</value>
<l== 34MPAFI-->
<description>The queues at the this level (root is the root
queue) .</description>
</property>
<property>
<name>yarn.scheduler.capacity.root.default.capacity</name>



<value>0</value>
<description>Default queue target capacity.</description>
</property>
<property>
<name>yarn.scheduler.capacity.root.default.user-limit-factor
</name>
<value>1</value>
<description>Default queue user limit a percentage from 0.0
to 1.0.</description>
</property>
<property>
<name>yarn.scheduler.capacity.root.default.maximum-capacity
</name>
<value>100</value>
<description>The maximum capacity of the default queue.</
description>
</property>
<property>
<name>yarn.scheduler.capacity.root.default.state</name>
<value>STOPPED</value>
<!-- defaultp\HIIRAIEE NSTOPPED-->
<description>The state of the default queue. State can be
one of RUNNING or STOPPED.</description>
</property>
<property>
<name>yarn.scheduler.capacity.root.default.acl_submit
_applications</name>
<value> </value>
<I-- defaultRAFIZE IEHR AL - —>
<description>The ACL of who can submit jobs to the default
queue.</description>
</property>
<property>
<name>yarn.scheduler.capacity.root.default.acl_admini
ster_queue</name>
<value> </value>
<!-— #LEpidefau LtpAKI-->
<description>The ACL of who can administer jobs on the
default queue.</description>
</property>
<property>
<name>yarn.scheduler.capacity.node-locality-delay</name>
<value>40</value>
</property>
<property>
<name>yarn.scheduler.capacity.queue-mappings</name>
<value>u:test:ql,u:foo:q2</value>
<U-— PABIMLE, testhFEZMUHEIqLINS]-—>
<description>A list of mappings that will be used to assign
jobs to queues. The syntax for this list dis
[u|gl:[name]:[queue_name][,next mappingl* Typically this
list will be used to map users to queues,for
example, u:%user:%user maps all users to queues with the
same name as the user.
</description>
</property>
<property>
<name>yarn.scheduler.capacity.queue-mappings-override.enable
</name>
<value>true</value>
<1-- piRqueue-mappingsiIEMME, R ER MRS -—>
<description>If a queue mapping is present, will it override
the value specified by the user? This can be used



by administrators to place jobs 1in queues that are
different than the one specified by the user. The default
is false.
</description>
</property>
<property>
<name>yarn.scheduler.capacity.root.acl_submit_applications</
name>
<value> </value>
<I-— ACLAERPE, ARAFITRIHIEAFR-—>
<description>
The ACL of who can submit jobs to the root queue.
</description>
</property>
<property>
<name>yarn.scheduler.capacity.root.ql.acl_submit_applicati
ons</name>
<value>test</value>
<I=- qlHneirtestfi Pzl ——>
</property>
<property>
<name>yarn.scheduler.capacity.root.q2.acl_submit_applicati
ons</name>
<value>foo</value>
<I-— q2H i foo I P2k ——>
</property>
<property>
<name>yarn.scheduler.capacity.root.ql.maximum-capacity</name

<value>100</value>

</property>

<property>
<name>yarn.scheduler.capacity.root.q2.maximum-capacity</name

<value>100</value>
</property>
<property>
<name>yarn.scheduler.capacity.root.ql.capacity</name>
<value>50</value>
</property>
<property>
<name>yarn.scheduler.capacity.root.qg2.capacity</name>
<value>50</value>
</property>
<property>
<name>yarn.scheduler.capacity.root.acl_administer_queue</
name>
<value> </value>
<l-- ACLEMENME, NSITH IR >
</property>
<property>
<name>yarn.scheduler.capacity.root.ql.acl_administer_queue</
name>
<value>test</value>
<I=- qlpMFIH seirtest i PR, ki LR -—>
</property>
<property>
<name>yarn.scheduler.capacity.root.g2.acl_administer_queue</
name>
<value>foo</value>
<I=— q2pAFI A seir foo P RE,  anki LML -—>
</property>
<property>
<name>yarn.scheduler.capacity.root.ql.state</name>



<value>RUNNING</value>
</property>
<property>
<name>yarn.scheduler.capacity.root.q2.state</name>
<value>RUNNING</value>
</property>
</configuration>

13.3 Hive 2%

Hive WE A X TIKE HDFS AR (Storage Based Authorization) FI3E T i SQL 11
grant %4 (SQL Standards Based Authorization) FRHZRHLEI,

BibA:

PR AT PARIIN A B, A ipsE,

Storage Based Authorization (¢ HiveMetaStore)
gt
WA P EfREE HDFS/Hive Client Wil Hive B, %204 Hive £ HDFS Hir%L
PEEATR RO, Jd3E HDFS BURRPER, ki nf DA Hive SQL AHRARIEAR, TEW.
Hive B 75 A%

AINECE

TESERERNC B PR ik Hive > BiLE > hive-site.xml > H&E AL E

<property>

<name>hive.metastore.pre.event.listeners</name>
<value>org.apache.hadoop.hive.ql.security.authorization.Authorizat

ionPreEventlListener</value>

</property>

<property>

<name>hive.security.metastore.authorization.manager</name>
<value>org.apache.hadoop.hive.ql.security.authorization.StorageBas

edAuthorizationProvider</value>

</property>

<property>

<name>hive.security.metastore.authenticator.manager</name>
<value>org.apache.hadoop.hive.ql.security.HadoopDefaultMetasto

reAuthenticator</value>

</property>

B3 HiveMetaStore
EAETEAC B P i B S HiveMetaStore
HDFS X R=H

EMR ) Kerberos ¥ UL E 1 Hive i) warehouse i HDFS SRR,


https://cwiki.apache.org/confluence/display/Hive/Storage+Based+Authorization+in+the+Metastore+Server
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MFIE Kerberos 2288, HP MR HBEE hive 3L HDFS AR :

- §T9F HDFS IR
- Bit'® Hive 1) warehouse BR

hadoop fs -chmod 1771 /user/hive/warehouse

WAl DAEEMR, 1 FoR stick bit CRREMMIERIA QIR /L)

hadoop fs -chmod 1777 /user/hive/warehouse

A7 AR BB, o OB warehouse SUPFFARAN, TEFIDCH P/ P 4LRERS 3 A 2
/R

sudo su has

#12 testifwarehouse sz 32 rwx R

hadoop fs -setfacl -m user:test:rwx /user/hive/warehouse

#%Z Yhivegrpifwarehouses 3% rwx iR

hadoo fs -setfacl -m group:hivegrp:rwx /user/hive/warehouse

£tid HDFS 2005, EHISCHI P P A RERS I QR /S 5%, i H ARIK SN
hive A HDFS i L 6E B CIIK S A REVi Tl

IS
- test HIF % testtbl

hive> create table testtbl(a string);

FAILED: Execution Error, return code 1 from org.apache.hadoop.hive
.ql.exec.DDLTask. MetaException(message:Got exception: org.apache.
hadoop.security.AccessControlException Permission denied: user=test
, access=WRITE, inode="/user/hive/warehouse/testtbl":hadoop:hadoop:
drwxrwx--t

at org.apache.hadoop.hdfs.server.namenode.FSPermissionChecker.check(
FSPermissionChecker.java:320)

at org.apache.hadoop.hdfs.server.namenode.FSPermissionChecker.check(
FSPermissionChecker.java:292)

RS, RS test P AR

# P rootiikSYjFlhasiks
su has

#htestikSHMacl, Xwarehouse H 5 rwx AR

hadoop fs -setfacl -m user:test:rwx /user/hive/warehouse

test S FQ)E database, )

hive> create table testtbl(a string);

OK

Time taken: 1.371 seconds

##iFhdfsitesttb iy HSE, MWBFRAT AR ) tes t P ALY 25 A tes tithadoop
Sn] DLUEER, oAt P 3 TR

hadoop fs -1s /user/hive/warehouse

drwxr—-x—--— - test hadoop 0 2017-11-25 14:51 /user/hive/
warehouse/testtbl

HI\— RN



hive>insert into table testtbl select "hz"
- foo il testtbl

#drop table
hive> drop table testtbl;
FAILED: Execution Error, return code 1 from org.apache.hadoop.hive.
gl.exec.DDLTask. MetaException(message:Permission denied: user=foo,
access=READ, 1inode="/user/hive/warehouse/testtbl":test:hadoop:drwxr-
X———

at org.apache.hadoop.hdfs.server.namenode.FSPermissionChecker.
check (FSPermissionChecker.java:320)

at org.apache.hadoop.hdfs.server.namenode.FSPermissionChecker.
checkPermission(FSPermissionChecker.java:219)

at org.apache.hadoop.hdfs.server.namenode.FSPermissionChecker.
checkPermission(FSPermissionChecker.java:190)
#alter table
hive> alter table testtbl add columns(b string);
FAILED: SemanticException Unable to fetch table testtbl. java.
security.AccessControlException: Permission denied: user=foo, access
=READ, inode="/user/hive/warehouse/testtbl":test:hadoop:drwxr-x---

at org.apache.hadoop.hdfs.server.namenode.FSPermissionChecker.
check (FSPermissionChecker.java:320)

at org.apache.hadoop.hdfs.server.namenode.FSPermissionChecker.
checkPermission(FSPermissionChecker.java:219)

at org.apache.hadoop.hdfs.server.namenode.FSPermissionChecker.
checkPermission(FSPermissionChecker.java:190)

at org.apache.hadoop.hdfs.server.namenode.FSDirectory.checkPermi
ssion(FSDirectory.java:1720)
#select
hive> select * from testtbl;
FAILED: SemanticException Unable to fetch table testtbl. java.
security.AccessControlException: Permission denied: user=foo, access
=READ, inode="/user/hive/warehouse/testtbl":test:hadoop:drwxr-x---

at org.apache.hadoop.hdfs.server.namenode.FSPermissionChecker.
check (FSPermissionChecker.java:320)

at org.apache.hadoop.hdfs.server.namenode.FSPermissionChecker.
checkPermission(FSPermissionChecker.java:219)

[ foo HIPFARER test I BRI RIBUEMIII#RAE, AERMERNL foo, THEEE HDFS
HIHROR S L

su has

# EUZBOSITRUR, n] DU RERUS BURL (LLdnalter)

#857E: —R fptesttb Uk PRYSCAF i B n]

hadoop fs -setfacl -R -m user:foo:r-x /user/hive/warehouse/testtbl
#n]Plselectpkhy

hive> select * from testtbl;

OK

hz

Time taken: 2.134 seconds, Fetched: 1 row(s)

BiBH:
— o] DURPE T SR —A hive I/ group, AJGiEIES group #Z4L, JG8H
| group 1, [Al—4> group HIEHBURAR Al BAY .,



SQL Standards Based Authorization
- Yk

AURBEREN P AEEGEE hdfs/hive client Wik, HEE@IT HiveServer (beeline/
jdbc) ) KAT hive XMW 4, WP SQL Standards Based Authorization f§%
B

W P HEEAE hive shell 7558, BIMEM S mif—se BB ERE, LM T hive-
site.xml FEAMHCHCE, #nlPAER Vil hive,

P Hive Ry
J\JJI]EEE

- BCE PSS HiveServer
- RS RS EM R %R Hive > AL E > hive-site.xml > B Xt B

<property>
<name>hive.security.authorization.enabled</name>
<value>true</value>
</property>
<property>
<name>hive.users.in.admin.role</name>
<value>hive</value>
</property>
<property>
<name>hive.security.authorization.createtable.owner.grants</name>
<value>ALL</value>
</property>

- Hi)3 HiveServer2

FESR AL B PR B i HiveServer2
- PUBRERA a2
HAR G S HRETE W Hive SORY
- JP foo i@iid beeline Vil test /' testtbl #

2: jdbc:hive2://emr-header-1.cluster-xxx:10> select * from testtbl

J

Error: Error while compiling statement: FAILED: HiveAccess
ControlException Permission denied: Principal [name=foo, type=USER
] does not have following privileges for operation QUERY [[SELECT
] on Object [type=TABLE_OR_VIEW, name=default.testtbl]] (state=
42000,code=40000)

- grant BUR

D)zl test WKSHIT grant &5 foo L select #ifE

hive> grant select on table testtbl to user foo;


https://cwiki.apache.org/confluence/display/Hive/SQL+Standard+Based+Hive+Authorization
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OK
Time taken: 1.205 seconds

- foo MJPLIEH select

0: jdbc:hive2://emr-header-1.cluster-xxxxx:10> select * from
testtbl;
INFO : OK

(0.787 seconds)

- [alRURR
Uizl test WkS, MIBGIR foo ) select IR

hive> revoke select from user foo;
OK
Time taken: 1.094 seconds

- foo Jtik select testtbl RI%E

0: jdbc:hive2://emr-header-1.cluster-xxxxx:10> select * from
testtbhl;

Error: Error while compiling statement: FAILED: HiveAccess
ControlException Permission denied: Principal [name=foo, type=USER
] does not have following privileges for operation QUERY [[SELECT
] on Object [type=TABLE_OR_VIEW, name=default.testtbl]] (state=
42000,code=40000)

13.4 HBase &Y
HBase fEATFRRZBUNIEN R, Tk S X HBase $5En] DURI T /e, $I4n disable table/

drop table/major compact %,

BEm:
XA Kerberos INIERISERE, HIEIFS Y HBase #3240, F P tun] PAOWIE B 03 i I SRR EIR S5 -
i AR B R 2 B (HPS<H Kerberos) I%:HE, T¥UW Kerberos i,
ANNECE
1t HBase HBERYSERE S IS5 E BLud i %4 HBase > itE > hbase-site > HE XACE
)| LU ] R o2 &

<property>
<name>hbase.security.authorization</name>
<value>true</value>

</property>

<property>
<name>hbase.coprocessor.master.classes</name>



<value>org.apache.hadoop.hbase.security.access.AccessController</
value>

</property>
<property>
<name>hbase.coprocessor.region.classes</name>
<value>org.apache.hadoop.hbase.security.token.TokenProvider,org.

apache.hadoop.hbase.security.access.AccessController</value>
</property>
<property>

<name>hbase.coprocessor.regionserver.classes</name>

<value>org.apache.hadoop.hbase.security.access.AccessController,org.
apache.hadoop.hbase.security.token.TokenProvider</value>
</property>

55 HBase 58
1t HBase SRR S IRS5E P UL X4 HBase > ##{F > RESTART All Components



A (ACL)
- BEANEE
BRURRRT AU BEE] 1 [FROUR] 527 A 9:0K]
1t HBase ', 3% BRI =AHE& 50000 :
- FEAGERE (Scope) MIBEIR
B Superuser

OS] DU T ERE, 1217 HBase RS HNKSERINZ Superuser, ] DLl {E
hbase-site.xml L E hbase.superuser [F{ERT PLTR L 5
B Global

Global Scope #lfiti##/ifi table i) Admin BUFH

B Namespace

1£ Namespace Scope HEA7HI ARz
B Table

£ Table Scope HATHIEA BRI

B ColumnFamily

£ ColumnFamily Scope HEFTHHABREE
H Cell

1£ Cell Scope BEFTHH AU BR I
- REBUR
B Read (R)
BN Scope BRI
B Write (W)
GSEHTESIHEA Scope MIFEIH
B Execute (X)

EHA™ Scope PATHMEPEES
B Create (C)

TEHAS Scope Ol /MHIBR 2 5k
B Admin (A)

TEHA™ Scope MHTHEAHCHRME, W balance/assign 5§



- FEASE
B User

XA AL
B Group

XA P AL
- R
- grant

grant <user> <permissions> [<@namespace> [<table> [<column family>
[<column qualifier>]]]

B user/group NI —FE, group TREM— Mg @

grant 'test','R','tbl1l’ #EH P testiZF PR b L1 iRAR
grant '@testgrp','R','tbll' ##H P dtestgrpiZPRetb L1 iR

B namespace FENM—AHiZ @
grant 'test 'C','@ns_1' ##{ P testinamespace ns_1fJCREATERR

- revoke i

- user_permissions #E R

13.5 Kafka 24X
WIRBA IS Kafka IANUE (41 Kerberos INUEBRE A P A %) , BMEIFE T Kafka %
B, R P el PADE B OV R S5, DA BN S L Bk, BSZffKerberos i) Kafka %
#, U Kerberos fifr.

iR
A SRR AL B Y E-MapReduce¥ R @ 2V ERE, WKafkallKerberosi# 75 g3,

ARINECE

1. EGRFE R, EHRERNACE N Kafkaffif)q adiEs,

2. fELEMI SR SRR S RS EBELRE, )5 il 555140 Kafka,
3. £ 177 Bl B v

4. fENRSFRCESIRNA B A EE ACE, M ™IS 8:



key value /i

authorizer.class. |kafka.security.auth. J

name SimpleAclAuthorizer

super.users User:kafka User:kafka @#2ff), nlEMHER
W55 ) WE

BLIH:

zookeeper.set.acl FIKi%E Kafka fF ZooKeeper HEIEMBIR, E-MapReduce i+
B4R E N true, FIBAEATERHRNIZACE, ZECEEEN true J5, £ Kerberos 35
v, REHP 4N Kafka HifiidKerberos IMNEJGA ST kafka-topics.sh 4 (kafka-
topics.sh&HIZBRE /1B ZooKeeper HIEIE)

&5 Kafka &%

1. ERRFEPIVI, 27 2ZAMACE R Kafka S5 RN,
2. fELEMI SR SR AR S IR SS EBIL R, AR5 iR 55514 Kafka A IR,
3. & FHiE &S RESTART All Components, i il B 5 B iie.

&2 (ACL)

- AN

Kafka 75 30 X :

Kafka acls are defined in the general format of "Principal P is [
Allowed/Denied] Operation O From Host H On Resource R"

Bl ACL id#2# % Principal. Allowed/Denied. Operation. Host fll Resource,

- Principal: HIF44

WL value
PLAINTEXT ANONYMOUS
SSL ANONYMOUS

SASL_PLAINTEXT |mechanism 3 PLAIN i, /42 client_jaas.conf HE M

F44, mechanism & GSSAPI I}, 444 client_jaas.conf
f&El principal




T value

SASL_SSL

- Allowed/Denied: fi¥F/fE4,

- Operation: #¥fE, fiff Read. Write, Create. DeleteAlter. Describe,
ClusterAction, AlterConfigs. DescribeConfigs. IdempotentWrite 1 All,

- Host: FHXHIHLES.

- Resource: MFRFEAMBEIENS, tuH Topic. Group. Cluster fil Transactionalld,

Operation/Resource fJ—SEPEAIM ROE R, WINELE Resource X HIELE Operation W%
B, W KIP-11 - Authorization Interface,

- R
BAMEHMA kafka-acls.sh (/usr/lib/kafka-current/bin/kafka-acls.sh) #f7Kafkaf%
W, EoJPAEEIIT kafka-acls.sh ——help&E BRI ZHZ.

1R ERA
fEE&0IE E-MapReduce &% 4 Kafka $8£1 master 15 x5 L AR BIERTE,
1. Wi test, PUTLF@HZ,

useradd test

2. A topic,

BNHIMECE N &3 E2E] zookeeper.set.acl=true, kafka-topics.sh 7% 7t kafka ik
ST, 1w H kafka IS T2@E Kerberos AL,

# kafka_client_jaas.config &% 1 katkafyjKerberosiA\iEFHRIER

export KAFKA_HEAP_OPTS="-Djava.security.auth.login.config=/etc/ecm/
kafka-conf/kafka_client_jaas.conf"

# zookeeper it Byk A CEERFRIM FIhE ($447 " hostnamed ™ J5RIRI3REL)
kafka-topics.sh --create --zookeeper emr-header-1:2181/kafka-1.0.0
--replication-factor 3 --partitions 1 --topic test

3. test HHF#47 kafka-console-producer.sh,
a. I test PR keytab XfF, W T zookeeper/kafka RJIAIIE,

su root

sh /usr/lib/has-current/bin/hadmin-local.sh /etc/ecm/has-conf -k /
etc/ecm/has-conf/admin.keytab

HadminLocalTool.local: #E#EfEMZEn LGS —teai S HE
HadminLocalTool.local: addprinc #ij A\ mi2&MZEn] LLE 2 BR 02 i 2
HadminLocalTool.local: addprinc -pw 123456 test #Fjiitesthy
princippal, ZLiEE 123456


https://cwiki.apache.org/confluence/display/KAFKA/KIP-11+-+Authorization+Interface

HadminLocalTool.local: ktadd -k /home/test/test.keytab test #SH
keytabseft, JginlfiHiz it

b. ¥ kafka_client_test.conf,
WLAFIRE) /home/test/kafka_client_test.conf, PWZUIR:

KafkaClient {
com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true

storeKey=true

serviceName="kafka"

keyTab="/home/test/test.keytab"

principal="test";

b5

// Zookeeper client authentication

Client {

com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true

useTicketCache=false

serviceName="zookeeper"
keyTab="/home/test/test.keytab"

principal="test";

}s
c. % producer.conf,

MAFiE) /home/test/producer.conf, PIAUIR:

security.protocol=SASL_PLAINTEXT
sasl.mechanism=GSSAPI

d. $447 kafka-console-producer.sh,

su test

export KAFKA_HEAP_OPTS="-Djava.security.auth.login.config=/home/
test/kafka_client_test.conf"

kafka-console-producer.sh --producer.config /home/test/producer.
conf —--topic test --broker-list emr-worker-1:9092

T RABE ACL, FibA RiR &6

org.apache.kafka.common.errors.TopicAuthorizationException: Not
authorized to access topics: [test]

e. %H ACL,
[FlFfkafka-acls.shibFF ¥ kafkalk SiT,

su kafka
export KAFKA_HEAP_OPTS="-Djava.security.auth.login.config=/etc/ecm
/kafka-conf/kafka_client_jaas.conf"



kafka-acls.sh --authorizer-properties zookeeper.connect=emr-header
-1:2181/kafka-1.0.0 --add --allow-principal User:test --operation
Write --topic test

f. AT kafka-console-producer.sh,

su test

export KAFKA_HEAP_OPTS="-Djava.security.auth.login.config=/home/
test/kafka_client_test.conf"

kafka-console-producer.sh --producer.config /home/test/producer.
conf —--topic test --broker-list emr-worker-1:9092

IS R R

[2018-02-28 22:25:36,178] INFO Kafka commitId : aaa7af6d4allb29d (
org.apache.kafka.common.utils.AppInfoParser)

>alibaba

>E-MapReduce

>

4. test P HiTkafka-console-consumer. sh,

LY 4T kafka-console-producer.sh, F#fE topic Bi5 A —2e88)G, S0 PABET
kafka-console-consumer . shiE{7iH &Mk,

a. ¥l consumer.conf,
M~ AFiE /home /test /consumer. conf, PZEUR:

security.protocol=SASL_PLAINTEXT
sas’l.mechanism=GSSAPI

b. $17 kafka-console-consumer.sh,

su test

#tkafka_client_test.conff kiiproducer{dif 2 —FER)
export KAFKA_HEAP_OPTS="-Djava.security.auth.login.config=/home/

test/kafka_client_test.conf"

kafka-console-consumer.sh --consumer.config consumer.conf --topic
test --bootstrap-server emr-worker-1:9092 --group test-group --
from-beginning

BT RVCENR, b RHR:

org.apache.kafka.common.errors.GroupAuthorizationException: Not
authorized to access group: test-group

c. %H ACL,

su kafka

export KAFKA_HEAP_OPTS="-Djava.security.auth.login.config=/etc/ecm
/kafka-conf/kafka_client_jaas.conf"

# test-groupflfR

kafka-acls.sh --authorizer-properties zookeeper.connect=emr-header
-1:2181/kafka-1.0.0 --add --allow-principal User:test --operation
Read --group test-group

# topicifR



kafka-acls.sh --authorizer-properties zookeeper.connect=emr-header
-1:2181/kafka-1.0.0 --add --allow-principal User:test --operation
Read —--topic test

d. FifhfTkafka-console-consumer.sh,

su test

# kafka_client_test.confil liproducer{difli & —FER

export KAFKA_HEAP_OPTS="-Djava.security.auth.login.config=/home/
test/kafka_client_test.conf"

kafka-console-consumer.sh --consumer.config consumer.conf --topic
test --bootstrap-server emr-worker-1:9092 --group test-group --
from-beginning

IEHE i :

alibaba
E-MapReduce

13.6 RANGER

13.6.1 Ranger f&i7v
Apache Ranger #2{{t8EhBBREBEHESE, n] PO Hadoop A&+ HDFS/Hive/ YARN/
Kafka/Storm/Solr ¢ {34 T4 RRURR i il dxiill, JF P24t v Web UI 75 {855 B Gl f 7%
k.

BlIEER
£ E-MapReduce 2l & @] EMR-2.9.2/EMR-3.9.0 2 A B4R, 2)i% Ranger g41{-HEIA],

MR CLEHE EMR-2.9.2/EMR-3.9.0 K& PA LRUERE, w] DAfESERER AT S IR S5 S B IR
Ranger I#55.

Bil:
- JFJi Ranger J5, BEERERHIRIEZAT, A2 MR ™ A2 A1 R,
- Ranger i EA P ERIENER Hadoop S,

Ranger Ul

{E2%5 Y Ranger WERHG, SMhER, REEANSHRIEREV BER S , W] DOEd et
BRI Ranger UL,



i A2 Ranger UT 55 H, B P 44/%052 admin/admin,

1ERES
BHRHERESRG, REB% admin [#H.

BE admin ®id)n, Hdifi Bf admin, &8 PRSP Log Out, 2R)EMEAIHI#HEEE s
RTINS

¢A{4HEERK Ranger
253 LR R, DA SRR RG] Ranger, MATHIDCHURAIREN], RS I:

- HDFS ficE
- #unique_182
- HBase AtE

13.6.2 HDFS it &
AR A4 7 E-MapReduce "HId)H3h Ranger IRSIHERE, DU —2euks T/E, AV
21 HDFS #£)5k Ranger [ —2& 0 380,

HDFS ££/k Ranger
- Enable HDFS Plugin

1. fESRAFEPIGH, TSR BREG Al
2. RS Ferh i Ranger #EA Ranger Bt E v i
3. 7£ Ranger BCEUIE, AdiAMIERIE, PhiZHikEnable HDFS PLUGIN,

4. (e HHERI A BT Commit id5%, G HEmE,
it EAMERRIED R ARSI, FHESEMR.



- #iJJ NameNode
iR seRG, #EHE)H NameNode ALK,

1. 1€ Ranger At B i, #idi/e Efi Ranger GBI =fi, M Ranger ¥)i#:5] HDFS,
2. Wi LiRE, THERHPER: RESTART NameNode,

3. {EFAHHER NPT Commiit isg, SR)G SAdiffie.

4. Wit LANERBREIEERESRE, SFHERBES S,

- Ranger UI @il HDFS service
Z WRanger #4ri ARanger UL,

1 Ranger Ul Wi #l HDFS Service,

- bniESEEE
SRR R AEER (TR RRERZ 2 |, WESH PR TICE

- R
RN RS Z 2R (RN ER L) , BSE PRI TACE:

WIRECE R

Emi— Y Esf Ranger k3] HDFS, B0 DU TAHCIIBIBRBEE ., BIAIZH ) test #55 /
user/fool& RIS [HATAUR :

Hedi EEYPR emr-hdfs 3#EABCE G, BCEHSOBER,

&8 LR BRI —A Policy J&, SRR T test X, SRIGHF test BEnJ DAY /user/
foo i) HDFS B2H4TViM 1,

-

= BiA:
7N Policy 1 73#iAiti, HDFS A 243,



13.6.3 Hive fit &
Ranger /4417 E-MapReduce " EIEM)E3) Ranger IRSISEE, PR —2EHE#R T
1€, A7i4r4d Hive #K Ranger 2 IR,

Hive ££pk Ranger
- Hive Vil iRl
P B =5 i) Hive i, 45 HiveServer 2, Hive Client fil HDFS,
- HiveServer 2 753X
W Y HPHGEE HiveServer2 Vil Hive 5, Afigiliid Hive Client fil HDFS Vi
T8
W /5i:X: ] beeline %/ iiEE JDBC {Ai%idid HiveServer 2 EHUTHIEH Hive i

1:0
W BURBEE :

Hive ‘B 77 B SQL Standards Based Authorization 52 % HiveServer2 i/
Yisr AT AU I
Ranger H4f Hive 38/ FIZ AR RIHU2 ¥ HiveServer2 MR, WA
Fgnf PLEE Hive Client 883 HDFS Vi) Hive Btbg, U2 /52 Hi SUBUBRE HlE
AN, T PR T R — S B P ERIAUR,
- Hive Client /5=t

W 5 WP BLGE Hive Client Viln) Hive 5.

W 5i:\: fiif Hive Client i,

W BURBEE :
Hive Client 23K HiveMetaStore i#17—%& DDL #{E (40 Alter Table Add

Columns?%) , WH£iEidHE2E MapReduce fEMLiZE HDFS S5 i,

Hive ‘B 7j H3#l¥) Storage Based Authorization #t/2 %% Hive Client 37517
AR, B SQL i) HDFS B2 M55 BRI UUE % H P o &5 ] AT
X[¥) DDL/DML ##{%, @ALTER TABLE test ADD COLUMNS(b STRING)

Ranger "] DXt Hive 11 HDFS B 2iEf TBUR N, ik HiveMetaStore Bt
Storage Based Authorization, Miiin] ASCEEX Hive Client 535 s AR

BimA:



Hive Client 373 ) DDL #EBURSEPr )2 id@id i 2 HDFS BRI, FrAai -4
HDFS AR, Wit 02 DDL #/ERR (4 Drop Table/Alter Table 5) .
- HDFS ik

W Y5 [Pl LE#E i HDFS,
W J5:\: HDFS %/ fAn%%,
W BRI AE:

H PRl PAE i HDFS, WIFREN Hive RIWIKE HDFS Bl HDFS AR
iill

jiiid Ranger %t Hive RJiK)Z2) HDFS 231 T BRI,

- Enable Hive Plugin

1. fEERFACE I, TEPRERER SRR PR e B B,
2. fEMR55%1Frh i Ranger 3\ Ranger Bt E B,

3. f£ Ranger BCE i, MATAMNMERIE FH3EH, % Enable Hive PLUGIN, #RJq il
%O

4. fEHHHERAFERR, R5RGiE.
i EMERRED MEBLIFLE, FRHEFEMR.

BEW:
Enable Hive Plugin Jf# ) Hive J5, W HiveServer2 5t /HiveClient 5% (Storage
Based Authorization) WJEEEAT YHCMBCE, HDFS BRI W HDFS Bt & 17
Jio
- 3 Hive

ERMESSERIG, HEEE Hive A7E3,

1. 1€ Ranger it Bim s, #Aii/e b Ranger GBI =f, M Ranger Y)it3] Hive,
2. it EMAERME, M RHEEiERE RESTART All Components, )G difise.
3. Wdils LANEBREIRERESHE, SHEBIES SR,



- Ranger UI#/iHive service
Z W Ranger #/r# A Ranger UL

1t Ranger UI W% Hive Service,

- BB

IR AR I B I AT

g

1

Service Name

emr-hive

jdbc.driverClassName

org.apache.hive.jdbc.HiveDriver

- MM RAA:
B 8
jdbc.url W FfEERE: jdbe:hive2://emr-header-

1:10000/

W 52288 jdbe:hive2://${
master]1_fullhost}:10000/;principal=
hive/${masterl_fullhost}@EMR.$id
.COM

policy.download.auth.users

hadoop (IEm&2Hf) /hive (HEEHE
i3]

${master1_fullhost} & master 1 K34, nJ&5t master 1 $ifThostnamem& 3k
B, ${masterl_fullhost} BN $id M,

WIRECE R

Emi—YrhE&¥ Ranger #%3 Hive, BIEa] DUEITHISSRIBIRIZE. Hlang i foo £ 74

testdb.test Y] a %1 Select FFR.

i EEPR emr-hive 3EBCE v, ACEAHIAR,

I BRI A AN —4 Policy Ja, USSR 77X foo HIFZAX, 2GR foo #in] IR testdb.

test MIFIEFTVIN T,




BL:
Y Policy 1 4Y8iAcAifG, Hive A2,

13.6.4 HBase ECE&
AR A4 7 E-MapReduce "IE)H3h Ranger IRS5IERE, DU —2euks T/E, AV
21 HBase )k Ranger [1)—2 5 B0,

Enable HBase Plugin

[—

ACEREE RO, R R RIS IR MRS S
. TS5 %1 Ranger i\ Ranger Bt & B i
. fERangerfCE I H, *AdifMERIE FhisEM, %8 Enable HBase PLUGIN,

w N

N

. FETIHER A ST Commit id5g, X5 sadifiie
i EMEBRESSHEE, FHMESS R

9]

Ranger Ul 771l HBase service
2 Ranger Wi/ 4433 ARanger UL

1t Ranger i UI W HE#ZM Hase Service:

BiHA:
$fid}: AIEFPLESHIIThostmiZ, hostname FHRIEFEI N ${id} KA,

&3 HBase
EidMESeGE, TEEE HBase A4, #)d HBase, igt&I DL R0 IRRMIE:

1. 1€ Ranger BB i, #Aidi/e Efi Ranger GBI =fi, M Ranger V)#%:%] HBase,
2. suids LA ERVE RREN, %P RESTART All Components,

3. {EAHHER AT Commiit it5, SR)G SAdiffie.

4. sl EAERRED R ERTSNE, FHEBES R,

REEERKS

AP REEER S AR (admin FR) , AT —2EM8 &2, Ulbalance/
compaction/flush/split¥%,



EEp eSS, TR EAEGAMNMEIEH, R user BURE CREERERNIK S
nf, BAMLAT AR PR R EHAdmIinAR) . hbase K5 S EERIA BEE 9 #L IR
F\I&%o

1if8 ] Phoenix, WATRA{E ranger [¥) HBase "B R :

Table SYSTEM *

Column Family *

Column *

Groups public

Permissions ReadWrite, Create, Admin
PRACE T I

LEmi—YhEsf Ranger # k3] HBase, ] DUHFTHOCHIBIBRIEEL, BIAIZH test 2 P#
foo_ns:test [f)ICreate/Write/ReadfR,

Hih EREYPR) emr-hbase #EABCE G, A EAHSHBUR,

User/Group 2 HEWMEREPIRZEER, RATE 580, WP ] DR EnEmalELt.

&8 LR BRI —A Policy J&, SRR T dtestH PN, ARG test AP EEn] DO
foo_ns:test FH1TViM T,

-

= Bim:
#wmPolicy 1 sr¥iAi4i)E, HBase A 243



13.6.5 Kafka Bd &
M EMR-3.12.0 iiAJF4, E-MapReduce Kafka SZ#50] Ranger #H T AURBCE., Aimifi/irhsr
47 E-MapReduce "I 53) Ranger IRS5HIERE, DALl T/E, A1/r4 Kafka Sk
Ranger —2&0 0%,

Kafka £FX Ranger
- Enable Kakfa Plugin

1. fESEBFEPEGUE, 167 B e G s
2. fERSSHIFerh sdiRangerid ARangerfit & vl i

3. fEERHICEE B I Ranger IR55 T, MG MIAERAE FHisEH, 1EH Enable Kafka
PLUGIN,

4. (e HHERI A BT Commit id5%, G HEmE,
i EMNERREDLERLSHE, FRHESEM) 100%,

- #)3 Kafka broker
EidMES G, TREEE broker A REARL,

1. 7 Ranger BCE Y, *Adi/E B Ranger GBI =1, M Ranger V)5 Kafka,
2. WS EAIRE FH3ER, %8 RESTART Broker,

3. {EBAHHER AT Commiit its, RGP,

4. bt EAEBRREEERMESEE, FREBIES TR,

- Ranger UI W7 Kafka Service
Z W Ranger #4433\ Ranger Ul Giii,

1t Ranger i UI wHi# M Kafka Service

fidE Kafka Service

W PRECE Rl
Em—Yih e 2% Ranger £k Kafka, FAEn] DU THCHBUR B E,



BibA:
PRUESERER, EUIN T Kafka Service J&, ranger SERINVERBIN all - topic, AVETHRER
Wil (BPSEVPPTA P ATE $R0E) , BEIT ranger JEEIE P REFTAUBR IR,

P test P 09, @ Publish £FR

28 LR BB BRI —A Policy Ja, BRI T X test BN, SRIGH P test #En] DX test 1)
topic #ETEH AT,

BiHA:
% Policy T8 1 8 iA 243

13.6.6 Hive #3ER 8K
Ranger X4t Hive BEIBEHBIERE (Data Masking) , ‘EXT select iR mI&; R TR BUE
B, O P U R

BEHA:
ZIIREHEN M HiveServer2 [35% (Wl beeline/jdbc/Hue ZHi&2 1 TIH select) , T
Hive Client (1 hive -e 'select xxxx') A¥%#¥.

Hive fA4AC& Ranger
WS WK Hive BtHE
At & Data Mask Policy
1t Ranger UI emr-hivelfJ service Wil nf BONH F Vil Hive ZIaitA 7B P :

- XRRZ RO, LR ER AN 4 AR BRI E T 4 A7 rF/Hash A PESE
- BCE Mask Policy NASCHHERLRF, H14n policy ' table/column ARERCE N *
- B4 policy HEEACE — A5 mask %, ZA5IFR2ACE % HY mask policy

HCHE Policy WiFe R :

AL ESERRE R 7 Bl



M ZE AR B
- e

FF test 1£ select #% testdbl.testtbl H1%51 a FIEHERS, HBREBEIFIER 4 75T
- Dk

1. AtE policy

£ LY EE— AN RE, HISURECE 7T izmRN—4 policy, nl£&% LEHAPBET %
7 show first 4),
2. JREEIE

test FH P il beeline %#% HiveServer2, #ifiselect a from testdbl.testtbl

m EEPTR, test HPHT select ai%)a, 5 a B iRl G RiIH 4 DR IEH 2
R, R R DORBEBAE BE,



14 KerberosiAiiE

14.1 Kerberos f&7T

E-MapReduce M 2.7.x/3.5.x IRATFUHZFr 0 2 23R RE,  BNGRE-hrIT IRl 4 DL
Kerberos WZ2BNEF), EXMLENE FRASLTINERNE P4 (Client) A REViT R
k55 (Service, W1 HDFS) .

RIS

Hiifi E-MapReduce R A %5 Kerberos IR R :
HIFA PR HIFRA
YARN 2.7.2
SPARK 2.1.1/1.6.3
HIVE 2.0.1

TEZ 0.8.4
ZOOKEEPER 3.4.6

HUE 3.12.0
ZEPPELIN 0.7.1
OOZIE 4.2.0
SQOOP 1.4.6
HBASE 1.1.1
PHOENIX 4.7.0

BEW:
Kafka/Presto/Storm HiuihiA4A~32FF Kerberos,
O R

FELRTF O EE 5L R PR B NI LB Al

o



Kerberos B3\ ERIE

Kerberos j& R FXREBHER B ORAENNY, CFER— AR =751 B O\ IER
%%, APURHEIRSGSIREE S OHAESIRE, H3ZFF SSO (RIS priMiEiG, nf BAVik 2 A RS
HBase/HDFS %) ,

Kerberos WO FE AP, F—AHBo2 KDC X Client S4riAUE, B A FiBo2
Service X} Client &Mk,

- KDC

Kerberos IR iR
- Client

TEVIMARS A (principal) , KDC #l Service 2% HI P ) S A FIAE

* Service
#JRT Kerberos MR35, 4 HDFS/YARN/HBase 3%
- KDC *} Client &1iAUE
%M (principal) Vikl—/MEK T Kerberos RSS2 i, %5l KDC K50
NI
B PHAEEE N PS4 TGT (Ticket Granting Ticket) , JG&Ekn] A% TGT

LViMER 1 Kerberos 1%

- Service ¥ Client B{7iAiE
% 2.1 P ESR TGT Ja, SKnl LAgkSEViin Service M55, B2 TGT PAFHZEViMIM
k55 4% (4 HDFS) 2: KDC 3RHX SGT(Service Granting Ticket), 2R SGT X
Service, Service 2FIHMRZEN Client #ATEHHAE, INIE®EIT JG5E AT BAIE# Vil
Service Jk55.

Kerberos S£#%
EMR I¥] Kerberos %&£ 1RSS5 0B BN 22 DL Kerberos & #iUb 40,
- Kerberos 55 %56f7 0 HasServer

- BFPTH A E-MapReduce £l f, EEEHER > F8 > Has, PUTEER/BAECE/ES
HERE,
- JE HA 3R B8 1 emr-header-1, HA #8588 emr-header-1/emr-header-2 FiA4*


https://emr.console.aliyun.com/

o SCRERP B BrIAE TS X

HasServer WFRIIZRPAT 4 B INIES X, 27 omn) DU Al B S BOke e
HasServer i R0 XiEf T S OriAIE

- 3% MIT Kerberos B EBHAUES
P nACE
WEREBEHREN Y S ERITR w2, WIFRENE

/etc/ecm/hadoop-conf/core-site.xml ¥ hadoop.security.authentica
tion.use.has EH N false,

R P B P T TR, WIAREMSK master 5pd ki /etc/ecm/
hadoop-conf/core-site.xml IR, AT H I AR A i 20, 7
PARE R g5 3\

export HADOOP_CONF_DIR=/etc/has/hadoop-confllilif export L&, Z%
2Pl hadoop.security.authentication.use.has g&i%® N false,

Vil Servicel%& Fumtlse vl E IR, W HDFS % P, #unique_190
- RAM B#rihiE

P nACE
AERLER B EA Y S EBT R Pomdn 2, MR

/etc/ecm/hadoop-conf/core-site.xml ¥ hadoop.security.authentica
tion.use.has ¥EHtrue, /etc/has/has-client.confrhauth_typei# HRAM

QAR T B T T IR, WIAREBR master Fixd ki /etc/ecm/
hadoop-conf/core-site.xml PJfz /etc/has/has-client.conf Hifffi, 7N
PATH RN LA EA @IS R, f DAUERT S mifr 75 5%

export HADOOP_CONF_DIR=/etc/has/hadoop-conf; export HAS_CONF_DIR=/
path/to/has-client.conf I}y export ¥flEAEE, Hrp HAS_CONF_DIR
T has-client.conf ffJauth_typeiZ®  RAM,

Vik7ia: BPomd SR ERPRSRIEE (W Hadoop/HBase 5§), #unique_191
- LDAP B{riMiE

H L :
AURAESRBERISEAN Y AL BT R P a2, WIS

/etc/ecm/hadoop-conf/core-site.xml ¥ hadoop.security.authentica
tion.use.has ¥EHtrue, /etc/has/has-client.conf i auth_type ¥#
3 LDAP,

QAR P B T TR, WIAGEER master Fixd ki /etc/ecm/
hadoop-conf/core-site.xml PJfz /etc/has/has-client.conf wiffff, W
PATH R LA ESEAS @ R, nf DUERT S i 7y s\



export HADOOP_CONF_DIR=/etc/has/hadoop-conf; export HAS_CONF_DIR=/
path/to/has-client.conf iy export ¥fiEAFE, Hrp HAS_CONF_DIR ¢
K has-client.conf [ff] auth_type #%H & LDAP,

Vil Brund s (W Hadoop/HBase 5§) , LDAP Ak,
- BUTIHRIALE
BN AN EMR 2SI T2 R, W emr-header-1 Vi sl BC B A GE
Wiz CGBOARCED
HPIICHE :

emr—-header-1 L) /etc/ecm/hadoop-conf/core-site.xml H hadoop.
security.authentication.use.has ¥HN true, /etc/has/has-client.

conf i auth_typeiZ®E N EMR,

Vim7i: BRAE Kerberos ‘2B RHEM 77 X\—5, #unique_193

o

- HAth
Ehf master 1SR ERE

EHE A ] DLEFE master Y imEREARSS, Bk master 19 V)3 has kS RN
i3S MIT Kerberos 7530 BRI SEREIRSS, 758 — L (W) 8ink 5 ia4E 5,
>sudo su has

>hadoop fs -1s /

BeHA:
Hon] DA 3 HAMOK SHRPE SR 0E, Aitd iz Sl Dllid Kerberos IMIE, %46, WI31E
master 1 5 ETREEHIEA MITKerberos 1753, TEAEIZKS FE export —NIAEEE
%O

export HADOOP_CONF_DIR=/etc/has/hadoop-conf/

14.2 A MIT Kerberos jAIE
ASckidit HDFS g5 4332 MIT Kerberos iAEfifE.

72 MIT Kerberos IS IAEAR

EMR ##fh Kerberos 559 3h1E master Y955, ¥ M —SE ML master 195 (emr-
header-1) i root #SH1T,

Tl BA test FIF Wil HDFS 55 MBI 4R iR



- Gateway k#fThadoop fs -1s /
- HcHE krb5.conf

Gateway |ifdiff rootlikE:
scp root@emr-header-1:/etc/krb5.conf /etc/

- % principal
B R4 emr-header-1 1558 (%2 header-1, HA AREfE header-2 LifE) , V)
13 root k5,
B i A Kerberos i) admin TH,

|| sh /usr/lib/has-current/bin/hadmin-local.sh /etc/ecm/has-conf
-k /Jetc/ecm/has-conf/admin.keytab

HadminLocalTool.local: #E{E&IZEn] LER—LeamiSHHE
HadminLocalTool.local: addprinc #im A2 $&mIZEn] PLE 2| BEAmSHIH
%
HadminLocalTool.local: addprinc -pw 123456 test #ifjilitestly
princippal, #mE 7123456
- S keytab (fF

L HEAE emr-header-1 (&%i)2 header-1, HA AfEfEheader-2##fE) , S keytab
At
{#iH Kerberos [y admin T HaJPAGH principal XM keytab ¢t

HadminLocalTool.local: ktadd -k /root/test.keytab test #HJHikeytab
XAF, Ja Sl %S

- Kkinit 3RH Ticket
1EHIT hdfs a2 Fomblds L, 4 Gateway.
B 700 linux K& test

useradd test

B 23 MITKerberos &/ 1.5,

[P MITKerberos tools #EfTHIGHR/E (W1 kinit/klist %) , EAHEH T AS W
MITKerberos 1%

yum install krb5-1libs krb5-workstation -y
W )3 test K547 kinit

su test

HUIRBH  keytabsefh, WY

kinit #EH#ENZ%

Password for test: 123456 #HjinJ
#UIE i key tabeff , thaf P

kinit -kt test.keytab test
#fFticket


https://web.mit.edu/kerberos/krb5-1.12/doc/user/user_commands/kinit.html
https://web.mit.edu/kerberos/krb5-1.12/doc/user/user_commands/kinit.html

klist

BeHA:
MITKerberos T.E5{8i FH 5245

- SARBIERAR, T
export HADOOP_CONF_DIR=/etc/has/hadoop-conf
- U7 hdfs &%
R Ticket J5, SEnIPAER T hdfs 27T,

hadoop fs -1s /
Found 5 -items

drwxr—-xr-x - hadoop hadoop 0 2017-11-12 14:23 /
apps

drwx—----- - hbase hadoop 0 2017-11-15 19:40
/hbase

drwxrwx-—t+ - hadoop hadoop ® 2017-11-15 17:51 /
spark-history

drwxrwxrwt - hadoop hadoop 0 2017-11-13 23:25 /tmp

drwxr-x—-t - hadoop hadoop 0 2017-11-13 16:12 /
user

BibA:

Hil yarn B, FEHRAGE SRR R SN BAY linux K-S (R R SCP[EMREERT
whtestk 51

. java f&A3¥il HDFS

- fdifAHE ticket cache

Bil:
T EBRATT kinit 3R ticket, H ticket G FEF2iRIRH,

public static void main(String[] args) throws IOException {

Configuration conf = new Configuration();

7/ MIEDd FSIIRLEL , BB Memr S 152

conf.addResource(new Path("/etc/ecm/hadoop-conf/hdfs-site.xml
")

conf.addResource(new Path("/etc/ecm/hadoop-conf/core-site.xml
")

[ I TRELERP A Linuxdik SR, fiijkini tikHticket

UserGroupInformation.setConfiguration(conf);

UserGroupInformation.loginUserFromSubject(null);

FileSystem fs = FileSystem.get(conf);

FileStatus[] fsStatus = fs.listStatus(new Path("/™));

for(int i = @; i < fsStatus.length; i++){

System.out.println(fsStatus[i].getPath().toString());
+



}
- fiiH keytab ¢ (HERE)

BeW:
keytab KIIHRL, BUAHE ticket JEK,

public static void main(String[] args) throws IOException {

String keytab = args[0];

String principal = args[1];

Configuration conf = new Configuration();

//ME hdfs MURCE, BCEM emr HEBE LAEH 6

conf.addResource(new Path("/etc/ecm/hadoop-conf/hdfs-site.xml
")

conf.addResource(new Path("/etc/ecm/hadoop-conf/core-site.xml
")

[ [EHEEMH keytab cff, i (fE M\ emr fERE master-1 LEHITHR ALK
W AR g

UserGroupInformation.setConfiguration(conf);

UserGroupInformation.loginUserFromKeytab(principal, keytab);

FileSystem fs = FileSystem.get(conf);

FileStatus[] fsStatus = fs.listStatus(new Path("/"));

for(int i = 0; i < fsStatus.length; i++){

System.out.println(fsStatus[i].getPath().toString());
}

}

Fff pom K :

<dependencies>

<dependency>
<groupId>org.apache.hadoop</groupId>
<artifactId>hadoop-common</artifactId>
<version>2.7.2</version>

</dependency>

<dependency>
<groupId>org.apache.hadoop</groupId>
<artifactId>hadoop-hdfs</artifactId>
<version>2.7.2</version>

</dependency>

</dependencies>

14.3 RAM A3E

E-MapReduce (PAF#iFR EMR) S Kerberos HR55%ibR 1 v BASCH S —Fh MIT
Kerberos MM, WA+ Kerberos &/ 3ifHiH RAM 180 B s BT B HrIA
HiE,

RAM B {3IAIE

RAM)™ shnl QI /BB IS, 03 Ik SS9 = B8 A BRI Vi,


https://www.aliyun.com/product/ram

FIKSAYE B A DAI7E RAM A PSR I QT — A 71K S (FIK P AR5 S linux H P R
), REKFIKEM AccessKey N FREMES I FIK SN PIIFRANG, JREIFRN G LA#
IAHCE AccessKey, Mm@ Kerberos INIEV; 8 AEIRSS

i RAM BHOAEATZUZRE—5 MIT Kerberos i/l 77 :X—#¢, $2#ife Kerberos 555
78I principle %

THACE AR 7K test 7£ Gateway Vil hfl :
- EMR SEER0 test IS

EMR W% 28880 yarn )l 7 LinuxContainerExecutor, fEf#E LM yarn fEl22 e
EREAE YR BRI kS, LinuxContainerExecutor H#UUTFE it b S
FH PGS TSR AR RRAR B

EMR $#8FEPGIE EMR %881 master 155 EHT:

sudo su hadoop
sh adduser.sh test 1 2

Fff: adduser.sh f$i%

HER I K~ %fﬁi

user_name=S1

#%ﬁmaste A5 SAEL, HAEBEG 2 master

master_cnt=$2
#ERworker ¥ SN
worker_cnt=$3
for((i=1;i<=$master_cnt;i++))
do
ssh -o StrictHostKeyChecking=no emr-header-$i sudo useradd $
user_name
done
for((i=1;i<=Sworker_cnt;i++))
do
ssh -o StrictHostKeyChecking=no emr-worker-$i sudo useradd $
user_name
done

- Gateway HHLRLE Gateway Pl LNtestH F
useradd test

- Gateway HPLRACHE Kerberos JERiFAEE

sudo su root
sh config_gateway_kerberos.sh 10.27.230.10 /pathto/emrheaderl
_pwd_file
#ifgGateway kiij/etc/ecm/hadoop-conf/core-site.xmlHffi fytrue
<property>
<name>hadoop.security.authentication.use.has</name>
<value>true</value>



</property>

ff: config_gateway_kerberos.sh A

#EMREE B Jemr—-header-1[Jip
masterip=$1

#PR4E T mas terd pf B roo t BRI LI

masterpwdfile=$2

if | type sshpass >/dev/null 2>&1; then

yum install -y sshpass
fi
## Kerberos conf

sshpass -f $Smasterpwdfile
mkdir /etc/has

sshpass -f S$masterpwdfile
conf /etc/has

sshpass -f Smasterpwdfile
etc/has/

sshpass -f Smasterpwdfile
conf /etc/has/

scp
scp
scp

scp

root@$masterip:/etc/krb5.conf /etc/
root@Smasterip:/etc/has/has-client.
root@$masterip:/etc/has/truststore /

root@$masterip:/etc/has/ssl-client.

#gKerberosg PUGALE , KB IAIauth_type AEMRENRAM

#HLn] DA B S

sed -i 's/EMR/RAM/g' /etc/has/has-client.conf

- test FI %5k Gateway AL E AccessKey

E3GatewayfjtestiikE
HHITIIA

sh add_accesskey.sh test

ff: add_accesskey.sh A (fE2—T AccessKey)

user=$1

if [[ "cat /home/$user/.bashrc | grep 'export AccessKey'™ == "" ]7;

then
echo "

#HEMChtestH P IJAccessKeyId/AccessKeySecret
export AccessKeyId=YOUR_AccessKeyId
export AccessKeySecret=YOUR_AccessKeySecret

" >>~/.bashrc
else

echo $Suser AccessKey has been added to .bashrc

£

- test HP T

MU, test B ol BABITHIC a8 2 Vi IR REIRSS T

AT hdfs %

[test@gateway ~]$ hadoop fs -1ls /
17/11/19 12:32:15 INFO client.HasClient: The plugin type is: RAM

Found 4 -+items

drwxr-x--- - has hadoop

drwxrwxrwt - hadoop hadoop
history

drwxrwxrwt - hadoop hadoop

0 2017-11-18 21:12 /apps
0@ 2017-11-19 12:32 /spark-

0 2017-11-18 21:16 /tmp



drwxrwxrwt - hadoop hadoop 0 2017-11-18 21:16 /user
1217 hadoop 1)k

[test@gateway ~]$ hadoop jar /usr/lib/hadoop-current/share/hadoop/
mapreduce/hadoop-mapreduce-examples-2.7.2.jar pi 10 1

1217 spark fik

[test@gateway ~]$ spark-submit --conf spark.ui.view.acls=x --class
org.apache.spark.examples.SparkPi --master yarn-client --driver-

memory 512m --num-executors 1 —--executor-memory 1lg —--executor-cores

2 /usr/lib/spark-current/examples/jars/spark-examples_2.11-2.1.1.jar
10

14.4 LDAP i\

E-MapReduce $:#E83F5ET LDAP 8 friAUE, jdid LDAP REMIKES{AR, Kerberos %
P LDAP stk 545 240 B 005 BT BNk,

LDAP &1{3IAE

LDAP SR DUR M EIRS5 LM, il Hue %, RTEELE Kerberos 555 7 DG HCE D
nl, FIPafPAUER EMR $ERFD CLACE LA LDAP IS5 (ApacheDS) , tinf DAl C21E7EM
LDAP lii55, HF%AE Kerberos {5547 HICHE B W],

T DUEREP CZERIM SN LDAP R% (ApacheDS) Jyfil:
- Gateway BEHDILRFABHEITACE G BB RAMYPI)—3, W 40 B nT BAkd)
XRS5 RS2 /etc/has/has-client.conf Wl auth_type Ta5¥h LDAP

WA PAAMEM /etc/has/has-client.conf, HF test £ H CHIMKS W —0yiz KT
B auth_type, RGBT BITERKE, W:
export HAS_CONF_DIR=/home/test/has-conf

- EMR # G ACE LDAP BRI P4 /%193 Kerberos 553 (HAS)
#EA EMR £l SR RACEEPE-HASHKIE R, 3% LDAP WA B P 44 F 3 RO AL E 2N BT
bind_dn Hl bind_password 7B, RJGHA HAS IR,

BB, LDAP iR55ED EMR 818 ApacheDS %5, HE7BTLM ApacheDS Hi3k
EXO



- EMR $RHEPERE LDAP g s B

- 3REL ApacheDS i LDAP JIRFHEBLH P A MEHN{E EMR #5566 SN E BB /
ApacheDS WBLEH W PLEHR manager_dn fl manager_password

- {£ ApacheDS gl test H P A& :

G tERfemr—-header-1Yifirootliks:

Wrdttest. ldifxeff, NEFWT:

dn: cn=test,ou=people,o=emr

objectclass: inetOrgPerson

objectclass: organizationalPerson

objectclass: person

objectclass: top

cn: test

sn: test

mail: test@example.com

userpassword: testl1234

#ESIMZ|LDAP, Hrp-w MBS & manager _password
ldapmodify -x -h localhost -p 10389 -D "uid=admin,ou=system" -w "
NslaSe" -a -f test.ldif

#Mkgtest. ldif

rm test.ldif

M P 4 /B AELS test [
- HF test it LDAP {58

E3GatewayfjtestiikE
#PATIANA
sh add_ldap.sh test

ff: add_ldap.sh A

user=$1

if [[ "cat /home/$user/.bashrc | grep 'export LDAP_'" == "" 7]];then
echo "

#HEWChtest i P LDAP_USER/LDAP_PWD

export LDAP_USER=YOUR_LDAP_USER

export LDAP_PWD=YOUR_LDAP_USER

" >>~/.bashrc

else

echo Suser LDAP user info has been added to .bashrc
f4

- HP test Vi EREIRSS
$UT hdfs Mm%

[test@iZbplcyiol8s5ymggr7yhrZ ~]$ hadoop fs -1ls /
17/11/19 13:33:33 INFO client.HasClient: The plugin type is: LDAP
Found 4 -Hitems

drwxr-x--- - has hadoop 0 2017-11-18 21:12 /apps
drwxrwxrwt - hadoop hadoop 0 2017-11-19 13:33 /spark-
history

drwxrwxrwt - hadoop hadoop 0 2017-11-19 12:41 /tmp



drwxrwxrwt - hadoop hadoop 0 2017-11-19 12:41 /user

¥ Hadoop/Spark ¢k

14.5 HATIHRIIAIE
E-MapReduce S8 FHHATHRBAME, ol DUB FK-SE K SET AT I ViR,
EMKS i
fE KSR E-MapReduce #HIGRIE T, EPITIHHRIGTHBITRRPITIER, KBk
LR EmigT, DL hadoop FIP Vi B EEHES RIS IRELPFAR 55 -
FIKS 0]
£ RAM 7k 58kl E-MapReduce #Hl GHITEOL R, EHITHHIHRISITHHIITHR, Kol
PR B 2 ERE LT, BA RAM YUK SRR 4 Vi R b i R RDOT IR PFR 55 -

ANl
- RIS EMANRETRAUEZA TS (W A/B/C) , ZW#unique_197/E RAM #5il & Wi
YIS 1Y AliyunEMRFullAccess FIRBRIG, K-S HEREIEH SR J# (i H E-MapReduce
el e LRI IIRE,
- BIKSEBER K SRS RN G
- RN GGERRAEL R B/ DT T IR R, ARG R s T BT THIBRE R MBI B s 1T, RAHE
SR R DA PR S XN P 4 (30 A/B/C) ZE Vi RIS
BiH:
JEUTVR SR T TR ERGTSE— BA hadoop MK S-HUT
- SPFNRSS RE P B P A REATROGROBURR R, ik A REA BRI hdfs HiREs
PELEN
14.6 B EE

E-MapReduce H'1¥] Kerberos %+ #iln (cross-realm) , HIAFK Kerberos #:#.2 [Hn]
PLHAHVI M,
T bA Cluster-A #1582 Vil) Cluster-B W55 M -
- Cluster-A ) emr-header-1 [ hostname -> emr-header-1.cluster-1234 ; realm ->
EMR.1234.COM

- Cluster-Bit emr-header-1 ) hostname -> emr-header-1.cluster-6789 ; realm ->
EMR.6789.COM



BLIH:

- hostname 7] BAfE emr-header-1 Li#if7#4 hostname 3KHL
- realm PJPAfE emr-header-1 Ll /etc/krb5.conf FRKEL

™0 principal
Cluster-A fil Cluster-B BiMEREN emr-header-1 15 53 MHUT A P2 —FERIH 2

# rootlifkE

sh /usr/lib/has-current/bin/hadmin-local.sh /etc/ecm/has-conf -
k /etc/ecm/has-conf/admin.keytab

HadminLocalTool.local: addprinc -pw 123456 krbtgt/EMR.6789.COM@
EMR.1234.COM

BiHA:

- 123456 2%, " A1TB%
- EMR.6789.COM 2 Cluster-B ] realm, BI#ii 4R realm
- EMR.1234.COM 722 Cluster-A ) realm, HUZEViHER realm

B & Cluster-A B9 /etc/krb5.conf
1t Cluster-A #:7f LAt HE [realms]/[domain_realm]/[capaths], @I FHiR:

[libdefaults]
kdc_realm = EMR.1234.COM
default_realm = EMR.1234.COM
udp_preference_limit = 4096
kdc_tcp_port = 88
kdc_udp_port = 88
dns_Tlookup_kdc = false
[realms]
EMR.1234.COM = {
kdc = 10.81.49.3:88
}

EMR.6789.COM = {
kdc = 10.81.49.7:88

[domain_realm]
.cluster-1234
.cluster-6789

[capaths]
EMR.1234.COM = {

EMR.6789.COM = .
}

EMR.6789.COM = {
EMR.1234.COM = .
}

EMR.1234.COM
EMR.6789.COM

% iR Jete/krb5.conf 23] Cluster-A Firfs i s



1% Cluster-B 1951 /etc/hosts XFPHEFEE (HTEEKEA emr-xxx-x.cluster-xxx) #1
13 Cluster-A Bfifi 15y /etc/hosts

10.81.45.89 emr-worker-1.cluster—-xxx
10.81.46.222 emr-worker-2.cluster-xx
10.81.44.177 emr-header-1.cluster—-xxx

BEHA:

- Cluster-A L@ RZEHIEN i Cluster-B, FEEHi)H yarn
- Cluster-A it 19 55l E Cluster-B ) host 4558

ifial Cluster-B fRSZ

{£ Cluster-A L1 BRI Cluster-A I¥) Kerberos 1) keytab (¥ /ticket 2817, 2i¥ill Cluster
-B BIIR%5

Wi Cluster-B i) hdfs k55 :

su has;
hadoop fs -1s hdfs://emr-header-1.cluster-6789:9000/
Found 4 -+items

—-rw—r-——--- 2 has hadoop 34 2017-12-05 18:15 hdfs://emr-
header-1.cluster-6789:9000/abc

drwxrwxrwt - hadoop hadoop ® 2017-12-05 18:32 hdfs://emr-
header-1.cluster-6789:9000/spark-history

drwxrwxrwt - hadoop hadoop © 2017-12-05 17:53 hdfs://emr-
header-1.cluster-6789:9000/tmp

drwxrwxrwt - hadoop hadoop 0 2017-12-05 18:24 hdfs://emr-

header-1.cluster-6789:9000/user
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