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1 1LESSE R ERVFTIFIE
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RamRole, Tags 41k, il UserData, #n]PAPig @252k HaLIRCE ISR, 7€ ECS
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SRR TT R AR & B T ROk S,
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7
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- LHMZ (VPC) HIMPFHRLE A REfH UserDataS ¥,

- UserData L Base64 glSi1 75 W& A\,
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W), WERSSEN, BVUNEG, G Base64 )5 NgESIGEHEN, 1ESB AR A
1975 Rt
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RAEEMARILR, TR ST
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- RTHYDAIE, afZ¥% #unique_6 %11 .
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0, XEESLBIMEIA 17X AR 2 I ERIEER, (45 h4ail B € RamRoleName £
B, T EH M AT RamRole RIEh R VP ECS Sk iz M (1, WA &k
o ECS 25,
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UserData i E
UserData X#f Windows &ifll Linux ##{ER%8, iXHE/r4] UserData fE Linux ##{E&R S
T, @il B shell AR 7R, SRIMFEECSIBAZIN B 2itias T e SLAFIMEIAR,
1. &YX —Ashelll A, KEBAESEHERIESNGER /root/outputlo. txt XIHH NPT
Hello World. The time is now{4piitfl}. TEE XshellIAR, FTHEELAP3xA:

- fg: EITRAUR #!, W #!/bin/sh,

- BRilil: 1 Base64 fifiii, WIANZE (WEEEITEN) AREET16 KB,
- B AUEE RIS A IBINRET— IR,

AIA IR :

#!/bin/sh

echo "Hello World. The time is now $(date -R)!" | tee /root/
outputlo.txt

AL Base64 iGN EM T :

IyEvYmluL3NoDQplY2hvICIIZWxsbyBXb3IsZC4gIFRoZSBOaW1lIGlZzIG5v
dyAkKGRhdGUgLVIpISIgfCBOZWUgL3Ivb3Qvb3VOcHVOMTAudHhO

2. shelllAUE#LF UG, Mhgahc B rb BHRR Es: AIBHE, B R Linux BN RS BHE
i Ubuntu, MhgafcE b P EE CBIEHEE Base64 il PUG AL, 2% MiACR
Hibase644mty &, FiRSEREESE R NEIFIR:
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IyEvYmluL3NoDQplY2ZhvICIIZWxsbyBXb3JsZC4gIFRoZSB0aW1IIGIzIG
SvdyAkKGRhdGUgLVIpISIgfCBOZWUgL3Jvb3Qvb3VOcHVOMTAudHhO
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FERC B ARNC B PR 2 1, EfDUEH AR, tnl DU,

[% BibA:

KHIESBHETSEH key, value BB NZERI R, ERELHIRES N, RZBESHR
2%, EESHREMEAC R TR, MaicE D, RBEARSSBOVGIIECR, WREFR:
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1. RamRoleName Z¥{ HifE ESS #Hll G &AL, ZnJ DB A QIEMhaahcE APT K75
RS, RONTRPEM IR S5 QI R ECS SLBIZ 8 &b RamRoleName X R
.
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=] pm:
ESS fh&afic ErpAc B IS 80N, EHEHOR 511 RamRoleSkIgrh SeF ) ECS LR b
Zffa, 4 AliyunECSImageExportDefaultRole 8% S M, M @air4aiHrm
Fifi ECS SpRPEixA M, MmEERmE:

{

"Statement": [
{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": [
"ecs.aliyuncs.com"
]
}
+
léersion": "
+

Hrpr ecs.aliyuncs.com FoRiz i 2\ H PR ECS LBk b,
2. BLEAAHMGNCE LG, ik M 0 hashcE,

B RMHYEA
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3. Hudi B 15, JRsh R E.
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L. Bl DU ANPAETSENSIR I, AR ST AaaDe IS S TR, T EfoR:

~ by -~
< A st ol
iz E:‘*
asa-wz9cnikBlehbsvin0dghs 1 2017-11-08 00:51 2017-11.08 0052 Add *1* ECS ins,
- [4]

2. JefliEd 2 i g B AL R PG, RS AR AU B M ailic b RPN IIRARH, 2805 EA
SSH Key 75 #OREF LB, ARERMED, SSH RPIMBECE Y AR, iXHPA Mac &40
B, RAGIMRCEM Y], SERAT:

a. ¥3 /Users/{username}/.ssh/ B3t, WHRERAT], THEHE,

b. 7 /Users/{username}/.ssh/ HF M id_rsa XfF, FRAHIE R WHESHFIFR
1o

c. PUT ssh-add s R PIE AL EEI RS

d. &% ssh roote{publicIp} BFEHxIHl, HH publicIp FARLHINAMIP, BfLLdE
HEBAMIAN ECS LHIFIFRIREL, i SLHID MEIERIER, PRSI 2
MIp, SEBIRIPREEAFE R

SSHEEREINHIBCR, W HE R

= ~ s5s5h root@l20. P
Welcome to Ubuntu 16.84.2 LTS (GNU/Linux 4.4.8-62-generic x86_64)

help.ubuntu. com
ndscape. pnical . com

imSadvantage

Welcome to Alibaba Cloud Elastic Compute Service !

! 2817 from




3. #F /root/outputlo. txt Xk, BE: UserData ZEIIMITSIE, W REFR:

root@1iZwz9awyzvrb5p33dygbsts:~# cat Sroot/outputld. txt

2017 ©9:52:55 +0800!

M EE R PAE i gamc B E I KeyPairName, UserData 528243

Bil:
ERRJER T UserData BRI, fHRshel A beizf s, &aT DRI A TR, &
I A A, REHANEST Base64 S UG AL B AHNGEECE P, SBIfEg Tk
FERRENINEE, ST B SUA, En] BUEE XAl =X, SR I ALY 2. 4
2%, IR o R B PR S RE

ESS AMXHAE 1 1M 55 T R e sRAR A b B 25 ECS SeBORIaE S, mi A v 7€ ECS el
PR RHERB RS HIGE . R, ESS IEHRE Y —L2E P ECS SLHIRIHRE, HhRss e
R EHVE PSR ECS 926,

ARHER] ESS SPEMRARIRSS, AURENS A ROURRCERINR S5 S RA, 1M HREHS A ORIk
FSEBAGaLERA, Rl AR SAPEMgl & (R ESSHFRFE, RNt A% QI MhaahicE
12 PR X LR
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2 BB E XX

N7 RECEMER R IERIMAaR S5, PR BB 7l B X8R (UserData) o ]
PIAIH UserData Hal5epk ECS SEHIBCHE, M2 e st ib S SO 9 A MgE

ASCR VRS 4] UserData, F1&85E& HUA R R UserData WERI /530, &nl DURBE A S
W55, RiGHUER UserData i e LS5 F K,

UserData S H 2 ECS MG —Rh A & XIBIE a4 T 0 B fe NEBBEYIRE, ZIIREks
Windows S5 Linux S2f, 354 MRbAE:

- MRS A E A, FESBIIE 2N H AT
- AEEEEEE, R EEREAIGIR, ] DHESEBIrb S X R,

TERE ISP aE )RS ECS S, @i Aa A2 R SgEs, &R ERMH
H & X% # Terraform S5FEM IT JEREZEAEPET H,

FIH UserData 28, &R TEMERL HE UHARDE, SA5LL Base64 Sty =\UE N h4aic &
rhBI], Y5PEYT2F ECS SR, 98 B A STESEHE N HahiT. tHEE B @ g
Terraform FIFIE T H, #PEM4E5E4ER UserData R sE ittt & 4,

e AU
SRR QIR AC AN E ] UserData 2%, T&RER:

- HETAME (VPC) Wbl EREmEiA UserData %L,
- HDL Base64 %l 75 3% A\ UserData Z#,

59, UserData FEANIERT RGN, THERDISOTAEAEREE (bbansEss, RATIR
%) o WERBAUEN, BUGEHETTINE, P Base64 B9J7 GmidIa FHEN, RIGTESBIPHELAR]
R 7T SRR

BEm:
#% UserData ZEIMEM 5%, S5 L0 EE LB,

ExfETRE

AFNRETE Userdata ZEAGMGAMMANCENQIEER, JFRE - HRAERgE, N
RS BR AR S R PE iR 55 F HERA R 21 E CIME S5 .
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Hot, BREE - Mgdl. T AEAME (VPC) MMAERCERES A UserData £
B, HASCR LT B A S gdl T /4.

1. B3¢ dEphgnrebl 6, Adinims L eldhgEdl.
2. {£ QUG XGHErD, 35 BRSEOHEE Mg fER BRI

Gl

“RERETR :

HERERASEPIEL (5)

sg-yk201808061617

HetiRiR/EPIEL (5) 1
*BRISEDEE) (#0) 300
FethsEms @ : SEit | REREECENY AIZER v | EERTEmE | RRECIEE v #@d
AOPNEEEF DB IECSefl MpfBt mRE
ik ZERpE @ THRS (REEE Pl SRR ST et

vsw-uf648m1ggombvuhitjj8j (24 2 ATHK B)

voe ufet/HTga0lzdponp Y vsw-uf6rxShd8zsnp33irkwy? (cn-shanghai-e) =R
ZO KT REFR : ® TRFER HESHRER
REINE @ : SRR
HiEFE © : EIEFRAEURRE
=3 B

3. Bk 452 QI — AT S gEAL.
SIERAEECE

QdseMgEdl UG, 29 Mgl Qe M inHe, i QUERMaACE 1], Sa1E MmN
H, WrEpoR:

O szuEs wn

P
)

=it

@ 3 1/0 tAsEEl vCPU. iz

SRE =
ze  [JIERCE StStHGPU/PGA  RRemEEE () B ER
P HER  meE GEEE AeSSD  mEEEE ssmE AReD

HARAICE S BOX A 24, T2 QUGN E R 1 RSB mE E sy
X, e BRI gdl. THiEE 2 MR 4 UserData ZHINIE,
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UserDataB#ig &
UserData Xf Windows Rl Linux ##{ER %, iXHAHTE Linux #ERGPIINH, ]
PAFIH UserData S2HE ECS g ahist A zhiT B e X shell BIA, e X shell BIAR, FHiE
BELURJLA:
- R EITALL 4! 3k, Bl #! /bin/sh,
- BRifil: 7 Base64 #it%ni, MANE (BFEEITTEN) AGgEHd 16 KB,
< R HEE R BB T IR,
5l
E X4 shell A, RIIRELHIERIBENGEM /root/outputle. txt XSG N FERH Hello
World. The time 1is now {Y4§iifiE]}o

BA P T

#!/bin/sh
echo "Hello World. The time 1is now $(date -R)!" | tee /root/outputlo.
txt

AL Base64 GBI :

IyEvYmluL3NoDQplY2hvICIIZWxsbyBXb3JsZC4gIFRoZSBOaW1lIGlzIG5vdyAkKGRhdG
UglLVIpISIgfCBOZWUgL3Jvb3Qvb3VOCcHVOMTAudHhO

2
5E XL —A~ shell A, SKIBLE ECS JE3ahNALE DNS. yum,. NTP 5%,
AHNBNR:

#!/bin/sh

# Modify DNS

echo "nameserver 8.8.8.8" | tee /etc/resolv.conf
# Modify yum repo and update

rm -rf /etc/yum.repos.d/*

touch myrepo.repo

echo "[base]" | tee /etc/yum.repos.d/myrepo.repo
echo "name=myrepo" | tee -a /etc/yum.repos.d/myrepo.repo
echo "baseurl=http://mirror.centos.org/centos" | tee -a /etc/yum.repos

.d/myrepo.repo

echo "gpgcheck=0" | tee -a /etc/yum.repos.d/myrepo.repo
echo "enabled=1" | tee -a /etc/yum.repos.d/myrepo.repo
yum update -y

# Modify NTP Server

echo "server ntpl.aliyun.com" | tee /etc/ntp.conf
systemctl restart ntpd.service

A2t Base64 G NEM R :

IyEvYmluL3NoCiMgTW9kaWZ5IEROUwplY2hvICJuYW1lc2VydmVyIDguOC44LjgiIHwgdG
V1IC91ldGMvcmVzb2x2LmNvbmYKIyBNb2RpZnkgeXVtIHI1cG8gYW5KkIHVWZGFOZQpybSAt



cmYgL2VOYy95dWoucmVwb3MuZC8qCnRvdWNoIG15cmVwby5yZXBvCmVjaG8gIltiYXNXS
IgfCBOZWUgL2VOYy95dWoucmVwb3MuzZC9teXJI1lcG8ucmVwbwplY2hvICIJuYW11PW15cmVw
byIgfCBOZWUgLWEgL2VOYy95dWOucmVwb3MuZC9teXJI1lcG8ucmVwbwplY2hvICJIiYXN1dX
JsPWhOdHAGLY9taXJyb3IuY2VudG9zLm9yZy9jZW50b3Mi IHwgdGV1IC1hICIdGMveXVt
LnJ1cG9zLmQvbX1lyZXBvLNnI1cG8KZWNobyAiZ3BnY2h1lY2s9MCIgfCBOZWUgLWEZL2VOYy
95dWOucmVwb3MuzZC9teXJI1lcG8ucmVwbwplY2hvICI1bmFibGVKPTEiIHWgdGV1IC1hICIl
dGMveXVtLnJI1lcG9zLmQvbX1lyZXBvLnI1cG8KeXVtIHVWZGFOZSAteQojIE1vZGlmeSBOVF
AgU2VydmVyCmVjaG8gInNlcnZlciBudHAXxLmFsaX11bi5]jb201IHwgdGV1IC91ldGMvbnRw
LmNvbmYKc31zdGVtY3RsIHI1c3RhcnQgbnRwZC5zZXJ2aWN'l

shell IR #EREEG, MamilEhREIRNER RAEHE, RRIES Linux ZRMEIG (B
Ubuntu) :

Sk Fank BEVERE HEER

Ubuntu -Hlx@mi -‘ F ===

16 BSOE RRY 26 8 & CEYE S Base64 %t UG A EHE, HaiE MACR
Hibase644atSiZmi, TED 7~fl1 BIRCR:

TELREEIA (=6 RAM R & SEEIRENHIR cloud-init )

IHIRAMAE: B EE S | SRSHRAMBE

SLHIRE N EIE: @

3. ERRYaIET]

BT R aRAL I Mg DRI 1, Eahthadln, SaPEaaiRss 22 MEah— A gatt
55, FHRIPGEALERn 1 G981, DA R/ EBIBIRRG, 2n] DU MgSahsIR 0, HES
HIARLN BERHRGES S TIERS, SRR :



< ap sg-yk201808061... o R

EAER P

i =
ECsszhiFl=
emE= asa-uf6geilh9hf5h02xwg00 1 20185868 16:43 20185868 16:44 Add "1" ECS ins.. an] =EEE
{EEH HEIE, SRR 10y &
SHER
EaEREEE -

{REEIERAID : asa-ufbgeilhShf5h02xwg00 RE : meEh

FFHEATE : 20185F8H6H 16:43 f21LATE : 20184786 16:44
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(@ IHER(EIES)snl ecs.snl.la
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4 fEFIESS SDKIRIE 6 % 5] A X {4aH

ESS g s b iz i dl & G imgidl, SRR L A Mg Mandlignm:, & 2acE
TRARLN RIS, (hamdl B R DU, 83 24 i an a5 PE QI R ECS SLplHl)E T-i%
L

Ji{ ESS #PEMAiIRSSIE, — LA MG Mamal I GeicE A5l T — RIS T —
AR, XREER S, AR L ESS Mgl s bLLAG, s L 7Er a) B X
T AR FREICE QT ECS S, B2 rp i Maanc &, MRl DU haaging i
A B 55 SRR A 3

K7 AL LR, REmgRal Y, ESSHgmAlEig 2 XS5 (VSwitchlds.N) , #&
e QR E g I ] PARE %S B0 IR IR B B 24 2 bL, 24— AN ST e v X JCis
QUSRI ESSEMEMAEIRS oM AR E T HIX, fEfEHIES BN R, SR
HEERARILA:

- WBHER Y VSwitchlds.N WX S8, VSwitchld SE%5 20,

- VSwitchIds.N £¥h, NBUETERE (1, 5], BI—/Miig 2 ol BABCE S5 AN 3L,

- VSwitchlds.N ZEHhaE R LA HALEN] —4 VPC R,

- VSwitchIds.N SR NIRELZBALMRAL, FiS 1zl GIa I mliv s — ks, i
BURSCEREGR S5 B RARIR B,

< YIRS R I AU ] B X TCTE QU@ SN, 2 F kR T RSN S LR Gt 52
B, SEELEAE 2 v XS BRI, ST REHNIE B R — b R AR ] DX IR 3 Lok
R IhgRL, IR ] DUA ROt/ b s n] FH DX T A Sl i R A, e T sl n]
FTE,

fEFASDKEE Z AT A X 4540

Java

AFR gt SDK G % al FIX Amgad], iXHLPL Java i 5 A1 Python & MBEITA
#.

1. § A\ ESS Java SDK

Bk, BHRETREMBE aliyun-java-sdk-core. aliyun-java-sdk-ess, #EuJUER
maven-central %, R FEMMIjarfl, aliyun-java-sdk-ess MM jar HIAR


https://search.maven.org/
https://search.maven.org/

ASHER2. 1.3 U LRAAREREMNZ X 2%, aliyun-java-sdk-core IR jar fLifiRk
A SHETAE T IolThR AR

W n] DUEH maven SRS B Java I HRMREUE, TER8RI50EE M MR pom.xml SCAFHIIA
T ARSI

<dependency>

<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-ess</artifactId>
<version>2.1.3</version>

</dependency>

<dependency>

<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.5.0</version>

</dependency>

2. f#if] Java SDK f1]3: % nf F X fh4ae

T ESS Java SDK S Java THE)5, Zin] DUEH SDK ORI Z nl X g v, fEH
Java SDK 38 % n] X &gl A% 40 R -

public class EssSdkDemo {

public static final String REGION_ID = "cn-hangzhou";
public static final String AK = "ak";

public static final String AKS = "aks";

public static final Integer MAX_SIZE = 10;

public static final Integer MIN_SIZE = 1;

public static final String SCALING_GROUP_NAME = "TestScalin
gGroup";

/1 ZEHBIINR, ZEHBLISCH AT G RO BRI, %*ﬂ%iﬁmﬁ%%rmo

public static final String[] vsw1tchIdArray = { "vsw-id1i", "
vsw-id2", "vsw-id3", "vsw-id4", "vsw-id5" };

public static final List<String> vswitchIds = Arrays.aslist(

vswitchIdArray);

public static void main(String[] args) throws Exception {
IClientProfile clientProfile = DefaultProfile.getProfile(

REGION_ID, AK, AKS);
IAcsClient client = new DefaultAcsClient(clientProfile);
createScalingGroup(client);

[ x*
* Q% ] I X A
* @param client
* @return
* @throws Exception
*/
public static String createScalingGroup(IAcsClient client) throws
Exception {
CreateScalingGroupRequest request = new CreateScalingGroupRe
quest();
request.setRegionId("cn-beijing");
request.setMaxSize (MAX_SIZE);
request.setMinSize (MIN_SIZE);
request.setScalingGroupName (SCALING_GROUP_NAME) ;
request.setVSwitchIds(vswitchIds);



CreateScalingGroupResponse response = client.getAcsResponse(
request) ;
return response.getScalingGroupId();

}

}
EidREgrh, VSwitch FMESCHRBER ELEFF MBI SLR RIS, HEAES R ni i
VSwitch fE7egkim .

Python
1. &% ESS Python SDK

[ Java &5 —F¢, TEf#i] ESS Python SDK hij, #E7Z% MEMEIE ol iyun-python-sdk
-ess. aliyun-python-sdk-core, AHEFAER pip B77 3R %% Python fiife, KT
pip LN PA2% Installation-Pip, &34 pip PG, ZaJPMEHGS pip install
aliyun-python-sdk-ess==2.1.3 pip install aliyun-python-sdk-core==3.5.0
LEE AR,

2. fifl Python SDK I % nf X 44

T ESS Python SDK ##% LUs, #in] DUEH SDK REIEZ nl X g v, fEH
Python SDK 3% n] X a2l A% 40T -

# coding=utf-8
import json
import logging
from aliyunsdkcore 1import client
from aliyunsdkess.request.v20140828.CreateScalingGroupRequest +import
CreateScalingGroupRequest
logging.basicConfig(level=1logging.INFO,
format="'%(asctime)s %(filename)s[line:%(lineno)d] %(
levelname)s %(message)s',
datefmt="'%a, %d %b %Y %H:%M:%S")
# B E CRak{E R,

ak = 'ak'
aks = 'aks'
scaling_group_name = 'ScalingGroupTest'

max_size = 10
min_size = 1

vswitch_ids = ["vsw-idl", "vsw-id2", "vsw-id3", "vsw-id4", "vsw-id5
||:|
region_id = 'cn-beijing'

clt = client.AcsClient(ak, aks, region_id)

def _create_scaling_group():

request = CreateScalingGroupRequest ()
request.set_ScalingGroupName(scaling_group_name)
request.set_MaxSize(max_size)
request.set_MinSize(min_size)
request.set_VSwitchIds(vswitch_ids)

response = _send_request(request)

return response.get('ScalingGroupId')

def _send_request(request):


https://pip.pypa.io/en/latest/installing/

request.set_accept_format('json')

try:
response_str = clt.do_action(request)
logging.info(response_str)
response_detail = json.loads(response_str)
return response_detail

except Exception as e:
logging.error(e)

if __name__ == '__main__

scaling_group_id = _create_scaling_group()

print 'GEgEgH kY, gE4LID: ' + str(scaling_group_id)

iR, VSwitch MILesbEH EAESIRPIHBIIBFRIREEI, HEFESIFR i i)
VSwitch {E7egim .
EnlPAS% #unique_24 JREUVE Z X THgadl QURIIRCER, Mamdleldseln, Kalbls

% QAN E R QEMPAR] P RIARECE ., X T Mgl gaic B e, BiEnT s
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AR ED
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1. R ABUEFERedistE IR
2. f#—fHRedisfl, HTHHNOEBECSEHIBRELEIEERS
3. &FRedisEHIVIEAS, e ITHARHTIN A4 IR,

< S
EHIER
M REEE
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2. QEE—AMNSTE, MEPITHRBEIE S, RO EEAFRN fc-trigger,
BlE=Em

24 Topic BIIEEMEERENAEN 500 &5/7) , ESEEER | BEREET (MQ) 5SS

* ETEFR : fc-trigger
¥ LEithi =ikl (85)
A EEAE(Byte) . 1024
FElogging :

3. G —/MNSEMI, RERBHITE RS, RN AR fe-callback, wHIf
Wi QUEUE _NAMETRREZIZBMII, X S HBHITAIRINHE.

FEBAS
* IAFIEFR ; fc-callback
* ETHEE #= (8%)
BB B IREREEI(RY) : 5
HHE SRR () : 3600
BB IE(Byte) : 1024
BB FRETE(7Y) : 21600
HEERT (RY) : 0
FElogging :

=. BRI R
1. Pkl &,
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HEFARREEIERES EEIEER (0 BT EES
7
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a. GRS AR BN PR K6 8h, T ERsEY sk E,

b. A ARCE IMNS T8, SMNSFASIRILL, @I POERIZ TS, P72,

c. MNSTBIRLE M fe-trigger, MITTEANQIREIIECSSEHEAMAHGEFIRERITA
1%, FFECSEBIZME 2 BaE Redish H 4 1,

d. AR AL A e,

M. REITBRETE
1. GREEEGH RIS
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2. Wik MG, MTFRBHERTIRE, RPN AR Ras-hook-mns-fc-redis.
RS

+ [REZR as-hook-mns-fc-redis

1 HetaE&FE, 8z, MIENTRIE
2 AL, RIS
3. RERSIE1-12820E

FrEXE H=I (85)

R RRRA LD , SRS ETEERRE
RSB,

Iogsmmt

=HEE

3. fEMRSS PHTdeEy, ITRIMNS EE0F B0,

a. TEPRBBUR T, A H R
b. fEfilA dsBCE VU, JEEEMNS iy, SRa iR Al B ek,

L=
Py i) MNS :ETE 3B
+ BUERRER hook-trigger
+ MNS Topic FiEES L1 (FE)
* Topic fe-trigger

c. fEFERNEPRECE i D, FR7EIRSGSHCE Mas-hook-mns-fc-redis, FREAALBLE Mfc.
Example: :handleRequest, ZRJEtRHETE EACE HEIEW,

@ Bi:

- PABAOHRIHERE, FHRESEPR DAL E.,
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- ASGRBIRM Efgjartd, SCBLK A SRR ECS LA MBI =4 Redis i H 4 HL,
AR S B, 162 W R Javadife B,

Higsm
+ FIERRS as-hook-mns-fc-redis v F
* EEETR function-ecs2redis
ERER Add private IP of specified ECS instance to white list of
Redis instance
* IBITINE java8 v
fC3EE
R FER= 0SSEfE (@) REaLE
BEFESTE B
EEEASE | &Ll zipak jarh/E 8 | ST NFETS0MB |, MFHT50MB |, FERmST IR HEif,
WiREE
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EEELEEIEEAO
EEEE
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IS RaERETFREITERFRTRSSHIRNDER)

FRESTR  as-hook-mns-fe-redis

FERSEIEHEATES , FTENIRESE VS EEERFEENTIREE,

BUREE
D UFRRETFEEREETHEER | S LusENT | SUENESS S REDERENRFAREMHA TR,
AERBEEREECHESR , SRLEE—{ 258N , SURITERTRIERIR
RFERET AliyunECSReadOnlyAccess
N
AliyunKvstoreFullAccess AliyunMNSFullAccess
AR EReRNEE

R ESABES(IEFH RS RHRSIBER)

@ EDEELEETUREHTIEN , PIRRERCCRIEN , — Bt , ERXEMARSTUERzaS,

ERaES TREBIE ~
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< e 1. BRMIEE

LHIEE

i

RERE
BABRE
SHIRE
S EE

S IPERSIREN0.0.0.0/0RKRAFFIE AR, REH127.001RREILFEBIAR.
EHEWME HiEEsE: ALLRE

B3 0] PAGKER N TRMNSASIP IR, HeandkBlsuccess, LifecycleHookIdMILifecycleA
ctionToken, #Hifefeditial 4 o fi W,

EidmREC eSS, B el R MEE 230" B B E R, M\ s N R 06 HhE PR

AN T

AEIRE S, EETE RS TIANGE, EEIGEY R javasft, ididMavenis
B, HR&HME:

[ecs?redis. jar]i Example java ]

—{ model }——{ FCResultjava |
—[ HookModel.java ]

‘{ MnsMessageModel java }

Mavenf&iin T

<?xml version="1.0" encoding="UTF-8"7?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://
maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.aliyun.fc.wujin</groupId>
<artifactId>demo</artifactId>



<version>1.0-SNAPSHOT</version>

<dependencies>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-ecs</artifactId>
<version>4.10.1</version>

</dependency>

<dependency>
<groupId>com.aliyun.fc.runtime</groupId>
<artifactId>fc-java—-core</artifactId>
<version>1.0.0</version>

</dependency>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.2.6</version>

</dependency>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-r-kvstore</artifactId>
<version>2.0.3</version>

</dependency>

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>fastjson</artifactId>
<version>1.2.25</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-context</artifactId>
<version>4.2.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.apache.httpcomponents</groupId>
<artifactId>httpclient</artifactId>
<version>4.5.2</version>

</dependency>

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>com.springsource.org.apache.commons.lang</

artifactId>

<version>2.6.0</version>

</dependency>

<dependency>
<groupId>com.aliyun.mns</groupId>
<artifactId>aliyun-sdk-mns</artifactId>
<version>1.1.8.4</version>

</dependency>

</dependencies>

<build>
<plugins>
<plugin>
<artifactId>maven-assembly-plugin</artifactId>
<version>3.1.0</version>
<configuration>
<descriptorRefs>
<descriptorRef>jar-with-dependencies</
descriptorRef>
</descriptorRefs>
<appendAssemblyId>false</appendAssemblyId> <!-- #
BHiar S FAP A EAssembly Id ——>

</configuration>



<executions>
<execution>

<id>make-assembly</id> <!-- HFILHEEESIEHIIIT
<phase>package</phase> <!-- BTN ITIar

<goals>
<goal>single</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
</plugins>
</build>

Hbs -->
keI -

</project>
Example. javafChSanT:

package fc;

import com.alibaba.fastjson.JSON;

import com.alibaba.fastjson.TypeReference;

import com.aliyun.fc.runtime.Context;

import com.aliyun.fc.runtime.StreamRequestHandler;

import com.aliyun.mns.client.CloudAccount;

import com.aliyun.mns.client.CloudQueue;

import com.aliyun.mns.client.MNSClient;

import com.aliyun.mns.model.Message;

import com.aliyuncs.DefaultAcsClient;

import com.aliyuncs.IAcsClient;

import com.aliyuncs.ecs.model.v20140526.DescribeInstancesRequest;
import com.aliyuncs.ecs.model.v20140526.DescribelInstancesResponse;
import com.aliyuncs.exceptions.ClientException;

import com.aliyuncs.profile.DefaultProfile;

import com.aliyuncs.profile.IClientProfile;

import com.aliyuncs.r_kvstore.model.v20150101.DescribeSecurityIpsR
equest;

import com.aliyuncs.r_kvstore.model.v20150101.DescribeSecurityIpsR
esponse;

import com.aliyuncs.r_kvstore.model.v20150101.ModifySecurityIpsRequest

b

import model.FCResult;

import model.HookModel;

import model.MnsMessageModel;

import org.apache.commons.codec.binary.Base64;
import org.apache.commons.lang.StringUtils;
import org.springframework.util.CollectionUtils;

import java.io.IOException;
import java.io.InputStream;
import java.io.OutputStream;
import java.util.ArraylList;
import java.util.Arrays;
import java.util.List;



public class Example implements StreamRequestHandler {

[ *x*

o3 /?ﬁ PR, IS B
*
private static final String VPC_NETWORK = "vpc";

private static final String CHAR_SET = "UTF-8

[ *x*

*/f%llﬂlinputikéﬁkd\, 40963l # 5
*
private static final Integer MAX_BYTE_LENGTH = 4096;

[ *x*
*/REDIS HA AN 4
*
private static final String DEFAULT_SECURITY_GROUP_NAME
default";

[ *x*

*/REDIS (ET B A 5N
*
private static final String MODIFY_MODE_APPEND = "Append

[ **

* MNS 2P A% T B ik

*/
private static final Strin MNS_END_POINT = "http
g
://%s.mns.%s.aliyuncs.com/";

[ x*

*/ﬁ%DHH‘JREDISiWJID, AR N i
*
private static final String REDIS_ID = ",

[ x*

:/i‘%ﬂ&lllﬂkliliﬁlﬁﬁ#&ﬁ%%ﬂ‘]l‘)&ﬂ%ﬁi, AR N1V B it

private static final String QUEUE_NAME = "wujin-
fc-callback";

[ *x*

* /WE&M%U ID, HEERANG Ot

private static final Long USER_ID =
111113111111311111111L;

[ *x*

*/ﬁiéﬁéﬁ MNS FC Frjgitregion, SN NGt

*
private static final String REGION_ID = "¢cn-

hangzhou";

@Override
public void handleRequest(InputStream +inputStream, OutputStream
outputStream, Context context) {
FCResult result = new FCResult();
String akId = context.getExecutionCredentials().getAccessKeyId

03
String akSecret = context.getExecutionCredentials().getAccessK
eySecret();



String securityToken = context.getExecutionCredentials().
getSecurityToken();
try {
/ ARBAMN S figh %2 BRSO SR IR i A I I 2%
String input = readInput(inputStream);
MnsMessageModel mnsMessageModel = JSON.parseObject(input,
new TypeReference<MnsMessageModel>() {

b
if (mnsMessageModel == null) {
result.setSuccess(false);
result.setMessage("mnsMessageModel is null");
sendMns (akId, akSecret, securityToken, result.toString

)

return;
}
HookModel contentModel = mnsMessageModel.getContent();
if (contentModel == null) {
result.setSuccess(false);
result.setMessage("contentModel is null");
sendMns (akId, akSecret, securityToken, result.toString

)

return;

}
IAcsClient client = buildClient(akId, akSecret, securityTo

/ RIS AN G 18 20 RS2 BRI RAA TP
List<String> privateIps = getInstancesPrivatelps(
contentModel.getInstancelds(), client);
if (CollectionUtils.isEmpty(privatelIps)) {
result.setSuccess(false);
result.setMessage("privatelps is empty");
sendMns (akId, akSecret, securityToken, result.toString

ken) ;

)3

return;
}
List<String> needAppendIps = filterPrivateIpsForAppend (
privateIps, client);
if (!CollectionUtils.isEmpty(needAppendIps)) {
modifySecurityIps(client, needAppendIps);
result.setlLifecycleHookId(contentModel.getlLifecyc
leHookId());
result.setlLifecycleActionToken(contentModel.getLifecyc
leActionToken());
sendMns (akId, akSecret, securityToken, result.toString
0);

b
} catch (Exception ex) {

result.setSuccess(false);
result.setMessage(ex.getMessage());
sendMns (akId, akSecret, securityToken, result.toString());

h
+
[ *x*
* AR ECS Redis fE% P
*
* @param akId
* @param akSecret
* @param securityToken

* @return
*/
private IAcsClient buildClient(String akId, String akSecret,
String securityToken) {



IClientProfile clientProfile = DefaultProfile.getProfile(
REGION_ID, akId, akSecret,
securityToken) ;
return new DefaultAcsClient(clientProfile);

}

[ *x*

*

RPITEERAIETH B EIMNS

@param ak
@param aks
@param securityToken
@param msg

* ok % Xk

*/
private void sendMns(String ak, String aks, String securityToken,
String msg) {
MNSClient client = null;
try {
CloudAccount account = new CloudAccount(ak, aks,
String.format (MNS_END_POINT, USER_ID, REGION_ID),
securityToken) ;
client = account.getMNSClient();
CloudQueue queue = client.getQueueRef (QUEUE_NAME) ;
Message message = new Message();
message.setMessageBody (msg) ;
queue.putMessage (message) ;
} finally {
if (client != null) {
client.close();

}

}
}
[ x*
* B TREAME| red T SIIRAMIP
*
*x @param privateIps J)IEPIRTHIRAMIIP
* @param client
* @return
* @throws ClientException
*/

private List<String> filterPrivateIpsForAppend(List<String>
privateIps, IAcsClient client)
throws ClientException {
List<String> needAppendIps = new ArraylList<>();
if (CollectionUtils.isEmpty(privateIps)) {
return needAppendIps;
}

DescribeSecurityIpsRequest request = new DescribeSecurityIpsR
equest();

request.setInstanceId(REDIS_ID);

DescribeSecurityIpsResponse response = client.getAcsResponse(
request) ;

List<DescribeSecurityIpsResponse.SecurityIpGroup> securitylp
Groups = response

.getSecurityIpGroups();
if (CollectionUtils.isEmpty(securityIpGroups)) {
return privatelps;
}

for (DescribeSecurityIpsResponse.SecurityIpGroup securitylp
Group : securityIpGroups) {
if (!securityIpGroup.getSecurityIpGroupName().equals(
DEFAULT_SECURITY_GROUP_NAME)) {
continue;



}

String securityIps = securityIpGroup.getSecurityIpList();

if (securityIps == null) {
continue;

}
String[] securityIplList = securityIps.split(",");

List<String> existIps = Arrays.asList(securityIplList);

if (CollectionUtils.isEmpty(existIps)) {
continue;
b

for (String ip : privateIps) {
if (lexistIps.contains(ip)) {
needAppendIps.add(ip);
}

}
}

return privatelps;

}

[ **
{BREDISSFIDEFAULTS3HAA IP 44 B

@param client
@param needAppendIps
@throws ClientException

X % X X% %

*

*/

private void modifySecurityIps(IAcsClient client, List<String>

needAppendIps)
throws ClientException {
if (CollectionUtils.isEmpty(needAppendIps)) {
return;
}

ModifySecurityIpsRequest request = new ModifySecurityIpsReq

uest();
request.setInstanceId(REDIS_ID);

String ip = StringUtils.join(needAppendIps.toArray(), ",");

request.setSecurityIps(ip);

request.setSecurityIpGroupName (DEFAULT_SECURITY_GROUP_NAME) ;

request.setModifyMode (MODIFY_MODE_APPEND) ;
client.getAcsResponse(request);

}

[ *x*
IRUUA, Frbase6Afigny

@param +inputStream
@return
@throws IOException

> % X % %

*

*/
private String readInput(InputStream inputStream) throws
IOException {

try {
byte[] bytes = new byte[MAX_BYTE_LENGTH];
int tmp;
int len = 0;
/ TR %
while ((tmp = inputStream.read()) != -1 && len <

MAX_BYTE_LENGTH) {
bytes[len] = (byte) tmp;
len++;
}
inputStream.close();
byte[] act = new byte[len];
System.arraycopy(bytes, 0, act, 0, len);



return new String(Base64.decodeBase64(act), CHAR_SET);
} finally {
inputStream.close();

}
}
[ *x*
. IREUSEUFFX BLFRAMI P, FH BRI R I PR AL 100
* @param instanceIds sfijizR
x @param client J§R%Ein
* @return
* @throws Exception
#

public List<String> getInstancesPrivateIps(List<String> instanceld
s, IAcsClient client)
throws Exception {
List<String> privateIps = new ArraylList<>();
if (CollectionUtils.isEmpty(instancelds)) {
return privatelps;
}

int size = dinstancelds.size();
int queryNumberPerTime = 100;
int batchCount = (int) Math.ceil((float) size / (float)
queryNumberPerTime) ;
//support 100 -instance
for (int i = 1; i <= batchCount; i++) {
int fromIndex = queryNumberPerTime * (i - 1);
int toIndex = Math.min(queryNumberPerTime * i, size);
List<String> sublList = dinstancelds.sublList(fromIndex,
toIndex) ;
DescribeInstancesRequest request = new Describeln
stancesRequest();
request.setInstanceIds (JSON.toJSONString(subList));
DescribeInstancesResponse response = client.getAcsResponse
(request);
List<DescribeInstancesResponse.Instance> 1instances =
response.getInstances();
if (CollectionUtils.isEmpty(instances)) {
continue;
}

for (DescribelnstancesResponse.Instance -instance
instances) {
String privatelp = getPrivateIp(instance);
if (privateIp != null) {
privateIps.add(privatelp);
}

}
}
return privatelps;

}

[ *x*
* M DescribeInstancesResponse.Instance HfE#riifAM IP
*
* @param instance DescribeInstancesResponse.Instance
*/
private String getPrivateIp(DescribeInstancesResponse.Instance
instance) {
String privateIp = null;
if (VPC_NETWORK.equalsIgnoreCase(instance.getInstanceNetworkTy

pe())) {
DescribeInstancesResponse.Instance.VpcAttributes
vpcAttributes = dinstance



.getVpcAttributes();
if (vpcAttributes != null) {
List<String> privateIpAddress = vpcAttributes.
getPrivateIpAddress();
if (!CollectionUtils.isEmpty(privateIpAddress)) {
privateIp = privateIpAddress.get(0);

}
}
} else {
List<String> innerIpAddress = instance.getInnerIpAddress
OF
if (!CollectionUtils.isEmpty(innerIpAddress)) {
privateIp = innerIpAddress.get(0);
}
}
return privatelp;
}
}

FCResult.javafVhUIF:

package model;
import com.alibaba.fastjson.JSON;
public class FCResult {
private boolean success = true;
private String T1lifecycleHookId;
private String TlifecycleActionToken;
private String message;
public boolean isSuccess() {

return success;
}

public void setSuccess(boolean success) {
this.success = success;

public String getlLifecycleHookId() {
return lifecycleHookId;
}

public void setlLifecycleHookId(String lifecycleHookId) {
this.lifecycleHookId = lifecycleHookId;
}

public String getlLifecycleActionToken() {
return lifecycleActionToken;
}

public void setLifecycleActionToken(String lifecycleActionToken) {
this.lifecycleActionToken = lifecycleActionToken;
}

public String getMessage() {
return message;
}



public void setMessage(String message) {
this.message = message;
}

@Override
public String toString() {

return JSON.toJSONString(this);
}

}
HookModel. javafCi%in R :

package model;
import java.util.List;

public class HookModel {

private String lifecycleHookId;
private String lifecycleActionToken;
private String lifecycleHookName;
private String scalingGroupId;
private String scalingGroupName;
private String lifecycleTransition;
private String defaultResult;
private String requestld;

private String scalingActivityId;
private List<String> instancelds;

public String getlLifecycleHookId() {
return lifecycleHookId;
k

public void setLifecycleHookId(String 1lifecycleHookId) {
this.lifecycleHookId = lifecycleHookId;
}

public String getlLifecycleActionToken() {
return lifecycleActionToken;
}

public void setLifecycleActionToken(String lifecycleActionToken) {
this.lifecycleActionToken = lifecycleActionToken;
}

public String getlLifecycleHookName() {
return 1lifecycleHookName;
}

public void setLifecycleHookName(String lifecycleHookName) {
this.lifecycleHookName = l1ifecycleHookName;
}

public String getScalingGroupId() {



return scalingGroupId;

}

public void setScalingGroupId(String scalingGroupId) {
this.scalingGroupId = scalingGroupId;
}

public String getScalingGroupName() {
return scalingGroupName;
}

public void setScalingGroupName(String scalingGroupName) {
this.scalingGroupName = scalingGroupName;
}

public String getLifecycleTransition() {
return lifecycleTransition;
}

public void setLifecycleTransition(String lifecycleTransition) {
this.lifecycleTransition = lifecycleTransition;
}

public String getDefaultResult() {
return defaultResult;
}

public void setDefaultResult(String defaultResult) {
this.defaultResult = defaultResult;
}

public String getRequestId() {
return requestId;
}

public void setRequestId(String requestId) {
this.requestId = requestId;
}

public String getScalingActivityId() {
return scalingActivityId;
}

public void setScalingActivityId(String scalingActivityId) {
this.scalingActivityId = scalingActivityId;
}

public List<String> getInstancelds() {
return instancelds;
}

public void setInstancelds(List<String> instancelds) {
this.instancelds = instancelds;
}

MnsMessageModel. javafh%aN R :

package model;
public class MnsMessageModel {

private String userld;



private String regionId;
private String resourceArn;
private HookModel content;
public String getUserId() {

return userlId;
}

public void setUserId(String userId) {
this.userId = userId;
}

public String getRegionId() {
return regionld;
}

public void setRegionId(String regionIld) {
this.regionId = regionld;
}

public String getResourceArn() {
return resourceArn;
}

public void setResourceArn(String resourceArn) {
this.resourceArn = resourceArn;
}

public HookModel getContent() {
return content;
h

public void setContent(HookModel content) {
this.content = content;
ks
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