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Alibaba Cloud reminds you to carefully read and fully understand the terms and

conditions of this legal disclaimer before you read or use this document. If you have
read or used this document, it shall be deemed as your total acceptance of this legal
disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website
or other Alibaba Cloud-authorized channels, and use this document for your

own legal business activities only. The content of this document is considered
conﬁdential information of Alibaba Cloud. You shall strictly abide by the

conﬁdentiality obligations. No part of this document shall be disclosed or provided
to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted,

or disseminated by any organization, company, or individual in any form or by any
means without the prior written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades
, adjustments, or other reasons. Alibaba Cloud reserves the right to modify

the content of this document without notice and the updated versions of this
document will be occasionally released through Alibaba Cloud-authorized

channels. You shall pay attention to the version changes of this document as they

occur and download and obtain the most up-to-date version of this document from
Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud

products and services. Alibaba Cloud provides the document in the context that
Alibaba Cloud products and services are provided on an "as is", "with all faults

" and "as available" basis. Alibaba Cloud makes every eﬀort to provide relevant
operational guidance based on existing technologies. However, Alibaba Cloud

hereby makes a clear statement that it in no way guarantees the accuracy, integrity
, applicability, and reliability of the content of this document, either explicitly

or implicitly. Alibaba Cloud shall not bear any liability for any errors or ﬁnancial
losses incurred by any organizations, companies, or individuals arising from

their download, use, or trust in this document. Alibaba Cloud shall not, under any
circumstances, bear responsibility for any indirect, consequential, exemplary,

incidental, special, or punitive damages, including lost proﬁts arising from the use
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or trust in this document, even if Alibaba Cloud has been notiﬁed of the possibility
of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to

works, products, images, archives, information, materials, website architecture,

website graphic layout, and webpage design, are intellectual property of Alibaba
Cloud and/or its aﬃliates. This intellectual property includes, but is not limited
to, trademark rights, patent rights, copyrights, and trade secrets. No part of the
Alibaba Cloud website, product programs, or content shall be used, modiﬁed

, reproduced, publicly transmitted, changed, disseminated, distributed, or

published without the prior written consent of Alibaba Cloud and/or its aﬃliates

. The names owned by Alibaba Cloud shall not be used, published, or reproduced

for marketing, advertising, promotion, or other purposes without the prior written
consent of Alibaba Cloud. The names owned by Alibaba Cloud include, but are

not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands of Alibaba

Cloud and/or its aﬃliates, which appear separately or in combination, as well as
the auxiliary signs and patterns of the preceding brands, or anything similar to

the company names, trade names, trademarks, product or service names, domain
names, patterns, logos, marks, signs, or special descriptions that third parties

identify as Alibaba Cloud and/or its aﬃliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Table -1: Style conventions
Style

Description

This warning information
indicates a situation that will

cause major system changes,
faults, physical injuries, and other
adverse results.
This warning information
indicates a situation that may

cause major system changes,
faults, physical injuries, and other
adverse results.
This indicates warning informatio
n, supplementary instructions,
and other content that the user
must understand.

This indicates supplemental
instructions, best practices, tips,
and other content that is good to
know for the user.

>

Multi-level menu cascade.

Bold

It is used for buttons, menus
, page names, and other UI
elements.

Courier It is used for commands.
font

Italics
[] or [a|b]

It is used for parameters and
variables.

It indicates that it is a optional
value, and only one item can be

Example
Danger:

Resetting will result in the loss of
user conﬁguration data.
Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restore business.
Notice:

Take the necessary precautions
to save exported data containing
sensitive information.
Note:

You can use Ctrl + A to select all
ﬁles.

Settings > Network > Set network
type
Click OK.

Run the cd

/ d

C :/ windows

command to enter the Windows
system folder.
bae

log

list

--

instanceid Instance_ID
ipconfig [-all|-t]

selected.
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Description

{} or {a|b} It indicates that it is a required
value, and only one item can be

Example
swich {stand | slave}

selected.
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1 Back up ﬁles for on-premises severs
1.1 Overview

Hybrid Backup Recovery (HBR) is an eﬃcient, secure, cost-eﬀective, and fully

managed storage and backup service. You can use a ﬁle client to back up ﬁles from
servers or virtual machines that are located in local data centers. You can quickly
restore ﬁles when one or more ﬁles are missing or damaged.
This topic includes the following sections:
• Prerequisites

• Start a backup job
• Restore ﬁles

The following functions are related to this topic:
• Search backups
• Backup alerts
• Mirror vaults
Note:

For more information, see Back up ﬁles from ECS instances.

1.2 Prerequisites

You can use Hybrid Backup Recovery (HBR) to back up ﬁles and folders from servers
or virtual machines in local data centers and restore these ﬁles as required. The
following prerequisites are required before you back up data.
Note:

• For more information, see Back up ﬁles from an ECS instance.

• To achieve the best backup performance, we recommend that the conﬁgurations
of a host where a backup client is running meet the following requirements. The
host uses a 64-bit CPU with more than two cores and more than 8 GB of available
memory.
Issue: 20190918
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• The size of data that a host can back up is determined by available memory

resources. For a host with 4 GB of available memory, the maximum number of

ﬁles that you can back up on the host is one million and the total size of data is 8
TB.

RAM users and AccessKeys

Resource Access Management (RAM) enables you to manage user access to Alibaba
Cloud resources. You can create and manage multiple RAM users with a single

Alibaba Cloud account. You can grant diﬀerent permissions for each RAM user.

This allows each RAM user to have diﬀerent access permissions on Alibaba Cloud
resources.

An AccessKey is required when you activate a backup client. As any leak of an

Alibaba Cloud account's AccessKey will expose cloud resources to security risks, we
recommend that you use the AccessKey of a RAM user to perform the activation.
Before performing a backup job, ensure that you have Created a RAM user and
Created an access key for a RAM user.

Create a client

You can use a ﬁle client to perform a backup or restore job. However, you must

download a ﬁle client to a host that is located in a local data center. You can download
a ﬁle client in the HBR console. Proceed as follows:

1. Log on to the HBR console.
Note:

You must log on to the HBR console on an intermediate host with a desktop

environment to download a ﬁle client. You need to perform this operation if a

server or virtual machine where a Linux system is running but without a desktop
environment.

2. At the top of the HBR console, select a region where you need to store backups.
Note:

• If a VPC is used, the region you select must be the same as the region of the VPC
where data to be backed up is located.

• For optimal backup performance, you must select a region that is in close
proximity to the location where data to be backed up is located.
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• For disaster recovery, you must select a diﬀerent region for the location where

data to be backed up is located. We recommend that you select a distant region
to reduce the risk of data loss during a disaster.

3. In the left-side navigation pane, choose On-Premises Backup > File Client.
4. In the upper-right corner of the page, click Create Client.

5. In the Create Client dialog box, conﬁgure the required settings and click Create.
Settings are described in the following table.

Name

Backup Vault
Name

Description

A backup vault is an HBR cloud backup warehouse used to
store backup data on the cloud. Backup data from multiple
clients can be stored in the same vault.

• One or more backup vaults available

You can select a backup vault on the drop-down list.

• No backup vault available

Click Create Vault. Enter the Backup Vault Name and Vault
Description to create a new backup vault. The vault name

Client Name

Issue: 20190918
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The name of the backup client. The client name must be a
maximum of 64 characters in length.
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Description

The operating system that is running on the host from which
you need to back up data. Valid values:
• Windows 32-bit
• Windows 64-bit
• Linux 32-bit

Network Type

• Linux 64-bit
• Virtual

Private

Cloud

( VPC ): Select this

option when the host to be backed up is located in a VPC
and in the same region where the backup vault is located.

• Public

Network : Select this option when VPCs are

not applicable.

6. Click Create and then click Download Client.
Note:

You can install a client to connect a host to HBR. You can also go to the File Client
page and download a client at any time.

Install and activate a client

After you download a ﬁle client, you need to install and activate the client. Proceed as
follows:

1. Install a client from an installation package and select an installation folder.
Note:

4
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As operation logs and executable ﬁles are all stored in the installation folder, you
must ensure that the installation folder contains suﬃcient available space.

• If you install a client on Windows, run an installation package, select an

installation folder, and follow the instructions to complete the installation.

• If you install a client on Linux, extract an installation package to a folder and
run the ./ setup command to install the client.

Issue: 20190918
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2. After a client is installed, you need to activate the client. Go to the HBR console,

in the Create Client dialog box, click Next and conﬁgure the required settings as
described in the following table to activate the client.

Note:

We recommend that you download and install a client before activating the client.

Name

Client IP Address

Description

The IP address of the ﬁle client, which must be accessible
by the host. The IP address is either an internal IP address
or a public IP address. For example, 127.0.0.1 (default),
12.34.56.78:8011, and http://87.65.43.21:8443.
Note:

AccessKey ID

Issue: 20190918

The IP address must be accessible by a browser.

Download the AccessKey ID and AccessKey Secret of the
Alibaba Cloud account where the HBR service is activated.
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Name

Description

Create Client
Password

Set the logon password of the client. The password must be a
minimum of six characters in length.

AccessKey Secret

Download the AccessKey ID and AccessKey Secret of the
Alibaba Cloud account where the HBR service is activated.

3. Click Activate Client to open a web page. You can use this web page to manage the
ﬁle client. You can use a ﬁle client to back up data.
Note:

If you fail to activate a client, you can reactivate the client.

(Optional) Create a backup plan and backup policy

Before you perform a backup job, we recommend that you schedule the backup time
and interval of the backup job based on your business needs.
• If no regular backup plan exists, you can skip this step.

• If you have a regular backup plan, you can perform the following steps to create a
backup policy and specify the ﬁrst backup time and backup interval.

Procedure

1. Open a browser and enter http :// localhost : 8011 in the address bar and
enter the password to log on to an HBR ﬁle client.
Note:

• If you perform a backup operation on an intermediate host, you must change

localhost to the IP address of the server or virtual machine from which you

need to back up data.

• Port 8011 is the default port that you can use to logon to a ﬁle client. If port 8011
on the server or virtual machine is occupied by another application, you can
specify another port number for the ﬁle client.

2. In the left-side navigation pane, select Backup Policies.
3. On the Backup Polices page, click Create Policy.

8
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4. In the Create Policydialog box, enter the Name , conﬁgure the required settings as
described in the following table, and click Submit.
Name

Description

Frequency

Unit:

Name

The name of the policy.
• Hour. Valid values: 1 to 23.
• Day. Valid values: 1 to 6.

Backup Time
Retention

• Week. Valid values: 1 to 4.

The ﬁrst backup time. The ﬁrst backup
is a full backup.
• Unit: day, month, and year.

• Maximum retention period: 3650
days (10 years).

Subsequent operations

Back up ﬁles from locate data centers

1.3 Backup ﬁles

You can use a Hybrid Backup Recovery (HBR) backup client to back up ﬁles and

folders from a local server or virtual machine. HBR supports the following backup
modes: instant backup and scheduled backup. You can select the required backup
mode based on business needs.

Instant backup

If you have no regular backup plan and only need to perform a full backup, you can
perform the following steps:
1. Log on to an HBR client.

2. On the Backup Jobs page, click Create Backup Job.

Issue: 20190918
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3. In the Create Backup Job dialog box, select the Basic Settings tab and conﬁgure the
required settings as described in the following table.
Name

Source

Description

• The path of a backup source. You can
enter a maximum of eight source
paths, which means you can back up
ﬁles from eight directories at a time.
Separate source paths with carriage
returns.

Use VSS for backup (Windows only)

• You can enter a Uniform Naming
Convention (UNC) path as a source
path.

• If you need to ensure data consistenc
y between a backup source and its
backup when data changes occur in
the backup source, you can select
this option.

• The feature is only available for hosts
running Windows.

Running Plan

• If you use Volume Shadow Copy (
VSS), you cannot back up data from
multiple directories at a time.
Select Instant.

4. (Optional) Select the Bandwidth Throttling tab. Specify the required Work Hours

and click Add. Then, enter the maximum allowed bandwidth during the speciﬁed
time range in the Throttling ﬁeld.
Note:

• The unit of the throttling period is accurate to the hour. You can add multiple
throttling periods based on actual needs.

• If you need to modify a throttling period, click Delete next to the throttling
period and add a new throttling period.

• The maximum bandwidth must be more than or equal to 1 Mbit/s.

5. Click Submit to start the backup job.
Note:
10
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After a backup job is started, you can perform the following actions on the Backup
Jobs page:

• View the progress of the backup job.

• In the Actions column, cancel or retry the backup job.

• If a number of ﬁles failed to back up, locate the failed backup job on the Backup
Jobs page. Click the Download icon next to the number

files to download the error report.

of

failed

Scheduled backup

If you have a regular backup plan, you can create a scheduled backup based on a
custom backup policy. Proceed as follows:
1. Log on to an HBR client.

2. In the left-side navigation pane, select Backup.

3. In the upper-right corner of the page, click Create Backup Job.

4. In the Create Backup Job dialog box, select the Basic Settings tab.
5. Enter the Source , select Scheduled, and select a Backup
Name

Source

Use VSS for backup (Windows only)

Description

Policy .

• The path of a backup source. You
can enter a maximum of eight source
paths, which means that you can
back up ﬁles from eight directories
at a time. Separate source paths with
carriage returns.
• You can enter a Uniform Naming
Convention (UNC) path as a source
path.

• If you need to ensure data consistenc
y between a backup source and its
backup when data changes occur in
the backup source, you can select
this option.

• The feature is only available for hosts
running Windows.
• If you use Volume Shadow Copy (
VSS), you cannot back up data from
multiple directories at a time.
Issue: 20190918
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Name

Running Plan

Backup Policy

Description

Select Scheduled.

Select a backup policy from the dropdown list.

6. (Optional) Select the Bandwidth Throttling tab. Specify the required Working

Hours and click Add. Then, enter the maximum allowed bandwidth during the
speciﬁed time range in the Throttling ﬁeld.
Note:

• The unit of the throttling period is accurate to the hour. You can add multiple
throttling periods based on actual needs.

• If you need to modify a throttling period, click Delete next to the throttling
period and add a new throttling period.

• The maximum bandwidth must be no less than 1 Mbit/s.

7. Click Submit.
Note:

After a backup job is started, you can perform the following actions on the Backup
Jobs page:

• View the progress of the backup job

• In the Actions column, cancel or retry the backup job.

• In the Actions column, delete the backup job. After a backup job is deleted, the

backup job is disabled and no backup policy applies to the backup job. However,

backups that are created by the back job are retained and you can still restore data
from these backups.

• If a number of ﬁles failed to back up, locate the failed backup job on the Backup
Jobs page. Click the Download icon next to the number

files to download the error report.

12
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You can restore backups to a server or virtual machine. This applies to backups that
are created by using a client or another client in the same vault.
Note:

When you restore a piece of data among a large number of backups, you can use
theSearch backups function to locate the target piece of data in seconds.

Restore backups by using this client
Procedure

1. Log on to a Hybrid Backup Recovery (HBR) backup client.

2. In the left-side navigation pane, select Restore to open the Restore Backup /
Backups page.

3. On the Backups tab, locate the target backup, and click Restore next to the
backup.

4. In the Restore Backup dialog box, conﬁgure the required settings as described in

the following table, select backups to be restored, and click Submit to restore these
backups.
Name

Description

File Options

• Include Files: Only selected ﬁles and
folders are restored to the target
folder.

Target Folder

The target folder to which backups are
restored.

• Exclude Files: All ﬁles and folders are
restored to the target folder except
for the selected ﬁles and folders.
Restore from other clients
Procedure

1. Log on to an HBR client.

2. In the left-side navigation pane, select Restore to open the Restore Backup /
Backups page.

3. In the upper-right corner of the page, click Restore From Other Client.
Issue: 20190918
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4. In the Restore Backup dialog box, select a client where ﬁles to be restored are
located and click Next.

5. Select the version of a backup to be restored and click Next.

6. On the Restore File tab, conﬁgure the required settings as described in the

following table, select ﬁles to be restored, and click Submit to restore a backup.
Name

Description

File Options

• Include Files: Only selected ﬁles and
folders are restored to the target
folder.

Target Folder

The target folder to which backups are
restored.

• Exclude Files: All ﬁles and folders are
restored to the target folder except
for the selected ﬁles and folders.

1.5 Search backups

When you restore a piece of data among a large number of backups, you can use the
backup search function to locate the target piece of data in seconds.

Turn on the backup search function

1. Log on to the Hybrid Backup Recovery (HBR) console.
2. In the left-side navigation pane, select Overview.

3. On the Overview page, locate the required vault where you need to turn on the
backup search function.

4. In the upper-right corner of the vault, click Settings.
5. In the Vault Setting dialog box, turn on Backup

Search .

Note:

The backup search function is only available for vaults that are located in the China
(Hangzhou) and China (Shanghai) regions.

Search backups

1. Log on to an HBR backup client.

2. In the left-side navigation pane, select Restore.

3. On the Restore Backup / Backups page, select the Search Backups tab.
14
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4. Enter a keyword or relative path of a ﬁle that you need to restore and click Search.
Note:

• You can search for a ﬁle by using the full name of the ﬁle. You must enclose the
full name with a pair of quotation marks (").

• When searching for a ﬁle by a relative path, you must use forward slashes (/) as
delimiters. For example, A/test.text.

5. You can also turn on Advanced Search in the upper-right corner of the page.
Conﬁgure one or more of the following settings and click Search.
Name

Description

Modify Time

The last modiﬁcation time of a ﬁle. The time is
accurate to the second. If you need to clear the

File Type

File Size
Backup Time

Select File or Folder as required.

speciﬁed time, click X next to the time.

You can specify a range of backup sizes. Valid values
: KB, MB, and GB. The minimum size of a backup is 0
KB.

A time period in which the target backup is
completed. You must specify the start time and the

end time of the period. The time is accurate to the
second. If you need to clear the speciﬁed time, click
X next to the time.
If you need to cancel the previous settings, click Reset.

6. Search results are displayed at the bottom of the Search Backups page, locate the
backup you need to restore and click Restore next to the backup.

7. In the Restore Backup dialog box, enter the target folder to which you need to
restore the ﬁle, and click Submit to restore the backup.

1.6 Backup alerts

Backup alerts provide you with alerts, such as when a backup fails or when a client

is disconnected from a server. You can also conﬁgure contacts, contact groups, and
contact methods.
Note:
Issue: 20190918
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One hour after a backup fails or a client is disconnected from a server, the speciﬁed
contact will receive an alert.

Create an alarm contact

An alarm contact is a person that is selected to receive backup alerts. You can create
an alarm contact as follows:

1. Log on to the HBR console.

2. In the left-side navigation pane, select Alarm Contact.

3. On the Alarm Contact Management page, select the Alarm
4. Click New Contact in the upper-right corner.

5. In the New Contact dialog box, enter the Contact
6. Select a Contact
• Email

Contact tab.

Name .

Method as required, and then perform the following steps.

If you select Email as a contact method, enter the Contact Email, and then

click Send Veriﬁcation. Log on to the speciﬁed email to view the veriﬁcation
code, go to the HBR console, and enter the veriﬁcation code in the Email
Verificati

• Mobile

on ﬁeld.

If you select Mobile as a contact method, enter the Mobile, and then click Send
Veriﬁcation. An SMS message that contains a veriﬁcation code is sent to your
mobile phone. Enter the veriﬁcation code in the Mobile
Code ﬁeld.

Verificati

on

7. Click OK.

Note:

• On the Alarm Contact tab, you can view a list of all contacts and the details of each
contact.

• You can click Edit to modify the email and mobile number.

• You cannot delete a contact that is selected to receive alerts or added to a contact
group.

16
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If you need multiple contacts to receive alerts, you can create an alarm contact group
and add these contacts to the contact group to facilitate management. When an alert

occurs, all contacts that are included in a contact group will receive an alert.
1. Log on to the HBR console.

2. In the left-side navigation pane, select Alarm Contact.

3. On the Alarm Contact Management page, select the Alarm
tab.

4. In the upper-right corner, click New Contact Group.

5. In the New Contact Group dialog box, enter the Group

Contact

Name .

6. Select one or more contacts to add to the group, and click the
contacts are displayed in the Select

7. Click OK.

Group

icon. These

Contacts section.

Note:

• On the Alarm Contact Group tab, you can view a list of contact groups and the
number of contacts in each group.

• You can click Edit to modify a contact group.

• You cannot delete a contact group that is selected to receive alerts.

Create custom alarm policies

You can create the following types of alarm policies:
• Vault-level alarm policies

A vault-level alarm policy applies to all the backup clients of a vault. The backup
clients include those installed on ECS instances, local hosts, and local virtual

machines. If you create an alarm policy for the vault where a client is located, the
alarm policy of the vault applies to the client by default.

• Client-level alarm policies

A client-level alarm policy applies to the backup client installed on a speciﬁc host
. After you create an alarm policy for a client, the client no longer uses the alarm
policy of the vault or the default alarm policy.
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Note:

If you create no alarm policy for a vault or a client, alerts are sent to an Alibaba
Cloud account by using emails.

Create a vault-level alarm policy
Proceed as follows:

1. Log on to the HBR console.

2. On the Overview page, locate the required vault to create an alarm policy.
3. In the upper-right corner of a vault, click Settings.
4. In the Vault Setting dialog box, select an Alarm
• Disabled

Policy as required.

If you select this option, no alert is sent when an alarm occurs on a client or ECS
instance that is located in the vault.

• Default Notiﬁcation

If you select this option, alerts for the vault are sent to an Alibaba Cloud account
by using emails.

• Customized Notiﬁcation

If you select this option, you can select one or more contacts and contact groups
. After you complete the conﬁguration, alerts for the vault are sent to the
selected contacts or contact groups.

5. Click OK.

Create an alarm policy for a client
Proceed as follows:

1. Log on to the HBR console.

2. Locate a client to create an alarm policy, choose More > Alarm Setting next to the
client.

3. In the Alarm Policy dialog box, select the required Alarm
Alarm Policy
Disabled
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Description

Policy .

If you select this option, no alert is sent when an alarm
occurs on the client.
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Alarm Policy

Description

Default Notiﬁcati
on

Alerts for the client are sent to an Alibaba Cloud account by
using emails.

Same as Vault

Customized
Notiﬁcation
4. Click OK.

The alarm policy of the vault where the client is located
applies to the client.

You can select one or more contacts and contact groups.
After you complete the conﬁguration, alerts for the client are
sent to the selected alarm contacts or alarm contact groups.

1.7 Mirror vaults

A backup vault is an HBR cloud backup warehouse used to store backup data on the
cloud. You can create a remote mirror vault for a vault to meet disaster recovery
requirements. You can also use a mirror vault for cross-region data restoration.
Note:

• After a mirror vault is created, backup jobs that are running in the source vault

are synchronized to the mirror vault in real time. The historical backups of the
source vault start being synchronized to a mirror vault 90 minutes after the

creation of the mirror vault.

• You can only create one mirror vault for each backup vault.

• You can restore backups from a mirror vault but cannot back up data to a mirror
vault.

• You must delete a mirror vault before deleting the linked source vault.
• A source vault is created when you create a backup client.
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Create a mirror vault

Proceed as follows:

1. Log on to the HBR console.

2. In the left-side navigation pane, click Overview.

3. Locate a vault for which you need to create a mirror vault, click the
upper-right corner.

icon in the

4. In the Create Mirror Vault dialog box, select a region where the new mirror vault is
located.

Note:

For disaster recovery, we recommend that you do not select the same region where
the source vault is located.

5. Enter the Vault

Name . The vault name must be a maximum of 32 characters in

6. Enter the Vault

Descriptio

length.
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n as required, and click Create.
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To restore data from a remote mirror vault, you need to download a backup client

to the target server or virtual machine. You must specify the backup source as the
mirror vault for the backup client. Proceed as follows:

1. On the server or virtual machine from which you need to restore data, download
and install a backup client.
Note:

When you conﬁgure the backup client, you need to specify the Backup
Name as the name of the target mirror vault.

Vault

2. Log on to the backup client on the target server or virtual machine, and restore
backups from another client.
Note:

You can also use the Search backups function to restore backups.
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2 Back up virtual machine image
2.1 Overview

Hybrid Backup Recovery (HBR) is an eﬃcient, secure, cost-eﬀective, and fully

managed backup and storage service. You can use HBR to back up the images of local
virtual machines and restore these images as needed.
This topic includes the following sections:
• Prerequisites

• Back up data from a VMware virtual machine
• Restore data to a VMware virtual machine

The following sections are related to this topic:
Backup alerts

2.2 Prerequisites

Hybrid Backup Recovery (HBR) allows you to back up the images of local VMware
vSphere virtual machines and restore these images as needed. The following
prerequisites are required before you perform a backup job.

RAM users and AccessKeys

Resource Access Management (RAM) enables you to manage user access to Alibaba
Cloud resources. You can create and manage multiple RAM users with a single

Alibaba Cloud account. You can grant diﬀerent permissions for each RAM user.

This allows each RAM user to have diﬀerent access permissions to Alibaba Cloud
resources.

An AccessKey is required when you activate a backup client. As the leak of an

Alibaba Cloud account's AccessKey exposes cloud resources to security risks, we

recommend that you use the AccessKey of a RAM user to perform the activation.
Before performing a backup job, ensure that you have Created a RAM user and
Created an access key for a RAM user.
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Create a client

You can use virtual machine clients to perform backup and restore jobs. You can

perform the following steps to conﬁgure a backup client and download the backup
client to a server where vSphere Client is installed:

1. On the server where vSphere Client is installed, log on to the HBR console.
2. In the left-side navigation pane, choose On-Premises Backup > VM Client.
3. In the upper-right corner of the page, click Create Client.

4. In the Create Client dialog box, conﬁgure the required settings and click Create.
Settings are described as follows.
Name

Backup Vault Name

Description

A backup vault is an HBR cloud warehouse used to
store backup data on the cloud. Backup data from
multiple clients can be stored in the same vault.
• One or more backup vaults available

You can select a backup vault on the drop-down list
.

• No backup vault available

Click Create Vault. Enter the Backup Vault Name
and Vault Description to create a new backup

vault. The vault name must be a maximum of 32
Client Name
Software Platform
Network Type

characters in length.

The name of the backup client. The client name must
be a maximum of 32 characters in length.
vSphere is selected by default.

• Virtual Private Cloud (VPC): Select this option
when the virtual machine to be backed up is
located in a VPC and in the same region where the
backup vault is located.
• Public Network: Select this option when VPCs are
not applicable.

5. Click Download Client and Download Certiﬁcate.
Note:
Issue: 20190918
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You can install a client to connect a virtual machine to Hybrid Backup Recovery
(HBR) and use the certiﬁcate to activate the client. You can also go to the File
Client page and download a client at any time.

Install a client

After downloading a client and certiﬁcate, you need to install the client. After the

client is installed, you can use the client to perform backup and restore jobs. You can
perform the following steps to install a client:
1. Log on to the vSphere Web Client.
Note:

HBR only supports vCenter Server 5.5, 6.0, and 6.5.

2. In the left-side navigation pane, right-click the virtual machine that you need to
deploy an OVF template and select Deploy OVF Template.
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3. In the Deploy OVF Template dialog box, select Local File. Click Browse to select a
downloaded client ﬁle, and then click Next.

4. Enter the name of the OVF template, select a location you need to deploy the OVF
template, and then click Next.
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5. Select a location where you need to run the deployed template, and then click Next.

6. Verify the details of the template, and click Next.
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7. Select the required virtual disk format, select a datastore to store the deployed OVF
template, and then click Next.

8. Select a source network, map the network to a destination network, and click Next.
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9. Customize the deployment properties for the software solution, and click Next.

10.View the conﬁguration details, and click Finish.

11.On the Recent

Tasks page, you can view the progress of the deployment task.

This process may take a few minutes.
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12.After the OVF template is deployed, turn on the virtual machine that is deployed by
using the OVF template.

13.Open a browser and enter http :// hostname : 8011 in the address bar.
Note:

The hostname is the IP address of the virtual machine that is deployed by using
the OVF template.

14.In the Activate Gateway dialog box, conﬁgure the required settings and click

Register to log on to the Hybrid Backup Gateway console. Settings are described in
the following table.
Name

AccessKey ID and AccessKey Secret

Password
Certiﬁcate

(Optional) Create a backup plan and backup policy

Description

Download the AccessKey ID and
AccessKey Secret of the Alibaba Cloud
account where the Hybrid Backup
Recovery (HBR) service is activated.

The logon password of the client. The
password must be a minimum of six
characters in length.

The certiﬁcate you have downloaded
from the HBR console. The validity

period of each certiﬁcate is two days.
You must download a new certiﬁcate to
register a client when the certiﬁcate in
use expires.

Before you perform a backup job, we recommend that you schedule the backup time
and interval of the backup job based on the business requirements.
• If no regular backup plan exists, you can skip this step.

• If you have a regular backup plan, you can perform the following steps to create a
backup policy and specify the ﬁrst backup time and backup interval. Proceed as

follows:

1. Log on to the Hybrid Backup Gateway console, in the top navigation pane, select
Backup Policies, and click Create Backup Policy.
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2. Enter the Policy Name, and specify the Eﬀective Time and Backup Interval. For
example, if you set the backup interval to one day, a backup job is run at the

speciﬁed time every day.

3. Click Submit.

2.3 Back up the image of a VMware virtual machine

You can use a VM client to back up the image of a local virtual machine. HBR supports
the following backup modes: instant backup and scheduled backup. You can select
the required backup mode based on your business needs.

Instant backup

If you have no regular backup plan and only need to perform a full backup, you can
perform the following steps:

1. Log on to the Hybrid Backup Recovery Gateway. In the top navigation pane, select
Backup.

2. Add target backup servers. Click Add Server in the upper-right corner or choose
Actions > Add Server.

3. In the Add Server dialog box, enter the Type , IP
Password , and click OK.

Address , Username , and

4. In the upper-right corner of the page, click Create Backup Plan.
5. Enter the Plan

Name , specify the Retention , and select Instant. Click Next.

6. Select one or more virtual machines and click Next.

7. Conﬁrm the backup and virtual machine information, and click Create.
Note:

After a backup plan is created, you can view the details of the backup plan on the
Backup

Plans tab.

Scheduled backup

If you have a regular backup plan, you can create a scheduled backup based on a
custom backup policy. Proceed as follows:

1. Log on to the Hybrid Backup Recovery Gateway. In the top navigation bar, click
Backup.
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2. Click Add Server in the upper-right corner or choose Actions > Add Server to add
the target backup server.

3. In the Add Server dialog box, enter the IP address, username, and password of the
target backup server, and click OK.

4. Click Create Backup Plan.

5. Enter the name of a backup plan, select a retention period, and select Scheduled.

6. Select a full backup policy. If you need to perform an incremental backup, select an
incremental backup policy and click Next.
Note:

When you perform an incremental backup for a virtual machine, you must enable
Changed Block Tracking (CBT) on the virtual machine. For more information
about CBT, see VMware documentation.

7. Select one or more virtual machines, and then click Next.

8. Conﬁrm the backup and virtual machine information, and click Create.
Note:

After a backup plan is created, you can view the details of the backup plan on the
Backup

Plans tab.

2.4 Restore a backup image to the source VMware virtual
machine

This topic describes how to restore a backup image to the source virtual machine.

Procedure

1. Open a browser and enter https :// hostname : 8443 in the address bar.
Note:

The hostname is the IP address of the source virtual machine.

2. In the top navigation pane, select Restore.

Issue: 20190918

31

Hybrid Backup

Back up on-premises severs / 2 Back up virtual machine
image

3. In the left-side navigation pane, select a server. On the Snapshots tab, select a
snapshot and click Restore.

4. In the Restore VM dialog box, select the required snapshot and click Next.
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5. Select the required location and click Next.
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6. Select the target server and click Next.
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7. Select the target drive and click Next.
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8. Conﬁrm the restore information and click Restore.

9. Select the Restore

History tab and view the details of a restore job, such as

the status, target location, and amount of restored data.

2.5 Backup alerts

Backup alerts provide you with backup alerts, such as when a backup fails or a client

is disconnected from a server. By default, alerts are sent to an Alibaba Cloud account.
You can also conﬁgure contacts, contact groups, or contact methods.
Note:

One hour after a backup fails or a client is disconnected from a server, the speciﬁed
contact will receive an alert.

Create an alarm contact

A contact is a person that is selected to receive backup alerts. You can create an alarm
contact as follows:

1. Log on to the Hybrid Backup Recovery console.
36
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2. In the left-side navigation pane, select Alarm Contact.
3. Select the Alarm

Contact tab.

4. In the upper-right corner, click New Contact.

5. In the New Contact dialog box, enter the Contact
6. Select the required Contact
• Email

Name .

Method and perform the following actions:

If you select Email as a contact method, enter the Contact Email and then

click Send Veriﬁcation. Log on to the speciﬁed mailbox to view the veriﬁcation
code, go to the HBR console, and enter the veriﬁcation code in the Email
Verificati

• Mobile

on ﬁeld.

If you select Mobile as a contact method, enter the Mobile and then click Send
Veriﬁcation. An SMS message that contains a veriﬁcation code will be sent to
your mobile phone. Enter the veriﬁcation code in the Mobile
on

7. Click OK.

Code ﬁeld.

Verificati

Note:

• On the Alarm Contact tab, you can view the list of all contacts and the details of
each contact.

• You can click Edit to modify the email and mobile number.

• You cannot delete a contact that is selected to receive alerts or added to a contact
group.

Create an alarm contact group

If you need multiple contacts to receive alerts, you can create an alarm contact group
and add these contact to the contact group to facilitate management. When an alert

occurs, all contacts that are included in a contact group will receive the alert.
1. Log on to the HBR console.

2. In the left-side navigation pane, select Alarm Contact.
3. Select the Alarm

Contact

Group tab.

4. In the upper-right corner, click New Contact Group.

5. In the New Contact Group dialog box, enter the Group
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6. Select one or more contacts that you need to add to the group, and click the
icon. These contacts are displayed in the Selected

Contacts ﬁeld.

7. Click OK.
Note:

• On the Alarm Contact Group tab, you can view the list of all contact groups and
the number of contacts that are contained in each group.

• You can click Edit to modify a contact group.

• You cannot delete a contact group that is select to receive alerts.

Create custom alarm policies

You can create the following types of alarm policies:
• Vault-level alarm policies

A vault-level alarm policy applies to all the backup clients of a vault. The backup
clients include those installed on ECS instances, local hosts, and local virtual

machines. If you create an alarm policy for a vault where the client is located but
not for a client, the alarm policy of the vault applies to the client by default.

• Instance-level alarm policies

An instance-level alarm policy applies to the backup client installed on a speciﬁc

instance. After you create an alarm policy for a client, the client no longer uses the
alarm policy of the vault or the default alarm policy.
Note:

If you do not create an alarm policy for a vault or a client, alerts are sent to an
Alibaba Cloud account by using emails.

Create a vault-level alarm policy
Proceed as follows:

1. Log on to the HBR console.

2. On the Overview page, locate the required vault to create an alarm policy.
3. In the upper-right corner of a vault, click Settings.
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4. In the Vault Setting dialog box, select the required Alarm
• Disabled

Policy .

If you select this option, no alert is sent when an alarm occurs on a client or ECS
instance that is located in the vault.

• Default Notiﬁcation

If you select this option, alerts for the vault are sent to an Alibaba Cloud account
by using SMS messages and emails.

• Customized Notiﬁcation

If you select this option, you can select one or more contacts, and contact

groups. After you complete the conﬁguration, alerts for the vault are sent to the
selected contacts or contact groups.

5. Click OK.

Create an instance-level alarm policy
Proceed as follows:

1. Log on to the HBR console.

2. Locate a client for which you need to create an alarm policy, choose More > Alarm
Setting next to the client.

3. In the Alarm Policy dialog box, select the required Alarm

Policy .

Alarm Policy

Description

Same as Vault

The alarm policy of the vault where the client is located
applies to the client.

Disabled

Default Notiﬁcati
on
Customized
Notiﬁcation
4. Click OK.
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If you select this option, no alert is sent when an alarm
occurs on the client.

Alerts for the client are sent to an Alibaba Cloud account by
using SMS messages and emails.
You can select one or more alarm contacts or alarm contact
groups. After you complete the conﬁguration, alerts for
the client are sent to the selected alarm contacts or alarm
contact groups.
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3 Workﬂow-based backup
3.1 Overview

You can use Hybrid Backup Recovery (HBR) to back up workﬂow-based data sources
and restore backups as needed.

You can use a ﬁle client to back up data sources that are located in a local data center.
These data sources include SAP HANA, SQL Server, MySQL, and MongoDB.
• Prerequisites

• Back up data from SAP HANA / Back up data from SQL Server / Back up data from
MySQL / Back up data from MongoDB

• Restore a backup

The following functions are related to this topic:
• Search backups
• Mirror vaults

3.2 Prerequisites

Hybrid Backup Recovery (HBR) allows you to backup data from workﬂow-based data
sources. Supported data sources include SAP HANA, SQL Server, Oracle, MySQL,

MongoDB, and Hyper-V. The following prerequisites are required before you perform
a backup job.

RAM users and AccessKeys

Resource Access Management (RAM) enables you to manage user access to Alibaba
Cloud resources. You can create and manage multiple RAM users with a single

Alibaba Cloud account. You can grant diﬀerent permissions for each RAM user.

This allows each RAM user to have diﬀerent permissions to access Alibaba Cloud
resources.

An AccessKey is required when you activate a backup client. As any leak of an

Alibaba Cloud account's AccessKey will expose cloud resources to security risks, we
recommend that you use the AccessKey of a RAM user to perform the activation.
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Before performing a backup job, ensure that you have Created a RAM user and
Created an access key for a RAM user.

Download a client

You can use HBR backup clients to perform backup and restore jobs. You can perform
the following steps to download a backup client to a server or virtual machine to be

backed up.

1. In the left-side navigation pane, choose On-Premises Backup > File Client.
2. In the upper-right corner, click Create Client.

3. In the Create Client dialog box, conﬁgure the required settings and click Create.
Settings are described in the following table.
Name

Backup Vault
Name

Description

A backup vault is an HBR cloud warehouse used to store
backup data on the cloud. Backup data from multiple clients
can be stored in the same vault.

• One or more backup vaults available

You can select a backup vault on the drop-down list.

• No backup vault available

Click Create Vault. Enter the Backup Vault Name and Vault
Description to create a new backup vault. The vault name

Client Name
Software Platform

must be a maximum of 64 characters in length.

The name of the backup client. The client name must be a
maximum of 64 characters in length.

The operating system that is running on a host from which
you need to back up data. Valid values:
• Windows 32-bit
• Windows 64-bit
• Linux 32-bit

Network Type

• Linux 64-bit

• Virtual Private Cloud (VPC): Select this option when the
host to be backed up is located in a VPC and in the same
region where the backup vault is located.
• Public Network: Select this option when VPCs are not
applicable.
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4. Click Download Client.
Note:

You can install a client to connect a host to Hybrid Backup Recovery (HBR). You
can also go to the File Client page and download a client at any time.

Install and activate a client

After downloading a client and certiﬁcate to a server or virtual machine from which
you need to back up data, you need to install the client. Proceed as follows:

1. Install a client from an installation package and select an installation folder.
Note:
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As operation logs and an executable ﬁle are all stored in the installation folder,
you must ensure that enough space is available.

• If you install a client on Windows, run an installation package, select an

installation folder, and follow the instructions to complete the installation.

• If you install a client on Linux, extract an installation package to a folder and
run the ./ setup command to install the client.
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2. After a client is installed, you need to activate the client. Go to the HBR console.

In the Create Client dialog box, click Next, and conﬁgure the required settings as
described in the following table to activate the client.

Note:

We recommend that you download and install a client before activating the client.

Name

Client IP address

Description

The IP address of the ﬁle client. The host you are working
with must be able to access the IP address of the ﬁle client.

The IP address is either an internal IP address or public IP
address. For example, 127.0.0.1 (default), 12.34.56.78:8011,
and http://87.65.43.21:8443.
Note:

The IP address must be accessible by a browser.
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Name

Description

AccessKey Secret

Download the AccessKey ID and AccessKey Secret of the
Alibaba Cloud account where the HBR service is activated.

AccessKey ID

Create Client
Password

Download the AccessKey ID and AccessKey Secret of the
Alibaba Cloud account where the HBR service is activated.

Set the logon password of the client. The password must be a
minimum of six characters in length.

3. Click Activate Client to open a web page. You can use this web page to manage the
ﬁle client. You can use a ﬁle client to back up data.

If you fail to activate a client, you can use one of the following methods to reactivate
the client:

• Reactivate a client in the console

Go to the File Client page, and click Activate Client in the Actions column of a
failed client to reactivate the client.

• Reactivate a client on a web page

Go to the File Client page and click Download Certiﬁcate in the Actions column.
Open a browser and enter http :// localhost : 8011 in the address bar to

open the Initialize Register page. Conﬁgure the required settings as described in
the following table and click Register to activate the client.
Name

Upload Certiﬁcate

AccessKey ID and
AccessKey Secret
Network Type

Password
46

Description

You can upload the token you have downloaded from the
console. The token is used as a certiﬁcate. The validity

period of each certiﬁcate is two days. You must download a
new certiﬁcate to register a client when the certiﬁcate in use
expires.
Download the AccessKey ID and AccessKey Secret of the
Alibaba Cloud account where the HBR service is activated.

- Virtual Private Cloud (VPC): Select this option when the
host to be backed up is located in a VPC and in the same
region where the backup vault is located.
- Classic Network: Select this option when VPCs are not
applicable.

Set the logon password of the client. The password must be a
maximum of six characters in length.
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Name

Description

Encrypt AccessKey If you use the password to encrypt the AccessKey, you must
enter the password after each restart.
If you perform a backup operation on an intermediate host, you must change

localhost to the IP address of the server or virtual machine from which you

back up data.

Port 8011 is the default port that you can use to logon to a ﬁle client. If port 8011 on
the server or virtual machine is occupied by another application, you can specify
another port number for the ﬁle client.

(Optional) Create a backup plan and backup policy

Before you perform a backup job, we recommend that you schedule the backup time
and interval of the backup job based on your business requirements.
• If no regular backup plan exists, you can skip this step.

• If you have a regular backup plan, you can perform the following steps to create a
backup policy and specify the ﬁrst backup time and backup interval.

Proceed as follows:

1. Open a browser and enter http :// localhost : 8011 in the address bar and
enter the password to log on to an HBR ﬁle client.
Note:

• If you perform a backup operation on an intermediate host, you must change

localhost to the IP address of the server or virtual machine from which you

need to back up data.

• Port 8011 is the default port that you can use to logon to a ﬁle client. If port 8011
on the server or virtual machine is occupied by another application, you can
specify another port number for the ﬁle client.

2. In the left-side navigation pane, select Backup Policies.
3. On the Backup Polices page, click Create Policy.
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4. In the Create Policy dialog box, enter the Name , conﬁgure the required settings as
described in the following table, and click Submit.
Name

Description

Frequency

Unit:

Name

The name of the backup policy.
• Hour. Valid values: 1 to 23.
• Day. Valid values: 1 to 6.

Backup Time
Retention

• Week. Valid values: 1 to 4.

The ﬁrst backup time. The ﬁrst backup is a full
backup.
• Unit: day, month, and year.

• Maximum retention period: 3650 days (10 years).

Note:

If you need to delete or modify a backup policy, locate the required backup policy,
click Delete or Edit next to the backup policy. After a backup policy is deleted, you
cannot run the backup job to which the backup policy applies. The backups that
correspond to the backup job are also deleted.

More operations

Back up data from SAP HANA

Back up data from SQL Server
Back up data from MySQL

Back up data from MongoDB

3.3 Back up SAP HANA

This topic describes how to use Hybrid Backup Recovery (HBR) to back up data from
on-premises SAP HANA.
Notice:

Before the backup, you must disable the backup policy of SAP HANA.
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Prerequisites

You have completed the preparations.

Step 1: Create a ﬁle named workﬂow.env

1. Go to the installation directory of the HBR backup client and create a ﬁle named
workflow . env in the client subdirectory.
Note:

The workflow . env ﬁle must be stored in the same directory as the
hybridebac

kup and ids executable ﬁles.

2. In the workflow . env ﬁle, enter the username and password of a backup
source in the following format:
USERNAME = root
PASSWORD =****
Step 2: Conﬁgure backup scripts
Pre-backup script

1. Download the pre-backup script for SAP HANA.

2. Conﬁgure and save the pre-backup script. The following section describes the

parameters that need to be conﬁgured in the pre-backup script for SAP HANA. You
can conﬁgure these parameters as required.
Parameter

Description

INSTANCE_ID

The ID of the database.

HDB_SQL=/usr/sap/<SID>/HDB01/exe/
hdbsql
HANA_HOST
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Post-backup script

Download the post-backup script for SAP HANA and change the path in the script to
the local backup path of SAP HANA. Save the script.

Step 3: Create a backup workﬂow

1. Log on to the HBR backup client and click Create Backup Workﬂow in the upperright corner.

2. On the Backup Jobs/Create Backup Workﬂow page, click Pre-backup Script.

3. In the Script Path ﬁeld of the Pre-backup Script dialog box, enter the ﬁle path of
the pre-backup script conﬁgured in Step 2.
Note:

The script path must be a maximum of 250 characters in length.

4. Click Preview to check the details of the pre-backup script and click OK.
5. On the Backup Jobs/Create Backup Workﬂow page, click Running Plan.

6. In the Running Plan dialog box, conﬁgure the following settings and click OK.

• If you have a regular backup plan, click Scheduled. In the Backup Policy dropdown list, select a backup policy.

• If you have no regular backup plan, click Instant.

7. On the Backup Jobs/Create Backup Workﬂow page, click Backup Source.
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8. In the Backup Source dialog box, conﬁgure the following settings. Then, click OK.
Parameter
Source

Description

• Enter the path of a backup source.
You can enter a maximum of eight
paths, which means that you can
back up data from eight directories at
a time.
• The path is dedicated to storing
workﬂow-based backups. The
path must be directed to an empty
directory.

• In the conﬁguration of SAP HANA,
set the backup path to this path.

• You can enter a Universal Naming
Convention (UNC) path as a source
path.
• Separate multiple paths with
Use VSS for backup (Windows only)

carriage returns.

SAP HANA does not support the Volume
Shadow Copy Service (VSS).

9. (Optional) On the Backup Jobs/Create Backup Workﬂow page, click Network Flow
Control.

Note:

You can use throttling to set bandwidth limits for backing up data during peak

hours to ensure business continuity. If you do not need to conﬁgure throttling, you
can skip this step and the next step.

10.(Optional) In the Network Flow Control dialog box, set a period in Work Hours
and a maximum bandwidth in Throttling, and then click Add. Conﬁrm the
conﬁguration and click OK.
Note:

You can use throttling to set bandwidth limits for backing up data during peak

hours to ensure business continuity. If you do not need to conﬁgure throttling, you
can skip this step.
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11.On the Backup Jobs/Create Backup Workﬂow page, click Post-backup Script. In

the Script Path ﬁeld of the Post-backup Script dialog box, enter the ﬁle path of the
post-backup script conﬁgured in Step 2. Click OK.
Note:

The script path must be a maximum of 250 characters in length.

12.On the Backup Jobs/Create Backup Workﬂow page, click Submit to start a backup
job.

Note:

• If you need to cancel a backup job, locate the running backup job on the Backup
Jobs page and click Cancel next to the backup job.

• If a backup job fails, you can locate the running job on the Backup Job page and
click Retry next to the backup job. You can also click the Download icon next to
the number of errors to download and view the error report.

More actions

Restore backups
Search backups

3.4 Back up MySQL

This topic describes how to use Hybrid Backup Recovery (HBR) to back up data from
on-premises MySQL.

Prerequisites

You have completed the preparations.

Step 1: Create a ﬁle named workﬂow.env

1. Go to the installation directory of the HBR backup client and create a ﬁle named
workflow . env in the client subdirectory.
Note:

The workflow . env ﬁle must be stored in the same directory as the
hybridebac
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2. In the workflow . env ﬁle, enter the username and password of a backup
source in the following format:
USERNAME = root
PASSWORD =****
Step 2: Conﬁgure backup scripts
Pre-backup script

1. Download the pre-backup script for MySQL.

2. Conﬁgure and save the pre-backup script. The following section describes the

parameters that need to be conﬁgured in the pre-backup script for MySQL. You can
conﬁgure these parameters as required.
• Windows

Parameter

BackupDir

Description

The local backup path of the database
. You need to specify this path as the
backup source.
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Parameter

MySQLInstallDir

Description

The installation directory of the
database.

• Linux

BACKUPDIR : the local backup path of the database. You need to specify this

path as the backup source.

Post-backup script

Download the post-backup script for MySQL and change the path in the script to the
local backup path of MySQL. Save the script.

Step 3: Create a backup workﬂow

1. Log on to the HBR backup client and click Create Backup Workﬂow in the upperright corner.
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2. On the Backup Jobs/Create Backup Workﬂow page, click Pre-backup Script.

3. In the Script Path ﬁeld of the Pre-backup Script dialog box, enter the ﬁle path of
the pre-backup script conﬁgured in Step 2.
Note:

The script path must be a maximum of 250 characters in length.

4. Click Preview to check the details of the pre-backup script and click OK.
5. On the Backup Jobs/Create Backup Workﬂow page, click Running Plan.

6. In the Running Plan dialog box, conﬁgure the following settings and click OK.

• If you have a regular backup plan, click Scheduled. In the Backup Policy dropdown list, select a backup policy.

• If you have no regular backup plan, click Instant.

7. On the Backup Jobs/Create Backup Workﬂow page, click Backup Source.
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8. In the Backup Source dialog box, conﬁgure the following settings. Then, click OK.
Parameter
Source

Description

• Enter the path of a backup source.
You can enter a maximum of eight
paths, which means that you can
back up data from eight directories at
a time.
• The path is dedicated to storing
workﬂow-based backups. The
path must be directed to an empty
directory.

• You can enter a Universal Naming
Convention (UNC) path as a source
path.

Use VSS for backup (Windows only)

• Separate multiple paths with
carriage returns.

• If data changes occur in the backup
source, select this option to ensure
consistency between source data and
backup data.
• This feature is only available for
hosts running Windows.

• If you select this option, you cannot
back up data from multiple backup
sources.

9. (Optional) On the Backup Jobs/Create Backup Workﬂow page, click Network Flow

Control. In the Network Flow Control dialog box, set a period in Work Hours and a

maximum bandwidth in Throttling, and then click Add. Conﬁrm the conﬁguration
and click OK.
Note:

You can use throttling to set bandwidth limits for backing up data during peak

hours to ensure business continuity. If you do not need to conﬁgure throttling, you
can skip this step.
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10.On the Backup Jobs/Create Backup Workﬂow page, click Post-backup Script. In the
Script Path ﬁeld of the Post-backup Script dialog box, enter the directory of the
post-backup script conﬁgured in Step 2. Click OK.
Note:

The script path must be a maximum of 250 characters in length.

11.On the Backup Jobs/Create Backup Workﬂow page, click Submit to start a backup
job.

Note:

• If you need to cancel a backup job, locate the running backup job on the Backup
Jobs page and click Cancel next to the backup job.

• If a backup job fails, you can locate the running job on the Backup Job page and
click Retry next to the backup job. You can also click the Download icon next to
the number of errors to download and view the error report.

More actions

Restore backups
Search backups

3.5 Back up SQL Server

This topic describes how to use Hybrid Backup Recovery (HBR) to back up data from
on-premises SQL Server.

Prerequisites

You have completed the preparations.

Step 1: Conﬁgure backup scripts
Pre-backup script

1. Download the pre-backup script for SQL Server.
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2. Conﬁgure and save the pre-backup script. The following section describes the

parameters that need to be conﬁgured in the pre-backup script for SQL Server. You
can conﬁgure these parameters as required.
• SQL Server Diﬀ
Parameter

Description

BackupDir

The local backup path of the database
. You need to specify this path as the

SqlDatabase

The name of the database.
backup source.

• SQL Server Full
Parameter

Description

BackupDir

The local backup path of the database
. You need to specify this path as the

SqlDatabase

The name of the database.
backup source.

• SQL Server Log
Parameter
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Description

The name of the database.
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Description

The local backup path of the database
. You need to specify this path as the
backup source.

Post-backup script

Download the post-backup script for SQL Server and change the path in the script to
the local backup path of SQL Server. Save the script.

Step 2: Create a backup workﬂow

1. Log on to the HBR backup client and click Create Backup Workﬂow in the upperright corner.

2. On the Backup Jobs/Create Backup Workﬂow page, click Pre-backup Script.
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3. In the Script Path ﬁeld of the Pre-backup Script dialog box, enter the ﬁle path of
the pre-backup script conﬁgured in Step 1.
Note:

The script path must be a maximum of 250 characters in length.

4. Click Preview to check the details of the pre-backup script and click OK.
5. On the Backup Jobs/Create Backup Workﬂow page, click Running Plan.

6. In the Running Plan dialog box, conﬁgure the following settings and click OK.

• If you have a regular backup plan, click Scheduled. In the Backup Policy dropdown list, select a backup policy.

• If you have no regular backup plan, click Instant.

7. On the Backup Jobs/Create Backup Workﬂow page, click Backup Source.

8. In the Backup Source dialog box, conﬁgure the following settings. Then, click OK.
Parameter
Source

Description

• Enter the path of a backup source.
You can enter a maximum of eight
paths, which means that you can
back up data from eight directories at
a time.
• The path is dedicated to storing
workﬂow-based backups. The
path must be directed to an empty
directory.

• You can enter a Universal Naming
Convention (UNC) path as a source
path.

Use VSS for backup (Windows only)

• Separate multiple paths with
carriage returns.

• If data changes occur in the backup
source, select this option to ensure
consistency between source data and
backup data.
• This feature is only available for
hosts running Windows.

• If you select this option, you cannot
back up data from multiple backup
sources.
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9. (Optional) On the Backup Jobs/Create Backup Workﬂow page, click Network Flow

Control. In the Network Flow Control dialog box, set a period in Work Hours and a

maximum bandwidth in Throttling, and then click Add. Conﬁrm the conﬁguration
and click OK.
Note:

You can use throttling to set bandwidth limits for backing up data during peak

hours to ensure business continuity. If you do not need to conﬁgure throttling, you
can skip this step.

10.On the Backup Jobs/Create Backup Workﬂow page, click Post-backup Script. In

the Script Path ﬁeld of the Post-backup Script dialog box, enter the ﬁle path of the
post-backup script conﬁgured in Step 1. Click OK.
Note:

The script path must be a maximum of 250 characters in length.

11.On the Backup Jobs/Create Backup Workﬂow page, click Submit to start a backup
job.

Note:

• If you need to cancel a backup job, locate the running backup job on the Backup
Jobs page and click Cancel next to the backup job.

• If a backup job fails, you can locate the running job on the Backup Job page and
click Retry next to the backup job. You can also click the Download icon next to
the number of errors to download and view the error report.

• Database ﬁles of SQL Server cannot be installed on a ﬁle system that uses

compression. For more database installation restrictions, see File Locations for
Default and Named Instances of SQL Server.

More actions

Restore backups
Search backups
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3.6 Back up data from MongoDB

This topic describes how to use Hybrid Backup Recovery (HBR) to back up data from
on-premises MongoDB.

Prerequisites

You have completed the preparation.

Step 1: Create a ﬁle named workﬂow.env

1. Open the installation folder of an HBR backup client, create a ﬁle named
workflow . env in the client subfolder.
Note:

The folder where the workflow . env ﬁle is located must be the same as that of
the hybridebac

kup and ids executable ﬁles.

2. In the workflow . env ﬁle, enter the username and password of a backup
source. This format is as follows:
USERNAME = root
PASSWORD =****
Step 2: Create a backup script
Pre-backup scripts

1. Download the pre-backup script of MongoDB.

2. Conﬁgure and save the pre-backup script. The parameters and the description of

each parameter that you can conﬁgure for the pre-backup script of MongoDB are
listed in the following table. You can conﬁgure these parameters as required.
• Windows
Name

BackupDir
MongoDBInstallDir
DBHOST
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Description

The local directory for the database.
You need to specify the directory as
the backup source.

The installation directory of the
database.
127.0.0.1
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• Linux

Name

BackupDir
MongoDBInstallDir
DBHOST
DBPORT
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Description

The port that is used to access the
database.

Description

The local directory for the database.
You need to specify the directory as
the backup source.

The installation directory of the
database.
127.0.0.1

The port that is used to access the
database.

Post-backup scripts
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Download the post-backup script of MongoDB and specify the local backup directory

of MongoDB as the value of the BACKUPDIR parameter of the post-backup script. Save
the script.

Step 3: Create a backup workﬂow

1. Log on to a backup client, click Create Backup Workﬂow in the upper-right corner.
2. On the Backup Jobs/Create Backup Workﬂow page, click Pre-backup Script.

3. In the Script Path ﬁeld of the Pre-backup Script dialog box, enter the directory of
the pre-backup script conﬁgured in Step 2.
Note:

The script path must be a maximum of 250 characters in length.

4. Click Preview to check the details of the pre-backup script and click OK.
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5. On the Backup Jobs/Create Backup Workﬂow page, click Running Plan.

6. In the Running Plan dialog box, conﬁgure the following settings and click OK.

• If you have a periodical backup plan, click Scheduled。 On the Backup Policy
drop-down list, select an existing backup policy.

• If no periodical backup plan exists, click Instant.

7. On the Backup Jobs/Create Backup Workﬂow page, click Backup Source.

8. In the Backup Source dialog box, conﬁgure the following settings. Then, click OK.
Name

Source

Description

• Enter the path of a backup source.
You can enter a maximum of eight
paths, which means that you can
back up data from eight paths at a
time.

• The path is dedicated to storing
workﬂow-based backups. The path
must be directed to an empty folder.
• You can enter a universal naming
convention (UNC) path.
• Separate multiple paths with
carriage returns.
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Name

Use VSS for backup (Windows only)

Description

• If data changes occur in the backup

source, select this option to ensure
consistency between source data and
backup data.

• This function is only available for
hosts running Windows.

• If you select this option, you cannot
back up data from multiple backup
sources.

9. (Optional) On the Backup Jobs/Create Backup Workﬂow page, click Network

Flow Control. In the Network Flow Control dialog box, select a period of Work

Hours and a maximum bandwidth of Throttling, and then click Add. Conﬁrm the
conﬁguration and click OK.
Note:

You can use ﬂow control to set bandwidth limits for backing up data during peak

hours to ensure business continuity. If you do not need to conﬁgure ﬂow control,
you can skip this step

10.On the Backup Jobs/Create Backup Workﬂow page, click Post-backup Script. In the
Script Path ﬁeld of the Post-backup Script dialog box, enter the directory of the
post-backup script conﬁgured in Step 2. Click OK.
Note:

The script path must be a maximum of 250 characters in length.

11.On the Backup Jobs/Create Backup Workﬂow page, click Submit to start a backup
job.

Note:

• If you need to cancel a backup job, locate the running backup job on the Backup
Jobs page and click Cancel next to the backup job.

• If a backup job fails, you can locate the running job on the Backup Job page and
click Retry next to the backup job. You can also click the Download icon next to
the number of errors to download and view the error report.
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More actions

Restore backups
Search backups

3.7 Restore backups

This topic describes how to restore workﬂow-based backups.

Restore backups by using this client
Procedure

1. Log on to a Hybrid Backup Recovery (HBR) backup client.

2. In the left-side navigation pane, select Restore to open the Restore Backup /
Backups page.

3. On the Backups tab, locate the target backup, and click Restore next to the
backup.

4. In the Restore Backup dialog box, conﬁgure the required settings as described in

the following table, select backups to be restored, and click Submit to restore these
backups.
Name

Description

File Options

• Include Files: Only selected ﬁles and
folders are restored to the target
folder.

Target Folder

The target folder to which backups are
restored.

• Exclude Files: All ﬁles and folders are
restored to the target folder except
for the selected ﬁles and folders.
Restore from other clients
Procedure

1. Log on to an HBR client.

2. In the left-side navigation pane, select Restore to open the Restore Backup /
Backups page.

3. In the upper-right corner of the page, click Restore From Other Client.
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4. In the Restore Backup dialog box, select a client where ﬁles to be restored are
located and click Next.

5. Select the version of a backup to be restored and click Next.

6. On the Restore File tab, conﬁgure the required settings as described in the

following table, select ﬁles to be restored, and click Submit to restore a backup.
Name

Description

File Options

• Include Files: Only selected ﬁles and
folders are restored to the target
folder.

Target Folder

The target folder to which backups are
restored.

• Exclude Files: All ﬁles and folders are
restored to the target folder except
for the selected ﬁles and folders.

3.8 Search backups

When you restore a piece of data among a large number of backups, you can use the
backup search function to locate the target piece of data in seconds.

Turn on the backup search function

1. Log on to the Hybrid Backup Recovery (HBR) console.
2. In the left-side navigation pane, select Overview.

3. On the Overview page, locate the required vault where you need to turn on the
backup search function.

4. In the upper-right corner of the vault, click Settings.
5. In the Vault Setting dialog box, turn on Backup

Search .

Note:

The backup search function is only available for vaults that are located in the China
(Hangzhou) and China (Shanghai) regions.

Search backups

1. Log on to an HBR backup client.

2. In the left-side navigation pane, select Restore.

3. On the Restore Backup / Backups page, select the Search Backups tab.
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4. Enter a keyword or relative path of a ﬁle that you need to restore and click Search.
Note:

• You can search for a ﬁle by using the full name of the ﬁle. You must enclose the
full name with a pair of quotation marks (").

• When searching for a ﬁle by a relative path, you must use forward slashes (/) as
delimiters. For example, A/test.text.

5. You can also turn on Advanced Search in the upper-right corner of the page.
Conﬁgure one or more of the following settings and click Search.
Name

Description

Modify Time

The last modiﬁcation time of a ﬁle. The time is
accurate to the second. If you need to clear the

File Type

File Size
Backup Time

Select File or Folder as required.

speciﬁed time, click X next to the time.

You can specify a range of backup sizes. Valid values
: KB, MB, and GB. The minimum size of a backup is 0
KB.

A time period in which the target backup is
completed. You must specify the start time and the

end time of the period. The time is accurate to the
second. If you need to clear the speciﬁed time, click
X next to the time.
If you need to cancel the previous settings, click Reset.

6. Search results are displayed at the bottom of the Search Backups page, locate the
backup you need to restore and click Restore next to the backup.

7. In the Restore Backup dialog box, enter the target folder to which you need to
restore the ﬁle, and click Submit to restore the backup.

3.9 Backup alerts

Backup alerts provide you with backup alerts, such as when a backup fails or a client

is disconnected from a server. By default, alerts are sent to an Alibaba Cloud account.
You can also conﬁgure custom alert methods, contacts, or contact groups.
Note:
Issue: 20190918

69

Hybrid Backup

Back up on-premises severs / 3 Workﬂow-based backup

One hour after a backup fails or a client is disconnected from a server, the speciﬁed
contact will receive an alert.

Create an alarm contact

A contact is a person that is assigned to receive backup alerts. You can create a
contact as follows:

1. Log on to the Hybrid Backup Recovery (HBR) console.
2. In the left-side navigation pane, select Alarm Contact.
3. Select the Alarm

Contact tab.

4. In the upper-right corner, click New Contact.

5. In the New Contact dialog box, enter the Contact
6. Select a Contact
• Email

Name .

Method as required and perform the following actions:

If you select Email as a contact method, enter the Contact Email and then

click Send Veriﬁcation. Log on to the speciﬁed mailbox to view the veriﬁcation
code, go to the HBR console, and enter the veriﬁcation code in the Email
Verificati

• Mobile

on ﬁeld.

If you select Mobile as a contact method, enter the Mobile and then click Send
Veriﬁcation. An SMS message that contains a veriﬁcation code is sent to your
mobile phone. Enter the veriﬁcation code in the Mobile
Code ﬁeld.

Verificati

on

7. Click OK.

Note:

• On the Alarm Contact tab, you can view a list of all contacts and the related
information of each contact.

• You can click Edit to modify the email and mobile number.

• You cannot delete a contact that is selected to receive alerts or added to a contact
group.
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Create an alarm contact group

If you need multiple contacts to receive alerts, you can create an alarm contact group
and add these contact to the contact group to facilitate management. When an alert

occurs, all contacts that are included in a contact group will receive a alert.
1. Log on to the HBR console.

2. In the left-side navigation pane, select Alarm Contact.

3. On the Alarm Contact Management page, select the Alarm
tab.

4. In the upper-right, click New Contact Group.

5. In the New Contact Group dialog box, enter the Group

Contact

Group

Name .

6. Select one or more contacts that you need to add to the group, and click the
icon. These contacts are displayed in the Selected

Contacts ﬁeld.

7. Click OK.
Note:

• On the Alarm Contact Group tab, you can view a list of all contact groups and
the number of contacts that are contained in each group.

• You can click Edit to modify a contact group.

• You cannot delete a contact group that is selected to receive alerts.

Create custom alarm policies

You can create the following types of alarm policies:
• Vault-level alarm policies

A vault-level alarm policy applies to all the backup clients of a vault. The backup
clients include those installed on ECS instances, local hosts, and local virtual

machines. If you create an alarm policy for the vault where a client is located, the
alarm policy of the vault applies to the client by default.

• Instance-level alarm policies

An instance-level alarm policy applies to the backup client installed on a speciﬁc

instance. After you create an alarm policy for a client, the client no longer uses the
alarm policy of the vault or the default alarm policy.
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Note:

If you create no alarm policy for a vault or a client, email alerts are sent to an Alibaba
Cloud account.

Create a vault-level alarm policy
Proceed as follows:

1. Log on to the HBR console.

2. On the Overview page, locate the required vault for which you need to create an
alarm policy.

3. In the upper-right corner of a vault, click Settings.
4. In the Vault Setting dialog box, select an Alarm
• Disabled

Policy as required.

If you select this option, no alert will be sent when an alarm occurs on a client or
ECS instance that is located in the vault.

• Default Notiﬁcation

If you select this option, alerts for the vault are sent to an Alibaba Cloud account
by using emails.

• Customized Notiﬁcation

If you select this option, you can select one or more contacts or contact groups.
After you complete the conﬁguration, alerts for the vault are set to the selected
contacts or contact groups.

5. Click OK.

Create an alarm policy for a client
Proceed as follows:

1. Log on to the HBR console.

2. Locate a client for which you need to create an alarm policy, choose More > Alarm
Setting next to the client.

3. In the Alarm Policy dialog box, select an Alarm
Alarm Policy
Disabled
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Description

Policy as required.

If you select this option, no alert is sent when an alarm
occurs on the client.
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Alarm Policy

Description

Default Notiﬁcati
on

Alerts for the client are sent to an Alibaba Cloud account by
using emails.

Same as Vault

Customized
Notiﬁcation
4. Click OK.

The alarm policy of the vault where the client is located
applies to the client.

You can select one or more alarm contacts or alarm contact
groups. After you complete the conﬁguration, alerts for
the client are sent to the selected alarm contacts or alarm
contact groups.

3.10 Mirror vaults

A backup vault is a Hybrid Backup Recovery (HBR) cloud warehouse used to store
backup data on the cloud. Backup data from multiple clients can be stored in the
same vault. You can create a remote mirror vault for a vault to meet the disaster
recovery requirements.
Note:

• After a mirror vault is created, data that is being backed up by a backup job in

the source vault are synchronized to the mirror vault in real time. The historical

backups of the source vault start being synchronized to a mirror vault 90 minutes
after the creation of the mirror vault.

• You can only create one mirror vault for each backup vault.

• You can restore backups from a mirror vault but cannot back up data to a mirror
vault.

• You must delete a mirror vault before deleting its source vault.

• A source vault is always created when you create a backup client.
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Create a mirror vault

Proceed as follows:

1. Log on to the HBR console.

2. In the left-side navigation pane, select Overview.

3. Locate a backup vault for which you need to create a mirror vault, and click the
icon in the upper-right corner of the backup vault.

4. In the Create Mirror Vault dialog box, select a region where the mirror vault is
located.

Note:

For disaster recovery, you cannot select a region where the source vault is located.

5. Enter the Vault

Name . The vault name must be less than 32 characters in

6. Enter the Vault

Descriptio

length.

Use a mirror vault

n as required, and then click Create.

After a mirror vault is created, you can restore backups from the mirror vault as
needed. Proceed as follows:
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1. Download and install a ﬁle client on a server or virtual machine to which you need
to restore data.
Note:

When downloading the ﬁle client, you must specify the name of the target vault as
the Vault

Name .

2. Log on to the ﬁle client on the target server or virtual machine and then restore
backups from another ﬁle client.
Note:

You can also use the backup search function to restore data.
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4 Back up SQL Server
4.1 Overview

Hybrid Backup Recovery (HBR) is an eﬃcient, secure, cost-eﬀective, and fully

managed backup and storage service. You can use the ﬁle backup client provided by
HBR to back up SQL Server databases deployed in a local data center.
Local SQL Server backup procedure:
• #unique_55
• #unique_56
• #unique_57

Other backup features:
• #unique_58
• #unique_59
Note:

If you need to back up SQL Server databases deployed on Elastic Compute Service
(ECS) instances, see #unique_60.

4.2 Preparations

You can use Hybrid Backup Recovery (HBR) to back up SQL Server databases

deployed in a local data center. This topic describes the preparations before the
backup.

Note:

If you need to back up SQL Server databases deployed on Elastic Compute Service
(ECS) instances, see Back up SQL Server.

Database ﬁles of SQL Server cannot be installed on a ﬁle system that enables

compression. For more information about database installation restrictions, see File
Locations for Default and Named Instances of SQL Server.
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Create a RAM user and obtain the AccessKey

Resource Access Management (RAM) is an Alibaba Cloud service that helps you
manage user identities and access to your cloud resources. You can create and

manage multiple RAM users with a single Alibaba Cloud account. You can grant

diﬀerent permissions for each RAM user. This allows each RAM user to have diﬀerent
permissions to Alibaba Cloud resources.

The AccessKey information is required to activate a ﬁle backup client. The disclosure
of the AccessKey of the Alibaba Cloud account threatens the security of all your

resources. We strongly recommend that you use the AccessKey of a RAM user to

activate a ﬁle backup client. Before backing up SQL Server databases, make sure that
you have created a RAM user and obtained the AccessKey of the RAM user.

Register an SQL Server instance

After an SQL Server instance is registered, HBR can download and install ﬁle backup

clients on nodes of the SQL Server instance. You can use the ﬁle backup clients to run
backup and restore jobs. The procedure for registering an SQL Server instance is as

follows:

1. Log on to the HBR console.

2. At the top of the page, select the region where you want to store the backup data.

3. In the left-side navigation pane, choose On-Premises Backup > SQL Server Backup.

4. In the upper-right corner of the SQL Server Backup page, click Register SQL Server
Instance.
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5. In the Register SQL Server Instance dialog box that appears, set the parameters as
required.

a. Conﬁgure an instance

A. Set the parameters for conﬁguring an instance, as described in the following
table.

Parameter

Backup Vault
Name

Description

The name of the backup vault. A backup vault is a cloud
warehouse used by HBR to store backup data on the
cloud. Backup data from multiple clients can be stored
in the same vault.
• If one or more backup vaults are available:

Select a backup vault from the drop-down list.

• If no backup vault is available:

Click Create Vault. Set Backup Vault Name and Vault

Description to create a backup vault. The vault name
can be a maximum of 64 characters in length.

Server Name

The server name of the SQL Server instance.

Windows Login

If you select Windows

Authentication

SQL Server Login

The authentication method of the SQL Server instance.
method, you must set Windows
connecting to SQL Server.
If you select SQL

Server

Login

Name for

Login as the

authentication method, you must set SQL
Login
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Login as the authentication

Server

Name for connecting to SQL Server.
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Parameter
Password

B. Click Next.

Description

The password for connecting to SQL Server based on the
authentication method you select.

b. Create a client

A. Set the parameters for creating a client, as described in the following table.
Parameter

Source Client

Description

• New Client: Select this option if no ﬁle backup client is
installed and activated on the server from which you
want to back up data.

• Select Activated Client: Select this option if a ﬁle
backup client has been installed and activated on the

Client Name
Software
Platform

Network Type

server from which you want to back up data. Then,
select the ﬁle backup client that has been activated.

The name of the client. The client name can be a
maximum of 64 characters in length.

The operating system that is running on the server from
which you want to back up data.
• Windows 32-bit
• Windows 64-bit

• Virtual Private Cloud (VPC): Select this option if the
server from which you want to back up data is located
in a VPC and in the same region as the backup vault.
• Public Network: Select this option the server is not
located in a VPC.

B. Click Create. The Download Client button appears.

c. Download and install the client
A. Click Download Client.

B. Save the downloaded client.

C. Log on to the server where SQL Server is installed and install the client.
Note:
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All the logs and executable ﬁles of the client are stored in the selected

installation directory. Therefore, you must ensure that the disk where the
installation directory is located has suﬃcient space.

d. Activate the client

A. After the client is installed, you need to activate the client. Return to the

Register SQL Server Instance dialog box in the HBR console, click Next, and
set the parameters for activating the client, as described in the following
table.

Parameter

Client IP Address

Description

The IP address of the server or virtual machine where
the client is installed.
Note:

AccessKey ID
AccessKey Secret
Create Client
Password

The IP address must be reachable from your current
browser.

The AccessKey ID of the Alibaba Cloud account that has
activated the HBR service. For more information, see
AccessKey.

The AccessKey secret of the Alibaba Cloud account that
has activated the HBR service. For more information, see
AccessKey.

The logon password of the client. The password must be
a minimum of six characters in length.

B. Click Activate Client.
Note:

• After the ﬁle backup client is installed and activated, you can view the installation
status of the client on the node of the SQL Server instance. To delete the ﬁle

backup client from the node, click Delete in the Actions column for the client.

• After the SQL Server instance is registered, you can click the SQL Server Instance

tab on the SQL Server Backup page to view the registration information and status
of the instance. You can click Edit Instance in the Actions column for the instance
to modify the connection information of the instance.
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Install clients on new nodes

If new nodes are added to the SQL Server instance after it is registered, you can install
clients on the new nodes. The procedure is as follows:

1. Find the target SQL Server instance and click the instance ID or click View Detail in
the Actions column for the instance. The SQL Server Instance page appears.

2. Click the Client tab and then click Create Client in the upper-right corner.

3. Set the parameters as required and click Create. The Download Client button
appears. For more information about the parameters, see this table.

4. If the client is not downloaded to the target node, copy the downloaded client to
the target node and install the client.

5. Log on to the HBR console and ﬁnd the client. Click Activate Client and set the

parameters as required. For more information about the parameters, see this table.

6. Click Activate Client to activate the client on the new node.

Create a database group to be backed up

Before starting the backup, you need to add the databases that use the same backup
plan to the same database group. The procedure is as follows:
Note:

If you want to back up only a single database, you can create a separate group for the
database.

1. Log on to the HBR console.

2. In the left-side navigation pane, choose On-Premises Backup > SQL Server Backup.

3. Click the Database Group tab. Click Edit Database Group in the upper-right corner.
4. In the Edit Database Group dialog box that appears, set Group
Descriptio

Name and

n and select one or more databases to add them to the group.

5. Click OK to create the group.
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4.3 Back up SQL Server

You can use Hybrid Backup Recovery (HBR) to back up SQL Server databases

deployed in a local data center and restore them as needed. This topic describes how
to back up SQL Server databases.

Prerequisites

Preparations are completed.

Procedure

1. Log on to the HBR console.

2. In the left-side navigation pane, choose On-Premises Backup > SQL Server Backup.

3. Find the target SQL Server instance and click Backup in the Actions column for the
instance.

4. In the Create Plan dialog box that appears, select the databases to be backed up.
• If you have added the databases to be backed up to a database group, click
Database Group and select the database group.

• If you have not added the databases to be backed up to a database group, click
Select Database. Select the databases to be backed up and enter a name in
Group

Name to create a database group.

• To back up all databases, click All Database.
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5. Click Next and conﬁgure the backup plan. The following table describes the
parameters of the backup plan.
Parameter

Backup Type

Description

• Complete: backs up all data.

• Diﬀerential: backs up the data changed after the last full
backup.
Note:

- Complete a full backup before running the ﬁrst
incremental backup.

- If you need to run an incremental backup after a
database is restored, complete a full backup ﬁrst.

• Log: backs up logs of the databases.

- Complete a full backup before running the ﬁrst log
backup.
- If you need to run a log backup after a database is
restored, complete a full backup ﬁrst.

Plan Name

The name of the backup plan.

Plan Interval

The interval for backing up the databases. The interval units
include hour, day, and week.

Start Time

The time when the backup starts. The time is accurate to the
second.

Note:

Retention

The retention period of incremental backup data is the
same as that of full backup data and cannot be changed.

The period for retaining backup data. The value can be one
day to ﬁve years.

6. When the conﬁguration is complete, click Create.
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View backup plans, backup jobs, and databases
• View and manage backup plans

You can view the status of backup plans and manage backup plans. The procedure
is as follows:

1. Log on to the HBR console.

2. In the left-side navigation pane, choose On-Premises Backup > SQL Server
Backup.

3. Click the Backup Plan tab.

4. View the status of backup plans in the backup plan list.

5. Manage a backup plan by clicking the required button in the Actions column for
the backup plan. You can edit, run, suspend, resume, and delete a backup plan.
After a backup plan is deleted, the plan will not be run again but the completed
backup ﬁles are retained.

• View and cancel backup jobs

You can view the status of backup jobs and cancel ongoing backup jobs. The
procedure is as follows:

1. Log on to the HBR console.

2. In the left-side navigation pane, choose On-Premises Backup > SQL Server
Backup.

3. Click the Backup Jobs tab.

4. View the status of backup jobs in the backup job list.

5. To cancel an ongoing backup job, click Cancel in the Actions column for the
backup job.
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• View the database and log backup history

You can view the backup history of all databases and logs. The procedure is as
follows:

1. Log on to the HBR console.

2. In the left-side navigation pane, choose On-Premises Backup > SQL Server
Backup.

3. Click the SQL Server Instance tab.

4. Find the target SQL Server instance and click the instance ID or click View Detail
in the Actions column for the instance.

5. On the SQL Server Instance page that appears, click the Data Backups or Log
Backups tab to view the database or log backup history.

4.4 Restore SQL Server

You can restore SQL Server databases backed up in Hybrid Backup Recovery (HBR)
to the source SQL Server instance. You can also restore the databases of other SQL
Server instances in the same vault to the current SQL Server instance as required.
Note:

If you need to restore a database from one instance to another, make sure that the
version of the source SQL Server instance is the same as or earlier than that of the
destination SQL Server instance.

Procedure

1. Log on to the HBR console.

2. In the left-side navigation pane, choose On-Premises Backup > SQL Server Backup.
3. Click the SQL Server Instance tab.

4. Find the SQL Server instance to which the database is restored and click Restore in
the Actions column for the instance.

5. In the New Restore Task dialog box that appears, select the SQL Server instance
from which you want to restore the database and click Next.
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6. Select the database to be restored, click Next, and conﬁgure the restore rule. The
following table describes the parameters of the restore rule.
Parameter

Destination Name

Description

The name of the database after it is restored to the
destination SQL Server instance.
Note:

• If you want the restored database to overwrite an
existing database, enter the name of the existing
database, and select Override existing database.

Restore Policy

• If you do not want to overwrite an existing database,
enter a name that has not been used by any existing
databases.

• Most

Recent

Restores the database to the latest available status that is
backed up.

• Time

Point

Restores the database to the speciﬁed time point. The

system restores the database to the status closest to this

time point. After this option is selected, you also need to
select a time point.

• From

Snapshot

Restores the database to the speciﬁed snapshot. After this
option is selected, you also need to select a snapshot.

7. Click Next, conﬁrm the conﬁguration, and then click Create.

View and cancel backup jobs

You can view the status of restore jobs and cancel ongoing restore jobs. The
procedure is as follows:

1. Log on to the HBR console.

2. In the left-side navigation pane, choose On-Premises Backup > SQL Server Backup.
3. Click the Restore Jobs tab.

4. View the status of restore jobs in the restore job list.
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5. To cancel an ongoing restore job, click Cancel in the Actions column for the restore
job.

4.5 Conﬁgure backup alerts

The backup alert feature sends alerts to speciﬁed contacts when a backup fails or
when a client is disconnected from a server. By default, backup alerts are sent to

the contact of the Alibaba Cloud account. You can customize alert policies and the
contacts or contact groups to receive alerts.
Note:

One hour after a backup fails or a client is disconnected from a server, the speciﬁed
contacts or contact groups receive an alert.

Create an alert contact

An alert contact is a person that is selected to receive backup alerts. The procedure
for creating an alert contact is as follows:
1. Log on to the HBR console.

2. In the left-side navigation pane, click Alarm Contact.

3. On the Alarm Contact Management page, click the Alarm
4. Click New Contact in the upper-right corner.

Contact tab.

5. In the New Contact dialog box that appears, enter a name in Contact
6. Set Contact
• Email

Name .

Method as required and then perform the subsequent operations.

If you select Email as the contact method, enter an email in Contact Email and

click Send Veriﬁcation. Log on to the speciﬁed mailbox to view the veriﬁcation

code. Then go back to the HBR console and enter the veriﬁcation code in Email
Verificati

• Mobile

on .

If you select Mobile as the contact method, enter a mobile number in Mobile

and click Send Veriﬁcation. An SMS message that contains a veriﬁcation code
is sent to the mobile number. Enter the received veriﬁcation code in Mobile
Verificati

7. Click OK.
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Note:

• On the Alarm Contact tab, you can view a list of contacts and the details of each
contact.

• You can click Edit to modify the email or mobile number of a contact.

• You cannot delete a contact that is selected to receive alerts or added to a contact
group.

Create an alert contact group

If you need multiple contacts to receive alerts, you can create an alert contact group

and add these contacts to the contact group to facilitate management. When a backup

exception occurs, all contacts that are added to the contact group will receive an alert

.

1. Log on to the HBR console.

2. In the left-side navigation pane, click Alarm Contact.

3. On the Alarm Contact Management page, click the Alarm
tab.

Contact

Group

4. Click New Contact Group in the upper-right corner.

5. In the New Contact Group dialog box that appears, enter a name in Group
.

6. Select one or more contacts to add to the group and click
are displayed in the Select

7. Click OK.

Name

. These contacts

Contacts section.

Note:

• On the Alarm Contact Group tab, you can view a list of contact groups and the
number of contacts in each group.

• You can click Edit to modify a contact group.

• You cannot delete a contact group that is selected to receive alerts.

Customize alert policies

You can customize alert policies of the following types:
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HBR sends alert SMS messages or emails to the contact of the Alibaba Cloud account
by default. For custom alert policies, an instance-level alert policy takes precedence
over a vault-level alert policy.

• Vault-level alert policy

A vault-level alert policy applies to all the backup clients of a vault. The backup
clients include those installed on ECS instances, local hosts, and local virtual

machines.

• Instance-level alert policy

An instance-level alert policy applies to all the ECS backup clients of an SQL Server
instance.

Customize a vault-level alert policy
The procedure is as follows:

1. Log on to the HBR console.

2. On the Overview page, ﬁnd the vault for which you want to customize the alert
policy.

3. In the upper-right corner of the vault, click the Setting icon.

4. In the Vault Setting dialog box that appears, select an option in Alarm
as required.

Policy

• Disabled

If you select this option, no alert is sent when an exception occurs on a client or
an instance that uses this vault.

• Default

If you select this option, alerts for the vault are sent to the contact of the Alibaba
Cloud account in SMS messages and emails.

• Customized

If you select this option, you need to select one or more contacts and contact
groups. Then, alerts for the vault are sent to the selected contacts or contact
groups.

5. Click OK.

Customize an instance-level alert policy
The procedure is as follows:
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1. Log on to the HBR console.

2. Find the SQL Server instance for which you want to customize the alert policy and
click Alarm Setting in the Actions column for the instance.

3. In the Alarm Policy dialog box that appears, select an option in Alarm

Policy .

Alarm Policy

Description

Same as Vault

If you select this option, the SQL Server instance uses the
same alert policy as the backup vault.

Disabled

Default
Customized
4. Click OK.

If you select this option, no alert is sent when an exception
occurs during the backup of the SQL Server instance.

If you select this option, alerts for the SQL Server instance
are sent to the contact of the Alibaba Cloud account in SMS
messages and emails.

If you select this option, you need to select one or more
contacts and contact groups. Then, alerts for the SQL Server
instance are sent to the selected contacts or contact groups.

4.6 Create and use a mirror vault

A backup vault is a cloud warehouse used by Hybrid Backup Recovery (HBR) to store
backup data on the cloud. You can create a mirror vault in a diﬀerent region for a

backup vault to meet disaster recovery requirements. When necessary, you can use
the mirror vault for cross-region data restoration.
Note:

• After a mirror vault is created, backup jobs that are running in the source vault

are synchronized to the mirror vault in real time. The historical backups stored in
the source vault start being synchronized to the mirror vault 90 minutes after the

creation of the mirror vault.

• You can create only one mirror vault for each backup vault.

• You can restore backups from a mirror vault but you cannot back up data to a
mirror vault.

• You must delete a mirror vault before deleting its source vault.
• A source vault is created when you create a backup client.
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Create a mirror vault

Proceed as follows:

1. Log on to the HBR console.

2. In the left-side navigation pane, click Overview.

3. Locate a vault for which you need to create a mirror vault, click the
upper-right corner.

icon in the

4. In the Create Mirror Vault dialog box, select a region where the new mirror vault is
located.

Note:

For disaster recovery, we recommend that you do not select the same region where
the source vault is located.

5. Enter the Vault

Name . The vault name must be a maximum of 32 characters in

6. Enter the Vault

Descriptio

length.

n as required, and click Create.

Use a mirror vault to restore an SQL Server database

As shown in the preceding ﬁgure, if you need to restore a database in SQL Server

Cluster A to SQL Server Cluster B, you need to log on to the HBR console on the server
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where SQL Server Cluster B is deployed, and register SQL Server Cluster B as an SQL
Server instance. The procedure for restoring an SQL Server database from a mirror

vault is as follows:

1. Register the destination SQL Server instance.
Note:

Select the mirror vault as the backup vault when registering the instance.

2. Find the newly registered SQL Server instance in the HBR console and restore the
database to this SQL Server instance.

92

Issue: 20190918

