Alibaba Cloud
Alibaba Cloud SDK

Java SDK

Issue: 20181024

MORE THAN JusT cLoub | (- AlibabaCloud



Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this
legal disclaimer before you read or use this document. If you have read or used this document, it

shall be deemed as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only.
The content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminat
ed by any organization, company, or individual in any form or by any means without the prior
written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades, adjustment
s, or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and the updated versions of this document will be occasionally released through
Alibaba Cloud-authorized channels. You shall pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products and
services. Alibaba Cloud provides the document in the context that Alibaba Cloud products and
services are provided on an "as is", "with all faults" and "as available" basis. Alibaba Cloud
makes every effort to provide relevant operational guidance based on existing technologies
. However, Alibaba Cloud hereby makes a clear statement that it in no way guarantees the
accuracy, integrity, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial losses incurred
by any organizations, companies, or individuals arising from their download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, bear responsibility for any
indirect, consequential, exemplary, incidental, special, or punitive damages, including lost
profits arising from the use or trust in this document, even if Alibaba Cloud has been notified of
the possibility of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to works, products
, images, archives, information, materials, website architecture, website graphic layout, and
webpage design, are intellectual property of Alibaba Cloud and/or its affiliates. This intellectu

al property includes, but is not limited to, trademark rights, patent rights, copyrights, and trade



secrets. No part of the Alibaba Cloud website, product programs, or content shall be used,
modified, reproduced, publicly transmitted, changed, disseminated, distributed, or published
without the prior written consent of Alibaba Cloud and/or its affiliates. The names owned by
Alibaba Cloud shall not be used, published, or reproduced for marketing, advertising, promotion
, or other purposes without the prior written consent of Alibaba Cloud. The names owned by
Alibaba Cloud include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other
brands of Alibaba Cloud and/or its affiliates, which appear separately or in combination, as well
as the auxiliary signs and patterns of the preceding brands, or anything similar to the company
names, trade names, trademarks, product or service names, domain names, patterns, logos

, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information indicates a
situation that will cause major system Danger:
changes, faults, physical injuries, and Resetting will result in the loss of user
other adverse results. configuration data.
This warning information indicates a
''''' situation that may cause major system | &% Warning:
changes, faults, physical injuries, and | Restarting will cause business
other adverse results. interruption. About 10 minutes are
required to restore business.
This indicates warning information,
supplementary instructions, and other Note:
content that the user must understand. | Take the necessary precautions to
save exported data containing sensitive
information.
This indicates supplemental instructio
ns, best practices, tips, and other Note:
content that is good to know for the You can use Ctrl + A to select all files.
user.
> Multi-level menu cascade. Settings > Network > Set network type
Bold It is used for buttons, menus, page Click OK.
names, and other Ul elements.
Couri er It is used for commands. Runthecd /d C./w ndows command
f ont to enter the Windows system folder.
Italics |[Itisused for parameters and variables. |bae 1 og list --instanceid
I nstance_I D
[] or [a]b] It indicates that it is a optional value, i pconfig[-all]|-t]
and only one item can be selected.
{} or{alb} |Itindicates that it is a required value, swich{stand | slave}
and only one item can be selected.
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1 Getting started

Welcome to use the Alibaba Cloud Software Development Kit (SDK). The Alibaba Cloud SDK
for Java allows you to use Alibaba Cloud resources such as Elastic Compute Service (ECS),
Server Load Balancer (SLB), and CloudMonitor without complex coding to build your own cloud
Java applications. This tutorial provides a step-by-step guidance on setting up a development
environment in Java. If you have any problem when using Alibaba Cloud SDK, please join the
DingTalk group with ID 11771185 (the official SDK customer service group of Alibaba Cloud) for

consultation.
Prerequisites

* An Alibaba Cloud account, and the corresponding Access Key ID and secret. You can create
and get your AccessKey on the Alibaba Cloud console, or contact your administrator.

* To use Alibaba Cloud Java SDK to call APIs of a product, you must first activate the product on
the Alibaba Cloud console if required.

« JDK 1.6 or later.
Install Java SDK

If you use Apache Maven to manage Java projects, you only need to add corresponding
dependencies to the pom xmni file of the projects. You can download Maven dependencies of

different cloud products from Alibaba Cloud GitHub.

The core library must be installed no matter which cloud product to use. For example, you must

install both the ECS SDK library and the SDK core library if you want to use ECS resources.

If the version of the core library is 3.7.0 and the version of ECS library is 4.11.0, you must declare

these two SDK libraries in the pom xmi file as follows.

<dependency>
<gr oupl d>com al i yun</ gr oupl d>
<artifactld>aliyun-java-sdk-core</artifactld>
<versi on>3. 7. 0</ ver si on>

</ dependency>

<dependency>
<gr oupl d>com al i yun</ gr oupl d>
<artifactld>aliyun-java-sdk-ecs</artifactld>
<versi on>4. 11. 0</ ver si on>

</ dependency>

Use Java SDK

The following code example shows the three main steps to use Alibaba Cloud Java SDK:


https://usercenter.console.aliyun.com/?spm=5176.doc52740.2.3.QKZk8w#/manage/ak
https://github.com/aliyun/aliyun-openapi-java-sdk

1. Create and initiate the DefaultAcsClient instance.
2. Create an API request and set parameters.

3. Initiate the request and process the response.

package comtest program
i mport com aliyuncs. profile.DefaultProfile;
i mport com al i yuncs. Def aul t AcsCl i ent;
i mport com aliyuncs.|Acsdient;
i mport com aliyuncs. exceptions. Cient Exception;
i mport com al i yuncs. excepti ons. Server Excepti on;
i mport com aliyuncs. ecs. nodel . v20140526. *;
public class Main {
public static void main(String[] args) {
/1 Create and initialize a DefaultAcsdient instance
Defaul tProfile profile = DefaultProfile.getProfile(
"<your-region-id>", // Region ID
"<your-access-key-id>", // The AccessKey |ID of the RAM
account
"<your-access-key-secret>"); // The AccessKey Secret of
t he RAM account
| AcsClient client = new DefaultAcsCient(profile);
/1 Initiate the request and handl e the response or
excepti ons
Descri bel nst ancesRequest request = new Descri bel nstancesReq
uest () ;
request . set PageSi ze(10) ;
request . set Connect Ti meout (5000); // Set the connection
timeout to 5000 milliseconds
request . set ReadTi meout (5000); // Set the read tineout to
5000 m | li seconds
/1l Initiate the request and process the response
Descri bel nst ancesResponse response;
try {
response = client.get AcsResponse(request);
for (Describel nstancesResponse. | nstance i nstance:
response. get |l nstances()) {
System out. println(instance. get Publi cl pAddress());

}

} catch (ServerException e) {
e.printStackTrace();

} catch (dientException e) {
e. print StackTrace();



2 Use SDK

2.1 Use Java SDK

This document introduces how to install and use Alibaba Cloud Java SDK.
Install Java SDK

Alibaba Cloud Java SDK supports JDK 1.6 or later. You can install the Java SDK using the

following two methods:
+ Use Maven (recommended)

If you use Maven to manage project dependencies, add the following code blocks to the pom

xm file to install Java SDK :

<dependency>
<gr oupl d>com al i yun</ gr oupl d>
<artifactld>aliyun-java-sdk-core</artifactld>
<ver si on>3. 5. 0</ ver si on>

</ dependency>

<dependency>
<groupl d>com al i yun</ gr oupl d>
<artifactld>aliyun-java-sdk-ecs</artifactld>
<versi on>3. 0. 0</ ver si on>

</ dependency>

* Import JARs to the integrated development environment

Note:
This installation method will be phased out in the next major version, and will only support the

Maven installation method.

If you are using Eclipse or IntelliJ, you can install the Java SDK directly by importing JAR files.
You can download the JAR files of cloud products in Alibaba Cloud SDK.

— Use Eclipse
Complete the following steps to install Alibaba Cloud Java SDK:

1. Copy the downloaded al i yun-j ava- sdk- xxx. j ar file to your project folder.

2. In Eclipse, right click the project, and then select Properties.

3. In the displayed dialog box, clickdJava Build Path > Libraries > Add JARsto add the
downloaded JAR files.

4. Click Apply and Close.

— Use IntelliJ


https://develop.aliyun.com/tools/sdk?spm=5176.doc52740.2.4.wQVCcn#/java

Complete these steps to install Alibaba Cloud Java SDK using IntelliJ:

1. Copy the downloaded al i yun- j ava- sdk- xxx. j ar files to your project folder.
2. Open your project in IntelliJ, and clickFile > Project Structure.

3. Click Apply, and then click OK.
Set up credentials

When using the Alibaba Cloud Java SDK to use Alibaba Cloud resources, you have to provide

your identification for authentication.

Java SDK supports the following authentication methods:

Authentication Description

AccessKey Use the AccessKey to complete the authentica
tion.

STS Token Use the STS Token to complete the authentica
tion.

RamRoleArn Use the AssumeRole of the RAM account to

complete the authentication.

EcsRamRole Use the RAM role of an ECS instance to
complete the authentication.

RsaKeyPair Use the RSA key pair to complete the
authentication (supported only on Japanese
site)

This document uses AccessKey as an example to illustrate how to set up credentials. To ensure
the security of your account, it is recommend using your RAM account instead of the primary
account. The primary account has full access to all of your cloud services, while the RAM account
has limited access granted by the primary account to the cloud services. Firstly, create an

AccessKey as described in,

and then set up your credentials when initializing AcsClient as follows:

Note:
Do not disclose any code containing your AccessKey, for example, do not commit the code to
public GitHub projects. Otherwise, your Alibaba Cloud account may be compromised.
DefaultProfile profile = DefaultProfile.getProfile(

"<your-region-id>", // region ID
"<your-access-key-id>", // AccessKey |ID of RAM account



"<your-access-key-secret>"); // AccessKey Secret of RAM account

Initiate a call

This document uses ECS as an example to illustrate how to use Alibaba Cloud Java SDK to make

a request:
1. Create an AcsClient client.

I AcsCient client = new Defaul t AcsCient(profile);

2. Create a request.

The naming convention for requests is ${ api Nane} Request . Where ${ api Nane} is the API

name, such as Descri bel nst ances.

When multiple product SDKs are used, different requests may have the same name.

Differentiate the request according to the package.

Descri bel nst ancesRequest request = new Descri bel nstancesRequest () ;
request . set PageSi ze(10) ;

request . set Connect Ti meout (5000); // Set the connection timeout to
5000 mlliseconds

request . set ReadTi neout (5000); // Set the read tineout to 5000
mlliseconds

3. Make a call and handle the response.

Descri bel nst ancesResponse response;
try {
response = client.get AcsResponse(request);
for (Describel nstancesResponse. | nstance i nstance: response.
getlnstances()) {
System out. println(instance. getPublicl pAddress());

} catch (ServerException e) {
e. printStackTrace();

} catch (dientException e) {
e.printStackTrace();



}

All the returned attributes are deserialized into the response. You can directly call r esponse.

get XXX() to obtain the response attributes.
i nstanceSt atus : = response. get St at us()

However, if an exception occurs or you want to obtain the original HTTP response, you can use

the doAct i on() method to obtain the original response.

Ht t pResponse response = client.doAction(request);

2.2 Endpoint management

An endpoint is the service entry of an Alibaba Cloud service. The endpoints of a service vary by
regions. For example, the endpoint of an ECS instance in the China (Hangzhou) region is ecs-
cn- hangzhou. al i yuncs. com but the endpoint is ecs. ap- nort heast - 1. al i yuncs. com
if the ECS instance is located in the Japan (Tokyo) region. Alibaba Cloud SDK has a built-in
endpoint addressing module. After a request is sent, Alibaba Cloud SDK will find the endpoint to

use according to the region ID and product ID that are specified when creating a client.
Exception handling

If an error occurs, such asSDK. | nval i dRegi onl Dor SDK. Endpoi nt Resol vi ngErr or , refer

to the following solutions to troubleshoot.

Error codes Error message |Resolution

SDK.InvalidReg | Can not find The current SDK version is too low. Please upgrade the

ionld endpoint to SDK core library al i yun-j ava- sdk- cor eto version
access. 2.9.0 or higher.

SDK.EndpointRe [No such region Please check your region ID.

solvingError <region-id>. You can call the Descri beRegi ons API to find the
Please check region ID.

your region ID.

SDK.EndpointRe |No endpoint for Solution:
solvingError product <product

id> * The current SDK version is too low. Please upgrade

the SDK core library al i yun-j ava- sdk- cor e to
version 2.9.0 or higher, and upgrade the product SDK

such as aliyun-java-sdk-ecs to the latest version.




Error codes Error message |Resolution

* Configure the endpoint to use directly. For more

information, see Set up an endpoint.

SDK.EndpointRe |No endpoint Cannot find the endpoint of the product in the specified
solvingError in the region < region. Solution:

region-id> for
product <product
-id>.

» The product may be not available in the specified
region. Please change the region ID accordingly.

* Upgrade the SDK core library al i yun-j ava- sdk-
cor e to the latest version to use the latest endpoint
addressing configurations. A new version of the SDK
core library will be released when the service endpoint
is changed.

* Configure the endpoint to use directly. For more

information, see Set up an endpoint.

Set up an endpoint directly

Refer to the following code to set up an endpoint for a request to use. See the APl documentation

of each product to find available endpoints.

Descri bel nst ancesRequest request = new Descri bel nst ancesRequest ();
/1 set up an endpoint for this request

confi guration. set Endpoi nt (" ecs-cn-hangzhou. al i yuncs. conl');

Descri bel nst ancesResponse response = client. get AcsResponse(request);

2.3 Configure STS token

Using your Alibaba Cloud AccessKey directly to develop applications will have potential security
risk. To enhance your account security, you can use the Security Token Service (STS) token

issued for a subaccount to access Alibaba Cloud services.
Introduction to STS token

Security Token Service is a cloud service that provides short-term access control for Alibaba
Cloud accounts (or RAM users). Through STS, you can issue an access credentials with custom
time limit and access right to federated users (users managed by your local account system).
Federated users can use STS short-term access credentials to call the Alibaba Cloud APls directly

, or log on to the Alibaba Cloud console to manage the authorized resources.

Using the STS token as an access credential has the following advantages:



» Using STS token will reduce the risks of a compromised AccessKey ID and AccessKey Secret,
particularly reducing risks for your mobile devices.
+ STS token has flexible permission control. You can control the access permission in a finer

granularity for products including SLB and ECS, according to the RAM role.

Note:
Make sure that the product you are calling supports STS.

Set up STS token
Two methods are available to set up the STS token:
+ Method 1: Use STS token directly

When using STS token directly, you need to maintain the STS yourself.

i mport com aliyuncs. Defaul t AcsCl i ent;
i mport com al i yuncs. aut h. Basi cSessi onCr edenti al s;
i mport com aliyuncs. ecs. nodel . v20140526. Descri bel nst ancesRequest ;
i mport com aliyuncs. ecs. nodel . v20140526. Descri bel nst ancesResponse;
i mport com aliyuncs. exceptions. dientException;
i mport com aliyuncs. profile.DefaultProfile;
public class SinpleSTSTokenSanpl e {
public static void main(String[] args) {
Basi cSessi onCredenti al s credentials = new Basi cSessi

onCredenti al s(

"<your-access-key-i d>",

"<your-access-key-secret>",

"<your -sessi on-t oken>"

DefaultProfile profile = DefaultProfile.getProfil e("<your-
region-id>");

Def aul t AcsClient client = new Defaul t AcsClient(profile,
credential s);

Descri bel nst ancesRequest request = new Descri bel nst ancesReq
uest () ;

try {
Descri bel nst ancesResponse response = client. get AcsResp

onse(request);
} catch (dientException e) {
Systemerr.println(e.toString());
}

where:

* region-idisthe ID of the region that you are using. You can obtain the region ID by
calling the Descri beRegi ons API.

*+ sts-access-key-id,sts-access-key-secret, and st s-sessi on-token are
credentials returned by calling the AssunmeRol e API.

+ Method 2: Use SDK to manage STS tokens



You can create a new NewClientWithRamRoleArn object to allow Alibaba Cloud Go SDK to

create and maintain STS tokens.

i mport com aliyuncs. Defaul t AcsCl i ent;
i mport com al i yuncs. aut h. Basi cCredenti al s;
i mport com al i yuncs. aut h. STSAssuneRol eSessi onCr edent i al sProvi der;
i mport com aliyuncs. ecs. nodel . v20140526. Descri bel nst ancesRequest ;
i mport com aliyuncs. ecs. nodel . v20140526. Descri bel nst ancesResponse;
i mport com aliyuncs. exceptions. dientException;
i mport com aliyuncs. profile.DefaultProfile;
public class UseRol eArnSanpl e {
public static void main(String[] args) {
Defaul tProfile profile = DefaultProfile.getProfil e("<your-
region-id>");
Basi cCredenti al s basi cCredentials = new Basi cCredenti al s(
"<your-access-key-i d>",
"<your-access-key-secret>"

STSAssunmeRol eSessi onCr edent i al sProvi der provider = new
STSAssuneRol eSessi onCr edent i al sProvi der (
basi cCredenti al s,
"<your-rol e-arn>",
profile

Def aul t AcsClient client = new Defaul t AcsClient(profile,
provi der) ;

Descri bel nst ancesRequest request = new Descri bel nstancesReq
uest ();

try {
Descri bel nst ancesResponse response = client. get AcsResp

onse(request);
} catch (dientException e) {
Systemerr.println(e.toString());

where:

* rol e-arnis the role resource descriptor. You can obtain it on the role details page from
the RAM console.

* rol e-sessi on-nane is a temporary role name. You can call the AssuneRol e API to
create a temporary identity. After the temporary identity is created, you can use the value
set for the Rol eSessi onNane parameter as the r ol e- sessi on- nane parameter in this

method.


https://ram.console.aliyun.com/role/list?spm=a2c4g.11186623.2.7.IjY04Z#/role/list

2.4 Use CommonRequest

If an Alibaba Cloud product does not provide an SDK for its APIs, you can use the generic calling
method (CommonRequest) to call the product APIs. By using the CommonRequest calling

method, you can call any API.
Characteristics of CommonRequest calling
The CommonRequest calling method has the following characteristics:

1. Light weight: You only need to download the core package, and do not need to download and

install all product SDKs.
2. Easy and convenient: You can use the latest API without updating the SDK.

3. Fast iteration: Updates are made often and are made available quickly.
Call an APl using CommonRequest

The APIs of Alibaba Cloud products can be classified into two types, RPC and RESTful styles.

The method of making a CommonRequest request varies based on the specific API type.

In general, the API required by the Act i on parameter belongs to the RPC type and the API
required by the Pat hPat t er n parameter belongs to the RESTful type. In general, all APIs in a
product are of the same type. Each API only supports calling of a specific type. Entering wrong

codes may call other APIs or receive the error message of Api Not Found.

To make a CommonRequest request, you must obtain the values for the following parameters.
You can obtain the values of these parameters from the APl documents at the Document Center.

Besides, you can obtain the parameters of an API through OpenAPI Explorer.

* Domain: The universal domain name of a product.

* Version: The version of the API, in the format of YYYY-MM-DD.

You can get the API version from the common parameters in the APl document of a product.

* APl information: The name of the API to call.

= If an APl is an RPC API, such as ECS and RDS, you must obtain the value of the Act i on

parameter and specify the API to call in the form of r equest . Api Nane = " <Acti on>"

For example, if the Action value of the ECS-Runlinstances APl is Runl nst ances, you can
use r equest . Api Nane = "Runl nst ances” to specify the API to call when making a

CommonRequest request.


https://help.aliyun.com/
https://api.aliyun.com/

= If an APl is a RESTful API, such as Container Service, you must obtain the value of the
Pat hPat t er n parameter and specify the RESTful path to call in the form of r equest .

Pat hPattern = "<Pat hPattern>".

For example, the Pat hPat t er n value of the CS-GetClusterList APl is / cl ust er s, you can
use request . PathPattern = "/cl usters" to specify the RESTful path when making

a CommonRequest request.
Example: Call an RPC API

The following code shows how to use the CommonRequest calling method to call the

Descri bel nst anceSt at us API:

i mport com al i yuncs. CommbnRequest ;
i mport com al i yuncs. ConmbnResponse;
i mport com aliyuncs. Defaul t AcsCl i ent;
i mport comaliyuncs.|Acsdient;
i nport com al i yuncs. exceptions. i ent Excepti on;
i mport com aliyuncs. exceptions. Server Excepti on;
i mport com aliyuncs. profile.DefaultProfile;
public class Sanple {
public static void main(String[] args) {
//Create a Default AcsCient instance and initialize it.
Defaul tProfile profile = DefaultProfile.getProfile(
"<your-region-id>", // your region ID
"<your-access-key-id>", // your AccessKey ID
"<your-access-key-secret>"); // your AccessKey Secret
| AcsCient client = new Defaul t AcsClient(profile);
/'l Create an APl request and set paraneters
ConmonRequest request = new ConmonRequest () ;
r equest . set Domai n("ecs. al i yuncs. cont') ;
request . set Ver si on("2014- 05- 26") ;
request . set Acti on(" Descri bel nst anceSt at us") ;
request . put Quer yPar anet er (" PageNunber", "1");
request . put Quer yPar anet er (" PageSi ze", "30");

try {
ConmonResponse response = client.get CoombnResponse(request

Systemout. println(response. getData());
} catch (ServerException e) {
/1 TODO Aut o-generated catch bl ock
e.printStackTrace();
} catch (dientException e) {
// TODO Aut o-generated catch bl ock
e.printStackTrace();

Example: Call a RESTful API

The following code shows how to use commonrequest to call the Container Service's view of all

cluster instance interfaces:

i nport com al i yuncs. CommponRequest ;



i mport com al i yuncs. ConmbnResponse;
i mport com al i yuncs. Def aul t AcsCl i ent;
i mport com aliyuncs.|Acsdient;
i mport com aliyuncs. exceptions. dientException;
i nport com al i yuncs. excepti ons. Server Excepti on;
i mport com aliyuncs. profile.DefaultProfile;
public class Sanple {
public static void main(String[] args) {
//Create a DefaultAcsCient instance and initialize it.
DefaultProfile profile = DefaultProfile.getProfil e(
"<Your-region-1D>", // your region ID
"<Your-access-key-1D>", // your AccessKey |ID
"<Your - access- key-secret>"); // your AccessKey Secr et
| AcsCient client = new Defaul t AcsCient(profile);
/'l Create an APl request and set paraneters
ConmonRequest request = new ConmonRequest () ;
request . set Domai n("cs. al i yuncs. com') ;
request . set Ver si on("2015-12- 15");
request.setUri Pattern("/clusters");

try {
CommonResponse response = client. get ConmonResponse(request

System out. println(response.getData());
} catch (ServerException e) {
/1 TODO Aut o-generated catch bl ock
e.printStackTrace();
} catch (dientException e) {
/1 TODO Aut o-generated catch bl ock
e.printStackTrace();

2.5 Handle errors

Alibaba Cloud Java SDK returns corresponding exceptions when an error occurs on the service
side or the SDK side. These exceptions contain detailed error information, including the error

code (ErrCode) and error message (ErrMsg).

You do not need to handle the exceptions returned by the Alibaba Cloud Java SDK. You only

need to resolve the errors returned by the service.

» Server Excepti on is the exception returned by the corresponding Alibaba Cloud service.

+ dient Excepti on is the exception returned by the Alibaba Cloud Java SDK.

For example, when the following error occurs, you have to modify the ID of the AccessKey

according to the error message.

com al i yuncs. exceptions. dient Exception: Invali dAccessKeyl d. Not Found
Speci fied access key is not found.

If you want to handle the client errors returned by the Alibaba Cloud Java SDK, refer to the

following example to write your codes:

try {



FooResponse response = client. get AcsResponse(request);
/'l Handl e the response

}catch (ServerException e){
/1 You can add your own error handling |ogic here
/'l For example, print the error nessage
System out. println("ErrorCode=" + e.getErrCode());
Systemout. println("Error Message=" + e.getErrMsg());
/[l If the problemis tricky, you can open a ticket and provide the
Requestld to us
System out. println("Responsel d=" + e.getRequestld());
}catch (Cient Exception e){
/1 You can add your own error handling |ogic here
/'l For example, print the error nessage
System out. println("ErrorCode=" + e.getErrCode());
Systemout. println("Error Message=" + e.getErrMsg());



3 Examples

3.1 ApsaraDB for RDS (Relational Database Service)

This tutorial uses the Cr eat eDBI nst ance API of ApsaraDB RDS to show you how to use

Alibaba Cloud Java SDK to create an ApsaraDB for RDS instance.

ApsaraDB for RDS (Relational Database Service) is a stable and reliable online database service

that supports the elastic scaling function. ApsaraDB for RDS is based on the Apsara distributed

system and high-performance storage of ephemeral SSD and supports MySQL, SQL Server, and
PostgreSQL engines. ApsaraDB for RDS offers a complete set of solutions for backup, recovery,

monitoring, migration, disaster recovery, and troubleshooting database operation and maintenanc

e.

Code example

Note:

Running the code in this example will create an ApsaraDB RDS instance and generate fees.

i mport
i mport
i mport
i mport
i nport
i mport
i mport
i mport
public

java.util . UU D

com al i yuncs. Def aul t AcsC i ent ;

com al i yuncs. | Acsd i ent;

com al i yuncs. exceptions. Cient Excepti on;

com al i yuncs. excepti ons. Ser ver Excepti on;

com al i yuncs. profile. Defaul t Profile;

com al i yuncs. rds. nodel . v20140815. Creat eDBI nst anceRequest ;
com al i yuncs. rds. nodel . v20140815. Creat eDBI nst anceResponse;
cl ass Deno {

public static void main(String[] args) {

();

I/ Create the DefaultAcsCient instance and initialize it.

DefaultProfile profile = DefaultProfile.getProfile(
"<Your-region-1D>", // your region ID
"<your-access-key-id>", // your AccessKey |ID
"<your-access-key-secret>"); // your AccessKey Secret

| AcsCient client = new Default AcsCient(profile);

/!l Create a request and set paraneters

Cr eat eDBI nst anceRequest request = new Cr eat eDBI nst anceRequest

request . set Engi ne(" MySQL") ;

request . set Engi neVersi on("5.7");

request . set DBl nst anceC ass("nmysqgl .nl. mcro. 1");
request . set DBl nst anceSt or age( 20) ;

request . set DBl nst anceNet Type("Intranet");

request . set Securityl PList("0.0.0.0/0");

request . set PayType( " Post pai d") ;

request . set DBl nst anceDescri pti on(" MyRds");
request.setd i ent Token(UUl D. randomJUl D().toString());

/1 Initiate a request and handl e the response or exceptions



Cr eat eDBI nst anceResponse response;
try {
response = client.get AcsResponse(request);
String dblnstanceld = response. get DBl nst ancel d() ;
System out . println("Create dblnstance success, instanceld
= " + dblnstancel d);
} catch (ServerException e) {
e.printStackTrace();
} catch (dientException e) {
e.printStackTrace();
}

3.2 Elastic Compute Service (ECS)
3.2.1 Create an ECS Instance

The example shows how to create an ECS instance by calling the Cr eat el nst anceRequest

APIL.
To create an ECS instance, obtain the following information:
* Image ID

Obtain the ID of the image to use by calling the Descri bel nages API.

* Instance types
Select the instance type to use. For more information, see Instance type families.

Code example

Note:

Running the code in this example will create an ECS instance and generate fees.

i mport java.util.UU D,
i mport com al i yuncs. Def aul t AcsC i ent;
i mport comaliyuncs.|Acsdient;
i mport com aliyuncs. ecs. nodel . v20140526. Createl nstanceRequest;
i mport com aliyuncs. ecs. nodel . v20140526. Creat el nst anceResponse;
i mport com aliyuncs. exceptions. dientException;
i mport com aliyuncs. exceptions. Server Excepti on;
i mport com aliyuncs. profile.DefaultProfile;
public class Denpo {
public static void main(String[] args) {
//Create a DefaultAcsCient instance and initialize it
DefaultProfile profile = DefaultProfile.getProfil e(
"<your-region-id>", // your region ID
"<your-access-key-id>", // your AccessKey |ID
"<your-access-key-secret>") // your AccessKey Secret
I AcsCient client = new Defaul t AcsCient(profile);
/1l Create an APl request and set paraneters
Creat el nst anceRequest request = new Creat el nst anceRequest () ;
request.setlmageld("alinux_17 01 64 20G cl oudinit_20171222. vhd



request . set | nst anceName(" MyEcsl nst ance") ;
request . set SecurityG oupl d("<your-security-group-id>");
request. setlnstanceType("ecs.tl.small");
request.setdient Token(UUl D. randomJUl D().toString());
/[l Initiate a request and handl e the response or exceptions
Cr eat el nst anceResponse response;
try {
response = client.get AcsResponse(request);
String instanceld = response. getlnstancel d();
Systemout.println("Create instance success, instanceld =
+ i nstancel d);
} catch (ServerException e) {
e.printStackTrace();
} catch (dientException e) {
e.printStackTrace();
}

3.3 Server Load Balancer (SLB)

This tutorial uses the Cr eat eLoadBal ancer API of SLB to show you how to use Alibaba Cloud

Java SDK to call SLB APls.

Alibaba Cloud Server Load Balancer (SLB) is a traffic distribution control service that distributes
the incoming traffic among multiple Elastic Compute Service (ECS) instances according to the
configured forwarding rules. It expands the service capabilities of the application and increases

the availability of the application.

Code example

Note:

Running the code in this example will create an SLB instance and generate fees.

i mport java.util.UU D
i mport com aliyuncs. Def aul t AcsCl i ent;
i mport com aliyuncs.|AcsCient;
i mport com aliyuncs. exceptions. d i ent Exception;
i mport com aliyuncs. exceptions. Server Excepti on;
i mport com aliyuncs. profile.Defaul tProfile;
i mport com aliyuncs. sl b. nodel . v20140515. Creat eLoadBal ancer Request ;
i mport com aliyuncs. sl b. nodel . v20140515. Creat eLoadBal ancer Response;
public class Deno {
public static void main(String[] args) {
//Create a DefaultAcsClient instance and initialize it.
DefaultProfile profile = DefaultProfile.getProfile(
"<Your-region-I1D>", // your region ID
"<your -access-key-id>", // your AccessKey ID
"<your-access-key-secret>"); // your AccessKey Secret

| AcsCient client = new Defaul t AcsClient(profile);

/Il Create a request and set paraneters

Cr eat eLoadBal ancer Request request = new Creat eLoadBal ancer Re
quest () ;

request . set LoadBal ancer Nane(" MyLoadBal ancer") ;



request . set AddressType("internet");
request . set d i ent Token(UUl D. randomJUl (). toString());
/'l Initiate a request and handl e the response or exceptions
Cr eat eLoadBal ancer Response response;
try {
response = client.get AcsResponse(request);
String | oadBal ancerld = response. get LoadBal ancerl d();
Systemout. println("Create | oadBal ancer success,

| oadBal ancerld = " + | oadBal ancerl d);

} catch (ServerException e) {
e.printStackTrace();

} catch (dientException e) {
e.printStackTrace();

}

3.4 Virtual Private Cloud (VPC)

This tutorial uses the Cr eat eVpc API of VPC to show you how to use Alibaba Cloud Java SDK to
call VPC APIs.

Virtual Private Cloud (VPC) is a private network established in Alibaba Cloud. VPCs are logically

isolated from other virtual networks in Alibaba Cloud. You have full control over your VPC, such as

specifying the IP address range of your VPC, and configuring route tables and network gateways

. You can also use Alibaba Cloud resources such as ECS, RDS, and SLB in your own VPC.

Code example

i mport
i mport
i mport
i mport
i mport
i mport
i mport
i mport
public

java.util . UU D

com al i yuncs. Def aul t AcsCl i ent ;

com al i yuncs. | Acsd i ent;

com al i yuncs. exceptions. d i ent Excepti on;

com al i yuncs. excepti ons. Server Excepti on;

com al i yuncs. profile. Defaul tProfil e;

com al i yuncs. vpc. nodel . v20160428. Creat eVpcRequest;
com al i yuncs. vpc. nodel . v20160428. Creat eVpcResponse;
cl ass Deno {

public static void main(String[] args) {

//Create a DefaultAcsClient instance and initialize it.

DefaultProfile profile = DefaultProfile.getProfile(
"<Your-region-1D>", // your region ID
"<Your-access-key-1D>", // your AccessKey |ID
"<your-access-key-secret>"); // your AccessKey Secret

| AcsCient client = new Default AcsCient(profile);

/Il Create a request and set paraneters

Creat eVpcRequest request = new Creat eVpcRequest () ;

request . set VpcNane(" MyVpc");

request.set G dr Bl ock("192. 168. 0. 0/ 16") ;

request.setdient Token(UUl D. randomJUl (). toString());

/1 Initiate a request and handl e the response or exceptions

Cr eat eVpcResponse response;

try {
response = client.get AcsResponse(request);
String vpcld = response. get Vpcl d();
Systemout.println("Create vpc success, vpcld =" + vpcld

} catch (ServerException e) {



e.printStackTrace();

} catch (dientException e) {
e.printStackTrace();

}



4 Errors and troubleshooting

The following are some common errors you may experience when using Alibaba Cloud SDK.

Potential causes and resolutions are shown for these commonly experienced errors. Submit your

problem to Alibaba Cloud through DingTalk group: 11771185, or GitHub Issue.

Ti meout Er r or

ti med out
4 times(3
for retry),
per haps we
shoul d have
the threshold
rai sed a
little?

out and all retry
attempts fail.

Error Code Error informatio | Cause: Resolution:
n
SDK. Can not The SDK cannot | Checks whether the provided region
CanNot Reso resol ve automatica ID and endpoint are correct. Run the
| veEndpoi nt endpoi nt, lly obtain the following codes to set the endpoint:
pl ease check [endpoint of the
t he user called product Pef Sl el | €. adflendpoi n
("cn-hangzhou", "cn-
gui de in the specified hangzhou", "Ecs", "ecs.
region. al i yuncs. cont');
SDK. Failed to SDK response You can use the cl i ent . doActi on
JsonUnmar s unmar shal deserialization (request) method to obtain the
hal Err or response fails. In most original HTTP response.
cases, it is
because the
response
structure received
by the SDK does
not conform to
the API metadata
. For example,
the fields do not
match or the
format is incorrect
SDK. The request The request times

* In scenarios such as cross-region
calls or low network quality, we
recommend that you increase the
timeout or the maximum number
of retries.

* If the problem persists and the

network quality is confirmed to be



https://github.com/aliyun/aliyun-openapi-java-sdk/issues

Error Code Error informatio | Cause: Resolution:
n
good, we recommend that you
open a ticket.
SDK. Your request [The APl only Add the following codes before
ServerError i s denied accepts HTTPS | sending a request:
-InvalidPro |as |ack of request and does '
request . set Prot oco
t ocol . NeedSsl [ssl protect not accept HTTP Pr ot ocol Type. HTTPS)
. Recomend request.
chttps://

error-center
.aliyun.com
st at us/ search
?Keywor d=

I nval i dPro

t ocol . NeedSsl
&sour ce=PopGwn
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