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1. fEiH RS Kafka 26 SR AEN SHiE2, 20 Consumer Group®&E R,
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5F%M: /K SDK & EHS

5.1VPCizA
ARl Java SDK Rl £ feonaivuligiid i1 2 A5l Kafka i) SDK {£ VPC FFEHCR .

SR—. EEEE
#M Maven AREHEIRESAN T :
1. #¥hN Maven i
#M Maven {REWRHIESINT :
/1 HBENI Kafka JIRS5HiiAIE 0.16.0.0, 25/ umdtil iz

<dependency>
<groupId>org.apache.kafka</groupId>
<artifactId>kafka-clients</artifactId>
<version>0.10.0.0</version>
</dependency>

2. HPUNALE
a. WEARESIMF: kafka.properties
5% DR TS
i REEA, WS RPN R BRI

bootstrap.servers="xxXXXXXXXXXXXXXXXXXXX"

## BCE Topic, wJBUMEMIIG EEIE Topic
topic=alikafka-topic-demo

## fit® Consumer Group, nJPfefEill&0d Consumer Group
group.id=CID-consumer-group—-demo

b. ImEACE S
HESH TR B

public class JavaKafkaConfigurer {
private static Properties properties;
public synchronized static Properties getKafkaProperties() {
if (null != properties) {
return properties;

}
[ IFRRBCE XM kafka.properties [JN%

Properties kafkaProperties = new Properties();
try {
kafkaProperties.load(KafkaProducerDemo.class.getClasslLo
ader () .getResourceAsStream("kafka.properties"));
} catch (Exception e) {
/] BN, FpEERRN
e.printStackTrace();

}

properties = kafkaProperties;



return kafkaProperties;

}
}

$B—: {FMH Java SDK XiXEE

BEHH:
AT Java SDK Jfill, KT HAMES R B, 2 WiHE] Kafka Demo J&,
NGV T
// Im#E kafka.properties
Properties kafkaProperties = JavaKafkaConfigurer.getKafkaProperties
03

Properties props = new Properties();

/] BEEEAR, BRI SREHTERN U R “BOMEA R
props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.
getProperty("bootstrap.servers"));

E:IN , ,
props.put(CommonClientConfigs.SECURITY_PROTOCOL_CONFIG, "PLAINTEXT");
// Kafka JHER)FFULTT
props.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG, "org.apache.
kafka.common.serialization.StringSerializer");
props.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG, "org.apache.
kafka.common.serialization.StringSerializer");

/] EREBESFNE
props.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);

/] ¥gi& Producer MR TEE, BMRREHREZEN, —HokB, —DERA—
Producer X% Hinf;

/] AR S TERE, A AZME)LNR, HAERKE, RFAEEE 5 1

KafkaProducer<Str1ng, String> producer = new KafkaProducer<Str1ng,
String>(props);

/] HiE—A Kafka if

String top1c = kafkaProperties.getProperty("topic"); //HEMBH Topic

, W GHIEZ )G, HE X
String value = "this is the message's value"; //{HBEHHNE

ProducerRecord<String, String> kafkaMessage = new ProducerRecord<
String, String>(topic, value);
try {

/1 RIEHR, P[4 Future X

Future<RecordMetadata> metadataFuture = producer.send(kafkaMessage) ;

[/ FIZIRTE Future WREGEER

RecordMetadata recordMetadata = metadataFuture.get();
System.out.println("Produce ok:" + recordMetadata.toString());
} catch (Exception e) {

/] EEEEIR

System.out.println("error occurred");
e.printStackTrace();

$IB=": {FHMH Java SDKiITIFHE

AliR
AFiE Java SDK M, R FHMIES A, ESWiEEY] Kafka Demo J&,


https://github.com/AliwareMQ/aliware-kafka-demos/?spm=a2c4g.11186623.2.13.56e26972EpvyM9
https://github.com/AliwareMQ/aliware-kafka-demos/?spm=a2c4g.11186623.2.14.56e26972EpvyM9

ZN/IVL IR

//#kafka.properties

Properties kafkaProperties = JavaKafkaConfigurer.getKafkaPr
operties();

Properties props = new Properties();

/BB, WG RSERTER R “BRIMEA R

props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaPrope
rties.getProperty("bootstrap.servers"));

/ TWRpo LLZ [l K SevF IR

[ TEABBIRRK, IRFGaaitm 2N, AR@id30000
props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 25000);
/ 18R po LU R KB

[ FERZEAZSATRR, WERpo LUKZHIE, MIAREE PiRpolLZ i BE, W
Sk — RGBS, 7R

props.put(ConsumerConfig.MAX_POLL_RECORDS_CONFIG, 30);
/ I RRRFIUETT

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG, "org.
apache.kafka.common.serialization.StringDeserializer");

props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG, "org
.apache.kafka.common.serialization.StringDeserializer");

/15 S BIR I SR, TR S i 2 RS
/B FR—ATHNHER I, SABHEHE

props.put(ConsumerConfig.GROUP_ID_CONFIG, kafkaProperties.
getProperty("group.id"));

/RS R G, WRAE K — AN S B

KafkaConsumer<String, String> consumer = new org.apache.kafka.
clients.consumer.KafkaConsumer<String, String>(props);

/BB RITopic, nfBUTRIZA

/ /WRGROUP_TD_CONFIGE—#, WITTRITop cft i e EmR—Ft
List<String> subscribedTopics = new ArrayList<String>();
/TAREEITHZ A Topic, W{EIXHladdi ZHim]

/ 1A Top clg BIRAEREH 5317 0
subscribedTopics.add(kafkaProperties.getProperty("topic"));

consumer .subscribe(subscribedTopics);

/ 1 TR B



while (true)({

try {

ConsumerRecords<String, String> records = consumer.
poll(1000);

/[ RFLE FIRPOLLZ RiTH BESEIX Se 2 ,  HLEFER AT
SESSION_TIMEOUT_MS_CONFIG

[ FEVOF— MBS H R, A5 RNuEHR
for (ConsumerRecord<String, String> record : records)

System.out.println(String.format("Consume
partition:%d offset:%d", record.partition(), record.offset()));

}
} catch (Exception e) {
try {
Thread.sleep(1000);
} catch (Throwable -[ignore) {

}

[/ B5ZE RS https://help.aliyun.com/knowledge_detail
/124136.html

e.printStackTrace();

5.2 RN
ASCR @ Java SDK /Bl & fondnfnidid i1 2 BA51 Kafka i) SDK 7E2 PIERSEBCR R
WL, W2 WHERA Kafka Demo (AMRR)
SE—: HREE
1. &I Maven fi
7™M Maven fREWKREICESINT :
/1B Kafka fR55uifiliAJ2o.10.0.0, 2Pt il izhA

<dependency>
<groupId>org.apache.kafka</groupId>
<artifactId>kafka-clients</artifactId>
<version>0.10.0.0</version>
</dependency>


https://github.com/AliwareMQ/aliware-kafka-demos/tree/master/kafka-java-demo

2. SASL ficE
THEBAF Kafka FIH SASL HLHI 2 P 5T B Oy ik,
a. B kafka_client_jaas.conf
HZ% DU RS T IE e :
KafkaClient {
org.apache.kafka.common.security.plain.PlainLoginModule required
username="" xXxXXXXXXXXXXXXXXXXXXXX"

PassWord="xXxXXXXXXXXXXXXXXXXXXX" }

s

Hrusernamefllpasswordn] BAMNEEBAS Kafka W95 B HERER
b. B¢# kafka_client_jaas.conf [z
kafka_client_jaas.conf (2R R LR, AL FMIMNEAETIRE OXHRR
kafka_client_jaas.conf j{#£/home/admin N, SZBiiBE B FERIESCN A K%
%) o
- BRI, KB JVM S8
-Djava.security.auth.login.config=/home/admin/kafka_client_jaas.

conf

- REEAREPIEESH (FEMIEE Kafka Producer fil Consumer J3ah 2 hi) :

System.setProperty("java.security.auth.login.config", “/home/

admin/kafka_client_jaas.conf");

3. SSLACE

NEMGER, TRRBAREANHST, HeHEEaRBEEh,
4. 2P o B

a. HERACE U kafka.properties
2% USRS TIB e :
## AR, BRI S RSERITER bR “SSLIEA R

bootstrap.servers="xxxXXXXXXXXXXXXXXXXXXX"

## REEH 5 QI Topic

topic=alikafka-topic-demo

## W& 802 Consumer Group


http://common-read-files.oss-cn-shanghai.aliyuncs.com/kafka.client.truststore.jks

group.id=CID-alikafka-consumer-group-demo
#ﬁp ssl HUEHRETE, demo wfy, THHNBIHCHRENHRA T, ARESHTHE] jar
## IXHBRBER HSt )y /home /admin, GFidfHMER N H CRISERR H 3%

ssl.truststore.location=/home/admin/kafka.client.truststore.jks

## sasl ggfg, demo iy, IGHUIBIHCHIENHS S, AREBHTEE] jar p
## XHUBRBEER H N /home /admin, JHICIHBECN H SRS H 5%

java.security.auth.login.config=/home/admin/kafka_client_jaas.conf

b. mEACE S

private static Properties properties;

public static void configureSasl() {
/7O -D el HE T R, XA
if (null == System.getProperty("java.security.auth.login.config
")) {
/ [HTERRS O ISEOREI OB ,
[ [ BABAZ AR — ARG IR, TRERHTEE] jar
System.setProperty("java.security.auth.login.config",
getKafkaProperties().getProperty("java.security.auth.login.config

"))
}
}

public synchronized static Properties getKafkaProperties() {
if (null != properties) {
return properties;

}
/1 RACE X kafka.properties KN%

Properties kafkaProperties = new Properties();

try {
kafkaProperties.load(KafkaProducerDemo.class.getClassLoader
() .getResourceAsStream("kafka.properties"));
} catch (Exception e) {

/[ EMERE LAY, PP S BIRE
e.printStackTrace();

}
properties = kafkaProperties;
return kafkaProperties;

S A Java SDK RiXEE
2N (AT
/1B sasl XfFEE

JavaKafkaConfigurer.configureSasl();

/ /¥ kafka.properties
Properties kafkaProperties = JavaKafkaConfigurer.getKafkaProperties

03

Properties props = new Properties();

/1 BEBFEARL, B & RSB PENG s i “SSLEZ AR ]
props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.
getProperty("bootstrap.servers"))

/BB SSL HUEBMRET, WIEE XXX B8 E 4



/145 sasl BEERM, oUFARERHTEE] jar
props.put(SslContigs.SSL_TRUSTSTORE_LOCATION_CONFIG, kafkaProperties.
getProperty("ssl.truststore.location"));

[ ARUES; store KR, CRFEFAZE
props.put(SslConfigs.SSL_TRUSTSTORE_PASSWORD_CONFIG, "KafkaOnsClient
")s

JTNDIY, EGSZHE SASL_SSL HHEEA
props.put(CommonClientConfigs.SECURITY_PROTOCOL_CONFIG, "SASL_SSL");
//SASL BRUT, RFEAZ

props.put(SaslConfigs.SASL_MECHANISM, "PLAIN");

//Katka HEHFHULTTN
props.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG, "org.apache.
kafka.common.serialization.StringSerializer");
props.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG, "org.apache.
kafka.common.serialization.StringSerializer");

/ RIS I ) ,
props.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);

//#3i& Producer W JEE, BMRREHRLEN, —BRB, — RN
Producer XfZHinf;

[ TMRER e rERE, WTABIIEILANNR, BAEKRE, BFAZEE 5 A
KafkaProducer<String, String> producer = new KafkaProducer<String,
String>(props);

[ I#3E—4> Katka JHE

String topic = kafkaProperties.getProperty("topic"); //{HEMBK Topic
. HERIEIE 2, B X

String value = "this is the message's value"; //HEBHNE

ProducerRecord<String, String> kafkaMessage = new ProducerRecord<
String, String>(topic, value);

try {
/1 RIEHE, FHIRH— Future X%

Future<RecordMetadata> metadataFuture = producer.send(kafkaMessage

[ TABFRTG Future XFRIIEEE

RecordMetadata recordMetadata = metadataFuture.get();

System.out.println(String.format("Produce ok: topic:%s partition:%
d offset:%d value:%s",

recordMetadata.topic(), recordMetadata.partition(),

recordMetadata.offset(), value));
} catch (Exception e) {

/ 1B BRI

[/ SZE RS https://help.aliyun.com/document_detail/124136.html

System.out.println("error occurred");

e.printStackTrace();

)3

HE:
W kafka-client BIRRA N 2.0.0 KA E, #HIMNLZELLFSEL:

props.put("ssl.endpoint.identification.algorithm", "");



$IB=: {EHH Java SDKITIFHEE
ARG
[/¥EE sasl XfFE

JavaKafkaConfigurer.configureSasl();

//#kkaftka.properties
Properties kafkaProperties = JavaKafkaConfigurer.getKafkaProperties

0

Properties props = new Properties();

/1 BEBIEARL, BRI S RSB PENG i R “SSLEZ AR ]
props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.
getProperty("bootstrap.servers"));

J/RE SSL RIEBIIETE, WL OX SO CrsE

/15 sasl BRI Bt PEtARERET Bl arth ,
props.put(SslContigs.SSL_TRUSTSTORE_LOCATION_CONFIG, kafkaProperties.
getProperty("ssl.truststore.location"));

J/RUED store Mymm, PG
props.put(SslConfigs.SSL_TRUSTSTORE_PASSWORD_CONFIG, "KafkaOnsClient

)
/TR, HEGSZRHER SASL_SSL &N
props.put(CommonClientConfigs.SECURITY_PROTOCOL_CONFIG, "SASL_SSL");
//SASL %R0 R, BRESA%E
props.put(SaslConfigs.SASL_MECHANISM, "PLAIN");
/1R poll > BRI SobFmIR \
[ EAEBAIRKR, M55 e tamSINER, A2l 30000
props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 25000);
/ /45 polL IR KRR . o
[[ERZEAZIIGRK, MR poll KEBHAE, MAREE MR poll ZHifHise, W
K WGBS, rE R
props.put(ConsumerConfig.MAX_POLL_RECORDS_CONFIG, 30);
/ BB WIRFHIETT R\ ,
props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG, "org.apache.
kafka.common.serialization.StringDeserializer");
props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG, "org.apache.
kafka.common.serialization.StringDeserializer");
/SRR, LR s 2 R
/IR FIR— AU b, 2 5 e ,
props.put(ConsumerConfig.GROUP_ID_CONFIG, kafkaProperties.getProperty
("grogp.id”)); .
//HETHRATR, WEAE R — AN 2
KafkaConsumer<String, String> consumer = new org.apache.kafka.clients.
consumer .KafkaConsumer<String, String>(props);
/I BEEHBAIT BN Topic, n[BLTHZA . N
/ /4N GROUP_ID_CONFIG j&—#¥, WIITRIf) Topic HmiEmR—FF

List<String> subscribedTopics = new ArraylList<String>();
//MBHIETHEA Topic, WHEIXH add JEZHm]
/18 Topic TREeesiml Gt T el
subscribedTopics.add(kafkaProperties.getProperty("topic"));
consumer.subscribe(subscribedTopics);

/ 1 RER R
while (true){
try {
ConsumerRecords<String, String> records = consumer.poll(1000);
/[ HE IR poll ZEiHSSEIX L EdE, HAEFEN ASE@IS SESSION_TI
MEOUT_MS_CONFIG
[ FEVOF— A LA oR I SR, A5 AR R



for (ConsumerRecord<String, String> record : records) {
System.out.println(String.format("Consume topic:%s
partition:%d offset:%d value:%s",
record.topic(), record.partition(), record.offset
(), record.value()));

} catch (Exception e) {
try {

Thread.sleep(1000);
} catch (Throwable -[dignore) {

}

/1S5 HE WIS https://help.aliyun.com/knowledge_detail/124136.
html

e.printStackTrace();

HER:
R kafka-client FIRRA R 2.0.0 J2PA E, REHIMNEE L FSE:

props.put("ssl.endpoint.identification.algorithm", "");
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