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1 TEE Proi BhRIER

uboot/kernel %iiFErE
TEE Pro%ii¥H i
Imagektfim

TEE Projighinift
SampleMiAfiir
Sample &35

BRI



2 Uboot/Kernel RiFIER

THi
2 R T ELBE NI AT R A

gcc-linaro-arm-linux-gnueabihf-4.9-2014.08_1l1inux

BEHA:
REhE

UboothkZs

uboot-imx-rel_imx_4.1.15_2.0.0_ga
TEAEH B

$ wget http://git.freescale.com/git/cgit.cgi/imx/uboot-imx.git/
snapshot/uboot-imxrel\_imx\_4.1.15\_2.0.0\_ga.tar.bz2
$ tar xjvf ~/uboot-imxrel\_imx\_4.1.15\_2.0.0\_ga.tar.bz2

Linuxhi 2~

linux-imx-rel_imx_4.1.15_2.0.0_ga
EER B -

$ wget http://git.freescale.com/git/cgit.cgi/imx/linux-imx.git/
snapshot/linux-imx-rel_imx_4.1.15_2.0.0_ga.tar.bz2
$ tar xjvf ~/linux-imx-rel\_imx\_4.1.15\_2.0.0\_ga.tar.bz2

i.MX6UL &
link-security-tee-pro-imx6ul-patch:

0001-uboot-add-tee-pro-support.patch
0001-linux-add-tee-pro-support.patch

iR
TF#HbiL: TEE pro iRAIR


https://releases.linaro.org/archive/14.08/components/toolchain/binaries/
https://iot.aliyun.com/products/tee?spm=a2c56.193971.1016405.16.666025c8S5z89k

Uboot patch

#0001-uboot-add-tee-pro-support.patch& JHluboot-imx-rel_imx_4.1.15_2.0.0_ga [F]
FHFKTF, isiTm2:

W -nnr--n--n

i

patch -pl < 0001-uboot-add-tee-pro-support.patch
cd uboot-imx-rel_imx_4.1.15_2.0.0_ga

export CROSS_COMPILE=arm-linux-gnueabihf-

make ARCH=arm mx6ul_14x14_evk_tee_defconfig

make ARCH=arm

A ROL A

uboot-imx-rel_imx_4.1.15_2.0.0_ga/u-boot.imx

Linux patch

1#0001-linux-add-tee-pro-support.patch & F-fillinux-imx-rel_imx_4.1.15_2.0.0_ga [{%k
H3T, Baiime:

-

patch -pl < 0001-linux-add-tee-pro-support.patch
cd linux—imx-rel_imx_4.1.15_2.0.0_ga

make ARCH=arm 1imx_v7_defconfig

make ARCH=arm zImage

make ARCH=arm 1imx6ul-14x14-evk.dtb

U1 N AR

linux-imx-rel_imx_4.1.15_2.0.0_ga/arch/arm/boot/zImage
linux-imx-rel_imx_4.1.15_2.0.0_ga/arch/arm/boot/dts/imx6ul-14x14-evk.
dtb

i.MX6QP F&

link-security-tee-pro-imx6qp-patch:

0001-uboot-add-tee-pro-support.patch
0002-uboot-add-6qp-tee-support.patch
0001-linux-add-tee-pro-support.patch
0002-Tinux-add-6qgp-tee-support.patch

Uboot patch
1#%0001-uboot-add-tee-pro-support.patch, 0002-uboot-add-6qp-tee-support.patch® ¥

fil uboot-imx-rel_imx_4.1.15_2.0.0_ga [ H®F, i&f7i4:

wrn-n-nn

patch -pl < 0001-uboot-add-tee-pro-support.patch
patch -pl < 0002-uboot-add-6qp-tee-support.patch
cd uboot-imx-rel_imx_4.1.15_2.0.0_ga

export CROSS_COMPILE=arm-linux-gnueabihf-

make ARCH=arm mx6qpsabresd_config



S make ARCH=arm
S S

uboot-imx-rel_imx_4.1.15_2.0.0_ga/u-boot.imx

Linux patch

1#%0001-linux-add-tee-pro-support.patch, 0002-linux-add-6qp-tee-support.patch & FFi
linux-imx-rel_imx_4.1.15_2.0.0_ga FI#HZXF, i&fim4:

patch -pl < 0001-linux-add-tee-pro-support.patch
patch -pl < 0002-linux-add-6qp-tee-support.patch
cd linux—imx-rel_imx_4.1.15_2.0.0_ga

make ARCH=arm 1imx_v7_defconfig

make ARCH=arm zImage

make ARCH=arm imx6qp-sabresd.dtb

-

RO

linux-imx-rel_imx_4.1.15_2.0.0_ga/arch/arm/boot/zImage
linux-imx-rel_imx_4.1.15_2.0.0_ga/arch/arm/boot/dts/imx6qp-sabresd.dtb



3 Image /RFRIERE

Uboot
ST ERAubootBER A%, 1§4F2E RN u-boot.imx K FITF LA

Kernel
BSEIF RO uboOtIUETTi 1%, H54i%ERIN zImage Al DTB SCEERET: I & AR

tee.img
&% zInage SIPFRYEHIIL, ¥ tee.img BWTIFRMH zImage FIZH s

HJPEM, RSk, HIMBLinuxaiSPORIT. 84 il EI{Eubootiai 2174 A ai
2RMEIIT
i.MX6UL:

run findfdt;run loadfdt;run loadimage;fatload mmc 1:1 Ox84000000 tee.
img;run mmcargs;bootm Ox84000000 - Ox83000000

i.MX6QP:

run findfdt;run loadfdt;run loadimage;fatload mmc 1:1 0x20000000 tee.
img;run mmcargs;bootm 0x20000000 - 0x18000000



4 TEE Pro Brhiiiz

HIFEMR, RGSHNEY, HIIMMLinuxii ZHR%F. K& 0l PE uboot WA 1A
2 R IMETT
1.MX6UL:

run findfdt;run loadfdt;run loadimage;fatload mmc 1:1 0x84000000 tee.
img;run mmcargs;bootm Ox84000000 - 0x83000000

i.MX6QP:

run findfdt;run loadfdt;run loadimage;fatload mmc 1:1 Ox20000000 tee.
img;run mmcargs;bootm 0x20000000 - O0x18000000

fillogTEN
1, JAahlog

c 2ok o 2o 2o e 2o e Dok D oo e oo e Db o e e e Do ek oot 2o oo e oo e Do e Do oo e ool e oo e e e e e ek e e
* Alibaba Cloud Link Security TEE Pro

* This is a trial version!!!
* Version number: 1.0.4.
e e e e e e e e e e e s s e e e e e e e s e e e e s e e e s v e e o

2, MI4KTEESEHog

TZDD Version: 1.0.4

TEE Debug: buf: 0xbee99800, size: 0x66400, ctl: Oxbf099800
TEE Debug Buf: 0xbee99838, size: 0x662c8, ctl: Oxbfo99800
I tzdd proxy thread(228) tzdd proxy thread: cpu id(0)

3, ¥E3xtlog

Freescale 1.MX Release Distro 4.1.15-2.0.0 imx6qgdlsolo /dev/ttymxc@

imx6qdlsolo login:

REtstdSFIRTE
1, 7EFFEMR linux FEHRBIE /tee H3%
2, ¥ tstd FEIFEHIE] tee Hx
3, fitee H M tst Hx



4, BITMZ .Jtstd ./tst & Ja3) tstd PP HERE

TEE Pro/gzh5EEE



5 Sample X5

PAXORFEF M

T A
2SR GET RN T R HERFRA

gcc-linaro-arm-linux-gnueabihf-4.9-2014.08_11inux

BeHA:
NEHhE

%1% TA (Trust Application)
% PATH=~/gcc-linaro-arm-linux-gnueabihf-4.9-2014.08_linux/bin: $PATH Jii
A~/.bashrc

1, 7 sample/xor/tw H3 FIT make —f Makefile.sdk
2, Y451 Hat2E 2 ta_xor.bin

E R FTEtee.img

HilgmiEE R ta_xor.bin 3| $/tw/tools H

Bl $/tw/bin/ Hx PR atf.bin, tee.bin #| $/tw/tools Hi
BfFm% ./srv_tk add -b tee.bin -s ta_xor.bin -o tee.bin
BITA . /rel.sh

LIRSl I TS tee.img

MR tee.img MR SCIIAREFEZIT

%mi¥ CA (Client Application)
% PATH=~/gcc-linaro-arm-linux-gnueabihf-4.9-2014.08 _linux/bin:$PATH I A
~[.bashrc, £ samples/xor/ntw H3 FfT “make -f Makefile.sdk”

=i H B BRATI S ca_xor

IZ{TCA

L, BESHUERREY) tee.img JSE )T AN
2, R BRI ca_xor HFIZIERTIEIT M AR tee Htrp


https://releases.linaro.org/archive/14.08/components/toolchain/binaries/

3, i&fr ./ca_xor

IBITER
LN SR

root@imx6qgdlsolo:~# ./ca xor
i ut->page_table = 0x0216e680

xor result Ox00000001
a=0; b=1; c=a ~b: 1




6 A FF & 1t BA

CA Sample

/* UUIDFICMDREMTAHRIE PRFF—F */
#define UUID_XOR { 0x13245768, Oxacbhd, Oxcedf, \
{ 0x01, 0x12, 0x23, 0x34, 0x45, 0x56, Ox67, OX78
ol

#define CMD_XOR (6x01234567)

/* BEEUUID, XWTA, HATAHME—FIUUID */
static const TEEC_UUID _g_uuid_xor = UUID_XOR;

int main(int argc, char xargv[])

{
unsigned int a=0,b=1, c=0;
TEEC_Context context;
TEEC_Session session;
TEEC_Operation operation;
TEEC_Result result = TEEC_SUCCESS;

_DEPRESS_UNUSED_WARNING (argc);
_DEPRESS_UNUSED_WARNING (argv) ;

/* Stepl: #ltgfkContext */

result = TEEC_InitializeContext(NULL, &context);

if (result != TEEC_SUCCESS) {
ERR_LOG("TEEC_InitializeContext", result);
goto cleanupl;

}
/* Step2: FIH MM TASession */

result = TEEC_OpenSession(&context, &session,
&_g_uuid_xor, TEEC_LOGIN_USER, NULL, NULL, NULL);
if (result != TEEC_SUCCESS) {
ERR_LOG("TEEC_OpenSession", result);
goto cleanup2;

}

/* VIR RIS, MR85, A N5 */
operation.paramTypes = TEEC_PARAM_TYPES (
TEEC_VALUE_INPUT, TEEC_VALUE_INPUT,
TEEC_VALUE_OUTPUT, TEEC_NONE) ;

operation.params[0].value.a = a;
operation.params[1l].value.a = b;
operation.params[2].value.a = c;

/* Step3: JFREGHRRIGZIM */
result = TEEC_InvokeCommand(&session, CMD_XOR, &operation, NULL);
if (result != TEEC_SUCCESS) {
ERR_LOG("TEEC_InvokeCommand", result);
goto cleanup3;

}

Cc = operation.params[2].value.a;

printf("a = %d; b = %d; c = a » b: %d\n", a, b, c);



cleanup3:
/* Step4: K[f|Session */
TEEC_CloseSession(&session);
cleanup2:
/* Step5: BjiContext */
TEEC_FinalizeContext(&context);
cleanupl:
return result;

TA Sample

/* UUIDRMICMDRSEHICAML Y SUPRKF—58L */
#define UUID_XOR { 0x13245768, Oxachd, Oxcedf, \
{ 0x01, 0x12, 0x23, 0x34, 0x45, 0x56, Ox67, OX78
o}
#define CMD_XOR (0x01234567)
static TEE_UUID xor_uuid = UUID_XOR;

static TEE_Result _TA_CreateEntryPoint(void)

{
return TEE_SUCCESS;
h
static void _TA_DestroyEntryPoint(void)
{
return;
h

static TEE_Result _TA_OpenSessionEntryPoint(
uint32_t paramTypes, TEE_Param params[4], void **sessionCon
text)

/* CAlfjOpenSessionph NN BER/ERT AT */
return TEE_SUCCESS;

h
static void _TA_CloseSessionEntryPoint(void *sessionContext)
{
return;
+

/* CAJJHInvokeCommand bR iRf 4 LAl I A Moy */

static TEE_Result _TA_InvokeCommandEntryPoint(
void *sessionContext, uint32_t commandID,
uint32_t paramTypes, TEE_Param params[4])

if (TEE_PARAM_TYPES(
TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_VALUE_INPUT,
TEE_PARAM_TYPE_VALUE_OUTPUT,
TEE_PARAM_TYPE_NONE) != paramTypes) {
return TEE_ERROR_BAD_PARAMETERS;

}

if (CMD_XOR != commandID) {
return TEE_ERROR_BAD_PARAMETERS;
+



params[2].value.a = params[0].value.a " params[l].value.a;
TEE_Print("xor result 0x%08x\n", params[2].value.a);

return TEE_SUCCESS;
}

TEE_SRV_INFO_START(
_TA_CreateEntryPoint,
_TA_DestroyEntryPoint,
_TA_OpenSessionEntryPoint,
_TA_CloseSessionEntryPoint,
_TA_InvokeCommandEntryPoint)
TEE_SRV_PROP_UUID("gpd.ta.appID", UUID_XOR)
TEE_SRV_PROP_BOOL ("gpd.ta.singleInstance", false)
TEE_SRV_PROP_BOOL ("gpd.ta.multiSession", true)
TEE_SRV_PROP_BOOL ("gpd.ta.instanceKeepAlive", false)
TEE_SRV_PROP_INT("gpd.ta.dataSize", 0x1000)
TEE_SRV_PROP_INT("gpd.ta.stackSize", 0x800)
TEE_SRV_INFO_END

s



7 FIRUES

Value

Description / Cause

0x00000000

The operation was successful.

TEEC ERROR_GENERIC

OxFFFEF0000

Non-specific cause.

TEEC ERROR_ACCESS DENIED

OxFFFF0001

Access privileges are not sufficient.

TEEC ERROR_CANCEL

OXFFFEFO0002

The operation was cancelled.

TEEC ERROR ACCESS CONFLICT

OxFFFEO003

Concurrent accesses caused conflict.

TEEC ERROR EXCESS DATA

OxFFFF0004

Too much data for the requested operation
was passed.

TEEC ERROR_BAD FORMAT

OXFFEFEFO005

Input data was of invalid format.

TEEC ERROR BAD PARAMETERS

OxFFEFF0006

Input parameters were invalid.

TEEC_ERROR_BAD_STATE

OxFFFFEO007

Operation is not valid in the current state.

TEEC ERROR_ITEM NOT_ FOUND

OxFFFF0008

The requested data item is not found.

TEEC ERROR_NOT IMPLEMENTED

OxFFFF0009

The requested operation should exist but
is not yet implemented.

TEEC ERROR NOT SUPPORTED

OxFFFFOO0OA

The requested operation is valid but is not
supported in this Implementation.

TEEC_ERROR_NO DATA

OxFFFFO0O0B

Expected data was missing.

TEEC ERROR_OUT_OF MEMORY

OxFFFFOO0OC

System ran out of resources.

TEEC_ERROR_BUSY OXFEFFF000D [ The system is busy working on something
else.

TEEC ERROR_COMMUNICATION 0xFFFF000E | Communication with a remote party failed.

TEEC_ERROR SECURITY 0=FFFFOO00F | A security fault was detected.

TEEC ERROR SHORT BUFFER 0xFFFF0010 [ The supplied buffer is too short for the

generated output.
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