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1.2 —REc MR EHE
FreARE AL — BRI 75 SRR BN WL LRI 15

HRIEE
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1. FHlapprinahhne ik i fISSIDAIE T,
2. B AE WLl o B4 SDK.,

3. SDKfi##&2ISSIDAEM G, TEMASTHHAL_Awss_Connect_Ap () #%1, B&MIAEER: Lk
4.)1_:.:0
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FHAppRE AR B R, I B2 &l BUER HMGEIH RS R, RPN —RECMHAL
IR B IE,
1. 7EFHL LM App.
© AhRAppHI FEBIIZ WHunique_6.,
- ARRAppIE AT DA I R IR —4ER) R,
C SRR EEAR A, HAEEMRR R RITRINApD, IBAWHMBER) BRI APp.



2. BERCM AP, RIEHSL,
a) FOLER R R EOEE RPN, WO ORI B &5 2E R 80 ) F JCRH Y.
b) I 4ER R, R DU SO R IR 4R,
c) ¥IFFELMApp, H#iZE 4,
d) SARRIERER, Bl P,
e) HliIRIIAENER, KEEhLH,
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ABENIAMESEEBRESR

BT HDRSE AR, P TR=A1T P8, M E A S FIHAL_XXX O I T2 X 5il, 8
dithk R #

+-- 1dnclude

| +-- hal_awss.h

| +-— hal_common.h

| +-- jeee80211.h

| +-- jeee80211_radiotap.h

| +-— smartconfig_ieee80211.h
| +-- zconfig_protocol.h

+

+-- hal_awss.c

+-- haltest.c

+-- jeee80211.c

+-— smartconfig_ieee80211.c
+-- TestProbeRx.c

+-— wrapper.c

1. ¥src/wrapper. cHHFTEHAL_XXX () BN ISR HORIE & H AR SR,
2. BBWE sre/wrapper.c A BRI SCFHES] B SR EFE,

3. M¥iinclude/hal_awss.h3(fF, HPFIENEEver fiy_xxx () FRBMEE, &4 HME
Bl ARUE—FIZAHAL _XXX () L,

4, IEFESEMEFEAL, JAHBNEEverify_xxx()o
FWRTTE:, WBAZ#Esrc/haltest. e EHIBEEGE TR,

#include <stdio.h>
#include <unistd.h>
#include "hal_common.h"

#define TEST_SWITCH_CHANNEL_INTERNVAL_MS (250)

int main(int argc, char *argv[])
{
int time_passed = 0;
uint8_t bssid[ETH_ ALEN] = {0x11,0x22,0x33,0x44,0x55,0x66};

verify_awss_preprocess();
verify_awss_close_monitor();
verify_awss_open_monitor();

while(1) {
if (time_passed > 10 *1000) {
break;
}

verify_awss_switch_channel(switch_channel());
usleep (TEST_SWITCH_CHANNEL_INTERNVAL_MSx1000) ;
time_passed += TEST_SWITCH_CHANNEL_INTERNVAL_MS;


https://code.aliyun.com/edward.yangx/public-docs/raw/master/progs/smartconfig_hal_test.zip

verfiy_awss_connect_ap (5000, "ssid", "passwd", AWSS_AUTH_
TYPE_WPAPSKWPA2PSK, AWSS_ENC_TYPE_AES, bssid, 6);

verify_awss_get_ap_info();

verify_awss_net_is_ready();

return 0;

}

5. S A H CHALSCEUR B 0 TR, ISR verd fy_xoox () XRMBIBTHH, K
R H CRIHAL_XXX () SR 1.

6. SE AL, FWHHALZM,
SEA—SERCPIEES, TR B X S L HA LR LRI,

- verify_awss_preprocess

XHAL_Awss_Get_Timeout_Interval_Ms, HAL_Awss_Get_Channelscan_Inter
val_MsHIHAL_Wifi_Get_Maci#fTHMN, HHEHALREMNAEESEIE, REFAH,

/***********************************************/

/* Verify HAL_Awss_Get_Timeout_Interval_Ms */
/* Awss Timeout Interval Ms: 600000 ms */
/***********************************************/

/***********************************************/

/* Verify HAL_Awss_Get_Channelscan_Interval_Ms x/
/* Awss Channel Scan Interval Ms: 250 ms */
/***********************************************/

/***********************************************/
/* Verify HAL_Wifi_Get_Mac */
/* Wifi Mac: 11:22:33:44:55:66 */
/***********************************************/

/***********************************************/

/* Verify HAL_Awss_Switch_Channel In Loop * /
/***********************************************/

- verify_awss_open_monitor
PHAL_Awss_Open_Moni toriifs Eilll,
PR B HE A BT HC M Ap p 12 A& IR HE M 6 5L

it H A i B R PSR R A%,  HrP A SmartConfig Start Frame |
SmartConfig Group Frame , SmartConfig Data Frame k¢, B4 i Wi ny 4
FE U — S P P el R
/***********************************************/

/* Verify HAL_Awss_Open_Monitor * /
[ Kk kk ok ok k kKK KKK KKK hhkkkokkkkk kKRR K Kk kkkkkkkkk kK k% [

| Frame Type | Direction | Packet Length |
Channel |



| SmartConfig Data Frame | FromDS | 1256 (Ox04E8) | 8

| SmartConfig Start Frame | FromDS | 1248 (Ox04EQ) | 8
| | SmartConfig Data Frame | FromDS | 1256 (Ox04E8) | 8
| | SmartConfig Data Frame | FromDS | 0532 (0x0214) | 9
| | SmartConfig Data Frame | FromDS | 0288 (0x0120) | 1
| | SmartConfig Data Frame | FromDS | 0457 (0x01C9) | 3
| | SmartConfig Group Frame | FromDS | 1002 (OxO03EA) | 4
| | SmartConfig Group Frame | FromDS | 0994 (0x03E2) | 4
| | SmartConfig Data Frame | FromDS | 0284 (0x011C) | 4
| | SmartConfig Data Frame | FromDS | 0421 (0x01A5) | 4
| | SmartConfig Data Frame | FromDS | 0413 (0x019D) | 4

- verify_awss_close_monitor
MHAL_Awss_Close_Monitori T HM, W% el DAFHgHe: ikt Wi,

/***********************************************/

/* Verify HAL_Awss_Close_Monitor * /
/***********************************************/

- verify_awss_switch_channel

MHAL_Awss_Switch_Channe UHfTHIN, W2 n] DAEmiUIslfs & MWiFifs
H (1-13) .

- verfiy_awss_connect_ap

MHAL_Awss_Connect_ApiHTHM, M2 E 0 DARIESSIDMEN, EHEIHEEMAPR

N0

/***********************************************/
/* Verify HAL_Awss_Connect_Ap */
/* Result: © */
/***********************************************/

Hrp, ResultMHENOZORRY), J-1F0R-50,

- verify_awss_get_ap_info

MHAL_Wifi_Get_Ap_InfoilEf7 Hl, WA vl DULFIHBUEAPRUHIIEEG R, I
VRZAEE, RESITEHFEREINssid. Hi%flbssid,

/***********************************************/

/* Verify HAL_Wifi_Get_Ap_Info *x/
/ * Result: 0 */
/* SSID: test_ssid */

/* PASSWD: test_passwd */



/* PASSWD: test_bssid */
/***********************************************/

Hrp, JCie¥ R @ik LHEE, ResultHIEA MO,

- verify_awss_net_is_ready
XHAL_Sys_Net_Is_ReadydTHM, WERSMHMIZHEG, SIREHATMISARE,

/***********************************************/
/* Verify HAL_Sys_Net_Is_Ready */
/* Result: 0 * /
/***********************************************/

Hrp, ResultHMENoZ R TIEMIRE, EN1FRETAREMIRE,

1.3 ZEREHE
ARV BT R R B 5 WV RIR Y735,
HRIEE

TR AIFRC I B & R — A BT (Probe Request) RYRIEMEEWTWIFifl SCRIRES), B
HNESE R,

Wiresharkill& 555%

Windows R IE L8 WiFi iUMEES H MR, M $2 WireShark SAFHIIAE]
. FBA—H MACRZL,

1. fEMacHiibiZEWiresharkft.
kiR Capture Optionsi {75 &,

[ XON } ™ mk3060_tt_test_01_send_probe_request.pcapng
A= R B ] & Q @ IF
[ | ((wlan.tag.number == 221) && (wlan.da == ff:ff:ff:ff:ff:ff)) && (wlan.tag.vendor.oui.type == 171) = v | Expression.. o
No. Time Source Destination Protocol Length Info
19856 121.073516 Shanghai_l.. Broadcast 802.11 129 Probe Request, SN=1740, SSID=Wildcard (Broadcast)
19884 121.312806 Shanghai_l.. Broadcast 802.11 129 Probe Request, SN=1741, SSID=Wildcard (Broadcast)
19922 121.552809 Shanghai_l.. Broadcast 802.11 129 Probe Request, SN=1742, SSID=Wildcard (Broadcast)

19987 121.796171 Broadcast 802.11 129 Probe Request, SN=1744,

20012 122.033100 Broadcast 802.11 129 Probe Request,
.273129 Broadcast

20084 122.513037 = Broadcast Probe Request,

20128 122.753071 Shanghai_l.. Broadcast 802.11 129 Probe Request,

SSID=Wildcard (Broadcast)
SSID=Wildcard (Broadcast)
(Broadcast)
(Broadcast)
SSID=Wildcard (Broadcast)

%)

20201 122.993349 Shanghai_l.. Broadcast 802.11 129 Probe Request, SN=1751, SSID=Wildcard (Broadcast)
20271 123.233041 Shanghai_l.. Broadcast 802.11 129 Probe Request, SN=1752, SSID=Wildcard (Broadcast)
20305 123.474529 Shanghai_l.. Broadcast 802.11 129 Probe Request, SN=1753, SSID=Wildcard (Broadcast)
20372 123.712902  Shanghai_l.. Broadcast 802.11 129 Probe Request, SN=1755, SSID=Wildcard (Broadcast)
20437 123.953031 Shanghai_l.. Broadcast 802.11 129 Probe Request, SN=1756, SSID=Wildcard (Broadcast)
20532 124.192844 Shanghai_l.. Broadcast 802.11 129 Probe Request, SN=1758, SSID=Wildcard (Broadcast)
20555 124.432822 Shanghai_l.. Broadcast 802.11 129 Probe Request, SN=1759, SSID=Wildcard (Broadcast)
20579 124.673043  Shanghai 1.. Broadcast 802.11 129 Probe Reguest. SN=1760. FN=0. . SSID=Wildcard (Broadcast)

Supported Rates: 6(B) (0x8¢c)
Supported Rates: 9(B) (0x92)
Supported Rates: 12(B) (0x98)
Supported Rates: 18(B) (@xa4)
v Tag: Extended Supported Rates 24(B), 36, 48, 54, [Mbit/sec]
Tag Number: Extended Supported Rates (50)
Tag length: 4
Extended Supported Rates: 24(B) (0xb@)
Extended Supported Rates: 36 (0x48)
Extended Supported Rates: 48 (0x60)
Extended Supported Rates: 54 (0x6c)
v Tag: Vendor Specific: Alibaba Cloud Computing Ltd.



2. fitE Wireshark & MM uiz,

RIESE A Interface, {UNRRwifi interface, JFHAEHHE) Promiscuous Hl
Monitor PR EI,

® [ M Wireshark - Capture Interfaces
m Output  Options
terface Traffic Link-layer Header Promisci ¥naplen (B) Buffer (MB) |Monitc

Wi-Fi: en0 802.11 plus radiotap header v Jefault

p2p0 _ Raw IP default 2
awdl0 _ Ethernet default 2
Thunderbolt Bridge: bridge0 _ Ethernet default 2 —_
utun0 _ BSD loopback default 2 —_
Thunderbolt 1: en1 . Ethernet default 2 —_
Thunderbolt 2: en2 _ Ethernet default 2 -

- Loopback: lo0 _ BSD loopback default 2 —
gifo _ BSD loopback default 2 —
Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: Enter a capture filter ... - Compile BPFs

Help Close m

SEIFRM L EHE
FIfTSCBIHAL _Wi fi_Send_80211_Raw_Framef [T RALE KM K%, SDKE K I%IX
Pl R BB RS
1. SEPIHAL_Wifi_Send_80211_Raw_Frame (), KAEHRSCITEVRGHFS Lt —dEkI%eE,
2. FEMWIA T HIFEM TestProbeTx.c.
3. RBEIBRIE SRR Local_mactiih A L MACHIE,
4. JAIIPERE A AR P ver fy _raw_framebd%L,


https://code.aliyun.com/edward.yangx/public-docs/blob/master/docs/TestProbeTx.c

5. @I WireShark kP eL, EBZGINEHERNGE R, PARIRENIRSOIIEG 2 BF AR,
% (wlan.da == ff:ff:f:ff:ff:ff) && (wlan.tag.vendor.oui.type == 170) i 385%4, i
EWireShark ik ML i,

:ff)&& (wlan.tag.vend

Source Destination Protocol Info
Broadcast z Probe Request, SSID=Wildcard (Broadcast)

Broadcast 2 Probe Request, SSID=Wildcard (Broadcast)
E s Broadcast x Probe Request, ¥ SSID=Wildcard (Broadcast)
.833217 i H Broadcast . Probe Request, SN=59, FN=0, u SSID=Wildcard (Broadcast)
.473322 i H Broadcast : Probe Request, SN=65, FN=0, u SSID=Wildcard (Broadcast
.747430 i 5 Broadcast . Probe Request, SN=66, FN=0, & SSID=Wildcard (Broadcast
.019212 i : Broadcast 2 Probe Request, SN=67, FN=0, " SSID=Wildcard (Broadcast)
.209198 i . Broadcast . Probe Request, SN=75, FN=0, . SSID=Wildcard (Broadcast)
.029214 i B Broadcast a Probe Request, SN=78, FN=0, s SSID=Wildcard (Broadcast)
.303568 Shanghai_10:58:1f Broadcast . Probe Request, SN=79, FN=0, Sl SSID=Wildcard (Broadcast
Frame 19815: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits) on interface @
Radiotap Header v@, Length 25
802.11 radio information
IEEE 802.11 Probe Request, Flags: ........ ©
IEEE 802.11 wireless LAN
Tagged parameters (89 bytes)
Tag: SSID parameter set: Wildcard SSID
Tag Number: SSID parameter set (@)
Tag length: @
SSID:
Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6(B), 9(B), 12(B), 18(B), [Mbit/sec]
Tag: Extended Supported Rates 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Alibaba Cloud Computing Ltd.
Tag Number: Vendor Specific (221)
Tag length: 69
OUI: d8:96:e@ (Alibaba Cloud Computi
Vendor Specific OUI Type: 170
Vendor Specific Data: aa@10a74745f746573745f3031000b6131583262456€5038. ..

Hrp, vendor MEREXMOUIL, ki%JilH, OUIRIREIA170,
SN EMHE
SDKFEEH P HATI9IMHAL_Awss_Open_Mon-itor, #ZEKIETRACNZ Wi, SDKidid m
VA RS B4 SR SSTD I A o
1. SZMHAL_Awss_Open_Monitor (), MWifRiEsaEAN B,
2. FEEAFMIA TR, J+5RM8 s i A RS i,
- TestProbeRx.c
- zconfig_ieee80211.c
- zconfig_ieee80211.h

- zconfig_protocol.h

- zconfig_utils.h
3. WHverify_raw_frame () %, WifRHAFHCIIEE & MRS ZORZHECIE R,
4. JMverify_rx_mng_raw_frame () BFi%L, WWrEACKEA 2SR RMIE,


https://code.aliyun.com/edward.yangx/public-docs/blob/master/docs/TestProbeRx.c
https://code.aliyun.com/edward.yangx/public-docs/blob/master/docs/zconfig_ieee80211.c
https://code.aliyun.com/edward.yangx/public-docs/blob/master/docs/zconfig_ieee80211.h
https://code.aliyun.com/edward.yangx/public-docs/blob/master/docs/zconfig_protocol.h
https://code.aliyun.com/edward.yangx/public-docs/blob/master/docs/zconfig_utils.h

ARV HE, QIR verify got zeroconfig reply Hi&, BERARRIIME A% E 1)
BHLNE R S

‘ (wlan.tag.vendor.oui.type 71)

0. Time Source Destination Protocol Length

74857 42.906166 Zhejiang_6d:05:el Shanghai_10:58: 802.11 Response, SN=2046,
75010 .968590 Zhejiang_6d:05:el Shanghai_10:58: 802.11 Response, SN=2047,
75154 .039899 Zhejiang_6d:05:el Shanghai_10:58: 802.11 Response, SN=2047,
75210 .068138 Zhejiang_6d:05:el Shanghai_10:58: 802.11 Response, SN=2048,
75398 .122699 Zhejiang_6d:05:el Shanghai_10:58: 802.11 Response, SN=2048,
75451 .136847 Zhejiang_6d:05:el Shanghai_10:58: 802.11 Response, SN=2048,
75531 .163534 Zhejiang_6d:05:el Shanghai_10:58: 802.11 Response, SN=2049,

Zhejiang_6d:05:el i H 802.11 Response, SN=2049,

Type/Subtype: Probe Response (0x0005)
Frame Control Field: 0x5000
.000 0001 0011 1010 = Duration: 314 microseconds
Receiver address: Shanghai_10:58:24 (b@:f8:93:10:58:24)
Destination address: Shanghai_10:58:24 (b0:f8:93:10:58:24)
Transmitter address: Zhejiang_6d:05:el (78:da:07:6d:05:el)
Source address: Zhejiang_6d:05:el (78:da:07:6d:05:el)
BSS Id: XiaomiEl_05:b1:89 (40:31:3c:05:b1:89)
g & . 0000 = Fragment number: @
1000 0000 0000 .... = Sequence number: 2048
Frame check sequence: @xfca9dbda [correct]
[FCS Status: Good]
IEEE 802.11 wireless LAN
Fixed parameters (12 bytes)
Tagged parameters (74 bytes)
Tag: SSID parameter set: tmall_genie
Tag: Supported Rates 1, 2, 5.5, 11, [Mbit/sec
Tag: Vendor Specific: Alibaba Cloud Computing L
Tag Number: Vendor Specific (221)
Tag lengt 53
OUI: d8:96:e@ (Alibaba Cloud Computi
Vendor Spe OUI Typ
Vendor Specific Data: ab0114868abc0d3d25503714c4c7008fcd80dd5fa6267701. ..

Hrp, EBOTROUIRRR 171,
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2.1 1gERKMEE
Bt KBLH BT MR, AR BRI 20l 3 a A 8L
IhigE LM
AP LB, WNEN CoAPKI, XHAMEHIIIV MG : CRLMIIRE. BEMX, BUKM
WISG, eI AL B a5 A BR AL BE 7 o
AH s Rk BRiRE (AppRKBES iR C LI &) QIR

Appiniki%/device/info/get) 16, HFfFEAMEREER,

w23 #2hh, Eitoken,

token LRI Z G, KIXAFERTFHIGIP,

TR e & i 6L 15 token Y BRG] 52 B i token i) 5@ o5 W A2 BB 45

App L2 BFISDKIE JE G IAFRCHIZ, 1HRIRSSumitid JERE I awss /enrollee/product/
filter, ¥CHEMBEE, MATApPASHIIRLSE, TEWRENB&FEHE 2GRN Appii.

A I

TERC I A PR BT TCTE T B A M T 2 HC 4 P sBE AT EEC W UK B85, af DATE IR DA P B HER,
1. KRB,

- BREFHURWIFUZEIFE.

- BT HUEREAI A CAC B 02 1B IR — WiFi,

- RERMR R ERGCAM, 2E L, RETEL.
2. K& 2 g,

- BRI RTApp R B,

- R RECHIIE,

- HOUERERRIIZRE, WIARAERFIMIER,
3. K& B Token B3R,

%5 %7H-CN_TP_1240623_V1.dita#task_1563375.
4. HFAppiii HEH

Hd EHRHE Y onLocalDeviceFound , WISRA, MBEIBE a5 IENIH R,

06-01 11:23:28.268 28773-28773/com.aliyun.iot.living D/AlinkDC_D1i
scoverListenerAdapter: onLocalDeviceFound deviceInfo={"awssVer":{"ap


ZH-CN_TP_1240623_V1.dita#task_1563375

"2.0","router":"2.0","smartconfig":"2.0","valid":true,"zconfig":"2.0
"},"dCConfigParams":{"a":"alhj4YskTAQ","b":"MOC108_02","f":"AlibabaP2P
"}, "devType":"0","deviceName":"MOC108_02","linkType":"ForceAliLi
nkTypeNone","productKey":"alhj4YskTAQ","supportRouterAP":true,"token
":"ETA9DCF212E3911A1D6EO244B3F959B7" ,"valid" :true}

iR E R
i oA C AP B a5 LIRIIRFECHIR, MMk PR A

RUAME B, (HRIERGVEFAMRFACEE &, XM B faidid CACB & 2R AL MY
Beeg, IF LiRBIZE, PG 2 h A ICS R R i 7 3

AL B R A BRRE (App P4 i R TR AP e #5) QIR

1. CREMIB & LRI B #E, I LRSI A0,

2. App SDK%i%/awss/enrollee/list/get REFFAC B A HIRIIE R,

3. MRSsomENE KRG, IREIH P e T B e R IRl A

4. App SDKIEEIFACHIREIE 25, MIEbssidid ik, IRl il Ja M A R BE 65

Huiohik, JokEPAFRC B RS : AR, Beas LR, R8RS, %A i
FTHER,

1. K AFRBE R,

- BACEMRFERERh AN CS b, BRECIER LE; WM& N
%O

- KFEPURE AR AR SER —WIFi F, QURAER—WiFi FRAS B,

AR Y CEEMR Al DUR M E RIS HIRER, REA SN TFHUERZIIWIF
TRIEALMIBEE

2. KA Bk ma,

H#RHET enrollee report result . ARALAFHENS, WFRZECHBE LM 1ALk
FIF R AIS R, WREA, HS%ZH-CN_TP_1240623_V1.dita#task_1563375.,

[2018-05-18-20:57:42:955]new enrollee[0] dev_name:pre_8266_xf0O1l time:
ffffeeedtopic:/sys/alWvhmtFHEO/pre_3060_xf03/thing/awss/enrollee/found
, packet:{"id":"1", "version":"1.0", "method":"thing.awss.enrollee
.found", "params":{"awssVer":{"smartconfig":"2.0","zconfig":"2.0","
router":"2.0","ap":"2.0"},"type":0,"ssid":"antbang_testl","bssid":"00
:1C:A3:06:B3:B4","rssi":0,"payload": ["0OD7072655F383236365F786630310B
61315776686D744648454F106A000BC93C4649A33DF7787A2102B1F50400140DECE742
2DBE52C3527314F2A14424257E1FQ9CB"]}}, method:thing.awss.enrollee. found
[2018-05-18-20:57:42:979] [dbg] enrollee_report(642): enrollee report
result:success, period:60000ms


ZH-CN_TP_1240623_V1.dita#task_1563375

AT IR R L,

HEAppiiHE, #HXHT onEnrolleeDeviceFound . WISIRBIZE R I=s, MRS RE & i
A LA, e D & i L & 5 55 i i

06-01 11:25:06.228 28773-24993/com.aliyun.iot.living D/ALlinkDC_C1l
oudDiscoverChain: startDiscover getEnrolleelist onResponse com.aliyun.
jot.aep.sdk.apiclient.callback.IoTResponseImpl@d7c56¢cl

06-01 11:25:06.228 28773-24993/com.aliyun.iot.living D/ALlinkDC_C1l
oudDiscoverChain: startDiscover getEnrolleelList result={"code'":200
,"data": {"totalNum":0,"items":[]},"id":"b4311f89-c6b8-484e-8d03~-
236b79f1bd62"}

06-01 11:25:06.228 28773-24993/com.aliyun.iot.living D/EnrolleeDe
viceCache: updateCache

06-01 11:25:06.228 28773-28773/com.aliyun.iot.living D/AlinkDC_Di
scoverListenerAdapter: onEnrolleeDeviceFound deviceInfolList=null;

2.2 Android AppimEc e ZE

T3 A H G Android AppUsBIIIZ A IRS, BUR SR BUIKR 2577 1%,
RYEEEE

BB & S5AT R,

R A B P BB 5%

/] BEMIAL
AlinkDC_AddDeviceBiz: setDevice() call

AlinkDC_AddDeviceBiz: startAddDevice() call // FFU&HECM

/] ECMSBRE SBpik A

AlinkDC_AddDeviceBiz: state=AddStatePrechecking,isSuccess=true,info=
null,error=null

##ud#ud#udt AL IBIRIE JUG #Hut#ad#natHat#

/] N BRI A S o -
AlinkDC_AddDeviceBiz: >state=AddStateProvisionPreparing,isSuccess=
false,info=null,error=null

// !l[l%ﬁjzuﬁff fHE i toggleProvisioniiH, Nﬂm{ﬁﬁiﬂu)\ﬂkﬁﬁﬁ'&'ﬁdﬁ G Y
AlinkDC AddDev1ceB1z toggleProvision() cal

HHudHua sttt —BEMEBHRE 85K ##############

/] HIE#ENBLM

AlinkDC_AddDeviceBiz: state=AddStateProvisioning,isSuccess=false,info=
null,error=null

// EERRIIMES T

AlinkDC_AddDeviceBiz: state=AddStateProvisionOver,isSuccess=true,

- BUREC P RIS

/] BEOFR o

AlinkDC_HotspotHelper: setupWifiAP() call.

/] RIRVEe

AlinkDC_HotspotHelper: discoveryDevices() call.

[/ KX ssid fl password Fi%&vin

/] SREAH switchAP giE % recoverWiFiConnect WIFRRARWEIFRE PRI ATIER I
i AlinkDC_HotspotHelper: switchAP() call. ssid=xxx

/] R ,

AlinkDC_HotspotHelper: stopDiscovery() call.

/1 E wifi g



AlinkDC_HotspotHelper: recoverWiFiConnect() call.AlinkDC_AddDeviceBiz
: setDevice() call.

/] FFeEEA _
AlinkDC_AddDeviceBiz: startAddDevice() call.

/] Tk
AlinkDC_AddDeviceBiz: state=AddStatePrechecking,isSuccess=true,info=
null,error=null

/] BCHH
AlinkDC_AddDeviceBiz: state=AddStateProvisioning,isSuccess=true,info=
null,error=null

A RO AGdDy 185 STaroEAddSCataP ovisionover , sSuccess=true
IR L N R THER
EERRKHEE
T OLATEC R IR A DA R i

- BEEIRMIREEE M0%-100%, ZJ5 TR R
B H R RAIEE P 0%-100% BRI,

1. B F P 3 N E A 5 i PR B

- ARHURIRI B E : HIER > Bk
- PR AREREAR . BAOFET > B > B
© PRIREE R Rk
2. RAEIREEME,
a) MABEEC EHIFRE AR MR,
b) FAFHLWIFICIH .
c) BABAFIAFILESIME, JF HAEAFPLn RGeS 1M,
d) BrAWiFi %52 &1,
e) BABLT, FHHIERRZ BEE IR T,
3. AppuiHE#,
a) &%y AlinkDC_AddDeviceBiz, EREMHRFAZESECH.
startAddDevice AEREMCKESN,

AlinkDC_AddDeviceBiz: startAddDevice() call.

/] ki

AlinkDC_AddDeviceBiz: state=AddStatePrechecking,isSuccess=true,info=
null,error=null

// BCHH . SN :
AlinkDC_AddDeviceBiz: state=AddStateProvisioning,isSuccess=true,info
=null,error=null

/7 BEPIRRY) BRI BE R IBCE R BRI



AlinkDC_AddDeviceBiz: state=AddStateProvisionOver,isSuccess=true

b) &% AddStateProvisionOver ,

H¥EAaddStateProvisionOveriBMINEIRIEE, ErrorCodelfis@#iiRIAL
flicode=606, FerridRARSS v IR RS, S J,

/] BCMIZER

AlinkDC_AddDeviceBiz: state=AddStateProvisionOver,isSuccess=
false,info=null,error=DCErrorCode [code:617, subcode:0, codeName:
PROVISION_TIMEOUT, message:provisionTimeout, extra:null]

c) %Ky awss.event.connectap.notify ,
GERBEE AN H, WIS AL W B 25 Vi AR E ) B v

05-30 17:51:58.630 31368-31886/com.aliyun.iot.living D/AlinkDC_Co
APNotifyDeliver: onRecRequest request={"id":"24","version":"1.0

" "method":"awss.event.connectap.notify","params": {"awssVer":{"
smartconfig":"2.0","zconfig":"2.0","router":"2.0","ap":"2.0"},"
productKey":"b1liuHMGJYGI","deviceName":"IOT_testOl1l","mac":"2C:3A:ES8:
22:05:CE","1ip":"192.168.1.31","cipherType":4,"type":0}}

RAETFHLHAERNIWIFUR SRR AACENWIFI—8 IR RZIFRARIAREL DB
&, WIHR M B H AR SHER

IREERPRK
BB b R, REAUGEEMIRGAIE 2 )5, B IR EE LSRR R, TR
IR, APPYG HAHEE, Beatin HSHEE =475 2 Hr
1. K&,
© RGEET7.1.xKPLERA,
PORP RGN, AEAIERH IS aha 12345678 #4d,
- APPURIN T EARZ PRR, W EWIFL, H R RN A B A 3% PR,
- B AR
C BERGIERITE; B2 FHREOTERY), RSP0 “FHREEIE” .

- BUFRERY), EREFIRENERER SRR “—A A UEE”
« BAWRITE_SETTINGSHFRHI#% &3,

2. HiEAPPH HE,
a) X HE COAP_ METHOD_AWSS_DEVICE_INFO_NOTIFY HIWris £5 /& &5 i %
0.

HBLHE, WFORB SR Y); 2 B RN,

©5-30 17:51:38.433 31368-31886/com.aliyun.iot.living D/AlinkDC_Co
APNotifyDeliver: onRecRequest request={"id":"5","version":"1.0","
method":"awss.device.info.notify","params":{"awssVer":{"smartconfi
gh':"2.0","zconfig":"2.0","router":"2.0","ap":"2.0"},"productKey":"



b1iuHMGIYGI","deviceName":"IOT_test0l","mac":"2C:3A:E8:22:05:CE","
ip":"192.168.43.192","cipherType":4,"random" :"6A000BC93C4649A33DF7
787A2102B1F5" ,"signMethod":0,"sign":"DEEC98C3C5BE9E7CFO6B4E81C434D8
87C5B872D0"}}

05-30 17:51:38.434 31368-31886/com.aliyun.iot.living D/AlinkDC_Ph
oneApAhaNotifyHandler: onRecRequest

05-30 17:51:38.446 31368-31886/com.aliyun.iot.living D/AlinkDC_Ph
oneApAhaNotifyHandler: COAP_METHOD_AWSS_DEVICE_INFO_NOTIFY

©5-30 17:51:38.447 31368-31368/com.aliyun.iot.living D/AlinkDC_DC
TrackerWrapper: sendEvent(),ALP_phoneApDevFoundSucc

05-30 17:51:38.448 31368-31368/com.aliyun.iot.living D/AlinkDC_Ph
oneApAhaNotifyHandler: COAP_METHOD_AWSS_DEVICE_INFO_NOTIFY new
device.

b) #HE X HE switchAP , HWPKESG—,

WERIPAE R, HREA switchAP Hi&, WHERERURI B PKAL P& R PKA—
88

©5-30 17:51:38.577 31368-31828/com.aliyun.iot.living D/AlinkDC_Ho
tspotHelper: switchAP() call. ssid=NETGEAR73

©5-30 17:51:38.595 31368-31828/com.aliyun.iot.living D/AlinkDC_A1l
inkPhoneApConfigStrat: start get wifi list task.

05-30 17:51:38.596 31368-31828/com.aliyun.iot.living D/AlinkDC_DC
TrackerWrapper: sendEvent(),ALP_phoneApGetWifiListStart

c) Beavin HabHER,
THSH Ve n H b,

2.3i0S AppiRERmiaz
AR HEHIBOS Appimbc & .
— R EACRIE AL MR Ih IR B &

/] BEMIAL
AWSS - IMLAddDeviceBiz:| JiEA[l,setDevice

AWSS - IMLAddDeviceBiz:| JjiEAIl,startAddDevice // FHU&GHEM

/] BMSE SRk

AWSS - IMLAddDeviceBiz:| SHBKARRY), JFUEHIOCH M RifeiEs

BHHHHRHEHEE —BONE BRI JFUS #ut#uAh B #

/] N BERE R A S TG o _ .
AWSS - IMLAddDeviceBiz: broadcast provision call back to input wifi
info

/] WG LidgifE, HdifitoggleProvisioniifl, WI2EAHAMSEMRE R 1 ik
AWSS - IMLAddDeviceBiz: | JjiEAIl,toggleProvision:...

HbHH#R AR BN BIRRL G5 #H#HBRAHRR AR H

/] BEPRIIRGES Bk

AWSS - IMLAddDeviceBiz: | broadcast/hotspot/router/zero/ble provision
success, device info: .,

ARECRRINERSE

/] RIS

AWSS - IMLHotspotHelper: | JiEAId,start to discover devices for hot
spots

/1 RIRBE# R

AWSS - IMLHotspotHelper: | discovered devices for hot spots callback
devices....


https://living.aliyun.com/doc#vb3ia5.html

/] %%k ssid fl password ZF|i%#5
AWSS - IMLHotspotHelper: | JiEAM,switch ap ANMEASEL. ... ..

| | BRI , ,
AWSS - IMLHotspotHelper: | isHadSwitchedAP success
AWSS - IMLAddDeviceBiz:| JiEAIl,setDevice:

/] FFUERL o .
AWSS - IMLAddDeviceBiz: | JjiEAId,startAddDevice:

/] Wik
AWSS - IMLAddDeviceBiz: | ZEHiki#&RY), THABHISGHCIfif iR

/] BEWRIIRES R
AWSS - IMLAddDeviceBiz: | broadcast/hotspot/router/zero/ble provision

success, device info: .,
e BE
AIERBC R, E LA HENZ

AWSS - IMLAddDeviceBiz: | xxxx (xxx provision fail, xxxx)

2.4 BRI WA

A AREC P R B B 3 WL, PABON B ORTT A
FEREMTHEDemo App, &2XDemo AppHIBIR ZEMIIXB RIS, BEMKK

i WL SR IO R 2 B A v R B B UE S AR I S e, S BOS A iR B R I I Y S
RERTEERBENRITIELT, HRamiMEK

POSBL TR ZOT R RSRYIRWIFIBR, QR , WISHEER R

- BATFHURRIWIFiZ G T, BAR B,
- ARETHURHE, REAppREAFMHIRISSIDEHE M,

WSRA K, WM EA ENBone R HAERES,
—REMAN, REFHWAFZEMKRES
R B AIR —HEA
- BRI, 2 SIFEWIiFi,
- REREIEARMIEIA,

AREN—ERTERT, BEMXK
RIELL PN E IR —HEA,

- BRI AR,
- KA P B i ProductKey 5 AL E I £ ProductKey 2 & —#,



AXIERRAppRIREEM 4, AERHFK
F-EXHEE S A ] DUELEEE I AR RApplicM, L8 AMAppALMEE RIG, =4
Ui

BEAppIAREMEM, KEAREIWIFIES (£H)
RIEEL FNAIZE —HEA,

- TR App GPSEFTIFIRE, HAppHA B E AR
- HZAMH Android)f/ERZRINSSIDIE M, KR &R

WREA RO REREURY), JHEZI AddDeviceBiz.getInstance().getCurrentSsid(
context), KR HEIREEISSID,

MGG RE (RSEEE) aTiEkg?
AR EAEL,  BCPITEHPE AR B e S
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- M ZBREAPPIIMIARE, TEikHEIELA IR 5%
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- APREApp ISR, BT AR oL
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- FERPREAPPIR H A App AR 2Py, Baah(E A2 CHE e
- A REApP, WPAHE XAppHIHEXTHBIG?

S EREAppI A ENE LR E RIS A
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4 BBEAppHYE Dis)E

I8 B App fERE T BRI B WREMROT 2,

Demo AppHi%

* Demo-appnf DA IRFSZE R A 0 H Ig?
- Demo-appHiappkeydifif 5 i?

© RESDKIHRARIRA S22 /0?7
KHEHAR

- A KIERARRY), AR

- KRG AR A7
- H&PHPRE “connect-onFailure, exce=H5iRMI 148 4”

- A AppHHREREEM 2 FTLEWT?

e iFS

- BAApplA R EIL S midGLE, AppimJoi i

- BN R, RS SR

- BRHR ISR, faEoRIRENR?

- AEFERI S RECM S | b kA T gifls Xy, SERBMEAE TG, App gk aH

- BAApplAHBELMEHAEZ58.08R 4t 1, AREEZRNCIEEFIIWIFISAR, m6.0Rg4n] LA

- 1I0OSHA AppF I HFECPIEHF A, 10SI2ARAIKENAZ Y aiWiFi 4 (Bissid)

HAth ot

- BfHAppdRBtEG, &R R “WMBHAEE, E5/h_mmi\”

- AppREm B el (H%WH) JF e R{EApp L

1 N A 75 =g e 2 1 L3 | (TS /1K

- RISV URLA X Frhttpsid?

- BEMMAppAHERIRE R, Bz e, 1EHRTA?
Demo-app el RS TR B SR B I3?

AILL, NS I RiGH P N
Demo-appHfiappkeysn{a&if?

W E RN, S E I RIS,



RESDKZHFHRBRASESL?
4.4.0

At AaKEEFIRY), BIEK?
HRE KIERIBESDKR T ¥ 2RO, B2 2 M ERIIRL SBINESHIE, H2HE
DemoAppHH il —A RN, R mRL, 3 ERANREE T,

/] Hfls SDK, {UfE EikRE ERIAIL

String packageName = this.getPackageName();

if (!packageName.equals(ThreadTools.getProcessName(this, android.os.
Process.myPid()))) {

return;

}
KEZEHPEDREBERA?

KIERA Rk S AHER NI E, FiLmitEsst,
BAEPHIEE “connect-onFailure, exce=$iZHYA &K Z213”

—BURIER N REFNERIES (ProductKey. DeviceNamefliDeviceSecret) AN M5
LAY, H N A,

— M AppHEEREEM SN TITLEIR?

Hg—AdiE, aAZAA R, RGBSR EE K, GREEZA RS, SER
BEAppiAREENX R EEHSH, AppinTRE

TEIACL R LA 2 SR E e K.

- B TR SRR )

- RS ANPIZER “BCERE” b eI AR A
- {&ZiotIdiA HfF bRk

Bt SEEGE, BREXFRENSR?
AERGFRIZH PRI, AR2 0l DAgidH, WORZIAM A = HORIgS, ToikdgiiH.
IREHBIERIBNHE, MBTHPLEHRS?

AP R B AN E > A G, BUE 7RO R RS NTE RS, SR
VAL (E L TN FE) S

EEHEMNEMS|I S LE T gifRXNE R, EREMIEGHTHE, AppLETAER

T e sdkhisgif X% compile 'com.facebook.fresco:animated-gif:0.11.0,



BEAppAREMGEHRE8.0R% L, TaEEERINEERFHIWIFIRIR, M6.0RFENALL
LS. ORISR ER, AP B WIFiR B,
iOSEHEApPpITHECMIELF R E, 0S12kRZASIREXA R HATWIFity&#R (Blssid)
i0S 12.1 XCode 103720 1 H B T I se VA BRAC EL,

Important To use this function in iOS 12 and later, enable the Access WiFi Information
capability for your app in Xcode. When you enable this capability, Xcode
automatically adds the Access WiFi Information entitlement to your entitlements file
and App ID.

BEHR Fi0S 12+ ER L7 AR EEXcode R R A RAGREIWIFi(E RHEED . B
&, XcodeBnn#EApp IDFNRL AN FRZIZR P& ANIREXWIFI{E S AR .

EBIXEB, BRAEMBET: Xcode —>[Project Name] —> Targets —> [Target Name] —>

Capabilities —> Access WiFi Information —> ON

D General C abilit Resource Tags Info Build Settings Build Phases Build Rules

PROJECT \
. v (=] Access WiFi Information — m_l

TARGETS
Steps: v Add the Access WiFi Information feature to your App ID
N
ol ¥ Add the A : _
.

h AppDelegate.
m AppDelegate.m

h ViewController.h
m ViewController.m
> N N

RRBERSRRERER, SRUMIFEN entitlements XHFAZ T —X Key-value :

Key Type Value
¥ Entitiements File

Access WiFi Information YES

<

BREAppHEIRERE, IHEERRET “WWBBEREFE, B5NZHIN
FERRI S AP B > St LA SRR IR A 2l B A AppRinl,
AppREBRRENREENM (ERE™) HEREAppL

AFEUARIGXRIIRE, AIREHIVESE RENIRE, nIBLA CEN—A B Ut REHE
Besg ok R,

FEEl. Xif. 75X EIiEEMALI?

A6 BB B IANIX BRI, 75702 nl DLIs I T A DG FR 9B,
= AWK SEIHERIFTURLR 2 #httpsig?

2N, TeeHE, ERMEMttps,



BEREAppAEXRIERER, EIAMINZEAE, (FARHA?
] ek 3 5 T hittpskhttps FSLIURL, ¥4 HZA .com , Fil@lixxx.com,

Brfewebviewh TG HBAE, S UEIX AWML AE TSI T- 52 62, 2N TR %
£



5 IS BYE I a)el

AR TS HIH WA IS T4,
HAKS

- HAWKSHEK, AppfREs£iRIH10000 msg: MR35 4240
- HAKSIZBUESIE N code: 40055125 &

PEIKS

- BAEAppEHNEIKS, HF L Gmmba?
BEWSER, AppEINERIR[EI10000 msg: ARSZSEFEI

KRR S LTI R



© Appliid SHORSIEFOIE T SEA, ERMTRAHSITERRMIEL R HAE,

2019-83-84 15:57:45.525 32425-32667/com. hbxwatchpro.cn D/TAG: [] #1
: path=/api/prd/loginbyoauth.json
2019-83-84 15:57:45.538 32425-32667/com. hbxwatchpro.cn D/TAG: []
: request = {|loginByOauthRequest]':{"authCode":"715a89@a9c3344d3
ba?82dbf53c4d478", "cauthPlateform™:23," "
riskControlInfo™:{"altitude™:"@.8","appVersion™:"8","USE_0A PWD_
ENCRYPT™: "true”,"utdid™: "VpoFFdmT+AkDAGRADIAN ApCU™, "netType™:: "w
ifi*, " "umidToken™ : " IV3nbNFuiG+Dun7iBW1lS52dm
cz2mblgwd"™,"locale™:"zh_CN","cellID":"4821","appVersionName":"1.
8.8","deviceId":"6bd2b7e2-543T-4887-38d3-ac72fd3ceffs", "routerMa
c":"dc:fe:18:85:a2:51", "platformVersion™: 26" ™ =

", appID":"
ei”:"B869906827818512" ,"signType™ : "RSA", "sdkVersion™:"3.4.2" ,"mod
el™:"HUAWEL NXT-AL1E","USE_H5_NC":"true™,"platformName":"android
"y "brand™ : "HUAWEI" , "yun0sId™:"" ,"longitude™:"113.5856719"}}}

com. hbxwatchpro.cn™,"im

2819-83-84 15:57:45.649 32425-32488/com.hbxwatchpro.cn D/0penGlR

enderer: HWUI Binary is enabled
2819-83-84 15:57:45.652 32425-32667/com. hbrawatchpro.cn D/TAG: []
: rawData = {"data":{ 3

"code":1e@e8, "subCode": 10000, "message” : "RESS=TIC . HEEHI: [e
898a36315516862652431833e208fR] ", "successftul™: "false™}, "success™:
“true”,"api”:"\/api\/sdk\/loginbycauth™}

2819-83-84 15:57:45.668 32425-32425/com.hbrwatchpro.cn I/0ALogin
Adapter: login failed code:1eeee msg:fRSJEC. FHEEHIN: [eao
Ba3631551686265243183326818 ]

2819-83-84 15:57:45.668 32425-32425/com.hbxwatchpro.cn D/Userlog
inActivity: onLoginFailed: s=fRE=EIC. EHEHEIL: [9a98a3631551
6862652431833e28f0]

- B PIRSSURIRELA ccessToken i Jurl A2 45 n] BLiji Il
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