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3. FE ORI B DM % Lo
4. GRS SOsh T LR, JHKMSHRS5HIDecryptiZ R ESGEB M MWISOIES.

FEXAPI

FERT DAV DL RKMS APL, 520N BRI s skig & 5 0e

API#F BLH

#unique_4 SN F E%Y] (CMK) .

#unique_5 HFEE P R TIRE— A4,

#unique_6 fEECMK, HKMSHEEE.

#unique_7 R KMS EHINE R BE, AREHRECMK,
& /REE R

1. @i Createkey, GBI 1EH,

$ aliyun kms CreateKey

"KeyMetadata": {
"CreationDate": "2019-04-08T07:45:54Z",
"Description": "",
"KeyId": "1234abcd-12ab-34cd-56ef-12345678*x*xx"
"KeyState'": "Enabled",
"KeyUsage": "ENCRYPT/DECRYPT",
"DeleteDate": "",
"Creator": "111122223333",
"Arn": "acs:kms:cn-hangzhou:111122223333:key/1234abcd-12ab-34cd-
56ef-12345678**x*"
"Origin": "Aliyun_KMS",
"MaterialExpireTime": ""
),
"RequestId": "2a37b168-9fa0-4d71-aba4-2077dd9e80df"
}

2. (W) HBEEPBMNG HEESE .
AR EEPIERR, QURA P AR, el DLEREAE R HIIID,

$ aliyun kms CreateAlias --AliasName alias/Apollo/WorkKey --KeyId
1234abcd-12ab-34cd-56ef-12345678**x %

BEHA:
Hrp, Apollo/WorkKey#FrApolloWi HH I TAEEH CYnigH FIMENESH) , IHERL:
AU R4, BIZR M A A alias/Apollo/WorkKey A HINZEEAPI,




3. MEIEBRAH O35 RGN SSLAATHIEBETMEH YY)
NIV TLEH
- AP EEH: B8 Malias/Apollo/WorkKey
- BSCUEB X . /certs/key.pem
- B SOER X . /certs/key.pem. cipher

#!/usr/bin/env python
#coding=utf-8

import json

from aliyunsdkcore import client
from aliyunsdkkms.request.v20160120 +import EncryptRequest
from aliyunsdkkms.request.v20160120 +import DecryptRequest

def KmsEncrypt(client, plaintext, key_alias):
request = EncryptRequest.EncryptRequest()
request.set_accept_format('JSON')
request.set_KeyId(key_alias)
request.set_Plaintext(plaintext)
response = json.loads(clt.do_action(request))
return response.get("CiphertextBlob")

def ReadTextFile(in_file):
file = open(in_file, 'r'")
content = file.read()
file.close()
return content

def WriteTextFile(out_file, content):
file = open(out_file, 'w')
file.write(content)
file.close()

clt = client.AcsClient('<Access-Key-Id>','Access-Key-Secret','<
Region-Id>")

key_alias = 'alias/Apollo/WorkKey'

in_file = './certs/key.pem'
out_file = './certs/key.pem.cipher'

# Read private key file in text mode
in_content = ReadTextFile(in_file)

# Encrypt
ciphertext = KmsEncrypt(clt, in_content, key_alias)

# Write encrypted key file 1in text mode



WriteTextFile(out_file, ciphertext)
4. REUEBRAY] OSSR BB R LFE SOGEBRAPIETRE) .
ARG
- BB SOER X . /certs/key.pem. cipher
- BIHSGE X . /certs/decrypted_key.pem

#!/usr/bin/env python
#coding=utf-8

import json

from aliyunsdkcore import client
from aliyunsdkkms.request.v20160120 1import EncryptRequest
from aliyunsdkkms.request.v20160120 +import DecryptRequest

def KmsDecrypt(client, ciphertext):
request = DecryptRequest.DecryptRequest()
request.set_accept_format('JSON')
request.set_CiphertextBlob(ciphertext)
response = json.loads(clt.do_action(request))
return response.get("Plaintext")

def ReadTextFile(in_file):
file = open(in_file, 'r')
content = file.read()
file.close()
return content

def WriteTextFile(out_file, content):
file = open(out_file, 'w')
file.write(content)
file.close()

clt = client.AcsClient('<Access-Key-Id>','Access—-Key-Secret','<
Region-Id>")

in_file = './certs/key.pem.cipher'
out_file = './certs/decrypted_key.pem'

# Read encrypted key file in text mode
in_content = ReadTextFile(in_file)

# Decrypt
ciphertext = KmsDecrypt(clt, in_content)

# Write Decrypted key file in text mode
WriteTextFile(out_file, ciphertext)
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#unique_4 S P EEY] (CMK) .
#unique_5 JifaE P EE IR — A4,
#unique_9 T8 REYRE Y, e CMKMEEIEE T
JG, IREIEdE & SO SL,
#unique_7 R KMS EHEMERNEHE (fffGenerateDa
taKey/ " ERBURETINE L) , ARERE
CMK,
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1. GQUEH P Y.

$ aliyun kms CreateKey

"KeyMetadata": {
"CreationDate": "2019-04-08T07:45:547Z",
"Description": "",



"KeyId": "1234abcd-12ab-34cd-56ef-12345678**x*",

"KeyState": "Enabled",

"KeyUsage": "ENCRYPT/DECRYPT",

"DeleteDate": "",

"Creator": "111122223333",

"Arn": "acs:kms:cn-hangzhou:111122223333:key/1234abcd-12ab-34cd-
56ef-12345678**xx"

"Origin": "Aliyun_KMS",

"MaterialExpireTime": ""

I
"RequestId": "2a37b168-9fa0-4d71-aba4-2077dd9e80df"

}
2. (W) HEFERBMNG HESE .
AR BT ER QURRP AR, el DLEEE RS HRIID,

$ aliyun kms CreateAlias --AliasName alias/Apollo/WorkKey --KeyId
1234abcd-12ab-34cd-56ef-12345678*x**

BEHA:
Hrp, Apollo/WorkKey#rApolloWi HP i TAEES] (HRioH FIMEREY) , HEES:
AERESHE B4, BRI ] PAffF alias/Apollo/WorkKey Ja B % API,

3. A s
ARG
- AP 3P HHMalias/Apollo/WorkKey
- WASCBAESCHE: . /data/sales.csv
- KSR CHF: . /data/sales. csv. cipher

#!/usr/bin/env python
#coding=utf-8

import json
import base64

from Crypto.Cipher import AES

from aliyunsdkcore import client
from aliyunsdkkms.request.v20160120 import GenerateDataKeyRequest

def KmsGenerateDataKey(client, key_alias):
request = GenerateDataKeyRequest.GenerateDataKeyRequest()
request.set_accept_format('JSON')
request.set_KeyId(key_alias)
request.set_NumberOfBytes(32)
response = json.loads(client.do_action(request))

datakey_encrypted = response["CiphertextBlob"]
datakey_plaintext = response["Plaintext"]
return (datakey_plaintext, datakey_encrypted)

def ReadTextFile(in_file):
file = open(in_file, 'r')



content = file.read()
file.close()
return content

def WriteTextFile(out_file, lines):
file = open(out_file, 'w')
for 1n in lines:
file.write(1ln)
file.write('\n"')
file.close()

Out file format (text)

Line 1: b64 encoded data key

Line 2: b64 encoded IV

Line 3: b64 encoded ciphertext

Line 4: b64 encoded authentication tag

def LocalEncrypt(datakey_plaintext, datakey_encrypted, in_file,
out_file):

data_key_binary = base64.b64decode(datakey_plaintext)

cipher = AES.new(data_key_binary, AES.MODE_EAX)

ST T T T

in_content = ReadTextFile(in_file)
ciphertext, tag = cipher.encrypt_and_digest(in_content)

lines = [datakey_encrypted, base64.b64encode(cipher.nonce), base64
.b64encode(ciphertext), base64.b64encode(tag)];
WriteTextFile(out_file, lines)

clt = client.AcsClient('Access-Key-Id', 'Access-Key-Secret', 'Region-
Id')

key_alias = 'alias/Apollo/WorkKey'

in_file = './data/sales.csv'
out_file = './data/sales.csv.cipher'

# Generate Data Key
datakey = KmsGenerateDataKey(clt, key_alias)

# Locally Encrypt the sales record
LocalEncrypt(datakey[0], datakey[1], in_file, out_file)

4. RS AT
ARG
- BXEWEE: . /data/sales.csv. cipher
- BSOS . /data/decrypted_sales.csv

#!/usr/bin/env python
#coding=utf-8

import json
import base64

from Crypto.Cipher import AES

from aliyunsdkcore import client
from aliyunsdkkms.request.v20160120 +import DecryptRequest

def KmsDecrypt(client, ciphertext):



request = DecryptRequest.DecryptRequest()
request.set_accept_format('JSON')
request.set_CiphertextBlob(ciphertext)
response = json.loads(clt.do_action(request))
return response.get("Plaintext")

def ReadTextFile(in_file):
file = open(in_file, 'r')
lines = []
for 1n in file:
lines.append(1ln)
file.close()
return lines

def WriteTextFile(out_file, content):
file = open(out_file, 'w')
file.write(content)
file.close()

def LocalDecrypt(datakey, 1iv, ciphertext, tag, out_file):
cipher = AES.new(datakey, AES.MODE_EAX, 1iv)
data = cipher.decrypt_and_verify(ciphertext, tag).decode('utf-8'")
WriteTextFile(out_file, data)

clt = client.AcsClient('Access-Key-Id', 'Access—-Key-Secret','Region-
Id')

in_file = './data/sales.csv.cipher'
out_file = './data/decrypted_sales.csv'

# Read encrypted file
in_lines = ReadTextFile(in_file)

# Decrypt data key
datakey = KmsDecrypt(clt, in_lines[0])

# Locally decrypt the sales record

LocalDecrypt(
base64.b64decode (datakey),
base64.b64decode(in_lines[1]), # IV
base64.b64decode(in_lines[2]), # Ciphertext
base64.b64decode(in_lines[3]), # Authentication tag
out_file
)
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