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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and
conditions of this legal disclaimer before you read or use this document. If you have
read or used this document, it shall be deemed as your total acceptance of this legal

disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website
or other Alibaba Cloud-authorized channels, and use this document for your
own legal business activities only. The content of this document is considered
confidential information of Alibaba Cloud. You shall strictly abide by the

confidentiality obligations. No part of this document shall be disclosed or provided
to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted,
or disseminated by any organization, company, or individual in any form or by any
means without the prior written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades
, adjustments, or other reasons. Alibaba Cloud reserves the right to modify
the content of this document without notice and the updated versions of this

document will be occasionally released through Alibaba Cloud-authorized
channels. You shall pay attention to the version changes of this document as they
occur and download and obtain the most up-to-date version of this document from
Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud
products and services. Alibaba Cloud provides the document in the context that
Alibaba Cloud products and services are provided on an "as is", "with all faults
" and "as available" basis. Alibaba Cloud makes every effort to provide relevant
operational guidance based on existing technologies. However, Alibaba Cloud
hereby makes a clear statement that it in no way guarantees the accuracy, integrity
, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial
losses incurred by any organizations, companies, or individuals arising from
their download, use, or trust in this document. Alibaba Cloud shall not, under any
circumstances, bear responsibility for any indirect, consequential, exemplary,

incidental, special, or punitive damages, including lost profits arising from the use



or trust in this document, even if Alibaba Cloud has been notified of the possibility
of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to
works, products, images, archives, information, materials, website architecture,
website graphic layout, and webpage design, are intellectual property of Alibaba

Cloud and/or its affiliates. This intellectual property includes, but is not limited
to, trademark rights, patent rights, copyrights, and trade secrets. No part of the
Alibaba Cloud website, product programs, or content shall be used, modified

, reproduced, publicly transmitted, changed, disseminated, distributed, or
published without the prior written consent of Alibaba Cloud and/or its affiliates

. The names owned by Alibaba Cloud shall not be used, published, or reproduced
for marketing, advertising, promotion, or other purposes without the prior written
consent of Alibaba Cloud. The names owned by Alibaba Cloud include, but are
not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands of Alibaba
Cloud and/or its affiliates, which appear separately or in combination, as well as
the auxiliary signs and patterns of the preceding brands, or anything similar to
the company names, trade names, trademarks, product or service names, domain
names, patterns, logos, marks, signs, or special descriptions that third parties

identify as Alibaba Cloud and/or its affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information
indicates a situation that will Danger:
cause major system changes, Resetting will result in the loss of
faults, physical injuries, and other | user configuration data.
adverse results.
This warning information
indicates a situation that may . Warning:
cause major system changes, Restarting will cause business
faults, physical injuries, and other | interruption. About 10 minutes are
adverse results. required to restore business.
This indicates warning informatio
n, supplementary instructions, Notice:
and other content that the user Take the necessary precautions
must understand. to save exported data containing

sensitive information.

This indicates supplemental
instructions, best practices, tips, Note:
and other content that is good to | You can use Ctrl + A to select all
know for the user. files.

> Multi-level menu cascade. Settings > Network > Set network

type

Bold It is used for buttons, menus Click OK.
, page names, and other Ul
elements.

Courier |Itis used for commands. Runthe cd / d C :/ windows
font command to enter the Windows
system folder.

Italics |Itisused for parameters and bae log list --
variables. instanceid Instance_ID

[] or [a|b] |Itindicates that it is a optional ipconfig [-all|-t]
value, and only one item can be
selected.




Style

Description

Example

{} or {a|b}

It indicates that it is a required
value, and only one item can be
selected.

swich {stand | slave}
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1 About ApsaraVideo Live console

The new version of the ApsaraVideo Live console adopts the latest interaction
interface and provides various configuration functions, such as edge ingestion,
acceleration configuration, resource monitoring, and log management. The new
version of the console enables you to rapidly manage ApsaraVideo Live domain
names, and live streams, and configure basic functions, such as transcoding and
recording. Meanwhile, the new console provides the resource monitoring service to

facilitate real-time data analysis.

Functions of the new console

Functions Description

Live Management You can manage online streams,
historical streams, and disabled push
streams.

Domain Names You can add, manage, and delete domain

names, modify basic information or
configuration of domain names.

Resource Monitoring You can monitor the usage, and analyze
user access.

Logs You can download traffic log.




2 Getting started

This article describes how to quickly use ApsaraVideo Live service to perform push

streaming and live streaming operations.
Prerequisites
- Domain names that have completed ICP filing.

Alibaba Cloud provides live service. You must prepare domain names that have

completed ICP filing. For more information, see ICP Filing Process.
- Push streaming tool and live streaming tool
- PC-end push streaming/live streaming tool

Many PC-end push streaming tools are available in the market. You can select
one based on your needs. This article takes OBS as an example to introduce live
activity process for you.

- Mobile-end push streaming tool/live streaming tool

Alibaba Cloud provides push streaming SDK and player SDK demo. You can use

the Demo for push streaming and live streaming operations.
Procedure

1. Log on to the ApsaraVideo Live console.
2. Add an Ingest Domain Name. For more information, seeAdd a domain name.

3. Add a Streaming Domain Name. For more information, see Add a domain name.

- Ingest Domain Name: In the live service, you can use the Ingest Domain Name to
splice the ingest URL. For more information, see Ingest URL and streaming URL.

- Streaming Domain Name: In the live service, you can use the Streaming Domain
Name to splice the streaming URL. For more information, see Ingest URL and

streaming URL.

Note:


https://www.alibabacloud.com/zh/icp?spm=a2796.7919406.1097650.dznavsolutions13.430b6ecf2op4hR
https://www.alibabacloud.com/zh/icp?spm=a2796.7919406.1097650.dznavsolutions13.430b6ecf2op4hR
https://live.console.aliyun.com/?spm=5176.2020520107.1001.38.719a8383swVAvA#/live/domains

You must add the Ingest Domain Name and the Streaming Domain Name. After
adding the domain names, you must associate the Ingest Domain Name and the

Streaming Domain Name.

- Accelerated Area: Area where the domain name can implement acceleration.

When you configure the domain names successfully, the system automatically
configures CDN acceleration function. And you can use the live acceleration

function after you configure CNAME.
. Configure CNAME. For more information, see Configure CNAME.

. Associate the Ingest Domain Name and the Streaming Domain Name. For more

information, see Associate Domain Names.

. Generate ingest URL and streaming URL. For more information, see Edge

ingestion- Generate ingest URL and streaming URL.

. Push streaming. You can use the Alibaba Cloud push streaming SDK or the third-
party push streaming software (for example, OBS) to perform push streaming
operation. You can also perform push streaming operation at mobile end and

mobile end.

Push streaming at PC end: This document takes OBS as an example to introduce
live activity process for you. For more information about OBS download and
configuration, see Push streaming and live streaming at PC end. Push streaming
at mobile end: For more information, see Push streaming and live streaming at

mobile end.

. Live streaming.
You can playback the live stream at PC end, and mobile end.
Live streaming at PC end:
- Use the web player to playback the live stream
Copy the streaming URL to web player, and click Play.
- Preview videos in Alibaba Cloud console

You can log on to the ApsaraVideo Live console, and click Live Management >
Streams > Live URLSs to get and view the streaming URL. For more information,

see View a live stream.
Live streaming at mobile end:

For more information, see Push streaming and live streaming at mobile end.


https://live.console.aliyun.com/?spm=a2c4g.11186623.2.19.5c9b2853O7ygFB#/live/domains

3 Domain names management

3.1 Manage a domain name

3.1.1 Add a domain name
Before creating an ApsaraVideo Live activity, you must add a domain name in the

ApsaraVideo Live console.
Prerequisites

- If you want to use ApsaraVideo Live service in China, you must have a domain

name that has completed ICP record filing.
- If the record-filing is pending, you must first apply for ICP record filing.

Procedure

1. Log on to the ApsaraVideo Live console.

2. Click Domains > Add Domain.

Note:
You must add an Ingest Domain and a Streaming Domain respectively.

3. Configure the Streaming Domain, and click Next,

Note:

- Live Center: refers to the location of the live center. The Ingest Domain and the
Streaming Domain must be in the same region.

- Domain Type: refers to the acceleration type of the domain name. Ingest
Domain and Streaming Domain correspond to stream ingest acceleration and

live streaming acceleration respectively.

- Edge Group: refers to the area where the domain name can perform

acceleration.

Streaming Domain is created successfully.
4. Click Back to Domain List.
5. Click Add Domain.


https://www.alibabacloud.com/zh/icp?spm=a2796.7919406.1097650.dznavsolutions13.430b6ecf2op4hR
https://live.console.aliyun.com/#/live/domains

6. Configure Ingest Domain, and click Next.

Ingest Domain is created successfully.

E] Note:

After the domain names are created, you must configure CNAME for the domain
names. For more information, see Configure CNAME. After the domain names are
successfully configured, the domain names automatically configures acceleration

function, and you can use the acceleration function immediately.

3.1.2 Associate domain names
After both domain names are added successfully, you must associate the ingest

domain and the streaming domain so that the domain names take effect.

1. Log on to the ApsaraVideo Live console.

2. Click Domains.

3. Select the Streaming Domain, and click Domain Settings at the right side.
4.

In Basic Settings > Stream Ingest Information, select Stream Ingest Information,

and click Not Configured.

Basic Seftings Basic Information Stream Ingest Information Streaming Information
HTTP Header Sett

| Stream Ingest Information
HTTPS Settings

Ingest URL

nirol rimp:/ivideo-center.alivecdn.com/AppName/StreamName’
Advanced Settings

Callback URL

Not Configured

est n
Not Configured /

5. In the Ingest Domain drop-down list, select the Ingest Domain and click OK.

Ingest Domain

e

Ingest Domain



https://live.console.aliyun.com/#/live/domains

6. If you want to associate more Ingest Domains, click the following Add Stream

Ingest Information.

Basic Information Stream Ingest Information

| Stream Ingest Information

Ingest URL

Callback URL

Not Configured #

| Stream Ingest Information

Ingest Domain

CNAME

Edge Ingest URL
tmp:ila

Callback URL
Not Configured #

rtmp:/video-center.alivecdn.com/AppName/StreamName!

Streaming Information

3.1.3 Disable a domain name

Perform the following steps to disable a domain name.

1. Log on to the ApsaraVideo Live console.

2. Click Domains.

3. Select the domain name that you want to disable, and select Disable in the drop-

down list of More.

ApsaraVideo Live Domain Management

Search by domain name

Stream Management

| Current domains: 9, remaining domains that can be added: 11

Domains

Domain Name
Monitoring
Statistics-Visits

Stafistics-Usage

Log Management

CNAME @

Domain Type

Streaming
Domain

Ingest Domain

Streaming
Domain

Streaming
Domain

Streaming
Domain

Live Centel

China

(Shanghai)

China

(Shanghai)

China

(Shanghai)

China

(Shanghai)

China

(Shanghai)

Status Actions
o Enabled ::2;15]1‘55"\1;5 Stream Settings
e Enabled Domain Settings More -

e Enabled

e Enabled

® Enabled



https://live.console.aliyun.com/?spm=5176.2020520001.1001.56.5YMnm3#/live/domains

4. Click OK.

Are you sure you want to disable the domain name?

The current status of the domain name in Status is Disabled.

3.1.4 Enable a domain name

Perform the following steps to enable the domain name that you have disabled.

1. Log on to the ApsaraVideo Live console.
2. Click Domains.

3. Select the domain name you want to enable, click More at the right side, and select

Enable in the drop-down list.
4. Click OK.

In Status, the domain name is currently Enabled.

3.1.5 Delete a domain name

Perform the following steps to delete a domain name.

E] Note:

A domain name can only be deleted when its status is Disabled. Therefore, you
must first disable the domain name before you delete it. For more information , see

Disable a domain name.

1. Log on to the ApsaraVideo Live console.
2. Click Domains.

3. Select the domain name that you have disabled, and select Delete in the drop-down

list of More.
4. Click OK.


https://live.console.aliyun.com/?spm=a2c4g.11186623.2.19.51f61d92dE4irz#/live/domains
https://live.console.aliyun.com/?spm=a2c4g.11186623.2.23.51f61d92dE4irz#/live/domains

3.2 Configure CNAME

Procedure

1. Log on to the ApsaraVideo Live console.
2. Click Domain Names.

3. Select the Streaming Domain Name, and copy the corresponding CNAME.

ApsaraVideo Live Domain Names
Overview Add Domain o Enter domain name
Live Videos \ N 5 Straam A o Stam A
Domain Name CNAME G Stream Type Media Regior Statws Actions
Streaming doma China East 2 (Sha
a-pus &-pus » Enabled
Resource nneme nghai)
bémktmragement aple Sweemplaydom  ChinaEsst2(Sha gy
ain name nghai)

E] Note:

An exclamation mark (!) in CNAME indicates that the domain name has not
complete CNAME configuration. For more information about configuring CNAME,

see the following steps.


https://live.console.aliyun.com/?spm=5176.2020520001.1001.56.Fcjldw#/live/domains
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4. Copy CNAME, and perform the CNAME configuration operation.

a. Log on to the Domains console.

b. Click Domain Names.

c. Select the domain name you want to configure CNAME, and click Resolve.

T | Domain Name List Go to Alibaba Cloud DNS product list >
Al To Be Renewed To Be Redeemed Export Search Results Export Domain List
Domain Name : Domain Type : Al ~ Registration Date :
Bulk Operations
Expiration Date : W - « IEZE
Registrant Profiles
i i Registration Date (UTC|
Domzin Transfers-In Domain Name Dormain Status ned YT Expiration Dats(uTC) Action
Type $
Email Verification
Change Log aTLD To Be Renewed Jul 19,2017 09:34:15 Jul 19,2018 09:34:15 fenew ' qefz‘:;'e
My Downloads =
Bulk Renew Total 1 items , perpage : 20 ~ -
.
d. Click Add Record.
I DNS Settings 5lili.com
© The DNS zerver of your domain name iz unavailable. Pleace change it o a DN server provided by Alib Cloud DNS at your domain regictrar. Show Details
Import & Bxport
Type & Host & Line{ISP) % Value MX Priority TTL Status Actions
Edit | Enable | Delete
CNAME Default 4 -- 10 minute(s) Disabled _
Remark
Edit | Disable | Delete
CNAME Default 4 10 minute{s) Normal N
emark

e. Configure parameters, and clickOK.

Add Record

Type: | CNAME- Canonical name

Host:

[s1]
i

am ()
ISP Line: | Default - Retun to the default value when the g... ®
* Value:  a-pl

# TTL: | 10 minute(s)

Synchronize the Default Line

Cance
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https://netcn.console.aliyun.com/core/domain/list?spm=a2c4g.11186623.2.6.6d5a596dbOJz82

- In Type, select CNAME-Canonical name.
- In Host, enter the secondary domain name of the Streaming URL. For
example: the Streaming Domain Nameis a - play . aliyunlive . com ,
then the secondary domain nameis a - play .
- In Value, enter the CNAME you have copied from the domain name list.
5. After you complete configuring CNAME for the Streaming Domain Name, you must

perform the same operations for Ingest Domain Name.

Note:
After you configure the resolution parameters, the CNAME configuration normally

takes effect quickly.

- If it is a newly created domain name, the resolution are not required to refresh
the DNS.

- Different data is cached on different DNSs. And, if the CNAME changes, it may
take up to 48 hours to complete the updates.

3.3 Configure HTTPS

Hypertext Transfer Protocol over Secure Socket Layer (HTTPS) is a security suite of
the normal HTTP channel focusing on security. It encapsulates HTTP with the SSL/
TLS protocol with SSL/TLS protocol as its security base.

Advantages of HTTPS settings

Key user data is encrypted during transmission to prevent sensitive information from

the leakage, such as session IDs or cookies that can be maliciously used by attackers.

Data integrity verification is performed during transmission to prevent the hidden
danger of man in the middle (MITM) such as DNS or content hijacked or tampered by

an unverified third party.

Alibaba Cloud ApsaraVideo Live provides HTTPS secure acceleration schemes. You
must enable the secure acceleration mode and then upload the certificate/private
key of the CDN domain name. The ApsaraVideo Live console also supports viewing,

disabling, enabling, and editing the certificates.



If the certificate is configured correctly and enabled, both HTTP access and HTTPS
access are supported. If the certificate does not match or is disabled, only HTTP

access is supported.
Attentions

Configuration restrictions

Feature Description

Disable and Enable HTTPS status Disable: No HTTPS requests are
supported and no certificate/private key
information is retained. Enable You must
re-upload the certificate/private key to
enable the certificate again.

View certificate It allows you to view the certificate only
. Viewing private key information is not
supported.

Modify and edit certificate Modification and editing of the certificat

e are supported, but the effective period
for performing these operations is 1 hour
. Perform the operation with caution.

Certificate restrictions

- The certificate and private key of a CDN domain name for which HTTPS Settings
is enabled, must be uploaded. Both the certificate and private key must be in PEM

format.

Note:
Tengine used in ApsaraVideo Live is based on Nginx, which means certificates that

can be read by Nginx are supported (the certificates must be in PEM format).
- Only SSL/TLS handshakes containing SNI information is supported.
- The certificate and private key that you upload must have a one-to-one correspond
ence with each other; otherwise, the verification fails.
- The effective period of the updated certificate is 1 hour.

- Private key with a password is not supported.
Procedure

Step 1. Buy a certificate
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To enable HTTPS Settings , you must have a certificate that matches the CDN domain

name. Click Buy Now at the ApsaraVideo Live Certificates Service to buy a certificate.

| Alibaba Cloud Certificates Service

Current Selected

Region LEEY Tl EU Central 1 Middle East 1

Region:  Asia Pacif...

Category OV &sL Category: OV SSL
0V S5L offers encryption to implement strict identity verification for applicants. It certifies trusted Select Bra...Entrust
identity.

Type of D...Wildcard ...

=

o .

- Entrust Datacard provides the most stringent organization validation certificate Quantity: 1

B Duration ... 1 year(s)

=

5 Type of D Wildcard ’

ype of Dom R I..1

S Single Domain  Multiple Domain srewE year(s)

] Domain Fee:

@ ee:

m Protection of one domain narme with a wildeard (covering all the domain names at the same level as $ 1049 OO
the “*" wildcard). When you apply for a certificate for a domain name such as * example.com, the *
certificate issued will support a.example.com, al.example.com, a2 example.com and so on, but does
not support b.a_example.com, bl.a.example.com and so on BU}" Now

Domains — 2 3 4 5 10
20 50 100

1 Domain(Sans/Subdomain/FQDN/Wildcard)

Quantity 1

Duration Pur 2 Years

Expired after one year

ik

Purchase Plan

Step 2. Configure the ApsaraVideo Live domain name
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https://common-buy-intl.aliyun.com/?spm=5176.2020520163.cas.1.73638270UmF5c9&commodityCode=cas_intl&accounttraceid=5c6c3d4e-adf8-46ee-9dee-500a6cbc4e20#/buy

1. Enable HTTPS settings.

a. Log on to the ApsaraVideo Live console.

b. Click Domains, select the Streaming Domain that you want to perform HTTPS

settings, and click Domain Settings .

c. Click HTTPS Settings, and click Change Settings following HTTPS Certificate .

& Back to Domain List

Basic Settings

HTTP Header Settings

HTTPS Seftings

Access Conirol

Advanced Settings

| HTTPS Certificate

HTTPS Certificate

Disabled

| HTTPI2

HTTPR2

| Forcible Redirect

Redirect Type

Cefault

Change Settings

d. In HTTPS Setting, enable HTTPS to go to the Certificate Status.



https://live.console.aliyun.com/?spm=a2c4g.11186623.2.5.41ef7726m6GZqV#/live/domains
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HTTPS Setting

(D After a certificate is updated, it takes effect in 1 hour.

@

Enable HTTFS |

Certificate Authority

Alibaba Cloud Security

Certificate Name

Enter a ceriificate name

Content

OK

Others A SSL Certificates Service

Cancel

14
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2. Select a certificate.
Alibaba Cloud ApsaraVideo Live supports two types of certificates for deployment.

- Self-owned certificate: You must set the certificate name and then upload the
certificate content and private key. The certificate is then saved in the Alibaba
Cloud SSL Certificates console. You can view it under My Certificates tab.

- Self-owned certificate: You must set the certificate name and then upload the
certificate content and private key. The certificate is then saved in the Alibaba
Cloud SSL Certificates console. You can view it under My Certificates tab.

- Alibaba Cloud certificate: Certificates purchased from the ApsaraVideo Live
Certificates Service are supported. You can select a certificate name to adapt to

the CDN domain name.

HTTPS Sefting

After a certificate is updated, it takes effect in 1 hour.

Enable HTTPS
@«
-

Certificate Authority

Alibaba Cloud Security Others

i
i}
[£p]
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+
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|
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i
I
-
=]
[ae]

Certificate Name

Content

@ Note:

Only certificates in PEM format are supported.


https://yundun.console.aliyun.com/?spm=a2c4g.11186623.2.9.41ef7726m6GZqV&p=cas#/cas/home
https://yundun.console.aliyun.com/?spm=a2c4g.11186623.2.9.41ef7726m6GZqV&p=cas#/cas/home
https://partners-intl.aliyun.com/login-required#/yundun
https://partners-intl.aliyun.com/login-required#/yundun

3. Set the redirect type.

Click Change Settings following Redirect Type.

| Forcible Redirect

Redirect Type

Default

Change Settings |

Forcible Redirect is supported: The system forces redirect of the users’ original

request methods by default.

For example, if HTTP > HTTPS redirect is enabled and a user initiates an HTTP
request, the server returns a 302 redirect response and the original HTTP request is

forcibly redirected to the HTTPS request.

- Default: HTTP and HTTPS requests are compatible.

- HTTP > HTTPS redirect: Users’ HTTP requests are forcibly redirected to the
HTTPS requests.

- HTTPS > HTTP redirect: Users’ HTTPS requests are forcibly redirected to the
HTTP requests.

Force Redirect

Redirects Type

HTTPS -> HTTP | HTTP - HTTPS

Step 3. Verify whether the certificate has taken effect

You can access resources by HTTPS when the configurations are completed and
the certificate is enabled now. If a green HTTPS mark appears in your browser, it

indicates that currently a private connection is established with the website, and

HTTPS settings take effect.

{1} & hitps://wiess Sy D0




3.4 Access control

3.4.1 Configuration authentication
URL authentication function aims to protect the user’ s website content from the
illegal or malicious behavior. Using anti-leech to add a referrer whitelist and blacklist
can solve some hotlinking problems. However, the referrer anti-leech cannot protect
the site resource because the referrer content can be falsified. Therefore, using URL

authentication to protect the user’ s source site resource is safer and more effective.

It is a safe and reliable anti-theft mechanism that protects site resources by
coordinating Alibaba Cloud CDN acceleration node with customer’ s resources site

. The customer site provides customer with an encrypted URL (including authentica
tion information), which the user then uses to make a request to the acceleration
node. The acceleration node verifies the authentication information in the encrypted
URL to determine the validity of the request (that is, whether to respond normally to
a valid response or refuse an invalid response), thus effectively protecting customer

site resources.
Authentication URL composition

Authentication URL consists of Live streaming address/stream play address +
verification string. The verification string is calculated according to md5 algorithm
by using authentication key + expiration time. This address is applicable to PC end,

mobile end, third-party push streaming and live streaming tools.

- Authentication KEY: The field is assigned randomly, and also support custom

configuration.

- Validity Period: The time when user visits customer source server exceeds the
self-defined time (timestamp field designation), the authentication is invalid.
For example, if the validity period is 1800s, and the user sets the visit time as
2020-08-15 15:00:00, the link expires at 2020-08-15 15:30:00.

URL authentication concept
Encrypted URL component

http :// DomainName / Filename ? auth_key = timestamp - rand - uid -
md5hash

Authentication field description



Field Description

timestamp validity period, positive integer, fixed
length 10, seconds measured from 1970
-01-01. Used to control validity period,
integer of 10 digit, expire time 1800s.

rand random number, we recommend that
you use UUID (which cannot contain en
dash” - “. For example, the format can
be 477b3bbc253f467b8def6711128c7bec).

uid not used yet (set to 0)

md5hash verification string calculated according
to md5 algorithm, lowercase letters and
numbers are supported, fixed length 32.

When the server receives the request, it first determines whether the timestamp in
the request is shorter than the current time. If it is shorter, then the validity period

is thought to be invalid and it returns an HTTP 403 error. If the timestamp is longer
than the current time, then a same string is structured (see the following compositio
n mode of sstring). The server then calculates the HashValue according to MD5
algorithm, and compares this value with md5hash in the request. If the values are the

same, then the authentication is successful; otherwise, it returns an HTTP 403 error.

HashValue is calculated with the following strings,

sstring = " URI - Timestamp - rand - uid - PrivateKey " ( URI is
the address correspond 1ing to the user ' s request
object , not including parameters , for example : / Filename
) HashValue = md5sum ( sstring )
HashValue = md5sum ( sstring )
Examples

1. Use req_auth to request object. http :// cdn . example . com / video /
standard / 1K . html
2. Set the key to: aliyuncdnexp1234 (set by the user).

3. The expire time of authentication is 2015-10-10 00:00:00, the seconds calculated is
1444435200.

4. The server structures a signature string used to calculate Hashvalue. / video /

standard / 1K . html - 1444435200 - 0 - 0 - aliyuncdne xpl234



5. The server calculates HashValue according to the signature string. HashValue
= md5sum ("/ video / standard / 1K . html - 1444435200 - 0 - 0 -
aliyuncdne xpl234 ") = 80cd3862d6 99b7118eed 99103f2a3a 4f

6. The URL, when making a request,is http :// cdn . example . com / video
/ standard / 1K . html ? auth_key = 1444435200 - 0 - 0 - 80cd3862d6

99b7118eed 99103f2a3a 4f

The calculated HashValue is consistent with md5hash = 80cd3862d699b7118eed

99103f2a3a4f in the user’ s request, and the authentication succeeds.
URL authentication code example
For more information, see Authentication code example.

Procedure

Note:
Authentication function is enabled by default. We recommend that you keep it
enabled by default, so as to reduce the risk of bootlegging. If you want to disable the

authentication function, contact your business manager or open a ticket.

When the authentication function is enabled, you can select default authentication or

custom authentication based on your needs.
Default authentication

In default authorization, the authorization key is assigned randomly, and the Validity

Period is 30 minutes. The authentication expires if the time exceeds 1800s.

1. Log on to the ApsaraVideo Live console.

2. Click Stream Management > URL Generator > Edge Ingest.

Note:
The edge ingest function preferentially pushes your video streams to the optimal
CDN node to minimize such problems as video lagging and slow stream-pulling

ratio. We recommend that you preferentially select Edge Ingest.


https://www.alibabacloud.com/help/doc-detail/57388.htm?spm=a2c63.p38356.b99.50.652e6523uRedUw
https://home.console.aliyun.com/new#/

3. Select the Streaming Domain, and the associated Ingest Domain to be

authenticated, enter the corresponding Application Name and Stream Name, and
click Generate URLs.

URL Generator Management
ApsaraVideo Live

Live Center Ingest
Overview

Siream Management

ngest Endpoints Streaming Do

jority, and then pushes the streams to the live center through the internal network. This is applicable to the scenario that the casters

Recordings

Snapshois

ication Mode

Mode A The timeout is 30 minutes
.,
You change the tim

meout value in Access Control. Go fo Access Control to change it

Domains nge:

Monitoring - Go to configure the ingest domain.
Statistics-Visits Authentication Mode

Mode A The timeout is 30 minutes
Statistics-Usage

e timeout value in Access Control. Go to Access Control to change it

Log Management

Stream Name

Generate URLs Leam More

g] Note:

You can configure the authentication for the Ingest Domain and the Streaming

Domain as needed. We recommend that you perform authentication on both

domains so as to reduce the risk of bootlegging.

You can get the authenticated Ingest URLs and Streaming URLs.

tmp:f/z Vappistream?auth_key=1 145167 2f226d8dae57470d53cc82fb

Criginal Quality

tmp:fiz Wapp/stream?auth_key=154754 75fe22554406ba7b4250f353060
hitp:ffa: fappistream_flv?auth_key=1547 ae439355d53d055bc46251F59c 2D
hitp:fia: fappistream.ma3ud?auth_key=1,

223632027ecd37265ecaldd45e95del

Custom authentication

If youdon’ t adopt default configuration, you can also customize Primary KEY,

Secondary KEY, Validity Period, Application Name and Stream Name to generate
signed URL for stream ingest.

1. Log on to the ApsaraVideo Live console.

2. Click Domains, select the domain that you want to perform customize

authentication, and click Domain Settings.




3. Click Access Control, select URL Authentication, and click Change settings.

est URL

tmp:fiz Wappistream?auth_key=1 3405167 2{226d8dae57470d53ccE2f
Streaming URLs

Criginal Cuality

tmp:fiz Vapp/stream?auth_key=154754 75fe22854406ba7b4 250353060

hitp:fia {appistream_flv?auth_key=1547 2e439355d53d055bc4625159¢ 2fb

hitp:ffa. fappistream.m3ud?auth_key=1!

223632927ecd37265ecald945296de0

You can also go to Stream Management > URL Generator > Edge Ingest, click Access
Control following Streaming Domain and the associated Ingest Domain to quickly

go to the custom authentication page.

URL Generator Management

Live Center Ingest

Edge ingest pushes video streams to the nearest CON node with high priority, and then pushes the streams to the live center through the internal network. This is applicable to the scenario that the casters and live
center are located in different regions. Learn mare.

Streaming Domain

Authentication Mode
Mode A The timeout is 30 minutes

Ingest Domain

Authentication Mode
Mode A The timeout is 30 minutes
You need to change the timeout value in Access Control. Go t

Application Name

Stream Name

Generate URLs Learn More




4. In URL Authentication page, customize thePrimary KEY, Secondary KEY, and
Validity Period, and click OK.

URL Authentication

LIRL Authentication

O

After you enable URL authenfication, an expiring streaming URL is
automatically generated. To ensure the security of stream ingest and
streaming, URL authentication is enabled by default. If you need to
disable authentication, please acknowledge the risk of unauthorized
use of your senvice and agree to the terms of the Disclaimer

Read srlzimer
vedd LIsCialme

Authentication Type

Primary Key

gRxkaxTMNTa

A primary key must be & to 32 characters in length and can contain
efters and numbers.

Secondary Key

e o -
c Sy KREY

A p—

(7]

=
(PR N

A secondary key must be 6 to 32 characters in length and can
contain letters and numbers.

Validity Period
a0 dinut

[5%)
(77

Bl o

@ Note:

Primary KEY is a key for calculating encrypted string. If the Primary KEY

is changed, all URLs using the Primary KEY instantly becomes invalid. The
Secondary KEYbridges the process of modifying the Primary KEY, that is, when
you change the Primary KEY, the ingest URL or streaming URL using the Primary
KEY does not become invalid instantly, and the Secondary KEY plays a transition

role.



5. In Stream Management > URL Generator > Edge Ingest, select the Streaming
Domain, the associated Ingest Domain to be authenticated, and enter the

corresponding Application Name and Stream Name, and click Generate URLs.

ApsaraVideo Live Live Center Ingest

Overview
Stream Management
ngest Endpoints

Recordings

Snapshots Wode A The timeout is 30 minutes

Yo d to change the timeout value in Access Control
ngest Domain

Domains

Monitoring

hentication Mode
Stafistics-Visits Mode A The timeout is 30 minutes.

eout value in Access Control. Go to Access Control to change it
Siatistics-Usage

Log Management

You can get the signed Ingest URLs and Streaming URLs.

3.4.2 Configure hotlinking protection
The hotlinking protection function is realized based on the HTTP referrer mechanism
where the referrer is used for source tracking and source identification. Users can
configure a referrer blacklist or whitelist to identify and filter visitors in order to limit

access to live video distribution resources.

Currently, the hotlinking protection function supports the blacklist or whitelist
mechanism. After a visitor initiates a request for a resource, and the request arrives
at a CDN node. The CDN node filters the identity of the visitor based on the preset
hotlinking protection blacklist or whitelist. If the identity complies with the rules, the
visitor can access the requested resource; and if the identity fails to comply with the

rules, the request will be forbidden and a 403 response code is returned.
Attentions

- This function is optional and is disabled by default.
- To enable this function, you can edit Blacklist or Whitelist. The Blacklist and
Whitelist are mutually excluded, and you cannot configure both of them. This

article takes the blacklist setting as an example.




- You can set whether a null referrer field can be used to access CDN resources (That
is, whether to allow direct access to resource URL by using a browser’ s address
bar).

E] Note:

- Generally, mobile ends cannot get referrers. Therefore, the system currently
supports access with a null referrer field by default. If you have set the system,
and it does not support access with a null referrer field, you can set the
referrer in combination with Alibaba Cloud player at the mobile end. For more
information, see Basic player.

- If you forbid access with a null referrer field, make sure to configure HTTPS
secure acceleration, and enable force redirection to HTTPS (HTTP > HTTPS).
When processing an HTTPS request for HTTP resources, some browsers
remove the referred field and result in access failure.

- After this function is enabled, wildcard domain names are automatically
supported. For example, if you enter a . com , the final effective configuration is

x. a . com .Thatis, all the sub-domains take effect.
Procedure

1. Click Domains.
2. Select the Streaming Domain to be configured, and click Domain Settings.
3. Click Access Control.

4. Select Hotlinking Protection, and click Change Settings.

¢ Back to Domain List

Basic Setftings Hotlinking Protection LURL Authentication IF Addrezs Blacklist

HTTP Header Sett. ..
| Hotlinking Protection

HTTPS Settings

Protection Method

Access Contro Mot Configured

Advanced Settings



https://www.alibabacloud.com/help/doc-detail/61431.htm?spm=a2c63.l28256.b99.202.126c7ad7lIUOpN

5. Select the Blacklist, and add a specified domain name in Referrers.

Hotlinking Protection

Separate multiple referrers by pressing Enter. Wildcards are supported. For
example ou use a.*b.com, it will include a.alivun.b.com or a.img.b.com.
Allow Users to Direcily Access Resource URL from Browser Address

Bar
Allow blank referrers to access COM assets

Blacklist is added successfully.

@ Note:

You can configure only one format of the hotlinking protection function, that is,

only one of the blacklist and the whitelist can be configured at the same time.

3.4.3 Configure IP address blacklist

ApsaraVideo Live supports blacklist rules. If an IP address is added to the blacklist,

the IP address cannot access the current CDN domain name.

Attentions

IP address blacklist currently supports adding IP network segment. For example, 127
.0.0.1/24.

Wherein, 24 indicates that the first 24 bits of the subnet mask are effective. That is,
32-24=8bit indicates host ID, and the subnet can contain 2 - 2 = 254 hosts. Therefore,
the 127.0.0.1/24 indicates the IP network segment range is 127.0.0.1~127.0.0.255.



ApsaraVideo for Live User Guide (New console) / 3 Domain names
management

Procedure

1. Log on to the ApsaraVideo Live console.
2. Click Domains, select the domain name, and click Domain Settings.

3. Click Access Control > IP Address Blacklist, and click Change Settings.

< Back to Domain List

Basic Settings Hotlinking Protection URL Authentication | IF Address Blacklist I

HTTP Header Seit...

| IP Address Blacklist

HTTPS Settings
IF Address Blacklist

Access Control Mot Configured
A blacklist is used to identify and filter access requests

Change Settings

4. In IP Address blacklist, enter the blacklist IP address.

Advanced Settings

IP Address Blacklist X

Blacklist
127.0.01

You can specify up o 100 IP addresses. Separate multiple IP addresses by
pressing Enter. Duplicate IF addresses are not allowed. You can add
netwark segments. Example: 127.0.0.1

Cancel

IP Address blacklist is configured successfully.

26 Issue: 20190917


https://home.console.aliyun.com/new#/

3.5 Configure premium streaming (Formerly global
acceleration)

Premium streaming is a high-speed circuit between the region where the streamer is

located and mainland China.
Scenario

Streamer at abroad or in Hong Kong, Macao and Taiwan region: The premium
streaming function is used to stream video streams to mainland China, and
distribute the video streams in mainland China.

Streamer in mainland China: The premium streaming function is used to pull and

distribute video streams to specified acceleration region.
Attentions

Premium streaming service is effective for a domain name only in China (Shanghai

) region.

Before configuring premium streaming, log on to the ApsaraVideo Live console,

and confirm the region of the configured domain name in Domains.

ApsaraVideo Live Domain Management

Stream Management ‘ Current domains: 8, remaining domains that can

ngest Endpoints B T Live Center
Domain Name CNAME 3 Tz i e Status Actions

Recordings

Streaming China - " Doma
S Domain (Shanghai) * Enabled ore

Generator
URL Generatol China

Ingest Domain
= (Shanghai)

@ Enabled

Domains

Streaming China e D
Menitoring = @ Enabled
ALIIML) Domain (Shanghai) ore

Streaming China - " Domain Settings Stream Seftings
Domain ° Fene o=

- . .
I Streaming China @ Enabled oo
Log Manageme: Domain (Shanghai) ore

Statistics-Visits

Stafistics-Usage

If you want to use premium streaming, you must use edge ingestion function. For

more information, see Edge ingestion.

When you associate domain names, the system automatically enable edge
ingestion acceleration service. Before configuring premium streaming, confirm

that you have associated ingest domain name and streaming domain name in


https://live.console.aliyun.com/#/overview

Domains > Domain Settings > Basic Settings > Stream Ingest Information. For more

information about configuring edge ingestion, see Configure edge ingestion.

S —

Basic Settings Basic Information Stream Ingast Information Streaming Information

HTTP Header Se...
| Stream Ingest Information

HTTPS Settings

Ingest URL

Access Control

Advanced Seftings

Callback URL
Not Configured #

| Stream Ingest Information

om.w kunlunso.com

Edge Ingest URL

Callback URL
Not Configured

Procedure

1. Log on to the ApsaraVideo Live console.
2. Click Domains.
3. Select the Streaming Domain Name, and click Stream Settings.

4. Click Premium Streaming > Add.

€ Rexun toDamains| &l Domain Type: Stream play domain name | Region: China East 2 (Shanghai) | Crested Ar.Jul 29, 2018 9:24 PM

Transcoding

Recording

Screenshots

AppName Templste Type Actions
Clohal




5. In Premium Streaming Acceleration Settings, enter premium streaming

parameters.

Premium Streaming Acceleration Settings

+ Application Mame
The application name must be the same as that specified in the ingest URL
for the setling to take effect. The application name is case sensitive

* Stream Name

The stream name must be the same as the StreamMame specified in the
ingest URL for the setting to take effect.

* Acceleration Region

Live Streamingy | Stream Ingest
" |

- Application Name The name of the video app. The Application Name must be

the same with the Application Name, or the configuration does not take effect.
For example, the Application Name in the ingest URL is app, and the Application
Name of the premium streaming must also be app.

- Stream Name: The name of the stream. Enter the specified stream name. If you

want to record all the streams under the Application Name, enter wildcard (*).

@ Note:



Application Name and Stream Name parameters support upper case letters,
lower case letters, number, hyphen (-), underline (_) and period (.). The length

is limited within 50 characters.

- Acceleration Region:

- Stream Ingest acceleration: select the region where the streamer is located.

- Live Streaming acceleration: select the region where the audience is located.

The premium streaming is configured successfully.

Note:
If the Stream Name you configured in Premium Streaming contains wildcard (*),
and multiple streams are configured under the same Application Name, then all

the streams perform the premium streaming configuration by default.



4 Configure push streaming and live streaming

4.1 Configure edge ingestion

The edge ingestion function preferentially pushes your video streams to the optimal
CDN node to ensure that users can access the best uplink network. Besides, it can

minimize such problems as video lagging and slow pull streaming caused by uplink

transmission.

1. Log on to the ApsaraVideo Live console.


https://live.console.aliyun.com/

ApsaraVideo for Live User Guide (New console) / 4 Configure push streaming
and live streaming

2. Add an ingest domain name.

a. Click Domains > Add Domain.

b. Enter ingest domain information.

< Add Domain

* Domain Name | Enter a domain name
Wildcard domains, such as *.test.com, are supported. Learn mare

# Live Center | Japan (Tokyo) Singapore China (Beijing)

China ujSha"ghai"d China(shenzhen) | | Germany (Frankfurt)

* Domain Type | Streaming Domain | | Ingest Doma "é
* BEdge Group | Mainland China Globe J Ouiside Mainland China

Different charges apply for mainland China and regions outside

mainland China. Please select a region that fits your needs.

c. Click Next, and the ingest domain is created successfully.

d. Click Back to Domain List.

< Add Domain

@ The damain name 1S

created.

[ ] Add CNAME Record
You must add a CNAME record to your DNS records to

enable accelsration using CON.

Configure CNAME

[] The domain name is created.

Back to Domain List
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3. Create a streaming domain.

a. In Domains, click Add Domain.

b. Enter streaming domain information.

< Add Domain

* Domain Name | Enter a dom

o Liks

[vE]
[5¥]

me

Wildcard domains, such as * test.com, are supported. Learn mare

* Live Center | Japan (Tokyo) Singapore China (Beijing)

:-*i“a-E-"a’;:haA China(shenzhen) | | Germany (Frankifurt)

* Domain Type | Streaming :m“az Ingest Domain

+ Edge Group | Mainland 3-*%2 Globe Outside Mainland China

]
-\.

]
{1 )

Yy
ons

[
[ak)
r
[at ]
[ah]
[=]

f
isige

i a region that fits your n

[ae}

ae
=d

@ Note:

The Ingest Domain and the Streaming Domain must be in the same region so
that you can associate the two domain names.

4. Configure CNAME.

You must configure CNAME for the ingest domain and the streaming domain

respectively. For more information, see Configure CNAME.



5. Associate the Ingest Domain and the Streaming Domain.

a. In Domains, select the created Streaming Domain, and click Domain Settings.
b. InBasic Settings, click Stream Ingest Information, and click Not configured

followingStream Ingest Information.

& Backto Doin s

Basic Settings Basic Information Stream Ingest Information Streaming Information

HTTP Header Sett
| Stream Ingest Information

HTTPS Settings

Ingest URL

Access Control amName?vhost=a-play0.aliyuniive com

Advanced Settings

Callback URL

Not Configured

| Stream Ingest Information

Ingest Domain

Not Configured

c. Select the Ingest Domain, click OK, and return to the home page of the

ApsaraVideo Live console.

Ingest Domain

¥ Ingest Domain

You need to select a domain name from the current domain name list. If a new
ngest domain is required, add the doemain on the Domain Management page.

Co




6. Generate ingest URL and streaming URL.

a. Click Stream Management > URL Generator.
b. Select the Streaming Domain and Ingest Domain.

c. Enter Application Name and Stream Name, and click Generate URLs.

ApsaraVideo Live

Qverview h high priority, and then pushes the sireams to the live center through the internal network. This is applicable to the scenario that the casters

Stream Management
ingest Endpoints
Recordings
Authentication Mode

Snapshats Mode A The timeout is 30 minutes.

Domains

Go to configure the ingest domain
Monitoring
Statistics-Visits

ss Control. Go fo Access Control to change it

Statistics-Usage

Log Management aop

d. Copy the URLs to stream ingest and live streaming tools for ingestion and

playback.

rimp:{/a-push1_aliyunlive.com/app/stream?auth_key=1547700742-0-0-20784bc8b87d30274a28eaa25c26ae1a

Criginal Quality

rtmp:ia-play1_aliyunlive. com/applstream?auth_key=1547709742-0-0-c946deb7fa3fc9161c95b882¢ 3131370
hitp:ffa-play1.aliyunlive.com/appistream flv?auth_key=1547708742-0-0-3affaeceefa3ladic1b102b54a1d5206
hitp:ffa-play1.aliyunlive.com/app/stream.m3ud ?auth_key=1547709742-0-0-

ddcfed1268c84e4cd58353012154ee15

4.2 Stream ingest and live streaming at mobile end

You can use Alibaba Cloud’ s stream ingest and live streaming demo for stream
ingestion and playback. Perform the following steps to complete stream ingest and

live streaming at mobile end.
Download stream ingest and live streaming demo

You can use DingTalk app to scan the following QR code, install the mobile-end Demo

integrated in Alibaba Cloud.

g] Note:



- You must install stream ingest and live streaming demo at two mobiles respective
ly, so that one is used for stream ingestion, and meanwhile, the other is used for

stream playback.

- Due to restrictions to Wechat and QQ, you can use DingTalk app or a third-party

software to scan the QR code for installation.

Get ingest URL and streaming URL

- You can get ingest URL and streaming URL in the new console. For more

information, see Configure edge ingestion.

- You can also get ingest URL and streaming URL at the mobile-end demo.

In Pusher setting, click NEW at the right side of the streaming URL. The system
automatically creates a streaming URL, and meanwhile, generates a corresponding
QR code of a stream play URL (The stream play URL is automatically copied to the
clipboard, you can copy the The stream play URL to the player or scan the QR code

for watching). See the following figure:

Configure streaming

In Pusher setting, configure the parameters listed in the page:

Note:
The parameters are not listed here. You can perform streaming operation based on
default values. You can also select custom mode in Quality Mode and configure the

parameters based on your needs.
Configure stream play

- You can enter the stream play URL that you get from the new ApsaraVideo Live

console to perform the stream play operation.

- You can also enter the stream play URL automatically generated by the system, or

scan the QR code to perform the stream play operation.

4.3 Stream ingest and live streaming at PC end

You can use stream ingest tools for PC end to push video streams to Alibaba Cloud live

center for content processing and distribution. You can set videos that are pushed


https://itunes.apple.com/cn/app/%E9%92%89%E9%92%89/id930368978?spm=a2c4g.11186623.2.4.3c50650ctVEl77&mt=8

to Alibaba Cloud live center based on your needs so that the videos can be used
in different scenarios. Perform the following steps to complete stream ingest and

playback at PC end.
Prepare tools and environment
Stream ingest and live streaming tools

- Stream ingest tool: You can use OBS stream ingest tool for ingestion. You can
download OBS at OBS official download website.

- Live streaming tool: You can use VLC media player to playback video. You can

download VLC media player at VL.C media player official download website .
Network environment

Network type comparison

Network type Advantage Disadvantage
Wired network Stable Not convenient
Wi-Fi Convenient Not stable

- Wired network is relatively more stable than Wi-Fi, the signal is not easily
disturbed. Therefore, we recommend that you use a wired network if conditions
permit.

- Wi-Fi is is relatively more convenient than wired network. Therefore, if you

perform live activity, we recommend that you use Wi-Fi.
Uplink bandwidth detection

ApsaraVideo Live requires a good network environment which can ensure watching
fluency. Uplink bandwidth depends on the video quality and resolution. If the
video quality is better, the resolution is higher, and the requirement for the uplink
bandwidth is higher. We recommend that you use Speedtest to test the uplink

bandwidth condition of your current network.

Note:

We recommend that your uplink bandwidth is not lower than 1Mbps.
Get ingest URL and streaming URL

Perform the following steps to get ingest URL and streaming URL:


https://obsproject.com/download?spm=a2c4g.11186623.2.3.FRgTS8
http://www.videolan.org/vlc/?spm=a2c4g.11186623.2.3.HA1ICZ
http://www.speedtest.net/

. Add domain names.

You must have performed ICP filing for your domain names. For more information

about adding a domain name, see Add a domain name.

. Configure the CNAME of a domain name.

After adding domain names, you must configure CNAME for the ingest domain and

the streaming domain. For more information, see Configure CNAME .

. Associate domain names.

After adding domain names, you must configure CNAME for the ingest domain
and the streaming domain, and associate both domains. For more information, see

Associate domain names.

. Configure authentication.

Authentication function can protect your live video activities from bootlegging.
This function is enabled by default. You can use the default configuration, or you

can customize the authentication function.

- Default authentication: The authentication key is assigned randomly, the expire
time is 30 minutes. If the time exceeds expire time, the authentication becomes
invalid.

- Custom authentication: You can also custom authentication based on your
needs, such as configure the expire times of the ingest URL and streaming URL.

For more information, see Configure authentication.



5. Configure the optional function.

- You can choose to configure the hotlinking protection function to limit the
availability of live video distribution resources. For more information, see
Configure hotlinking protection.

- You can configure IP address blacklist to prevent an IP from accessing your CDN
domain name. For more information, see Configure IP address blacklist.

- You can configure encoding, recording and snapshots based on your needs. For
more information, see Configure default encoding, Store recordings to OSS, and
Configure snapshots.

- You can configure HTTPS to prevent the hidden danger of sensitive information
from leakage. For more information, see Configure HTTPS.

- You can also configure notification URL so as to receive prompt feedback when
the push streaming succeeds or the stream is disconnected successfully. For

more information, see Notification URL.

6. Get ingest UTL and streaming URL.

You can get ingest URL and streaming URL in ApsaraVideo Live console. For more

information, see Configure edge ingestion.
Configure and perform live streaming
Perform the following steps to complete live streaming operations:

1. Install the OBS stream ingest tool you have downloaded.

2. Get the ingest URL.

You can get the ingest URL in the ApsaraVideo Live console. For more information,

see Configure edge ingestion.

3. Configure the basic parameters, and use the streaming URL for streaming

operation.
Configure and view stream playback
Perform the following steps to complete stream playback operations:

1. Install the VLC media player you have downloaded.
2. Get the streaming URL.

You can get the streaming URL in the ApsaraVideo Live console. For more

information, see Configure edge ingestion.



3. Use the VLC to play the video.

4.4 Stream pulling

Through the stream pulling, you can pull the third-party live streaming URL to the

live center of Alibaba Cloud for content distribution, and push the stream to the

desired node.

1. Log on to the ApsaraVideo Live console.

2. Click Domains.

3. Select the Streaming Domain, and click Stream Settings.

ApsaraVideo Live Domain Management

Qverview (¢] Search by domain name Q
Siream Management n ype ive Centel
Domain Name E( [?3"‘3‘” Type L"“E 2L Status T Actions
Ingest Endpoints
Streaming China . Domain Settings Stream Settings
Recordings Domain (Shanghai) ® Enabled Viore -
Snapshots
Ingest Domain China - ® Enabled Domain Settings More ~
(Shanghai)
URL Generator
Streaming China . Domain Settings Stream Settings
Domains Daomain (Shanghai) © Enavied More ~
Monitoring Streaming China - Domain Settings Siream Settings
Domain (Shanahai) ® Enabled Viore -
Statistics-Visits
Streaming China . Domain Settings Stream Settings
Statistics-Usage Domain (Shanghai) ® Enabied More ~
(oo B Ingest Domain China - ® Enabled Domain Settings More ~
(Shanghai)
. . . . . .
4. In the left-side navigation pane, click Stream Pulling Settings.
5. Click Add.
Domain Typs: Streaming Domain | Region: China (Shanghai) | Created AtJul 31, 2018 4:24 PM

& Back to Domain List

Encoding Seftings

Recerding Settings

Snapshot Setlings
Application Name

Stream Fulling Settings

Premium Streaming

Stream Name

Source URLs Start Time/End Time Actions
rmpiip
auth_k . Start Time: Jan 18, 2019 12:00 AN

0-0- End Time: Jan 19, 2019 12:
5217586723d1f3a3b
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6. In Stream Pulling Settings, enter streaming pulling setting parameters.

Stream Pulling Setting X

* Application Name

The application name must be the same as the AppName specified in the ingest
URL for the setting to take effect. The application name is case sensitive.

+ Stream Mame

* Source URLs
RTMP, FLY, and HLS streaming URLS are supports

Add

You can add mulfiple source URLs. The next source URL is accessed
automatically when you disconnect from the current live stream.

+ Start Time/End Time

Customize &=

The interval between the start time and the end time must be within 7 days. The
end time must be later ihan the current time.

EX o

- Application Name: the name of the application.

When the Application Name must be the same with the Application Name

specified in the ingest URL for the setting to take effect.

|§, Note:
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Through the live pull-stream, you can pull the third-party live streams to the
live center of Alibaba Cloud for content distribution, and push the stream to the
desired node.

Stream Name: The name of the stream.

Source URLs: the third-party streaming URLSs, support one-on-one stream

pulling. You can also add multiple source URLs.

- RTMP, HLS, and FLV streaming URLs are supported.

- The next source URL is accessed automatically when you disconnect from the
current live stream.

Start Time/End Time: the interval between the start time and the end time must

be within 7 days. The end time must be later than the current time.

& Back to Domain List Domain Type: Streaming Domain | Region: China (Shanghai) = Created AtJul 31, 2018 4:24 PM

Encoding Settings

Recording Settings

Snapshot Settings

Application Name Stream Name Source URLs Start Time/End Time Actions
Stream Pulling Set.
rmp
Premium Streamin... auth_ Start Time: Jan 18, 2018 12:00 AM
0-0- End Time: Jan 19, 2019 12:00 AM

5211586723d13a3b5,

After setting the pull-stream, if the third-party streaming URLs have begun to
play, you can view the streaming URLs processed in the live center in Stream

Management > Ingest Endpoints.

ApsaraVideo Live Ingest Endpoint Management - Domain Type: Streaming Domain | Region: China (Shanghai)
Created AtJul 31, 2018 4:24 PM
Overview Ingest Endpoints (Active; Activity Log Ingest Endpoints (Disabled)
Siream Management
Jan 18,2018 Jan 18, 2019 All Applications All Streams m
ngest Endpoints
Application Name Stream Name Ingested At Ingest Mode Encoding Settings Actions
Recordings
Snapshots apptest streamtest Jan 13, 2019 2:54 PM Live Center Ingest
URL Generator
Domains
Monitoring

Statistics-Visits

Statistics-Usage

Log Management

You can also perform recording and encoding operations, and take snapshots of
the pull-streams. The operation is the same as the common stream settings. For
more information, see Store live recordings to OSS,Configure snapshots, Configure

default encoding , and Configure custom encoding.

4.5 Ingest URL and streaming URL


https://www.alibabacloud.com/help/doc-detail/84931.htm?spm=a2c63.p38356.b99.42.2792fd44vzS8u3

4.5.1 Ingest URL and streaming URL (Original)

Alibaba Cloud’ s ApsaraVideo Live service provides stream ingestion and live
streaming service which are triggered. You are not required to create resource, but
create an ingest domain name and a streaming domain name that have completed
ICP filing, CNAME configuration and authorization. And you can quickly get the
corresponding ingest URL and streaming URL based on URL splicing rules. This
article introduces the splicing method of the ingest URL and the streaming URL of the

live activities which do not perform encoding.

Note:

- This article introduces how to get the spliced URLs manually. You can also get
the ingest URL and the streaming URL in the console. For more information, see
Configure edge ingestion.

- If you want to create multiple live activities , you can also splice the ingest URL
and the streaming URL in bulk. For more information , see Create multiple live
activities.

- If you configure encoding service for your live activities, for more information
about the splicing rules of ingest URL and streaming URL, see Ingest URL and
streaming URL (Encoding).

- In this article, the ingest URL and the streaming URL in the example are for your
reference only. You can follow the splicing rules to get your own ingest URL and
streaming URL by using your ingest domain, streaming domain, Application Name

, Stream Name and the authentication string obtained by authentication.
Prerequisites

Perform the following operations to get the authorized ingest URL and streaming
URL:

- Add a domain name

You must first created an ingest domain and a streaming domain that have
completed ICP filing. For more information, see Add a domain name.

- Configure CNAME

After adding a domain, you must configure the CNAME for it to take effect. For

more information about how to configure CNAME, see Configure CNAME.



- Associate domain names

After adding domain names, you must associate the ingest domain and the
streaming domain before you perform stream ingestion and live streaming

operations. For more information, see Associate domain names.

- Configuration authorization

The authorization function is enabled by default. We recommend that you keep
it enabled; otherwise, a risk of bootlegging may occur. If you want to disable
authorization function, contact your business manager or open a ticket You can
use the default authorization configuration, or you can customize authorization.

For more information, see Configure authentication.

Note:
If you want to disable the authentication function due to special scenarios, open
a ticket. For more information about how to get unauthorized ingest URL and
streaming URL, see Ingest URL and streaming URL (Original) and Ingest URL and
streaming URL (Encoding).

How do | generate an ingest URL?
- Generation rules of ingest URL
ApsaraVideo Live service supports ingest URL in RTMP format only.

The ingest URL formatis RTMP :// dingest domain name / AppName /
StreamName ? authentica tion string
- Example: the ingest domain name is push . aliyunlive . com ,the Application
Name is app, the Stream Name is stream, and the authentication key is 123, then
the ingest URLis RTMP :// push . aliyunlive . com / app / stream ?

auth_key = timestamp - rand - uid - md5hash



How do | generate a streaming URL?

- Generation rules of streaming URL

Streaming URL support RMTP, FLV, and HLS formats as follows:

- RTMP : rtmp :// streaming domain
authentica tion string

-  FLV : http :// streaming domain
flv ? authentica tion string

-  HLS : http :// streaming domain
m3u8 ? authentica tion string

Note:

name / AppName / StreamName ?

name / AppName / StreamName .

name / AppName / StreamName .

M3u8 encoding URL is already supported. If you have more requirements, Open

a ticket.

- Examples

For example, the streaming domain name is play .

aliyunlive . com ,the

Application Name is app, the Stream Name is stream, and the authentication key is

456, then the streaming URL is:

- RTMP : rtmp :// play .

= timestamp - rand - uid - md5hash

- FLV : http :// play .

aliyunlive .

aliyunlive .

auth_key = timestamp - rand - uid - md5hash

- HLS : http :// play .

aliyunlive .

com / app / stream ? auth_key
com / app / stream . flv ?
com / app / stream . m3u8 ?

auth_key = timestamp - rand - uid - md5hash

4.5.2 Ingest URL and streaming URL (Encoding)

Alibaba Cloud’ s ApsaraVideo Live service provides stream ingestion and live

streaming service which are triggered. You are not required to create resource, but

create an ingest domain and a streaming domain that have completed ICP filing,

CNAME configuration and authorization. And you can quickly get the corresponding

ingest URL and streaming URL based on URL splicing rules. This article introduces

the splicing method of the ingest URL and the streaming URL of the live activities

which perform encoding.


https://workorder-intl.console.aliyun.com/?spm=5176.2020520001.aliyun_topbar.16.3ef74bd3qb8ZQs#/overview
https://workorder-intl.console.aliyun.com/?spm=5176.2020520001.aliyun_topbar.16.3ef74bd3qb8ZQs#/overview

Note:

- This article introduces how to get the spliced URLs manually. You can also get
the ingest URL and the streaming URL in the console. For more information, see
Configure edge ingestion.

- If you want to create multiple live activities , you can also splice the ingest URL
and the streaming URL in bulk. For more information, see Create multiple live
activities.

- If you don't configure encoding service for your live activities, for more
information about the splicing rules of ingest URL and streaming URL, see Ingest
URL and streaming URL (Original).

- In this article, the ingest URL and the streaming URL in the example are for your
reference only. You can follow the splicing rules to get your own ingest URL and
streaming URL by using your ingest domain, streaming domain, Application Name

, Stream Name and the authentication string obtained by authentication.
Prerequisites

Perform the following operations to get the authorized ingest URL and streaming
URL:

- Add a domain name

You must first created an ingest domain and a streaming domain that have

completed ICP filing. For more information, see Add a domain name.

- Configure CNAME

After adding a domain, you must configure the CNAME for it to take effect. For
more information about how to configure CNAME, see Configure CNAME.

- Associate domain names

After adding domain names, you must associate the ingest domain and the
streaming domain before you perform stream ingestion and live streaming

operations. For more information, see Associate domain names.

- Configuration authentication

The authorization function is enabled by default. We recommend that you keep
it enabled; otherwise, a risk of bootlegging may occur. If you want to disable

authentication function, contact your business manager or open a ticket You can



use the default authentication configuration, or you can customize authentication.

For more information, see Configure authentication.

Note:
If you want to disable the authentication function due to special scenarios, open

a ticket. For more information about how to get unauthorized ingest URL and

streaming URL, see Ingest URL and streaming URL (Original) and Ingest URL and
streaming URL (Encoding).

How do | get encoding ingest URL?
- Generation rules of ingest URL
ApsaraVideo Live service supports ingest URL in RTMP format only.
The ingest URL formatis RTMP :// dingest domain name / AppName /
StreamName ? authentica tion string
- Examples

Example: the ingest domainis push . aliyunlive . com ,the Application
Name is app, the Stream Name is stream, and the authentication key is 123, then
the ingest URLis RTMP :// push . aliyunlive . com / app / stream ?

auth_key = timestamp - rand - uid - md5hash

How do | get encoding streaming URL?

You must first configure encoding. ApsaraVideo Live supports default encoding and
custom encoding. After you configure encoding and obtain the ID, you can generate

the encoding streaming URL based on the generation rules.
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1. Configure encoding templates.

Configure default encoding

a. Log on to the ApsaraVideo Live console.

b. Click Domains.

c. Select the Streaming Domain, and click Stream Settings.

d. In Encoding Settings, select Default, and click Add.

€ Back to Domain List

Encoding Settings I Default Custom

Recording Settings

Snapshot Settings

+ Add
‘Stream Pulling Set.

Application Name Encoding Type
Premium Streamin.

apptest Low Definition(LD)

The application name specified in an encoding setting must be the same as the AppName specified in the ingest URL for the setting to take effect

Actions

Delete

Domain Type: Streaming Domain | Region: China (Shanghai) | Created AtJul 31, 2018 4:24 PM

e. Enter encoding settings parameters. You can select the corresponding ID

based on your settings.

Narrowband HD™

Encoding Setting

¥ Applicatiom Mame

sensitive.

Encoding Type
N T
Marrowband HD ‘J‘

maintaining the same video quality.

Cluality

Low Definition

Standard Definition

High Definition

Ultra High Definition

sd

hd

ud

The application name must be the same as the AppMame specified in the
ingest URL for the setting to take effect. The application name is case

TherPillling methods for the two encoding types are different. The Narrowband
HD '™ encoding type uses an Alibaba Cloud exclusive narrowband HD
graphics processing technology, allowing greater compression ratio while

o [
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For more information about default encoding, see Default encoding.

Configure custom encoding

a. Log on to the ApsaraVideo Live console.

b. Click Domains.

c. Select the Streaming Domain, and click Stream Settings .

d. In Encoding Settings, select Custom, and click Add.

& Back to Domain List
Encoding Setings Detaut
Recording Settings
Snapshot Settings
Stream Pulling Set.

Application Nar Bitrate (Kbitis)
Premium Streamin.

ape 20

Frame Rate (FPS)

Domain Type: Streaming Demain | Region: China (Shanghai)

Resolution (Width * Heigh

Height: 1900

Width: 100 Narrewband HD/#testcustom

Created AtJul 31

Encoding Type Actions

2018 424 PM

e. Enter encoding setting parameters. You can select the corresponding ID

based on your configuration.

Narrowband HD™Template
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Encoding Setting >

+ Application Mame

The application name must be the same as the AppName specified
in the ingest URL for the setting to take effect. The application name
is case sengitive.

Encoding Type
Narrowband HD ' Fﬂ

The billing methcr,rﬂﬁ for the two encoding types are different. The
Marrowband HD '™ encoding type uses an Alibaba Cloud exclusive
narrowband HD graphics processing technology, allowing greater
compression ratio while maintaining the same video quality.

+ Resolution (Width * Height)
|Width  |x|Height |

*Video Bitrate (Kbit/s)

| Estimate the video bitrate based on the aspec

The video bitrate will be as close to your set value as possible, but
the actual bitrate cannot be exactly the same as your set value,
especially if the value you set is too high or too low.

“ideo Frame Rate (FP3)
(30

* Setting 1D
|;'-'~. setting D can contain numbers, letters, and |
IDs of seftings with the same application name cannot be identical.

% Note:

For more information about custom encoding, see Custom encoding.

Issue: 20190917
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2. Get ID.
- Get the ID in the ApsaraVideo Live console.

You can obtain the corresponding template ID by following the previous steps.

- Get the ID by using API.

You can call the Describeli veStreamTr anscodeInf o interface, and
the system returns the template ID. For more information, see DescribeLi

veStreamTranscodelnfo.

In addition, users can customize encoding settings based on added fields.
For more information about getting custom ID, see AddCustomLiveStreamT

ranscode.

3. Generation rules of encoding URL.

- Streaming URL supports RMTP, FLV, and HLS formats. For encoding URLs in

different formats, you must add _templatei d following StreamName .

- RTMP format: rtmp :// streaming domain name / AppName /
StreamName { _templatei d }? authentica tion string

- FLV format: http :// streamingd omain / AppName / StreamName {
_templatei d }. flv ? authentica tion string

- HLS format: http :// streamingd omain / AppName / StreamName {

_templatei d }. m3u8 ? authentica tion string

-

Note:


https://www.alibabacloud.com/help/zh/doc-detail/45048.htm?spm=a2c63.p38356.b99.112.786d7e67D5ejMm
https://www.alibabacloud.com/help/zh/doc-detail/45048.htm?spm=a2c63.p38356.b99.112.786d7e67D5ejMm
https://www.alibabacloud.com/help/zh/doc-detail/66944.htm?spm=a2c63.p38356.b99.110.6b2f81477s8SMF
https://www.alibabacloud.com/help/zh/doc-detail/66944.htm?spm=a2c63.p38356.b99.110.6b2f81477s8SMF

M3u8 encoding URL is already supported. If you have more requirements,

Open a ticket.

- Examples

For example, the streaming domain nameis play . aliyunlive . com ,the
Application Name is app, the Stream Name is stream, and the authentication key

is 456, then the streaming URL is:

- RTMP-based streaming URL rtmp :// play . aliyunlive . com / app /
stream_sd ? auth_key = timestamp - rand - uid - md5hash

- FLV-based streaming URL http :// play . aliyunlive . com / app /
stream_sd . flv ? auth_key = timestamp - rand - uid - md5hash

- HLS-based streaming URL http :// play . aliyunlive . com / app /

stream_sd . m3u8 ? auth_key = timestamp - rand - uid - md5hash

Authentication field description, see Democode.

Field Description

timestamp expire time, positive integer, fixed
length 10, seconds measured from 1970
-01-01. Used to control expire time,
integer of 10 digits, expire time 1800s.

rand random number, we recommend
that you use UUID (not including
hyphen “-” | for example, 477b3bbc25
3f467b8def6711128c7bec format)

uid not used yet (set to 0)

mdShash verification string calculated according
to md5 algorithm, lowercase letters and
digits (0-9 and a-z) are supported, fixed
length 32

4.6 Ingest URL and streaming URL (Not authenticated)


https://workorder-intl.console.aliyun.com/?spm=5176.2020520001.aliyun_topbar.16.3ef74bd3qb8ZQs#/overview
https://workorder-intl.console.aliyun.com/?spm=5176.2020520001.aliyun_topbar.16.3ef74bd3qb8ZQs#/overview

4.6.1 Ingest URL and streaming URL (Original)

The authentication function must be disabled in some special scenarios. This article

introduces how to get unauthenticated ingest URL and streaming URL(original).

Note:

- This article introduces how to get the spliced URLs manually. You can also get
the ingest URL and the streaming URL in the console. For more information, see
Configure edge ingestion.

- If you want to create multiple live activities , you can also splice the ingest URL
and the streaming URL in bulk. For more information , see Create multiple live
activities.

- If you configure encoding service for your live activities, for more information
about the generation rules of ingest URL and streaming URL, see Ingest URL and
streaming URL (Encoding).

- In this article, the ingest URL and the streaming URL in the example are for your
reference only. You can follow the generation rules to get your own ingest URL
and streaming URL by using your ingest domain name, streaming domain name
, Application Name, Stream Name and the authentication string obtained by

authentication.
Prerequisites
Perform the following operations to get the ingest URL and streaming URL:
- Add a domain name

You must first created an ingest domain and a streaming domain that have

completed ICP filing. For more information, see Add a domain name.

- Configure CNAME

After adding a domain name, you must configure the CNAME for it to take effect.
For more information about how to configure CNAME, see Configure CNAME.

- Associate domain names

After adding domain names, you must associate the ingest domain and the
streaming domain before you perform push streaming and live streaming

operations. For more information, see Associate domain names.



How do | generate original streaming URL?

The streaming URLs are divided into original streaming URL and encoding streaming
URL. Original streaming URL is the original video stream without encoding. The

splicing rule of URLis Streaming Domain Name + AppName + StreamName

- Splicing rules of streaming URL
The streaming URL supports rtmp, FLV, and m3u8 formats as follows:

- RTMP format : rtmp :// Streaming Domain Name / AppName /
StreamName

- FLV format : http :// Streaming Domain Name / AppName /
StreamName . flv

- M3US8 format : http :// Streaming Domain Name / AppName /
StreamName . m3u8

- Examples

For example, the streaming domain nameis play . aliyunlive . com ,the

Application Name is app, the Stream Name is stream, and the authentication key is

456, then the streaming URL is:

- RTMP format : rtmp :// play . aliyunlive . com / app / stream

- FLV format : http :// play . aliyunlive . com / app / stream .
flv

- M3us format : http :// play . aliyunlive . com / app / stream .

m3u8

Note:
M3u8 encoding URL is already supported. If you have more requirements, Open

a ticket.
How do | generate an ingest URL?
- Generation rules of ingest URL
ApsaraVideo Live service supports ingest URL in RTMP format only.

The ingest URL formatis RTMP :// Ingest Domain Name / APPName /

StreamName


https://workorder-intl.console.aliyun.com/?spm=5176.2020520001.aliyun_topbar.16.3ef74bd3qb8ZQs#/overview
https://workorder-intl.console.aliyun.com/?spm=5176.2020520001.aliyun_topbar.16.3ef74bd3qb8ZQs#/overview

- Examples

Example: the ingest domainis push . aliyunlive . com ,the Application Name
is app, the Stream Name is stream, and the authentication key is 123, then the

ingest URLis RTMP :// push . aliyunlive . com / app / stream

4.6.2 Ingest URL and streaming URL (Encoding)
In some special scenarios, the authentication operation must be disabled. This article
introduces how to splice the encoding streaming URL and the corresponding ingest

URL when the authentication function is disabled.

Note:

- This article introduces how to get the spliced URLs manually. You can also get
the ingest URL and the streaming URL in the console. For more information, see
Configure edge ingestion.

- If you want to create multiple live activities , you can also splice the ingest URL
and the streaming URL in bulk. For more information , see Create multiple live
activities.

- If you don't configure encoding service for your live activities, for more
information about the splicing rules of ingest URL and streaming URL, see Ingest
URL and streaming URL (Original).

- In this article, the ingest URL and the streaming URL in the example are for your
reference only. You can follow the splicing rules to get your own ingest URL and
streaming URL by using your ingest domain, streaming domain, Application Name

, Stream Name and the authentication string obtained by authentication.
Prerequisites
Perform the following operations to get the ingest URL and streaming URL:
- Add a domain name

You must first created an ingest domain and a streaming domain that have

completed ICP filing. For more information, see Add a domain name.

- Configure CNAME

After adding a domain, you must configure the CNAME for it to take effect. For

more information about how to configure CNAME, see Configure CNAME.



- Associate domain names

After creating domain names, you must associate the ingest domain and the
streaming domain before you perform stream ingestion and live streaming

operations. For more information, see Associate domain names.
How do | get encoding ingest URL?
- Generation rules of ingest URL
ApsaraVideo Live service supports ingest URL in RTMP format only.

The ingest URL formatis RTMP :// Ingest Domain nName / AppName /

StreamName

- Examples

For example, the Ingest Domain Name is push . aliyunlive . com ,
Application Name is app, Stream Name is stream, and the ingest URLis RTMP ://

push . aliyunlive . com / app / stream
How do | get encoding streaming URL?

You must first configure encoding. ApsaraVideo Live suppontg universal encoding and
custom encoding. Each encoding provides Narrowband HD . After you configure
encoding and obtain the template ID, you can splice the encoding streaming URL

based on the splicing rules.
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1. Configure encoding templates.

Configure default encoding

Log on to the ApsaraVideo Live console.

a.
b. Click Domains.

e

o

Select the Streaming Domain, and click Stream Settings.

. In Encoding Settings, select Default, and click Add.

€ Back to Domain List

Encoding Settings

Recording Settings
Snapshot Settings
Stream Pulling Set.

Premium Streamin

Default Custom

+ Add

Application Name

apptest

Encoding Type

Low Definition(LD)

Domain Type: Streaming Domain | Region: China (Shanghai) | Created AtJul 31, 2018 4:24 PM

The application name specified in an encoding setting must be the same as the AppName specified in the ingest URL for the setting to take effect

Actions

Delete

e. Enter encoding settings parameters. You can select the corresponding ID

based on your configuration.

Narrowband HD™

Encoding

sensitive.

Setting

¥ Applicatiom Mame

Encoding Type

N T
Marrowband HD ‘J‘

Cluality

Low Definition
Standard Definition
High Definition

Ultra High Definition

The application name must be the same as the AppMame specified in the
ingest URL for the setting to take effect. The application name is case

Therlpillling methods for the two encoding types are different. The Narrowband
HD '™ encoding type uses an Alibaba Cloud exclusive narrowband HD
graphics processing technology, allowing greater compression ratio while
maintaining the same video quality.

sd

hd

ud

o [
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For more information, see Default encoding.

Configure custom encoding

a. Log on to the ApsaraVideo Live console.

b. Click Domains.

c. Select the Streaming Domain, and click Stream Settings.

d. In Encoding settings, select Custom, and click Add.

& Back to Domain List
Encoding Setings Detaut
Recording Settings
Snapshot Settings
Stream Pulling Set.

Application Nar Bitrate (Kbitis)
Premium Streamin.

ape 20

Frame Rate (FPS)

Domain Type: Streaming Demain | Region: China (Shanghai)

Created AtJul 31

Resolution (Width * Heigh Encoding Type Actions

Height: 1900

Width- 100 Narrowband HD/testcustom

2018 424 PM

e. Enter the encoding setting parameters. You can select the corresponding ID

based on your configurations.

Narrowband HD™
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Encoding Setting >

+ Application Mame

The application name must be the same as the AppName specified
in the ingest URL for the setting to take effect. The application name
is case sengitive.

Encoding Type
Narrowband HD ' Fﬂ

The billing methcr,rﬂﬁ for the two encoding types are different. The
Marrowband HD '™ encoding type uses an Alibaba Cloud exclusive
narrowband HD graphics processing technology, allowing greater
compression ratio while maintaining the same video quality.

+ Resolution (Width * Height)
|Width  |x|Height |

*Video Bitrate (Kbit/s)

| Estimate the video bitrate based on the aspec

The video bitrate will be as close to your set value as possible, but
the actual bitrate cannot be exactly the same as your set value,
especially if the value you set is too high or too low.

“ideo Frame Rate (FP3)
(30

* Setting 1D
|;'-'~. setting D can contain numbers, letters, and |
IDs of seftings with the same application name cannot be identical.

% Note:

For more information about custom encoding, see Custom encoding.

Issue: 20190917
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2. Get ID.
- Get the ID in the ApsaraVideo Live console.

You can obtain the corresponding template ID by following the previous steps.

- Get the ID by using API.

You can call the Describeli veStreamTr anscodeInf o interface, and

the system returns the ID. For more information, see DescribeLiveStreamTr

anscodelnfo.

In addition, users can customize template based on added fields. For more

information about getting custom ID, see AddCustomLiveStreamTranscode.
3. Splicing rules of encoding URL.

- Streaming URL supports RMTP, FLV, and HLS formats. For encoding URLs in

different formats, you must add _templatei d following StreamName .

- RTMP format: : rtmp :// Streaming Domain Name / AppName /
StreamName { _templatei d }?

- FLVformat: http :// Streaming Domain Name / AppName /
StreamName { _templatei d }. flv ?

- HLS format: http :// Streaming Domain Name / AppName /
StreamName { _templatei d }. m3u8 ?

- Examples

For example, the Streaming Domain Nameis play . aliyunlive . com ,the
Application Name is app, the Stream Name is stream, and the authentication key

is 456, then the streaming URL is:

- RTMP-based streaming URL rtmp :// play . aliyunlive . com / app /
stream_sd

- FLV-based streaming URL http :// play . aliyunlive . com / app /
stream_sd . flv ?

- HLS-based streaming URL http :// play . aliyunlive . com / app /

stream_sd . m3u8

Note:


https://www.alibabacloud.com/help/doc-detail/45048.htm?spm=a2c63.p38356.b99.88.704a42bdIcY4xm
https://www.alibabacloud.com/help/doc-detail/45048.htm?spm=a2c63.p38356.b99.88.704a42bdIcY4xm
https://www.alibabacloud.com/help/doc-detail/66944.htm?spm=a2c63.p38356.b99.86.678a652324n3ps

M3u8 encoding URL is already supported. If you have more requirements, Open

a ticket.

4.7 Create multiple live activities

A live video activity requires an ingest URL. Alibaba Cloud ApsaraVideo Live supports
creating activity of a triggered type. You can create multiple live activities on the basis

of the activity creation rules without using APIs.

Note:
Terms in the console have been updated, and we will update the documentation as

soon as possible. We are sorry for any inconvenience caused.
Descriptions

Ingest URL can be created in batches according to the rules, and live activities can
be performed simultaneously. When performing multiple live activities, note that
each domain can process a limited number of concurrent streams. A maximum of
20 concurrent streams and 10 encoding streams are allowed for each domain name.
Therefore, before performing live activities in batches, you must check whether
the current stream limitation meets your requirements. If it does not meet your

requirements, You can contact us by Opening a ticket.
Create multiple ingest URLs

A live video service URL consists of three levels of live video management units,
namely the domain name (Domain), application (APPName) and live stream
(StreamName). You can create multiple applications (APPName) under each domain

name (Domain), and multiple live streams (StreamName) under each application.

Note:
For more information about the generation rules of the ingest URL, see Ingest URL

and streaming URL.

AppName and StreamName can be customized. Different values generate different

ingest URL and streaming URLs.


https://workorder-intl.console.aliyun.com/?spm=5176.2020520001.aliyun_topbar.16.3ef74bd3qb8ZQs#/overview
https://workorder-intl.console.aliyun.com/?spm=5176.2020520001.aliyun_topbar.16.3ef74bd3qb8ZQs#/overview
https://selfservice.console.aliyun.com/ticket/createIndex?spm=5176.200001.0.0.qpYMOn

- You can create multiple live streams under one app.
Examples

For example, an application is named "live", you can create multiple live streams

under "live". The ingest URL is:
rtmp://Ingest Domain Name/{live}/{1}? authentication string
rtmp//Ingest Domain Name/{live}/{2}? authentication string

rtmp://Ingest Domain Name/{live}/{3}? authentication string

Note:
The authorization string is an encrypted string obtained based on the

authentication algorithm.

- You can also create multiple live streams for the application.

Note:
ApsaraVideo Live determines whether the live stream is unique based on stream
name (StreamName) instead of application name (AppName). If you set a different
application name, you must also make sure that the stream name is different to

ensure that the final live stream is different.
Examples
rtmp://Ingest Domain Name/{livel}/{Stream1}? authentication string
rtmp://Ingest Domain Name/{live2}/{Stream2}? authentication string
rtmp://Ingest Domain Name/{live3}/{Stream3}? authentication string
Create multiple streaming URLs

The rules of streaming URLs and the rules of ingest URLs are the same, and the
application name (AppName) and stream name (StreamName) of the streaming URLs
correspond to the application name (AppName) and stream name (StreamName) of
the ingest URLs.

Note:
For more information about the generation rules of a single streaming URL, see

Ingest URL and streaming URL.

Examples



The ingest URL is:

rtmp://Ingest Domain Name/{live}/{3}? authentication string

The corresponding streaming URL is:

http://Streaming Domain Name/{live}/{3}?authentication string

http://Streaming Domain Name/{live}/{3}.flv?zauthentication string

http://Streaming Domain Name/{live}/{3}.m3u8?authentication string
How do | get a URL after | enable encoding?

Default encoding

The streaming URL is spliced by using different parameters. The encoding streaming

URL consists of the original URL and template IDs.

URL formatis Streaming Domain Name + AppName + StreamName + _ +

Template name .

Template name | LD SD HD UHD
Nar¥dwband 1d sd hd ud
HD template

ID

Examples

If the template name of the standard template is sd, you can create streaming URLs in

batches as follows:

RTMP format: rtmp://Streaming Domain Name/{AppName}/{StreamName} _sd?

authentication string

FLV format: http://Streaming Domain Name/{AppName}/{StreamName} _sd.flv?

authentication string

HLS format: http://Streaming Domain Name/{AppName}/{StreamName} _sd.m3u8?

authentication string
Custom encoding

You can also customize encoding as needed. You must configure the template name of

custom encoding Template ID in the console.
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Transcoding Template

* AppMame

The AppMame must be the same as that specified in the ingest URL for
the template to take effect. The AppName is case sensitive.

Template Type
Narrowband HD' r‘!

The billing method for the two templates are different. Narrowband HD ™
template uses an Alibaba Cloud exclusive narrowband HD graphics
processing technology, allowing greater compression ratio while
maintaining the same video quality.

* Resolution (Width * Height)
Width x| Height
+ Yideo Bitrate (KBit/s)

Estimate the video bitrate based on the aspect ratio

The video bitrate will be as close to your set value as possible, but the
actual bitrate cannot be exactly the same as your set value, especially if
the value you set is too high or too low.

Yideo Frame Rate (FPS)
30

* Template 1D

Cancel

The splicing rules of multiple streaming URLs are as follows:

RTMP format: rtmp://Streaming Domain Name/{AppName}/{StreamName} _templatel

D? authentication string

FLV format: http://Streaming Domain Name/{AppName}/{StreamName} _templateID.

flv? authentication string

HLS format: http://Streaming Domain Name/{AppName}/{StreamName} _template ID.

m3u8? authentication string
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5 Transcoding management

5.1 Universal Transcoding

This article introduces the universal transcoding service.

E] Note:

Terms in the console have been updated, and we will update the documentation as

soon as possible. We are sorry for any inconvenience caused.

The ApsaraVideo Live console currently supports Narrowband HD™ Template. For
more information about the transcoding URL splicing rules, see Ingest URL and

streaming URL (Transcoding ).

1. Log on to the ApsaraVideo Live console.
2. Click Domain Names.

3. Select the Streaming Domain Name, and click Manage Templates.

ApsaraVideo Live Domain MNames

.
Lz s Domain Name CNAME G Stream Type | Live center | Status Actions

Domain Names

ol Stream play China East 2 » Enabled
Data monitoring domain name (Shanghai)
Visitor Data y
isitor Data o Stream play China East 2 « Enabled
domain name (Shanghai)
Amount Query
. R Stream play China East 2 "
Lyl == pia gdomain name (Shanghai) © Enabled
4. In Transcoding, select Universal Transcoding.
.
5. Click Add.
& Retumto Domains 2 Domain Type: Stream piay domain name | Reglon: China East 2 (Shanghal) | Created AtJul 31, 2018 4:24 PM
Transcoding Universal Template Cuslom transcoding
Recording
Streenshots
L. B
stream pull confi.
Global Acceleration R IR s
appd LD{LD;



https://live.console.aliyun.com/#/live/domains

6. In Transcoding Template, enter transcoding templates, and click OK.

Transcode Template

¥ AppMName
The AppMName match with the specified name in the Streaming address for
the template to take effect Casze sensitive.

Transcode Template Type

P —— T o I | S
amowDana AL 2mplane
il

o
[at)
5k ]

™

The billing method for the two templates are different. Narmowband HD
templte uses an Alibaba Cloud exclusive nammowband HD graphics
processing technology, allowing greater compression ratio while maintaining

the same video quality

Template Card Template ID
LD Id

5D sd

HD hd

UHD ud

- Enter the AppName name. AppName must correspond to the AppName of the

ingest URL so that the transcoding template takes effect.
- Select the Template Type , and the Template Name.

@ Note:

- Template Type is Narrowband HD™ Template. LD, SD, HD, and UHD are
available.

- You can select multiple items in Template Name. You can select only one
Template Type.

- The Template ID is a parameter of the spliced transcoding URL. For more
information about splicing rules, see Ingest URL and streaming URL

(Transcoding).



5.2 Custom transcoding

E] Note:

Terms in the console have been updated, and we will update the documentation as

soon as possible. We are sorry for any inconvenience caused.

Configure custom transcoding

You can customize the transcoding resolution, frame rate, bit rate, and other

parameters based on your actual video output requirements.

1. Log on to the ApsaraVideo Live console.

2. Click Domain Names.

3. Select the Streaming Domain Name, and click Manage Templates.

ApsaraVideo Live

Qverview

Live Videos
Domain Names
Data monitoring
Visitor Data
Amount Query

Log Management

Domain Names

[ rosren [

Domain Name
play
play.

play.

Stream Type Live center
Stream play China East 2
domain name (Shangnai)
Stream play China East 2
domain name (Shanghai}
Stream play China East 2
domain name (Shangnai)

Enter domain name

Status Actions

= Enabled Domain Configure Template Set More ~
« Enabled Domain Configure Template Set More
= Enabled Domain Configure Template Set More ~

4. In Transcoding, select Custom Transcoding, and click Add.

Transcoding
Recording
Screenshols
stream pull confi.

Global Acceleration

€ Retum fo Domains &

Universal Template

AppName

Bitrate

Frame Rate

Domain Type: Stream play domain name

Resolution(width X height)

emplate Ty

pe

Region: China East 2 (Shanghai) = Created AtJul 31, 2018 424 PM
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5. In Transcoding Template, add custom transcoding parameters.

Transcode Template

* AppMame

The AppMame match with the specified name in the Streaming address for
the template to take effect. Case sensitive.

Transcode Template Type
) —
Marrowband HD El“,atﬂ
The billing method for the two templates are different. Narmowband HD ™
templte uses an Alibaba Cloud exclusive narmowband HD graphics

processing technology, allowing greater compression ratio while maintaining
the same video guality.

* Resolution (width * height)

Width x| Height

* Video bit rate (kbps)
Estimation the video bit rate according to the aspec

The video bit rate will be as close to your set value as possible, but the actual
bit rate can not be exactly the same as your set value, especially if the value
you set is too high or too low.

Yideo frame rate (FPS) video frame rate (FPS)
30

* Template ID
Mumbers, lowercase letters, uppercase letters, or v

Template 1D cannot be duplicated with universal transcoding template 10

Cancel

- AppName: The application name of the transcoding templates.

AppName can be the same under the same domain name and in the same

template type, but the Template ID cannot be the same.

- Resolution: the resolution of the output video.

- Different resolution levels correspond to different prices. The resolution

levels are as follows:
M LD: (640x480) and below

M SD: (1280x720) and below
B HD: (1920x1080) and below
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M 2K: (2560x1440) and below
W 4K: (3840x2160) and below

- Resolution level determination rules: The output specifications are
determined by whether the long and short edges of the output video
resolution fall within the range defined by the output specifications. Take the

output specification SD (1280x720) as an example:

B If the long edge of the resolution of the output video is less than or equal to
1280, and the short edge is less than or equal to 720, the video belongs to
the output specification.

B If the long edge of the resolution of the output video exceeds 1280, or the
short edge exceeds 720, this output video belongs to a higher specification.

- After adding the template, you can access the transcoding stream of a
specified resolution by adding Template ID parameter at the end of the output
streaming URL.
- Video Bitrate: The Bitrate specified by the resolution.

The bit rate are as follows:

LD: 100 ~ 800kbps
- SD: 200 ~ 1500kbps
- HD: 500 ~ 4000kbps
- 2K: 2000 ~ 8000kbps
- 4K: 4000 ~ 30000kbps
- Video Frame Rate : The output video frame rate, the value of which is less than
or equal to the input video frame rate.

- Template ID: The ID of the transcoding template.

Note:
Template ID is included in the streaming URL. When you customize template
ID, we recommend that you do not configure a template ID different from the

template ID of the universal transcoding.
View custom transcoding

You can view which transcoding template are used in the current streams in Streams.
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Domain Names

Data monitoring
Visiter Data

Amount Query

Log Management

Apsaravideo Live Streams a Domain Type:Stream play domain name = Region:China East 2 (Shanghai) Created AtJul 31, 2018 4:24 PM
Qverview Online Stream History Stream Disabled Stream
Live Vid

@ Videos © [ Novs 201 - Novs, 201 5 | [ Al Apn Name [ ] [ stream Name

Streams

AppName ‘StreamName ‘Streaming Started At ‘Streaming Mode Transcoding Template Actions
Recordings
Custom
Screenshots TranscodeQcusiom
URL Generator app stream Nov &, 2018 3:36 PM Edge Streaming NarrowBand HD™ . hd Stream Monitor Disabled Streaming URL

NarrowBand HD™ : Id
NarrowBand HD™ : sd
NarrowBand HD™ : ud
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6 Recording management

6.1 Save live recordings to 0SS
6.1.1 Configure OSS

If you want to store live recorded files in the OSS product, you need to create the OSS
bucket first, and grant the right to write to the OSS live, in order to view, download,

play, and so on in the OSS list.
Create an OSS bucket

1. Log on to the OSS console.
2. Click + following Bucket.

Object Storage ... Basic Data

| Bucket | I &2
Storage Tot

ST Tlsed fwiront ECS Branshof Traffic This termet Outbound Traffic Requests This e]

al Used (without ECS Snapshot) Internet Cutbound Traffic q GET

Used : : Meonth Meonth

.2 48.04 cs 81.74 we 304

LE MoM 0.05% t DoD 0.05% t Internet outbound traffic last month: Requests Last Month 260

. d 173.12MB

- d

oc Basic Settings

DG o Domain Names Ry Cross-Region Replication @ Security Token (Authorize sub-

o buckets configured buckets configured account)

o0 Grant temporary access permissions
to the sub-account through RAM

.l and 5TS

® Miyostounci.



https://oss.console.aliyun.com/index?spm=5176.2020520107.1002.d10oss.3dfe962ekybGY
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3. Enter Bucket information.

Create Bucket Create a bucket

1 Mote: Storage class and region are not
changeable after the bucket is created.

Buckst Name 0/63

Region China East 2 (Shanghai) -

Products in the same region can
intercommunicate via intranet. The region
cannot be changed after purchase. Be carefu

when selecting the region.

Endpoint  oss-cn-shanghai.aliyuncs.com

Storage Class Standard Storage

Infrequent Access Storage || Archive Storage

Standard: High reliability, high availability, high
performance, frequent access.

How to choose the right storage type for you 7

ACL Public Read

Public ReadWrite

Private: Requires authentication for all

operations.

OK Cancel

@ Note:

After the bucket is created, check that the region of the bucket is consistent
with that of the live video domain name. For example, the region of the live
video domain name is China East 2 (Shanghai), you must also select China East
2 (Shanghai) as the region of the bucket. You can also create bucket folders as

needed.
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4. In the left-side buckets list, click the bucket you created, and click Files > Create

Directory.

Object Storage ... Yy u w

Overview Overview Basic Settings Domain Names Image Processing Basic Data Hotspot Statistics API Statistics Object Access Statistics
Bucket ra

® o File Name (Object Name; File Size Storage Class Time Updated
.0

. e

.l

.t

.t

.t

.t

|

. v

Private Standard Storage China East 2 (Shanghai) 11/09/2017, 17:19 Delete Bucket

SO e e — Erer Tl rame prfi

Action

@ Note:

If you have many recording files, you can create folders to classify them so as to

facilitate recording management.

5. In Create Directory, enter Directory Name, and click OK.

Create Directory

DirEl:_.Cr" f f254
¥ f£a
Mame

Coc o=

Configure OSS Access Control List (ACL)

If you want to read video information from OSS, we recommend that you configure

the OSS bucket ACL as Public Read. The specific access authorization depends on
your needs.
1. Log on to the OSS console.

2. In buckets list, select the bucket you created, and click Basic Settings.

3. Click Settings following Bucket ACL.

Object Storage ... vith i Private

Overview Overview Files Domain Names Image Processing Basic Data Hotspot Statistics API Statistics Object Access Statistics

r @
Bucket I & ACL

Bucket-level access control. Learn more,

b Bucket ACL  Private

-
-

Standard Storage China East 2 (Shanghai) 11/09/2017, 17:19 Delete Bucket




4. Select Public Read, and clickSave.

Overview Files Basic Settings Domain Names Image Processing Basic Data Hotspot Statistics API Statistics Object Access Statistics
ACL
Bucket-level access control. Learn more,

Bucket ACL

Public Read: Requires authentication for write

Cancel

operations, and allows ananymous read ope rations.

E] Note:

You must first complete real-name registration, if you want to configure the
bucket ACL.

After completing configuration, you can log on to the ApsaraVideo Live console >

Live Videos > Recordings to preview live recordings.
Configure CDN domain name

If the live recordings are stored to OSS, you can configure a CDN domain name to
perform CDN acceleration when you view live recordings. CDN delivers videos stored
to 0SS to nodes in China. Users access the nearest CDN node to read files without
accessing the source files in 0SS, which does not consume OSS Internet traffic. By
using CDN, the access rate and experience of edge users are improved, and the

CDN Internet traffic cost is only 50% of the OSS Internet traffic cost. This efficiently

reduces the network fees for your applications.

1. In the page of the bucket you created, click Domain Names > Bind User Domain.

Object Storage ... Private Standard Storage China East 2 (Shanghai) 11/09/2017,17:19  Delete Bucket
Overview Overview Files Basic Setti .;|: Image Processing Basic Data Hotspot Statistics API Statistics Object Access Statistics
Bucket I & ‘

| Bind User Domain R anage a domain name Buy YunDun SSL Service

User Domain Bound OSS Domain CDN Domain Auto Refresh CDN Cache 7 HTTPS Cert Action




2. In Bind User Domain, configure CDN domain name, and click Submit.

Bind User Domain

User Domain 0/256

Alibaba Cloud CON

Add CNAME Record
Automatically L L

. .
domain name binding takes effect. See CNAME resolution help

If you just store your live recordings, you are not required to configure a CDN

domain name.

@ Note:

CDN domain name and the live video domain name must be different. We

recommend that you configure the CDN domain name and the live video domain

name respectively.

6.1.2 Store live recordings to OSS

ApsaraVideo Live allows you to record source video streams. It supports m3u8 (.ts

fragment files), mp4, and flv format, along with recording duration configurations.




Video files are stored in the bucket you specify in OSS. After a streaming ends, a
recording index file for the streaming is generated automatically (m3u8, mp4, or flv
files). The service also supports the generation of custom recording index files based

on your specified recording start time and end time.

Under a live video CDN domain name, the live recording configurations are
differentiated by the AppName and StreamName. That is, streams under the
sameAppName and StreamName all perform recording operations following the

configurations for this AppName and StreamName.
Introduction

- To facilitate the playback of your recorded content, you can store the live
recordings to OSS.

- To store live recordings to 0SS, you must first enable OSS service, and provides
ApsaraVideo Live service with the access authorization of writing in OSS. Then you
can store videos in specific OSS bucket. For more information, see Configure OSS.

- To avoid recorded files abnormally cut off due to network jitter or temporary
stream disconnection during live recording, the system disconnects the stream
until 180s. That is, if you perform another streaming operation within 180s after

stream disconnection, the system judges it as the same stream by default; if the

time interval exceeds 180s, the system judges it as two different streams.
Create live recordings

1. Log on to theApsaraVideo Live console.
2. Click Domain Names..

3. Select the stream play domain name, and click Template Set.

ApsaraVideo Live Domain Names

Log Management

4. In the left-side navigation pane, click Recording.


https://live.console.aliyun.com/#/live/domains

5. Select Store to OSS.

Transcoding The AppName in the Streaming URL corresponds to the AppName of the recerding template, and the recording template takes effect

Recording Callback URL-Unconfigured Add

Global Acceleration

AppName Stream Neme Recording Cycle/Cycle Storage Path/Path Created At Actions

€ Returnto Domains  a-pla Domain Type: Stream play domein name | Region: China (Shenghai) | Created At:Jul 29,2018 9:24 PM

@ Note:

To store live recordings to OSS, you must provide ApsaraVideo Live service with
the access authorization of writing in OSS. Then you can store videos in specific
0SS bucket. For more information, see Configure OSS.

6. Add callback URL. For more information, see Recording callback URL.

7. Click Add, and enter recording parameters in Recording Template .

Recording Setting X
* ADDICATON Name N
The application name must be the same as the AppMName specified in the ingest URL for
the sefting to take effect. The application name is case sensitive.
+ Stream Name
+ Storage Format:
[v] m3u8 | [fiv| | mpd
Maming Conventions
M3US | recordifAppMNamellStreamNamel{EscapedStartTimel {
TS | recordfAppNamel{StreamMamel{UnixTimestamp}_{Se
Recording Length
30 = Minutes
If the broadcasting time exceeds the specified recording length, a new file will be created.
Recording lengihs can be from 15 to 360 minutes.
+ Storage Location
Salact M
“ Cancel

- AppName: The name of the video app. The AppName must be the same with

the AppName of the live stream, or the configuration does not take effect. For



example, the AppName in streaming address is app , and the AppName of the
recording parameter must also be app . If you want to configure domain-level
recording parameter, enter wildcard (*).

- StreamName: The system supports recording at stream level. You can enter the
stream name that you want to record. If you want to record all the streams under

the AppName , enter wildcard (*).

Note:
AppName and StreamName parameters support upper case letters, lower case
letters, number, hyphen (-) and underline (_). The length is limited within 255
characters.
- Storage Format/Format: The system supports flv, m3u8, and mp4 formats.

- Naming Conventions: The default storage path for recordings is:

m3u8 : record /{ AppName }/{ StreamName }/{ EscapedSta rtTime } _

{ EscapedEnd Time }

ts : record /{ AppName }/{ StreamName }/{ UnixTimest amp } _ {

Sequence }

mp4 : record /{ AppName }/{ StreamName }/{ EscapedSta rtTime } _

{ EscapedEnd Time }

flv : record /{ AppName }/{ StreamName }/{ EscapedSta rtTime } _

{ EscapedEnd Time }

In the example screenshot, the AppName is app, the StreamName is stream, so

the m3u8 and ts recording files are stored in the following path:

m3u8 : record / app / stream /{ EscapedSta rtTime } _ {

EscapedEnd Time }
ts : record / app / stream /{ UnixTimest amp } _ { Sequence }

If the default recording file storage path does not meet your requirements, you

can modify it by using the API interface.

To maintain compatibility with the streaming process, the recording system
judge a live stream to have ended when an interruption caused by network jitter

or another problem persists for 180 seconds and the stream is not restored. The



system independently stores the default recording index files (m3us8 files) in the
format: { AppName }/{ StreamName }/{ Date }. m3u8 .

- Recording Cycle/Cycle: The system supports Recording Cycle/Cycle from 15
to 360 minutes, that is 6 hours recording at most. If a recording time duration
exceeds 6 hours, the system generates a new recording file according to the
recording naming rule. The default time duration of ts fragments is 30 seconds.

- Storage Path/Path: The storage location of the recording.

Note:
The buckets list contains standard buckets and MPS buckets. The standard
buckets are OSS buckets, used for storing; the MPS buckets are customized
by MPS, and video stored in MPS bucket can perform MPS transcoding tasks.
Currently, standard buckets and MPS buckets are not labelled in the buckets
list. If you want to convert videos to media files, we recommend that you
differentiate the name of the MPS bucket by yourself.

8. Click OK to complete recording configuration.

All the live streams of which theAppName is app , and the StreamName is
stream under the domain name all perform recording operation according to

this configuration. If you want to view recorded files, see View recorded files.

Note:
The new recording configuration takes effect when you re-perform streaming
operation. If you have started the streaming operation before the configuration,
you must suspend the current streaming for more than 180s, and then re-

configure streaming parameters.

6.1.3 Recording callbacks
You can set recording callback URLs and send requests to these URLs to query the

recording status and results.
Restrictions and guidelines

You can only receive recording file generation event, after added a recording callback
URL in the ApsaraVideo Live console. If you want recording status events, you should

call #unique_67 to set NeedStatusNotify = true first.



Both HTTP and HTTPS URLs are supported. POST requests in JSON format are sent to
the user server to inform the user of the recording result and status in real time. The
user server then returns a response with status code 200. If an HTTPS callback URL
is used, you must make sure that the HTTPS certificate is a CA issued certificate. If
the request times out, ApsaraVideo Live will resend the request. ApsaraVideo Live can
attempt to resend the request for up to five times. The resending interval is a random

number between 100 milliseconds and 10 seconds.
Procedure
You can add a recording callback URL in the ApsaraVideo Live console.

1. Log on to the ApsaraVideo Live console.
2. Click Domain Management.

3. Select the target streaming domain name, and click Stream Settings.

ApsaraVideo Live Domain Names

N CNAME @ Stream Type Media Region Staws Actions

» o o o
T 5 = 2
8 5 & &

Log Management

4. In the left-side navigation pane, click Recording Settings.

& Retum o Domains Domain Type: Stream play domain name | Region: China East 2 (Shanghai) | Created AtJul 31, 2018 4:24 PM

Transcoding

Recording Callback URL:Unconfigured Add

Screenshots

e w1 e AppName Stream Name Recording Cycle/Cycle  Storage Path/Path Created At Actions

Global Acceleration

5. Click Add to the right of Callback URL.
6. In the Configure Callback URL dialog box, enter a callback URL.

Callback Settings

Callback URL

E] Note:

For security, you cannot set internal network addresses as callback URLs. Callback

URLs must be valid public network addresses.


https://live.console.aliyun.com/?spm=5176.2020520001.1001.56.Fcjldw#/live/domains

Example:

Callback URL: The body of the response returned from http :// 1 .1 .1 .1

/ notify / record is as follows:
Sample callback for a recording file generation event

This callback indicates that the target recording file has been generated.

{
" domain ": " live . aliyunlive . com ",
n app n. " qve ll’
" stream ": " hello ",
"uri ": " live / hello / 0_2017 - 03 - 08 - 23 : 09 : 46_2017 - 03
- 08 - 23 :10 : 40 . flv ",
" duration ": 69 . 403 ,
" start_time ": 1488985786 ,
" stop_time ": 1488985840
}

The domain, app, and stream parameters indicate the domain name, application
name, and stream name, respectively. The URI parameter indicates the path of
the OSS bucket that stores the target recording file. The duration, start_time, and
stop_time parameters indicate the length of the recording, the recording start time,

and the recording end time, respectively.

Sample callback of the recording status (triggered when NeedStatusNotify is set to

true)

- Callback indicating that the recording process has started.

{

" domain ": " 1live . aliyunlive . com ",
n app ”: n live H,

" stream ": " hello ",

" event ": " record_sta rted "

}

The domain, app, and stream parameters indicate the domain name, application
name, and stream name, respectively. The event parameter indicates the name of
the event, which can be record_started/record_paused/record_resumed.

- Callback indicating that the recording process has been paused.

{

" domain ": " 1live . aliyunlive . com ",
n app H: n gs_app H,

" stream ": " gs_stream ",

" event ": " record_pau sed "



- Callback indicating that a recording error has occurred.

{

" domain ": " gs_domain ",

n app ll: n gs_app ll,

" stream ": " gs_stream ",

" event ": " record_err or "
k

6.1.4 Record indexes

This feature allows you to record live video streams as M3U8 files, store these files in

0SS, and edit the stored TS files in real time.

Note:
Terms in the console have been updated, and we will update the documentation as

soon as possible. We are sorry for any inconvenience caused.
Prerequisites
This feature is available for videos stored in OSS.
Target scenarios

- The start time and end time that need to be adjusted for a video generated after live
streaming.
- During the live streaming of major sporting events, video clips need to be edited in

real time and broadcast.

The editing operation reorganizes TS files of different time periods into a new M3U8

file. The TS files are not duplicated.
Procedure

1. Log on to the ApsaraVideo Live console.
2. In the left-side navigation pane, choose Live Videos > Recordings.

3. Click Save to OSS.

Note:
You can select specified video streams, application names, and stream names. You

can view files that have been recorded within three months.


https://live.console.aliyun.com/?spm=5176.2020520001.aliyun_sidebar.78.34184bd3kRHMmd#/overview

4. Click Edit Recording Index Files.

ApsaraVideo Live Recordings Management Domain Type:Stream play domain name | Region:China East 2 (Shanghai)
Created AtJul 31, 2018 4:24 PM
Overview Recorded live streams are saved to 0SS based on the recording settings Recording Settings
Live Videos
Record index clip Nov §, 201 Nov &, 201! app stream m
Streams
Resordins AppName Stream Name Resolution Recording Star/Stop Recording Format RecordingLength  Actions
Screenshots app stream 1092x514 HLS 1 Minute e
URL Generator

Domain Names
Data monitoring
Visitor Data
Amount Query

Log Management

5. On the Edit Recording Index Files page, select the stream, recording time period,

application name, and stream name to edit a specified stream.

@ Note:

You can only adjust the start time and the end time to remove the beginning or

end of a video.
You can perform the following operations on the Edit Recording Index Files page.

Click an M3U8 file and adjust the start time and end time of the video.

Click multiple M3US files and edit the start time and end time to generate a
video clip.

Click the plus (+) icon to zoom in and the minus (-) icon to zoom out. This allows

you to view and edit the file more accurately.

ApsaraVideo Live < Edit Recording Index Files

Overview Re-edit the TS files stored in 0SS and save them as new M3U8 files. Read all TS files for the specified stream. A maximum of 5,760 TS clip files are supported
Live Videos Select Streaming

Streams a > Nov 5, 201: - Nowv B, 201 app stream

Recordings

Screenshots

URL Generater Set

Domain Names Nov 5, 2018
Data monitoring
Visitor Data

Amount Query

Log Management hd A
L

4
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6. Click Save as New File.

The new M3US8 file is stored in the root directory of the current OSS bucket. You

can search for the file in OSS.

Save as New File

+ File Mame

355 Bucket
videolivebucket-in

86 Issue: 20190917



7 Screenshots management

7.1 Configure snapshots

ApsaraVideo Live snapshots service supports taking snapshots of the live video being
played at a set interval and storing the snapshots as .jpg files to a specified location in
0SS.

Under an ApsaraVideo Live acceleration domain name, the live snapshot settings are
differentiated by the AppName of the live streaming. That is, all the streams under the
same AppName perform snapshot operations following the settings of this AppName
. The AppName can be set to >k, indicating that all the streams under the acceleration

domain name follow the snapshot settings.
To conveniently view the snapshots, set a bucket for storage first.

1. Log on to the ApsaraVideo Live console.
2. Click Domain Names.

3. Select the Streaming Domain Name, and click Manage Templates at the right side.

ApsaraVideo Live Domain Names

Log Management

4. Click Snapshots, and click Add.

Y rea Do oo Domain Type: Stream play domain name | Region: China (Shanghsi) | Crested At.Jul 28, 2018 1:50 PM



https://home.console.aliyun.com/new#/

5. In Snapshot Capture Template, enter the snapshot parameters, and click OK.

Screenshot Template

* AppName

a8pp
The AppMame must match the specified name in the Streaming address for the
template to 1ake effect.
Screenshot Freguency

5 Seconds

The pictures are intercepted by key frames
* Storage Path

Select

* Storage Method

[ Overwrite screenshot [ Real-time screenshot

- Enter the AppName that you want to enable snapshots function.
- Enter Snapshot Capture Interval. It can be between 5 and 3,600 seconds.
- Select Storage Location.

- Select Storage Mode, that is Overwrite snapshot or Real-time snapshot. You can

also select both.

- Overwrite: The video snapshots are taken in sequence based on the set
interval, and the new snapshot overwrites the previous one.
- Create New: The video snapshots are taken in sequence based on the set

interval, and the new snapshots are stored in OSS in the order of N+1 (N = 0).

E] Note:

The bucket and the current domain name must be in the same region. For
example, if the current domain name is located in China East 2 (Shanghai),

the bucket must also be located in China East 2 (Shanghai). If no bucket list is



available in the panel, confirm whether the OSS bucket and the domain name

are in the same region.

In Snapshots, all the snapshots configurations are listed under the domain name.
For example, all the live streams of which the AppName is app performs the

snapshots operation based on this configuration.

& RewmsaDomsins  a-play0.aliyuniive.com Domein Type: Stream play domain name | Region: China (Shanghei) | Crested At:Jul 28,2018 1:50 PM

Transcoding

Recording

Screenshots
AppName Storage Path Screenshot Frequency Actions
Global Acceleration
Overwrite screenshotoss:/fvideolive-bucket/app/{SreemNeme).jpg
app Real-ime screenshotoss://videolive-bucket/app/{SweamNamel/{Unix 5

Timestamp} jpg
E] Note:

After you modify the snapshots configuration, the new snapshots configuration

takes effect for the next push streaming operation.



8 Streams Management

8.1 Ingest Callback URL

Ingest callback URL is mainly used to call back stream status information in real time

and promptly notify users about the push streaming results.

You can add a callback URL of your background server in the console to Alibaba
Cloud, so that when the stream status changes, Alibaba Cloud can send a GET request
to your server using the HTTP interface and send you the real-time feedback on

whether the video streaming succeeds or fails.
Attentions

- Principle: The real-time stream status feedback is implemented through GET
requests sent to the user’ s server through the HTTP interface. The user server

returns 200 responses to the interface.

You do not have to identify the URL if normal access is allowed. The following
requirements are imposed on the URL responses: In case of access time-out, the
URL can be retried. The current time-out duration is 5 seconds, the number of
retries is 5, and the interval is 1 second.

- It supports the HTTPS address authorized by the certificate authority.

- If you use an Ingest Domain Name to push a stream, that is, Edge Ingestion,
configure the Ingest callback URL on the Ingest Domain Name. If you use a
Streaming Domain Name to push the stream, that is the Standard Ingestion, we will
generate a standard ingestion URL for you, and push the stream directly to the live
center, and you can configure the Ingest callback URL on the Streaming Domain
Name. This article takes configuring Ingest callback URL in Edge Ingestion as an

example to introduces how to configure Ingest callback URL.
Procedure

1. Log on to the ApsaraVideo Live console.

2. Click Domain Names.


https://live.console.aliyun.com/#/live/domains

3. Select the Streaming Domain Name and click Configure.

ApsaraVvideo Live Domain Names

Quverview c Enter domain name

Live Videos

Domain Name CNAME @ Stream Type 7 Live center Status Actions
Domain Names
. , .
- play Stream play China East 2 o Enabled nplate
Data manitoring domain name (8hanghai)

Visitor Data Stream play China East 2

play Enabled Domain Configure Template Set More
! domain name (Shanghai) N ! -
Amount Query
Stream play China East 2 Bamain Conf - e
Log Management play. :Iﬂmmnf\ar"\e (Shangha) « Enabled Domain Configure Template Set More ~

4. In Basic Settings > Stream Pushing Information, select the Ingest Callback URL
following ingest URL, and click the edit icon at the right side of Not Configured.

« Retumto .

Basic Basic/Domain Information Streaming Information Stream Play Information
HTTPS Header

| Streaming Information
HTTPS Settings

Access Control

Advanced

| Streaming Information
Streaming domain name:
&

CNAME
3

Edge Streaming Address
rtmp/fa-

@ Note:

If you select Standard Ingestion, select Ingest Callback URL of Streaming Pushing

Information for configuration.

5. In Configure Callback URL, enter the callback URL.

Callback Settings

* Callback URL

m Cancel

Examples

https :// live . aliyunlive . com / pub ? action = publish & app
= Xxc . cdnpe . com & appname = test0l & id = test@l & ip = 42
120 . 74 . 183 & node = cdnvideoce nter010207 116011 . cm3

Parameters Value description

time Unix timestamp




Parameters Value description

usrargs User push streaming parameters

action Publish indicates push streaming, and
publish_done indicates completion of
push streaming.

app The default value is the custom
streaming domain name. If no streaming
domain name is bound, it is the playback
domain name.

appname Application name.
id Stream name.
Note:
You must convert stream name to
lowercase.
node The name of the node or machine in the

CDN that receives the stream.

P IP address of the client that pushes the
stream.

8.2 View frame rate and bit rate

In a live video environment, buffering interference often leaves a biggest impact on
the live video streaming. The general cause is poor bandwidth stability of the uplink

transmission .

The ApsaraVideo Live console monitors the uplink traffic. You can easily view the

uplink transmission status of the live stream to check if there is any problem.

Log on to the ApsaraVideo Live console.
Click Live Management > Streams.
Select the Streaming Domain Name.

Select the stream status.

a9 k2 b=

Select the time period, the AppName, and the StreamName of the stream that you

want to view.


https://live.console.aliyun.com/#/live/domains

6. Click Stream Monitoring at the right side of the stream that you want to view.

ApsaraVideo Live St

Overview |

reams

History Stream Disabled Stream |

Live Videos

g7, 201€ - Aug7, 201

All App Name

All Stream Name |

Domain Nemes

[2
10

Domain Type:Stream play domain name | Region:Chine East 2 (Shanghai)

Crested AtJul 29, 2018 9:24 PM

Transcoding Templat

Recordings AppName StreamNeme Streeming Started At Streaming Mode . Actions
S shots °
creenene Standard : Ild
Standard : Isd or| Disabled Streaming
URL Gene: P stre: 7,2 :16 e
enerator app tresm Aug 7,2018 10:16 AM Edge Streeming Standard : Ihd
Standard : lud

Resource Monitori

Visitor Data

Log Menagement

7. View the stream monitoring data.

In Stream Monitoring, you can see Length, Application Name, Stream

Name, Bitrate (Average), and Frame Rate (Average).

I:‘ Stream Monitor  Streaming URLrtmp://a im/app/stream

Duration App Name Stream Name Average Bitrate Average FPS
00:42:16 app stream 2451.02 Kbps Video:30.00fps Audio:43.07fps
Video and audio frame rate
FPS
.
207
o Video FPS: 29.96 fps
o Audio Bitrate: 43 fps
_’. i
Bit rate
Bitrate
2500 Kbps - - - -
2000 Kbps
1500 Kbps Aug 7, 2018 10:20 AM
o Bitrate: 2489.87 Kbps
1000 Kbps
500 Kbps

On average, the stream monitoring data is updated every minute. You can view the

uplink transmission in the Stream Monitoring page.

When the data status appears to be smooth, the valley and the peak values are

comparatively stable. This indicates that the uplink transmission is comparatively



stable too. If sharp fluctuations occur, we recommend that you check the stability

of the uplink transmission.

Note:
You can get the monitoring data about 5 minutes after push streaming, and the
system refreshes the monitoring data every one minute. If the push streaming

time is short, you can not see the monitoring data.
Causes of choppy push streaming

Several factors can cause video playback to buffer incorrectly. The following

recommendations are troubleshooting tips that may help resolve streaming issues:
- Mobile phone configuration.

Push streaming consumes CPU resources. During the push streaming process, low
-end mobile phones with poor hardware configuration may encounter poor quality
video if the overall CPU usage exceeds 80%. This affects the video collection and

viewing experience on the user terminals.

- Video collection parameter settings.

A video must have at least 15 frames per second (FPS) or higher to make sure
smooth playback. An FPS set lower than this rate may result in unstable video

quality. Keep the video frame rate higher than 15 frames per second (FPS).

Although a higher frame rate ensure a smooth video watching process, if the frame
rate is set for more than 30 FPS, the image content may not be viewed naturally by
most of the viewers. Additionally, a higher frame rate also increases the bandwidth

cost of the video transmission. We recommend that you set appropriate video

parameters.



- Network bandwidth.
Common network factors include:

- Network bandwidth size: Confirm the bandwidth size provided by the network

operator and whether the bandwidth is sufficient for this live video transmission

- Downlink bandwidth usage: Check whether any data downloading activity

occupies the network bandwidth.

- System resource usage: Check whether a large number of programs are running
in the background, and delete and terminate any unnecessary programs to save

the resources.

8.3 View a live stream

You can perform the following steps to view a live stream.

1. Log on to the ApsaraVideo Live console.
2. Click Live Management > Streams.

3. Select the Streaming Domain Name.

4

. In Online Streams, Historical Streams, and Disabled Push Streams, select the

stream status you want to view.

92}

. Select the time period, AppName, and StreamName of the stream that you want to

view, and click Search.

ApsaraVideo Live  Streams ol

Domain Type:Stream play domain name | Region:Chine East 2 (Shanghai)
Crested ArJul 29,2018 9:24 PM

o
C e Strea History Stream Disabled Stream
ug 7, 201¢ Aug 7,201¢ All App Name All Stream Name I m

A 3 A Streaming Started At Srreaming b nsceding Templat 5
AppName StreamName Streaming Started A Streaming Mode Actions

app stream Aug 7,2012 10:16 AM Edge Streaming

You can see the information of the live stream that you want to view.


https://live.console.aliyun.com/#/live/domains

9 Real-time monitoring

9.1 Push streaming monitoring

Live streaming monitoring includes push streaming monitoring and live streaming
monitoring. Most live streaming problems such as lagging are related to push
streaming bandwidth. Monitoring streaming bandwidth in real time can help you
quickly locate live streaming problems such as lagging and latency. This section
describes how to perform push streaming monitoring, monitor the status of

streaming during live streaming.

Note:
Terms in the console have been updated, and we will update the documentation as

soon as possible. We are sorry for any inconvenience caused.

Monitoring data is returned every second in real time, including received audio and
video frame rate from caster to CDN node, audio and video timestamp, received file
headers, audio and video bit rate (Kbps), maximum audio and video frame interval
(milliseconds), and error code. You can check the status of video stream every second
to monitor the streaming stability. This allows you to monitor live streams and helps

reduce problems caused by video lagging.

1. Log on to the ApsaraVideo Live console.
2. In the left-side navigation pane, select Data Monitoring > Real-time Monitoring.

3. Select the domain name, time period, application name, and stream name of the

stream that is pushed, and click Search.

- Click Last 10 minutes to obtain monitoring data in real time. The streaming
status is returned every second within each minute.
- Click Last Half Hour, Last Hour, or Custom to query history monitoring data.

You can query monitoring data of the last 24 hours.


https://live.console.aliyun.com/?spm=5176.2020520001.aliyun_sidebar.aliyun_sidebar_live.6edb4bd3fRwj48#/overview

10 Statistics-Visits

Statistics-Visits includes Unique Visitors (UV) , Total Visits and Domains, you can

select the Domain Name and Time range that you want to view.

Item

Description

Unique Visitors (UV)

Statistics of the number of visits of
unique IP within a specific time range
under the current domain name.

Access by Location

The location of users who watch videos.

Domains

Access rankings for each domain name.

Procedure

1. Log on to the ApsaraVideo Live console.

2. ClickStatistics-Visits.

3. Select Unique Visitors, Total Visits, or Domains.

4. Select Domain Name and Time range that you want to view, and clickSearch.

ApsaraVideo Live Statistics-Visits

Overview | Total Visits

Siream Management
Domains
Monitoring Unigue Visitors (UV)

Statistics-Visits

Stafistics-Usage

Log Management

Select Domain - Yesterday | Last 7 Da

ys Last 30 Days Customize 3

Note:

You can select Mainland China, and HK, Macao, Taiwan, and Overseas to view

users location.



https://live.console.aliyun.com/?accounttraceid=1e9b22b9-838d-404a-8c34-fef10ea3bae4#/overview

11 Set subaccounts to log on to the ApsaraVideo
Live console by using RAM

Through Alibaba Cloud Resource Access Management (RAM), you can provide
required permissions to the subaccounts for the live broadcast in the ApsaraVideo

Live console.

One primary account can create multiple subaccounts. By authorizing the
subaccounts certain access functions, you can restrict their use of resources and
functions for the purpose of unified management. For more information, see What is
RAM.

Subaccount permissions mainly include authorization to use ApsaraVideo Live
and OSS and CDN resource objects. We recommend that you plan the resource
instances of such services for a subaccount, create authorization policies based on
the corresponding authorization templates, and then grant the permissions to the

subaccount.
RAM restrictions

RAM users cannot possess resources and they are not billed independently. These
users are centrally controlled and billed under your Alibaba Cloud account. You can
create separate passwords or keys for each RAM user, but these users do not have any
operation permissions by default. RAM provides an access-policy-based authorizat

ion to help you grant fine-grained authority to the RAM users.

You must grant the following permissions to your subaccounts to use ApsaraVideo

Live console functions:

Live (Required): Grants permission to use ApsaraVideo Live and uses the built-in

AliyunLiveFullAccess authorization policy;

0SS (Required): Grants permission to use the screenshot storage service, which can

be customized as needed; For more information, see the following content.
Authorization operations

Authorization on ApsaraVideo Live



If a subaccount is required to use ApsaraVideo Live, you must grant the subaccount
the permission to use ApsaraVideo Live. You can directly use the built-in

AliyunLive FullAccess authorization policy as follows:

1. Log on to the RAM console.
2. Click Users.

3. Select User Name and click Authorize from the Actions column to grant the

AliyunLive FullAccess permission to the specified subaccount.

RAM User Management ‘S Refresh
Dashboard .
User Name Nar Search
Groups LerlEmsinay Description Created At Actions
Policies aliyun container service use this account to provide enhance... 2017-09-16 14:28:15 Manags Jn,rDél_en:jp
Roles
Settings EZ:»STiEfgwt’degl-'79212fa4"' aliyun container service use this account to provide enhance... 2017-09-16 14:27:41 Manags Authorize Jn'rDél*e;jp
Edit User-Level Authorization
pup have all the permissions of this group. A member cannot be
Available Authorization Policy Mames
Type@
|i.'.-"e
Selected Authorization Policy Name
Type
AliyunACSDefaultdccess Custom
AliyunLiveFullAccess
q..f RN | System
Coc =



https://ram.console.aliyun.com/#/user/list

MTS service authorization

If a subaccount is required to use MTS, you must grant the subaccount the permission
to use MTS. You can directly use the built-in AliyunMTSF ullAccess authorization

policy as follows.

1. Log on to the RAM console.
2. Click Users.

3. Select User Name and click Authorize from the Actions column to grant the

AliyunMTSF ullAccess permission to the specified subaccount.

RAM User Management < Refrash
Dashbaard
User Name ¥ @
Groups
Policies acs_fam_account_cblccba5ededd... aliyun container service use this account t provide enhance... 2017-09-16 14:28:15 Manage b Ffa;
Group
Roles

acs_ram_account_cfe91179222fa4... ~ P, P - - Manage Authorize Delete
Settings aliyun container service use this account to provide enhance... 2017-09-16 14:27:41 Jain Graup

Description of custom authorization policy creation
You can customize authorization policies and assign them to specified subaccounts.

1. Log on to the RAM console.
2. ClickPolicies.
3. Click Custom Policy.
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4. Click Create Authorization Policyto create custom authorization policies as the
following samples for the specified resource instance and grant the policies to the

specified subaccount.

RAM | Policy Management Create Authorization Policy 2 Refresh
Base services

Object Storage Dashboard

System Poli Custom Polic
Resource Acces. JE T
Policy Name or Description ¥ | | Search Keywords
4 Table Store
Authorization Policy Name Description Number of References Actions

& Virtual Private ... Roles " : B "

b Express Connect [N AliyunACSDefaultAccess aliyun container service use this account to provide enhance. .. 2 View | Modify | Delete
< Elastic IP Addre_ MNStest topicid47577 1 View Modify Delete
* Alibaba Cloud C. MNStest-attri test2 1 View | Modify | Delete

Elastic Comput s
MNStest-logservicelistpolicy logservice 1 View Modify Delete
ApsaraDB for R...|
MNStest-0SSlistbuckets. test 1 View Modify Delete
£ Server Load Bal.
% Gl AliyunACSResourcesAccess._container_user_1 aliyun container service use this policy to allocate resourc... 1 View | Modify | Delete

Create Authorization Palicy

Step 1: Select an

All Templates ¥ | | Enter keywords to dynamically filter the templates be

AdministratorAccess .

Blank Template >
Provides full access to ...

AliyunO55FullAccess Aliyun55ReadOnlyAccess
Provides full access to ... Provides read-only acces...

AliyunECSFullAccess AliyunECSReadOnlyAccess
Provides full access to ... Provides read-only acces...

AliyunRDSFullAccess AliyunRDSReadOnlyAccess
Provides full access to ... Provides read-only acces... -

Issue: 20190917 101
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Create Authorization Policy

Step 2: Edit permissions and

* huthorizatizn Poiicy useri-ossi-live

Name : Names must be 1-128 characters long. They may only
contain the letters A-Z, numbers 0-9, and hyphens.
Description :
. . 11 ~
Policy Content : 7 "Fersien™: 17,
3 "Statement™: [
4
5 "Effect™: "Allow”,
B “Betion®: [
T "ossl "
a 1.
9 "Resource”: [
10 “acs ozl ¥ FEucksat”,
11 “aesiossl ok FBucket,®”
1z

Authorization Policy Format
Authorization Policy FAQ

Previous Create Authorization Policy Cancel

Create Authorization Policy
Policy creation complete.

@ Palicy created successfully,

You have created an authorization policy. To view details and manage policy version
s, go to the policy page.

View Policy Detzils Create Another Palicy Class

102

Issue: 20190917



Policy Management

System Policy =~ Custom Policy

Create Authorization Policy 2 Refresh

Policy Name or Description ¥

AliyunACSDefaultAccess aliyun container service use this account to provide enhance... Vier Modify Delete
MNStest topicid47577 View Madify Delete
MMStest-attr test2 Vie Modify Delete
MMStest-logservicelistpalicy logservice Vies Maodify Delste
MNStest-05Slisthuckets test Vie Modify Delete
AliyunACSResourcesAccess_container_user_1 aliyun container service use this policy to allocate resourc... Vien Modify Delete
|use| 1-0561-live Vie Modify De\e:sl

g] Note:

After the authorization policies are created for various service resource objects,

you can grant the permissions to the corresponding subaccounts.

The following are OSS and CDN authorization policies. You can grant corresponding

permissions to subaccounts as needed.

0SS authorization policy

Permission description:

All operation permissions on specified buckets;

Permission to view the bucket list;

" Version ": " 1 ",
" Statement ": [

{
{
3y
{
}
]
}

" Action ": [
" oss x"
]

b
" Resource ": [
" acs : 0ss :*x:%x:$ Bucket ",
" acs : 0ss :x:%:$ Bucket /x"
1,
" Effect ": " Allow "

" Action ": [
" oss : ListBucket s "

]
"’Resource R S
" Effect ": " Allow "

Live authorization policy

Permission description:




All operation permissions on specified Live CDN domain name;

Permission to view the Live CDN domain name;

{
" Version ": " 1 ",
" Statement ": [
{
" Action ": " Tlive :x"
" Resource ":
" acs : cdn :%x:$ Uid : domain /$ DomainName "

b

1,
" Effect ": " Allow "
b
{
" Action ": " 1live : Describe *x",
" Resource ": "x",
" Effect ": " Allow "

E] Note:

The following variables are used in the resource authorization policies of each

service. Replace them with your actual resource instance name:
Description of variables
Uid
$Uid: Alibaba Cloud account ID. You can query it through Alibaba Cloud console >

Account Management > Security Settings.

essage ing Manageme: ul ment alf service.aliyun.com
M g Billing M: nt Support cP Doaut tation I+ @: i i

Account Manage... Security Settings a ol a
User Inf
Security Settings User Info Se(mtsj SE(L._rltif
Login Account : al****@service.aliyun.com Change [ ) - Settings | Console
Basic Information . 2
Account ID :
. ~ i X _ accesskeys
Real-name Regist. - Registration Time : 05-02-2017 16:47:00
Change Avatar Sign out
Login Password A mare secure password will impre security of your account. It's recommended that you change your @ Already Set
password regularly, and choose a rd containing at least two types of characters (letters, symbals or Change
numbers) and with 2 length of no 2n six characters.
Security mobile You have added a mobile phone 4*-1861217**** [Your mobile phone is 2 secure phone number, which can @
phone be usad for retrieving your password. The number cannot be used as a login account number.] Change
Virtual MFA has been
renamed TOTP, Click to
o N N view the ssttings.

Account After turning on Account Protection, verification(TQTP verification / SMS verification) is required when -

Protection logging in or modifying account information Edit

Delete Account I understand that by clicking this checkbox my account will be removed.

all your cloud services must be terminated before deleting your account to avoid further
arges outstanding charges of both parties must be ssttled.
Note that the account cannot be reopenad once deleted.

Bucket

$Bucket: OSS bucket.
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$DomainName: Live CDN domain name.

Issue: 20190917 105
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