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- OO EEECAT M, Rdine, e EA MBS A I M.
AR R TIRE, HdREX Mg, RN E%IRE,

- SAPBRL: BYBRJSONSE EE G, G diliie.

3
=1 B
MRV R R Rk 64 KB,

1.3.4 ¥YREIETU

PSR JSONAE KL, FIFRMTSL (Thing Specification Language) . A SCHREER

IJSONFEL LI,

fnl PAE™ M ShREE SO, M BYERL, #H JSON F4Ui TSL,

PRI JSON B B

{
"schema": "PJTSLIHARSCchema",
"link": "ZRmunRGEHRUr, FERFEHRSS /T RS,
"profile": {
"productKey": "y=Hkey"
1,

"properties": [

{

"identifier": " "ﬁnﬁaffﬁiﬁﬁ(ﬁ%ﬂ&—)",

Ilnamell: "E‘[ﬁ‘:%ﬁ:' .

"accessMode": "JHIEFREIRM Lk (r), BRE (rw)",

"required": "RAREDRERILIEBIE" ,
"dataType": {



"type": "JBPERM: int (), float(JiA:), double (),
text (Ji4) date(Str'lng;EgQUTC%f'y) bool(OﬁlﬂTntj@{f‘é) enum(-mt;’@ﬁ'g),

struct (FEFfkRR, WRARNHOMI), array AR, %ffint/double/float/
text)",

"specs": {
"min": "SEug/ME(int, float, doubledAMikEfH)",
"max": "B NAE(int, float, doubled(FElEH)",
||un-i-tll: I|Eﬁ$‘1jll’
"unitName": "PMANiZAFR",
"size": "BEAIK, BINRAK128 (BEHKAH)",
stepns Bk, R
"item":

Iltypell 9 I|§kgﬂﬁ%m§§§2”

+
+
}
1,
"events": [
{
"identifier": "H{EME—FRIART 25 FfE—, Hrpposti2ERiNE Rk 1k
kRS,

Ilnamell : II$1&I:% ’j\" .

"deSC": ||$1&F*ﬁLll s

"type": "H{RM (info,alert,error)",
"required": " E'.Z:.‘%w&mﬁbﬁ'wﬁ%#"

"callType": "async (5iH]), SynC(I_J,vIEJﬂi)",
"outputData": [

"identifier": "SEE—FRIRGF",
Ilnamell: Ilﬁ/&%ﬁ% Ij\",
"dataType": {
"type": "JEMEIM: int(JF4), float(Jfi4), double
(B4, text(ﬁi) date (StringRRIUTCzEFD), bool(Ojilﬂ’J'lnt;lsg'g) enum('mt

FED), struct (B, nTRSHmeMMITE), array (IR, FHTnt/double/
float/text)",

"specs": {
"min": "S¥EME(iInt, float, doublekAif:
ﬁ‘)ll’
"max": "SEURAA(int, float, doubleUKk
ﬁ‘)ll’
"un-i-tll: "E;Iﬁiﬁfj"’
"unitName": "MfiZ4FR",
"size": "BAK/ND, BiNGKR128 (BARA)",
"step": "BK, AFHRE,
"item": {
type': "BYEIFEAMIAA"
}
+
] }
} "method" : "SPEXE RN IR (R denti Fier i) "
1,

"services": [

{
"identifier": "JRS5ME—FRIRF (7 FME—, P FiE—, Hrpset/get
g T accessMode BRNERIFIIRSS ) ",
"name": "IRZAFR",
"desc'.': "IRSSRGR"
"required": "E'TE'*T(ﬁyJﬁnH'JJé@ﬂﬁ%"

"callType": "async(5HH), SynC(Hﬂ%lﬁlﬁi)",
"inputData": [



"identifier": " AZME—FIRA",
||namell: ||A§% ’j\”’
"dataType": {
"type": "JEPERM: int(JFE4), float(Jfi4), double
(), text(JgiZk), date(StringRMIUTCZFD), bool (0sk1RyintIH) enum(int
%@l?'é)t,/strs)ct(%*’@ﬁ@’éﬂ, AL ST ORPHAY), array (BEHRM, XHfint/double/
oa ext)",

"specs": {
"min": "SEg/ME(int, float, doubled’AUf}
)",
"max": "SEuRKE(int, float, doublekAIfs
)"

||un-i-tll: I|E,I§E$Aﬁill,

"unitName": "BAfi4AFR",

"size": "MK/, BiNK128 (BARA)",
stepn: VR, R

"item":

"type": "BAITRIRRL"

+
1,
"outputData": [

{
"identifier": "HSMHE—FIRLF",
"name": "H:ll§% ll\")
"dataType": {
"type": "JEMIM: int(JF4), float(Jsis), double
(JF4) , text(Jifk), date(StringRMIUTCZFD), bool(0sk1yintIeH) enum(int
R, struct (ZEEIAIOR, AMAENIOMAR), array AR, XH5int/double/
float/text)",
"specs": {
"min": "SEug/ME(int, float, doubledAUf}

"max": "SR AKE(Iint, float, doubledAUf}
Ilun-itll: "Ellﬁkﬁfj",

"unitName": "BAfi4FR",

"size": "BAK/ND, BRiINGKR128 (BARA)",
"§’;ep": i{'%t’:, TR,

"Ttem":

"type": "EATTARMIRR! CBARAH) "

)",
)",

}
15
"method": "JRSFXIMIAG T IEAFR (FRPETdentifier k) "
}

AR, HEAPXICHModbus, OPC UASKHE N, nJEBYEEY JRALHE,
ModbusH)™ sy FehC BBl T :

{
"profile": {
"productKey": "y#Hkey"
by



"properties": [

"identifier": "JEPEME—FRIRF O B PIE—) ", .
"operateType™: " (ZRIRA/Hi AR/ IRHEH2 08 /A ZH7 IS coilStatus/
inputStatus/holdingRegister/inputRegister)",
"registerAddress": "&{EgsHuuL",
"originalDataType": {
"type": "JEMHEIOMintle, uintle, int32, uint32, int64, uinté64,
float, double, string, customized data(fgKulliFi&Mhex data)",
"specs": {
"registerCount": "F{EEMIEHEANE , string, customized datakf

",
"swapl6": "JEFHFERANLAEIENRIGSAbitsH# (bytelbyte2 ->
byte2bytel0), Fx str‘lng, customized databh, HBEPERRFEE",
"reverseRegister": "Ex: iﬂﬁﬁl‘ﬁjﬁ32{_&§ﬁ§ﬁ’]b‘lts§jﬁ (bytelbyte2
byte3byte4 ->byte3bytedbytelbyte2” [x string, customized datahp, Hith%k

iﬁz‘s@%ﬁ; T

],
llscal-ingll: llgﬁm%ll’

"pollingTime": "RALMIE, Mfiiins,

"trigger": "KHAN AR, HAH b LR DAVEE LR 2"

}
]
}
1.4 BiEREW

1.4.1 fta = EREN
FHTIRACE HBEHZIR, sREX Mg A 2R, AESHREE]SONEE S HM- -5
W5, WHREBHEEESIYIMT-G. BREVRM-GEHE, WS BIRmHaA, BT
ETEAR S RN BT 658 AR HERE N (Alink JSON) A a5 19 E  SCEUR A% X
SURRRITIRIZ

VIR T- S CEIR E B A BRI, JeiafTREpTIA, RoEfenBimitfykAlink JSONA# 2
B, PREATIESSEEL, PTG PR BIRG Ba, WRIl IA R s e o s a el AR
W BEksa, B RREG B,

Bl Rrinire e :
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=im

B Aiink Json

rawData ToProtocol protocolToRawData

| R

¥iE L7 1d0 190 #HIETIT:
B EiEERTopic: fup_raw 070 0o E&EIEITHTopic: /down_raw

Beds BIREER AR BT RS (RIT8IR) ik :

- = X
! y.'d
ba_

| 1o CIREIE, EfEE |

I

|

|

1.1: I
miig s FIREIEMAT |
[k 2 I
|

|

|

|

|
|
|
|
|
|
|
I
1.2: ik }
|
|
|
|
|

1.3 aNREEHNGIEE, NATHIERL
1.3.1: #igEt b[:]

1.4:
R D BT |
1.5 iEEER i I I
] T I I
| | | 2 mAmHGERE |
| g : :
| | 21 EEmaen |

R EIRSS B R (FMBds) &iifek:

RS : 20190606 -



% loT= i HIMS1% &irEm
Actor 1: ST

..J_
1.1: S8
1.2: EEigEHERId

1.3:
a0 R IEfE RS TUE,
1B B A AT B0 AR

l4: #IETE

- ———

2 iE[EEE

<

2.1
INE 2R IHEE IR
. IBIE R AR AR

-
:u

2.2: iRECEHIN S| 8, Qlliﬂﬁiiiﬁiﬁﬂ

i | PD 2.2.1: WiESEE

I |

| | g
I | I I
I | I I

kN5

Hiii, HSFiMJavaScriptif s g5 A, WP GO0 ESRIE 7 iEZRIA gt as, FIT 9
L VESRIA AU T

WA i & S H AR AN TG T4
- Alink JSON##E a5 Mk HE Xk protocolToRawData,
- A BRI Alink JSONASREE: rawDataToProtocol,

[ *x*
* BFAUINKPNY B HON R REBUNM AR, IR G4y SR BRI
*  AZ: jsonObj MZ AHENT
* 1% rawData byte[ 18 AHENZ
*
*/
function protocolToRawData(jsonObj) {
return rawdata;
}

/**
* RFBERE I B SURUBUREHONA LI n kR EE,  Beas AREE 20 Pk o ~F- & I i
* NZ: rawData byte[1##H  AfEh=
*/tt'é} jsonObj Xf{ AHENE
*
function rawDataToProtocol(rawData) {
return jsonObj;




}

Fi s 448

R DL MR, 2 WA,

- WA IEMIATT I, WS W BT i Ao

- HRIBE N LoRaWAN T L&, TS WLoRaWANL & SR RN -

- BRI A AR S ANTBR, W5 Wit

1.4.2 fi)Zs M fE ARG

ASZUAERT b TR PERARAIEA B, @ BaiIA g RIAE R, IR AR

Bl

SR—: HIEHZ

L. i Eamg, Q™ 5, BaRRUERONIERE /B U,
2. Jigr= e LB, 162 Wanap ko,

ARBIE LY AR =AY

“BE R B,

FRIAF (identifer) | gy BUETG PR

prop_float TF RS float -100~100 By

prop_intl16 BHOY int32 -100~100 P

prop_bool i/R% bool 0: J; 1: X By
3. TEBEAFIE R PP R

& 1-1: 18 & HIREIEIER

FB P

iRy 194

iHRID 45

J@M:prop_int16 27

J@tEprop_bool 15474

J@¥Eprop_float 45

*® 1-2: 18 & IR IR L

FB T

iKY 174
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FB T
WHRID 47
#i%fcode 17
R 1-3:RERMEIEK
FE T
[ e} 15477
iHRID 4y
JEEprop_int16 27
J@tprop_bool 1%
JEprop_float 457N
xR 1-4: BB
FE T
31 15474
MRID 47
% code 1%




4. HEMEA,
TEVIRPE- SIS, 7S s BUREH S S, MWEHIA,
A TR AR AN TG 14
- 1Alink JSONFABHEF M5 B2 LM protocolToRawData,
- Rk B R Alink JSONF# A : rawDataToProtocol,

SEREHRBIEA Demo, S WASHISE: RHIAEIA,

BUREHT

‘ [ ggzﬁ}tﬂszs | EfEEEE MR S B AEREAISAIREIToAINk JSONES, . SRILGTEIESTENMETEN  ETISEaE Iy Skl | Ha i MNEEiT4eks , HiAEE

EEE BITER

EELLEEE

BR@A

SR EENAMA
ARG, 8 BHSR LRI AR
- BT LR E PR R
IR N s EREWE, WAL BRI B EiE, AR RdihstT.

0x00002233441232013fa00000

BT 1 2 RIAA RN, ROEf BRI SONF IR, BITE R BorfidhTes
%O

{
"method": "thing.event.property.post",

"id": "2241348",
"params": {

"prop_float":
"prop_intle":

"prop_bool":

5

"version": "1.0"

1.25,
4658,
1



}
- BRI 6 S AR S R
IERBHSAD Ve st B, i\ BL RISONFE B, )5 diafT.

{ "jd": "12345",
"version": "1.0",
"code": 200,
"method": "thing.event.property.post",
"data": {}
+

BAmbTs | 5 21 SONR B HA00h BL B
0x0200003039c8

- BRI 6 R R R TR AR,
IEREBCRARDN Ry s, M BL N ISONRSEE, 2h HdiafT.

{
"method": "thing.service.property.set",
||-id”: ll12345||,
"version": "1.0",
"params": {
"prop_float": 123.452,
"prop_intle": 333,
"prop_bool": 1
}

BAmhs | 9 21 SONRS R BHRHA00M BL B
0x0100003039014d0142f6e76d
- DU A58 Il ) PR B B AT R B
TEFFBUIA et IREGRE, MALLTREWE, RU5Hdiafs.
0x0300223344c8

BT S | B 2R0E BB BN BL NI SONFS B,

! "code": "200",
"data": {},
"id": "2241348",
"version": "1.0"

}

WAL, BTERER oG R BRRIEREER, ERED, IHESAR,



BUERRIT

0 RSHERTHA, BERRE HENER
TighA, MR viEnEE4eKe,

fobid RS

payloadArray = payloadArray.c
payloadArray = payloadArray.cc
payloadArray = payloadArray.cc
payloadArray = payloadArray.c
payloadArray = payloadArray.c

& B b FERIAE SRR B Alnk JSONHESE,
FHRAESE

oncatCbuffer_uintB{COMMAND_SET));
oncatCbuffer_int32(parseInt(id)));
ncat{buffer_int16(prop_int16));
oncat{buffer_uint8(prop_bool));

EEIAMMAHITRAUNETER, STESERE 18X, &

IBfTER * TR

"undefined:84: TypeError: coc]

oncotCouffer_float32(prop_float));
} else if (nethod == ALINK_PROP REPORT METHOD) { : 1 45

yloadArray = payloadArray.concotCbuffer_uint8(COMMAND _REPORT_ REPLY)),
payloadArray = payloadArray. "ﬂrrt(buffer lnt32(prrw[ tC(id)));

aavl Andherau = asulAandbsea coancakfhoffar G ab@F faday e
BRSA WAERIEE S ERITEE BEEEEE
{"method" : "thing.event.property.post", "id":"12345","version”:"1.8","code" : 200, "data": {}}

SB= =XHA

WMAA ] CUEEFT RIS, Rdifdss, XTSI -5 R4,

F, PRk A 1 5 1 SR B AR

@ BER:

PR G EIIAA REWEI I T G ;. SRR RIEA A RERIE N o

DABERE | T

AT dataparsetest
P&
L = . © EHER 2@ | HEEE
aEEE = = £ y
iR
HuRE
e
s © SSUERIHS | SRS ENE S RUERESIERIT A JSONESL , SRILEHSETERAIEGE  SRERERS R | ARHE  HERET NEEKE  SRaE
HNEE B ) — - - B . -
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VAT T4
- DA_EH)E B
1. s LIRS I EdE, Wox00002233441232013Fa00000,
2. EPWEMEG NS, ZEANRSEEE USRS R, SFRGEHMNE MR,
- AR T EE
1. fEVMAE GRS, RIS > /R,
2. EBEPAR s, IR ES RS, YRR ERIA)EEidentifier, W&
% (prop_intl6) , FIEEFNBE, WAL TEHE, AdikikES,

{
"method": "thing.service.property.set",
|I-id||: l112345||’
"version": "1.0",
"params": {
"prop_float": 123.452,
"prop_intle": 333,
"prop_bool": 1
+
+

3. ARV SBENZEERERL .
4. EZBRFRFIEHUSTIREE T, AFRFRE LIRnE SR,

Mis: BRI
HIEHA R HIDemot

var COMMAND_REPORT = 0x00; //J&@#: g

var COMMAND_SET = 0x01; //j@MkiswE

var COMMAND_REPORT_REPLY = 0x02; // |-Ha%iig st 5

var COMMAND_SET_REPLY = 0x03; //J@IEIEE 45k [nl5h5H

var COMMAD_UNKOWN = 0Oxff; [/ RAIRZ

var ALINK_PROP_REPORT_METHOD = 'thing.event.property.post'; //PEMES
Topic, ¥t HEBIEBURSI =0m

var ALINK_PROP_SET_METHOD = 'thing.service.property.set'; //VIHBMEE
Topic, Ziu FRIEPERHIEE 2 B0 # o

var ALINK_PROP_SET_REPLY_METHOD = 'thing.service.property.set'; //¥jBk

I}TXJ¥ﬁ‘T0p1' c, Bt BB ENETRE A

R

Vs LR

fEABY >
OXO0OOOOOOO1OO320100000000

it —>

{"method":"thing.event.property.post","id":"1","params": {"
prop_float":0,"prop_intl6":50,"prop_bool":1},"version":"1.0"}

JETEVE B AR mIETR
EASH —>
0x0300223344c8
fhaR —> : :
{"code" :"200" 5 "data": {} 5 "id":"2241348" ) "version":"1 .0"}
*/



function rawDataToProtocol(bytes) {
var uint8Array = new Uint8Array(bytes.length);
for (var i = 0; i < bytes.length; i++) {
uint8Array[i] = bytes[i] & Oxff;
}

var dataView = new DataView(uint8Array.buffer, 0);
var jsonMap = new Object();
var fHead = uint8Array[0]; // command
if (fHead == COMMAND_REPORT) {
jsonMap[ 'method'] = ALINK_PROP_REPORT_METHOD; //ALink JSON#&z\

- J@tk kilrtopic
jsonMap['version'] = '1.0'; //ALink JSON#&3X - PPHRAE e
jsonMap['id'] = '"' + dataView.getInt32(1); //ALink JSON&=,

- BRI R T dH
var params = {};
params['prop_intl6'] = dataView.getIntl6(5); //XMr=Eikd
prop_intlé6
params['prop_bool'] = uint8Array[7]; //XMr=MEiEd prop_bool
params['prop_float'] = dataView.getFloat32(8); //XMr=5fEikd
prop_float
jsonMap['params'] = params; //ALink JSONK§, - paramspigfiz B
} else if(fHead == COMMAND_SET_REPLY) {
jsonMap['version'] = '1.0'; //ALink JSON#&X. - PHYRAE €72
jsonMap['id'] = '"' + dataView.getInt32(1); //ALink JSON&,
- BARIERIER T dH

jsonMap['code'] "'+ dataView.getUint8(5);

jsonMap['data'] {};
}
return jsonMap;
}
/*
B
JE R
TAZE > : : : :
{"method":"thing.service.property.set","id":"12345","version":"1.0
" "params":{"prop_float":123.452, "prop_intl6":333, "prop_bool":1}}
R >
Ox01000O3039014d0142f6e76d
P AR AT
fE B —> _ , ,
{"method":"thing.event.property.post","id":"12345" ,"version":"1.0
" "code":200,"data":{}}
s >
0x0200003039c8
*/

function protocolToRawData(json) {
var method = json['method'];
var id = json['id'];
var version = json['version'];
var payloadArray = [];
if (method == ALINK_PROP_SET_METHOD) // J@{kiLHE
{
var params = json['params'];
var prop_float = params['prop_float'];
var prop_intl6 = params['prop_intl6'];
var prop_bool = params['prop_bool'];
/1 HWEE MU BEE rawData
payloadArray = payloadArray.concat(buffer_uint8(COMMAND_SET

))s // commandB}
payloadArray = payloadArray.concat(buffer_int32(parseInt(id

))); // ALink JSONjgz 'id'



payloadArray = payloadArray.concat(buffer_intl6(prop_intl6
))5 // J&PE'prop_intlé' A

payloadArray = payloadArray.concat(buffer_uint8(prop_bool
))5 // )&tk prop_bool' iyfi

payloadArray = payloadArray.concat(buffer_float32(prop_float
V)5 [/ J@tk"prop_float'f{H

} else if (method == ALINK_PROP_REPORT_METHOD) { //¥% IiREdisgm

DS

var code = json['code'];

payloadArray = payloadArray.concat(buffer_uint8(COMMAND_RE
PORT_REPLY)); //commandzEg

payloadArray = payloadArray.concat(buffer_int32(parselnt(id
))); // ALink JSONfg=, 'id'

payloadArray = payloadArray.concat(buffer_uint8(code));

} else { //RM&GZ, XTH%anS AL

var code = json['code'];

payloadArray = payloadArray.concat(buffer_uint8(COMMAD_UNKOWN
)); //commandZB%

payloadArray = payloadArray.concat(buffer_int32(parseInt(id
))); // ALink JSONjg= 'id'

payloadArray = payloadArray.concat(buffer_uint8(code));

return payloadArray;
}
/PR Rk i B A L
function buffer_uint8(value) {
var uint8Array = new Uint8Array(1l);
var dv = new DataView(uint8Array.buffer, 0);
dv.setUint8(0, value);
return [].slice.call(uint8Array);
}
function buffer_inti6(value) {
var uint8Array = new Uint8Array(2);
var dv = new DataView(uint8Array.buffer, 0);
dv.setIntl6 (0, value);
return []J.slice.call(uint8Array);
}
function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dv = new DataView(uint8Array.buffer, 0);
dv.setInt32(0, value);
return [].slice.call(uint8Array);
}
function buffer_float32(value) {
var uint8Array = new Uint8Array(4);
var dv = new DataView(uint8Array.buffer, 0);
dv.setFloat32(0, value);
return [].slice.call(uint8Array);

}
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2. FZ e SCHIRE. TIRERE SCRIETTIE, 2 Wymam k.

Aorpilrh, & L7 BUREME, MRS

x®1-5: B

LANACE BRI BUEIGH PRI

Temperature int32 -40~55 B

Humidity int32 1~100 b5

* 1-6: RS

NIE M7 HWASE

SetTempHum S ANAZSE, BIRITUENint32:

Threshold WSS (RIYT: MaxTemp)
- MERREERE BRRFF: MinTemp)
- REEESEERE (BIRRF: MaxHumi)
- WEEACEERE (bRRAF: MinHumi)

R1T:EH

LIRS FHFI MASE

TempError i ¥ Temperature

HumiError .ﬂ:? i Humidity
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3. GnE A,

27 A= A TR BUBURRAT DL S oS AR

JIAh TR E LA RPN Tk
- 14 Alink JSONKEPEE: R B8 H @ U EE: protocolToRawData,
- Fises H o B IERS R Alink JSONAS R EHE: rawDataToProtocol,

A, b FATBURI B protocolToRawData, FFitEkmthes MR n =417, H
FHEE MU SA MIAEEIEL, B0, RESBM M, RsEEhiimBdshAam

BIRX=AF,

#* 1-8: MIMiER LSRR =FT

LoRa Downlink Size (bytes) oAli|
DFlag 1 [ }0x5D,
FPort 1 ™MIES,
DHDR 1 nfik:
- 0: #F&” “Unconfirmed Data
Down” ¥Hgii,

- 1: 51 “Confirmed Data Down” %X
P,

i, ox5D Ox0A 0x00F s FMTMikE IS5 810, BHEMH “Unconfirmed Data Down” ,
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TEBUUERARED, SIABUEHE, Woco102, EHBUIEI N LIEHE, Wiliafs,
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var
EHESGHT var
var
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- BRI B R

FAJSONF A A0 MITBUIEGE, IEFBBIAD s By, Adiafs.

"method": "thing.service.SetTempHumiThreshold",

"id": "12345",

"version": "1.1",

"params": {
"MaxTemp": 50,
"MinTemp": 8,
"MaxHumi": 90,
"MinHumi": 10

i
it

AERFE
e
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s=sE
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function protocolToRawData(json) - "0x5d02806332885a03"
AN :
HERT
var version = jsen[
brat=y—1 var payloadArray =
FaiRE payloadArray = payloadArray.concat(8:x3d); -
»
BHEA ]
: ce.setienprurs inresnota, .
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BERTS dataparsetest
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BEEE
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438 L gg@%ﬂﬂ‘ﬁa , EEERE HRERT e EAERHASSEERITAAINK JSONIER , ASRILGTEIFE TSRS TS
HusE
T STTEEEHNHF2E FFERTHES | RHFNSE —RSHEFT0190513 135513, FFEETEEERY
e SiEWA — -
s var ALTNK_SERVICE_THSET_METHOD = 'thing.service.SetTemphumiThreshold's . 1
mEEE ’
TR
S
RS !

¥
EREA =

S EARTEEER

AR AR, IEAERZ A, RSB IIR. LoRaWAN Y RS sl 5 8 it

i, WSEEA) R TM,
- MIALoRaWAN 55 Ll i Jm 1

1. fERI & om A IR R, Woeoo102,
2. EZR AR IEN DU TINE W B, R LETEEIE,
- MIALoRaWAN % EfR i,

1. BRI IE RS, W, RELEEHEHe102, silE 5% ke202,
2. EZEHANBATEN TSN, SRS LIRPHEAEE,
- IR FH LoRaWAN % 25 IR 55

1. fEVME GG, ERRE2E > ek,
2. ERRENRAR > AR, JREREIAE IR, PRyl
ffi (SetTempHumiThreshold) , #iALAREIEG, AdikikH2.

{
"MaxTemp": 50,
"MinTemp": 8,
"MaxHumi": 90,




"MinHumi": 10

}
3. KA Bearvin e SIS T a2
4. EZB AN AT ORI S, AR BIRS5 IR EE,

HAKRSEE. SRS BRI R

Bt IR
AR CL B = AR RERE S, SR A RBIIAIAS T :

var ALINK_ID = "12345";

var ALINK_VERSION = "1.1";

var ALINK_PROP_POST_METHOD

var ALINK_EVENT_TEMPERR_METHOD
var ALINK_EVENT_HUMIERR_METHOD
var ALINK_PROP_SET_METHOD

var ALINK_SERVICE_THSET_METHOD

'thing.event.property.post';
'"thing.event.TempError.post';
'thing.event.HumiError.post';
'thing.service.property.set';
'thing.service.SetTempHumiThreshold';

/*

* TRBIEE

* BEANSH >

* 000102 // H3pgHi

* HigER -

* {"method":"thing.event.property.post", "id":"12345", "params":
{"Temperature":1,"Humidity":2}, "version":"1.1"}

* BASE >

* 0102 // 24l

g -

* {"method":"thing.event.TempError.post","id":"12345","params":

{"Temperature":2},"version":"1.1"}
* fBASE >
% 0202 // 24l
iR >
* {"method":"thing.event.HumiError.post","id":"12345","params" : {"
Humidity":2},"version":"1.1"}
*/
function rawDataToProtocol(bytes)
{
var uint8Array = new Uint8Array(bytes.length);
for (var i = 0; i < bytes.length; i++)
{

}

var params = {};

uint8Array[i] = bytes[i] & Oxff;



var jsonMap = {};
var dataView = new DataView(uint8Array.buffer, 0);
var cmd = uint8Array[0]; // command

if (cmd === 0x00)

{
params['Temperature'] = dataView.getInt8(1);
params['Humidity'] = dataView.getInt8(2);

jsonMap[ 'method'] = ALINK_PROP_POST_METHOD;

else if (cmd == 0x01)

{
params['Temperature'] = dataView.getInt8(1);

jsonMap[ 'method'] = ALINK_EVENT_TEMPERR_METHOD;

ks
else if (cmd == 0x02)

{
params['Humidity'] = dataView.getInt8(1);
jsonMap['method'] = ALINK_EVENT_HUMIERR_METHOD;
else
{
return null;
}

jsonMap['version'] ALINK_VERSION;

jsonMap['id'] = ALINK_ID;
jsonMap['params'] = params;
return jsonMap;
ks
/*
* R
x [EASH > , , _ ,
* {"method":"thing.service.SetTempHumiThreshold", "id":"12345",

"version":"1.1", "params":{"MaxTemp":50, "MinTemp":8, "MaxHumi":90, "
MinHumi":10}}
* EithasR >
* 0x5d0anBO332085a0a
*/
function protocolToRawData(json)
{
var id = json['id'];
var method = json['method'];
var version = json['version'];
var payloadArray = [];
/1 B BTk

payloadArray = payloadArray.concat(0x5d);
payloadArray = payloadArray.concat(0x0a);
payloadArray = payloadArray.concat(0x00);

if (method == ALINK_SERVICE_THSET_METHOD)
{
var params
var maxtemp
var mintemp
var maxhumi
var minhumi

json['params'];

params['MaxTemp'];
params['MinTemp'];
params['MaxHumi'];
params['MinHumi'];

payloadArray = payloadArray.concat(0x03);
if (maxtemp !== null)
{
payloadArray = payloadArray.concat(maxtemp) ;
if (mintemp !== null)
{

payloadArray = payloadArray.concat(mintemp) ;

if (maxhumi !== null)



payloadArray = payloadArray.concat(maxhumi) ;
if (minhumi !== null)
payloadArray = payloadArray.concat(minhumi);
}

return payloadArray;

}
/1 CA PRl B R R

function buffer_uint8(value)

{
var uint8Array = new Uint8Array(1l);
var dv = new DataView(uint8Array.buffer, 0);
dv.setUint8(0, value);
return []J.slice.call(uint8Array);

function buffer_intl6(value)

{
var uint8Array = new Uint8Array(2);
var dv = new DataView(uint8Array.buffer, 0);
dv.setIntl6(0, value);
return [].slice.call(uint8Array);

}

function buffer_int32(value)

{
var uint8Array = new Uint8Array(4);
var dv = new DataView(uint8Array.buffer, 0);
dv.setInt32(0, value);
return []J.slice.call(uint8Array);

b

function buffer_float32(value)

{
var uint8Array = new Uint8Array(4);
var dv = new DataView(uint8Array.buffer, 0);
dv.setFloat32(0, value);
return [].slice.call(uint8Array);

+
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DA A B T g b A P RORBUAIA . RSAESEPREERIIN, TSR AR 5 R i
TTHRIES BB,

// Test Demo
function Test()

//0x001232013fal0000
var rawdata_report_prop = new Buffer ([
0x00, //[flgcommandsk, Of(FE L@k
0x00, 0x22, 0x33, O0x44, //XMidEE, RdiHERNTS
0x12, 0x32, //MFEY intle, XMMEH: prop_intleé
0x01, //—=%5 bool, XMjEPE prop_bool
Ox3f, Oxad, 0x00, 0x00 //pU=xyi float, MMJEPE prop_float
1)
rawDataToProtocol(rawdata_report_prop);
var setString = new String('{"method":"thing.service.property.
set","id":"12345","version":"1.0","params" : {"prop_float":123.452, "
prop_intl16":333, "prop_bool":1}}');
protocolToRawData (JSON.parse(setString));
}

Test();
% Lo HE

BRSBTS, ARG, BIRARIHST LR, ExRsiRaiEN stk
BUHET, FEnds BB,

RO Bl 7 BIE, RSB TR R S LA BRI, W E R

e

TR

A HBUXA DL, wIfEIagE > ARG, EEERIER T, AR BSAPIMN-F-& R
RIS H A&,

Ml HEA R T :

1. fEHEMSH, HERHEILR, HEPSEREARGERBEE MR,
2. B HERN Ry, BEMREIMER,
3. IEIRELAMTOR, SSEMAAMB s B BIRHEA ),

FHSIPE R,



© BAAASEAE,
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1.8.1 fta=ElkSSimiT 5
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ERER RS NE EHE MRS R R ENE. BB WIS, P65
7 RTE B T BRI B R MRS v, HRTSCRMITE 75X i HTTP/2)8
ERETH B HEATH R 2R E RS (MNS) .

ERTFE
A 55T DS T SR s B, I HIEM T RIF R, MREH 2RSS, i
F5om T BT B 2REPLEL R R MRS58
TR RIS s 2 BA R PR35
© MRS URHEIO™ S R AR A T B EUR,
- B BR R TEREEOR AR 500055 /50,

HTTP/2RR S5 imiT i
Hii, #RHmr s HTTP/ 2588 A TH R e, RRCEHTTP/2R55% T )G, PIHkm -
BT A RSNCITHIENE, W HTTP/2ilEHES AR S5 5.
HTTP/ 283855517 B H B L e an T -

MaTT

HTTP/2 SDK

eIVERSSRR

marTt

3= BT S

Open API

I AHTTP/2 SDK, LAk S5 #%nl DL NI E S HGH B, HTTP/2 SDKEEE il
E, TopiciTBl, HELIEAHEEEGES, ISR ANZIREAGEN,

- MR554HTTP/2 SDK, FFPBME- 65 LRSS a8 Z MK R B s
- BeaunHTTP/2 SDK, T8 5P TE-6 2 MRk
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=1 B

Hufi, it 7 Javafl.NETIE S ISDK,
HTTP/2j@iB B E T BRI, S0

" BRI
- JR%symJava HTTP/2 SDK



© Wig% s Net HTTP/2 SDK
25007 50 5 OIS SRR IR L, T2 Mgy pinists %08 e
HEIXEIMNS

VIR 641 BRI S X B RURSS (MNS) |, SR S5 v E W MNSBA IR &

AT B S5 1T B B & T B RIARCET I, WS Mg m i B s #MNS A T Rl s s s

il
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S L5 HE T £ HEVK O L 2o OB TR 25 S SRR, 55 Waps g S e
1.8.2 A% %5ra(Java)

ASCREDMRSS Sl T BIRERIIT R AR, Sral 1 JavalRARRDFR 5k, semln, REnT CURYyfl
JMSDK, JEXHTTP/2iliE, HEBCkm -G HEER ORI B .

k55 5iTdDemo: HTTP/2 SDK(Java) server side demo,
DA ST 4R 55 1T BRI A2 i
FeERRSS I iT I
L. ST Gl o
2. FEMSEERE S ER > 7.
3. A= FIh, {RFIEACE RS PR, FRd MO M E R, AT TR
L,
4. hilRSSuRiT Y > BEE,


https://help.aliyun.com/product/27412.html
http://aliyun-iot.oss-cn-hangzhou.aliyuncs.com/java-http2-sdk-demo/http2-server-side-demo.zip
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FamEE e
s IRESEITI (IEEMNS ) -

LTRSS New

e
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e

LR
SEREE

FEERSTE

- B RIRIE : $5 W R B Topic Flh, BA LA BRI Topic FPRIHE. 2%

J&, WIPAiEiE HTTP/2 SDK BOX LR,

Beay BHE, WAy B B KBIR B EYE (R tE bk, 3HF B, JRTEReE

ISR 5 PP
B, —A R Topic, SRR

- /${YourProductKey}/${YourDeviceName}/user/get, ELHiT B,
- /${YourProductKey}/${YourDeviceName}/user/update, HAf L&A,

- /sys/${YourProductKey}/${YourDeviceName}/thing/event/property/post, Hfi
AR,

M2, MRS SHEE BA R AR Topic KR, BI/${YourProductKey}/${
YourDeviceName}/user/updatefil/sys/${YourProductKey}/${YourDeviceName}/
thing/event/property/postHhitjigE, Hr, /sys/${YourProductKey}/${YourDevice
Name}/thing/event/property/posthEE C£sid R,

- RAREARGEA . f5— HiZ5™ M PRI RIS RLERIN S, Blaniess Lk,
TEIHE. BEFIRESHERNKE Topic M /as/mqtt/status/${YourProductKey}/
${YourDeviceName}, &Ji%)5, wJPLdiid HTTP/2 SDK s & kAL @A R,

- WIREIF U E kAt PIGR] DR R B ¥ 85 15 B RIRG VIR, TR MG LR H
PSR P R H TR R,

- B IN R E . 15 RSP Z IR R RV AIRRE R, PSS SRR TR R
,

- ARG RO . AR O, MR, FEH. BHEHE.

BeHA:



Bear LB R, R IRSRLEAL PR e BiRiNE. BRIt REEHA
MV an AR HIHRIIEIANQ0S=0; By EiiiHE (BRYIBAINIECHESY) , nlLlE
Beagvin LB NQoS=08kQoS=1,

# N SDK
fEMaven LFE0 H MR Mo, 22 H AIoT SDK,

<dependency>
<groupId>com.aliyun.openservices</groupIld>
<artifactId>iot-client-message</artifactId>
<version>1.1.3</version>

</dependency>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.7.1</version>

</dependency>

SHHAE
SEFIARSS ST DIIRE, TaB3E TR AccessKey AT BHONAMEIFHNIERR
HNEHORBIATT :

// PH xsaccessKey
String accessKey = "XXXXXXXXXXXXXXX'"}

// B -xaccessSecret

String accessSecret = "XXXXXXXXXXXXXXX";

// regionld

String regionId = "cn-shanghai';

/] PR Ruid

String uid = "XXXXXXXXXXXX'"

// endPoint: https://${uid}.iot-as-http2.${region}.aliyuncs.com
String endPoint = "https://" + uid + ".diot-as-http2." + regionId + ".
aliyuncs.com";

/] EERCE
Profile profile = Profile.getAccessKeyProfile(endPoint, regionIld,

accessKey, accessSecret);

/1 KIIER ) Vi
MessageClient client = MessageClientFactory.messageClient(profile);
/1 BEsEi
client.connect(messageToken -> {
Message m = messageToken.getMessage();
System.out.println("receive message from " + m);
return MessageCallback.Action.CommitSuccess;

1)

PRl ik SIS BRI 2 2



28 K&

accessKey K5 AccessKey 1D,

TR ARG, FOBEKS MR L, Kh¥idiaccesskeys, Bk
BRERPEREMEN, RIRRE,

accessSecret S AccessKey Secret, #KHU5 IFlaccessKey.

uid BRIKSID,

MERSTERPIR ARG, RIKSME, PR 2IKS B
&, WK S UID,

regionld LERIPIRIN - 5 IR 55 P A s A KR

EVBRMEEIRIG L, 4 LTI ERE (Region) . Regionld
MRIETTIE, WS WS o] X o

REESEREO

RN, IRSSUReZBIm SDK X CITFRTHE, Bk, BSOEREN, TERHE R 8beE
H, HFEAREEENPERES. @SR 201, VW setMessagelistener BEEHEMIA,

BT MessageCallback #Mconsume)sik, AIYAH
messageClientlfJsetMessagelistener () J7 iR BB BHMGE N,

consume LR EIEDJGE SDK 2% & 1% ACK (acknowledgement, HIEIEHIHIAEE) -
BE SRR RN

MessageCallback messageCallback = new MessageCallback() {
@Override
public Action consume(MessageToken messageToken) {
Message m = messageToken.getMessage();

log.info("receive : " + new String(messageToken.getMessage().
getPayload()));
return MessageCallback.Action.CommitSuccess;
}
s
messageClient.setMessagelListener ("/${YourProductKey}/#" messageCal
lback) ;
Hrp,

- ¥ MessageToken HHIH B BIIIHEEIE, HidMessageToken. getMessage () IERELHE
&, MessageTokenn] A FFahHIE ACK ,

HE B SHNEUT:

public class Message {



/1 HEE

private byte[] payload;
// Topic

private String topic;

/] HEID

private String messageld;

/] QoS
private 1int qos;

}

HIAHRBM RN, W25kt

AR
KT B LR, vk il BN 5 Z=8LERcEm, BIEHRIEE R ilastTime 7 BER A
Wi IR,
- messageClient.setMessagelListener("/${YourProductKey}/#" messageCal

lback) ; HT AN, ARplh, BEMNEE Topic [,
o] DA B MR Topic [, thn] B E i i,
- $5%€ Topic [l

i Topic WIS FIEARIE, —FHEILACEIZ 4 Topic I, &Myl
W, FFHAUEE— K,

VeEMIPERE, LR HIEECRT Topic, @/${YourProductKey}/${YourDeviceName
}# o

il

messageClient.setMessagelistener (" /alEddfaXXXX/devicel/#",
messageCallback) ;
[/ 5 EE R Topic, " /alEddfaXXXX/devicel/update", PLfitfiaETopic
N, SO ZmE
- EHEE
ARFEE Topic [HIRIIHE, WIE A @A [,
[Raceiiiil TV yiges

messageClient.setMessagelistener (messageCallback) ;



/7 H W EH B topi coRILAERIE i Topic MR, JEZmIH
- BEME ACK,

X QOS>0 HIHE, HHFEHRZENE ACK, SDK X+iHahHE ACK fMF3hH%E ACK, Bl
JEENEE ACK, AnplrhREEERNE ACK, WA hEZhHE,

- HahE ACK: BEMAZNNIE ACK J5, #i MessageCallback.consumelfJi&[EIEN
true M SDK 2&i% ACK; i&IHl false sliffiithi ¥, WAZIER ACK, X T QO0S>0 HAR
M5 ACK WHER, MRS5umaSERiRit.

- P ACK: fEijdMessageClient.setManualAcks¥BETFaH%E ACK,

BERNTFME ACK )G, FEJHMessageClient.ack() HiEME ACK, SEh
MessageToken, MessageToken Z¥Uf I 7EHEIGH B HIREL

FhmIE ACK W75ik:
messageClient.ack(messageToken) ;

PR

S T B PRI, 5 g
- HRXIHRRAEER, H2 Wkt

1.8.3 A& +5r(.NET)

AR NS5 UT BIRERIT K d6m, Ty NETHRARIFR %, 5eUG, ] DU fE
HSDK, @ HTTP/2)8i8, HRBPIHkMT-SHEE R H .

MR%5 5T B Demo: HTTP/2 SDK(.NET) server side demo,

LR
- fiDemof i, FEMMNLoghl, WHViMNLogi W Fi, @A : 4.5.11,
- {EHDemof2FI, W5 NBHipitu. MBI, 73] ANewtonsoft.Json, HIA
51 12.0.2,
DAY A 8 55T BRI F R R
BB ARS %1TiA
L SOk £ il 6o
2. JEMISHTRSEREB A FEBE > 740,
3. AEF=WFIFr, (YRBIEREIRSSHAT BIT R, i B AL, AR

(DI


https://iot-demos.oss-cn-shanghai.aliyuncs.com/h2/iot-http2-server-side-net-demo.zip
https://iot-demos.oss-cn-shanghai.aliyuncs.com/h2/iotx-as-http2-net-sdk.zip
https://iot.console.aliyun.com/product/region/cn-shanghai

4. RhifRSsaRiT R > BEHE,
5. IEFREANTH B,

HERRTE
BEAN]

BEEE

aBE
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HME =

S
RIFHES

TEEE

=REE

PRI

LERDHT Mew

FFRERE New

VLTERE New

FREE  FRHE

modbus_channel444

b T =] TopicEFE

BRSSERITH (JEEMNS )

BEN 0 BEEE
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b
i
[
i]

- B BIRIE : $5 W R BE Topic Fl#d, BARAABRE Topic HHIHE. 2%
JG, PIBAEIE HTTP/2 SDK 20X LB

Beey BAHE, WA B EoE XBeR BRI EE OB tE ki, 3HF Bl JETEieE
Wi SRR 55 VR PR RE)

pilgn, —A =340 Topick, shli:

- /${YourProductKey}/${YourDeviceName}/user/get, EHiTBIHR,
- /${YourProductKey}/${YourDeviceName}/user/update, FHAf &M,

- /sys/${YourProductKey}/${YourDeviceName}/thing/event/property/post, Hfi
LA,

M2, MRS SHEE RA RABIR Topic ke, BI/${YourProductKey}/${
YourDeviceName}/user/updatefil/sys/${YourProductKey}/${YourDeviceName}/
thing/event/property/posttFiiiE. Hrp, /sys/${YourProductKey}/${YourDevice
Name}/thing/event/property/post i C&id KA,

- RA IR F5— Hig™ W PR AR ALIE RS, Braniees Lk,
TR, BFIREHBREIX Topic J/as/mqtt/status/${YourProductKey}/
${YourDeviceName} , &Jikj5, nJLPAEIE HTTP/2 SDK M s A LAIEHNHE .

o PRI F Ve Al PISCR] DRRE A B 7 e 15 B RIRGPIRN -6, F8EEMIE LR
P 3Hs, P R THE A,

- AR E . FRESAIMR Z MR RV AIRERIEE. P MRATHER
i,

- AR . Vear I, MER. BEH. BASEE



Bibg:
Beat LIRYBRE R, et AL. PR T s LIRER. R R HIH R
e m A EEESERIANQ0S=0; ¥# LiiHE (BRERAHCIHESN) , &n] DI7E s & i
LB MQ0S=05KQ0S=1,

N\ SDK
FE TR B e o

S3IAIE
FERIIRSS T B hRE, WEIET MBI A AccessKey AT BTNt VL% HE
HNLEERORBIIT :

/ /P =accessKey
string accessKey = "XXXXXXXXXXXXXXX'";

/ /B xaccessSecret

string accessSecret = "XXXXXXXXXXXXXXX'"};
//regionld

string regionId = "cn-shanghai';

/TP xuid

string uid = "XXXXXXXXXXXXXXX" '}

//domain

string domain = ".aliyuncs.com";
//endpoint

string endpoint = "https://" + uid + ".diot-as-http2." + regionId +
domain;

[ [ERZS I E

Profile profile = new Profile();
profile.AccessKey = accessKey;
profile.AccessSecret = accessSecret;
profile.RegionId = regionld;
profile.Domain = domain;

profile.Url = endpoint;

/ IEBRHERLHE

profile.CleanSession = true;
profile.GetAccessKeyAuthParams();

/ 1 K938 P

IMessageClient client = new MessageClient(profile);

[ [VEREHTTP25IE, FFBuH e
client.DoConnection(new DefaultHttp2MessageCallback());

/ /3g5E topiclulij

client.SetMessagelListener ("/${YourProductKey}/#", new CustomHttp
2MessageCallback());

DA Rk SAHSAE BRI 4


https://aliyun-iot.oss-cn-hangzhou.aliyuncs.com/iotx-sdk-net/iotx-as-http2-net-sdk.zip

28 K&

accessKey K5 AccessKey 1D,

TR ARG, FOBEKS MR L, Kh¥idiaccesskeys, Bk
BRERPEREMEN, RIRRE,

accessSecret S AccessKey Secret, #KHU5 IFlaccessKey.

uid BRIKSID,

MERSTERPIR ARG, RIKSME, PR 2IKS B
&, WK S UID,

regionld LERIPIRIN - 5 IR 55 P A s A KR

EVBRMEEIRIG L, 4 LTI ERE (Region) . Regionld
MRIETTIE, WS WS o] X o

REESEREO
BN G, ARS5UR20LHI SDK HEXCITBIRIIE, ik, @SR, 2o R Rbd%
Ho
HEEWEE T
public interface IHttp2MessageCallback
i ConsumeAction Consume (Http2ConsumeMessage http2ConsumeMessage) ;

T EIEIT IHttp2MessageCallbackiZ [ consume sk, KRB EEBEE,

BEE SRR :
public class DefaultHttp2MessageCallback : IHttp2MessageCallback
{
public DefaultHttp2MessageCallback()
{
}
public ConsumeAction Consume (Http2ConsumeMessage http2Consu
meMessage)
Console.WriteLine("receive : " + http2ConsumeMessage.
Messageld);
/ / B#mIEACK
return ConsumeAction.CommitSuccess;
}
}



- ¥ Http2ConsumeMessage i B RIPITH B,

HEAEHINAEWR:
public class Http2ConsumeMessage
{
JAATE)SYS
public byte[] Payload { get; set; }
//Topic
public string Topic { get; set; }
/ THEID
public string MessageId { get; set; }
//QoS
public int Qos { get; set; }
/ [ &Es%h
public Http2Connection Connection { get; set; 1}
+

HIALHBRABRK, WS 5wt

BiHH:
KT Bess LIRS, ikl RN E8LERGEn, BRI S ilastTime = BERA|
W 2B s IR,
- messageClient.setMessagelListener("/${YourProductKey}/#" ,messageCal
lback) ;s HT AN, ARfh, BENIEE Topic B,
$En] DAY E MR E Topic B, Hn] L& hid i i,
- f5% Topic Bl
&5 Topic IR S S TEHRIE, —RKHRILACEI 24 Topic N, #7WRFILEH
H, I HARE—X,
PeEMIPERE, W LU HEECRT Topic, @/${YourProductKey}/${YourDeviceName
3# o
il

client.SetMessagelListener (" /alEddfaXXXX/devicel/#" ,messageCallback
)5



/S5 BEE R Topic, " /alEddfaXXXX/devicel/update", PLftfgETopic
) W s LN A

LT
AfEE Topic MIPARITEE,  WIEFTE
BRI TR 512

new DefaultHttp2MessageCallback()

- BEME ACK (acknowledgement, HIHIEHIANE) .

T QOS>0 MIHE, HIEHEMSE ACK, SDK X#H3HSE ACK MIF3)nE ACK, #Ril
JEEE ACK, ARplrhREEEMNE ACK, WA hEZhE,

PR

HahmE ACK: BB MHIME ACK J&, % IHttp2MessageCallback.consumelfJig[m]
{5 ConsumeAction.CommitSuccess W SDK & %1% ACK; &M ConsumeAction.
CommitFailure Bl RH, WAZIEN ACK, T QOS>0 HARME ACK HiHL, Mk
55 0m X EHTRIE,

FHhmE ACK: jfijdConsumeAction.CommitFailureBFauE ACK,
BEAFHNIE ACK 5, FHEHMessageClient.DoAck () iEMIE ACK, S50h
topic. messageIdHIEHEEA, XEESEO] ATERIBGH B REE],

Tl ACK [175i%:

client.DoAck(connection, topic, messageld, delegate);

WSS T DGR RURI A, 5 WL
- BRAIUHEMEIARR, 55 Wi Lo

1.8.4 {ERRH!
MRS B, ETER DL RBRE,

Rl ik

JDKhiiA {XSZHEJDKS,

TAUEIN BN 2 )5, TESLRRIENIEFE R, WERISPNBEAINERY, K
55wl LR A& L
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FiROL60F R IEPING LB, 1250 2 K NER.
FRBS VRN, % PR IR PING IR BRI %, SDKE:
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2. BUEEWTMNSEAS, BIBB & .
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- fEpom.xmIScrh, FEMAT R

<dependency>
<groupId>com.aliyun.mns</groupId>
<artifactId>aliyun-sdk-mns</artifactId>
<version>1.1.8</version>
<classifier>jar-with-dependencies</classifier>
</dependency>
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while (true) {

/] KBUHE
Message popMsg = queue.popMessage(10); //KiHZ4%0E 108

if (popMsg != null) {
System.out.println("PopMessage Body: "+ popMsg.getMessage
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queue.deleteMessage (popMsg.getReceiptHandle()); //MBAFIH

TR B
} else {
System.out.println("Continuing"); } }
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3. fahisss, LA,
BeatunSDKIF K, WZ % Link Kit SDK-z %o
4. Kt A AR A O BB, AR, RIS R R AR,

{
"messageid":" ", //iE BRI


https://help.aliyun.com/document_detail/27508.html
https://help.aliyun.com/document_detail/96624.html

"messagetype":"upload",
"topic":"//fFEk¥KTopic,
"payload": //Base6A%iiL)5H%EHE
"timestamp": //KfRIE%

3
S8 BEHH
messageid P F S 24 R 1D,
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TAREIERE
B IET TopicHATIEIRIN, ZEn] DAERRIN S AV TEE D, 95 SQLY Topicth iUl T4k
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- R EIRE K FIDataHubY, SRS sy TR TR, EHIMaxcomputeid AT KB kit
",
- R BIREE R g e TR
- T RAR R E s e phgIRocketMQ | i i A 5% SEB R ST SR B
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NS % + ;4 2BA% RocketMQ
RS | B E R IRE, R & T e Topiclil B ik #RocketMQH ¥ Topic, &
JE 18I RocketMQIISDKHZBUH M IFIE B
- FMRocketMQPERESR Y, #HiFFilidRocketM QUL & 1H .
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W5, A SO RS EAHRAIT R B — A Se S BRI I, PR R QIR S
AEPIBURAISQL. By BRI I MIHRI Y B SRR 2 H AL,

B 5

1. FEVIEPT- S G/ SRS, RIS,
2. TEBUEREE BT, s Qi
3. HE M 4Rk, EREdRisG, Adiifil,

2019-01-14EF LS | DENTEUETE | S5FE

MEAFS
el S|
BEEE
G
BE MERSAE
mjé HEER HEER AIEEAE i =1
HuR test123 r M es oD R & #g
P i
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Bt X IERZ M A BRI RS, Rl : JSONFI 3.
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- BRI ST Topic b B, AR ERASTR 5t M Topic
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- BB R, AR R G TopichiN S, HAGEIE SR
REFHGTEME, W72 288 FEERD SR

AU A PR B

. RO )R, SRRk IR TR o, TR BN B BURIISQL, BrEBWEE K
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ON
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SELECT d Name() as deviceName FROM "/a1KVCjz9uD

—

(]

a) A ESQL, %% iHiEHE *EBRIISQL,

fan: PR RBISQLATBAMtest11287= 5 N, k&I TopiciiEd, Hul
deviceNameFZEMN%E.
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28 Tk

Topic Y R B A PRI 3 EOR R Topic,

AJjERA

- HREX: 5EHETRHE L Topicht, SFEHFIBERF+ 4,

- BB () FoRKEE M P B
- [user/#: FoRIEERFAMIIAH Topic,
HE X TopicHBACRHER, 32 W 5z y Topic.
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"errorMessage'":""
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datahub ON el = IF =
»
fthnlpA:

- AR A BRI TEE L, BSNIR BA A,
© B BRI B RO

-
[:] BEOA:
BT I RLA AT HER
. 5 0 | R W YV TR 202 6

2.1.4 SQLFRIER
N BRI AN, BT DA SQLRMEMHAEBEEIE, irp, —ERIRRIBIR BT, Ei%
B, AL TFRYHRSQLEIEA,

SQLKRETL
JSONEERT AW MBI, HrbKey X RiRIGH, ValueXtMAE, XFE#nT DUERSQLAL
Bl ONET R, FRAMSBURRAE I —F NGO — 4 SQLEE  KIAMySQLIATL) :



4_ .

SELECT FROM " WHERE

?Jﬁﬂ%%ﬁf?!@%%ﬂi?k%ﬁ%, WDUREE, RPN UREIE, ERBIREaT:

"temperature":25.1
"humidity":65
"pressure":101.5
"location":"xxx,xxx"

}

BOEiER T 38, mE/NF40h), WEMALIRE, PGS HISQLIRM:

SELECT temperature as t, dev1ceName() as deviceName, location FROM /
ProductA/+/update WHERE temperature > 38 and humidity < 40

= Biizah, AT 38 HIRE/NF40R,, MMM, JF HENEHE P ImE, B
AR, LB, TR,

FROM

FROM n]PAHE Topic, TiH, TopicHhi#4 (deviceName) —ZJSHnf PUHE @HAL
T+ IREAGELRH) , HTIEHEEERN AT S Topic, AT & TopicHMFHE %



i, HERIpayloadBiE AJSONKSMEHT, FHHUESQLIGAMETA (WERTHBHAAGE, #
RISILIER) o T RUEH topd c () PES I R Topicld.

ExefilFrp, "FROM /ProductA/+/update" 3R SQLOUL ST & /ProductA/+/
updatefg: NN, HIAILALS% Topic,

SELECT
- JSONERA# X

SELECTiEA N7, nIPAfEH Ll B payloadfi@ighi s, BIJSONH#EE, tun DA
FISQLMNERIFEL, ttllldeviceName (),

XHE BN S, A XFFFSQLAE M,

ERFJSONEGEF R, W PUR B R FIRENJSON, SQLIBASZHHEHJSONPathREH
Rt E, W T{a: {keyl:vl, key2:v2}}, BJPAiEida. key2 FKENEIME V2, fHHZR
N, WEERAAEISXA: Bl EFoRE R, AEISEAMSISFIRT R, AR5 a.
key2', {HMa.key2,

PEISQLIEE A IS s %o

BN ¢, "SELECT temperature as t, deviceName() as deviceName,
location"if4), HrptemperaturefilloactionkH ¥ LB 7E:, deviceName
O W 7 PO SQLER AL,
- HERIEEERE
- HEXEERBIE. G AREREHI L
- {EHMNERE, Wito_base64s (x) AL, FltfiPayload —ifilEHEH: base64StringHi
UK ; deviceName () %L, i ARRE BIEHIHK,

= B
SELECTHE AT B £ X504,



WHERE
- JSONEEH4X

PR 554, AAFRIEN. AR SQLA M, WHEREH R BRI v BMISELECT 4y —
B, HEBED N Topicli B, WHEREBARIER SR Gk rF, Bk
EHI LI EURIES 8

ExfilfH, "WHERE temperature > 38 and humidity < 40" FoRiEKTF38H
TRE/NT-40m), A Sk iz, SaThcE.,

- IR RE
H i —dEH AWHEREIB A SR N BB 808K, otk payload P+ BL.
SQLZ
SQLIEMHITSEIE, SFEIMMIISQLESR, T RS20, WiRpayload BiRhid
PN S SBORNNEIT RN,  FRBIRANEPRIFGRNTZEEN $ {3653 51N BLHA,

MNF el s, BlEsRNIER, nfpis{t}, ${deviceNamel}fiI${loaction}KEISQLSE
B g, RESEIREERI TableStore, FLEPRAERS{t}, ${deviceName}fi${

loaction},
AR
BAFORATEERNGE, HS.FnHjsonObject, $.n[LAHNE, .FonBjsonArray,
PR E : {"a [{"v": 0}, {"v":1},{"v":2}]}, RFRFRERERUT:

- "afe]" %N {"v":0}

- "$.afe]" &R M{"v":0}
- "ale]" gl [{"v":0}]
© "al[1].v"giN1

- "Sall].v'giRM

< "al1].v" &A1)

FHREANZHTIR
BERF 30 S0
= iR color= ‘red’
<> AETF color <> ‘red’
AND L es] color= ‘red’ ANDsiren= °
on’




OR Lk T color= ‘red’ ORsiren= ‘on
0) FESIRFE— A color= ‘red’ AND (siren= °
on’ ORisTest)
+ HAME 4+5
AR 5-4
/ 143 20/ 4
x = 5%4
% HUREL 20% 6
< INT 5<6
<= INFEREET 5<=6
> KT 6>5
>= RFEET 6>=5
PR XHPAEL, TRAIFIRIE S gy | deviceld()
%O
JSONJEEF IR A B payload AJSONZIA | state.desired.color,a.b.c[0].d
REUEE,
CASE --- WHEN - | Case A (AZHFHRE) CASE col WHEN 1 THEN ‘Y’
THEN --- ELSE --- WHEN 0 THEN ‘N’ ELSE °
END END as flag
IN PUOCFBE, A&, tkan, where ain(1,2,3), A3
PAMER: where a in(select xxx
)
like PUBCSEAN7RF, DCFrsllcsy, 1R | kb, where cllike ‘%abc’ |
RULHMEE T, where cl not like ‘%def%’
2.1.5 ER#FITR

R SRt S Rher gy, ] DAES S SQLINEEIEAT], SR B FEIL R P,

ERAE
BT DESQLIE YD, (58 FH PRESCR BURE B8 X R N B




filn: PARABI, AIE Y deviceName(), abs(number), topic(number) =4 %L,

SELECT case flag when 1 then 'J%J' when 2 then 'Jf]' else '' end flag
, deviceName(),abs(temperature) tmr FROM "/topic/#" WHERE temperature>
10 and topic(2)='123"

BB

B, EHEAgISARER, AMIESNEIERERER, Wselect “a” a1, ‘a’ a2

, a a3, a15a3FH|, a2f\FHHa,

Ei €A PR

abs(number) IR PIAENH,

asin(number) B numberff)R IE5%,

attribute(key) B lkeyPiixt BRI s hR3%.  WIAR A1 Zkey X BIPRSS, W& ]
Hoh72; HSQLIAIANY, FIMBAH HIBs SO PIRARE:, IR I
M,

concat(stringl, .

string?2)
fl: concat(field,” a’ )

cos(number) B EInumberfi435%,

cosh(number) B FElnumberfERMARTE (hyperbolic cosine) .

crypto(field String) | yyfiednyfiiiitii s,
HOASEString WAL R, Wi%: MD2, MD5, SHA1, SHA
256, SHA-384, SHA-512,

deviceName() BT AR, ERSQLIALN, Kowieh 5k, REHEN

?O

endswith(input, suffix

)

HlWrinputfiizg & Phsuffixgs 2.,

exp(number) B IS B I R
floor(number) BRI, BRI TIXAT AL
log(n, m) B 1 SRMEL
MEAEmi, WERElog(n),
lower(string) RN PRFH
mod(n, m) n%m A3,




4 PRECBEEH
nanvl(value, default) 35 [0 B AR

i d M null, WHEREdefault,

newuuid() BBl EHluuid 5

yayload(teXtEnCOding YA Il 8 A KL payload ¥ 75 H,
FIAMSERIAUTE-8, Bl payload)ZRINZE M Fpayload( ‘utf-8
'),

power(n,m) B EInImRE,

rand() BB [0~1) Z MIBENLEL

replace(source S ERRBIEER TR

, substring,

replacement) whl: replace(field,” a’ ,” 1’ ),

sin(n) B EInfERIESZ,

sinh(n) BEIERNIIIET (hyperbolic sine) .

tan(n) REInfHIEY],

tanh(n) BEnfa A EY] (hyperbolic tangent) .

timestamp(format)

B SRR G, A5 IR [ 2 AR ]

formatn[iE, WX HZNGRW Y6 RS RIEZEME, b
timestamp() = 1543373798943, timestamp('yyyy-MM-dd\'T\'
HH:mm:ss\'Z\") =2018-11-28T10:56:38Z,

timestamp_utc(

B2 iR GER T, A% AL)EIRTUTCH ],

format . R

ormat) formatiiiE, WIEH-EI S iR IR, b
timestamp_utc() = 1543373798943, timestamp_utc('yyyy-
MM-dd\'T\'HH:mm:ss\'Z\") = 2018-11-28T02:56:38Z,

topic(number)

IR TopicsBels B

, fi—ATopic: /abcdef/ghi, KL topic(), WM “/
abcdef/ghi” ; flif topic(1), W i&M “abcedef” ; M topic(
2), WigE “ghi”

upper(string)

BRSP4,




Eib € FREL L

to_base64(*) L ihPayload Bl —HEHIBWEI, IAERTIZPAE, KA i
BiEskbase64String,

messageld() IR BP0 S 2R BRI R ID

substring(target, start | & Mstart (248) Flend(AE$h) WL,

s end) - tartget: BHRENTATE, B

- start: &4 ThR, SIH,
- end: SR Phn, R,

BiHA:
- Hiill, PEZFStringMIntZAVEHE, IntAEHE B EER
StringJ8 )5 FALBE,
- HETRRER, WSS, WIS PREdE, N Int B
AT AT
- WMSUE NS EGEISR, PISBIRIARLR, SSSQLMIZ
W, TRFEA TR,

FAFEERIUR B

- substring('012345, 0) ="012345"

- substring('012345), 2) ="2345"

- substring('012345, 2.745) = "2345"

- substring(123, 2) ="3"

- substring('012345, -1) ="012345"

- substring(true, 1.2) error

- substring('012345) 1, 3) ="12"

- substring('012345), -50, 50) ="012345"
- substring('012345 3,1) =""

2.1.6 FiE R IE
B 5 | AR R A REAL B2 X B TopicHIBE, A SCUHRE I BIET N, SRS Eans
][y B B =X

B X Topic
A€ X TopicH S EIE HHEGEE 2MBMT-&, BURSHAZ, Bkt ~plEas:



Ju
>

P 5 JHP R /2 B

@63 HIMIBIZE - 15 XTopic

iR . = o4 REFILE ’ N SehE 1
: o !
. -> i
BRET : loT Hub L ; T
248 : D393E3
topic @ "/{PE}{DM}/user/data" topic @ “/IPK}LADM}/user/data" { — “Lﬁﬁ' ET_TI‘E—IJ ;HE /EE
payload: payload: "deviceMame":"D33383",
{ { "time™:"10:20", 039383 | 10:20 23 63
"temperature™23, "temperatura™:23, "temperature":23,
"humidity"-63 "humidity"-63 "humidity™:63
| | ;
igERiapayload &z EEERAT SRR
SELECT
deviceMame(] s deviceMame |
timestamp{"HH:mm'} as time,
temperaturs,
hurmidity
FROM “/{PK}+/user/data”
HSIEEsoL

A 4iTopic

FgiTopic B Alink JSONFER, Bgmsen, SQLAPERRLYIBYMIGRIEDE, Ak
B RIESE mnig. BURRERBIEGIT:

$5 muies - wseropic

' '
. '
. '
. '
'
s+ [5G\ i =g e O @ iE &
H ——y,
'
s 0o < :
L] - 1
BRET ! loTHub b Hns|E ' FiFE
2% 1 039383
topic : "/sys/{PK}/{DN}/thing/event/property/post” topic = "/{PKL/DN}/thing/event/praperty/post” { W B+ () EE BE
payload payload: "deviceName":"D35383", "time":"10:20",
i "t ture":26 -
t "ictid": "4z819VQHKGVSLmmMBJff00107ee200°, ..hemps r: u;es : DEREGE| R = &
"id": 1532334511944, "productey™ “1234556554", umicity”:
"params” "deviceName": "deviceName1234", ¥
{ items” @ {
" " “temperature™:{
"temrtuarat“ljire - 26, oalonh 26, [ 1502
humidity”: 73 "time": 1510799670074
L, } SELECT
"method": "thing.event.property.post” “humidity":{ deviceName() as devicsName ,
1 "value™ 73, timestamp{'HH:mm'} as time,
"time": 1510799670074 items.temperature value as temperature,
kY 13 items. humidity value as humidity
ﬁﬁﬁﬁ payluad% 1 FROM "/{PK}/+/thing/event/property/post”
3
s TR WN5|EEsaL

@ Bi:

LEGRBI, payloadhZ#params, VIBRRN )G, EBIRHRHE ML NS E G tems,

CRhRAS : 20190606 -



2.1.7 FiEMRT
FEFRN S |9, TR T Topicsi’s SQLALBIEHE. HE X TopicthBiatsNmEALE X, ¥
BRME S AL, RgiTopicHh Big XV EGE X, HNETERE TG LB
AIEPREIE. A SR T RGiTopicH EHRR .

®&ETHRIRS
jlid % Topic kBB 2 1Y 1 FERIRZS,
stk Topic: /as/mqtt/status/{productKey}/{deviceName}
Bk
{

"status":"online|offline",
"productKey":"12345565569",
"deviceName":"deviceNamel234",
"time":"2018-08-31 15:32:28.205",
"utcTime":"2018-08-31T07:32:28.205Z2",
"lastTime":"2018-08-31 15:32:28.195",
"utcLastTime":"2018-08-31T07:32:28.195Z",
"clientIp":"123.123.123.123"

}
SE:
S8 BN BEHH
status String eIk, online £k, offline&&k
productKey String BeE = i —bRis
deviceName String WA
time String T IR RFRIN i) 5
utcTime String K IXIEAIFTUTCHY )
lastTime String R W i B fg — ORI N )
BEWI:
DG SR I ZEALIE R, IRl ast TimesRk
HEI R R IR A,
utcLastTime String WAL R —RIEE R UTCI
clientIp String B AWM AP
wEEME LR

il % Topic kI #F_ LB PEAE B,

Topic: /sys/{productKey}/{deviceName}/thing/event/property/post



BiEkgX:

{
"jotId":"4z819VQHk6VSLmmBIfrf00107ee200",
"productKey":"1234556554",
"deviceName":"deviceNamel234",
"gmtCreate":1510799670074,
"deviceType":"Ammeter",
"items": {
"Power": {
"value":"on",
"time":1510799670074
1)
"Position":{
"time'":1510292697470,
"value":{
"latitude":39.9,
"longitude'":116.38
}
}
}
}
Y
28 R BE
iotld String B AT NIFIME—bRiH
productKey String B I S ME—FRif
deviceName String WM
deviceType String B
items Object Berr i
Power String JE AR, I EA NEEARRIE S TSLiE
Position String B, I EARETEARRIE S TSLiE
value FRIETSLE X JE PR
time Long JEYE AR ), SRR EARERIA R 2 R )
gmtCreate Long B 1 S AR N )
RESH LR

B ZtopicRIUBE #F B SHAHE B

Topic: /sys/{productKey}/{deviceName}/thing/event/{tsl.event.identifier}/

post
LTI E
{

"jdentifier":"BrokenInfo",



"name": "*ﬁil;%iﬂi" ,
"type" s"info" s
"jotId":"4z819VQHk6VSLmmBIfrf00107ee200",
"productKey":"X5eCzh6fEHT",
"deviceName":"5gJtxDVeGAkaEztpisjX",
"gmtCreate":1510799670074,
"value": {
IlPowerll 0 Ilonll 5
"Position":{
"latitude":39.9,
"longitude":116.38

+
I
"time":1510799670074
+
SEBL
28 Ry BLHA
iotld String B AL T 5 NIIME—HRIN
productKey String B s A E—
deviceName String Beaa AR
type String A, FFUSHTSLEnAE
value Object FHS
Power String S
Position String FFS B4
time Long SHE AT, QIR I RARBRI R A i )
gmtCreate Long BRI R A IR )
REEMAREE

W% Topic KRB A B, MR, FOH. BHISFIHE.

Topic: /sys/{productKey}/{deviceName}/thing/lifecycle

LW
{
"action" : "create|delete|enable|disable",
"jotId" : "4z819VQHk6BVSLmmxxxxxxxxxxee200",
"productKey" : "X5eCxxxxEHT7T",
"deviceName" : "5gJtxDVeGAkaEztpisjX",
"deviceSecret" : "",

"messageCreateTime": 1510292739881
}

SR :



28 B BEW
action String . create: QIEL%E

- delete: MRS

- enable: JAHI%#&

- disable: BRI
iotld String B AET- B NIFME—RiH
productKey String 7 i I — i
deviceName String B
deviceSecret |String BEY, {MHEactionfcreate 15
messageCre Integer HE LN HER, SAfizERd
ateTime

RERIPRRTE

I TopicIR1F 1 Be s MM Z MIFh MR SR BN AIERR (S 2

Topic: /sys/{productKey}/{deviceName}/thing/topo/lifecycle

LG W

{ .
"action" : "add|remove|enable|disable",
"gwIotId": "4z819VQHk6VSLmmBIfrf00107ee200",
"gwProductKey": '1234556554",
"gwDeviceName": "deviceNamel234",
"devices": [

"jotId": "4z819VQHKEVSLMMXXXXXXXXXXee201",

"productKey": "1234xxxx569",
"deviceName": "deviceNamel234"
}
1,
"messageCreateTime": 1510292739881
}
SR
S8 v} B
action String - add: PiRIN R
- remove: BERIPFER
- enable: IR
- disable: 2RI RFR
gwlotld String PR B B AET- 65 I E— BRI




28 R BLH
gwProductKey |String PR T HE— bR I
gwDeviceName |String PSS e g
devices Object gL R R - 71 FS
iotld String TR G NRME—HR IR
productKey String TR SME— RN
deviceName String TR
messageCre Integer HEZ BN MR, fiEf
ateTime

XL FigE

fE— 2L R P PR RENS R I v B 45, JFRARINZIN v % fa B ki, BEin] DU % Topic ki
2 EiiE R

Topic: /sys/{productKey}/{deviceName}/thing/1list/found
Bt

{
"gwIotId":"4z819VQHk6VSLmmBIfrf00107ee200",

"gwProductKey":"1234556554",
"gwDeviceName":"deviceNamel234",
"devices": [

"jotId":"4z819VQHKGEVSLMMXXXXXXXXXxee201",
"productKey":"1234xxxx569",
"deviceName":"deviceNamel234"

}
. ]
SELBLIA :
S8 g i BLH
gwlotld String PR B B AET- 5 I HE — BRI
gwProductKey |String PSR S I — R
gwDeviceName |String WK B 55 AR
devices Object LORH) - B e 53R
iotld String FRRTET- G NME—HR IR
productKey String FRER W ME— PRI
deviceName String ER A g




RETITHESER

il % Topichl BURHY, @785 U MRIEL A bR, B TGRS R_RER. GERT
RGP, Wl DUBd ZTopiclBEIFE S PRI IER,

Topic: /sys/{productKey}/{deviceName}/thing/downlink/reply/message
kg

{
"gmtCreate":1510292739881,
"jotId":"4z819VQHKEVSLMMXXXXXXXXXX€e200"
"productKey":"123xxxx554",
"deviceName":"deviceNamel234",
"requestId":1234,
"code":200,
"message":"success",
"topic":"/sys/123xxxx554/deviceNamel234/thing/service/property/set

"data":{
) }

SRS :

28 s BLW

gmtCreate Long UTCIN )

iotld String B e F- 6 I HE—FRiR

productKey String B E i E—bRis

deviceName String 45 €TV

requestId Long B B 2 A A A I S IS D

code Integer TSGR

message String iU BB

data Object BB MIER, Alinkks X B8 B HOR [ 1% s AL PGS

B, BRSBTS A FE 4,

A EIEISE

S8 BNy BLH

200 success TR

400 request error PIERIR S5 B ER,  AEBRIN & E BB D
460 request parameter error | FRSEEHIR, BWHASRERIK
429 too many requests R T




S8 S| B

9200 device not actived B Ba TG

9201 device offline BRI AEL

403 request forbidden WRMEE, BT RS
2.1.8 higf eI AKX

POIRIAT- 653 066 FH RN 5 19 0 Ve s B e LA B 2™ b fERGRIN, TRHIAHI 2™ S84
AR IX gk, I H SRR BRI %

& 2-2: A AT A X TR

BURE AR | ER2 (R [ #Homyk HA CRn0) | EE (Ea/96 (HEE GE2ER

S el i)
JSON | —j# |[JSON |—j# |JSON |[—i# |JSON |—# |JSON |—_j#

Bl il Al Bl il

£ G VA I AN R KV N VA R

Table Store

)

DataHub V \ N \V - - - - }

ZEHEERDS | - V - N y N _ J

fix (RDS)

RS (| Vv v v Vv v Vv Vv v Vv

Message

Service)

HEBAF ( v ) v v - - - . -

Message

Queue)

P8 |V - - - - - . - .

JE (TSDB)

R (FC | V v Vv Vv Vv - - -

, Function

Compute)

2.2 SRR E AT



2.2.1 #IE¥E % F 5 —Topic
ST LA IS QLML BRI BEE, BEBEER B — A TopicHh, JIM2MEH 6 £ Hflubh i,

Wi
TEVEEAE R 2 A, TS oy bt MW S SQLSEHON BRI AL,

HiRIEE
AR BT B BRI M Topic THR IR 5 | 95 ¥ B 4% % 3 Topic2 M :

Rule Engine

N

= =i
Topicl Topic2 |%

Device2

W

W

Devicel [€

loT Hub

B B



1. SRR R R EERE,  HBRERRAE: vL 1,

e hEtE

aircleaner
airpurifiers

userfupdatelerror

2. SR, WRESEL
- IEREERE: AR AN F] 5 — A Topic,
- Topic: EFEHREEEIRE LB — 4 TopicH,

- HEX: HEEAE )™ MTopic, TEEH™ MG, EHREEE % Topic, &nILL
S {3 FOEXG T ETUE, #l, S ${devicename} /getFm il B ik
thdevicenamef5 &, ¥EZFEH MgetiTopict,

- sys: IERERGUE X Topic, TEIEFE ™G, ETRERERE, ERRGUE LKA

Topic,

2.2.2 $iE#E & E58 2 PAFI(RocketMQ)
STl BUREFALINS 1, SRR T £ B R P IFI (RocketMQ) wh7fk, WIS EM

B, PP, RocketM QI NS5 4% 2 I 4> BEms & vl SEFEHiRE N o
it
AL 20, B%
- SWprEmdmpise ), U RN T ik e 2 BRI SQL,
- WEHERS] (RocketMQ) Siffl, FiEIEH FHBEIETopic, RocketMQfEH /7L, ES
WRocketMQiT Fi i Ko


https://help.aliyun.com/document_detail/34411.html

B 5
L. FERUNITER L, B BURE R — R TRIERAE,
2. FETIRAER TEHErD, JEFERAON R IE RS BBV (RocketMQ)Hh, FHEIEA TR, BHE

¥
RInElE
ﬁ*"ﬁ%aﬁ‘_f HEZMNEN=rmdiRE T‘E%?I-;a*m: : !I’E.-TL?‘%EEF%%EFE“I
. 3RL, 10ENHEITIEE, i =i %ETEETFJ% EhtsENEEeEsEE
IR ETEER S RtEs | oLIERE J?‘*b—T’“"’E ERENEEEsE
—f?&b—ﬁ-:“'ﬁ'-wzilﬁ E=mE ., ?‘*vf;‘"Eﬁ e AT E.
FEEAEE -
H=EERREEFl(RocketMQ)
EE"’Eﬁﬁiiéhiin SRLFI(RocketMQ) R, iSEE&ET
* i -
g 2
* 0
DEFAULT_INSTAMCE S s
¥ Topic :
iaot_ta_mq HIEETo
Tag :
* 1
AliyunlOTAccessingM QR ole HERAMES
S BiH
RHBRE Bgs kB sy e BN RIEEPEEIHE S S (RocketMQ) H
Hire, iEHRocketMQ Topicife i,
S245] #EERocketMQ Topichfi)@ sz,
13 LRocketMQ 9249, PaGAIE SZEI B B AR & ol sml, 5
Z W B BABI S



https://help.aliyun.com/product/29530.html

SR BiHH
Topic RS NP & S B RocketMQ Topic,

1i JLRocketMQ Topic, Ml TopicfEiH /ARG, AIEH
TN - & BE i Topic,

Tag (nfik) VEEbR,

RS G, A Ed iz e SIRocketMQX M Topic I H &
RS, Bl PIfERocketMQIN BN 30, WIThRZ 1T
P KRR 128775, DI Ral B &, B RS {key
1, IRFESQLABYEIMISONE G Hkey Xt piffvalueffi,

723 PP 5 8da S ARocketMQIIFLFR,

MRSERAARC M@, HRAGAHERAMA G ARAME G, 4
EMOAZEURNE, MER, W2 W RAM £ tho

3. BB REESIR IR, AR R S S S
BNEEh )5, P9k 6 Bl R 2 5 ARocketMQ Topic,

4. PR,
FINISQLHE XM Topic ki Wik, ARSIRocketMORMAT AW, AHRERI
BRI,
2.2.3 B R EIFRIE7EfE(Table Store)
SEST DA PRGSO E TIRE, $5BOREE R PIRHSIERE (Table Store) iizik,

Wi PRI
FER B R 21,

- AEEREG Y, IR S AL R EHRSQL,
T2 W s B o
ASCRBIRIEN, & X 7 W RSQLIE:

SELECT deviceName as deviceName, items.PM25.value as PM25, -+items.
WorkMode.value as WorkMode
FROM "/sys/alktuxe*x*x/aircleanerthing/event/property/post" WHERE

- AEFARAENET, QIR EIBCEBIRR BRI EE %,
FAGAEMBIETRTE, T2 Wams 17hs kYo


https://help.aliyun.com/document_detail/93691.html
https://help.aliyun.com/product/27278.html

B 5

1. FERUA BRI TR L, SAdiBIREe R —REMEIERIE, IEEE A3k {7 1l (Table

Store),

@ Bi:

AR IR BRI

FREE

| FEAEEIETEE(Table Store)

* fifief
15y 2
* o :
rulesengine
* FESS .

dataforwarding

* 8

* 8

* BHER :

EmoEEEEEEAEE

+

k=14

W

LIk

—
=L

FiiTH]
2]
]
[=]

]

B, FEEEEIE

HdeviceMame}

BHPM23}

HWorkhMode}

Aliyun|OTACcessingOTSRole

I8 &)

[ir

Al
hE

2. A POR R ESH, A i,
28 Bi
R RN A7 RS (¢l (Table Store),
b TE BRI A FRE A7 B S MR




28 Bim

] PR RIRCBR R 2 A7 B L

Bm PR R s 2

F BC B FAR A DR R A BIE, RBEEAMWSQLHSELECTHY
WepBHE, BmniEEny, A O R,
= WiM:

- ZHECE N RGNS {}, W${deviceName}, FoRiZFHXTM
I M B devi ceNamellJ1f,

< ISR EEORAR HA, XA ERCTREE, REEMSED)
i —ERAIE, PR, AMSIERME, RSCADNREN
AUTO_INCREMENT, HAGESwEH,

B QNG R, TS W ) G B

fat AR T- SR 8RS AN SR DB,
TR ) P RAM P & BT — A HUE TR 2085 AR f)
o, REHIZM AR PEYBRPT-5.,

3. BURFRREACESE G, MIZIBRREESIR I, BB ) E SR L
MMEENE, SQLIEfIHE XM TopicHHE KA, SELECTYBiE X BB winist 2
i EER I GRS


https://help.aliyun.com/document_detail/47745.html
https://ram.console.aliyun.com/roles

4. SRR, DRBIRRE,
a) TEVIRBIE R G /MG HR, FRIPOasE > fESMIA,
b) MEFRRIR LR, RSB A S BB, 5% W s 4 Uit

BEEE —
LR
[T
=& EdEE: WREFEERE aircleaner
S == SRS
FEERT New EETiaE | SlEEEs
L e
FEAIRS New .
RFAIEE 65 PN
THETAESS New PM25Level
= B2
RS PowerSwitch
A0
=R
WindSpeed
BEiES ]
BEENI=
= g || uAswaE || oEsE
HEEEE

) BURHER YA, (EFRAAMRBIRRNBER R BIRERI, BB R SRR ETEE R
jﬁo

< 4. dataforwarding

== S— -

fnzEE

#4EE : dataforwarding SEIESEETS0T.

=ojmE LR aircleaner 65 0

mEeE = HE1%E . SHEET 108 - >




2.2.4 $iEY: & FDataHub
PO T-6 TR NS PR &, BB A RER TS S8 4a P W 2 L™, bR, 5] DAASE AR
SR 3 DataHub |, WDataHub i Rt E,. MaxComputeEHfitscinyBdg, B
P 2 R

R AT
FERCB R 200, BRESH R mydm i s SQLIE O R I A,
PRI
1. S BdR s L — R BIERE, HBAER v, R IEEHEFIDataHubY,
=hnERlE
0 E*':Ehﬁ‘ﬁ“‘_r HEE B mtiEE Q%ﬁiﬁ‘ﬁrl” MR+
[ElRE 1% fv,» 35‘.& 10BMEFITIREE ( EF SR E“Erﬁﬁ } s_ﬁfi%rﬂljé
iBE g ST AR et eS| ol R s, =
Hrﬂiﬂﬂ;é SEaeETERRETEEE ns,z:lt:u:uq:' N Syl
AR TER.
RS ¢
ZIEIEE|DataHub
# HhiE
it 2
* Project :
iotdata HZEProje
* Topic :
iotdata HIE Topi
=
AliyunlOTAccessingDataHubRole HERAMEBER



https://help.aliyun.com/product/53345.html

2. HIRAIPOR, WESH,

- ORERE: EEREHEFIDataHubM,
- EFEDataHubX B, ProjectfilTopic, #E5eTopicks, MWISI% 2 H KM TopicH
ISchema, RRIIS &G I% R AEE R S WU X R Schemar,

BiHA:
- BIEMTEISchemaltt, TBEEHS{}, HMEAFRPRHZR—IER,
- Schema 5 W5 S FEHERRLD I — 3, ARRICIEE,
- it REENE S BEEE ADataHub, AEEEEAIE B DataHub® AL

PRI, Rz AERPAINGIE, XFE, BNSIEA ] PR PR R S A\
DataHub1,

2.2.5 IR A EIREHERE (RDS)
ST AR EERINS | SRR EAS, FHAL PGB R BV ZHURME (DL FRIBRRDS) IMVPCIRI,

fERRZH
- QU RpRM s R, AZFrsHEEs k. e, SRR SIVPE A BE R AR & FIHEAR 2IRDS
Bm&Rh,
- R R EIE A MZERDS I,
-+ XFFMySQLSERIFISQL Serversifl,

BLIA:
Hiii, A3ZFMySQL 8.0,
SR BIRE A S PR BRI K
© ASEFE iR A BEEE K ERDS,
HETE

S Wi E s s ) G RN 5 F T BB I SQL,
- WSS SRR R 55 S SAH R R DS 23, I G SR B %,



BRESR
1. BB R —FERTMERIE, HPRESIERE v, R RS 2 Ba% (RDS)H,

i
il

=

it

(o

FREFIEIEEE(RDS)H

g

G il

fitt ot
%
L.

I
(]
o

NEIEEEEE(RDS )R, EiEEaE
e g

Rl | EERF TSR MEIRDSEE |
HEHESEEHRDSOBFFRII—EICE . B
ToTinRlEaaEnEr . w2iks.

i

¥ FEE .
iotrds

5
DeviceMams

w5
S{deviceMName}

ot

=

fii
&
a
[H

AliyunlOTAccessingRDERole =)

2. HIRAmPOR, WESH,

28 Tk

ERERAE IERAF B 2 BUE (RDS)

RDS4 IR RSP 0 Ikt 55 A 1R ) & A P £ RD S S5l




fiiid

FANBEE S

BiHA:
WIR SR BERE, T2 T2 N BRE AR,

FIARDSSEBIFIH K S, BEIKS PR ZBARER RS BR, &0
RS 1 5 TETR R B8 S ARDS,

BeHA:
B 5 | SRS S5, DO PUBRCIR R S B, A2
fa A

i N FRDS LB B

BRI N BIRR A, BN S | FE R RIS AN IX5KE b

MARDSEIRRI 7Bl MG SR B A %7 B,

N EAEBHEE B S QLR E M Topic T R — A2 B, TN
BB () mfE.

BEIA:

- H SRS RT3, SWTCEEMERY).
- A —AER, Ws{deviceName},

fata

VIR F- & I RDSEHE 2 5 A BRI .

HECBA AR AT, ERGAERAMA G i
Hl (RAM) 2l & G,

3. FERIRHEL IR, BN L R S LR SR




4. BEESEARIG, MNSI9CH TYEHRDS, 2ERDSIIEIZ AN RSP, EixeelPARm,
S
- 4E4R2: 100.104.123.0/24
- ERZREEL GHimy%): 100.104.106.0/24
- BE (EA) : 100.104.8.0/24
- EHE (IBEREIE) : 100.104.133.64/26
- fEE GEZRMH) : 100.104.160.192/26
- HA (FRxpD) : 100.104.160.192/26

FERDSHRI GBI Z 2w, VEMERHAH,

£ ® rm-ufelF G, =57 [ vgasess ROSHEBISEBIHEE  BteEs SR RS SR SEE CRE | =
E5EE
sizee
(i
. SES8E  SQUEH | SsL
=5
srE FsERES,  BERE S, UTSSSTRSShmER tEmE, TEESSeaS R (8) +EEEEAE
mEERE B ES
RSEE - b
S
BEARE =
A=EE
SQL B
=
HERBGRA

2.2.6 PR & EI)E 2 Ak35 (Message Service)
ST AREFIRING | %, F5ALBURIBOREL R By g 25 (Message Service)it, MIBLEHEN, %ol
0 5 05 2 D e R S L LA

HIRE R
B RERREI S

Bed A 2B T- b, DIk 6 38 B 5 1 SR 1 R A T A B e K 20T BRI S5 R 32
A, SRIG, RSN SS 45 T T IR 55 4 1T B L

XA OS2I B SS ol PAORUE T S al S0, B 7RSS AT SBRIHR R R, F

i, HEMRFSEGHERRFEIF LN, AHEAAITER, RUEIRSSEA SRR R IR
SRS A PIRMT-6 5 HRIRISHIES S, ol LA & -5 IR 55 2 [l = ERE R T 2 14
P&


https://help.aliyun.com/product/27412.html

PR T 72 JILPEGR /2 B

- MRS5S A IR BRI Ve 5
00 R TR 55 2 VA P F- B IO pen APLR AT BHE BRI G b, SRJ5 B & NI &5
PRI

EImBE

L EiER

IR

=77

=
"\-I'

I FIEAY

o299 ’

+

BERS

SCHRA : 20190606 119



RIS T
L. {Ej5 il #RAM A &, BIEE— BT S 8RS A H B IRSS BRR .

IR F- 5 6 A28 RS B2 DA REXH SO IR S5 RS N B, b, RREAIE— A RATH
BRSS5 ANBHEBRE M, RISR %M A8z PTG, ARG SA RER P 5 i
Bas ARG,
R, HE W RAM i

2. T BRSS g, AUEEIBGH B 38,
a. EHBIRSSHERI G, i3 > Gl 3,
b. fERIE B IEHED, FAZEER, R5Hadiie.,

c. fEFEHIFR, IREVQVRITE, S di ORI B PRSI HL
d. fEITBIEN I, iR,
e. MR RIE . HEMRSS SRARBEIRIB - 6 B B R4 R B RIT B4 .

Rl DURE B CRE S5 R A2 MT R,

BETE

[T==s] E

KTHBIRFSHHER T, TS Wy B 557 5ok
3. Y E R e G 1 50L, S QIR SR80 A — R,


https://ram.console.aliyun.com/
https://help.aliyun.com/document_detail/93691.html
https://mns.console.aliyun.com/
https://help.aliyun.com/product/27412.html
https://iot.console.aliyun.com/rule/

4. FERUNIEIGETE, St A WU X L B L
5. TEMUMBERTTT, Bl T AL BARIISQL, WAFEEnN, W5 Wiy muna| acfISQL 2%

o

6. FERUMITERE UL, A BRSSO BT

{8

iR

B 3#, 10RNEHTIR

i %EE%EN,EET%EQEHEFEMHE%R%%EM G R —F
7 (B ERER e )

EPJ’E,MF%E

=, AT RS R SR , Bl LR BRI , SR
TR SRR T s |, R eI AT .

IEFERE -

EEEEEEERESE(Meszsage Sarvice)

i EREEEEE A B BB iR (Message
+ ek -
e 2
+ 50 -
lottest
+ BB

AlyunlOTAccessingMNSRole

!_l‘.‘:-
| |I!I
i

FERAME




7. AEBMEROEX BEHE, N EIRE & BRI IR S5 385 R

SR
28 30
EFERRIE RPN T- 6 BR s Rk Hin ™ e BEARIERON K236 B 217 BUIR
% (Message Service)H,
ik TEPEER S 2 E R B S5 1R et
F8 TR IR 7 IR 55 3278,
fata PRI G oz @, el 8RS A RS

8. RIS | S va i, BAch iR LR S SRR LS A
RS, P S R AL R B e D, ] DL i SR S5 o Ak
K H Pk - & B
2.2.7 #IEE & 3 Y= #3EZE (TSDB)
0] AR BRI RN, F b B iR B L R BN e S BRI (TSDB) [S2filrh 17,
{E A
- Hi R ETSDBI R AR 27 15,
- HERL AWML (VPC) RTSDB:A,
- DU RPERAE RIS EL A, AN . AEAR 2 IR % #5 s R RE BL R BN AE AR 21 TSDB S5l vh,,
- HEHRTSONK BRI &
© AR BEEFEInfluxDBAR,
© AT B BERE,
- HRREEY, BRTECE Mtimestampfltag{=Bidh, H7BHRIEE ImetricE ANF
2 EEE, metri clIMERAENEUERA, HSSBT NEEEII,
WETSDBHIRIGER, WS Witz mt =2 5m i #TSDB#( Fi 5 o
BETE
e B L 20, WS Wyrssdepstn), QUVREBIEH LN S EEHRISQL,
BRIESE
1. 7ERNENS T, A BETE & — AR IERLE,



https://help.aliyun.com/product/54825.html

2. IR HTOR, RESE.

siEsgEn , RESNENET SRS RS RS AN , MRS SR
#. 3. 10EEFINER (SHSRTRSEE)  EMEHSHESRE
5, IRETRETSHERILES | ALENRREREE , BRaMEE SR
SRS AR R | SRS ARSI A S T E.
RS ;

FiERr R =20EE(TSDB)F

-
it

i5-1

Etime}

xtag :

*1{8 :
Fcity}

FaotEn

-

BE.

R EEIEEE MBI FEI=A0EE(TS0E) B, FieesE

+* VPCIZf ;

* timestamp :

cityMame

AliyunlOTAccessingHITSDERole

g}

o
fi

i

ol
M
1
E
it
[H

e 2 ik

R E R IEEIN N B84 (TSDB) Hh,

VPCH:4 HERERE R B C IR Z AL (VPC) HRTSDBA,
timestamp IR, S2fi:

- R SRS (3 RIBK, WS {time}, Faitimestampl{E i
MSQLHHEE Topickf M A P time = BOM MHE,

- AERBIE R ARt imestamp (), FortimestamplE R
LR 55 A I ) B

- WNE, 2 UnixBFRIE, 411404955893000,




At

S g
tag BB BRI, SRS, e i, B, AR
s FAES O LV ES () RS O, BglsE O . ER
& () . EEF (). L Q) . /MES(). BHEE(
Iz PEEREM,
- R TS (3R, WS{city), FoRhRBEMMNISQLE
e Topickt MR city 2 BON BIHE, B IEH 775
- (EHEIE T R I — LR, WldeviceName (), Fnhn%s
{H R,
- BNE R, Pllibeijing, XFHRMAH SN, FLBE B,
MR RS PAES ) . ES () . 85 (O, syl
50O . IEREL () . EET )L R O . MES().
55
BiH:
- IRENURINSA tag -
- FRIETSDBRENS IR AL B tag B -1, WIRIRIAZHTERE —
AtagfE-fExt, =SBE NEHRERIN
fata P -6 M TSDBE s BUR
Pk & 2 TSDBSE B A MMILS F 445, BT & i) 125
ITSDBEWEE, E7IMERIXEEIPEL,
i TSDBSERI 44 b R B E S TP 100.104.76.0/24, iEF
M,
- BUMKSQLAN R :

SELECT time,city,power,distance, FROM "/myproduct/myDevice/update"";

PA ESQLMTopic /myproduct/myDevice/updatefigEH, §iijk

thtime. city. power,

{

distance BN, TEME:LITHEENE,

- B BL ESQLACBR G EE A i Bon Bl | :

"time": 1513677897,
"city": "beijing",

"distance": 8545,
"power": 93.0




}
- REIRAREE R, b g e R R,
- HEBEE RN, [FITSDBHIS AP 40

Bs: timestamp:1513677897, [metric:power value:93.0]
tag: cityName=beijing

BE: timestamp:1513677897, [metric:distance value:8545]
tag: cityName=beijing

5 NTSDBRIEHE B :

DL EEEIEE, R T BLE M times tamptime 7 BHRIAL B M tag i ificity = BAh, Hithy
Bt (powerfildistance) #BfEJmetricS AP 2B,

2.2.8 B & IR T E(FC)
] CARE RN G | B i, BURE LR E2REGTR (FC) W, ARG HEEEGHRISTT R EA
SR,

AR R
APITii5 ;
(EmRel] EE | [ZR 1. |
|| HETES Bt — :
& —— GmRE [MFC [ | EFREE ROS\OTS.. |
' (s f—— =A% REST.. | :
I T
|
Bl SR
REHERRN: | {4

1, QERH Aoty o
2, inrruhi&ﬂ;‘jl:‘mvl]-’éjih’zﬁjx )I 1, FTIRSH, AKED it

3, RAFCRGLANE 2, RWRGE WL NIS| 5+ for] it ihiE
4, FOlSEIAER STRBEWINE-. 3, MEMIEETSEITS



PRI £

F 6 /2 F5 |

BRESR

1. SoRMBOTRNIG, QI3RS 5L,

a. QUEIRSS, Hi, RSAMROIHY, HRSEGHRIERIITREEE,

b. QARSI IG, BT,

iedia X

+ BERER

1 Qmeard, wy, Fosionms
2 FElerr, AR
3 EEIRRIII 12827

FRREA #F2 (HE)

B e e T R e e
.

IeEE

R

2 sl

< @i52 (H8) > test
B HEmE
MR - B @ -
FABVTIE

"

0.0

Etfie®
ESShE  test
oIEREl  06/282018, 09:56:33

Tk

ERRE
arEE @
REmE (7]

FEAFERR

0 GB-S

RS Lame] BESsEEE

RERm  HIR2 (L8)
wamtie)  06/26/2018, 09:58:33

Asex @

c. IEFERBBIN, BEAE L F BB R,

¢ e

=
ERIRIREE

A SR T SRS . e

RS ARTE v BRISE

fun b

S
BRI | AR,

iESiE— SR , B5ISTmR THEAREE. SRS

flask-web
pythonz 7

B
serverless.

B:: e

SEEETHIE | FFEILAET SRR , Slfask web TH2

Qiem

api-gateway-nodejse
nodejss

copy-0ss-object-python27
python2.7

TS =
i , JSON , FESH

get-object-meta
python2 7

ORISR, ELEHTIML HiEE T

En
HEBREHECEL.
p=o L ) wE sEsE

get-oss-md5-python27
python2.7

240SSTRNEEBucke! |
AR, FEMIE iSioss.

EYRFHE , AL BHOTSA7IE ( 0SS ) STHEIMDSE , TRz
FEURRTE | RS,

126

SCPSRRAS . 20190606




d. RERESE.

B35 B R RO 0 B A B RO 5 o SRR 2R

<

RERE

e 2 B

FRAENR 55 R BTTAERIIRSS o

AR BEE R,

BT BEEMBIBITHIN, HoRplrhiEijavas,

RASACE AR,

HEAL BEEHRBAERBOTRRGSTHIRAA L. BRBhEcE

HMcom.aliyun.fc.FcDemo: :handleRequest,

HEPITLE

ARPE A ML 5519 00 152 B PR T N AR




28 Bl

JERIS I ) B E @I T,

RS SRS, W2 Wi R

e. BIHITRIE.
FEORIBIEG, DA EHAE B AT, DRERBERTIS, M2
B SRR RO UTEME A L,

2. VIR GRRE, BN, % T EBIRIISQL. %5 Wy m 3| ax.
3. ZEMUNRYBARARE RN TE, B RO RE, JF MR SO i 5
%,

il
=


https://help.aliyun.com/product/50980.html

JSONA VR RIS AR S Fp i A B PR R v

RIERE

simstEn, BRSNS RHASAERSEEE T  NERTLSEER, 3. 10
DTSR (SESETRAEE ) SRS ASARES , RS ESTRE
Extans , TURREIEEEE SRS S BT R AR T e, B
SR RIS TS,

e

REEEERIFE B(FC)+
EEEEEEERNIEITE f EEERE S
+ HiTig

R 2

* IR

e

loT_Service

* BREY

k]

pushData2DingTalk Bl

* T
AliyunlOTAccessingFCRole

[1s i)

2] Wi
ERERAE R AR IR 2 A BT R (FC) .
bk R WOBR I AR SR 55 ik,

Ej BiHA:

HRSRH R B R R R s g . ) (ki) . B
HA Rxd) .

N5 EREBCRIR R RO IR S5 .

PRIEY P B U NS G




28 Bim

7204 TP 5 1 PR R A BRI,

MBSERAERC M @, HRGAHERAMA G ARAME G,
HAOMPZBURRE, WFTHY, 2 W RAM £ tao

4. EBIRREAIRIB T, S AR R el s sl Bl
BUNEZENE, PP Sl SRR K 38 TR

5. Mo
FHRNISQLHE XM Topic R X —FAMIAN R, REHBIRLGHREN G XZEEREHMK
%O
RO R SN R BIIP T R O gttt GEtHA RBES 7 P SERf, nf DB AR
SE R HI TR DL

g function_test | + jEEFunctionflz= R R RS SRiF

. EHEVEM: EUNGE  6Ef 12hEF | 1E | 2017-12-23 13:39:59 - 2017-12-23 14:39:59 B

25

Dashboard e ARRSIHE

LA Totallnvocations(i) L' F#Duration(=%) L
Ponp. [EEE: 605 EerhTh: value FES: 60 EEFET Value

B

g

P T 2017-12-23 14:36:00

FunctionTotallnvocations: 1.00

2.3 5 REXz]

2.3.1 ZimipREXED
Stk Eh IR R 2 — R 2 E ZEL S5 B SR mT AL iR 755X, T DA IS Ve o5 ol o 248 1 119 5%
Pk, L IERFEIE, PATHUERNESS B, il R 20 as ol E HA RN, LRl R I
AR,

RIEPR

1. Siilimg i oF bl 2 SRS IR B 9 > 7 30,


https://help.aliyun.com/document_detail/93691.html
http://iot.console.aliyun.com

2. P e,

MEERFE pAUE]

HoERE | BRED

BRI
BEEE

3 EE

BUESHT

HRENFIE

BEHE
FERARS Ne
RIERE
R

PeEmE

BIEEATIE

2019-01-25 16:16:49

2018-04-19 20:09:58

. WHESH,

e il

28

Tk

A FR

BEE RN AR, XFP, S0y i, By, RRIZAER
2%, KIZRRH 1 ~ 3014, X FRMALTAT,

AU A

DR IEIE, WP,




4. SERSA RSN B R e i rh s iR gndE, EPACE SRR,

fthn] DAES SRR A ARG I A B, PG B b 5k

AR A il £E 12:00 52 23:59 20, MR HIRN S NIRRT 168 FRE
W, S PHRER T HER] S PIRE R 2688 FCEE,

AAESHLE, MR THE,

HNREDIES

j=a

EBERE IEEEEEE

i B, nESO RSN AR, RSB R

e 2 fifiid
fily 52 %A RIAEMA T, B BN B et ke sOE I Az . L8 il s el

i 6 12 B I i e 5 PHIN, I 5 S DRI, T DO — R
e Ak A, kA2 B2 (or) K&

- ORPENEA IR, MR C ORI BARR, AR, AT
JE PSR

- PRI, WFBCT A, AR cron %
R, cronFiSRMIMR: 4. AN, H. H. AR
K (OR7EFAH, 1-6MFRA TN , B2 Rms
FRRRIE, W, G R18AUEMIcron i y: 018 %% * (Hrhs
B () RERR) ; HETISAMINIIERN: 018%*5, cron
RIERAEGITIE, 5 W CRONTAB 5.

EERGIh, BRI PR RS i PR AR
T 1654 B/ Mk 554



http://crontab.org/

28 fiiid

IR MIBFRAER, RAWRIESAFEEE, Aaemkidrantt. niE

ML PRSI IR, Wl DO — ARG 2 IR A AF, W i8s%

fEZzhEM (and) K&,

- BEENBAEIE, WIFRIER ORI ™ Mmam, Raam, Mk
DIReh I R PR

- BEE OISR, WV EELRI BANSEH .,

EEGRGIh, BRI RS SE: IR 12:00 % 23:59 Z [, Wk

PATAE,
Tl TPITHIENE, Al E A s it T DAR B 245

1o H—ahERITRIBIN, ASFEmiH A1,

- BEEDREA I, WIFRERC AR AR, B ARk, Mk
JEESIRSS (RASH)EHESRIRSA e ITaE) o il
AL IR A IR 2N, T CE i &5)m PR 55
Kahtk.

- BEEONAMGRTHY, TR E S A — AR, BRI AR, i
FARRM R fl Rz SRR ek, ERGEITIEIESAMR A, HITIE%
PR, TPET IZRN e SCEET BT,

- BEEORHEER, WEHEESHEREMEENE . e 3Ehs
RIE, Rl DB T /broadcast/${userId} /ruleAction
Notificationi B BEREBIHBEA, EHESE ek

Wetz o
EEGRGIh, BEEON B R IR B A T O 261
39i:98

BITHREADD
Lastpkah R I)G, REa{ERINIS 1% > b R ah wlimirh, fEahitis sikal.
JE a1 -
1. adimyme i oE i) & 72 S AT PR 5 155 > 3 5053,
2. REERANARIREN, AR RS, ERNIRZE BT,

HIN3 |5

simnst | mEED

IRZEETIR

EHREHNAR



https://help.aliyun.com/document_detail/89227.html#h2-url-4
https://help.aliyun.com/document_detail/89227.html#h2-url-4
http://iot.console.aliyun.com

L E AR B, OF H B e S SR P, % Rk S R RIET T,
Jaah Rk aG

- HHRRNERMIBT, RIS PR iC B R, (BB R PRI RE
&i%F(1oT Hub (Zh) o MR E S 0y e iy s o

- BGRMRANTEILGNNIZTT, WL RGBT, MR RIkEh o a g e, 7
BT IEES B A S NI 15 Bk ah oAt Mo

EE&A:

¢

R AR Z RGN HE, JFHAEREN TP ERIBITEER,

BEA:
AR TSR BN =0 T XAEA GBS, IRAAEPIEMT-SiH S 51 % > S5 5tk
ghvh, HRFINHE N RNIETT H SR EmET H .
1. gy g or & e & 2 SRR 5 | % > 355080,
2. {REVRAER HENGRKE), St MERIERErb i H &,

I =

o I:l

BERETIE

ENREMUER - BT 2018-12-24 15:53.09 D

3. iy, AR HERENE R,

AUTE >

PITRE: | 28DRE V| | 2018-06-25 21:11:1 - 2018-06-25 21:26:1 #R RIS
HATRIE) PUTRS BRIE
2018-06-25 21:26:12 R @ i
2018-06-25 21:26:12 e 18

BE#E
2018-06-25 21:26:12 15
AIEE-D AR TR WIS SRR il
2018-06-25 21:26:12 a17y329j7 15
Whb/AirCon I success
2018-06-25 21:26:12 ditioning #E
2018-06-25 21:26:12 s

2018-06-25 21:26:12 #1E



http://iot.console.aliyun.com

REXEEMthiR(F
- MBRSA RIS -

1. FERINS 1% > SRkl iimivh,  $RE1H ZER S 2K A4 R
2. i BRI FRA DRMHER,  BHER %S5l A,

- TSR -
fE stk ah NG, 75 vl Son il 3R EaH.

1. 7ERNG1% > Rtk vimivh, RATFECRD, gk s ka2,
2. R AR M g, FORTENME M —, WZEEPACE PR 50, B
I T IR R T BN
- ARSI B TR
BEERBEN ISR, B Rang s #lsemdh,
C:JHE:
A B IR BN 221 T,
1. e SRS > WEIH, Teppns P e RIAG LA M &R,

2. fESEBIVENG I, RIS, i RO,
3. FESTECAUNN B, A difE o BC A BRI A ARG I e, 2R)G BdiSE R,

BEEh > SEHIY
LinkloTEdge_Node
CPU R - P e =
IHES  FRE TREECEE| YN | REGrtE TR HRIETR B
HREKT
HEFR STEdiE)
ek

4. STRCYIRDANG, BB I,

2.3.2 tazp=Eksh
S IR RN Gt —FOF R 1A S5 B AT AL R T 2k, T DO TRy 7 R
UV 2 TR, FE RN B A 2k E N,
eI el 2 NI > b7 I DT b QRSB MU, 4545 Sl R o

K%M (Trigger) . E%fF (Condition) . PTahfE (Action) =AMRalK, XML
IR TCA B,


https://iot.console.aliyun.com/

Lif ke AR A BB TR R R, RSB FINLIERFR S CWRE, RUGER G
TR SCRIPATEN T, RIS, MBI TE XEITafE; RZMARIT,

pn, fERER18:00 RYEMIZK, fERBHIER, BHBLIRG, KENRERHHK, FFEN, &
LGS, R E Eahtk, SR,

SRBLEN T E,

BB E

&

BRBREH
R
ERESE
SRR
boreSi

ITERA

RS BEEEE mydevice2 =EREE

* BUTEE :
SR
mEn =i mydevice s FE-1
sTE2

REEH =R mydevicel =REE

i
SEBIIAE

28 ik IHHIRZR

i % %A SENEER18:00, IWEIMcron® A NG 185, WEW | (|
CRONTABJ i

MBI R FE AL ISR TSN B RS T 26 BRICVE, 5 (&&)

AT ZVIFRVCENIIF; BV E N 26 BIVE, |5 (&&)

QI SR T S U BB, W5 AL e A


http://crontab.org/
http://crontab.org/

3 miFEH

3.1 LR IRHE
PIKST- 6 SRR R R AR A B, A7/ AT R RIS | S BRAE OO S50, 1298
A AR A UG SN, RSP T S UL, IR,

HIERT
BB RS
L. EFpmE &kl ao

2. MR, JERRIEPIaGE > SRR
3. IERET AR PR SRR RITEEL,

HERFE %Bﬂ%};
= = rat

& 3-1: BHEhE#FHER
I i B
L/ R UNSA, 81800 —ARERN, 4 RNNSETTHEE.
IBS BR24UNSN, BS7PI— A RIS, ARSI,
14 WIRTRA, B155700— A RER Y], SRS,
= B

SRR LB RoR AR A bR I AR GE TR .
S R RO SE TR A L 4%



http://iot.console.aliyun.com/

L LTEN Bim

FIELR B ST G K A R

BURRIEA —EER, SonrBIER A REIANEPEME, 145
ST BEAE PGB TIX 53 o,

RIEECTFEIIHEI |y e skt -6 1034 B8R

BOEREA —CER, SoniBUER A REIANNREME, %5
ST 6 BEAE P CRALEA T X 53 o,

PREMIITRE | g wie iy 22 % 165108 8RR S RIS L

BURRIA B, SoniBIER S REIANRRNE, %5
ST 6 B AE P CRALEA T IX 53 R,

AU ST R T B | BRI 5 1 SR B A e D RE TR 4 T LRI
BURREA —EER, SonrBIER A RE N ENME, 80
WEEI H b= R T IX o7 .

RERE

ST SN O A e R, DUR Bk B A bl S B B B i, At ] DA
HIEHEA s g ey, BTG AE,

R0 DUFE 2 M P2 65 B R E b S SR B4t R
- CUEERE AL

Hi, R0 POBIE 2 M P B S P F- 52 sS85l 15 b RS AR 2R
Bo, W RSB SR BB, VI G AR BIR s AT B, PSS nie



https://cloudmonitor.console.aliyun.com/#/alarmservice/product=&searchValue=&searchType=&searchProduct=

BRI RE, e LIRE TR, By BsER. BesRss R, & s
VB RIS,

FEUEHR E AN L, BEIREMEIBAERE, SAGiiA RS2 fH,

CIEEHREEAN |+ EE

° KERER

S YIBXFEE -
BFEE: Al -
ik 352 (_Bi§) -
bR pase=xntll] - product: | Xgateway -
° GERER
HEFR: IoTMonitor1
HUMFEA: SERTTEERIREEL (MQTT ) ~ || 6OSENERA v || EESESEER ~ || deviceNum ~ | > ~ 5000 count

HFIREAN

IBEAEEE: 24 /NEF

ESvtiag 00:00 - | E 2359 -

& 3-2: HEIRENN SR

2] BEH
7 EERMT- 6
BRI BEIRTOREIERE :

- B BTG IRSE T, AT B SRR
I, #RERIEHE WAL
- B FEEIBIrP RE R i e B, A R IE

Al
bl VEIRIG A LB, MBS R ORI S I A
F- B I BIFTAER i,
Pl TECE RN B P G0, FHERRM™ Mo 7 il 2%,

AR BRI E RS R,




28 e
R A TRAZHAMN A, @ A B R T Rh SRR, il 2 H ],
PEEDBLRS:
- EBRZNEREZRA
- EEHANIBTERIE, @, &R0 BRI, FoRPL60s b
I ERGIEA T
- VRIS, UNESE3A BN B BUR KT 50008 il & 7 4%
BB DTERI 1) IR R FUR AR E LR, RIFEZARREE IRIEEA,
A 35U ) TRZHMNE T RG], REEA N A SRE R R 5%
R,
@A VBRI R, BT 5%,

QN R 2 AR RV L, 2 L g e A ) ST i A o



- QSRR E A

2 TR S R ] ST R T S S

- AR ¥ EATIHE QPSIAS LR

- AE—RE MTIHEQPSIAR LR

- HEIK SRR RE R RIS R LR

- YRR S BT EQPSIAE] LR

- HEIKS MTIHEQPSIAE LR

- YRR SR G B R QPSIAF KR

R DUEHGEA Z ik i e g ade g, EEFHAHRE > QSRR

IR E
=
) 3-3: EHIREAN S A
28 BLH
BRI A4 PR PRI B BRI 44 FR
AR R
g e RV 6
FHFRRY EF N I Exception,
FFER W PUE RN RGN s AR5 (W %ik) .
FEARR PR S S, A 2%,

RN TR,



https://cloudmonitor.console.aliyun.com/#/alarmservice/product=&searchValue=&searchType=&searchProduct=

28 Bim

HETTX BEEIREBR N ALREAT

R TR 2 R E RS E, S WA SO g S e o

3.2 R4

3.2.1 ELig&FEIR
et 2 n, REnl CARERIPIBRI T S IELRIRIADIRE, IS RG24 B i1 T ol fE
Wik, FEBERHAIRADFMQTTIE R, AXHFFHTTP/2i%#,
B I
L. eI, 72 Skt inmiads > fELiil
2. FEELRIAIAR, IEFEA R B

IR I, W2 B ahpkk EPIABCE I,

WHPLFE TEERHEL

PEEETA T RIRE

SRS | SR M EEE L FIERET IS

| FARETRR1220

s

ERFHE

ERE

3. EREPIA RIS

4. EEEAIARINRE,
- IERPURTER, THERT TN E BRI,
- ERERIASOER, FHEEETT IR

il
=



HREIETA 7= e XOhkE (HE XIERY) | WS TR TR E SONRETASE B, 7= ihsE
XYIRE. THZ W ey Esdo

BEEA
wEER
HlwS = -
THMEE EWNBE i sxRE @
= ug—| B £
J— T
] | “LightSwitch”: @
iR
TETSE
R
BEE — B
Bl
ERE

5. RiXWHIATEZL
- REBE: EEER, WMABRESE, M8 {"Yourpropertyidentifier": xxxx
}, ReRdikidae, BIEREEER, WERRSIN HE,
- REUENE: RIS, TAREERB RN LiRNETENE,
- PHRSS: AR, WARSAZ, X 8{"Yourserviceinputparam": xxxx}, &
JRBRAPRIER . IRSSHMAER, ARSI HE,
- ARECEE . lRIRR S, AR RN B R ol LRI

3.2.2 EIIREEIR

PO F- SR LRI B s DI RE, BERIRM IR IARE I, A8 RS sl IV & _LiR)E
fF, JFH, EREIB ISR s ONEL /B LB

HRIEE
VIR IE R OT K itk . BEaomIT R oemK, ¥eas BB, Zumiicdl, =WITerR i, iX

FERJT R IRER S, FERTEA. VI SRS SR, MBS s BRIk a5 5 P
WP SENLER:,  EIRETE AR, 0] DURSRE IS s RN, Se RN F & IR

HBess B8UG, RIS S HE T,

58 P R

- ESHHEIR I i/ N T AT 16D,

- B EGHEIX100055HE.

- BREZ W 100RHEE T H HEA IS K.




BP0
L BESRpmpko 7- Ef o
2. AR, RIS > LA,
3. TEAELRIMIATY, MEEARIIAIRI LR .
EHFLAIG, UHI2 Sk S AL E
4. MABIIELICRER > SRR,

=
= g
N IR LRSI, eI A4 2R EN N,


http://iot.console.aliyun.com/

5. BREABHGHEXKINE,
- B EONICA BERdRERS A (Alink JSON):

BHHER B PERY, al AT S B PE BRI ABUYETC B AE, thal AER random () FEUCE R
REPLIE

TERAIh, REEMEVoltage H 2203 THEX,

EEE
FElia®: | conoiparse | parsetest
SE0E =HES EEE e =
ongitude
atitu
altitus
yster
E| wen | smsnes || =53

- BERONIESL / E e S :
A I Base64itd R i v AT HY, KIEABIL4096°74F,

iR
EEEes . | BIEFEENELTRE F9C9d0952PzrXKaqCtiZ
BiigE AT « EURREEE =z @) R
AR REESRE
S5 | i) HE

sEiEE || GAmNGE || SENE




6. JEBEHEIX T
- HERE: SENHEIREE,
- SRR -
- EINHER : TEBEEGFIIN TR, D% IR,
- ESHEX: EBFEGRIN BN, FeHEE N ERIRE, HEREBE N RN,
e
HERER)G, WAET A D SN H SR TR H &,
BURHER G, AGEEEE, PHEEENMNRERTEN G, E2TIREP AR BHEX N8k
fHE; EHERPES LIRHETE R,
il
= BimA:
ERERIEHERN, (ERemN MHEXEWRGE, MMM R4 SRR HE, BEsEE R,

3.3 HERS
VORI T G ER Bt F SRS T, SsnT BUZEIBRIE Pl & HEIRSS 0, B HE, A 1s
A28 B g5 B PR ISR RIS /7 k.
TEEES
H&E2 RPg3k:
RN
" LATE T
RTINS
© BRI S
AR E N RIS
L SR & il o
2. FEAEMSRIRS, adilibnsd > 0BRSS,
3. MEEE L. HEIE, BIANRSAIRESHERAN, RENREER,

SRR
ERRMF BEH
DeviceName AR AR, Al DA S AR, R HIZEEIINEE HE,

PR HE T AN HERNE KR ERABHE,



https://iot.console.aliyun.com

HRRAM BLHH

MessagelD HEID, YIBkMEE BRI ME—FRTF, W PAHMessagelDig
EREIX A B TR DL, AW RN,

& RS ISR HE, IR :
- AR
- R
N

I ) ] TP R 1) H SR I )G L

Bil:

HEIRER BN 20080081, HRFGRRM, KBRS B, H2 R R&E Y,

REITRD

BRI E AV B (online) M Rek(offline)y Hi,

Ff5E (productKey

. deviceName,
deviceSecret) EH|Wiit
o

HAKJRAI T RER :

- BB LRk TR
BAFUET,

- Bt s IR AR
5, KR T k] D o
HUEE, MR, B
FHEVHM- 5 2% %
1, AW,

- BRI CIER
- B A

TR a X Ji i
- AR B AU B 5 L, ERBAIIGR
B Mk M), AR )W 5 A
F0E PR IRTUE 155 APk
%ﬂ*m¥ﬁ1ﬂuiﬁ%iﬂf 0 ,él\o

- FERRIR R ESIR T, #R

Bers, HARSRECHM
II%O

- RIS, BERNMBE

K&, RERRINEEN,




E. FTER SR

- HMTHEBEFEAR: BERIEHEH Topic, HRREESIMNIGI%, ARG BB R
RS R 1 B3 HAth To pic A by B 2 HoAth 27 i
- MIHE HE R ER 20 AT B 2B s H i,

BEIANY P4 JREF Hi#
1901 ZRRT Mg | Bz R E R A ) 238 15 ORI B A v T B T
WEi(itep | %€, WREHMI T MISHBeRE & | HEEN.
write buffer [WHHERENIARE, SETRS
PIHASE), THE | AR E R,
1902 HEEAMIZ: | 45 SBORIE R, KA s 1 DL
N, R4ESR
ﬁo
1903 Topickd=\ | HE Topict#\HHiR, Bt Topickst,
%
1904 zuEIE | 2GR RRPCFNIEA N | Ke A B &l 2 RRPCH
RRPCH | MEYRRPCIER, PIRERZET | B, RECLEN,
L 1938 3k L& I S,
1905 INEREER | &t FRIRRPCIER, Bf | KAk LBRRPCIHE
IR RRPCHE | £ & NI ] PSR 2 2 i) R, R CBIIERL,
58 RRPCIiRY,
1950 HEEHA MR SRR E R, | KREMZIRL,
i 2 B £
RAESFH
1951 RAMIRK | BRI A RIE 7 ARSI | KBERSEENHERR, W
i, {IPERS S FH R 2 BT B A B A
SDK, EHRARBMERHEZE Tm
RbR,
9200 BEARME, | RARAEDHMEaENE. | EEhE, SERARE,
Wik EimG, WERERY)
LAV, FHFETEER
A SBE R
9201 B Lk, B, el G, ERRFIRE.
9236 Topic%B | AT B TopicH B | fEFEHIR, ¥ Topickl
WL, PURA—2, Frh, TopickUB 2 & IER, B
M &AM Topic, BRI
JikAi; TR Topic,
PR AT B




BTG P4 JRIA i
9324 PR B H PRI RE 2, | FRGHERIEIR, %l
%Mo
9321 SRARL, fEENTFERSBAGIE, U | RIS B2
HAth 7™ S 8L H.
9320 payloadiiik | B RIZHHEAIIMAAST | KA BB SR,
‘120
9331 HEMENH | BBk Hbr 2 MNP | IRIENA TP IR, SR
PV R e 1 BN EEWRERRE
B i
9332 U miCER | REHEREER, IEA RAERBIE RN, &5 A
B, SBUEEHERZT RIS | R SRR, BT
ot RGAHE, RN PRIHR
14, BN 27 e W) LA
JERRIAE BTG TX,
9333 =R | RPN SViM R | RERHIR E ZRAMBEUR
%o AR RR T REAT B2 48
9399 HRS5as NERAR | IR 5 IR ER IR TR AR IR T,
MBI
YR B R SR

PIBREIE T H A, B RIRE ke &, B EHE, RS EE, BrEsiRss
MR E HAE,

EAG [ A SRRSO S SRR T, BR T ROR AR 2O, SRR B
SRR AN 163 -4 A U 2

H kg

2 Bl

id Alink PP EID, FTARIR A B i (7 R
params HRZSE

code IR A5 SR AR,

method HRITIE

type HE L F7ER, upstream [47, downstream F7,
scriptData BaitsXOnEE (HEX) N, RRBURRHHERASAL S,




S8 g

downOriginalData |#dEtzUniEE (HE S I, THEITBIRMT TGS, X
M Alink JSON,

downTransf BietaniErE (B N, MrBdRaBdimnargds, Xy

ormedData RWAY i IEZ TN

upOriginalData BaEraOnErE (e W, JETEIRmpR AT EEE, X
YR WAL E i N

upTransfor BietaniErE (e N, HrBRaEBRmnErEds, Xy

medData Alink JSON,

VR G 55 A 5% LD kS IO R

VARSI, PO - 5 2085 B & B RA TSLR R IZIR S A S R B & IR {ETSLH)

i%o

BILARY 34 JRIA i

9201 BREHC Pk, | REAELRN, S, | RS, SR REESRIR

jsxo

9200 REBAM | RERAEEMTERE. | ERG, SEREIESIR
o WA & EE TR L | &

thto
6208 BRI, | eI, JRPERE, W | RS, SRREINE
E L e R GURBESHS, %R
R EIASRIERI AT,

6300 TSLEKMY, | TSLEZRH, AR55HIPRIN fEREI G ahiElh, AR
methodM? |1, BAERSHE™MHE | SPE~MNReE X, JH5
fE, X, ETSLHATFE, ARSSIIBRIRFT R, BRIl

RS AL TR,

6206 EWRSSE L | RRSE, SEWRSHE | ERRS™mERD, B8R

i, MER, WERRFAFERR | SR mIEE Y, &R

XAER. e NGS5 R A e, WIRAE
£, WHREEANSEPRS
BEAA AT,

6200 AN AE, | WNTEE (B30 MR |G~ MEEh, 85

mh,  NTIRSFVEE, 28 SIAAR AL, WERAE

= SASEA TR e, |1, IEEFTIR AR E A

QURMAIAAALE, SBOXAH | BRIE.

o




IR aX J5A &
6201 IASHEE | MIAPUTIES, (H2MHA EBMARINE, WIMEHH2
Y iR Bl A s, TR IR R =,
rawDataToProtocoli&[FInull
, protocolToRawDataj&[nl
nullsRH 25,
6207 Bknksh TR RN, R - SHEAPHE ey TSL, &R
B , ’ W25 7 OBk IS
AT FAlinkppiy ey, BB
RSN, afeEm | B
JE{iS
- BB Il Bk R IR
- XEE X /EE AT
fieedi e i BdE R 2UEE A,
- IRSSHAE ARSI A
1EH.
RO R
5159 RITSLP)E | RGiRH. Al DUd R 28 TR
R4 BN
%O
5160 PTSLp g
P45 BN
%:IE%O
5161 PFHTSLp g
5 BN
%:E':o
6661 AW EER
I 5
6205 TR
L
AR IS A E A A R G RS

JBYE L. HF N SEE BV TSI, RBEMR S TSLPEIERE X, FF
ML ASBOR BT A TSLAHARRIE o




AR e JRIAI HEE

6106 EiREME | SR EIRESUEEAN R | BERRSEE LIRNBHE, &
U/ ARERIE2004, # EIRMEEA L, REEE

BEAMYHE, &5 ERP
B,

6300 TSLEEKW, | TSLEEKR, ¥ EifAlink | E5¥%&EE LIRMBE, #&
method A7 | (hniff) HAEHE, sREFAE | B LIRWEE, SEERR
1E, X (&) HABIR&EMA | SAMHE, &5 LREL

g, BeE AlnkPRSCESRE | 35,
methodZ$L.

6320 TSLAEES: HIEFNTSLN, A&l |({EEilEnNEED, EF81%
W, EBEER | 2EENEEE R B/RE - IGEE X, &
AELES BEME SUR B, NMAE

N, & SUMH LY JE 1

6450 Alinkfhisths | B EIRMALInkbRERE L | EFRSEE LIRHE, &
A EE P8, BRE B /BRSNS | B LRSS
method A~ 17 | & AN MALnkbR#ERS X | methodS 8, REBFIRA
1E, ¥hE G emethod, AR HE,

6207 iﬂdﬁﬂ‘ﬂ‘%iﬁ% TR VRN, R 1 %%‘A/Inkwlyyﬂi, ﬁﬁ‘ﬁ”‘j

o — é?’lﬁ%ﬂ, Fiehs Rk B
B,
Begg_LREGRT, nIHER
Ju: R BRI ALInKE SRS
A, BRE VA EIZ D]
ERR A SR JSONAE

ARG

6452 Bt WeREIDK, fi% B, A DL A2 TOaHE

6760 MPR=nE | RGERH. A DL B 22 e,
fitgkd tH AR

VRS M E R YR re ply R BT 15465

HAY X Ji Al HiA

IR

460 SR RS EGER A DL B 22 e,

500 RGNTR RGREARMNAE A DL B 22 TORHEA
ﬁo




B ax JR A i
400 MRS5S | VARSI AR AR 1 ) DUE I $R2E T,
?E:l':o
429 RS TS | WRE T, MRRGEMRRE | ol PUEE R Tk,
%, I SARIX AN
RGN
6452 {378 TEREEKR, R, nJ PO 28 TR,
= BM:
55 Vi P AR IZE ks R
I, PIREIRMIAIESR, HL
I TSLEHRBS
TSLAILH RS

VARIRSS. EAUstE, SF RN, SN RSHIERRATSLAR, REIZRSHASRENS
GRS X, BIEREF ARG X, FHFNEASBOR S EFE Lo

W

B R sy A HEf
6321 TSL, JEBME | RGeS, e .
SRR
identifier 4/
1,
6317 TSLEVERE | REESHH. o BB e TR,
B,
6302 SUAHE | TSLERIRSIASH, 5 | Ersslar-sietih, fn
RIS A, SRS X 2%
S, IR, #ri
WIHSIIAS, BAHEARS
.
6306 EANS | TSR CEPI G, R
B, RS | s o | R R SRR B
: . SR, AITSLAE LI ,
TSLERIE | o p IREIIAS, BxHE S
IRRTEL ARSI RS |
Wi SN B B SR
O




E IS &3 A HE#s
6307 S TSLAKIN : CERSRIET BVER, ARR
A Y ons e | BPTIR SIS URTH L
) . BEION, RITSLHSE LK ,
TSLH1324i: - IESHAS, B ATIS 5
gﬁﬁ%mﬂ s | RS MG,
e iz N BN S B
O
6322 A TSLAKIN : ERRIE T Ve, AR
B, RS | o grrsipse g | SO0B S IORERE RIXR:
TSLH64£: e IESHAS, Bt ARIS 5
gﬁﬁ%mﬂ s e | TS BRE.
° s UM B S R
i,
6308 S TSLAKIN : RGP, AR
B, RS | pmoon frrsiise sy | S8 BEIIREE RIXRL
TSLARK %ﬁf#&w X | st ns, Bt S8
o R Aot |
o s SN BB S 80G
i,
6309 A TSLERI, SERBIAITSL | R ah R s B
B, RBE | i R 8, SETR EIIREE X, ME
TSLH e ISSHIAS, BatE RIS
OB Jor,
i
6310 YN TSLAKIN : P E R B A R 1
B, FEE | smoon rrsiees | SOV SIGIER X, AR
TSLEFEE | yomr g IRSSTAS, BxHE RIS
o TR e s |
it i R,
6311 EAZ TSLAKNT : iR Sl AR Y E S | e 2 g SR 504
W, ABE N IR SR X, M
’ ARSI, TR )
TSLep F % meﬁxmﬁﬂgé— WESIIAS, BAEARISE
TR " oy
e N L S 3
UTCHM BRI R RS RN 2

s




H Y &% BT HEE
6312 BEAIS TSLESHIN : (EPRI G S A B
B, ABE o PR BRI fERE L, AR
’ NS B, A ’
TSLHs Itk Tﬂ$%im%ﬁ;£g KNS, BAHE RISk
KRR | "I
e C LRI S R AR
TSLipsi SUR—5 22X
A,
6304 Bl s TSLESHIN, fEAISBAEL: | fERmar B h AR S
B, {ETSLES | kb R AL, PG ShERITIfER: L, AR
PN BRING, Bt NS B
15, "I
6324 ﬁﬁ%ﬁ TSLEZHHT : - BRI E T RIS,
I, WA | comndoni SRR BRIt
MEHATE | mraTsuexm, afed | X KAMBEEIRE L,
R B . BERE HRNEE, K
- B SRR TTSL | B BRI TR
i U AL R
6328 Bl s TSLAKM, fEARSBUR | ERmia b isshE B
B, fEANS | REBEHN, SR, | #RSRIReE Y, &6
N IES MBS, A WA N
"I, BURIISE, BRI AR
SO S B A S IR,
6325 Bhs TSLERSBONREE, Bl | R AR R IR
B, (AR |ERRONHR RS, | R H R,
BEHIS | 32RO, 64RIRAK
BOPIRIERE | FRFRION, Rtk
®HEAY | R,
PRI,
RO
6318 TSLIRHINGR | RIS, A B2 T HER,
L
6329 RS Et,
TSLHSEAM
SR YRS,
6323 TSLHPZSEUR
Sk ORI,




AR £ JRIA i
6316 TSLH @M 2
Bk,
6314 TSLASZ
L TN
6301 BT TSLES:
SRR
Hio
BRfRpIAA A
26010 TR THE | HRE TR, A DU $R A TR,
PR
26001 BWANEN | PATIARRRAANE, A | fEREE ™ AR &
7 f#1E, fA1E. WURTETE, WHREIER
17, PORIEXMIA, A
Eifio
26002 BIASITIN G | WAPITIER, EAMT A | 6 GRS R
o M, QA R, 1TIA, &R/ RARERE
B, B%A, e
A7 L RE 21 TE
Bi, FEASMNIAEI TR
B, AT AEA N bEE
A E RS, ST
26006 JAPITIRNS | BAPITIER, WANE e G ERRARINE, &
BRTEAE | AR WANS ERA FAprotocolToRawDatafll
i protocolToRawDatafil rawDataToProtocollli55 2%
rawDataToProtocoliX 4l | T71E,
%5, WRPITIAALE, 2R
%jE:l':O




JRIA

i

AT IER, {HIRBIESH
AR, WA E 2
3}fiprotocolToRawDatafll
rawDataToProtocoliX /M
%. protocolToRawDatai&k
Mbyte[]%4H, rawDataToP
rotocol Z:RiRBIJSONXM A,
AERHAR M SR AT &
XPIRE X, RN SRIXA
B, ks HIRERE, SR
MGG TR, REINE R
REL AT IR, WX
TIRMIGE RAMALBE, VRES
BT & BRI,

FERER S AR A, AREEA
W%, IEREMASE, AR
PATHAIA I F 275 1R 435 A
AREFAEKR,

B &%
26007 IA A TINR
QT
AIER,
3.4 BEHFFAE

PR F- S 3R BE I T S A BN S5 . e R B A i SCRFOTANMRSS, RS TEFE G _LAEHIE
fF, IFRFEIF TR B HER R Ve, Vs BInTEERT IR, ASSCR MR TR Al B B IS T+ AR BE

i} 5 8
Hi PRI

[EPETHER I RERT, THIOR B /U S RFOTATHR IR S5 -

- AR EHSDK, 2% 14 0TAT 4
- QR ALIOS Things, 2% A0S Thingsg; & sgke

I
L. BEFpemE &kl ao

2. ek triadE > BT,

BeHH:

MPRBEE LIRSS, PIBAMF- SR ¢ RIS, B O RA ST IRE. E RIS
R I EIPE TR st i, AT A Z i EARHIEIE S il T ORHK, RS X
L, —AEPERBERB A e TEIESE G151,

3. FEREF R, B A

BEHA:

BT 0K S T2 n A 5004



https://github.com/alibaba/AliOS-Things/wiki/OTA-Tutorial
http://iot.console.aliyun.com/

4. fETMEEX ISR, MARBIMFEE, RAEEE,

& 3-4: SR

28 ik

[EPEA R BREBEWFBIR, PCRP S0 viE, B iRk, HAREMNR
ETT o KIEBRHIAA~32°74F,

[l PERR A S BABIERA S, DOHRECr R, B, A5, E PRI,
KEEFRBIN 1 ~6455F

JIOJE = dh EFESEFITE ™ fho

BHHIA {3 HMDS5HISHA 256,

AL ARREE S, SUER/ASRERIE1,000MB, {{3¢+5bin, tar, gz,
ZipIRINLAF,

5. (A[ik) HEMEHEHEE T ALOS Thingsihh, nlPAMERZ2THRYIRE,

LTS RUE IR E, BUEPER —FOT, BBETF. ERZeTHRhRE, Raummics

XHEIPFRIEIPF R R A TR e, BRIESHANOS Thingsis A ~cho

a) fEEFTHER, i TR,

b) TEXEHEY, FERF ™ S LK & TRt BT
BLETHRNRENTITI, Apdi N HITEH, EHA, HTREnREH.

6. TEFMFFIFD, Mg BRI L, SRR A A B LT E A,

BLIA:

- WEF B BYBMT-S )5, RER/D BB EPRETIRE, BAAR & TR

Ja, AREHLEIIS, Lal LB IREERE,



https://github.com/alibaba/AliOS-Things/wiki/OTA-Tutorial

- HEEGET VPR UERRSE, RBIFIRSER S MWREIEE N CRE, 55kt Rai R
Ko Mt NIRRT AR B R & TRy,

2019-01-0BRFLE | WERRFANIEES | SEYE

- —
S ik
T - A THREEL R,
- 2257 PSRRI R SR — MR 2E R, [UE 2R
SHEE RV, Z0FHETAE R D TP e A SR o
= WimA:
- {XAliOS Thingsi%#&mk3060, esp8266MAHlSZF5%5
FEIhkE,
- Za AN EREER/INAEE/N 20 KB,
FFARA S THOEBHED, JER Y5 FTE R INERRA S, &R A
BENFEFLIIEERRAS .
IR RIRA S G, MEHXEEEI R AR R 2 245 J R
{fEDeviceNamel) RhiiEWir,
DeviceName B T e AR 8 85
ZE5r WA FR TEPERR 2250 THR M2 R
= Wim:
TH i o2 IS 5L




28 Tk

VIS REPRE T O R teh, IEREFDIR RS, XRAVIA. 2MB. 64
KB. 32 KBMYFtH,

BeHA:
T M ZE NS5,

BeHH:
BERg HR BB P2 A -

- HERMOQTTHMHGE AR -GV, (ELI ] 2B EA; AR B
RIBAN, REEEHRAEETHGERAL

- HAtFE AT\ (WCOAPEREHTTPS) IR a bR riiErk, LRI n] DIz I T2 iE
A5 AELM, JoiiiBhmAl,

. BRSNS, SAdod BAHER TR, BESE, MR E A T gE AL,

BimA:
fLE T, EEAREF S RE,

IS0 0ERLE MR AT | BE
AT smn
HEATT BTFR

awEE

ANEIE B =
mEGE © 4% : WARR HE L, BEEEET | 1001002 fERnEEmee
DR * T
nEsE LhrEs BIFE S22RE
FEES AL *FHEEE
e e | 7 __ - EuE
sETE
EEAE . .- o - o
o v - s 2018/09/13 18:25:4 BT MD
B
LEEE doctest?
pa— -7 3; A

28 fifiid

TR C L TR R B A TR, U AT
PRAE,

- RSy BETHRL G R R TR RS SR Ok, S R
LTI T, T EETHRE R A . 25
PEAFRRIL KD




SH

fiiid

ST A S FHOEIRER, R4 50 5 R B i S iR A S, Teiis
FHRIIEPERRA
K5I i S THEIE SRR,
Bim:
TR RN SIS,
YIRS ST YIRS, BRI B, SERPURR IR
- RN
- 2MB
- 64 KB
- 32 KB
BehH:
THeRTT R NSNS BL
THERR NS - AT U RS A R M R 55
AT RS A B S T A, AT
SRR TR TRV SR, LT MR TR A R A R
TEIIVE 5
Tl - RURVERT T FHIK R R AR,
SRR RIS, EMLBILE I, R R
o UHEEE I,
WehH:
TR TR A 2%, BRI 2 3 TS TH
BRA S, WIRESRIE ST A S, WERIA A A
C KRR FHER SR PR R R X R B A
THERI ) $e A T T ],

- NI BEE SRR LRI T TR
- BT WBGETHRIN T, SFRHEE R T BANE TR,
MIYERE 255 #i~7 K,

BeHA:
TSRS MRS TR, SR TR,

BEEEN R TG, SN R A A S BRI
FHRIRE R . @R GER: XXXX-XX-XX XXIXX:XX) o




28 fiiid

THE R W R IA T B GERTHRR,  AEAT 2T E AT R, wlik:

- AHIK

- BRI

- 105 P e EIR
- 305 PEEI
- DM
o 24/ IR

THe i LRI EL EEETHRRWUG, w2 HIAJLR, niE:
- 1R
- 2R
- 5%

IR
e
AZE TR AR TR,
© R CIEPRETIR . PIMEI IR B THRRIE IR TR GER : xxxx-xx-
XX XXIXX:XX) o
- BERESEENTHRIRET, SorneE .
- ENTHEREE], FHRESES), RENEERIRE, S MBS R,
- Ao B REIASOERIE LSO,
- TRy AR BRI B o
o THRIRI: AR IRTHER IR B w5 e THB R PR 1 5
PR R ] BRI B 2 TR R -
- HBREARGTHR LR, BRHEET RN, SARKRM, W PASF R e E— IR AR
G, HHRZERA,
- RO R B R R BRI, R RIBEERE TR, W PAZEIA R T
WA 3 A1

PTG, REnl DL EIPE TR O RIRRA A L%, IERERAA ™ b, BB BEERA AR

A

IO

- WA S : %™ A B R & EEE DL, JROREIS A e mEfF A AR AR S,
REFF)EN “HAl”



- EPERRAS G bR 3™ A B I ERRAS o B O
- BeAIE: T PITH B IR R E PR T A,

3.5 EAc &
VML GRS, EHZEAERE, nEAHEEREFRPEEFIZTNE R, fERiafes
MRFNRASE. MESEEAERG R
IE ot gaa
- BEVIDMEG S B IR ERSS . WRATE, SRPPMEANEG, ks
gk > et E, AEndiIriEiRgs.
- BERIMSDKE S SZHRHERACEARSS . T B 7 SDK Y Y FEATURE_SERVICE_OTA_
ENABLED = y, SDKIHZII1inkkit_cota_initREIMGLERALE (Config Over The
Air, COTA) ,

iEiZECE PR

MEHRT, FEREREEHRSNICEES, WUMRENRSGESE. MESH, AHRIKS, @
WHOLT, R E 7 NER S AR, R, XRIKEERRA R4 T, 3
H#R G shWia T ASERE T, N 7RO LR, Pt F- it vigieic B E R shag, &
e L B TS T R AT 1 5w A B LA SE

PR F- SRR R B RE, KR :

IR/ RAEREACE

- AEERGREINCE S, JFEBRA,
- HEREHEIESE R,

- Bea B AR E R E S R

T FEAC B AR E R



10 P IT e = ik S A ¥ topic

20 et s s 2, SR RTRY [isys/S{productKey)'S [deviceName}ithing/config/push} H

3 e e R s

31 EhifEER R E R

é!

{/sys/S{productKey Vs {deviceName)/thing/config/push}

4 fE TR, TEELE k(S 2w Fitopic
{/sys/S{productKey V'S [deviceName)/thing/config/get_reply}

5 id# R R M ER

{/sys/S{productKey Vs [deviceName)/thing/config/ig et}

5.1 EHi A {E R

{/sys/S{productKey V'S [deviceName)/thing/config/get_reply}

EFERCERBOT = or:

© TERRICE SR ARV T- S S IR ICE S B
- HERACESIF : BAEVIDMF- il SR R AR B S R AV, BaHG, BSARHBALE
14:0
- B ENERACEGE RSB R0TERHIIACE S, FEETER
iiZECER(FRAE

IERERCEMH I MR, — MR AR EAE R A B, — R B 2 ahiE R E LS
o HUEAREIARE, @R B Rt X,

Ykt mImiEIANC EAE B A B i
FEVIBPE- G 6, T —r & SR B st RIS AL B S F

1. %45 Bk, IFTRIHEXACE S B M Topic /sys/${productKey}/${deviceName}/thing/
config/push,



2. PRI SRl Gh, SR E ST,
a. TRPIBMF- SRR, IERREAaE > IRl

b. &7, FOFZERACEIFR,

mEREneT @)

TERTL
BEAT
aEwE
s
= mEAE
saEs
0 o PemEE
- RS
FERS
wEEs

e T
=
ITEEANREMEEVI (JSONER) | SALEREESER  TRENRAsH, NEsHSITiEns | BInESfmraEnTiSnEsries

[% Bi:

< RATFRE IR E IR, AT DAgmEIL RS R
- PR PR, BRORGEATIZ™ Wi AC B Y RE
< PPEECEEUE T W PR B, BT, ASSCRAERESH G A A B A XA E L

o
c. HihigwiH, RREACEBR PRI, S5 SR TSONFE B &S B

ifEEE

EERSREITT @

T

AT
BEEE
5 2=
EEESHT
IEHE
FERS
RFERE
TERES
SEISE

ER test1228

b T =
SRR SRSV (JSONER ) . SRILIEIREREER . WRSHNRASE. RESHSHTIERS | BINEERTRSsTHELTREFNER

@ loT FE3TH
E= s =

=00

Config" s OO0t

H

B
Een
mEmE

e

Ej Bim:



- JEFERCE S NJSONS S, PIMF- SN AL RN AR AR ER, HRGESM RN
B TJSONM AR, R DHE AT ERCE 57
- BCESFRR SR04 KB, gwHEA ks SEi Bom S s HR/D, @85d 64KBHIAC B
B4/ HER
d. S RACEGEG, AdORE, EREXACE S F, Beanl Bahid R EPnzacE s
B

BT =
PR o | lest1228
TREA]
REEE
5= EERE nEEREtsTT @
EHESTT [} IDT%M?;%&%@EEE# (JSONER,) . BRILIEETAREREEE  MREiREsl, RASHSHOLERE  BUiEEIReThEIEEIEE .,
MBS ST

DI

. EERFIRRERES ? RERINFIEABHERNEZ L I
FEES EEEE AR TSRS | SEhal RS, LERTEANKB (_HFRE4KB )
RFREE

2 "SetNatConfig": "XOO0X"
R 303 A
EEES
BEERS
EEE

piie ==y

PN Ao

3. Bt RHEAACEAF, AR, WP 6 200%™ M PRI Bt R XN B L
{38

it RENE, GIRARSGHMARAERE, RREEERIE BREEEERIEE, /%
Az PRACES T,

BT mERE
| test1228

HEA]
aeEm
FIE [ nERE nEmEteTT @
BBt 0 o] FEEs TR AstES ESETRERE , BUEET AT R EE ,
L EEITRRE REsAN T TR TR TR E S
e

) I IESEEE T, REEE e
FERS EEEE 1335T : 201812128 1512 HEHEAMKB ( _LFR64KB )

j HstConfig": 000 rEaE

TERE
e EEl -

=B

EEs

B

P O NERSES VI Bk MoREEE

= am:




- R EEHREE . — /DR R E IR
© UEREHRSFILHERHELEW, KA MINERACE IR, RAERACEG, RIFEIL
P R, JF HARAR B8 Eahif R,
4. Besdvmt z0m PARIIBCER R, H3EHimlE.,

HRMEBRACE SFRRA |

AL EEOA G BL SRR BB 5%, iR A X PG, E—IRIECERAE R
TR fERRA IR FI b, REnl IR A i A B N, 7588,

IEERE

PR ;| test1228

HRRLE TEESTETT @

@ loT FAHIREMAEMESTH (JSONERL) . SALIETAREREER . TRENEREL. MEsSSHTIERs  BEIlEEMTEERTHEREErNEE | HRREEsE

=1

RERFICR

ST

RGER, KERZRANRENS. FAGRE R, SIHERAR PR E SR X
vh, ZTDAGERISSINT, AR T

EERE

m : | test1228

iSRS

RERSCETT @

@ 0T FETSImES A EESE ( JSONER)

D e T el T —

FR#E - 2018/12/28 15:32:37

2018/12/28 15:31:26

SSETEAYIMKB ( _LIRE4KB )

EEERE 23T 201312028 154720 it
. "temperature™: 12
! "temperature”: 60 ¥
X
QUEEEES I, BEat AR
BERFICR
&S R4 EHETE =i
01 2018/12/28 15:32:37




g B AR ARG R
iR, RHETREEERICEFEE, i S EH TIgAACE |

Be#umiT B Topic /sys/${productKey}/${deviceName}/thing/config/get_reply,
TEVIEE- Gl G o RIS E. PR BRIE S Wiy s g e R B B E R R
P& P BB 1 nkki t_invoke_cota_get_confi gl iZfEnt &il k.

Befgiljd Topic /sys/${productKey}/${deviceName} /thing/config/get A& iR
B E S B

FBEIRA R RG, 2R MERRNL B R E s &,

6. V&N PTENRIE B cota_callbackd, ACPRHEFEACE & IIECE 1T,

b=

@



4 5zt

4.1 #E¥%
Bl BL R ) B S TMQTT. CoAPHIHTTPHMUN LS, HAMIRIHIL, i GB/T
26875.3-2011, Modbus, JT808FH RN, TERFEGR N, AR nIRETCIL ELHAR N PIIR M
Fho M, BTEMEHIZILPNXSDK, POEMERFHEIRSS, ERRESOES SRR I &
AR ) S T 3

ARZ55e44

ZALHH I SDK 2B BTG NHIHESE, I DR 5 Bl B ik - 5 3 AT e SO S AR R R 55
552G R EI R :

44

]
.;,

EfiServer ((BEENSHHEESE)

P .
ol BEENE e

L ERETEE CEPEEPE L R

ERHE
AL SDK i 1) H b3z 5 4 -

© T IS EAE e BEPFRRE, Ve Joik ER R AV T- 5
- B PRI, RN B H AT 5 A S




- B SRR SS A%
AV MF-5,

(Server) ZRMICHEEML, BHBAEMEBBHMPIINGRT, Kk

- R EHERA RIS 88, H i H A e BE

TEIEE

ZAE X SDKAER MM Server K& 5P & AT IEERES

FLRli DR :

- SRR RO E PRSI B BERE )
- R RS EPIRE T

- Hefit AT HE)
- REMTEERET
HEBTDIREM T :

- RTINS B R BIRE D) .

- BRI
BRI

PR LR TR

441 ik

4+ R EL YIRS 5 e, I TCIh LA TP T 6 P SR B A
&5 RmEfE,

Wit Server BB ARS8, ZRSS IR e I S B aridfE, (EHZ e
WSDK 5k MF- 615,

JEUEBRY B S M Server 2 ME R E RPN, ZILHFLSDKA DL
B BB SCRISEBI,

JEUE S D bR IRAT Bt S Server i R R BGEE I ME—bRIRFT. ZALPHILSDKIZH
S8, Moriginalldentity R RGN,

BT EVRPF S AR, RENREIEHER, 2
fiProductKey. DeviceName. DeviceSecret, fifIiZ{bbriitiznst
T, AFEULBreRe% s L MR EZ LWL SDK X fldevices.
conf, HMINFEIZERGE SRR Foriginalldentty Mt 2iaiE
BiEE.

WA E1S TEVRP - SIEM I B 05, RIS S IEBER, S
ProductKey. DeviceName. DeviceSecret, FIF1EZ5bRIHMIT &
i




P 5 JP6R [ 4 2L

FRMIBE
™ i 5 B A
TEVRI - Edl G, U™ WA, TS Way g m A o 2 S0 5 ol i o
IR B A IE s B, EIZIL VM SDKACER, FaAlE M a ik B15 R,

Ej Bi:

W A REFOUE &, 2w DAGE AT R B A IOUE T35 0 AR PR 345 L
AL EIZIL P SDK

Hifi, R BtJavaifis izl SDK, HFJDK 1.8 A LA,
ZALPM I SDKEC BT, 52 Wkt i 580 F o

REIMRS

EIFRFEBIEIRSS, W AR ZECSRISLB SRS, PARIERTY 75k 8 S A
b5 el LR RIA IS, DURUE ] 585 3R 5,

DT HARRSHECSHB], L&inftmi:

Bl EEMIEnR & H &% SDK

HEHEETEHER B PO i

4.2 BHAE
W ZALHMXSDK, JEHrHRIRSS, EHBan HZAR 2P, SPBRMEaiEE. A
ABUIREEIZ/E MY SDK, Kl b RN E L MTEIERERE

PR 1R HZ (L W SDK Demofft 2%, Vil iz v ppiy SDK Demo GitHubyp &%
AEE
FEHIZAL MU SDK, Mk 5 PBM- - SRR R T :

SCRSMA : 20190606 v


https://github.com/aliyun/alibabacloud-iot-bridge-core-demo

RFiE T 35 Se rver Zfelisdk MR

T
|
1: FHRIREL |

1.1: M application.conf EEFEHFERER

1.2: fME C i

N

M FiTCallback

nes
a4

———1

|
|
3: iR b I
g | [
3.1: doOnline I I
P> |
3.1.1: M devices.conf {#HNig & = miEER I
|
. |
3.1.2: @SESRES I
>
T 1 |
I I
I 4 iR R FITEE |
4.1: doPublish
gl 411 AEWRRRE LTS
g
5 SR TR & TIHE

i ; 5.1: Bl Fi7Callback
5.1.10 Mg FINE =l HrCalibac

———q———————l

BEARIFIR
#kBJava SDKIFRIAEE, FHEMIZL P SDK I H Maven i,

<dependency>
<groupId>com.aliyun.openservices</groupIld>
<artifactId>iot-as-bridge-sdk-core</artifactId>
<version>2.0.1</version>

</dependency>
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TR/ BridgeBootstraptfZIpl, FHiMHbootstrapliit, ZILPHISDKHIUHL LI
SERIG, BEMIBHER, JRM AP & LRI RE,
HEAh, WIBMEWRbootstrap /ikIMIFEINY, A2 ILHMYSDKIEM—
ADownlinkChannelHandler i, FIFHM AN FTiHE,
(7N

BridgeBootstrap bridgeBootstrap = new BridgeBootstrap();
bridgeBootstrap.bootstrap(new DownlinkChannelHandler () {

@Override

public boolean pushToDevice(Session session, String topic, bytel[]
payload) {



}

//get message from cloud

String content

new String(bytes);

log.info("Get DownLink message, session:{}, {}, {}", session,
topic, content);

return true;

@Override
public boolean broadcast(String topic, byte[] payload) {

}
1)

return false;
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# Server endpoint


https://help.aliyun.com/document_detail/40654.html
https://help.aliyun.com/document_detail/40654.html

http2Endpoint = "https://altN70BmTcd.iot-as-http2.cn-shanghai.aliyuncs
.com:443"
authEndpoint = "https://iot-auth.cn-shanghai.aliyuncs.com/auth/bridge"

# Gateway device info, productKey & deviceName & deviceSecret
productKey = ${bridge-ProductKey-in-Iot-Plaform}

deviceName = ${bridge-DeviceName-in-Iot-Plaform}

deviceSecret = ${bridge-DeviceSecret-in-Iot-Plaform}

REINEH 4
MCE A gk

AL SDK I B 8 L2tk :

[ **

* BERIAIE

* @param newSession ¥fFSessionfgh, FITEIARIRSIFIXASessionfEis bk
* @param originalldentity &&BRIGEIIIRIRAF

* @return

*/
public boolean doOnline(Session newSession, String originalldentity);

Beir LRy, FE ESession, FMTHEMPAR, 2fUSessionMJAZMIN, Session & kEaH
JRAE R O PR IRAT By, DA PRI i B TR A 5 5

BAh, Sessiontidfi —AnliEffichannel B, Bl Ln] DARSRIARSEINEREG R thal, &
IR Server @ 2 T Netty # iy, X Ha] D7 KIEHOY M channel X4, HE FTRYN
feesn] BLEL % M Session ikt channei#{7#{E, channelMEHEREZObject, ZILHHXSDK
Az channel BHEMUE MR, Btn] AREERIZR, fEchannel 7T & HIDCRIME

Beas EEARIY R :

UplinkChannelHandler uplinkHandler = new UplinkChannelHandler();

//Bl@Session
Object channel = new Object();
Session session = Session.newInstance(originalldentity, channel);

/1 ¥ee B2k

boolean success = uplinkHandler.doOnline(session, originalldentity);
if (success) {

/] g RERY), MIBHEZIES b s R
} else {

/1 Bewg BERI, PR n] DUBAR RSB s S TR, T

(L (S At g1 R SN

BCE B DR 46 B Or AR IR AT RN & A5 BRI C R, BUMERBCESFT K, BRAMJava LRy
ERINGEIR SR 12 (—Rtsrc/main/resources/) Fiidevices.confHiEBCE Xk, %
AHZFFHOCON (JSONBEE) . ZILPMUSDK#E M typesafe. confi @it B 214,


https://github.com/lightbend/config/blob/master/HOCON.md

B UEE B A E S AR

${device-originalldentity} {
productKey : ${device-ProductKey-in-Iot-Plaform}
deviceName : ${device-DeviceName-in-Iot-Platform}
deviceSecret : ${device-DeviceSceret-in-Iot-Platform}

}

S8 Py e BeHH

productKey 2 B g i ProductKey,

deviceName o B DeviceName,

deviceSecret b B DeviceSecret,
WERIEEITEIE

ZIE WX SDK ¥ & L Bz :

[ *x*
RREVE ATIE, SR i
@param originalldentity PEg5EUESHrnineT
@param protocolMsg fF&IXIHE (fETopic, HEME, QosFHER)
@param timeout NI, SA{iE)
/@return IR IS TR PN 5 A2 I8 )

*

boolean doPublish(String originalldentity, ProtocolMessage protocolMsg
, int timeout);

[ *x*

* R BATIR, BB )

* @param originalldentity B&BRIGEIFRINGT

* @param protocolMsg FERIEHE (BFTopic, HEM, QosTHEE)

* @return PG PR CompletableFuture, JERH APt future

*/

CompletableFuture<ProtocolMessage> doPublishAsync(String originalld
entity,

b e S

>*

ProtocolMessage
protocolMsg) ;

2T ARG R -

Deviceldentity deviceldentity =
ConfigFactory.getDeviceConfigManager () .getDeviceIdentity(
originalldentity);
ProtocolMessage protocolMessage = new ProtocolMessage();
protocolMessage.setPayload("Hello world".getBytes());
protocolMessage.setQos(0);
protocolMessage.setTopic(String.format("/%s/%s/update",
deviceldentity.getProductKey(), deviceldentity.getDeviceName
)));

WAGE 2355

int timeoutSeconds = 3;

boolean success = uplLinkHandler.doPublish(originalIdentity, protocolMe
ssage, timeoutSeconds);

/1 58 K%



upLinkHandler.doPublishAsync(originalIdentity, protocolMessage);

PR FT RS IR S

MHFEV Hbootstrap/itaily, MIIZILWMXSDKIEM ¥ DownlinkChannelHandler, X6 MT
HERIEHE, ZAPXSDKEEZ M ADownlinkChannelHandlerJpushToDevice ik, RIBA
fEpushToDeviceH AL E M LB R TIHE

Bim:
pushToDeviceli IR AZBFERIZH, KNI MTHERINER, QRGN REI0Z
M, Az MTH R EE g KRR A 1 e, RSB,

WEZNE

private static ExecutorService executorService = new ThreadPool
Executor(
Runtime.getRuntime() .availableProcessors(),
Runtime.getRuntime().availableProcessors() * 2,
60, TimeUnit.SECONDS,
new LinkedBlockingQueue<>(1000),
new ThreadFactoryBuilder () .setDaemon(true).setNameFormat("bridge-
downlink-handle-%d") .build(),
new ThreadPoolExecutor.AbortPolicy());
public static void main(String args[]) {
//Use application.conf & devices.conf by default
bridgeBootstrap = new BridgeBootstrap();
bridgeBootstrap.bootstrap(new DownlinkChannelHandler () {
@Override
public boolean pushToDevice(Session session, String topic,
byte[] payload) {
//get message from cloud
//get downlink message from cloud
executorService.submit(() -> handleDownLinkMessage(session
, topic, payload));
return true;
}

@Override

public boolean broadcast(String s, byte[] bytes) {
return false;

}

1)
}

private static void handleDownlLinkMessage(Session session, String
topic, byte[] payload) {

String content = new String(payload);

log.info("Get DownLink message, session:{}, topic:{}, content:
{}", session, topic, content);

Object channel = session.getChannel();

String originalldentity = session.getOriginalldentity();

//for example, you can send the message to device via channel, it
depends on you specific server implementation



2 Bl
Session Session g B fEdoOnline ML %R, I PAHRIX 53 FTiHE
R REMABERI,
topic TMTHEBR Topic,
payload — SRR AT R R AR,
RETH
Bef PR NIRRT L :

- PN v Z BIRDEREWOT, WA R 2 A 206 L.
- PR iz IR B PERITH R

WA LA as PERIITEIN :

[ *x*

* AW LRI L
* @param originalldentity EBIEFRINEF

* @return ZE&RY) ik

*/

boolean doOffline(String originalldentity);

LU ZEN R

upLinkHandler.doOffline(originalldentity);

4.3 #HFRE
AT B P SDKI— L BT RE AL, B8 FoE SORCE P e, BB GIEPIRrI
&, WHIZEPXSDKHEE R EE ik 1 EfUs e, b,

BHEXEEER
ERATEOLT, PISRRTAC B SO & UE TSR G RECE S, BB MEE BRI E K fF 4 (O
Midapplication.confRlldevices.conf) Wi, ZILPHSDKERL 7 H e AL E S
fie)), BREELEMHbootstrap/iiiZii, P CconfigFactory. init)iik, BHEXHCE X
RO, thn] PAE @& SIS B4 11,

i AL AR «

//Define config
//You can specify the location path of config files
//or you can create an instance and implement the corresponding

interface
//Config.init() must be called before bridgeBootstrap.bootstrap()



ConfigFactory.init(
ConfigFactory.getBridgeConfigManager ("application-self-define.conf

b
selfDefineDeviceConfigManager) ;
bridgeBootstrap.bootstrap();

private static DeviceConfigManager selfDefineDeviceConfigManager = new
DeviceConfigManager () {
@Override
public Deviceldentity getDeviceldentity(String originalldentity) {
//Suppose you dynamically get deviceInfo in other ways
return devicesMap.get(originalldentity);

}

@Override

public String getOriginalIdentity(String productKey, String
deviceName) {

//you can ignore this
return null;

}
}s

S eI M &
ST LA RIS o LARE W, AR — A PIBRIR S deE e A R R R 15 25 15 B
DRERL, 0] ARCEPIHE R X Fapplication. confalaSGIEMIN g, BHAERLE

X, B NS BproductKeyflpopClientProfile, ZALBFXSDKEVEHPILMF- &1
XAPL, PUIRSSBSMACHBMEVE M5 0%, Bt —A M.

BeHA:

- SRS QIEMIG B 75T, DRZEGECE S, PRARS S sep m 3

- PIBECE SR, QERCEEE TPIRREER, AmhSERS, DCEACE S
deviceNameflldeviceSecretftE %, HpopClientprofilefifalLE T 2NN
T, ZEhXSDKA 2RI E G APL,  DUIR S5 88 MACHINEE R % 25 2 Frah 2 a1 g 5%
o WRLATMACHMEC L ANEE Bedy, WIS ERRAEHXA RN .

- WAER RN A E DI, AR A PR AN B H e A LA LI, BN ER
AAMPC HRIARER, SRESEYaTLEMACHYET N I, FFR s &5 SRl B
devices. con A B& 5 MG CIK, BIAETRIARTBHEH LT IH TIAR s, DA%
T B,

& 4-2: BESHIA

E 2 b B

productKey v PR i ProductKey,




SH

pot
o
(3
E

Wi

http2Endpoint

Pt

HTTP2M MR 55 1k, PR Z0miaid HTTP2EMY
NI KIEREIE, HTTP2RGHRSSHBEIIES I ${
productKey}.iot-as-http2.${RegionId}.

aliyuncs.com:443,

LS {productKey } T8 WA DI T 7™
fJProductKey.

LS {RegionId} i RN 55 A T HL bk AR

. Regionld ML)k, WS WERSE M ysfimg
I X XA

an, HERFL&ERproductKey alabcabcel23, il h
i, WHTTP2M ARSI/ alabcabc123. jot-

as—-http2.cn-shanghai.aliyuncs.com:443,

authEndpoint

Pl

B MIEMRSS bk,  Besr i NUENRSS k&5 f M https

://iot-auth.${RegionId}.aliyuncs.com/auth/
bridge.

Hrp, Z2H S {RegionId}FE R EERINRSS P fEHbIRAX
i, Regionld 55753k, 5 WM S% P A
i X XA

an, b0l B, WRAMENRSSHUIESZ https://dot-

auth.cn-shanghai.aliyuncs.com/auth/bridge

o

popClientP
rofile

P

ACEIESE, AL SDKRE A B A0 s 1 3 ah
QPR

HIESHECE W F & popClientProfile,



https://help.aliyun.com/document_detail/40654.html
https://help.aliyun.com/document_detail/40654.html
https://help.aliyun.com/document_detail/40654.html
https://help.aliyun.com/document_detail/40654.html

% 4-3: popClientProfile

SH

RE LW

Tk

accessKey

Pt

R =K S i AccessKey ID,

SRR A G, AdErksS kg, EA
AccessKeyE#ih, fli#sk#&HHAccessKey,

accessSecret

I

R A S AccessKey Secret,

name

P

Fr SR PR B 5 P - F- £ Ik 55 st B
productKeylHAfRRI™ kbl g R iz,

WIS RIETTHE, TES WEMZE Dy oy x XX

region

I

T OV PG B 25 RPN - 5 iR 55 HBIRID, )
productKey {7 s A b,

eIk FIname,

product

Pl

PR, HECEN Iot,

endpoint

Pt

PR E HBERAPIRYS stk W ROHEES M . ot

${RegionId}.aliyuncs.com,

Hrp, ZH S {RegionId}HE R EERINRSS P fE bR
M. Regionld WFI&)51L, WS WERSE M ysifimg
X Sk

an_E#Y s endpoint B: diot.cn-shanghai.

aliyuncs.com,

SR PI BE Al ER ] :

# Server endpoint
http2Endpoint = "https://${YourProductKey}.iot-as-http2.cn-shanghai.
aliyuncs.com:443"
authEndpoint = "https://iot-auth.cn-shanghai.aliyuncs.com/auth/bridge"

# Gateway device info
# You can also specify productKey only, and dynamic register
deviceName & deviceSecret in runtime

= ${YourProductKey}

productKey

# If you dynamic register gateway device using your mac address, you

have to specify 'popClientProfile'

# otherwise you can +ignore it

popClientProfile = {
accessKey = ${YourAliyunAccessKey}
accessSecret = ${YourAliyunAccessSecret}

name =

cn-shanghai



https://help.aliyun.com/document_detail/40654.html
https://help.aliyun.com/document_detail/40654.html
https://help.aliyun.com/document_detail/40654.html

region = cn-shanghai
product = Tot
endpoint = iot.cn-shanghai.aliyuncs.com

}

ARYIREERIE iRz O

J YT, WD BB, ZIPFYSDKh E IR B FIRE D, wRRETE BiREn
reportProperty, Ff E#EIfireEventHIEHikt i lupdateDeviceTag, ¥#n[
PAIE I TX 2452 L1 m) Pk T 5 _ AR B R

R L RGN :

- W reportPropertyffireEvent LIRIBPEFHEAERG, BETICALYm: ML & B & W&
JE 7 S TR TR D REE LA N, & SUBMTEREIE, W2 W ekt

- WMupdateDeviceTagfill MiRIBEEIRE, WMAECELEYIRMTE Gl & B &N NI B
PEREGE, @07 %65, WEHRSIE (value) ; #5PEAEMNIFREE, WHHESRSS,

R AR :

TslUplinkHandler tslUplinkHandler = new TslUplinkHandler () ;

//report property

//Property 'testProp' is defined in IoT Platform Web Console

String requestId = String.valueOf(random.nextInt(1000));
tslUplinkHandler.reportProperty(requestId, originalldentity, "testProp
", random.nextInt(100));

//fire event

//Event 'testEvent' is defined in IoT Platform Web Console

requestId = String.valueOf(random.nextInt(1000));

HashMap<String, Object> params = new HashMap<String, Object>();
params.put("testEventParam", 123);
tslUplinkHandler.fireEvent(originalldentity, "testEvent", ThingEvent
Types.INFO, params);

//update device tag

//'testDeviceTag' is a tag key defined in IoT Platform Web Console
requestId = String.valueOf(random.nextInt(1000));
tslUplinkHandler.updateDeviceTag(requestId, originalldentity, "
testDeviceTag", String.valueOf(random.nextInt(1000)));

PLERBrh, SR S8

2 WL

requestld WRIHEAID,

originalldentity 4 giNER R g ig TNTAV A

testProp JEtEidentifier, ARBIRAGIRSME : VBRI GHHE b
FEEE LIIRERY, € LT —Avidentifier testProplEft, ASRBIR
58 Lk gt testProp A,



http://iot.console.aliyun.com/

SH

Bim

random.nextInt(100)

EiREMEE, B IHEREUE R UEENE X, TEA R
b, ffiflrandom.nextInt (100) Z&REUMNF100/ 2 IEREHLIE.

testEvent

HEidentifier, ASRBINFTEEFMR : EBMEAEEGIE 5~
NE SUGER), 2 X Y —Avidentifier MtestEvent3ift:, ARH
S0 L3 testEvent,

ThingEventTypes.INFO

HHFAR, ThingEventTypesBBFREMHRA, INFOFRRFHR
RIBUENINFO (B8

ARG : DM SR & L SCHFtestEvent
i, EFERFEFREDNER (BIINFO)

params S8 BRI SBidentifier. BUERE, BUENERI
Bt LCFEENE o ARpirh, BRI Sidentifier2
testEventParam, Z%ti/2123,

testDeviceTag Bewhndit (key) , StringR%Y, AR htestDeviceTag, 5k

BREERIIN, WHE B A AR S IR TR B, TS Wy b
L LD

String.valueOf(random
.nextInt(1000))

b3l (value) , String¥%, AR, HString.
valueOf (random.nextInt (1000))FRBUEA—4/NF1000M)
BEAUE, SEhER, TERIBR SRS ER R RIZE. HS
W igy b SO




5 RRPC

5.1 +4A2RRPC
MQTTHFUZEEE T PUB/SUBHI A EIEEIN, AN TR 55 i m] 20 421 158 2 A& [l 45 R X 0 5%
VIG5 25 FMQTTHMIHIRE ¥ — & RAMARA RSP, TR EMQTT B B vl SZBRIH
BifE. PIRPEGREEAPTZ RS N, B X SR EE AN PUBIH A,  IRS5 vt
FIAPI, BIWJ[RI53RELBE A Ui IR S R
AIREE
- RRPC: Revert-RPC, RPC (Remote Procedure Call) RHZ/ /MRS R, HPOARHR
BV RRZEARINY, BIRGEREE RIS, RRPCWIA] DA B b R 55 Ui R e &5 i I RE RS i 15 7%
Vil L B RE
- RRPC#RIHE: R PGV R IRITHE,
- RRPC IR R : Bl E 4 ZmiiHE e
- RRPC iHEId: ZuihERRRPCHE AR RIME—HHRid,
- RRPC iTBdTopic: B#35iT BEIRRPCH M £iEN Topic, &4 BT,

RRPC[RIE

1. VIS WEDE B PRSI RRPCIE, TR —&RRPCIHRMNEA R, WA HF
B NBHE, Topic HPIBMER & X Topic, Hh&HME—HRRPCHRID,

2. BHEWE FMTHEE, 1 ETopicks X (& Zhizum FRME—WRRPCIHEID) MK —
FRRPCIINIE R 20, Zimbeit TopicPIHEEID, MZAiRRPCIERFHEILAE L, &
Ja R P IR SS 2%

3. WERVARINBERATELR, AP RS AR M B8 BRI WS B A3 151G 1688 I I i)
W (G MERRPCHININE, ZIMEZH RS Sk iR,

Topici&z{

AFTopicks X pEH 75 A,

- RYiTopictEM 752 Wz 4 Topic,

- BE X Topicfi 7715 W ¢ ¢ Topic.



5.2 &4tTopic

RRPCX ¥ RGiTopic5 amilifs, HMXTopicflFProductKeyfiDeviceName,
A4 Topic

RRPCIHHIN RS Topickd T :

- RRPCifiRiHETopic: /sys/${YourProductKey}/${YourDeviceName}/rrpc/request/${
messageld}

- RRPCHiIRH B Topic: /sys/${YourProductKey}/${YourDeviceName}/rrpc/response/${
messageld}

- RRPCiJ B Topic: /sys/${YourProductKey}/${YourDeviceName}/rrpc/request/+

Hrp, ${YourProductKey}fil${YourDeviceName} 2 &% = cdlfa 2, ${messageld 2z
e R IMIE— M RRPCIH R id,

RRPC#EA
1. =t A TAE
JVARIRRPCIMAPI, BB ZIMSDK, VAN IS WRRPC,
PAfdifiJava SDKORHI, T 3 :

RRpcRequest request = new RRpcRequest();

request.setProductKey ("testProductKey");

request.setDeviceName ("testDeviceName") ;
request.setRequestBase64Byte (Base64.getEncoder () .encodeToString("
hello world"));

request.setTimeout (3000);

RRpcResponse response = client.getAcsResponse(request);

2. JRIRRPCHM Topic,

RHIBIRRPCIE R TopicZ )G, TEMIERRPCIERTopiclkgsX, & MmIXE R IFIRRPCIIMN
Topicif&.

MEN¥ TopicH (/sys/${YourProductKey}/${YourDeviceName}/rrpc/request/${
messageld}) #Htilimessageld, RGP NMATRRPCIIN TopicHItER, Kiks A,

5.3 HRE X Topic
RRPCXHAH HE X Topic5 muimidfs, HH ETopicH i 1 52 i HE XM Topic,
BE X Topic

RRPCIAHI EE XL Topickd (R :



- RRPCiERiH B Topic: /ext/rrpc/${messageld}/${topic}
- RRPCWiIMH B Topic: /ext/rrpc/${messageld}/${topic}
- RRPCiTTopic: /ext/rrpc/+/${topic}

Hrh${messageld} e Z5 AL RIME—MRRPCIEId, ${topicH2# E % X Topic,
RRPCiZEA
1. Z=BHEN.
JAHIRRPCIJAPL, IR ZMSDK, PRI %18 WRRPC,
DA Java SDK I, VM7=

RRpcRequest request = new RRpcRequest();

request.setProductKey ("testProductKey") ;

request.setDeviceName ("testDeviceName") ;
request.setRequestBase64Byte(Base64.getEncoder () .encodeToString("
hello world"));
request.setTopic("/testProductKey/testDeviceName/get");//WREHTE X

Topici I3, TEIXHALIEHE XTopic
request.setTimeout (3000);
RRpcResponse response = client.getAcsResponse(request);

5 A& X Topick A, ZFEMLERJava SDK (aliyun-java-sdk-iot) FiiAs46.0.0 52 LA
ERA,

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>
<version>6.0.0</version>
</dependency>
2. BEREImE A
Mzt MR B A TopicMRRPCIH Al i 2 Bl st sy, B b eI TMQTT
CONNECTHHX BN, fEclientldiiillext=12%, MQTTEANSEMQTT-TCP%:{:#
frie

Bilan, JEoRZER clientld oy :

mgttClientId: clientId+"|securemode=3,signmethod=hmacshal,timestamp=
132323232|"

mzmext=12%05, 1LiEficlientid?:

mgttClientId: clientId+"|securemode=3,signmethod=hmacshal,timestamp=
132323232,ext=1|"

BiIA:



A3 0.2 M RRPCE A E % Y topicly skt
- AIE RN TopicZBA N
- BRREconnectf &% T ext=12%

3. [ RRPCIiM Topic,

RRPCif R Topicfimi i Topicki @ —FE, AFZHRMmessageld, E#Z1%iE RTopiclEh
Wil TopicHIm,



6 BERTF

6.1 igERFHR
VIR F- 3R e 25 5E v OhRE, W TR BRSIAES, B ELn, nDIERIRM ARIES; W
510 P o2 E T R )| A P o
B2 4 JSON b, M Tl ss LIRS, MARFNEIREER.
A ESA HRA AR T, B UEEMQTTIREUNE Bk #i FoRE IR, &R
DU RS g e, WnfDLRBRSFR S 1
MRS
- Bl PSR, BRI LR
TP ARE, Beaii® b Pek. MR & i BRI i B s IRAIE R, Bead
£, KRR HINE, MR BB SGERRY), MR ICIRIEM AR R,
FER B35 T LRI B s il IS, — BRIk R, B SNSRI S5 1
PRI AR R B RIS, TR RSN, ARER LSRG,
- BiR2: 2P RINERIRI AR
UERVEEMEERE, RN RN HINE, Bead i EHURTF RN 20X,  BIAEN R
002 RN, VAR EBIREN AR, Teik A RZ RN DL,

MBI, R AREEFEPIRESREE IR, STMHAREHREHEE IR
Bt IR, RInIIRMGBSE s iR, (SN R e M 25 IR IR
- 3 Beshgk
- BREMISARE, SBOREME ETL, BHRPRISHEIE AT, RamE, He
Tk PIb RIS
W B QoS=18# 258, HR % 5 M TS Mmi R ek, —BAEN.
W EBEE PO, MR R RTE S, TRLPIN MBI A e &R b, ik
PRERHIER, RIS IFHREI B 2 BT,
- BREESER, IRPRIERM. B BN, B OREE AR M B, fR
R A SPATIEIHE 2
EESEMRER
D, ARREY FER, W& riRE.



PP IR

L S pE Gl o

2. WA > B,

3. MM BB I AELHL, MR VER DL,
4. MY T

VU R B BRI IR,

RN SEEE > RS

maqtt_basic01
HREENIT]

WJISWISWIWI EE alfd P34 =5 T R

REEE
A RERES TopicdlE  kEHT BEERS
=&
B’E

REEF

S

2019/03/19 01:02:52

EUEIES

5. Yl B T, £ “desired” #4r, WHAWPPAREIRE,
B R, WHSE 45 +ISONEiRo
BEREERN, By FORANRIRE, &I B Topic HEARHIIAIRE,
BRI, B RANENRE, B h%h, BN,
FBRAPI

PFHUR B T GetDeviceShadow

HHER ¥ UpdateDeviceShadow

6.2 I & 7 FJSONIFHE
ARG 6 6 FITSONRE R #7718,

Bt FJSON LR - :

{
"state": {
"desired": {
"color": "RED",
"sequence": [
IIREDII ’
"GREEN",



http://iot.console.aliyun.com/

"BLUE"

]
T
"reported": {
"color": "GREEN"
}
1,

"metadata": {
"desired": {
"color": {
"timestamp": 1469564492
I

"sequence": {
"timestamp": 1469564492

}
1,
"reported": {
"color": {
"timestamp": 1469564492
}
+

¥,
"timestamp": 1469564492,
"version": 1

}
JSONJE AR, 4N R#5 6-1: JSONJg b33 TR

% 6-1: JSONE 4% A

JE filiid

desired B IR, DUENBEE PO RA BUNIRESR, A& desiredi
i
PRI des rediBor S AR, EHHMNIRE, milkdEiEhs
23458

reported BRI, &P Ereportedff 3 E A BWE, s HEHIRE,

PLRITRE e Rl POE I SRS S U, IR &I,

JSON RS AL S reportedifsr, BEf reportedilfsr i

SRR BRI SIS T

FERA B2 1 JSON SR,
metadata LHPEHBERIRSSRG, B TS B3 EHimetadatalii,

B RSRCBUR MG B 125 DA Epoch INRIZFRI A B PRI T,

timestamp T2 SCRSI) Fopt S BN ),




JE filiid

version R P EEERiRA S, R&EY F2REFRPEversionfi@ERTY
HifRA S
PR T LA S, WEHREY T, HversionfH BRI RINR
A, 2 M SARAE R T
GSECENG, MASSIEN, T HCRELE SR SR B A
versionZ ¥ hlong®, Wik S8E Y, A PAFEEAN - LIRS H
HHMo,

BEW:

BT TR AL, BB a2 BT, AREREHTRBE S,

HHTRE B ER :

- PIERIRAS:

{

"reported" :

-

"reported" :

- mANRE:

{

"reported" :

{ "colors" : ["RED", "GREEN", "BLUE"™ ] }

{ "colors" : ["RED"] }

{ "colors" : ["RED"] }

6.3 IR &R F IR
A TR TopicilH (IR, ISRMERE: Rear LHUMRASSEIAH T, MR HHIR
&, WA BT LR BRI TR, RIRERIRIMRRRE A PR,

&R FTopic

PRI & A B E LT B Topic, FIFIRBETE:, 0] AEEAERA],




- /shadow/update/S$S{YourProductKey}/S{YourDeviceName}

BN R A H S St Topic, YIS EZ TopichiHETG, RHH SRR B
FEFE T,
- /shadow/get/${YourProductKey}/S{YourDeviceName}

B PRSI % Topic, BT Topic KBURHTH R
ER R
PURTE i, DIEASERKTIRBE A 0, BIIIBERE. B8 1 DAY I FEIT Z MIIafs

B, P iProductKeyi2al PbxxxxWEX; B#fFiDeviceNamestlightbulb, ##PA
QoS=1%AiHERITFIMA B &% ¥ Topic,

I EVHEIORER 7 A B 1l BIRIRS. MOHRE SR & IR, B EARIGE 7
7, M EEERE R

—. REFFE LIRS
Ve ELky, Fah EIiGSIRERE 1, MARY 23RBS IS
WAEE

S OIREEE IR TR

“ 0 ’
B HRESTIEE vaemmessiis (Y
\‘ i’ ) o]

La) BT RRRFFIR 5528

ST NS TSONIS 2 AL R B

1. %4Tifulightbul bk MRY, {#if Topic /shadow/update/alPbRCFQWTX/1ightbulb ik
PIRERE T

RIERIJSONTHE X :

{
"method": "update",

"state": {
"reported": {
"color": "red"
}
)

"version": 1



}

&® 6-2: LIRSEIHEA

28 Bim
method TR BRI PRI 1 R B 1 I R R,

MPUTEPRER, method TR, ¥EHE Mupdate,

state FORBRRIBREFE TREER.
reported NAHTE, IRAE BRI HEHRNE % Freportedif
5}0

version FoRBRRE FRETE RPRIRAE R

TR TR

He.

2. MV PRI LIRS, BRI R 7SO,

{

}

3. W XF G, By rRBREERAEE (KT |, BIAIRHERIRAIT MK Topic /

"state": {
"reported": {
"color": "red"
}
I
"metadata": {
"reported": {
"color": {
"timestamp": 1469564492
}
}
1,
"timestamp": 1469564492,
"version": 1

shadow/get/alPbRCFQWFX/lightbulbHi,

- AERRY), KiXFNETopicrhHIHE N :

{
"method": "reply",
"payload": {
"status'": "success",
"version": 1
Iy

"timestamp": 1469564576

A LSHRART LRTRA R, & A JBRWPORFIRINER, JFERR

Yversionh- 10, B TSR RNIER, IFEBERE FRRA T B




}
- AEHIRI, KiXFNETopicrhHIHE N :

{
"method": "reply",
"payload": {
"status": "error",
"content": {
"errorcode": "${errorcode}",
"errormessage": "S${errormessagel}"
}
I
"timestamp": 1469564576
}

& 6-3: HRiRIGIHEA

errorCode errorMessage

400 AIEWIRIJSON#

401 % FJSONibmethodfs &

402 % ¥JSONik/bstate 7Bt

403 ¥ FJSON version 25y

404 ¥ TJSONE b reported Bt

405 ¥ TJSON reported @t B =
406 FJSON method 2 IERUNI 15i%:
407 W N

408 W freported)g AN E0EE 1284
409 WA D

500 R 55 i Ak B

—. ERAREFRZIRERS

FEHFER PARMBIRESR R 7, R PR PRA B, Bariiny v iHika, Jfk
AR SR 1

R :



“ 1 ¥
D) rerErauns T AN
e /
e o RIS
SRR REYT "l
S5 7 N TSONS L RIS BE

1. MR LIRS Topic /shadow/update/alPbRCFQWEX/lightbulb/Hy, HRE ML

W&

{
"method": "update",
"state": {
"desired": {
"color": "green"
}
1,
"version": 2
}

2. B FHMEIEHER, BT SN

{
"state": {
"reported": {
"color": "red"
1,
"desired": {
"color": "green"
}
T
"metadata": {
"reported": {
"color": {
"timestamp": 1469564492
}
1,
"desired": {
"color": {
"timestamp": 1469564576
}
}
1,
"timestamp": 1469564576,
"version": 2
}

3. B rEHEIG, RIXIRMEE RS Topic/shadow/get/alPbRCFQWFX/1ightbulbHi,
ALY SEISRAIPT - 8- R

{

"method": "control",
"payload": {
"status": "success",



"state": {
"reported": {

"color": "red"
1,
"desired": {
"color": "green"
}
1,

"metadata": {
"reported": {
"color": {
"timestamp": 1469564492

}

1)

"desired": {
"color": {

"timestamp": 1469564576

+

}

}
1,

"version": 2,
"timestamp": 1469564576
}

4. RIMBERATIEL, JFHITH T Topic/shadow/get/alPbRCFQWFX/lightbulb, FiLAZIX
R,
BeERERIG, HIEER P desi redME, FkTii050 02 kot

KT EHreIRS G, EikERrIRES2IBM -5,

"method": "update",

"state": {
"reported": {
"color": "green"
}
),

"version": 3

}

BiHH:
NS N R I, Hn] DOEREASE R,
5. EHRE LiRIE,
- B & R ETopic/shadow/update/alPbRCFQWTX / 1ightbulbHif=*desired)&
T HEWR:

{
"method": "update",
"state": {
"desired": "null"
I

"version'": 4



}
- WER TR, SRR SO

{
"state": {
"reported": {
"color": "green"
}

I
"metadata": {
"reported": {
"color": {
"timestamp": 1469564577

}
I
"desired": {
"timestamp": 1469564576
+
1,

"version'": 4

}
=, REEMRBEFARR
AN R RISTELN, BaHLk, WamR LEUG, REIRIEEY ¥ A,
HirErE

BELREAEES

T OIERFEIERE

fRinER Egg

RET RrFIARFFIR 528
HTNEISONEE R FIHIRE

1. X1 F8h &% A RiEE S Topic/shadow/update/alPbRCFQWEX/1ightbulbHy, FREXBE
W ORE R TR A

{
"method": "get"

}
2. HRHEFINENXFTN RN, RiXEFIAES| Topic/shadow/get/alPbRCFQWTX/
Lightbulb, ATifELIT B TopicREURHIAE, HENEWR:

"method": "reply",

"payload": {
"status'": "success",
"state": {

"reported": {



}

"color": "red"
1,
"desired": {
"color": "green"
}
1,
"metadata": {
"reported": {
"color": {
"timestamp": 1469564492

}
T
"desired": {
"color": {
"timestamp": 1469564492
}

}
}
s

"version": 2,
"timestamp": 1469564576

M. REEMEREFEY
HRFIMCEREHINE, Bainn] A RIEES, MERE &Y Fr RN RETEIRE,

Hirek

BE IR E S

ST OE MRS R
BEW @
R T
MEREE hilflkRs TS

K%L FHEFITopic/shadow/update/a1PbRCFQWFX /14 ghtbulbH,

Hd, methodHdelete, BIERIMEINUTL,

- MBRRE 7t — Ik

{

"method": "delete",
"state": {
"reported": {
"color": "null",
"temperature": "null"

}
),

"version": 1

MAEFRSES



}
- MBRR v iR T -

{

"method": "delete",
"state": {
"reported": "null"

I

"version": 1



7 NTPERS

PR F- SR ENTPIRSS, MROHMRANBRRBTIRZM, REMLENTPIRSS, i kAR HE
i,

[RIETER

VIS SENTPIMURE, 3 2R INTPRS 2% BRI RIE— AR E Topicsh 2,
payload i ERIEM ], N payload i b Z i WA XM ), BEaniiE
MG, HEEHCOARSERE, 9834 Rm, IR RS 2R w22, i
15tk 2 RS Rl

BeHH:
RGNS 2RISR 25, A RBaENTPRSS T RIE,

A, RANBEA LG EA RN T, TLSEES AR IN MR RIS, ik
NTPHRSS R, BOMBER B 65 2 AR BRI

BNRE
iRkTopic: /ext/ntp/${YourProductKey}/${YourDeviceName}/request

ML Topic: /ext/ntp/${YourProductKey}/${YourDeviceName}/response

BiHA:
ProductKeyfliDeviceNamesg B UE 1509 —#8 7, wI DAMNFEEl & 3RE
1. B miTBl/ext/ntp/${YourProductKey}/${YourDeviceName}/ responseTopic,

2. B /ext/ntp/${YourProductKey}/${YourDeviceName}/requestTopickix—%%
HE, payload il s YniiI Mg, AR, REWT:

"deviceSendTime":"100"

BiHA:
N RIEE R, X FFLongRiIString,
3. BAImEISSmm R R, payload P EA R ERE:

"deviceSendTime":"100",
"serverRecvTime":"1010",
"serverSendTime":"1015",



}

4. Vet 5 G AR SR unix il

B IR S5 it mlid  ${deviceRecvTime}, W& LRSI : (${

serverRecvTime} + S${serverSendTime} + ${deviceRecvTime} - ${deviceSend

Time}) / 2
fERTBG
e ss ERJ2100, ARSI RIE1000, BEMGERJE10, ARSSUmMIBIEIR XL TS5,
BEEF Vi ] R 55 i )

Ve RI% 100 (deviceSendTime) 1000

MR 55 e 110 1010 (serverRecvTime)
R 55 i A2 3% 115 1015 (serverSendTime)
BEs I 125 (deviceRecvTime) 1025

T8 25 i T SR A Y ERIN R DA (1010 + 1015 +125-100) /2 =1025,

5z SR AR EE S, GEREESRH 25wz b nmE, HEEE 211015, 56 BRI EA—

ARERERER AR Z




8IKS5FR

AR Alo TR GRS, BERIIRIE,

8.1 EAMEBEREMSERITH S

B LR S BA K S P RIR 5 SRR, IF Hal ABSOKSER.
EREKSER loT &£H&

SERIRT R R 0K S B S ME &, BB ESERIAINE, BERBOS I & B RAE1

SE IR,

1. Vil gaf v = o

2. pliEhla.

3. TEH B BRI SR T SR

Bim:
A S BN, WAL I 2 A BRI ET, RS BRI iR,
4. fERElEh, ™S IRSS, DU ST B 2 SRS SR
5. ERVBMT-6, JFRGRREPBIT-6r 4, APPSR,

Bl

REIE A THEYIRI - 555, kPR & R SRR, RSl IR ]
P @ PIEk G S5 .
ANPGRS, T DT SR, AR, UNE PR R,

EAEKS QIEAIEES
FOM K S BATKS I 2R, BSHERSHORB™ Ei e 2R, R, HRZERBULhA
Vil R R A, 2R R A0S S Y B SRt 2R, ROZIEI Vi Ml RAM @il
TS, A TIKER T RHEMVIMRBR, RS A 5 o B 5 A @5 -5 Vi i B .
ARFIRS VIR RATTIE, HS R pape ™ g s O

8.2 RAMIZARNEIE
AT R SR T £ 5 AP


https://www.aliyun.com/

8.2.1 RAM #1 STS 48
RAM Al STS SRl Z S B RIAS IASE, 11 RAM RI STS IOV, 5 Wi pgril= 5t 251
Sehe
RAM [ BT BRI B RGOBIL, B RAM, O3, SETIKS, JHBLs 7k
TR, e 70 B YRR AU,

STS @A %45k (Token) WEBRS, MMHAFIKS (RAM M) SRV MBRE
B, @I STS SR5emOoH I FH - 5 2L

b

=2A
H)

22
I'Za

RAM Fil STS R —ME DRSSPI EA RS LW S AccessKey BTG T, @4zl it
AVill, BR—HEKSH AccessKey #iittEs, SHRMRIZEZNE: RIGIEKS AccessKey
AN HEERREZIKS P TIEIR, SEEEE RS,

RAM # it — R IV BRI RIDLE], JEd el 7 Iks, JHZT FIKSHMABRR, RA
FIFRBUR AR R, TS AccessKey tAREEE, B ik St @ A S E R 2RI
fHRIE, —BE T, FIkSKINAERL

T RAM 288 KBEEHIPLRI, STS $RAL 2 —FlEi Vi M4, I STS, RIS
1) AccessKey fll Token, uJEA¥IlT AccessKey fil Token K&, K5 MIAH R B8
U5, M\ STS FREUAARR 232 B ™ e PR, JF BRAIN IR, R,  BIVEE RS i 2
O, AN

R RORB, WS Wi o
BEAER
fdi ] RAM I STS ¥ 52 DA REEAHE & :

- FUKS: £ RAM £l Eh, SIEMAP, SAHPHI—ATIKS, QN SREERIE, ]
NS LIRS AccessKey, GG, TR FIKSHECEBMABIR, Rk, ol
TR, IS ] AR B JERPEURAT R, o] DABEA i — A~ LA SRS ALY
PERIEEH,

- fifs (Role) : FoRIERMIRIEDIRIE RIS, (RBAA BN SR AccessKey, Tk
Sl G, Brshan, FIkSHa B A iR,

- fZBGRIE (Policy) : FISKE SUBUBRECHEM, LN sevr vk S P ek 5 A SELe vt ik,

- % (Resource) : RETFIKEHF ViR AV, HRMFAREMHITAR Instance, HA4
Instance & 54 Instance R4 Table %,


https://help.aliyun.com/product/28625.html
https://help.aliyun.com/product/28625.html

TS AT RO NSO R, W, EAEARINMAERRL, EXERMORR
o Fl— NMEARIFZREIEARK MG, PR M QR A RA QRBR, Mol
BIFARRERSAE, AP Vg a2 5 R A e B ERESds. JFH, Mt
nJ AR A AR P R

fERRG

ik B 2K S 1 AccessKey it Bz 53 & 2 MES, R HEZMKSEMEMEH RAM 012 7
TS, sldadas AR B, 358 A Rl B 2SN AccessKey, A #ilEUAR, B #ilf5H
PR, EPEGIN] PAREIE RAM #2561 & BUH 75 H P I BUR .,

BUERD AR, F B FA IG5 PP S CTOBUR . IXMIE DT, AREE#R
A1y AccessKey EZINE, MPIZHE—MAE C, FHHIXN MO T R G R
R, HIFHE, HiiMt CIEEIRERMEN. BOIFAAEN Nt C i) AccessKey, fift C1X
&Y i IR 4% FURURR I AL S

TV STS ) AssumeRole #2111, RIS 8 RIGIZA, 2 STS iR
h, RoleArn WHF MM C Y Arn, WIRIHARY), STS ZIRMEIENT AccessKeyld.,
AccessKeySecretfil SecurityToken {ER i FEUE GEUERS IR W], fEJHH AssumeRole )
FORPEE) o FRXANEUERATRZVIRRIH P, AP ST BARTS Vi R P55 1 5 1 IR IR A
B

71t RAM #1 STS NEAX AE #?

£ RAM HI STS MIBESAIE R EEERE 2, HIXR N 1K S92 2 PERBRI I R 35 MEmihirE
Ko 5 Tk

Rk smmtsIr, FRRN FRPITERER A RREAIRE SIRIUSEA 2 I, QR
TR PR, e/ SRR, (B2 SERs BRI ERE R R — R BUR, B2 58] DA
GEEMA A XA ETIRABERE R, )5, Q4 n] DEHEIX M A R 7k
o WP TEEEARIEE, #in] b gia BRI M SRS BRIRHRFBL, IR
n] DARER SRR SR P BRI e O XUBS: . i HL, @i s €, wl DURE A COBUREZ 7 KAt 7, s
JifE v orEIE

STS X BRI HIE MR TG, AHEHREPRFREBEABIHS, H2, ARG E KA R
ViklSEUE, WAl ARGEH RAM FIKSAEPIIGRE, mEHEER STS.

RN REYIh, BN RAM f1 STS M arMEER RG], GRERE T RES
RAM Fil STS HRESTENE, WS U APl 532 #RAM#FI APl 5332 #STS# .


https://help.aliyun.com/document_detail/28672.html
https://help.aliyun.com/document_detail/28756.html

8.2.2 BEXIR
RIBSHES R AIE R, febF (Allow) s Hiffs (Deny) AT SESEEIRHGTHEEIRIF,

PR A SRR, B SOBUBR,  HITE B E SURZBGRIGINGE SRR, 76 RAM #5il8, R
WAL, PAdHTEIPURIG I 4R Q8 1 SURZPURIG. B F R SUBURIBIN, e
2SR,
FZBHURIE 2 JSON MU 747, RESEL RS
- Action: FoRERBUNIERE, ToT BfEiliot: Fk, @ XITAUREI, 1525 WA SR,
rAction & X,
- Effect : FoRiZHIRAE, HUH: Allow. Deny,
* Resource : VKM G HATEA SRR AL, THEHS *,
- Condition : FRERUGRMF, TRAEER, S WA H Condition & X,
Action EEX
Actionig API 4 FE, TERIE ToT RZBURIEN, A Action Big#i hiot:, A Action PX
WS, FHEH, IFHERDESHERTT. ToT AP AR5, 52 WIoT APl g imust o
T4 — 2R Action &SRB,
- 2 SCRA AP
"Action": "djot:CreateProduct"
© EXEZAAPL
"Action": [

"jot:UpdateProduct",
"jot:QueryProduct"

- B S PA HiE APL,
{
"Version": "1",
"Statement": [
{
"Action": [

"jot:Queryx",
"jot:Listx",
"jot:Getx",
"jot:BatchGetx",
"jot:Checkx"
1,
"Resource'": "x",
"Effect": "Allow"
Ty
{
"Action": [
"rds:DescribeDBInstances",



I
{

"rds:DescribeDatabases",
"rds:DescribeAccounts",
"rds:DescribeDBInstanceNetInfo"

]

"éesource”: "xM

"Effect": "Allow"

"Action": "ram:ListRoles",
"Resource'": "x",
"Effect": "Allow"

"Action": [
"mns:ListTopic",
"mns:GetTopicRef"

]

”éesource": kM

"Effect": "Allow"

"Action": [
"dhs:ListProject",
"dhs:GetProject",
"dhs:ListTopic",
"dhs:GetTopic"

1éesource": "x!

"Effect": "Allow"

"Action": [
"ots:ListInstance",
"ots:GetInstance",
"ots:ListTable",
"ots:DescribeTable"

1§esource": "k

"Effect": "Allow"

"Action": [
"ons:0nsRegionList",
"ons:0nsInstanceInServicelList",
"ons:0OnsTopiclList",
"ons:0nsTopicGet"

1§esource": "x

"Effect": "Allow"

"Action'": [
"hitsdb:DescribeRegions",
"hitsdb:DescribeHiTSDBInstancelList",
"hitsdb:DescribeHiTSDBInstance"

1éesource": kM,

"Effect": "Allow"

"Action": [
"fc:ListServices",
"fc:GetService",
"fc:GetFunction",



"fc:ListFunctions"
1§esource": x
"Effect": "Allow"

I
{

"Action": [
"log:ListShards",
"log:ListLogStores",
"log:ListProject"

1éesource": "x!

"Effect": "Allow"

}s
{

"Action": [
"cms:QueryMetricList"

1§esource": kM

"Effect": "Allow"

}

]
}

- EXFHPE APL
{

"Version": "1",
"Statement": [
{
"Action": "dqot:x",
"Resource": "x",
"Effect": "Allow"

¥s

"Action'": [
"rds:DescribeDBInstances",
"rds:DescribeDatabases",
"rds:DescribeAccounts",
"rds:DescribeDBInstanceNetInfo",
"rds:ModifySecurityIps"

]

"éesource”: "xM

"Effect": "Allow"

"Action": "ram:ListRoles",
"Resource": "x",
"Effect": "Allow"

"Action'": [
"mns:ListTopic",
"mns:GetTopicRef"

I]'Iiesource": kM,

"Effect": "Allow"

3,
{

"Action": [
"dhs:ListProject",
"dhs:ListTopic",
"dhs:GetProject",



I

"dhs:GetTopic"
]
”ﬁesource": x
"Effect": "Allow"

"Action": [
"ots:ListInstance",
"ots:ListTable",
"ots:DescribeTable",
"ots:GetInstance"

1§esource”: "xM

"Effect": "Allow"

"Action'": [
"ons:0nsRegionList",
"ons:0nsInstanceInServicelist",
"ons:0nsTopiclList",
"ons:0nsTopicGet"

I]'F’Qesource": xM,

"Effect": "Allow"

"Action": [
"hitsdb:DescribeRegions",
"hitsdb:DescribeHiTSDBInstancelist",
"hitsdb:DescribeHiTSDBInstance",
"hitsdb:ModifyHiTSDBInstanceSecurityIplList"

1éesource": kM,

"Effect": "Allow"

"Action": [
"fc:ListServices",
"fc:GetService",
"fc:GetFunction",
"fc:ListFunctions"

1§esource": kM

"Effect": "Allow"

"Action": [
"log:ListShards",
"log:ListLogStores",
"log:ListProject"

1éesource": "x!

"Effect": "Allow"

"Action": "ram:PassRole",
"Resource": "x",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"acs:Service": "dot.aliyuncs.com"
}
}



"Action": [
"cms:QueryMetricList"

1§esource”: "xM
"Effect": "Allow"
}
]
}

Condition X

Hili RAM fZBURIESZ R Vil 1P BRI, 2@l HTTPS ik, 2&ilid MFA (ZRFRIME) Vi
Wl Vil R EREE 2 ARG, PRSP APT XS0 RX A AF,

Vil TP BRI

Vil n] ARSI ToT B35 1P Hbhik, I HSZRAIEMBORITIENE, DU RIS RO
il

- BRI TP HBBER TP PIEE, BN, S #ei TP Hbsikh 10.101.168.111 5% 10.101.169.111/24
P BT SR i Wl

{
"Statement": [
{

"Effect": "Allow",

"Action": "dot:x",

"Resource": "x",

"Condition": {

"IpAddress": {
"acs:SourceIp": [

"10.101.168.111",
"10.101.169.111/24"

]
}
}
}
1,
"Version": 1"

}
- FREIZAS 1P dbhk, fan, Hseir IP Hehkoh 10.101.168.111 A1 10.101.169.111 BYiE K i),

{
"Statement": [
{
"Effect": "Allow",
"Action": "qot:x",
"Resource'": "x",
"Condition": {
"IpAddress": {
"acs:SourceIp": [
"10.101.168.111",
"10.101.169.111"
]
}
}



}
1,
"Version'": 1"
}
HTTPS Vi [l Bl
Vi el CARRIE & idid HTTPS Wil

Al R AGEE HTTPS 3R Vi,

"Statement": [

{
"Effect": "Allow",
"Action": "dqot:x",
"Resource'": "x",
"Condition": {
"Bool": {
"acs:SecureTransport": "true"
}
}
}
1,
"Version": "1"
}
MFA ¥j ] B

ViRl n] PR /558d MFA (ZRIZRINIE) Vill, MFAViFEN TRl 685, AP
) JC 7 MFARS,

Al BRI EE MFA 3R i,

{
"Statement": [
{
"Effect": "Allow",
"Action": "dot:x",
"Resource": "x",
"Condition": {
"Bool": {
"acs:MFAPresent ": "true"
h
}
+
1,
"Version": "1"
h
Vi ] s ) B

ViRl e PARRBE SR AV R, - B Sevr s B AR e 5 I 1 s B Z BT T R
Bl PRl BAEAE SRR 2019 48 1 A 1 SERZAiVil, ZJEWAREYM.

{
"Statement": [



"Effect": "Allow",
"Action": "dot:x",
"Resource": "x",
"Condition": {
"DatelLessThan": {
"acs:CurrentTime": "2019-01-01T00:00:00+08:00"
}

}
}
1,

"Version": "1"

}
HEFRTR

55 YL EX Action, Resource fil Condition [ X, FHi/r43—2 MR 37 BRI BGRIG E
SRNETT %o
FEVF Vi T BRI - )

g & XVil 1P Mt} 10.101.168.111/24 MBI F il ToT AR, HESRHEELE 2019-
01-01 00:00:00 ZAijii M@ HTTPS Vil

{
"Statement": [

{
"Effect": "Allow",
"Action": "dot:x",
"Resource'": "x",
"Condition": {
"IpAddress": {
"acs:SourceIp": [
"10.101.168.111/24"
]
I
"DatelLessThan": {
"acs:CurrentTime": "2019-01-01TO0:00:00+08:00"
+

"’ool": {
"acs:SecureTransport": "true"
}

}
}
1,

"Version": "1"

}
RAE i MR EZBCR IR
Byst: E4aii 1P Hihikk 10.101.169.111 WX ToT $ATHR1E,

{
"Statement": [

"Effect": "Deny",

"Action": [
"jot:Queryx*",
"jot:Listx",



"jot:Getx",

"jot:BatchGetx"

1éesource": "x
"Condition": {
"IpAddress": {
"acs:SourceIp": [
"10.101.169.111"
]
h
}
+
10ersion”: mn

}

BRI BIE RS, EViFfEH RAM £, M Erm, KeprRz e rksmr. %
FHZAUN 7K S P sl PO AR e A, QIR IR SASBURIERBD, S W pnkay;

il

8.2.3 loT API 1S ERgT R

T SIZRURME, MRAMA P52 7 BAR S A PTG B,
MRAMH P EAUIRIETTIE, WS W% YRR.

RPN T- 5 APT 447K,

PR E R PIK Y

BHECTZBURIER, S8 Action Knfi%

fEL
IoT API RAM EbUE (Action) |¥EIE ( [#O BEWH
Resource
)
CreateProduct iot:CreateProduct * B o
UpdateProduct iot:UpdateProduct * BB o
QueryProduct iot:QueryProduct * il s R
QueryProductList iot:QueryProductList |* il AR,
DeleteProduct iot:DeleteProduct * TR it
CreateProductTags |iot:CreateProductTags |* B bR,
UpdateProductTags |iot:UpdateProductTags |* B bR
DeleteProductTags |iot:DeleteProductTags |* TR A br 3
ListProductTags iot:ListProductTags * AW bR
ListProductByTags |iot:ListProductByTags |* AR b3 22 0™ i
RegisterDevice iot:RegisterDevice * 1ER)yas




IoT API RAM #2805k (Action) [ (| OB
Resource
)
QueryDevice iot:QueryDevice * A WHEE i PRI B 5
%o
DeleteDevice iot:DeleteDevice * THIBR B 25
QueryPageByApplyld |iot:QueryPageB * A RTEM B R,
yApplyld
BatchGetDeviceState |iot:BatchGetDe * LRI IR,
viceState
BatchRegis iot:BatchRegis * HEEApplylditt w555
terDeviceW terDeviceWithApplyld
ithApplyld
BatchRegisterDevice |iot:BatchRegis * fLEEMEE (BEPLE R
terDevice %) .
QueryBatch iot:QueryBatch * AR A B
RegisterDeviceStatus | RegisterDeviceStatus M&iR,
BatchCheck iot:BatchCheck * it A L AR,
DeviceNames DeviceNames
QueryDeviceStatistic |iot:QueryDevic * IREE S G5
s eStatistics
QueryDevic iot:QueryDevic * AR 25 F A b s B
eEventData eEventData
QueryDevic iot:QueryDevic * AR A IR 55 T 5% D B Y
eServiceData eServiceData #io
SetDeviceProperty |iot:SetDeviceProperty |* BEE B IETE,
SetDevicesProperty |iot:SetDevicesProperty |* R BB AR,
InvokeThingService |iot:InvokeThingService |* VA B IRSS o
InvokeThingsService |iot:InvokeThin * HEs A B AR SS
gsService
QueryDevic iot:QueryDevic * EBR AR TEIRE,
ePropertyStatus ePropertyStatus
QueryDeviceDetail  |iot:QueryDeviceDetail |* BTN,
DisableThing iot:DisableThing * LAiiN o S

EnableThing

iot:EnableThing

R B B IR HAR A




IoT API RAM #2805k (Action) [ (| OB
Resource
)

GetThingTopo iot:GetThingTopo * HRBFMIN R,
RemoveThingTopo  |iot:RemoveThingTopo |* BERE TN LR,
NotifyAddThingTopo |iot:NotifyAddT * A= B AT X R

hingTopo
QueryDevic iot:QueryDevic * AREU L 55 19 s P s B i
ePropertyData ePropertyData
QueryDevic iot:QueryDevic * LR A WIEE R AR Lk
ePropertiesData ePropertiesData B,
GetGateway iot:GetGateway * RS HEER 7 R 25 15 B AN
BySubDevice BySubDevice LRI BE # 1 R
SaveDeviceProp iot:SaveDeviceProp * MR R BB
QueryDeviceProp iot:QueryDeviceProp  |* AR E RIS,
DeleteDeviceProp iot:DeleteDeviceProp  |* THIBRBE B bR
QueryDeviceByTags |iot:QueryDeviceByTags |* TRYE PR A M L 75
CreateDeviceGroup |iot:CreateDeviceGroup |* B,
UpdateDeviceGroup |iot:UpdateDeviceGroup |* i rdfE R,
DeleteDeviceGroup |iot:DeleteDeviceGroup |* TR 534
BatchAddDe iot:BatchAddDe * o,
viceGroupRelations |viceGroupRelations
BatchDelet iot:BatchDelet * FBess NI e bER,
eDeviceGro eDeviceGroupRelations
upRelations
QueryDevic iot:QueryDevic * AT EN,
eGrouplInfo eGrouplInfo
QueryDevic iot:QueryDevic * EHifrdHIK,
eGroupList eGroupList
SetDeviceGroupTags |iot:SetDeviceG * AR 7 bR %

roupTags
QueryDevic iot:QueryDevic * il bRESIR,
eGroupTagList eGroupTagList
QueryDevic iot:QueryDevic * A e B e 57 4151

eGroupByDevice

eGroupByDevice
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QueryDevic iot:QueryDevic * A PRI AR,
eListByDeviceGroup |eListByDeviceGroup
QuerySuper iot:QuerySuper * Y8 75 HID&E W R 4l
DeviceGroup DeviceGroup B
QueryDevic iot:QueryDevic * FyEbR B A W 25 54l
eGroupByTags eGroupByTags
StartRule iot:StartRule * JE SRR,
StopRule iot:StopRule * ERm,
ListRule iot:ListRule * AR,
GetRule iot:GetRule * A RRNTEN
CreateRule iot:CreateRule * BRI,
UpdateRule iot:UpdateRule * ESORN,
DeleteRule iot:DeleteRule * JHIERFRR I,
CreateRuleAction iot:CreateRuleAction  |* RN RS 4277 15
UpdateRuleAction iot:UpdateRuleAction | * BN B E 42 T 15
DeleteRuleAction iot:DeleteRuleAction  |* BRI b RS R 5 Tk
GetRuleAction iot:GetRuleAction * A RN P B & 7T iR
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ListRuleActions iot:ListRuleActions * ARBURN b Bk 5% % 75 151
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Pub iot:Pub * RAHE,
PubBroadcast iot:PubBroadcast * M B T FEE ™ ) #iTopic
IR A B SR TH R
RRpc iot:RRpc * RIXTH B G B I B #5Mi)
L,
CreateProductTopic |iot:CreateProductTopic |* ™ i Topick,
DeleteProductTopic |iot:DeleteProductTopic |* THIER™ dh TopicHk,
QueryProductTopic |iot:QueryProductTopic |* A= fhTopicFi#,
UpdateProductTopic |iot:UpdateProd * BB hTopick,

uctTopic
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CreateTopi iot:CreateTopi * Wit Topiclhl AT S %
cRouteTable cRouteTable o
DeleteTopi iot:DeleteTopi * MR Topicks KX R,
cRouteTable cRouteTable
QueryTopic iot:QueryTopic * A HFRE Topici] B IR
ReverseRouteTable |ReverseRouteTable Topic,
QueryTopic iot:QueryTopic * A fEE Topicil B EM
RouteTable RouteTable H#rTopic.
GetDeviceShadow iot:GetDeviceShadow | * HRAIEFE R,
UpdateDeviceShadow | iot:UpdateDevi * BRI 5 R,
ceShadow
SetDeviceD iot:SetDeviceD * AR Ve a it B E IR e 1
esiredProperty esiredProperty (£
QueryDevic iot:QueryDevic * FRE B R R PR
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BatchUpdat iot:BatchUpdat * It TR A AR
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DeleteDeviceFile iot:DeleteDeviceFile * THBRHEE Be & AL Z Pk 1
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"Version":"1",
"Statement": [

"Action": [
"rds:DescribeDBInstances",
"rds:DescribeDatabases",
"rds:DescribeAccounts",
"rds:DescribeDBInstanceNetInfo"

aéesource":”*",

"Effect":"Allow"

"Action":"ram:ListRoles",
"Effect":"Allow",
"Resource" :"x"

"Action": [
"mns:ListTopic"
1,

"Resource":"x",
"Effect":"Allow"

"Action": [
"dhs:ListProject",
"dhs:ListTopic",
"dhs:GetTopic"

1éesource":"*",

"Effect":"Allow"

"Action": [
"ots:ListInstance",
"ots:ListTable",
"ots:DescribeTable"

aéesource":"*",

"Effect":"Allow"

"Action": [
"log:ListShards",
"log:ListLogStores",
"log:ListProject"

aéesource":"*",

"Effect":"Allow"

"Effect":"Allow",
"Action": [
"jot:Query*",
"jot:Listx",
"jot:Getx",
"jot:BatchGetx"
1,

"Resource":"x"



IZBURMENZA 1B : ToT SRS AR,

"Version":"1",
"Statement": [

"Action": [
"rds:DescribeDBInstances",
"rds:DescribeDatabases",
"rds:DescribeAccounts",
"rds:DescribeDBInstanceNetInfo"

aﬁesource":"*",

"Effect":"Allow"

JE,
"Action":"ram:ListRoles",
"Effect":"Allow",
"Resource" :"x"

Ty

{

"Action": [
"mns:ListTopic"

1éesource":”*",

"Effect":"Allow"

s

{

"Action": [
"dhs:ListProject",
"dhs:ListTopic",
"dhs:GetTopic"

aﬁesource":"*",

"Effect":"Allow"

Ty

{

"Action": [
"ots:ListInstance",
"ots:ListTable",
"ots:DescribeTable"

léesource":"*",

"Effect":"Allow"

3,

{

"Action": [
"log:ListShards",
"log:ListLogStores",
"log:ListProject"

aﬁesource":”*",

"Effect":"Allow"

}E,

"Effect":"Allow",

"Action":"diot:x",

"Resource" :"x"

}



}
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L. 125 ) RAM g 108, SASRIEAEBE > Wit BZBUR .
2. IR EB
3. WABBURIGE ARG NE, P B ORI

BimA:
ZBUCRIEN T, S8Resource MIAET M E Arn, {EMGEMTIE, i G RrE
B, EAMEOIER s, EREMOR Arn,

M EBBUR I RH] :
{

"Version":"1",

"Statement": [
"Effect":"Allow",
"Action":"1iot:QueryProduct",

"Resource":"fifaArn"
}

}

FPCRIGRIERI G, IBW ViR RAM #256l& 301,

Bl e IS U R PSR, A IR SAE PR,

RENEZRN IR S,  FF ST R R L,

TEFBOISHE,  ERERHE I M SRR, kb B A § SR BUR IR 5 SR BUR

WA, FAdEnE.
RGERG, FIRSEA ol DAprisizm arpiR, sta BAE STS JRE i A ik B 752
WE, FEATRRIRVIM.

SBRA . FKSKREIGE S5 T
RGO FIKS H P, T RhOdd R APT s SDK SKARE i A G i 5 07758
UE: AccessKeyld. AccessKeySecret, fll SecurityToken, STS API il STS SDK i¥{§, %
Wi R SRS TS AP 2 RISTS SDK 522,

N s o s

A1 APT Al SDK ZRH i fy (e Il SO STUE e A DL RS L

- RoleArn: FREHHMMAE Arn,

- RoleSessionName: IGINFEUERIAFR (HEXSED

- Policy: BN, W MM AN —BERRRE], 85 SRR R Token R, A6
SEMESEL, WM Token R T M L rIFTE AR,

- DurationSeconds: IGNEIERARUN, BA2FY, /A 900, HARM 3600, BRiIMER
3600,
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- id Ml secret: FRFTEHHIZMA EQHTFHEH AccessKeyld fil AccessKeySecret,
ARUUIG NS B O3 SEUE B
AP R kS H @ STS MAs sumeRo ledZ II3RISH3 012 Ay G (K INRIN B3 2 E,

https://sts.aliyuncs.com?Action=AssumeRole
&RoleArn=acs:ram: :1234567890123456:role/iotstsrole
&RoleSessionName=1iotreadonlyrole
&DurationSeconds=3600

&Policy=<url_encoded_policy>

&SRR

SDK fil: ¥IkSH P ER] STS 19 Python 4517 T REE LRSI % M GG B 03 FEUE,

$Spython ./sts.py AssumeRole RoleArn=acs:ram::1234567890123456:role/
jotstsrole RoleSessionName=iotreadonlyrole Policy='{"Version":"1",6"
Statement": [{"Effect":"Allow","Action":"iot:x","Resource":"*"}]}"'
DurationSeconds=3600 --id=id --secret=secret

ARG, KRB ZA ERIER B EIE: AccessKeyld. AccessKeySecret, il
SecurityToken,

SRR FKSIGEHRIER
PR QRN SOy EUts, PSP T HERR SDK B3R e A 2R B SEUE(S
B, s,

Java SDKRfl: FIKSHPERMERD, 2NN S0 5EUER AccessKeyld, AccessKeyS
ecret fll SecurityToken 2%, @i IAcsClientHR,

IClientProfile profile = DefaultProfile.getProfile("cn-hangzhou",
AccessKeyId,AccessSecret) ;

RpcAcsRequest request.putQueryParameter ("SecurityToken", Token);
IAcsClient client = new DefaultAcsClient(profile);

AcsResponse response = client.getAcsResponse(request);
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