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VIREA R RIEIARR, W, [ 5 RO SRR RE T,
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WA QIR SRR T HRERINR, SATHRESFRIN, 15 bR RE
DL R E, ke,

BiHA:
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PRRTF JE PEME—FR R, 7 dhrb R E—E, B Alink JSON F$3UH1
identifierffd, MR EHRIZBENEIRN Key, ZUmHtiRizbniR
IR R A HMOE, TSRS B, RRIZ, REAES0

¥, W PowerComsuption,

BeHH:
AREH PA P RGRE S BUE LT

set., get, post. time, value,

B - int32: 32678, W SUREREREL KRR S,

- float: HUREETZRAY, W@ CHUATEREL B KMRNTRTS,

- double: MURGEEIZRM, Tk HUAVGE., HKHMAMFTS,

- enum: BOERY, @ SPBCRINSEBHMSEENE, W 1- P
K. 2-HReEIA,

- bool: /K%L, R 088 1 e SUA/RIE, @ 0-%, 1-JF,

- text: FIFHL, WENXTFIFRNEIEKE, BT 2048 7,

- date: WWIEE, #%:Uh string FOUY) UTC BHER, #afi: 2,
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K, AFREHIIRE,
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f#int32, float, double, textskstruct, FHifRNE—BLAITER
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BiHA:
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PR AP g L. OPC UAsModbushy, FTHE IS,
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B REEe (0, BUEM03, 5 AEMH10)
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B Zifedetehl: foNEbl, 2RI0xH Sk, HBRHITERE20x0~
OxFFFF, fil4n, OxFE,

B FRHEIERA: XHFintl6, uintl6. int32, uint32, int64
. uint64, float. double, string. bool. HEX (FIEE
#i) ZFBUEIA,

B HUETEE . X GEIR L A AR FE R EUETG L, AR
BZHUEGEN B SR T, VIR G SRR E T
ERIABUAIGE :

B RS 0~1
B HiEHAIE: 0~1
B RFFFF IO -2147483648 ~ 2147483647
WO AFERIIN: 22147483648 ~ 2147483647
| i S e P e VP s L e N L R & S
Ja 84 bits Hi,
B true: Hift,
B false: AH#H,
B RN . R AR GG EE 320 B i bits HLfk,

W true: Hifk,

W false: AHIH,
W %R ARER0, BRIANL, wIDURREL.
W OCRAENFE: BHREME, $Afims, AHENT10,
W20 BT R R T iR
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N5 45,

XL KNSR B, ISR R RIZ, Hasmibibsr, 3
BTk, AER 30T

QAR ShIRERE 7 IRERUR, HADIREA PRI, R bR HEDIREPE
i IZPLACHIbRIENR 55, PR

BiHA:
MM CIModbushY, A3z H @ RS .

PRRTF

NS5 ME—bRIET, fE7h FRAME—ME, W) Alink JSON kg aUrbiziikiss
Midentifierfifi, WIEREYSL, By, MIRRIL, KEASBEEI304
R

BeHA:
AHEH EL R R GRS B E IR IRTT

set, get. post. time, value,

PR

- S WSS, ZESTRG BB MSER, AR
B 2R

- IRSFNERERRE, RS ER R AR A
5, WARTER,

=
>
&
%

BHEIZRFHIANS, Wik,
AT S, AR EDNSHER IR A S
THRAPRPONOPC UARY, REESHUES, M TRz,

BeHH:
- AREH L P RGURE S BT AS BRI : set, get. post

. time, value,

- B DEHEAN BT Z, el PLEE XSE. WEE X A3)
IERENR S5 O REN, 15 T B PR ) e g0 F 2 IEHE
IRFIAZ, WPHRZSBNENZIWAN S, B &R
SE P NGETREIN (R FIBEHE B2 E Sl RS HETRE L

- MRS B LHE XL 20 P AZ,
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= BEZRS IS, Wik,

PHPH SR, AR EDISHER IR SS 2.
SHRAPHONOPC VAR, RRESHURS, WM TS8R,

BiHA:
- FHEH L P RGHRESEWE RS EARIRGF: set, get. post

. time, value,

- BN DUEHEAN BN S, WalPLEE XS, MR CE XY
JEE s e 2, MR BN S5 I, R 4 ki
TR AR,

- MRS B S HE L2010 S,

PIiA SHEAMEHONOPC UARY, BB RAMR, WRAPREORUENRSS 4EE
—FI]E#O
Tk AT, MZIRSSIREET R TE, RIERHIN 1005,

- B SCHEAREAL, A EE CONREVLE, IEFEIRERRDN S, BEESEERG, Hiditf
i’}\ e]

BeHA:
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EMBEENIE
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XFPSL KNSR B, RIIERN R RIZ, HsibAibsr, 38
BETI, AER 30T,

Ej Bl

LRI Modbusih, A32HFEE 3T,
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PRIRTE

FAEME—BRIRAT, fE7 8 PRAME—E. B Alink JSON #:0hix
FFIidenti fierfME, fEoMBE LHGZHABUERN Key, a1

ErrorCode,

BiHA:
AHEH EU R R GRS B AR IRTT

set, get, post. time, value,

IR

- fEE: TEERE IR PR, SR 555

- e RIS TERPEE) BIRRERRENDL, SERERE,
Fewho B DA AR R T L 55 B AR BRI e T S0

- BREis TR S BRI RS, BEERER,
Fewho R AEDM ARG T 55 B AL BRI SGE LT S0

b=

ZHEANHES, RGNS, EHEISHEPERm— RS S,
RO DAERREA BN, WefDIEE XS W, e W
IR RN S, WV EARZSROR, R har R & i
fd, WFH—S AR AL,

SHRAPRHCNOPC VAR, RBERESHURS, MRS,

BiHA:
- AHEH L P RGHRESEE RIS ENARIRGF: set, get. post

. time. value,

- AIHER SRR X504 S,

/R )

LHEAMEHCONOPC UARY, BB RAR, WRATHRIESR4EE
—Fuﬁgo

Tk

AT, MZSEFREET R TE, RIEREIN1005,

1.3.3 SAYIEEY

P BR ST F eR LAty Sh AR G\ R S B

P IR

1. RV S 6

2. FEMSWREREB A B > 7 dho

3. A AP BT = B, Bk SO R AR R OEE L
4. BBIRERE S > AL ™ 5 AP,

BimA:
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- SAVEBRYS, RES%TMEARIREE Lo TEERERER,
- B Modbusiy™ fh, SRS APIBRL,

FREE > FREE
nodemcu07 31 P
Productiey = 4 L=l oo = RE 1 EHEEE

SamigE
PERES Topic3ERlE ThREEW

i AR S B SRR
TELAE SAdmEE =EIEL
S
TREER TREEFR HOREY BIE
* IEE

B

i BA SRR IE S AR
- HUOTER: EECA M, Rdiine, R EAT MBS A I M.

QIR EUE L ThRE, SAhREX Mg ELHL, BInEY%IRE,
- SAVEEL: BUERISON U LEETR, A NGE.

BEOA:
PIBARISAER/MASRE BT 64 KB,

1.3.4 YREEI

PRI DIJSONASNFiE, MIFMTSL (Thing Specification Language) . AR
[FIJSON-<ZEBt BEHH,

fnl BE™ S ShREE i, MG RPIEY, &R JSON F#%3X TSL,
VIR JSON BBt 1~ :

{
"schema": "PWTSLHASschema",
"Uink": "ZERRGERUrT, RRIMAIIRSS /TR
"profile": {
"productKey": "yp=Hkey"
I

"properties": [

"identifier": "JRPEME—FRIVF PR FIE) ",
Ilnamell 9 Ilﬁﬁ%ﬁ{" s
"accessMode™: "EPESE I, K% (r), BE (rw)",
"required": "REEFRIEIRERLIBBIE" ,
"dataType": {

"type": "JEMIRM: int(JF4), float(Jfi4), double (J54:),
text (J5i4:), date(StringRRIUTCzFD), bool (0sk1fF)intIAY), enum(intdHl),
struct (G508, nfE SafH6MIIY), array (BEHIRM, XFfint/double/float/
text)",



"specs": {
"min": "SEE/ME(int, float, doublekAMikifH)",
"max": "SR AE(Int, float, doublekAkEfH)",
Ilun-itll: "Elﬁﬁﬁ")
"unitName": "PANI4FR",
"size": "BAHR/PD, BiNmAL128 (BdlRA)",
stepns Wk, R
"item":

"type": "EYEIEAMIR"

h
+
+
1,
"events": [
{
"identifier": "SEME—HRIRAF O 5 RME—, Hrhpost2ERINA YR T
KL DR

Ilnamell: "$1q:%"j\"7

Ildescll: "$ﬁ:ﬁﬁ]\_"3

"type": "H{HRM (info,alert,error)",
"required": "ZR&RIMEIIRERLIESE",
"callType": "async(5H), sync(2BEH)",
"outputData": [

{
"identifier": "SEE—FRINGF",
"name": "%%ﬁ% ’J\"7
"dataType": {
"type": "JEPMERM: int(JFE4), float(Jfi4), double
(JF4E) , text(JgiZk), date(StringRMIUTCZFD), bool (0sk1RyintIA) enum(int
KAL), struct (SEHIRSOR, aftl SRR, array (AR, LFFint/double/
float/text)",
"specs": {
"min": "SEg/ME(int, float, doubled’AUf}

"max": "SR HKE(int, float, doublekAIfs

||un-itll: I|E,I§E$Aﬁill,

"unitName": "BAfi4AFR",

"size": "MK/, BiNK128 (BARA)",
stepn: VBRI

"item":

"type": "BATRIRRL"

)",
A"

}
15
; "method": "HAEXI I TTIEAFR (BRPETdenti fier k) "
1,

"services": [

"identifier": "[RSFME—BRIARF O 5 PIE—, 7= FifE—, Hrpiset/get
EEE T accessModeBRINE RIMARSS) "

||namell: Ilﬂﬁ%% ’j\")

Ildescl.l: IIH&%HLH’ B

"required": "E&IEFREDRERLIEIRSS"

"callType": "async (R#iJH), sync(RSHM)",

"inputData": [

{

"identifier": " ASME—FIRFF",
"name": " AZS4",
"dataType": {



"type": "JEMEIM: int(JF4), float(Jfi4:), double

(JF4:) , text(Jifk), date(StringRMIUTCEZFD), bool(0sg1yintIeM) enum(int

R, Struct (ST, MEAIHCHRR), array (BARE, SEA§int/double/
oa ext)",

"specs": {
"min": "SEE/ME(int, float, doublesHUfs
)",
"max": "SR AE(Iint, float, doubledAUf}
£,

"un-i-tll: "E'Iﬁ‘:ﬁfj"’

"unitName": "MfiZ4FR",

"size": "B K/, BRINRAL128 (BHRA) ",
wstepn: MBI, ERBI

"item":

type': "BYEIIEAMIRR"

h
1,
"outputData": [

{
"identifier": "HSMHE—FIRA",
Ilname": Ilﬂj%—%% ’j\"’
"dataType": {
"type": "JEPMERM: int(JF4), float(Ji4), double
(JB4:) , text(Jg4k), date(StringRRIUTCEZFD), bool(0f1RyintIeH), enum(int
JM) , struct (GHRRAY, [ EEHOMERY), array (BEFH, SZkfint/double/

float/text)",
"specs": {
"min": "SEEUME(int, float, doubleyuNf}

)",
1",

"max": "SR NKIE(int, float, doublesAUfs

||un-i-t||: ||)§ﬁ$ﬁ" s

"unitName": "PAfiZFR",

"size": "B R/, BRINRAK128 (CBERA) ",
"S.Eep": .l{l‘;j':ﬁ, ?ﬁ$;§)—iﬂb{" s

"item":

"type" : "ﬁ(?ﬁﬁ:?ﬂgﬁi’ (ﬁ?ﬂ%ﬁ) n

}
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"method": "JRSFXIBLHG T IEAFR (FRPETdenti fierFpR) "

}
ARk, HEBEAMKPHCHModbus, OPC UABKH & XN, RIEB/VERY JRACE.,

ModbusHp)™ sy FERC B R BT :

"profile": {
"productKey": "= Hkey"
”éroperties": [

"identifier": "EBEEME—FIRGF GZRRE—)",



"operateType": "(LREERZE/HNRE/ REFFFI/ MAFHEA: coilStatus/
inputStatus/holdingRegister/inputRegister)",

"registerAddress": "Z¥fEguiubk",
"originalDataType": {
"type": "J@MHIOMintle, uintle, int32, uint32, int64, uinté64,
float, double, string, customized data(#gK¥ifFiRlhex data)",
"specs": {
"registerCount": "F{EAMIEHENE , string, customized datakf

ﬁ‘ll
’ NSwapl6": "HEL{F IR L6REURINATGSAbitsHif (bytelbyte2 ->
byte2bytel0), [& string, customized datakp, HAWEBHEIRRRE",

"reverseRegister": "Ex:{uELEEFEI 2N EFERbits Ht (bytelbyte2
byte3byte4 ->byte3bytedbytelbyte2” [ string, customized datahp, Hfth#)

AR
3,
llscal-ingll: ll?‘fﬁfj&?ll’
"pollingTime": "RALMIKE, Mfiitns,
"erigger": "EAHRN LA, HAGH b bR UAVEE k2"

1.4 EHERER

1.4.1 H ARSI
FIRACE HBEHSZIR, sREXM Mg A 2R, AESHREE]SONEIE SN -5
s, WRRBIRELSIMTG, EREWHMTGHRHIE, WS EIRmeA, mrrs
ETBAR S RN OB 658 AR HERS N (Alink JSON) R #F 19 B 2 SRR 3L
SARRRITIRIZ

VIR T S EIR B R A BRI, JeiafTREpTIA, RoEferBiRitfyRkAlink JSONA# 2
B, pREATIESSEEL, PR PR BIRG Ba, WARl IA R s e s % al DAk
Wt Bdintaat, W RRER.

Bl Rrinire e :



PR &5 JHP RN /1™ hh S B

=im

B Aiink Json

rawData ToProtocol protocolToRawData

| R

¥iE L7 1d0 190 #HIETIT:
B EiEERTopic: fup_raw 070 0o E&EIEITHTopic: /down_raw

Beds BIREER AR BT RS (RIT8IR) ik :

- = X
! y.'d
ba_

| 1o CIREIE, EfEE |

I

|

|

1.1: I
miig s FIREIEMAT |
[k 2 I
|

|

|

|

|
|
|
|
|
|
|
I
1.2: ik }
|
|
|
|
|

1.3 aNREEHNGIEE, NATHIERL
1.3.1: #igEt b[:]

1.4:
R D BT |
1.5 iEEER i I I
] T I I
| | | 2 mAmHGERE |
| g : :
| | 21 EEmaen |

R EIRSS B R (FMBds) &iifek:

SORSRRAS : 20190916 -



% loT= i HIMS1% &irEm
Actor 1: ST

..J_
1.1: S8
1.2: EEigEHERId

1.3:
a0 R IEfE RS TUE,
1B B A AT B0 AR

l4: #IETE

- ———

2 iE[EEE

<

2.1
INE 2R IHEE IR
. IBIE R AR AR

-
:u

2.2: iRECEHIN S| 8, Qlliﬂﬁiiiﬁiﬁﬂ

i | PD 2.2.1: WiESEE

I |

| | g
I | I I
I | I I

kN5

Hiii, HSFiMJavaScriptif s g5 A, WP GO0 ESRIE 7 iEZRIA gt as, FIT 9
L VESRIA AU T

WA i & S H AR AN TG T4
- Alink JSON##E a5 Mk HE Xk protocolToRawData,
- A BRI Alink JSONASREE: rawDataToProtocol,

[ *x*
* BFAUINKPNY B HON R REBUNM AR, IR G4y SR BRI
*  AZ: jsonObj MZ AHENT
* 1% rawData byte[ 18 AHENZ
*
*/
function protocolToRawData(jsonObj) {
return rawdata;
}

/**
* RFBERE I B SURUBUREHONA LI n kR EE,  Beas AREE 20 Pk o ~F- & I i
* NZ: rawData byte[1##H  AfEh=
*/tt'é} jsonObj Xf{ AHENE
*
function rawDataToProtocol(rawData) {
return jsonObj;




}
A YmiE
LU, 2 WSO,
AR GRERTTIEMINATTIE, TES W BRI,

- HERBE S NLoRaWAN T A%, W2 W#unique_30,
- FRZHAARREIE R R EBIE, W2 W#unique_31,

1.4.2 ZhiEfEhER G
AR LA SRIMA NG, AR KSR R, FER— AR
Bl.

SB—: REMZ

1. 7EVIBRM - aedl G, G5, BlEREREE HE U8,
2. M e XL, 2 WHunique_22vh, “HE BN

AoRilrbsE Sy BUR = ARt

PBAF (identifer) | ZUHgI YA PRI

prop_float TR float -100~100 g

prop_int16 RO int32 -100~100 [c35

prop_bool 1i/R% bool 0: JF; 1: 3% [P35
3. TR A PP o

& 1-1: 8 & HIREBUBIER

FB FI

7R 19795

#HRID 45

J@tEprop_intl6 27

J&Eprop_bool 1%

J@¥:prop_float 45

& 1-2: 18 & _HIREBUEN L

FB FH

iR 19795
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FB T
WHRID 47
#i%fcode 17
R 1-3:RERMEIEK
FE T
[ e} 15477
iHRID 4y
JEEprop_int16 27
J@tprop_bool 1%
JEprop_float 457N
xR 1-4: BB
FE T
31 15474
MRID 47
% code 1%




4. HEMEA,
TEVIRPE- SIS, 7S s BUREH S S, MWEHIA,
A TR AR AN TG 14
- 1Alink JSONFABHEF M5 B2 LM protocolToRawData,
- Rk B R Alink JSONF# A : rawDataToProtocol,

SEREHRBIEA Demo, S WASHISE: RHIAEIA,

BUREHT

‘ [ ggzﬁ}tﬂszs | EfEEEE MR S B AEREAISAIREIToAINk JSONES, . SRILGTEIESTENMETEN  ETISEaE Iy Skl | Ha i MNEEiT4eks , HiAEE

EEE BITER

EELLEEE

BR@A

SR EENAMA
ARG, 8 BHSR LRI AR
- BT LR E PR R
IR N s EREWE, WAL BRI B EiE, AR RdihstT.

0x00002233441232013fa00000

BT 1 2 RIAA RN, ROEf BRI SONF IR, BITE R BorfidhTes
%O

{
"method": "thing.event.property.post",

"id": "2241348",
"params": {

"prop_float":
"prop_intle":

"prop_bool":

5

"version": "1.0"

1.25,
4658,
1



}
- BRI 6 S AR S R
IERBHSAD Ve st B, i\ BL RISONFE B, )5 diafT.

{ "jd": "12345",
"version": "1.0",
"code": 200,
"method": "thing.event.property.post",
"data": {}
+

BAmbTs | 5 21 SONR B HA00h BL B
0x0200003039c8

- BRI 6 R R R TR AR,
IEREBCRARDN Ry s, M BL N ISONRSEE, 2h HdiafT.

{
"method": "thing.service.property.set",
||-id”: ll12345||,
"version": "1.0",
"params": {
"prop_float": 123.452,
"prop_intle": 333,
"prop_bool": 1
}

BAmhs | 9 21 SONRS R BHRHA00M BL B
0x0100003039014d0142f6e76d
- DU A58 Il ) PR B B AT R B
TEFFBUIA et IREGRE, MALLTREWE, RU5Hdiafs.
0x0300223344c8

BT S | B 2R0E BB BN BL NI SONFS B,

! "code": "200",
"data": {},
"id": "2241348",
"version": "1.0"

}

WAL, BTERER oG R BRRIEREER, ERED, IHESAR,



BUERRIT

0 RSHERTHA, BERRE HENER
TighA, MR viEnEE4eKe,

fobid RS

payloadArray = payloadArray.c
payloadArray = payloadArray.cc
payloadArray = payloadArray.cc
payloadArray = payloadArray.c
payloadArray = payloadArray.c

& B b FERIAE SRR B Alnk JSONHESE,
FHRAESE

oncatCbuffer_uintB{COMMAND_SET));
oncatCbuffer_int32(parseInt(id)));
ncat{buffer_int16(prop_int16));
oncat{buffer_uint8(prop_bool));

EEIAMMAHITRAUNETER, STESERE 18X, &

IBfTER * TR

"undefined:84: TypeError: coc]

oncotCouffer_float32(prop_float));
} else if (nethod == ALINK_PROP REPORT METHOD) { : 1 45

yloadArray = payloadArray.concotCbuffer_uint8(COMMAND _REPORT_ REPLY)),
payloadArray = payloadArray. "ﬂrrt(buffer lnt32(prrw[ tC(id)));

aavl Andherau = asulAandbsea coancakfhoffar G ab@F faday e
BRSA WAERIEE S ERITEE BEEEEE
{"method" : "thing.event.property.post", "id":"12345","version”:"1.8","code" : 200, "data": {}}

SB= =XHA

WMAA ] CUEEFT RIS, Rdifdss, XTSI -5 R4,

F, PRk A 1 5 1 SR B AR

@ BER:

PR G EIIAA REWEI I T G ;. SRR RIEA A RERIE N o

DABERE | T

AT dataparsetest
P&
L = . © EHER 2@ | HEEE
aEEE = = £ y
iR
HuRE
e
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E E
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VAT T4
- DA_EH)E B
1. s LIRS I EdE, Wox00002233441232013Fa00000,
2. EPWEMEG NS, ZEANRSEEE USRS R, SFRGEHMNE MR,
- AR T EE
1. fEVMAE GRS, RIS > /R,
2. EBEPAR s, IR ES RS, YRR ERIA)EEidentifier, W&
% (prop_intl6) , FIEEFNBE, WAL TEHE, AdikikES,

{
"method": "thing.service.property.set",
|I-id||: l112345||’
"version": "1.0",
"params": {
"prop_float": 123.452,
"prop_intle": 333,
"prop_bool": 1
+
+

3. ARV SBENZEERERL .
4. EZBRFRFIEHUSTIREE T, AFRFRE LIRnE SR,

Mis: BRI
HIEHA R HIDemot

var COMMAND_REPORT = 0x00; //J&@#: g

var COMMAND_SET = 0x01; //j@MkiswE

var COMMAND_REPORT_REPLY = 0x02; // |-Ha%iig st 5

var COMMAND_SET_REPLY = 0x03; //J@IEIEE 45k [nl5h5H

var COMMAD_UNKOWN = 0Oxff; [/ RAIRZ

var ALINK_PROP_REPORT_METHOD = 'thing.event.property.post'; //PEMES
Topic, ¥t HEBIEBURSI =0m

var ALINK_PROP_SET_METHOD = 'thing.service.property.set'; //VIHBMEE
Topic, Ziu FRIEPERHIEE 2 B0 # o

var ALINK_PROP_SET_REPLY_METHOD = 'thing.service.property.set'; //¥jBk

I}TXJ¥ﬁ‘T0p1' c, Bt BB ENETRE A

R

Vs LR

fEABY >
OXO0OOOOOOO1OO320100000000

it —>

{"method":"thing.event.property.post","id":"1","params": {"
prop_float":0,"prop_intl6":50,"prop_bool":1},"version":"1.0"}

JETEVE B AR mIETR
EASH —>
0x0300223344c8
fhaR —> : :
{"code" :"200" 5 "data": {} 5 "id":"2241348" ) "version":"1 .0"}
*/



function rawDataToProtocol(bytes) {
var uint8Array = new Uint8Array(bytes.length);
for (var i = 0; i < bytes.length; i++) {
uint8Array[i] = bytes[i] & Oxff;
}

var dataView = new DataView(uint8Array.buffer, 0);
var jsonMap = new Object();
var fHead = uint8Array[0]; // command
if (fHead == COMMAND_REPORT) {
jsonMap[ 'method'] = ALINK_PROP_REPORT_METHOD; //ALink JSON#&z\

- J@tk kilrtopic
jsonMap['version'] = '1.0'; //ALink JSON#&3X - PPHRAE e
jsonMap['id'] = '"' + dataView.getInt32(1); //ALink JSON&=,

- BRI R T dH
var params = {};
params['prop_intl6'] = dataView.getIntl6(5); //XMr=Eikd
prop_intlé6
params['prop_bool'] = uint8Array[7]; //XMr=MEiEd prop_bool
params['prop_float'] = dataView.getFloat32(8); //XMr=5fEikd
prop_float
jsonMap['params'] = params; //ALink JSONK§, - paramspigfiz B
} else if(fHead == COMMAND_SET_REPLY) {
jsonMap['version'] = '1.0'; //ALink JSON#&X. - PHYRAE €72
jsonMap['id'] = '"' + dataView.getInt32(1); //ALink JSON&,
- BARIERIER T dH

jsonMap['code'] "'+ dataView.getUint8(5);

jsonMap['data'] {};
}
return jsonMap;
}
/*
B
JE R
TAZE > : : : :
{"method":"thing.service.property.set","id":"12345","version":"1.0
" "params":{"prop_float":123.452, "prop_intl6":333, "prop_bool":1}}
R >
Ox01000O3039014d0142f6e76d
P AR AT
fE B —> _ , ,
{"method":"thing.event.property.post","id":"12345" ,"version":"1.0
" "code":200,"data":{}}
s >
0x0200003039c8
*/

function protocolToRawData(json) {
var method = json['method'];
var id = json['id'];
var version = json['version'];
var payloadArray = [];
if (method == ALINK_PROP_SET_METHOD) // J@{kiLHE
{
var params = json['params'];
var prop_float = params['prop_float'];
var prop_intl6 = params['prop_intl6'];
var prop_bool = params['prop_bool'];
/1 HWEE MU BEE rawData
payloadArray = payloadArray.concat(buffer_uint8(COMMAND_SET

))s // commandB}
payloadArray = payloadArray.concat(buffer_int32(parseInt(id

))); // ALink JSONjgz 'id'



payloadArray = payloadArray.concat(buffer_intl6(prop_intl6
))5 // J&PE'prop_intlé' A

payloadArray = payloadArray.concat(buffer_uint8(prop_bool
))5 // )&tk prop_bool' iyfi

payloadArray = payloadArray.concat(buffer_float32(prop_float
V)5 [/ J@tk"prop_float'f{H

} else if (method == ALINK_PROP_REPORT_METHOD) { //¥% IiREdisgm

DS

var code = json['code'];

payloadArray = payloadArray.concat(buffer_uint8(COMMAND_RE
PORT_REPLY)); //commandzEg

payloadArray = payloadArray.concat(buffer_int32(parselnt(id
))); // ALink JSONfg=, 'id'

payloadArray = payloadArray.concat(buffer_uint8(code));

} else { //RM&GZ, XTH%anS AL

var code = json['code'];

payloadArray = payloadArray.concat(buffer_uint8(COMMAD_UNKOWN
)); //commandZB%

payloadArray = payloadArray.concat(buffer_int32(parseInt(id
))); // ALink JSONjg= 'id'

payloadArray = payloadArray.concat(buffer_uint8(code));

return payloadArray;
}
/PR Rk i B A L
function buffer_uint8(value) {
var uint8Array = new Uint8Array(1l);
var dv = new DataView(uint8Array.buffer, 0);
dv.setUint8(0, value);
return [].slice.call(uint8Array);
}
function buffer_inti6(value) {
var uint8Array = new Uint8Array(2);
var dv = new DataView(uint8Array.buffer, 0);
dv.setIntl6 (0, value);
return []J.slice.call(uint8Array);
}
function buffer_int32(value) {
var uint8Array = new Uint8Array(4);
var dv = new DataView(uint8Array.buffer, 0);
dv.setInt32(0, value);
return [].slice.call(uint8Array);
}
function buffer_float32(value) {
var uint8Array = new Uint8Array(4);
var dv = new DataView(uint8Array.buffer, 0);
dv.setFloat32(0, value);
return [].slice.call(uint8Array);

}

PR
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- RTFHARH REHEE, 2 W#unique_31,



1.4.3 LoORaWANI& Z $UIERRH
LoRaWAN B8 5P F S @G BERH A EL /HE X, HIt T2 HBARINA, @b Lk
TR, A LPALoRaWANIRIEEIEER B, S8 LoRaWAN B 75 ZHE A i gma A i ik
Jiik.

TE—: HiFHA
1. 7EVIBMCEE YRS, B 77 X LoRaWANI™ .
2. Wiz hhE hRE. Yitee LRI, WS Waunique_35,

Ao, T BUREE. SRS

®1-5: B

ANV BRI A TEH [PREE S

Temperature int32 -40~55 P

Humidity int32 1~100 5351

* 1-6: RS

PRI WH7T MAZSEL

SetTempHum S PP ERASEL, BRI Aint32:

iThreshold - RS S S (HBE: MaxTemp)
- IR ERIMH (AT MinTemp)
- TS EERAE (IR : MaxHumi)
- TSRS ERE (bIRAT: MinHumi)

xR1-T:EH

PRI L il MAZR

TempError 5 i} Temperature

HumiError 5 g Humidity



https://iot.console.aliyun.com/lk/summary

3. A,
TE7 SR S VRN SO R DU R oS IAR
A rpifg o SCRA R AN TG Tk
- 14 Alink JSONKEPEE: R B8 H @ U EE: protocolToRawData,
- KB A R Alink JSONE B : rawDataToProtocol,

A, b FATBURI B protocolToRawData, FFitEkmthes MR n =417, H
FHEE MU SA MIAEEIEL, B0, RESBM M, RsEEhiimBdshAam
BIRE=AT,

#* 1-8: MIMiER LSRR =FT

LoRa Downlink TR e
DFlag 1 [ }0x5D,
FPort 1 ™MrmHdE,
DHDR 1 nJik:
- 0: #Foin “Unconfirmed Data
Down” g,
- 1: 51 “Confirmed Data Down” %X
P,

Bilf, ox5D Ox0A 0x00F R MMTMUMHITS 10, HHEM N “Unconfirmed Data Down” ,
SEREMIIAS R BIDemo, 12 WA SR R E,
SR EENEMA
fER R g as b, B8RRI AR
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TEBUUERARED, SIABUEHE, Woco102, EHBUIEI N LIEHE, Wiliafs,

BTSSR R BRI 2 SR
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MEFFS
e
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EESE
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var
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var
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- BRI B R

FAJSONF A A0 MITBUIEGE, IEFBBIAD s By, Adiafs.

"method": "thing.service.SetTempHumiThreshold",

"id": "12345",

"version": "1.1",

"params": {
"MaxTemp": 50,
"MinTemp": 8,
"MaxHumi": 90,
"MinHumi": 10

i
it

AERFE
e
= R
s=sE
© EoE LR ERIES AR . EREREST T SREE | M B STeKs , 28
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wEpE BTSSR o ETR
i
function protocolToRawData(json) - "0x5d02806332885a03"
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HERT
var version = jsen[
brat=y—1 var payloadArray =
FaiRE payloadArray = payloadArray.concat(8:x3d); -
»
BHEA ]
: ce.setienprurs inresnota, .
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BERTS dataparsetest
1 g

2 o
BEEE

A smaat

'

438 L gg@%ﬂﬂ‘ﬁa , EEERE HRERT e EAERHASSEERITAAINK JSONIER , ASRILGTEIFE TSRS TS
HusE
T STTEEEHNHF2E FFERTHES | RHFNSE —RSHEFT0190513 135513, FFEETEEERY
e SiEWA — -
s var ALTNK_SERVICE_THSET_METHOD = 'thing.service.SetTemphumiThreshold's . 1
mEEE ’
TR
S
RS !

¥
EREA =

S EARTEEER

AR AR, IEAERZ A, RSB IIR. LoRaWAN Y RS sl 5 8 it

i, WS WEH) R TM,
- MIALoRaWAN 55 Ll i Jm 1

1. fERI & om A IR R, Woeoo102,
2. EZR AR IEN DU TINE W B, R LETEEIE,
- MIALoRaWAN % EfR i,

1. BRI IE RS, W, RELEEHEHe102, silE 5% ke202,
2. EZEHANBATEN TSN, SRS LIRPHEAEE,
- IR FH LoRaWAN % 25 IR 55

1. fEVME GG, ERRE2E > ek,
2. ERRENRAR > AR, JREREIAE IR, PRyl
ffi (SetTempHumiThreshold) , #iALAREIEG, AdikikH2.

{
"MaxTemp": 50,
"MinTemp": 8,
"MaxHumi": 90,




"MinHumi": 10

}
3. KA Bearvin e SIS T a2
4. EZB AN AT ORI S, AR BIRS5 IR EE,

HAKRSEE. SRS BRI R

Bt IR
AR CL B = AR RERE S, SR A RBIIAIAS T :

var ALINK_ID = "12345";

var ALINK_VERSION = "1.1";

var ALINK_PROP_POST_METHOD

var ALINK_EVENT_TEMPERR_METHOD
var ALINK_EVENT_HUMIERR_METHOD
var ALINK_PROP_SET_METHOD

var ALINK_SERVICE_THSET_METHOD

'thing.event.property.post';
'"thing.event.TempError.post';
'thing.event.HumiError.post';
'thing.service.property.set';
'thing.service.SetTempHumiThreshold';

/*

* TRBIEE

* BEANSH >

* 000102 // H3pgHi

* HigER -

* {"method":"thing.event.property.post", "id":"12345", "params":
{"Temperature":1,"Humidity":2}, "version":"1.1"}

* BASE >

* 0102 // 24l

g -

* {"method":"thing.event.TempError.post","id":"12345","params":

{"Temperature":2},"version":"1.1"}
* fBASE >
% 0202 // 24l
iR >
* {"method":"thing.event.HumiError.post","id":"12345","params" : {"
Humidity":2},"version":"1.1"}
*/
function rawDataToProtocol(bytes)
{
var uint8Array = new Uint8Array(bytes.length);
for (var i = 0; i < bytes.length; i++)
{

}

var params = {};

uint8Array[i] = bytes[i] & Oxff;



var jsonMap = {};
var dataView = new DataView(uint8Array.buffer, 0);
var cmd = uint8Array[0]; // command

if (cmd === 0x00)

{
params['Temperature'] = dataView.getInt8(1);
params['Humidity'] = dataView.getInt8(2);

jsonMap[ 'method'] = ALINK_PROP_POST_METHOD;

else if (cmd == 0x01)

{
params['Temperature'] = dataView.getInt8(1);

jsonMap[ 'method'] = ALINK_EVENT_TEMPERR_METHOD;

ks
else if (cmd == 0x02)

{
params['Humidity'] = dataView.getInt8(1);
jsonMap['method'] = ALINK_EVENT_HUMIERR_METHOD;
else
{
return null;
}

jsonMap['version'] ALINK_VERSION;

jsonMap['id'] = ALINK_ID;
jsonMap['params'] = params;
return jsonMap;
ks
/*
* R
x [EASH > , , _ ,
* {"method":"thing.service.SetTempHumiThreshold", "id":"12345",

"version":"1.1", "params":{"MaxTemp":50, "MinTemp":8, "MaxHumi":90, "
MinHumi":10}}
* EithasR >
* 0x5d0anBO332085a0a
*/
function protocolToRawData(json)
{
var id = json['id'];
var method = json['method'];
var version = json['version'];
var payloadArray = [];
/1 B BTk

payloadArray = payloadArray.concat(0x5d);
payloadArray = payloadArray.concat(0x0a);
payloadArray = payloadArray.concat(0x00);

if (method == ALINK_SERVICE_THSET_METHOD)
{
var params
var maxtemp
var mintemp
var maxhumi
var minhumi

json['params'];

params['MaxTemp'];
params['MinTemp'];
params['MaxHumi'];
params['MinHumi'];

payloadArray = payloadArray.concat(0x03);
if (maxtemp !== null)
{
payloadArray = payloadArray.concat(maxtemp) ;
if (mintemp !== null)
{

payloadArray = payloadArray.concat(mintemp) ;

if (maxhumi !== null)



payloadArray = payloadArray.concat(maxhumi) ;
if (minhumi !== null)
payloadArray = payloadArray.concat(minhumi);
}

return payloadArray;

}
/1 CA PRl B R R

function buffer_uint8(value)
{
var uint8Array = new Uint8Array(1l);
var dv = new DataView(uint8Array.buffer, 0);
dv.setUint8(0, value);
return []J.slice.call(uint8Array);

function buffer_intl6(value)

{
var uint8Array = new Uint8Array(2);
var dv = new DataView(uint8Array.buffer, 0);
dv.setIntl6(0, value);
return [].slice.call(uint8Array);

}

function buffer_int32(value)

{
var uint8Array = new Uint8Array(4);
var dv = new DataView(uint8Array.buffer, 0);
dv.setInt32(0, value);
return []J.slice.call(uint8Array);

b

function buffer_float32(value)

{
var uint8Array = new Uint8Array(4);
var dv = new DataView(uint8Array.buffer, 0);
dv.setFloat32(0, value);
return [].slice.call(uint8Array);

+
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PURA PRI RS I T iR s BT IA R BIIAA . EESPREE RN, TSR A TR
TTRSHIE,

// Test Demo
function Test()
{
//0x001232013fal0000
var rawdata_report_prop = new Buffer ([
0x00, //[lgcommand3k, Oof{#%E i@t
0x00, 0x22, 0x33, Ox44, //XMIdFE, MidFHRNFS
0x12, 0x32, //PiEt intle, XMJEME prop_intlé
0x01, //—=% bool, XMjEPE prop_bool
Ox3f, Oxad, O0x00, 0x00 //pUxHi float, MMJEPE prop_float
13
rawDataToProtocol(rawdata_report_prop);
var setString = new String('{"method":"thing.service.property.
set","id":"12345","version":"1.0","params" : {"prop_float":123.452, "
prop_intl16":333, "prop_bool":1}1}");
protocolToRawData (JSON.parse(setString));

+
Test();
% Lin@HE
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2019/01/08 20:13:44 test_01 HUEFEREIR: (iotid™". {"upOriginalData":"7b2... 6200

rRES
Hiziat £E1&
ZETIS
EHEL

BfFFHR

- Alink method A1,

&R RS N6450, FASBEWIOR A IR DR 35964502 R Alink Bk
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HERs AR A Temethod,
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VIR e, SR AT Topic SKICBIMEIERS. & LIRS HE M Topicth, I
MTopicHiTFIE. ZMHE2 FREITopich, IFTHEATopickIkBILAEE,

1.5.1 AR Topic
PRk TS, ARS5URAI & @I Topic RS RIS, TopicREH aIE, Topick
R MBS, 7 TopicK & s ED™ 5 FIIFrE &, A8 TN E R Bk
¥ Topic.

FmTopick

MY TR R A A T iR TopiclHTil(E, FLBURIE, PIBRME-GHI 1™ M TopickiK)
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fERERIER R, P WA Topicka HAWUMN IR b, BOEH MO A BE# 5 Topic,
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- HRERALIHEH,
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4. fEWEAE RTINS, Az BITRIIHZHL

5. AEFAHIFDIEHER, HAPRRER fRsKey M bi&svatlue, 2RI
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SEEE  BEFE FouhlE

sEE HRINTEERE
SEER tesin212 ot builging 8D LT T Cal P ST T 55751

BEaE 0 LS

BEAA 2019/02/12 15:00:17

SEERSE

FEEE

SEE : TIRERE | LFERER

HEIRIFIRE

PRAEFEHI G Q. SisRAIRIERARESr, 5 n] CUR R PIIE- SHe 0 APDRIL RS BRIk
S, PIBKPP-SIERIEAPT, TR A W™ b, BEa M4l

2 WAPIHIE,

L.7TMX5FIgE

L7.1MX5Fi1g&
VIR £ SR e 26 B, SRR HEBEIR b, MEMIIRR -5, HIPI D,

MX5i%&
™ Sh S5 BTN, TEER AL, 6 HRTSCRNRIT R B L.

- B RAREHER RSN AY, AT DLEIETOT Hub, ] BLPE MG 7365, HIMEAR
HEHIoT Hub,

- PG FENT AR IS EE AT, PIOCRT DUE BB, W AR S FIRE IR R, JF
K R AP B A0,

W5 TR IR R AR EFR



W

P Bt e

CE > ToT Hub

BNRRE

MiER: E )G, BRI RRFED a0, U8 PRl aiME, HE kg, IRl
FHV-arEE, mr el es—ERL,

1. PIRAIZ WA m B s AR, AP, A2 W Link Kit SDK3XRY,
2. TRARAVIRMT-GH PR

- AP BRANES R, BEER SR, SREIEBE
B (ProductKey. DeviceNamefliDeviceSecret) FiikeskIMX k., @i MOCH APk
MR,
- AR PR EDSTEMIAET R, R GFIFEISTENDER, miEm
T DeviceName, HIMAE ¥R ITTEM, Zunid ¥
#DeviceName, BRiEid)G, & FEDeviceSecret, ) Bl %k
15 (ProductKey. DeviceNamefilDeviceSecret) AWM TG,
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1.7.2 Fig B EIE
AT EAEMIE SRR T B o
B 2R
1. ZEM SRR A E B > B
2. fEVEE BB, TRADSMPIR, RGER, AN
3. i PR R > BN B

i
I}
S il
A
3+

e BEER TopicFIE ETHRE  EAEE RSER 0 REETF HEE BFEs FREBEEEE
==

o
o
RS

AR Py n

RS

4. fESH U b, PRGN 7k E, R,

S8 fiiiik

7 TR BN L™ A PR

B i S (s gy N
UL S

TREEBAEERG, EFREEMRET, Zalbl:

- PP REN ARG, A TSN AR FiREER.
- Bl BRI HER TR, % B SR IRR

-
Eﬂ BiH:
AR OUMER 7 B85 5 PSRRI X R, FEAMERB A A 5

1.8 BRS5um1T IR




1.8.1 fta=ElkSSimiT 5
HE 55 i ] DAELHRAT Bl PATA R E, . B8 BRI, Bead IR imnl, WL v s &
ERER RS NE EHE MRS R R ENE. BB WIS, P65
7 RTE B T BRI B R MRS v, HRTSCRMITE 75X i HTTP/2)8
ERETH B HEATH R 2R E RS (MNS) .

ERTFE
A 55T DS T SR s B, I HIEM T RIF R, MREH 2RSS, i
F5om T BT B 2REPLEL R R MRS58
TR RIS s 2 BA R PR35
© MRS URHEIO™ S R AR A T B EUR,
- B BR R TEREEOR AR 500055 /50,

HTTP/2RR S5 imiT i
Hii, #RHmr s HTTP/ 2588 A TH R e, RRCEHTTP/2R55% T )G, PIHkm -
BT A RSNCITHIENE, W HTTP/2ilEHES AR S5 5.
HTTP/ 283855517 B H B L e an T -

MaTT

HTTP/2 SDK

eIVERSSRR

marTt

3= BT S

Open API

I AHTTP/2 SDK, LAk S5 #%nl DL NI E S HGH B, HTTP/2 SDKEEE il
E, TopiciTBl, HELIEAHEEEGES, ISR ANZIREAGEN,

- MR554HTTP/2 SDK, FFPBME- 65 LRSS a8 Z MK R B s
- BeaunHTTP/2 SDK, T8 5P TE-6 2 MRk

3

=1 B

Hufi, it 7 Javafl.NETIE S ISDK,
HTTP/2j@iB B E T BRI, S0

- e FH BRI
- IR%5Java HTTP/2 SDK



- MR55%.Net HTTP/2 SDK
Jk 55 5T e SRR S SR B E R L et e, 5 S MBI T AL,
HEIXEIMNS

PO 4T BT SR B R SS (MINS) |, R AR S5 i L FH @ W MIN SBA S MK % 25

RS B A MR RARCE YT, WS WEMNTRRSS (MNS) TR R

=
=] g
S L 55 BB T 23 HEV IO 0 2B IR 25 BRI, 5 WL KR 25 S,

1.8.2 A %5 (Java)
A SCRERIRZSIT FISIRERIIF RS, A 7 JavaliAiIF R Aiik, Soms, FEn] DRI
FISDK, JSHTTP/2M5E, BT & sk g s k.

RS54 B Demo: HTTP/2 SDK (Java) server side demo,
PAU R BRI 55 S 1T BRI R iR
Ao BARSIRITIA
1. GRS B
2. SRR EE V& E B > ™ o
3. e sIEep, FREIEACE MRS T B, IR o B ER T, AR
W,

4. kiS5 > BEHE,


https://help.aliyun.com/product/27412.html
http://aliyun-iot.oss-cn-hangzhou.aliyuncs.com/java-http2-sdk-demo/http2-server-side-demo.zip
https://iot.console.aliyun.com/product/region/cn-shanghai

5. IEFEHER AT B,

HER=E

BEAT]

BEEE o

FRES TopicHERER MmNV
e

AllE] =

RS New

mitE
FamEE e
s IRESEITI (IEEMNS ) -

LTRSS New

e
(47
}
i
I
b
e

LR
SEREE

FEERSTE

- B RIRIE : $5 W R B Topic Flh, BA LA BRI Topic FPRIHE. 2%

J&, WIPAiEiE HTTP/2 SDK BOX LR,

Beay BHE, WAy B B KBIR B EYE (R tE bk, 3HF B, JRTEReE

ISR 5 PP
B, —A R Topic, SRR

- /${YourProductKey}/${YourDeviceName}/user/get, ELHiT B,
- /${YourProductKey}/${YourDeviceName}/user/update, HAf L&A,

- /sys/${YourProductKey}/${YourDeviceName}/thing/event/property/post, Hfi
AR,

M2, MRS SHEE BA R AR Topic KR, BI/${YourProductKey}/${
YourDeviceName}/user/updatefil/sys/${YourProductKey}/${YourDeviceName}/
thing/event/property/postHhitjigE, Hr, /sys/${YourProductKey}/${YourDevice
Name}/thing/event/property/posthEE C£sid R,

- RAREARGEA . f5— HiZ5™ M PRI RIS RLERIN S, Blaniess Lk,
TEIHE. BEFIRESHERNKE Topic M /as/mqtt/status/${YourProductKey}/
${YourDeviceName}, &Ji%)5, wJPLdiid HTTP/2 SDK s & kAL @A R,

- WIREIF U E kAt PIGR] DR R B ¥ 85 15 B RIRG VIR, TR MG LR H
PSR P R H TR R,

- B IN R E . 15 RSP Z IR R RV AIRRE R, PSS SRR TR R
,

- ARG RO . AR O, MR, FEH. BHEHE.

BeHA:



Bear LB R, R IRSRLEAL PR e BiRiNE. BRIt REEHA
MV an AR HIHRIIEIANQ0S=0; By EiiiHE (BRYIBAINIECHESY) , nlLlE
Beagvin LB NQoS=08kQoS=1,

# N SDK
fEMaven LFE0 H MR Mo, 22 H AIoT SDK,

<dependency>
<groupId>com.aliyun.openservices</groupIld>
<artifactId>iot-client-message</artifactId>
<version>1.1.3</version>

</dependency>

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.7.1</version>

</dependency>

SHHAE
SEFIARSS ST DIIRE, TaB3E TR AccessKey AT BHONAMEIFHNIERR
HNEHORBIATT :

// PH xsaccessKey
String accessKey = "XXXXXXXXXXXXXXX'"}

// B -xaccessSecret

String accessSecret = "XXXXXXXXXXXXXXX";

// regionld

String regionId = "cn-shanghai';

/] PR Ruid

String uid = "XXXXXXXXXXXX'"

// endPoint: https://${uid}.iot-as-http2.${region}.aliyuncs.com
String endPoint = "https://" + uid + ".diot-as-http2." + regionId + ".
aliyuncs.com";

/] EERCE
Profile profile = Profile.getAccessKeyProfile(endPoint, regionIld,

accessKey, accessSecret);

/1 KIIER ) Vi
MessageClient client = MessageClientFactory.messageClient(profile);
/1 BEsEi
client.connect(messageToken -> {
Message m = messageToken.getMessage();
System.out.println("receive message from " + m);
return MessageCallback.Action.CommitSuccess;

1)

PRl ik SIS BRI 2 2



28 R
accessKey RS AccessKey ID,
BRPIEAERG, FURBEKS LG L, Ahdiaccesskeys, Bk
HBEAPERER, HIEE,
accessSecret S AccessKey Secret, #KHU5 IFlaccessKey.
uid BRIKSID,
MRS TR R ARG, AGIKS MR, PR S S
&, BnEREKSUID,
regionld RSP - 65 R 55 A2 s K

EVBRMEEIRIG L, 4 LTI ERE (Region) . Regionld
WIFORTTE, WS W H#unique_57,




RERAXNTGE

Jiik

Bi

connect)j it

V%8RS5 HTTP/2 SDKRIPIEEM 6 18R, T
Ja, NRS5umfEn] ARG T & HEX I B

void connect(MessageCallback callback);

disconnect)ji%

VA% 75 EWIFIRSSHMHTTP/2 SDK SV E &, 5k f e
JE\O

void disconnect();

isConnected )%

V% EANBHTTP/2 SDK2 & CIEEMMF-&

boolean isConnected();

setConnect
ionCallbackJ/ %

VAR %75 TRV EE RS T I

void setConnectionCallback(ConnectionCallback varl

IE
il

client.setConnectionCallback(new ConnectionCallback

O {

@Override
public void onConnectionLost() {

System.out.println("i&#EMF") ;
}

@Override
public void onConnected(boolean 1isReconnected)
{

System.out.println("jEfmRh, RENEE: " +
isReconnected) ;

}
1)

REHSEREO

RN, MRSSURE LB MISDKHEIR TIT RIS, DR, B %y, TRt B RldE
O, AFEHRBEEPIRANES, BAEER 2, P setMessagelistener BEETHEMIV,

BT MessageCallback #HMconsume)sik, Al
FimessageClientifsetMessagelListener () FiiZRIE BT BHEBEE,

consume /5 IR MM JE SDKEE &% ACK (acknowledgement, BRRIEHHANE) .




BRI R 7R

MessageCallback messageCallback = new MessageCallback() {
@Override
public Action consume(MessageToken messageToken) {
Message m = messageToken.getMessage();
log.info("receive : " + new String(messageToken.getMessage().
getPayload()));
return MessageCallback.Action.CommitSuccess;
}

s
messageClient.setMessagelListener ("/${YourProductKey}/#",messageCal
lback) ;

H,

- B¥MessageTokentRiH A MPIHEAE, HidMessageToken. getMessage () WJAREHE
&, MessageTokenn] B FFahnIEACK,

HE B SHNEUT:

public class Message {
/] WEE
private byte[] payload;
// Topic
private String topic;
// HERID
private String messageld;

// QoS
private 1int qos;

}
HRUH B ERHHRSR, 5S8R,
BiHA:

KTBee b PEIRA, ik eid B3 GLIE o, BRI B hilastTime v BOR M
Wik 24 B s IR,



- P, messageClient.setMessagelistener ("/${YourProductKey}/#",
messageCallback) ; HT B EfEETopichlif,

& n] AV E R € Topiclulid, thnf AR E yid H Eli,

fasE Topiclalif
fasE Topic AP e T E, —&HEILALEIZ A Topich, i tsei
A, IFBAXEIE—R,

PeEMIERE, o R EECR Y Topic, Wl/${YourProductKey}/${YourDeviceName}/
# o
il :
messageClient.setMessagelistener (" /alEddfaXXXX/devicel/#",
messageCallback) ;
/S5 BENE R Topic, " /alEddfaXXXX/devicel/update", PLftHgETopic
N, UL ZmIE
& ]
ARfEE TopiclElARTEE, i A E
[Raceliiil DL yiges

messageClient.setMessagelistener (messageCallback) ;

/I SRR topi CoRILALRI E st Topic WA, Pl

- WHEMEACK,

QOS=1MiHRAM G, WEEEACK, ZHEENAMBEACKHNTFHEZEACK, BiMvAs)
mE ACK, ARHIbREEERNE ACK, WEINhEZRE,

HEIMEACK: EENHIIMEACKN, FiMessageCallback.consumeffigmI{E )
true, SDK&BIEACK; B falseskiiilisisg, WAZIBMACK, ¥ TQOS=1HAH
HACKRINE, IRS5HImEHRIAL

FHMIEACKST4:

CompletableFuture<Boolean> ack(MessageToken varl);
PWHZ TGRS  MessageToken, FRFERBIEACKINHE, %S84
MMessageCallbackmliifE B HIREL
BEEMIEACKSRH:

client.connect(messageToken -> {
System.out.println(messageToken.getMessage());
asyncHandleMessage (messageToken) ;
return MessageCallback.Action.CommitAckManually;



1)
puélic void asyncHandleMessage (MessageToken messageToken) {
client.ack(messageToken)

}

AR

- RS5 T B BRI, 32 WHunique_59
- BEBRIHRNRBEK, HS TRk

1.8.3 F %5/ (.NET)
A SR ARG T B RERIE R AGRE, 8l Y NETHAKIFE itk seia, #8n] ORIl
FISDK, JidHTTP/2i@iE, WM& HEEIE R aiE .

Mi555iT i Demo: HTTP/2 SDK(.NET) server side demo,

-

= BimA:

- fEiDemof)Fiy, FTEMEMNLogtl, HViMNLogH M P&, HIRAS: 4.5.11,

- i DemofEFI, W ABHHBIE, EHMRHEN, 5] ANewtonsoft.Json, HBRA
5:12.0.2,

DA BT SR 55 01T B R A ik
FEERSSIRITIA
1. RV S5
2. JEMSIRESEVE A EBE > 7™ fho
3. fEr=m AR, R BIRACEIRSSRIT B o, FFEREZ™ O MR, A
L,
4. HchilRS5oRiT R > BEAE,


https://iot-demos.oss-cn-shanghai.aliyuncs.com/h2/iot-http2-server-side-net-demo.zip
https://iot-demos.oss-cn-shanghai.aliyuncs.com/h2/iotx-as-http2-net-sdk.zip
https://iot.console.aliyun.com/product/region/cn-shanghai

5. IEFEHER AT B,

MERRATS FREE . FREE
RN modbus_channel444 E
BEEE L =5 - S

B

s IRETA =
AE
BEHE
TTARE New
frizin ] BRSSEITI (JEHEMNS ) ‘
LRSS New § bl
SRR e
sohiEE
PR

- B RIRIE : $5 W R B Topic Flh, BA LA BRI Topic FPRIHE. 2%

J&, WIPAiEiE HTTP/2 SDK BOX LR,

Beay BHE, WAy B B KBIR B EYE (R tE bk, 3HF B, JRTEReE
Wi AR S5 VR FH AR o

B, —A R Topic, SRR

- /${YourProductKey}/${YourDeviceName}/user/get, ELHiT B,
- /${YourProductKey}/${YourDeviceName}/user/update, HAf L&A,

- /sys/${YourProductKey}/${YourDeviceName}/thing/event/property/post, Hfi
AR,

M2, MRS SHEE BA R AR Topic KR, BI/${YourProductKey}/${
YourDeviceName}/user/updatefil/sys/${YourProductKey}/${YourDeviceName}/
thing/event/property/postHhitjigE, Hr, /sys/${YourProductKey}/${YourDevice
Name}/thing/event/property/posthEE C£sid R,

- RAREARGEA . f5— HiZ5™ M PRI RIS RLERIN S, Blaniess Lk,
TEIHE, BEFIREHERNRIE Topic J/as/mqtt/status/${YourProductKey}/
${YourDeviceName} , &Ji%J5, W PAUEI HTTP/2 SDK 0% f IR A L@ AN,

- WIREIF U E kAt PIGR] DR R B ¥ 85 15 B RIRG VIR, TR MG LR H
PSR P R H TR R,

- BEERINCRTE . FREAIME Z MIFHAIN SR E N ARERIEE . POG™ A TR
,

- VeE oI Q. MIRR. FEH. BAAETHEL

BeHA:



Beay LB R, R IRSREAL PR ey BN, Rt R E A
wAEW AR EHEIEIANQ0S=0; Bt EHHE (BRYIBAINIECHESY) |, REnl LUEV &
LB MQ0S=0£Q0S=1,

¥\ SDK
TE LR G AL,

1A
{EHIRSS T BYhRE, THEEETERIBTH = AccessKey #E{T BT INIEIF V&R,
HNLEHGRBI R :

/ /P =accessKey
string accessKey = "XXXXXXXXXXXXXXX'";

/ /B xaccessSecret

string accessSecret = "XXXXXXXXXXXXXXX'"}
//regionld

string regionId = "cn-shanghai';

/ /Bl Fuid

string uid = "XXXXXXXXXXXXXXX" '}

//domain

string domain = ".aliyuncs.com";
//endpoint
string endpoint
domain;

[ [ESHAE

Profile profile = new Profile();
profile.AccessKey = accessKey;
profile.AccessSecret = accessSecret;
profile.RegionId = regionId;
profile.Domain = domain;

profile.Url = endpoint;

/ [EBRHERHEL

profile.CleanSession = true;
profile.GetAccessKeyAuthParams();

/ 1 K385 P

IMessageClient client = new MessageClient(profile);

[ [VEREHTTP25IE, FFBiH e
client.DoConnection(new DefaultHttp2MessageCallback());

/ /453€ top1iclalij
client.SetMessagelListener ("/${YourProductKey}/#", new CustomHttp
2MessageCallback());

"https://" + uid + ".dot-as-http2." + regionIld +

DA Rl itk SAHS S BRI T4


https://iot-demos.oss-cn-shanghai.aliyuncs.com/h2/iotx-as-http2-net-sdk.zip

28 K&

accessKey K5 AccessKey 1D,

TR ARG, FOBEKS MR L, Kh¥idiaccesskeys, Bk
BRERPEREMEN, RIRRE,

accessSecret S AccessKey Secret, #KHU5 IFlaccessKey.

uid BRIKSID,

MERSTERPIR ARG, RIKSME, PR 2IKS B
&, WK S UID,

regionld LERIPIRIN - 5 IR 55 P A s A KR

EVBRMEEIRIG L, 4 LTI ERE (Region) . Regionld
WIFORTTE, WS W H#unique_57,

REHBEREO
BRI G, MRS5URNLHN SDK HEXTTTRIRE, Kit, @iEsnt, w&scpii bz
Ho
E)SE e 6 WL
public interface IHttp2MessageCallback
i ConsumeAction Consume(Http2ConsumeMessage http2ConsumeMessage);

TR EIEI THttp2MessageCallbackiZ I consume 5k, KRB ETHSEWGE,
BENEE BRI Em R :
public class DefaultHttp2MessageCallback : IHttp2MessageCallback

public DefaultHttp2MessageCallback()

{
}
public ConsumeAction Consume(Http2ConsumeMessage http2Consu
meMessage)
Console.WriteLine("receive : " + http2ConsumeMessage.
Messageld);
/| IR ACK , ,
return ConsumeAction.CommitSuccess;
}



- ¥ Http2ConsumeMessage i B RIPITH B,

HEAEHINAEWR:
public class Http2ConsumeMessage
{
JAATE)SYS
public byte[] Payload { get; set; }
//Topic
public string Topic { get; set; }
/ THEID
public string MessageId { get; set; }
//QoS
public int Qos { get; set; }
/ [ &Es%h
public Http2Connection Connection { get; set; 1}
+

HFIAM B AR, WS R8I

Bil:
KT B L RN, ittt iy B I K ELIE G, B R P ilastTime 7 BOR H
Wi a IR,
- messageClient.setMessagelistener("/${YourProductKey}/#" messageCal
lback) ; HTEME, ARflh, REMEE Topic M,
$n] AR E MR E Topic M1, tn] BB E hyia H Hl i,
- f5% Topic [l
f55E Topic BIERIIL RS T@M I, —5&FHEILACE]IZA Topic b, &8Nz LR
Hl, I HAXEIE—X,
VEE WA, wf RN EECRTT Topic, @W/${YourProductKey}/${YourDeviceName
3# o
N/ E

client.SetMessagelListener ("/alEddfaXXXX/devicel/#" ,messageCallback
)5



/S5 BEE R Topic, " /alEddfaXXXX/devicel/update", PLftfgETopic
I, SARFCIH R

LT
AfEE Topic MIPARITEE,  WIEFTE
BRI TR 512

new DefaultHttp2MessageCallback()

- BEME ACK (acknowledgement, HIHIEHIANE) .

T QOS>0 MIHE, HIEHEMSE ACK, SDK X#H3HSE ACK MIF3)nE ACK, #Ril
JEEE ACK, ARplrhREEEMNE ACK, WA hEZhE,

PR

HahmE ACK: BB MHIME ACK J&, % IHttp2MessageCallback.consumelfJig[m]
{5 ConsumeAction.CommitSuccess W SDK & %1% ACK; &M ConsumeAction.
CommitFailure Bl RH, WAZIEN ACK, T QOS>0 HARME ACK HiHL, Mk
55 0m X EHTRIE,
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"errorMessage'":""

"actionType":"RDS",
"actionRegion":"cn-shanghai",
"actionResource":"instancel/tablel",
"errorMessage'":""



}

HIRHRS BB

2 BLHA

ruleName R A F5

topic HEKHTopic,
productKey 7 imKey,

deviceName B AR,

messageld zmiHRID,
base640riginalPayload | Base644wht )R G %
failures WHRTENE, nTRESAE 2,
actionType INEEERAERI R,
actionRegion N EE PR b,
actionResource HYEHRAER H BT,
errorMessage HIRME R




5. BB UG, IR SRS SRR R R, S BN S AR gL, RS S
Ja, Bai RN TR %

el
" N 1814 R E=
019/0 == ==
N 20:45:4 = =
0RDS N < =5
o M SEET =5
rrrrrrrrr SON 2@ =55
2019/0121 -
=EEEMQ S0 o T <0192 Ey— = =S
sEEMQ JSON iTE HEES.. 15-02-41 - 1E(7 1E =5
201812/ - ==
datahub ON el = IF =
»
fthnlpA:

- AR A BRI TEE L, BSNIR BA A,
© B BRI B RO

-
[:] BEOA:
BT I RLA AT HER
. 5 0 | R W YV TR 202 6

2.1.4 SQLFRIET
DUREECRIRHRUNINT, 40T SQLRMNTRILL IR & LIS, —MERIR ISR A AT, B
B, ASCEEA LIS BRI IKSQL RIS X,

SQLFAT

JSONEERT AW MBI, HrbKey Xt MRS, Valued MM, KFkn] DUEHSQLKIETT
BARAEPE, BRI SQLAGA R AN T -



| DS

SELECT FROM " WHERE

BB M SQL R :
- B A 5 L TopicBEISQLZ A,

SR BHE IR T DUR IS, T N RS, ¥ BIRFIAE L Topic: /alhRrzD****/+/
user/updateffEHEaIT :

{

"temperature":25.1
"humidity":65
"pressure":101.5
"location":"xxx,xxx"

}

BRI ER T IS MlA N, FEomiEhBess iR, MM EEE, SQLEMAIT:

SELECT temperature as t, deviceName() as deviceName, location FROM
"/alhRrzDx*x*/+/user /update" WHERE temperature > 38

- PR GTopicBIRIISQLRA, RFETopicrhRPEIRHEESIMMS IS5, RS 1% 20 Bkt
T, fedinfBaRs s 2 Waunique_86,

ST RE AL R PR T

THESER ThEEERR fanita HAEER FHETEY
2t HRIEE CurrentTermperature float (SSHEREE ) ER{EEE 40 ~ 120
Bt E i CurrentHumidity float (SSHEEEEE ) BR{EEE - 0~ 100

{765 P A Ry AR SO RN T P S MR BB 2 R 5 | e b, B s i
{

"deviceType": "TemperatureHumidityDetector",
"jotId": "N5KURKKdibnZvSlsx**x*x000100",
"productKey": "alS5NNflxxxx'",



"emtCreate": 1564569974224,
"deviceName": "N5KURKKdibnZvSls3Yfx",
"items": {
"CurrentHumidity": {
"value": 70,
"time": 1564569974229
Ty
"CurrentTemperature'": {
"value": 23.5,
"time": 1564569974229

}

BB R T 38l S BN, FFomiEth & A m%, SaiiiER S aiieE, SQLIEMAIT:

SELECT deviceName() as deviceName, items.CurrentHumidity.value as
Humidity, +ditems.CurrentTemperature.value as Temperature FROM "/
sysal5NNflx*xxx /NSKURKkKdibnZvS1ls3Yfx/thing/event/property/post" WHERE
items.CurrentTemperature.value > 38

SELECT
- JSONE %

SELECTiEAhIN 7B, w DA Ll B payloadf@bigh R, BIJSONW AL, tun LAfd
FISQLNERFEL, WdeviceName (). MMM ERSQLEEL, iH2 Waunique_72,

XA S, AXFFFSQLAI,

EARFTSONE WS, nDURBEH R E R EMJSON, SQLIBEAISZFHEHJSONPath B+
R PEE, T {a: {keyl:vl, key2:v2}}, BJPAifiida. key2 JEEE V2, HIZERE
B, WEEZERNGISXE: Ryl SFERER, NEISEAME I SFnE R, GERR51E " a.
key2', fiiha.key2,

PA_ESQL R,

- AEBEE X TopicBHESQLISELECTIEAJSELECT temperature as t, deviceName
() as deviceName, locationt!, temperaturefiiloactionkHTF L%+
B, deviceName () WIfEH 7N EFISQLKEL,

- e B R TopicBESQLIYSELECTIEAJSELECT deviceName() as deviceName
, items.CurrentHumidity.value as Humidity, items.CurrentTemperature

.value as TemperatureH!, [items.CurrentHumidity.valuefil items.

CurrentTemperature.valueXR HT LiRWB RPN, deviceName ()WIfEH T
B FISQLEFEL,



- RS X
- AT EEOE IR, <5 ARERHE AR

- A{EHNERE, Wito_base64s (x) AL, FlifiPayload — & base64StringH?
UK ; deviceName () BFigt, & 4Pn(n B2,

= Bim:
SELECTiEf W i 2 vt F 50 7B

FROM
FROM w] DUHS ATopic, HITPUlcH AP & H R i Topic, TopicH ¥
% (deviceName) JEHWDUHSE WIBAAT+, RELRIRPNGIH, B PGB, 15

ERHEE X Topicht, EnlUEHSGRIRT#, RETopicth 4ui 22 EMEIRH, BRI
B, WEZUWHAE X Topic,

23k AfE TopicIEFNENT, B payload## AJSONFS BT, FHARMESQLIEA)ME AL

P, RN EAASE, B2RRIEAHEE. ZaI P topic () MEEIHEMAERM Topicli,

PA_ESQL R#,

* FROM "/alhRrzD*x*x/+/user/update"iifJFoRIZSQLIVEH A E X Topic: /
alhRrzD****/+/user/updateffJii§ &

* FROM "/sys/al5NNflx*xxx/N5KURkKdibnZvS1ls3Yfx/thing/event/property/post
"B FORIZSQLIVE AL B s NSKURKKdibnZvSls3Yfx Lt E M TopicH i B

WHERE
- JSONERA#

PRI %A, RAFFGRN, ASHFSQLAE W, WHEREH W] AR BMSELECTE A1) —
|, LiERKEIR N TopicliH R, WHEREBAMSRSE @ Sl ki, Bt
FMEFOER, WESWPATPEY  FAEFRIEA LRI,
XA RBIR, FFERIWHERE temperature > 38FRIRERT 38K, A 2filik iz
IJ\IIJO

- HERIEHE RS

Hai Z3EHEAWHERER b, CGHFN BRI FRARIENA, JEIAEH payload iy B



SQLER

SQLIEAIPI TG, SF2NMIISQLESR, T PP, WRpayloadBiRFHid
i, S SBONSTT RN,

GERE B R IR £ fifiTable Storeh, BB IR HIHBN, TR RMN s (2%
X} SR RIME,

QISR BA LA RIS QLA I RRRII T 4 B A5 B T 17 BB R, BN IR ] 53 0L
H
- ${t}. S{deviceName}M${loaction}.
- ${deviceName}. ${Humidity}M${Temperature},
HEAERNEA
BAFORATEERNGE, HS.#nHjsonObject, $.n[LAHNE, .FoniEjsonArray,
Bl sEa A {"a  [{"v":0},{"v":1},{"v":2}]1}, AFFREERUT:
- "afo]" HEM {"v":0}
- "$.afe]" &R M{"v":0}
< "ale]" RN [{"v":0}]

. "a[l] .V"%%"}l
- "$.al1].v"EE ML
- "al1].v" &A1)

FHREAZHTIR

PRVERT fiiik 2441

= RS color= ‘red’

<> AETF color <> ‘red’

AND L eS] color= ‘red’ ANDsiren=
on’

OR Ui T color= ‘red’ ORsiren= ‘on

0) S IRFE— A color= ‘red’ AND (siren= °
on’ OR isTest)

+ BAME 4+5

BRI 5-4




/ 143 20/ 4
* * 5%4
% HUREL 20% 6
< INT 5<6
<= INFERFET 5<=6
> KT 6>5
>= RTEET 6>=5
PR XFFeAEL, RIS S deviceld()
W#unique_87,
JSONJE IR nf M B payload AJSON#IA | state.desired.color,a.b.c[0].d
REUSTE,
CASE --- WHEN - | Case A (AZHFHRE) CASE col WHEN 1 THEN ‘Y’
THEN --- ELSE --- WHEN 0 THEN ‘N’ ELSE °
END END as flag
IN IZFBE, A XFFFEIH, i, where ain(1,2,3), A3%Hf
PAFIE: where a in(select xxx
)
like PEBCSEAN 7R, DUCCFrelbcsy, 18 [#la, where cllike ‘%abc’ |
FIURMT B R, where c1 not like ‘%def%’
2.1.5 R#FIE
R i 2 RhpR AL, 0] DAFESGR S SQLIN i Bl Seph %Y, S FEL BB,
RN 5 | B35 RN 3%,
¥4 PREL LA
abs(number) 18 [ 468 X HE
asin(number) R numberflF i 1IE5%,
attribute(key) R key i M B IRAS, SRR ixkey M BLFRZE, WIR D]
%3, fEHISQLIAAN, BRI HSziess BN MRS, IR mIE
Has,
concat(stringl, M ERZITH, BRERENTA S,
string2) . :
Ahl: concat(field,'a').
cos(number) B numberfl)435%,
cosh(number) iZFnumberfE WA (hyperbolic cosine) .




Eib €

PRIE LA

crypto(field,String)

Xtfield REIETTANE

BoASEString WEIEFZRFH, Ali%: MD2, MD5. SHA1, SHA
-256, SHA-384, SHA-512,

deviceName()

BT AR. EHSQLMIARY, FIONEA HEBes, BRIEN
?EO

endswith(input, suffix

)

AlWrinputi {2 5 Phsuffixgie.

exp(number) IR B IR E R
floor(number) BBl A EFEEEREE, ERNEDTEE TR
log(n, m) JEIE] E1 AT
ERAMEmMIE, MiRElog(n),
lower(string) AU NCE S
mod(n, m) n%m FEL
nanvl(value, default) | gt

B null, WHREIdefault,

newuuid() B EI—AEEHLUUID AT
yayload(teXtEnCOdi“g S 118 £ %45 1 LRy payload ¥ F o
PR EIAUTFE-8, B payload()BRIN S Fpayload( ‘utf-8
’ )O
power(n,m) B PN mIRE,
rand() B [0~1) Z M — A REHLEL
replacefsource MEA BSNE# T, BAreplacementifiresouce ity
, substring, .
replacement) subsiring.
wfl: replace(field,” a’ ,” 17 ),
sin(n) B EnfERIESZ,
sinh(n) BREInfHNEIIES (hyperbolic sine) .
tan(n) 1B BInfE i IEY],
tanh(n) BEIERRENEY]) (hyperbolic tangent)




Eib €

PRIE LA

timestamp(format)

RS ET RGN ), AL IR )Y i R I ).

formatyn]ik, WS =3, MR N Y §i RGN HEEE, B

a1, fEftimestamp (), BB TBI# 1543373798943 WIS
sEformat, WIHEIEEMHK, BERYHTRSN T, Wtimestamp (!

yyyy-MM-dd\ 'T\ 'HH:mm:ss\'Zz\'"'), REIKKE#HN2018-11-

28T10:56:387,

timestamp_utc(
format)

BRG], AR UTCHY M,

formathn]iE, iR formathy=d, WHRXY i RGN RIEZER

8, #lan, fHftimestamp_utc(), BRMIFINRIEEN1543373798
943; fifHtimestamp_utc('yyyy-MM-dd\'T\'HH:mm:ss\'Z
\"'"), IREINFR2018-11-28T02:56:38Z,

topic(number)

IR Topics Bl B

o, H—ATopic: /alDbcLe****/TestDevice/user/set, fii] %L
topic(), WIEMIEEATopic /alDbcLex*x*/TestDevice/user/
set; flifltopic(1), WM TopiclH—IHalDbcLex*xx*;
fifltopic(2), WM TestDevice,

upper(string)

R NG PR RS i)

Al H¥upper (alibaba) KR MISE R AALIBABA

to_base64(*)

G Payload iy —iEHIEHRIN, FIERIXEE, 4 b
Bmis R base64String,

messageld()

IR PRI F- 5 2 A B ID,




Eib € FREL L

substring(target, start | & Mstart (f248) Flend(AE48) HFFFER,

» end) - tartget: BEHMFI TR, B
- start: 4A FhR. BB
* end: %ji‘F*;ﬁo EIFM“iEO

Bi:
- HAl, PEFStringMIIntIREIE, IntREHE S i%
String %5 Pk B,
- WERTRH, WHEHNRGIS, NEISTPREdE, S IntR R
HEHAT R
- WSUE ANISEGES, PINMSBIRAR, S53SQLMHI%
W, TRFERA TR,

EZT N

- substring('012345', 0) ="012345"

- substring('012345', 2) ="2345"

- substring('012345', 2.745) = "2345"

- substring(123, 2) ="3"

- substring('012345, -1) ="012345"

- substring(true, 1.2) error

- substring('012345) 1, 3) ="12"

- substring('012345), -50, 50) ="012345"
- substring('012345', 3,1) =""

fER A

fEn] DB SQLIB A SELECT 2 BURIWHERES 2B, (5 RR B B 0l 8 0 55
TR B,

B, R RN A —NMREENE (Temperature) . a8 LRI SR PESIES MBI
AR RIBIRR AR,

{

"deviceType": "Custom",
"jotId": "H5KURKKdibnZvSlsx*xx000100",
"productKey": "alHHrkmxx*x",
"emtCreate": 1564569974224,
"deviceName": "TestDevicel,
"items": {
"Temperature": {
"value": 23.5,
"time": 1564569974229



}

IR R 3= i A 2N, A Y% #TestDevicel, TestDevice2siTestDevice3 i
R EE R T 381N, T Jm PR B i e SR 0 B T TR B, BB B L REE it

WMSQLAN R,

e g=lull

SELECT

FRCihd “feysiall wHhinofeventpropetypost”
WHERE

» =E:
deviceMame as deviceMame iterms Temperature value as Temper:

e Topic :

i
RS
ERRRE()

thingfeventfpropertypost

4 (ELE)
Temperature=32 and topicid = TestDevice1' or topic(3) = TestDevit

N -

SQLi%EAY):

SELECT deviceName() as deviceName,items.Temperature.value as
Temperature FROM "/sys/alHHrkmIE8h/+/thing/event/property/post" WHERE
Temperature>38 and (topic(3) = 'TestDevicel' or topic(3) = 'TestDevice

2' or topic(3) = 'TestDevice3')

PA b, A7 LR
- deviceName(): fESELECT<ZEHEFIZAEL, FoRm NEPEhIHIEH S AIR,



- topic(number): TEFFZEBEHIZFEL, IHEEM (topic(3) = 'TestDevicel' or
topic(3) = 'TestDevice2' or topic(3) = 'TestDevice3'), HH, topic(3
Y#FonTopic: /sys/alHHrkmIE8h/+/thing/event/property/postifi =2 H, BBt

HREH, BRFFNE () FoR%™ W MIrENESAI. Anfirh, (CS8SAREHENE
HMTestDevicel, TestDevice2s{TestDevice2HHFjHh—AM0F, A2 5ERi .

MMSQLHY, SELECTEMWHEREZRMF B BAS S T3, FIBNGI RS FRIAAS
%, WHSWSQLFEIEA,

2.1.6 BERFEIIE
HUS | SRR (L REAL B S Topicly B, A SCUHRUI BRI, BURMIAERAIR
B BH R

B X Topic

HE X Topich i s Bim B HOE G BV -5, BURETHAZ, BURH B E:

;mmua@- {15 X Topic

LiEEE B et S = N $5h8
I o
->

10T Hub Hm g EE TiaENE

topic @ "MPELIDN} user/data” _.| wE [ B8] | RE | BE |
load: deviceName":"D39383
| D3s3s3| 10:20 | 22 62 |

iZ&Riapayload iR grELEE

HIMIS%EsaL

A4 Topic

G TopictP B NALInk JSONFE R, BURRELNT, SQLAPFRLMBRRHGIIEWE, A
HEks i 2 Weunique_58, BURTEH BRI T:



%3 NS |E8 - #%Topic

Pub G it o0 Heg TR @ %03 .%.
o 0m]

>

BRmEit IoT Hub R TG St
124% : D3g383
topic @ "/sys/{PK}/{DN}/thing/event/property/post’ topic @ “/PK}LIDNY/thing/event/property/post { e B[8] sBpE B
payload [{pavioad: "deviceName":"D39383", "time":"10:20"
{ i - “temperature’:26, D39383 | 10:20 | 23 73
"id": 1532334511944, v "humidity":73 | | |

"params”
{

"temperature”: 26,

"humidity": 73
1

I,

"method": "thing.event.property.post”
1
I

5= Eihpayload$iiE !

PSR R muEEsaL

E] B

LEGRBIP, payloadthZ#params, VIBRSENZ)G, EBIRRHE DL NSE G tems,

2.1.7 FHERT
FERTRING 1%, R EIL T Topiciy SQLALBEEE. EiE X Topich iR AhEa e X, !
PP S AR, RS Topich Biatss NI IIE- 65 X, BEIRSTH SR 65 LBUERS
AR, AXHE T RGtTopicrhBER K.

®H LTRSS
I Topic kI &1 P ERIRZS,
iﬁﬁ‘iﬁﬂ:Topic: /as/mqtt/status/{productKey}/{deviceName}

B

"status":"online|offline",
"productKey":"12345565569",
"deviceName":"deviceNamel234",
"time":"2018-08-31 15:32:28.205",
"utcTime":"2018-08-31T07:32:28.205Z",
"lastTime":"2018-08-31 15:32:28.195",
"utcLastTime":"2018-08-31T07:32:28.195Z2",
"clientIp":"123.123.123.123"

SR :

2] g B

status String BEIRE, online: EE&; offline: Bk,




28 R BEH

productKey String B i ME—bR I,

deviceName String B4R,

time String FIR AT ] 5L

utcTime String RIZEANUTCR W]

lastTime String PR W i B f5 — RIS IR )

BeW:

i G BN ZE LG G, BRI last Timesk
TRl 12 g0 0 0

utcLastTime String WAL R — RIEE R UTCI ),

clientIp String B AWM EIP,

wREREE LR

it xTopic kI & _ Ll B TR B
Topic: /sys/{productKey}/{deviceName}/thing/event/property/post
BiukgX:

{
"jotId":"4z819VQHk6VSLMMBIfrf00107ee200",

"productKey":"1234556554",
"deviceName":"deviceNamel234",
"emtCreate":1510799670074,
"deviceType":"Ammeter",
"items":{
"Power": {
IlVa'Luell : Ilonll 5
"time":1510799670074
I
"Position":{
"time":1510292697470,
"value":{
"latitude":39.9,
"longitude'":116.38

}
}
}
}

SEBL

28 e BLHA

iotld String B e -5 NRIME— R,
productKey String B I a = i E— bRl




S B BEW

deviceName String (23 g2y

deviceType String BB,

items Object B i,

Power String JEYEAFR, PR A R B PRIE S W™ I TSLi
i,

Position String JBYEAFR, iR RR ARG S W™ I TSLif
i,

value FRHETSLE X JE P,

time Long JEPE AR ), AR A EIRERAR I = 0m A i
[T8

gmtCreate Long BE L 2 AL ),

RESEMH LR

il Ztopic R #F_ BRI SHEE B,

Topic: /sys/{productKey}/{deviceName}/thing/event/{tsl.event.identifier}/

post
BEsak:
{

"identifier":"BrokenInfo",
Ilnamell : ll?ﬁi‘;%kmll ’
"type" :"info" s
"jotId":"4z819VQHk6VSLmmBIfrf00107ee200",
"productKey":"X5eCzh6fEHT",
"deviceName":"5gJtxDVeGAkaEztpisjX",
"gmtCreate":1510799670074,

"value":{
"Power":"on",
"Position":{
"latitude":39.9,
"longitude":116.38
k
I
"time" :1510799670074
+

SR :

SH

R

B

iotld

String

B e T- 5 PRI ME—HRIN,

productKey

String

BEas P A ME—HRI,




28 R BLH
deviceName String (23 g2y
type String FHEIA, SIS U I TSLAE,
value Object HIZEL
Power String FFS AR
Position String RS BB,
time Long SRR, AR BE A R IRBR R A I ],
gmtCreate Long BRI R AL IR ),
REEGEAIEE

W% TopicRF B A B, MR, FUH. BHISFHE,

Topic: /sys/{productKey}/{deviceName}/thing/lifecycle

Bmfsak:
{
"action" :
"jotId" :
"productKey" :

"deviceName" :

"create|delete|enable|disable",

"4z819VQHKBVSLMMXXXXXXXXXX€e200",

"deviceSecret" : ,
"messageCreateTime": 1510292739881

"X5eCxxxxEHT",
"5gJtxDVeGAkaEztpisjX",

}

SHI:

28 Ay BLW

action String - create: PIEH,

- delete: MBS,

- enable: JFHIEHE.

- disable: R,
iotld String B AL 5 NRIME— BRI,
productKey String 7 AT E BRI,
deviceName String BB,
deviceSecret |String BEY, MEactionNcreate s,
messageCre Integer HEENRIE, A,
ateTime




IRERINRREE
I % Topic k19 ¥R &I R Z IR Hh R R B ERRTE B2
Topic: /sys/{productKey}/{deviceName}/thing/topo/lifecycle
Bimkaat:
{

"action" : "add|remove|enable|disable",
"gwIotId": "4z819VQHk6EVSLMmBIfrf00107ee200",
"gswProductKey": '1234556554",
"gwDeviceName": "deviceNamel234",

"devices": [

"jotId": "4z819VQHKEVSLMMXXXXXXXXXXxee201",
"productKey": "1234xxxx569",

"deviceName": "deviceNamel234"
}
1,
"messageCreateTime": 1510292739881

+

SEBI

S R il

action String . add: FHHREFEA,
- remove: BEROFNER,
- enable: FHHIIPXAR,
- disable: EHIRIP LR,

gwlotld String P B A1 5 N IE— BRI

gwProductKey |String PSR A R — bR

gwDeviceName |String PR B B A4 PR

devices Object DHFRETIR,

iotld String FRHTEF- G NRME—RIR,

productKey String B S ME bR,

deviceName String TFHBIR

messageCre Integer HESEN TR, A,

ateTime

BEY FIEST-1

fE— 2Ll RO P CRES A NS 1 585, IR INEIN & E R Bk, BERl BUBE % TopiciRIX
2 LR E B



Topic: /sys/{productKey}/{deviceName}/thing/list/found
Bt

{
"gwIotId":"4z819VQHKk6VSLMmBIfrf00107ee200",

"gwProductKey":"1234556554",
"gwDeviceName":"deviceNamel234",
"devices": [

"jotId":"4z819VQHKGEVSLMMXXXXXXXXXxX€ee201"
"productKey":"1234xxxx569",
"deviceName":"deviceNamel234"

}
, 1
SR :
S8 R BLH
gwlotld String W% B B AR -5 I ME— BRI,
gwProductKey |String DR 7= A R E— BRI
gwDeviceName |String PR B 25 AR
devices Object IR BEE 52
iotld String TRHTET- G NME—RRIR,
productKey String T B iIME—bR I,
deviceName String TR HIR

IRETITHESER
i % Topichl BURHY, @755V MRIEL A bR, B TR MM R ER. 2R
RIGLIRP IR, Wl DUBE ZTopicBEIFE S FRIHER.

Topic: /sys/{productKey}/{deviceName}/thing/downlink/reply/message
Bk

{
"gmtCreate":1510292739881,

"jotId":"4z819VQHKGEVSLMMXXXXXXXXXX€e200"
"productKey":"123xxxx554",

"deviceName":"deviceNamel234",

"requestId":1234,

"code":200,

"message":"success",
"topic":"/sys/123xxxx554/deviceNamel234/thing/service/property/set

"data":{

}



}

SR :

28 R BLH

gmtCreate Long UTCIN I,

iotld String B e -5 RIME—RRiR,

productKey String BRI S — bR

deviceName String B4R,

requestld Long Bl L 2 A e A a4 A5 R ID,

code Integer TSR E R

message String SRS BB,

data Object BeAriB ISR, AlinktxUEHE B OB 15 s AL PRAS

B, BB T R A S,

BEfER:

28 BN BLH

200 success TR,

400 request error WITBIR S5 HETER,  ARBRIN %A TR IR
460 request parameter error | iHRSEHIR, BEASER R,
429 too many requests WHRE THE,

9200 device not actived BRI,

9201 device offline BEAMEL,

403 request forbidden WRBEE, TR

2.1.8 g AN X

PO F- 5 1 FH RO 5 | s B s B A 2 LA BT L 7 o FERGRIN, SREIAH I 2™ hE&4E
BRI IX L2k, I H SRR RSB E %

& 2-2: M AT AKYIR

Bk K Hbn

Z7

AEIR2 (Rl | By HA Ry | EE EE/96 [1EE K25
e o))
JSON | —j# |[JSON | i |JSON |3 |JSON |—# |JSON | ik
ihill il il iill il




wates (v |- (v |- v |- v |- |V
Table Store
)

DataHub \V \ +V \ - - - - B

ZBURERDS |V |- v |- J | /- J
fix (RDS)

R |V v v v v v v v v v
Message
Service)

WERS (| N y v |- ; ; ] _
Message
Queue)

R8s |V - - - - - - - -
J& (TSDB)

TR (FC | v vV v Vv vV - - -
, Function
Compute)

2.2 BiERLfER TG

2.2.1 R¥E A F5—Topic
] A RClRS QLA B2 IR, B RAE 2515 — 4 TopicH, 9:BAM2Msk# i % 3k,

A%
AR 20, BRESFH#unique_394i5 SQL LN EE L PE,
HRiER

AR B B BRI M Topic TR IR 5 | 95 ¥ B 3% K 3 Topic2 M :



Rule Engine

N

I =
Devicel [ > Topicl Topic2 [€ > Device2
loT Hub

BAEb B
1. BRI AR, HBLERMERAT: 5L

hEEtE

TR .
EREIE—1Topic "

* Topic :
falc

serfupdateferror

%]

[4%]
LA
T:

E e B AT ] \
aircleansr .,
airpurifiert

user/updateferror !

e s




2. HRHTR, BEHSEH.
- ERERE: HAEIERERAFS — A Topic.
- Topic: EFEETHEBIRE: Z W —TopicH,

- HEX: HEEAE XN MTopic, EER™ WG, BHR#hssei%Topic, &I,
s (3FGAA51H R, B, 5 ${devicename} /getF il B H ik
thdevicenamefi &, #¥K&FE4 hgetitTopicH,

- sys: EBERGUE LU Topic, fEIEE™ MG, ETREIRERE®, ERERGE XMEAD
Topic,

2.2.2 BEE A Z;E 2 BAFIRocketMQ
ST] ARE RTINS 5, S5 PRI T S BREL RIS (RocketMQ) i, MITHSCBLINEM

Betg. PIMES . RocketM QIR AR 55 dv & M) i) 4 RS = vl SE(L5RE N o
AR
VSRR 200, B
- Zh#unique_39, GIERINIAIGS T Wik R BHERISQL,
- WLEHEBAF] (RocketMQ) sizffil, FFEIEHFHWE I Topic. RocketMQfEHTiL, S
WRocketMQiT BN &,
PRV IR
1. fERENE L, SAdiBaREs R — R ERlE,


https://help.aliyun.com/document_detail/34411.html

2. FETIRAER IEHED, JEFEREN R IEBAREITH R (RocketMQ) +h, FFEHRHmiTd

w, BESH,

A=l

EEEE

* MR .
i 2

# S -

* Topic :

iot_to_maq

Tag :

w EE

ﬂEwmﬁ HEEMEN =T RdHNEE riéﬁﬁ W HERTFS mm1
L3R 10RNHT I E, i i %Eﬁ'—.rﬁﬁrfzji ShtsFENEaE T

: , IR ETTEER] ﬂif?’aur =, Al A Ilf'*LrT;:“'E ERENREEsE

HEREEEEREE=TmER . f'*b—T;:“'Eﬁ IS ENE ST E,

Fi=SEEiE S5 (RocketMQ)
1? EIERIEEEAES

DEFAULT_INSTANCE B3

AliyunlOTAccessingMORole =IF

2L Fl(RocketMQ) B, FfEEEE L

it
i

=]

fi
11
I
fif

[H

28 BLHH

IEEEIRAE B ZHR R e RN ZIEBIRENE SRS (RocketMQ
) ',

s iEFERocketMQ TopicfifEb,

25 EFERocketMQ TopicHig i,

#iJcRocketMQ S, Bk QSIS BBASIREH & QUESIHl, 16
2 WL B BT SCRS,



https://help.aliyun.com/product/29530.html

SR BiHH
Topic RS NP & S B RocketMQ Topic,

1i JLRocketMQ Topic, Ml TopicfEiH /ARG, AIEH
TN - & BE i Topic,

Tag (nfik) VEEbR,

RS G, A Ed iz e SIRocketMQX M Topic I H &
RS, Bl PIfERocketMQIN BN 30, WIThRZ 1T
P KRR 128775, DI Ral B &, B RS {key
1, IRFESQLABYEIMISONE G Hkey Xt piffvalueffi,

723 PP 5 8da S ARocketMQIIFLFR,

MRSERAARC M@, HRAGAHERAMA G ARAME G, 4
EMOAIZEURNE, MER, WS WEM RAM fif,

3. WIFIBRRFEAIR I, S AR R e g el s sl Bl
MIMEEhZ )5, Pk BTl B S ARocketMQF Topic,

4. I,
FREMISQLHE UM Topick i —#iHE, AEFIRocketMQIFHl HIHEE UL, HE RGN
2V EEIMERSH
#unique_95

2.2.3 R A BIREIFE
T ARE IR | SRR, SSBURFREIFNRS7E (Table Store) hizik.

R PRI
TEVCB R K 20,

- AR Grh, SRR g AR PR S BRI SQL.,
2 W#unique_39,
ASORBIERN, 5 LT 4 RSQLiFEA :

SELECT deviceName as deviceName, items.PM25.value as PM25, -qitems.
WorkMode.value as WorkMode


https://help.aliyun.com/document_detail/93691.html

FROM "/sys/alktuxe*xx*x/aircleanerthing/event/property/post" WHERE
- ERKE D, BUEECEIER BRI R,

RAAERREENITEME, 12 WA A7 IR,
BB

1. fERNIEPE TR VRN T, AR R —EINERIE, ISR 1ENE (Table
Store) .

@ BEm:

AR IR SRR % K BRI

AT ST [

TEHEREE

| FEAEEIETEE(Table Store)

R EEEEEE ) EISEEME(Tanle Store) B, FEERETE
A -

o 2
* I .

rulesengine

Sl =rE
dataforwarding HEIES
* EE

HdeviceMame}

* 8
HPM25}
* EE :
HWorkhMode}
¥ BHE

Aliyun|OTACcessingOTSRole

il
r-d
it
A
-
i1



https://help.aliyun.com/product/27278.html

2. HIRAmPORIRES Y, A5,

S8 Wi

EFERAE BN IRSIFM#% (Table Store) .

bk TR R A A7 (1A S ) P iR

5H TEFHRWBIR A RS 7 B,

B ERREBCRIR R IR

Tt AL E TR R LN PIE, FRERWSQLHSELECTH)
HBHE, Bimimbent, a7 0 E N BN,

= BimA:
- XHECE R MBS (T, W${deviceName}, FoRiEIHNM
WE M B deviceName i,

- SRR A, X —AIFERCTRYUE, FEEMSE)
AR — ERIE, PR, BXSIERME, RSGCAHDNEEN
AUTO_INCREMENT, HAGEZwEH

HZHMHI LB, HS WERY AR,

fata RIS 8 5 AR A7

T RS Vi M PR AME I 65 G — A~ BT R 17 15 A BRI
@, Aafizm Rl FamBmTra.,

3. BURERARMERCE SRR, DSBS, SR R e Sh iR L.
BNEENE, SQLiEHHE XN TopicHHE L Ail, SELECT B XIiH BB it 2
e RIS G


https://help.aliyun.com/document_detail/47745.html
https://ram.console.aliyun.com/roles

4. BUSHEREE, MIABIRRIE.
a) TEVIR P R 6 e M SRS, IERR RS > fELRIAIA,
b) IR, SR ERE R SHEABHEIE, 2 WAunique_97,

iR
=5
oe EfSE . BEZSETE aircleaner
5 2= EIEIEE
SEEST New BiEsnAE | EHESRE
DESTHE | BumE | 408
HEES New P25
R 65 2
MRS New Pi25Level
_ =7
P PowerSwitch
#F0
EEES
WindSpeed
EERS i
FEEtni=
2rEe] e e
b St

) BUBHER YIS, (M MREIBURRNBIR R BIRE B, B RS RIERETEEE
o

< 4 dataforwarding

zer — o

LEEEE

4T : dataforwarding SEHESEEET0N.

s SR device(=4 PM25(=48 workmode(E8!

=EIEE R aircleaner 65 0

WEEE = #51%, SRET: 108 - 8




2.2.4 #iiE¥ £ FDataHub

fEm] DA RS | i B4 2DataHub k, Pl DataHub¥$ 5 s 2 5 it

5. MaxCompute5§fik55Hh, PASZIE 2R,

Hife 1
R R 20, BRESW4unique_394i5SQL, HITFECREEHE.
RIED IR
1. BRI IERE, HBIANER v, R R EEHESIDataHub Y,
i=hnERlE
EoEaET Eli%ﬂﬁﬂz:lﬁ'::ﬂjﬂﬁ% '?Eﬂ'tﬁfﬁ_?r_ﬂ" HMEMTES
Bl 1E:, s 10T J\EFF | SEE ) !_m?\‘ =
EEeWES  IREEE ﬁ’&%ﬂ:l:t _TL,«F_I"_I“?*I] SiERE =
AR E%‘%‘ _%E‘HEEEJEEKFJJHJ N 1
AEHiTER.
R
EEIUERE|DataHub=
* HRiE
* Proje
iotdata ZProje
* Topi
iotdata ZTopi
* BE
AliyunlOTAzcessingDataHubRole ERAMBEE




2. HIRAIPOR, WESH,

- ORERE: EEREHEFIDataHubM,
- EFEDataHubX B, ProjectfilTopic, #E5eTopicks, MWISI% 2 H KM TopicH
ISchema, RRIIS &G I% R AEE R S WU X R Schemar,

BiHA:
- BIEMTEISchemaltt, TBEEHS{}, HMEAFRPRHZR—IER,
- Schema 5 W5 S FEHERRLD I — 3, ARRICIEE,
- it REENE S BEEE ADataHub, AEEEEAIE B DataHub® AL

PRI, Rz AERPAINGIE, XFE, BNSIEA ] PR PR R S A\
DataHub1,

#unique_99

2.2.5 IR A EI T EIERERDS
S5 AR EL | B ARG, FPALPRIRI B R B ZBURERDSIR (L FRFFRDS) IVPCS:
s,

fER
- PRI K, AN ESES I K, BN, AEIR2YT RPN S BihE L RE R R B4R AR 2
FIRDSEHEZ .
- HURRR R B A MZERDS I,
- XFFMySQLSERIFISQL Serversifl,
- SRR AR AN SR BRI R R
< AR S B X ERDS,
HEETE

- iHZ WHunique_ 398N 5 H T AL FEEHRAYISQL.
- WSS S IR 55 s I R DS S, G BOE FERIE S R



BRESR
1. BB R —FRTMERE, HBREIERE v, ARSI 2 884% (RDS) .

FEEI=IEEE(RDS)F

EEERIEEE NI EIEEERDS )R, FEEEES
FEEE(RDS) b, EigEaET

FREEE | IEE(E TS aMERIRDSSRA |
HEESTEEMRDSERSFRII—ECE . B
ToTinalEaaEin=r: . F2iks.

|'|_|i|i

DeviceMams
Y ER
S{deviceMame}

o

=

[
T
[Br

AliyunlOTAccessingROSRole

2. HIRAIPOR, WESH,

28 fifiid

BRI ERA R 2 8UEE (RDS) i,

RDS:A TR SRR ke 55 bk R ) & A7 I RD SSE Bl




fiiid

FANBEE S

BiHA:
WIR SR BERE, T2 T2 N BRE AR,

FIARDSSEBIFIH K S, BEIKS PR ZBARER RS BR, &0
RS 1 5 TETR R B8 S ARDS,

BeHA:
B 5 | SRS S5, DO PUBRCIR R S B, A2
fa A

i N FRDS LB B

BRI N BIRR A, BN S | FE R RIS AN IX5KE b

MARDSEIRRI 7Bl MG SR B A %7 B,

N EAEBHEE B S QLR E M Topic T R — A2 B, TN
BB () mfE.

BEIA:

- H SRS RT3, SWTCEEMERY).
- A —AER, Ws{deviceName},

fata

VIR F- & I RDSEHE 2 5 A BRI .

HECBA AR AT, ERGAERAMA G i
Hl (RAM) 2l & G,

3. FERIRHIEL I, iz BN L R S LS S




4. fERDSTEHIG IR Z M0, REMERAAR, BESRE, MWGI%N TEERDS, &
TERDSHIEI A SN RHIIP, FHIXLEIPARMIE, ETFEhEm,

- 48252: 100.104.123.0/24

- MKMW GFomy%) : 100.104.106.0/24

- BE (EA) : 100.104.8.0/24

- FEE (BEREIE) : 100.104.133.64/26
- PEE (%2%4E) : 100.104.160.192/26

- HA (%x) : 100.104.160.192/26

< ® rm-ufeliFIudec... &7 [ rxa=mi=
ETEE
- mEmeiE
JESEE
mEEEE SE@RE | SQUW | SSL
mEEEE AT | BREERE. U FaE AR S ERTER RS
mEEtE
msEs |
= |
BT sy
Em==
SQLEE
il

ROSESISERIEER  EiEss

BESEERE

%
&
it
i
k]
it
L]
g
)
g
Q
o
e
1

ESR RS (8 ) +ENSESESE

gy iE=

2.2.6 IR A EH R MRS

Rn] CLEE RTINS | S B R DIRE, 15U BIReL R 20T SR 55 T8, MR35 v DA TH B IR 55 28

FPITRITHE, SCPLBe a5 M55 v < 1) e ERERGTH B ARG

HIER R RIZ
- B AR BAR IR 55 v

Bead A B2 -6, PIkI0F- 6 3 B 5 154 3 R A T AL BT 4% 52 21T B 5519 3
A, SRJG, RSN SS 45 T T BB 55 A 1T B L

XA LR B SS ] DURUE T R AT 5etk, @R 7RSSR AT N SBORE R R, T
i, HEMRSSEBR BRI BIFEN, ARSI, RIEIRSS A SR RRIIIF R T
SRR AR MG SHBIRGIETS, AR5 055 0 Z P s PERER TH 2 )

&%,
- MRS IR BRI B A

R RSS2 U I F- 5 190pen APL, RAGBUEZIMIDMT-Grb, 28518 PRI

BT




PIIAY £2 PR /2 BONE 1

IR

L iEiER

\
It
=}
E
g
ER

Y]
:"ﬁ L
I PR

BEMRS

BRESR
1. EVibEES] (RAM) #5616, B8 —DEZBUB - 68005 A\ B IR S5 BUR .

IR 63 2 i RSO BAUA REXH RS B 55 085 AN B, B, TR e — A BAH
BIRSSE ANBHaBRI @, Rakzm @R Pampmir-a, XS fek P R
Bas ANHBIRSS .

BRHECEN, 12 WHEEE RAM fita,

SCRSRRAS . 20190916 123


https://ram.console.aliyun.com/
https://help.aliyun.com/document_detail/93691.html

2. fEHB RGNS, QUEEEN B 38,
a) FEHERSS ARG, i > 38,
b) 7EQIE B ISHED, MATEER, RERdiiE.

c) EEEHIEK, IRFNCUEE T, Sdi O RIIT B IR L
d) VBN I, AT,
e) NI TSI . RS 2RI - 5 9 B A4 R B T B

E] BibA:

Fii, PP F-S HERE R T RIS FERH R, 0T POE BAFIATHT TPF #7537 B,

[T==5]

BIEITHE

=3

Rnl DURE B CRE S5 R A2 MT R,
KT HBMRSSHHER 7512, TES W BARSS 7 Sh SOk
3. VNPT G 6 NG %E0E, S QU R, el — Al

4. ERERTE, iR S T PEBURISQL, SQLAS RS, WE WREMMS5]

BHi#unique_73,

5. RN, B B L 0 B ER R o



https://mns.console.aliyun.com/
https://help.aliyun.com/product/27412.html
https://iot.console.aliyun.com/rule/

6. FETRMIRCEXTISHE, A BIREE & H 9T B S5 3815 R

AN E

0 IiEssE , BEEENErR IS BRI Al B TALH
B30, 0TS (EAEEnaRE ) |, IE e aea
= RS R i | Sl RIS , SR ae
TR RIS T o | B ER S f AR TS,

PEEEERE
R EEEFEERS (Message Service)®

[T =

e S

e
II]

+ IS, -
s
* 2

iottest Sz

* B

AliyunlOTAccessingMNSRole

[N ]
i

SR :

28 ik

PR RPN T 6 Ba s 2 Hbn 2™ hhe  IEAEIERON A4 B 207 SR
% (Message Service) i,

s IEPEER R BRI R ARSS T8 e,

¥ TR WO R AT U 55 320




28 ik

fata P BPT- S Vi FTH IR AR . PR S risizsm 6, fEnlfs
L GTEYNIESY

7. BRNGIEEGT, ERIRRERSIRT, Mdiig e B R SR eree, faahsl,

RN EBNIG, PR S A el R B R R BOE R 38, ] DS SR 55 oAb B

2.2.7 BERE R B R RS S SR
ST AR FL AR A, S B INAF L SINTF I A5 E (TSDB) 9SSBT 170K,
RIS

- B R ETSDBIUEATEAER 2 1.

- HEZRLAME (VPC) RTSDBSHI,

- SR BARLERIRNEE K, BN s SEAR2 MR 15 s Bl S e §e K 2R AR 2 TSDB Sl

-+ MR JSONFE A B L K

© AR BRI Influx DB,

© AR BEE

- BRITHES, BR VBCE N times tampMitagfff B, il BT E ImetricH ARF
BRI, metri cMERRENBIEIA, HS BT NBIRERL,

BEZTSDBHXER, WHSWNFN2BEE (TSDB) R,
HEETIE

eV EE R 200, WS W#unique_39, QBRSNS EAEHEISQL,
BRESR

1. FERUNITERS L, BBl R — R TRERA .


https://help.aliyun.com/product/54825.html

2. IR HTOR, RESE.

siEsgEn , RESNENET SRS RS RS AN , MRS SR
#. 3. 10EEFINER (SHSRTRSEE)  EMEHSHESRE
5, IRETRETSHERILES | ALENRREREE , BRaMEE SR
SRS AR R | SRS ARSI A S T E.
RS ;

FiERr R =20EE(TSDB)F

-
it

i5-1

Etime}

xtag :

*1{8 :
Fcity}

FaotEn

-

BE.

R EEIEEE MBI FEI=A0EE(TS0E) B, FieesE

+* VPCIZf ;

* timestamp :

cityMame

AliyunlOTAccessingHITSDERole

g}

o
fi

i

ol
M
1
E
it
[H

e 2 ik

R E R IEEIN N B84 (TSDB) Hh,

VPCH:4 HERERE R B C IR Z AL (VPC) HRTSDBA,
timestamp IR, S2fi:

- R SRS (3 RIBK, WS {time}, Faitimestampl{E i
MSQLHHEE Topickf M A P time = BOM MHE,

- AERBIE R ARt imestamp (), FortimestamplE R
LR 55 A I ) B

- WNE, 2 UnixBFRIE, 411404955893000,




At

S g
tag BB BRI, SRS, e i, B, AR
s FAES O LV ES () RS O, BglsE O . ER
& () . EEF (). L QO . BEES(0). S
Iz PEEREM,
- R TS (3R, WS{city), FoRhRBEMMNISQLE
e Topickt MR city 2 BON BIHE, B IEH 775
- (EHEIE T R I — LR, WldeviceName (), Fnhn%s
{H R,
- BNE R, Pllibeijing, XFHRMAH SN, FLBE B,
MR RS PAES ) . ES () . 85 (O, syl
50O . IEREL (). EET G . Rk O . BES(). 7
55
BiH:
- IRENURINSA tag -
- FRIETSDBRENS IR AL B tag B -1, WIRIRIAZHTERE —
AtagfE-fExt, =SBE NEHRERIN
fata P -6 M TSDBE s BUR
Pk & 2 TSDBSE B A MMILS F 445, BT & i) 125
ITSDBEWEE, E7IMERIXEEIPEL,
i TSDBSERI 44 b R B E S TP 100.104.76.0/24, iEF
M,
- BUMKSQLAN R :

SELECT time,city,power,distance, FROM "/myproduct/myDevice/update"";

PA ESQLMTopic /myproduct/myDevice/updatefigEH, §iijk

thtime. city. power,

{

distance BN, TEME:LITHEENE,

- B BL ESQLACBR G EE A i Bon Bl | :

"time": 1513677897,
"city": "beijing",

"distance": 8545,
"power": 93.0
+

- BCERVBARE N, W E T RO BRrh R R,




- ARIREHRER N, I TSDBHYE AP SREUE :

Bs: timestamp:1513677897, [metric:power value:93.0]
tag: cityName=beijing

Bs: timestamp:1513677897, [metric:distance value:8545]
tag: cityName=beijing

5 NTSDBIEEBEIA :
PLEERIEES, BRTACE Mt mes tamplftime 7 BORIBL B Mtag it city 7 EAh, HAthy
Bt (powerfiidistance) #{fEMmetricH NI ZSEHEHE,
SRR 2
#unique_104
2.2.8 RE A FIRHITE
] DARE R RIS S Bl it ite, #8dmst R BRBOTR (FC) b, RG0S T8I A
(ER &4 13118

AR R
(s (58 ) R0 |

PBTES Eit _ﬂ__ﬂ——f"

& —— GmRE [WFC [ | EFREE RDS\OTS.. | |
' = =A% REST.. | :
I T
|
RS
o N | frid:
2, oMM RN )l 1, RS, FAE L itEE

3, RAFCRGLANE 2, RWRGE WL NIS| 5+ for] it ihiE
4, FOlSEIAER STRBEWINE-. 3, MEMIEETSEITS



PRI £

JHPHE /2 BS54

BRESR

1. SoRMBOTRNIG, QI3RS 5L,

a. QUEIRSS, Hi, RSAMROIHY, HRSEGHRIERIITREEE,

b. QIR YA, AR

filizdicE X
+ RS
1 QA gy FoEsimme
2 Fhllery, PREss
3 EEdRRE 12828
FEEE &52 (HE)
RS | SRR AR,
AT,
IS
A

T

4 H52 (18) © test
RS itRsE
el +a =
(0] st
FRBTIER

n

0.0

FEERETER

0 GB-S

HeemsE BRI SRS

R e
BsEE st RERR 5D (L)
olEBtE 06/28/2018, 095633 el 0B/26/2018, 00:58:33
ThAEEE
BRRE =
ArEn @ Azex @
gspz @
i A7 VIR
) z
c. JEEPABBIN, Ak B B R,
s ez s - o
RS
U T SRS | me s S EEE e =
AFEFEEE v e Qs
FHES api-gateway-nodejs6 copy-0ss-object-python27
nodejsé python2 7
el BUISTTRTRARES, REENE g R, BT HETRERIESA =, ST RS e , 61
WO, SAREINEE. il . JSON, FEH RESEHE L,
1 EC e wE mEEE
flask-wab get-object-meta get-oss-mdS-pythan27
pynon2 7 pyionz7 prhon2 7
I SRS | PR U AT , sclifask web TR 0 i f B 53 , Pl S @R ( 0SS ) SoHHIMDSE |, MiFRsl
serveriess B, AR Eloss. FURRTEE , TS,
wE SEEE == w2 mEsE
B:: v

d. BERESE.

130

SCPSRRAS . 20190916




BRI B PR B SR N EL AR R RO R b o SRR B

<

SR

= =

E 2 BiHA

FRAENR 55 R BTTAERIIRSS o

AR BEE R,

BT BEEMBIBITHIN, HoRplrhiEijavas,

RASACE AR,

AL BEEHRBAERBOTRRGSTHIRAA L. BORBhEcE

HMcom.aliyun.fc.FcDemo: :handleRequest,

RTINS

ARPE A M 5519 00 152 B B T N AR




28 Bl

JERIS I ) B E @I T,

HTRAA RO AR, 162 WRBOHRRE,

e. PBITHIE,
ORI G, Pl LERAERBOHRRER G IIT, DRIERBHITRHIL. WEGHRSH
FAF BB R AR RIS BATEMERRI & .

2. PRI GERlG, QUERIN, 2% 5% B BUERISQL, W2 W#unique_106,
3. FERIF BRI VRIS 0L, SRR Ee R — MR e, I TSR s a2

3
[_] AR

e


https://help.aliyun.com/product/50980.html

JSONA VR RIS AR S Fp i A B PR R v

RIERE

simstEn, BRSNS RHASAERSEEE T  NERTLSEER, 3. 10
DTSR (SESETRAEE ) SRS ASARES , RS ESTRE
Extans , TURREIEEEE SRS S BT R AR T e, B
SR RIS TS,

e

REEEERIFE B(FC)+
EEEEEEERNIEITE f EEERE S
+ HiTig

R 2
* IR

e

loT_Service

* BREY

k]

pushData2DingTalk Bl

* T
AliyunlOTAccessingFCRole

[1s i)

2] Wi
ERERAE R AR EIRAAEETR (FC) .
bk R WOBR I AR SR 55 ik,

@ BiHA:

HRSRH R B R R R s g . ) (ki) . B
HA Rxd) .

N5 EREBCRIR R RO IR S5 .

PRIEY P B U NS G




28 Bim

7204 TP 5 1 PR R A BRI,

MBSERAERC M @, HRGAHERAMA G ARAME G,
HAOAEORI. W&, B2 WEH RAM i,

4. FEBHRRFETIRZET, SRR R S LR sl A,

BN REENG, PTGl SRR BRI BT
5. ik,

FRNISQLHE X Topick ik — A MIAHR, REHIIFEIH R G RZEERAHMXIE
*o

RO R SN B PTIR O gt SETHARBES 2 pRIER, nf DB A IR
AR TR DL

FrE function_test | + jEEFunctionFiZ= RIS et iyt o < REF

B RIEE: [QUNSE  6de 120w 1E IR 2017-12-23 13:39:59 - 2017-12-23 14:39:59 | B

Dasrsoarc e ARG

Siiti TotalInvocations(i%) i/ FEi4Duration(=#) e,
S [EEE: 605 Eahw: valus FES: 60s EEAE Value

Bk

EeEE

TREEE 2017-12-23 14:36:00

FunctionTotalInvocations: 1.00

ERRES T

BRI HE 35t
FunctionBillabk i 0.00%
St ]

SCERERM
#unique_107

#unique_108



https://help.aliyun.com/document_detail/93691.html

2.3 5 =EXz]

2.3.1 TimipREXED
Sast ks I R 2 — R 5 E ZEL S5 B SR nT AL iR 755X, T DA IS Ve o ol o 248 1 119 5%
PEl%, L PITRFREIE, PATHUERNESSZHE, b Bissl i s ols AW, Scoligaik
FARIE AR

RIEPR

1. Sk Sl 5 e U S TR b TR 5 | 5 > S5kl
2. M AR,

pIE

o ;l

3. RESH, Aasdimil

28 Tk
AU FR BEE RN AR, SRR, SR, By, PRIZAER

2k, KRERREI 1 ~ 3094F, WM AT,

R A DIRUNIE A, B oA,



http://iot.console.aliyun.com

4. SERSA RSN B R e i rh s iR gndE, EPACE SRR,
fthn] DAES SRR A ARG I A B, PG B b 5k
PZEiAes Baheohfl: 18 12:00 % 23:59 2], HiREEERES L ENERIRT 165; 0%
I, 2B R PET R S PR E D 2688 R
AAESHLE, MR THE,

TRREXEIHN

V=0

EEEE

EERE RS

i EfgiR, nlESO RSN AR, HARSBUIIE I RR:

28 Tk
fi 52 o PIERLRIA T, Al B s il A B I A2 . 4 e 8 baik A A ok

HiTH TRl J2 B A B, A AT 2P0, ml BUOA— 1R 1
B2, MkHZRRER (or) K&,

- BEEODEAR, WIFRERCAEN™ MR, BRakk. miks
JE e AL

- BEEN R, WFREHE MR, WREEN cron %
B, cronFgEHR: 4. /M. He By — RN
R (077 MH, 1-6MFRB—=RN) , BHZEHz
FabEIF, @, FRI1SAE N cron#ib X\ l: 018 *** (Hp g
5 (%) ZEER) 5 A A8 RUEMFSAX N 018 ** 5, cron
FORARMBEIES L, 2 W CRONTAB M1,

FERGIR, BEANB AL PR RS L PR AR
T 1683 FREAE Mk % 85



http://crontab.org/

28 fiiid

ARRES LS PITRARE. RAT R PITRAFEEE, ARtk idranti. nieE

MBS REREL, ol DO — RG22 AT, U7

fEZzhEM (and) K&,

- BEENBEIRA, W ORI ™ mar, Raam, ks
DIReh I R PR

- BEEONIRVEE, TR BRI RANEE A ],

EEGRBIR, BEEONINRTERE: BEAE 12:00 % 23:59 Z 0], Wik

PATAE,
Tl TPITHIENE, Al E A s it T DAR B 245

1o H—ahERITRIBIN, ASFEmiH A1,

- RE NG, WEEREC IR MaR, RaamR. ke
JE keSS G5 )RR SS A REB BN I TaE) o ifil
KA T RO, PUTEE B8R s S5 G
2tk

- BEE AU, WIERIRE S AR, B R LA, A
FHRR P fl ke aske ki, ERGEITHITRIFR R, HAPITRA
Wik, WIPITIZRN R SR TEE,

EERGIrh, BEEON B TR IR B A T 261k
39i:98

BITIHREAE

YRR QU RIS, RERTERN S 1% > S Rtikahviimivh, Eahitss stika.
I ah g R UK AR

1. SR 5 3l 5 22 0 S TR b BN 5 1 5 > 3752 1K)

2. HAERANRE), A NEREREPRRES), ERARENIBTH.

s

o

R

SRR AR B, JF H IR R i R, %k i S A mIST T,
Jaahm Rk a G


http://iot.console.aliyun.com

- BRI RNIETT, WERENG SRR R B SR, SR E R RS
ZiXF|loT Hub (&¥i) . HEMHRALEFS% #unique_111,
- HGRRENMEIAGNNATT, WITEEE LA s TT, PR RIksh s il sia g sepirh, 57
BCT5 TEVE S5 A SO 75 5 57 0k Eh HA R

EERE

AR ZREINHE, I HERSTh AR IBTEER,

BLIA:
RSB IME 253817 XA G 0mISTT, IRALEPI M- S S 051 % > S5tk
Zhvh, #E I HE N 26a1 T HAEN a7 H .
1. Sk Sl 5 2 S AT b B 5 1 5 > 37 531K
2. {REIERAR HENT RIS, b MERIERE PR HE,

Hms|E

HEEEE

- 2019-06-06 19:24:29
BHTETES - 2019-06.06 14:52:23 = |:|

3. HulibEls, EBEARHERENE R,

MAtE >

PITRE: | 28PRE V| | 2018-06-25 21:11:1 - 2018-06-25 21:26:1 kA R
HATRIE) PUTIRS BRI
2018-06-25 21:26:12 222 @ ¥
2018-06-25 21:26:12 B Wi

BE¥E
2018-06-25 21:26:12 1415
2018-06-25 21:26:12 Prpee HITIRES SRR VS
2018-06-25 21:26:12 a17y324j7 #15
Wh/AirCon I success
2018-06-25 21:26:12 ditioning #E
2018-06-25 21:26:12 i
@ =

2018-06-25 21:26:12 VS

R BB E IR (E
- MBRS RIS -

1. FERUNS 1% > S R ikah idimivh,  $REVH MR 2K AN R
2. Mh R B IR, MR % 58 2kahRE,



http://iot.console.aliyun.com

. ¥y-275=5 Uk
fE stk ah WG, 75 vl Son il 3R EeH.

L. (RS54 > ke ik, IREIHECHS), FFREMARISRIE N AR

2. PlINATRA AL, FonTahfii i —k, B2 CEMERM L 8, T

P AT AT A
- AERG BB T RIS :
TR PR, R RARRE A g B,

HE:
iEmAR e A LRI E A2 IRET T,

1. ZEMSHRHEEDGH T > WG, 1R ERIAGIHA N R AR,

2. fESEBIVENG U, RIS, HdinRcast.

3. fESrBCsmRt i, HAdifs i RSN ARG I e, R)G BAadE

SEHR

LSRG > SEfiEE

[ R
LinkloTEdge_Node

PRI S BESHIRAS 1200
R LREE  EETRE BEUE  FEES

BB

FEFR SR BREETLES

A

4. sriickmskahiG, HEFHRE LGN,

2.3.2 taRBH=REXTh

Sastpkah e G 1%, —Mork Bafelk 552 Er e X, ol DO n SIEi )5 e

X Ve Z IR, FFRe IUNITRE 52 206 ek 1A 5

BRI E-ard G, M5 IEE > 3505k s b QU5 RSN, 5435 SBa R il
%i% (Trigger) . PUTH#AMF (Condition) . HUTaE (Action) =AHR4R, IXRHRNIEIEY

Fioh TCA B,

Sl e AR R MR LSRN, RGBT RAEREEWRE, ROEREPIIT

R rpsE ORI TAE. AR R TSR PF, WEETE NPTt RZMA T,

pun, EREK18:00 RYEMIK, fERMIER, BHBLIRG, KENRERNK, FFEN, &

A AR — SR, iR A Fahik, SEXATR.



https://iot.console.aliyun.com/

SRCEI N,

ThSEETHR

RRARE

bl

AR

BEREE

SRR :

SH

fifiid

PSS

il %z o

TR 18:00, HHFcronFARGESTE, HSW
CRONTABM T,

(P

PITRMF

R FE AL ISR TSN B IR E S T 26 BRICVE,

5 (&&)

AT

VI RVCBE NI PR BN 26 HRIE,

5 (&&)

G RN SE 2 B BB, 2 W 205 P 5.



http://crontab.org/
http://crontab.org/

3 miFEH

3.1 SERTEREE
3.1.1 EE LM niEEkiE

PR S IR, SRR IRE B A RO, L7/ A7 AN | e BRSO
BERETE

1. RV S5
2. fELEMISR, EEEITISYE > ST,
3. IR EAR RN SRR RITEEL

2 (bE BE Iz == 40 =HSEE O O 8 @4Ex

TS Sz
i =2 2% 1
IS TRIESAE

EEEL

BERS

B

IEEEE
s

RIEEFF S

& 3-1: BYiEhEEG A

I i) Bim

1/ BRRUNMNSN, B108h—ARERY, A ENS T
1K WGIR24 M, 5580 — A REFW, SARWNg T,
154 BIORTEN, B1550h— A RERY, ARSI,

= B

SN B BRI BRI AN R G THEY
BRI BE
M R TN TN VRS W w6 A D U e


http://iot.console.aliyun.com/

L LTEN Bim

FIELR B ST G K A R

BURRIEA —EER, SonrBIER A REIANEPEME, 145
ST BEAE PGB TIX 53 o,

RIEECTFEIIHEI |y e skt -6 1034 B8R

BOEREA —CER, SoniBUER A REIANNREME, %5
ST 6 BEAE P CRALEA T X 53 o,

PREMIITRE | g wie iy 22 % 165108 8RR S RIS L

BURRIA B, SoniBIER S REIANRRNE, %5
ST 6 B AE P CRALEA T IX 53 R,

AU ST R T B | BRI 5 1 SR B A e D RE TR 4 T LRI
BURREA —EER, SonrBIER A RE N ENME, 80
WEEI H b= R T IX o7 .

PR

FESCIMEPE o, oD B E, ARG, A PIER SRR A,
ERECEAR B R B, ES W

A B R
#unique_120
3.1.2 Ed B R EFN

VIR T 63 SRR 2 PR S5, B B BE R BRI PR B, R RSt i F- 5 BE IR
FERTEOL, JF MR R

Bl ERZE AN
BRERE, BfEfaeine i I, SR PomE - & O U5 G Sl ek e T 2R £ e e A
JG, BRI BRI K2 iR Al
Hufli, PP Sk AP R B a0
-+ JEEMQTTHRSEE NI & 1 S IN fE 2R B 50UR
- RFFIENMQTT, CoAP, HTTP, HTTP/25kLoRabil & iE5N Pt m -6 iiH S50,
- PTG MQTT, HTTP/28kLoRabMi %k X2V #ris SR,



- R B T BB - & Topic (REPUBLISH) . DataHub. M%HHE (FC) . A
k55 (MNS) . #HEB\F] (RocketMQ) . FAgfEdf (OTS) . ZBEE (RDS) . 8RN FIN
SEIEE (TSDB) HIREL

- B LRI UR .

- B BSOS R,

- BERARSS VAR U R

- B R PRV E R

1. RV G 6

2. RS, ERRITEIaGE > SRR,

3. BA SN HE T b AR A E

4. fEQIERERNIL, BB RAMERE, i\ aE,

BIEREN + EE

o KEREIR

R BRI S -
HFEE: e -
i3 #1352 (_BiE) -
=h: atsrf - product: | Xgateway -
° EEIRER
HNEFR: IoTMonitorl
HN TR SERTTEERIREEL (MQTT ) v | GOHEHE v ESREE - deviceNum ~ > ~ | 5000 count

HFIREMAN

IBENAEEE: 24 /NE

ERETA]: 00:00 | E 23:59 -

& 3-2: BIEREMN S5

28 BLA
7 EEERMT- 6
BRI BEIRTERIZERE :

© ERRBEIR: EIBE SRS, ATl R e A A
I, #RERIEHE AL

S TR SIS AR
iﬁjel]o



http://iot.console.aliyun.com/

28 Bim
bk VEIRIGEIERON LB, BB TR - &SI fEih
28
Pl TERR IR P - S SR S 7 Shnl 2%,
R FR BEAETRE RS PR,
P A 58 SCAE MRS T RS PR, S T RO, B B4 -
- EROZMMERERHE .
- EEPI TR AL, 1, EEN60BE L, Fable0s b
DA T
- BEEIRESRMF, WNESSA RIS EURK T 50000 ik 45 55
LBEMIEN ] TR E R G, WEARRIREIER, MR A BRI E @A,
3K T BRI T G, 4 BRI AR S5 Th) P A 35 4 i AL
R BERRMIR SRR #loi A 5E,

W 7T 2 BERE RN E, 2 W4unique_121/

unique_121_Connect_42_section_wfl_pv4_mgb,

SIEEMHREN

Z P R R R N P - A

- AR B R PR KRR SRS 2 LR,
- AL BT B QPSIE R LR,

- AR B MTTHEQPSIA R LR,

- RTIK S R B RIERE REGAZ LR,

© HAIKS E1TIHBQPSIAE] LR,

- CYEIKS MTH R QPSIAE LR,

- SRR S R G | SRR e QP Sik S EFR,

PRI B

1. RV S 6

2. fELEMISR, RIS YE > ST,
3. BAHSCIN HET b AR A B L



http://iot.console.aliyun.com/

4. FEQURIRE MM, Sl BRI RrP R AE TR RER.

s e T

HMEFR:
5. iR SRS, AGEANIERED, BCEMREMN, e,
QS

— [, R EMRHRE
=5
RS SrEE e BEE
b Dashboard " RSN
1T
R
&
i TR
] Hpsem
ErTT s BEA s | | TEER | meE O BEVE
Skt e
T a3 BERA SmartaccessGateway | CRITICAL | ConnectionDisconnect\DeviceOffine! DeviceHacked AR MBS
b EseE Fusn
- el BEA SmartAccessGateway | CRITICALVWARNVINFG | DeviceOrine SEREFE Excaption %
- FEIE HER
=%
FHEERR
RIS SRR AR AOA R PR %
HEEE
¢ LERER REFBFER
TiE

i

& 3-3: EHREMN SRR

28 Bi

BRI A R ORI B BRI AR

L SN PRGN

[ e N IEEEBM 5

FERM BRI Exception,

HIFFER A EUES N RGO R R IA F SR (W 23E) .

I EROZ MR PR, W2,

&I BEEIREB R A ALREHT

e Y R Z AR E RN E, WS A a A #unique_122,



https://cloudmonitor.console.aliyun.com/#/eventmonitoring/alarmrules

PR
#unique_120
3.1.3 REEBHA

LRSHIPIE - 5 BEIRAE S EIR SR P B B AMES, R, PR RIE M S B2
BEEMPRRNEAH, A8k E R ENE

HEREES
5 PRMELIR S R ek A I, BRI 2R AU BIDRABLan Rk B B RAF

=L i) 2]kt i ,JEE

RECR S  productkKey=alat ¥ , Instanceld=iot-public, regionld=cn-shanghai

, MessageCountForwardedThroughRuleEngine_MNS{IF12: 008 4EEE | JFHERG , SERE1E13
(1) =,

S - = cmtest , MessageCountForwardedThroughRuleEngine_MMNSHYSSht it

18, ERUNEERATHE>=2

Rl =hsts
EREIEEE : 95187

RIS =i B A

& 3-4: IREEERB YA

FB i

YOIk F- 5 <23 LM RE R, B HRERNN MKey (productKey) . 5
HIID (instanceld) FPifEHIRID (regionld) .

RERH SEARMRE R HAPRRS, FREE M A R SR H

auRpih,  “MessageCountForwardedThroughRuleEngine_M
NS” XREHN “FRGIHEHRRERE (MNS) 7, FoRfE—El T
N, BNGISREBIRENN RS (MNS) RREGEE 1R ik
HIBIE,

HERHAHAHE, S0 BRI ERHBE,

T G ] KA I T,




TB Bim

HHRE B EPR AT SR, AR R, s &R,
FE5EI ] BRI BIERTRER,
PRNITENS R = W P 6 B BRI BRI B TR

& 3-5: HEIREXBHRAR

FKHARS BLHA
MessageCountForwarde G SEE R R R B (DATAHUB) |, BVRLWI 5|4
dThroughRuleEngine_DATAHUB | {fif:EasIDataHubix L,

MessageCountForwarde
dThroughRuleEngine_FC

RS 1S BRI EL (FC) |, BIVBRNS i e B
FPAEEHE (Function Compute) FIREL,

MessageCountForwarde
dThroughRuleEngine_MNS

B S BRI (MINS) |, BB S [ S8R e 3
HEIEBARS (Message Service) IREL

MessageCountForwarde
dThroughRuleEngine_MQ

RS 1B R (MQ) |, BRI | S s 258
FHEBAS (RocketMQ) HIREL,

MessageCountForwarde
dThroughRuleEngine_OTS

FR 5 B BB (OTS) |, HIRRI S | 355
PESIFE1ENE (Table Store) MIREL,

MessageCountForwarde
dThroughRuleEngine_RDS

RS | R AR (RDS) |, BRI G 14 imi5 2
P % 2 BE AR D SR L

MessageCountForwarde
dThroughRuleEngine_REPUBLISH

PSS R s (REPUBLISH) |, BIAENI5
B BAREIP F- 5 HAth TopiciIR L

MessageCountForwarde
dThroughRuleEngine_TSDB

RS | R k8L (TSDB) |, BRI 5 | S8t 54 4
PaSls it 2 8% (TSDB) HIRE,

MessageCountSentFrom
IoT_HTTP_2

FARMNHAR (HTTP/2) , UMW &S
JSHTTP/ 2B A RSO,

MessageCountSentFromlIoT_LoRa

FERNIFEER (LoRa) , HMERYIEKI - 5@t
LoRabhil % il S 8=

MessageCountSentFromloT_MQTT

FARMHAR (MQTT) , HEHPIKNMT )l
IMQTTHHL & A BB

MessageCountSentToloT_CoAP

RIZFEEMHER (CoAP) , BIMEHMMT-&iE
I CoAPHIUA R B2,

MessageCountSentToloT_HTTP

RIZFFEEMHNER (HTTP) , @ HTTPH)
BUAIE 2P F- 65 AT B R

MessageCountSentToloT_HTTP/2

RIZFFEEMHER (HTTP/2) , HIE&EIHTTP
(2B IR SR -5 T B AR




ESELAV T

Wi

MessageCountSentToloT_LoRa

RIZFFEMHERE (LoRa) , MIgsidEILoRaly
BURIE 2R 1- 65 17 B R

MessageCountSentToloT_MQTT

RIEFPFEMHER (MQTT) , HIE&EIIMQTT
PRCRIESIPIR - 5 1H B 2

OnlineDevicesCount_MQTT

KL (MQTT) , HMERIMQTTHHIIEA
IR - 5 I FE R B A 2

DeviceEventReportError BRI R
DevicePropertyReportError B ki R
DevicePropertySettingError [22- iR acwSIie 8
DeviceServiceCallError 234 i g LIPS e 8

EHRERER

E L LS o T LY =ML FoI S YN R S BN R e RSN 8

EEEHN S PPl il ule sl

BEA e BT
loT AFEHRENTIRE:

E4 Ed
I
FHEM WEITR BEHE | FR
& I
EL o
resourceld:acs:iot:cn—
shanghai:instance/iot-
Device_Conn W (20190625 {"productKey":"a" " "deviceMam
public/product,/atke B L /device Fa
ect_QPM_Lim AR|TOB3607.5 e " "instanceld":"iot-
/TEST 1 il
it S N |21+0800 public","regionld":"cn-shanghai"}
#iF®: iot-public
2rfid:(]

RERiTERRLE




& 3-6: IREIEERE UL

E4% BiRH
LA SRR E RS, RG]

th “Device_Connect_QPM_Limit” FR “IT— 850 Bl KiEH:

WHREORE) LR

BARFAE AN M FLEARR, S W R FHERHBE,

- resourceld: EIHID, {5E4519:
acs:ijot:$regionid::instance/$instanceld/product/$
productKey/device/$deviceName

- WIS EHIID, iot-publicHPIZ s,

- olid: BEEaHID, £ikad, ETEBRIENA.

HER Hui¥ hWARN (5%) |
RS B 2 AR N )
HIRE Huli¥ hFail, FoRiERaE RBEHEZIEQPSIAE LARG, G&tibRAE

MO

EST fil e BRI GE IR S, JSONKE, HEFHUKID (regionld) .
fHIID (instanceld) . 7*#Key (productKey) fil & (

deviceName) , H1, productKeyFfideviceNamefX thBR{E #5145

SRR REORT) LRSS L. MMTHEQPSIKE_LBRAH %

5B,

®R3-T: EHXBHRAR

HEAR

Wi

Device_Connect_QPM_Limit E— Vs 50 P RIETH REGAF] LRR,

Device_Uplink_QPS_Limit T—Bess LTI 2 QPSIAF) LRR,

Device_Downlink_QPS_Limit E—¥ 8 MTIHEQPSIAF LR,

Account_Connect_QPS_Limit K-S R R ORI REOAF] LR,

ataForward_QPS_Limit

Account_Uplink_QPS_Limit MEiKS AT EQPSIAF R,
Account_Downlink_QPS_Limit | %#ilk S FMTiHEQPSIEF LK,
Account_RuleEngine_D 2 RGKS RN S R B R % QPSIAF] IR,




3.2 1K
VIRBIE G HRIOSHAI, SR RIS, FI LI, Rl T IR IR

AN

o

ORI GRS, M SHIROERE RIS > B4R, Rk dgik, Rapkitsim
- & Ve s ia e KB I

VIR 65 ¥ aia gk Shl i P o o S8R L= 20K S ST S b A A B AR S 92 2

— YIBNFEIREIEEAR

IREIE
REAMR LT, SonPskmE- & Bl S Edastit.

& 3-8: #iiEFA

B filiid
it IR - 65 P R A 7 A R
[ LEHES EEETRIN o e SIIL RS- 8

E] BEHH:

TR RN W A I 23 Ko

B/ RAELHS Top 5 WARTELR B B R Top 5% /1,



http://iot.console.aliyun.com/

B filiid
30 H Beas Rt s SR 30 H NN B = MoRBEFERRI R, &nl DORESREHRN
[ER8
- RIS P eSS LR, SRESHTRS
FEERTEK,
- HiG: B S H REIRE, 5SS AELRIEK,
- HBEIES S HEIS N B R
45 iRz & CHRTFEERIE & /P F- S P R B3 80 *100%
RER M SIREHRE

BARREAN, Jor v R&HEES R, RE5HE,
ﬁﬁuﬁ%ﬁﬂﬁﬂ%%ﬁi&ﬂ@ﬁ, BEe BRI R i, HRLIIZBIRIGENSQLIL

=

S, JFRSQLIESTEAIAS WETEIT K,

& 3-9: #iEFA

B ik
ISR
BEE AT /B BB BTG L R ], B RIHEL/ HEREL
fE1~30 (&%) KA. 30~60 (%) KM, 60~90 (iF) KMNFH
41858
AR T E R R R e A, BRI I, &
B RO, B RER R EHRT R AR s
M, FOoRAIREAT R A B s i s iR, &
W PAE P B A ARE
7H B BRIE7T RN, HERVHANRE, 5%, GE LR,
7HEHF L Top 5 Mk JERIETRW, ERSFRZITOP 5B&. kR e i P
PRI TOP 5%,
IEER o
- WA
- EEHES
R 0




B filiid

7H 4% Top 5 Hy%F BRIE7RW, B RiRERZHTOP SHFRM, Wikt R A
HAF, BOREEOE, HESE, EEHEAIEL

BeHA:
HAWBHIES WIBRIP g (Event) HIERRE,

WEHHE

Beat H B T&RIREL Top 5 B H BRI PR BUR 2 I Top 584t

BeHH:
B H E PRR=1%2 24 0 EZRREH B2 H PRI

Best HPF4ER Top 5 B HAFEEERER I B K Top 554

BiH:
S RE TR I () 275 WNPIIR DT 6 K2 38 55 8 25 N R R T
B, SPmE SRS SFMACK  (Acknowledge
character) WA FZAFRIN ],

B A EER N M= (5% 5 — R EER
]+ 58 OB AEREIR I )+ OB ERER I 1) /mikiEfE

B HiHE & Top 5 M HITEE M EERZHTop 5 Topick,

BEW:
TopicKEHMBINIFZ WHunique_127,

3.3 £ &I

3.3.1 g FAEIR
BeamIT R e G, Rn] DU RPIB- 6 R RIRIATIRE, RIS T RTR AR sumil T ohhE
i, EIEFRIRICRMOQTTIER:, AXFFHTTP/2i%H;:,

PP B
1. fEVIPIRERI S, Al SRIRLER RS > fELRIA,



2. EAEERIRIAT, IERA RPN B,
IR I, W2 B ahpk: EPHIABCE I,

TS T

tREAM]

EEEE

HS [

ST RIS

AR , SURMN AR SRS

HEE

s . =
— | SHEEFERE1220

FRES

FEES

EEFER

ERE

3. ERERIA H R

4. IEFEEIRIARIRE,
- EFRALVRTER, FEEET A B E R
- JEFEEIAHAER, FER TR AR

@ B:

AREEBAT = Mo SCRE (BE OB | S SR UAE SONRERE T, = hhid
XYiig, HZW#unique_22,

TEEEL

HEFRE . BERE w0 alarm v

REHEEEE | EEENRE

SIS T (ATRE) sk @ | B
| mtins | mewm |
A/ A P
THaThas | temp (temp) o FE OBS w
R HREHE 2019-08-02 14:05:59.389 & L . IF
-1 “temp®: 24 2059402 14-05:59 4.‘. Hpstream - hlzTypEZPPOI?EHTY_I?FPOPT‘F‘:a”rams:{”ld" "123" "iotl
d":"4hH SEET000101" "rmethod": "thing. event. property. p
ost” "params™{"temp": 24}, "topic": Yeysfalh LD S8 alarmithing/even
t/property/post” "unitdsgld":"467 3618 S "version":"1.0")re
sult=code: 200, message success topic=/eys/al LU0 falarrndthin

g/ewent/property/post response={"code™ 200 "data™:{},"id":"123" "mess
age" "success" "method": "thing. event property. post" "version™:"1.0"},d
evice=]"aliyunCormmodityCode": "iothub_senior","devicelcey" "4MHdzS
S JE " deviceSecret " "gmtCreate”: 1566592963000 ,"y
rrthdodified": 1566992963000 ,"id" 23060232 "intld " "4his oo

yigRYJ000101" "name": "alarm” "productkey " "alk T 3" "rbacTen

antld": "SBBE0S DCEL Lo 1 B ES " "region™: "cn-han
gzhou" "status"0,"statuslast":0,"thingType": "DEVICE"} scriptData={},
traceld=0bal™F 19 -

=




5. RiXHIAFES
- WEBEME: 20, MABEESE, X 8{"Yourpropertyidentifier": xxxx
b, RERGRIRIES, BIERESR, nERR&EIENHE,
- PREUBPE: kiR, AR &R LB TENE
- PRS2 B, WARSGSAZ, X N{"Yourserviceinputparam": xxxx}, &
Japi AR 2. MRSSPAMEsR, nERRALN HE,
- PRI liRIERRS, AR E RN LR EENE

3.3.2 E#hgE R
VIR F- SR LRI s DI RE, BERIMMITIF A IARE N, AERE IS sl JHIARE & _LiRm
fF, IFH, MERESBR SRS BIRRUONIEL /B SRR

HRIEE
VIR IE 35 OF R itk . edsmIT & 5em, Bess hiBE, Zumiecil, =Wmtark i, iX
FERDT KRR IRERER IS, FERTEA. VIR T GRRBLE I SR, BRI s BRIk a5 5 Pk
WP SENLERE,  EIRETEACHA B, n] USRI S s B8R, SemN T R IRIR.
HEWess E)n, BIs A5 M.
{58 P PR -
- EESEHEIR I B/ ) R B 16D,
- RZIEGHEX10005H A,
- R ERZ AMEH 100 R HEX A HHEIZ IRIAE B
(2
1. RV SR 6
2. fEREMISHES, EFHIERISHE > /EERIRIR,
3. FEELRIAIAR, IEFEA R B
IR I, W2 B ahpkik EPHIABCE I
4. RIS R > B

-

= B
HELR AL ENN, MR SRR


http://iot.console.aliyun.com/

5. BREABHGHEXKINE,
Bl sONICA fERdiREN (Alink JSON) :

BHHER B PERY, al AT S B PE BRI ABUYETC B AE, thal AER random () FEUCE R
REPLIE

TERBI, BEIEEVoltage H 2200 THEX,

TEER L
EEEEE . RERT wo o alam w
BAEERE BeteEtlRE . . - N "
EWE « 5 (EHEE) s @ | B
| | i o | e | msmm |
2B [ FiE] Mg
Alarm
BEHLE o BE HREAE 2019-09-02 14:05:59.389, 92a0ACOC T &ar §COF | BI3DDEES Wiar
S019/08/02 14-05:53 4, upsiream - bizType=PROPERTY_REPORT,params={"id""123" iatl
| q" P 1000101" " method" "thing. event. property.p
emp ost" "params"{"ternp": 24}, "topic™ sy sfal LSO B alarmithing/even
21 tfproperty/post”,"uniMsgld":"467 36187 38250452992 "version™:"1.0"} re
sult=code 200, message: success topic=/sys/alh o alarrnithin

gievent/propery/post, response={"code" 200, "data™{},"id":"123" "mess
age”:"success", "method": "thing.event. property. post” "version™"1.0"} d
evice={"aliyunComrmaodity Cade": "iothub_senior”,"deviceley": "4MHdzS

¥ ' "deviceSecret”: "™ "grotCraate™ 1566992963000,y
rthodified™ 1566992963000 ,"id": 23050232, "iotId": "4 1

ytgRYI000101" "name":"alarm” "productkey™ "ale i 1" "rbacTen
antld"; "9k " "region":"cn-han
gzhou" "status™0,"statusLast™:0,"thingType" "DEVICE"} scriptData={],
traceld=0halyx . L} 519 -

smammE | xlENRs || SENE

Bbrs 2OniES / EE X
A R Base 644t i v AT HY, KIEABIE4096° 747,

&R
BT . | BIEEEERRE F9C9d09S2PzrXKagCtiz
it SERBEE « @NRRErE SR @ AT

7/ BifR) oz

SRS AAENES || SEME




6. IEFEEIATT
- B SRR B,
- RMEHEIX :
- ENHER: EBREAFN R EEE, (UK,
- EGER: BB ER, FEIREE R, HEEEE. BRbRE RN,
UL S
HERRRWR IS, A A DS SRS PAEIERSE H &,

BURHER G, AGEEEE, PHEEENMNRERTEN G, E2TIREP AR BHEX N8k
fHE; EHERPES LIRHETE R,

il
= BimA:

ERERIEHERN, (ERemN MHEXEWRGE, MMM R4 SRR HE, BEsEE R,

3.4 BERSS
Pk & B H SRS ThRE, SEnl DAEDBE G106 HBRS I, B HE, AXEHE
eV s BT IR R FIHERS 7512,
ERREAE
H&E2 RPg3k:
- BRI B
S X RR(=0580 i
- FTHR B
- PRV S B
AW HEER:
1. BRPBMEEEHE
2. MR, phiiiage > HERS.
3. EEETE. HEIA, MARSAMSHERSAN, AanhlR,

XFH R %A
MRZH BiHH
DeviceName AR, DRSS, MENZEFMHEHE,

PR T A HENE LR HERABHE,



https://iot.console.aliyun.com

HRRAM BLHH

MessagelD HEID, YIBkMEE BRI ME—FRTF, W PAHMessagelDig
EREIX A B TR DL, AW RN,

& RS ISR HE, IR :
- AR
- R
N

I ) ] TP R 1) H SR I )G L

Bil:

HEIRER BN 20080081, HRFGRRM, KBRS B, H2 R R&E Y,

REITRD

BTN R EA R 12K (online) FIK# Pk (offline) WIHE,

Ff5E (productKey

. deviceName,
deviceSecret) EH|Wiit
o

HAKJRAI T RER :

- BB LRk TR
BAFUET,

- Bt s IR AR
5, KR T k] D o
HUEE, MR, B
FHEVHM- 5 2% %
1, AW,

- BRI CIER
- B A

TR a X Ji i
- AR B AU B 5 L, ERBAIIGR
B Mk M), AR )W 5 A
F0E PR IRTUE 155 APk
%ﬂ*m¥ﬁ1ﬂuiﬁ%iﬂf 0 ,él\o

- FERRIR R ESIR T, #R
Bers, HARSRECHM
II%O

- RIS, BERNMBE

K&, RERRINEEN,




E. FTER SR

- HMTHEBEFEAR: BERIEHEH Topic, HRREESIMNIGI%, ARG BB R
RS R 1 B3 HAth To pic A by B 2 HoAth 27 i
- MIHE HE R ER 20 AT B 2B s H i,

BEIANY P4 JREF Hi#
1901 ZRRT Mg | Bz R E R A ) 238 15 ORI B A v T B T
W (itep | %€, WREHTMIZEsRE ks | A8,
write buffer [WHHERENIARE, SETRS
PIHESE) , W | SRR RN,
1902 HEEAMIZ: | 45 SBORIE R, KA s 1 DL
N, R4ESR
ﬁo
1903 Topickd=\ | HE Topict#\HHiR, Bt Topickst,
%
1904 zuEIE | 2GR RRPCFNIEA N | Ke A B &l 2 RRPCH
RRPCH | MEYRRPCIER, PIRERZET | B, RECLEN,
L 1938 3k L& I S,
1905 INEREER | &t FRIRRPCIER, Bf | KAk LBRRPCIHE
IR RRPCHE | £ & NI ] PSR 2 2 i) R, R CBIIERL,
58 RRPCIiRY,
1950 HEEHA MR SRR E R, | KREMZIRL,
i 2 B £
RAESFH
1951 RAMIRK | BRI A RIE 7 ARSI | KBERSEENHERR, W
i, {IPERS S FH R 2 BT B A B A
SDK, EHRARBMERHEZE Tm
RbR,
9200 BEARME, | RARAEDHMEaENE. | EEhE, SERARE,
Wik EimG, WERERY)
LAV, FHFETEER
A SBE R
9201 B Lk, B, el G, ERRFIRE.
9236 Topic%B | AT B TopicH B | fEFEHIR, ¥ Topickl
WL, PURA—2, Frh, TopickUB 2 & IER, B
M &AM Topic, BRI
JikAi; TR Topic,
PR AT B




BTG P4 JRIA i
9324 PR B H PRI RE 2, | FRGHERIEIR, %l
%Mo
9321 SRARL, fEENTFERSBAGIE, U | RIS B2
HAth 7™ S 8L H.
9320 payloadiiik | B RIZHHEAIIMAAST | KA BB SR,
‘120
9331 HEMENH | BBk Hbr 2 MNP | IRIENA TP IR, SR
PV R e 1 BN EEWRERRE
B i
9332 U miCER | REHEREER, IEA RAERBIE RN, &5 A
B, SBUEEHERZT RIS | R SRR, BT
ot RGAHE, RN PRIHR
14, BN 27 e W) LA
JERRIAE BTG TX,
9333 =R | RPN SViM R | RERHIR E ZRAMBEUR
%o AR RR T REAT B2 48
9399 HRS5as NERAR | IR 5 IR ER IR TR AR IR T,
MBI
YR B R SR

PIBREIE T H A, B RIRE ke &, B EHE, RS EE, BrEsiRss
MR E HAE,

EAG [ A SRRSO S SRR T, BR T ROR AR 2O, SRR B
SRR AN 163 -4 A U 2

H kg

2 Bl

id Alink PP EID, FTARIR A B i (7 R
params HRZSE

code IR A5 SR AR,

method HRITIE

type HE L F7ER, upstream [47, downstream F7,
scriptData BaitsXOnEE (HEX) N, RRBURRHHERASAL S,




S8 g
downOriginalData |#dEtzUniEE (HE S I, THEITBIRMT TGS, X
M Alink JSON,
downTransf BietaniErE (B N, MrBdRaBdimnargds, Xy
ormedData RWAY i IEZ TN
upOriginalData BaEraOnErE (e W, JETEIRmpR AT EEE, X
YR WAL E i N
upTransfor BietaniErE (e N, HrBRaEBRmnErEds, Xy
medData Alink JSON,
VR FH G 55 A 5% L 1 S IO TR
VARIRSS I, POk R0E & 20l S A BRI R TSLEE R Z AR5 I 2 R B B ZIRSSETSLHY
i%o
B aX Jit 1Kl &
9201 WU T, | RSN, XA, | fEEile, EFREIELIR
js\o
9200 B BRI TEYI I S 3. Yfﬁfﬁﬂn, BHRRFNIELIR
o W R EE | | &
1.
6208 BRI, | IR, JEPEREE. Ik | e, ERREINE.
SVARPES LR, WIERBEEFBEN, BHE®
ARG EIASRERIA],
6300 TSLAZRN, | TSLESuR, B LiliiAlink | EFR&EE RHBE, &
method A2 | (bnifE) HABHE, EBAE | FLIRNEBEE. REEGE
i, X G&EFE) HABIRSHEINA | SAMBE, &8 L
g, BeE AlnkPRSCESRE | 35,
methodZ%{,
6206 HWRSE X | RSN, SEWRSWE | ERRE WD, E5F3
&S, XEE, MRS AFESN | #E~SREE X, &6
XAV B ARG R B, WA
1e, WHEREAEANSEPRS
WEARWESRT,
6200 MASEE, | NTEE (HESD #0™  |fEEilE - aieiEh, &8

mn,  MIARSS VRN, =R

JHT= SIS AT B A B A
QURIAARAELE, SIRIXAHH
o

A R A AE, WERAE
£, EEFOR A G 22 A
i (8




RN 284 JRIA HEA
6201 ARG | ABITIES, {HR2MA EBEWARMNE, WMift2
Rz, IR R A, MU RIR M BdE =,
rawDataToProtocoli®[Hnull
, protocolToRawDataj&[nl
nullsl# 25,
6207 Bmrrs e TR RN, R - SWAPHET A ] TSL, &H
1%, , ’ MRS e BRRS R, FIS
Mt e 2R WATnKHM SOk, AR
TARS A, TaegmE | B
A -
- VBEAF IR BB E RS VR I
- N HE X B BT
R B R R R
- MRS VAHRIE NSRS A
NIRS
ARG H A
5159 KWTSLY)E | RGEAH. Al PUdE PR A2 T HER
A5 BHR
%O
5160 PFETSL
15 BIR
%:IE%O
5161 FKELTSLH R
%15 B R
?Eiio
6661 R ER
5
6205 IR
S
AR B A R R IR Y

JBYE L. HF N SEE BV TSI, RBEMR S TSLPEIERE X, FF
ML ASBOR BT A TSLAHARRIE o




A 5 JRIAI HE#

6106 EREER | RS HRNEREEAN . | ERRSEE LRPE, K
VR AREBIT2004 & BRABIEAN R, REAE

BEAMNAE, AE R
B,

6300 TSLEEKW, | TSLEEKR, ¥ EifAlink | E5¥%&EE LIRMBE, #&
method AR 1fE | (bafk) #EWE, FBe | B LIRNEdE, SREAGIR
1E, X GBEfR) BNBURad A | gARAE, &5 EIRNE

g, BeE AlLnkPRSCERE | #5,
methodZ$L.

6320 TSLES: EWEFIITSLN, BRAEWR | EElarmieEh, S551%
W, EBEER | 2EENEEE R FE = MitYiaeE X, #
AIEE, BB SUREFE, A E1E

I, 2 SUH R g 1

6450 Alinkbpisthg | Besg BIRMALInkbRfEARSE N8 | BB RSENTE LIRMHE, &
REdEH i, F A B | As LiRBdEh RS
method A~ 17 | & AN MALnkbR#ERS X | methodS 8, REBFIRA
1E, ¥hE G emethod, AR HE,

6207 PAROR | sy, sk | WS EATIOHOCR, B

0 , A =, 3
Beeg BB, nIREEIA
Hy: %5 EIRALInk SRS
3, SE VR A fieh g g [ml
PEEAS XA SR SONAS

ARG

6452 FRAL IEREBK, il BR, A PLE 22 T HER

6760 HPMZRLE | RGLRH. nf DLdE IS 22 T HER
it th e,

VA TR S5 A B M re ply Je e 504 «

A HY J A HE#

S

460 SEER R SEETIR. nf DL 22 T HER

500 RGNS | BRERERARHR, A DA $E 23S TR,

o




BTG P4 JRIA i

400 S5 IR | VAR S5 I e A AR R A DB P22 T HEA
?Eiio

429 FORETH | WK TS, MRRGEMRE | o POBE 3R Tk,
% I ZARIX AN

AU Y

6452 PR TEORERK, il B nJ Pl I 28 T HER

TSLAIHIR I

VAHIRSS, EfUETE, $HPF RIRE, 208 RERBRATSLER, BREZRFMASRENE
BIRFSHIE X, BIER S SBIERE L, S ASBR B G HAIE 2o

B a3 A HE2
6321 TSL, JRlE | RGsi. Al BOB 5 T,
X LIRS
identifier /s
tE,
6317 TSLEVRIAR | RGi. Al OB TR,
i%o
6302 SYARGE. | TSLERMSMASE, 25 | ERGIAr- BiEth, AR
ORISR, SR SITIRERE X, WSS
AW, BIERE, 2
RIIRSIIAS, BtHE AR5
ﬁo
6306 YN TSLESK I - el e mithh, S5k
B, G | pmoom qrrsipe | SP0R7 DR URIRRL
TSLEIEEIE | yom 1o - MRSIIAS, Bt NS
IRk . BANSEORIGERAT S |
Dl SO B B S B
il
6307 S | TSLES: TERRI G WD, AR
B, G | . g qrrsiee | SP0R7 DR RIRRL
TSLip324i: SR WHSMAS, Bois S8
Aoy s F o N 2%~ r S 5
gﬁﬁ%%ﬂ e | TR EH R
° S U B B S B
il




E IS &3 A HE#s
6322 S TSLAKIN : CERSRIET BVER, ARR
A Y ons e | BPTIR SIS URTH L
) . BEION, RITSLHSE LK ,
TSLH644i: - IESHAS, B ATIS 5
gﬁﬁ%mﬂ s | 2B B,
° s UM B S R
O
6308 A TSLE KN ERRIE T Ve, AR
B, RS | sgon grrsipse g | SO0B S IORERE RIXR
TSLAHAR | yomr g IESHAS, Bt ARIS 5
%ﬁ%mm ARSI RT S |
° s UM B S R
i,
6309 S TSLEGRIT, SEBIAITSL | fERmahr R s a
B, RBE | i R 8, IR SR X, M
TSLHHORk ISMAZ, Bt AIIS 5
TR oy
:féo
6310 S TSLEK : LR E R B A B 1
B, RS | smon grrsipses | SOV SIGNRERE X, X
TSLAZRE | oo RSN, A ARS8
BRI KEEASL, |
b - AR S B °
ik it R,
6311 S TSLAKIN eI S A R
W, ABE o SR I REE X, MR
) ARSI, TR )
TSLHt F B Tamﬁxm%@;@~ MSSHIAS, At ARS8
IR ” Jomy
e C A LR A
UTCH BRI R RS RN 2
14,
6312 A TSLEKIN CEPHIE T BN 2 T 8
W ARG L PR RS REE S, AR
’ CBARISEOON, FER )
TSLIEHIE | ol ymonns | FIIAS, BAHANSEOS
SUBHIR | g "
e - RIS S R

TSLHE XA — B SRIX
Ao




A 5 JEIA HE#S

6304 g2 TSLERN, EAMSBHES; | FEEla - it hEE S
B, 1ETSLES | WA ATELE, )@ = SRS RERE S, NN AR
A ATE FIIANZ, BHEANISEEK
EO glilo

6324 RIS TSLEZK: T : - EPRIET S, &
IR, ﬁgﬁ;@ﬂ - RS S BN BRI DIRERE
WEBARE | prarsaxn, afped | X RAHBEENGEL,
Rt B - AR RN, K

- B SEBAEENS T TSL [2ac R FUSE G R LV
s LRI A B R

6328 BEZE TSLEEEKN, EARSEME | EEilahr=mitsEh s
B, fEANZ | ARBEITY, SR whE = msRee X, BE
B REA R RRARFIAZ, BRI
], HEAISEL, REREEAN

XS EUR SR BEH I,

6325 PR ZE TSLEER SRS, Bdh | KREEANRA CEFRRE
I, fEAR JCE NI H i LR, & H i 2R,
BEHI 32iiE I 64 iFE R
BohiocER | B, PRI i3k
B HEiAX [,
Rz,

A

6318 TSLI#HINR | RO ] PUdA I $E 32 T HE
G5,

6329 RS ET,
TSLHEEZH IR
JEEbT RS

6323 TSLp 2500
(e NN

6316 TSLY @2
Bt

6314 TSLAZFHT
B,

6301 I TSLES
SEE IR
?Eil:o

BARMERTIA R R




rawDataToProtocoliX /Ml
%, protocolToRawDataj&k
Mbyte[]%t4l, rawDataToP
rotocol ZRiRMJSONXZR,
SR A IR B S5 R &
MRS, IR EI 2R A
B, WH HREdEE, SR
[MEARP SAte0 2+ MU | EA i
S IA AT IR, WA
TIRRISEAMAERE, PRES
BT & BRI,

TR aX JE A i
26010 ORI THE | RS TME, CIRVSGBUE 5 N 2| 58
BRI
26001 AR MM PUTIAA IR AN, A | fERH &)™ AR &
3, FH1ES e, WURAAE, MREIER
R17E. PR IERA, %
B,
26002 ABITINS: | BIAPITIER, HEARGH | SIS ERERNSEER
o R, QA BRI 1TIA, &R RARERE
B, BUiA, REnHa
HER L 7 A AR 21T ER
Bi, FHASMMAEITIEAN
Bk, @A TREA LT
AN E RS, TR,
26006 JHASITIN & | IAPITIER, WANS e S E WA NS, &
BHEAGE | A% WAGEERA FprotocolToRawDatafll
fi. protocolToRawDatafll rawDataToProtocolfiii 552 &%
rawDataToProtocoliXBiM R | 171E.
%5, WERPITINAETE, S
o
26007 JHASITINGE | IAPITIER, HRFMESE |(fERileERWA, JRENA
ISR [ AFEHRER, WARTE |NE. REASEH, iR
A IE, KA protocolToRawDatafll | SATIIAIFEF IR BISS I

AREFEER,

3.5 BElfFFA%




3.5.1 #EXE R &R
PR F- S 2RI T S BN S5 . R B A i S RFOTANMRSS, RETEfEHI G _LAEHIE
fF, FREA SR B HEA Vs, BBl fEERT . A giaife s -l &, By
[EPE, Sk EPE R B A L R HEA T

R PR LF
SEREIPE TR hRERT, TEIOR B &I SERFOTATHRIR 5

- BB R EUHSDK, 12 W#unique_140,
- WA ERALIOS Thingsit )y, 2 MWALIOS ThingsHiA U,

HRIEE
I R SQ BRI BEBA AN T «

- —APIRAKS FERZ A 5004 EE,
- B RNARERE 1,000 MB, HAiUZF§bin, tar, gz. tar.gz. zip. gzipZURctt,
o THRAL R BRI BEIA,
FHRAER . PRG3RI BN FHRAT S R AR R R, S0] DALE B L
MIRLRE B0, EBEECF TR,
- BRI, AFENZEZ AR AR,
- AR EIN RGN AT T (& TRAAFREEETHIRE)
- AEREAEE, SRR AR R — A SIS TR R
- EHARIELE, AR AR A RIE 2 A ST R R, B2, MR AR RN
JREAENETHBORMGIN, AT BT AL FH SR
- AUEHFIEIE MQT T HRSCH NI F- 5 1 8% 2 1 FH 5 PF - R s
- BRI ] DASE IR B OB AT ; AERAIEER DR LN, REEQHRHEESOEA,
(]
1. BRI G 6
2. (AR, EEkadE > EPEAHER.

Bim:
MR EINRSS, PRI GuiR 0 BRE T R, B T SRS IRE. BRI
R st TR T2 Z i LRI PE 57 AT R [EF S Xt
L, A EPERRERE— A b TEIRIHS Wi S 1651,


https://github.com/alibaba/AliOS-Things/wiki/OTA-Tutorial
http://iot.console.aliyun.com/

3. (i) HERR&EIEB T ALIOS Thingsiifv, WERIFRZEARIIGE

LRI RUL IR E, BRI —FOT, BBETF. EHZ 2T HRIRE, RauwmBics
X EPERE RS AETRUE, BFHSWALIOS ThingsHARSCH.
a) fEFEMFAER, BdikeTtgk,
b) TEXIEHERD, FERETHR™ S RN 2 2 THR A B BN T
HLETHRNRENIFI, g N, ERAP, HTR&EmEH.
4. LEEF R, i A
5. fERMEEXTIGHE, SBABIER, EAEHEIF,

ERINEF FEATT R
EHHE + Btz .
E#dl= M B | = 4
» Bl
® = EEHUAOS TGS | K FIH) | Sitsses nEEE e, EEFAE -
R
B I R || =erm
B R *jff”ﬁz‘:%’ T e
=EE o) PEER 20180703 17:19:54 S
| img1l | *ﬁﬂi: 201806727 22:03:27 %Eﬁﬁ
S ik
PR C R S RSP SRS, SR A
FHIHT R
- 2257 B RIS S L R AR S 5 2 BT hRAS B 22 5
57, AHEIRZE R BEEFIEIT A, BHR AT ERZE 5 T,
T TR B> T B B GRS, A D B & R i
BN,
MR BEFMHALIOS-Things.th iy, 4 ARUNERTE, S
WOTAZ% 5y T B 6 R
e BRI, DO s ik, B RRIgk (O , HANEE
PLRRIZR (O ko KIEMRFIN4~327%F,
BEIERR A 5 BEEIZEERRA S, DORe 2 hE, B, S5, B2 (O M
TRIZ% (L) o KERBIN1~6475F,
B RRGER R, TR



https://github.com/alibaba/AliOS-Things/wiki/OTA-Tutorial
https://github.com/alibaba/AliOS-Things/wiki/OTA-Diff-Tools--User-Guide

S ik

T RA S R RS ERRA S, THOZBHED, B4 ni™ s FTE %
FEFRA S, T2 AR THRIEIPE A
WP N 220, RIENSEL

TG IRA S B THRIR B FRA S
EIF IR N 250, TIENSE

FFiJ ™ fih EREISE R ™ o

(Z AR X FFMDSHISHA256,

kAR GRS, SUER/IAREIE1,000 MB, {{%¥F§bin, tar. gz.
tar.gz. zip. gzipFRURILit,

6. fEREIPFSIF, RGBS PR RS UE P, SRR AR B LTSI,

BimA:

WF A2 =P GG, BAEER> BB E A TR, AR S TR IG, A

REALR T

28 TR

FTHRA S ROEWHE, R SR S E RS IIEIRAS, R4 e
BN RTHRIHIEFRR AR
IEEAETH A S )5, A58 PR L PR A B B 2 R o AE ff Bk 1%
wHIFH,

(REATRE 3+ R T RE R IR B 7%

B THER @I IR ] BRSBTS T, B2 KBS, THEORSEENE
I, MBEE S — IR LIRS OE BT RN ), EETEE: 1~1440
ﬁ%tpo




7. BFRIEEE G, SAdt R gaeH, RESE, MRS T G0EA,

HEHER
* TGRS -
.2

« FHREERS
FFEEHR
« FHRTEHE -
RS

« FHREE -
ZRIHER

+ EFHEEESR
100

* HR W ExiEE
7RIS,

* HREE FIRRE
5 iR

TR E RIS AIR] )

e E A RL 1 TR e BliE

28 Tk

FTHRA S TROEMHED, ORS00 M I B S AT R A S, Mrbik
BERETHR I PE R A

BETHRN, RREZSE




28 fiiid

THERR NS CMATHR: DU IRISE A, BT,
AT AT BT RN, T T il
IR A SR S BT S O L 4%

BiHA:
—AEE S RGEE A aET R, WREE P Es A aE
FHEAR, BARERIESHIZNAT R, FIEBUHRA STt
.,

FHERTi el R TR B R A
- SERTHR: EROERTHRIG, T BRI, ik
WAHE, {EAMSEHRIRSHE P, TR TR e at, (R

)54

BEI:
SEFTHRIRFTHRIRA N 2%, BRINEHE 0 C AR TR
A5

- DX TSR PR B AR X IR A, IEEN X TR
Ja, B77 BRI E (A IE

© KT BIRERTR, THBSRISIE R R AT R Rl %
Wi,
BRI G, TITHBUREEERAE, TEN CiEE
Beng, BEMEEG L. YRGS RRIE S B R R v ot T ik
B, RS TR, KETHRIIBRHEE DRI,

THER I ) T B IE PRI ],

- SERITRE: SERRBEAT IR
- SERTHER: TRBGETHERI T, ER R RTEEE S Bh~7 K,

BiHA:
DS TSRS M S TR, ZFPe THR,

I -3 % BEE b 2 DA B HEXEIF FEURL, BUATERE: 10~1000,




28 fiiid

THE R W R IA T B GERTHRR,  AEAT 2T E AT R, wlik:

- AHI
- MHNEIR
- 1057 PG EIR
- 304 P EIR
- B
24N IR

THe i LRI EL EEETHRRWUG, w2 HIAJLR, niE:
- 1R
- 2R
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B TSI IR ] BEE A BTN IR, B2 KIB 25, THEARSERM @
I, MBER S —IR LIRS OE RO R TR ], R 1~1440
b

TLUERE S
MRIFGELG, AdiZEFNER, RRERRETE TS, EBIHRIRE,

- R CRCEBEENETER, HEPFTHRARIG. MR RTINS Rk (&%) FIfE
T+ (HEBAH)
- THRrb: B EITHERER, IF e G THEE
© TR ARTHRIRI B o
© THRRI: ARTHRIRII B w5 B TR R IO IR o 3
PA st Al n RE i i3 2 TR R -
- ABREARGH LRI R, SUEEHRITER, TR wIPARER & 5e R E— IRk TH
ke, FHRZER.
- RSO, HBRERI BRI, RRIBGEHER, al DAZARRR T
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3.5.2 IREFOTAFALE
OTA (Over-the-Air Technology) BIZEH REER, VK& 3 H5i@id OTA 75 itk 7 B w1
iR, ASZEAMQTTHH R FZONBI, AZHOTAREPEAZimife, Bl TopicHl
61T i Ea

OTAE4H &

MOQTT B FEF - RiifEan ™ o :



L] OTAIRS YA OTAESHES

1 ERSmsEErEes

{otafdericaf informf §{fonrFrodn: tEarls § {YonrDerviciama}

HQTTHIY
. . it R
3 FREPHRERER 2 WemEEEREEER
Fotafdevicefoperadesf$ {fourFrodoc tEar}f § [Your Davicffama
4 BTEsH SRR R BSERTE R
5 B HEREsEE
Fotafdevicefpropressf$ (YfonrFroduc tBar 1§ {YonrDevicellame }
NQTTHRY
6 BRESCTHERIEE, HEBSErNE RELETAEEN
fotafdeviceS informf § YonrProductEe 1S [fonrDevicelam=}
&1 F Topic:

- Beavn LARBEPFRRA G PI T &
/ota/device/inform/${YourProductKey}/${YourDeviceName}
- Beatvn il Bl topi cEM B - S IR E I T iRl
/ota/device/upgrade/${YourProductKey}/${YourDeviceName}
- Bertvn_LARIEPETH Rt

/ota/device/progress/${YourProductKey}/${YourDeviceName}

BEIA:

- BREBEIHRA S QTR RAERGU R R iR, AR R L.

- WISl 6 R R TR, B TR Il SR IR SR TR
KRR APIHRI - 65 OTA R GetE a5 7 LiRIITHIGREEIT 4G, B THE R RIRE R T
Zho

- ARIERRA SR RO TA T2 15 BRI

- RN, ARERMUIR IS IRHEE TR R
A MQTTHFGE AT 5 B & R L&n, TEahilAkssm 2GR E. OTANRSS i
Wesless LLHE, RIBZRERETER, QRFEIE, HIEETHRHRSARSE, &
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SRR A

BEAIOTAIF R HFHANRES RH, 752 WLink Kit SDKSZRH, #1865 SDKUR D, XRFi
FHOTATF R FHI,

1. BeaiEROTANSS, 2 LA S,

Bz il MQT T HER Y R Bt & B fF A 5 | Topic:  /ota/device/inform/${
YourProductKey}/${YourDeviceName}, {HENZHUIT:

{
"id": 1,
"params": {
"version": "xxxxxxxx"
}
}

- id: HEIDE, fREIE,
- version: B MEiEFRA S
2. TEVIRPE- GG L, BTSN, RUERE ARt R R
HIE#4E, 2 W#unique_18,
3. BAE IR FHEERMEZ NG, B SWEIIEM TG OTANR S5 HEX IS £ UR Lt AL

Wil B Topic: /ota/device/upgrade/${YourProductKey}/${YourDeviceName
Yo PRGN R RRRE ARG R, BRmsE i TopicEIE A URL, B0

B
{
"code": "1000",
"data": {
"size'": 432945,
"version": "2.0.0",
"url": "https://iotx-ota-pre.oss-cn-shanghai.aliyuncs.com

/nopoll_0.4.4.tar.gz? Expires=1502955804&0SSAccessKeyId=
XXXXXXXXXXXXXXXXXXXX&Signature=XfgJu7P6DWWe jstKIgXIJEHOqAKU%3D&
security- token=CAISuQJ1q6Ft5B2yfSjIpK6MGsyN1Ix5jo6mVnfBglIPTv1vt5
D50Tz2IHtIf3NpAusdsvO3nWxT7v4flgFyTINVAEVYZJIOPKGrGRODzDbDasu
mZsJbo4f%2FMQBgEaXPS2MvVfJ%2BzLrfOceusbFbpjzJ6xaCAGxypQ1l2iN%2B%
2Fr6%2F5gdc9FcQSkLOB8ZrFsKxBLltdUROFbIKP%2BpKWSKuGTLC1dysQcO1wEP4K
%2BkkMgH8Uic3h%2Boy%2BgJt8H2PpHhdONhXuV2WMzn2%2FdtJ0iTknxR7ARasaBq
helc4zqA%2FPP1WgAKvkXba7aIloo01fV4jN5IXQfAUSKLO8tRjofHWmMojNz
BJAAPpYSSy3Rvr7m5efQrrybY11L067Zy%2BVio2VSZDxshI5Z3McKARWctO6MWY
9ABA2TTXX0140BOXxuq%2B3JGoABXC54TO1o7%2F1wTLTsCUqzzeIiXVOK8CFNOkfTuc
MGHkeYeCdFkm%2FkADhXAnrnGf5a4FbmKMQph2cKsr8y8UfWLC6IzvIsCLXTnbJ
BMeuWIqo5zIynS1pm7gf%2FION3hVc6%2BEeIkOxfl2tycsUpbL2FoaGk6BAF8
hWSWYUXsv59d5Uk%3D" ,
"md5": "93230c3bde425a9d7984a594ac55eale"

),

"id": 1507707025,

"message": '"success"


https://help.aliyun.com/product/93051.html

© size: BFFSLAFR/N
- md5: EfFNAERIMDS%A4H, 326ifhex String,
- url: BfFRURL, WECM24/0, BEIXA TG, RS5uniEgs T,
- version: FEfFIHIIRA S,
4. BHWFIURLZ )G, EHTTPSHMUHEURL RS,

BeHA:
BB URL FREHI24/N N RERFEE, SWZURLIEL,

TEEE R, Bamriikss unHE A E S Topic: /ota/device/progress/${
YourProductKey}/${YourDeviceName}, {HEAARUT:

{
"id": 1,
"params": {
Ilstepll : Illll .
"desc":" xxxxxxxx "
}
}

- 4dd: ‘ZﬁE\ID%, ﬁ{%fﬁo

© step:

- [1, 100] REERELE,

- -1 ARERTHERI

- -2 ARETERM,

- -3 ARSI

: AREET R,
- desc: HAiPENMIAER. GIREAERF W DL BoR B R E R

5. Byt A)G, HEXEHINEFMRARE Topic: /ota/device/inform/${
YourProductKey}/${YourDeviceName}, WIH EHRIRRA S5 OTARRSS ZRIFRA—B0RIA
NIBIRI, R2Z KW

N

BLIA:
THRRI e —HIlrbR i 2 Be g EAREFIRA S, BIEFHGE R E4in100%, QERAS B4
WA S, AT RN
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- {BEfayiml, URLWISE. Hii, URLAZRYN24/DE,

3.6 iIZtEAcE
VM-SR EG, BHERACEYIRE, AR EERESPWiE s Eo ~, fEkicfis
MRFNRGSE. MESEEIEER.
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- BEVDMES S I EIEREACEIRSS . WRATE, SXRPBNT-aREhG, ERkEE
gk > fEAcE, AR5 RIS .
- BEEmSDKEH IS S HRHERACEAR S, T B 7 SDKH € Y FEATURE_SERVICE_OTA_
ENABLED = y, SDKIHII1inkkit_cota_initRHIMGLIERAE (Config Over The
Air, COTA) .
AZECE 5 A
REGHET, WREAFREEHIXANIEGE, AREFNRASE. MESE AHRIKE, j#
WHEWT, RIESEETRA A ERE AN EE R, B, XBIMKESRANLED T8, I
H B PN T Ase BB, b7 g iR, Ymkm G it v e fenc s EHitohhe, ¥
FOCTE A B B T B 7R LR 50 RIEE BLAE B I S 3T,

PR F- SR IR R B YRE, SCF:
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- FEERGACE S, FFEBLRAR,
- R EHEAIEE R,
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20 et s s 2, SR RTRY [isys/S{productKey)'S [deviceName}ithing/config/push} H

3 e e R s

31 EhifEER R E R

é!

{/sys/S{productKey Vs {deviceName)/thing/config/push}

4 T, TR RS B AR Ritopic
{/sys/S{productKey V'S [deviceName)/thing/config/get_reply}

5 id# R R M ER

{/sys/S{productKey Vs [deviceName)/thing/config/ig et}

5.1z 12 [ A B 5

{/sys/S{productKey V'S [deviceName)/thing/config/get_reply}

IEREACE RSO N =iy
© TERRICE SR ARV T- S S IR ICE S B
- HERACESIF : BAEVIDMF- il SR R AR B S R AV, BaHG, BSARHBALE
{3 8
- B ENERACEGE RSB R0TERHIIACE S, FEETER
AL B R R, — R 2 HERACE S BB arin, — MR iarin i RACE S
Bo HUEREIARR, ZREACERD WA RN,
HR— cREXEEESLIRER
FEVBPE SRR G, P i P Bess it B HEIA A E S

1. B ek, FHTBIHERECE S B Topic: /sys/${productKey}/${deviceName}/thing/
config/push,



2. PRI SRl Gh, SR E ST,
a) TRV F-SREEHIG, IERIERagE > IRl
b) iEFE™ b, FIIFZRERCETX,

RS ERRE
wEE
NNE
e 2l ] memEneT @)
sE
0 o] TeTSRESASNEETE (JSONER ) | SANETAREESEE, TASIESASS RESKSHCRERS , BUHEE AT SRS,
R el e ]
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e
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P
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- RFUFE SRR EIRENS, A Rl AR RS B
- UHIONSRIAIRGS,  BISCHNZ™ ShiiaFEnc & RE.
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- JEFERCE S NJSONS S, PIMF- SN AL RN AR AR ER, HRGESM RN
B TJSONM AR, R DHE AT ERCE 57
- BCESFRR SR04 KB, gwHEA ks SEi Bom S s HR/D, @85d 64KBHIAC B
B4/ HER
d) s RACEGEG, AdORE, EREXMIRCE S F, Beanl Bahid R EPnzacE s
B
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) 78 ;| test122s
TREAD

BEEE
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SEEST 0 o7 PSS IESREaRET (JSONER) . SAUET T REESER . UEENEAeN MEsNSHTLERE  BUlESFu R THERRerNEE
BRI E
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) EERFINREES ? RFENLFUEABIERNEIZ . B
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3. MBEHtRHEAACE S AF, AR, WG 200%™ S PRI Bt R XA B L
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bt R EE, QIRRGAMARAERE, SLEMERIE, BREEEERILE, /%
A XM FRACE A
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- HERSEHICRIRE . — /DRI .

© AR RS ILHERHER R, R MR RAC BTG, RIMERALE)E, R

P R, JF HARAR B8 Eahif R,
4. Bt =0m PRIRCEFE RS, HaEHimE.

5. (niE) HBNEBACESPHRA,

EFERC BRI BIESIRIAC B ISk, Sl PR E S F IR,  E—REIACERRAE
BR SR ERRA I RS FRrh, REn] DA A SR IR B N, 5 a1

wEERE

=5 : | test1223

AR

EEEESTH @

@ loT FETISRETHRENEE W (JSONER ) | SALIETARESEESEE . MREfZaSN. MESNSHTRERS

Bt e TR ST SRREER

BRI RSSO

BREER
‘
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PER, KFERRZRANIENS. HRGRE RN, RANERA NN IRE S X

h, RERTDIGRISNE, SRR,

EERE

i : | test1228

imEEE

EREEEETT @

@ 0T FESHFTRENASNES T+ (JSONRER)

T T et i Ak e T e T SEEE Y S SR RS DRSS | R

F& 1 201812/28 15:32:37
ESERE 235 - 2018/12/28 15:47.29
| "temperature”: 12

L

"temperature™: 68 i
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BEERRFICR
&5 REAEERRAT R
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HEZ RSEMBEREERS
iR, RHETREEERICEFEE, i S EH TIgAACE |

p—

. Bl B Topic: /sys/${productKey}/${deviceName}/thing/config/get_reply.

2. VIR GHER S TP ITRERACE. AP RIS W R — DT R R ie BRI

3. BeasumH PRI 1inkkit_invoke_cota_get_config Rl imnt B R,

4. Bl Topic /sys/${productKey}/${deviceName}/thing/config/get ¥ ah# ik
N [LWE Y S

5. MR ITERG, =mRR R AR 2.

6. BEEuH P EMJAFE cota_callbackH, ACPEEMACE F&FECE X,



4 5zt

4.1 tAZZ N SDK
Bl BL R ) B S TMQTT. CoAPHIHTTPHMUN LS, HAMIRIHIL, i GB/T
26875.3-2011, Modbus, JT808FH RN, TERFEGR N, AR nIRETCIL ELHAR N PIIR M
Fho M, BTEMEHIZILPNXSDK, POEMERFHEIRSS, ERRESOES SRR I &
AR ) S T 3

ARZ55e44

ZALHH I SDK 2B BTG NHIHESE, I DR 5 Bl B ik - 5 3 AT e SO S AR R R 55
552G R EI R :

44

.;,

EfiServer ((BEENSHHEESE)

P .
ol BEENE e

L ERETEE CEPEEPE L R

ERHE
AL SDK i 1) H b3z 5 4 -

© T IS EAE e BEPFRRE, Ve Joik ER R AV T- 5
- B PRI, RN B H AT 5 A S




- B SRR SS A%
AV MF-5,

(Server) ZRMICHEEML, BHBAEMEBBHMPIINGRT, Kk

- R EHERA RIS 88, H i H A e BE

TEIEE

ZAE X SDKAER MM Server K& 5P & AT IEERES

FLRli DR :

- SRR RO E PRSI B BERE )
- R RS EPIRE T

- Hefit AT HE)
- REMTEERET
HEBTDIREM T :

- RTINS B R BIRE D) .

- BRI
BRI

PR LR TR

441 ik

4+ R EL YIRS 5 e, I TCIh LA TP T 6 P SR B A
&5 RmEfE,

Wit Server BB ARS8, ZRSS IR e I S B aridfE, (EHZ e
WSDK 5k MF- 615,

JEUEBRY B S M Server 2 ME R E RPN, ZILHFLSDKA DL
B BB SCRISEBI,

JEUE S D bR IRAT Bt S Server i R R BGEE I ME—bRIRFT. ZALPHILSDKIZH
S8, Moriginalldentity R RGN,

BT EVRPF S AR, RENREIEHER, 2
fiProductKey. DeviceName. DeviceSecret, fifIiZ{bbriitiznst
T, AFEULBreRe% s L MR EZ LWL SDK X fldevices.
conf, HMINFEIZERGE SRR Foriginalldentty Mt 2iaiE
BiEE.

WA E1S TEVRP - SIEM I B 05, RIS S IEBER, S
ProductKey. DeviceName. DeviceSecret, FIF1EZ5bRIHMIT &
i




P 5 JP6R [ 4 2L

FARMERE
1. ™ sh 513,
FEPIRM TSR 6, QU™ MAIBs. 152 W™ Mfli#unique_1468#unique_147,
IR B UE SR, fEZLPFUSDKRCEN, FRilE MBI R,

@ BibA:

WIS A S, AT DU M B A e A5 B A PRI B
2. BLEZALHMXSDK,

Hiii, {eftJavaifi = MZLPrSDK, ZHJDK 1.8 LA LhlvAs,

IZILPHXSDKALEAN Y, W% Waunique_148R1#unique_149,
3. KB5S

CHERINEIRSS, W CAMERPIE ZECSMSLBFARSS, PAREERI Y eI 75 kg 2P =
b5 eI DUEERE 2R IS, DGR nl Sl 5 PR

DET P HARMRSHMECS ], LRRfTR:

Bl EpIERE

HEHRETEHER

4.2 Ert A&
ILFIZLWMXSDK, g HiiERss, RS LR EZNER, SYBMEREE, A
AU EL EIZ AL X SDK, SeEisess | RERAIE B b R TEIERERE N,

VI T 53 Lz (L X SDK Demo, iHHiMZALHMXSDK Demo GitHubMiht &%
AAzE
SERZALPMXSDK, Hifkist s 5PIHMF- SRR A T :

184 CRShRAS : 20190916


https://github.com/aliyun/alibabacloud-iot-bridge-core-demo

RFiE T 35 Se rver Zfelisdk MR

T
|
1: FHRIREL |

1.1: M application.conf EEFEHFERER

1.2: fME C i

N

M FiTCallback

nes
a4

———1

|
|
3: iR b I
g | [
3.1: doOnline I I
P> |
3.1.1: M devices.conf {#HNig & = miEER I
|
. |
3.1.2: @SESRES I
>
T 1 |
I I
I 4 iR R FITEE |
4.1: doPublish
gl 411 AEWRRRE LTS
g
5 SR TR & TIHE

i ; 5.1: Bl Fi7Callback
5.1.10 Mg FINE =l HrCalibac

———q———————l

BEARIFIR
#kBJava SDKIFRIAEE, FHEMIZL P SDK I H Maven i,

<dependency>
<groupId>com.aliyun.openservices</groupIld>
<artifactId>iot-as-bridge-sdk-core</artifactId>
<version>2.0.1</version>

</dependency>

451k
© HIMHILSDK,
TEAE—BridgeBootstrapR%H, HIMbootstrap/itk, IZILIMUSDKIIMGILT.
VEsEIR)G, BEMIBHER, JEmAmREm e EekibRE,
A, AIREVRbootstrap kNI, FIVZ{LPMYSDKIT:M—
ADownlinkChannelHandler (i, FIFHMZN FTHE,
(7N

BridgeBootstrap bridgeBootstrap = new BridgeBootstrap();
bridgeBootstrap.bootstrap(new DownlinkChannelHandler () {

@Override

public boolean pushToDevice(Session session, String topic, byte

[] payload) {



//get message from cloud

String content

= new String(bytes);

log.info("Get DownLink message, session:{}, {}, {}", session
, topic, content);
return true;

}

@Override

public boolean broadcast(String topic, byte[] payload) {

return false;

}
1)

- BCEMHHE R

P BB P B . BRI Java TREERINR IR LA iR (—Rdsrc/main/
resources/) PWapplication.confHiHACE X, 1A XFHFHOCON (JSONEH) .
ZALMXSDKEH typesafe . confii gfifhilic B ¥,

SRR E T TK: R IR B s MIZh SRR S, ASrp RS

SE I B RFIACEDR B ahaSTEMPIR BE& RA 5%, 5 WHunique_149/

unique_149_Connect_42_section_xmx_dyi_nok,

WA I LS B <
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deviceName
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REpyeEm v
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HuhEFE e
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https://github.com/lightbend/config/blob/master/HOCON.md
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http2Endpoint HTTP2M XAk 55

Huhk, MIFTRI A
Uiid HTTP2
PO KIEH
B, HTTP2M
K55 Hehik g
gikh: ${
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jot-as—http2
.${RegionId
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com:443,

ﬁ
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B iR

DA AT P e =l
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BRI
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WIFIKTTIE, W
2 WHbHI]
X3¢,

m, FHP
A B 55
fJproductKeylsalabcabcel?2
oM |

i, HTTP2W
FKMR55 k2
alabcabc123.

.cn-shanghaii

.aliyuncs.


https://help.aliyun.com/document_detail/40654.html
https://help.aliyun.com/document_detail/40654.html
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https://help.aliyun.com/document_detail/40654.html
https://help.aliyun.com/document_detail/40654.html

SH
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BiA

popClientP FRIEMACHhL
rofile BTN
wINTFEANNZ
ﬁo
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ALHE, 2
MW#unique_149/

N | AD

unique_149_CoTnect_42_s‘

P PR B A U315 B AL B

# Server endpoint

http2Endpoint = "https://altN70BmTcd.iot-as-http2.cn-shanghai.
aliyuncs.com:443"

authEndpoint = "https://iot-auth.cn-shanghai.aliyuncs.com/auth/
bridge"

# Gateway device info, productKey & deviceName & deviceSecret
productkKey = ${bridge-ProductKey-in-Iot-Plaform}

deviceName = ${bridge-DeviceName-in-Iot-Plaform}

deviceSecret = ${bridge-DeviceSecret-in-Iot-Plaform}

REINEH £
- BCEBE Lk,
ZALH I SDKA I B f L&tz :

[ *x*

* B IAIE

* @param newSession ¥ggSessionfgl, PTHIEREESRIXASessionf&ig bR
* @param originalldentity &R IGEIIIRIRGAF

* @return

*/

public boolean doOnline(Session newSession, String originalldentity

)3
B LN, TEY%LSession, MTHE MR, 2ftSessionPlJAZ MM, SessionHh{Fik
BRGSO PR AT B, DUE IR S8 TR 5

ItAh, SessionHidfi—Avnlikichannel 7B, ¥eit o] ARSRAFI & RNERAE R, B
a, MM Server;2 T Netty MY, X A AAS & KIERT M fchannel W4, HE
AT R ] LA M SessionH Rl channei#Ef 7#:E, channel EHEIALZRObject.



ZAEWHXSDKA X channel BUEMUEMAERE, Zthnl USSR, fEchannel PAEUT:
e ORI

Beag EZAhonl:

UplinkChannelHandler uplinkHandler = new UplinkChannelHandler () ;

//B@Session
Object channel = new Object();

Session session = Session.newInstance(originalldentity, channel);

/1 ¥ B2k

boolean success = uplinkHandler.doOnline(session, originalldentity);
if (success) {

/] g LERY), MIFHEZIGS R EMEIE R
} else {

/1 Vegg BERI, PRl R4S RSB s iB R TR R, MWFERR

- BCEMUH A UEBE R

B B B8 5 4G B Or bR RTINS A E 155 B I e 2R BRI B Sk 75 5K, BRiAMJava 1.
FERBRINE RS 812 (—Rtsrc/main/resources/) FHidevices. confrigzBulit B
F, #NZFFHOCON (JSON&@E#) . 2Lt SDK{fiH typesafe. confi gt B L fF,

B UEBE R R BN AR

${device-originalldentity} {
productKey : ${device-ProductKey-in-Iot-Plaform}
deviceName : ${device-DeviceName-in-Iot-Platform}
deviceSecret : ${device-DeviceSceret-in-Iot-Platform}

1
S8 REOFE Wil
productKey & BeA R~ i ProductKey.
deviceName = ¥ DeviceName,
deviceSecret |12 B DeviceSecret,
BEREEITEERE

ZIE PP SDK ¥ & Ll B :

[ **
* RIEVE HTHR, RN
* @param originalldentity BB IGEIIIRIRAF
* @param protocolMsg fp&iRHE (L& Topic, JHEM, QosTHER)
* @param timeout @IIM], PANIFD
*/@return FEIN IS TR P 15 A IS )
*
boolean doPublish(String originalldentity, ProtocolMessage protocolMsg
, int timeout);
[ *x*
« REVE LATE, SN
*x @param originalldentity &GS IRINAF
* @param protocolMsg fFRIXIHE (fETopic, HEME, QosFHER)


https://github.com/lightbend/config/blob/master/HOCON.md

*x @return PG RIiRMICompletableFuture, JHF WP iZfuture
*/
CompletableFuture<ProtocolMessage> doPublishAsync(String originalld
entity,
ProtocolMessage
protocolMsg) ;

& TP AR 51 <

DeviceIldentity deviceldentity =
ConfigFactory.getDeviceConfigManager () .getDeviceIdentity(
originalldentity);
ProtocolMessage protocolMessage = new ProtocolMessage();
protocolMessage.setPayload("Hello world".getBytes());
protocolMessage.setQos(0);
protocolMessage.setTopic(String.format("/%s/%s/update",
deviceldentity.getProductKey(), deviceldentity.getDeviceName
0))s

AL 353

int timeoutSeconds = 3;

boolean success = uplLinkHandler.doPublish(originalIdentity, protocolMe
ssage, timeoutSeconds);

/158 K%

upLinkHandler.doPublishAsync(originalldentity, protocolMessage);

PIFHEE T RS IS

MItFFE FbootstrapiiLilt, MIIZILHXSDKIEM 1 DownlinkChannelHandler, M M7
HEREHR, ZIEPMYSDKEZMHDown1inkChannelHandlerfJpushToDevice ik, AIEL
fEpushToDevice it B M ERE FTIHE.

BeHH:
pushToDevicefi IEHAZMMFERZH, WS MTH BRI, QR AENEEIOR
i, mikElznm MR Rl e KERE LG Tk, R,

W EZNE

private static ExecutorService executorService = new ThreadPool
Executor(
Runtime.getRuntime() .availableProcessors(),
Runtime.getRuntime().availableProcessors() * 2,
60, TimeUnit.SECONDS,
new LinkedBlockingQueue<>(1000),
new ThreadFactoryBuilder () .setDaemon(true).setNameFormat("bridge-
downlink-handle-%d") .build(),
new ThreadPoolExecutor.AbortPolicy());
public static void main(String args[]) {
//Use application.conf & devices.conf by default
bridgeBootstrap = new BridgeBootstrap();
bridgeBootstrap.bootstrap(new DownlinkChannelHandler () {
@Override
public boolean pushToDevice(Session session, String topic,
byte[] payload) {
//get message from cloud
//get downlink message from cloud



executorService.submit(() -> handleDownLinkMessage(session

, topic, payload));
return true;
}

@Override
public boolean broadcast(String s, byte[] bytes) {

return false;
}

1)
}

private static void handleDownlLinkMessage(Session session, String
topic, byte[] payload) {

String content = new String(payload);

log.info("Get DownLink message, session:{}, topic:{}, content:
{}", session, topic, content);

Object channel = session.getChannel();

String originalldentity = session.getOriginalldentity();

//for example, you can send the message to device via channel, -t
depends on you specific server implementation

}

S A

Session Session2 B fEdoOnline ML ISR, nf UHRIX 73 FITiHE
R BEFI,

topic T™MIHEMTopic,

payload R AT R B A

RETH
Besg PR PRI DL :

- IS =0 Z ISR WOT, WA & s B =0 k.
- PR iz BRI B PERITH R

Wt LS PERIITEIN :

[ **

o P Tl 2 S A= g 85 .

* @param originalldentity BEf5EaEHRINGT
* @return REERY) LR

*/



boolean doOffline(String originalldentity);

LU ZEN R

upLinkHandler.doOffline(originalIdentity);

4.3 # A%
AN GZAL I SDKI— S 3E G L, 5 B AL E SRR, Ae B s A a8 ik
5. VAR SDKP B EEE Fikdz 0 Fiatt. SR,

HEXREEE

MO, PIRYECE S s UE BRI S RACE S F, #RR MEE SRR E k4 (5
Widapplication.conflldevices.conf) Wi, ZILPPFXSDKHRE T HE AL EE R
fith), BRFEFELEAMbootstrap/iihizii, i configFactory. initFiih, HEXHLE X
PEREETE, ] BLE s SCIBISBIN B

Ep AT EN R

//Define config
//You can specify the location path of config files
//or you can create an instance and implement the corresponding
interface
//Config.init() must be called before bridgeBootstrap.bootstrap()
ConfigFactory.init(

ConfigFactory.getBridgeConfigManager ("application-self-define.conf
n

b

selfDefineDeviceConfigManager);

bridgeBootstrap.bootstrap();

private static DeviceConfigManager selfDefineDeviceConfigManager = new
DeviceConfigManager() {
@Override
public Deviceldentity getDeviceldentity(String originalldentity) {
//Suppose you dynamically get deviceInfo in other ways
return devicesMap.get(originalldentity);

}

@Override
public String getOriginalldentity(String productKey, String
deviceName) {
//you can ignore this
return null;
}
s

S EIEMFR &

MIETEAER RIS LB MG, WS PIFIRSS s s e AR PG B R
S, 8] DUECE MBS B S Fapp lication. con fRIASBIEMMG %, BEEARE



XtEh, B NS ElproductKeyfllpopClientProfile, ZALBMXSDKFE PN & T
MAPI, PAIRFSSMACHIMLYE s 440K, Brald— AP,

BiHA:

- SRAZSEIEMG a5, DGRBS E S, RS S#unique_154—%

- PIBECE SR, QERCEIEE TMIRREER, AmhSERS, DCSACE S
deviceNameflldeviceSecretftE %3, HpopClientprofileiltE TN
T, ZALPHXSDKA 2P APL,  PUIRSS SsMACHEHEE Ji% &5 2 Prah 2 01 i %
o WALLATMACHMECEAEIE By, WIS ERREHXA R E MR

- WIECR XA AL E DI, AR PR RN B A A LA LRI, RO TER
AAHPC LR, RS S RiPIERIMACHIEE N DI, FFR % 15 B AL B S
devices.confHIIFIA B 5 IEMIF R, HBAEPIART BHE & T VH A%, PR
T B,

®4-1: EESHIA

S8 REVE B
productKey 2 WA S ProductKey,
http2Endpoint |J& HTTP2M GRSk,  PIFAl = omidid HT TP

AN KEREIE, HTTP2MRHRSSHEIEE K R . $4{
productKey}.iot-as-http2.${RegionId}.

aliyuncs.com:443,

WS {productKey } it B W s ™ S
f)ProductKey.

Wit S {RegionId} e W LRI MR S5 R BIRAX

1%, Regionld WIF&IETTIXL, 152 W] H X SO,
an, FER&ERproductKey alabcabcel23, Hibgh
iy, WHTTP2PIRNRSSHbhERE alabcabc123. jot-

as—-http2.cn-shanghai.aliyuncs.com:443,



https://help.aliyun.com/document_detail/40654.html

SH

o
[
E

Wi

[

Pt

authEndpoint VARSI, B ENRSS LSS R . https

://iot-auth.${RegionId}.aliyuncs.com/auth/

bridge.

Hrp, RS {RegionId} %I IS i fEHEAX
%, Regionld A 5%, i8S WHbIEHI ] H X S0P,
an, MECh B, WRAMERRSSHksE 2 https: //iot-

auth.cn-shanghai.aliyuncs.com/auth/bridge

o

popClientP BUBILSEL, T5E B SDICK T TR 2o F i 1 1 3
rofile AR — AP B

RS HACE W R & popClientProfile,

&

% 4-2: popClientProfile

accessKey 2 LRI 2K S AccessKey ID,
HEFRAIRE, AhErE kg, A
AccessKeyE#ih, fli#tsk#&EHAccessKey,

accessSecret | LR B 20K 5 M AccessKey Secret.

name b T ZE QN PIRT BE A PR T 5 R 55 ik, JD
productKey{HTfCZR™ S i,
WsRIETTIE, WS WHEF ] HH X SR,

region ps T2 QR PIE BE a5 PRI - & IR 55 HRID, B
productKeyfHRURI™ s I,
FikJ7EFname,

product ys PR, HECEN Iot,



https://help.aliyun.com/document_detail/40654.html
https://help.aliyun.com/document_detail/40654.html

VAR5 HUSAPTIY Y ik, 5 SOtk &s49 00 -
${RegionId}.aliyuncs.com,

Pt

endpoint

Hr, RS {RegionId}H AR EEIIIRSS A fE AR
9. Regionld HI#IETTTE, 1HS W] I IX SO,

an_E#Y5 2 endpoint : dot.cn-shanghai.

aliyuncs.com,

BRI B Al ER ] :

# Server endpoint

http2Endpoint = "https://${YourProductKey}.iot-as-http2.cn-shanghai.
aliyuncs.com:443"

authEndpoint = "https://iot-auth.cn-shanghai.aliyuncs.com/auth/bridge"

# Gateway device info
# You can also specify productKey only, and dynamic register
deviceName & deviceSecret in runtime
productKey = ${YourProductKey}
# If you dynamic register gateway device using your mac address, you
have to specify 'popClientProfile'
# otherwise you can +ignore it
popClientProfile = {
accessKey = ${YourAliyunAccessKey}
accessSecret = ${YourAliyunAccessSecret}
name = cn-shanghai
region = cn-shanghai
product = Iot
endpoint = dot.cn-shanghai.aliyuncs.com

}
TR FRIR R SRR LRI

R TR, BCEREEREERE, LU SDKbh C B 8E Lz, wfElE Likizn

reportProperty. Ff LiEIIfireEventMIEHE AR I JupdateDeviceTag, B#A[

PUE X Sz LR Pk -6 EARAHRLTE R

FE I ARG SR LR -

- WM reportPropertyfifi reEventJ:ﬂiEﬁfﬁ*ﬂ?ﬁ‘ﬁﬁ, 1T A VIR - e d2 il 5 B 25 Pl
Ja& 7= i RN R REE LR, & UdEMFE, 12 W#unique_35,

- WA updateDeviceTagfzd LI &R, WRECELEDIRMTEG R G B0 RN 3 &
PN, W7 %, WENRSE (value) ; HEEMMFRS, WHHTERRS,

AN IENGR

TslUplinkHandler tslUplinkHandler = new TslUplinkHandler () ;


https://help.aliyun.com/document_detail/40654.html
http://iot.console.aliyun.com/

//report property

//Property 'testProp' is defined in IoT Platform Web Console

String requestId = String.valueOf(random.nextInt(1000));
tslUplinkHandler.reportProperty(requestId, originalldentity, "testProp
" random.nextInt(100));

//fire event
//Event 'testEvent'

is defined in IoT Platform Web Console

requestId = String.valueOf(random.nextInt(1000));

HashMap<String, Object> params = new HashMap<String, Object>();
params.put("testEventParam", 123);
tslUplinkHandler.fireEvent(originalldentity, "testEvent", ThingEvent

Types.INFO, params);

//update device tag

//'testDeviceTag' is a tag key defined in IoT Platform Web Console
requestId = String.valueOf(random.nextInt(1000));
tslUplinkHandler.updateDeviceTag(requestId, originalIdentity, "

testDeviceTag", Stri

ng.valueOf (random.nextInt(1000)));

PAEsRBlrh, RS

S8 WL

requestld HRIFHRID,

originalldentity 4= {iS) AL ERE 1L ANV

testProp JEtERidentifier. ASRBIRIRTR AR VM-S EHIG A

P2 e XRERE, € LT —Avidentifier testProplEtt, ARBIR
40 L) P testProp A,

random.nextInt(100)

Ei)E e, ARG B e e SUBPER € L TEASRH
th, f#iflrandom.nextInt (100)#FREUNF100 I,

testEvent

HiFidentifier, ARBINFTIRSAMAZ : EWBMTF- G866 "
T OBRER), 2 X T —Avidentifier MtestEventi$E, AR H]
908 ki3 testEvent,

ThingEventTypes.INFO

HHRH, ThingEventTypesSBFORIERE, INFOFIRFR
RIEENINFO (BR) .

ARBIR RGP . ARV -G H0  _E5E X3 FtestEvent
I, ERFEFREDNER (BINFO)

AR E SO, WMi%SECThingEventTypes . ERROR

params FMRN S, FER S identifier. BHERRL, BUETERE
Bt N E o ARBirh, R Sidentifier2
testEventParam, Z%(i123,

testDeviceTag bt (key) , Stringé%, ASRf

JtestDeviceTag, SERREMN, R EIR
BHEMEN T RIEE, 2 W#unique_155/
unique_155_Connect_42_section_igy_bvb_wdb>(#%,




28 Bim

String.valueOf(random | & ##r%(E (value) , StringR%, A5, H
.nextInt(1000)) String.valueOf (random.nextInt(1000) )R

BUE I —A/N 1000 BEHUE, SChrfE R, HRYE 1
TR TR IE, 12 WHunique_155/
unique_155_Connect_42_section_igy_bvb_wdb ¢4,




5 RRPC

5.1 +4A2RRPC
MQTTHFUZEEE T PUB/SUBHI A EIEEIN, AN TR 55 i m] 20 421 158 2 A& [l 45 R X 0 5%
VIG5 25 FMQTTHMIHIRE ¥ — & RAMARA RSP, TR EMQTT B B vl SZBRIH
BifE. PIRPEGREEAPTZ RS N, B X SR EE AN PUBIH A,  IRS5 vt
FIAPI, BIWJ[RI53RELBE A Ui IR S R
AIREE
- RRPC: Revert-RPC, RPC (Remote Procedure Call) RHZ/ /MRS R, HPOARHR
BV RRZEARINY, BIRGEREE RIS, RRPCWIA] DA B b R 55 Ui R e &5 i I RE RS i 15 7%
Vil L B RE
- RRPC#RIHE: R PGV R IRITHE,
- RRPC IR R : Bl E 4 ZmiiHE e
- RRPC {HEID: R HEXRRPCIH AR ME—HEID,
- RRPC iTBdTopic: B#35iT BEIRRPCH M £iEN Topic, &4 BT,

RRPC[RIE

1. PIBMF- S W2k 2R RS S RRPCIAA, P& —FRRPCIHERFERA B, HBANH,
e NI, Topic MPIKM -G X Topic, HoEHME—FRRPCIHEID,

2. BB MIHE R, e Topickt (BB Zhiz FANHE—HRRPCHEID) Mg —
ZRRPCWIN R4z, zimfd i TopictPIIHRID, MZATRRPCIERFHEILA L, 2
Ja IR P RS a%

3. WCRVIHI BB AELR, 2SR5 4R I Ve s AR IR BE & B FEi@ I I )
P (8FY) I RRPCUINIHE, Zuisa i RS aHiB B,

Topici&z{
AR Topicks X8 H 75 TEA N,

- RGtTopicfi M7 4% W#unique_158,
- HE X TopicfiH75i%2 W#unique_159,



5.2 A &% Topic
RRPCHH R Topic 5 ZMilifs. A X HRRPCEZINRSTopichE A1 4,

A4 Topic
RRPCIHHMRSG Topicks U R :

- RRPCifiRiHETopic: /sys/${YourProductKey}/${YourDeviceName}/rrpc/request/${
messageld}

- RRPCHiIRH B Topic: /sys/${YourProductKey}/${YourDeviceName}/rrpc/response/${
messageld}

- RRPCiJ B Topic: /sys/${YourProductKey}/${YourDeviceName}/rrpc/request/+

Hep ${YourProductKey } 2R &R MiProductKey, ${YourDeviceName} 2R
BRMARR, S{messageId}ziiERE—FRRPCIHEID,

RRPCIZAN
- I RIZRRPCIHA,
N 55 i il 258 APT RRpet& B s R IETH R BRI, 2 WRRpc.
PAfifiJava SDKOMBI, AT 3 :

RRpcRequest request = new RRpcRequest();

request.setProductKey ("testProductKey");

request.setDeviceName ("testDeviceName") ;
request.setRequestBase64Byte(Base64.getEncoder () .encodeToString("
hello world"));

request.setTimeout (3000);

RRpcResponse response = client.getAcsResponse(request);

- BRI M RRPCIIM Y Topic,
B EIRRPCIER Z )5, TEMIERRPCIERTopicykgaX, &m0z S Z0 % B e R
Topic,
Beggum MBI 2 M Topic (/sys/${YourProductKey}/${YourDeviceName}/rrpc/
request/${messageld}) HigHiilimessageld, RGP MRRPCIMN Topic, %%
W5 23

BeHH:
Hiuli, DCEZRFEaumE R QoS=0RRPCHiM i &,



5.3 A EE XTopic

RRPCXHFMM HiE X Topic5 abiidifs, HMHXTopicHaE 1 58 i HE X Topic,
BE X Topic

RRPCHHH A& X Topiclfg a1 T :

- RRPCi&RiHBETopic: /ext/rrpc/${messageld}/${topic}
- RRPCHiN B Topic: /ext/rrpc/${messageld}/${topic}
- RRPCiT B Topic: /ext/rrpc/+/${topic}

Hrhs fmessageId} i nimERE—RRRPCIHEID, ${topic LM HE X Topic,
RRPCIEAN
1. RNKIZRRPCIHE.
H55 i Al 258 APT RRpefZ B s I THE. DML, 2 WRRpc.
PAfdifiJava SDKORHI, T 3 :

RRpcRequest request = new RRpcRequest();
request.setProductKey ("testProductKey");
request.setDeviceName ("testDeviceName") ;

request.setRequestBase64Byte (Base64.getEncoder () .encodeToString("
hello world"));

request.setTopic("/testProductKey/testDeviceName/user/get") ;/ /a2
HE XTopici 7k, 1EXHfLiEHE X Topic

request.setTimeout (3000);

RRpcResponse response = client.getAcsResponse(request);

5 B € X Topickd=A, ETHEMMEER AuiJava SDK (aliyun-java-sdk-iot) iliA446.0.0
BB ERRAR

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>
<version>6.0.0</version>



</dependency>
2. REIEN

Mz & EE X TopiclIRRPCIA I a2 Bl v, s eI TMQTT
CONNECTHMX B EIM, fEclientIdiillext=15%8 ¥&umididMQTTHMIEAYIRIM T
BRERS, WS UMQTT-TCPHEHIEE,

B, JEoR{GE#ERclientIdN:

mgttClientId: clientId+"|securemode=3,signmethod=hmacshal,timestamp=
132323232 |"

WEmext=12%85, t£i#HclientIdh:

mgttClientId: clientId+"|securemode=3,signmethod=hmacshal,timestamp=
132323232,ext=1|"

BeHA:
ZIm A 2 M 2 X Topicif TRRPCIBG N &«
- AIEEN TopicZBA N,
- RRREENER: (connect) WM& T ext=12%,
3. B4R M RRPCIiIM I Topic,

RRPCi#iRTopicHli Topict X —+E, EIZR R TopictE Wi Topickln],

BeHA:
Hni, 2R IR Qo S=0RRPCIIR i &,



6 BERTF

6.1 & BTN
VIR T S PR s 7 OIRE, W TRAFRe IS, RSEEkN, nDIERARINANHE Y ; BeAR
2, _EgEnl LESDI AL
BEAR 72— JSON b, M F{eimiess BiiRs, MARPBERIRERER,
BABRSEAHRIA - ANEFE T, B&ETDUEEMQTTREM B BB A RPN, %FZ AT
DU TR itss, WalBURRs P4 1

RIS
- WL PIEAEE, A LR,

HIT MG AEE, BRI LT MR R & BRI R B s R R I, Bear
gk, KRR, PR sOERRY), MRRFIRIEMAZRERR,

TERI B HLIA IR A IR, — HaIRE R, e SIS BB aiY 1
PR R B s MRS, R ZHREGE P igIRas ], ARECLBR R S,
- W2 2RISR IR,

QURBESEMERSE, RS MR RIRIMBE R IR, BT ZR I R 2 IR, B
RN, Bem AL R AR, JCIRABIE R 2 RKIN T

MBI, R AREEFEPIRESREE IR, STMHAREHREHEE IR
Bt IR, RInIIRMGBSE s iR, (SN R e M 25 IR IR
- B3 gk,
- BREMISARE, SBOREME ETL, BHRPRISHEIE AT, RamE, He
Tk PIb RIS
W B QoS=18# 258, HR % 5 M TS Mmi R ek, —BAEN.
W EBEE PO, MR R RTE S, TRLPIN MBI A e &R b, ik
PRERHIER, RIS IFHREI B 2 BT,
- BREESER, IRPRIERM. B BN, B OREE AR M B, fR
R A SPATIEIHE 2
EESEMRER
D, ARREY FER, W& riRE.



PP IR

1. RV G 6

2. i e EB > B,

3. D B IR, AR,
4. a1,

SRR A BRI IR,

YERTE REEE > REHE

mqtt_basic01
RN

WISWISWIWJ B alfoliP34 5 R

REEE
A RERES TopicdlE  kEHT BEERS
)
B’E

REEF

Pl

2019/03/19 01:02:52
H3 5=

5. i EPE T, £ “desired” #4r, WAWIRELHIRE,
BRSNS WY FJSON R,
WAL, Vst FOMANIIRE, AT B Topic HEARIF IR,
BB, Bl rRANERE, B L5, BN RRAIBUSHTIRIRE,
FEXAPI
R 11 #unique_167
FHIL Y T #unique_168

6.2 iIgE R FJSONIFHE
AR G 6 76 FITSONRE R #3771k,
A0 T-ISON TR -/l

{
"state": {
"desired": {

"color": "RED",

"sequence": [
IIREDII 5
"GREEN",
IIBLUEII



http://iot.console.aliyun.com/

]
I
"reported": {
"color": "GREEN"
}
1,

"metadata": {
"desired": {
"color": {
"timestamp": 1469564492
T

"sequence": {
"timestamp": 1469564492

}
Ty
"reported": {
"color": {
"timestamp": 1469564492
}
}

s,
"timestamp": 1469564492,
"version": 1

}
JSONJgE TR, 4 R 6-1: JSONJEPEBLMIFR,

& 6-1: JSON/E %A

JE 1 filiid

desired B IR, DUESBEE PO R BUIRER, A @& desiredi
i
RLRIFEREIdes rediBor S AR, BEHHMNIRE, milkd ks
23358

reported BRI, &P Ereportedif 3 H ABWE, i HEHIRE,

PRl PO SRS S B, IR &I,

JSONSH A AA L Z reportediifsr, BfireportediBaitistAn
FERABOE - JSON LAY,

metadata LHPEHBEIRSSMG, B TS B3 EHimetadatai,

Beap IR CBUR G B2 5 DA Epoch INRIZERI A BRI E,
SRARHUHERF ) SE S ]

timestamp T2 SCRSI) Fopt S BN ),




JE filiid

version R P EEERiRA S, R&EY F2REFRPEversionfi@ERTY
HifRA S
PR T LA S, WEHREY T, HversionfH BRI RINR
A, 2 M SARAE R T
GSECENG, MASSIEN, T HCRELE SR SR B A
versionZ ¥ hlong®, Wik S8E Y, A PAFEEAN - LIRS H
HHMo,

BEW:

BT TR AL, BB a2 BT, AREREHTRBE S,

HHTRE B ER :

- PIERIRAS:

{

"reported" :

-

"reported" :

- mANRE:

{

"reported" :

{ "colors" : ["RED", "GREEN", "BLUE"™ ] }

{ "colors" : ["RED"] }

{ "colors" : ["RED"] }

6.3 IR &R F IR
A TR TopicilH (IR, ISRMERE: Rear LHUMRASSEIAH T, MR HHIR
&, WA BT LR BRI TR, RIRERIRIMRRRE A PR,

&R FTopic

PRI & A B E LT B Topic, FIFIRBETE:, 0] AEEAERA],




- /shadow/update/S$S{YourProductKey}/S{YourDeviceName}

BN R A H S St Topic, YIS EZ TopichiHETG, RHH SRR B
FEFE T,
- /shadow/get/${YourProductKey}/S{YourDeviceName}

B PRSI % Topic, BT Topic KBURHTH R
ER R
PURTE i, DIEASERKTIRBE A 0, BIIIBERE. B8 1 DAY I FEIT Z MIIafs

B, P iProductKeyi2al PbxxxxWEX; B#fFiDeviceNamestlightbulb, ##PA
QoS=1%AiHERITFIMA B &% ¥ Topic,

I EVHEIORER 7 A B 1l BIRIRS. MOHRE SR & IR, B EARIGE 7
7, M EEERE R

—. REFFE LIRS
Ve ELky, Fah EIiGSIRERE 1, MARY 23RBS IS
WAEE

S OIREEE IR TR

“ 0 ’
B HRESTIEE vaemmessiis (Y
\‘ i’ ) o]

La) BT RRRFFIR 5528

ST NS TSONIS 2 AL R B

1. %4Tifulightbul bk MRY, {#if Topic /shadow/update/alPbRCFQWTX/1ightbulb ik
PIRERE T

RIERIJSONTHE X :

{
"method": "update",

"state": {
"reported": {
"color": "red"
}
)

"version": 1



}

&® 6-2: LIRSEIHEA

28 Bim
method TR BRI PRI 1 R B 1 I R R,

MPUTEPRER, method TR, ¥EHE Mupdate,

state FORBRRIBREFE TREER.
reported NAHTE, IRAE BRI HEHRNE % Freportedif
5}0

version FoRBRRE FRETE RPRIRAE R

TR TR

He.

2. MV PRI LIRS, BRI R 7SO,

{

}

3. W XF G, By rRBREERAEE (KT |, BIAIRHERIRAIT MK Topic /

"state": {
"reported": {
"color": "red"
}
I
"metadata": {
"reported": {
"color": {
"timestamp": 1469564492
}
}
1,
"timestamp": 1469564492,
"version": 1

shadow/get/alPbRCFQWFX/lightbulbHi,

- AERRY), KiXFNETopicrhHIHE N :

{
"method": "reply",
"payload": {
"status'": "success",
"version": 1
Iy

"timestamp": 1469564576

A LSHRART LRTRA R, & A JBRWPORFIRINER, JFERR

Yversionh- 10, B TSR RNIER, IFEBERE FRRA T B




}
- AEHIRI, KiXFNETopicrhHIHE N :

{
"method": "reply",
"payload": {
"status": "error",
"content": {
"errorcode": "${errorcode}",
"errormessage": "S${errormessagel}"
}
I
"timestamp": 1469564576
}

& 6-3: HRiRIGIHEA

errorCode errorMessage

400 AIEWIRIJSON#

401 % FJSONibmethodfs &

402 % ¥JSONik/bstate 7Bt

403 ¥ FJSON version 25y

404 ¥ TJSONE b reported Bt

405 ¥ TJSON reported @t B =
406 FJSON method 2 IERUNI 15i%:
407 W N

408 W freported)g AN E0EE 1284
409 WA D

500 R 55 i Ak B

—. ERAREFRZIRERS

FEHFER PARMBIRESR R 7, R PR PRA B, Bariiny v iHika, Jfk
AR SR 1

R :



“ 1 ¥
D) rerErauns T AN
e /
e o RIS
SRR REYT "l
S5 7 N TSONS L RIS BE

1. MR LIRS Topic /shadow/update/alPbRCFQWEX/lightbulb/Hy, HRE ML

W&

{
"method": "update",
"state": {
"desired": {
"color": "green"
}
1,
"version": 2
}

2. B FHMEIERER, BT O

{
"state": {
"reported": {
"color": "red"
1,
"desired": {
"color": "green"
}
T
"metadata": {
"reported": {
"color": {
"timestamp": 1469564492
}
1,
"desired": {
"color": {
"timestamp": 1469564576
}
}
1,
"timestamp": 1469564576,
"version": 2
}

3. B rEHEIG, RIXIRMEE RS Topic/shadow/get/alPbRCFQWFX/1ightbulbHi,
ALY SEISRAIPT - 8- R

{

"method": "control",
"payload": {
"status": "success",



"state": {
"reported": {

"color": "red"
1,
"desired": {
"color": "green"
}
1,

"metadata": {
"reported": {
"color": {
"timestamp": 1469564492

}

1)

"desired": {
"color": {

"timestamp": 1469564576

+

}

}
1,

"version": 2,
"timestamp": 1469564576
}

4. RIMBERATIEL, JFHITH T Topic/shadow/get/alPbRCFQWFX/lightbulb, FiLAZIX
R,
BeERERIG, HIEER P desi redME, FkTii050 02 kot

KT EHreIRS G, EikERrIRES2IBM -5,

"method": "update",

"state": {
"reported": {
"color": "green"
}
),

"version": 3

}

BiHH:
NS N R I, Hn] DOEREASE R,
5. EHRE LiRIE,
- B & R ETopic/shadow/update/alPbRCFQWTX / 1ightbulbHif=*desired)&
T HEWR:

{
"method": "update",
"state": {
"desired": "null"
I

"version'": 4



}
- WER TR, SRR SO

{
"state": {
"reported": {
"color": "green"
}

I
"metadata": {
"reported": {
"color": {
"timestamp": 1469564577

}
I
"desired": {
"timestamp": 1469564576
+
1,

"version'": 4

}
=, REEMRBEFARR
AN R RISTELN, BaHLk, WamR LEUG, REIRIEEY ¥ A,
HirErE

BELREAEES

T OIERFEIERE

fRinER Egg

RET RrFIARFFIR 528
HTNEISONEE R FIHIRE

1. X1 F8h &% A RiEE S Topic/shadow/update/alPbRCFQWEX/1ightbulbHy, FREXBE
W ORE R TR A

{
"method": "get"

}
2. HRHEFINENXFTN RN, RiXEFIAES| Topic/shadow/get/alPbRCFQWTX/
Lightbulb, ATifELIT B TopicREURHIAE, HENEWR:

"method": "reply",

"payload": {
"status'": "success",
"state": {

"reported": {



}

"color": "red"
1,
"desired": {
"color": "green"
}
1,
"metadata": {
"reported": {
"color": {
"timestamp": 1469564492

}
T
"desired": {
"color": {
"timestamp": 1469564492
}

}
}
s

"version": 2,
"timestamp": 1469564576

M. REEMEREFEY
HRFIMCEREHINE, Bainn] A RIEES, MERE &Y Fr RN RETEIRE,

Hirek

BE IR E S

ST OE MRS R
BEW @
R T
MEREE hilflkRs TS

K%L FHEFITopic/shadow/update/a1PbRCFQWFX /14 ghtbulbH,

Hd, methodHdelete, BIERIMEINUTL,

- MBRRE 7t — Ik

{

"method": "delete",
"state": {
"reported": {
"color": "null",
"temperature": "null"

}
),

"version": 1

MAEFRSES



}
- MBRR v iR T -

{

"method": "delete",
"state": {
"reported": "null"

I

"version": 1



7 NTPERS

PR F- SR ENTPIRSS, MROHMRANBRRBTIRZM, REMLENTPIRSS, i kAR HE
i,

[RIETER

VIS SENTPIMURE, 3 2R INTPRS 2% BRI RIE— AR E Topicsh 2,
payload i ERIEM ], N payload i b Z i WA XM ), BEaniiE
MG, HEEHCOARSERE, 9834 Rm, IR RS 2R w22, i
15tk 2 RS Rl

BeHH:
RGNS 2RISR 25, A RBaENTPRSS T RIE,

A, RANBEA LG EA RN T, TLSEES AR IN MR RIS, ik
NTPHRSS R, BOMBER B 65 2 AR BRI

BNRE
iRkTopic: /ext/ntp/${YourProductKey}/${YourDeviceName}/request

ML Topic: /ext/ntp/${YourProductKey}/${YourDeviceName}/response

BeHH:
ProductKeyfliDeviceNamesg B UE 1509 —#8 7, wI DAMNFEEl & 3RE

1. %Ml Bl /ext/ntp/${YourProductKey}/${YourDev ceName} /responseTopic,
2. B#ghnml /ext/ntp/${YourProductKey}/${YourDeviceName}/requestTopickix—
#QoS=0iH)E, payloadH i L& YniitIn Mg, AN, AHIWF:

"deviceSendTime":"100"

BiHA:

- WRBEECT IR, X FFLongMIString,
- NTPARZS H i3 H:QoS=01M{H B,
3. B iml IR S5 oo 2 A A, payload P U MMER :

{



"deviceSendTime":"100",
"serverRecvTime":"1010",
"serverSendTime":"1015",

}
4. Vet 5 G AR S unix bl
Bl EIAR S5 it mlid  ${deviceRecvlime}, W& LIAEHNT R : (${

serverRecvTime} + S${serverSendTime} + ${deviceRecvTime} - ${deviceSend

Time}) / 2

fERRG

BEHA:
ARBh T EBUEZE R —H TR, ERREUEAS R PRI TR,

i} RS T UM LongsRString I, H B & SR 55 5 A 1A R I IR RIS R
[Fl, BN, BeaufErint B String88, K55 iIA M i Rkt )2 String 384,

B, BEgr ERBSE100, ARSSURITIZE1000, BERSHERE10, AR5 MEEIREIR XL 15,

B Vi i) Ik 5% i b i)
[245 9255 100 (deviceSendTime) 1000
Ik 55 sz 110 1010 (serverRecvTime)
1655 v A2 3% 115 1015 (serverSendTime)
B iR 125 (deviceRecvTime) 1025

W8 g i R R S m ERN A (1010 + 1015+ 125-100) /2 =1025,

5z SR AR EE S, GUREHESRH 2umg b miE, AR 11015, S BRI EfA—
A RERIERT IR Z,



8IKS5FR

AR Alo TR GRS, BERIIRIE,

8.1 EAMEREMSERITH S
BB 25 B LA MK S T A 52 R RURE, 3 ELFT B ESO B
ERATHSBR 0T 258

SRR L 2 S SR IRl 6, BB JeSe IS ATATE,  BURIBOS PO - & B $R0ERY
e

. Virpl AW,

. IS,

. S P AR SR,

w N -

BeHH:
fisidikSeEn, EREREP SIS RAESICERN, K-S RSB,
4, fEpEtl G, pdi” SIS, v Son A BTz kS5 4 .
5. MRV ER, a8 R RPEIME S W%, HEAVBPERS .

BeHH:
QIR B THAPE A iS5, PIRimiEl & 20 2 bR, T A s fgnf
Peg B S RS

APPSR GG, AT DOEIT ™ SR, RSB U BRI,
fEREWKS eI AR

B IS BAIKS 72 2R, FIKSE SRS E L ke, K, 5% EREURA
Vil RPN 25508, 2R SRR A0S N Bt B 2R, MOZIEI Vi leAh] RAM Bt
TS, A TSP RERVITIBER, AENK-S A & ol B 5L H At N\ 5 7 1K-5 5 ) SRR
ARTFIKSVIMPEASE, E2W#unique_174f1#unique_175,

8.2 RAMIZNNEIR
AT TR 4P N - & K-S A PR A O R,


https://www.aliyun.com/

8.2.1 RAM #1 STS 7748
RAM Al STS 2 il Z R0 AT PR,

Tfi# RAM Rl STS WITENE, 155 Wil S s B ok,

RAM L2 ERUZ PR S R AR, B AR RAM, @I, BB FIKS, JHEdS FikSiR
TAFIEIRRR, Pl K= SRR ERUR.

STS A%tk (Token) WEBRS, MMHAFIKS (RAM M) SRACEINY MBRE
B, @I STS SRSEO G FH - 5 2L

EIS =% ]
B=J)IfO

RAM Fil STS MR — ML PEDE A {EA 23 MK S AccessKey INTRBLT, LRl
Nvill, Bo—B KRS H) AccessKey #ilttds, SHRBAM LR : RIGIZIKS AccessKey
NI S PRTE IS, M5 R,

RAM REL9 2 — R AR IR, @ K-S, IHP IS HRBGR, A
FIRBUR AR R, TS AccessKey tAREEE, Bl ik St @ A S E R 2RI
HRIME, —RELT, FIKRSKIBAERL

FNF RAM ALK HIPLE, STS AL & —RGIN Vi R4, LM STS, RTHIEN

[¥) AccessKey Fll Token, WL AccessKey fil Token & &M P, KV TAH K 5%

U5, M\ STS FREUARR 232 B ™ kAR, JF A IR, Kb, BRSPS i 22

O, FEMAHEN

G ERE, 152 WG,

B

{3/ RAM Al STS ¥ e DA RIEARER :

- FIKS: £ RAM #Gh, SIEMHP, APl TIKS, QN REERE, ]
NTIREGE IR AccessKey, GG, #ANTIKSACEBMABR, SHFIKS, ok
ITCIRBRUERIE, IS ] DABRE A BA SRR, ] DAREA i — A~ A SRR
PERES

- fifs (Role) : FoRIEMMRIEDIRMELMEE, R2EAMSIIEREMM AccessKey, Tk
SaIPAbr G, s an, FIKSHa B M R,

- $BUREE (Policy) : SR SUBURREGRENI, an sevF K-S 1P ek 5 AR LEBE IR,

- %R (Resource) : RETFKSHIimM AR, WMFEEAMEIAR Instance. ¥A
Instance 5 ¥4 Instance FHEIYEEA Table %%,


https://help.aliyun.com/product/28625.html

TS AT RO NSO R, W, EAEARINMAERRL, EXERMORR
o Fl— NMEARIFZREIEARK MG, PR M QR A RA QRBR, Mol
BIFARRERSAE, AP Vg a2 5 R A e B ERESds. JFH, Mt
nJ AR A AR P R

fERRG

ik B 2K S 1 AccessKey it Bz 53 & 2 MES, R HEZMKSEMEMEH RAM 012 7
TS, sldadas AR B, 358 A Rl B 2SN AccessKey, A #ilEUAR, B #ilf5H
PR, EPEGIN] PAREIE RAM #2561 & BUH 75 H P I BUR .,

BUERD AR, F B FA IG5 PP S CTOBUR . IXMIE DT, AREE#R
A1y AccessKey EZINE, MPIZHE—MAE C, FHHIXN MO T R G R

R, HIFHE, HiiMt CIEEIRERMEN. BOIFAAEN Nt C i) AccessKey, fift C1X
&Y i IR 4% FURURR I AL S

TV STS ) AssumeRole #2111, RIS 8 RIGIZA, 2 STS iR
h, RoleArn WHF MM C Y Arn, WIRIHARY), STS ZIRMEIENT AccessKeyld.,
AccessKeySecretfil SecurityToken {ER i FEUE GEUERS IR W], fEJHH AssumeRole )
FORPEE) o FRXANEUERATRZVIRRIH P, AP ST BARTS Vi R P55 1 5 1 IR IR A
B

71t RAM #1 STS NEAX AE #?

£ RAM HI STS MIBESAIE R EEERE 2, HIXR N 1K S92 2 PERBRI I R 35 MEmihirE
Ko 5 Tk

Rk smmtsIr, FRRN FRPITERER A RREAIRE SIRIUSEA 2 I, QR
TR ZABIR, i/ SHR, (HR R BRI R H A — iR BR, B 250 n] BAGIE:
B, XM NRA RS, K5, B4 nl X mAfmar b riks.
S TR R, e DA b g A BRI € (8RS BRI FIBE, JXFERTEL
REORRE R P BRI S KRS, i HL, @R s e, w] DR Rz 2 H AR P, S5
T

STS X BRI HIE MR TG, AHEHREPRFREBEABIHS, H2, ARG E KA R
ViklSEUE, WAl ARGEH RAM FIKSAEPIIGRE, mEHEER STS.

RN E A h, BATPFHREE—2E RAM Rl STS IS RRMMEEH B, WRERE T RES
RAM il STS fRESHENS, 2% RAM APIMI STS APT,


https://help.aliyun.com/document_detail/28672.html
https://help.aliyun.com/document_detail/28756.html

8.2.2 BEXIR
RIBSHES R AIE R, febF (Allow) s Hiffs (Deny) AT SESEEIRHGTHEEIRIF,

PR A SRR, B SOBUBR,  HITE B E SURZBGRIGINGE SRR, 76 RAM #5il8, R
WAL, PAdHTEIPURIG I 4R Q8 1 SURZPURIG. B F R SUBURIBIN, e
2SR,
FZBHURIE 2 JSON MU 747, RESEL RS
- Action: FoRERBUNIERE, ToT BfEiliot: Fk, @ XITAUREI, 1525 WA SR,
rAction & X,
- Effect : FoRiZHIRAE, HUH: Allow. Deny,
* Resource : VKM G HATEA SRR AL, THEHS *,
- Condition : FRERUGRMF, TRAEER, S WA H Condition & X,
Action EEX
Actionig API 4 FE, TERIE ToT RZBURIEN, A Action Big#i hiot:, A Action PX
ES0k. JFH, R SEERT. ToT API A4F€ X, &2 W#unique_179 .,
T2 HURY Action & SURB,
- XA APL
"Action": "diot:CreateProduct"
- ELZAAPL
"Action": [

"jot:UpdateProduct",
"jot:QueryProduct"

- B SPTA HiE APL,
{
"Version": "1",
"Statement": [
{
"Action": [

"jot:Queryx",
"jot:Listx",
"jot:Getx",
"jot:BatchGetx",
"jot:Checkx"

1§esource": kM,

"Effect": "Allow"

%,

"Action": [

"rds:DescribeDBInstances",



I
{

"rds:DescribeDatabases",
"rds:DescribeAccounts",
"rds:DescribeDBInstanceNetInfo"

]

"éesource”: "xM

"Effect": "Allow"

"Action": "ram:ListRoles",
"Resource'": "x",
"Effect": "Allow"

"Action": [
"mns:ListTopic",
"mns:GetTopicRef"

]

”éesource": kM

"Effect": "Allow"

"Action": [
"dhs:ListProject",
"dhs:GetProject",
"dhs:ListTopic",
"dhs:GetTopic"

1éesource": "x!

"Effect": "Allow"

"Action": [
"ots:ListInstance",
"ots:GetInstance",
"ots:ListTable",
"ots:DescribeTable"

1§esource": "k

"Effect": "Allow"

"Action": [
"ons:0nsRegionList",
"ons:0nsInstanceInServicelList",
"ons:0OnsTopiclList",
"ons:0nsTopicGet"

1§esource": "x

"Effect": "Allow"

"Action'": [
"hitsdb:DescribeRegions",
"hitsdb:DescribeHiTSDBInstancelList",
"hitsdb:DescribeHiTSDBInstance"

1éesource": kM,

"Effect": "Allow"

"Action": [
"fc:ListServices",
"fc:GetService",
"fc:GetFunction",



"fc:ListFunctions"
1§esource": x
"Effect": "Allow"

I
{

"Action": [
"log:ListShards",
"log:ListLogStores",
"log:ListProject"

1éesource": "x!

"Effect": "Allow"

}s
{

"Action": [
"cms:QueryMetricList"

1§esource": kM

"Effect": "Allow"

}

]
}

- EXFHPE APL
{

"Version": "1",
"Statement": [
{
"Action": "dqot:x",
"Resource": "x",
"Effect": "Allow"

¥s

"Action'": [
"rds:DescribeDBInstances",
"rds:DescribeDatabases",
"rds:DescribeAccounts",
"rds:DescribeDBInstanceNetInfo",
"rds:ModifySecurityIps"

]

"éesource”: "xM

"Effect": "Allow"

"Action": "ram:ListRoles",
"Resource": "x",
"Effect": "Allow"

"Action'": [
"mns:ListTopic",
"mns:GetTopicRef"

I]'Iiesource": kM,

"Effect": "Allow"

3,
{

"Action": [
"dhs:ListProject",
"dhs:ListTopic",
"dhs:GetProject",



I

"dhs:GetTopic"
]
”ﬁesource": x
"Effect": "Allow"

"Action": [
"ots:ListInstance",
"ots:ListTable",
"ots:DescribeTable",
"ots:GetInstance"

1§esource”: "xM

"Effect": "Allow"

"Action'": [
"ons:0nsRegionList",
"ons:0nsInstanceInServicelist",
"ons:0nsTopiclList",
"ons:0nsTopicGet"

I]'F’Qesource": xM,

"Effect": "Allow"

"Action": [
"hitsdb:DescribeRegions",
"hitsdb:DescribeHiTSDBInstancelist",
"hitsdb:DescribeHiTSDBInstance",
"hitsdb:ModifyHiTSDBInstanceSecurityIplList"

1éesource": kM,

"Effect": "Allow"

"Action": [
"fc:ListServices",
"fc:GetService",
"fc:GetFunction",
"fc:ListFunctions"

1§esource": kM

"Effect": "Allow"

"Action": [
"log:ListShards",
"log:ListLogStores",
"log:ListProject"

1éesource": "x!

"Effect": "Allow"

"Action": "ram:PassRole",
"Resource": "x",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"acs:Service": "dot.aliyuncs.com"
}
}



"Action": [
"cms:QueryMetricList"

1§esource”: "xM
"Effect": "Allow"
}
]
}

Condition X

Hili RAM fZBURIESZ R Vil 1P BRI, 2@l HTTPS ik, 2&ilid MFA (ZRFRIME) Vi
Wl Vil R EREE 2 ARG, PRSP APT XS0 RX A AF,

Vil TP BRI

Vil n] ARSI ToT B35 1P Hbhik, I HSZRAIEMBORITIENE, DU RIS RO
il

- BRI TP HBBER TP PIEE, BN, S #ei TP Hbsikh 10.101.168.111 5% 10.101.169.111/24
P BT SR i Wl

{
"Statement": [
{

"Effect": "Allow",

"Action": "dot:x",

"Resource": "x",

"Condition": {

"IpAddress": {
"acs:SourceIp": [

"10.101.168.111",
"10.101.169.111/24"

]
}
}
}
1,
"Version": 1"

}
- FREIZAS 1P dbhk, fan, Hseir IP Hehkoh 10.101.168.111 A1 10.101.169.111 BYiE K i),

{
"Statement": [
{
"Effect": "Allow",
"Action": "qot:x",
"Resource'": "x",
"Condition": {
"IpAddress": {
"acs:SourceIp": [
"10.101.168.111",
"10.101.169.111"
]
}
}



}
1,
"Version'": 1"
}
HTTPS Vi [l Bl
Vi el CARRIE & idid HTTPS Wil

Al R AGEE HTTPS 3R Vi,

"Statement": [

{
"Effect": "Allow",
"Action": "dqot:x",
"Resource'": "x",
"Condition": {
"Bool": {
"acs:SecureTransport": "true"
}
}
}
1,
"Version": "1"
}
MFA ¥j ] B

ViRl n] PR /558d MFA (ZRIZRINIE) Vill, MFAViFEN TRl 685, AP
) JC 7 MFARS,

Al BRI EE MFA 3R i,

{
"Statement": [
{
"Effect": "Allow",
"Action": "dot:x",
"Resource": "x",
"Condition": {
"Bool": {
"acs:MFAPresent ": "true"
h
}
+
1,
"Version": "1"
h
Vi ] s ) B

ViRl e PARRBE SR AV R, - B Sevr s B AR e 5 I 1 s B Z BT T R
Bl PRl BAEAE SRR 2019 48 1 A 1 SERZAiVil, ZJEWAREYM.

{
"Statement": [



"Effect": "Allow",
"Action": "dot:x",
"Resource": "x",
"Condition": {
"DatelLessThan": {
"acs:CurrentTime": "2019-01-01T00:00:00+08:00"
}

}
}
1,

"Version": "1"

}
HEFRTR

55 YL EX Action, Resource fil Condition [ X, FHi/r43—2 MR 37 BRI BGRIG E
SRNETT %o
FEVF Vi T BRI - )

g & XVil 1P Mt} 10.101.168.111/24 MBI F il ToT AR, HESRHEELE 2019-
01-01 00:00:00 ZAijii M@ HTTPS Vil

{
"Statement": [

{
"Effect": "Allow",
"Action": "dot:x",
"Resource'": "x",
"Condition": {
"IpAddress": {
"acs:SourceIp": [
"10.101.168.111/24"
]
I
"DatelLessThan": {
"acs:CurrentTime": "2019-01-01TO0:00:00+08:00"
+

"’ool": {
"acs:SecureTransport": "true"
}

}
}
1,

"Version": "1"

}
RAE i MR EZBCR IR
Byst: E4aii 1P Hihikk 10.101.169.111 WX ToT $ATHR1E,

{
"Statement": [

"Effect": "Deny",

"Action": [
"jot:Queryx*",
"jot:Listx",



"jot:Getx",
"jot:BatchGetx"

1,

"Resource":
"Condition":

nmymn
w8 >

{

"IpAddress": {
"acs:SourceIp": [
"10.101.169.111"

]
+
}
}
1,
"Version'":

}

Illll

BRI BIE RN G, EViFEH RAM #5606, WP Esnm, KesRE e ks

Fro FRIGEAUN 7K S BLP SE AT BOEA TR SCRERAE. QI IR SRIEZBURIER), 25

W#unique_174,

8.2.3 loT API 2N BRET TR

S SCIURIG, WRAMMA P27 BHARRELE APT i Tl AR,
MRAMH PR EATTTE, W2 W#unique_175,

FRPFPEPIE -5 APL AR, BVELEQIEPII TS HEBURIEN, 28 Action HyRMZE

i,
IoT API RAM #Z28U%fE (Action |¥80R ( [# O BEHH

) Resource

)

CreateProduct iot:CreateProduct * B o
UpdateProduct iot:UpdateProduct * B0 o
QueryProduct iot:QueryProduct * il hnfE R
QueryProductList iot:QueryProductList  |* il AR,
DeleteProduct iot:DeleteProduct * JHIBRT™ fiho
CreateProductTags |iot:CreateProductTags |* B bR
UpdateProductTags |iot:UpdateProductTags |* B bR
DeleteProductTags iot:DeleteProductTags |* TR SR
ListProductTags iot:ListProductTags * A7 S bRa
ListProductByTags |iot:ListProductByTags |* HUEARZS A ™.
RegisterDevice iot:RegisterDevice * ER)yas




IoT API RAM #Z28U%(E (Action |¥8JR ( [# O BEW
) Resource
)
QueryDevice iot:QueryDevice * A WHEE i PRI B 5
%o
DeleteDevice iot:DeleteDevice * THIBR B 25
QueryPageByApplyld |iot:QueryPageB * A RTEM B R,
yApplyld
BatchGetDeviceState |iot:BatchGetDe * LRI IR,
viceState
BatchRegis iot:BatchRegis * HEEApplylditt w555
terDeviceW terDeviceWithApplyld
ithApplyld
BatchRegisterDevice |iot:BatchRegis * fLEEMEE (BEPLE R
terDevice %) .
QueryBatch iot:QueryBatch * AR A B
RegisterDeviceStatus | RegisterDeviceStatus M&iR,
BatchCheck iot:BatchCheck * it A L AR,
DeviceNames DeviceNames
QueryDeviceStatistic |iot:QueryDevic * IREE S G5
s eStatistics
QueryDevic iot:QueryDevic * AR 25 F A b s B
eEventData eEventData
QueryDevic iot:QueryDevic * AR A IR 55 T 5% D B Y
eServiceData eServiceData #io
SetDeviceProperty |iot:SetDeviceProperty |* BEE B IETE,
SetDevicesProperty |iot:SetDevicesProperty |* R BB AR,
InvokeThingService |iot:InvokeThingService |* VA B IRSS o
InvokeThingsService |iot:InvokeThin * HEs A B AR SS
gsService
QueryDevic iot:QueryDevic * EBR AR TEIRE,
ePropertyStatus ePropertyStatus
QueryDeviceDetail  |iot:QueryDeviceDetail |* BTN,
DisableThing iot:DisableThing * LAiiN o S

EnableThing

iot:EnableThing

R B B IR HAR A




IoT API RAM £Z8U(E (Action |¥EIR (  (H DI BLHH
) Resource
)
GetThingTopo iot:GetThingTopo * HRBFMIN R,
RemoveThingTopo  |iot:RemoveThingTopo |* BERE TN LR,
NotifyAddThingTopo |iot:NotifyAddT * A= B AT X R
hingTopo
QueryDevic iot:QueryDevic * RIS 75 1) P g s B
ePropertyData ePropertyData
QueryDevic iot:QueryDevic * LR A WIEE R AR Lk
ePropertiesData ePropertiesData B,
GetGateway iot:GetGateway * RS HEER 7 R 25 15 B AN
BySubDevice BySubDevice LRI BE # 1 R
SaveDeviceProp iot:SaveDeviceProp * MR R BB
QueryDeviceProp iot:QueryDeviceProp  |* AR E RIS,
DeleteDeviceProp iot:DeleteDeviceProp  |* THIBRBE B bR
QueryDeviceByTags |iot:QueryDeviceByTags |* TRYE PR A M L 75
CreateDeviceGroup |iot:CreateDeviceGroup |* B,
UpdateDeviceGroup |iot:UpdateDeviceGroup |* i rdfE R,
DeleteDeviceGroup |iot:DeleteDeviceGroup |* TR 534
BatchAddDe iot:BatchAddDe * o,
viceGroupRelations |viceGroupRelations
BatchDelet iot:BatchDelet * FBess NI e bER,
eDeviceGro eDeviceGroupRelations
upRelations
QueryDevic iot:QueryDevic * AT EN,
eGrouplInfo eGrouplInfo
QueryDevic iot:QueryDevic * EHifrdHIK,
eGroupList eGroupList
SetDeviceGroupTags |iot:SetDeviceG * AR 7 bR %
roupTags
QueryDevic iot:QueryDevic * il bRESIR,
eGroupTagList eGroupTagList
QueryDevic iot:QueryDevic * A e B e 57 4151
eGroupByDevice eGroupByDevice o
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QueryDevic iot:QueryDevic * A PRI AR,

eListByDeviceGroup |eListByDeviceGroup

QuerySuper iot:QuerySuper * Y8 75 HID&E W R 4l

DeviceGroup DeviceGroup B

QueryDevic iot:QueryDevic * FyEbR B A W 25 54l

eGroupByTags eGroupByTags

StartRule iot:StartRule * JE SRR,

StopRule iot:StopRule * ERm,

ListRule iot:ListRule * AR,

GetRule iot:GetRule * A RRNTEN

CreateRule iot:CreateRule * BRI,

UpdateRule iot:UpdateRule * ESORN,

DeleteRule iot:DeleteRule * JHIERFRR I,

CreateRuleAction iot:CreateRuleAction  |* RN RS 4277 15

UpdateRuleAction iot:UpdateRuleAction | * BN B E 42 T 15

DeleteRuleAction iot:DeleteRuleAction  |* BRI b RS R 5 Tk

GetRuleAction iot:GetRuleAction * A RN P B & 7T iR
PSR

ListRuleActions iot:ListRuleActions * ARBURN b Bk 5% % 75 151
%,

Pub iot:Pub * RAHE,

PubBroadcast iot:PubBroadcast * M B T FEE ™ ) #iTopic
IR A B SR TH R

RRpc iot:RRpc * RIXTH B G B I B #5Mi)
L,

CreateProductTopic |iot:CreateProductTopic |* ™ i Topick,

DeleteProductTopic |iot:DeleteProductTopic |* THIER™ dh TopicHk,

QueryProductTopic |iot:QueryProductTopic |* A= fhTopicFi#,

UpdateProductTopic |iot:UpdateProd * BB hTopick,

uctTopic
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CreateTopi iot:CreateTopi * Wit Topiclhl AT S %
cRouteTable cRouteTable o
DeleteTopi iot:DeleteTopi * MR Topicks KX R,
cRouteTable cRouteTable
QueryTopic iot:QueryTopic * A HFRE Topici] B IR
ReverseRouteTable |ReverseRouteTable Topic,
QueryTopic iot:QueryTopic * A fEE Topicil B EM
RouteTable RouteTable H#rTopic.
GetDeviceShadow iot:GetDeviceShadow | * HRAIEFE R,
UpdateDeviceShadow | iot:UpdateDevi * BRI 5 R,
ceShadow
SetDeviceD iot:SetDeviceD * AR Ve a it B E IR e 1
esiredProperty esiredProperty (£
QueryDevic iot:QueryDevic * FRE B R R PR
eDesiredProperty eDesiredProperty
BatchUpdat iot:BatchUpdat * It TR A AR
eDeviceNickname eDeviceNickname
QueryDeviceFileList |iot:QueryDeviceFileList |* FRE By BAZ I
BIPTE SUFFIER,
QueryDeviceFile iot:QueryDeviceFile * e Ay LA 2P M1
B HRE G B
DeleteDeviceFile iot:DeleteDeviceFile * THBRHEE Be & AL Z Pk 1
B,
QueryLoRaJ iot:QueryLoRaJ * A LoRaWAN AW AEIES
oinPermissions oinPermissions 7%
CreateLoRa iot:CreateLoRa * Bt R M LoRaWAN B 5
NodesTask NodesTask IS
GetLoraNodesTask |iot:GetLoraNodesTask |* At R LoRaWAN B¢

LS5 IR,
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3. REIEEA IR SR 4, i DUR L

4. FERBOSIGHES, JEHFREER P 1% 7K S PR G52 BURNS, i gL im v il g4 i Sk i
BURIE A CIEBURMSE A PR, PR

@ BE:

RO TR ST B AR, 578 ZbGRng, ZEGRIgIAIE 1%, %
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=i A IENEERE
SIS SEREER = CIEEEEER =
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AliyunIOTFullaccess = T R B
AliyvunIOTReadOnlyAccess =55
AR IOT )RR N
AlivunDyiotFullAccess =
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SRR
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3. i A LA E G, AN EREERIG,
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TS P RO ES, S LRI, T ORI,
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2. EREEEIBIR,
3. HIABBURMSE A PRI N, 1 i BRI

BRURIS ARG J7i8, Al EPURI R U L&A
BRI 2B ToT SR B,
{

"Version":"1",
"Statement": [
{

"Action": [
"rds:DescribeDBInstances",
"rds:DescribeDatabases",
"rds:DescribeAccounts",
"rds:DescribeDBInstanceNetInfo"

]

"éesource":"*",

"Effect":"Allow"

"Action":"ram:ListRoles",
"Effect":"Allow",
"Resource" :"x"

"Action": [
"mns:ListTopic"
1,

"Resource":"x",
"Effect":"Allow"

"Action": [
"dhs:ListProject",
"dhs:ListTopic",
"dhs:GetTopic"

aﬁesource":"*",

"Effect":"Allow"

"Action": [
"ots:ListInstance",
"ots:ListTable",
"ots:DescribeTable"

1éesource":"*",

"Effect":"Allow"

"Action": [
"log:ListShards",
"log:ListLogStores",
"log:ListProject"

aﬁesource":"*",

"Effect":"Allow"

"Effect":"Allow",



"Action": [
"jot:Queryx",
"jot:Listx",
"jot:Getx",
"jot:BatchGetx"

1,

"Resource" :"x"

EURIEN B : ToT BEIRES HR,

"Version":"1",
"Statement": [

"Action": [
"rds:DescribeDBInstances",
"rds:DescribeDatabases",
"rds:DescribeAccounts",
"rds:DescribeDBInstanceNetInfo"

1éesource":"*",

"Effect":"Allow"

iI¥
{

"Action":"ram:ListRoles",

"Effect":"Allow",

"Resource" :"x"

3,
{

"Action": [
"mns:ListTopic"

aﬁesource":"*",

"Effect":"Allow"

Ty
{

"Action": [
"dhs:ListProject",
"dhs:ListTopic",
"dhs:GetTopic"

léesource":"*",

"Effect":"Allow"

3,
{

"Action": [
"ots:ListInstance",
"ots:ListTable",
"ots:DescribeTable"

aﬁesource":”*",

"Effect":"Allow"

Ty
{

"Action": [
"log:ListShards",
"log:ListLogStores",
"log:ListProject"

1,

"Resource":"x",



"Effect":"Allow"

s

{
"Effect":"Allow",
"Action":"diot:x",
"Resource" :"x"

}
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RAKNERUG, wACCHA 7 EBORKE SKOTiTAR, A S URRIP, HEr

ISR Pz G, AREEITRR S VFRRIE, AER IR Sl APz t, R
K, BRI A b BRI 7 0K S5 P A RED A £,

PSP AR B Resour ce ZBUR A € ID I A€ SUZHGREE, R
IR TR S5

1. EViMFEH] RAM RS0, iR E R > Bl fbURNS
2. R EFIBIR,
3. HIABBURMS A PRI N, 1 i BzBUR g .

BLIA:
IZBURIEN A, S8 Resource MET MMM Arn, fEMEOEBIIE, SAdif G RE
B, EAMOIERsE T, EEMEOKN Arn,

BRI R B :
{

"Version":"1",

"Statement": [
"Effect":"Allow",
"Action":"iot:QueryProduct",
"Resource":"ffaArn"

}
}
ZRGRIS IR RI)G, BB Vi RAM £l 6 326,
S SRR A B, IR S P
TRENEHZRN KRS, IR g R AL
FERBUOIGHE, SN M B OURNS,  Sdirb M A SR BRI 2 CIERBUR
WP, PREAdEE.
BRGERIG, TS 7 Al APz sm GrRER, sl DU STS SR f i 501 5%
Uk, FEEATREIRYI

N s o s

SRA: FKSRNIGN SR

P OAUN IR SH P, OB EREE A APL k{8 SDK RARE: A iy &%
ilE: AccessKeyld. AccessKeySecret. fll SecurityToken, STS API fl STS SDK i1, &%
Wil SR STS APIRISTS SDK,

A1 APT fil SDK ZRH i fy (e Il B OY UL TR e A DL RS 2L
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- RoleArn: FEPHEMME Arn,

- RoleSessionName: WG EMERI#FR (HEXSED

- Policy: FZBURNE, B R —ABBRERE], @i it S8R H 4 R Token AR, A
SEMLSEL, WM Token FH4 Ha5E M A AR,

- DurationSeconds: IGINFEIERERUY, AR, B/ 900, FARM 3600, ERIMER
3600,

- id Ml secret: FRFTEHHIZMA EQHTFHEH AccessKeyld fil AccessKeySecret,

ARHIIRG I B 3 FEUE T 1
APL3fl: kS P IE A STS AssumeRo Led& FIERTGH % /A E W IIN B 7 51T,

https://sts.aliyuncs.com?Action=AssumeRole
&RoleArn=acs:ram: :1234567890123456:role/iotstsrole
&RoleSessionName=iotreadonlyrole
&DurationSeconds=3600

&Policy=<url_encoded_policy>

&<RIETHRSEC
SDK il : FIKSHFER STS 9 Python #5217 T REZFRTGHHEZ M QIR B 03 FEUE,

$python ./sts.py AssumeRole RoleArn=acs:ram::1234567890123456:role/
jotstsrole RoleSessionName=iotreadonlyrole Policy='{"Version":"1",6"
Statement": [{"Effect":"Allow","Action":"iot:x","Resource":"*x"}]}'
DurationSeconds=3600 --id=id --secret=secret

WRBIG, KRB ZA GRS 8k : AccessKeyld. AccessKeySecret, fll

SecurityToken,

SEIN FHKS IR FR
R QRIRN SO TS, ISP T HER SDK B3R e A2 B SEUESS
B, Hrisfat,

Java SDKRfil: FIKSHPERMERD, AN S0 EUER AccessKeyld, AccessKeyS
ecret fil SecurityToken 2%, @& IAcsClienti{4,

IClientProfile profile = DefaultProfile.getProfile("cn-hangzhou",
AccessKeyId,AccessSecret) ;

RpcAcsRequest request.putQueryParameter ("SecurityToken", Token);
IAcsClient client = new DefaultAcsClient(profile);

AcsResponse response = client.getAcsResponse(request);
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