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TH z=iHSDK Demo
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HiiiXH M aMSDK Demo,
SDK{&ER A
ZunSDKEERIFEBIGN, 155 WEL MEER IR,
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https://github.com/aliyun/aliyun-openapi-java-sdk/tree/master/aliyun-java-sdk-iot
https://github.com/aliyun/aliyun-openapi-python-sdk/tree/master/aliyun-python-sdk-iot
https://github.com/aliyun/aliyun-openapi-php-sdk/tree/master/aliyun-php-sdk-iot
https://github.com/aliyun/aliyun-openapi-net-sdk/tree/master/aliyun-net-sdk-iot
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/44229/intl_en/1568085719729/iotx-api-demo.tar.gz

1.2 Java SDKfEFR 15 EA

VI M- £ 9] ava SDKIEIF & Bia] U5 (bl Java ke e e Pt F- 5. 1538 vl DAGE
HMavenfiiiEMSDK, thn] DU BIA N B2,

=E# SDK
1. ‘Z3sJavalF BRI,

ZERILAM Java B 75 MG &R, IFTBiZeJavallt RIA,
2. @¥ToT Java SDK,

a. Vil Apache Maven B M FMavenikf¥-
b. #hiMavensi H {4,

IoT Java SDKIJMaven{fcffisfn

<!-- https://mvnrepository.com/artifact/com.aliyun/aliyun-java-sdk

—-iot -->

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-iot</artifactId>
<version>7.0.0</version>

</dependency>

it

<dependency>
<groupId>com.aliyun</groupId>
<artifactId>aliyun-java-sdk-core</artifactId>
<version>3.5.1</version>

</dependency>

#4R1LSDK

BEW:
DA TR AR AR 2 b J HO AR S5 3 A R, REAE VB, 45 PR AR Py Ik A1 5 St 6 2 )
NS5+ A Hitht

String accessKey = '"<your accessKey>";

String accessSecret = "<your accessSecret>";
DefaultProfile.addEndpoint("cn-shanghai", "cn-shanghai", "Iot", "iot.
cn-shanghai.aliyuncs.com");

IClientProfile profile = DefaultProfile.getProfile("cn-shanghai',
accessKey, accessSecret);

DefaultAcsClient client = new DefaultAcsClient(profile); //¥k{LSDKZF

it

accessKeyBIERK S AccessKeyld, accessSecretBllAccessKeyldxfpi
fJAccessKeySecret, ZEnJTERTH AT W] G AccessKey & P It i & B & AccessKey,


http://developers.sun.com/downloads/
http://maven.apache.org/
https://ak-console.aliyun.com

XA
P T- R Z5APL, 2 W#unique_11,
LA PubtZ %45 i 2 2 Topic il

PubRequest request = new PubRequest();

request.setProductKey ("productKey");

request.setMessageContent (Base64.encodeBase64String("hello world".
getBytes()));
request.setTopicFullName (" /productKey/deviceName/get") ;
request.setQos(0); //Hui%¥QoSOMIQoS1

try

PubResponse response = client.getAcsResponse(request);
System.out.println(response.getSuccess());
System.out.println(response.getErrorMessage());

catch (ServerException e)
{
e.printStackTrace();

catch (ClientException e)

{
e.printStackTrace();
}
Mizx: Demo

Hii FEAHSDK Demo, DemoHfiFJava. Python., PHP. .NETRASDKRHI,

WAk, B ZREEAPIELIHIA TR OpenAPI Explorer, fEOpenAPI Exploreri, #&n]
PAPOER R AN HAPL, R SHUR RIS R L 4% 1 5 SDKADemofViY, %%
& SDK Demo i nfE W E AT ARBHIS 3 B, fEMIRSH R W% T, EFAPIAHNELE
RURLAIJSONAE IR [H] 45 5.

1.3 Python SDKfEFE3%EH

IR T S BEPy thon B S N ZIMS KB & A B, A XA 41z Python SDKFI 2235 fiic
#, KAEMPython SDKIAM ZMAPIHIRMHI,

Z#Python SDK
1. Z¥PythonJF &M,

VimlPython B M FEPythonZdety, FFoel&ds, Hill, X#2.6.5K%PL LA,
2. ‘ZHPythonEE B T Hpip, (WIREC L Epip, HRIBIHPE, )

Vil pip B FEpipZedEty, Il


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/44229/intl_en/1568085719729/iotx-api-demo.tar.gz
https://api.aliyun.com
https://www.python.org/downloads/
https://pip.pypa.io/en/stable/installing/

3. ‘%Z¥IoT Python SDK,

PUE BB IEL R4, Z%10T Python SDK, %2 Wi#ilRaliyun-python-sdk-iotf5
JE‘O

sudo pip install aliyun-python-sdk-core
sudo pip install aliyun-python-sdk-iot

4. ¥1oT Python SDKHIXSIF5I APythonf¥,

from aliyunsdkcore import client
from aliyunsdkiot.request.v20180120 +import RegisterDeviceRequest
from aliyunsdkiot.request.v20180120 +import PubRequest

#1451LSDK
accessKeyId = '<your accessKey>'
accessKeySecret = '<your accessSecret>'

clt = client.AcsClient(accessKeyId, accessKeySecret, 'cn-shanghai')

accessKeyIdRVERIK S¥AccessKeyld, accessKeySecretBllAccessKeyldxtp.
JAccessKeySecret, #EnJ1ERTH 27 Ml & AccessKey & P @ sk &5 B M AccessKey,

A
PR F-& Z0HAPL, 152 WHunique_11,

DAV Pub$ I % A7 {4 B 31 B 85 Bl

request = PubRequest.PubRequest()

request.set_accept_format('json') #P¥rEIRMIEHERE, BRIANAXML, peHbidE
J3ISON

request.set_ProductKey('productKey')
request.set_TopicFullName('/productKey/deviceName/get') #iHEKRILZIN

Topicg4,

request.set_MessageContent('aGVsbG8gd29ybGQ="') #hello world Base64
String

request.set_Qos(0)

result = clt.do_action_with_exception(request)

print 'result : ' + result

Hi®R: Demo
i FEANSDK Demo, DemofiFJava, Python. PHP, .NETARASDEK R,

WAk, PR AZRBEAPIELIHIA TR OpenAPI Explorer, fEOpenAPI Explorers, #&n]
PAPOER R AN HAPL, R SHUR RIS R L 4% 1 5 SDKADemofliY, %
5 SDK Demo SnfE iU A MR HIAES b R, EIRIRE R T, ERAPIAHESL
RURLAIJSONAE IR [H] 45 5.
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https://api.aliyun.com

1.4 PHP SDKfER 1 ER
PO T- £ R K PHP I 19 ZSMSDKETFR A RS, A A1 ZMPHP SDKINGRAIRCHE, 1
4/ PHP SDKJA I Z3APII B,

Z%E|oT PHP SDK

IoT PHP SDKJZAlibaba Cloud SDK for PHPH)—#84r. WIRECLEEATibaba Cloud SDK
for PHP, WIH%HIoT PHP SDK,

1. ZHEPHPH IR,

i ZHEPHP 5.5.080 0 SR A . Vil PHPE M FEPHPREM, FHoemis,

L

4 Composer,

N
oI

i, @i ComposeriBlloT PHP SDK, [HtFHERS LS Composer,

- WindowsR&HI /', ifVilMlgetcomposer.org, F#k. Z¥HComposer-Setup.exe,
- [ cURL# % %% Composer,

curl -sS https://getcomposer.org/installer | php

3. HMEL RO, %%IoT PHP SDK,

composer require alibabacloud/diot

PHP SDKi¥{HfMERIHES:, 2 Wopenapi-sdk-php-iotfilAlibaba Cloud SDK for PHP,
#NIEHSDK
P SDK RIS :

<?php

include_once 'aliyun-php-sdk-core/Config.php';

use \Iot\Request\V20180120 as Iot;

[/ BB JAccessKeyId/AccessSecret/ProductKey

SaccessKeyId = "";

SaccessSecret = "";

$iClientProfile = DefaultProfile::getProfile("cn-shanghai", $
accessKeyId, $accessSecret);

$client = new DefaultAcsClient($iClientProfile);

accessKeyIdBIERK S FAccessKeyld, accessSecretHllAccessKeyldXf M
JAccessKeySecret, ZERJTERTH AT MR G AccessKey & B Il i & B & AccessKey,

AR

P& Z56APL, iE2 WHunique_11,


https://github.com/aliyun/openapi-sdk-php
http://www.php.net/
https://getcomposer.org/
https://getcomposer.org/Composer-Setup.exe
https://github.com/aliyun/openapi-sdk-php/tree/master/src/Iot
https://github.com/aliyun/openapi-sdk-php
https://ak-console.aliyun.com

DAV I Pubf R AT Bm 5 5 &5 M Bl

$Srequest = new Iot\PubRequest();

Srequest->setProductKey ("productKey") ;

Srequest->setMessageContent ("aGVsbG93b3JIsZA="); //hello world Base64
String.

$request->setTopicFullName("/productKey/deviceName/get"); //iHERiEZIN
Topicg4s.

$response = $client->getAcsResponse(Srequest);

print_r(Sresponse);

Mi%: Demo
it FEZMSDK Demo, DemohfifFJava, Python, PHP, .NEThZASDKRH,

5Ab, PR AZREEAPIFELIIIA T2 OpenAPI Explorer, f£OpenAPI Explorerii, #£n]
DApeidks R AR A APL, RS RIRLSH A IS8R E k#4515 SDKHDemof %, #%
1% SDK Demo fitonfE Wi 4 MBI 5 % . EMIREI R T, &BAPIHM A ESLIHE
FKURLAIJSONHE AR PSSR,

1.5 .NET SDK{# 15 EH
VIG5 38 NETHE S 2mSDKUF RN i, A XA # A0 NET SDKILEMCE,
{8/ NET SDKiHH z ¥ APLIR B,
R4 [oT .NET SDK
1. @ NETHFEHBE,
Bl = NET SDKSZHRHRIT RS :
- .NET Framework 4.0 A LA
- .NET Standard 2.05 P4 LA,
- C# 4.0 DA ERRA
- Visual Studio 2010 KB4 ERRAR,
2. B NuGetf /P EBLAT L SDK,

Ui FH Visual Studiofil,

a. fEVisual StudioffiFo )7 FHRIRE RIS, ARAGERNHEG, 7ERRaRsE
HINuGetfF 1L,

b. fENuGet E#Iit, HBNY%,

c. fEIEDRH, HiAaliyun-net-sdk, RJETEFIFKPIEFEAuthorsAlibaba Cloudi
aliyun-net-sdk-iot,

d. B3k,


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/44229/intl_en/1568085719729/iotx-api-demo.tar.gz
https://api.aliyun.com
https://www.nuget.org/packages/aliyun-net-sdk-iot
https://www.nuget.org/packages/aliyun-net-sdk-iot

#IEHSDK

BiH:
DA AR AR 2 i S HOA 55 F AR, RSAE VS, 758 P ARS R P K A~ 5 RS 6 2
NS5+ AHihL .

using Aliyun.Acs.Core;

using Aliyun.Acs.Core.Exceptions;

using Aliyun.Acs.Core.Profile;
DefaultProfile.AddEndpoint("cn-shanghai", "cn-shanghai", "Iot", "iot.
cn-shanghai.aliyuncs.com");

IClientProfile clientProfile = DefaultProfile.GetProfile("cn-shanghai
", "<your-access-key-id>", "<your-access—key-secret>");
DefaultAcsClient client = new DefaultAcsClient(clientProfile);

TEAERTH 2 F I 5 AccessKey B AP Bl B B I AccessKeyldflAccessKeySecret,
RiEiE A

PIETE- & Z56APL, 2 WH#unique_11,

LLA I Pub M To pic & A i1 B kil

PubRequest request = new PubRequest();

request.ProductKey = "<productKey>";

request.TopicFullName = "/<productKey>/<deviceName>/get";

byte[] payload = Encoding.Default.GetBytes("Hello World.");

String payloadStr = Convert.ToBase64String(payload);

request.MessageContent = payloadStr;

request.Qos = 0;

try

{
PubResponse response = client.GetAcsResponse(request);
Console.WriteLine("publish message result: " + response.Success);
Console.WritelLine(response.ErrorMessage);

catch (ServerException e)

{

Console.WritelLine(e.ErrorCode);
Console.WritelLine(e.ErrorMessage);

+
catch (ClientException e)

{
Console.WritelLine(e.ErrorCode);
Console.WritelLine(e.ErrorMessage);
}
Mi%: Demo

Hili P AHRSDK Demo., DemoHfiJava, Python., PHP. .NETJRASDKRH,

AN, PR ZPREEAPI{ELRIA T H OpenAPI Explorer, fEOpenAPI Exploreryi, #n]
PP R MK HAPL, RESHEEMA NS BIRP A R4 &5 SDKDemofid, #


https://ak-console.aliyun.com
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/44229/intl_en/1568085719729/iotx-api-demo.tar.gz
https://api.aliyun.com

%5 SDK Demo fiton e Sl A MRBURES IR R, EMIAEER I, EFAPTIRM IS
RURLHIJSONFSURIIR LS R,



2 =iFAPIE&E

2.1 APIFI&
PURRYIRM -5 API 53K,

=R EIEHEX AP
API fifiid
CreateProduct B o
UpdateProduct BB & B
QueryProductList AW IR,
QueryProduct A nEE R,
DeleteProduct TIBRFEE ™ o
#unique_22 G bRz,
#unique_23 B R
#unique_24 TR dt bR 25
#unique_25 A T R
#unique_26 FRUEFRAE A W7 o

EEEX AP

API ik
RegisterDevice T
QueryDeviceDetail HHBRETEN,
BatchQueryDeviceDetail HER A B R TR
QueryDevice AWM YIR,
DeleteDevice TIRR &
GetDeviceStatus RV EIa1TIRS,
BatchGetDeviceState HEE R IR,
DisableThing LTI N A
EnableThing fRERVE B,
BatchCheckDeviceNames LR E VR,




API fifiid
BatchRegisterDeviceWithApplyld fithE Applyld HtE g,
BatchRegisterDevice RS R E BRI
QueryBatchRegisterDeviceStatus Hi RIS,
QueryPageByApplyld A WHLR B F I,
QueryDeviceEventData g as (R ST S C i
QueryDevicePropertyData A A& P SR 2

#unique_43 LR E T B2 B PR D B,
QueryDeviceServiceData ARELBE 5 AR S5 I 5% i SR 5
InvokeThingService T B IARSS -

InvokeThingsService LA H SRR SS
QueryDevicePropertyStatus A WA JE PETR I,
SetDeviceProperty BEE AR,

SetDevicesProperty HER B BB R R T,

SaveDeviceProp BEA B #hRE,

QueryDeviceProp HWB SR,

DeleteDeviceProp JHIR 3% B bR 35

GetThingTopo AR B Aol R TR A RN R
NotifyAddThingTopo AR B It R R
RemoveThingTopo BERRMI R B s ol 1 B A T A TR R AR
QueryDeviceStatistics IRV BRI TR

GetGatewayBySubDevice

AR 7 B (5 B AN BRI R B &5 15
1@\0

QueryDeviceByTags RS A LA

SetDeviceDesiredProperty tae B it v B R A,

#unique_60 A e BRI B M.

QueryDeviceFileList HWHRE B LRIV G RIS

QueryDeviceFile HEE B LRI - S e XFHE
B,

DeleteDeviceFile MHERFRRE B & EALBIPIRRN - S EE S

#unique_64

R EH A SRR,




API

ik

QueryLoRaJoinPermissions

K-S FRILoRaWAN A P SEIES| #,

CreateLoRaNodesTask G R M LORaWAN B A IIT 55
#unique_67 At B IE M LoRaWAN IS5 IR,
SLAEEEXAPI
API ik
#unique_68 EUfE S
#unique_69 BR3¢,
#unique_70 BB G R
#unique_71 AW A
#unique_72 AR TASIR,
#unique_73 BB 315540
#unique_74 TR 53 2 b E A E Ve
#unique_75 M Fr e bnzs.
#unique_76 Hil RS,
QueryDeviceGroupByDevice A E R ER) 3453,
#unique_78 FE 7 5 HID & W R 7 415 B
#unique_79 il PRSI,
#unique_80 R A B 4l
A5 | Z46% AP
API fifiid
ListRule AR,
CreateRule G,
GetRule ARG R,
UpdateRule BRI,
DeleteRule TIRRHRR I,
ListRuleActions AR ESN R,
GetRuleAction AR EE R
CreateRuleAction N1,




API fifiid
UpdateRuleAction RN EHAE,
DeleteRuleAction L ESE T o
StartRule SRS,
StopRule 5 LR8N,
Topic E1E4HX API
API fifiid
QueryProductTopic i~ TopicX,
CreateProductTopic ™ fTopick,
UpdateProductTopic BB ihTopick,
DeleteProductTopic ER= S TopicXk.,
CreateTopicRouteTable FNTopick i,
QueryTopicRouteTable A TopicHHi#.,
QueryTopicReverseRouteTable A Topic/ M HK,
DeleteTopicRouteTable R TopicsHi#,
HEBIEHEX AP
API fifiik
Pub LA B # Topic,
RRpc KRG R, IR EINRL
PubBroadcast KA R

RERFHEX API

API iR
GetDeviceShadow BWBRH T
UpdateDeviceShadow HHEE T

HIEFF ZAPIETE
API ik
#unique_106 A BHEHIEAR S5 APL,
#unique_107 IRBUEIE TR 55 APTIED




API g

#unique_108 VIHEERRIEIRSAPL, RESQLA LS,

2.2 ¥fR

PO AT AN I . B8, 4l Topic. BN BE&% FEAPHEL, MMZEME A
HEMAPHEL, fEHZ5SDK, MAPIRSS L% IEZHTTPS/HTTP GETEPOSTiA R, If
FRIBAPITEZ B, 1R SRPIIANRLE RS EOR VAR APL, YUk SRS TS R e PG e, IR
ML

VAR APIR ARSI, 55 WEL MRERSTRY,

- #unique_110

© RS

1]

MERP P AR S e, BUUEHRAMFIKSH P 50K APL

2 S ToT APIViRIRUER, iE2 W IoT API LT,

2.3 A FAPI

AR 3 A 23U IR I °F- 5 23 APTR T SR AT AN ol

EREH

fona] Dl id %X HTTPEHTTPSHE KA Ik M F- 5 APL



TORETHATT :

http://Endpoint/?Action=xx&Parameters

28 BiA
Endpoint TR BMRSS R ANAE, PP SRR ARBIER S : dot. ${RegionId]}.

aliyuncs.com, HH, ZBES{RegionId} T MBI T-& RS
S, BT 2, 52 Weunique_115,

AU :

- 442 (ki) : dot.cn-shanghai.aliyuncs.com

- #HimyPE: iot.ap-southeast-1.aliyuncs.com

- EE (BEf) : dot.us-west-1.aliyuncs.com

- HA (FH) : diot.ap-northeast-1.aliyuncs.com

- fHE (K%M : dot.eu-central-1.aliyuncs.com

Action BHATHHRIE, BIRSRAPHEIMARR, Blan, JEHPubZzOImfEE Topick
MR, ActiontMIFMEEZPuUb, BIAction=Pub,

Parameters WRSE, BAOASEZEH (&) 559,

FRSBHAITRSBRAPIAE LS HA R, ASBPEEAPIRA
N (I E ARSI S

i BA I Pubiz i E Topic & A {2 Ml :

BEHA:
AR RBEIERAER2 (i) HisREi A, 7T B3, ASCRrp R RBIRIM 7Rtk

L1318

https://iot.cn-shanghai.aliyuncs.com/?Action=Pub
&Format=XML

&Version=2017-04-20
&S+ignature=Pc5WB8gokVnOxfeu%2FZV%2BiNM1dgI%3D
&SignatureMethod=HMAC-SHA1l
&S+ignatureNonce=15215528852396
&S+ignatureVersion=1.0

&AccessKeyId=...

&Timestamp=2017-07-19T12:00:00Z
&RegionId=cn-shanghai

APITZEZIRR

Rl A i APTHELR I IA T H OpenAPI Explorer, fEOpenAPI Exploreryi, ] PABRIEER:
FKAIABPHAPL, RSN AR SEIR PR #4515 5 SDKDemoftUig, #4155 SDK


https://api.aliyun.com

Demo SR E A MPREURES S MUYESH, EMIRGIRUE T, &BAPIHMAI LI
FKURLAIJSONHEIR HE R,

OpenAPl Explorer =0 @iMEd S40TEE o EHE AT 2RTe gy donre
Sagren
=5 > B =R S CreateProduct
EE APL I 3
Create Q ) ESENI APL S5 REFTRZSDKAIDemottES
Regionld )
Java Node.js Go PHP Python
w2 (H8)
L AK 22 Java SDK T2 ava SDK f&5:
TopicRouteTable ERAKEE 4  Jeva SDK TEEMHE [4  Java SDK EERHAEE [3
. * NodeType 1 import com.aliyuncs.DefaultAcsClient; T
RuleAction import com.aliyuncs.IAcsClient;
import com.aliyuncs.exceptions.ClientException;
Rule 4 import com.aliyuncs.exceptions.ServerException;
IotInstanceld 5 import com.aliyuncs.profile.DefaultProfile;
ProductTopic import com.google.gson.Gson;
import java.util.*;
ProductTags g import com.aliyuncs.iot.model.v26188128.%;
* ProductMame o
1@ = public class IotDemo {
11
DeviceGroup DataFormat 12 [ public static \.-?1:1 mamgstr-mg[] args) {. )
13 DefaultProfile profile = DefaultProfile.getProfile(”
14 IAcsClient client = new DefaultAcsCliant(profile);
15
Description 16 CreateProductRequest request = new CreateProductRequ
17
18 try {
n 19 CreateProductResponse response = client.getfcsRe
20 System.out.println(new Gson().tolson(response));

API#Z1Y

N YRR S 2 4, BBUEME IR S S SEUE I APL, GERASEEFTRAM v 1K S V4 ik
MF-5APL, FETREONEZRAM FIKSAIHE, $2 7 HIN AR,

NFIRSHEBUARIAPL, 12 WIoT API #S2BUMLH%.

A SRS BRI 6 R APIR AL RSB A SR M S8

NHEFRSEK
P RS B R B4 APTIN AR TR 2 R T SRS 5L

L

gL Rl praitP s filiid
A

Format String N IBERIRRY, SZFFISONFIXMLE
R, BA XML,

APIRAS, HHBIER: YYYY-MM-
DD, IWiliiAl2018-01-20, A
I DATEAE A RA

ho

Version String




/,

€

Rl

i

o
Elod

ik

AccessKeyld

String

ol

o B 0 A 23 P P 1 75 ol I 55 i P ) 2
HID,

BRI ARG, B EkS
Kig L, HEHdiaccesskeys, B
RERPEREME, Hnraldh
% AccessKey,

Signature

String

&

BHEIRB,

SignatureMethod

String

&

%4753, HAiZHRHMAC-SHAL,

Timestamp

String

ol

RN MR, B
IRISO8601 kiR R, Il
FHUTCH ], #4320 MYYYY-MM-DDThh

tmm:ssZ,
i, 2016-01-04T12

100: 00ZF RN
[]20164E01 H04H20:50570%),

SignatureVersion

String

hoi

BHTILRA, HATRAZ1.0,

SignatureNonce

String

b

ME—REDLEL, FT-Bi Lk P2 RSO
PR R R A I RE LR
f.

Regionld

String

ho

B ety (Sl E LR
M) , @cn-shanghai,

ZN

https://iot.cn-shanghai.aliyuncs.com/

?Format=XML

&Version=2018-01-20
&Signature=Pc5WB8gokVnOxfeu%2FZV%2BiNM1dgI%3D

&S+ignatureMethod=HMAC-SHA1

&SignatureNonce=15215528852396
&SignatureVersion=1.0

&AccessKeyId=...

&Timestamp=2018-05-20T12:00:00Z
&RegionId=cn-shanghai

AR SE

APLRFHZRR MG, BMI2xx HTTPIRERMUR AR ; 18 Hl4xxel5xx HTTPIRZR
AREFHI R, P RIIR [l B A A XMLAIJSON PRI,  w] IEAIRTE R, 5%
kg BRI HMXMLAS,




RO, TeRNSE, RGEAZBN P HE—BRequestId,
- VARDRYIIR [l
- XMLk

<?xml version="1.0" encoding="UTF-8"7?>

< -GIRATMRET R -—>

<fEO4 PR +Response>
<R [EIERARSE >
<RequestId>4C467B38-3910-447D-87BC-AC049166F216</RequestId>
< LRI R >

</ %4Fi+Response>

- JSON#%:

{
"RequestId": "4C467B38-3910-447D-87BC-AC049166F216"

/* BRESREE ~/

- PR RIBIR R
PO ER, BFAZBRIEIREE, nTHIRE TR ERE TR,

SN, HTTP#RIEE A 4xxskSxxFHTTPIRER, & B A BRI HR
ARG R, Y5, RS —A2RME—ERID (RequestId) . EREAREMINHIRM
WO, ABARRM A FIREGER 0, FiiiftRequestIdl, DUE LRGSR LRI
)

- XML#&E

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<RequestId>8906582E-6722-409A-A6C4-0E7863B733A5</RequestId>
<Code>UnsupportedOperation</Code>
<Message>The specified action is not supported.</Message>

</Error>

- JSON#%R

{
"RequestId": "8906582E-6722-409A-A6C4-0E7863B733A5",

"Code": "UnsupportedOperation",
"Message": "The specified action is not supported."



2.5 ZRHH!
PO - 5250 A4 13 D35 R N 22383 1A T SOk,  FDOCIEERTHT TPIE R HTTPSHXHE
ZHR, WEEERRPEEESY (Signature) fF5E.

ERAE

B, BEIEPEHE AccessKey FHI I 28 P B A1k S
AccessKeyldfilAccessKeySecret, SRJGHATHFRME, Hrp, AccessKeyldH ThriRiill#H

B0r; AccessKeySecret/e Hl FIMEE4 v AT HINRSS dsvn B UE ¥4 v AT IS Y], DI 0R
BR

o

-

BEB:
%Wﬂzﬁ‘ﬁf#TJava‘ Python. PHPIE GRS HSDK, fEAIXEESDK, W HRE41d
2, 2 W#unique_118 2% SDKIFIE B,
TR R 7T R4 -
1. MEMREILIIER 2458 (Canonicalized Query String) .
a. HFSEL.

WA THIY, XERSBOETHDY, Wi AERSH (AMaffisignatureZ
B AR aE LS,

-

= B


https://usercenter.console.aliyun.com/#/manage/ak

SEEMHGET /7 iiHe RN, XESHORRHERURLPRZ R, BMURLH? Z)5 HeiE
b. NESBAFMSBUEEITURLSH,

R UTF-8 A48 RFC3986 BNt i REBAHU MBS LG, b T

© FRFANZ, a~z. 0~IDARCFRF-. . . ~AGiES,

- HETIRID s X YRR, HrhX YRR M ASCITRSR 16 kR, HlansE sz isl]

SO RIS %622,

- PIRIIUTFE-8F4F, HibdliexyszA. R,

- BB KR20, TARNS +,

4S5 X S application/x-www-form-urlencodedMIMERS g 5LiLHRL, fHY

BRI,

R JavabiifEifjava . net . URLEncoder, W RASeMbriEE HpercentEnc

odefif, BEEHMIERIFRPINS B N%20, RSB N%2A, $7ERFH IR

S~y BRI E] IR BRI ihS AT R

private static final String ENCODING = "UTF-8";

private static String percentEncode(String value) throws
UnsupportedEncodingException {

return value != null ? URLEncoder.encode(value, ENCODING).replace
("+", "%20").replace("*", "%2A").replace("%7E", "~") : null;

}
c. S =ERMMERIIERSBHMSEUE.
d. S5 SeERMMNIRIN RS, SBHIF 58 BalHr —2.

ek, BRISRIYGILIE R 2755 (CanonicalizedQueryString) .
. EZE BT,

nfPAffiflpercentEncode P IR 1S BB 2T, WG4 TZITH, SEU P
UK

StringToSign=
HTTPMethod + "&" + //HTTPMethod: ﬁiﬁlﬁ;}?ﬂ{]HTTPﬁ({i, HWIGnGET,
percentEncode("/") + "&" + //percentEncode("/"): F5F (/) UTF-8%iLf55!
e, BN%2F,


http://tools.ietf.org/html/rfc3986?spm=a2c4g.11186623.2.4.MQB3aI

percentEncode(CanonicalizedQueryString) //#ESEILIE REFFH,

3. IR HMACIH.

FEIRRFC210419% X, M5 328 2N F B StringToSignit S HMACHH, 2B
)52 Java Base64%whd /i i%,

Signature = Base64( HMAC-SHA1( AccessSecret, UTF-8-Encoding-0f(
StringToSign) ) )

Bib:
HRELAN, FHNKeyBREAccessKeySecretI il E—AN55&74F (ASCIL:38) .
fEH G RIARSHAL
4. BRI,

1%k Base64mtg ML BR3P ITHMACESbS R 747 H3, BIfH8I%41H (Signature) .
5. I,

RIS AEE NS i gnatureS Y, TEIBRFC3986IMNIHITURLAIS)S, FHASMEE RS
b, BISERONIE R BRI,

RoE=pN ]|
DIV Pubiz I hfl, R IFIAccessKeyId=testid, AccessKeySecret=testsecret,
1. AREA R R URL,

http://iot.cn-shanghai.aliyuncs.com/?MessageContent=aGVsbG93b3IsZA
%3D&Action=Pub&Timestamp=2017-10-02T09%3A39%3A41Z&SignatureVersion
=1.0&ServiceCode=iot&Format=XML&Qos=0&SignatureNonce=0715a395-
aedf-4a41-bab7-746b43d38d88&Version=2017-04-20&AccessKeyId=testid&
SignatureMethod=HMAC-SHA1&RegionId=cn-shanghai&ProductKey=12345abcde
Z&TopicFullName=%2FproductKey%2Ftestdevice%2Fget

2. WRRAREA TR HStringToSign,

GET&%2F&AccessKeyId%3Dtestid%26Action%3DPub%26Format%3DXML%
26MessageContent%3DaGVsbG93b3IsZA%253D%26ProductKey%3D12345abcdeZ
%26Q0s%3D0%26RegionId%3Dcn-shanghai%26ServiceCode%3Diot%26Signatur
eMethod%3DHMAC-SHA1%26S1ignatureNonce%3D0715a395-aedf-4a41-bab7-
746b43d38d88%26SignatureVersion%3D1.0%26Timestamp%3D2017-10-02T09


https://www.ietf.org/rfc/rfc2104.txt
http://tools.ietf.org/html/rfc3986

%253A39%253A417%26TopicFullName%3D%252FproductKey%252Ftestdevice%
252Fget%26Version%3D2017-04-20

3. IMRZAIE,

[KIJAccessKeySecret=testsecret, HTilH N KeyNtestsecretd, HHBFINEAHE
H:
Y9eWn4nF8QPh3c4zAFkM/k/u7eA=

4. FEAHIENS i gnature SEIMAZIURLIER Y, B3I URLN:

http://iot.cn-shanghai.aliyuncs.com/?MessageContent=aGVshG93b3IsZA
%3D&Action=Pub&Timestamp=2017-10-02T09%3A39%3A41Z&SignatureVersion
=1.0&ServiceCode=1iot&Format=XML&Qos=0&SignatureNonce=0715a395-
aedf-4a41-bab7-746b43d38d88&Version=2017-04-20&AccessKeyId=testid
&Signature=Y9eWn4nF8QPh3c4zAFkM%2Fk%2Fu7eA%3D&SignatureMethod=HMAC
-SHA1&RegionId=cn-shanghai&ProductKey=12345abcdeZ&TopicFullName=%
2FproductKey%2Ftestdevice%2Fget

JAVARES =l
AT RZAIJAVA demofit 854

1. BtEXfEConfig. javas

/*

* Copyright © 2018 Alibaba. All rights reserved.
*/

package com.aliyun.iot.demo.sign;

[ x*

* S5 AP IR 44 e B S A

* @author: ali

* @version: 0.1 2018-08-08 08:23:54
*/
public class Config {

// AccessKeyf{EHE

public static String accessKey = "1234567890123456";

public static String accessKeySecret = "12345678901234567890
1234567890";

public final static String CHARSET_UTF8 = "utf8";
}

2. BEEXfFUuriutil. java.

/*
* Copyright © 2018 Alibaba. All rights reserved.
*/

package com.aliyun.iot.demo.sign;

import java.net.URLEncoder;
import java.util.Map;

import org.apache.commons.lang3.StringUtils;



[ **

* URLALPR
*

* @author: ali

* @version: 0.1 2018-06-21 20:40:52
*/
public class UrlUtil {

private final static String CHARSET_UTF8 = "utf8";

public static String urlEncode(String url) {
if (!StringUtils.isEmpty(url)) {

try {
url = URLEncoder.encode(url, "UTF-8");

} catch (Exception e) {
System.out.println("Url encode error:" + e.

getMessage());
}

}

return url;

}

public static String generateQueryString(Map<String, String>
params, boolean -isEncodeKV) {
StringBuilder canonicalizedQueryString = new StringBuilder
OF

for (Map.Entry<String, String> entry : params.entrySet()) {
if (isEncodeKV)
canonicalizedQueryString.append(percentEncode(entry.
getKey())) .append("=")
.append (percentEncode (entry.getValue())).
append ("&");
else
canonicalizedQueryString.append(entry.getKey()).
append("=") .append(entry.getValue()) .append("&");

if (canonicalizedQueryString.length() > 1) {
canonicalizedQueryString.setlLength(canonicalizedQuerySt
ring.length() - 1);
}

return canonicalizedQueryString.toString();

}
public static String percentEncode(String value) {
try {
// f#HURLEncoder.encodefill)g, F§"+","*","%7E" i &
AP TRSE I b 7
return value == null ? null

: URLEncoder.encode(value, CHARSET_UTF8).replace
("+", "%20").replace("x", "%2A").replace("%7E",

uNu);

} catch (Exception e) {
h

return "";

}

3. Bt XFSignatureUtils. java,

/*
*x Copyright © 2018 Alibaba. All rights reserved.
*/



package com.aliyun.iot.demo.sign;

import java.io.IOException;

import java.io.UnsupportedEncodingException;
import java.net.URI;

import java.net.URISyntaxException;

import java.net.URLDecoder;

import java.net.URLEncoder;

import java.util.Map;

import java.util.TreeMap;

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

import org.apache.commons.codec.binary.Base64;
import org.apache.commons.lang3.StringUtils;

[ *x*

* MRS5ImAP IR 4,
*

* @author: ali

* @version: 0.1 2018-06-21 20:47:05
*/
public class SignatureUtils {

private final static String CHARSET_UTF8 = "utf8";
private final static String ALGORITHM "UTF-8";
private final static String SEPARATOR "y

public static Map<String, String> splitQueryString(String url)
throws URISyntaxException, UnsupportedEncodingException

URI uri = new URI(url);
String query = uri.getQuery();
final String[] pairs = query.split("&");
TreeMap<String, String> queryMap = new TreeMap<String,
String>();
for (String pair : pairs) {
final int idx = pair.index0f("=");
final String key = 1didx > 0 ? pair.substring(0, idx)
pair;
if (!queryMap.containsKey(key)) {
queryMap.put(key, URLDecoder.decode(pair.substring(
idx + 1), CHARSET_UTF8));
}

}

return queryMap;

}

public static String generate(String method, Map<String, String
> parameter, String accessKeySecret)
throws Exception {
String signString = generateSignString(method, parameter);
System.out.println("signString---" + signString);
byte[] signBytes = hmacSHAlSignature(accessKeySecret + "&",
signString);
String signature = newStringByBase64(signBytes);
System.out.println("signature----" + sdignature);
if ("POST".equals(method))
return signature;
return URLEncoder.encode(signature, "UTF-8");



public static String generateSignString(String httpMethod, Map<
String, String> parameter) throws IOException {
TreeMap<String, String> sortParameter = new TreeMap<String,
String>();
sortParameter.putAll(parameter) ;
String canonicalizedQueryString = UrlUtil.generateQu
eryString(sortParameter, true);
if (null == httpMethod) {
throw new RuntimeException("httpMethod can not be empty
")
}
StringBuilder stringToSign = new StringBuilder();
stringToSign.append(httpMethod) .append (SEPARATOR) ;
stringToSign.append(percentEncode("/")) .append (SEPARATOR) ;
stringToSign.append(percentEncode(canonicalizedQueryString
)3
return stringToSign.toString();
}

public static String percentEncode(String value) {

try {
return value == null ? null
URLEncoder.encode(value, CHARSET_UTF8).replace
("+", "%20").replace("x", "%2A").replace("%7E",
||~u);
} catch (Exception e) {
}

return "";

}

public static byte[] hmacSHA1Signature(String secret, String
baseString) throws Exception {
if (StringUtils.isEmpty(secret)) {
throw new IOException("secret can not be empty");
}

if (StringUtils.isEmpty(baseString)) {
return null;
}

Mac mac = Mac.getInstance("HmacSHA1");
SecretKeySpec keySpec = new SecretKeySpec(secret.getBytes(
CHARSET_UTF8), ALGORITHM) ;
mac.init(keySpec);
return mac.doFinal(baseString.getBytes(CHARSET_UTFS8));
}
public static String newStringByBase64(byte[] bytes) throws
UnsupportedEncodingException {
if (bytes == null || bytes.length == 0) {
return null;
}

return new String(Base64.encodeBase64(bytes, false),
CHARSET_UTFS8) ;

}
}
4. ICEEANOXMEMatin. javas

/*
* Copyright © 2018 Alibaba. All rights reserved.
*/

package com.aliyun.iot.demo.sign;

import java.io.UnsupportedEncodingException;



import java.net.URLEncoder;
import java.util.HashMap;
import java.util.Map;

[ *x*

* A/ THEAN

*

* @author: ali

* @version: 0.1 2018-09-18 15:06:48
*/

public class Main {

/] 1. FEREHKConfig. javafiffjAccessKeyfEE

/] 2 BRI, %ﬁ%ﬁﬂ$ﬁégﬁ?

/] 3."jp¥signature! 4 RIRE BN

public static void main(String[] args) throws Unsupporte
dEncodingException {

/] Titk—
System.out. pr1nt1n("j3é$4
String str = "GET&% 2F&AccessKeyId $3D" + Config.accessKey
+ "%26Action%3DRegisterDevice%26DeviceName%
3D1533023037%26Format%3DISON%26ProductKey%3DaxxxUtgaRLB%26RegionId
%3Dcn-shanghai%26SignatureMethod%3DHMAC-SHA1%26SignatureNonce%
3D1533023037%26S1ignatureVersion%3D1.0%26Timestamp%3D2018-07-31T0O7%
253A43%253A577%26Version%3D2018-01-20";
byte[] signBytes;
try {
signBytes = SignatureUtils.hmacSHA1Signature(Config.
accessKeySecret + "&", str.toString());
String signature = SignatureUtils.newStringByBase64(
signBytes);
System.out.println("signString---" + str);
System.out.println("signature----" + sdignature);
System.out.println("pE&signature: " + URLEncoder.encode(
signature, Config.CHARSET_UTF8));
} catch (Exception e) {
e.printStackTrace();
}

System.out.println();

/1 Tik—
System.out. pr1nt1n("j§ﬁ;4- ");
Map<String, String> map = new HashMap<String, String>();
/] BIESE
map.put("Format", "JSON");
map.put("Version", '"2018-01-20");
map.put("AccessKeyId", Config.accessKey);
map.put("SignatureMethod", "HMAC-SHA1");
map.put("Timestamp", "2018-07-31T07:43:57Z");
map.put("SignatureVersion", "1.0");
map.put("SignatureNonce", "1533023037");
p.put("RegionId", "cn-shanghai);
//%X%ﬁ
map.put("Action", "RegisterDevice");
map.put("DeviceName", '"1533023037");
map.put("ProductKey", "axxxUtgaRLB");
try {
String signature = SignatureUtils.generate("GET", map,
Config.accessKeySecret);
System.out.println("pgE&signature: " + signature);
} catch (Exception e) {
e.printStackTrace();
}



System.out.println();

}
}
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iot.ruleng.NullProjectOf Datahub

DataHublfJprojectName RHENEE,

iot.ruleng.NullTopicInDatahubProject

DataHuby™ i FifJprojecttopicName A fE
h=s,




B

ik

iot.ruleng.EmptySchemaNameOfTopic

H#nDataHub TopiclISchemaftj#Finamefi
AHERNZ,

iot.ruleng.EmptySchemaTypeOfTopic

H##DataHub Topicl¥JSchemalfZHtypelfi
NI 8

iot.ruleng.EmptySchemaValueOfTopic

H#rDataHub TopiclSchemaffivalue A g

iot.ruleng.NullOrEmptySchemaOfTopic

H#rDataHub TopiclySchema A fEh =,

iot.ruleng.NotFoundProjectInDataHub

DataHub™AMZEIIH (project)
i EDataHub iAW H 44 P52 & .

iot.ruleng.IncorrectSchemaValueOfTopic

H#ts#DataHub TopicfSchemaff$ii%,

& 2-3: BirA0TS (RIBFF(E) BIEEIRED

BELAY

filiid

iot.ruleng.NullOtsInstanceName

BREAF R BIAFRARE N 22

iot.ruleng.NullTableNameInOtsInstance

TG EP PN FR B AR 2,

iot.ruleng.NullPrimaryKeyInOtsTable

TGP R ERAREN

iot.ruleng.NullPrimaryKeyNameInOts FRMARAREN
iot.ruleng.NullPrimaryKeyValueInOts FHRAHMEAREN .
iot.ruleng.IncorrectPrimaryKeyV FAB AP AR,

lueInOtsTabl . - v o3
AueTR AR VeI, AR QIR BRI S 3

(5.8

% 2-4: BIRAMNS CHEMRS) MR

AN ik

iot.ruleng.NullTopicNameInMns THEARSS ) A RE N A,
iot.ruleng.NotFoundTopicInMns MRS A AR 8,

R RS, #iAIS8 (Topic) #FK.

iot.ruleng.QueryMnsTopicListAct
ionError

RIS BUIR 55 32851 2 R
HIAASERIER, REHEIL




+® 2-5: BATAFC (REITE) HHEIREG

B 130
iot.ruleng.NullServiceNameInFc BT RIRSS PR,
iot.ruleng.NullFunctionNamelnFc G H BTN
iot.ruleng.NotFoundServicelnFc FRBOTRNRSS A ETE,

WHEBBCF ST, WIATERIINGS 455

& 2-6: B#5ONS CHEPAF) AR

BEY

ik

iot.messagebroker.NullTopicName

THE BT P IGH B Topic A RENE

PURFF ZAPIMEXEHIRIG

B

ik

iot.dap.noServeJobExit

BURIF RIS APD BT 55 AFAE,

iot.dap.serveApiPathRepetition

MRSAPIE Mt R, B AApiPathE A7
1E,

iot.dap.serveApilnvalidParam

MRS APINZ Bk & ANl

iot.dap.serveApiPublishStatusError

R MG, MRS,

iot.dap.serveApiDeleteStatusError

ERAGIESS A TR,

iot.dap.serveApiPublishedNotEditable

ERAGIESS A n] ik

iot.dap.folderHasServeApiPublished

FECRAMARS APL, AnHER LY,

iot.dap.serveApiNoPublished

M55 APIAMER ARG, JEIRDIR,

iot.dap.duplicateTableNameError

BHRRAPREE,

iot.dap.serveApiAlreadyPublished

fk55 APIC %A

iot.dap.serveApiPathIsEmpty

M55 APTH Tt ASGE N 2,

iot.dap.serveApiSqlTemplateError

SQLEMWREESH, WREIFEHR, M=
il &

iot.dap.serveApiSqlinvokeParamError

SQLEEHIR, IS HALAL

iot.dap.syncStartPipelineError 55 R ah 2RI
iot.dap.methodTimeout AL Ep




2.7 ~mERE

2.7.1 CreateProduct
VA ZRE IR ™ o
EREH

B Y] prexay A ik

Action String 2 BHATHEE, BUE: CreateProd
uct,

ProductName String P DR i fa. 7 g L e BA TR R
Hil: H4-30fih g, Jese R, B
TRIZL (O dk (—ADM P2 LR
) o
3
= B:
7= AT RS PR —,

NodeType Integer = 7 B R H
0: BEf, WERAREHER FBs. nIlL
HIEYWMEG, Wn] AER M7
BRI &
1: PG, POGRIDAHER vk, HA
TRREPEB, A P&t e
], HERIPERFLEIRME-&,

AliyunComm String S PR AR I,

odityCode - jothub_senior: &R,
+ jothub: Hhliik.
HAMENSBEER, WA\ M EERlR.




€

f

filiid

DataFormat

Integer

AR IIE B i othub_senior
7 S B PE RS =X

WSEONEER” MR A S, JFH
prex i1 2 82 T T S DA 2252 8

nJiE{A :

- 0: BfE/AE L

. (CUSTOM_FORMAT) ,
- 1: Alink{p

i (ALINK_FORMAT) .

Description

String

it

DT A IR E B iR ME B
FE1004F AP,

Id2

Boolean

o

RE DAL,

nJ kA :

- true: JFBIDIAIE,

- false: AJFBID*AIE,
AMEANRSE, MERNIATFE,

ProtocolType

String

o

BERHE A R,
WSEBOR A SR 5, Hr= s
PR B AR IR S
B,

nJ ik :

- modbus: Modbustp¥.

- opc-ua: OPC UAWMY,

- customize: HENXWML

- ble: BLEWX,

- zigbee:ZigBeel}i¥,

)




e gyl yoae LA fiiid
NetType String % 15315 P v

WSECh O S M, PR R
B0 W G BRANEE A  G  BE B I R
28

nf kA :

- WIFI: WiFi

- CELLULAR: sk

- ETHERNET: BIKM

- LORA: LoRaWAN
- OTHER: Hifth

HMEANUSEL, WERINNWIFi,

JoinPermissionId [String % LoRaWAN AMI$EUEID, 75
NetTypel&F HLORARE, ZSEL
o
i
M QueryLoRaJoinPermissions#
WIS R LoRaWAN A MFEIER
JoinPermissionId,
AL BH LoRaWAN A PIAEIE,
Vi PIkP£ P B R
NI RSEL - ps AIERSE, 2 WHunique_111
R [EISE
e L filiik
RequestId String B R 2 % 0 SR A R HE— B AR
Success Boolean RTHBRY, truefoniflfY, falseFoniik
W
ErrorMessage |String VA FH R B0 I 0] A H B A R
Code String VARG, RIS, FASTEN, S WA
DRES BT,
ProductKey String 7t Key,



https://linkwan.console.aliyun.com/join-permission-authorization

€ Rl Tk
Data Data VAR R IR B = i (s B TEES W R3R

ProductInfo,

& 2-T7: Productinfo

g

S

iR

ProductName

String

7R FR,

ProductKey

String

PO -5 ™ s = it Key,  /EM1%57™ dhif)
ZJRME—FRI,

= Wim:
HZEREH A MProductKey, fEH MR/
S2MEN%E R,

Description

String

7 A E B

DataFormat

Integer

P B
- 0: BtE/Ae SR (CUSTOM_FORMAT) ,
- 1: Alinkfpi¢ (ALINK_FORMAT) ,

BSBORPIR™ MR 28,

AliyunComm
odityCode

String

7= R,
- jothub_senior: &,

- dothub: JEREfR,

ProtocolType

String

45 ¢ INUPSINE NI
SBORPIR™ MR 28,

NodeType

Integer

PR R, A

0: Benf. BRTAREHEF¥ess. nlCLECEYIHRM
B, WA BHERPER I 7 B s -5

1: PR, PSCRIDAHEE ¥ By, HA FR&EERLE
B, defs P BREIIIRR, RO R 217k

WSBORPIR™ MR 28,




Nl
RN

https://iot.cn-shanghai.aliyuncs.com/?Action=CreateProduct
&AliyunCommodityCode=1iothub_senior

&DataFormat=1

&Description=Product test

&NodeType=0

&ProductName=Test

&ProtocolType=modbus

&AILIHRS
IR BRI
- JSONAE
{
"Data": {
"Description": "Product test",

"DataFormat": 1,

"ProtocolType": "modbus",
"ProductKey": "alFlqIQx*xxx",
"NodeType": 0,

"ProductName": "Test",
"AliyunCommodityCode": "diothub_senior"

s
"ProductKey": "alFlqIQxxxx",
"RequestId": "ES55E50B7-40EE-4B6B-8BBE-D3ED55CCF565",

"Success": true

}
-+ XMLA#X

<?xml version="1.0" encoding="UTF-8" 2>
<CreateProductResponse>
<Data>
<Description>Product test</Description>
<DataFormat>1</DataFormat>
<ProtocolType>modbus</ProtocolType>
<ProductKey>alFlqIQ**xx*</ProductKey>
<NodeType>0</NodeType>
<ProductName>Test</ProductName>
<AliyunCommodityCode>iothub_senior</AliyunCommodityCode>
</Data>
<ProductKey>alFlqIQ**x*</ProductKey>
<RequestId>E55E50B7-40EE-4B6B-8BBE-D3ED55CCF565</RequestId>
<Success>true</Success>



</CreateProductResponse>

2.7.2 QueryProduct

PR AT DA R ™ TR S B

PR %135 BA

DR MARRG, AMIEES0R/F.

ARBE
B g3 prxy A iR
Action String s THATIIEEE, BUE: QueryProduct,
ProductKey |String 2 R P roductKey, ProductKey
VIR MG ™ S 2 i hKey, 1§
NHA)JRME—FRIRERF, 0] DATE 8™ Shitig
Mg R AR ZER,
PILERSEL |- ps PIERSE, S WHunique_111,
REIS%
B gyl fifiid
RequestId String B HL DR i SR A R HE— B AT
Success Boolean ERTHBY, trueFoniilY, falseFomiiHR

m& o}

ErrorMessage |String

VARIR I, GBI RS R

Code String VAHRIGUN, JRMIREAS, FEASTEN, WS WG
.

Data Data VAR, RIEEDE. EE R Data,

% 2-8: Data

e R filiid

GmtCreate Long 7 iGN )




B et fifiid

PataFormat Integer IR SRR, TR S 20 2 MIIRRE
B, HUA:
0: BEEL A BE X OBdE ZEX
T, B&a]PA LRSS (G —EREBdER) o B
HRToTF-H 2117 EAC AT R BIREAA,
JRAGE R R AlInk JSONFRIEEHERS .
1: Alink JSON, B ZIoTE& € XS 20
Bz, RH JSON %k,
= Wim:
WSEOh PR A S5

Description String 7 RS R

DeviceCount Integer B PR B,

NodeType Integer TR I R, B
0: B, WEAREHE T, WPLEEIoT
Hub, ta]PAERMIEH ¥ #5i%#IoT Hub,
1: PR, WIOCRI DA 7k, BHAFIRAEME
By iR s R R, JF HoJ AR R R IR
B R

ProductKey String FEiKey, B, ToTFE& %™ k2R
ME—FRiH,

ProductName String e

ProductSecret String 7= B,

CategoryName String RN BRI, BUE A G S ™
I, PriZfER s 24,

CategoryKey String TR I B 55 R A FESIPR AT

AliyunComm String Hfi:

odityCode

- dothub: YIHKMEGEEAAR o
- iothub_senior: PIEEME& SR,




€ PRl Tk

1d2 Boolean R A HIDHAME, BUA:

- true: HHIDAAIE,
false: AMEHIDZAIE,

ProductStatus String PR,

- DEVELOPMENT_STATUS: JF&H1.
- RELEASE_STATUS: P& %A,

NetType Integer kW75, HUA:
- 3: WiFi

6: Cellular (2G/3G/4G)#&5 M
- 7: Ethernet BAKM,

8: Hiil

Tl
SRR

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryProduct
&ProductKey=al**kxkxxxxx

&ANILIH RS
AN
- JSON#&3X
"Data": {

"Owner": true,
"DataFormat": 1,

"CategoryName": "",
"ProductStatus": "DEVELOPMENT_STATUS",
"ProductKey": "alxx*xxx*xx'",

"GmtCreate": 1530117156000,
"NodeType": 0,
"ProductSecret": "i6YZucqlp6**xxxxx",

"ProductName": "protest",

"NetType": 3,

"DeviceCount": 1,

"Id2": false,

"AliyunCommodityCode": "diothub_senior"

1,
"RequestId": "E4F94B97-1D64-4080-BFD2-67461667AA43",
"Success": true

}

- XMLKg

<?xml version="1.0" encoding="UTF-8" 2>
<QueryProductResponse>



<Data>
<Owner>true</Owner>
<DataFormat>1</DataFormat>
<CategoryName></CategoryName>
<ProductStatus>DEVELOPMENT_STATUS</ProductStatus>
<ProductKey>alx**xx**</ProductKey>
<GmtCreate>1530117156000</GmtCreate>
<NodeType>0</NodeType>
<ProductSecret>i6YZucqlp6*x*xx*x</ProductSecret>
<ProductName>protest</ProductName>
<NetType>3</NetType>
<DeviceCount>1</DeviceCount>
<Id2>false</Id2>
<AliyunCommodityCode>iothub_senior</AliyunCommodityCode>
</Data>
<RequestId>E4F94B97-1D64-4080-BFD2-67461667AA43</RequestId>
<Success>true</Success>
</QueryProductResponse>

2.7.3 QueryProductList
VS AR T S

#OWA
BRI AA SRS FRTA ™, ol DR R SRtk o ma gl o

BWREH
AR R U fiiik
Action String V3 PHATIHEE, BUE: QueryProductList
CurrentPag |Integer s FEE IR g R S L,
e
PageSize Integer y s fRoE IR Mg B rh RE LR S EUR, ROKE
J£200,
AliyunComm |String % PR EA BRI, B
odityCode
iothub_senior: PIEXMIF-& @SR
iothub: PRI G EERAR
BiHA:
WRAMENZSE, WHRRIFA ™ R
%o
NERSEL |- 2 W2 WHunique_111,




R[OEE

e I ik
RequestId String Rl B 2 % 0 SR A R HE— B A
Success Boolean TRTHERY, truefoniflfkY, falseFomiifRk
W
ErrorMessage |String VARSI, R A S E R
Code String PRI, RIIAEERS, FASTEN, 1ES WHR
.
Data Data VARSI, SR~ MhFI, TS W T &Data,
% 2-9: Data
e I ik
PageSize Integer (SR AN e
PageCount Integer ISyt 8
CurrentPage |Integer AEiEs,
Total Integer RS TR R
List List 7enfE BAIK, 2 W FProductInfo,
: Bil:
3B BT i A L MR ety S R ) 80 5 HEB




Nl

£ 2-10: Productinfo

€

Rl

Tk

DataFormat

Integer

BEka R, HRiSS A2 BINEGRBEICEE, o
1A

0: BB M B SRR I EIRR s, B

T, BB EE G e , R
RIoT B X BTREACBAE MM BARMEHTIA, Kl
Bl RAlink JSONFRHERHRI

1: Alink JSON. RS APIHKM0F- 55 LI BE 55 2t
Bz b, R JSON ft,

-

= Wim:
S EONEEIR™ A S8

ProductKey

String

FERhIKey, Hid™ s, PIEPT- 6 R %™ Sl 9 42
JRME—$RIH,

NodeType

Integer

FERT R,

0: Beff, WA AREEER Y i%as, nIDAEEVIM T
£, WAl DRI 7 B s e 5.

1: PSR, PSRRI DAHER 7 is, BA FIRAER

B, dER T BEEIINAN SR, JF H AT AR SRR 2
Z o

ProductName

String

FERA TR

DeviceCount

Integer

P IR R R

GmtCreate

Long

7 R G T

Description

String

7= A RS B

R

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryProductList

&CurrentPage=1
&PageSize=10




SRS

IR BRI
- JSON##%A
{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success": true,
"Data": {
"PageCount": 1,
"PageSize": 10,
"List": {
"ProductInfo": [
{
"DataFormat": 0O,
"ProductKey": "al*xxkxxkxkxx'"
"NodeType": 0,
"ProductName": "test123123123",
"DeviceCount": 4,
"GmtCreate": 1517479077000,
"Description": "{iiR{EHE"
I
{
"DataFormat": 1,
"ProductKey": "alx*xx*xxxkx*"
"NodeType'": 0,
"ProductName": "JliLHH",
"DeviceCount": 0,
"GmtCreate'": 1517466635000
"Description": "{iiRMsE"
}
. ]
J
"CurrentPage": 1,
"Total": 2
}
}
- XML

<?xml version="1.0" encoding="UTF-8"7?>
<QueryProductListResponse>
<RequestId>57b1l44cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<PageCount>1</PageCount>
<PageSize>10</PageSize>
<List>
<ProductInfo>
<DataFormat>0</DataFormat>
<ProductKey>alx*x*xx*xx*</ProductKey>
<NodeType>0</NodeType>
<ProductName>test123123123</ProductName>
<DeviceCount>4</DeviceCount>
<GmtCreate>1517479077000</GmtCreate>
<Description>§#iidf=E</Description>
</ProductInfo>
<ProductInfo>
<DataFormat>1</DataFormat>
<ProductKey>alx*xxxxx*xx*x</ProductKey>
<NodeType>0</NodeType>



<ProductName>jiliXFf}:</ProductName>
<DeviceCount>0</DeviceCount>
<GmtCreate>1517466635000</GmtCreate>
<Description>§fiidZEL</Description>

</ProductInfo>
</List>

<CurrentPage>1</CurrentPage>

<Total>2</Total>
</Data>

</QueryProductListResponse>

2.7.4 UpdateProduct
VA T B 7 S

PR35 EA
RN RA R, AFHEE S0 /B,

BEREH

S8 B | pra A iR
Action String 2 BHATHRE, BUE: UpdateProduct,
ProductKey |String pss BESE B I Key,
ProductNam |String y BBUGH™ ARk, 7 b B0 e BATRRRE K
e JEM4-305F, DRSS, SR, B

FRRRIER (— D2 PR S

BiH:

FE AR S IS B A ME— M,
Descriptio |String % fREBBUEI™ iR G R, #iREEMAEL00
n FrF AN,
PIFHRSE |- y s AHFHERSE, HZSWH#unique_111,

RIS

e Y] A
RequestId String Rl B 2 % 0 SR A R HE— B A
Success Boolean RTHERY, truefoniflfkY, falseFomniifk

W,

ErrorMessage |String

[ ESIV{T A

Il (R R

Code String

iR
VAR RN, IREINETIARS, BEAMTER, ES W
B;”o




Nl
Rl

http://iot.cn-shanghai.aliyuncs.com/?Action=UpdateProduct
&ProductKey=alxxkk*xxx*
&ProductName=TestProductNew

&AIEHIRS
R
- JSON##\

{
"RequestId":"C4FDA54C-4201-487F-92E9-022F42387458",
"Success":true,

}
-+ XMLA#=

<?xml version="1.0" encoding="UTF-8"7?7>
<UpdateProductResponse>
<RequestId>C4FDA54C-4201-487F-92E9-022F42387458</RequestId>
<Success>true</Success>
</UpdateProductResponse>

2.7.5 DeleteProduct
VAR 2 LIRS 27 o

BEOER
SRR A, BT PR HER, 7 BRS, 7 ihKey (ProductKey) ¥R, 5
P RORERIH AR S B A —IF IR, RERIETEPIT 515%™ SORIREHEMIRAE,
BERSH
ey el R BHE ik
Action String 2 ZHITRIERE, BUE: DeleteProduct,
ProductKey |String 2 EIMER ™ M Key,
PIRSE |- 2 AHWRBE, WHEW#unique_111,
R[EIS
ey R ik
RequestId String B L 2 0 SR A BRI M — BRI
Success Boolean FoRR BRI, trueZoRARY), falseFonii
ySI8




B et fifiik
ErrorMessage |String )i SV L A (S H i Y S
Code String VAR, IREIAYEEIANS, FERASTEN, WES WETR
.
ANl
[ER %N
https://iot.cn-shanghai.aliyuncs.com/?Action=DeleteProduct
&ProductKey=alQDKAU*** %
&AL RS
B
- JSON#%3X
{

"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success": true

}

- XMLKgR

<?xml version="1.0" encoding="UTF-8"7?>
<DeleteDeviceResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
</DeleteDeviceResponse>

2.7.6 CreateProductTags
VA R S R PR

PR %135 BA

- BRI ZRE R 2 REMTRE ™ G 10 REE,
- AR S BONEIZ 1004,

BEREH
FR p i RELH ik
Action String v THATIERE, BUECreateProductTags,
ProductKey |String o 7= imKey, VIR 0 i IME—bR I




Nl

AR B y A filiik
ProductTags | List< v ORAIPRSS, PRt
ProductTag> fiTagKeyMITagValue, 4351 MibR%s
Mkeyfivalue, #HZ W F¥ProductTag,
LR
Wi TagKey A REEE, tAGERICH
P keyHE,
rISH - v HZWHunique_111,
% 2-11: ProductTag
AR p i y A ik
TagKey String y bR (key) o WHEERSCNVNGF
B, Befss O, KEATEE304M
¥o
TagValue String yi bR (value) . AJRLEHL, T
B B, R (O MiERERS () . KEAR
A 1288F, — A SR TR
S
e p AL ik
Requestld String B B DM SR A PR ME— R IAT
Success Boolean FonB BB, trueFonilHEY), falseFniiH
2RI
ErrorMessage |String VA ORI, R IR RS R
Code String VAR, IRMIREEERES, HEASTEE, W2
W#unique_129,
InvalidPro List< VRN, IR EBIAS AR R,
ductTags ProductTag>
R

https://iot.cn-shanghai.aliyuncs.com/&Action=CreateProductTags

&ProductKey=alh7knJdld1l

&ProductTag.l.TagKey=first
&ProductTag.l.TagValue=valuel
&ProductTag.2.TagKey=second
&ProductTag.2.TagValue=value2




&AIERSH
BRI
- JSON##
{

"RequestId": "354A4F9B-6B01-4498-8084-867F59720BA5",

"Success'": true

}

- XMLKg

<CreateProductTagsResponse>

<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>

<Success>true</Success>
</CreateProductTagsResponse>

2.7.7 UpdateProductTags
VA e LTS b

PR %135 BA
BRI TR 2 ] S 1002

EREH

e B REHELH ik

Action String v FHATIERE, BUEUpdateProductTags,

ProductKey |String y 7= imKey, PIKIE-G 0 Wi & BIME—bR I

ProductTags | List< ys ZUHIbRS . P tfiTagKeyfiTagValue
ProductTag> , SRR BRI key fivalue, S W F#

ProductTag,
PIFHRSE |- y 3 2 W#unique_111,




% 2-12: ProductTag

e I Py A ik
TagKey String 2 PR (key) o MTRLEYSIING 5
B, Berfss (O, KEATEE30Y
¥
BiH:
- B ANREIN TagKey AN EHE
- AR AP TagKey 24552 CAFFEIIRRSS
key,
TagValue String v bR (value) . WJRLEHL, LT
B B PRI O MRS ) o KEA
AR 12858F, — AR 2T,
RESE
e Pl ik
Requestld String B B D0 SR A PR ME— R IAT
Success Boolean ForRR BB, trueFonilRY), falseFomiiH
R
ErrorMessage |String VA RGN, Rl H B E R
Code String PRI, RIIAIEEERARS, HASTEN, 1ES WHR
4,
InvalidPro List<String> VAR, RSS20 bR 354
ductTags
5l
TR
https://iot.cn-shanghai.aliyuncs.com/&Action=UpdateProductTags
&ProductKey=alh7knJdld1l
&ProductTag.l.TagKey=first
&ProductTag.l.TagValue=valuel
&ProductTag.2.TagKey=second
&ProductTag.2.TagValue=value2
&RILERS L
IR B
JSON#E

{




"RequestId":

"Success"

}

XML

true

<UpdateProductTagsResponse>
<RequestId>57bl44cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>

</UpdateProductTagsResponse>

2.7.8 DeleteProductTags
VA e UG b2

PRH!i5ER

SR % L 5 % nTHBR 104452

"92586B4B-FF78-494A-A22C-368E4293FBB7",

BEREH
e B R UT ik
Action String 2 THATIR(E, BUiiDeleteProductTags.
ProductKey |String ps rimKey, YIRPIE-G 207 Sz R ME—FRi.
ProductTag |List<String> |J& 72 bR BB
Keys
IotInstanc | String & NEELHIAMERSEL; DU BITRE NI
eld ID,
rISH - v 2 WHunique_111,
R[E S
4R Y ik
Requestld String B B 2 % 0 SR A R HE— B AR
Success Boolean TR AHERY, trueZonAHRY), falseZoniiH
S8
ErrorMessage |String VA RIS, 3R Il F RS R
Code String VARG, SRMIRIHEAY, BTN, S W
.
il
R

https://iot.cn-shanghai.aliyuncs.com/?Action=DeleteProductTags




&ProductKey=alh7knJddld1l
&ProductTagKey.1=first
&ProductTagKey.2=second

&RIEHRSH
BRI
JSON##K

{

"RequestId": "ETE8456E-EDD7-41D3-83B1-62FF4F5ED6BD",

"Success'": true

}

XML

<DeleteProductTagsResponse>

<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>

<Success>true</Success>
</DeleteProductTagsResponse>

2.7.9 ListProductTags
VA e 1A W S RO B
ERBH

e B RERLH ik

Action String v BHPATIERE, BUEListProductTags.

ProductKey |String s 7= imKey, PIKIE-G 0 i A BIME—bRI

RILFRSE |- P 2 WH#unique_111,

RESH

e I filiid

RequestId String B B 2 DM SR A PR ME— BRI AT

Success Boolean FornR BB, trueFonilHRY), falseFniiH
K,

ErrorMessage |String PRI, R RS R

Code String PRI, SRIEIIEE A, HEASTEN, HS W
.

Data List<String> VAR IR, R RGBSR, R
#FéProductTag,




% 2-13: ProductTag

e e RGBT filiik
TagKey String v 7 bR (key).
TagValue String 2 7 bRZEE (value),
il
R H

https://iot.cn-shanghai.
&ProductKey=alh7knJdld1l

aliyuncs.com/&Action=ListProductTags

&AL RSEYL
AN
JSON#%3X
{
"Data": {
"ProductTag": [
"TagValue": "alterTable",
"TagKey": "binary"
b
{
"TagValue": "json2",
"TagKey": "extt"
J
"TagValue": "1234",
"TagKey": "Lock"
b
"TagValue": "support",
"TagKey": "Lockk"
J
"TagValue": "reen",
"TagKey": "Reen"
b
"TagValue": "try",
"TagKey": "Reenn"
J
"TagValue": "DropTable",
"TagKey": "roc"
]
1,
"RequestId": "7FBE6OF8-4AB5-4A8C-AFCB-F4F38851F01F",

"Success":

true




}

XML

<?xml version="1.0" encoding="UTF-8" ?>

<ListProductTagsResponse>
<Data>
<ProductTag>

<TagValue>alterTable</TagValue>

<TagKey>binary</TagKey>
</ProductTag>
<ProductTag>
<TagValue>json2</TagValue>
<TagKey>extt</TagKey>
</ProductTag>
<ProductTag>
<TagValue>1234</TagValue>
<TagKey>Lock</TagKey>
</ProductTag>
<ProductTag>

<TagValue>support</TagValue>

<TagKey>Lockk</TagKey>
</ProductTag>
<ProductTag>

<TagValue>reen</TagValue>

<TagKey>Reen</TagKey>
</ProductTag>
<ProductTag>

<TagValue>try</TagValue>

<TagKey>Reenn</TagKey>
</ProductTag>
<ProductTag>

<TagValue>DropTable</TagValue>

<TagKey>roc</TagKey>
</ProductTag>
</Data>

<RequestId>7FBE6OF8-4AB5-4A8C-AFCB-F4F38851F01F</RequestId>

<Success>true</Success>
</ListProductTagsResponse>

2.7.10 ListProductByTags
VA e TR b 25 53 D025 M7 2%,

BEREE

e FH poail e ik
Action String y THAITRIERE, BUEListProductByTags,.

ProductTags | List<String> |

P %%, ProductTagfl
fiTagKeyflITagValue, 535%fRikn%s
Mkeyfivalue, 2 W F#ProductTag,

- XFHETagKeyfiTagValuef &R &,
- XR R ERTagKey Ri8&,
- fEANZAProductTag/2 BRI %R,




R[EEE

4R B RELH ik
PageSize Integer Eh fE IR S R rp R U R IC R B, AR
50, ERIMER10,

CurrentPage | Integer & fiaE Wi Mg RS Lot BRIMEN L,

RILFRSEL |- P 2 W#unique_111,

% 2-14: ProductTag

R HH RHUH ik

TagKey String v 7 bt (key).

TagValue String B 7= bR fE (value),

e BN fiik

Requestld String B B 2 % 0 SR A R HE— B AR

Success Boolean FORREVHRY, trueZoRMRY, falseFmM
v 8

ErrorMessage |String )i SV U A (S H i Y S

Code String VAR, RIS, HYRMSTE, 2
W#unique_124,

ProductInfos |List<String> VAR R, R ERSER, TR
Z¢ProductInfo

BibA:

R e BT R b B IR ) R HES,

£ 2-15: Productinfo

4 I ik
ProductKey String 7= imKey,
ProductName |String ey
NodeType Integer TR,
CreateTime Long 7 G EREIN )
Description String 7 g,




Nl
Rl

https://iot.cn-shanghai.aliyuncs.com/&Action=ListProductByTags
&CurrentPage=1

&PageSize=10

&ProductTag.l.TagKey=Reen

&ProductTag.l.TagValue=reen

&ProductTag.2.TagKey=Lock

&ProductTag.2.TagValue=1234

&GRS
RN
JSON#g =

{
"ProductInfos": {
"ProductInfo": [

{
"Description": "Bulbs in the rooms",
"ProductKey": "alh7knJdld1",
"NodeType": 0,
"CreateTime": 1545355537000,
"ProductB: "Bulbs"

}

]

),
"RequestId": "2E410BE3-C688-487B-9BF1-F04B33632CCC",

"Success'": true

XML

<ListProductByTagsResponse>
<ProductInfos>
<ProductInfo>
<Description>Bulbs 1in the rooms</Description>
<ProductKey>alh7knJd1ld1</ProductKey>
<NodeType>0</NodeType>
<CreateTime>1545355537000</CreateTime>
<ProductName>Bulbs</ProductName>
</ProductInfo>
</ProductInfos>
<RequestId>2E410BE3-C688-487B-9BF1-F04B33632CCC</RequestId>
<Success>true</Success>



</ListProductByTagsResponse>

2.8 18FERE

2.8.1 RegisterDevice
VA e S i R TEH A

#OBEA

MBS TP -5 b DA, AEFRE ™ o PIRNTEME &G, P P05 815
R ZRME—RBEAID (TotId) , HIRFRBUZBESES, fEHIT5 B HCIIRIEN, Znaem%
P HAR B IotId,

Bl
BT IotId, #BA[LUEHProductkeyMIDeviceNamedl & KhiI— s, HPProductkey
SERTHE SIS & 07 SR IR fhKey, DeviceName @i a5 85 & sk i R Gkl
PUE RIS AR, TotIdRES ST ProductKeyfliDeviceNamedlf,

- AGYER AN FRURTE S A 5, O RNV RIE& %, 0T UM #unique_384%
1,

CMRESTRE A RO A B, I H ARG,
VM #unique_36IE I A& R4, FHARHERKID (ApplyId) , M
Jil#unique_37# O RETENHES,

EREE
e FH RELH ik
Action String B THATIEAE, HUE: RegisterDevice,
ProductKey |String P FHENHE S FRIB )™ i Key,  HI™ Sh ik
—FRAT,




AR gy TR T fiiid
beviceName | String o SN . AR IR
20FRE, WIS YT RE BT IR
BT AR () L BRI (O . atf
5 (@) . 885 O . iEEE O,
DeviceNamejli# 5ProductkeyH &
H, FITEbRIR AR B8
= BiM:
WRAMEANZSE, WHRSREYE R
% Mo
Nickname String By PR B B A AR, AR
NA-64N TR, ARSI SN, PRk
BrRRIZL (O o — SO FR27H,
= B
WRAMEANZSE, REASNBEREIRE
A
DevEui String B LoRaWAN ¥ #IDevEUL
A LoRaWAN B &I, %SHME,
PinCode String En LoRaWANZ&IWPIN Code, HIF1%
RBDevEUIM &M,
B LoRaWANIZ I, %S B efE,
PILERSEL |- ps PIERSE, S WHunique_111,
RES#K
4 R ik
RequestId String B HL 2 DM i SR A IR M — B AT
Success Boolean RV, truedonAHRY), falseZoRPHIR
I)_\lko
ErrorMessage |String VA ORI, R A S R
Code String VA IR, IRMIET G, HRNTENE, E2
W#unique_139,




B et fifiik
Data Data VRO, REERIEEER. EES W R
Devicelnfo,
% 2-16: Devicelnfo
AP R fifiid
ProductKey String B RIEI™ hKey,
DeviceName String BB,
BibA:
HZEREZER.
DeviceSecret [String L a5
Bib:
HZERERER.
Totld String VIR h R MR IR D, s e — b
i‘Rﬁo
BibA:
HZEREEER.
Nickname String BRI BB,
H BB MR A FTEAPR, WIESBORN %,
DevEui String LoRaWAN ¥ #IDevEUL, {XLoRaWAN&#A &Ik [H]
22/ 8
JoinEui String LoRaWAN B &I AMISEIE JoinEUL, {XLoRaWAN &#§
A 2B MES L
ANl
[ER N

https://iot.cn-shanghai.aliyuncs.com/?Action=RegisterDevice

&ProductKey=alrYuVF***x*

&DeviceName=devicel
&N-ickname=detectors_in_beijing

&AIEHIRS

AR




- JSON##

"RequestId": "57bl44cf-09fc-4916-a272-a62902d5b207",

"DeviceSecret": "tXHf4ezGEHcwdyMwoCDHGBmkO9avixxxx",
"TotId": "CgXL5h5ysRTA4NxjABjjO010fax***",
"Nickname": "detectors_in_beijing"

{
"Success": true,
"Data": {
"DeviceName": "devicel",
"ProductKey": "alrYuVFxxxx'",
}
}
- XML

<?xml version='1.0' encoding='utf-8'?>

<RegisterDeviceResponse>

<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>

<Success>true</Success>
<Data>

<DeviceName>devicel</DeviceName>
<ProductKey>alrYuVF**xx*x</ProductKey>
<DeviceSecret>tXHf4ezGEHcwdyMwoCDHGBmk9avi**x*x</DeviceSecret

<IotId>CgXL5h5ysRTA4NxjABjj0O010fa**x*x*x</IotId>
<Nickname>detectors_in_beijing</Nickname>

</Data>
</RegisterDeviceResponse>

2.8.2 QueryDeviceDetail
VAT i A M B A T VRS L

BEREE

Eq Il prxey A ik
Action String = EHITHIERE, BUH: QueryDeviceDetail
IotId String & WA 51ID,

BiHA:

WRENESE, WEFTFEAProductKey
fiDeviceName, IotIdfENEEeFME—HRIH
¥, MIProductKeyDeviceNamedl &t
—— M MR R, WREFRNEAIotId
MIProductKeytiDeviceNamedl &, WIEL
TotId ik,




Productkey | String B BRI VLA TSR Key.

BiHA:
MREANZSEL, FHIN{E ADeviceName

]

DeviceName |String £ s T T T2 R
BiH:
MBS, TWEINEAProductKey
PIERSE |- v PIFRSE, WS W4unique_111,
REIS#K

TR R ik
RequestId String R L 25 i SR A BRI M — B RAT
Success Boolean FoRRG B, truefon Y, falseFoniil

K,
ErrorMessage |String VA ORI, R A S R
Code String PRI, SRIMIEHE A, HEASTEN, HS W

.
Data Data VARSI, GREIBEETTEE R, EREES W F&Data
& 2-17: Data
ey R ik
ProductKey String BESRIE™ hKey,
ProductName |String BB A iR,
DeviceName String (22 g i
Nickname String 25 {{8F gy N
DeviceSecret |String B EY,
TotId String IoTFEREBEEMEIIID, TERI%BEENME—FRINRT.
UtcCreate String BRIAIERTH (UTC) .




Nl

e PR fiid

GmtCreate String Bt AN (GMT) .

UtcActive String BN (UTC) .

GmtActive String BR ISR (GMT)

UtcOnline String B — R L& (UTC) o

GmtOnline String BRI — R LT (GMT)

Status String Uik, HUi:
ONLINE: BTELK,
OFFLINE: Bk,
UNACTIVE: BERABIA,
DISABLE: B#CZEHI.

FirmwareVe String BEEERA S,

rsion

IpAddress String PRI TPHAL,

NodeType Integer T
0: Beef, BERAREEER T %#s, PILAEIEIOT Hub, R
"] PRI ¥ B #3%#1oT Hub,
1: PR, PSRRI DAHEE ¥ ed, HA FR&ERE
B, defir RSN RR, I HTDURHRI S R 2
=i

Region String B RfEMX (5116 LI RIHT: & k55 oo
BL) o

TR

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceDetail

&ProductKey=alrYuVF**xx

&DeviceName=devicel

&RIEHIRS

BRI




- JSON##

{

"RequestId": "57bl44cf-09fc-4916-a272-a62902d5b207",

"Success": true,

"Data": {
"DeviceName": "devicel",
"GmtActive'": "2018-08-06 10:48:41",
"UtcActive": "2018-08-06T02:48:41.000Z",
"ProductKey": "alrYuVF*xxx",
"DeviceSecret": "CPwUjMUgzdvaZv56TMy6773V3v3x*xxx"
"Nickname": "detectors_in_beijing",
"GmtCreate'": '"2018-08-06 10:47:50",
"UtcCreate": "2018-08-06T02:47:50.000Z2",
"IotId": "SR8FiTulR9t1lUR2V1bmi@O105xx*xx"
"Status": "ONLINE",
"Region": "cn-shanghai",
"NodeType": 0,
"GmtOnline": "2018-08-06 13:43:12",
"UtcOnline": "2018-08-06T05:43:12.000Z",
"ProductName": "test",
"IpAddress": "10.0.0.1",
"FirmwareVersion": "V1.0"

}

}
- XMLA#%

<?xml version='1.0' encoding='utf-8'?>
<QueryDeviceDetailResponse>

<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>

<Success>true</Success>

<Data>
<DeviceName>devicel</DeviceName>
<GmtActive>2018-08-06 10:48:41</GmtActve>
<UtcActive>2018-08-06T02:48:41.000Z</UtcActive>
<ProductKey>alrYuVFx*x*x</ProductKey>
<DeviceSecret>CPwUjMUgzdvaZv56TMy6773V3v3*x*xx</DeviceSecret>
<Nickname>detectors_in_beijing</Nickname>
<GmtCreate>2018-08-06 10:47:50</GmCreate>
<UtcCreate>2018-08-06T02:47:50.000Z</UtcCreate>
<IotId>SR8FiTulR9t1UR2V1bmif01l0a5*xxx</IotId>
<Status>ONLINE</Status>
<Region>cn-shanghai</Region>
<NodeType>0</NodeType>
<GmtOn1line>2018-08-06 13:43:2</GmtOnline>
<UtcOnline>2018-08-06T05:43:12.000Z</UtcOnline>
<ProductName>test</ProductName>
<IpAddress>10.0.0.1</IpAddress>
<FirmwareVersion>V1.0</FirmwareVersion>

</Data>



</QueryDeviceDetailResponse>

2.8.3 BatchQueryDeviceDetail
2 T R MR VR
PRAI35AA
- LR I R R 0K B IR N, RS ARIBER A R, R AR T ik
B, BRI AR B
C BN SRS R, WEAAERRES, WRIRIEEERIR & EN,
- BT S IIQPSHI N5,
© MRV 2 RER 1007 B .

ERBEH
2 3l REDHR iR
Action String 3 THATIHE, BUE: BatchQuery
DeviceDetail,
ProductKey | String = A TR i Key.
DeviceName | List<String> | i SR B AW SIS, BRETRA100
A BB,
PIERSEL |- yiis PIERSE, S WHunique_111,
R[E &K
B e Y| ik
RequestId String B M 2 Oh i SR A R E— BRI
Success Boolean FIRRETRMRY, trueFoRn AR, falseFmniiil
I
ErrorMessage |String VARSI, R A S R
Code String VAR DS, IR MR RS, BAMIEN, ES
W#unique_139,
Data Data VAR R, BPIESTEE R, EEIES W IR
Devicelnfo,




£ 2-18: Devicelnfo

e R ik

ProductKey String B REI~ hKey,
ProductName |String B RIE I AR
DeviceName String BB,

Nickname String BRI TR,
DeviceSecret |[String BaEY.

IotId String VIR T 65 % B MR D, Ve & ME— PRI,
UtcCreate String BN (UTC) .
GmtCreate String BRI (GMT) .
UtcActive String B RIIENGE (UTC) .
GmtActive String B IBEERTE (GMT) .
Status String Uik Hui:

ONLINE: ¥ 1ELk,
OFFLINE: &#5Lk,
UNACTIVE: BEEAIMIS.

DISABLE: & UM,

FirmwareVe String Bt EIFRRA S,
rsion
NodeType Integer IO B

0: BEff, WRTAREEEE T IEs, Pl DAERIERSIYIM
F&, WrlBERMSN 7 Bea R SIPIMF-5
1: PR, PSCRIDAHEE ¥ B, HA FR&ERLE

B, difs P REIININRR, IFHTDRHRI SR 2
Z o

Region String B Pfetsl (Sl 6 LB 55 55 s B




Nl
RN

https://iot.cn-shanghai.aliyuncs.com/?Action=BatchQueryDeviceDetail
&ProductKey=alfce6Jxx*xx

&DeviceName.1l=firstDeviceName

&DeviceName.2=secondDeviceName

&AIERSEL
IR R
- JSON##

{
"RequestId": "57b1l44cf-09fc-4916-a272-a62902d5b787",

"Success": true,

"Data": [
"DeviceName": "firstDeviceName",
"DeviceSecret": "m2gIahliCkIHXqVJdBVMx*xxx'",
"FirmwareVersion": "v1.0.0",

"GmtCreate'": "2019-06-21 20:31:42",
"GmtActive": "2019-06-21 20:33:00",
"TotId": "M7aUr3ImdsJ1KQolwI31O0*xxx*'",
"Nickname": "TestDevicel",

"NodeType": 0,

"ProductKey": "alfceb6Jx*xxx*",
"ProductName": "testProduct2b2ea8",
"Region": "cn-shanghai",

"Status": "ONLINE",

"UtcCreate": '"2019-06-21T12:31:42.000Z",
"UtcActive": "2019-06-21T12:33:00.000Z",

"DeviceName": "secondDeviceName",
"DeviceSecret": "i7nIahliCkIHXqVJIdBVM*x*xx",
"GmtCreate": "2019-06-21 20:31:42",
"IotId": "ioUyd3ImdsJ1KQolwI31O0*x*xx*",
"NodeType": 0,
"ProductKey": "alfcebJx*xxx*",
"ProductName": "testProduct2b2ea8",
"Region": "cn-shanghai",
"Status": "UNACTIVE",
"UtcCreate": "2019-06-21T12:31:42.000Z"
}
]
}

- XMLKg

<?xml version="1.0" encoding="UTF-8" 2>
<BatchQueryDeviceDetailResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b787</RequestId>
<Success>true</Success>
<Data>
<DeviceName>firstDeviceName</DeviceName>
<DeviceSecret>m2gIlahliCkIHXqVJdBVMxx*x</DeviceSecret>
<FirmwareVersion>v1.0.0</FirmwareVersion>
<GmtCreate>2019-06-21 20:31:42</GmtCreate>
<GmtActive>2019-06-21 20:33:00</GmtActive>



<IotId>M7aUr3ImdsJ1KQolwI3100*x*x*x</IotId>
<Nickname>TestDevicel</Nickname>
<NodeType>0</NodeType>
<ProductKey>alfce6Jx*x*x</ProductKey>
<ProductName>testProduct2b2ea8</ProductName>
<Region>cn-shanghai</Region>
<Status>ONLINE</Status>
<UtcCreate>2019-06-21T12:31:42.000Z</UtcCreate>
<UtcActive>2019-06-21T12:33:00.000Z</UtcActive>

</Data>

<Data>
<DeviceName>secondDeviceName</DeviceName>
<DeviceSecret>i7nIahliCkIHXqVJdBVMx*xx</DeviceSecret>
<GmtCreate>2019-06-21 20:31:42</GmtCreate>
<IotId>ioUyd3ImdsJ1KQolwI3100x*x*x</IotId>
<NodeType>0</NodeType>
<ProductKey>alfce6J**xx*x</ProductKey>
<ProductName>testProduct2b2ea8</ProductName>
<Region>cn-shanghai</Region>
<Status>UNACTIVE</Status>
<UtcCreate>2019-06-21T12:31:42.000Z</UtcCreate>

</Data>

</BatchQueryDeviceDetailResponse>

2.8.4 QueryDevice
VAR A R i S B,
ERSH
TR HHl REBH ik
Action String po LHATHIRME, BUE: QueryDevice,
ProductKey |String 2 HERN I F IR MKey,
PageSize Integer FS R iR mgh g i R 8R, Rl
7250, ERIMER10,
CurrentPag |Integer £ T RSP I LI NS . BOME
e 2 1,
PIERSE |- 7 NIERSH, WS W#unique_111,
REIS#
e R ik
RequestId String B B 2 % 0 SR A R HE— B A
Success Boolean FoRR BRI, trueZoRHRY), falseFonii
¥SI/ 8
ErrorMessage |String VA Iy, 3R Il S
Code String VARG, RIS TARD, BEDARSTENS, WS WHD
.




e I ik

PageCount Integer S

PageSize Integer SYTZRINIES

Page Integer E L DIREN

Total Integer SR

Data Data VARSI, R EERSIR. EESWT

ZiDevicelnfo,

-

= B
IR A 5 L MR B 2 QR I B3 HES

R 2-19: Devicelnfo

e I ik

Deviceld String BID (HMRSH) .
: AR
BSER HRA RS, CILhEH, el
Kbniliges, Hill, AR NIotIdM
ProductKey HDeviceNamedl &,

DeviceName String (24 €

ProductKey String B g hKey, BIVPIERIF-6 001%™ S & i ME—bR
M,

DeviceSecret |[String BEEH,

GmtCreate String P B GMTH ],

GmtModified |String B s BB GMTIN [,

UtcCreate String B QI UTCR ],

UtcModified |[String B s BB UTCIN ),

DeviceStatus |String 235 1

IotId String Be&ID, PR o B i A RIME— BRI

Nickname String 45 {{5F gy N




Nl

RN

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDevice
&ProductKey=aldafD*x*x*

&PageSize=10

&CurrentPage=1

&AL RS EEL

IR R

- JSON##

{

}

"PageCount": 1,
"Data": {
"DeviceInfo": [

X
]
¥,

"DeviceId": "AVBNGHGtwPrHOBYG**xxx*'"
"DeviceName": "Av8NGHGtwPrH9BYGLMBi",
"ProductKey": "aldafDExxxx*",

"DeviceSecret": "d7GYhf5hfcPHDelbXSd3n9MjO1G3*x*xx"
"UtcModified": "2019-02-20T02:16:09.000Z",
"GmtCreate": "Wed, 20-Feb-2019 02:16:09 GMT",
"UtcCreate": '"2019-02-20T02:16:09.000Z",
"GmtModified": "Wed, 20-Feb-2019 02:16:09 GMT",
"IotId": "AvBNGHGtwPrHOBYGLMBiQO*x**"
"DeviceStatus": "UNACTIVE",

"Nickname": "SensorInShanghai"

"DeviceId": "zNIcSmWQOBPIlmkj*xx*",
"DeviceName": "zNIcSmWQ9BPJIlmkjn3H1",
"ProductKey": "aldafDEx*xxx",

"DeviceSecret": "C27XXmC18yLIEDXvUj6FSlvgOT7ag*xxx",
"UtcModified": "2019-02-20T02:16:09.000Z2",
"GmtCreate": "Wed, 20-Feb-2019 02:16:09 GMT",
"UtcCreate": "2019-02-20T02:16:09.000Z",
"GmtModified": "Wed, 20-Feb-2019 02:16:09 GMT",
"TotId": "zNIcSmWQ9BPJIlmkjn3H100*xx*"
"DeviceStatus": "UNACTIVE",

"Nickname": "DriverInShanghai"

"Page": 1,

"PageSize": 10,

"RequestId": "CD9E5F99-A095-4A05-9256-D924EA3075E8",
"Success": true,

"Total": 2

-+ XMLA#3X

<?xml version="1.0" encoding="UTF-8" 2>
<QueryDeviceResponse>
<PageCount>1</PageCount>

<Data>

<DeviceInfo>
<DeviceId>VIjUsKaJlsdWqténl*x*x*x</Deviceld>



<DeviceName>led_device</DeviceName>
<ProductKey>aldafDEx***x</ProductKey>
<DeviceSecret>qQP6xARs7kylHuM2reh7y6M4BTdfex*x*x</
DeviceSecret>
<UtcModified>2019-02-19T10:20:14.000Z</UtcModified>
<GmtCreate>Wed, 30-Jan-2019 11:32:39 GMT</GmtCreate>
<UtcCreate>2019-01-30T11:32:39.000Z</UtcCreate>
<GmtModified>Tue, 19-Feb-2019 10:20:14 GMT</GmtModified>
<DeviceStatus>0OFFLINE</DeviceStatus>
<IotId>nadRfljdEndlfadgadfsex*xx</IotId>
<Nickname>SensorInShanghai</Nickname>
</DevicelInfo>
<DeviceInfo>
<DeviceId>QwTxRbhFwcaJBad*xx*</Deviceld>
<DeviceName>led_driver</DeviceName>
<ProductKey>aldafDE*x*x*x</ProductKey>
<DeviceSecret>6ahkx2c0dOkVPsjnVmxYaGEhMfdf*xx*x</
DeviceSecret>
<UtcModified>2019-01-30T11:10:10.000Z</UtcModified>
<GmtCreate>Wed, 30-Jan-2019 11:10:10 GMT</GmtCreate>
<UtcCreate>2019-01-30T11:10:10.000Z</UtcCreate>
<GmtModified>Wed, 30-Jan-2019 11:10:10 GMT</GmtModified>
<DeviceStatus>UNACTIVE</DeviceStatus>
<IotId>nadddfRddfaEEadfed*xx*x</IotId>
<Nickname>DriverInShanghai</Nickname>
</DeviceInfo>
</Data>
<PageSize>10</PageSize>
<RequestId>A4F5820D-E2B3-48D4-AAF8-53FF6A319E27</RequestId>
<Success>true</Success>
<Total>2</Total>
</QueryDeviceResponse>

2.8.5 DeleteDevice
VA2 LRGSR 2 4%

R

AREAMEEA G, KDL HER, REMERG, R&ID (TotId) AR, HBE&EKE
RELA S B —IFFIIER, R ICIEIT 5B s R A
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Action String = FPUTHIERME, HUH: DeleteDevice,
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BiRH:
WRENZSE, WIETHEEAProductKey
fiDeviceName, IotIdfEMPEEFME—HRIH
¥, HProductKey&DeviceNamefl &2
—— XK R, WHREFBHE ATotId
MIProductKey5DeviceNamefl &, WILL
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BiH:
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BiHH:
WREBNZSE, TRINEAProductKey
PILERSEL |- P AIERSE, S WHunique_111,
IREIB#
e R ik
RequestId String B HE 2 M i SR A R HE— B AT
Success Boolean ForEBAHRY), trueZoniHRY), falseZoniiH
yS/ 8
ErrorMessage |String VAR ORI, R S R
Code String VAR RO, IRMIREEIAAS, BEDARSTENE, TES WA
TS
5l
i Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=DeleteDevice
&TotId=MpEKNUEUJZIORNANAWIX0010929900* ** *x*




&AMIRRSEL
BRI
- JSON##
{

"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",

"Success'": true

}
- XML

<?xml version="1.0" encoding="UTF-8"7?>

<DeleteDeviceResponse>

<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>

<Success>true</Success>

</DeleteDeviceResponse>

2.8.6 GetDeviceStatus
RS O A BRI AIIBTIRE,

BREH

i Ko RERBT sitish
Action String P EHATIERME, BUH: GetDeviceStatus,
Iotld String & WARIBTRAILEEID,

LR
MBS B, WIEREAProductKey
fiDeviceName, IotIdfEMBERTME—FRIN
¥, HProductKey&DeviceNamefl &)
——X KR, WREFRINEAIotId
MIProductKeytiDeviceNamedl &, WILL
TotId Mk,

o

ProductKey |String

EERIBITIRER B RIB I~ i Key,

BiHH:
ML N ZSHL, FHFRIN{E ADeviceName

o




B e Y| REVHE iR
DeviceName |String & S B RBATIRA B A I
= B
WRENZSE, THBHEAProductKey
PILIERSEL |- yiis PIERSE, S WHunique_111,
R[E &K
B e Y| ik
RequestId String B M 2 M i SR A R E — FRIRAT
Success Boolean FIORRETRRY, trueFoRn AR, falseFmiiil
I
ErrorMessage |String VAR JR I, R A S R
Code String VRN, RMIREEIRS, BIASTENE, ES W
Ego
Data Data VRN, BEEFRESER. EESEE
#¢DeviceStatusInfo,
£ 2-20: DeviceStatusinfo
B e Y| iR
Status Stl'il'lg i&%jﬁz{&o ﬁXfﬁ‘

ONLINE: i¥#{rek,
OFFLINE: #5552k,
UNACTIVE: B8RS,

DISABLE: & CAH,

il
SRR

https://iot.cn-shanghai.aliyuncs.com/?Action=GetDeviceStatus
&TIotId=MpEKNUEUJZIORNANAWIX0010929900* ****



&AITHRS ]
BRI
- JSON##

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success": true
"Data": {
"Status": "UNACTIVE"
}
}

- XMLKg

<?xml version='1.0' encoding='utf-8'?>
<GetDeviceStatusResponse>
<RequestId>57bl44cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<Status>UNACTIVE</Status>
</Data>
</GetDeviceStatusResponse>

2.8.7 BatchGetDeviceState
PR R A B 5 R RS B TR,

PRHI5EA
BHROMTER DM F2PRENBITIRE, BRREZERSONEH.

BEREE

Eq & i prxey A ik
Action String b EHATIERE, HUE: BatchGetDe
viceState,
) - o N
Productkey | String A WA RTINS HRE i Key.
BiHA:

ML N ZSHL, FHFRINE ADeviceName

o




e gAYt pa L iR
DeviceName LiSt<StI’i1’lg> N WA BB TR & I AR5 3,
BiH:
- WMBUEANEZSE, TWEINEA
ProductKey,
- IREWIRZ 50 B
TotIds List @ ARG HRERRS DA,
BiH:
MU NS B, WIEREAProductKey
fIDeviceName, IotIdfiEliasmE—HRil
¥, HProductKey fll DeviceNamefl {5
MK R, GREFRNEZAIotId
MIProductKeysiDeviceNamedld, WIEL
IotIdMifk,
PIERSEL |- 7 KR SE, WS W#unique_111,
B ey fiiid
RequestId String B B 2 i i SR A RN HE—BR A
Success Boolean FIORRETRRY, trueFoRn AR, falseFniii
JI
ErrorMessage |String VA ORI, R A S R
Code String VR, IREIRIERRS, SRS TEN, WHSWIR
Ego
DeviceStat List VIR, REEFIRSE R, RS RR
usList DeviceStatus,
% 2-21: DeviceStatus
% gAY g
DeviceName String B4R,




€

Rl Tk

Status

String B, HUA:
ONLINE: BE#7rsk,
OFFLINE: 5Bk,
UNACTIVE: BERAINE,

DISABLE: & UCAH,

Deviceld

String B#HID (HMSE) .

BeHA:
ZSEBRIHMABESE, SLbER, ARl
KebriRiEss. Hub, ARNESMIRIF N IotIdAl

ProductKey 5DeviceName#l &,

IotId

String BAFID, VI 0 B A i K ME—bRi,

Nl

R

https://iot.cn-shanghai.aliyuncs.com/?Action=BatchGetDeviceState
&productKey=alxx*xx**x*

&DeviceName.l=devicel

&DeviceName.2=device2

&R RS

IR R

- JSON#&X

"DeviceStatusList": {
"DeviceStatus": [

{

X
]
1)

"Status": "UNACTIVE",

"DeviceId": "xHKR9exGvarIjZxxxx*%",
"DeviceName": "devicel,

"IotId": "xHKR9exGvarIjZzpZOH#x**%x%"

"Status": "UNACTIVE",

"DeviceId": "YXML37sPVABrJyxxxxxx",
"DeviceName": "device2",

"IotId": "YXML37sPVABrJyqoKPx***%x%"

"RequestId": "D9E3DADE-5B9D-4594-AEOE-8090C16B485D",




"Success'": true

}
-+ XMLA#3X

<?xml version="1.0" encoding="UTF-8" 2>
<BatchGetDeviceStateResponse>
<DeviceStatusList>
<DeviceStatus>
<Status>UNACTIVE</Status>
<DeviceId>xHkR9exGvarIjZz*x*x*x*</Deviceld>
<DeviceName>devicel</DeviceName>
<IotId>xHkR9exGvarljZzpZOHW**xx*xx*x</TotId>
</DeviceStatus>
<DeviceStatus>
<Status>UNACTIVE</Status>
<DeviceId>YXM137sPvABrJyx*x*xxx</Deviceld>
<DeviceName>device2</DeviceName>
<IotId>YXM137sPvABrJyqoKP2o**x*x*x</IotId>
</DeviceStatus>
</DeviceStatusList>
<RequestId>D9E3DADE-5B9D-4594-AEQE-8090C16B485D</RequestId>
<Success>true</Success>
</BatchGetDeviceStateResponse>

2.8.8 DisableThing
VA e L VAR e A

i BA

SERZR I DS — A i de . IS BSSIRRARER ARG, R iET S a A X
P, HERERPIEBMRARE . T PIHMHEnableThingf MHEFH ABSEH B

IR 5
e R P oy A 130
Action String P BHATHRME, HUYE: DisableThing,
: =5
IotId Strlng = ggm H‘ﬁﬁ%lDo
BEM:

WMRENESE, WIHTEEAProductKeyfll
DeviceName, IotIdfENsEME—Rifs, S5
ProductKeyMIDeviceNameZl &t ——* M)
KFRo WREFBHEANIotIdHIProductkey s
DeviceNamefl&, WIPAIotIdMifk,




AR R Y A filiik
ProductkeyString | BRI R AR S Key.
BEW:
MRIENZSHE, RFRNEADeviceName,
DeviceNameString i Fasi M P L 5% I A FR
BEW:
WRIEANZZSE, RBFRINEAProductKey,
KRS |- P53 AR SH, WS W#unique_111.,
#
R[E|S4
R et filiik
RequestId String R B 2 % 0 SR A R HE— B A
Success Boolean ForEEVARBRY, truedonARY), falseFniaH
%I}—!ko
ErrorMessage |String VAR JR IRy, 3R A S R
Code String VAN, RIS, FASTENE, ES WD
Ego
N
HRRHI

https://iot.cn-shanghai.aliyuncs.com/?Action=DisableThing
&IotId=MpEKNUEUJZIORNANAWIX0010929900* ****

&AIEIRSHL
N
- JSON##

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success": true

}
- XMLKg=

<?xml version='1.0' encoding='utf-8'?>
<DisableThingResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>



<Success>true</Success>
</DisableThingResponse>

2.8.9 EnableThing
VA e LRI KA ISR RTS, IR BRI A5

FRH!i5EA
- B B AR SR %8 ORISR E (QPS) HREREIMS00,

B
R Sepa 3 E IS U
- S Pt ITPRYECR QPSRRI 100, BIK BN P mtti ITIP, 8 FH B L 548 T B D I R
SBORRERIZ 100,
BERSH
e R BT ik
Action String b3 BHPITHIERME, HUE: EnableThing,
fotld  |String | BRERAH R 1D,

Bib:
MABUENZS B, WIEFEAProductKeyHl
DeviceName, IotIdfENBERME—IRINGT, 5
ProductKeyflIDeviceNameZl & ——h [
KFRo WREFBHEANIotIdHIProductkey
DeviceName#l&, WIPAIotIdMifk,

!

ProductKeyString SRR I 5 T R BRI ShKey.

BiA:
MALE N ZSE, FHFRNE ADeviceName,

o

DeviceNamgString

-3 SRR NN 4 g N

Bim:
MR ANZSE, BFRIEAProductKey,

IotInstangString HZIBIH P A RS R PUREIBI PR AL
eld HIID,

o




B R y a1 fifiik

KRS |- P iH2 WH#unique_111,

b1

U EIE>S 5

e R fifiid

RequestId String Bl B 2 i SR A R HE— BRI

Success Boolean TR BB, truedonHRY), falsedoniiH
%m&o

ErrorMessage |String VAR I, 38 Bl S B

Code String VR, IR EIRERYS, RSN, WS
NW#unique_139,

Tl
SRR

https://iot.cn-shanghai.aliyuncs.com/?Action=EnableThing
&IotId=SR8FiTulR9t1TUR2V1bmifO1l0a5*x*x

&R S
R
- JSON##

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success'": true

+
- XMLA#K

<?xml version='1.0' encoding='utf-8'?>

<EnableThingResponse>
<RequestId>57bl44cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>

</EnableThingResponse>

2.8.10 BatchCheckDeviceNames
VAR DRSS i R A SR 4. 0T EaRE AN &5k,

e
- BRI, BB REMEAL,000 AR,



- ZBOMIBatchRegisterDeviceWithApplyIdEO&EE MM, £ 7=5 MtEIEMZSAN B
%, JHFHRNEA BRI 44,

LR TEM S A i :

L. ARARRD, e ANZGEREMR SR, PBMEGIREIEILRID (ApplyId) . &
BIRINEER, Forit BRI S AIRHRIECLR R, EhRNRE R I PIITH, 2

—A iR

2. JHQueryBatchRegisterDeviceStatus# B4 PRk EE5

3. JMBatchRegisterDeviceWithApplylditt &M%,

4. (%) M QueryBatchRegisterDeviceStatus#i g ik # i Mes R,
5. WM QueryPageByApplyld & Bt B M B E R,

BEREBEK

AR B Y| prexay iy ik

Action String 2 EHITIERE, HUE: BatchCheck
DeviceNames,

ProductKey |String 2 LR E MBS RIB = fiKey,

DeviceName |List<String> | it BRI ARSI, 5 SR
ML E4-3240F0F, WPARE LB, B
PR B, FHIZ. @ffs. =
5. AECES)
il
= B
HRTER, BZREIEAN1L,0007 75400,

NEERSE |- Pos 2 WHunique_111,

ROk

4R g Y| ik

RequestId String B HE 2 M i SR A R HE— B AT

Success Boolean ForR BRI, trueFonilRY), falseFomiii

I
ErrorMessage |String VAR IR, 3R Bl S B
Code String VAR, IR MIETRS, BIRMSTEN, ES WS
3




€ Rl Tk

Data Data VRS, IR EIREDE, ER W % Data,

% 2-22: Data

e ey ik

ApplyId Long VIR, RGEURRIHIEHERID, i ZApplyId
, JWHIBatchRegisterDeviceWithApplyIdizIikit
AT,

il
IERZN |

https://iot.cn-shanghai.aliyuncs.com/?Action=BatchCheckDeviceNames
&productKey=alx*xx*xxkxk*x*

&DeviceName.l=devicel

&DeviceName.3=device2

&DeviceName.2=device3

&DeviceName.4=device4

&AIERSEL
RN
- JSON#&X

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",

"Success": true,
"Data": {
"ApplyId": 4399

}
- XMLKg

<?xml version='1.0' encoding='utf-8'?>
<BatchCheckDeviceNamesResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<ApplyId>4401</ApplyId>
</Data>



</BatchCheckDeviceNamesResponse>

2.8.11 BatchRegisterDeviceWithApplyld
VAT CURBE IS HERID (Applyld) SHETENHRE 4.

fERHAA

ZREO#HEABatchCheckDeviceNamestZz A5 A, STHIE—A" 5 MtETM (B

H) AR, HFHRABA BG4,

B R R &

1. WM BatchCheckDeviceNames#z 1, & ANEHLRITMITEEFIIAIR. PRI GREEER AR
RIS APTE2ORG, BEIHRIFEHXID (Applyld) .

2. WM QueryBatchRegisterDeviceStatus# & B s 4 M BE BES

3. VAR IR &, AR R RIS, RTS8,
KERRTEN A — R

4. JHQueryBatchRegisterDeviceStatus® B R IEMEER (X P ARRLHNE)

5. WA QueryPageByApplyld & Bt BIEMHAI B 15 R

-

= B
QURERRLE— A S MILRIEM AR, HAREREH, REambRghpEmR, &nre
i BatchRegisterDevicef%[1,

BREH
R e it px A fifiid
Action String P BEHITHIERE, BUH: BatchRegis
terDeviceWithApplyId,
ProductKey |String 2 B RS R hKey.
ApplyId Long 2 LR M BRI HIEHERID, Wit
RIDH A BatchCheckDeviceNames#%I]
R,
NILHRSEL |- P HZWHunique_111,
REISE
R R fifiid

RequestId String Bof B 2 0 SR A R HE—BR AT




B et fiiik

Success Boolean TR AT, truedonHHRY), falseFonid
FRL

ErrorMessage |String VAR, 3R ] R R

Code String VAR, IR EIETRS, HEOARSTENE, ES WS
1,

Data Data VAR, IRIAEE, TEW W R Data,

%< 2-23: Data

AP ey iR

ApplyId Long & ANFHITEHERID,

Al
Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=BatchRegisterDeviceW
ithApplyId

&ProductKey=alx***xxx**x*

&ApplyId=4416

&GRS

B
- JSON##\

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",

"Success'": true,
"Data": {
"ApplyId": 4416

}

- XMLKg

<?xml version='1.0' encoding='utf-8'?>
<BatchRegisterDeviceWithApplyId>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<ApplyId>4416</ApplyId>
</Data>



</BatchRegisterDeviceWithApplyId>

2.8.12 BatchRegisterDevice
VAR DR P B FHERTE IS A s (BRI & 40)

PR %135 BA

- PARAEO, M MEREM AR, IFHBEPVERS A, AR, H2aleldl,
0004 #

SRR — AN S A — A %8, ERTLLHReg i sterDevicef&,

QUEREARTE — A P ILRTE A&, JFEOV AR e f, BRED P
HiBatchCheckDeviceNamesfllBatchRegisterDeviceWithApplyIdfZI,

- IBERIIER, FOoRETEIRIECSERRY), LT P IITH, 26—,
iHAIQueryBatchRegisterDeviceStatusti AR TEAILE .,

BERSH
e E RELH ik
Action String 2 FHATIEE, BUH: BatchRegis
terDevice,
ProductKey |String 2 PR S AR IE ) fhKey.
Count Integer v M B BUR, BUAEAGEART 1,000,
NILFRSE |- P 2 W#unique_111,
REISE
e e ik
RequestId String B B DR SR A PR ME— R IAT
Success Boolean FoRERTREY, truedFoniHKY), falseFomniiH
K,
ErrorMessage |String )i SV U P A {5 H = Y S
Code String VARG, SRIIAEEDRRS, BASTEN, 1ES WERR
.
Data Data VARSI, RIS, TR F4éData,




& 2-24: Data

€ Rl Tk

ApplyId Long VAR BRI, ZREER M HIEHLIXID,
Tl

TR

https://iot.cn-shanghai.aliyuncs.com/?Action=BatchRegisterDevice
&ProductKey=alx***xxx**x*

&Count=10

&AL R B

B
- JSON##3

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",

"Success'": true,
"Data": {
"ApplyId": 4415

}
- XMLKg

<?xml version='1.0' encoding='utf-8'?>

<BatchRegisterDeviceResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>

<Success>true</Success>
<Data>
<ApplyId>4415</ApplyId>
</Data>
</BatchRegisterDeviceResponse>

2.8.13 BatchUpdateDeviceNickname
B T e S 45 46 T A4

ERBE
Action String yss ZPITRUPRSE, HUA: BatchUpdat
eDeviceNickname,




€

Rl

b
o
53
E

ik

DeviceNick

nameInfo

List<String>

ol

WERFERHNSE (ProductKeyfl
DeviceNamefl A IotId) HIFF{E4
28 (Nickname) .

BiHA:
- BEhREENMESE, HTE
EBERF
+ Nickname WIEBHSEL, FHAME
A, WIERZBESRIEA &4
,J\O
BT

ZDeviceNicknamelnfo,

IotInstanceld

String

o

PILBIAMEH SR U BIHRE

AR

W

£/

ho

ASEBIID,
4t

RILFRZSE, Wi W#Hunique_111

[e]

# 2-25: DeviceNicknamelnfo

g

Pl

ik

IotId

String

RO B ID,

BiHA:
WMRENESE, WIEFEEAProductKey
fiDeviceName, IotIdfEMi%aFME—HRIN
¥, MProductKeytDeviceNamefl 52
—— MR R, WREFBHEAIotId
MIProductKey5DeviceNamedl &, WILL
TotId Mk,

ProductKey

String

oA

RBEUONA B PRIE ™ fhKey.

BiHA:
MAULE NS, FHFRINE ADeviceName,




At

AR E i) prexay A ik
DeviceName Strlng |Z:|< %f@ﬂﬁ%ﬂ%mmiﬁﬁﬁﬁ%
BB
MAEANESEL, RHIN{EAProductKey,
Nickname String % PR FIEAT, FIEAMKEN4-3240
5, aEPSOT. SR BRI
gk (O o PN FR27T,
BB
HAMENZSEL, WIRBR%EFNRA 1A
ﬁ‘o
S
e R ik
RequestId String Rof B 2 i SR A R ME—BR AT
Success Boolean TR AREY), trueZonAHRY), falseZoniaH
J0
ErrorMessage |String P JRWE, 3R Ml S B
Code String VAR, IREIMEIRY, ESTENE, 1E2
W#unique_139,
i Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=BatchUpdateDeviceNickname

&DeviceNicknameInfo.
&DeviceNicknameInfo.
&DeviceNicknameInfo.
&DeviceNicknameInfo.
&DeviceNicknameInfo.
&DeviceNicknameInfo.

&AIEHIRSH
B
- JSON#§=X
{

NNNREREREBR

.ProductKey=alrYuVF*xx*x
.DeviceName=SR8FiTulR9t1UR2V1bmsi
.Nickname=airconditioning_typel
.ProductKey=alyrZMHx*x*
.DeviceName=RkQ8CFtNpDok4BEunymt
.Nickname=airconditioning_type2

"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",

"Success":

true




}

- XMLKg

<?xml version="1.0" encoding="UTF-8"?>

<BatchUpdateDeviceNicknameResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>

</BatchUpdateDeviceNicknameResponse>

2.8.14 QueryBatchRegisterDeviceStatus
P Vb 125 M VDR 4 D BT AL PR AR 51

BRBH
R et pny fifiid
Action String P FHATIIHEE, BUA: QueryBatch
RegisterDeviceStatus,
ProductKey |String yis AW B R IE ™ Key,
ApplyId Long = FEAE W RIEILRID, HiEHRIDIE YA
HiBatchRegisterDeviceWithApplyIdEkBatchReg1sH
FTRYIR [mIgs R,
o
4R R fiiidk
RequestId String B ML 2 DM i SR A R ME— B AT
Success Boolean TR AT, truedoRHARY, false¥omiil
2RI
ErrorMessage |String VAR, R S R
Code String VAR, IREIAYEEIANS, HERASTEN, WES WX
.,
Data Data VHEIIN, REMNREER. S
WDeviceApplyStatusInfo,




% 2-26: DeviceApplyStatusinfo

€

Rl

Tk

Status

String

HI SR BN RIES S, U :
CHECK: &%,
CHECK_SUCCESS: B3I,
CHECK_FAILED: ¥R,
CREATE: fll#k,
CREATE_SUCCESS: filldtky.

CREATE_FAILED: fI&tJ:my,

ValidList

List

- YW StatusSE{E MCHECK_FAILEDEX
CREATE_FAILEDIY, J&[PIGIHRIII AR

- YiRMIStatusSEUEMCHECK_SUCCESSEK
CREATE_SUCCESSHY, ZSECABHA,

Py
o

InvalidList

List

- WiRPIStatusSEENCHECK_FAILEDEK

CREATE_FAILEDW}, QAR SFATRER.

- YiRStatusSEMEMCHECK_SUCCESSER
CREATE_SUCCESSI, ZSBONEE.

ANl

RN

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryBatchRegisterDe

viceStatus

&ProductKey=al****x*xxxxx

&ApplyId=4416
&I RS

AN
- JSON##
{

"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",

"Success": true,

"Data": {

"Status":

"ValidList":
"Name": [

"CREATE_SUCCESS",




]

1,

"TnvalidList": {
"Name": [
]

}

}
}
- XML

<?xml version='1.0' encoding='utf-8'?>
<QueryBatchCheckDeviceNamesStatusResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<Status>CREATE_SUCCESS</Status>
<ValidList/>
<InvalidList/>
</Data>
</QueryBatchCheckDeviceNamesStatusResponse>

2.8.15 QueryPageByApplyld
P 25 I O T O 28 6 15 L

IR 5
R By P oy A fiiik
Action String b EPITHIERAE, BUE: QueryPageByApplyId
ApplyId Long P EA W HIEHLRID, HigHLXIDA]
fEBatchRegisterDeviceWithApplyldfiiBatclhRegisterD:
IR Plgs b &,
PageSize Integer ED fEiR g Rrh ol R il e gR . BUR I
ill: B2 ER505%. BRIMER 10,
CurrentPag |Integer & fE MR ISR RSB L G R, BRIMAER
e 1,
NERSE |- Pos 2 WHunique_111,
RES
e PR ik
RequestId String Rof B 2 i SR A R HE— BRI
Success Boolean FORREHAE, trueZoRHMRY), falseFoniM
2RI
ErrorMessage |String VAR ORI, R A RS R




e I ik

Code String PRI, RIIAEEDARS, FASTEN, 1ES WHR
.

PageCount Integer Joyiit 8

PageSize Integer ESTIRT AN

Page Integer ST DIVTEEN

Total Integer SR

ApplyDevic List VAR RN R C N B 5. TEES W FR

eList ApplyDevicelnfo,

% 2-27: ApplyDevicelnfo

4 S i
Deviceld String BHID (IHWD -

= B
BSHRIHRA RIS, CREbEH, ARl
KbriRsess, Hili, AR EIRIRTFNIotIdf

ProductKey 5DeviceNamefll &,

DeviceName String B4R,

DeviceSecret |String BaE.
= UiA:
HEZEREZER.

TotId String BerFID, PIMRIY- 6 h i 5 5 i i ME— AR IR AT
= UiA:
HEZEREZER.

ANl
R

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryPageByApplyId
&ApplyId=4416

&PageSize=10

&CurrentPage=1



&AIERSH
BRI
- JSON##

"PageCount": 1,
"ApplyDeviceList": {
"ApplyDeviceInfo": [
{

"DeviceId": "gQG2GJ2yl1Om6hIk87jFm",

"DeviceName": "testl",

"DeviceSecret": "SkfeXXKrTgplDbDxYr74mfJI5Scnuixxxx",
"IotId": "nadRfljdEndlfadgadfaj***x"

"DeviceId": "STGEURQaUlo794X7Kh4C",
"DeviceName": "test2",
"DeviceSecret": "QJIxYeGXrif7nfxjyWPA1Qss5CFjOxxxx",
"TotId": "nddRfljdFndlfsdfaHfajx*x*x"
}
]
¥,
"Page": 1,
"PageSize": 10,
"RequestId": "6C5DCB26-47A5-4CEO-BDC4-AD74782BC3A9",
"Success": true,
"Total": 2

}
-+ XMLA#3X

<?xml version="1.0" encoding="UTF-8" 2>
<QueryPageByApplyIdResponse>
<PageCount>1</PageCount>
<ApplyDeviceList>
<ApplyDeviceInfo>
<DeviceIld>gQG2GJ2y10m6hIk87jFm</DeviceId>
<DeviceName>testl</DeviceName>
<DeviceSecret>SkfeXXKrTgplDbDxYr74mfI5cnui*xxx*x</
DeviceSecret>
<IotId>nadRfljdEndlfadgadfaj**xx</IotId>
</ApplyDeviceInfo>
<ApplyDeviceInfo>
<DeviceId>STGEURQaUlo794X7Kh4C</Deviceld>
<DeviceName>test2</DeviceName>
<DeviceSecret>QIxYeGXrif7nfxjyWPA1Qss5CFjO*xxx*x</
DeviceSecret>
<IotId>nddRfljdFndlfsdfaHfajx*xx</IotId>
</ApplyDeviceInfo>
</ApplyDevicelList>
<Page>1</Page>
<PageSize>10</PageSize>
<RequestId>6C5DCB26-47A5-4CEO-BDC4-AD74782BC3A9</RequestId>
<Success>true</Success>
<Total>2</Total>



</QueryPageByApplyIdResponse>

2.8.16 QueryDeviceEventData
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£ 2-28: Data
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2R R filiik
Name String 4R
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https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceEventData
&IotId=abcdefl234567*x*xkxkxkx**x*

&ProductKey=alx*xx*xxkxk*x*
&DeviceName=devicel
&EventType=info
&Identifier=TlightLevel
&StartTime=1516538300303L
&EndTime=1516541900303L

&PageSize=10
&Asc=1
&R RS

B




- JSON##

"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success": true,
"Data": {

"NextValid": false,

"NextTime": 1516449221253,

"List": {
"EventInfo": [
{
"Name": "testEventInfoName",

"Time": "1516517974638",

"OutputData": "{\"structArgs\":{\"structchildFLOATf71c
20e\":1.23,\"structchildINT6b6b626\":3,\"structchildDATE663436a\":
\"1516517966152\",\"structchildDOUBLE®8dOf74\":1.23,\"structchil
dTEXTdc764f9\":\"07b68264b0ba42c18e5f\",\"structchildBO0OLd260729
\":0,\"structchildENUMbe62590\":1},\"enumArgs\":0,\"boolArgs\":0,
\"floatArgs\":2.3,\"dateArgs\":\"1516517966152\",\"intArgs\":1,\"
doubleArgs\":2.3,\"textArgs\":\"dV56zbkzjBjwlTil1dA52\"}",

"EventType": "info",

"Identifier": "testEventInfo"

Ty
{

"Name": "testEventInfoName",

"Time": "1516449221254",

"OutputData": "{\"structArgs\":{\"structchildFLOATf71c
20e\":1.23,\"structchildINT6b6b626\":3,\"structchildDATE663436a\":
\"1516449212507\",\"structchildDOUBLE®8dOf74\":1.23,\"structchil
dTEXTdc764f9\":\"al1f3583dde3944289639\",\"structchildBO0Ld2660729
\":0,\"structchildENUMbe62590\":1},\"enumArgs\":0,\"boolArgs\":0,
\"floatArgs\":2.3,\"dateArgs\":\"1516449212507\",\"intArgs\":1,\"
doubleArgs\":2.3,\"textArgs\":\"1z4XNBvvA7eZw8XViadp\"}",

"EventType": "info",

"Identifier": "testEventInfo"

-« XMLA#3X

<?xml version='1.0' encoding='utf-8'?>
<QueryDeviceEventDataResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<NextValid>false</NextValid>
<NextTime>1516449221253</NextTime>
<List>
<EventInfo>
<Name>testEventInfoName</Name>
<Time>1516517974638</Time>
<OutputData>{"structArgs":{"structchildFLOATf71c
20e":1.23,"structchildINT6b6b626":3,"structchildDATE663436a":"
1516517966152" ,"structchildDOUBLE®8dOf74":1.23,"structchildTEXTdc764
f9":"07b68264b0Oba42c18e5f" ,"structchildBOOLd260729":0,"structchil
dENUMbe62590":1},"enumArgs" :0,"boolArgs":0,"floatArgs":2.3,"
dateArgs":"1516517966152" ,"intArgs":1,"doubleArgs":2.3,"textArgs":"
dv56zbkzjBjwlTil1dA52"}</OutputData>
<EventType>info</EventType>



<Identifier>testEventInfo</Identifier>
</EventInfo>
<EventInfo>
<Name>testEventInfoName</Name>
<Time>1516449221254</Time>
<OutputData>{"structArgs":{"structchildFLOATf71c
20e":1.23,"structchildINT6b6b626":3,"structchildDATE663436a":"
1516449212507" ,"structchildDOUBLE®8dOf74":1.23,"structchildTEXTdc764
f9":"a1f3583dde3944289639" ,"structchildBO0Ld260729":0,"structchil
dENUMbe62590":1},"enumArgs" :0,"boolArgs":0,"floatArgs":2.3,"
dateArgs":"1516449212507" ,"intArgs":1,"doubleArgs":2.3,"textArgs":"
1z4XNBvvAT7eZw8XViadp"}</OutputData>
<EventType>info</EventType>
<Identifier>testEventInfo</Identifier>
</EventInfo>
</List>
</Data>
</QueryDeviceEventDataResponse>

2.8.17 QueryDevicePropertyData
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ErrorMessage |String VAR I, 3R Bl S R

Code String VAR, IREIAYEEIRANS, BERASTEN, WS WA
AR E,

Data Data VAR, REE RIS, S W FEData,

% 2-31: Data

e ey fifiid
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BibA:
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% 2-32: Propertyinfo

%R L fifiik

Value String JAPEAEL

Time Long JEPEB BN ),
IER %N

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDevicePropertyData
&IotId=SR8FiTulR9tTLUR2V1bmi0010***x*

&ProductKey=alxx*x*x*x*xx
&DeviceName=devicel
&Identifier=TlightLevel
&StartTime=1516538300303




&EndTime=1516541900303
&PageSize=10

&Asc=1

&AILTHRSEL

BRI
- JSON##\

{

"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success": true,
"Data": {

"NextValid": true,

"NextTime": 1516541821599,

"List": {

"PropertyInfo": [

"Value": "32",
"Time": 1516541894876

s

{
llVa'Luell: ||2ll’
"Time": 1516541885630

1,

{
"Value": "95",
"Time": 1516541875947

s

{
"Value": "14",
"Time": 1516541830905

1,

{
"Value": "78",
"Time": 1516541821600

}

]
}
}
}
- XML

<?xml version='1.0' encoding='utf-8'?>
<QueryDevicePropertyDataResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<NextValid>true</NextValid>
<NextTime>1516541821599</NextTime>
<List>
<PropertyInfo>
<Value>32</Value>
<Time>1516541894876</Time>
</PropertyInfo>
<PropertyInfo>
<Value>2</Value>
<Time>1516541885630</Time>
</PropertyInfo>
<PropertyInfo>
<Value>95</Value>



<Time>1516541875947</Time>

</PropertyInfo>

<PropertyInfo>
<Value>14</Value>
<Time>1516541830905</Time>

</PropertyInfo>

<PropertyInfo>
<Value>78</Value>
<Time>1516541821600</Time>

</PropertyInfo>

</List>
</Data>
</QueryDevicePropertyDataResponse>

2.8.18 QueryDevicePropertiesData
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NEERSE |- v iH2 WH#unique_111,
4R R fiiidk
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Success Boolean TR BPHBY). truefonHRY), falsedniiH
%I}—!ko
ErrorMessage |String VARG, 3R [l Fe B R
NextValid Boolean BEA F—uErEidsk, truefoif, falseFnikf,
BlINextValidHtruelt, wPLENextTimeMHEIEN
FREWMIStartTime, RSB WA RE WA BRI
i,
NextTime Long T—TE PRI SRR LG W],
AfLARENex t TimeHESE N PR EMIRStartTime, 4k&k
HIARE A BRI,
Code String VAR, IREAYETRANS, 2 Wiunique_124,
PropertyDa List VRN, BRREMEERSR, BRAMER, ST
talnfos FPropertyDatalnfo,




% 2-33: PropertyDatalnfo

e R ik
Identifier String JEPERIFRBAT
List List JEMEERSIR, BAER, 20 F#Propertylnfo,

3 2-34: Propertylnfo

e I fiiid
Time Long JE Pk L b
Value String JE T
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https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDevicePropertiesData
&Asc=0

&DeviceName=water

&EndTime=1540115948152

&Identifier.l=Weight

&Identifier.2=Circle

&PageSize=100

&ProductKey=albdOxkDbGC

&StartTime=1540116010723

&AIEIRSH
BRI
- JSON##\

"NextValid": true,
"NextTime": 1540115949818,
"RequestId": "75649FF8-36CD-421B-96C6-35B725FE823B",
"Success": true
"PropertyDatalnfos": {
"PropertyDataInfo": [{

"List":{

"PropertyInfo": [{

"Value": "166.0",

"Time": 1540116010518

%,

"Value": "166.0",

"Time": 1540116009906
¥y

{
"Value": "134.0",

"Time": 1540115951051
3s

{
"Value": "133.0",



"Time": 1540115950431
s

{
"Value": "133.0",
"Time": 1540115949819

}
]
b
"Identifier":"Circle"
1,
{
"List": {
"PropertyInfo": [{
"Value": "99.0",
"Time": 1540116010314
+s
{
"Value": "99.0",
"Time": 1540116009702
1,
{
"Value": "98.0",
"Time": 1540116009090
3
{
"Value": "51.0",
"Time": 1540115950844
1,
{
"Value": "50.0",
"Time": 154011595228
}
]
1,
"Identifier": "Weight"
}
]
Ty
+
- XML

<?xml version="1.0" encoding="UTF-8" 2>
<QueryDevicePropertiesData>
<NextValid>true</NextValid>
<NextTime>1540115949818</NextTime>
<RequestId>75649FF8-36CD-421B-96C6-35B725FE823B</RequestId>
<PropertyDatalInfos>
<PropertyDataInfo>
<List>
<PropertyInfo>
<Value>166.0</Value>
<Time>1540116010518</Time>
</PropertyInfo>
<PropertyInfo>
<Value>166.0</Value>
<Time>1540116009906</Time>
</PropertyInfo>
<PropertyInfo>
<Value>134.0</Value>
<Time>1540115951051</Time>
</PropertyInfo>



<PropertyInfo>
<Value>133.0</Value>
<Time>1540115950431</Time>
</PropertyInfo>
<PropertyInfo>
<Value>133.0</Value>
<Time>1540115949819</Time>
</PropertyInfo>
</List>
<Identifier>Circle</Identifier>
</PropertyDatalInfo>
<PropertyDatalnfo>
<List>
<PropertyInfo>
<Value>99.0</Value>
<Time>1540116010314</Time>
</PropertyInfo>
<PropertyInfo>
<Value>99.0</Value>
<Time>1540116009702</Time>
</PropertyInfo>
<PropertyInfo>
<Value>98.0</Value>
<Time>1540116009090</Time>
</PropertyInfo>
<PropertyInfo>
<Value>51.0</Value>
<Time>1540115950844</Time>
</PropertyInfo>
<PropertyInfo>
<Value>50.0</Value>
<Time>1540115950228</Time>
</PropertyInfo>
</List>
<Identifier>Weight</Identifier>
</PropertyDatalInfo>
</PropertyDataInfos>
<Success>true</Success>
</QueryDevicePropertiesData>

2.8.19 QueryDeviceServiceData
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https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceServiceData
&TotId=SR8FiTulR9tTUR2V1bmiOO1O****x*

&ProductKey=alx*xxx*xx*x*%

&DeviceName=devicel

&Identifier=set

&StartTime=1516538300303L

&EndTime=1516541900303L

&PageSize=10

&Asc=1

&RFIETRSEL

IR R
- JSON#&

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success": true,

"Data": {
"NextValid": true,
"NextTime": 1517315865197,
"List": {
"ServiceInfo": [

llNameH: ”Set”,

"Time": 1517315865198,

"OutputData": "{\"code\":200,\"data\":{},\"id\":\"100686
\",\"message\":\"success\",\"version\":\"1.0\"}",

"InputData": "{\"LightAdjustLevel\":123}",

"Identifier": "set"

-+ XMLA#3X

<?xml version='1.0' encoding='utf-8'?>
<QueryDeviceServiceDataResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<NextValid>true</NextValid>
<NextTime>1517315865197</NextTime>
<List>
<ServicelInfo>
<Name>set</Name>
<Time>1517315865198</Time>
<OutputData>{"code":200,"data":{},"id":"100686","
message":"success","version":"1.0"}</OutputData>
<InputData>{"LightAdjustLevel":123}</InputData>
<Identifier>set</Identifier>
</ServiceInfo>
</List>
</Data>



</QueryDeviceServiceDataResponse>

2.8.20 InvokeThingService
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https://iot.cn-shanghai.aliyuncs.com/?Action=InvokeThingService
&ProductKey=alx*x*x*x*x*x*

&DeviceName=devicel

&Identifier=service

&Args=2%7B%22paraml?%22%3A1%7D

&AL RSB

A E RN
- JSON##\

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",

"Success": true,
llData": {ll
"Result": "...."
"MessageId": "abcabc123"
}

}

-« XMLA#3X

<?xml version='1.0' encoding='utf-8'?>
<InvokeThingServiceResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<Result>...</Result>
<MessageId>abcabcl23</Messageld>
</Data>
</InvokeThingServiceResponse>

2.8.21 InvokeThingsService
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Code String VARSI, IRMIRYEEANS, HOREN, HS
W#unique_129,
ANl
R

https://iot.cn-shanghai.aliyuncs.com/&Action=InvokeThingsService
&Args=%7B%20%20%20%20%20%22walk%22%3A%22a~z2%22%2C%20%20%20%20%20%
22city%22%3A%22shanghai%22%20%7D

&DeviceName.1=1102andriod02

&DeviceName.2=1102androidol

&Identifier=TimeReset

&ProductKey=alhWjHDWUbF

&GRSR
B
JSON #%X

{
"RequestId": "059C3274-6197-4BEC-95E4-49A076330E57",

"Success'": true

}

XML #3%,

<?xml version='1.0' encoding='utf-8'?>

<InvokeThingsServiceResponse>
<RequestId>"059C3274-6197-4BEC-95E4-49A076330E57</RequestId>
<Success>true</Success>

</InvokeThingsServiceResponse>

2.8.22 GetGatewayBySubDevice
VI, RO TR R, ARSI B A

WREH
PR R Y A fifiik
Action String 3 WHATHIERE, BUE: GetGateway
BySubDeviice,




B R yoae L fifiid
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R[ESE
%R e it fifiik
RequestId String B B 2 DM SR A PR ME— BRI AT
Success Boolean PR, truedoRniARY), falseFniAH
R
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Code String VAR, IRIIAYEEIANS, FERRSTEN, WS WETR
Ego
Data Data VAR RN, RERPC B R TEAIEE. RS R
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% 2-40: DeviceDetaillnfo

B gAY fifiid
ProductKey String MG SR IB ™ iKey,




ANt

e R ik
ProductName |String W Be 2 SRR ™ Sh A PR
DeviceName String PR BE B 44 PR
DeviceSecret |String PR B R
TotId String ToTF-E MM B MURRIID, 1% i ME—bRiN
¥
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UtcActive String W B 2 AOBEINTR],  UTCIN
UtcOnline String W% B il — Ik _L eIt il, UTCH i,
Status String B AR, BRI
ONLINE: BRTELK,
OFFLINE: Bk,
UNACTIVE: BRI,
DISABLE: & UL,
FirmwareVe String WA B BB PR RRAS 55
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IpAddress String P B TPtk
NodeType Integer VR, BN, FORIEBER MBS,
Region String WIS B sg eI (S5 & LN D)
SRR

https://iot.cn-shanghai.aliyuncs.com/?Action=GetGatewayBySubDevice

&ProductKey=alxxxx*xx*xx*S
&DeviceName=XTzosqEOgxFXKPRgd8z1

&R RSE

IR R



- JSON##

{
"RequestId": "F227A41E-8AOF-4829-A1B1-727619DB58A3",
"Data":
{
"Status": "UNACTIVE",
"ProductName": "TEST",
"DeviceSecret": "nICOJKFINGx***x*x*xx*x*xTWnvXHydEjX",
"UtcOnline": "",
"TotId": "9alMTdk9brqQ2bhdG40Y001094fde0",
"GmtCreate": '"2018-08-07 15:54:15",
"UtcCreate'": "2018-08-07T07:54:15.000Z2",

"UtcActive": "',
"GmtActive": "",
"NodeType": 1,

"Region": "cn-shanghai",
"GmtOnline": "",

"ProductKey": "al5tzTmkWz2",
"DeviceName": ""d896e0ffEOO105bb"
"IpAddress": "10.0.0.1"
"FirmwareVersion": "1.2.3"

b
"Success": true

}

- XMLKg

<?xml version='1.0' encoding='utf-8'?>
<GetGatewayBySubDeviceResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<Status>UNACTIVE</Status>
<ProductName>TEST</ProductName>
<DeviceSecret>nICOIkFINGx*x*x*x*x*x*TWnvXHydEjX</DeviceSecret

<UtcOnline></UtcOnline>
<IotId>SR8FiTulR9tTUR2V1bmiQ@1O**x*x*x</IotId>
<GmtCreate>2018-08-07 15:54:15</GmtCreate>
<UtcCreate>2018-08-07T07:54:15.000Z</GmtOnline>
<UtcActive></UtcActive>
<GmtActive></GmtActive>
<NodeType>1</NodeType>
<Region>cn-shanghai</Region>
<GmtOnline></GmtOnline>
<ProductKey>al5tzTmkWZ2</ProductKey>
<DeviceName>TEST</DeviceName>
<IpAddress>10.0.0.1</IpAddress>
<FirmwareVersion>1.2.3</FirmwareVersion>
</Data>



</GetGatewayBySubDeviceResponse>

2.8.23 QueryDevicePropertyStatus
VAT i O 2 O B A R P

BREH
R KRR p oy s fiiik
Action String = EHITIERE, HUE: QueryDevic
ePropertyStatus,
; x5
fottd String 2 AN 1D,
B
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fiDeviceName, IotIdfEMiEaME—HRIH
¥, HProductKey & DeviceNamefl&
T MMAXR, GRERINEAIotId
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WMREANZSEL, FHIN{E ADeviceName
DeviceName String |Z:|< %Ei@ﬂ@iﬁ%ﬂ@%ﬁi
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REIBE
e Ry ik
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e %] fiiid

Code String VR, IREIRIEIRS, SRS TEN, ES W
Ego

Data Data VR, IREIEEE. EES W T,

3 2-41: Data

e %] ik

List List BEEEEGEE, FE2 W ¥ PropertySt

atusInfo,

3k 2-42: PropertyStatusinfo
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RAY

Tk
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JBPERR AT
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String

JETERTR,
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String
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double: XURSEEIRRAL,
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text: PR,
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) .

array: M,
struct: SiHAIRA,

Time

String

JETEE ST, SRR,

Value

String

JETEE.

Unit

String

JE AL,




Nl
Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDevicePropertyStatus
&TIotId=SR8FiTulR9tLUR2V1bmi0010***x*

&AIEIRSH
BRI
- JSON##

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",

"Success'": true,

"Data": {
"List": {
"PropertyStatusInfo": [
{
"Name": "doublePropertyName",
"Value": "50.0",
"Time": "1517553572362",
"DataType": "double",
"Identifier": "doubleProperty",
IIUn-itII: IICII
}
]
}
}
-+ XMLA%R

<?xml version='1.0' encoding='utf-8'?>

<QueryDevicePropertyStatusResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>

<Data>
<List>
<PropertyStatusInfo>
<Time>1517553572362</Time>
<Name>doublePropertyName</Name>
<DataType>double</DataType>
<Identifier>doubleProperty</Identifier>
<Value>50.0</Value>
<Unit>C</Unit>
</PropertyStatusInfo>
</List>

</Data>



</QueryDevicePropertyStatusResponse>

2.8.24 SetDeviceProperty
VAT e 1 o e A R B
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beviceName \String a SE PR PO 4510 P
BiR:
WRENZSE, TRIHEAProductkey
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e R prry i iR
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e g a%i] iR
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ENEELTREER, GRERE T NN
JEtE, BEERSKRM,
value Obejct JETEE, BUE T S PR R R R E G R
3
REIS#
% Y] ik
RequestId String Bl R 2 % 0 SR A R HE— B AR
Success Boolean FoRREARBERY, truedonARRY), falseFoniAH
%I}—‘lko
ErrorMessage |String VA FIJR IR, 3R A S R
Code String VAR, IREIRERIS, BN TEN, TES WA
DA E,
Data Data VR RS, IREEBEE. HEEIES W R Data,
% 2-44: Data
EA gAY fifiid
MessageId String i E MBI ENERID,
Al
[ERZN ]

https://iot.cn-shanghai.aliyuncs.com/?Action=SetDeviceProperty

&ProductKey=alx**%xxx*%x*

&DeviceName=devicel
&Items=%7B%22LightAdjustLevel%22%3A1%7D




&AIERSH
BRI
- JSON##

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success": true,
"Data": {
"MessageId":"abcabc123"
}
+

- XMLKg

<?xml version='1.0' encoding='utf-8'?>
<SetDevicePropertyResponse>
<RequestId>57bl44cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<MessageId>abcabcl23</Messageld>
</Data>
</SetDevicePropertyResponse>

2.8.25 SetDevicesProperty

P ZR I RV B R TR

i FA PR

UK S HRERD TR SR B KRR 10 QPS,
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Nl

B gy W fiiidk
Items String WRFIRIE S, dMikey:value, B
F5:XMJSON String,
Items¥ i, =W F¥items.
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Identifier, AJ{EfEHIG P& B> MYIREE
X,
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Success Boolean TR EBEARBRY, trueonARIY), falseFniaH
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ErrorMessage |String VARSI, 3R A S R

Code String VAR, IRMIEEIARS, BTRSTEN, ES
W#unique_129,

(RN

https://iot.cn-shanghai.aliyuncs.com/&Action=SetDevicesProperty

&DeviceName.1l=1102andriod02
&DeviceName.2=1102androidol
%20%20%2
20%22Status%22%3A1%20%7D
&ProductKey=alhWjHDWUbF

&Items=%7B%2

%2

%622Data%22%3A%2213720609162%2222C2%20%20%20%20%




&AIERSH
BRI
JSON #8X

{
"RequestId": "2E19BDAF-OFD0O-4608-9F41-82D230CFEE38",

"Success'": true

}

XML #3,

<?xml version='1.0' encoding='utf-8'?>

<SetDevicesPropertyResponse>
<RequestId>"2E19BDAF-0FD0-4608-9F41-82D230CFEE3</RequestId>
<Success>true</Success>

</SetDevicesPropertyResponse>

2.8.26 QueryDeviceProp
VAR 2 W W A bR 2

BEREH
e R RGBT ik
Action String B BHATHIERE, BUH: QueryDeviceProp,
IotId String B POk iR sk B #5 1D, 1M

IIME—FRIRFT,
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o
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e B | Bm O i
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ML,
ErrorMessage |String VAR R, 3R Ml S B
Code String VN, IREIRETAS, BRSNS, S W
IR
Props String VDRI, 3R IS s bR B A
R

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceProp
&ProductKey=alx***xx*%x*
&DeviceName=devicel

&GRS

B

- JSON ##3X
{

"Props":

"RequestId":

+
- XMLA#=

true

"DS8CEF5E7-1484-4164-A242-CO6BA3A54EQF",
"{\"coordinate\":\"104.07086:30.549169\"}",
"Success":

<?xml version="1.0" encoding="UTF-8" 2>
<QueryDevicePropResponse>
<RequestId>D8CEF5E7-1484-4164-A242-CO6BA3A54EOF</RequestId>

<Props>

<coordinate>104.07086:30.549169</coordinate>

</Props>

<Success>true</Success>




</QueryDevicePropResponse>

2.8.27 SaveDeviceProp
VTR L R R A B B S
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RES
e AL filiik
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Nl

Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=SaveDeviceProp
&ProductKey=alskkkkkk k%%

&DeviceName=devicel

&Props=%7B%22color%22%3A%22red%22%7D

&RILIHRS ]

IR R
- JSON##

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",

"Success": true

}
- XMLKgR

<?xml version='1.0' encoding='utf-8'?>

<SaveDevicePropResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>

</SaveDevicePropResponse>

2.8.28 DeleteDeviceProp

PARTZE LUMERBE & P IFEE R,
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Success Boolean TR, truedoniARY), falseFniaH
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ErrorMessage |String VA ZRIGUN, IR EEE R
Code String VAR, IREINETIRARS, BEAMTER, ES WA
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https://iot.cn-shanghai.aliyuncs.com/?Action=DeleteDeviceProp

&ProductKey=alxx*xx*%x*

&DeviceName=devicel
&PropKey=temperature

&R RSE

IR R




- JSON##

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success": true
}
- XML

<?xml version='1.0' encoding='utf-8'?>

<DeleteDevicePropResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>

</DeleteDevicePropResponse>

2.8.29 QueryDeviceByTags
VR B @I bR A L

PR %135 BA
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EREH
e P RGBT filiid
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https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceByTags
&CurrentPage=1

&PageSize=10

&Tag.1l.TagKey=dfdfd

&Tag.l.TagValue=dfdfdfdf

&Tag.2.TagKey=ddfdfdf

&Tag.2.TagValue=dfdfdfdfd

&GRSR

B



- JSON##

{
"PageCount": 1,
"Data": {
"SimpleDeviceInfo":

{

"DeviceName":
"ProductKey":

"1102j1ichuo2",
"alSM5S1shy1l",

"IotId": "GookTiUcwqRbHosp9Tale017d3ac0",

"ProductName":

]
I
"PageSize": 10,
"Page": 1,

"TEST"

"RequestId": "2B5091E4-32D5-4884-A5B2-2E8E713D84AF",

"Success": true,
"Total": 1
}

- XMLKg

<?xml version="1.0" encoding="UTF-8" ?>

<QueryDeviceByTags>
<PageCount>1</PageCount>
<Data>
<SimpleDeviceInfo>

<DeviceName>1102jichu02</DeviceName>
<ProductKey>alSM5S1shyl</ProductKey>
<IotId>GookTiUcwgRbHosp9Tal0017d3a00</IotId>

<ProductName>TEST</ProductName>

</SimpleDeviceInfo>
</Data>
<PageSize>10</PageSize>
<Page>1</Page>

<RequestId>2B5091E4-32D5-4884-A5B2-2E8E713D84AF</RequestId>

<Success>true</Success>
<Total>1</Total>
</QueryDeviceByTags>

2.8.30 GetThingTopo
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https://iot.cn-shanghai.aliyuncs.com/?Action=GetThingTopo
&ProductKey=alxx*x*x*x*xx

&DeviceName=devicel

&PageSize=10

&PageNo=1

&RILIHRS

AN
- JSON##

{
"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success'": true
"Data": {
"PageCount": 1,
"PageSize": 10,
"List": {
"deviceInfo": [

"DeviceName": "devicel",
"ProductKey": "alxxx*xx*xxx%x'",
"DeviceSecret":"abckxxxxkxx"
"IotId": "SR8FiTulR9tlUR2V1bmiQO10*xx*x"
+



Ty
"CurrentPage": 1,
"Total": 1

3,
}

- XMLKg

<?xml version='1.0' encoding='UTF-8'?>
<GetThingTopoResponse>
<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>
<Success>true</Success>
<Data>
<PageCount>1</PageCount>
<PageSize>10</PageSize>
<List>
<DeviceInfo>
<DeviceName>devicel</DeviceName>
<ProductKey>alx**xx**xx*</ProductKey>
<DeviceSecret>abcx*xxx*x</DeviceSecret>
<IotId>SR8FiTulR9t1TUR2V1bmiO@1O**x*x*</IotId>
</DeviceInfo>
</List>
<CurrentPage>1</CurrentPage>
<Total>1</Total>
</Data>
</GetThingTopoResponse>

2.8.31 NotifyAddThingTopo
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eI
- BRI G R ORI R R ITE L BRI P REGPIER, HIFAZR MR AT R
/%O

- IPRMK BRI, TR @R mIh S R R Topic, BfATopicHiHEMK, #HS
NW#unique_169/unique_169_Connect_42_section_cn4_zzw_y2b,

ARSEK

g P R iR

Action String ps BHATHERE, BUE: NotifyAddThingTopo,




B eS| RE DR fifiiR
GwlotId |String & AR ETD, B IR HTotld,
BEHA:
WL NZSB, WIEHTE AGwProductKeyfl
GwDeviceName, GwIotIdfEMiEEME—FRiH
¥, HGewProductKeyMGwDeviceNamefH &
B NMBXR, WEREFRFE AGwIotIdfl
GwProductKeyiGwDeviceNamefll &, WIEA
GwIotId ik,
GwproductiString | & RIS L4 T SR W Key, BRI
ey L
mifProductKey.
BeHA:
ML N ZSE, FHFRNEAGwDeviceName,
GwbeviceNaString | & TR AR, IR
me DeviceName,
BiHA:
MEUE NS, TS AGwProductKey,
DeviceListList 3 TR B e i ss LSk 8el, FMJSONFAF
Str IR, HikgiH2 W F&DevicelList,
IotInstangString &N NIEEHIAMEISEL; DU BT E AN LEHIID,
eld
KRS |- P53 2 WHunique_111,
B

£ 2-51: DevicelList

ProductKey |String i TR RIB I i Key,

BiHA:
WRENZSB, HTFRHE ADeviceName

o




AR R U fiiid
DeviceName |String %5 T AR
B

WREANZZSE, TRIEAProductKey

Totld String @ FRAHID, KB AR L M i
i,

BLH:
WERtENIZZSE, WIHEEAProductKey
MiDeviceName, IotIdfihi%armE—FriH
¥, HProductKey & DeviceName#l&
XK R, WREFRIRNE AIotId
MIProductKey5DeviceName#l &, WILL
IotId ik,
A EIE3¢

e Sl filiik

RequestId String B B 2 DM 2 SR A PR ME— R IAT

Success Boolean FoRREARBERY, truedonAAY), falseFniaH

R
ErrorMessage |String VA ZRIGUN, IR EEE R
Code String VAR, IREIAYEEIANS, FHRSTEN, WS
W#unique_139,

Data Data VAR, SRMIREEE, VeI W F#&Data,

#* 2-52: Data

e p AL fiiidk

Messageld String Zmm G B A ndadh

REAMNHKID,




Nl

Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=NotifyAddThingTopo
&GwProductKey=aldnfald7a
&GwDeviceName=gateway

&DevicelListStr=[{"productKey":"alabcabcab","deviceName":"devicel"}, {"

IotId":"edAjkIeBSsdfadjjllja*x*x"}]

&AIERSH

BRI

- JSON##\

{

"RequestId":"419A3FC1-B517-4958-9414-5546765FA51F",
"Success": true,

”Data": {
"MessageId":
}
}
- XMLA#

"abcabc123"

<?xml version='1.0' encoding='UTF-8'?>
<NotifyAddThingTopoResponse>
<RequestId>419A3FC1-B517-4958-9414-5546765FA51F</RequestId>
<Success>true</Success>

<Data>

<MessageId>abcabcl23</MessageId>

</Data>

</NotifyAddThingTopoResponse>

2.8.32 RemoveThingTopo
VA RS 5 ¥ B IR R

BRBH
B R BHNHE iR
Action String V3 FHATIEE, BUEH: RemoveThingTopos
TotId String & BRI E R AID,

BiH:
WMRIENZSE, MIEFEAProductKey
MiDeviceName, IotIdfihiasME—FriH
¥, HProductKeyfliDeviceNamefl {52
——X KR, WRERINEAIotId
MiProductKey5DeviceNamefl &, WILL
TotId Mk,




i Fom REDE HiR
ProductKey | String & TR RIS TR R I S Key,
BiHH:
WRIENESE, TS ADev ceName
DeviceName |String & TR 5 R 519 24
BihH:
mMAE N %S, FTFRN{EAProductKey
NGRS |- 2 W2 WHunique_111,
EESK
P S A
RequestId String B B 2 i i SR A R HE— BRI
Success Boolean FoREBEEBRY), truedon kY, falseZoRiaH

%m&o

ErrorMessage |String

VAP ORIGE, 3Rl R 2

Code String VI, JRMIREEIRAS, BEIAMTENE, ES W
Ego
Data Boolean ERIFP R RIIEE S, trueFmMBRKY), falseFms
BRI,
ANl
i SRRl

https://iot.cn-shanghai.aliyuncs.com/?Action=RemoveThingTopo
&IotId=CgXL5h5ysRTA4NXjABjjO010fax*x*

&AILTE RS
AL NG
- JSONA#X
{
"Data": true,
"RequestId":

"Success": true

"O98BEEF4-58F4-4181-A891-5D37DB6C4C3B",




}

- XMLKg

<?xml version='1.0' encoding='UTF-8'?>

<RemoveThingTopoResponse>
<RequestId>098BEEF4-58F4-4181-A891-5D37DB6C4C</RequestId>
<Success>true</Success>
<Data>true</Data>

</RemoveThingTopoResponse>

2.8.33 QueryDeviceStatistics
VAT e I A T R A B

BREH
B RARY prxd A fifiid
Action String 3 THATH#E, BUE: QueryDevic
eStatistics,
ProductKey |String & EERN B FIRBR™ MKey,
- AN Key, FHRMIZ™ S PRRESH
B,
- MEANESE, WHRNS A R&EST
B,
IotInstanc |String % PIETPIAMERS B PO B HT 1S NS5
eld ID,
NEERSEL |- 2 W2 WHunique_111,
R[EIS#
HR ey i
RequestId String Bl B 2 i i SR A RN HE—BR A
Success Boolean FOREETRMRY, trueFon iR, falseZniim
%m&o
ErrorMessage |String VA ORI, R A S R
Code String VIR, RIS, BN, W2
NW#unique_139,
Data Data VRN, BEREESIHER. FEES K.




£ 2-53: StatisticsInfo

e R ik
deviceCount |Long [$4:458/ 8
onlineCount |[Long TR a8
activeCount |Long [Sh RN
Nl
SRR

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceStatistics
&ProductKey=alx***xx***%

&R RS
IR R

- JSON#&

"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",
"Success": true,
"Data": {
"deviceCount": 100,
"onlineCount": 10,
"activeCount": 50
h;
ks

- XMLKg

<?xml version='1.0' encoding='utf-8'?>
<QueryDeviceStatisticsResponse>

<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>

<Success>true</Success>

<Data>
<deviceCount>100</deviceCount>
<onlineCount>10</onlineCount>
<activeCount>50</activeCount>

</Data>

</QueryDeviceStatisticsResponse>

2.8.34 SetDeviceDesiredProperty
VPR B L b 1 S IO AL

PR %135 BA

- R TEA SRR BB E T,
- RN RS TR ELOM )R,



- R tIE)E, BEEMEMRA (Version) H0, BREEEIIZEMEER, WREE Version
28, WiFEfEEVersionfi 0,

Eq ]

PRl

Tk

Action

String

THUTHERE, BUH: SetDeviceD

esiredProperty,

IotId

String

oA

W E R PEFEA A ID,

BiH:
WRIENZSE, MIEHFEEAProductKey
MiDeviceName, IotIdfihikaiME—FriH
¥, HProductKeyfliDeviceNamefl {52
—— R R, WM AIotId
MIProductKey5DeviceNamefll &, WILL
IotIdMifk,

ProductKey

String

o

TR B PEEEN B S PRIEN ™ fiKey.

BiH:
WRENZSE, FRNE ADeviceName

o

DeviceName

String

o

TR BRI B 1A R,

BEHH:
WRENZSE, THBHEAProductKey

o

Items

String

ho

LRENBIR)EIEE, 48 vkey:value, ¥
a5 M JSON String, WI{"Power":1},

N2 U F#ltems,

BiHA:
B2 A 10N 8 P4,




o

Versions String

LRTRREMEFERA, )k Nkey:value,
Pt 0 JSON String, WI{"Power":2},

HIE2 W ¥ Versions,

BiH:
WG NIRA S 5 M RAARTY, MRS58
FHEAL LRI R, B AT a0 Em
MAS, AIDAMENRAS, hFREANE
MIJSON, BMEAN{D,

PIERSEL |- & W#unique_111,

&

& 2-54: Items

g R TR

key String BUEBRPERIR UG (identifier) . AIERMIAY, 13
SR RIIREE X R M identifier,

Big:
- BB SRS R, WRERE T AR
JEk, BEEIESI
- —RHY, keyEUE (RETERidentifier) A&
fEdAE,

value Object WU EIIER AL, IR AN R P SR
FOURIATEA,

BeHA:
i E v E null, WIFRTE 2SS T,




£ 2-55: Versions

4R B ik
key String BUERETERRRIRTT (identifier) . nIfEfEHlGH, B
#E oG P EEEENidentifier,
Bi:
—RPAHY, keyWHUE (BYEPEidentifier) AREH
EO
vatue Long 4 91 R O 5.
BHREEPIREMEEN, {HE%SEER0, HREEN
BEHES, W EmAS N, PUGERRB B ZE
Ja, PREG B REERRA L (B3 R E
BIRTEAEN, HERSBEN, BERYG, WMASH
N2 WRREN, IBERSBIN2, RERY)
G, WASANER3; PR .
BEHA:
HTEANRIRA S5 SETRA SR, WRRRIL
RESE
4R Ay ik
RequestId String B B 2 i i SR A R HE— BRI
Success Boolean FORRETRMRY, trueFon AR, falseFniiil
%mo
ErrorMessage |String VA ORI, R A S R
Code String PARRIGON, TRMIRETIAS, FEASTENT, S WG
Ego
Data Data VAR, IRMIREE, RS W R K Data,
% 2-56: Data
4R BN ik
MessageId String = MR E R HERTHRID,
Version String AREEBIBEMEES, W8 PR iR A S




Nl
Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=SetDeviceDesiredProperty
&ProductKey=alx*x*x*x*x*x*

&DeviceName=devicel

&Items=%7B%22LightAdjustLevel%22%3A1%7D
&Versions=%7B%22LightAdjustLevel%22%3A10%7D

&R S

A E RN
- JSON##\

{

"Data": {
"MessageId": "300511751",
"Versions": "{\"Power\":2}"

},
"RequestId": "AADE79D2-B328-4FC6-A3EQ-34BB23BCA440",

"Success": true

}
-« XMLA#3X

<?xml version='1.0' encoding='utf-8'?>
<SetDeviceDesiredPropertyResponse>
<RequestId>AADE79D2-B328-4FC6-A3E0O-34BB23BCA440</RequestId>
<Success>true</Success>
<Data>
<MessageId>300511751</Messageld>
<Versions>{"Power":2}</Versions>
</Data>
</SetDeviceDesiredPropertyResponse>

2.8.35 QueryDeviceDesiredProperty
A i O 7 W e e A O 2 A

PR %135 BA

- HiEtE AR i RE .
- R R RER 10BN RE,

BEREH
30 7 RE LT fiig
Action String yris THATIHE, BUE: QueryDevic
eDesiredProperty,




€

Pl

Tk

IotId

String

EHWNBHFID,

BiH:
WEREANEZSE, WIFTFEAProductKey
MiDeviceName, IotIdfikiaeME—FriH
¥, HProductKey & DeviceNamefl&
e MMAXR, GREFRNEZAIotId
MIProductKey5DeviceNamefl &, WILL
IotIdMifk,

ProductKey

String

i)

ER MR HIRIE ™ hKey.

BiHA:
WRENZSB, TFRHE ADeviceName

o

DeviceName

String

o

EA MV HIAR

BiHA:
WRENZSB, TFRHEAProductkey

o

Identifier

S

List

o

LA RER BRI (identifier) 5
%,

B Etkidentifier, WERHIGYH, B
FFJE = A B RERE SCH AR

BiHA:

- RIAH, % A101 identifier,

- A AEE R Eidentifier,

- BEMEARSEL, KRBT R
IR

I

H2WHunique_111,

€

Rl

Tk

RequestId

String

Bel B 2R i SR 2 R ME— bR AT




Nl

AR R fiiid
Success Boolean TR AT, truedoRHARY, false¥omniil
2RI
ErrorMessage |String VAR ORI, IR S R
Code String VARG, TRIMIRE A, FEASTENE, WS WG
.,
Data Data VAR, REEDE. S TR,
%< 2-57: Data
AR PR fiiik
List List< BERETEER. TEE2 W & DesiredPropertylnfo
DesiredPro °
pertyInfo>

% 2-58: DesiredPropertylnfo

e I ik
Identifier String JETERR IR
Name String JB LA R,
DataType String JR BRI,
Time String WRE TSSO W], ahi 2R,
Value String IR P
Unit String JEPE A
version Long R LA 5
[CE &N

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceDesiredPr
operty

&IotId=SR8FiTulR9tTLUR2V1bmi0010***x*

&Identifier.l=Weight

&Identifier.2=Circle

&AIEHIRSH

B




- JSON %=X
{

"RequestId":"57b144cf-09fc-4916-a272-a62902d5b207",

"Success'": true,
"Data":{
"List":{
"DesiredPropertyInfo": [
{
"Name": "WeightName",
"Value": "50.0",
"Time": "1517553572362",
"DataType": "double",
"Identifier": "Weight",
IIUn-itll: llCll’
"Version": 10

¥,

"Name": "CircleName",
"Value": "50.0",

"Time": "1517553572362",
"DataType": "double",
"Identifier": "Circle",
"Un-itll: "Cll,

"Version": 10

}
- XMLKgR

<?xml version='1.0' encoding='utf-8'?>
<QueryDeviceDesiredPropertyResponse>

<RequestId>57b144cf-09fc-4916-a272-a62902d5b207</RequestId>

<Success>true</Success>
<Data>
<List>
<DesiredPropertyInfo>
<Time>1517553572362</Time>
<Name>doublePropertyName</Name>
<DataType>double</DataType>

<Identifier>doubleProperty</Identifier>

<Value>50.0</Value>
<Unit>C</Unit>
<Version>10</Version>

</DesiredPropertyInfo>

<DesiredPropertyInfo>
<Time>1517553572362</Time>
<Name>CircleName</Name>
<DataType>double</DataType>
<Identifier>Circle</Identifier>
<Value>50.0</Value>
<Unit>C</Unit>
<Version>10</Version>

</DesiredPropertyInfo>

</List>
</Data>



</QueryDeviceDesiredPropertyResponse>

2.8.36 QueryLoRaJoinPermissions
TRZHEE & LoRaWAN A SR IES] %,

BERESEH

e R RRLFE 1130

Action String 3 FHATH#RE, BUE: QueryLoRal

oinPermissions,

PILHERSE |- P PIERSE, HZW#unique_111,
REISEK

e AL ik

RequestId String B B 2 M SR A PR ME— BRI AT

Success Boolean FoRR B PHRY), truedonfiHRY), falseFoniiH

FS8

ErrorMessage |String

LLLIES S A A TN R vk RS

Code String VAN, IR WIS,
JoinPermis List< VRSN, RIS NMSEEEE. TR W R
sions JoinPermission |JoinPermission,

>

£ 2-59: JoinPermission

e E 130
JoinPermissionId String APISEUEID, APSEUERIME—BRIE,
OwnerAliyunPk String APSEUERIEE AR L A K S 1D,
JoinPermissionName  |String AWMU,
FregBandPlanGroupId |String APISEUER -3 T RIID, BUA
- CN470: [H3
- CN470: 53

- AS923: [FI3




]l

€ PRl ik

ClassMode String AMISEUER HEE R, B :

o A BRURBEE FOVPAEE.

-+ B: 2B AL BN BT B
- C: ZUmRAFSIPERRE L, L
KM,

JoinPermissionType String APISEUERRA, BUA :

- LOCAL: HHIEIE,
- ROAMING: B2k,

Enabled Boolean APASEUER IS s RS, B :
- true: |HH
- false: 51

i Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=QuerylLoRaJoinPermissions
&ASLIE RS EYL

IR a7
- JSON##3\

{
"RequestId": "A6B85BE6-D199-4634-AC24-ADO8CD289D9B",
"Success": true,
"JoinPermissions": {
"JoinPermission": [

"Enabled": true,
"JoinPermissionType": "LOCAL",
"JoinPermissionId": "8%xx",
"OwnerAliyunPk'": "1375364789%*xx",
"ClassMode": "B",
"JoinPermissionName": "ForTest"
}
]
}
+

- XMLA#

<?xml version="1.0" encoding="UTF-8" 2>
<QuerylLoRaJoinPermissions>
<RequestId>A6B85BE6-D199-4634-AC24-ADO8CD289D9B< /RequestId>
<Success>true</Success>
<JoinPermissions>

<JoinPermission>

<Enabled>true</Enabled>



<JoinPermissionType>LOCAL</JoinPermissionType>
<JoinPermissionId>8*xx</JoinPermissionId>
<OwnerAliyunPk>1375364789*x*x</0wnerAliyunPk>
<ClassMode>B</ClassMode>
<JoinPermissionName>ForTest</JoinPermissionName>
</JoinPermission>
</JoinPermissions>
</QueryLoRaJoinPermissions>

2.8.37 CreateLoRaNodesTask

VA DRt R M LoRaWAN B AT ML 55

fEFAPRH!
PR e 2l R IN500 48245
EREE
e ey poail U filiid
Action String y LHITHIERME, BUE: CreateloRa
NodesTask,
ProductKey |String 3 BRI hKey,
DeviceInfo [List< 2 LoRaWAN &5 BHI%R, S W RE
s Devicelnfo> Devicelnfo,
BiH:
BARVA I 2 T RIS 004 B & 5 B
PNIHERSE |- P AIERSE, HZW#unique_111,
% 2-60: Devicelnfo
e JHl ol A 130
DevEui String s LoRaWAN% & W DevEUL, HAERME—RIL,
PinCode String P LoRaWAN ;& HPIN Code, HIFH:E:
DevEUIR &AM
RES#K
e ] iR
RequestId String B B 2 M SR A R ME— BRI AT
Success Boolean RV, truedonHRY), falseZoRPMR
W




e R ik
ErrorMessage |String PAF RIS, IR I R E R
Code String VARG, RIS,
TaskId String VAR, GRPRIFHESSID,
BEW:
HZEREZID, HiR &SRR TERIZID,

5l

IERZN
https://iot.cn-shanghai.aliyuncs.com/?Action=CreateLoRaNodesTask
&DeviceInfo.1.DevEui=d896e0ffffetxxxx
&DeviceInfo.1l.PinCode=562959
&DeviceInfo.2.DevEui=d896e0ffffer*xxxx
&DeviceInfo.2.PinCode=573091
&ProductKey=alHfDI4***x*
&RFETRSEL

AL RN
- JSON#&3X

"RequestId": "38D5FDA5-19B9-445D-8713-213B743266DE",
"TaskId": "62146",
"Success'": true

}

- XMLKg

<?xml version="1.0" encoding="UTF-8" 2>
<CreatelLoRaNodesTask>
<RequestId>38D5FDA5-19B9-445D-8713-213B743266DE</RequestId>
<TaskId>62146</TaskId>

<Success>true</Success>

</CreateLoRaNodesTask>

2.8.38 GetLoraNodesTask
VAR %k O W R T EFLORaWAN I & L85 HIIR S,

BEREE

Action String s EHATIERE, HUE: GetLoraNodesTask,




AR B prexay A ik
TaskId String pi FMLoRaWAN AT HIID, B
i CreateLoRaNodesTaskfI#{T:55)5, &Ml
MTaskId,
PIERSE |- pss AEERSE, S W#unique_111,
R[EBE
B R ik
RequestId String Bl B 2 i 0 SR A R HE—FR A
Success Boolean EFHBY, truedorHBY), falseFmipIk
W,
ErrorMessage |String VA IR, 3R A S R
Code String VARG, IR B ET RS,
TaskId String VA RN, IRERHTS5ID,
TotalCount Long RSS2 1Y 280
SuccessCount |Long MR R
FailedCount |[Long MR B
SuccessDev List<String> TR & #5 DevEUTHIER,
Euis
TaskState String LS5 PITIRES,
- RUNNING: {E551IEfEHITH,
- FINISH: (L5 EPITEEE,
5l
TRl
https://iot.cn-shanghai.aliyuncs.com/?Action=GetLoraNodesTask
&TaskId=62146
&AALIE RS EL
AN
. JSONH4=
{
"TotalCount": 2,
"SuccessCount": 2,
"RequestId": "D5C7AC1l0-97A4-42EA-8F92-CDBCCCO2DDAC",

"SuccessDevEuis": {



"SuccessDevEui": [
"d896e0ffffOlx*x%"
"d896e0ffffOlxxxx"

]

1,

"TaskId": "62146",
"TaskState": "FINISH",
"Success'": true

}

- XMLKg

<?xml version="1.0" encoding="UTF-8" ?>
<GetLoraNodesTask>
<TotalCount>2</TotalCount>
<SuccessCount>2</SuccessCount>
<RequestId>D5C7AC10-97A4-42EA-8F92-CDBCCCO2DDAC<K/RequestId>
<SuccessDevEuis>
<SuccessDeVEUi>d896e0ffffOlxx*xx</SuccessDevEui>
<SuccessDeVvEuUi>d896e0ffffOlx*x*xx</SuccessDevEui>
</SuccessDevEuis>
<TaskId>62146</TaskId>
<TaskState>FINISH</TaskState>
<Success>true</Success>
</GetLoraNodesTask>

2.8.39 QueryDeviceFileList
VA A R B A LA SIIBI T £ KT A SCFB

iEA

PAHNZR IR RIS R, AR RESbhE, TR N Egnt, 351
HQueryDeviceFile#ify,

BEREH
4K R y il A filiid
Action String pss TPITRIPRME, HUA: QueryDevic
eFilelList,
TotId String & BERWNBERFID, Bt —hRiNTT,
BEWI:

MR NZSE, WIEFREA ProductKeyHl
DeviceName, IotIdfER¥EssHE—FRiR

¥, Ml ProductKey'5 DeviceName#i &
R XRIER, WRERINEA TotIdfl
ProductKey% DeviceName#dl#, WA
IotId Mk, AEEFRAZTSEL




R[EEEK

AR R Y A filiik
ProductKey |String i ZE WS R B MKey,
LR

WMRENZSE, RRINEAN

DeviceName,
DeviceName [String % T W BRI AR,

BEWI:

WREANZSE, RFRNEA ProductKey.

PageSize Integer B AL S SR NI A STk 36~ S YN 1Y <1
200, BRIMERZL0,
CurrentPag |Integer ED SoRIRMISSRPIE L, BUNRUEL, BRIME
e 1.
RERSE |- v HZWHunique_111,
R R fiiid
RequestId String Bof M 2 0h i SR A R ME— BRI
Success Boolean FoREBTRRY), truedoniHRY), falseZnid
;iFS]/8
ErrorMessage |String VARSI, 3R A S E R
Code String VARG, RIS, TR, WS WG
Ego
Data List<FileStoreS VAR R, BB SEERAIR, ENS IR
ummary> FéFileStoreSummary,
% 2-61: FileStoreSummary

%R R filiik
FileId String BV NIV
Name String X4
Size String RN
UtcCreatedOn |String S GIEEIN E)




Nl

RN

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceFilelList
&ProductKey=alx*xx*xx*xx*

&DeviceName=deviceNamel

&PageSize=10

&CurrentPage=1

&AL RSEL
AN
- JSONH4=X
{
"PageCount": 1,
"Data": {
"FileStoreSummary": [
{

"Name": "testFile2.txt",

"FileId": "xLOG67MBLBDtkR7GCfTx*x*xx*"
"UtcCreatedOn": "2019-03-21T08:45:42.000Z",
"Size": "102400"

Iy

{
"Name": "testFile3.txt",
"FileId": "6UColSgbqnQEoh9aKgD*x*x*x"
"UtcCreatedOn": "2019-03-21T08:45:42.000Z",
"Size": "102400"

Iy

{

"Name": "testFilel.txt",
"FileId": "IhXXww3Eeu6uzSOSCyux*xx*xxx*'"
"UtcCreatedOn": "2019-03-21T08:45:40.000Z",
"Size": "102400"
}
1

I

"PageSize": 10,

"RequestId": "7C7BA526-826D-46AA-A45E-55D21E6D1583",

"CurrentPage": 1,

"Success": true,

"Total": 3

}

- XMLKg

<?xml version="1.0" encoding="utf-8"7?>
<QueryDeviceFileListResponse>
<PageCount>1</PageCount>
<Data>
<FileStoreSummary>
<Name>testFile2.txt</Name>
<FileId>xLOG67MBLBDtkR7GCfTx**xx*x</Fileld>
<UtcCreatedOn>2019-03-21T08:45:42.000Z</UtcCreatedOn>
<Size>102400</S1ize>
</FileStoreSummary>
<FileStoreSummary>
<Name>testFile3.txt</Name>
<FileId>6UCo01SqbqnQEoh9aKgDx**xx*x</FileId>



<UtcCreatedOn>2019-03-21T08:45:42.000Z</UtcCreatedOn>
<Size>102400</Size>
</FileStoreSummary>
<FileStoreSummary>
<Name>testFilel.txt</Name>
<FileId>IhXXww3Eeub6uzSOSCyu*x*xx*</Fileld>
<UtcCreatedOn>2019-03-21T08:45:40.000Z</UtcCreatedOn>
<Size>102400</S1ize>
</FileStoreSummary>
</Data>
<PageSize>10</PageSize>
<RequestId>BFO6F7FD-B199-4B90-9128-8416F975135E</RequestId>
<CurrentPage>1</CurrentPage>
<Success>true</Success>
<Total>3</Total>
</QueryDeviceFilelListResponse>

2.8.40 QueryDeviceFile
VA I A O e A LA SUIBI V- E3 TK  SCOPE L

BERBH
PR g i R BHE fiiid
Action String 2 FHATIOEE, BUH: QueryDeviceFile,
IotId String & AW BEARID, VEME—FRINAT,

BeHA:

Totld Mk, AREFEAZESH,

MR NZSE, WIEFREA ProductKeyfl
DeviceName, TotIdfi: i aE—HRIN

¥, Ml ProductKey5 DeviceName#i &y
B XMIRR, WRERINEA Totldfl
ProductKey 4 DeviceName&l#, WA

ProductKey [String S ZE WS RIBH™ MKey.,
BLWI:
MR NZSR, RRREA
DeviceName,
DeviceName |String B AW AR,
BLW:
WMRENESE, HTHFEBHEA ProductKey,
Fileld String y SAFFRIRTT
RERSE |- 7o HZWHunique_111,




R R filiik
RequestId String B B 2 % 0 SR A R HE— B AR
Success Boolean TR BRI, truedonAMRY), falseZoni
PRI
ErrorMessage |String VA ZRIGUN, IR B R
Code String VARG, RIS, FASTEN, WES WG
Ego
Data Data VAN, BRI SFHE R, A2 W R Data,
& 2-62: Data
e p L fitiik
Fileld String SR IRAT
Name String X4,
Size String XER,
UtcCreatedOn |String SCPF RN ),
DownloadUrl |String X F#URL,
N
WHRRHI

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceFile
&ProductKey=alx**xx*%*x*

&DeviceName=deviceNamel

&FileId=6UCo1SqbgnQEoh9aKgD* ***x*

&R RS
IR R
- JSON#&

{
"RequestId": "93C5276D-5C8A-40D9-BFD6-4BD5B8C1AG8F",
"Data": {

"Name'": "testFile3.txt",

"DownloadUr1l": "http://iotx-file-store.oss-cn-shanghai.aliyuncs
.com/device_file/A849E4E5CFF64804A18D9384ACOD*x*x* /aGEKIpp5NA
GxdP20090000***x /testFile3.txt?Expires=1553162075&0SSAccessKeyId=
LTAIYLScbHiVx*x*x&Signature=%2F88xXdEFPukJx*x*x%2F8*x*x*%2Bdv3i0%3D",

"FileId": "6UColSgbqnQEoh9aKgDQO1lx**xx'",

"UtcCreatedOn": "2019-03-21T08:45:42.000Z",

"Size'": "102400"



Ty

"Success": true

}
- XMLKg

<?xml version="1.0" encoding="UTF-8" 2>
<RequestId>93C5276D-5C8A-40D9-BFD6-4BD5B8C1A08F</RequestId>

<Data>
<Name>testFile3.txt</Name>

<DownloadUr1l>http://iotx-file-store.oss-cn-shanghai.aliyuncs
.com/device_file/A849E4E5CFF64804A18D9384ACOD*xx*x* /aGEKIpp5NA
GxdP20090000*x*x /testFile3.txt?Expires=1553162075&amp ;0SSAccessKeyId
=LTAIYLScbHiVx*x*x&amp;Signature=%2F88xdEFPukJ*x*x%2F8x*x*%2Bdv3i0%3D

</DownloadUr1>

<FileId>6UC01SqbqnQEoh9aKgDQO1lxx*x</FileIld>
<UtcCreatedOn>2019-03-21T08:45:42.000Z</UtcCreatedOn>

<Size>102400</Size>
</Data>
<Success>true</Success>

2.8.41 DeleteDeviceFile

VA RTZR CURMBRTE AL Be s _EAL SR 5 6 E X F

BERESH
Action String pos TP TRIERE, BUE: DeleteDeviceFile,
IotId String En X BB RID, BRI,

BLH:
WRIENZSE, WIEREA ProductKeyfl
DeviceName, lotIdfERiEasE—FRil
¥, il ProductKey45 DeviceName#l ¢y
R MNRRR, GREFRNEAN Totldfl
ProductKey%4 DeviceName#l#y, WIPA
TotId Mk, FEEFE AZSEL,

ProductKey |String i SAFR R I B P BB ™ i Key.
BLW:
WRENZSE, RRINEAN
DeviceName,
DeviceName |String & A BB A PR
Bil:

WMRENESE, TFBHEA ProductKey,




€ i prail Ao ik

Fileld String yis SRR
NEERSE |- P 2 W#unique_111,
REISEK
e R ik
RequestId String R HL DM i SR A R M — B AT
Success Boolean FornB BB, trueFonlHRY), falseZonii
PR
ErrorMessage |String VAR IR, 3R Bl S R
Code String VARSI, IREIRYEEIANS, FHRSTEN, WES W
TN
ANl
[ER %N

https://iot.cn-shanghai.aliyuncs.com/?Action=DeleteDeviceFile
&ProductKey=alx**xxx*%

&DeviceName=deviceNamel

&FileId=6UCo1SqbgnQEoh9aK#*xx**x

&AIEHIRS
B
- JSON##3

{
"RequestId": "C25255EA-9F6E-4E04-85FE-AC1E9C136EBB",
"Success": true

}

- XMLKg

<?xml version="1.0" encoding="utf-8"7?>

<DeleteDeviceFileResponse>
<RequestId>C25255EA-9F6E-4E04-85FE-AC1E9C136EBB</RequestId>
<Success>true</Success>



</DeleteDeviceFileResponse>

2.9 pHERE
2.9.1 CreateDeviceGroup
UELERERPANE e 50 g R
ERBE
Action String y3 PPITHIIRME, HUA: CreateDeviceGroup
SuperGroup |String % REID,
Id
HEAERR R, WAME NS,
GroupName | String 2 AR, BRSSO, YR B
FRRRIL O o KELGHE 4-30 945 (—4
HSCIEP S AR o
GroupDesc | String & SR, KIERHBIRN100727F (—AH SN
AR
RILFRSE |- P 2 WH#unique_111,
RESE
e HHY fitiid
Requestld String B B DM 2 SR A PR ME— BRI AT
Success Boolean FoRREWAEY, truedoRAfRY), falsedniii
v/ 8
ErrorMessage |String VARG, 3R ) RS R
Code String B, HZ2 W4#unique_124,
Data Data &% FEGroup,
% 2-63: Group
4R Y ik
GroupName String I iE i
UtcCreate Date B ],
GroupDesc String Srefitiin,




e R ik
Groupld String SHEHID, FRGi s R 2 R ME— AR IRAT
il
R

http://iot.cn-shanghai.aliyuncs.com/?Action=CreateDeviceGroup

&GroupDesc=Group test

&GroupName=grouptest
&ASEHR S

R

{

"Data":{
"GroupDesc"
"GroupName"
"UtcCreate"

:"Group test",
:"grouptest",
:"2018-10-17T11:19:31.000Z2",

"GroupId":"HtMLECKbdJQLIcbY"

1,

"RequestId":"4D6D7F71-1C94-4160-8511-EFF4B8F0634D",

"Success":true

2.9.2 UpdateDeviceGroup

PRz NS AE R

BEREH

Action String v FEHATIEAE, BUE: UpdateDeviceGroup
Groupld String o SrEHID, SreHi 2R ME—FRiRET,
GroupDesc | String B BRErditd, KERFIN100975F (—4
SNl — A o
NERSE |- v W2 WHunique_111,
RESE
e e ik
Requestld String B B 2 i 0 SR 2 IR E— BRI
Success Boolean FoREBTHRY, trueniilRY), falseZoRiiH

FSL8

ErrorMessage |String

VAHIRIG, 3B IR SR B




Nl

4R B ik
Code String REIEEBAEY, 1HZ W#unique_124,
R

http://iot.cn-shanghai.aliyuncs.com/?Action=UpdateDeviceGroup
&GroupId=W16X8TvdosecZu9l
&GroupDesc=test2

&AIEIRSH
R
{

"RequestId":"B78B4FD1-AE89-417B-AD55-367EBBOC6759",
"Success":true

2.9.3 DeleteDeviceGroup
VAT MR 6 53 4.

BERESH
R By P oy A fiiik
Action String P BHITHIERE, HUH: DeleteDeviceGroup
Groupld String y SHEID, S aRME—RRIRET,
rERSEY v HZWHunique_111,
REIS
R R filiik
Requestld String B B 2 % 0 SR A R HE— B AR
Success Boolean FORRERRY, trueZonAMRY, falseFonifm
2RI
ErrorMessage |String VA JRIGRE, Rl H B E R
Code String REIFEEAEY, 2 W#unique_124,
5l
(RN

http://iot.cn-shanghai.aliyuncs.com/?Action=DeleteDeviceGroup
&GroupId=tDQvBIgbUyHskDse




&AIERSH
BRI

{
"RequestId":"B78B4FD1-AE89-417B-AD55-367EBBOC6759",
"Success":true

}

2.9.4 BatchAddDeviceGroupRelations
VAR TR R B 58 (PTHLRORIN#)

BEREH
e f i BT fiid
Action String o EHUTHIRME, BUE: BatchAddDe
viceGroupRelations,
Groupld String 2 SreHID, sre 2 RME—FRIRET,
Devices List< P ERMB AR ER, SN
Device> Device,
PIFRSE - o 5% W#unique_111,
#k 2-64: Device
e f RE VTR fitiid
ProductKey String o BEAINE 53 AL BE & Fm ™ ihKey
DeviceName String = SEAINE 53 B B 445
R[E S
e HHl ik
Requestld String B B 2 i 0 SR A R ME— BRI
Success Boolean FORVARRE Y, trueFnlHmRY), falseFniii]
ySI'8
ErrorMessage |String R PSR B
Code String BEHRR, 2 W4unique_124,
ValidDevic Integer RSB SRR EE,
eCount
SuccessAdd Integer JRIJEIM B 7 B B B,
edDeviceCount




ANt

AR R fiiid

ExceedMaxG |Integer HRSED, CLFMEI104 35 104 BA L 4 i & 4L
roupDevice B (—APRFRZEFMEL01 74D .

Count

AlreadyRel Integer JRE LM BN B B

atedGroupD

eviceCount

R

http://iot.cn-shanghai.aliyuncs.com/?Action=BatchAddDeviceGroupR

elations

&Device.l.DeviceName=ZHuPo6sZzv7pOzYhv31ly
&Device.l.ProductKey=alkORrKiwQj
&Device.2.DeviceName=rB4VIPDW2FCPmwuf2N3Y
&Device.2.ProductKey=alkORrKiwQj

&GroupId=6VfheblLg5iUerXep

&AIERSH
BRI
{

"SuccessAddedDeviceCount":2,
"ExceedTenGroupDeviceCount":0,
"ErrorMessage":"2 devices have been added, and 0 devices failed to

be added.",
"ValidDeviceCount":2,

"AlreadyRelatedGroupDeviceCount":0,
"RequestId":"671DOF8F-FDC7-4B12-93FA-336C079C965A",
"Success":true

2.9.5 BatchDeleteDeviceGroupRelations
VA G T R RN 3 AL e 5

CRUMBRBE #5550 IR R, ARV ALY )

BERBH
% gyl prory i iR
Action String s BPATHHE, BUA: BatchDelet
eDeviceGroupRelations,
Groupld String 2 SHID, S ARME—FRIRET,
Devices List< 2 FEMN PR RS, S TH#R
Device> Device,
AEERSE - = 2 WH#unique_111,




Nl

£ 2-65: Device

AR L BT filiik

ProductKey String 2 SN INBRAY B 2 B I~ i Key

DeviceName String 2 BN IBRA R B 25 24 R

B

e BN ik

ValidDevic Integer FORSEPEIMBRR B A, AR ARG (BIER

eCount R EER) .

SuccessDev Integer JRY I\ IR A 35 B 2R

iceCount

AlreadyRel Integer MRRRG, CEmME 43 a8k,

atedGroupD

eviceCount

Requestld String B B 2 i 0 SR A IR — BRI

Success Boolean TR EHARY, truedonARIY), falseZoRaH
R

ErrorMessage |String )i SV L A {5 H i Y S

Code String BEHRR, 2 W4unique_124,

R 2N

http://iot.cn-shanghai.aliyuncs.com/?Action=BatchDeleteDeviceGro

upRelations

&Device.1l.DeviceName=ZHuPo6sZzv7pOzYhv31ly
&Device.l.ProductKey=alkORrKiwQj
&Device.2.DeviceName=rB4VIPDW2FCPmwuf2N3Y
&Device.2.ProductKey=alkORrKiwQj

&GroupId=W16X8TvdosecZu9l

&I RS
RN
{

"SuccessDeviceCount":2,
"ValidDeviceCount":2

"AlreadyRelatedGroupDeviceCount":2,
"RequestId":"8739385E-143F-4389-B900-B7DF9174CEOD",
"Success":true




}

2.9.6 QueryDeviceGrouplnfo

VA R A 5 SR
BEREH
Action String pos LHATHHRME, BUE: QueryDevic
eGroupInfo,
Groupld String s SrHID, SreHi 2R ME—FRiRAT,
RILFRSE |- P 2 WH#unique_111,
RESH

e I filiid

Requestld String Rl B 2 % 0 SR A R HE— B AR

Success Boolean FoRRG Y. truedoniAHRY), falseoRiiH
R

ErrorMessage |String VA JRIGRE, R B E R

Code String B, HZ2 W4#unique_124,

Data Data VAR YIRS R AE BB, WS % TR
GrouplInfo,

& 2-66: Grouplinfo

ey FHl ik

GroupName String ip iR

UtcCreate String G ],

DeviceOnline |Integer TRk a8

DeviceActive  |Integer BE R R R

DeviceCount |Integer 244588

Groupld String 51D,

GroupDesc String srefinik,




Nl
Rl

http://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceGroupInfo
&GroupId=tDQvBIgbUyHskDse

&AIEIRSH
B

{
"Data":{
"DeviceOnline":0,
"DeviceActive":1,
"GroupName":"yanglv",
"DeviceCount":10,
"UtcCreate'":"2018-09-14T14:35:51.000Z",
"GroupId":"tDQvBJIgbUyHskDse"
1,
"RequestId":"7411716B-A488-4EEB-9AAO-6DBO5AD2491F",
"Success":true

2.9.7 QueryDeviceGrouplList
VAR R 153 S M LR,

BEREH
AR B RHEBH ik
Action String P ZHITRIERME, BUE: QueryDevic
eGrouplList,
GroupName |String & Vi iR
- BANDHLRR, WSS APREITER, SR
S AR A,
© BAAMEARSE, W T R E,
SuperGroup |String & RAID, EHHRH FRF bR, Tk
Id ASEL
PageSize Integer £ Ul TR, BAMFRA200, BRIMARZL0,
CurrentPage | Integer B fE MR ISR RSB L G R, BRMEN
1.
RILFRSE |- v 2 WH#unique_111,




R[OEE

e I fitiid

RequestId String B B 2 D 2 SR A PR ME— R IAT

Success Boolean FoRRG Y. truedonAHRY), falseRii
vSl/8

ErrorMessage |String VA JRIGRE, R B R

Code String BEIEEEAEY, 2 W#unique_124,

PageCount Integer S

PageSize Integer YRGS 8

CurrentPage Integer RS,

Total Integer JERRES

Data Data PRI, RERSAER, 2 W FEGrouplnfo,

BeW:

AR 019 73 2H A5 B S A S N R 420 5 HEB

% 2-67: Grouplinfo

ey Pl filiid
GroupName String g iR
UtcCreate Date JreH AN ),
GroupDesc String Sref ik,
Groupld String 541D,
N

HRBI
http://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceGrouplist
&PageSize=10
&CurrentPage=1
&AILTHRSE

RN

{

"PageCount":3,
"Data":{
"GroupInfo":[
{

"GroupName" :"testl",



]
¥,

"UtcCreate":"2018-10-09T02:58:

"GroupId":"Kzt9FD8wje8oW64y"

"GroupName'":"test2",

"UtcCreate":"2018-10-09T02:56:

"GroupId":"0ayrSQ3DSd7uXXXC"

"GroupDesc'":"Test",
"GroupName":"test3",

"UtcCreate":"2018-09-16T05:38:

"GroupId":"oWX1IQeFZtzCNsAV"

"GroupName":"ylv0915",

"UtcCreate":"2018-09-15T04:51:

"GroupId":"SfEiVapLPUjBVvSq"

"GroupName'":"ydlv",

"UtcCreate":"2018-09-14T14:35:

"GroupId":"z2S2h9NsDTZmH8MR"

"GroupName":"1ldh_group_3",

"UtcCreate":"2018-09-14T12:26:

"GroupId":"chn5fkjinXGc7pGl"

"GroupDesc":"ddd",
"GroupName":"ylvgisbim",

"UtcCreate":"2018-09-14T11:41:

"GroupId":"ncUZ8DjWYaB9Rx 10"

"GroupName":"abc",

"UtcCreate":"2018-09-14T09:14:

"GroupId":"zpdvwxzBdt4F1jYf"

"GroupName'":"test11",

"UtcCreate":"2018-09-14T07:22:

"GroupId":"BTaudF16X2xKQBNa"

"GroupName'":"testy",

"UtcCreate":"2018-09-14T01:58:

"GroupId":"PrTm3VOeggPwRUKQ"

"PageSize":10,
"RequestId":"BEFCA316-D6C7-470C-81ED-1FF4FFD4AAGD",
"CurrentPage":1,
"Success":true,

"Total":24

34.

40.

27.

56.

51.

20.

20.

30.

39.

06.

000Z",

000Z",

000Z",

000Z",

000Z",

000Z",

000Z",

000Z",

000Z",

000Z",



}

2.9.8 SetDeviceGroupTags
VRIS T, SRR, SRMRR Sy ALRRE,

PRI EA
AR 10053,

BEREH

AR R Py A filiid

Action String pss FHATHIERE, BUH: SetDeviceGroupTags

Groupld String ps SAID, ARERME—RIRRT,

TagString String ps JSON#ARIBRZ L, TagStringH
P& tagKeyfltagValuef
ik, tagKeyfiltagValueJARRENZS, %
AR IESOE S IR, W, [{"tagKey
":"h1","tagValue":"rr"}, {"tagKey
nengpn , "tagValue" Al rru}]o i%%%l}l_l_‘";‘
FTagString,
i E AR, B valueffiiesE ook
FMEL
i EMBRIEAPRSE, WAL ZbR N key Rl
valueBin],

RILHRSE |- ys 2 WH#unique_111,

& 2-68: TagString

% it Y A fifiik

tagKey String v PR, WRESSOONG FBE, BUFRIN
B5(), KEL2-3075F 2,

tagValue String = WM, Al ETh . SRR B R
Z(OFMEFRF(). KEATBIL128FHR, —
AN R27HY,

U EIESS 5
B R fifiid
Requestld String B B 2 i 0 SR A IR M — bR AT




4R B ik
Success Boolean TR AT, truedoRnAMEY, falseRiH
v 8
ErrorMessage |String VA JRIGRE, TR B R
Code String BRMEHTRES, H2 W#unique_124,
AN
R

http://iot.cn-shanghai.aliyuncs.com/?Action=SetDeviceGroupTags
&GroupId=W16X8Tvdosec*x*x
&TagString=[{"tagKey":"h1l","tagValue":"rr"},{"tagKey":"7h","tagValue
n : n r r-ll }:l

&AIEERSHL

B
- JSON##X

{
"RequestId":"12CFDAF1-99D9-42E0-8C2F-F281DA5E8953",
"Success":true

}

- XMLKg

<?xml version="1.0" encoding="UTF-8" 2>
<SetDeviceGroupTagsResponse>
<RequestId>12CFDAF1-99D9-42E0-8C2F-F281DA5E8953</RequestId>
<Success>true</Success>

</SetDeviceGroupTagsResponse>

2.9.9 QueryDeviceGroupTagList
VA A S HLBR A B R,

BERSH
R R oy A fiiik
Action String 3 BHITHIERE, BUH: QueryDevic
eGroupTaglList.
Groupld String 2 SHID, S RME—FRIRET,
NILHRSEL |- s 2 W#unique_111,




R[OEE

R BN ik

RequestId String Rl B 2 % 0 SR A R HE— B A

Success Boolean FORRBWHEY), truedoRPHRY), falsedRiiM
v/ 8

ErrorMessage |String VA JRIGRE, R B R

Code String BN, HZ2 W4#unique_124,

Data Data VAR, BERREER. 2 W FXGroupTagin
fo,

% 2-69: GroupTaginfo

ey & U ik
TagKey String P,
TagValue String PRASAH,
5l
SRR

http://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceGroupTaglList

&GroupId=W16X8TvdosecZu9l

&AIEIRS
BRI

{

"Data":{
"GroupTagInfo": [
{

]
1,

"TagValue":"bulb",
"TagKey":"rooml"

"RequestId":"214154FF-9D47-4E3F-AAAD-F4CE67F41060",
"Success":true

2.9.10 QueryDeviceGroupByDevice
VAR L A 3 — R A AL S L2,

iEA

HAi— A R 2 REgmaI101 4 .




R f Ay R LTE filiik
Action String 3 BHTIERE, HUE: QueryDevic
eGroupByDevice,

ProductKey [String = 7 imKey.,

DeviceName |String v [45 €27

NERSE |- P 2 W#unique_111

RES

AR P fifiid

RequestId String B B 2 i SR A R HE—FR AT

Success Boolean FoRREHAEY, truedoRAMRY), falsedRiii
R

Code String VAR, IREIAYETIRANS, 2 Wiunique_124,

ErrorMessage |String VAR, IR IR DA B

GroupInfos List<GroupInfo | JAHRIIN, BEIFGAGEE. FEIHESW TR

> GrouplInfo,

% 2-70: Grouplnfo

e R fiiik

GroupId |String HID,

GroupName | String SR,

UtcCreate |String 5 B LIS )

GroupDesc | String STEHAIA,

ANl
R

http://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceGroupByDevice
&DeviceName=test456

&ProductKey=alSKk9K****
&AILTHRSE

R




- JSON##

{
"RequestId": "7941C8CD-7764-4A94-8CD9-E2762D4A73AC",
"GroupInfos": {
"GroupInfo": [
{
"GroupDesc": "father desc",
"GroupName": "father1543152336554",
"UtcCreate'": '"2018-11-25T13:25:37.000Z2",
"GroupId": "6a3FF2XE2BKayWsM"
}
]
1,
"Success": true
k
- XML

<?xml version="1.0" encoding="UTF-8" 2>
<QueryDeviceGroupByDevice>
<RequestId>7941C8CD-7764-4A94-8CD9-E2762D4A73AC</RequestId>
<GroupInfos>
<GroupInfo>
<GroupDesc>father desc</GroupDesc>
<GroupName>father1543152336554</GroupName>
<UtcCreate>2018-11-25T13:25:37.000Z</UtcCreate>
<GroupId>6a3FF2XE2BKayWsM</GroupId>
</GroupInfo>
</GroupInfos>
<Success>true</Success>
</QueryDeviceGroupByDevice>

2.9.11 QuerySuperDeviceGroup
VPR % LR 75 SLTD A 43 21 L

BEREH
AP R Py U filiid
Action String pss PPITRIRIE, HUA: QuerySuper
DeviceGroup,
Groupld String y TrID, SRR RME—ARIRET,
RILFRSE |- P 2 W#unique_111,
REIS#K
R e it filiik
RequestId String B B = M SR A PR ME— R AT
Success Boolean ForRBTHRY), trueonHRY), falsefoniii
RI




e R ik

ErrorMessage |String VA ORI, R RS R

Code String IRMEEIREY, 52 WY,

Data Data VRN, BB R 45 BB, E5% P&
GrouplInfo,

% 2-71: Grouplnfo

e R ik
GroupName String R A R
Groupld String T Er A 51D,
GroupDesc String R iR,
Tl
TR

https://iot.cn-shanghai.aliyuncs.com/?Action=QuerySuperDeviceGroup
&GroupId=DMoI2Kby5m62S-irz

&R RSE
AN
- JSON 1%k

{ "Data":{
"GroupName'" :"IOTTEST",
"GroupId":"tDQvBJIgbUyHskDse",
"GroupDesc":"A test."
1,
"RequestId":"7411716B-A488-4EEB-9AAO-6DBO5AD2491F",
"Success":true

}
-+ XMLA#3X

<?xml version="1.0" encoding="UTF-8" 2>
<QuerySuperDeviceGroupResponse>
<Data>
<GroupName>IOTTEST</GroupName>
<GroupId>tDQvBIgbUyHskDse</GroupId>
<GroupDesc>A test.</GroupDesc>
</Data>
<RequestId>7411716B-A488-4EEB-9AA0-6DBO5AD2491F</RequestId>
<Success>true</Success>



</QuerySuperDeviceGroupResponse>

PRz D& AP B H1H,

BEREE

2.9.12 QueryDeviceListByDeviceGroup

Action String pos LHATHHRME, BUE: QueryDevic
eListByDeviceGroup,

Groupld String s SrHID, SreHi 2R ME—FRiRAT,

CurrentPage | Integer B fE R ERSGIRPRSE L, BRIMENL,

PageSize Integer £ foEig Mg R, R R AR, BRMA

H10,

NEERSE |- vos 2 WHunique_111,

e S ik

RequestId String B B M SR A R ME— BRI AT

Success Boolean FORR B, truedoRAMRY), falsedriii
R

ErrorMessage |String [0 SV U P A {5 H i Y S

Code String BIEEEARS, HZ W#unique_124,

Page Integer SR,

PageSize Integer YT ATENN) i d ¢ 187 8

PageCount Integer S,

Total Integer [$3- 95818

Data List VAR IR, TR B s 505 B, S W PR
SimpleDevicelnfo,

% 2-72: SimpleDevicelnfo

i Rl ik

ProductName |String BEEREI™ A PR,

ProductKey String B g™ ihKey.

DeviceName String B4R,




€

Rl Tk

Totld

ﬁo

Nl

TRl

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDevicelListByDev
iceGroup
&GroupId=7DIgqIllIjnhBsrA

&AIEHIRS

B

- JSON##={

{

}

"PageCount": 1,
"Data": {
"SimpleDeviceInfo": [

{

}
]
¥,

"DeviceName": "dio0s_1207_08",
"ProductKey": "alhWjHDWUbF",
"ProductName": "WIFIdevice",

"TotId": "TfmUAeJjQQhCPH84UVNN0010c66100"

"DeviceName": "dos_1207_07",
"ProductKey": "alhWjHDWUbF",
"ProductName": "WIFIgateway",
"IotId": "wVPeAksaboXB1RgvZNHQ0010310800"

"DeviceName": "E1IPK25iL4CTOwnuI2yt",
"ProductKey": "almV8bKjeP6",
"ProductName": "yanlv",

"IotId": "E1IPK25iL4CTOWnuI2yt0010598d00"

"PageSize": 10,

"Page": 1,

"RequestId": "B1A921D9-1061-4D45-9F12-EAGBOFDEDE30",
"Success": true,

"Total": 3

- XMLKgR

<?xml version="1.0" encoding="UTF-8" 2>
<QueryDevicelistByDeviceGroup>
<PageCount>1</PageCount>

<Data>
<SimpleDeviceInfo>
<DeviceName>ios_1207_08</DeviceName>
<ProductKey>alhWjHDWUbF</ProductKey>
<ProductName>WIFIdevice</ProductName>

String PR 65 i B R D, AR B I ME— bR




<IotId>TfmUAeJjQQhCPH84UVNN0010c66100</IotId>

</SimpleDeviceInfo>
<SimpleDeviceInfo>

<DeviceName>ios_1207_07</DeviceName>
<ProductKey>alhWjHDWUbF</ProductKey>
<ProductName>WIFIgateway</ProductName>
<IotId>wVPeAksaboXB1lRgvZNHQO010310800</IotId>

</SimpleDeviceInfo>
<SimpleDeviceInfo>

<DeviceName>E1IPK251iL4CTOwWnuI2yt</DeviceName>
<ProductKey>almV8bKjeP6</ProductKey>
<ProductName>yanlv</ProductName>
<IotId>E1IPK25iL4CTOWNuI2yt0010598d00</IotId>

</SimpleDeviceInfo>
</Data>
<PageSize>10</PageSize>
<Page>1</Page>

<RequestId>B1A921D9-1061-4D45-9F12-EA6BOFDEDE30</RequestId>

<Success>true</Success>
<Total>3</Total>

</QueryDevicelistByDeviceGroup>

2.9.13 QueryDeviceGroupByTags

VAR ZetR VR b 25 A M0 152 85 50 Al

BEREH

e B RELH ik

Action String v ZPATHIERME. BUH: QueryDevic
eGroupByTags,

Tags List 2 %51, TagiiTagKeyfiTagValuedlpk, H
K52 W PR Tag,
- XFiRPETagKeyfiTagValue#ifl,
- W A TagKeyiE 74 1,

CurrentPage | Integer B 8 R EWEI Rl BRIMERL,

PageSize Integer & faE [ UUR R IE R B, BRIMERZ 10,

NILHRSEL |- P 2 W#unique_111,

& 2-73: Tag

e ey poal A ik

TagKey String o e (key).

TagValue String B SrélbnAd (value),




R[OEE

R R ik
RequestId String Rl B 2 % 0 SR A R HE— B A
Success Boolean FoRREVRBERY, truedoniARRY), falseFniaH

FS 8

ErrorMessage |String

VARIR I, 3Rl RS R

Code String VWO, REIMEIRY, NN, E2s
N#unique_124,

PageCount Integer S,

PageSize Integer YRR S

Page Integer SR,

Total Integer Bl

Data Data VIR, BEAER, NN FEDeviceGroup

o

% 2-74: DeviceGroup

4R Y ik
GroupName String I iE i
GroupID String STEHID,
il
R H

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryDeviceGroupByTags

&Tag.1l.TagKey=group
&Tag.l.TagValue=tag
&CurrentPage=1
&PageSize=10

&R RSE

B
- JSON##X

"PageCount": 1,
"Data": {

"DeviceGroup":

{

"GroupName": '"testl1l",

"GroupId":

"ZOE1GF5aqcOthBtW"




1
1)
"Page": 1,
"PageSize": 10,

"RequestId": "9599EE98-1642-4FCD-BFC4-039E458A4693",

"Success": true,
"Total": 1

}
- XML&

<?xml version="1.0" encoding="utf-8"7?>

<QueryDeviceGroupByTags>
<PageCount>1</PageCount>
<Data>
<DeviceGroup>

<GroupName>testl1</GroupName>
<GroupId>ZOELGF5aqc@thBtW</GroupId>

</DeviceGroup>
</Data>
<Page>1</Page>
<PageSize>10</PageSize>

<RequestId>9599EE98-1642-4FCD-BFC4-039E458A4693</RequestId>

<Success>true</Success>
<Total>1</Total>
</QueryDeviceGroupByTags>

2.10 TopicEE

2.10.1 CreateProductTopic
VAT R R S 7 S Topic K.

PR %135 BA

A RS SO0 Topick.

R R Y U fiiik

Action String v FHITHIRME, BUA: CreateProd
uctTopic,

ProductKey |String v o HAE Topic K™ hKey,




€ Pl i

TopicShort |[String yis
Name

BB Topicki A& XK HAPK. Topick
BINML S productKeyHlideviceName
KKH, RHBEPAERL (/) 7h, H
¥ HM: productKey/deviceName/

topicShortName,

= ¥imA:
FHEEHWAHBARER SR, B I
& (O, HARENZ,

Operation |String =2 R M1 TopicRIRIFRIRL, HRfi:
SuB: TP,
PUB: %Aii,
ALL: RAGFT Y,

Desc String R TopicKfEREE. KIERGIN1005
T EANAE D)

NGRS |- 753 & W#unique_111,

U EIESS 5

AR R fiiid

RequestId String B M 2 Oh i SR A R ME— BRI

Success Boolean FoREETEHRY), truedondHRY), falseZoniiH

K

ErrorMessage |String

VAR ORIGE, 3Bl R E 2

Code String

VAR, RIS, BREAASTENS, 152 WHB
Ego

TopicId Long

BN, TIoT Hub#iidi TopicR 4 i Topic ID

o

-

= B
WZEREZER. ERMS & Topic N
I, ZEn]HETR B M Topic ID,




Nl

Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=CreateProductTopic

&ProductKey=alxx*xx**xxx
&TopicShortName=submit
&0peration=PUB
&Desc=submit a test topic

&AIERSH
BRI
{

"RequestId":"FCC27691-9151-4B93-9622-9C90F30542EC",

"Success":true,
"TopicId":10000

2.10.2 UpdateProductTopic
VA DS B R R S Topick,

BEREH

Action String & FPUTHIERME, BUH: UpdateProd
uctTopic,
TopicId Long = B Topick ID,
TOp'iCShOI"t Strlng é iﬁﬁTOplC%’@E‘] ail% E%fﬁ;o TOplC;s
Name BIMLEZproductKeyfldeviceName
HHKH, RHMEPAEML (/) ok, H
¥ M : productKey/deviceName/
topicShortName,
BiHA:
BHRHMAHRARER TR, BRI
& (O, HARENZE,
Operation [String %

BRI Topic R HHRERR, U
SuB: TPy,

PUB: KAifi,

ALL: RAGAITBY,




e FH RELH ik
Desc String B TopicKIHiR(E R, KEREI 1005
T EANHE—ADF)
NEERSE |- 2 HZWHunique_111,
RES#
e s i
RequestId String Rof B 2 3 SR A R HE— BRI
Success Boolean FoRREHAE, trueFonTHRY), falseFonii

FSl8

ErrorMessage |String

PRARIR I, Rl RS R

Code String VARTRIGCE, JRMIAGHRRD, BEDAGTESS, WE WHTR
.
Tl
RN

https://iot.cn-shanghai.aliyuncs.com/?Action=UpdateProductTopic

&ProductKey=alxx*xx**x*
&TopicIld=10000
&TopicShortName=resubmit
&0peration=PUB
&Desc=resubmit a test topic

&I RS
IR R
{

"RequestId":"FCC27691-9151-4B93-9622-9C90F30542EC",

"Success":true

2.10.3 QueryProductTopic
VA i D A R S IR Topick,

BEREE

% RE oy iR
Action String b FEHATIEAE, BUE: QueryProductTopic

]

ProductKey |String P

ERH TopicKiF)™ fhiKey.




AR R U fiiid
NILHRSE |- P 2 WH#unique_111,
R[E|S4

R et filiik

RequestId String R B 2 % 0 SR A R HE— B A

Success Boolean ForEEBVEARBRY, truedoniAHRY), falseFniaH
R

ErrorMessage |String [0 STV U P A {5 H i Y S

Code String VAR, RIS, FASTENE, S WD
.,

Data ProductTop PRI, BRI Topickis BAIE, 1EES

icInfo MW ProductTopicInfo,

T

% 2-75: ProductTopiclnfo

e I ik

ProductKey String 7 hKey,

1d String TopicZR ID,

TopicShort String TopicKHERproductkeyfideviceName AAMYFH,

Name

Operation |String B Topic R BREh, Hefi:
0: KA
1: T3
2: RATHIT

Desc String TopicKRHIR(E R

R

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryProductTopic
&ProductKey=HMyBx****x*x*xx




&AIERSH

AT AR
{
"Data": [{
IIIdII: IIJ.-GOGOII 5
"Operation": "o",
"ProductKey": "HMyB*xxx*x"
"TopicShortName": "/HMyBxx*/${deviceName}/update"
Ty
{
IIIdll: lllGOOlll 5
"Operation": "2",
"ProductKey": "HMyBx*x*x",
"TopicShortName": "/HMyBxxx*/${deviceName}/update/error"
Ty
{
"Id”: ”10002" 5
"Operation": "1",
"ProductKey": "HMyBxxx*'",
"TopicShortName": "/HMyBxxx/${deviceName}/get"
),

"RequestId": "B953EAFF-CFF6-4FF8-BC94-8B89F018E4DD",
"Success": true

2.10.4 DeleteProductTopic
VAR iz O MBR R E M Topicdk,

BEREH
e | RHELHR ik
Action String 2 EHATIERE, BUE: DeleteProd
uctTopice
TopicId Long b BRI Topic ID,
RIERSE |- v 2 W#unique_111,
R[E S
4R R ik
RequestId String B B 2 0 i 0 SR A IR M — BRI
Success Boolean FoREETRRY, truedoniHRY), falseZoniiH
K
ErrorMessage |String [:)ii ES]V L A (S H i Y S
Code String PRI, RIIAEEDARS. FASTEN, 1ES W
.




Nl

Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=DeleteProductTopic
&TopicId=10000

&AIEIRSH
B
{

"RequestId":"FCC27691-9151-4B93-9622-9C90F30542EC",
"Success":true

2.10.5 CreateTopicRouteTable
VAT 26 LT To pic IR BB H1 6 .

PR %135 BA

© —ATopickZ X 1004 HFrTopic.
- PHTopichi)E M & 200 CITE &
- PiTopicHl HbrTopicEIAHER A sys H LI FSE Topic,

WREH

Action String = THUTHERE, BUH: CreateTopi
cRouteTable,

SrcTopic String yis PiTopic, BMPHTBIMTopic, W, SrcTopic
=/xT7TaWKWOxx*x* /testDataToDataHub/
update,

DstTopic List P HAnTopicl#, BIMSrcTopicilBiHE
W Topickl#:, BIfEHA—4Topic, thff
FEERSR, W, DstTopic.1=/x7aWKw9
**x* /deviceNameTestl/add, DstTopic
.2=/xT7TaWKWO*xx* /deviceNameTest2/
delete,

NILHRSEL |- P 2 W#unique_111,

REIS%
R e it fiiik
RequestId String B B DM SR A PR ME— R IAT




B et fifiik
Success Boolean FornBE BB, trueFnlHY), falseFniiH

FS8

ErrorMessage |String

VRARIR I, Rl RS R

Code

String

VARTRIGCE, JRMIAGHRRS, BEDARSIESS, WE WHTR
.

FailureTopics |List

ARRERI) B HR R TopicklR,

Nl

R

https://iot.cn-shanghai.aliyuncs.com/?Action=CreateTopicRouteTable
&SrcTopic=%2Fx7aWKW9*xx*x%2FtestDataToDataHub%2Fupdate
&DstTopic.1=%2Fx7aWKW9**xx%2FdeviceNameTest1%2Fadd
&DstTopic.2=%2Fx7aWKWOxx*x+x%2FdeviceNameTest2%2Fdelete

&R S
R
{

"RequestId":"FCC27691-9151-4B93-9622-9C90F30542EC",
"Success":true,

"FailureTopics":[]

2.10.6 DeleteTopicRouteTable
VAR % U522 Topicls B K 2R,

BERESH

Action String P EHATHIERME, BUA: DeleteTopi
cRouteTable,

SrcTopic String g JiTopic, HMHTBIMTopic. W, SrcTopic
.1=/x7aWKW9**xx* /testDataToDataHub/
update,

DstTopic List 2 HinTopicHl#, BIMSrcTopicilFiHE
[ TopicklFK. Wl, DstTopic.1l=/x7aWKw9
*x*x /deviceNameTestl/add, DstTopic
.2=/xT7TaWKWOxxx*x /deviceNameTest2/
delete,

REFERSE |- = 2 W#unique_199,




B e it fifiik

RequestId String Rl B 2 % 0 SR A R HE— B A

Success Boolean ForREBERBERY, truedoRnARIY), falseFniaH
%I)—!ko

ErrorMessage |String VARSI, R A S E R

Code String PRI, RIMAYEEIANS, FRASTEN, WS WX
Bgo

FailureTopics |List AR RERRII MR H % R I Topickl K,

Al
Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=DeleteTopicRouteTable
&SrcTopic=%2Fx7aWKW94bb8%2FtestDataToDataHub%2Fupdate
&DstTopic.1=%2Fx7aWKwW94bb8%2FdeviceNameTest1%2Fadd
&DstTopic.2=%2Fx7aWKW94bb8%2FdeviceNameTest2%2Fdelete

&GRS
B
{

"RequestId":"FCC27691-9151-4B93-9622-9C90F30542EC",
"Success":true,
"FailureTopics":[]

2.10.7 QueryTopicReverseRouteTable
VT i O 7 # E TopiciT BRI Topic, IR IS,

BB
e gl BT fiiid
Action String P FHATIIEE, BUE: QueryTopic
ReverseRouteTable,
Topic String b EE WK HbTopic, BIEBGH SR Topic,
NEERSE |- 2 2 WHunique_111,




R[OEE

e I ik
RequestId String Rl B 2 % 0 SR A R HE— B A
Success Boolean ForREBERBERY, truedoRnARIY), falseFniaH
K,
ErrorMessage |String VARSI, R A S E R
Code String PRI, RIIAEERS, FASTEN, 1ES WHR
.
SrcTopics List VRN, BB ETopickIF, BIRET R Topicl
%o
5l
TR
https://iot.cn-shanghai.aliyuncs.com/?Action=QueryTopicReverseRou
teTable
&Topic=%2Fx7aWKwW94bb8%2FtestDataToDataHub%2Fupdate
&RIERS
IR B
{

"RequestId":"FCC27691-9151-4B93-9622-9C90F30542EC",
"Success":true,
"SrcTopics":["/CXidx*xx/devicel/get","/CXidxx*/deviced/get"]

2.10.8 QueryTopicRouteTable
PRz D& WS Topicil FE B B Topic, BMEETopiclBgmR, %O XN ZFA#H
FiyTopic,

IR 5
AR R Py s fiiid
Action String b THATIERE, BUE: QueryTopic
RouteTable,
Topic String b AW Topic, FIAAMHEERTopic,
REHERSE |- = W2 W#unique_111,




R[OEE

R R filiid

RequestId String Rl B 2 % 0 SR A R HE— B A

Success Boolean TR EAERY, trueZonPilRY), falseZoniiH
R

ErrorMessage |String VA RGN, IR BEE R

Code String VAN, RIS, FASTEN, WES WG
.

DstTopics List VAR, BB HiRTopick#, BImiETopicil
HEMTopickl,

ANl
R

https://iot.cn-shanghai.aliyuncs.com/?Action=QueryTopicRouteTable
&Topic=%2Fx7aWKW94bb8%2FtestDataToDataHub%2Fupdate

&AIEHIRSH
BRI
{

"RequestId":"FCC27691-9151-4B93-9622-9C90F30542EC",
"Success":true,
"DstTopics":["/CXidx*x/device2/get","/CXid*x*x*/device3/get"]

2.11 5| E&

2.11.1 CreateRule
VAR %68 WG Topicli e — AL,

BEREH

BiHH:
BB, F2&Productkey, ShortTopic, Select=AZHIEHE.

Action String y BHAITIERE, HUE: CreateRule,




e R R ik

Name String 753 RWATR, SCRHERITPISCF AT, B f iR
& (O, KENNA~30D (—AP TR 2
B o

ProductKey |String % B H R hKey,

ShortTopic |String G

R ZAN Bk Topic, X ${
deviceName}/topicShortName, H
th, ${deviceName } {5 BRI
PR, topicShortNamef2HE XHKH,

PWHQueryDevicefz 1, #HH™ 5 FRIFAE
. BMERPE S RIDeviceName,

JHQueryProductTopic# M, EEH™
THIFETopick, BRIGIRPHZRAER
TopicShortName,

Pl :

* FRYiTopiclShortTopic, Wl: ${
deviceName}/thing/event/property
/post, HH1${deviceName}n] LAffifiE
BCRF RS, o™il PR B8R,

© H&E X TopicffShortTopic, al: ${

deviceName} /user/get,

faE FHE X Topichy, I DAfHE A #EAL
T+ R,

- ${deviceName} n] Afdi FI@ACHF +1X
B, TR MBS

- 2B Juser/#, #3518 /user
22 G T 2R AR
fEHERLEY, 1EZWTopicXHrYiEHAL
¥,

- B IRETopiclShortTopic: ${
deviceName},




€

i

ik

Select

String

o

EWHITIISQL Selectiff), HANES
JHSQLAIA,

BiRA:
I E A2 Select RIINE. Hilan, g
SelcetiBifiilSelect a,b,c, WAL Aa

,b,Co

RuleDesc

String

o

ARG R KERBECN10074F (—MY
FEHAT) o

DataType

String

o

RUMAEPR RS, &SRB B s B
A—8, WH:

* JSON: JSON%H,
* BINARY: —ihI%dE,

HiHA:
HIEBENBINARY, TopicTypeAfEik
H0 (R&Topic) , HARERE IR
REFNGAEE, I 2500 P 2 8
JERDSHH

UERAMENIZS L, WEIAMEHTSONKE .,

Where

String

o

AUk 550, RANAESISQLEEN,

Bil:
AL AR R Where PN, B, @ik
Whereigfij Where a>10, WAL Na>10

o




€

i

TopicType

Integer

1

2

: R%iTopic, fH:

/thing/event/property/post ¥
IR i8] R RTE S
/thing/event/${tsl.event.
identifier}/post, ${}HHIE/M
wERIh g fFidentifier, % BRI
HHE
thing/lifecycle Beay: o A AL dH i
o
/thing/downlink/reply/message
[oa5 LI VAPS E e (R SRS
/thing/list/foundM>% LR & 1%
N,
thing/topo/1lifecycle¥@inthRAR
RHHE,

: B&E X Topic.

: BERAN R Topic: /as/mgtt

/status/S${productKey}/${

deviceNamel,

P

2 WHunique_111,

gy

g

i

RequestId

String

Bl HEL M SR 2 PRI ME— B AT

Success

Boolean

TR BRI, trueZonHIRY, falsedoniii

FSL8

ErrorMessage

String

VARIR I, R I RS R

Code

String

PARIRIGCEE, JRMIAGHRRD, BEDASIENS, WHE WHTD

.




€ Rl Tk

RuleId Long VAFIRIIN, B0 S BRI AIID, FEM% A
WIRTRRI,

BeHH:
WZEREZGE EVRABNE R R, o]
RE TR ZLRR AT B RMTD

Tl
Rl

https://iot.cn-shanghai.aliyuncs.com/?Action=CreateRule
&Name=iot_testl

&ProductKey=alx*x*x*x*x*x*

&ShortTopic=open_api_dev/get

&Select=a,b,c

&RuleDesc=rule test

&DataType=JSON

&Where=a>10

&TopicType=1

&ASEHRSHL

BRI
- JSON##\

{
"RequestId": "E4COFF92-2A86-41DB-92D3-73B60310D25E",

"RuleId":1000,
"Success": true

}
-« XMLA#3X

<?xml version="1.0" encoding="UTF-8" 2>

<CreateRuleResponse>
<RequestId>E4COFF92-2A86-41DB-92D3-73B60310D25E</RequestId>
<RuleId>1000</Ruleld>

<Success>true</Success>

</CreateRuleResponse>

2.11.2 CreateRuleAction
VAR DIESE RO R — AN BIMIENTE, & SIS A BLR I Topickiis: & BN E& 10 1
fiTo iR S HE 0 LA R 1 23R 55

PRA1354 A

- MRSFHIRAR, PSR HbR ™ A AL, BUNS 1S SR Is B b= ah, 555 W
HalHIX,



< AN R 2 el Q1O E 1

- REnTOE I R APTRIE RN, 2 SRR e e 2P0 F- 5 Mol To pi oA H fib e HL 257
th, ffDataHub . HEMRSS. FREBOHR. 3R EASIRocketMQ, {HZ, WIRZEAH
s R BRI 2 BEE (TSDB) MABEERDSIR, IREVIBM - Gl 6 T8 4E.

e P BT ik

Action String P BHATHIERE, BUH: CreateRuleAction
Ruleld Long pies SO ERIMNIID,

Type String & PUONZITEAARL, S

DATAHUB: FHARHEHNAEBE G TopicEtha i
KEMHE ZDataHub, #EA7iREIEER,

ONS: RN AERE S Topic g it k&2
P Z B BAFIRocketMQ, HTHE D K.

MNS: FHRIEHENIAE RS i Topic B ZiX 2
P A SRS (Message Service) W,
(RR)=8ET T

FC: UL RS i To pic B & 1% 525
WREBRMRSS, ETHEAHE,

OTS: FERUEMMAERE S Topic g ZiX S
Bl E R AR AN, 1T NoSQLEE1£fifi.

-

= BiM:

B =l R R CRIREEY
DataTypeSHURBINARY) AZHikk kB
FOTS (FARLERD) -

REPUBLISH: RrtR#gMMIAERL G TopicEds
BRES—TYBM-& Topic,

Configurat [String yis BRNENERIRLEE . AR ER Y
ion TNEAR, HAEZORUW TSR,
NILHERSEL |- = W2 WHunique_111,



https://iot.console.aliyun.com/rule

REPUBLISHZ & ConfigurationEX

#% 2-76: REPUBLISH Configuration

SR 1R
topic 5% S HFiTopic (A% Topicsk [ X
Topic) -
SRR R R R S I R &
HiTopic:

+ /sys/${YourProductKey}/${
YourDeviceName}/thing/service/
property/set

+ /sys/${YourProductKey}/${
YourDeviceName}/thing/service
/${tsl.service.identifier}, %
HS{tsl.service.identifier }HINE
HZ7™ S PRI IR 55 UUE

topicType TopichJRH,
- OFREPRT i MT &R SETopic,
- 1P BE X Topic,

REPUBLISH F®configurationmsl:

sysF KA. {"topic":"/sys/alTXXXXXWSN/xxx_cache®0l/thing/service/property
/set","topicType":0}

HE XK : {"topic":"/alTXXXXXWSN/xxx_cache®0l/user/update","topicType
"1}

DATAHUBZEEConfigurationENX

% 2-77: DATAHUB Configuration

Eq ] fifiid

projectName H#inDataHub AR E B B A Project.

topicName HirDataHub R E B A Topic,




€ filiig
regionName H#rDataHubifE i,

H{fRegionName5 i%iH S HubdR nf FH X SCRY,

role

SR EER, B PIoTIRENRGUNSS i, ] DA M- 5 1i
M DataHub, B s BRI

"roleArn":"acs:ram: :6541x*x:role/aliyuniotaccessingda
tahubrole",
"roleName": "AliyunIOTAccessingDataHubRole"

}

654 Lo x I HUREHI PR ZMKSID, #n] LGRS, 18 kS 2k
B EEEMIKSID,
AliyunIOTAccessingDataHubRolesiilmfziilHe XWARSS ., HT

Z PP F-G Vil DataHub, XTMEREZER, TV RS
£ B CE BT T A P,

schemaVals

H#sDataHub'f)Schema%l3, i#1#%2 WschemaVals,

& 2-78: schemaVvals

2R ik
name 44,
value HIMH,
type SIS, B

BIGINT: KEHUH
DOUBLE: XUREETF MY
BOOLEAN: fiisR%!
TIMESTAMP: HifajERAY
STRING: FATHY

DECIMAL: /e



https://help.aliyun.com/document_detail/40654.html
https://account.console.aliyun.com/#/secure
https://account.console.aliyun.com/#/secure
https://ram.console.aliyun.com
https://ram.console.aliyun.com

DATAHUBZH ! Configurationmnfil:

{
"schemaVals": [
{
"name": "devicename",
"value": "${deviceNamel}",
"type": "STRING"
b
{
"name": "msgtime",
"value'": "${msgTime}",
"type": "TIMESTAMP"
}
1,
"role": {
"roleArn": "acs:ram::6541*x*:role/aliyuniotaccessingda
tahubrole",
"roleName": "AliyunIOTAccessingDataHubRole"
s
"projectName": "diot_datahub_stream",
"topicName": "device_message",
"regionName": "cn-shanghai"
}

OTSZ&!ConfigurationENX

% 2-79: OTS Configuration

Eq ] fifiid

instanceName | FASLAfGH RIS BRISERIZAFR,

tableName s AEffirh RS B EBIR R AR,

regionName | g i £ MK,
H{kRegionName5 i%iE S HuR nf FH X S0k,



https://help.aliyun.com/document_detail/40654.html

€

i

role

R EER, BRI SiEe I RSERS M, Rn] R m
FEVIMERIRM A, SR aERmT:

{
"roleArn": "acs:ram::6541*xx*x:role/aliyuniotaccessingot
srole",
"roleName": "AliyunIOTAccessingOTSRole"
+
R 654 Lxx FHUREMIPTH 2K SID, En]AGRERIG, 178 IKS L2k

H AR K SID,

AliyunIOTAccessingOTSRoles izl XSS M, MRy
PGS Vi Feks 2, RXTMEESER, ] Ag Syl
£, (M EEMT T A SR,

primaryKeys

Hbrfeh i) 185K, TEE 2 WPrimaryKeys,

%% 2-80: PrimaryKeys

B fifiid
columnType FE
INTEGER: %7
STRING: FfFH
BINARY: ikl
columnName B2
columnValue FHMA,
option FHUZ A EWY), BUH: AUTO_INCREMENTENZS, MEHRA,

INTEGER, HiZFBCMAUTO_INCREMENTHY, F:H#ER EI5I,

OTSIHMConfigurationmfil:

{

"instanceName": "testaaa",
"tableName": "tt",
"primaryKeys": [

"columnType": "STRING",
"columnName": "ttt",
"columnValue": "s{tt}",
||Opt-ion”: mnn



https://account.console.aliyun.com/#/secure
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{
"columnType": "INTEGER",
"columnName": "4id",
"columnValue'": "",
"option": "AUTO_INCREMENT"
+
1,
"regionName": "cn-shanghai',
"role": {
"roleArn": "acs:ram::5645*x*x:role/aliyuniotaccessingotsrole",

"roleName": "AliyunIOTAccessingOTSRole"

}

MNSZE ConfigurationfEX

% 2-81: MNS Configuration

£ filiid
themeName T BB 55w R R F WA= 2 B b AR

regionName

H A BRSSP e X 12K
HifRegionName5 iK1 54 M a] A X SCFY,

role

M EER, B PIoTHRENRSURSS M, &l ARSI -5 Vi
MIRSHTHEIRSS . BpUm s Bas:

{

"roleArn": "acs:ram::6541*x*:role/aliyuniotaccessingmn
srole",

"roleName": "AliyunIOTAccessingMNSRole"

by

}

1654 Lo F IR ZMK 51D, B DLEERPERI G, 6 kS 2
H AR ERKEID,
AliyunIOTAccessingMNSRoles il ilhe LRSS f e, HTRT
YIS ViR RTAENESEER, ] g mE bl
B, TEMEOERBmE T OEBRL,

MNSHHIConfigurationsfil:

{
"themeName": "mns-test-topicl",
"regionName": "cn-shanghai',
"role": {
"roleArn": "acs:ram::5645*x*x:role/aliyuniotaccessingmnsrole",

"roleName": "AliyunIOTAccessingMNSRole"
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}

FCEBConfigurationEX

% 2-82: FC Configuration

e g
functionName | BREUIRSS RS B B AR R EL A R,

serviceName

PRI 55 H R R A B FL R 55 45 9

regionName

H AR RUIR 55 S B PR 72 DX I3
HifRegionName5 iK1 S M a] A X SCFY,

role

M EER, B PIoTHRENRSURSS M, ol ARSI -5 i
MRS RO R SS . SR GERAT:

{

"roleArn": "acs:ram::6541**xx:role/aliyuniotaccessingfc
role",

"roleName": "AliyunIOTAccessingFCRole"

}

TR 654 Lo IR PI A MK SID,  LEn] RGP, 12 KSRk
B HERENIKSID,
AliyunIOTAccessingFCRolesVilzhlrhe XS Mmt, HT&ET

VISV PR BO TR, X TMERNEZER, ol DS M
f, fEmOEE T mHaER,

FCHFMIConfigurationmsfl

{
"regionName": "cn-shanghai",
"role":
"roleArn": "acs:ram::5645*%x*x:role/aliyuniotaccessingfcrole",
"roleName": "AliyunIOTAccessingFCRole"
1,
"functionName": "weatherForecast",
"serviceName": "weather"
}

ONSZBIConfigurationEX

Bim:
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ReFEd Y i 2 BASIRocketMQIISDK,  BRAEH B BASIRocketMQ¥EHll &, BRI -5 Vi
mIiFH 2R IRocketMQ (/0PI F- SR AMEEY) , RGeS QR Topic ki
K 5 HEB\FIRocketMQITRIMANE, & HIKS : 1135850448829929,

% 2-83: ONS Configuration

4K ik
instanceld RocketM QY IR B 1 HFn TopicFr g S:HIID,
topic RocketM QIR {5 B 1Y HFrTopic,

regionName | Hip o cket MQCBIFTAE K 5k,
FUkRegionName5 14§ 52 Hiss iy Jil X SCY,
PehH:

NMRE X i, S @ERRocketMQIEBIRIRT 5 qn AR TR 25 X it
¥, MRocketMQIBI & 2 ¥ EhR LB

rote R EER, B PIoTRENRGURSS M, &l ARSI -5 i
IS BBV RocketMQUR S5, BZBUA (Al B :

{
"roleArn": "acs:ram::6541*x*:role/aliyuniotaccessingon
srole",
"roleName": "AliyunIOTAccessingONSRole"
}
THIE 654 Lox BRI P RS 1D, #n] LGRS, 18 kS aik

H i A A K SID,

AliyunIOTAccessingONSRoles2ilffilHE LIRSS i, HTRTH
BB Vi M S BAIRocketMQ, X TMAMMEZEE, a] AG i
R, A OB T A BB,

ONSFMIconfigurationmsl

{

"instanceId": "MQ_INST_1231579085529123_ XXXXXX"

"topic": "aliyun—-iot-XXXXX",

"regionName": "cn-hangzhou",

"role": {

"roleArn": "acs:ram::6541*x*x:role/aliyuniotaccessingonsrole",
"roleName": "AliyunIOTAccessingONSRole",

}
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}

U EIESS 5
e R fiiid
RequestId String Bl B 2 i i SR A R HE—BR A
Success Boolean FORRBWHAEY), trueZonHRY), falseZoniii
%mo
ErrorMessage |String VA ORI, R A RS R
Code String VARG, IRIMAERIAS, FHRRSTEN, WS WHTR
Ego
Actionld Long VA RTINS, BRI 5 15 Sy iz A S VA i R Zh 71D
, VERHARIRLT,
Bil:
HEZERBEZER. RS RNEIERE RN
Inf, A n]RETR ZR AN B ARENIZI/EID,
N
[ERI%N]

https://iot.cn-shanghai.aliyuncs.com/?Action=CreateRuleAction

&RuleId=1000

&Type=REPUBLISH
&Configuration={"topic":"/alx*xxxx*xxx/devicel/get","topicType":1}

&R RSE
RN

{

"RequestId": "21D327AF-A7DE-4E59-B5D1-ACAC8C024555",

"ActionId":
"Success":

}

true

2.11.3 DeleteRule
VAR L URRES I H,

10003,

BERSH
R g Sl W fifiik
Action String WHITHIHRVE, BUE: DeleteRule,
RuleId Long ZMBRATWID,




NILHRSE |- P 2 WH#unique_111,
R [EISE
£ L 30
RequestId String R B 2 % 0 SR A R HE— B A
Success Boolean ForEEBVEARBRY, truedoniAHRY), falseFniaH
R
ErrorMessage |String VAR JR IRy, 3R A S R
Code String VAR, RIS, FASTENE, S WD
.
N
HRRHI
https://iot.cn-shanghai.aliyuncs.com/?Action=DeleteRule
&Ruleld=1000
&R RSHL
IR BRI
{

"RequestId": "A8F48485-44B9-40D8-A56D-F716F384F387",

"Success": true

2.11.4 DeleteRuleAction
VAR 12 LUMRRES 2 A P

BEREE

e PR RELH ik

Action String P EHATIERE, HUE: DeleteRuleAction
ActionId Long = ZMBRARNEIEID,

NIFHERSE |- pss 2 W#unique_111,




R[OEE

B e it fifiik
RequestId String Rl B 2 % 0 SR A R HE— B A
Success Boolean FORREWRBY, trueFonHRY), false®mniihl
R
ErrorMessage |String VARSI, R A S E R
Code String PRI, RIMAYEEIANS, FRASTEN, WS WX
S
ANl
[ERIZN]
https://iot.cn-shanghai.aliyuncs.com/?Action=DeleteRuleAction
&ActionId=10001
&N RS
AL ER V]
{
"RequestId": "8FCO9E36B-EODC-4802-84EE-184E255B4E95",
"Success": true
}
2.11.5 GetRule
A %% A T BN I PR B
BEREH
R RAY p Y U fiiik
Action String ps FPUTHIRME, BUH: GetRule,
Ruleld Long = ZAWFHNID,
NEERSE |- 2 W2 WHunique_111,
REISEK
e R iR
RequestId String R HE 2 DM i SR A IR HE— B AT
Success Boolean FonB BB, trueFonilHEY), falseFniiH
R
ErrorMessage |String VAR I, 3R Bl S R




e I ik

Code String PRI, RIIAEEDARS, FASTEN, 1ES WHR
.

RuleInfo Rulelnfo VAR, SR IETREANE B, 152 W Rulelnfo,

% 2-84: Rulelnfo

e I ik

CreateUserId |Long AN HFID,

Created String &R I I ) CS TR ],

DataType String A E R, HUff: JSONEKBINARY,

Id Long BWID,

Mod1ified String RN 5l — R BB N Y CS T ),

Name String A4 F%

ProductKey String MR i Key o

RuleDesc String U ENE LY RIS

Select String BZEAMSQLIBAIPSe lectNE,

ShortTopic String A AL BRI B R TR B Topic (AL
#ProductKey®H) , #3 h: ${deviceName}/
topicShortName, HH1, ${deviceName {EEMABERF
48R, topicShortNamestiZ& I HE XKH,

Status String BAUNIRISITIRAS. MR :

RUNNING: j&fiHh
sToP: Ik

Topic String A AL B BRI e ¥ Topic, #Uh: $4
productKey}/${deviceName}/topicShortName,

Where String ZAMSQLIBAIPIWhe re & 51T,




€ Rl Tk

TopicType Integer PR T ONSQLIER), WG
T 0: FoRAGiTopic,

1: FoRHEE X Topic,
. FRBEIRATopic,

N

AARVEIMWISQLIEA, WHEM -1,

UtcCreated String FEW QI I U T CIN ).

UtcModified |[String TR g5 35— R S I A U T IR il
AN

[ER %N

https://iot.cn-shanghai.aliyuncs.com/?Action=GetRule
&RuleId=100000

&AIEHIRSH
BRI
- JSON##

{
"RequestId": "58D4CECO-3E95-4DBE-AFC1-809D1400E52F",
"Success": true,
"RuleInfo": {
"DataType": "JSON",
"ShortTopic": "+/#",
"ProductKey": "alKiVxxx*xxx",
"UtcModified": "2019-02-28T06:20:58.000Z",
"CreateUserId": "12x*xxx*x85529123",
"UtcCreated": "2019-02-28T06:14:33.000Z",

"Name": "dotrules",
"Status": "STOP",
"Select": "deviceName() as deviceName",

"Created": "Thu Feb 28 14:14:33 CST 2019",
"Modified": "Thu Feb 28 14:20:58 CST 2019",
"TopicType": 1,
"Topic": "/alKiVxxkxx*xx/+/#"
"Id": 100000

}

}

- XMLKg

<?xml version="1.0" encoding="UTF-8" ?>
<GetRuleResponse>
<RequestId>58D4CECO-3E95-4DBE-AFC1-809D1400E52F</RequestId>
<Success>true</Success>

<RuleInfo>

<DataType>JSON</DataType>



<ShortTopic>+/#</ShortTopic>
<ProductKey>alKiV*x*xxx*x</ProductKey>
<UtcModified>2019-02-28T06:20:58.000Z</UtcModified>
<CreateUserId>1231579085x**xx*x*x</CreateUserId>
<UtcCreated>2019-02-28T06:14:33.000Z</UtcCreated>
<Name>iotrules</Name>

<Status>STOP</Status>

<Select>deviceName() as deviceName</Select>
<Created>Thu Feb 28 14:14:33 CST 2019</Created>
<Modified>Thu Feb 28 14:20:58 CST 2019</Modified>
<TopicType>1</TopicType>
<Topic>/alKiVxx*xxxx/+/#</Topic>

<Id>100000</Id>
</RuleInfo>
</GetRuleResponse>
2.11.6 GetRuleAction
VA % VA S E NN VER PR 2.
BEREH
e s R LT filiid
Action String 2 WHATIRME, BUE: GetRuleAction,
ActionId Long = ZAWFRNHEID,
NEERSEL |- 2 W2 WHunique_111,
U EIESS 5
e R fifiid
RequestId String B B 2 i i SR A RN HE—BR A
Success Boolean FIORRETRMRY, trueFon AR, falseFmniiil
%mo
ErrorMessage |String VA ORI, R A RS R
Code String VAR, IRIMAEEAS, FRRSTEN, WS W
Ego
RuleAction RuleActionInfo |HRIIN, REIFNEEENEE, 2=
Info M RuleActionInfo,

2R 2-85: RuleActionInfo

e R ik
Id Long RMZHEID,
RuleId Long RS EXT BLARMID,




Nl

€

Rl

Tk

Type

String

PMEVER, B :

REPUBLISH: ¥%&%I%—/ topic.
OTS: FEifFIRIE7IE,

MNS: JikH BT UK S5 .

ONS: RIXBHREINE LB,

TSDB: FEiBEImPEREN 351 B
FC: RIXREIERIAEGTHR,
DATAHUB: RiXEEE|DataHubt,

RDS: {#IEEIREI 2 BaE .

Configuration

String

BRZ B LS R

ErrorActio

String

R R & e R B R BRI R K ahfE, IEek

nFlag Wi B A 5™ W R IB H BRI R IR B
© true: HUNEHTERE A M DRIRIERR,
- false: BHMENEARRHIRERIE, MR EHH
KA1E
R

https://iot.cn-shanghai.aliyuncs.com/?Action=GetRuleAction
&ActionId=10001

&AIERSEL
AN
- JSON#&X
{

"RuleActionInfo'":
"REPUBLISH",
152323,

IITypell .

"RuleId":

"Id": 100001,
"Configuration": "{\"topic\":\"/sys/alzSA28HUyy/device/thing
/service/property/set\",\"topicType\":0,\"uid\":\"1231579*x*x*x*xx*

\II}II’

"ErrorActionFlag": false

),

"RequestId":

"Success":

true

"F2DO755D-F350-40FE-9A6D-491859DB5E5F",




}

- XMLKg

<?xml version="1.0" encoding="UTF-8" ?>
<GetRuleActionResponse>
<RuleActionInfo>
<Type>REPUBLISH</Type>
<RuleId>152323</Ruleld>
<Id>100001</Id>
<Configuration>
<topic>/sys/alzSA28HUyy/device/thing/service/property/
set</topic>
<topicType>0</topicType>
<Uid>1231579%xx*xx*x</uid>
</Configuration>
<ErrorActionFlag>false</ErrorActionFlag>
</RuleActionInfo>
<RequestId>F2D0O755D-F350-40FE-9A6D-491859DB5E5F</RequestId>
<Success>true</Success>
</GetRuleActionResponse>

2.11.7 ListRule
VA % 11 53 T A& TR R B %
AR
ey Y Pl Ao ik
Action String = THUTRIERE, BUE: ListRule,
PageSize Integer s A AP L A S YR AN (3 5 Pl PN
100, BRIMER1O,
CurrentPag |Integer iz SRR IS RS ILGL, BORHUE 1000
e , BRIMH 1,
NEERSE |- Pos HZWHunique_111,
REIS#
ey JHl ik
RequestId String By B 2 D SR A R ME— R IAF
Success Boolean FoRERTHEY, trueFoniHKY), falseFomniiH
ySI/8
ErrorMessage |String VAR R, 3R ] S B
Code String PARIRIGR, RIS, BEDARSTENS, WS WA
.




e R ik
Data Rulelnfo VRPN, R EIENE B, PEES WRulelnfo,
: BEHA:
38 [ RN S 422 A €] S ) ) 33 HE A7,
PageSize Integer (ST AN S
Page Integer 1l G,
Total Integer Joyit 8
£ 2-86: Rulelnfo
e JHl ik
CreateUserId |Long BN H P ID,
Created String RN CST (Central Standard Time)H i),
DataType String AR, B : JSONRIBINARY,
1d Long FID,
Modified String RN e — IR BB CST (Central Standard
Time) ],
Name String R FR,
ProductKey String N ZRR M i Key
RuleDesc String FRI AR B
Select String ZMMSQLIEAIPISelect N,
ShortTopic String M ZRNE A Topic (ML&EProductKey3
H) , ¥ h: ${deviceName}/topicShort
Name, HH, ${deviceName}tEEMAE¥EHII4
PR, topicShortNamedi%BEsFHIHEXKH,
Status String BEBUNAIET PR, MR
RUNNING: j2f7H?
sToP: &1k
Topic String P ZRN A Topic, #3 h: ${productKey}/${
deviceName} /topicShortName,
UtcModified |String RN g — R BB N T UTCHI ).




AR R fiiid

UtcCreated String ZRLN R R UTCI ),

Where String ZAMSQLIEAIPIIWhe re B FAF,
Nl

(R &N/

https://iot.cn-shanghai.aliyuncs.com/?Action=ListRule
&PageSize=2
&CurrentPage=1

&AILTE RS
AL NG
- JSONA#X
"Data": {
"RuleInfo": [
{
"DataType": "JSON",
"ShortTopic": "+/#",
"ProductKey": "alKiVxx*xx*xx'"
"CreateUserId": "1231579085x*xxx*xx"
"UtcModified": "2019-02-28T06:20:58.000Z",
"UtcCreated": "2019-02-28T06:14:33.000Z",
"Name": "dotrules",
"Status": "STOP",
"Select": "deviceName() as deviceName",
"Created": "Thu Feb 28 14:14:33 CST 2019",
"Modified": "Thu Feb 28 14:20:58 CST 2019",
"Topic": "/alKiVxkxxkxxx/+/#"
"Id": 152323
IR
{
"Name": "test123",
"Status'": "STOP",
"Created": "Wed Feb 27 20:45:43 CST 2019",
"DataType": "JSON",
"Modified": "Wed Feb 27 20:45:43 CST 2019",
"UtcModified": "2019-02-27T12:45:43.000Z",
"CreateUserId": "1231579085x*xxx*xx",
"Id": 151454,
"UtcCreated": "2019-02-27T12:45:43.000Z"
}
]
I

"PageSize": 2,

"Page": 1,

"RequestId": "1564B626-DE97-452D-9E9B-305888AC6105",
"Success": true,

"Total": 25




}

- XMLKg

<?xml version="1.0" encoding="UTF-8" ?>
<ListRuleResponse>

<Data>

<RuleInfo>
<DataType>JSON</DataType>
<ShortTopic>+/#</ShortTopic>
<ProductKey>alKiVxxxx**</ProductKey>
<CreateUserId>1231579085*xxxx*x*x</CreateUserId>
<UtcModified>2019-02-28T06:20:58.000Z</UtcModified>
<UtcCreated>2019-02-28T06:14:33.000Z</UtcCreated>
<Name>iotrules</Name>
<Status>STOP</Status>
<Select>deviceName() as deviceName</Select>
<Created>Thu Feb 28 14:14:33 CST 2019</Created>
<Modified>Thu Feb 28 14:20:58 CST 2019</Modified>
<Topic>/alKiVxxxx*xx/+/#</Topic>
<Id>152323</Id>

</RuleInfo>

<RuleInfo>
<Name>test123</Name>
<Status>STOP</Status>
<Created>Wed Feb 27 20:45:43 CST 2019</Created>
<DataType>JSON</DataType>
<Modified>Wed Feb 27 20:45:43 CST 2019</Modified>
<UtcModified>2019-02-27T12:45:43.000Z</UtcModified>
<CreateUserId>1231579085*x*xx*x*x</CreateUserId>
<Id>151454</1d>
<UtcCreated>2019-02-27T12:45:43.000Z</UtcCreated>

</RuleInfo>

</Data>

<PageSize>2</PageSize>

<Page>1</Page>
<RequestId>87B1B7C3-FD90-4B80-93BC-A52F7996A903</RequestId>
<Success>true</Success>

<Total>25</Total>

</ListRuleResponse>

2.11.8 ListRuleActions
VAR e 1 B W N R AT B F51 25,

BERSH
AR gy BT fiiid
Action String 753 BHATIERME, BUA: ListRuleActions,
RuleId String = SR HMNID,
NIERSEL |- o H2 WH#unique_111,




R[OEE

e R A

RequestId String Rl B 2 % 0 SR A R HE— B A

Success Boolean ForREBERBERY, truedoRnARIY), falseFniaH
9&%&0

ErrorMessage |String VARSI, R A S E R

Code String VIR RN, IREIRETIARS, BEAMTER, ES W
Bgo

RuleAction RuleActionInfo | VAR, REIFENEER BSR, FEES W IR

List RuleActionInfo,

2 2-87: RuleActionInfo

i Fe) R

Id Long BWAIEID,

RuleId Long VEHUUIZ X BRI,
Type String JUNIE PR, R :

REPUBLISH: ¥:%3|%—/ topic,
OTS: fFifEIFR 17 hf,

MNS: JI&TH EEIH K55

ONS: RIXBHEFIIE LRI,

TSDB: fEfifiZmPERERS M 5 51 B 4
FC: RIEEIRBIAEEHA,
DATAHUB: KiXEulizDataHub,

RDS: {EifEHRE =B E .

Configuration |String RN R B R
ErrorActio String MR 5 R R B R e R ah e, PEE%
nFlag WL E At 2™ W SR AR I B

© true: BHMENTEEE R DRIRIEEUR,
- false: BHUENTEAR R DIRIERIE, M EHE
KA




Nl
RN

https://iot.cn-shanghai.aliyuncs.com/?Action=ListRuleActions
&RuleId=10000

&AIEIRSH
BRI
- JSON##

{
"RuleActionList": {
"RuleActionInfo": [
{

IITypell : IIOTSII .

"RuleId": 10000,

"Id": 139099,

"Configuration": "{\"endPoint\":\"http://ShanghaiRegion.cn
-shanghai.ots.aliyuncs.com\",\"instanceName\":\"ShanghaiRegion\",
\"primaryKeys\":[{\"columnName\":\"temperature\",\"columnType\":\"
INTEGER\",\"columnValue\":\"${deviceName}\"}],\"regionName\":\"cn-
shanghai\",\"role\":{\"roleArn\":\"acs:ram::1231579085*xx*x*x:role/
aliyuniotaccessingotsrole\",\"roleName\":\"AliyunIOTAccessingOTSRole
\"},\"tableName\":\"iottest\",\"uid\":\"1231579085*xx*x*xx\"}"

"ErrorActionFlag": false

I
{

"Type": "REPUBLISH",

"RuleId": 152323,

"Id": 142401,

"Configuration": "{\"topic\":\"/sys/alzSA28Hxx**/device/thing
<ﬁ§:vice/property/set\”,\"topicType\":@,\"uid\”:\"1231579085******

J

}
]

1,
"RequestId": "22254BDB-3DC1-4643-8D1B-EE0437EF09A9",
"Success": true

"ErrorActionFlag": false

}

- XMLKgR

<?xml version="1.0" encoding="UTF-8" 2>
<ListRuleActionsResponse>
<RuleActionList>
<RuleActionInfo>
<Type>REPUBLISH</Type>
<RuleId>152323</RulelId>
<Id>142401</Id>
<Configuration>
<topic>/sys/alzSA28HUyy/device/thing/service/
property/set</topic>
<topicType>0</topicType>
<Uid>1231579%x*x*xx*x</uid>
</Configuration>
<ErrorActionFlag>false</ErrorActionFlag>
</RuleActionInfo>
</RuleActionList>



<RequestId>22254BDB-3DC1-4643-8D1B-EEQ437EF09A9</RequestId>
<Success>true</Success>
</ListRuleActionsResponse>

2.11.9 StartRule
VA s shde e iR,
BERSH
BiH:
S SR i A IZ RN 2B E 7 SQL, ALESQL, £%CreateRulefZ[,
4R R y A fiiik
Action String ps PHPUTHIERME, BUH: StartRule,
RuleId Long = ZRSHRMID,
NEERSE |- 2 W2 WHunique_111,
REISEK
AR R filiid
RequestId String B HL 2 DM i SR A IR HE— B AT
Success Boolean FornBR BB, trueFonilHEY), falseFniiH
2RI
ErrorMessage |String VAR, R A S R
Code String VAHZRIGUN, TRMIRETAS, FFARSTENE, WS WG
.,
ANl
(RN

https://iot.cn-shanghai.aliyuncs.com/?Action=StartRule
&RuleId=1000

&AIEHIRS
BRI
{

"RequestId":"9A2F243E-17FE-4846-BAB5-D02A25155AC4",
"Success":true



2.11.10 StopRule
VA FH R 1 L iR,
EREH
e R BT fiiik
Action String 2 EPUTHIERE, HUH: StopRule,
RuleId Long b fREYF ILRRID,
NEERSEL |- 2 HZWHunique_111,
REISEHK
4 R fiiidk
RequestId String Bof B 2 i SR A R HE— BRI
Success Boolean TR GV, truedoRHARY, falsedomiil
2RI
ErrorMessage |String VAR I, 3R B S B
Code String VAHJRIGUN, TRIIAEE A, FEARSTENE, WS WG
.
AN
[ER %N

https://iot.cn-shanghai.aliyuncs.com/?Action=StopRule
&RuleId=10000

&AIEIRS
BRI
{

"RequestId":"9A2F243E-17FE-4846-BAB5-D02A25155AC4",
"Success":true




}

2.11.11 UpdateRule

VAR B s 2 R,
BEREH

Action String 2 EHITHIERME, BUA: UpdateRule,

RuleId Long 2 EAHINID,

Name String P BUMAAFR, SCRER RSSO, BRI
& (O, KEPNA~30DE (AN RFH2
h) .

ProductKey |String S B RN fhKeyo




€

Pl

Tk

ShortTopic

String

MR HiA Topic, #:X8: ${
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https://iot.cn-shanghai.aliyuncs.com/?Action=UpdateRule

&RuleId=1000
&Name=test_2
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{

"RequestId":"9A2F243E-17FE-4846-BAB5-D02A25155AC4",
"Success":true

2.11.12 UpdateRuleAction
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&Configuration={"topic":"/alx*xxxx*xxx/device5/get","topicType":1}
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{

"RequestId": "21D327AF-A7TDE-4E59-B5D1-ACAC8C024555",

"Success": true
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<PubResponse>
<RequestId>BB71E443-4447-4024-A000-EDE09922891E</RequestId>

<Success>true</Success>
<MessageId>889455942124347329</Messageld>

</PubResponse>
2.12.2 PubBroadcast
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https://iot.cn-shanghai.aliyuncs.com/?Action=PubBroadcast
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{
"RequestId":"BB71E443-4447-4024-A000-EDE09922891E",
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<?xml version='1.0' encoding='UTF-8'?>
<PubBroadcastResponse>
<RequestId>BB71E443-4447-4024-A000-EDE09922891E</RequestId>
<Success>true</Success>
</PubBroadcastResponse>

2.12.3 RRpc
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{
"RequestId":"41C4265E-FO5D-4E2E-ABO9-EO31F501AFTF",
"Success":true,
"RrpcCode":"SUCCESS",
"PayloadBase64Byte" :"d29ybGQgaGVsbG8="
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}
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<?xml version='1.0' encoding='UTF-8'?>

<RRpcResponse>
<RequestId>41C4265E-FO5D-4E2E-ABO9-EO31F501AF7F<RequestId/>
<Success>true</Success>
<RrpcCode>SUCCESS</RrpcCode>
<PayloadBase64Byte>d29ybGQgaGVsbG8=</PayloadBase64Byte>
<Messageld>889455942124347392</MessageId>

</RRpcResponse>
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{
"RequestId":"BB71E443-4447-4024-A000-EDE09922891E",
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"ShadowMessage": {"method" :"update","state": {"desired":{"color
":"green"},"reported":"\"},"version":1}
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<?xml version='1.0' encoding='UTF-8'?>
<GetDeviceShadowResponse>
<RequestId>BB71E443-4447-4024-A000-EDE09922891E</RequestId>
<Success>true</Success>
<ShadowMessage>{"method":"update","state":{"desired":{"color
":"green"},"reported":"\"},"version":1}</ShadowMessage>
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https://iot.cn-shanghai.aliyuncs.com/?Action=UpdateDeviceShadow

&ProductKey=alx**%xxx*%x*

&DeviceName=devicel
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"RequestId":"BB71E443-4447-4024-A000-EDE09922891E",

"Success":true,

}
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<?xml version='1.0' encoding='UTF-8'?>
<UpdateDeviceShadowResponse>
<RequestId>BB71E443-4447-4024-A000-EDE09922891E</RequestId>
<Success>true</Success>
</UpdateDeviceShadowResponse>
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