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%4442 - MongoDB Node.js Driver

AIRAS

¥/ ?ssl = trueiim N B & P imURIF K R |, ssICATE mcail %1% , checkServerindentityi% & Jyfalse
, R A R o

var MongoCd ient = require(' nongodb'). Mngodient,
f =require('util").formt,
fs = require('fs');

/'l Read the certificate authority


https://mongodb.console.aliyun.com/#/mongodb/list
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var ca = [fs.readFil eSync(__dirnane + "/path/to/ca. pem')];

/'l Connect validating the returned certificates fromthe server
Mongod i ent . connect (" nongodb: // host 01: 27017, host 02: 27017, host 03: 27017
[ ?replicaSet =nyr epl set &sl =true", {
server: {
ssl Val i dat e: t rue,
checkServerldentity:fal se, #i gnore host nane validation
ssl CA: ca

},}function(err, db) {

db. cl ose();
1)

PHP SSLi& 45/l
4% - MongoDB PHP Driver
AIRAS
PHP{ii FiMongoDB\Client::__constructfizdtclientszffil, HAL4 =454 : $uri. $uriOptionsFi$
driverOptions.

function __construct($uri = 'nongodb://127.0.0.1/"', array $uri Options
=[], array $driverQptions = [])
113 $uriOptionsii Esslhtrue |, J5 Fissli%$z, @ $driverOptionsik Eca_filedg mjcaill HE 1%

allow_invalid_hostnamei% & Jytrue , ZB&I M.
<?php
$client = new MongoDB\ O i ent (
" mongodb: // host 01: 27017, host 02: 27017, host 03: 27017"

[ "ssl' => true,
"replicaSet' => 'nyReplicaSet'
1,

[
"ca_file" => "/path/to/ca. pent,
"all ow_i nval i d_host nane" => true

E

?>

Java SSLiE#R
FHK4%EHE - MongoDB Java Driver
ARG

¥:MongoClientOptions i & ssIEnabled }True , )& fisslif$E. ¥ sslinvalidHostNameAllowed % &
Jytrue , ZHEIR K o

i mport com nongodb. Mongod i ent URI ;
i mport com nongodb. MongoCl i ent Opt i ons;
Mongodl i ent Opti ons opti ons


https://docs.mongodb.com/php-library/master/reference/method/MongoDBClient__construct/index.html
http://mongodb.github.io/mongo-java-driver/3.0/driver/reference/connecting/ssl/

= Mongod i ent Opti ons. bui | der (). ssl Enabl ed(true). ssl | nval i dHost NaneAl
| owed(true). build();

MongoCl i ent client = new Mongod i ent ("nmongodb://host01: 27017, host 02:
27017, host 03: 27017/ ?repl i caSet =nyr epl set", options);

javaik Ecaillk 15 , FFZ A fkeytool T A :

keytool -inportcert -trustcacerts -file <path to certificate authority
file>
-keystore <path to trust store> -storepass <password>

FERE P P B EIVM R GE R LA 1 A B4 135 A AN 2 1 0%

System set Property("j avax. net.ssl.trustStore","/trust/ nongoStore.ts");
System set Property("javax. net.ssl.trust StorePassword", " St orePass");

Python SSLi%+Z R il
FH%4%4% - MongoDB Python Driver
AN

B Essl=True g FissliZ$z , ssl_ca_certs2 4 k15 M ca %1% , ssl_match_hostnamei% &
False , Zm&is 444600 o

i mport ssli
from pynmongo i nport Mongod i ent

uri = "mongodb://host01: 27017, host 02: 27017, host 03: 27017/ ?repl i caSet =
myrepl set "
client = Mongodient(uri,

ssl =True,

ssl _ca_certs='ca. pem,

ss|l _mat ch_host nane=Fal se)

C SSLi& Rl
%554 : MongoDB C Driver
RS

¥i/?ssl = trueFN B & P URIFI R E , Cfli filmongoc_ssl_opt BEE & sslikTi |, ca_fileg | caiik
FE. Fallow_invalid_hostnameds & Hfalse , ZBE IR 4k,

mongoc_client _t *client = NULL;
client = nongoc_client_new (

"nmongodb: // host 01: 27017, host 02: 27017, host 03: 27017/ ?r epl i caSet =
myr epl set &ssl =true");
const nongoc_ssl _opt t *ssl _default = nobngoc_ssl _opt _get default ();
nmongoc_ssl _opt t ssl _opts = { 0 };

/* optionally copy in a customtrust directory or file; otherw se the
default is used. */

mencpy (&ssl _opts, ssl_default, sizeof ssl_opts);

ssl _opts.ca file = "/path/to/ca. pent


http://api.mongodb.com/python/current/examples/tls.html?_ga=2.57718378.1155670878.1532603447-1232357619.1526624834&amp;_gac=1.125002488.1532603447.CjwKCAjw4uXaBRAcEiwAuAUz8HGUi3R9xvI1e_uYZo6IN3vi9dwy_Ozh2bq6VLYfkYE5O-W_3SWYaxoCPtIQAvD_BwE
http://mongoc.org/libmongoc/current/advanced-connections.html
http://mongoc.org/libmongoc/current/mongoc_ssl_opt_t.html

ssl _opts.allow.invalid_hostnane = fal se
nmongoc_client _set ssl _opts (client, &ssl_opts);

C ++ SSLi&EH R
%4554 - MongoDB C++ Driver

AR

¥i?ssl = trueim BN & P ugURIFI R B . C++iliid mongocxx::options::ssl % BESSLE% , ca_file%
KR Eca s Rk AR

R
mMongoCXxXIK Bl I AS 3 Fi 2 35 44 45 ] o

#i ncl ude <nongocxx/client. hpp>

#i ncl ude <mongocxx/ uri . hpp>

#i ncl ude <nongocxx/ options/client. hpp>
#i ncl ude <mongocxx/ opti ons/ssl. hpp>

nmongocxx: :options::client client_options;
nongocxx: : options::ssl ssl_options;

/1 If the server certificate is not signed by a well-known CA,
/'l you can set a custom CA file with the "ca_file  option.
ssl_options.ca _file("/path/to/ca. pem);
client_options.ssl_opts(ssl_options);

auto client = nmongocxx::client{

uri{"nmongodb: //host 01: 27017, host 02: 27017, host 03: 27017/ ?repl i caSet =
myr epl set &sl =true"}, client_opts};

Scala SSLi%4Z R4
%444 - MongoDB Scala Driver
AN W]

Scalalit sl ¥ il FINetty S () SSL 2 3 55MongoDB I 45 5 /7 SSLisk . Horfr , ¥
MongoClientOptionsi% & sslEnabled >} True , J8 fissli&$z ; ¥;sslinvalidHostNameAllowedi% & >~
true , ZWE sk 444600

i mport org. nongodb. scal a. connecti on. {NettyStreanfactoryFactory,
Ssl Setti ngs}

Mongodl i ent Settings. bui |l der ()
.ssl Settings(Ssl Settings. builder()
. enabl ed(true)

.inval i dHost NaneAl | owed(
true)


https://mongodb.github.io/mongo-cxx-driver/mongocxx-v3/configuration/
https://mongodb.github.io/mongo-cxx-driver/api/mongocxx-v3/classmongocxx_1_1options_1_1ssl.html
http://mongodb.github.io/mongo-scala-driver/2.2/reference/connecting/ssl/

Cbui 1d())

. streanfact oryFact ory(NettySt reanfact oryFactory())
. bui 1d()
val client: MngoCient = Mongod i ent (" nmongodb://host01: 27017, host 02:
27017, host 03: 27017/ ?repl i caSet =nyr epl set")

scalapt Bcaill 5 5javatf[F , [FAEFEZE# Ffikeytool T.H.

keytool -inportcert -trustcacerts -file <path to certificate authority
file>
-keystore <path to trust store> -storepass <password>

TERE P B EIVM R GEJE M LU 1 IE B (51 A B 9%

System set Property("javax.net.ssl.trustStore","/trust/nongoStore.ts");
System set Property("j avax. net. ssl.trust St orePassword", " St or ePass") ;

Golang SSLE#: Rl
#8454 - MongoDB Golang Driver. Crypto tls package
ARG

Golang3K a2 /7 i Fil crypto/tls 2 it ) SSLIE 2 % Ff 5 MongoDB ik 55 45 #: 1 7SSLi##z . H
ConfigZhta Fi SR it BsslikIii ; RootCAs kg Ecailk P ; InsecureSkipVerifyis & Htrue , ZIEI 4
e o

i mport (
"crypto/tls"
"crypt o/ x509"
"gopkg. i n/ ngo. v2

rootPEM err := ioutil.ReadFile("path/to/ca.peni)
roots := x509. NewCert Pool ()
ok := roots. AppendCertsFronPEM [ ] byt e(r oot PEM
tlsConfig := &l s. Config{
Root CAs: roots,
I nsecureSki pVerify: true

}

url := "nmongodb://host01: 27017, host 02: 27017, host 03: 27017/ ?r epl i caSet =
myr epl set &sl =t rue"

diallnfo, err := ParseURL(url)

di al I nfo. Di al Server = func(addr *ServerAddr) (net.Conn, error) {
return tls.Dial("tcp", addr.String(), tlsConfig)
}

session, err := Dial Wthlnfo(diallnfo)
if err '=nil {
pani c(err)

sessi on. C ose()


https://godoc.org/github.com/globalsign/mgo
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