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ZEWEFEMongoDBI% E 1 sslAllowConnectionsWithoutCertificates, {1 SSLi%H:% Py
ATEEUE , (BT EAECal MRS Sy E1s, [FIn Z2 054K,

BEESSLINE 2 WSS .
Node.js SSLiE#&m 1

MIHERE : MongoDB Node.js Driver

ABIES

¥4 /2ssl = truefMENE PR URIARE, ssICAtEMIcalEHi#%12, checkServerIndentityBE N
false, ZWgIEAKLI,

var MongoClient = require('mongodb') .MongoClient,
f = require('util').format,
fs = require('fs');

// Read the certificate authority
var ca = [fs.readFileSync(__dirname + "/path/to/ca.pem")];

// Connect validating the returned certificates from the server
MongoClient.connect("mongodb://host01:27017,host02:27017,host03:27017
/?replicaSet=myreplset&ssl=true", {
server: {
sslValidate:true,
checkServerIdentity:false,#ignore host name validation
ss1CA:ca

}
}, function(err, db) {
db.close();


https://mongodb.console.aliyun.com/#/mongodb/list
http://mongodb.github.io/node-mongodb-native/2.0/tutorials/enterprise_features/

})s

PHP SSLiZE#Z Rl

HI%BERE: MongoDB PHP Driver
RHIRES

PHPf#fiMongoDB\Client::__constructfilidclientsffl, HEE =425 $uri. $
uriOptionsfli$driverOptions.

function construct($uri = 'mongodb://127.0.0.1/', array $SuriOptions

= [], array $driverOptions = [])

@i $uriOptionsi Esslhtrue, J3HsslifdE, i@id$driverOptionsiZEca_filefiicalt 1%
2, allow_invalid_hostnamei% & Jtrue, ZBRAKM,

<?php
$client = new MongoDB\Client(
"'mongodb://host01:27017,host02:27017,host03:27017"',
[ 'ssl' => true,
'replicaSet' => 'myReplicaSet'

"ca_file" => "/path/to/ca.pem",
"allow_invalid_hostname" => true

) —

Ve

Java SSLiZEER I

12584 : MongoDB Java Driver
ZN /v

¥MongoClientOptionsi% EsslEnabled i True, Jifissli®#, ¥ sslinvalidHostNameAl
lowed¥¢ B Mtrue, ZWEIEAKM,

import com.mongodb.MongoClientURI;

import com.mongodb.MongoClientOptions;

MongoClientOptions options

= MongoClientOptions.builder().sslEnabled(true).sslInvalidHostNameAl
lowed (true) .build();

MongoClient client = new MongoClient("mongodb://host01:27017,host02:
27017 ,host03:27017/?replicaSet=myreplset", options);

javaitBcall$, e keytool LH:

keytool -importcert -trustcacerts -file <path to certificate authority
file>


https://docs.mongodb.com/php-library/master/reference/method/MongoDBClient__construct/index.html
http://mongodb.github.io/mongo-java-driver/3.0/driver/reference/connecting/ssl/

-keystore <path to trust store> -storepass <password>

FEF R ETVM RGUR M AR IE S EE RS P,

System.setProperty("javax.net.ssl.trustStore","/trust/mongoStore.ts");
System.setProperty("javax.net.ssl.trustStorePassword","StorePass");

Python SSLiE#ZTR !
1258 : MongoDB Python Driver
A BIES

BB ssl=True)g Hssli®fz, ssl_ca_certsZEAIRIGM cas( k%2, ssl_match_hostnamei%
B MFalse, ZB&IEAKM,

import ssl
from pymongo +import MongoClient

uri = "mongodb://host01:27017,host02:27017,host03:27017/?replicaSet=
myreplset"
client = MongoClient(uri,
ssl=True,
ssl_ca_certs='ca.pem',
ssl_match_hostname=False)

C SSLiE#EZRG
1258 : MongoDB C Driver
A BIES

1% /2ssl = trueBdMENZ PR URIFARE, CiFmongoc_ss_opt CRECEssLEW, ca_filef§icaik
B2, ¥allow_invalid_hostnamei & Jifalse, ZBiEAKM,

mongoc_client_t *client = NULL;

client = mongoc_client_new (
"mongodb://host01:27017,host02:27017,host03:27017/?replicaSet=

myreplset&ssl=true");

const mongoc_ssl_opt_t *ssl_default = mongoc_ssl_opt_get_default ();

mongoc_ssl_opt_t ssl_opts = { 0 };

/* optionally copy in a custom trust directory or file; otherwise the
default is used. */

memcpy (&ssl_opts, ssl_default, sizeof ssl_opts);

ssl_opts.ca_file = "/path/to/ca.pem"

ssl_opts.allow_invalid_hostname = false

mongoc_client_set_ssl_opts (client, &ssl_opts);

C ++ SSLiEIZE
M58 : MongoDB C++ Driver

ABIEYS


http://api.mongodb.com/python/current/examples/tls.html?_ga=2.57718378.1155670878.1532603447-1232357619.1526624834&amp;_gac=1.125002488.1532603447.CjwKCAjw4uXaBRAcEiwAuAUz8HGUi3R9xvI1e_uYZo6IN3vi9dwy_Ozh2bq6VLYfkYE5O-W_3SWYaxoCPtIQAvD_BwE
http://mongoc.org/libmongoc/current/advanced-connections.html
http://mongoc.org/libmongoc/current/mongoc_ssl_opt_t.html
https://mongodb.github.io/mongo-cxx-driver/mongocxx-v3/configuration/

1% /2ssl = trueBMENZ P AEGURIFAR B, C++iliid mongocxx::options::sd BEESSLE#, ca_fileZ
B SRR E ca U112

BEW:
mongocxxIRENBIA S5 R M A4 K
#include <mongocxx/client.hpp>
#include <mongocxx/uri.hpp>

#include <mongocxx/options/client.hpp>
#include <mongocxx/options/ssl.hpp>

mongocxx: :options::client client_options;
mongocxx: :options::ssl ssl_options;

// If the server certificate is not signed by a well-known CA,
// you can set a custom CA file with the “ca_file  option.
ssl_options.ca_file("/path/to/ca.pem");

client_options.ssl_opts(ssl_options);
auto client = mongocxx::client{

uri{"mongodb://host01:27017,host02:27017,host03:27017/?replicaSet=
myreplset&ssl=true"}, client_opts};

Scala SSLiEIZE R
1258 : MongoDB Scala Driver
ZN I Y]

ScalaJXah#e7 i H Netty R I SSLIKE 37 5 MongoDBIIR 55 #il T SSLikt%, Hrh,
MongoClientOptionsi¥ EsslEnabled i True, Jifssli##%; ¥isslinvalidHostNameAl
lowed¥ & Mtrue, ZWIEAKM,

import org.mongodb.scala.connection.{NettyStreamFactoryFactory,
SslSettings}

MongoClientSettings.builder ()
.sslSettings(SslSettings.builder()
.enabled(true)

.invalidHostNameAllowed (
true)
build())

.streamFactoryFactory(NettyStreamFactoryFactory())
.build()
val client: MongoClient = MongoClient("mongodb://host01:27017,host02:
27017 ,host03:27017/?replicaSet=myreplset")

scalai Ecailt ¥ 5javatilF, FIFHEFHZEMHkeytool T.H,

keytool -importcert -trustcacerts -file <path to certificate authority
file>


https://mongodb.github.io/mongo-cxx-driver/api/mongocxx-v3/classmongocxx_1_1options_1_1ssl.html
http://mongodb.github.io/mongo-scala-driver/2.2/reference/connecting/ssl/

-keystore <path to trust store> -storepass <password>

FEF R EIVM RGUR M AR IE IS E RS P,

System.setProperty("javax.net.ssl.trustStore","/trust/mongoStore.ts");
System.setProperty("javax.net.ssl.trustStorePassword","StorePass");

Golang SSLiEE TR
FHRHEHE : MongoDB Golang Driver, Crypto tls package
N/ AW ]

Golang ka3l crypto/tIstiR I SSLIKIZ S 5 MongoDBJR 554t 1T SSLikHz, Mo,
Config&i#y FREL BssliZWi ; RootCAsHIkHEEcalE1i; InsecureSkipVerifyi¥E htrue, 2
g kA4 4G

import (
"crypto/tls"
"crypto/x509"
"gopkg.in/mgo.v2

rootPEM, err := dioutil.ReadFile("path/to/ca.pem")
roots := x509.NewCertPool()
ok := roots.AppendCertsFromPEM([]byte(rootPEM)
tlsConfig := &tls.Config{
RootCAs: roots,
InsecureSkipVerify: true
+
url := "mongodb://host01:27017,host02:27017,host03:27017/?replicaSet=
myreplset&ssl=true"
dialInfo, err := ParseURL(url)
dialInfo.DialServer = func(addr *xServerAddr) (net.Conn, error) {
return tls.Dial("tcp", addr.String(), tlsConfig)

}
session, err := DialWithInfo(dialInfo)
if err = nil {

panic(err)

session.Close()


https://godoc.org/github.com/globalsign/mgo
https://golang.org/pkg/crypto/tls/
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