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mongorestore (| creates a new database or adds data to an existing database. By default, mongorestore reads
the database dump in the dump/ sub-directory of the current directory; to restore from a different directory. pass in
the path to the directory as a final argument.

moengerestore --host

--551 --username root --password ) COPY
<PASSWORD> - -authenticationDatabase admin -

1 »
mongodump (| creates a binary export of the contents of a database

mengedump --host

--551 --username root --password
<PASSHORD> --authenticationDatabase admin --db <DATABASE> -
4 3
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db.createCollection("<collection_name>",{ storageEngine: {
wiredTiger: { configString: "encryption=(name=none)" } } })

BeHH:

<collection_name>: #£&4%.
N

db.createCollection("customer",{ storageEngine: { wiredTiger: {
configString: "encryption=(name=none)" } } })
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3. fE %4 iMongo ShellfAHuIR 55 dRsRECS b,  PhATRA Mo &I TR

mongo --host <host> -u <username> -p --authenticationDatabase <
database> --ssl --sslCAFile <sslCAFile_path> --sslAllowInvalidHostn
ames

Bi:
- <host>: PrimaryixisSecondary ¥ SiiEHshE (Fukis) |, W¥iEiES
N#unique_89,
- WMFES ARSI, HERIEAMERSbNE, S R4unique_94,
- WFEE N LB, FEFORECS I 5 Mongo DB I HIAL T Ml — Mgk,
- <username>: JEEEBHEENIKS, BRilMNroot .
- <database>: WEREHEAERIK SMEMETIMNMERNBIEE, Bl admin
- <sslICAFile_path>: SSLUEH X{F#ie.

il

mongo --host dds-bpxxxxxxxx-pub.mongodb.rds.aliyuncs.com:3717 -u
root -p --authenticationDatabase admin --ssl --ss1CAFile /root/
sslcafile/ApsaraDB-CA-Chain.pem --sslAllowInvalidHostnames

4, 2 1THREnter password: N, i AZHREEIK-S X IR,
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 EANER, EE TR,
- WSS T root MK SRS, Rl DUEI B BRI )5 R E .
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10.6 MongoDB% FimSSLiEE Rl
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BESSLIEiH2 WHunique_193,
Node.js SSLiE& Rl

HIEEH:: MongoDB Node.js Driver,

ABIES

1%/2ssl = trueiimMEN & PR URINKRRE, sslICAfSFIcalE1i#d12, checkServerIndentityBtE N
false, ZMmgiEAA%KM,

var MongoClient = require('mongodb') .MongoClient,
f = require('util').format,
fs = require('fs');

// Read the certificate authority
var ca = [fs.readFileSync(__dirname + "/path/to/ca.pem")];

// Connect validating the returned certificates from the server
MongoClient.connect("mongodb://host01:27017,host02:27017,host03:27017
/?replicaSet=myreplset&ssl=true", {
server: {
sslValidate:true,
checkServerIdentity:false,#ignore host name validation
sslCA:ca

}
}, function(err, db) {
db.close();
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PHP SSLiZE#Z Rl

%588 : MongoDB PHP Driver,
ZN/A AV ]

PHPffifiMongoDB\Client::__constructfili#clientsfl, HuE=42%5: S$uri, $
uriOptionsfii$driverOptions.

function __construct($uri = 'mongodb://127.0.0.1/', array $uriOptions

= [], array $driverOptions = [])
j@iid $uriOptionsi Essl htrue, J&MssliEd, i@id$driverOptionsifEca_filefiicalE 15
2. allow_invalid_hostname¥¢ & htrue, ZREERAZAM,

<?php

$client = new MongoDB\Client(

"'mongodb://host01:27017,host02:27017,host03:27017"',

[ 'ssl' => true,
'replicaSet' => 'myReplicaSet'

"ca_file" => "/path/to/ca.pem",
"allow_invalid_hostname" => true

0 —

Ve

Java SSLiZEIER{GI

M8 : MongoDB Java Driver,
ENGAw T

¥¥MongoClientOptionsisslEnabled ¥ & N True, fiHssli#, 1%¥sslinvalidHostNameAl
lowed¥ & Mtrue, ZWIEAKM,

import com.mongodb.MongoClientURI;

import com.mongodb.MongoClientOptions;

MongoClientOptions options

= MongoClientOptions.builder().sslEnabled(true).sslInvalidHostNameAl
lowed (true) .build();

MongoClient client = new MongoClient("mongodb://host01:27017,host02:
27017,host03:27017/?replicaSet=myreplset", options);

javaikBcall$, FHZEMHkeytool TH:

keytool -importcert -trustcacerts -file <path to certificate authority
file>


https://docs.mongodb.com/php-library/master/reference/method/MongoDBClient__construct/index.html
http://mongodb.github.io/mongo-java-driver/3.0/driver/reference/connecting/ssl/

-keystore <path to trust store> -storepass <password>
TP EIVM R2S0RTERAR R IEF SR E R E P,

System.setProperty("javax.net.ssl.trustStore","/trust/mongoStore.ts");
System.setProperty("javax.net.ssl.trustStorePassword","StorePass");

Python SSLiE#ZTR !
M2%HEH;: . MongoDB Python Driver,
NIV

BEEssl=TrueifssliE$%, ssl_ca_certsZEHkfEmcasxtfE#12, ssl_match_hostnamei
B WFalse, ZHEIEAKM,

import ssl
from pymongo import MongoClient

uri = "mongodb://host01:27017,host02:27017,host03:27017/?replicaSet=
myreplset"
client = MongoClient(uri,
ssl=True,
ssl_ca_certs='ca.pem',
ssl_match_hostname=False)

C SSLiZE#ER I
HMI>%%ERZ: MongoDB C Driver,
NV ]

¥%/2ssl = trueFMEIZ FURURIMARE, Cfilimongoc_ssl_opt_tRALEsslEW, ca_filetd
Aicail Hie. Fallow_invalid_hostname¥ & false, ZMgi4 KM,

mongoc_client_t *client = NULL;

client = mongoc_client_new (
"mongodb://host01:27017,host02:27017,host03:27017/?replicaSet=

myreplset&ssl=true");

const mongoc_ssl_opt_t xssl_default = mongoc_ssl_opt_get_default ();

mongoc_ssl_opt_t ssl_opts = { 0 };

/* optionally copy in a custom trust directory or file; otherwise the
default is used. */

memcpy (&ssl_opts, ssl_default, sizeof ssl_opts);

ssl_opts.ca_file = "/path/to/ca.pem"

ssl_opts.allow_invalid_hostname = false

mongoc_client_set_ssl_opts (client, &ssl_opts);

C ++ SSLiE#ER I
MEHEH: : MongoDB C++ Driver,

B


http://api.mongodb.com/python/current/examples/tls.html?_ga=2.57718378.1155670878.1532603447-1232357619.1526624834&amp;_gac=1.125002488.1532603447.CjwKCAjw4uXaBRAcEiwAuAUz8HGUi3R9xvI1e_uYZo6IN3vi9dwy_Ozh2bq6VLYfkYE5O-W_3SWYaxoCPtIQAvD_BwE
http://mongoc.org/libmongoc/current/advanced-connections.html
http://mongoc.org/libmongoc/current/mongoc_ssl_opt_t.html
https://mongodb.github.io/mongo-cxx-driver/mongocxx-v3/configuration/

¥ /2ssl = trueiFMEIZ FURURIFRE, C++idiid mongocxx::options::ssl B ESSLS
B, ca_fileZEHR$5E casttb gz,

LR
mongocxxIXENIA SZ 5 R I A A,
#include <mongocxx/client.hpp>
#include <mongocxx/uri.hpp>

#include <mongocxx/options/client.hpp>
#include <mongocxx/options/ssl.hpp>

mongocxx: :options::client client_options;
mongocxx: :options::ssl ssl_options;

// If the server certificate is not signed by a well-known CA,
// you can set a custom CA file with the “ca_file  option.
ssl_options.ca_file("/path/to/ca.pem");

client_options.ssl_opts(ssl_options);
auto client = mongocxx::client{

uri{"mongodb://host01:27017,host02:27017,host03:27017/?replicaSet=
myreplset&ssl=true"}, client_opts};

Scala SSLiEER I
HICHERE: MongoDB Scala Driver,
ZN IRV

ScalaJXzh#e7 i H Netty Rt SSLIKE 37 5 MongoDBIIR 55 #i T SSLiktk, Hrh, ¢
MongoClientOptionsfJsslEnabled ¥ & A True, J&Hssli##E; FisslinvalidHostNameAl
lowedi% & Mtrue, ZHgIEAAKM,

import org.mongodb.scala.connection.{NettyStreamFactoryFactory,
SslSettings}

MongoClientSettings.builder ()
.sslSettings(SslSettings.builder()
.enabled(true)

.invalidHostNameAllowed (

true)
.build())

.streamFactoryFactory(NettyStreamFactoryFactory())
.build()
val client: MongoClient = MongoClient("mongodb://host01:27017,host02:
27017 ,host03:27017/?replicaSet=myreplset")


https://mongodb.github.io/mongo-cxx-driver/api/mongocxx-v3/classmongocxx_1_1options_1_1ssl.html
http://mongodb.github.io/mongo-scala-driver/2.2/reference/connecting/ssl/

scalaifBEcalt ¥ 5javatfild, FFEFRZEMHkeytool TH,

keytool -importcert -trustcacerts -file <path to certificate authority
file>
-keystore <path to trust store> -storepass <password>

FEFEF R EIVM RGUR M DR IR SR E RS P,

System.setProperty("javax.net.ssl.trustStore","/trust/mongoStore.ts");
System.setProperty("javax.net.ssl.trustStorePassword","StorePass");

Golang SSLiE#E TR
MXHERE: MongoDB Golang Driver, Crypto tls package .
ZNRV T

Golang X1 crypto/tIstL iR R SSLIKIZ X #F 5 MongoDBHR 55 2l TSSLi%EHE . HHh,
Config&it FIRAC B ssIikli ; RootCAsHIKiRE calik1s; InsecureSkipVerifyi & htrue, &
WS AA R,

import (
"crypto/tls"
"crypto/x509"
"gopkg.in/mgo.v2

rootPEM, err := djoutil.ReadFile("path/to/ca.pem")
roots := x509.NewCertPool()
ok := roots.AppendCertsFromPEM([]byte(rootPEM)
tlsConfig := &tls.Config{
RootCAs: roots,
InsecureSkipVerify: true
k
url := "mongodb://host01:27017,host02:27017,host03:27017/?replicaSet=
myreplset&ssl=true"
dialInfo, err := ParseURL(url)
dialInfo.DialServer = func(addr *xServerAddr) (net.Conn, error) {
return tls.Dial("tcp", addr.String(), tlsConfig)

+
session, err := DialWithInfo(dialInfo)
if err = nil {

panic(err)

session.Close()


https://godoc.org/github.com/globalsign/mgo
https://golang.org/pkg/crypto/tls/
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pidFilePath: /path/to/mongo/mongod.pid
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logAppend: true
security:
authorization: enabled
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dbPath: /path/to/mongo/data
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net:
http:
enabled: false
port: 27017
unixDomainSocket:
enabled: false
processManagement:
fork: true
pidFilePath: /path/to/mongo/logs/mongod.pid
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