Alibaba Cloud
ApsaraDB for MySQL

Quick Start for MySQL

Issue: 20181125

MORE THAN JusT cLoub | (- AlibabaCloud




Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this
legal disclaimer before you read or use this document. If you have read or used this document, it

shall be deemed as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only.
The content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminat
ed by any organization, company, or individual in any form or by any means without the prior
written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades, adjustment
s, or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and the updated versions of this document will be occasionally released through
Alibaba Cloud-authorized channels. You shall pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products and
services. Alibaba Cloud provides the document in the context that Alibaba Cloud products and
services are provided on an "as is", "with all faults" and "as available" basis. Alibaba Cloud
makes every effort to provide relevant operational guidance based on existing technologies
. However, Alibaba Cloud hereby makes a clear statement that it in no way guarantees the
accuracy, integrity, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial losses incurred
by any organizations, companies, or individuals arising from their download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, bear responsibility for any
indirect, consequential, exemplary, incidental, special, or punitive damages, including lost
profits arising from the use or trust in this document, even if Alibaba Cloud has been notified of
the possibility of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to works, products
, images, archives, information, materials, website architecture, website graphic layout, and
webpage design, are intellectual property of Alibaba Cloud and/or its affiliates. This intellectu

al property includes, but is not limited to, trademark rights, patent rights, copyrights, and trade



secrets. No part of the Alibaba Cloud website, product programs, or content shall be used,
modified, reproduced, publicly transmitted, changed, disseminated, distributed, or published
without the prior written consent of Alibaba Cloud and/or its affiliates. The names owned by
Alibaba Cloud shall not be used, published, or reproduced for marketing, advertising, promotion
, or other purposes without the prior written consent of Alibaba Cloud. The names owned by
Alibaba Cloud include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other
brands of Alibaba Cloud and/or its affiliates, which appear separately or in combination, as well
as the auxiliary signs and patterns of the preceding brands, or anything similar to the company
names, trade names, trademarks, product or service names, domain names, patterns, logos

, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information indicates a
situation that will cause major system Danger:
changes, faults, physical injuries, and Resetting will result in the loss of user
other adverse results. configuration data.
This warning information indicates a
''''' situation that may cause major system | &% Warning:
changes, faults, physical injuries, and | Restarting will cause business
other adverse results. interruption. About 10 minutes are
required to restore business.
This indicates warning information,
supplementary instructions, and other Note:
content that the user must understand. | Take the necessary precautions to
save exported data containing sensitive
information.
This indicates supplemental instructio
ns, best practices, tips, and other Note:
content that is good to know for the You can use Ctrl + A to select all files.
user.
> Multi-level menu cascade. Settings > Network > Set network type
Bold It is used for buttons, menus, page Click OK.
names, and other Ul elements.
Couri er It is used for commands. Runthecd /d C./w ndows command
f ont to enter the Windows system folder.
Italics |[Itisused for parameters and variables. |bae 1 og list --instanceid
I nstance_I D
[] or [a]b] It indicates that it is a optional value, i pconfig[-all]|-t]
and only one item can be selected.
{} or{alb} |Itindicates that it is a required value, swich{stand | slave}
and only one item can be selected.
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1 Limits

To guarantee the stability and security of ApsaraDB for MySQL, certain limits are propose.

Items Restrictions
Parameter The RDS console or APls must be used to modify database parameters.
modification But some parameters cannot be modified. For more information, see Set

parameters through the RDS console.

Root permission

The root or sa permission is not provided.

Backup

+ Command lines or graphical interfaces can be used for logical backup.
* For physical backup, the RDS console or APIs must be used.

Restoration

+ Command lines or graphical interfaces can be used for logical restoration.
* For physical restoration, the RDS console or APIs must be used.

Migration

+ Command lines or graphical interfaces can be used for logical import.

* You can use the MySQL command line tool or Data Transmission Service
(DTS) to migrate data.

MySQL storage
engine

* Currently only InnoDB and TokuDB are supported. The MyISAM engine
has defects and may cause data loss. If you create MylISAM engine
tables, they are automatically converted to InnoDB engine tables. For
more information, see Why does RDS for MySQL not support the
MyISAM engine?

» The InnoDB storage engine is recommended for performance and
security requirements.

+ The Memory engine is not supported. If you create Memory engine tables
, they are automatically converted to InnoDB engine tables.

Replication

MySQL provides a dual-node cluster based on the master/slave replication
architecture, so you manual deployment is not required. The slave instance
in the architecture is invisible to you, and your application cannot access to
the slave instance directly.

Restarting RDS
instances

Instances must be restarted through the RDS console or APls.

User, password
, and database
management

By default, RDS console is used to manage users, passwords, and
databases, including operations such as instance creation, instance deletion,
permission modification, and password modification. MySQL also allows you
to create a master account for finer-grained management.

Common account

* Does not support customized authorization.



https://rds.console.aliyun.com/
https://rds.console.aliyun.com/
https://rds.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/52558.htm
https://www.alibabacloud.com/help/doc-detail/52558.htm
https://rds.console.aliyun.com/
https://rds.console.aliyun.com/

Items Restrictions

» The account management and database management interfaces are
provided on the RDS console.

* Instances that support common accounts also support master accounts.

Master account  |.  sypport customized authorization.

+ SQL statements can be used for management.

Network settings [ If a MySQL 5.5/5.6 instance is in a classic network and its access mode
is safe connection mode, do not enable net.ipv4.tcp_timestamps in SNAT
mode.
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2 General process to use RDS

Purpose of the Quick Start

This document describes the procedure right from purchasing an RDS instance to using it. This
document also elaborates on how to create an ApsaraDB for RDS instance, perform basic settings

, and connect to the instance database.
Target reader

» Users who buy an ApsaraDB for RDS instance for the first time.
» Users who need to perform basic settings for the instance they created.

» Users who want to know how to connect to an ApsaraDB for RDS instance.
Quick Start flowchart

If you use Alibaba Cloud ApsaraDB for RDS for the first time, see Limits and Instance

management interface for MySQL.

The following diagram explains the steps you must follow right from creating an instance to using

y Create instance | Set whitelist e It i rans

Apply for an Internet address if your

A ding to busil d - To ensure the security and stability
A gk i application is deployed on the ECS

ate instances with suitable engine, of the database, add the IP address

memory,CPU, storage space, and -es or segments that will access the
so on. RDS instance to the RDS whitelist.

located in the different region with
the RDS or on a platform other than
Alibaba Cloud.

-

D > .. = 7
Create database
- Start to use RDS and account

Create database and account in
the RDS instance first, and then you
can use RDS or migrate data to the
RDS instance.

To use the database on RDS, you

can access the RDS instance by us-
ing the applicable client.
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3 Create an instance

You can use the RDS console or APIs to create an RDS instance. For more information about
instance pricing, see Pricing of ApsaraDB for RDS. This document describes how to use the RDS
console to create an instance. For more information about how to use APlIs to create an instance,

see CreateDBlInstance.
Prerequisites

* You must have registered to an Alibaba Cloud account.

» If you are creating a Pay-As-You-Go instance, make sure that your account balance is

sufficient.
Procedure

1. Log on to the RDS console.

2. On the Instances page, click Create Instance.

3. Select Subscription or Pay-As-You-Go. For more information about billing methods, see
Billing items and billing methods.

4. Select the instance configuration. The parameters are described as follows:
» Basic configuration

— Region and zone: Select the region and zone in which the instance is located. Some
regions support both single-zone and multi-zone instances, while some regions support

only single-zone instances.

Note:
Products in different regions cannot intercommunicate through the intranet, and you
cannot change the instance region after creating an instance. Therefore, special
attention is required when you select the region.
— Database engine: RDS supports MySQL, SQL Server, PostgreSQL, and PPAS. Different
database types are supported in different regions. Choose the database type according
to the instructions on the RDS console.
= Version: indicates the database version. RDS for MySQL supports MySQL 5.5, 5.6, and
5.7. Different database versions are supported in different regions. Choose the database

version according to the instructions on the RDS console.


https://www.alibabacloud.com/product/apsaradb-for-rds?spm=a3c0i.7938564.220486.8.10521d15zCpnIt#pricing
https://rds.console.aliyun.com/?spm=5176.doc43185.2.7.mR2Syx

— Series: RDS for MySQL instances support the Basic Edition and High-availability Edition
. Different database versions support different series. Choose the instance series
according to the instructions on the RDS console.

Network type: RDS supports the classic network and virtual private cloud (VPC). A VPC

needs to be created beforehand. Alternatively, you can change the network type after

creating an instance. For more information, see Set network type.

Specifications: indicate the CPU and memory occupied by the instance, the number of

connections, and the maximum IOPS. For more information about instance specifications,

see Instance type list.

Storage: indicates space used by data, system files, binlog files, and transaction files.

Subscription time: indicates the duration of a Subscription instance.

Quantity: indicates the number of instances with the same configurations to be purchased.

. Click Buy Now to go to the Confirm Order page.

Note:

To buy multiple instances with different configurations, click Add To List for each instance

type and click Batch Purchase.

. Select Product Terms of Service and Service Level Notice and Terms of Use, and then:

Click Pay if the billing method of the instance is Subscription.
Click Activate if the billing method of the instance is Pay-As-You-Go.



4 Connect to an instance

You can connect to an RDS instance through the MySQL client.
Background information

RDS for MySQL is fully compatible with MySQL, so you can connect to your RDS instance in the
way you connect to an on-premises MySQL server. This document introduces the connection
procedure by taking the MySQL-Front client as an example. When connecting to an RDS

instance, use an intranet or Internet address as follows:

» If your client is deployed on an ECS instance that is in the same region and has the same

network type as your RDS instance, use the intranet IP address.

* In other cases, use the Internet IP address.
Log on with a client

1. In the RDS whitelist, add the IP address of the computer that runs the client. For information
about how to set the whitelist, see Set a whitelist.
2. Start the MySQL-Front client.

3. In the Open Connection window, click New, as shown in the following figure.



ApsaraDB for MySQL Quick Start for MySQL / 4 Connect to an instance

Accounts

Name Last Login

‘ Delete | ‘ Properties... ‘

‘ Open ‘ Close

4. Enter the RDS connection information.
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3§ Add Account 3

Description

Name;

Connection
Host:

Port: 3306 =

Connection Type: Built-in v

Login Information

User:

Password:

Database: B

Help ‘ ‘ Ok ‘ ‘ Cancel ‘

Parameter description:

* Description Nane: Enter the connection task name. It is the same as the Host field by
default.

* Host : Enter the intranet or Internet IP address allowed to access the RDS instance by
referring to Background information of this document. You can view the address and port

information as follows:

1. Log on to the RDS console.

2. Select the region where the target instance is located.


https://rds.console.aliyun.com/?spm=a2c63.p38356.a3.3.37eb609eGtv1CF

3. Click the ID of the instance to visit the Basic Information page.

4. In the Basic Information area, you can find the Internet and intranet IP addresses and

port numbers.

Basic Information

China East 1 (Hangzhou)ZoneB

[[otranel Addres]
[Entermet Addresc]

Set White List ~

Ve

Standard (rds.status.category.Basic)

» Port: Enter the intranet port number if you use an intranet connection. Enter the Internet

port number if you use an Internet connection.

* User : Enter an account name of the RDS instance.

+ Passwor d: Enter the account password of the RDS instance.

5. Click OK.

6. In the Open Connection window, select the connection task that you created and click Open.

If the connection information is correct, the RDS instance gets connected successfully.

= Open Connection

Accounts
Name

(=]

Last Login

Ii'll

201//7/317:.0441

New... ‘ ‘

Delete ‘ ‘ Properties... ‘

‘ Open ‘ ‘ Cancel ‘




5 Scale instances

5.1 Read-only instance

5.1.1 Introduction to read-only instances
Scenario

For services that involve a small number of write requests but a great number of read requests, a
single instance may not be able to resist the read pressure. As a result, services may be affected
. To achieve the elastic expansion of the read ability and share the pressure of the database,

you can create one or more read-only instances in a region. The read-only instances can handle

massive read requests and increase the application throughput.

Overview

A read-only instance is a read-only copy of the master instance. Changes to the master instance
are also automatically synchronized to all relevant read-only instances. The synchronization works
even if the master and read-only instances have different network types. Read-only instances and
the master instance must be in the same region, but they can be in different zones. The following

topology shows the positioning of the read-only instance.

Note:
* Currently the following instances support read-only instances:

— MySQL 5.7 High-Availability Edition (based on local SSDs)
— MySQL 5.6
— SQL Server 2017

» Each read-only instance adopts a single-node architecture (without slave nodes).



ECS

Read/write request ! Read-only request

P ¢ ©

1
|
master/slave |
' ' | Synchronization
I
|
|
|
|
|

RDS master RDS slave I'RDS read-only RDS read-only RDS read-only
|_instance ____Instance | jinstance  instance _ instance
RDS master instance RDS read-only instance
Pricing

The billing method of read-only instances is Pay-As-You-Go. For more information, see Pricing.
il

[ =] ] Note:
For information about data retention policies for read-only instances, see Expiration and overdue

payment.
Features
Read-only instances offer the following features:

» The specifications of a read-only instance differ from those of the master instance, and can be

changed at any time, to facilitate easy elastic upgrade and downgrade.

» Read-only instances support billing measured per hour, which is user-friendly and cost-efficient

* No account or database maintenance is required for a read-only instance. Both the account

and database are synchronized through the master instance.
» Read-only instances support independent whitelist configuration.

+ Read-only instances support system performance monitoring.

Up to 20 system performance monitoring views can be used, which includes disk capacity,
IOPS, connections, CPU utilization, and network traffic. Users can view the load of instances at

ease.

+ Read-only instances provide optimization suggestions.


https://www.alibabacloud.com/product/apsaradb-for-rds?spm=a3c0i.7938564.220486.8.10521d15K8Buqg#pricing

Optimization tools support storage engine check, primary key check, large table check, and

excessive indexing and missing indexing checks.
Restrictions

* Quantity of read-only instances

Database type Memory Max number of read-only
instances
MySQL > 64 GB 10
<64 GB 5
SQL Server Any 7

» Read-only instances do not support backup settings or temporary backup.

* Instance recovery:

= Read-only instances do not support the creation of temporary instances through backup
files or backups at any point in time. Read-only instances do not support the overwriting of
instances using backup sets.

— After creating a read-only instance, the master instance does not support data recovery

through the direct overwriting of instances using backup sets.
* You cannot migrate data to read-only instances.
* You cannot create or delete databases for read-only instances.
* You cannot create or delete accounts for read-only instances.

* You cannot authorize accounts or modify account passwords for read-only instances.

5.1.2 Create a read-only instance

You can create read-only instances to process massive read requests sent to the database and
increase the application throughput. A read-only instance is a read-only copy of the master
instance. Changes to the master instance are also automatically synchronized to all relevant read-

only instances through the native replication capability of MySQL.
Attention
» Currently the following instances support read-only instances:

— MySQL 5.7 High-Availability Edition (based on local SSDs)
— MySQL 5.6
— SQL Server 2017




* Quantity of read-only instances

Database type Memory Max number of read-only
instances
MySQL > 64 GB 10
<64 GB 5
SQL Server Any 7

» Read-only instance is subject to an additional charge and its billing method is Pay-As-You-Go.
For more information, see Pricing for read-only instances.

» The read-only instance automatically copies the whitelist its master instance, but the whitelist of
the read-only instance and that of the master instance are independent. To modify the whitelist

of the read-only instance, see Set a whitelist.

Procedure

-

Log on to the RDS console.

2. Select the region where the target instance is located.
3. Click the ID of the target instance to visit the Basic Information page.
4. In the Instance Distribution area, click Add Read-only Instance, as shown in the following
figure.
Instance Distribution Clone Instance A

Read-only

0

(.ixdd Read-only Instance )

5. On the purchasing page, choose the configuration of the read-only instance, and then click Buy

Now.

Led
|:_| Note:

*  We recommend that the read-only instance and the master instance be in the same VPC.


https://www.alibabacloud.com/en/product/apsaradb-for-rds?spm=a3c0i.o26117en.a3.1.FZgSTK#pricing
https://rds.console.aliyun.com/

» To guarantee sufficient I/O for data synchronization, we recommend that the configuration
of the read-only instance (the memory) is not less than that of the master instance.
*  We recommend that you purchase multiple read-only instances to improve availability.
6. Select Product Terms of Service and Service Level Notice and Terms of Use, and then
click Pay Now.
7. After creating the read-only instance, you can view it on the Instances page, as shown in the

following figure.

Running 2017-07-26 16:24 Read-only

rﬁn Running 2017-07-18 15:03 Regular

5.2 Disaster recovery instances

For services that require high data reliability or financial services that require regulation, the RDS

provides remote disaster recovery instances to improve data reliability.
Background introduction

RDS achieves real-time synchronization between the master instance and the remote disaster
recovery instance through Data Transmission Service (DTS). Both instances are deployed in the
master/slave high-availability architecture. If the master node and slave node cannot be connected
due to any abrupt event such as natural disasters in the region of the master instance, you can
switch over the remote disaster recovery instance to the master instance. After the database link

address is modified on the application, service access to the application can be quickly recovered.

Through the DTS console, disaster recovery instances can enable synchronization links to support
original features such as synchronization object changing, synchronization rate setting, and delay

alarming. For details, see DTS product documentation.
Disaster recovery instances have the following features:

* Provide independent database connection addresses so that the connections can be

independently controlled by user applications.



» Use the master/slave high-availability architecture.
» Support hourly billing and can be enabled and disabled out-of-the-box.

+ Support independent whitelist configuration and account management.
Billing

The configuration of an RDS disaster recovery instance is exactly the same as its master instance
configuration, data transmission realizes real-time synchronization between the master instance
and the remote disaster recovery instance. As a result, creating disaster recovery instances will
result in fees of both RDS and DTS. For price details, refer to RDS pricing information and data

transmission pricing information.
Prerequisites

» Currently, disaster recovery instances support RDS for MySQL instances only.

* When a disaster recovery instance is to be created, the master instance version must be
MySQL 5.6 or later. Make a compatibility test before upgrading the master instance version.
Alternatively, create a new MySQL 5.6 to copy the data from the master instance to the new

instance, then create a disaster recovery instance on the new instance.

» The master instance that creates the disaster recovery instance must have an internal network

address.
Functional restrictions
Disaster recovery instances have the following functional limitations:

» Support creating accounts with the read-only permission, to ensure stability of synchronization

links.

» Backup settings, backup recovery, data migration, database management, Internet IP address

application, and connection address modification are not supported.
Operation steps

1. Log on to the RDS Management Console.
Select the target instance.

On the Basic Information page, click Add Disaster Recovery Instance.

> « BN

On the Create Synchronization Task page, click Purchase Instance Right Now to purchase

a disaster recovery instance.

Parameter description:


https://rds.console.aliyun.com/

* Synchroni zation Task Name:indicates the name of a synchronization task. The default
name can be retained.

* Instance | D(local instance information): indicates the ID of the local instance. The
system automatically associates the current instance ID, or you can click an RDS instance
under a different Alibaba Cloud account. Fill in an RDS instance ID, database, account
number, and the corresponding password.

* Instance | D (target instance information): indicates the ID of the target instance. Click
Buy Now to purchase the disaster recovery instance.

5. In the target RDS instance purchase window, select the region where the instance is located,

and click Buy Now.

During the purchase of a disaster recovery instance, you can only select a region, and other
configuration information is consistent with that of the master instance by default. If there are
any disaster recovery instance upgrade requirements, you can create them successfully in

RDS Management Console to change configuration of the disaster recovery instance.

Note:
It takes minutes to create a disaster recovery instance. Do not close the dialog box during
creation. Otherwise, the disaster recovery instance may fail to be created.
6. After the disaster recovery instance is purchased, the instance ID is automatically added to the
target instance ID. Then, click Authorize White List and Next.
7. The system automatically creates a migration account. After the creation is complete, click

Next.

Note:
The name is automatically generated for the disaster recovery instance. For DTS
synchronization, do not modify or delete the account. Otherwise, a synchronization exception
may occur.
8. Select the objects to be migrated from the source database objects , click > to add the selected
objects, and then click Next.
9. Select the synchronization initialization type and set the synchronization rate, and click Pre-

check to start the synchronization.

Parameter description:


https://rds.console.aliyun.com/
https://rds.console.aliyun.com/

* Synchronization Initialization: Migrate the structure and data of the
synchronization objects from the local instance to the disaster recovery instance, which will
be used as the basis for subsequent incremental data synchronization. This parameter has
two options: Structure InitializationandFull Data Initialization.Both
options must be selected for your first data synchronization.

* Synchroni zati on Rat e: Set the rate of synchronization between the master instance
and the disaster recovery instance to protect services on the master instance. The unit is
TPS. If this default value of the parameter is retained, the synchronization rate is the upper

limit of the DTS performance.

Note:
Pre-check failure is described below. If pre-check is passed, go to Step 12.
10.The system displays the pre-check results.
11.Click the detection item after the test results is failed. View the failure details to complete the
error troubleshooting.
12.After troubleshooting, select the current synchronization task from Synchronization Task List
and click Start.
13.After the pre-check is passed, click OK. The synchronization task is automatically started.
14.0n the data synchronization list page of DTS, you can query created synchronization tasks and
operate such tasks by changing the synchronization object, setting the monitoring alarm, and

modifying the synchronization rate. For details, see DTS product documentation.

Note:
In order to ensure the real-time performance of disaster backup instance data, do not pause

the synchronization task of the disaster recovery instance.
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