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1 NFS EFimEHin &

NFS Z 5 PRI — iRy, T E0 PISA7 e —LE28REE, 2500 NFS RIEREH, b ke E
4P NFS FOE TERR, 568 BT =R AR .

#FZ Linux RZEhRZs
HEFAE T 2B 7 ISR,  EEEE PTE 2™ iIA NRRAS,  BfREETE, W RN,

- Cent0S 6.9 2P I

- Redhat 6.9 }PA L

- Ubuntu 14.04 / 16.04 / 18.04
- Debian 8 KPA L

- SUSE 11 DA E

- OpenSUSE 42.3 JPA I

- AliyunLinux 17 &PA I

RIZMBIRERESBXXFRATMN Rk &)

BRGINEIRAN 2.6.32-696 ~ 2.6.32-696.10.1 (12$52.6.32-696, {HAFL$K2.6.32-696.10.
1) B, NFS MRS5S, PRRRERE, ARRME SRS, &SRR eI,

MERfECmpI, iEER ECS 91, #1512 W RHEL6.9: NFSv4 TCP transport stuck in
FIN_WAIT_2 forever,
RIZRESBXXERATIN (REAK: &)

BRGINZIRA LRI, NFS IRS5unt R, nIaeiEm NFS & P umiisy T /i85
POEH BB OL, AN S BOLF R SRS TN,

- Redhat 6/CentOS 6 2.6.32-696.3.1.el6,

- Redhat 7/CentOS 7 3.10.0-229.11.1.el7 Z i PEZRRA,

- Ubuntu 15.10 Linux 4.2.0-18-generic.

MO, JEEE S ECS 9261, PFEIEIEZ2WRHEL7: NFSv4 client loops with WRITE /
NFS4ERR_STALE_STATEID - if NFS server restarts multiple times within the grace

period,
AR3ZHF chown e SHARLARAA (LFEK: 1K)
KRGMNERA N 2.6.32 I}, AZFNFSHE Uit chown w2 FIRGAA .
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2 noresvportiEEH S W R AGERIIT 1B

HEPLinuxRGEMA P, WindowsH Fifi 2.
F—F, WERTFEMnoresvportiEH S
1. 7f£ECS L F#check_noresvport.pyki A,

wget https://raw.githubusercontent.com/alibabacloudnas/nas-client-
tools/master/check_noresvport.py -P /tmp/

2. i pythonif iR A AR
python /tmp/check_noresvport.py
WA . AGECSESLEnoresvport I8, WIJEHAE, M5 TH —
#, noresvportZ#UBE ik,
$£ZH, noresvportBHIBEHE (BINTELSRIE#TT)
- R HECSHIZHENAS, W HHSB-rRPUTRERA,
python /tmp/check_noresvport.py -r

- MSMEHASHERNAS, 2 EKSSHEHPNASEFNnoresvport /7 BN, WA REM i
IRANASHELZHIBA GIETRES : 21906225) .

BERG, EEXPITE %, REREGMHHnoresvportH S EmmiMEEAEM, W WS
WE BT RIRATT GTEIBES: 23110762)


https://yq.aliyun.com/articles/707169
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3.1 NAS % 5 2 BV F B B A i il R
NAS FHEHUSAT, XRSOIRE A

Hisgo R PRI R D, BEIR G o HIAS AT 32
NAS FRAEHIE S SERAIAEREIRL, B SCRM DAR n] B DO RS DLan R
- HREKH:

HbsR AR FRAESs SRR, PhBOBI LR nl X

k1 B 7 @%: NFS. SMB
nJHX: C

i 2 &[40} - PERE™: NFS. SMB

afHX: C, E
- BoEE

aHX: A, B, C. D. E, F

#]k 3 k&I - PERE™I: NFS. SMB

mHX: B
- BodE

afHX: A, B

4]t 5 RN TE - AR NFS. SMB
nfHX: A

- PEfE®: NFS. SMB
AfHX: A




Hulg AR FtEss SRR, PhBCB DRl X

R 1 B - HEM: NFS. SMB

afHX: B. G
- TERERY: NFS. SMB

afHX: G. F
- BdR

WHX: B, E. F, H, I

B4R 2 RS2 - HRA: NFS. SMB

mHKX: B
- PERERY: NFS

E‘”EHIX: A\ B\ C\ D\ E\ F

1Er 1 | - #HEM: NFS. SMB
afX: A. D
- MEfER: NFS. SMB

AaffX: A. B. D
- BoEE

nfHX: A, B, C. D, E

- HABEZR X
Hul A4 P PRAEYE SRS, DR LR T A X
Hilk it - ¥R NFS, SMB
A[HIX: B
- PERER!: NFS. SMB
A[HIX: B
WEARZRRE 1 Wi - HEA: NFS, SMB
AHX: A

- PERERY: NFS. SMB
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FtEss
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VEKZR 2

BE

- #a%: NFS, SMB

HX: A
- TERERY: NFS. SMB

aHX: A

VKA 3

7% : NFS. SMB

aHX: A

VKA 5

1 13)11B

7% : NFS. SMB
nHX: A

WARZRAE 1

8% NFS. SMB
nJHX: A, B
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- ARA: NFS. SMB

aHX: A
- MHER: NFS. SMB

aHX: A

WR#pER 1
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A4 R FRAE T KRNI, R BLR nf HI X
RIEARHK 1 e - 4$%: NFS, SMB

AHKX: A

PERERY: NFS. SMB

ATHX: A

3.2 SIBR N REH R AT AFERAMEER?

HSEAMGHEE (VPC) AR, SMmPpIZgIRsEsvh v M2k eE, b7 iR NAS 5
RGP 2, NAS TEONHER Y M2 S HR ECS SLHBETRIE, HavrE A
2/ ECS SEBHERRTIMISPE RS, WXXPFRGELHININKS S ECS LI EKSHIFE, Hith
TIAT RIRRISIE, NAS TREEIE RAM AU H 23K ECS S5,

BeHA:

- JBId RAM 2805, NAS R0 PUFRVEH T Describelnstances 11, JoiiifH HAT
10 ; NAS F4iiEid Describelnstances 2 13RE ECS FHIFIFRA MU AT
K&, DT HRUREIE,

- @i RAM £2hUG, IEAERIZMERSSE RAM Hif) AliyunNASDefaultRole ffifa, 70
A REIBRCIEH RS R AR E R

3.3 X TFEE AU ER?
SKPFAEI NAS IRIERIBCUBO SR R AR, FINHLOCRIN B 12D,

FLARW SR AN 2 B LRI T S50

3.4 XHFENASE 4. EEHANATLR?
SOOI A0 AT D MR35, RRERERKRIEN) NAS SCPFIRRELT, JEMUER, M
WA, S, R, BN, SNTR, BTEREINSMTRSCIEENGS . (SRR R A
SRRV SCPEAEIE, SCF BCS KBl E-HPC RAHIRSS % 5 M1 AU b2
TR
B 2% ECS M55 3% B SO A7 DK SRR 57 A -

- {1 SLB+ 2 ECS (W1 web JIli558%) #KEN35, 26 ECS HRVIME— A 2Ea3m, P
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- HEE: 26 ECS MM, RERFHES IR MrEEan, DU SRR SRS

L
© AR AR A AR SRR R B A SN, RIS RR AR
o

3.5 X 7FENASER A LA X BVEEZ?
SO RSN TSP RGERA 2SS WA U, Bl R

- XHERYE: XRGR XA RIEH], RKXFRGHE (mount) 2| ECS mR554%. E-HPC
A eSS e, nl MG AR R GE—FEAE I S
CHEEN BB TE RVIMSUHARMA L, X T2 TR AL SRR

Ui ISP
- BUBRAL: @ SCViMISCAAAIRIRGE S, BAGEZRL 1P bk, 5 BUR, R BURS

3.6 BT KPP A LIBIEZ DI XGRE. XGERFERHHARS?
SAMKP IS ATBIONE 10 XPFRS, S XIFRGAR RO 1PB, 84 IR T BIK
F 10 {243

3.7 XHIFAENAS TR i R il ?
SCPEA7I NAS SEHEBLRHIR :

1. NFS v3.0f1 NFS v4.0,
2. SMB 2.1 &MLk, MpZH Windows 7/Windows Server 2008 R2 KB, L4 Windows

A, A%+ Windows Vista/ Windows Server 2008 P4 R4 Windows fifi4

3.8 X TFHERIEREERE?
HASPFRGIZHLRERE LR (W) 5 SCPERGE R T 2 RRERIENIG, WM RELK, 790l

PERE ERR CUREfED @i,
HERMERSTERER RIS W EHilm b “HHaEN SRR RNER" F.

3.9 BHARHAME., BHAER?
FERUAURTESIN A (ECS 9CBl, E-HPC sREEHINGS) Vil PFAAIRIRIAIL, HEBRAGE XL T 1F 2%
RIS, SRITERERI U SRR, T — AR A A S0 AN

8], =i,


https://www.aliyun.com/price/product?spm=5176.8030368.333906.26.vm70LT#/nas/detail

3.10 RARHAE. BHAER?
BRI ST VIRISCPEAZ ISR, ELFGRERL TP Susk, WO, R PohURLS,

3.11 0B GENFS 4.0 IR iE OAMIRIA AT ?
RSk

{EHINFS 4. 0HENAS R SG, A—40.0.0.009BEHLSG I8, I HICik@idnetstati@fir
Wi R

HFIROAERE, I HIEIAmE Wy, MRERgRAh2 IR Skl

[rootl 1zE v % =delee ... 20z /1# netstat -tanpl i grep tcp | ¢
tcp % HB.8.8.8:111 BH.8.8.8:x=

tcp 7 H 8.8.8.8:22 BH.8.8.8:=
[rootPizCenmees & masmm _wz /1# mount -t nfs -0 vers=4.8 915&
[root@PizEBuieses m rovssism  ®z /I#f netstat -tanpl | [;r‘t p tcp i ¢
tcp 7 : .B:3886<2
tcp 7

tcp %

tcpb 7

8.
8.
8.

.

[A] R

IHEFEPLERTTRNFS 4.0 7 X Ffcallbackifi Wiy, F S Eifs. nfs.nfs_callback_tcpport
ERINRO0, FRBANFS 4.0 clientSBEPLBEE— ol OBE T IRWT, MmiBENLAG A B IFA SR Z 2N

58
AR v E TR BRI, P e DOZEEAE ) B R 5 TR E i callbackyi .
BRI

B RGEZ60, B POE AL E 2 8 fs.nfs.nfs_callback_tcpport3—A~EZ e
{i, PABIEZNR,

sudo sysctl fs.nfs.nfs_callback_tcpport=<port>

FELLTRBI, 1EH P ¥%fs.nfs.nfs_callback_tcpportF-3hiit B 211145450, JFEHINFS 4.0
BB RS Z)G, netstat' B ng bWt e FahEcE 45450,

(L IERIP AR R root P, FiATRZEMEHsudotirsysctlii®, )



[rootPiz8viriee b’ 2 sl o “nz /18t netstat -tanpl i grep tcp | g
tcp 9 B 8.8.8.8:111 BH.0.8.8:x=

tcp 9 B 8.0.0.8:22 0H.0.0.8:%
[rootPiz8cmmm &~ ml oo .0z 718 sysctl fs.nfs.nfs_callback_tc)
fs.nfs.nfs_callback_tcpport 145454

[rootPizGi ' mmm Em  mm 0z /1% mount -t nfs -0 vers=4.8 9150@=

[root@iz8ummm. we_ . mm pz /1% netstat -tanpl | qr‘t p tcp i g

tcp H B ‘1‘1‘1‘18
tcp H

tcp H
tcpb H

3.12 Y R Z IR/ 2B P imA A SR —HEX AT EH I Z

e

AEA#E NAS 2 &P omidft v g A2 MR 2Ry fe ), MESHR/ 2R mitks
AR R (IR BIAI R S —A HAESPF) |, SR ey 7 i s PRy
REAEE E ISR, 1 NFS A B defiviftAtomic Appendifi X, HUtnlRES
WSS, X, BITEREHR, HENRITT A PR
(HEFR) AFERE /% 505 AR — X RGEIARRISE, JRg it BN i T, X4
Ji RAEVSIRAFHB AR IF 25 N SEII N, I JCT B S8, A2 PERERS I,
- MTFIEBMEGFE—AE HE) K35k, nTDUERSPEBE + seek HLHIRORIES AR5 T
PA—80E, RSB + seek J2— AN ELESFENRYERAE, WRESONPERE™ A RE AL, R
R T — AR, DS,

flock + seek {EAR A%

T NFS Wil 535 S0 Atomic Append 18 X% HE, Bt ES ANF—XERRE (W
Hi&) W, MeffES B EE SN, 76 Linux b, @i flock + seek 753, v PAfE
NFS X724 Lz Atomic Append, XFFEIBME AR — AR RIS HE,

SERT

1. ¥ fd = open(filename, O_WRONLY | O_APPEND | O_DIRECT) BB ¥ 77 24T HZ
f, JtHiEE O_DIRECT (H%E, Ajdid Page Cache) , 3RS (ALY fd,

2. JH flock(fd, LOCK_EX|LOCK_NB) Z2i3KHUCC A8, AR (nsicsi b i) W<
RMIEER, BRI DAk S el £ 7 i IR PR,

3. XFeREURIIG, VM Iseek(fd, 0, SEEK_END) ¥% fd 245 Mk e i 2 LR R,



4. PUTIER R write 20, BES ACEN 20 FRRE, I HlTHSUFBIRY, A~
B 5 AL s i R
5. HFHEITEE, A flock(fd, LOCK_UN) BiRCSCAFSE,

o2 -AERE CESRORR, UES%:

#define _GNU_SOURCE
#include<stdlib.h>
#include<stdio.h>
#include<fcntl.h>
#include<string.h>
#include<unistd.h>
#include<sys/file.h>
#include<time.h>

const char *OUTPUT_FILE = "/mnt/blog";
int WRITE_COUNT = 50000;

int do_lock(int fd)

{
int ret = -1;
while (1)
{
ret = flock(fd, LOCK_EX | LOCK_NB);
if (ret == 0)
{
break;
}
usleep((rand() % 10) * 1600);
return ret;
}
int do_unlock(int fd)
{
return flock(fd, LOCK_UN);
}

int main()

int fd = Open(OUTPUT_FILE, O_WRONLY | O_APPEND | O_DIRECT);
if (fd < 0)
{

printf("Error Open\n");

exit(-1);

for (int i = @; i < WRITE_COUNT; ++1)
{

char *buf = "one line\n";

/* Lock file x/

int ret = do_lock(fd);

if (ret != 0)

{
printf("Lock Error\n");
exit(-1);

+

/* Seek to the end x/
ret = lseek(fd, 0, SEEK_END);
if (ret < 0)



printf("Seek Error\n");
; exit(-1);
/* Write to file x/
int n = write(fd, buf, strlen(buf));
if (n <= 0)
{
printf("Write Error\n");
; exit(-1);

/* Unlock file */

ret = do_unlock(fd);

if (ret != 0)

{
printf("UnLock Error\n");
exit(-1);

}

+

return 0;

}

BN flock() 77 N0] PA2% DL REERE . http://www.hackinglinuxexposed.com/
articles/20030616.html,

BeHA:
TENASSHFZRGE EAEH flock() SR BB MILinux P RATE2.6. 1282 A |, QR ESI PIRZ AR A 85
%, M fentl() A,

3.13 731+ 4 Windows server SMB 1Y 1/0 tgE_ EF&E?
Y

Windows SMB & FURMARTIF Large mtu YEIH, [HULEN 1/0 PERERTF,
WAL E

] DL KBS ENHEEORTIF large mtu FFHE,

MRS : HKLM\System\CurrentControlSet\Services\LanmanWorkstation)

Parameters,

MBI T, HMDWORDRINIEE, W4 MDisablelLargeMtu, BEEIEAEN o, HHiENGARE
R


http://www.hackinglinuxexposed.com/articles/20030616.html
http://www.hackinglinuxexposed.com/articles/20030616.html

3.14 SNfER FISIHIRINASHEE
G

X IS {81l NAS share B35, Vikl—AcfFit, 1IS Ja XA MRZXViM NAS #1F, ART
Vit AHS PR R SE, Vil NAS SR D EA RIS, Bt ERERYIBNNEAK, H2
2RI BT RE 2338 102 i 2 B ) B

fRRFE
7 i 2 MSMB2 Client Redirector Caches Explained
Zen] AR SR PR BN = AR IR R, HIanIE 6005 A |,

MR8 12 MHKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services)\

LanmanWorkstation\Parameters,
MR -

- FileInfoCachelLifetime
- FileNotFoundCacheLifetime

- DirectoryCacheLifetime

Bew:
© SAMEMT R A

1. JemiMER K SMB AR NFS,

2. RGN BT windows A ZHRHIX =ANMERI, W windows iRA X i
WA, FhE—T, HIHIES WPerformance tuning for file servers

- UG TIS BBV M) js/css S5 M GRS N A THEA L,

3.15 XHFHENASERE X HFinotify?
i inotifywait AL & rsync 2 —#i WS BdR s /R 7 %, HAENASERSE L
inotifywait JCIKIEH LE, XR2HT inotify A BriSCBEPLHI T B,

inotifywait RIBE
inotifywait RLinux WL inotify B P S OEH, inotify SEHIE VES )2, Y0

{EZIIE VES 2N, inotify Bt RAERMERR (RIH/MERJBIESEE) ARENR CUt#) Rk
WP, HPER inotifywait BIRPIS AR ERERE RE A .


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-7/ff686200(v=ws.10)
https://docs.microsoft.com/en-us/windows-server/administration/performance-tuning/role/file-server/

NAS EfEF inotifywait 7ZZ1ERY a2

BT inotify J27£ kernel ] VFS 258U, KIILAE NFS XFRSEE, mRE% )5kt NFS SCPFR
GERERIECIEAE kernel FIR&H), inotify Wk ICikRNZRE % P it SCPHBSERIE,

Hgt, £ NAS EffifA] inotifywait ZHBIPL FEIR :

- AER U A Al B IR A NAS XFRSE, 2% )00 A JHah inotifywait BiWrHRH %,
- AER A BRI H SRS, I BAYY inotifywait B,
- AR PN B R H SRS, inotifywait JeIRRERUE I SFERIE,

BRAAE

—AATHAOTR R FAM, FAM 2—/MHREWOSCPFs H 1%, 2P SsLBl, R
FREARI1Z1T 4 daemon, ERHH, RBCHFEEREDL,

fHR {8 FAM f#1ELA R LB :

- WEHCHSHEFEM FAM #1968,
- TR HRZ IR, A RIERESEE, WREMFEARRBIN, JCIABEIRLr IS
'Iﬁio

3.16 linux ENFSHtaER B JLMBERE
A XA FLinux RGP HEINFSTERE R A JLM B E 5 R B g e 71k,

fELinux®Rgith, NFSEF it 1R & INF ST REGRIENT 70, BOAM RN IS5
602, FEPTERE

BN DELRNFSE PG, BRI GERNFSHEREGE, RENFSTERE, TEEIES Rz
Rl R RINF ST R &

3.17T FEHZZF P iREINIERRS
GEEE

LI A ECSHER —/PNFSYHFE RS, fEECS-A Lappend% (ff, 7EECS-BHitail -fWg1F
WAL, TEECS-AG5E2)G, TEECS-BRIIIMFNAFRILSA10-30FHIERS, RmitHFR%
R, WRERAEECS-B LTI (bednvi) HU@NE] LB SIS Hi N,

REH
ZIMZ 5 mountFiE L M tail -fSEZEHSE,

B mountim®8: mount -t nfs4 /mnt/


http://oss.sgi.com/projects/fam/doc.html

MFFEECS-B_EPUX— 757 ANFS mountfI X RS, BRIMEI FkerneDd St A1 H st @ ke d
T —PrmetadataZifé, SUIERHSBENE (REVFAIRL K/, RIBEEGS) 700 H R >
NFSPROC_GETATTR izf&id#2MH (RPC) MK,
tail -f {99 i sleep+fstatRMZE B )@ tE (2R RN Bk, RERA I, of
W, tail -2 ERESLI SN E TR Ffstatigi s, B Fmetadata cachelJf#1{E, fstat
BRI RENE S @, Rk, BMEENFSIRSS 8 X4 EH 1, Htail -fAIBETEA
EXFEENS T, TR hIERN,

fRRT*
i Hmount noacikWin] PAdisable e A1 H s g PR 1E

mount -t nfs4 -o noac /mnt/

3.18 NfEZ e R AY AEEHINFSIEKEA =
NFSZ P13kt T R RERINF ST R ERET 7, BOAGERIPEZR SN2, 7 HE0
TEfE, AT G el (Rl A RE N STH R &
fnl DOEE DU PR 5 BRI R FINFSTH R B, (77— B%eiG, HERBRSS
ECS, HERNRS5anIREMEHNES R, RSB ERIRSSE, W DAMER T BRI A
HINFSIHRE R,

HiE—
1. ZHNFSE U, IS WZENFSE) i,
2. PUTEATaZ, BRI R ERINFSIHREE,

echo "options sunrpc tcp_slot_table_entries=128" >> /etc/modprobe.d/
sunrpc.conf

echo "options sunrpc tcp_max_slot_table_entries=128" >> /etc/
modprobe.d/sunrpc.conf

Bim:
REOUTRAE B R LENFSE e T — IR (BatEd roothl P ##fE) , ZJaefdE ik

7.
3. Hl a5 aECS,

reboot

4. HBSUERSE, THEIES WHENFS U RSt



Yz b7 -

. PUTBU P L AR IBUER.

BLEMIE 128, WIRIHEERY).

cat /proc/sys/sunrpc/tcp_slot_table_entries

. LERNFSE U, TS W HEENFSHE ) i,
C BUTRA N2, BRI REEINFSIH R B

echo "options sunrpc tcp_slot_table_entries=128" >> /etc/modprobe.d/
sunrpc.conf

echo "options sunrpc tcp_max_slot_table_entries=128" >> /etc/
modprobe.d/sunrpc.conf

=

= B

BB IR ZHENFSE P UnE T IR ERE (D@ root F P #E) , ZJEIETEER
T‘AO

- HEEUERSG, HENIRS WHRNFSUE RS,
- PATBUR A2, BHRIBIRII R FINF ST R

sysctl -w sunrpc.tcp_slot_table_entries=128

. HERS, WENIESWAELInux RGP EIESF RS
. BRSNS WHBNFS RS
. PUTRA MR ERIBUER,

MBLEMIE 128, WIRHHESRY).

cat /proc/sys/sunrpc/tcp_slot_table_entries



4 SMB FAQ

4.1 SMB E7A#E(EE W ir) &
7+ 4R net use 2&FE mount R FEEFIRES

QRIS PP NAE IR SE LA SRE, BRI ANOIT, NEAHE, ERAHE,
CIFS/SMBX 4 ZGtHA EF I AEIN{?

B SMB XfFRGURTREB /LA R NAS 1 LK, PR IFRGI0E R ERRARE S LIRSS R
WINAS 2 —tF, HAWEE, R —adain, VPC, SMMIRIISRSE, #AI NFS 2
s

PERIA S WoXF NAS,
SMB X 4R E RN IHINFIRIER S
SMB SUHERGEXFHHMUA ECS OSSR IE 2 WX R Gt bl
SMB FRGEA SLFFIFHET S WA F SMB JJhE.
iR SMB X4 R R —LE R
] NFS SXERGE—FF, AREW region Vill, AREEIERIAMIT, #HELLES] VPC,
WERTEAEA X REHBUIIVPCZ AN M, ESW:

+ AHIIDC VPNIZE i ) bl = S
- AHIIDC NAT P25 i )R] B 2= S
- 5 VPC H:EEPT 5 230176 NAS

- BRSSP A ENAS

4.2 SMB &% I 7] &1
Windows 2016 LASRIMRASF 2 #54E3 NAS SMB
- MEBR
o SRR

C:\Users\Administrator>net use z: \\XXXXX=XXXX.XXXXX.nhas.aliyuncs.
com\myshare

System error 1272 has occurred.

You can't access this shared folder because your organization's
security policies block unauthenticated guest access. These policies


https://www.aliyun.com/price/product#/nas/detail

help protect your PC from unsafe or malicious devices on the
network.

- fRUTR:

g AL B R2 windows server BIXAMRA 9% 2 FRHEBNIAS SZRguest iz
BIEEH R,

RUTIEME
- BSaEm:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWork
station\Parameters]
"AllowInsecureGuestAuth"=dword:0

B8 :

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWork
station\Parameters]
"AllowInsecureGuestAuth"=dword:1

- Y3 Powershell BEALL R4 :

New-ItemProperty -Path $registryPath -Name $name -Value $value -
PropertyType DWORD -Force

HRRU 152 WGuest access in SMB2 disabled by default in Windows 10,

Windows Server 2016 version 1709, and Windows Server 2019,
Linux3N{e#& SMB
NAS HEiJ A3 Linux $#£8 SMB,
WREHER, —#% linux RGEHBGLWT:
mount -t cifs [MOUNT POINT] [LOCAL DIRECTORY] -o username=guest,vers=3

.0

BEHA:
Linux iRAS AR 2 2H X5,

B9 Linux R&GtEH -0 username=guestiZF EiMA %N, JRASHRA W4 :
mount -t cifs [MOUNT POINT] [LOCAL DIRECTORY] -o guest,vers=3.0
SMB #EHBRREZR L
PR :


https://support.microsoft.com/en-us/help/4046019/guest-access-in-smb2-disabled-by-default-in-windows-10-and-windows-ser
https://support.microsoft.com/en-us/help/4046019/guest-access-in-smb2-disabled-by-default-in-windows-10-and-windows-ser

A P S TRA NFS fil SMB XUFRSE, SEGE —KIEE net use Hi# NFS XFRFEERE KU
JG, HEIERT SMB X RGEM S HPRHE,

RRTT R

KRAEMRHEBIERMI S RSG, B ILEER, SoamRER. GRIERW, HERITHR,
Administrator BB L#EHE SMB BR, HittlFREFE

A BRI T windows P K B R HLE] S 2R

B MPIIE, FEAWE A HREEE, thin C & P —4 myshare, ai%4IF:

mklink /D C:\myshare \\xXxxxxx-xxxx.cn-beijing.nas.aliyuncs.com)\
myshare\

Windows Server 2016 89 IS F5&0%; SMB volume X {489(7]#R

s g Windows Server 2016 ¥ I1S Jeikn#k SMB X & X HWE, ESWANE: %
TERACE AD B,

1S BRSZEME R NAS ERRERE

iRz Windows 2016 £ SMB kM, HTTP#5i%500.19, #5iAi50x8007003a, HEW=A
WisCE: TIS IRSSTERTHL A NAS R,

BE 4 NFS FISMB R EH— N XE RS
AHELL NFS fil SMB [RIH:E R — -2 55,

PATENAEM N Linux Y% PN SMB, FUMAE S8/ LM, a2 R4
B, HANKE (Windows X H255% 74F, Linux %§§255 UTFS8 F1i) %%,

EFH P ORI T IS, Al DAESERF SMB2 Je DA Ei kernel EH:E,

HEMZ: mount -t cifs -o vers=2.0 \\HE#ki\myshare /mnt B#H mount -t
cifs -o vers=2.0 //H#ki/myshare /mnt . WIRGEHTREERN, EHRERIZHA DL

Wil kernel 2 & ¥ CIFS #:#: 1£/boot I, Ki#ECONFIG_CIFSHIALHE, y Bk m FKnXH,

R

sgrep -1 cifs /boot/config-2.6.18-274.al10s5.1

CONFIG_CIFS=m

BeHH:


https://yq.aliyun.com/articles/692463
https://yq.aliyun.com/articles/692463
https://yq.aliyun.com/articles/692462

© PATRA LRl LR cifs-utils . PA CentOSRG MBI, LHmSUR:
yum install samba-client samba-common cifs-utils
- WAUEF] 2 Linux R0 cifs RTHERME, @i kernel 2] 3.10.0-514 KL Ehii
A,

4.3 SMB % gEir) A

FF45 10 1R ERIBVEER Rl
S B BRI SMB IRS5a8, 1EIFG 10 $0E Z iS4 T Lo P SE e il
P IL A2, 854 06l 0 Vi 1 IR 354 B ) 2

BRI =
FEAE AR R 3 22 NFS Client 8% WebClient &R,

- EREE NFS Client, WIREHAZ] NFS 155, EMER,

- BEFMRAET, DK% HKEY_LOCAL_MACHINE->System->CurrentControlSet
->Control->NetworkProvider->0rder-> ProviderOrder,
ke, ¥WHEHN LanmanWorkstation,RDPNP,Nfsnp, iEMIER,Nfsnp, AEHE S ECS,

-+ WRFEE webclient, WSS E 5% smb IS5, HMER,

BeHA:
BIOIER: SMB RS syiciBlt, WP ping HEMbL A BRER ping 18, KHEEFENER

159
- Jeik ping @, HREEHIMLEEE,
- WPREERREK, 1 ping H# ip. @13 ping ip Lk ping dns ZER/MRZ, WIHERE DNS [
A, HRAERECE,
K FItRe ARV RS IR
1. &FBBSEProviderorderBIIEMFRIE, WXV PSR RIAR, &R %16,
2. i fio MEATPEREMNA, BEBHALRNK.
fio.exe —--name=./iotestl --direct=1 --rwmixread=0 --rw=write --bs=4K
--numjobs=1 --thread --iodepth=128 --runtime=300 --group_reporting
--size=5G --verify=md5 --randrepeat=0 --norandommap --refill_buf

fers —--filename=\\<mount point dns>\myshare\testfiol

fio.exe —-—-name=./1iotestl --direct=1 --rwmixread=0 --rw=write --bs=4K
--numjobs=1 --thread --iodepth=128 --runtime=300 --group_reporting



--size=5G --verify=md5 --randrepeat=0 --norandommap --refill_buf
fers —--filename=\\<mount point dns>\myshare\testfiol

3. HEMY, REDRBIEIGET 10 35, WIRBIEIEID, SIHFEE ZHMZEETR. UIRAGE
BRI RN, nPERIBuf feredOutputStream,

4.4 SMB EHXWBIRE 2
ASCEEARE Windows RGiriHEE SMB SCPERGeHEBJ I T REN I KT 2.

RIHHIR 53
DR
AR
BRI
e Z ST
fROTTA
TR P B U M 28 1
1. ffiflping M2 RAEHE IR G WEE, TSRS IER,
ping <HisHL>

- HWIZ% ping @, WHFTHEE 2,
- FiMgE ping N8, iEM AR HER

- BMERMGRIEE, B REEVY /| \. DR RmyshareTFH%E,
IEWHE SMB XER G LAk :
net use <HEEHFMEFF> \\<HHRObHE>\myshare
FEBI -
net use z: \\xxxx.cn-hangzhou.nas.aliyuncs.com\myshare

- AR GERA SMB,

ERy smB 0B x 1

- BAEEBRBAEE S I,
- WAE P ECS SHBURAERI—4 VPC i,
- BiINES VPC sid@iid VPN AR i, 21 B I



2. i telnetii @K SMB IS5 &R,

telnet <¥:#ifiHbhl> 445

RYiHHIR 58
BB
TR IR S5 a5 JCiRIB 1T R
FHRKA
i SMB BRRRA LR A .
P SRPS

A Windows R4iMiA Windows 2008 R2 2B LA (AfE4E Windows 2008)
RYUTEiR 64

HANIA

T4 AR

F A

- NAS BUFRELR sevF HoR ECS Vil

(&35 8

- IRBR ML THERN, ECS fil NAS Ag T —fH = UID,
- XPFRGFIAAE SMB,

RUTTIR
TeRim) NAS SCPFRGEGEHE, WML R I i THER

1. B R G RABRA 5% LA IP/VPC 1P,
2. WiiARIH Z UID AR 3k,

3. WA Mg HEIN, ECS fil NAS & FR—AFH = UID,
4. WNERGERNN SMB,

b SMB 0B & 1

R4iH1% 67
BB
A4
FHERA



FKEEAIPIEE IR S5 AR R 3.
1 IRES
JRENITRARSS, BAAIRIEn S WHESMB X RS

1. )8 Workstation %5,
2. J&iJl TCP/IP NetBIOS Helper fil55.

Z45itH1% 85

BB

A4 CAERE .

B3

HE AT 2805 A

[ YIRTS

T S AR ST U R G
RYiTHIR 1272

BiDAIA

R AREVIFIMIE SR, OSSN 2 2RI kR B Oy R UERR RE i), JX 42
SR AR B PR R R S S22 B AR R s B R B A . 7

BRI

Windows RS2 2 RIEFHES 7 PORE VIR (Guest Auth) VikISMBXE#SE,

TS T

+i RSN Windows Server 2016 ZJ5hiA (A WindowsServer 2016) , BB
TEMRI SRRV (Guest Auth)

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWork
station\Parameters]
"AllowInsecureGuestAuth"=dword:1

HIERIIT R 5% Guest access in SMB2 disabled by default in Windows,


https://support.microsoft.com/en-us/help/4046019/guest-access-in-smb2-disabled-by-default-in-windows-10-and-windows-ser
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