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Warning

A

The server's certificate is not known. You have no
guarantee that the server is the computer you think it
Is.

Server's certificate details follow:

lssuer:
- Organization: iZmolkwlmbgczbd

Subject:
- Organization: iZmolkwlmbgczbd

Valid: 572472017 B:26:34 AM - 572472018 12:00:00 AM

Fingerprint (SHA-1):
Sbeel: 9765 30 daica:bd S aead 3205 dbbe e d 36T

Summary: Unable to get local issuer certificate, The error occurred at a
depth of 1in the certificate chain,

When connecting using an P address, it is not possible to verify if the
certificate was issued for the server, Use a hostname instead of the [P

address,

If you trust this certificate, press Yes, To connect without stering
certificate, press Mo, To abandon the connection press Cancel,

Continue connecting and store the certificate?

Yes Mo Cancel Copy Key Help

BRI, i SRgEREE,




Tools - Manage - Login 17 | Close

Help

By Login — >

@ New Site Session

L administrator@47.88.35.121 File protocol: Encryption:

] iis_user@®139.196.191.56 |FI'P | |TL5,|"SSL Explict encryption |
Host name: Port number:
|138.196.191.56 i 2222 |
User name: Password:
|iis_user | | |

Edit Advanced... |v

R R ORISR, PISZBUN P (e TIS k55 a8 BRI,

PSS FI T A -1 B

Password - iis_user@139,196.191.56 >

Connecting to 139.196,191.56:2222 ..,
ﬁ TLS connection established. Waiting for welcome message..,

Password:

Ok Cancel Help

AT AT AYTE TILIWNEEL TTR A TTT
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iis_user@139.196.191.56 X

Connecting to 139.196,191.56:2222 ..,
ﬁ TLS connection established. Waiting for welcome message...

Connected

——

Starting the session...

Reading remote directory...

WP SERpe iR, al DT SCFI B T

‘&, C: Local Disk -EBE e e % / <root> -E2&3 @ @ | E), FindFiles | %o
£ o i)

Citmp /
Mame . Size Type Changed Mame - Size Changed Rights Qwner
I Parent directory 5/24/2017 11:35:42 AM Bef o

€ indexhtm| 1KB  5/23/2017 6:58 PM

| testasp TKB  5/11/2017 1211 PM

< >
0Bof 0Bin0of 0 0Bof217Bin0of 2

& FTP 0:02:47

ASCEE B T8 T g5 S PR 2 NAS 1 SMB WM S2#F ECS Windows L, iR
Windows PN B EIEMERARSS (1IS) K$ifit Web fil FTP IlR55. FIH A NAS IR IEEAW &
JefmEGiEh, o OASE G UIRSS FIPERE S H.




2.2 Nginx {LIEAR S 220 B XX 4 1% fiE NAS
Nginx 7=

Nginx & — MM REKRETERE Web fl ibCEIRSS, ERAMRZBAER MR, Rl
Nginx—fpfs i WK R, B (Reverse Proxy) Je4h PURERARSS 83 2KH:32 internet
FRERER, RERERE LG NEEMLE ERIRSSE, JEREEMIRSSE LIRS R IR Mgy
internet LifRIEZNIZ 00, HEIACPRRSS 30 ShsE R BN — A~ I I CPRR 55 2%
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- T8 Nginx = I VBIIR S5 2%
1. %% Nginx

[root@Reverse proxy~]#yum install nginx

2. BCE R PR
P B P ARBR R 55 s v Je i A RBRIR 55 4% o

[root@Reverse proxy~]#vim /etc/nginx/nginx.conf

nginx ACENT:

http {
upstream web{
server 192.168.0.105;
server 192.168.0.106;
server 192.168.0.107;
server 192.168.0.108;
}
server {
listen 80;
location / {
proxy_pass http://web;
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1. %% Nginx, NFS%& ¥

[root@proxy~]#yum install nginx
[root@proxy~]#yum install nfs-utils

2. HEBUOUF LA E NAS 8 Nginx P H %

[root@proxy~]#sudo mount -t nfs -o vers=4.0, #5445 :/ /usr/share/
nginx/html/

3. % Nginx ¥ H30

[root@proxy~]#echo “This is Testing for Nginx&NAS”> /usr/share/nginx
/html/index.html

HERE Y= Nginx fCBRSSEE, HHEE 4 NAS XFRSE, Fifi Nginx AR5 858
" PAVil) index.html MRS,

MREBLER
& C O == | www.test.com

This Is Testing for Nginx&NAS
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e. Al RPERIY, BITa2 mount, WIRIBMPATMER, BRWINFSE i,

serssAdministratorInount

Remote Properties

sAdministrator>_

3. 11T A P an S HEINASUAF 2 5L

mount -o nolock \\035XXXXXXX3.cn-hangzhou.nas.aliyuncs.com\! h:
Hrp, 035XXXXXXX3.cn-hangzhou.nas.aliyuncs.com\ se&#ifEEs R L,

Administrator>mount —o nolock “~A35 3.cn—hangzhou.

om h:
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< SEFEENER (1)
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== I

ﬂ' 258GBE]H . £399GB
4 IS (1)
1

? -[\\DEE—_ mem3.cn-hang...

5. FEIEFRGEUHESAEIRAE, KR SREIE H R XA RS
R

WIRLEPRVER R GRS file handle error, BTEHIAL FIEMRELR:

@ BER:

MBEHAZ|Locking, AnonymousGID, AnonymousUIDIX =AM, W% Windows [
TR EORIE T,

HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft > ClientForNFS > CurrentVersion >
User > Default > Mount, HH'LockinglH&%0 1,
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XAFA#IENAS

ISR /3 PHIIRSS a3 A i

File Edit View Favertes Help

4- ), Microsoft A || Name Type Data
k- ) -METFramework ab| (Default) REG_SZ (value not set)
Bl Active Setup 4| AutoTuning REG_DWORD (CheDOODOO00 (0)
b ADs REG DWORD
bl Advanced INF Setup |ﬁ?,mung REG_DWORD 00000001 (1) |
b-di ALG TMountType REG_OWORD 00000001 (1)
i AllUserinstallagent o | ®ReadButter REG_DWORD 00100000 (1048576)
b-di ASP.NET #4 Retransmissions  REG_DWORD 00000001 (1)
b m’:“" 4 Timeout REG_DWORD 0x00000002 (8)
: t Mpr::kﬁ | WriteBuffer REG_D'WORD 000100000 (1048578)
b - b Bidinterface
b ) Chidsk
4 ), ChientForNF5
4- ), CumentVersion
a- ). Default
)i RegNotify
- ), Users
4 ), Default
. Auth
i
k
b 5-1-5-21-4221164
b COM3

Rt RERIE DL N MR EGIDAIUID :

1. #ADefaultiF#EWiH#: HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft >

ClientForNFS > CurrentVersion > Default,

2. fihw Ak, BT > DWORD(3240)fE, F#EIH L MM :

- AnonymousGID, {HHMO,

- AnonymousUID, {HHMO.,

File Edit View Favorites Help

4 - J, Microsoft

b -4 -METFramework
). Active Setup
-Ji ADs
J. Advanced INF Setup
). ALG
| AllUsernstallAgent
b - Js ASP.NET
I - ). Assistance
b - ). AuthHost
b - ). BestPractices
[
3
F

bR - - - S

. Bidinterface
- Chkdsk
). ChentForNFS

],

- J Users

.'....*: Anonymouslhd

2] AnenvmousGid

#4) DeleteSymLinks
24 FirstContact

l_ﬁ] MaxMfsUser

4| MountType

4 Protocols

74 Retransmissions
4 Timeout

14 UseReservedPorts

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

Data

(value not set)
20000000 (0)
OoD0000000 (0)
OxD0000040 (64)
0000001 (1)
00000003 (3)
00000020 (32)
0000001 (1)
OuDOcFfcff (13630719)
OnD0000001 (1)
OxD0000002 (8)
00000001 (1)
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~ UID=8, GID=@A
rsize=1048576,. wsize=1848576
mount=soft, timeout=0.8
retry=1, locking=yes
Fileacccqu?ES, lang=ANSI
casesensitive=no




4 iAiZ i) XA R G

4.1 Zs#t1IDC VPNRILE 18]/ B B X (17
NASHIfE R PR

Bl S S R 55 L6 CE RN AT — BRI 6 — sl (BRnAesR1) RIS RSE (NFS
HHASMB) |, USRI —HURNECSHERL, I Al (bbaidEdel) PIMECS, sR&EM
HAIDCHUEHINSS 8%, JCikEHHER; RAAEEEN AR VPCRIEEID CHIVPCR ) widiEiE 4
ESCREE HIs s MID CR S5 aE B ARG, 1 BRE g 1 R N A 2 TR 2 P I )
— BB,

fRRFEE
BT AZVPNRICRSS, Pl BSERRID CEIR A VPCRIVi M, PARA RIS VPC 2 A i 5
Mo 0TRSO PR B, S VPNIISRARSS, AR P o] BLRB A R E R s +h
b, SRR I SF R SR :
- WHFIDCHEEB RS
- MECSESHISHEB U F R 58

gl@- &= 0&@

ap VPNRLE [ 33 VPN VPC —
& >

AT

MEBFIDCHESXERANIRIESE

1. BRPHE, QERIERS, HSFRGRMVPCHES, RS IES Waid 11555

2. PG, QIERVPNER, EEVPCHVPNMEAIH P IDCHR VPN, HiASEiES
Wit vy VPC 3 A B i L BRI o



SeRRIXEERLE 2 5, T DA ping i A RIEIDCIMZS BRIVPCINECS S S R SEHEAR I 0
YE, ZERAPSMIITP IS Bpingi@ 2 )5, £/ IDCIAVPN DRI S5 23kl AR VPCI
WOSCRERGE, HER ELA 5 B 5 W i 2 e

MECSES IR EH X R RRIRED R

MECSEEHUSHEB S R G PIMIITIL, JiTk—TRZAEVPC2NE I — B ECSIRSS s VPN
x, BETELIRBIRMBMCIRSTHI, WERH P B IZXERIASE, nl BERATTTE =,

- Tk
L. BoriEG, QESFRS, HNEREFMAEVPCINFVPCHERN, BRSNS W)
HXF R Gt

2. 1E5— ARSI VPC2NE I — G ECSHRSS 8HE M P VPN S/ P IRISR, TER
ZECSTEA AMIP, A REAVPCIHNRIVPN P R,
3
= Wim:
KT WA ECSIIRSS S5 VPNISR, nfPAZ% B LR —2L208, BlUsing
StrongSwan for IPSec VPN on CentOS 7,

3. P, GUEEVPNER:, EHVPCINVPNMECHVPC2ZHMIE (W, L—Pirhal
HEIMR) , BAAEPERTS W VPCHI| A& M L e iso

4. fEVPC2HRHAMMECST-MF AR H, HARMBSZVPCIIME:, T—BE1 2 VPC2AIKIM
% (B, E—SBrpeldmmR) .

FEIXEERLE 2 )5, WD pingii @ RUEVPCIAIVPC2NECSEE U R GiHEB RiriE

T, TEFIAPRINIPEA Y PApingl@iZ &, TEVPC2MINHAECSHETT AHEVPCININ LR
gt, HEER RS Wb i1 2 8o


https://www.vultr.com/docs/using-strongswan-for-ipsec-vpn-on-centos-7
https://www.vultr.com/docs/using-strongswan-for-ipsec-vpn-on-centos-7

- TR
1. GG, QUESFRSE, HNFRGEMIEVPCINNVPCHEE, RS EIES W
R GE
2. RIS, 1TEVPCINAIEVPNRIR, RS ERNS W VPCHI| A Mk b O i i
3. BFRHG, 1E5—AHEIKIVPC2H, hal#VPNRL,
4. S22 MR 3 AR VPN G IR, QIR G, BRSPS W v VPC3I A4 i

B UL e
5. QIEVPNIE 2B RIS AIEIVPNDIR, FASBEINS Wy o VPCHI A Ml i
*%O

6. 5P VPCIHEMIEH, X FVPCL, HIRMESZVPC2IIAMIP, F—Bk1 s VPCIH
IR, #FVPC2, HERMBUZVPCIINMIP, F—BE1 AR VPC2MIMIY, Fik B
W2 W VPCE A H B e DRI o

SERIXEERCE 25, T B ping@ S RIEVPCIAIVPC2NECSSE# X R SiHE HUS i il

Y, LEBAFISRIMIPEAINT PApingii 2 )5, fEVPC2NIHABECSHERT AEERVPCLNI S R

G, HERN LR B S W o 1 s e

fEAVPNRILS
%
VPNEGE Y W P )it
VPN# i 2iyil - GadIPsecs Bl E =)
S VPN 5 i s d@sa i be, R P il 2 A RRE

- Z Y VPN MSE RGN T/ OTERER: 5Z BT MID CEIVPCEl# VPC.Z I 22 P4 SE I
I,

4.2 753 IDC NAT BIX 17318 8 = X 17 fi%
AL EEAr gAML IDC Jlid NAT BTS8P R 5t
o B S PF A7 IR 55 S SRl — BN ECS $#£4, At TDC sRSHRECS eIk E s . Joik
ERHN, REE N @i TR, HRATEER S,
MFZATEELEH CHLEERE T VPN RS, BATHEEERIR R 21 VPN MOREBI 225
sk # IDC P 2 NAS B H3E, BMRIETIEGE WA H/DC VPN 2s i [l bl 25 P17 i



HT8E VPN BOnESL, 1 HM = VPN HEi g HBE SHBENLEZLTAS) o ¥
YR MR LAE 2R R 27 NAS I, ] VPN S RKIIRE? & FRBATOR 4
—AEf (i HAETED) KR I NAT POIBEM 2 MY Il B 2 NAS,

6 NAT PSP i IR B NAS P82 0 R E o -

&
EIP
S & S8 -
EATUEE r=®N NAT [ 32 VPC
2P EIClient @
LTS

P BT:

1. QI NAS RS,

2. JSUE RGBSR R

3. A NAT FIX,
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2. WXHRFETMERS, HFEZEAE VPC HHS (NAT H3%§F VPCO)

NAS RBIE | NASX 4 Fift S m cor | ISl

EERIENR
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PN — 25 2liyUnCs.com (192.168.92.38) 56(84) bytes of data.

64 bytes from 192.168.92.38: icmp_seq=1 ttl=64 time=2.53 ms

&4 bytes from 192.168.92.38: icmp_seq=2 ttl=64 time=0.877 ms
64 bytes from 192.168.92.38: icmp_seq=3 ttl=64 time=0.864 ms
64 bytes from 192.168.92.38: icmp_seq=4 ttl=64 time=0.835 ms
64 bytes from 192.168.92.38: icmp_seq=>5 ttl=64 time=0.869 ms
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7. BUEHEEE NFS, B NAT WU E S —4> NFS H#HU.

$sudo mount -t nfs4 114.55.126.64:/ /mnt
[sudo] password for giying.zf:
Warning: rpc.idmapd appears not to be running.
ALl uids will be mapped to the nobody uid.

Zmount
/dev/sda2 on / type ext2 (rw)
P i

gaaratime , delalloc,user xattr,acl)

/mnt type nfs4 (rw,addr=114.55.126.64)

8. BULHEE SMB, MERIERA NAT BT, A3in—SRWUNic &S —4 SMB R

| wOFEERIIE

fwd-bpl1s7hg8rangalapva’j 114.55.126.64 any any 192.168.92.38

£ myshae

g'k )= |4 = Metwork - 114.55.126.64 - myshare -

Organize *  Mew folder |
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NATWI R T % VPN T4
fic B g, TP HEAERGEE | BA, TR A S
57 H VPN W%, EFHZELE IDC
3 Office BLEH Ml VPN
BN
Hiks Small Bi%: 125¢/%, EIP# |5Mbps VPN M>%: 3757¢/H
%l 3.367¢/Mbps/ K
et 7% i
Rtk ZM, —A EIP HEEWUnz]— | 4&F, nfARINUIHA R NAS
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4.3 i£A SFTP L2 T# NAS XHF&RHiEkiE
AR EUIHIEN SFTP 1 4 NAS SCPERGLIE.

HRIEE
SFTP K EHIEREHIT ECS BISMMGFSE, IR 55 7 R0 ELIE 1 251 5
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1. £ NAS PR GURAEX IR L — 5 CentOS #fERSH) ECS %6,
2. X ECS EHPHBEMMACE X /etc/ssh/sshd_config,

a. ¥ sshd_confightB X subsystem f7TERER, Hil—17 Subsystem sftp

internal-sftp,

# override default of no subsystems
#Subsystem sftp /usr/libexec/openssh/sftp-server
Subsystem sftp internal-sftp

b. 7t sshd_config XFREHMU TN, Hb /usr/sftp PR sftp tRE %, 14
PAUENZH, v AR SRR B

X11Forwarding no
AllowTcpForwarding no
ForceCommand internal-sftp
ChrootDirectory /usr/sftp

3. W4 groupadd sftp M4l

4. {4 useradd -g sftp -s /sbin/nologin -M sftp BRI REE N SFTP 41,



5. ¥E SFTP P &9,

[root@localhost ~]# passwd sftp

WM sttp B%R

LSRR

TER &Y ﬁ@¢T53A?ﬁ
LN U A T

passwd : [T 1K) G 4 i CLE8 Ry 357,

6. B SFTP /IR HR, B EMEH, FHBESBIR (755)

[root@localhost ~]# cd /usr
[root@localhost usr]# mkdir sftp
[root@localhost usr]# chown root:sftp sftp
[root@localhost usr]# chmod 755 sftp

7. £ SFTP M HFhaild NAS HEH %,

[root@localhost usr]# cd sftp/
[root@localhost sftp]# mkdir file
[root@localhost sftp]# chown sftp:sftp file

8. HUTPA P 4444 NAS X RGHE# S /usr/sftp/file H%,

sudo mount -t nfs -o vers=4.0
91fd04a7b7-cvn49.cn-zhangjiakou.nas.aliyuncs.com:/ /usr/sftp/file

9. 147 service sshd restart @i¥H)H sshd fiii%%,

10££H SFTP %/ iitisk SFTP IR55, MKSEMNATHACE SFTP K-S #1%. TEMEHKZ
winscp TH, nRIESCRREOEERSIRF SFTP WX HI% F omiEf.
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B TERREHAAIEM, STRIMEE A IS RA St a5
APRPEER L LI,

Hbis IEREPELHI I, AERIEERAEIEL,
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P/l

IERERIMBIEH, A ERIEERE 4 VPC LI,

THEE DL LR, KMA VPC M LBIMEEIR — =PSB, WA VPC 5L

HiEACE,
3. NAS HERUE

Tk ECS B THEB L,

[root@ ~]#sudo mount -t nfs -o vers=4.0,vpc2i#ifsbi4:/ /mnt
[root@iZbpl8jc3nwxdiy5elvkkaZ ~]# df -h

Filesystem
Use% Mounted on

Size Used Avail

/dev/vdal 40G 1.8G 36G
5% /

devtmpfs 1.9G 0 1.9G
0% /dev

tmpfs 1.9G 0 1.9G
0% /dev/shm

tmpfs 1.96G 472K 1.9G
1% /run

tmpfs 1.9G 0 1.9G
0% /sys/fs/cgroup

tmpfs 379M © 379M
0% /run/user/0

082e54b989-ciql3.cn-hangzhou.nas.aliyuncs.com:/ 1.0P O 1.0P

0% /mnt
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sk IEREAELHI I, ARIEEREIEL,

S IERERIMBNEH, AERIEERE 4 VPC B,

4. Tk ECS LB THRRIE,

[root@ ~]#sudo mount -t nfs -o vers=4.0,vpc2kiifs4:/ /mnt
[root@iZbpl8jc3nwxdiy5elvkkaZ ~]# df -h

Filesystem Size Used Avail
Use% Mounted on

/dev/vdal 406G 1.8G 366G
5% /

devtmpfs 1.9G 0 1.9G
0% /dev

tmpfs 1.9G 0 1.9G
0% /dev/shm

tmpfs 1.9G 472K 1.9G
1% /run

tmpfs 1.9G 0 1.9G
0% /sys/fs/cgroup

tmpfs 379M © 379M
0% /run/user/0

082e54b989-ciql3.cn-hangzhou.nas.aliyuncs.com:/ 1.0P @ 1.0P

0% /mnt
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