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1. AT HERHAAPL, AEFEERH 7 — 4 HPythoniE 595 ICommand Line T.H, it
M RECLITH,

Linux3p5i ol DAERZEflwgetan 21T R

wget http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach
/42691 /cn_zh/1468947102311/api.py

2. il AccessKey,

ERE R APTRK S A& —/AccessKey, HI TSk, HIEEE Q@ AccessKey,
3. NCLITHALE AccessKey,

S B— SIENATRX
1. M CreateNatGateway % AIENATME,

[admin@tester:xxx]$ python api.py CreateNatGateway RegionId=cn-
shanghai VpcId=vpc-11laf8lxxx BandwidthPackage.l.IpCount=4 BandwidthP
ackage.l.Bandwidth=150 BandwidthPackage.l.Zone=cn-shanghai-a Name=
MyNatGW Description="My first NAT Gateway"

:::::Request URL==sssss
https://ecs.aliyuncs.com/?SignatureVersion=1.0&VpcId=vpc-1laf8lxxx
&Name=MyNatGW&Format=json&TimeStamp=2016-05-23T03%3A26%3A217Z&
BandwidthPackage.1l.IpCount=5&RegionId=cn-shanghai&AccessKeyld=
jZgi00yrQXXXXXXX&SignatureMethod=HMAC-SHA1&Version=2014-05-26&
Signature=I4KKhWgjJdImTqgk4rCifAB3LbLw%3D&action=CreateNatGateway&
SignatureNonce=1lebae49c-2096-11e6-b781-2cfOee28adf2&BandwidthPackage
.1.Bandwidth=150&BandwidthPackage.1.Zone=cn-shanghai-a&Description=
My+first+NAT+Gateway

=====Request URL end======

====== Got Response S

"BandwidthPackageIds": {
"BandwidthPackageId": [
"bwp-1lodxu2k7"
]

}
"ForwardTableIds": {
"ForwardTableId": [
"ftb-11ltcexgmv"
]

Iy
"NatGatewayId": "ngw-112za33e4",
"RequestId": "2315DEB7-5E92-423A-91F7-4C1EC9AD97C3"

2. JfDescribeNatGatewaysf& AEBNATHRIITELE B,

[admin@tester:xxx]$ python api.py DescribeNatGateways RegionId=cn-
shanghai VpcId=vpc-11laf8lxxx

:::::Request URL======
https://ecs.aliyuncs.com/?SignatureVersion=1.0&VpcId=vpc-11laf81lxxx
&Format=json&TimeStamp=2016-05-23T03%3A27%3A14Z&RegionId=cn-shanghaii
&AccessKeyId=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC-SHA1&Version=2014
-05-26&S1ignature=JvXErso9g0fZdRTgBtNLepe%2Fle4%3D&action=DescribeNa
tGateways&SignatureNonce=3e1424eb-2096-11e6-bc31-2cfOee28adf2


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32327/cn_zh/1469718485900/api.py?spm=a2c4g.11186623.2.4.kwCDtJ&file=api.py
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32327/cn_zh/1469718485900/api.py?spm=a2c4g.11186623.2.4.kwCDtJ&file=api.py
https://help.aliyun.com/document_detail/53045.html?spm=a2c4g.11186623.2.5.kwCDtJ

=====Request URL end======
====== GO Response Sl ==

"NatGateways": {
"NatGateway": [

{
"BandwidthPackageIds": {
"BandwidthPackageId": [
"bwp-1lodxu2k7"
]
1,
"BusinessStatus": "Normal",
"CreationTime": "2016-05-23T03:26:237",
"Description": "My first NAT Gateway",
"ForwardTableIds": {
"ForwardTableId": [
"ftb-11tcexgmv"
]
I
"InstanceChargeType": "PostPaid",
"Name": "MyNatGW",
"NatGatewayId": "ngw-112za33e4",
"RegionId": "cn-shanghai",
"Spec": "Small",
"Status": "Available",
"VpcId": "vpc-llaf8lxxx"
}

]
1,
"PageNumber": 1,
"PageSize": 10,
"RequestId": "FE4C442C-9778-449A-BF7F-7F36C3AF5611",
"TotalCount": 1

}
3. JHDescribeBandwidthPackagest& & C O3 36 I PR E B

[admin@tester:xxx]$ python api.py DescribeBandwidthPackages Regionld
=cn-shanghai NatGatewayId=ngw-112za33e4

:::::Request URL======
https://ecs.aliyuncs.com/?SignatureVersion=1.0&Format=json&
TimeStamp=2016-05-23T03%3A33%3A30Z&RegionId=cn-shanghai&NatGateway
Id=ngw-112za33e4&AccessKeyId=jZgiOoyrQ6ihgKp9&SignatureMethod=HMAC
-SHA1&Version=2014-05-26&Signature=KNoC2Q4TUZtfECBN1c210dBzrb8%3D&
action=DescribeBandwidthPackages&SignatureNonce=1e8941ae-2097-11e6-
acbb-2cf@ee28adf2

=====Request URL end======

====== Got Response S

"BandwidthPackages": {
"BandwidthPackage": [
{

"Bandwidth": "150",
"BandwidthPackageId": "bwp-llodxu2k7",
"BusinessStatus": "Normal",
"CreationTime": "2016-05-23T03:26:247Z",
"Description": "",
"InstanceChargeType": "PostPaid",
"InternetChargeType": "PayByBandwidth",
"IpCount": "5",
llNamell: llll’
"NatGatewayId": "ngw-112za33e4",
"PublicIpAddresses": {



"PublicIpAddresse": [

"AllocationId": "nateip-lliopy3sl",
"IpAddress": "139.xxx.xx.107"

)

"AllocationId": "nateip-1lptlf9ph",
"IpAddress": "139.xxx.xx.55"

>

"AllocationId": "nateip-11llule70c",
"IpAddress": "139.xxx.xx.79"

I
"AllocationId": "nateip-1llogfjj85",
"IpAddress": "139.xxx.xx.59"
b
"AllocationId": "nateip-lls2jempe",
"IpAddress": "139.xxx.xx.58"
}
]
1,
"RegionId": "cn-shanghai",
"Status": "Available",
"ZoneId": "cn-shanghai-a"
}
]
1,

"PageNumber": 1,
"PageSize": 10,
"RequestId": "14406B86-7CA1-4907-9755-86096F476A4F",
"TotalCount": 1

S~ FLEDNAT
1. WHCreateForwardEntryf IGIMAN FE % %H.,

R~MIP b FAMIIP FAM Y 1 71304
IP1 Any ecs-ipl Any Any
IP2 Any ecs-ip2 Any Any
IP3 80 ecs-ip3 80 TCP
IP3 443 ecs-ip4 443 TCP
P4 22 ecs-ip5 22 TCP

[admin@tester:xxx]$ python api.py CreateForwardEntry RegionId=cn
-shanghai ForwardTableId=ftb-11tcéxgmv ExternalIp=139.xxx.xx.107
ExternalPort=Any InternalIp=192.168.1.1 InternalPort=Any IpProtocol=
Any

:::::Request URL======
https://ecs.aliyuncs.com/?ExternalIp=139.xxx.xx.107&SignatureV
ersion=1.0&Format=json&TimeStamp=2016-05-23T03%3A53%3A18Z&RegionId
=cn-shanghai&ExternalPort=Any&InternalIp=192.168.1.1&Signature
=i1R4GSzhJQtowMJ0j%2FRth3ABP4FA%3D&AccessKeyId=jZgi0oyrQ6ihgKp9&
ForwardTableId=ftb-11tc6xgmv&SignatureMethod=HMAC-SHAl&Version=



2014-05-26&IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=
e2ceaell-2099-11e6-b548-2cfOee28adf2&InternalPort=Any

=====Request URL end======

====== Got Response S

[admin@tester:xxx]$ python api.py CreateForwardEntry RegionId=cn
-shanghai ForwardTableId=ftb-11tcéxgmv ExternalIp=139.xxx.xx.107
ExternalPort=Any InternalIp=192.168.1.1 InternalPort=Any IpProtocol=
Any

:::::Request URL======
https://ecs.aliyuncs.com/?ExternalIp=139.xxx.xx.107&SignatureV
ersion=1.0&Format=json&TimeStamp=2016-05-23T03%3A53%3A18Z&RegionId
=cn-shanghai&ExternalPort=Any&InternalIp=192.168.1.1&S1ignature
=i1R4GSzhJQtowMJO0j%2FRth3ABP4FA%3D&AccessKeyId=jZgi0oyrQ6ihgKp9&
ForwardTableId=ftb-11tc6xgmv&SignatureMethod=HMAC-SHAl&Version=
2014-05-26&IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=
e2ceaell-2099-11e6-b548-2cfOee28adf2&InternalPort=Any

=====Request URL end======

====== GO Response Sl

"ForwardEntryId": "fwd-119smw5tk",

"RequestId": "A4AEE536-A97A-40EB-9EBE-53A6948A6928"

}

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$ python api.py CreateForwardEntry RegionId=cn
-shanghai ForwardTableId=ftb-11tc6xgmv ExternalIp=139.xxX.xX.55
ExternalPort=Any InternalIp=192.168.1.2 InternalPort=Any IpProtocol=
Any

:::::Request URL======
https://ecs.aliyuncs.com/?ExternalIp=139.xxx.xx.55&SignatureVersion
=1.0&Format=json&TimeStamp=2016-05-23T0O3%3A53%3A427Z&RegionId=cn-
shanghai&ExternalPort=Any&Internallp=192.168.1.2&Signature=mFBn%
2BCd4LfHkKj53MwmWyMhzy fs%3D&AccessKeyId=jZgiOoyrQ6ihgKp9&ForwardTab
leId=ftb-11tc6xgmv&SignatureMethod=HMAC-SHA1&Version=2014-05-26&
IpProtocol=Any&action=CreateForwardEntry&SignatureNonce=f09c1b38-
2099-11e6-aa80-2cfOee28adf2&InternalPort=Any

=====Request URL end======

====== Got Response S

{

"ForwardEntryId": "fwd-11dz31ly9l",

"RequestId": "S5DBC8F86-2D76-4BF4-B839-7FF31B61D516"

}

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$ python api.py CreateForwardEntry RegionId=cn
-shanghai ForwardTableId=ftb-11tc6xgmv ExternalIp=139.xXxX.XX.79
ExternalPort=80 InternalIp=192.168.1.3 InternalPort=80 IpProtocol=
TCP

:::::Request URL======
https://ecs.aliyuncs.com/?ExternalIp=139.xxx.xX.79&SignatureVersion
=1.0&Format=json&TimeStamp=2016-05-23T03%3A54%3A10Z&RegionId=cn-
shanghai&ExternalPort=80&Internallp=192.168.1.3&Signature=0pTui3SKbA
jKXy6gKRoJIb%2B9Lazg%3D&AccessKeyId=jZgi0oyrQ6ihgKp9&ForwardTab
leId=ftb-11tc6xgmv&SignatureMethod=HMAC-SHA1l&Version=2014-05-26&
IpProtocol=TCP&action=CreateForwardEntry&SignatureNonce=01c41d5c-
209a-11e6-905e-2cfOee28adf2&InternalPort=80

=====Request URL end======

====== Got Response S

"ForwardEntryId": "fwd-11r23r7p5",
"RequestId": "67B7TAAFD-E7TAB-4EB8-AA5C-AA38CFFB4A95"

}



[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$ python api.py CreateForwardEntry RegionId=cn
-shanghai ForwardTableId=ftb-11tc6xgmv ExternalIp=139.xXxX.XX.79
ExternalPort=443 InternallIp=192.168.1.4 InternalPort=443 IpProtocol=
TCP

:::::Request URL======
https://ecs.aliyuncs.com/?ExternalIp=139.xxx.xX.79&S1ignatureVersion
=1.0&Format=json&TimeStamp=2016-05-23T03%3A55%3A227Z&RegionId=cn
-shanghai&ExternalPort=443&InternalIp=192.168.1.4&Signature=X%
2BZtHbTeKYf8xU%2FvWhPAmg%2B5scc%3D&AccessKeyId=jZgi0oyrQ6ihgKp9
&ForwardTableId=ftb-11tc6xgmv&SignatureMethod=HMAC-SHAl&Version=
2014-05-26&IpProtocol=TCP&action=CreateForwardEntry&SignatureNonce=
2c3f2573-209a-11e6-bed@f-2cfOee28adf2&InternalPort=443

=====Request URL end======

====== Got Response S

{

"ForwardEntryId": "fwd-1lcdhpjlk",

"RequestId": "260A9673-5522-4F66-844A-1F1AB47CD21C"

}

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$

[admin@tester:xxx]$ python api.py CreateForwardEntry RegionId=cn
-shanghai ForwardTableId=ftb-11tc6xgmv ExternalIp=139.xxXx.xX.59
ExternalPort=22 InternalIp=192.168.1.5 InternalPort=22 IpProtocol=
TCP

:::::Request URL=====
https://ecs.aliyuncs.com/?ExternalIp=139.xxx.xXx.59&SignatureVersion
=1.0&Format=json&TimeStamp=2016-05-23T03%3A55%3A44Z&RegionId=cn-
shanghai&ExternalPort=22&InternalIp=192.168.1.5&Signature=%2FZWf5%
2ForHr%2BUR446eEBLC4LNYe8%3D&AccessKeyId=jZgi0OoyrQ6ihgKp9&ForwardTab
leId=ftb-11tc6xgmv&SignatureMethod=HMAC-SHAl&Version=2014-05-26&
IpProtocol=TCP&action=CreateForwardEntry&SignatureNonce=39863cf3-
209a-11e6-8f6d-2cfOee28adf2&InternalPort=22

=====Request URL end======

====== Got Response S

"ForwardEntryId": "fwd-11iv34uj7",
"RequestId": "0884BC12-8EAD-4AAA-826E-30E5435D7C27"

}
2. VHDescribeForwardTableEntriesiZ&ER CHMKIDNATS:H,

[admin@tester:xxx]$ python api.py DescribeForwardTableEntries
RegionId=cn-shanghai ForwardTableId=ftb-11tc6xgmv

:::::Request URL======
https://ecs.aliyuncs.com/?SignatureVersion=1.0&Format=json&
TimeStamp=2016-05-23T03%3A56%3A18Z&RegionId=cn-shanghai&AccessKeyId
=jZgi0oyrQ6ihgKp9&ForwardTableId=ftb-11tc6xgmv&SignatureMethod=HMAC
-SHA1&Version=2014-05-26&Signature=x4%2B60oNYxIRBmND8rcIbIMI9EI8ts%3D&
action=DescribeForwardTableEntries&SignatureNonce=4db93223-209a-11e6
-8leb-2cfOee28adf2

=====Request URL end======

====== Got Response S

"ForwardTableEntries": {
"ForwardTableEntry": [

"ExternalIp": "139.xxx.xx.1l07",
"ExternalPort": "any",
"ForwardEntryId": "fwd-119smw5tk",



"ForwardTableId": "ftb-1ltcéexgmv",
"InternalIp": "192.168.1.1",
"InternalPort": "any",
"IpProtocol": "any",

"Status": "Available"

"ExternalIp": "139.xxXx.xx.79",
"ExternalPort": "443",
"ForwardEntryId": "fwd-1lcdhpjlk",
"ForwardTableId": "ftb-1ltcéxgmv",
"InternalIp": "192.168.1.4",
"InternalPort": "443",
"IpProtocol": "tcp",

"Status": "Available"

"ExternalIp": "139.xxx.xx.55",
"ExternalPort": "any",
"ForwardEntryId": "fwd-11dz31ly9l",
"ForwardTableId": "ftb-11ltc6xgmv",
"InternalIp": "192.168.1.2",
"InternalPort": "any",
"IpProtocol": "any",

"Status": "Available"

"ExternalIp": "139.xxXx.xx.59",
"ExternalPort": "22",
"ForwardEntryId": "fwd-11iv34uj7",
"ForwardTableId": "ftb-11tcéexgmv",
"InternalIp": "192.168.1.5",
"InternalPort": "22",
"IpProtocol": "tcp",

"Status": "Available"

"ExternalIp": "139.xxXx.xx.79",
"ExternalPort": "80",
"ForwardEntryId": "fwd-11r23r7p5",
"ForwardTableId": "ftb-1ltc6exgmv",
"InternalIp": "192.168.1.3",
"InternalPort": "80",
"IpProtocol": "tcp",
"Status": "Available"
}
]

T,

"PageNumber": 1,

"PageSize": 10,

"RequestId": "C84FDDCF-8550-4024-B89C-01E7459D7CF9"

"TotalCount": 5
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[rootRiZbpl35d1d jZe g vm 14 ifconfig
ethB: flags=4163<UFP,BROADCAST, RUNNING,MULTICAST> mtu 1588
inetilﬁz. .24| netmaszk 255.255.255.8 broadcast 192.168.8.255
ether BA:16:3e:8d4:28:82 txqueuelen 18B8 (Ethernet)
Rx packets 24371 bytes 33686388 (32.1 MiB)
R¥X errors B dropped B overruns B frame B
Tx packets 7572 bytes 513191 (581.1 KiB)
TX errors B dropped B overruns B carrier B collisions B

lo: flag==73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.8.8.8
loop txgqueuelen 1BBA (Local Loopback)
RX packets B bytes B (B.A B)
R¥X errors B dropped B overruns B frame B

TX packets B bytes B (B.A B)
TX errors 8 dropped B overruns B carrier 8 collisions 8

[root@iZbpl35d414d je “1# curl ifconfig.me
1116, o I8AIroot@iZbpl135d14d jz . t

[rootl@iZbplBaynk jc p o Tt ifconfig
ethl : flags=Tfﬁ%ffEj?ﬁ?ﬁ?iﬁST,RUHHIHG,HULTICHST> mtu 1584
inet |192. 23| netmask 255.255.255.8 broadcast 192.168.8.255
ether BA:16:3e:89:e1:6c txqueuelen 18BH (Ethernet)
Rx packets 24113 bytes 33338344 (31.7 MiB)
RX errors B dropped B overruns B frame B

Tk packets 7415 bytes 495113 (483.5 KiB)
TX errors B dropped B overruns B carrier B colliszionz A

lo: flag==73<UP,LO0OPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmaszk 255.8.8.H
loop txgueuelen 1BBA (Local Loopback)
R¥ packets B bytes B (B.A B)
RX errors B dropped B overruns B frame B

TX packets B bytes B (H.A B)
TX errors B dropped B overruns B carrier B colliszionz A

[rootl@iZbplBaynk ji g 1t curl ifconfig.me

17 . 2460 rootliZbplBaynk jo | IR
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