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1.1 £21RE
Y 7ifiiMaxComputeffJProject Owners{ % 2 E Gl TProjectit) H ¥ & s 4E A R Fgia
L4, ERIHRICE R BYIREZ A, BT R B,

MaxComputefiZ 2B, DataWorksthfi @2BR!, Yi@idDataWorks{i#i

HMaxCompute, iiDataWorksH) % 2B R W55 L 2T RN, TS BUHRM AN 2 20

e,

0] s WA MaxCompute 25 PN SIS T &% 2 B BRI 7 >
MaxComputeZ £1&E!

RERFR

MaxComputeZH IR L 2R, FEERHN FNZE:

-+ FFIAIE

XF AW SHMRAMIK S HRIIKSAR, X TFRAMIKS, (URIKSHARABIRAMAL
BRIERR, BIRPR 30K A SEERAM K S AMaxComputeff 3 — A BiH, H
MaxComputefEXf iZRAM YK SIEBRRUER, FFAZHERAMHIIARE o

- P SRR

] PI{EMaxCompute Projecttf FI P #EATEN (Add) . BBR (Remove) | ZHL (
Grant) EH, iEnJPhd@dfts (Role) EHZI., MaxCompute ProjectBhiMGAdmin
Role, &R EACLMIPolicy /i, Bt R PHEACL .,

ACLAEHIEEIPIT SQLI2E L IMGRANT/REVOKEIG R, jlid ) iz AUE AR e o &
AAAERI I H 23 DN RS AR . BRI BT :

grant actions on object to subject;
revoke actions on object from subjec;

- PR R

T b4 4 (LabelSecurity) J2WiH %3 RIZ —Fobl i izl sk (Mandatory
Access Control, MAC) , ‘En]PALEI H 22 718 Bil 53 il 56 0 2 338 M2 FH P R 3028 sk
i,


https://help.aliyun.com/video_detail/99890.html

- BT H 2B RIS 5
Package/2— M5 Wi H 23 ML 2 5008 Be S IR, 322 T ges i H 23 Ml P 2 i,
BIM[ LA % Table, Resource., FunctionFBEEgHMIH, {HICFNHAmH M H 78
B,

- Wi H 2RI

F BV A e P 5 555 2100 H 23 0 .2 MO TR
M4KFL. RolefiiLabel X &

MaxComputeZ ZFREEZRERNS , AR RISEBUSARIERI KR, BATTBARI— A L45R
FRURA RS BB BRI E R S R, BIORPERAIT:

L ARA P ARARERGE, HAERBHMP, BhRZAWHEMZEUser(H/), XAER
h, PR AT SRR,
2. Wi User (HFY) MERHHRIERIR, £ PAT 753U :

a. nJ DU AR R
b. FACLEUIE Role FHIRBE I . WERBT IR AT I E Label ¥y, WILLRIF P C&304T 112
BEIRRIALRR,
3. XTI LabeliBEIR, Hln: Bk, T8 BIREKPackage, WHIETZIK ¥ Label BUR,
A LA PRI Label JtAX :

a. FHNIEAEIRRI R,

b. HXEANBIER (BAH) .

c. HxHAPackage.,

d. BHEAUser () —AitREAILabelflH], A 3ZHiRole,

FRRRIBBOS R Bk R BT :

Bl ARy PLiTRIPackage X &

Project Protection (£ g HLii) R MaxComputeli k35 H I BSR4 )

B, JFRBER ARG, WRHE ZREA . Trusted Project Group, 5 HEProjectiJ%
b p s Package 75 NiEfT, PackagedfUn, *f/iPackagen]PAH EPackage
IBIRGH MNP

W IR (I R, UDF%), WiitigiidPackage & BikAY, tn] DAY BEIRHT R4S H
fl2Project,



ProjectProtection (B th LRI HLHI) SCHRHBBISMEBE : B RERAES5 5%, wl DU R
MIPHE, 7 Sh A S Exceptionski, DA R FEBRI B R 75 K

DataWorks&Z£1&EE!
DataWorks#{it 2 AVHRIEEET & TENER, HEepRsmwsg)Lym:
1. ez R & 2R
2. BEr %, PIETLI M2 i@, Sl =155 0 R n] R 2e E,  hLepk 53 v DUAT
RS gmia PRI, MRtk i3 v DU T A 2L =1 55 5%
3. TR MaxComputefi H AR Z B, WiHKRMETLIER € 2% EMaxCompute
4 Fh%JE (Table. Resource. Function. Instance) KRR,

BLW:
B —ri: DataWorksZHiH FIMIERARHERAM, 20K S a0 30K S s 11
#DataWorksWiH, miliHKELHNEEKERNRAMTFIKE, FhERHEMAKS.
HAb, A TEKSAERNEH Y —AHS, BiHS5H Z RIS PO THREBIICE ; AR 320K
SAEREH 2B (FRMESS) R,
BB . DataWorksifiid M55 %l 73 1 i H 54 7™ 0 H AT 55 TF R A AR e 2 ™~ b
Bo TR EF IR R B n] DAEATAE S5 A VAR, IR i ] DOa A 15555
B =xi: DataWorksfEMaxCompute ProjectflipRIIMFIE, fEMaxCompute Project
B2t DataWorksffi e il Role, A M Roled 1 TtAL,

1.2 MaxComputeFlDataWorksiX R X %
ifiid MaxComputefJ Z BRI TR, FFASEMR A £ DataWorksE S i #0F, i@
idDataWorksiH P i tasrie, WA RIERZMR IR MaxCompute BEIRAR, THiEAST XM
A7 i Z IR A 28 SLRHR

ME X%
il MaxComputeskDataWorksE Py i Uitk N & PREEHI 6 AERAITE N, A PRpike:

- RSB H Shn E2 G 1 RIRGEE 4 — 1 MaxCompute Projectfil—4 DataWorksWi
Hzsm (TEzR) . FF{fEMaxComputelJProject L AIEN B J L4 Role, EifRolekFR
2 WR A BB R,

- bR H 9cks R AN ¥ RIRAE L — % (dev) MaxCompute Project, —4*
A7 (prod) MaxCompute ProjectRIRIINA b —4DataWorksWi H=%2 W] (LAEZEM) . [F



IfEMaxComputefJProject HAIEN ML Role, HAARoleA PRI S Wk i i (AR %
Fo

IKSIAIE
kS EDataWorksIi H HAER 1K S, BIWiHOwner, fEMaxComputeBkn] BAOwner

[P EUser, i@ DataWorksi H i i3 & BRI AR SR I X REGRIN 4 535 H 320K 5% B
FRAM ¥IKS. miMaxComputer] DUEI i @1Tadd user xxx; i ZHMHEMAIKS,

HEAABSNRXR

WEi AR, DataWorksh v gk H sk R fEETLIE F2rh F 2 MaxCompute b S B I
B, g8E 7 —%MaxCompute Role, Hif2fiDataWorksWiH &€ JLA G, [H
fEX M MaxCompute Project L85 Y XM JL1Role, #t5F, MaxCompute ProjectA &
FXProject Owner 24, i EF —/admin Role, HAAFFEN BT FEAAR,

MaxCompute | MaxCompute£HatlR DataWorkss® | DataWorks F- &R
fifa Rt
project MaxCompute Projecti JC JC
owner Owner, fFfifiProjecti
R,
admin g—A Project{EBIER;, 2= < <
Hahtld—4 adminf¥role
, FFH MiZrolefZ ¥ 7 Wi

BB W] BAYi M Projectiff
x4, *Musersirolei 75
M. Husersrolei i 71ZHL,

5Project OwnertflLL:
adminfi 4 A~ HERF admin X
FRIGIRGH Y, AREBEWH
TR ZERCE, AREBSIR
H2E M SRR, adminfi
BN R R PR ASREBEIZ AL

Project Ownern] PA{%iX
admin roleli{f{4—user
, ikiZuserfCH L2 E P,




MaxCompute | MaxComputeZi#EHUH DataWorksj% | DataWorksF- & AU BRFAIE
fita s
role_proje project/table/fuction/ WiH BT fRWH S MEPE, W
ct_admin resource/instance/job/ ZUH BRI, BE
packageffIr AR N T SRl T T
B R A ETER, JF
i H pR 3 0 PR
k., iadk, FRE. Vigf
i,
role_proje project/fuction/resource | JF%& TER G P REAS G T AF
ct_dev /instance/job/package/ . WA, IFAIUDF
table MAfAH PR , WEE/MEREE, Rl DA
R, HARERIT A
(8
role_proje project/fuction/resource/ |ia4 iadi M @R P B H B R R
ct_pe instance/job¥FiH IR, SrECIZHERRR, P A fe Lk
fipackagefread B BRAI IaHERIRIERUR, B A
table Yread/describei} FRWIHRAERUR,
BEO
role_proje BRIATCHUBR E g M S BgEfm AL, B
ct_deploy R EBRAHL L4 ERIEN
IIEO
role_proje ERNTCAURR iz vigfmarHP RS EEN
ct_guest RR, AR T bR LA
AN TR (8
role_Proje | BRIATCRUFR LB LB AHE IR
ct_security M3, HFSUmECE, %
Hh RURS e 15
BEW:

H_E#nH], DataWorksf i MffMaxCompute U PR2EI €N : —H A userid
i DataWorksfi i EtMaxComputetfi XroletBiG, S IbE OB d 4217177 k1S 7 Hith
fFIMaxComputeflfR, 2ffiiZuserfEMaxComputelBR 5 fEDataWorks L& AL,

APMNRXZE

—/ADataWorks¥i H 2 [H45xE —/MaxCompute project, BHZER]DURIEDataWorksii H4S
B> TAEZMIELE > Vil B x4 e Tk ik B Jue DataWorks H AR H sk 532 7% #il MaxCompute

projectiiBR,




1.3 ARSI REE
TEAEHETH P SRS BIAC ERG, #n] LAl A S T fMaxCompute 5 DataWorksH) P
RRAE BRI,
BRERE
BRERRY MaxComputef 1% 8 DataWorksfl f+ & #
PRVERIA MIMERECEE ORI, HE DI | WEFEIAE B P, SOBReBE
NGRS, J@idDataWorks#i |83, PRE DA BEERN B3 iik-SAL
WP, EESVTREENTERROAN | B, MRERR. 24500,
fafa,
et Project OwnersAdmin Role, WHEMG,
BRER . HETHFWEF: list users | DataWorksJi HER > JROVEBIAR
‘. WA R R, FEASA R
2Tl
RSP IBR: show | P PR
grants for <username>;,
WA PR AE DataWorksWi HE P > Bk 51 & BLE M

Vil B0 A NI SHIFRSIEREEKS (REKS) , BERPHBER R R IR E R,

T, —A DataWorksWi H %2 H48E M AMaxCompute project: — AW HFH—4
A1 H, DataWorks H At H s i i ik i s (a3l i MaxComputeJF & projecti it roletl
B, a3 MaxCompute’Er=projectfibR, MaxComputefT: 55 2Eid & i fife & h 24

reprojectic, PlownerlkS#2Z#IMaxComputettifT,

BRI AMaxCompute

Project, AfEDataWorks¥iH ki
RS, HIEATATIUR, FREEEER
LR, roleBlfR, labelBUFRA REME
H, B ARRTERR G2 S P X 4 8
fE. roleBlB. labelBUFR, FXHHM
IZOUEATIE R, LA, RGN0k
SHRAM 7K S,

EWHZRPERMA . add user

<username>;,

DAY W R

= Bi:

1. HEEZMZH M5 NS R
RAMF K-S 35 H R iR

2. WM—AIRR, JEoricfta, wf
E2xfEMaxComputeli 77 ZRIA
frolefFR,




)]

PR

MaxComputef] F*45 8

DataWorksH 14581

[l 3B 1 i H 22 MR . remove TH B i O B A BB, IR
user <username>;, G, 2HINERRAR MaxCompute
PRI PRI €,
&z
PRAERRY MaxComputeff {55 #il DataWorksffj t Bl
PReehg s e b, g | IR PR
V= =3 7] = [} NE 23 ‘ﬁ% . X‘ ) 1 R
AR EIF IR BRI RR,
MaxCompute¥i H 23 ]
BRI ERR T BAE Admin
Role#t, DataWorksfl]it v H
ftzrole,
REfE Project Owner#Admin Role, Wi HE B 5
BRER - B H 2SR e DataWorks3i H BB > pi i3 BBl L
list roles;. R A OERZA O )RR,
- HEMOPRBBR: describe
role <role_name>;,
- EEFEHP A show
grants for <username>;,
HAli 8 AR ER X OgERIRS
WL P,




PR

MaxComputeff fa &

DataWorksffi {45 ##

LR E

MaxComputels ¥ BRINWIFM R, &
A PLEE XA, JlId o HE XA
(ST R RV RER Y P

1. flEdtfMfa: create role <

role_name>;,

2. It grant actions

on object to <role_name
> .

90

3. WP P e GRANT <
roleName> TO <full_usern
ame> ;,

IEAF, fEDataWorksii H & >

MaxCompute At E- > A L H

P, o] B DR b 7

filitMaxCompute H&E Ui, Xt

MEETRAL A EEZERIR,

=1 Bl

m a2 1T R A A SRS
T 3%

DataWorksffi e 2EER), Aeirf
EXfat, iREmEIDataWorksIi
HIS2E M s Beg i, i
CIE iSRS AR EN N E N

ERE (S

1. MERMAEHRHEF . REVOKE
<roleName> FROM <

full_username>;,

2. BN ERHZIL: revoke
<privList> on <objType
> <objName> from role <

rolename>;,

3. MHE&fafa: DROP ROLE <

roleName>;,

MR B DataWorksWi H & 8 >
MaxComputem AL - > HiE
Pt mednm e, wddixgy
DL AT B R

DataWorksHIf tAREMIER, HEEHF
HA R L,




ACL (HRiRME) HIRINER

PRIER iy
PRAERIR BRI BN IR, IRAEDURI e Z MR EX S
B Mk,
PRVEf Project OwnersAdmin Role,
MRER - BEHEHPWBR: show grants for <username>;,
- BEYEHPIBR: show grants;,
- BERENZRIIINZE: show acl for <objectName> [
on type <objectType>];,
- BFFEPackage B EB]: show acl for alipaydw.
alipaydw_for_alisec_app on type package;s
AR TN RREMI : grant actions on object to
subject;,
RAE. IR, BB RIEANT:
- actionsFH: action_iteml, action_item2, ...,
- object¥®: project project_name,table schema_nam
e ,instance inst_name ,function func_name ,
resource res_name,
- subject¥H: user full_username ,role role_name,
FRERE. B, BHRIMNEZER, H2WHunique_11,
[BESE2(E EIBEXT R IHRIERR : revoke actions on object from
subject;,
PackageiZ N EIE
PRV e
PRAERIR J¥Ji ProjectProtectionf3i H &G 76 [F —A HAZ0 H
#l (TrustedProject Group) , WM #%iffifiPackage)s =ik
M, PackageAUEFRR, iEWRPackage ABIHT AR
W, JiEPackagel{fl,
Bt Project Owner,




PRIERM e
DREA - THRATH Package I BB
- HERCMEME LR Packaged#: show packages;,
- #AfHPackagelfdif5E: describe package <pkgname
>3
- AW H M Package, XTHPHEEN: show acl for
<project_name.package_name> on type package;.
WRPURIE Packagefl### :

1. fl#tPackage: create package <pkgname>;,

2. ¥ =R ME|Package: add project_object
to package package_name [with privileges
privileges];. project_object®ikx: table

table_name ,instance inst_name ,function
func_name ,resource res_name,

3. Ve H 2 nfEfPackage: allow project <

prjname> to install package <pkgname> [using
label<number>];,

Packagefiffii# :

1. ‘%Z%Package: install package <pkgname>;,

2. ¥Packagel#fUEH . fats, PckageWiGHEHH, A
fiefiELabel (Project OwnersRAdminfin[#E) : grant
actions on package <pkgName> to user <username
>;grant actions on package <pkgName> to role <

role_name>;,

KTactionsFERBHH, i#H2W#unique_11, @

i, ¥PackagefReadBUBRIRET N4, HITii e R Vi
Packageh BHIRIIT R, 7EIZAVG, T Packager i
RN, RANTIEN: KEProjectffi. 24,




Labe

FERY WL
iR R 1. s H A H 23\ PackageJrnl : disallow project
<prjname> to install package <pkgname>;,
2. MExPackage: delete package <pkgname>;,
3. ¥ =P Package: remove project_object
from package package_name;,
project_object®isx: table table_name ,instance
inst_name ,function func_name ,resource
res_name,
4. W PackageJH . MERHIR: revoke actions
on package <pkgName> from user <username>;
revoke actions on package <pkgName> from role <
role_name>; ,
URINEE
FERAY WLl
RIERIR MaxcomputeffJ 7B, #. Packagesr M1~4NM5, MK
KPR, W3R Label AR,
Bt Project Owner,
MIRER

- BE NP REVIMINPLERUREIRE . SHOW LABEL [<level
>] GRANTS [FOR USER <username>] ;.

- AWE[FOR USER <username>]i, wJPAE 2450 iGE
Vil R BSR4

- Hg<level>W, ¥ nffifi Label AL
miRfeE<level>, WH B RFEEFHIIFZIN

- BEHE A EUSBHERRERIRLEH P i . SHOW LABEL [<
level>] GRANTS ON TABLE <tablename>;., IT&5%4%
SoRtEETable ELabeld%ZY,

- BETHPN—ABIRENIE IS0 Label AR : sHow
LABEL [<level>] GRANTS ON TABLE <tablename>
FOR USER <username>;, HUTEHIG B niGeH PG
£ Table 5N Label 324,




PR

Bim

LR E

- PR P AN R B LZ VP % GRANT LABEL <

number> ON TABLE <tablename>[(column_list)] TO

USER <username> [WITH EXP <days>]; . BRINISOK)G

PRI, B

- aliceVimt1 Rrp BURE A BT 20 EdE, A
BUUI 1K : GRANT LABEL 2 ON TABLE t1 TO USER
alice WITH EXP 1;

- B aliceViltl(coll, col2) s A g id 3 %L
5, FBUERYIM1K: GRANT LABEL 3 ON TABLE ti1(
coll, col2) TO USER alice WITH EXP 1;,

- B PP W H W Z 2V bR%E: SET LABEL <number>

TO USER <username>;,

- fEfilPackageZ ¥ i Package U IRIK VF vl 1 [l 1) <

ALLOW PROJECT <prjName> TO INSTALL PACKAGE <
pkgName> [USING LABEL <number>];, HiPackagefidt
B, 7 PackagedeH W Package MEUEBT IR VF Rl Vil
ol

- ¥¢PackagelB&4HI P, fifh, Packagel{BlZa RIFH PN, A&

fiEfiLabel: grant actions on package <pkgName>
to user <username>;grant actions on package <
pkgName> to role <role_name>;,

RIS

- WE R AR B 7 Pl hRcE

- MEIZAl: REVOKE LABEL ON TABLE <tablename>[(
column_1l1ist)] FROM USER <username>;,
fiialice Xt t1 R BUSE R i : REVOKE LABEL ON
TABLE t1 FROM USER alice; .

- IHBLSIAEIAL: CLEAR EXPIRED GRANTS;,

- HEOH P IRBUEA I H 2 2 ValbRs, BRAFSON0: SET

LABEL <number> TO USER <username>;,

- HPackageZ¥H M Package USRS IRIMVF Rl i Mg, VA

BOHEZM, BRIANO: ALLOW PROJECT <prjName> TO
INSTALL PACKAGE <pkgName> [USING LABEL <number

>150

- HiPackageH . MEMPIR: revoke actions

on package <pkgName> from user <username>;
revoke actions on package <pkgName> from role <

role_name>;




1.4 BRAZEINEE

] Pdid #unique_21. Wi HZEMEIERRY. #unique_8j3HIMaxComputel)Z2ZYIHE,
& EProjectProtection (B RIFHEHI)
5 H 23 A AR O B T A se v P S BUR R B H 22 ) 2 SN R

(=] BE

PRVERIIA BB ProjectProtectionjié sl H it i 5 R a3 A e o, Hi3
L SR B Tt 2 DRSS

Bt Project Owner,

EHEMIR A% : show SecurityConfiguration;, &HEMAGILHE
i MProjectProtection=true,

PR B EProjectProtectiontlifill, BRiAJFalse, MRMZE T i%:

- DataWorks¥i H & Bl > MaxCompute SZRit s > Wi H 23 RI5E
R,

- PfTMaxComputedi?: SET ProjectProtection=true
[WITH EXCEPTION <policyFile>];e

TEIE G TR A SRS 3 N P DRI st DX 1 S8 it A

FR, T EEceptionfldhklg (HAH)

AR AL E Exception il :

BRI R RS A S SIPHhL,

C ANIKSIHBEE AR, PSS MR,

X Rl Hig Projectn] DB W H BAGR 75 s SR EHR IR

¥, asmuiHEAER7 XA AR LR

- HFEAATProjectrPiffifiTrustedProjects: list
trustedprojects;,

- {41 Projectt M —ATrustedProject: add
trustedproject <projectname>;.

- {41 Projectt kR — A TrustedProject: remove

trustedproject <projectname>;,

AR M TrustedProjectiyi H 75 Z G A H RN, =
PAPackage /i RAZHL,




PR

Bim

ERE (S

XKfIProjectProtectionMlifil: SET ProjectProtection=

false;,

#BRTrustedProject: remove trustedproject <

projectname>;,

FFELabel Security (BIRkZ£iEH)

HTM%24a (LabelSecurity) Wi H %2 MIZRA ) —Fhami] i ks (Mandatory
Access Control, MAC) , ‘EELRIH %3 M) PR3 56 308 il FH o 5 00 0SB it i il

PRI Bl
PRAERIR fIH LabelSecurityWiff BN L aih R,  WiH 2SR
LabelSecurityZ 2 HLHIER I\ K H1,
et Project Owner,
HEIR PUTHZ: show SecurityConfiguration;, #HMAjIRER
i MLabelSecurity=true,
PR e HiiLabelSecurityHlifill: Set LabelSecurity=true;, BRI\
JFalse,
[R5 1F KHLabelSecurity#lifil: Set LabelSecurity=false; . #§
YR, LA Project2 & N EProjectli{ T 1 A Project!
FMLabel B,
REFEMLabel
PRV il
PRAEIA MaxComputeBHERIBURN ] PA7r M0~45, P Edatn] Bk
BREER, WRBIRR A S BRI MEIE .
HEMIK & nf DLEE BL AT XA B MaxCompute R 2 BHNSFL :
- YT : DESCRIBE <tablename>;,
- {fEDataWorksH B8R EBIE B RN P EYE B




PR

Bim

BRI E

SRl POE IS DL PR SO R B B 7 20 -
- ik (i)

DataWorksH Bl EBEH, Hiid# ol dif A RN 7 EBRIG
B, ¥In[DABE 7 B 20l

BeHA:
HA5Projecti¥ & 1 LabelSecurity=true, EIHEHTE A
n] Wy Bk =gtk
- R
A4 SET LABEL <number> TO TABLE tablenamel[(

column_1ist)];. numberfBUETEE: [0, 4],

A5«

- BFt1Labeli¥ B H18%: SET LABEL 1 TO TABLE t1

- ¥FEt1Mmobile. addrPiF|iLabeli & 2% : SET
LABEL 2 TO TABLE tl(mobile, addr);e.

- ¥FEt1Labelit H N34 : SET LABEL 3 TO TABLE t1;
o UtHF, mobile. addrM%lLabelfih24,

BEIA:
W AT E AL 2g0l)E, fEDataWorksHIEHE
ERLAE, MR FEREEFRAFD, Ht, @ilE
HiDataWorks Xt &7 BOfET & 2P0 B A

RIS

T2 25 PR FORER

BeHA:
FEZEFFN LN, SSBURENIAE (5 Kkpackagei%
B ARSI ANIKS) o R, a6 2508 K13 52 7200
F




& EBifinProjectIPA R &

PR

BLA

At

RHEIPHAN, f5EHANFIRDPIIP (Consolesi# SDKFi{EN
HIIP) REREVIFIX A Project,

= BiM:
- YiijProjectiVffifiUser (fRHEE0KE) #B23Z/.,

- DataWorksHIHLEREINMEH 4 PN, Hikidiid DataWorks#i
ZMaxComputefE55 A 232 BRI,

E (SN

Project Owner,

HAEBIR

@I ConsolethfTii%: setproject;, BB MM odps.
security.ip.whitelist=;, HESHMNAE, WMIRALE
ERALIIE N

PRI EE

BEERTERINER : [EEAMListh LA CYihlssIP, PAEH
RV T8

WL P ImIT S setproject odps.security.ip.
Whitelist=xXXX . XXX e XXX o XXX 3 XXX e XXX o X o X /XX 3 XXX o XXX .

XXX e XXX XXX o XXX o XXX o XXX 50

HARPIPHIR N F R A DU R =51, HAiEZHIPVelst,

- HaiiTP: f14n101.132.236.134, FE80:0202:B3FF:FE1E:
8329,

- FPHERS: $H111100.116.0.0/16. FE80:0101:4567:F456:
0202:B3FF:1111:1111/126,

- PIBE: fian101.132.236.134-101.132.236.144, FE80:0101
:4567:F456:0202:B3FF:FE1E:8330-FE80:0101:4567:F456:
0202:B3FF:FE1E:8331,

REZIPHA MG, BTHEFFLMEA LR HRT BRI
LERL, ] DUE Policy %,

ERE (S

HEIPHAMNG SN : setproject odps.security.
ip.whitelist=; . IPEHAMESE, MaxComputeZil
HMProject kA ¥ HAMIGE,




- DataWorksHselect4s R T & 2l 4sith

PR BLA

iR R EEE DataWorks A TRIEHE /b, W@ H 25 RAEIDE LI H
[P REES R, Projecti%EProjectProtection i Truels, fEA
Project HEAGRI BB, #R2AN] LLidid DataWorks4 s
F k& Fiselect/G Ef 745 P,

RIEMM DataWorksFE M b,

HEMIR #EADataWorksiyWi H45 8 > TEZRIACE, &F Filiselects)
REMR BT,

PRIEE HEADataWorksHyBi H & > TR MACE, i Fiiselectsd
IR,

[ B E #EADataWorksiyWi H & > TR MAECE, FTJF Fiiselectsd
BIR,

BEHECRSREREEEFER

fHiMaxComputeid firp, ZRRMHBIHMII =SS, Bk thHEE gl Hih =k 55
MaxComputef L2 EM, j#idDataWorksfli i MaxComputelst, FMIGH Bk 25522 A5
RAM K5, PAR M GHUHI{ERAM 7l SRS Litm L 2B SR,

MaxComputefJ i FUIMIESZFRF 2K SHIRAMIKMRIK SR, N TFRAMIKS, BUIKSAR
AVHIRAMBURIA SR, Bk 320KS A S IEZRAM K Sl AMaxCompute 3 —41iH
. MaxComputefEXHZRAM ¥ Ik SHEAREERS, FFAZHERAMPIIBERE L. Hit,
MIHFEZEMRAM 7K S SR UEA T 11T & 222,

ERLSeR ATL A
SRR SR VF UK S R P R Y, WIROZEOR 1K AP Qs S 60T HoE Ii4e e,

f&nl PUEE RAMPEHI & B BT HRIG, MEMRKE, RETRLIETRTR, 6 OsE T H50



KRB RIRSS

RAMIBIEHER]

s

AREE
=

il

550 BB
TRER
=
BRERE SR
RAMASERER

OAuthRTEER

RAMIAIEREH] / 25

®E

LIREEEE SEEIEAN

SRE 8320w

T SO 0

ERENE ECES
Ekaess 2= LR L RER
BRRSRE B RAM A 2in®
FHEMEABRRATR FoF

38T BAccessKey seiF
FFFSessioniIHERT A 6 BT

TS TR BB

IS BB P RS DT WRLL TP L 22 52 B Sl R, 1P 22U RE M R TP AL A
R,

ERPYREE

BERTARITEEARS a

EEHIEEATES E

EEEALTH —/NITREREREEEASR 5 RER
EXEESH pin: 3

B EESEFRE pin- 3

TREERE FIRE

{E3 RAM BBFPZ2IRE

SxEBAccesskey
® i
) T

SEEESEERE
® i
) T

EFSessioniIEEET )

6 INET ( BRUBIXIEA6-24/NET )

BEREERE

I A P 2 RRR
SRRSO R T ORISR 2 S A S FRURRIRE, A B IRk K- RS R RS

FHNSSOEF , {BiEsMAccessKey FABAIAPIATAIF AZERE, 201
FigERE , FRRRRMNSENPIEILHTER, IRNEE
{EIES | TENME, =4
FERSNT | SERSSRORE , Fill
42.120.66.0/24;42.120.74.98,

18

SCPSRRAS . 20190906



2 REINEEIFAE

2.1 BB

AN R FE E R MaxComputeli H ZEBMiH#H (Owner)
PP Bia 2 R R IESGEBIIH .

MaxComputeZH /" MBHR L &R, LRUKUFHE:

- FPIAUE,

- WH AR SRR,
- EEUH 2RISR

- WH 2B BB

fERMRH!

- BUERGHIG Tl il st FH B
© W 23 TR RS PR R

2.2 REFIG

2.2.1 IR H#EN
AT AR H AR P ACLEERL.

HE#ER

. B PoNMaxCompute

JackZBiHZMprjlEMR, — P HMARBHARRAlice (EMARKS: alice@aliyun.
com) HIEMAMIHZMIprjl, F&HIHEA R : BFTabledlF, FRZ/il, QI#%,

BIERE
FIH 2 M EPL R Rl 217:

use pril; ——PHEmIHZN,
add user aliyun$alice@aliyun.com; —-%hH,



grant List, CreateTable, CreateInstance on project prjl to user aliyun

$alice@aliyun.com; ——fliffjgrantiBfyil 2

2.2.2 FNAEHEITACLEN
AT BRI H £ € R ACLEZRL.

HE#ER

Jack2WHZRprj1ERE, A =APHMAMIEEEK: Alice. Bob. Charlie, ftfi1ff
R PR A R, MAAEEIEN IR : BB Tabled#, ML, & userprofile, *FiX
AR, W5 H 23 855 B n] DASE FISE T N RIACLEZA HLRIR 52 %o

1BIF7E %
0 F BB A A2

use prjl;

add user aliyun$alice@aliyun.com; --#hiHP,

add user aliyunS$Sbob@aliyun.com;

add user aliyunS$Scharlie@aliyun.com;

create role tableviewer; ——-fI@tfifa,

grant List, CreateInstance on project prjl to role tableviewer; --X}ffj

AL

grant Describe, Select on table userprofile to role tableviewer;

grant tableviewer to aliyun$alice@aliyun.com; --$HPIPMfatableviewe
r'O

grant tableviewer to aliyun$bob@aliyun.com;

grant tableviewer to aliyun$charlie@aliyun.com;

2.2. 3 1RBWEFRIPIRI
ARV GH TR R BB

- iR JackRWHZRprj 1IMERLG, %W H 2 MA RS 88, Ml S6r-S i
WPridsk, mHERAIRZ BA B AR BHEZ08 R, Jackd BIGERF I H 22 M )X 2L
BRI r, WHTPA P R H by, BdE R RETEm H 2 RINRE), ASRevr
i E2 DS Al 1 ]

- JackiFEEAT U R ERAE,

use prjl;

set ProjectProtection=true; --JF)BiH 2 BIFIEGERHLUH,
235 H 22 FF R H 22 R BER G LG, Jeikismi H 2 RS 2 2Im 3 S w25, i
R HaeLE i H 22 B R RSN

fHR RSN T, WfReh TS #RE, P/ AliceT B Bin R ST H 2 24, FFH
W B RAEB RN HZE, FHiXZEN, MaxComputed#fit ¥ TrustedProjectHLilk 2 +§



SRR H 2 B R R . OB % B TrustedProject, ¥ prj2i & hprj 1l {50 H =
W, BAEAIMTR, BERE, prjlhriia B R v #lprj2,

use prjl;
add trustedproject prj2;

2.3 AP MIRINEE

2.3.1 HFIAIE
AN HUTHRIERMKS . AccessKey, JHEH 2S5 Bk MaxComputeitt 7 H FIAIE,

H#i, MaxComputeZfzig 2 MRAMy 2 RIS,

Bi:
MaxComputefUREFMIRAMMIK SAR, AREFUNRAMMBARRIAR, BRI LUk B ST
ERAM YK S AMaxComputefJ3E—4BiHM, {HMaxComputefEXfiZRAM ¥ K- SHAR
RUER}, JFAZEIERAMAPIIRRE X,

EBRIMEDBL R, MaxComputelii HAXGEBFIRTHE 20k 5 R/ %, En L@ 1ist accountpro
viders; BB IZH SRS RS,
EEER TNESERIPEAKS, GREEBMRAMIKE N XF, AP fTadd accountpro
vider ram;. #IMRIGE, BAJEHREE 1ist accountproviders ; EBMZFFNIKES RFi2
HHIEL,

HisaksS

R RS, WURPEREM, BHiE—-NETERNRKS,

Bim:
HIRIK S, WEAZ R bR, i HIibR R e R0k S,
n: Alicen] MERI it alice@aliyun.comliBHRTEM— A 2IKS, B2 2K S5k

sgalice@aliyun.com,
ERjEAccessKey

MaE S ZG, BRIEstViAccessKeys Ui, PABIEBERLYHT 2K S AccessKeyH
%,
—A~AccessKeyH Wil 74l k: AccessKeyldfilAccessKeySecret, AccessKeyldH T

AccessKey, TiiAccessKeySecretll TiHRINE%4, FibATE O DARME, 25—
AccessKeyii % HHi, &n] LRIE—HiAccessKey, REZVHERAccessKey,


https://www.aliyun.com/
http://i.aliyun.com/access_key

FERA=KSERMaxCompute

L fodpsemd B, FTELERCE X :conf/odps_config. ini*hlit B AccessKeyFH%(5
B, WrpoR:

project_name=myproject

access_id=<jxHlfij NAccess ID, i RHEE>
access_key=<jxHlijj NAccess Key, FiFR$gEE>
end_point=http://service.odps.aliyun-inc.com/api

BeHH:
1R B 2 M b B sk fREE— A AccessKeylt, HRiTE150 85 A fese 243,
2.3.2 AFEIE

{ERAET H 22 M Owner [ P 4B I AMaxCompute i H 43 lvh,  FF#iZ HHIXRAR, 77tk
fEMaxComputePUBHE. 1Rk, IR R, A SO0 H 2 B Owner K H At A P (2
FERAM 7S) MAMHMaxCompute, WHTEH AL

SRRV H 2 MOwner, RS ANREA S, QRER BN, BEMOwnerfZitiH
T, WM R E 2 W5 B R a1

ASCBRERIER Poimiafs, Linux®4t FigfT. /bin/odpscmd, Windows Ri&fr. /bin/
odpscmd.bat,
ARMAR

LI H 2RI Owner Alicedii it s — A BN, Alice 25eis iz P d el B LB H 2
ik, BRI H 22 MR A RES AL

MBI a2 :

add user

Ak E M <username>BEn] U2 fEwww.aliyun.com kNS A RbR Ak, Hnl DUR BT I
WMAMAEESFEANARAM IS, RHaR:

add user ALIYUNSodps_test_user@aliyun.com;
add user RAMS$ram_test_user;

B Alicel a2k 5 Malice@aliyun.com, HF4YAlicetdT LIRMARIEN)G, Wi list users
; P HIR BRI TSR

RAM$alice@aliyun.com:ram_test_user



ALIYUNSodps_test_user@aliyun.com
REMRIKS odps_test_user@aliyun.comPAKAlicei@iid RAM B ¥ IK- S ram_test_user
CEBIMA R 7 %50 H 22 W,
ARIRAMF IS
HMRAM T IKSA AT MR

- @i DataWorksi#iT#4E, TENIHZ W#unique_35,
-l MaxCompute¥ité H on S HEATERAE, TEIEWT:

BibA:
- MaxCompute e ¥F £ 514 A SIWRAM 7K S MA S H 22 1, RRevrmAR
ERKSMRAM IS, Witfiadd userl), ERERAM IS HiHE LS4
%, MaxComputeBKiAHIE i LHIPTTH B2 7K S0 IR K-S
- MaxCompute HFERFHHIRAMBIIKSIAR, AREHAMRAMIIBIRASR. BIHF LA A
BIUTERAM 1k S AMaxComputelE—A B HP, {HMaxComputefEXtiZRAM
TR SAREIER, FHASHIBRAMPEIRBRE X,

MG T, MaxComputeli H HAEHIRBI E Z20KE Rgt, HP v Plhlid1ist
accountproviders; A XM HHRNKS RGE, EHEEX MISEBFALIYUNIK
S, Bl RoR:

odps@ **x*>1ist accountproviders;

ALIYUN

BEHA:
HEWHZMOwner MR Taccountprovider sHIFHHEE,

Hi B[R, HAEBSIALTYUNIKESAR, WRARRIRAMIKERSHE, o ITadd
accountprovider ram;#ll FifimR:

odps@ odps_pd_inter>add accountprovider ram;
OK

WM RIG, WHPTIAGEREMaxCompute, TEXMHPET @R, HPARELEHh
P FIBURTEE IR EMaxCompute, X TIANIEZIR0E, 55 WIZHL

AP

MG, BH %R Ownersl# Wi H 2 M BL G T A P EETE, AP RERIR
Ja, ARESITHERAE



MaxComputef2fit 7 ACLEZ, #5300 H = M 702 Kt H 2 MR R E 2 ARG, TmigiPe
PAH WY, BEENTES WACLEHL,

-

Bk Jack2 i H E Mprj IE R, —AHMAREE4 R Alice (EHAEAKS:
alice@aliyun.com) HEMAMWHZ Rprjl, JFHiGEETables, HR/EMAIERIIN
BEO

Wi H = Mjadmin rolesk# %W H 2 MlownerfE % F it T4 g4 :

use pril; ——HEABIHZMpril
add user aliyun$alice@aliyun.com; —-—¥RhIHP
grant List, CreateTable, Createlnstance on project prjl to user

aliyun$alice@aliyun.com; ——{#iffgranti&ftlH

B P A0k S bob@aliyun.com, BE#HEAMEPEANWHS M ($user_project_name
), WEAERTEER, RBERE EAHITIRR,

Vi H =2 Mlifjadmin rolest# % H 23 MownerfE % Pl AB TN Fan 4> :

grant CreateTable on PROJECT $user_project_name to USER ALIYUNS$bob@
aliyun.com;

-- |n] bobEaliyun.com &4k “Suser_project_name” [fjprojectff]
CreateTable (&%) MR
grant Describe on Table Suser_table_name to USER ALIYUN$bob@aliyun.

com;
-2 fjbobaliyun.comiF 44N “Suser_table_name” [fjTableffjDescribe (Fk

BREE) U , ,
grant Execute on Function $user_function_name to USER ALIYUNS$bob@
aliyun.com;

-- [abob@aliyun.comi& 44N "Suser_function_name" [fJFunctionff]

Execute ($17) FUR
L4 RAM T S $24%
Wid1list accountproviders;K&EBMKESZFHED, W RHR:

odps@ **x*x>1ist accountproviders;
ALTYUN, RAM

BRI, XA H 2 R CEREE SR RAMIK SRR,  BIWY BAANX AN H 22 M RAM 7k JF
Pk EIDescribe MR, W RHR:

odps@ ***x>add user ram$bob@aliyun.com:Alice;

OK: DisplayName=RAMSbob@aliyun.com:Alice

odps@ **xx>grant Describe on table src to user ram$bob@aliyun.com:
Alice;



OK

I, bob@aliyun.comIRAMFIKSALicesin] PAiliid H LY AccessKeyID Kz AccessKeyS
ecret¥xMaxCompute , Fx&Ksrcitfrdesci#fE,

BibA:

- KPMRAM 7l B AccessKeyIDMAccessKeySecretiIHXER{EIES W RAM 44,

- HZMaxComputeZ¥i/MIERH P RIRIEHS WA SR N

- A LIRSS WA

RS A P

LA BT UL H FIRARY,  Alice T 2Rz P WL H Ml kR, P — B H 23 Ml
BBR, A PR AS A ATV R H 22 G IR
BEH P62, GTRoR:

remove user

BEW:
- H—ANHPBEERG, AP ASEA I T%05 H 2 0RO RTEUR.
- BER—AHP 2, WRIZH P YR TR A G, WISREERETZA PR E A, X T M
B iES % #unique_37,
- M AHPERERRG, SZHPARIACLER RSV, —HiZH P UGHERmE] %
W 22, 3% 0875 52 0 AC LA i Tl A BR A4 49 B 5%
- MaxCompute HiijA SZHFED H 22 [ RS ER— A~ P B B

AlicethdT FAMIZM 2, HIMIESERHESCH

remove user ALIYUNSodps_test_user@aliyun.com;
remove user RAMS$ram_test_user;

HEMPREBER, a2uT:

LIST USERS;

HRAGREAZIBIINMIKS . LR, RINXMADMKS CLPrsHmH 2w,
HBIBERAMF I S

e, eI Plh@d remove useriZMERE HIRAMYIKS . RHIWT:

odps@ **xx>revoke describe on table src from user ram$bob@aliyun.com:
Alice;


https://help.aliyun.com/document_detail/28637.htm

OK
—— RFIRSA LT ce iR

odps@ **xx>remove user ram$bob@aliyun.com:Alice;
Confirm to "remove user ram$bob@aliyun.com:Alice;" (yes/no)? yes
OK

- MERFIKS
MR RIIH M Kowner, WnfLLEdremove accountproviderffRAMIKS Z40M 2 i 1
HrmER, nRis:

odps@ x*x*>remove accountprovider ram;

Confirm to "remove accountprovider ram;" (yes/no)? yes
OK

odps@ **x*>1ist accountproviders;

ALTYUN

233 ABEHE
fate (Role) —AViMBIRIES, T2 —4UH P HIFE BRI, o] DA i ok
Bl BT MR UK KRR, FRISEBUEBRA ., SH 2O P 520U, B4
R MZEE I A R ST,

A0 H 2 EAEQEN, Azt —Aadminfifif, IFHEMER T T IR : nf b
Vil H 2 M ARE N R, WP s @ TR, X P el il TR, 58 H %2 M Owner
fLE, adminfi A fERfadminBBRIGIREG Y, AREBCEIH ZE RN L 2N, AREBSIIH
ZMAEAER,  adminff GO R BRASREBHB A

OB 2UT:

create role <rolename> ——flj&tfffa
drop role <rolename> —-Jjlkxfta

grant <rolename> to <username> --ZAHPI5IREERIA
revoke <rolename> from <username> --{{iifi IR

BimA:

- ZPHPAPRINEE T AT, — PP WRaRE T 240 M,
- DataWorksH sk 53 f (a0 B MaxComputeffi f, PR &M @IFEGRRIEN, 52
DAw H & PR35 H R BB,

tIERe
AR A OGN, WTFR:

CREATE ROLE ;

ZN /LN



B E A — P playerfita, FAERFUREIAL R :

create role player;

BiHA:
0121 U ] PUES AR B BB TR I H P BUR,

ANAREIfAE
MR PR EnG SRR, WHRR:

GRANT <roleName> TO <full_username> ;

ZN(UET
B ZE A P bob@aliyun.comfil Aplayerfifarh, TR SEHAL FHi4:

grant player to bob@aliyun.com;

LB
A ORI S RSB, B2 TR S WP 528

BeHH:
SMERPUG, ZAa T P EHEERBER,

AT :

B¥Jack@BH 2 Fprj I ER R, A="HMARMH4RE: Alice, Bob fl Charlie, fiff]
IR BIRT A GL, MATTZRIHa IRR : EHFTabledI, #RZ/HMERFuserprofile,

MFIXA RN, Wi H 23 0155 8 53 n] DA 3TN R A CLIZBHLHIER 52 ).
PEUE:

use prjl;

add user aliyunS$alice@aliyun.com; —-—-#hiHP

add user aliyun$bob@aliyun.com;

add user aliyunS$charlie@aliyun.com;

create role tableviewer; —-fI@tff

grant List, CreateInstance on project prjl to role tableviewer;

— XA AL

grant Describe, Select on table userprofile to role tableviewer;

grant tableviewer to aliyun$alice@aliyun.com; -—%}HPIR YT
tableviewer

grant tableviewer to aliyun$bob@aliyun.com;



grant tableviewer to aliyun$charlie@aliyun.com;

S sli v
B GBI P a2k, R

REVOKE <roleName> FROM <full_username>;

BT
BBE1% H P bob@aliyun.com Mplayerfi taiER, FERFRHALN R4 :

revoke player from bob@aliyun.com;

il
B M a2 K, WRFoR:

DROP ROLE <roleName>;

ZN/LL I
B EmERplayer i, FAEZ ) S AU Fai4:

drop role player;

BeHA:
BHIBR—4fa ek, MaxComputeXAEiZM AN R ERFERMM T, HEE, MMERZMAask
W, RATEZM G R P vaiaEn, meRm et 2RI,

2.3.4 &1

2R, WEZF AP MaxComputerp 93, 1£55, BIRGFFARRIEMIRERR, w5k 5, &
B

se#unique_7J5, YiHZEROwnersl#H Ui H 2% RS B TR A H P TIRIL, RAHP3RE
PUBRIG, A REITIRAE,

MaxComputef2fit ¥ ACLEZR. BSWIH S MEIR =, WH S REIRRNE 2 MR, SRR
—BI R =AEE, WEF (Subject, AIBUZRPWATLUZAME) | %F (Object) MIEkfE (
Action) . fEMaxComputeH, EAHZIHA M, FHARIEHAZM PSR, &
THERA R EIIACL GETXMER) #ZH#, TidEPolicy (GET5RME) 4L,

ACLEH, MaxComputelf) &t
fi#unique_42, #unique_43, #unique_44. #unique_45,. #unique_46, HES5RENR
PFRAR, AR R RS AR,



MaxComputeli B =B S2 BV 3 R R K AR (F

%k (Object) |#fF (Action) |

Project Read HREUBHZMAS (AMLBHH SRR E
B, flinCreateTime5,

Project Write EHWHZ R E S (AR H 2 RN R) 65
&, #lanComments,

Project List HAVH 2RI R,

Project CreateTable fEMi H =2 mirp @ Table,

Project CreateInstance |{EWiH=% Pl Instance.

Project CreateFunction | f£WiH % M"h@li#Function,

Project CreateResource | fE5i H %2 P @] d Resource,

Project All A R AR,

Table Describe e Tablel7cfs B,

Table Select I Tablef s,

Table Alter B Tablefcla 2, FMMIER X,

Table Update i % ek Tablel 8.

Table Drop HiBETable.

Table All A LRFE AR,

Function Read BRI TR,

Function Write B,

Function Delete JHIER.

Function Execute AT,

Function All Heg LRFrE AR,

Resource Read B

Resource Write B,

Resource Delete JHIER.

Resource All R FIRFE R,

Instance Read L

Instance Write B,

Instance All R LR,




BLIH:

- fEMaxComputetView G Z MIZIN, AT G R —1E,

- LIRBUREART, ProjectBBIN R ¥ CreateTableffE, TableX![¥SELECT. ALTER.
UPDATE. DROP#/EHRZE S5ProjectiRfCreateInstancefRERNRRALSEH

- MU EIRURPBUR, 13 fRIR CreateInstance B SR Toikse O BRI, X5
MaxComputeffJNFEREIHE, [FE, Tablef)SELECTAURLE 5 Createlnstancef R
BCE R, MLERsI H B, Hlanfeni H AR SELECTY H BiyTablesy, WITE %410 H A
CreateInstancef1Wi HBff)Table SELECTHUR

- ARFMA P REIE At )G, T2 P AT . MaxComputefJACLIZHUZ —F#
FET LA, JaS SRR EE (BIimlEHl513%, Access Control List) #iH/Ee
BRI MR, DA SNRECEAEN, AT, SN RPMERR, @il
BURARR 2tk 2 4% E ZhBR

MaxComputeziFBIIRINF &

MaxComputeSZHFHUT AR T SQLI2E X IIGRANT/REVOKEISTE, ‘Eiliid fl BAHRE
A 5E oM EA7FERI I H 22 DN R IR, SZBUEIRU AR,

grant actions on object to subject

revoke actions on object from subject

actions ::= action_iteml, action_item2, ...

object ::= project project_name | table schema_name |
instance inst_name | function func_name |
resource res_name

subject ::= user full_username | role role_name

MaxComputefJACLEREIEIFASFF [WITH GRANT OPTION]FZZEL. HHIFARZEUN
FIBU SN RN, P BICIE BRI — P P Co A ISR MERR 625 1 A T £ €
i ar STi0%

- WiHZ¥\Owner,

- WH 2P A Adminf G,

- WHZ R R AN,

fEFACLIZ A R A T 5

B z=MKS H Palice@aliyun.coms2 #ill A 255 H % [ltest_project_affjkid, Allen2imA
Fbob@aliyun.com*IRAM 7K 5, fEtest_project_ah, 1T ERERA e, CIEEHEH.
HHREWH B M EFAERNR, SR TIREBERED R,

use test_project_a; ——-$JFWHZ N,
add user aliyun$alice@aliyun.com; —-—-ZhHFP.
add user ram$bobaliyun.com:Allen; --FRIIRAMFIEE:,



create role worker; —-filjdffifa,

grant worker TO aliyun$alice@aliyun.com; -—-ffjf}gIR,

grant worker TO ram$Sbob@aliyun.com:Allen; ——-ff{¥5iK.

grant Createlnstance, CreateResource, CreateFunction, CreateTable,
List ON PROJECT test_project_a TO ROLE worker; —-3JfMaiztl,

BLIA:
FKSAREL A K S 107K S5

BB = ElTable. Resource. FunctionyZ Rl

H#hi—/5pl, aliyun$alice@aliyun.comfllram
$bob@aliyun.com:Allenfitest_project_adiifi ¥ —EHHIRIG, XHAH TR
Hitest_project_bHfijtable prj_b_test_table, HFRZHFtest_project_bHIHUDF
prj_b_test_udf, test_project_biJE M EHITRIZBURIEN R,

use test_project_b; ——-¥JHIWHZM,

add user aliyun$alice@aliyun.com; —-—-¥ZhHF.

add user ram$bobEaliyun.com:Allen; —-¥HIRAMFIKE-

create role prj_a_worker; ——fljEdfMfa,

grant prj_a_worker TO aliyun$alice@aliyun.com; —-ffifag8IR,

grant prj_a_worker TO ram$bob@aliyun.com:Alice; -—-fi5IR,

grant Describe , Select ON TABLE prj_b_test_table TO ROLE prj_a_work

er; — XAz ytablefliR,
grant Read ON Function prj_b_test_udf TO ROLE prj_a_worker; -——X}fffafZ

Fud R,

grant Read ON Resource prj_b_test_udf_resource TO ROLE prj_a_worker;
-z PIBludfifResour ceRLFR,
-85, X P fEtest_project_at & FRAMEHud TR R,

use test_project_a;
select test_project_b:prj_b_test_udf(argd, argl) as res from
test_project_b.prj_b_test_table;

BiHA:
W2 fEtest_project_asP @ UDF, WA R FHifTResourcefZ, MHHSEIEMT,

create function function_name as 'com.aliyun.odps.compiler.udf.
PlaybackJsonShrinkUdf' using 'test_project_b/resources/odps-compiler-
playback.jar' -f;

235N REE
MaxCompute M LR BRI, FUARIEA ISR IR, 2655 M CR,
BUR ARG QI
LE TR PSR £ AR, MaxComputed il AT FARIL 4% :
. A: ForAllow, EISCEFVIR,
. D: #RDeny, HHELT,
. C: #RWith Condition, WINHiZ&PHIZR, SUHBIEPolicyBAUAR .



- G: FRWith Grant Option, BIR]ELObjecti#f 1AL,

JEBLBURI R BN T

odps@test_project> show grants for aliyun$odpstestl@aliyun.com;
[roles]

dev

Authorization Type: ACL

[role/dev]

A projects/test_project/tables/tl: Select
[user/odpstestl@aliyun.com]

A projects/test_project: CreateTable | Createlnstance |
CreateFunction | List

A projects/test_project/tables/tl: Describe | Select
Authorization Type: Policy

[role/dev]

AC projects/test_project/tables/test_*: Describe

DC projects/test_project/tables/alifinance_x*: Select
[user/odpstestl@aliyun.com]

A projects/test_project: Createx | List

AC projects/test_project/tables/alipay_x: Describe | Select
Authorization Type: ObjectCreator

AG projects/test_project/tables/t6: All

AG projects/test_project/tables/t7: All

EERIEERP R

show grants; —-#F 4§ HCKIVFR, ,

show grants for <username>; --EHFIHEHPVIRMR, HfProject Ownerfil
AdminA A PATEIRR,

show grants for RAMS$FIKE: FikE; —-&HBRAMFIKERIR,

il
- HEHREH P A% Sbob@aliyun.com 4 il H 22 ] IR R
show grants for ALIYUN$bob@aliyun.com;
- BBERAM 1k 5 RAMS$bob@aliyun.com:Alice 24 i35 H 23 [l (R
show grants for RAMSbob@aliyun.com:Alice;
EEREEABHINR
describe role ; --#&HBEHGEMOHIVIFIERM QRIR

BiHH:
BHZMETF, describe role iR EnRProjectfllTableff i RIZFARRIACLIE R, HExt
% (Bl@Function, Resource, Instance, Job) HIEZBERRIACLAEMR,



EEREENRIRNIIR

show acl for <objectName> [on type <objectType>]; --&EFBIRENZR EHHFH
R,

Bib:
W& [on type <objectType>]1hf, ERiNHtypehTable,

2.4 FUERE RS
BN %4a (LabelSecurity) S H 23 MBI —Rhag@il i 2538 (Mandatory
Access Control, MAC) . ‘ERJ5I A5 H 23 ) 5 PR 53 n] DASE N 2 35 il FH P os 3 25 U8
HIVim,

Efi#MaxComputeFMACS5DACHIER

fEMaxComputerp, SifiliimHIPIH (MAC) FRNZ T B EViREERPLIE (DAC) . 7 # T8
fi#, MACSDACHIKZ ] DR FHIHIF R,

MNF—AEZOKRE CklkMaxComputefJ— A BHZER) |, XPMERARZEEIFGE CRLEE
$2408) , RIS SR EEILHIESELECTRIR), iX)E T DACH JERTENE,

HEFRADERZGEHECE RS, TRIZEHN ¥ —58H: JUkii®, s, Fraior
EMARTRHASR I, A ANG S, RKitMaxCompute, IXAEILPZ RN T55E
BEHUBUREE R A, X 2R T MACH BTN,

BIERBBREFRDIE

LabelSecurity 3 2R e Ay B N T L 25551, TEBUNM-ERIPY, 18 HRBEr
BURERRIC e 02 (AMR%E, Unclassified) . 12 (%, Confidential) . 28 (Ml

%, Sensitive) . 3%k (FJEPL#E, Highly Sensitive) ., MaxComputetlidfigix—5RK ik,

ProjectOwner 75 Z5& S BE BURSE LA S M) Vi nl 5000 s bnife,  BRARTE B P il Ve ]
BHNOR, BHEZELNBRIN 0L,

LabelSecurity o SUSBRRIRLIE n] DSRS0, ARG T DO R E515 B BRI bRId (
Label) , —5K#&n] DAHHASFIBURSSF R BHRSR o

MFView, WXFFMEFEFENTEE, BIEBGERPDON Viewik ELabel 58, Viewl g M1 e b
LRI Label Z 2 M), fEViewfIE, BRIAFZEL 20,

LabelSecurityZRiA L £ 5K

N EEMuser Bl B2 2F R bRid 2 )G, LabelSecurityfJERiN & 2RISR :



- No-ReadUpA se¥F User 2B BURSR & T H P S EHE, Brdka B8
- Trusted-User f2iFUser51EEERVEHE, HolErEBIEERIANN0S (AMRE) .

BLIA:

- AE LSRRG MEERR G, b biBEEE H S RNRE R 0 &, RIS E
ZHEILARNE, IRV P S BURERA S TP SRNEHE (No-WriteDown) .
fHfEMaxCompute -5, HIEF0 H 73 )& B EON SR BURF R EBRA, BINZ 2R
WA HiNo-WriteDown, ISR H %3 WIS BEEA FITER, wf BLidid g0k H 73 ) 4 42 id
B (Set ObjectCreatorHasGrantPermission=false) PUEEEHIHIK,

- N T EERBIREA R H 220 2 MR, &) PLmH 2 i E 2RI E (ProjectPro
tection) . REZG, RAWHPEBHZRAVIMEHE, £330 B EH %2 0.2
o

15 H 22 flrpi¥ Label Security 2 2 HLHIZRIA R EIAIG, ProjectOwnern] BLETTIF.

LabelSecurityZ & HLHil—BHIFE, FIRRENIA L 2RI HEHIHIIT, P ViR 8%
I, BRY A SELECTARAY, &R BB AH RL VP g, BiE e, Jdid
LabelSecurity S 2iijd CheckPermission A Z i JE 78 53 415

LabelSecurityi2{E
- LabelSecurity#LilI#FF /%

Set LabelSecurity=true|false; --JFjgokk[#]LabelSecurityfliil, ERilKfalse
o WLFRERBHIHIProjectOwnersepl, HARFEIEN 0] EAEHAdmT nff 158K,

- HBuserF B R EVE

SET LABEL <number> TO USER <username>; --numberHUEiE[ : [0, 9], Z%#fE
HEEHProjectOwnersfAdminff 52k,

Lk

ADD USER aliyunsyunma@aliyun.com; ——#RIAIFY, BRIAGLEVFAIFRE N0,
ADD USER ram$yunma@aliyun.com:Allen; --#jiyunma@aliyun.comfyJRAMT-NKE

P Allen,
SET LABEL 3 TO USER aliyun$yunma@aliyun.com; --i¥BEyunmafJZEiFnlin’s

D38, AREY ) BURFERANEIL SRIEIE,
SET LABEL 1 TO USER ram$yunma@aliyun.com:Allen; --P¢Eyunmafijfike:

Allenf L VFRIbRE N 18R, fREDS M BUEFRA G LRI,
- BRIV A BURTF R

SET LABEL <number> TO TABLE tablename(column_1list); —--numberHU{EiEH :
[0, 9], Z¥fEHGEHProjectOwnersfAdminfftasghk,
—— 2445 :

SET LABEL 1 TO TABLE t1; --iZEFtlfylabelly1sy,
SET LABEL 2 TO TABLE tl(mobile, addr); ——-¥tiffymobile,addrp%iijlabel

BB M2,



SET LABEL 3 TO TABLE t1; —-iEFEtlfglabel}y3gh. k& tifmobile,addrpizi
i) Labe UJy k24,

BLIH:
M LAl B, R SIS B RhR S S O R BB IR, MASE RS VCE R
JFs: DA B SR R IR, PERISET LABELVEEFRSN, 2% B A7 BEA LR,

- S AEZBUIRGN AL i R o I s SRR B 4

GRANT-LABEL <number> ON TABLE <tablename>[ (column_T1list)] TO USER <
username> [WITH EXP <days>]; ——BRiAGTHINHZ 180K,

—— R .
REVOKE LABEL ON TABLE <tablename>[ (column_T1list)] FROM USER <

username>;

——{H B IR 524 -
CLEAR EXPIRED GRANTS;

G LK
GRANT LABEL 2 ON TABLE t1 TO USER ram$yunma@aliyun.com:Allen WITH

EXP 1; ——@3UZMA L Lenijn] t LRAPEUREA RIS 20 EHE, SAHRUINLR,
GRANT LABEL 3 ON TABLE tl1(coll, col2) TO USER ram$yunma@aliyun.com
:Allen WITH EXP 1; --®EX¥ZMlalicejjitl(coll, col2) Uk Akt 32 A

#, FRAEBIINLIR,
REVOKE LABEL ON TABLE tl1 FROM USER ram$yunma@aliyun.com:Allen; ——#if

Hali cef t LRI BUREIR I,

BiH:
H i H P o tablefflabe BB, 2RI EGE % - odttable = Biflabel AR,
- BE PRV ) MRLE BUR B
SHOW LABEL [<level>] GRANTS [FOR USER <username>];

~—#M§[FOR USER <username> ]I, i 245ij ] iifE il i SUSEn %.,
—#s<leve >, 557t Labe VRghigRail; #itaiz<level>, WIS GRS

B
- BB A BURBE R RERIRE I P i

SHOW LABEL [<level>] GRANTS ON TABLE <tablename>;
—— iR table EffjLabe UL,

- BEREAHPR A BIERIFA SO Label AR
SHOW LABEL [<level>] GRANTS ON TABLE <tablename> FOR USER <username
iiﬁﬁ*ﬁ%!ﬂ}ﬁﬂi‘ﬁﬁztablehﬁﬂ?&%’]ﬂ‘]Labelf?‘tﬂo
- BARARPIESINBURER
DESCRIBE <tablename>;
- lillpackage %% M package UK IR VF AT i Tl 251

ALLOW PROJECT <prjName> TO INSTALL PACKAGE <pkgName> [USING LABEL <
number>];



——Hpackagef - HIZM, % Fpackage B fpackagehBUIKTTIRAITF nl i M,

BeHA:
- AW [USING LABEL <number>1I, BERINNOZ, BIE BT L ) EBUREHRE,

- ST H M P BUSEIRER, package 3 IR H 2 MBI B BRI AE I ka2 b vF
AJ 5 2

LabelSecurityz %S5l
- PRI H 232 WA JEAdmin B PO — 5K R R RELE UK A ) i52 V5

Y] user_profile 2 Wi H M — K SHBUREBIENER, EmEF1005], HpHS
A6 5 BUREE . id_card. credit_card. mobile. user_addr. birthday. *#iffJDACHL
Tl &Y i P %R ISELECTHE, ProjectOwner i 2FR v Admin 2 A1 Hft
FHERABE SEVF VI IR S 5 U

ProjectOwner##{EL 3T

set LabelSecurity=true;

-—-FH)gLabelSecurityHliil,
set label 2 to table user_profile(mobile, user_addr, birthday);

~—RHEE S BUEE RV E N2,

set label 3 to table user_profile(id_card, credit_card);

—— R IR R BB N3,

BEH:
PATRAEERIEE, WA AEAdmin P B ICIEVI RS SRR, QR A N RN S5 T i I i
DX SEREURELE,  MITREIRTF ProjectOWnerAdmin R #Z4L,

Alice@BiHZ WP —5, WmTISRE, WwEHIEYiuser_profileffimobile5lir%
#i5, FEVIM AR, 5H S 0E R RN

GRANT LABEL 2 ON TABLE user_profile TO USER ALIYUNSalice@aliyun.com
WITH EXP 7;

Bil:
BURSE R2008E— 364 =%: mobile, user_addr, birthday, 2§ LiREBUE)
Jh, AliceR ARV MIX =418, HIEF RS RN, BB REIE &R B EdE
AR, ki JE AL
- BRI E 23 W) RIS BB VG ) VE el 19 P AR E 23 ] PO BSOSO R A 5 R G A

il £ E—gsth, Aliceth TS5 EMiZRS 7 SO 20 BURBARII Vi PIAR . (0
BGARTHDAlicenf RE 2 Ffuser_profile I BURSF 0 2 IR L B 5 il 24t B Wit g



5 —ikFuser_profile_copy, Miiii#E—H I user_profile_copy# H N4 Bobijill, 4
BRI AliceRIX A 0?2

AL 2 S RAEMERRA, LabelSecurityFBhiA % 25K fo¥FWriteDown, BIfe¥FH
P BUETR A S TH P FRIBARGIE AN, FikMaxComputeid JeiE WA E it i)
A, AHIXHA] PARRGI P A E80 T, WIevi RIS eV B CeIEmEdE, mAR
VFH ERBUZM REGHAMA . BT :

SET ObjectCreatorHasAccessPermission=true;

—— RPN R AR E RN R,

SET ObjectCreatorHasGrantPermission=false;

ARV R BREE PO R G AR

E"‘IﬁEiIEﬂE’J /ﬁﬁ?

2.5.1 EFPackagedVET HTEINEREDE
B RN H ZE R OwnersEHIR (adminfifh) , EAEKE FEAWHER, HpuiH%
Mprj1 AP (fufftables. Resources. HE Xfunctions) WJRASr =S4 H At H =3 W
A, (HRE AL H 2 R userfladd2X A prj 10 H 23 BFEAN TR E, =B ifEIEs
ZHPPEE, N TFprjlBiH SRR IARB AT AW S TR (REAFE) Muserdb# AT %
B, B2 RE0] DA A Y A 4356 H 23 MR BEHIR 73 £ U 6E.

QIR GEIRR TR A A NGER],  HEIE AR AL S5 H BBV G, I8 2 H B 0 H 2 ) i
PEIZBUEBIYIRE: W H 22 M S EBUE B,

Package s —RP5 1 H 2 I3 800 S BEIRAO LR, S SR TR s i 23 1) S P B2
GRAME M Package, XFT RHIFA R BN ICEABHIRR :

Alifinanceil H 2 W] )% 5345 2 i M Alipay i H 22 M Eds, WFEAlipayWi H 2 IS B B T
EBIERERSE : BT e Alifianceti HZE BIFp A P EME|Alipay i H 22 B, H 50X
LLHOMAN I P AT 5 8L

92k b, Alipayi H 28R B 5T AWM Alifianceit H 28 | W 84 B P #REf TREUE B, Wi
HIRA —RHLHIRERET Alifianceil H %3 M BE G REXTVF al BN RIEAT B 3B,

ffilPackage 25, AlipayWiH %% R G n] DO Alifinance 3 08 HIXT R EITH A (W5
2l —4Package), G¥FafAlifinancelii H 43 n] BL2eEixPackage, fEAlifinanceliH
2R EM LM Package 2 )G, ML HTTEPackage & w Bl —HIZN4 H 2 Project R
AP



2.5.2 PackageBIfER 75 7%
ASONEES T H 22 M Package 5 fiPackage i H1 35 il S R1E,

PackageRIfERR T &
Packagelf{#i HIPY K BIM A 108 : Packagefldt# fiPackagefifI#,
- PackagefdtF Wi H B MR BRI T, B THET STV M E T, AR5V
Package i 1175 k&3,
- Packagefi H EWIH MR BRI, BIELEE 7 RIERM T ZfifyPackagezJ&, fHR] DA
BEHEEEIR H 23 ) 5 ) 2 I
s RS 4iPackage i fllPackage s HI & P e 4RAE

PackageflliE#&
- filli#Package

create package <pkgname>;

BibA:
- HfProjectifOwner A A AR TiZIR1E,
- Bt Package A MARE L 12840 F1F,
- B ENBEIERNE Package

add project_object to package package_name [with privileges
privileges]; ——RXREME|IPackage,
remove project_object from package package_name; --¥IfR MPackagefs
project_object ::= table table_name |

instance inst_name |

function func_name |

resource res_name

privileges ::= action_iteml, action_item2, ...
BeW:
- BRI R R Project Y, kR A feiridid Packagefr H EProjecth ik}
£,

- USIETRN, NRAFAGENH A%, HlAriiProjectprjl, TERME
table_testFI 34 Package, MEITAddERIERY, RA{ARES Kprjl.table_test, MIZE
5 ftable_test,

- BmzEPackage M IAMUUR N R AL, I AFSHBIRIRERR, S3A @I [with
privileges privileges] RIFERIEDIREN, ERINHENR, HIRead/Describe/



Select, XZR M HABRBEE— A, BIEARHE, QRAFRZE, WIGEMERA®E
Hrigsm,
- MREmMEpackagely, JFFREETE, KRS REBIREZLEN, @idpackagefZilii
PSR UPEIUTICITE FIETi 5 Ci 8
- VPl H Al H 22 M Package

allow project <prjname> to install package <pkgname> [using label <
number>];

- fE AR H 22 WA Package I VFn]

disallow project <prjname> to install package <pkgname>;
- MBrPackage

delete package <pkgname>;
- HECEME ZENPackagedl|#

show packages;

- #iBPackageltdifs R
describe package <pkgname>;
PackagefEF#&
- ZfEPackage
install package <pkgname>;

‘Z¥Packagelf, ZRpkgNamelJig}: <projectName>.<packageName>,

BibA:
HAProjectiiOwnerA BRI FiZERIE,
- Hl#Package

uninstall package <pkgname>;

¥ Packageltf, ZRpkgNamel#:X h: <projectName>.<packageName>
- #iHPackage

show packages; --HBFCAHEMCLIHIPackagesik,



describe package <pkgname>; --FFPackageltdilfsE.
- AT H g AR W H HAhR R B RolefZ A i Package
Bz package — R MaxComputeXt g 38, FEijiPackage HINPEIE (HIH
BUIHBRDEAEER) , Bt i%PackagefRead PR, WIS R#H %A Readfl
FR, MFHEmProject OwnerskAdminHii§, Project OwnerskAdminn] DAt ACLEZAWL

il 5 LA AN
¥ PackageiZfl&iUseriRole:

grant actions on package <pkgName> to user <username>;
grant actions on package <pkgName> to role <role_name>;

BiHH:
fela, User{U{EdtProjects IR iZ%PackageH XA,
il

- ACLER e 205 Al Fraliyun$odps_test@aliyun.comijifi|Package B ¥ ¥ i

use prj2;
install package prjl.testpkg;
grant read on package prjl.testpackage to user aliyunSodps_test@

aliyun.com;

- ACLE sevrftarole_devibffif lkia Vil Package H A BE 5

use prj2;
install package prjl.testpkg;
grant read on package prjl.testpackage to role role_dev;

b k=t
Bk : JackRWHZRprjlERG, John@WHZ M prj2 S8, mF 5
B JackA G HIE H 2 Ml prj 1 RELEgE IR (Blllldatamining. jarRsampletable#) 7%
ZyJohn i H 22 Mlprj2, SR H % W prj2it Al F' Bob T B i X L3t iE, WIE P 5 Johnnf PLid@
HACLEBobHERMN, KiJackZh,

(T2
1. WiHZ M prj1H)E B Jack/E i H 22 Ml prj 1h A2 G JEf (Package)

use prjl;
create package datamining; —-fljit—/-Package,
add resource datamining.jar to package datamining; --#lliEJF|Package

add table sampletable to package datamining; —-#ln#g|Package,



allow project prj2 to install package datamining; --¥Packagesp=E45
HZRpri2,

Wi H 23 Wl prj2 E 8 i John e H 23 Wl prj2 & d<Package,
use prj2;

install package prjl.datamining; --Zfii—A-Package,
describe package prjl.datamining; --ZFPackageizFE|ZE,

3. JohnXfPackageZiBobiFf7 F ::4%ZHL.

use prj2;
grant Read on package prjl.datamining to user aliyun$bobealiyun.com;
-—iEACLEZIBobffifjPackage,

2.6 MBTENEZLiCE
MaxComputeft A HSH P BIREIIT&, AR B 2R A A
. 7R AR A EERZ 2N RTETR, MaxCompute 735 H 23 Ml i< 2 i
®, ProjectOwnern] UG & 1 CLIIANIIL 4 FR SRR,

MaxCompute>ZHi ZREZZHIFZRHLH], MACLIZAL. KU (R e Hahpi ¥ il
MR o AHRFFAERA FP AR T L8R 2 L, RS0 DU B RSS2 2l R el
WS, SPEBEEATH 2 RSB, EREANAZ NG, w7 PIZEREm2:

show SecurityConfiguration

—— BB VHZ ML 2 E

set CheckPermissionUsingACL=true/false

—— IS / RESACLIZRLE, BERiIMMtrue

set Ob]ectCreatorHasAccessPerm1ss1on true/false

—— e/ ZIEN R AIEFBIAMA ViR, Bl htrue

set ObjectCreatorHasGrantPermission:true/false

——felF /SR R AT BN S BURR, BRiAtrue

set ProjectProtection=true/f alse

A0 1 S i E R I N6 A e | v 2 4 € i e e E el ]

Bil:
Ll PLgid DataWorks AT nf #RALIRAE, SERRIH ZMINC L BACE, EEHS
N#unique_53,



2.7 151 B == (8] R ER R R

EIS=]
B=

ASOm RS A H 22 B B R DLRRUT S Baa Ry DL e B8R it 7 4.

Mz

FEBRSI, A 2200 a] (SR ) X R L 2R BUE, PR fevr 5 R LAEEmIE, i
FEVFE AR PRI T8, i EL 2 Rl A U _E R USBAA R L R R ZON I, XA H 2
SRR B A BUR BRI R H

fiMaxComputeBi H A RIEBEG, B2V R IR 2100 H 22 ) 2 ShAN 4 4

tean, %435 H 2 E prj1iOwneriB 2 a] LAV prj2, miprj2 XAZEHINEER, nIaEsiO
F Alice R UhRE i M EE 2 8lprj2rh 2,

RIS, fHiAlice BT 1 Villmyprj.table1¥SelectiUR, [FIfAliceti#iprj2i¥
BHLBIZ T 1 CreateTableHL R,

W Alice ¥y DUd i i FRERT— Rl iR R Blprj2rh X
- $2%SQL:

create table prj2.table2 as select * from myprj.tablel;
- 45 MapReducet¥myprj.tablelikit, 3#5 Aprj2.table2,

AR AR H 22 W R BE AR R UK, AOn A VR B A H 2 b 2, Ea] DU
MaxCompute |-t SFBE TR ER AL,

AR RIPALE

MaxComputef2 955 H 22 Bl R BURIIE L ] DL e Eid s, R U 2 RS0 H 22 )
TIRAE:

set projectProtection=true;

——¥HEProjectProtectionfiil: B HAEHA, ARENIH

BEProjectProtection)a, AW H 2 MIrPAIBIR R 21320105800 — Bm RERA, ARER
the B ERRIPRMRIER RS, BIONENTERET 1 ProjectProtection i,

NGNS, ProjectProtection A EHiEE, BRIME Mfalse,

[ IAE 2 AN I H 23 B v A Vi BRI P, ] BLE dast sl BTS2 RS Proje il B i 5/ k
RECFEI H 2 MEdE, o H 22 RS S E UK, IR SRR AT E ProjectPro
tectionffy L,



FEBERIPNHIERSIER L 5E

TR H 2B M3 E 1 ProjectProtectionZ )5, ZEn[REMRPURSBENXFMNTR: Alicer &
R, WhAEh R B Bk RS S A X5 H 22 ).

i R A 2 5, ARKRWAah A Mt is O ORI BUREHE. b T AN Alice iy E# k55
T, MaxCompute NEH it 7 fEProjectProtection#i% B & Jq NP RMEE S &2,

- BtEException Policy
Project Ownerf£¥% B ProjectProtectionif n] BAFH#f— 4 exceptionsilg, @A UIT,
SET ProjectProtection=true WITH EXCEPTION <policyFile>
Xfhpolicy AFFPolicy B (R E iXfFiipolicy 5 PolicyiZ i iaiLse & —Ff), BRI

H 22 EER BURIEIBISME SLR — R, WA & policy iR R i A A nl DAFT g
ProjectProtection#ii,

ProjectProtectiong X Bl b, miAR vl SR ReVi BRIz
T, BEHRIBIRRIA R AR X,

ZN |

R Ak S Alice@aliyun.comn] PUlijd SQLAESS b #alipay.table_testiifT SELECTH{E
YeBdsiih #lalipayli H 25 12 5h,

{
"Version": "1",
"Statement":
[{
"Effect":"Allow",
"Principal":"ALIYUNSAlice@aliyun.com",
"Action":["odps:Select"],
"Resource":"acs:odps:*:projects/alipay/tables/table_test",
"Condition":{
"StringEquals": {
"odps:TaskType":["DT", "SQL"]
}
}
]
}



Exception policy A~ —MIERIZEUT. RAMKS Alicei®fi
Féalipay.table_testiJSELECT#:/ERER, HMEREE T Eifexception policy, Aliceffy?R%k
%S R,

TOC2TOU (Time-of-Check to Time-of-Use) ZEiltZ S (HRace Conditionfi) ¥
AU :

- [TOCKE] FF AliProject OwnerHigt1 3, Project OwnerXft1FEHa UL itk
fiPE, PASSJGiEIdexception policyfZHARI LS Hitl,

- CEEHPBRTUNNE, BBUEBHEE AR,

- [TOURE] HPARtIMNAE S, B2, NSt AEProject Owner# &t

KFPiEHIHTOC2TOU MR : X FH P HiE SR, Project Ownerif ZifR %
AIEMHMA P (Fadmin) GEXIZFESTER (Update) SR1F s H E )44 #8#4F (Drop +
CreateTable), & LR, JBilkHITOC2TOUME, HilProject OwnerfEsH—4
PAProject Owner 843 il t1/H)—4 snapshot, ¥ Eexception policylfiffliX4 snapshot
; I AAER Padminff AR,

- BETrustedProject

A 0 H 2 AR T2 O RAS, SRS BRI Y B bR 5 E N i 22 R Trusted Pro

ject, AR08 H AR H 22 MR BUR R A SPREMEProjectProtectionN], WSR2 A1
HZ2 M) 2 MMM EAH R B o TrustedProject, JIRAIX 22050 H 22 MIEEE K ¥ — 4 TrustedProject
Group, ##EnIPATEIX4 Project GroupMinidh, (HEL LR HEIProject GroupZ5h.

EMTrustedProjectI&4 R,

list trustedprojects;

B YRiprojecth i TrustedProjects
add trustedproject <projectname>;

-—f{EXYfiiprojecthEl—4 TrustedProject
remove trustedproject <projectname>;
-—f{EYfiiprojecthBir—4 TrustedProject

- BRSO ESBR

fEMaxCompute, #unique_9MLiil5ProjectProtectionBRE R HIHIR IEZLH, (HIEDIRE
AR E 28,

MaxComputeRiE : BIRp A TR, $AaiEs, QR BN gl s =
77 Z P HA H B R P iR, IRA BN 2 A %Z ProjectProtection I RR .



SCRREIY

WG BRI H 2RI, fEEProjectProtection=trueZ)a, ETREAEU Rl
H:

- WA T Mitrustedproject, WISRABEE, WITEZIEAE AT REMI RS,
- WRE A i package$iii s, WRARE, WHEZEHIRpackagerh 5 BUREHE,

2.8 REMEXEFEMWLE

2.8.1 HEFENZEEE
ARG B 581 R ) S B R B R W2

ENERE
g B
show SecurityConfiguration HRWH M Z A E

set CheckPermissionUsingACL=true/false | I/ #&5 ACLIZ UL

set CheckPermissionUsingPolicy=true/ |G/ #&sPolicyZ ML

false
set ObjectCreatorHasAccessPermission= | foi’/A5 1k x4 81 BRIA AT i AR
true/false
set ObjectCreatorHasGrantPermission= | foVF/Z5 104 81 BRIA A BBURUR
true/false
IR RIP
B BEH
set ProjectProtection=false R AT PR L]
list TrustedProjects A AEI H E MR
add TrustedProject <projectName> BmEI E 73 )
remove TrustedProject <projectName> | BERA{EWI H M




2.8.2 B ZERNRERE
ASCHEAGITE SRR PR, M0 RAL, ACLIZAL. AU AR HE,

RRERE
it Bl
list users BHEA CERMERI AP
add user <username> 17| e M U
remove user <username> BE—ArHP
RBEE
5] i
list roles HEA SN AT
create role <rolename> g —A Mt
drop role <rolename> THIRR—4~ €
grant <rolelist> to <username> XHPHRIR— TR BT
revoke <rolelist> from <username> EHEEp i PRIV PERER (=3
ACLIZ
5] Bl
grant <privList> on <objType> < P
objName> to user <username>
grant <privList> on <objType> < X i
objName> to role <rolename>
revoke <privList> on <objType> < DN H P AL
objName> from user <username>
revoke <privList> on <objType> < AN A AL
objName> from role <rolename>
WIREHEZE
i) A
whoami HEYRTHEE
show grants [for <username>] [on type < | & H P ERAIM @
objectType>]




objectType>]

WA i
show acl for <objectName> [on type < HE BN RIENUE R

describe role <roleName>

AR M ORERUE B A Rk

2.8.3 EFPackageNE RN E

ASCHIEST AT Package MBI 7 A B,

DEHR

)

BLA

create package <pkgName>

#—4Package

delete package <pkgName>

EE—4~Package

pkgName> [with privileges privs]

add <objType><objName> to package <

MPackage i 257 I BT R

remove <objType><objName> from
package <pkgName>

MPackageIHlFRE 7 =5 IR

allow project <prjName> to install

package <pkgName> [using label <num>]

PR H 22 P £ Package

disallow project <prjName> to install
package <pkgName>

B EAEH 2 M & Package

fERZER
i) B
install package <pkgName> “iPackage
uninstall package <pkgName> HiEPackage
ZE & Package
WA BLHH
show packages H A AR 23 Packages
describe package <pkgName> #if packageiEHifE R

BEHA:

dni{EDataWorks s 7™ proje ctiS AU SR i K IN -




. project owneri@d I & 75 HTT, ARESRZZENE BT, BRI B2k =ik
SHAT, MRS A BB,

. BB Muse <4:yproject>;ifify], G mL PR, K DataWorksEHEH %
B\ Y i projectd_dev&iRIMIF K project, i fTHITIRALG 2, iEproject
owners/cifT:

use project_name;-—i#k AX PN project



3R EEEN

3.1 giEmH
ER 2 EBIERER 7 REIMaxComputefiDataWorksiFHH 2 2B DU ES) 1 %Rt 22 3h
RENCHE)G, Bin] DA GGEN FIRZ BRI T, AR NIRABERI A A H WRIIEREE S5 % K
A2 H A e,

BIEEARETLAR I SESHHE
itk

2 NRFR, BRI, FTHEMMIERTIFR,. Wik, R, B/ BiEEs s ks

il

R

- ZANWRIJFE, DataWorksWii H A B sk e ix— i,

- JRA LRI, DataWorksHyEatikbaffte (WHER, L. B4, %, V%) A
af PL e 7R

- EPREREF L. W, BT, BRI, @idfEDataWorks EAIEIFIX 53 IF
KAEEWH, ] PASZEE R,

IR

1. fEwiH
a. A H 3 2 S AR,

- D H R R HER OFRAVE R o ZELURIERE R 2 — " DataWorksTii H
R RIkM A MaxCompute project GF&FIZE project) . R Li#TIFR
VAR, A BRI 55 o R R BRIE I S A WA A I SR TR Ia1 T

- FRIFBEIMaxCompute Vi ¥ S0 94 NKS . 51 H RLEFF R IR MAT55 T % i AN
ARSI THAE, IXPEB HIAET A RIS T R RS B R 2
FMaxComputef =¥k (table. Resource. function) ARFl, JMFiiEAFRE
R, BARGEECHITEH SRR (GERA RO |, RIS PAE G55
e atit,

- A MaxCompute Vil B 67 3 H 5o NS Hiprojectiowner, 427 IMEZR
REREM LA™, IEENOL R ARV PRERZEjob, AR ANKSHAE



FERIMER, ESOBRR A IEI iy 217 CREETHRAEICRSZ B8 i il PR SR
BRI, RS0 T H S DA S 4 I B & 42

2. @M H pR 5

DataWorks E#MRAM VK S MIH R R, f&FErhimt. RN, XRRJFEHSEprojects
FX R role g ¥k S

- BIHEBGL: BRI M ERnadEm G eifaRsr, Il BOEATE N/ 0 H R 5 F

27 Ml B IR FUHSONNERE, FNJHMaxComputelF % projectit]

role_project_adminiX/ role,

- PR AETBEIT R v B AR TR, RN MaxComputeJt % projecti

role_project_devix/ role,

- a4k SsHEIagEL oL E B M ST IS T DU AL B, WA MaxCompute

% projectffirole_project_peix4 role,

- HRE . EZ I H BN §TAT S I e 2 i giadE, NI MaxComputeJt%

projectifjrole_project_deployiX“/ role,

- Vi DURRBRIR, AIER BRI i TR BRSNS, RN

MaxComputeJf % projectffirole_project_guestiX4role,

- ZREREL: EBIRREEOUNREIR, AR, FJiHMaxComputelf

K projectifirole_project_securityiX/ role,

3. (L5 RIAIA

F R iRt DataWorks £ & B O MMaxComputeHf & project) #EATESI R
VI, HM S projects®, W PAZIDataWorksHIZ & PEEBIIEL T I,
4. AL EARSNAE = IRBE

TR RARAAHESS R, AT, i84Em G DU T iigreview OF &M GRRGIH
R NIBANSHEM QR GUX AN JRPAT A RIHESS R A 2V 5, XA RRREE S5
ARERETE A AN BV E SR BE T

5. FFRE S5 TR

(B35 RATEVE 35805, VOTR R EIE TR L 2a4ErfOX L= SR 55 AT — X, BAWIR
EPHESHIEE AT, HEFPITIBRIIRGE, ERTEAESR HEANPIITRTIER,
— BRI TR E A WEIR ARG A IEFR™ e BUR, B EE AT R A TR A, WA
MBS IR REA TR, Al BLBIDataWorks i8R S BB T HITH

O

BeHA:



- DataWorksiEHE I L BHUR 2 NPMRIFER, Pl A0 H KRR &R ] AR50, HA %N
DU AR ] DA TIsamdi. Rl Jeikilr iR % — 2o B O BUREE SRS, 2%
L PR PERIAE S5 B i, El i ] DAk eoiasi H A1 ) O3 A T %

- AEPERBE Rl project ownerWiliMaxCompute, [KitflEtable, function,
resourceffjowner iniidproject ownerfik S, IXFS MBI FE M owner )2 01
HAHCD, QRN ANBA PR S H RN

- HFIFERE S Hownerf 2R —ANK S, SR E I R AR TS5 S04 7 01 H A2 1 H R
HEFRGH, FH@EE R E R B

BIH B8 AR REEREE CRIEMR
YRR
g5 ta—, RAMEIEA—, BENFASY R, MERIE, AMEBHITE, JNEEERR
BB (BlaiaE M G ERR— e BHR T 555 .
© ARWEHAESEIT R, WFE s R M E b, Oy y s 3205 B IERe
¥, ABiHMowner (FMKS) 41582 B HownerlF ] —KS,
- ABHHNFZR 7R BIaE W FE, PR B SRR TR & R, Kt
XA H I MaxComputei% B MaxComputeifi i) &3 @ M4 Nk 5
- YA MaxCompute Vi W & B AN NIKS G, DataWorksH &AW1 H R 5K S 4854% 7 %4
JiMaxComputeffroleflf, HITHREFA R HRERAE B COIRERYR, FUtETHEeLT
A BRI role U,

B0 B
1. GBiH
a. BIKSOHRTZ B BERATERIH K-S, Q080 H ERACE MR,

2. fll#MaxCompute H & XroleFF 152
FMEIEIL % A TR

create role custom_dev;--fjEHE X role



grant List, CreatelInstance,CreateTable,CreateFunction,CreateResource
on project prj_name to role custom_dev;--43H%E X rolelifil

3. MaxComputelJprojectis & se VXt R QIEE BRINHA Vi LR
FRSBR R P ImE TR
set ObjectCreatorHasAccessPermission=true;-—-39fs FiXAflagki\BC& N

true, R[PUEUI T HLER.
show SecurityConfiguration;

] AfEDataWorks35i H & B > MaxCompute i Bc B Ef THL EL

4. @MY H pR 5
DataWorks _F#sis kS MR B, BIMZMR RN @I, WEmshE, 1Ex
MMaxComputelfproject iz iz %t i rolesdrole_project_dev, FMKk5n]LL#Eshow

grants for ram$FigE: ks ; mITIHITER.

5. BSGH R R IFMaxComputef i
EIK S % P TER .
revoke role_project_dev from ram$KkE: FikE ; —— KBk ANERINZ Firole

EEER, ,
grant custom_dev to ram$EME: FIKE; -APRRE T A,

BiHA:

- ZBH R B EERE M LRk M, MR X S EHiHR
Frole_project_devijrole,

- BHSE LR G, HEEMEIERE AR H SRR (HR) |, HERBASEEA
R HEERE A CARITESS .

- I H AR TR S AR AR 2 A B Sl E RS ([fEDataWorks()
BosERrh i) , sEEd packagefZUi N, EHME B HKRMEpackaged, M
fpackage RN HIFHZNG MG, TEF 2 WHunique_68.

3.2 Packageli#tX

W55 N il AR, HRARWERLEMESF N, XA T, BT
ifPackagelth, K2 A~7Er= 0 HIER 2 FITBER IS 7 H N B

b=kl

W55 7 N il AR AL AR URREE R ™55, BATTn] DAdIE S e — A4~ o brmi H R sk
B, B, E2AENHEpackage, ERZITREMSIpackagerh, )5, fEaHBiHp



LHpackaged PRI TN B, IXRERT DA IR BV BSA,  JERAER A 2™ I H R o A
51, [lRCRUEX o A B L RELE B i H & B package P I,
RIES B
1. - wmiHpel#Package
CREATE PACKAGE [pkgname]
?ZE?:EATE PACKAGE prj_prod2bi;

2. 2770 H i Package iR N 250 I B IR
ADD table [table_name] TO PACKAGE [f44#5];
%']D:D table adl_test_table TO PACKAGE prj_prod2bi;
3. A HVEal i H 22 Wl Package
ALLOW PROJECT [£¥FZcitfy project] TO INSTALL PACKAGE [fu44#i];
AL:LOW PROJECT PRJ_BI TO INSTALL PACKAGE prj_prod2bi;
4. st H %3 Package
INSTALL PACKAGE [Mi44]. [fa4#k];
%III\I:STALL PACKAGE prj_prod.prj_prod2bi;

5. Packagelfl&5 i #H

R guser:
GRANT read on package prj_prod2bi TOUSER [=WKE];

X srole:
GRANT read on package prj_prod2bi TOROLE [rolename];

33%IEREBE
AT U THIRS A AR T ARSI, R SHRRR 2 2 R B4

;RS

TEWHBI, ympeatrg, —2m P RBRAE B SRR, HBH TAEEAN 7 — R R K e
BrEG, BURZER OB e E RN T, IR, BHEBIRZ T ad s,
WA T FRIF I,

BERR

1. S ERS, giilDataWorksWi H ik GifiiMaxComputeli H & i, #ilgA ks H A
HE—A RS, BT siTBsHMERL,



2. JEFE S RRGEH . W F EEMaxComputesiDateWorksHi H Hh A fi Y RAM 1~
5, WHEMER IS Zaif@bR Pk SEm A M @, FEEmE S RpmERFIks, &0, FiksS
SETHBMPERE, SR Mp4_xxxxxxxxxxxxxxxxxxxx HICTELET H 23 Mk (R
iH R IEHRER) o (HF R R R ARk S ROs R, T m, BRI
WIMERR RGO, SO2HE VIR KBRS, fRed@@n. WoE, HEs ik
P, L SR P

3. ANKSIAE S (T RAT RS c SR T o) o dEdREAN NS RIE3A
AIEF R B RE T (BRARMEIRRR. A5, FERRASQLIES) |, SiiltopNAH
P, FFEHRERIEIK S S H HH 55

g, SRR 53 LA H R MO ROTRBIH,  HH LR ST S5 2 SQLAE
55, PITHISQLALSS 1 EON AR AWM E Rk, BIAMES. MRIEFSHMSQLILSHE
BV, HREA . XWFFSBAIT RN, GEHSQLAERE, —Bf/efERISQLALRIEL
o
X, FKSHRZMESER 2, 2 7R, 1A CAKEN SDKI ) AACE v — A
PF, JFifte NiTa, IEEREOTIRBIR, B2 AR —NKS.

4. B PR (TRA R HIEHEE L e BT o gEh) o it I H R BWE T EGERIE
55, STHTARIN] T EIH .

- RS P G B
PAREAS AR GIAREE ] B SR NP i B il

MR BRI RS T S5 /N A (25 A R B Vi P RRR, - R A ELAS At
WRPREI BRI P BRI R S BB 2 MG, BN, T A R 55 0 1 it
TIKS i, S aERR, BaRBEkdl, BampiRidal, Sakdl, ohdl, iadidl, “edsF.

- B

BRI 700 H AR S, PSR A SRR, BURREAA S N H 2 W3, MEZSR=
FEBIRIREL, A2 SBERMER RIS, e, BB H T2 F B inish i
Bl

pdn, i@ MaxCompute/zZ i PRI L RN SIHEE KT H sSREFGE IR E, M miLEER A
B iah R AR,



- B S R
Bili—HMMaxComputedF N SUHF, SUEBREBIR AR, FTEL, 08l RER) I8 D 2R
TEHIR ARG B A CRTEAIRI g, BRI — 20k 554 n] DU AR S HBRR, IFH
WA SN H #IF R AR

3.4 1T AR
A AR BRI I S SR T SRV
e
Project Affjtable_orderRFiiRZMIT A HHRE, kNI BUPMATRAR, MEARRN
REETR F LM 53 AL
yCES )
table_order#iFiRiid, nIBUHERIFIAEITILNE, #5464 BIZ R T R CBdR, it

T ZATSON AR, MaxCompute A SZRATOMIBRTER, (HL& ] DOaEE 4R 75 R

MR I 5 3K <

-+ iR —: {itable_orders& Nt p MON AR QIEMNIIER (table) , RERBUBZN MR
Ko 1ZR5 2] DL RATSOIBIRERIN TR, S SBEWREE A, —Htable_ordersR%(
WA SEH, R R E A R AR R s — 2L

- JiF: {Etable_order® Rif MR QIR MNIME (view) , FEILEIBALET B
IR, IZXRT5 2Xn] DA AT ORI TR, [R5 1 75 58—

PRSP TR2hG, BERSRIT R , aid G EDT BTSRRI, FAARIEN R

1. fEProject AP,

CREATE VIEW <viewname> as select * from table_order WHERE sellerid='
XXxX"' 3

2. fEProject Ahfild#package, @it packageIHILS i sviewSIA TR

create package <packagename>;
add table <viewname> to package <packagename>;
allow project <Projectname_seller> to install package <packagename>;

3. R,
—— A YIERIRIMP rojecthiff

install package <ProjectA>.<packagename>;



grant read on package <ProjectA>.<packagename> to user <username

>3~ R H P R TR A WV T ewiik S

BiHA:
AR R R package 7T SURBAREIARR, &l DLEACLA useril 1 &
fIselectflidescribe B, ELARRIEH 75 REURF IS 55 75K

grant select,describe on table <viewname> to user <username>;

3.5 FIkSH#HITINREIE
AL AR 53 s KXo A8 A gl {di 7k S s AU BE,

L k=valil

—AMENESE T 23R E 207 5, MaxComputeg Hirp—A4% 5, &= s m—4
FEMkS, MaxComputefIfEHFEARTR LK SIAER, HHENENT, WEEEH ks
JiMaxComputeli H i TR PRERE, BIaH kS (add user) . JFHilFIK S (
grant xx on project/table) 5k,

ESHiR

- BRI, RfaOownerA nf PLlfiMaxComputeli HARER, i HMaxComputeli H
Owner HfER 1MKS,

- FkSIF@EMaxCompute/lR 55 AW H G, WiHROwnerfKAM B K-S,

- {eDataWorksH, FIKSHA 5 H 2RI H SRR L EEHGAM A, FIKRSRaN
P DataWorksiHEVERUR, AR MaxComputei H ¥ TRRE P, TEIEIES W
DataWorksffi B filMaxCompute ffi R R,

fRRFHR

FHE— N FK SR BEEMaxCompute I FREBIK S, EMKE NZ TS FAdmin
Role,

——Blan3:k S i2bob@aliyun. com, {5k HE MR Ik S 2ALlen,

grant admin TO ram$bob@a11yun com:Allen;

BEIA:
Adminn] AT HEIIBURER, EARREOWner i MARER, NfOwner 4 AR
AT BIP EI BRI


https://help.aliyun.com/document_detail/27803.html?spm=a2c4g.11174283.6.580.5f97590eCqlohC#h2-url-3
https://help.aliyun.com/document_detail/105012.html?spm=a2c4g.11186623.6.847.37d5e033M3ah5j#h2-url-3
https://help.aliyun.com/document_detail/105012.html?spm=a2c4g.11186623.6.847.37d5e033M3ah5j#h2-url-3

4 IR EEIE

4.1 SRR ERFEREN

AR A AR RSP EOE R R bR, X FMaxCompute, FIEB R DAMeREE, HERE,

—BOPER B2 I PEE YA A EERE T ITAS

- e
TR R IEEIRRIC RS R R G728, REFEBIEHRNEI, BURHR AL R AR
FEAATEA 7 BHE BUREE,  PE ARS8 R 45 A HER
FEREVE R BRI R ISR R, N, AR S BEE R REIN100 Kk, HRRE
RPRET 1A%, MInTRERMI 7 idskiR, Blan, SRhSEmaiRh, A% 65BN v —
ANEBUES, B UES B SEBOST O, WIRRER M 1 {5 BEk,

- UERATE
HEFTE R FREER LR AME B MBUE R S UER. R EFESHREHRENGER Hlm, maisnrh
B BLABERIT AP BT R LR AG RAF, IXEBAR AR s, MRl Lt
PRUEEE 5 Bt AN n] D R — R 455

B 4
—SHEE RIS ERARNEIE €, B, EARHRZWSBET X, N R0
1, EARFERMEES P RHRUE—BCE, B, MWEZI S Em TEEECF, mal&A 85
MY, HPIDBALFR—/RR, HRERERE %, Fit, SHERIHRenAt
Z AR BIEN — 2k, 1EEIEZS Wiunique_75,

- B
PREEER BN ™ A GEOR B ERTE, BN, DRSS Hiinod 3 7 B Y Rk n) A B — Ry
i, HEFNTER, BUEAE T RINTERGHE, B8 TERREE L

4.2 FIEHEEERRIE
ASCHES GRRIRRE X OBV ST USSP,
HIRREE N

TR R B S R o o TR N RERE, ] DA MRE B T RS R B, ARIE
EMIRRRE, REn] DAE SRR E S HURBIRRER NG, 1 BERS R EHE S BER



TR, Boeiesk L RNBIRIE =S, Bh, BREESDMTIAY_ LRIESE ™%
RIS FER B AS I AR BT K

IR R ERE X
P EIRNGH™ R, PTHUREIRR R e, WMk, — 3k, RN PEE XRS5 520
FREERERT RISy, BRI RSAFRIPER : SeRVER. 2RVER. R, —BER. Ak
i, IXEEPE R E R RS, HAA e LR
< BERPERR: B ELINES, BaglRERBTHUR, milkERBEE IR,
- R R E SRR TG SRR, EEIGRE,
< JRERYERR : B R A TR SR E. S, ARSI S RIS R —E

S BRIE PR TAERCR B

o YRR BOEFZR T HREBE S, IR RN
< RAMWERT: JCIERHBBUIRII R I 5
VSl DU AssetiAThRIC : SRMEBINAL, 2R NA2, JREstER A3, —RRIER A4
, ARRMERTNAX, HEREN: A1>A2>A3>A4>Ax, #H—HBERILBIEZ A G RILE, MR
40 L e v o B A T R I

BIER=ER
SESOFRN T P BURS™ SUG, e RmmEh, SEErh PR s B T S P ThR, 1
A UMM B i e B B T G A T B B ™ S A T
MaxComputedEf I THAGRFE . B LSS RSG L4z, Wil FSD TH (DataWorksHy%L
R B ZDTS) ABIRB GRS (MaxCompute) , BUREREHTER. MT., %
A, Hik BE—-RYER)E, FHEEED TR S5 S TE T AR R
DAABAERRIE A, I RER KB REFR,

FERIR R EE HERS b, AT R A R WL R AL 557 AT B, I 4R B 557
AT BRSO R, GBI L RImE:, RREABERT B RBFRNIRE. B

a, —AA2FRIBARRN =, SR NE e (MaxCompute) S}
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7 Information Schema

7.1 B
A T MaxComputel el 55 Information_Schemali 55 IRFEAREE:,  #RERE I DL
585 FH R

MaxComputefjInformation Schemaf@fit v 1 H yeiths K fdi 1 i SR 883515 8. fEANSI
SQL-92fInformation SchemaZtfii k-, %7 HMaxComputelR55HH BB MALE.,
MaxComputef2fit v 4 Information_Schemall¥2A IR H, Jlid i) iz 2 300 H 24t R
PR, R DA R P H e SR R R

flan, eV Y Ei5 H hmyprojectl, fEmyproject1h, HATaN Figf)#A#
information_schema. tables3kf4 Yfimyproject 1A RIHCEIEE B

odps@myprojectl>select * from information_schema.tables;

Information Schemalrif & 7 /e pr e ARE, nf LA ORI 4 Bifit H M 5 B A
RIS B0 XTI DR, TS WA B,

odps@myprojectl>select * from information_schema.tasks_history where
ds=‘yyyymmdd' limit 100;

R PackageIR1FiHIRIANR

FeEME ARG, TZLPLProject Owner 3% Information SchemalfiBR{, FREHi M AW H
OB, &35 AW RPifh:



- fEMaxComputefi@fT LH (odpscmd) HHUTUI R4,
odps@myprojectl>install package information_schema.systables;

- fEDataWorks BRI A > I & #-hHdTin R s,

install package information_schema.systables;

PITRBII R,

& DataStudio

my project simple

v
my_project simple

tina_2019_09_05 02 47 08 @

€ | M (ORNCRND

install package information schema.systables;

packageZ2E G, MuiREFTEN H B3R 1 @il Information_Schema#s iAW1 H AT
BRI, BdRffifeInformation_SchemaWi P, JF MR 1EER 2,

PUTIN F&%, W AEBInformation_Schemalift it EIF

odps@myprojectl> describe package information_schema.systables;

AR NE,



odps@ lightning>describe package information_schema. systables;
Package Details

PackageName: systables
SourceProject: information schema

CreateTime: 2019-00-03T21:41: 15+0800

Resource List

—— e +
ObjectType | ObjectName ObjectPrivileges | TableColumns

i e

TABLE column_label grants | Describe,Select

TABLE
O
TABLE installed_packages Describe,Select
e e
TABLE package_resources Describe,Select

partitions Describe,Select
TABLE S0Urces Describe,Select

+ ____________
TABLE ! 3 Describe,Select

table label grants Describe,Select

tasks history Describe,Select

_____________________ _;___________________

tunnels_history Describe,Select

udf resources Describe,Select

_____________________ +__________________

Describe,Select

user _roles Describe,Select

_____________________ B

TABLE users Describe,Select




IRl
Information Schemaf#EEI L5 1 I H P IFE P EdE, BRilProject Ownern] BAVj i)
B, MARBHWNHAMMH P SOy ES, HEETRN, 72 BMaxCompute PackagefZtilJy
ik
BIEAT,

grant actions on package <pkgName> to user <username>;
grant actions on package <pkgName> to role <role_name>;

ABIAR,

grant read on package information_schema.systables to user RAM$name(@
your_account.com:user0l;

£95R PRI

- Information Schemaf@ i) Wi H M c Bz, A SKHsIHRcBiavim., mRes
S H LB TR &R, b, TR NEREE A H TR e PR S i
Ry VNPT Ei i g

- TUEIRRGEF H RSN, W TR R BRI R, BRI SDK/CLI B ##%
IR E N R 7B

- JEEEE R A e BdE R fE Information_SchemaZ# Al K,  WF50 i b Bha k45 el £ 0y ok
KB 14 R R, a] BUE B Information SchemalEIRR 7 #5 0y B P45 Wi
HZ3m),

7.2 TTEEAESIR
MaxComputefjInformation Schemafl{ Wi HP MR CBIRGER, gz,
At Y mAEfEIaTT, Bl L IR DR T R,

B S  RRPTR,

RGIENR P IR /DR B

BRI TABLES SRR
PARTITIONS SN PLE
COLUMNS IR
UDFS I
RESOURCES IR

UDF_RESOURCES I P




USERS HESEI LI

ROLES HESEI AL

USER_ROLES L

PACKAGE_RESOURCES HESZI AL

INSTALLED_PACKAGES iRl

SCHEMA _PRIVILEGES HESZI AR IR
TABLE_PRIVILEGES HESZIN R I

COLUMN_PRIVILEGES HESRF AL

UDF_PRIVILEGES HESZI AL

RESOURCE_PRIVILEGES | s

TABLE_LABELS HESZI R I
COLUMN_LABELS HESZIN R

TABLE_LABEL_GRANTS HESRF AL

COLUMN_LABEL_GRANTS | #ESZIN#EE

(RIS TASKS_History HESCPLE, XK, REER
14K WIEH

TUNNELS_History MR, X%, PREER
14K

Hrp N P STEER BB A E— & IR, HuiEiR{E UMY A4,
Tables

filiid: WH %W FERER,

FB E i f&

table_catalog STRING HiNHUHodps.
table_schema STRING Wi H A4,
table_name STRING E 2N

table_type STRING T, WUFTEH :

* MANAGED_TABLE
- VIRTUAL_VIEW
- EXTERNAL_TABLE

is_partitioned BOOLEAN AR,

owner_id STRING ZFowner KJID,




owner_name STRING %, FownerlI =S4

create_time DATETIME FEMIBI LI ],

last_modified_time DATETIME FER IR BTN )

data_length BIGINT AR,

table_comment STRING RMTERE

life_cycle BIGINT nik, A,

is_archived BOOLEAN yrexied/m ) = N

table_exstore_type STRING Ak, BRI R R RER
iR NZHEEIE 2B
#é, BUE MEXSTORE_TA
BLE_VIRTUALRMI
EXSTORE_TABLE_PHYSIC
AL,

cluster_type STRING ZFiModps.cluster.type, HUf
JMHASHFMIRANGE .

number_buckets BIGINT nfi%, cluster#bucket®}
H, O0FAEATahAD
o

view_original_text STRING VIRTUAL_VIEW A%
view text .

PARTITIONS

iR : WHZH R XER,

B B U 1

table_catalog STRING [l {fiodps.

table_schema STRING Yi H 4488

table_name STRING #*4

partition_name STRING X4, wl, ds=¢
201901307,

create_time DATETIME 53 DX ER BRI )

last_modified_time DATETIME FI) e S BN )

data_length BIGINT AW Mo

is_archived BOOLEAN mHM (archive) .




is_exstore BOOLEAN OB, W ERBRAE
B X, ShRBIRAEPIRL X
i,
cluster_type STRING nli%, FKiFodps.cluster.type
o BUAEMHASHEXRANGE ,
number_buckets BIGINT n[i%, cluster®ibucketf!
H, 0FRBliimahis
o
COLUMNS
filiid : Wi HZ M FRFBER,
FB E i f&
table_catalog STRING & ffodps.
table_schema STRING Wi H A4,
table_name STRING EZ N
column_name STRING 5%,
ordinal_position BIGINT Hl5,
column_default STRING FEBRIME,
is_nullable STRING ik, 4HZENYES,
data_type STRING B,
column_comment STRING HITERE
is_partition_key BOOLEAN s Xi (partition key
) o
UDFS
ik : WiH=%* A FUDF{EE.
FB g [E1
udf_catalog STRING & ffiodps o
udf_schema STRING Wi H 4.
udf_name STRING UDF##%,
owner_id STRING UDF ownerfJid,
owner_name STRING UDF ownerf a2k S48 (
optional) ,
create_time DATETIME UDFRY GRS ] ,




last_modified_time DATETIME UDF e igeiint il
RESOURCES

ik 1 H 22 W) SRS R

FB HH 1H

resource_catalog STRING & fHodps.
resource_schema STRING Wi H K495,
resource_name STRING B,

resource_type STRING BIEREY, HUE py/jar .
owner_id STRING BlRowner [id,
owner_name STRING n[i%, HifownerfAIKE 4

i

create_time DATETIME GEUR A G IN ]
last_modified_time DATETIME GEIRI e IS A Tl

size BIGINT BEIR G A
comment STRING BIRNTRE
is_temp_resource BOOLEAN poap | 10§78

UDF_RESOURCES

fiiid : Wi H 23 W FUDF R BRI,

USERS

TB FH 1H
udf_catalog STRING [ElE{fiodps o
udf_schema STRING Wi H 4.
udf_name STRING UDF ##%,
resource_schema STRING BIRPERIH
resource_name STRING e e

3R WiH = W) RHH P5IEE,
TB e 1H
user_catalog STRING BUEMALIYUNAIRAM ,
user_schema STRING WiH A,




user_name STRING %, WP, dkotsfl, Bk
aas& ™ i,
user_id STRING MFID
user_label STRING P
ROLES
iR . Wi H 22 M R s,
TB FH 1H
role_catalog STRING & Fiodps.
role_schema STRING Wi H AR,
role_name STRING s,
role_label STRING iREE TGS
comment STRING ERTERE,
USER_ROLES
ik : WH= A SHP A AAER,
FB Ry 1H
user_role_catalog STRING & Hodps.
user_role_schema STRING Wi H AR,
role_name STRING fitath,
user_name STRING M 4.
user_id STRING HFIID,
PACKAGE_RESOURCES
A WiH 22 FPACKAGERI ¥ Iif5 2.
TB Ry {E
package_catalog STRING & fHodps.
package_schema STRING nit H 44958,
package_name STRING package#4.
object_type STRING VRIERAY,
object_name STRING R,
allowed_privileges VECTOR<STRING> IR




allowed_label

STRING

21 Klabel .

INSTALLED_PACKAGE

filiid: WiH 20 T ELEPACKAGER .,

FB Ry {E
installed_package_catalog |STRING & fHodps.
installed_package_schema | STRING hit H 44958,
package_project STRING it packageymi H 4 F5.
package_name STRING package#4¥i%.
installed_time DATETIME LR (Bl Ptk
JEEA) o
allowed_label STRING =15 Klabel .
SCHEMA_PRIVILEGES
iR . Wi H 22 H FSCHEMARMBURE .
FB FH {&
user_catalog STRING & {fiodps.
user_schema STRING WiH A,
grantee STRING WP 4.
user_id STRING MK Fid,
grantor STRING FREES, YuifEANULL
privilege_type STRING BURRA,
TABLE_PREVILEGES
filiid : 1 H 22 ) RRAABRE R
FB HH 1
table_catalog STRING ElZEfHodps,
table_schema STRING RFRAERINH A%,
table_name STRING EZ N
grantee STRING M4,
user_id STRING MKFid,




grantor STRING RS, HEiEMNULL

privilege_type STRING BURRY,

user_schema STRING P FRAE R H A5
COLUMN_PRIVILEGES

iR s 1 H 22 M R R BRI R

FB FH fE

table_catalog STRING [l {fiodps.

table_schema STRING RPAER I H 458,

table_name STRING .

column_name STRING LN

grantee STRING M4,

user_id STRING MFid,

grantor STRING n[i%, SRMNULL,

privilege_type STRING BURRY,

user_schema STRING P FRAE R I H A5
UDF_PRIVILEGE

ik : Wi H %3 M NUDFRIBRRE 2

FB FH fE

udf_catalog STRING [l {fiodps.

udf_schema STRING Wi H 4.

udf_name STRING UDF# 1%,

user_schema STRING P FRAE R H A5

grantee STRING M 4.

user_id STRING WKFID,

grantor STRING RS, YhifiaNULL

privilege_type STRING PRI,

RESOURCE_PRIVILEGES

fifiad s 2 H %3 W) S RERARRRAE B




FB Y fE
resource_catalog STRING & fHodps.
resource_schema STRING Wi H AR,
resource_name STRING IR,
user_schema STRING J P RRAEYR H 23 ),
grantee STRING M4,
user_id STRING WKFID,
grantor STRING FAEES, YuifEANULL
privilege_type STRING BRI,

TABLE_LABELS
fifiid: JiH=% M FRLABELfS B,
table_catalog STRING & fHodps -
table_schema STRING Wi H AR,
table_name STRING E 2N
label_type STRING PRI (RENNULL)
label_level STRING PSR,

COLUMN_LABELS

ik : WiH 2 FRFBNLABELE B

table_catalog STRING & fHodps.
table_schema STRING Wi H AR,

table_name STRING E 2N

column_name STRING B,

label_type STRING ERY (JRECANULL) .
label_level STRING SRR,

TABLE_LABEL_GRANTS

filiid : Wi H 22 FRLABELIZRUE R

TB

Rl

1H

table_label_grant_catalog

STRING

lElEfHodps.




table_label_grant_schema |STRING principal FrfErm H 4455,
user STRING M AR,

user_id STRING HFID,

table_schema STRING RPAERIIH 478
table_name STRING E 2N

grantor STRING ZEEIKS, SRiEANULL
label_level STRING % ¥ilabel F4,

expired DATETIME TSI ),

COLUMN_LABEL_GRANTS

filiid: Wi H =W R BLABELERUE B

FB FH [E1

column_label_grant_c STRING & Hodps.

atalog

column_label_grant_s STRING principal Fi{Ebi H £ 5%,

chema

principal_type STRING principal 6%, H{EiE
user/role ,

principal_id STRING %t role_names{# H Fitid

table_schema STRING RPAER I H 458,

table_name STRING EZ N

column_name STRING B

grantor STRING ZAEIKS, HEifEANULL

label_level STRING fZ¥ilabel %4,

expired DATETIME IS ),

TASKS_HISTORY

fiiid : MaxComputelii H 17N, (REIE14 K540,

task_catalog STRING ElEfHodps.

task_schema STRING Wi H 4488




task_name STRING TENLAA TR,

task_type STRING YENERA, HUYETER : SQL.
MAPREDUCEMIGRAPH%:,

inst_id STRING EHIID,

status STRING BER B2 TIRE dE
LR,

owner_id STRING KD,

owner_name STRING =K A TR,

result STRING SQLIA BRI HEI 5,
{5 SO A3

start_time DATETIME YENL)R NI ),

end_time DATETIME (R Ta ) INEPS ST )
NULL) .

input_records BIGINT Nk recordsEtH,

output_records BIGINT YNk ¥ records$H .

input_bytes BIGINT Kb SRR, 5
logviewH[Fl,

output_bytes BIGINT L S i

input_tables STRING [project.tablel, project.
table2|/EME5IAZE .

output_tables STRING [project.tablel, project.
table2|/E k5 .

operation_text STRING A if)source_xml (99.9
9%{E100kbBL R, Hid256KB
B ANULL) .

signature STRING ik, e,

complexity DOUBLE n[ik, {YSQL. fENEAE

cost_cpu DOUBLE fElkcpuitfE (100¥%R1core
*s, BlN10coreidfis5ky,
cost_cpu10*100*5=5000
) o

cost_mem DOUBLE fEdkmemoryiHfE (MB*s)

o]




settings STRING JsonMap:useragent, bizid
, skynet_id, skynet_nod
ename FEAE/HPEAR
B8,

ds STRING BRREHW, Hlan,
20190101,

TUNNELS_HISTORY

ik Bgmmia it b ey B, REIE14R8E,

FB P {11

tunnel_catalog STRING odps.

tunnel_schema STRING WiH 4 F5,

session_id STRING Timestamp (
YYYYMMDDHHmmsS,
1455 +ip (8FFF) +
numHex (8F4F) , I
2013060414484474e5€6
0a00000002,

operate_type STRING PRAERMY, HUETEHE
- UPLOADLOG
- DOWNLOADLOG
- FILEDOWNLOADLOG
- FILEUPLOADLOGDLOG
- FILEUPLOADLOG

tunnel_type STRING EREY, BEATUNNEL
LOGRAITUNNEL FILE LOG,

request_id STRING WHKRID,

table_name STRING BIERAR,

partition_spec STRING fln, time=20130222, loc=
beijing,

data_size BIGINT *fFoperate_type

=UPLOADLOG/
DOWNLOADLOG/
FILEDOWNLOADLOGH
M, HURE, BRI
B, "AfiByte,




block_id BIGINT block %%, o, 1, - (
only for update) .

offset BIGINT TEREIGREAE (only
for download) , FREMH
JLARIEFHG (E1H20)

length BIGINT Birecord_count, AXF
/L8 CrEmid
SREBCMA Frrowrangef§e i)
lengthfi) .

owner._id STRING AR

owner_name STRING nfi%k,

start_time DATETIME AR,

end_time DATETIME AR

client_ip STRING A o

user_agent STRING nJ ik,

ds STRING BAREHD, Hian,

20190101,
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