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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this
legal disclaimer before you read or use this document. If you have read or used this document, it

shall be deemed as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only.
The content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminat
ed by any organization, company, or individual in any form or by any means without the prior
written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades, adjustment
s, or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and the updated versions of this document will be occasionally released through
Alibaba Cloud-authorized channels. You shall pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products and
services. Alibaba Cloud provides the document in the context that Alibaba Cloud products and
services are provided on an "as is", "with all faults" and "as available" basis. Alibaba Cloud
makes every effort to provide relevant operational guidance based on existing technologies
. However, Alibaba Cloud hereby makes a clear statement that it in no way guarantees the
accuracy, integrity, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial losses incurred
by any organizations, companies, or individuals arising from their download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, bear responsibility for any
indirect, consequential, exemplary, incidental, special, or punitive damages, including lost
profits arising from the use or trust in this document, even if Alibaba Cloud has been notified of
the possibility of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to works, products
, images, archives, information, materials, website architecture, website graphic layout, and
webpage design, are intellectual property of Alibaba Cloud and/or its affiliates. This intellectu

al property includes, but is not limited to, trademark rights, patent rights, copyrights, and trade



secrets. No part of the Alibaba Cloud website, product programs, or content shall be used,
modified, reproduced, publicly transmitted, changed, disseminated, distributed, or published
without the prior written consent of Alibaba Cloud and/or its affiliates. The names owned by
Alibaba Cloud shall not be used, published, or reproduced for marketing, advertising, promotion
, or other purposes without the prior written consent of Alibaba Cloud. The names owned by
Alibaba Cloud include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other
brands of Alibaba Cloud and/or its affiliates, which appear separately or in combination, as well
as the auxiliary signs and patterns of the preceding brands, or anything similar to the company
names, trade names, trademarks, product or service names, domain names, patterns, logos

, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information indicates a
situation that will cause major system Danger:
changes, faults, physical injuries, and Resetting will result in the loss of user
other adverse results. configuration data.
This warning information indicates a
''''' situation that may cause major system | &% Warning:
changes, faults, physical injuries, and | Restarting will cause business
other adverse results. interruption. About 10 minutes are
required to restore business.
This indicates warning information,
supplementary instructions, and other Note:
content that the user must understand. | Take the necessary precautions to
save exported data containing sensitive
information.
This indicates supplemental instructio
ns, best practices, tips, and other Note:
content that is good to know for the You can use Ctrl + A to select all files.
user.
> Multi-level menu cascade. Settings > Network > Set network type
Bold It is used for buttons, menus, page Click OK.
names, and other Ul elements.
Couri er It is used for commands. Runthecd /d C./w ndows command
f ont to enter the Windows system folder.
Italics |[Itisused for parameters and variables. |bae 1 og list --instanceid
I nstance_I D
[] or [a]b] It indicates that it is a optional value, i pconfig[-all]|-t]
and only one item can be selected.
{} or{alb} |Itindicates that it is a required value, swich{stand | slave}
and only one item can be selected.
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1 Java

1.1 Preface

This document is written based on OSS Java SDK 2.8.3.
Compatibility
* For SDK versions 2.x.x:

=— API: compatible
— Namespace: compatible

* For SDK versions 1.0.x:

= API: compatible
— Namespace: incompatible. The Table Store code in version 1.0.x is removed from version
2.0.0. The package names com al i yun. openservi ces. * andcom al i yun.

openservi ces. 0ss. * arereplaced with com al i yun. oss. *.
SDK source code and APl documents

For the source code of OSS Java SDK, see GitHub. For more information, see OSS Java SDK

APl documents.
Code samples

OSS SDK for Java provides a variety of code samples for your reference. The following table

describes the content of code samples.

Sample file Content

GetStartedSample.java Quick start
CreateFolderSample.java Create a folder in Simple upload.
AppendObjectSample.java Append upload
UploadSample.java Resumable upload
MultipartUploadSample.java Multipart upload
GetProgressSample.java Upload progress bars
CallbackSample.java Upload callback
CRCSample.java CRC for file upload

Simple GetObjectSample.java Download objects



https://github.com/aliyun/aliyun-oss-java-sdk
https://gosspublic.alicdn.com/AliyunJavaSDK/latest/javadoc/index.html
https://gosspublic.alicdn.com/AliyunJavaSDK/latest/javadoc/index.html
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/GetStartedSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CreateFolderSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/AppendObjectSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/UploadSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/MultipartUploadSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/GetProgressSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CallbackSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CRCSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/SimpleGetObjectSample.java

Sample file

Content

DownloadSample.java Resumable download
ObjectMetaSample.java Manage Object Meta
ListObjectsSample.java List objects

UploadPartCopySample.java

Copy objects

DeleteObjectsSample.java

Delete objects

BucketOperationsSample.java

Bucket configurations such as authorized
access, lifecycle management, access log files,
anti-leech, and CORS.

ImageSample.java

Image processing

PostObjectSample.java

PostObject is independent of Java SDK.

ConcurrentGetObjectSample.java

Download multiple objects at the same time.
Resumable downloads are recommended.

1.2 Installation

This topic describes how to install OSS Java SDK.

Preparation
* Environment requirements

You must use Java 1.6 or later versions.

« Check the Java version

Runj ava -versi on to check Java version.

Download SDK

* Direct download
* Download from GitHub

* Download previous versions

Install SDK

* Method One: Add dependencies to Maven (recommended)

To use OSS Java SDK in Maven, you only need to add the corresponding dependencies to

the pom.xml file. This example uses OSS Java SDK 2.8.3. Add the following content to <

dependencies>:

<dependency>



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/DownloadSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ObjectMetaSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ListObjectsSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/UploadPartCopySample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/DeleteObjectsSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/BucketOperationsSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ImageSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/PostObjectSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ConcurrentGetObjectSample.java
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/92588/APP_zh/1538981565531/aliyun-oss-java-sdk-2.8.3.zip
https://github.com/aliyun/aliyun-oss-java-sdk
https://github.com/aliyun/aliyun-oss-java-sdk/releases

<groupl d>com al i yun. oss</ gr oupl d>
<artifactld>aliyun-sdk-oss</artifactld>
<ver si on>2. 8. 3</ versi on>

</ dependency>

» Method Two: Import jar files into Eclipse

Take OSS Java SDK 2.8.3 as an example. To import jar files into Eclipse, follow these steps:

1.

2
3
4,
5

Download the Java SDK.

. Decompress the Java SDK.

. Copy the al i yun-sdk-o0ss-2. 8. 3. j ar file and all files from the lib folder to your project.

Right-click your project name in Eclipse. Select Properties > Java Build Path > Add JARs.

. Select all jar files you have copied in step 3 and import them to Libraries.

* Method Three: Import jar files into Intellij IDEA

Take OSS Java SDK 2.8.3 as an example. To import jar files into Intellij IDEA, follow these

steps:

1.
2,

Download the Java SDK.

Decompress the Java SDK.

. Copy the al i yun-sdk- oss-2. 8. 3. j ar file and all jar files from the lib folder to your

project.
Right-click your project name in Intellij IDEA. Select File > Project Structure > Modules >

Dependencies > + > JARs or directories.

. Select all jar files you have copied in step 3 and import them to External Libraries.

1.3 Quick start

This topic describes how to use OSS Java SDK to perform routine operations such as bucket

creation, object uploads, and object downloads.

Sample project

OSS Java SDK provides Maven-based and Ant-based sample projects. You can compile and

run the sample projects on local devices or develop your own applications based on the sample

projects. For the compilation and running method of the projects, see the README.md in the

project directory.

* Maven sample project: aliyun-oss-java-sdk-demo-mvn.zip.

* Ant sample project: aliyun-oss-java-sdk-demo-ant.zip.


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/92588/APP_zh/1538981909662/aliyun_java_sdk_2.8.3.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/92588/APP_zh/1538981909662/aliyun_java_sdk_2.8.3.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/92588/APP_zh/1538983135359/aliyun-oss-java-sdk-demo-mvn.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/92588/APP_zh/1538983246527/aliyun-oss-java-sdk-demo-ant.zip

Create a bucket

A bucket is a global namespace in OSS. It is similar to a data container that stores files. Run the

following code to create a bucket:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

/'l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/'l Create a bucket.
ossd i ent. creat eBucket (bucket Nane) ;

/'l Cose your OSSClient instance.
ossd i ent. shut down() ;

For more information about bucket naming rules, see naming conventions in Basic concepts. For

more information about how to create a bucket, see Manage a bucket.
Upload objects

Run the following code to upload a file to OSS:

/'l This exanple uses endpoint China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

String objectName = "<your Cbj ect Nane>";

/'l Create an OSSClient instance.
0SS ient ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1 Upload content to the specified bucket and save it as the specified
obj ect nane.

String content = "Hello OSS";

ossC i ent. put Obj ect (bucket Nane, obj ect Name, new Byt eArrayl nput St rean(
content.getBytes()));

/1l C ose your OSSClient instance.



ossC i ent. shut down() ;

For more information, see Upload objects.
Download objects

Run the following code to obtain object content:

/'l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

String obj ect Nane = "<your Cbj ect Name>";

/1l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1l Call ossCient.getObject to return an OSSObj ect instance. The
OSSObj ect i nstance contains the object content and Object Meta.

OSShj ect ossOhj ect = ossd i ent. get bj ect (bucket Nane, obj ect Nane) ;

/1l Call ossObject.getObjectContent to obtain object I|nputStream Read
the InputStreamto obtain object content.

I nput St ream content = ossCbj ect. get Obj ect Content ();

if (content ! = null) {
Buf f er edReader reader = new BufferedReader (new | nput St reanReader (
content));

while (true) {
String line = reader.readLi ne();
if (line == null) break;
Systemout. println("\n" + line);

/1 1If you do not close the reader after the data is read,
connection | eaks may occur. Consequently, no avail abl e connections are

| eft and an exception occurs.
content.cl ose();
}

/1 C ose your OSSClient instance.
ossd i ent. shut down() ;

For more information, see Download objects.
List objects

Use the following code to list objects in a bucket. You can list a maximum of 100 objects by default

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.
String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';



/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/'l Use ossClient.listCbjects to return an CbjectlListing instance. The

oj ectListing instance contains the response fromlistCbject.

Obj ectListing objectListing = ossCient.listObjects(bucketNane);

/'l Use objectlListing.getObjectSummaries to obtain the descriptions of

al | objects.

for (OSSObject Summary obj ect Summary : obj ect Li sti ng. get Qbj ect Sumari es

) {

Systemout.println(" - " + objectSumary. get Key()

"(size =" + objectSummary.getSize() + ")");

" 1] o,

}

/1 Cose your OSSClient instance.
ossd i ent. shut down() ;

For more information, see List objects in Manage objects.
Delete objects
For the complete code of deleting objects, see GitHub.

Use the following code to delete a specified object:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

String obj ect Nane = "<your Cbj ect Name>";

I/ Create an OSSClient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/'l Del ete objects.
ossC i ent. del et ethj ect (bucket Nane, obj ect Nane) ;

/'l Close your OSSCient instance.
ossd i ent. shut down() ;

For more information, see Delete objects in Manage objects.


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/GetStartedSample.java

1.4 Initialization

OSSClient serves as the OSS Java client to manage OSS resources such as buckets and objects.
To initiate an OSS request with Java SDK, you need to initiate an OSSClient instance first and

then modify the default configuration items of ClientConfiguration.
Create an OSSClient instance

To create an OSSClient instance, you need to specify an endpoint. For more information about

endpoints, see Regions and endpoints and Bind a custom domain name.
+ Use an OSS domain to create an OSSClient instance
Use the following code to create an OSSClient instance with a domain assigned by OSS:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and mai ntenance. To create a RAM account, | og on
to https://ram consol e. aliyun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

Il Create an OSSO ient instance.
CSSC i ent ossClient = new OSSCl i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1l Close your OSSClient instance.
ossd i ent. shut down() ;

You can use one or more OSSClients for your project. In other words, you can use multiple

OSSClients simultaneously.

+ Use a custom domain (CNAME) to create an OSSClient instance

Run the following code to create an OSSClient instance with CNAME:

String endpoi nt = "<your Endpoi nt >";

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, | og on
to https://ram consol e. ali yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

/Il Create a CientConfiguration instance. Mdify paraneters as
requi red.

ClientConfiguration conf = new CientConfiguration();

/1 Enabl e CNAME. CNAME i ndi cates a custom dormai n bound to a bucket.
conf . set Support Cnanme(true);



/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret, conf);

/[l O ose your OSSO ient instance.
ossd i ent. shut down() ;

Note:

ossClient.listBuckets is not available when CNAME is used.

* Create an OSSClient instance for Apsara Stack

Run the following code to create an OSSClient instance for Apsara Stack:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recommend that you | og on as a RAM user to access APIs or perform
routi ne operations and nmai ntenance. To create a RAM account, | og on

to https://ram consol e. al i yun. com
String accessKeyld = "<your AccessKeyl d>";
String accessKeySecret = "<yourAccessKeySecret>";

I/l Create a CientConfiguration instance. Mdify paraneters as
requi red.

ClientConfiguration conf = new O ientConfiguration();

/1 Di sabl e CNAME.

conf . set Support Cnane(fal se);

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret, conf);

[/l O ose your OSSO ient instance.
ossd i ent. shut down() ;

* Use an IP address to create an OSSClient instance

Run the following code to create an OSSClient instance with an IP address:

/1l In some special cases, use the |IP address as an endpoi nt. Specify

the actual |P address based on your requirenents.

String endpoint = "http://10.10.10. 10";

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recommend that you | og on as a RAM user to access APIs or perform
routi ne operations and mai ntenance. To create a RAM account, |l og on

to https://ram consol e. aliyun. com
String accessKeyld = "<your AccessKeyl d>";
String accessKeySecret = "<yourAccessKeySecret>";

/1l Create CientConfiguration.
ClientConfiguration conf = new O ientConfiguration();

/'l Enabl e OSS access with the level -2 domain. Access with the |evel -
2 domain is disabled by default. You need to configure this function



for OSS Java SDK versions 2.1.2 or earlier because OSS Java SDK
versions later than 2.1.2 automatically detect |IP addresses.
conf. set SLDEnabl ed(true);

/'l Create an OSSClient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret, conf);

/1 Cl ose your OSSClient instance.
ossd i ent. shut down() ;

* Use STS to create an OSSClient instance
Run the following code to create an OSSClient instance with Security Token Service (STS):

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and nai ntenance. To create a RAM account, |og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";
String accessKeySecret = "<your AccessKeySecret>";
String securityToken = "<your SecurityToken>";

/'l Create an OSSCient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret, securityToken);

/1l Close your OSSClient instance.
ossd i ent. shut down() ;

For more information, see What is RAM and STS and Authorized access.
Configure an OSSClient instance

ClientConfiguration is a configuration class of OSSClient. ClientConfiguration is used to configure
parameters such as user agents, host proxies, connection timeout, and the maximum number of

connections. You can configure the following parameters.

Parameter Description Configuration method

MaxConnections Specifies the maximum ClientConfiguration.
number of HTTP connection setMaxConnections
s that can be enabled. The
default value is 1024.

SocketTimeout Specifies the timeout time ClientConfiguration.setSocketT
in milliseconds for data imeout

transmission at the sockets
layer. The default value is 50,
000.




Parameter

Description

Configuration method

ConnectionTimeout

Specifies the timeout time in
milliseconds when connection
s are established. The default
value is 50,000 milliseconds.

ClientConfiguration.setConnect
ionTimeout

ConnectionRequestTimeout

Specifies the timeout time

in milliseconds for obtaining
connections from the
connection pool. No timeout

is configured by default. No
timeout is configured by default

ClientConfiguration.setConnect
ionRequestTimeout

IdleConnectionTime

Specifies the idle connection
timeout time. If the idle
connection time in milliseconds
exceeds the specified value,
the connection is closed. The
default value is 60,000.

ClientConfiguration.setldleCon
nectionTime

MaxErrorRetry Specifies the maximum ClientConfiguration.
number of retry attempts in the | setMaxErrorRetry
case of a request error. The
default value is 3.
SupportCname Specifies whether CNAME ClientConfiguration.setSupport
can be used as an endpoint. Cname
You can use CNAME as an
endpoint by default.
SLDEnabled Specifies whether access with | ClientConfiguration.
the level-2 domain is enabled. |setSLDEnabled
Access with the level-2 domain
is disabled by default.
Protocol Specifies the protocol (HTTP | ClientConfiguration.setProtocol
or HTTPS) used to connect
to OSS. The default value is
HTTP.
UserAgent Specifies the user agent (the | ClientConfiguration.

user agent in the HTTP header
). The default value is “aliyun-
sdk-java.”

setUserAgent




Parameter Description Configuration method
ProxyHost Specifies the IP address to ClientConfiguration.
access the proxy host. setProxyHost
ProxyPort Specifies the port for the proxy | ClientConfiguration.
host. setProxyPort
ProxyUsername Specifies the username ClientConfiguration.
verified by the proxy host. setProxyUsername
ProxyPassword Specifies the password verified | ClientConfiguration.
by the proxy host. setProxyPassword

Run the following code to configure parameters for an OSSClient instance with ClientConf

iguration:

/'l This exanple uses endpoint China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/] Create ClientConfiguration. CientConfiguration is a configurat
ion class of OSSClient. You can use CientConfiguration to configure
paraneters such as user agents, host proxies, connection tinmout, and
t he maxi mum nunber of connecti ons.

ClientConfiguration conf = new CientConfiguration();

/1 Configure the maxi mum HTTP connections allowed by an OSSO i ent

i nstance. The default value is 1024.

conf . set MaxConnecti ons(200) ;

/1 Configure the tineout time in mlliseconds for data transm ssion at
SSL. The default value is 50,000. conf.setSocket Ti neout (10000);

conf . set Socket Ti meout (10000) ;

/1 Configure the tineout tinme in mlliseconds when connections are

establi shed. The default value is 50, 000.

conf . set Connecti onTi neout (10000) ;

[/l Configure the tinmeout time in mlliseconds for retrieving

connections fromthe connection pool. This function is disabled by

defaul t.

conf . set Connect i onRequest Ti meout (1000) ;

/1 Configure idle connection tineout. If the idle connection tine in
mlliseconds exceeds the specified value, the connection is closed.

The default value is 60, 000.

conf. setldl eConnectionTi nme(10000);

[l Configure the maxi mum nunber of retry attenpts in the case of a

request error. The default value is 3.

conf . set MaxErrorRetry(5);

/I Check whet her CNAME can be used as an endpoint. You can use CNAVE

as an endpoi nt by default.

conf . set Support Cnanme(true);



/1l Check whether access with the |evel-2 domain is enabl ed. Access

with the level -2 domain is disabled by default.

conf . set SLDEnabl ed(true);

/1 Configure the protocol (HTTP or HTTPS) used to connect to OSS. HITP
is used by default.

conf . set Prot ocol (Protocol . HTTP)

/1 Configure the user agent (the user agent in the HTTP header). The

default value is "aliyun-sdk-java."

conf. set User Agent ("al i yun-sdk-java");

/'l Configure the port for the proxy host.

conf . set ProxyHost (" <your Pr oxyHost >") ;

/1 Configure the usernanme verified by the proxy host.

conf. set ProxyUser name(" <your ProxyUser Name>") ;

/1l Configure the password verified by the proxy host.

conf . set ProxyPasswor d(" <your ProxyPasswor d>") ;

/'l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret, conf);

/[l O ose your OSSO ient instance.
ossd i ent. shut down() ;

1.5 Manage a bucket

A bucket serves as a container that stores objects. Objects belong to a bucket.
Create a bucket

Run the following code to create a bucket:

/1l This exanple uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. con';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/'l Create a bucket.

String bucket Name = "<your Bucket Nane>";

/1 The default storage class and ACL of the created bucket are set to
standard and private read respectively.

ossCd i ent. creat eBucket (bucket Nane) ;

/1l C ose your OSSO i ent.
ossd i ent. shut down() ;

For more information about bucket naming rules, see naming conventions in Basic concepts.



You can specify the ACL and the storage class when you create a bucket, as shown in Bucket-
level permissions and Storage class. To create Infrequent Access or archive buckets, use Java

SDK versions 2.6.0 or later. The sample code is as follows:

Cr eat eBucket Request creat eBucket Request = new Cr eat eBucket Request (
bucket Nane) ;

/1l Set the ACL to public read for a bucket. The default value is
Private.

cr eat eBucket Request . set CannedACL( CannedAccessCont r ol Li st. Publ i cRead) ;
/'l Set the storage class to Infrequent Access for a bucket. The
default value is Standard.

creat eBucket Request . set St or ageC ass( St or aged ass. | A);

ossC i ent. creat eBucket (creat eBucket Request) ;

List buckets

Buckets are listed alphabetically. You can list all buckets or buckets that meet the specified

conditions. To list Infrequent Access or archive buckets, use Java SDK versions 2.6.0 or later.
+ List all buckets

Run the following code to list all buckets:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recommend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, [ og on
to https://ramconsol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

/'l Create an OSSClient instance.
OSSA i ent ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 List buckets.

Li st <Bucket > buckets = ossClient.|istBuckets();

for (Bucket bucket : buckets) {
Systemout.println(" - " + bucket.getNane());

}

/1 C ose your OSSCient.
ossd i ent. shut down() ;

» List buckets with a specified prefix

Run the following code to list buckets with a specified prefix:

Li st Bucket sRequest |istBucket sRequest = new Li st Bucket sRequest () ;
/1 List buckets by a specified prefix. If no prefix is specified,
list all buckets.

I'i st Bucket sRequest. set Prefi x("<your Bucket Prefix>");

Bucket Li st bucketList = ossCient.listBuckets(listBucketsRequest);



for (Bucket bucket : bucketList.getBucketList())
Systemout.println(" - " + bucket.getNane());
}

+ List buckets by marker

{

The value of the marker parameter indicates the name of a bucket. Run the following code to

list buckets after the specified bucket (the value of marker):

Li st Bucket sRequest |istBucket sRequest = new Li st Bucket sRequest () ;

/1 List buckets after the specified marker. |If the marker is not

specified, list all buckets.

| i st Bucket sRequest . set Mar ker (" <your Bucket Mar ker >") ;

Bucket Li st bucketList = ossCient.listBuckets(listBucketsRequest);

for (Bucket bucket : bucketList.getBucketList()) {
Systemout.println(" - " + bucket.getNane());

}

» List a specified number of buckets
Run the following code to list a specified number of buckets:

Li st Bucket sRequest |istBucket sRequest = new Li st Bucket sRequest () ;

/1 Set the number of buckets that can be listed to 500. The default

value is 100. The maxi mum val ue is 1, 000.

|'i st Bucket sRequest . set MaxKeys(500) ;

Bucket Li st bucketList = ossCient.listBuckets(listBucketsRequest);

for (Bucket bucket : bucketList.getBucketList()) {
Systemout.println(" - " + bucket.getNane())

}

Determine whether a bucket exists

Run the following code to determine whether a specified bucket exists:

/1l This exanple uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/'l Create an OSSC ient instance.

0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

bool ean exi sts = ossC i ent. doesBucket Exi st (" <your Bucket Nane>") ;

/1 Close your OSSCient.



ossC i ent. shut down() ;

Configure an ACL for a bucket

The ACL of a bucket includes the following permissions.

Permission Description Value in Java SDK

Private The bucket owner and the CannedAccessControlList.
authorized users can read and | Private

write objects in the bucket.
Other users cannot perform
any operation on the objects.

Public read The bucket owner and the CannedAccessControlList.
authorized users can read PublicRead

and write objects in the bucket
. Other users can only read
the objects in the bucket.
Authorize this permission with

caution.

Public read-write All users can read and CannedAccessControlList.
write objects in the bucket. PublicReadWrite
Authorize this permission with
caution.

Run the following code to configure the ACL for a bucket:

/'l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

W recommend that you |l og on as a RAM user to access APIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 Create an OSSC ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1 Set the ACL for a bucket to private read and wite.
ossd i ent. set Bucket Acl (" <your Bucket Nane>", CannedAccessControl Li st.
Private);

/'l C ose your OSSO ient.



ossC i ent. shut down() ;

Obtain the ACL for a bucket
Run the following code to obtain the ACL for a bucket:

/1l This exanple uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. con';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS

ecret);
/1 Obtain the access ACL for the bucket
AccessControl Li st acl = ossd i ent.getBucket Acl (" <your Bucket Nane>");

Systemout. println(acl.toString());

/'l Close your OSSClient.
ossd i ent. shut down() ;

Obtain the region of a bucket
Run the following code to obtain the region for a bucket:

/1l This exanple uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

// Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

String location = ossC i ent. getBucket Locati on("<your Bucket Nane>") ;
System out. println(l ocation);

/1l O ose your OSSO ient.
ossd i ent. shut down() ;

For more information about regions, see Region in Basic concepts.



Obtain bucket information
Run the following code to obtain bucket information:

/1l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We strongly recommend that you create a RAM account and use it for
APl access and daily O8M Log on to https://ram consol e.aliyun.comto
create a RAM account .

String accessKeyld = "<accessKeyl d>";

String accessKeySecret = "<accessKeySecret>";

/'l Create an OSSO ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Bucket information includes regions (region or |ocation), creation
dates (CreationDate), owners (Oamner), and perm ssions (Gants).
BucketInfo info = ossClient. get Bucket | nf o("<your Bucket Nane>") ;
[/ Obtain region information.

i nfo. get Bucket (). getLocation();

/1 Cbtain the creation date.

i nfo. get Bucket (). getCreationDate();

/1 Obtain owner information.

i nf o. get Bucket (). get Owmer();

/1 Obtain perm ssion information.

i nfo.getG ants();

/1 Close your OSSCient.
ossC i ent. shut down() ;

Delete a bucket

Before a bucket is deleted, ensure that all objects in the bucket and fragments that are generated

from multipart upload are deleted.

Note:
To delete the fragments that are generated from multipart upload, use
Bucket.ListMultipartUploads to list all fragments, and then use Bucket.AbortMultipartUpload to

delete the fragments.
Run the following code to delete a bucket:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in CSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";



String accessKeySecret = "<yourAccessKeySecret>";

/1 Create an OSSO ient instance.

0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

I'/1 Delete the bucket.
ossCl i ent . del et eBucket (" <your Bucket Nane>") ;

/1 C ose your OSSC i ent.
ossd i ent. shut down();

1.6 Upload objects

1.6.1 Overview
This topic is the overview of object upload in OSS Java SDK.

In OSS, an object is the basic unit for data operations. OSS Java SDK provides the following file

upload methods:

» Simple upload: supports the upload of a file up to 5 GB in size. It includes streaming upload
and file upload.

* Form upload: supports the upload of a file up to 5 GB in size.

* Append upload: supports the upload of a file up to 5 GB in size.

* Resumable upload: supports the upload of a file up to 48.8 TB in size. It applies to the upload
of large files. It supports concurrent upload and you can define the size of each part.

* Multipart upload: supports the upload of a file up to 48.8 TB in size. It applies to the upload of

large files.

Note:
For more information about the usage scenarios of each upload method, see “Upload files” in

OSS Developer Guide.
During the file upload, you can set Object Meta, and view the upload progress in the upload

progress bar. After you complete the file upload, you can perform upload callback.

1.6.2 Simple upload
Simple upload includes streaming upload and file upload. Streaming upload uses InputStream as

the source object. File upload uses a local file as the source object.

For the complete simple upload code, see GitHub.


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/SimpleGetObjectSample.java

Streaming upload

Use ossClient.putObject to upload a data stream to OSS.

Upload a string
Run the following code to upload a string:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in CSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, |og on
to https://ram consol e. aliyun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/'l Create an OSSClient instance.
OSSA ient ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 Upload a string.

String content = "Hello OSS";

ossC i ent. put Qoj ect (" <your Bucket Name>", " <your Obj ect Name>", new
Byt eArrayl nput St rean( cont ent. get Bytes()));

/1 Cose your OSSClient instance.
ossd i ent. shut down() ;

Upload a byte array
Run the following code to upload a byte array:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in CSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, |og on
to https://ram consol e. aliyun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/1l Create an OSSClient instance.
0SSO i ent ossClient = new OSSCl i ent (endpoi nt, accessKeyl d, accessKeyS
ecret);

/1 Upload a byte array.

byte[] content = "Hell o OSS". getBytes();

ossd i ent. put Obj ect (" <your Bucket Nane>", "<your Qbj ect Name>", new
Byt eArrayl nput Stream(content)) ;

/[l O ose your OSSO ient instance.
ossd i ent. shut down() ;

Upload a network stream



Run the following code to upload a network stream:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recommend that you | og on as a RAM user to access APIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |[og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 Upload a network stream

I nput St ream i nput Stream = new URL("https://ww. al i yun.conl").
openStream() ;

ossC i ent. put Obj ect (" <your Bucket Nane>", "<your Cbj ect Narme>",

i nput Stream ;

/[l O ose your OSSO ient instance.
ossd i ent. shut down() ;

+ Upload a file stream

Run the following code to upload a file stream:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has permi ssions on all the APIs in
OSS. To ensure cloud security, we reconmend that you foll ow best
practi ces of Resource Access Managenment and | og on as a RAM user to
access APls or performroutine operations and mmi nt enance. To create
a RAM account, log on to https://ram consol e. al i yun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1l Upload a file stream

I nput St ream i nput Stream = new Fi | el nput St rean{"<yourl ocal Fil e>");
ossC i ent. put Obj ect (" <your Bucket Nane>", "<your Cbj ect Narme>",

i nput Stream ;

/[l C ose your OSSO ient instance.



ossC i ent. shut down() ;

File upload
Run the following code to upload a local file:

/1l This exanple uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. con';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1 Upload a file. <yourlLocal File> consists of a local file path and a
file name that includes an extension, for exanple, /users/local/nmyfile
Ltxt.

ossd i ent. put Obj ect (" <your Bucket Nanme>", "<your Qbj ect Name>", new Fil e
("<your Local File>"));

/'l Cose your OSSClient instance.
ossd i ent. shut down() ;

1.6.3 Form upload
Form upload uses an HTML form to upload a file to a specified bucket. The maximum size of files

is 5 GB for each form upload.

For more information about the application scenarios of form upload, see Form upload in OSS

Developer Guide.

Run the following code for form upload:

public class Post Cbj ect Sanpl e {

/1l Upload a file.

private String local FilePath = "<yourLocal Fil e>";

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

private String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and mai ntenance. To create a RAM account, log on to

https://ram consol e. al i yun. com

private String accessKeyld = "<your AccessKeyl d>";

private String accessKeySecret = "<your AccessKeySecret>";
/'l Specify the bucket nane.

private String bucket Nane = "<your Bucket Name>";

/1l Specify the file name.
private String object Nane = "<your Cbj ect Name>";



/**

* Start form upl oad.
* @hrows Exception
*/
private void Post Qbject() throws Exception {
/1 Add the bucket name to the URL. The URL format is http://
your Bucket Name. oss- cn- hangzhou. al i yuncs. com
String url Str = endpoint.replace("http://", "http://" +
bucket Name+ ".") ;
/!l Create Map for the form
Map<String, String> fornFields = new Li nkedHashMap<Stri ng,
String>();
[l Specify the file name.
fornti el ds. put ("key", this.objectNane);
/' Configure Content-Disposition
fornti el ds. put ("Content-Di sposition”, "attachnent;fil enane=
+ | ocal Fi |l ePat h) ;
/'l Configure the call back paraneter.
Cal I back cal |l back = new Cal | back();
/1 Configure the |IP address of the server you want to send the
cal | back request to, for exanple, http://oss-denp. aliyuncs.com 23450
or http://127.0.0. 1:9090.
cal | back. set Cal | backUr | (" <your Cal | backServer Ul >");
/'l Configure the host field value in the call back request
header, such as oss-cn-hangzhou. al i yuncs. com
cal | back. set Cal | backHost (" <your Cal | backSer ver Host >") ;
/1l Configure the body field value for the callback request.
cal | back. set Cal | backBody (" {\\\"m nmeType\\\": ${ m neType}, \\\"
size\\\": ${size}}");
/'l Configure Content-Type for the call back request.
cal | back. set Cal backBodyType( Cal backBodyType. JSON) ;
/1l Configure the custom paraneters used for sending the
cal | back request. Each custom paraneter consists of a key and a val ue
The key nust start with x:.
cal | back. addCal | backVar (" x: var1", "valuel");
cal | back. addCal | backVar (" x: var2", "val ue2");
[l Configure the call back parameter for Map in the form
set Cal | Back(fornti el ds, call back);
/'l Configure OSSAccessKeyl d.
forntFi el ds. put (" OSSAccessKeyl d*, accessKeyl d);
String policy = "{\"expiration\": \"2120-01-01T12: 00: 00. 000Z
\",\"conditions\": [[\"content-I|ength-range\", 0, 104857600]]}";
String encodePolicy = new String(Base64. encodeBase64(poli cy.
getBytes()));
/1 Configure the policy.
fornti el ds. put ("policy", encodePolicy);
/'l CGenerate the URL for signature.
String signaturecom = com aliyun. oss. conmon. aut h. Servi ceSi g
nat ure. creat e(). conput eSi gnat ure(accessKeySecret, encodePolicy);
/'l Configure the signature.
fornti el ds. put (" Si gnature", signaturecomn;
String ret = fornlpl oad(url Str, fornFields, |ocal FilePath);
Systemout . println("Post Cbject [" + this.objectNane + "] to
bucket [" + bucketNanme + "]");
System out. println("post reponse:" + ret);
}

private static String fornmpload(String url Str, Map<String, String
> fornFields, String local File)
throws Exception {
String res = "";
Ht t pURLConnecti on conn = nul |
String boundary = "9431149156168";



try {
URL url = new URL(url Str);

conn = (HttpURLConnection) url.openConnection();

conn. set Connect Ti neout (5000) ;

conn. set ReadTi meout ( 30000) ;

conn. set DoQut put (true);

conn. set Dol nput (true);

conn. set Request Met hod( " POST") ;

conn. set Request Property("User-Agent",

"Mozillal/5.0 (Wndows; U, Wndows NT 6.1; zh-CN

rv.:1.9.2.6)");

/1 Configure the MD5 value. The MD5 val ue is cal cul ated
based on the entire body.

conn. set Request Property(" Cont ent - MD5", "<your Cont ent MD5

>")5
conn. set Request Property(" Cont ent - Type",
"mul tipart/formdata; boundary=" + boundary);
Qut put Stream out = new Dat aQut put St rean{ conn. get Qut put S
tream());

/!l Recursively read all Map data in the formand wite the
data to the Qutput Stream
if (fornFields ! = null) {
StringBuffer strBuf = new StringBuffer();
Iterator<Entry<String, String>> iter = fornfi el ds.
entrySet().iterator();
int i =0;
while (iter.hasNext()) {
Entry<String, String> entry = iter.next();
String i nput Name = entry. get Key();
String inputValue = entry. get Val ue();
if (inputValue == null) {

conti nue;
Yoo
if (i == 0)
st rBuf . append("--").append(boundary) . append("\
r\n");
st rBuf . append(" Cont ent - Di sposition: formdata
; name=\""

+ i nput Name + "\"\r\n\r\n");
st r Buf . append(i nput Val ue) ;
} else {
st rBuf. append("\r\n").append("--"). append(
boundary) . append(“\r\n");
st r Buf . append(" Cont ent - Di sposition: formdata

; hame=\""
+ i nput Name + "\"\r\n\r\n");
st r Buf . append(i nput Val ue) ;
}
i ++;
} . .
out.wite(strBuf.toString().getBytes());
}
/Il Read the file and wite it to the QutputStream
File file = new File(localFile);
String filenane = file.get Nane();
String content Type = new M netypesFi | eTypeMap() . get Cont ent
Type(file);
if (contentType == null || content Type.equal s("")) {
content Type = "application/octet-streant;

}
StringBuffer strBuf = new StringBuffer();
st rBuf . append(“\r\n").append("--").append( boundary)



.append("\r\n");
st rBuf . append(" Content-Di sposition: formdata; name=\"file

+ "filename=\"" + filenane + "\"\r\n");
st rBuf . append(" Content - Type: " + contentType + "\r\n\r\n

out.wite(strBuf.toString().getBytes());
Dat al nput Stream i n = new Dat al nput St ream( new Fi | el nput S
tream(file));
int bytes = 0;
byte[] bufferQut = new byte[ 1024];
while ((bytes = in.read(bufferQut)) ! = -1) {
out.wite(bufferQut, 0, bytes);

i n.close();

byte[] endData = ("\r\n--" + boundary + "--\r\n").getBytes
()

out.wite(endData);

out.flush();

out.cl ose();

/'l Read the returned data.

strBuf = new StringBuffer();

Buf f er edReader reader = new BufferedReader (new | nput Strea
mReader (conn. get | nput Strean()));

String line = null

while ((line = reader.readLine()) ! = null) {

st rBuf . append(line).append(“\n");
}

res = strBuf.toString();
reader. cl ose();
reader = null;

} catch (Exception e) {

Systemerr.println("Send post request exception: " + e);
t hr ow e;
} finally {
if (conn! = null) {
conn. di sconnect () ;
conn = nulI;
}

}

return res;
}
private static void setCallBack(Map<String, String> forntields,
Cal | back cal | back) {
if (callback !I' = null) {
String jsonCb = OSSUil s.jsonizeCall back(call back);
String base64Cb = BinaryUtil.toBase64String(jsonCb.
getBytes());
fornFi el ds. put ("cal | back", base64Ch);
i f (call back. hasCal |l backVar()) {
Map<String, String> varMap = cal | back. get Cal | backVar

0);
{

for (Entry<String, String> entry : varMap.entrySet())

fornFiel ds. put (entry. getKey(), entry.getValue());

}

public static void main(String[] args) throws Exception {
Post Obj ect Sanpl e ossPost Cbj ect = new Post Qbj ect Sanpl e() ;
ossPost Obj ect . Post Obj ect () ;



1.6.4 Append upload

This topic describes how to use append upload.
You cannot perform copyObiject for appended objects.
Run the following code for append upload:

/1l This exanple uses endpoint China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. con';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

"Hello OSS A \n";
"Hello OSS B \n";
"Hello OSS C \n";

String contentl
String content?2
String content3

/'l Create an OSSClient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

bj ect Met adata neta = new Cbj ect Met adat a() ;
/'l Specify the content type of the object you want to upl oad.
met a. set Cont ent Type("text/plain");

/1l Configure paranmeters with AppendCbj ect Request.

Appendhj ect Request appendObj ect Request = new AppendObj ect Request
(" <your Bucket Name>", "<your Obj ect Name>", new Byt eArrayl nput St r ean(
content 1. getBytes()), neta);

/'l Configure a single paraneter with AppendQbj ect Request.

/'l Specify the bucket name.

/ I appendQbj ect Request . set Bucket Nanme( " <your Bucket Nanme>") ;

[l Specify the object nane.

/ | appendhj ect Request . set Key( " <your Cbj ect Nanme>") ;

/1 Configure the type of content you want to append. Two types of

content are available: InputStreamand File. Select |nputStream

/ I appendQbj ect Request . set | nput St ream( new Byt eArrayl nput Stream(content 1
.getBytes()));

/'l Configure the type of content you want to append. Two types of

content are available: InputStreamand File. Select File.

/ I appendObj ect Request . setFil e(new Fil e("<yourLocal File>"));

/'l Specify object meta, because the specified object neta takes effect
fromthe first append.

/ I appendObj ect Request . set Met adat a( net a) ;

/1 Start the first append.

/1l Configure the position where the object is appended based on the
previ ous object | ength.

appendbj ect Request . set Posi ti on(OL);



Appendbj ect Result appendCbj ect Result = ossC i ent. appendObj ect (

appendObj ect Request) ;

/'l Calculate the 64-bit CRC value. The value is cal cul ated based on
the ECMA- 182 standard. This value is cal cul ated based on ECVA- 182

criteria.

System out . printl n(appendObj ect Resul t. get Cbj ect CRC() ) ;

/1 Start the second append.

/1l nextPosition indicates the position provided for the next request,
nanely, the length of the current object.

appendObj ect Request . set Posi ti on(appendObj ect Resul t. get Next Position());
appendObj ect Request . set | nput St ream( new Byt eArrayl nput St r eam( cont ent 2.

getBytes()));
appendObj ect Result = ossd ient. appendObj ect (appendbj ect Request ) ;

/1 Start the third append.
appendObj ect Request . set Posi ti on(appendObj ect Resul t. get Next Position());
appendObj ect Request . set | nput St ream( new Byt eArrayl nput St r eam( cont ent 3.

getBytes()));
appendObj ect Result = ossd ient. appendObj ect (appendObj ect Request ) ;

/1 Cose your OSSCient.
ossd i ent. shut down() ;

For more information about append upload, see Append object in OSS Developer Guide. For the

complete code of append upload, see GitHub.

1.6.5 Resumable upload
You can use resumable upload to split a file you want to upload into several parts and upload
them simultaneously. After you have uploaded all parts, you can combine these parts into a

complete object. Thus, you can complete uploading the entire object.

For more information about resumable upload, see Resumable upload in the OSS Developer

Guide. For the complete code of resumable upload, see GitHub.

Run the following code for resumable upload:

/'l This exanpl e uses endpoi nt Chi na East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

W recommend that you I og on as a RAM user to access APls or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 Create an OSSC ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

oj ect Met adat a neta = new Obj ect Met adat a() ;
/'l Specify the content type of the object you want to upl oad.
met a. set Cont ent Type("text/plain");


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/AppendObjectSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/UploadSample.java

/1 Configure paraneters wth Upl oadFil eRequest.
Upl oadFi | eRequest upl oadFi | eRequest = new Upl oadFi | eRequest ("<
your Bucket Nane>", " <your Cbj ect Nane>") ;

[l Configure paranmeters w th Upl oadFi | eRequest.

/1 Specify the bucket nane.

/ I upl oadFi | eRequest . set Bucket Nane(" <your Bucket Nane>") ;

/'l Specify the object nane.

/ I upl oadFi | eRequest . set Key(" <your Obj ect Nanme>") ;

/! Specify the local file you want to upl oad.

upl oadFi | eRequest . set Upl oadFi | e( " <your Local Fi |l e>");

/'l Specify the nunber of threads for sinmultaneous upl oad. The default

val ue is 1.

upl oadFi | eRequest . set TaskNum(5) ;

/'l Specify the size of a part you want to upload. The val ue can be

from100 KB to 5 GB. The default size of a part is calculated as: file
si ze/ 10, 000.

upl oadFi | eRequest . setPart Si ze(1 * 1024 * 1024);

[/l Start resumabl e upload (that is disabled by default.).

upl oadFi | eRequest . set Enabl eCheckpoi nt (true);

/1l Configure the file used to record the result of |ocal part upl oads
You need to configure this paraneter when you enabl e resunabl e

upload. This file stores progress information. |If a part upload fails

, it can be continued based on the progress information recorded in

this file. After you have upl oaded the file, the file is deleted. By

default, this file shares the sanme directory (upl oadFile.ucp) as the

file you want to upl oad.

upl oadFi | eRequest . set Checkpoi nt Fi | e(" <your Checkpoi ntFil e>");

/1 Configure object neta.

upl oadFi | eRequest . set Obj ect Met adat a( net a) ;

/1 Configure callback. Set the yourCall backEvent paraneter to Call back

Ljpl oadFi | eRequest . set Cal | back(" <your Cal | backEvent >");

[/l Start resumabl e upl oad.
ossd i ent. upl oadFi | e(upl oadFi | eRequest) ;

/1l Cose your OSSCient.
ossd i ent. shut down() ;

1.6.6 Multipart upload

This topic describes how to use multipart upload.

For the complete code of multipart upload, see GitHub.
To enable multipart upload, perform the following steps:
1. Initiate a multipart upload event.

You can call ossClient.initiateMultipartUpload to return the globally unique uploadld created in
OSS.

2. Upload parts.

You can call ossClient.uploadPart to upload part data.


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/MultipartUploadSample.java

Note:

* For parts with a same uploadld, parts are sequenced by their part numbers. If you have
uploaded a part and use the same part number to upload another part, the later part will
replace the former part.

* OSS places the MD5 value of part data in ETag and returns the MD5 value to the user.

+ SDK automatically configures Content-MD5. OSS calculates the MD5 value of uploaded
data and compares it with the MD5 value calculated by SDK. If the two values vary, the

error code of InvalidDigest is returned.

3. Complete multipart upload.

After you have uploaded all parts, call partossClient.completeMultipartUpload to combine these

parts into a complete object.

The following code is used as a complete example that describes the process of multipart upload:

/1l This exanple uses endpoint China East 1 (Hangzhou). Specify the

actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you log on as a RAM user to access APIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com
String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane " <your Bucket Nane>";

String objectNanme " <your Obj ect Narme>";

/'l Create an OSSC ient instance.
0SS ient ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/* Step 1. Initiate a nultipart upl oad event.

*/

InitiateMil tipartUpl oadRequest request = new InitiateMiltipart Upl

oadRequest (bucket Nanme, obj ect Nane) ;

InitiateMul ti part Upl oadResult result = ossClient.initiateMiltipartUpl

oad(request);

/1 An uploadld is returned. It is the unique identifier for a part

upl oad event. You can initiate related operations (such as part upl oad
cancel ati on and query) based on the upl oadl d.

String uploadld = resul t. get Upl oadl d();

/* Step 2: Upl oad parts.

*/

/1 partETags is a set of PartETags. A PartETag consists of an ETag and
a part nunber.

Li st <Part ETag> partETags = new ArraylLi st <PartETag>();

/1 Calculate the total nunber of parts.

final long partSize = 1 * 1024 * 1024L; /1 1MVB

final File sanpleFile = new File("<local File>");



long fileLength = sanpleFile.length();
int partCount = (int) (fileLength / partSize);
if (fileLength % partSize ! = 0) {

part Count ++;

/1 Upl oad each part sinultaneously until all parts are upl oaded.
for (int i =0; i < partCount; i++) {

long startPos =i * partSize;

long curPartSize = (i + 1 == partCount) ? (fileLength - startPos
) . partSize;

I nput Stream i nstream = new Fi |l el nput St rean( sanpl eFi | e);

/1 Skip parts that have been upl oaded.

i nst ream ski p(start Pos);

Upl oadPar t Request upl oadPart Request = new Upl oadPart Request () ;

upl oadPar t Request . set Bucket Nane( bucket Nane) ;

upl oadPar t Request . set Key( obj ect Nane) ;

upl oadPart Request . set Upl oadl d( upl oadl d) ;

upl oadPart Request . set | nput Strean(i nstream;

/'l Configure the size available for each part. Aside fromthe |ast

part, all parts are sized 100 KB at | east.

upl oadPart Request . set Part Si ze(cur Part Si ze) ;

/1 Configure part numbers. Each part is configured with a part
nunber. The value can be from1l to 10,000. |If you configure a nunber
beyond the range, OSS returns an |nvali dArgunent error code

upl oadPart Request . set Part Nunber ( i + 1);

/! Do not upload each part sequentially. They can be upl oaded from
different OSSClients. Then they are sequenced and conbined into a
conpl et e obj ect based on part nunbers.

Upl oadPart Resul t upl oadPart Result = ossC i ent. upl oadPart (
upl oadPart Request ) ;

/1 After you upload a part, OSS returns a result that contains a
Part ETag. The PartETag is stored in partETags.
part ETags. add(upl oadPart Resul t . get Part ETag() ) ;

/* Step 3: Conplete multipart upload.
*/
/| Sequence parts. partETags must be sequenced by part numbers in
ascendi ng order.
Col I ecti ons. sort (part ETags, new Conpar at or <Part ETag>() {

public int conpare(PartETag pl, PartETag p2) {

return pl.getPart Nunber () - p2.getPartNunber();

}

1)

/1 You must provide all valid Part ETags when you performthis

operation. OSS verifies the validity of all parts one by one after
it receives PartETags. After part verification is successful, OSS

combi nes these parts into a conpl ete object.

Conpl et eMul ti part Upl oadRequest conpl et eMul ti part Upl oadRequest =

new Conpl et eMul ti part Upl oadRequest (bucket Narme, obj ect Nane,
upl oadl d, partETags);
ossC ient. conpl eteMul tipartUpl oad(conpl eteMul ti part Upl oadRequest) ;

/1 Cose your OSSCient.



ossC i ent. shut down() ;

Cancel a multipart upload event

You can call ossClient.abortMultipartUpload to cancel a multipart upload event. If you cancel a
multipart upload event, you are not allowed to perform any other operations with this uploadld

anymore. The uploaded parts will be deleted.
Run the following code to cancel a multipart upload event:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/'l Create an OSSO ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1 Cancel nultipart upload. The uploadld is fromlInitiateMiltipartUpl
oad.
Abort Mul ti part Upl oadRequest abort Ml ti part Upl oadRequest =
new Abort Ml ti part Upl oadRequest (" <your Bucket Nane>", "<
your Cbj ect Nane>", "<upl oadl d>");
ossC ient.abort Ml tipart Upl oad(abort Mil ti part Upl oadRequest) ;

/1 Close your OSSCient.
ossd i ent. shut down() ;

List uploaded parts
Call ossClient.listParts to list all uploaded parts with a specified uploadid.
+ Simple list
Run the following code for simple list:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recommend that you | og on as a RAM user to access APIs or perform
routi ne operations and mai ntenance. To create a RAM account, |[og on
to https://ram consol e. ali yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

/'l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);



/1 List uploaded parts. The uploadld is returned fromlInitiateM
I tipart Upl oad.
Li st Part sRequest |istPartsRequest = new ListPartsRequest ("<
your Bucket Nanme>", "<your Cbj ect Nane>", "<upl oadl d>");

/1 Configure upl oadl d.

//1istPartsRequest. set Upl oadl d( upl oadl d) ;

/1 Set the maxi mum nunber of parts that can be displayed on each
page to 100. The default nunber is 1, 000.

| i st Part sRequest . set MaxPart s(100);

/1 Specify the initial position in the list. Only the parts with
part nunbers greater than this paraneter value are |isted.

i st Part sRequest. set Part Nunber Mar ker ( 2) ;
PartListing partListing = ossCient.listParts(listPartsRequest);

for (PartSummary part : partListing.getParts()) {
[/ Obtain part nunbers.
part. get Part Nunber () ;
/] Obtain the size of part data.
part.getSi ze();
/1 Obtain ETag.
part. get ETag();
/]l Cbtain the latest tinme parts are nodified.
part.getLast Modified();

}

/1l Cose your OSSCient.
ossd i ent. shut down() ;

+ List all uploaded parts

By default, listParts can only list a maximum of 1,000 parts at a time. To list more than 1,000

uploaded parts, run the following code:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, |l og on
to https://ram consol e. aliyun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/'l Create an OSSCient instance.
OSSA ient ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 List all uploaded parts.

Part Li sting partlListing;

Li st Part sRequest |istPartsRequest = new ListPartsRequest ("<
your Bucket Nane>", "<your Gbj ect Nane>", "<upl oadl d>");

do {
partListing = ossCient.listParts(listPartsRequest);

for (PartSummary part : partListing.getParts()) {
/] Obtain part nunbers.
part. get Part Nunber () ;
[/ Obtain the part size.



part.getSize();

/1 Cbtain ETag.

part.get ETag();

[/ Obtain the latest tinme parts are nodifi ed.
part. get Last Modi fi ed();

}
/1 Specify the initial position for the list. Only the parts with
part numbers greater than the initial value are |isted.
| i st Part sRequest . set Part Nurmber Mar ker (part Li st i ng. get Next Par
t Nurber Mar ker () ) ;
} while (partListing.isTruncated());

/1 O ose your OSSC i ent.
ossd i ent. shut down()

+ List all uploaded parts on one or more pages
Run the following code to specify the maximum number of parts displayed on each page:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |[og on
to https://ram consol e. ali yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/'l Create an OSSCient instance.
OSSO i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 List all uploaded parts on one or nore pages.

PartListing partListing;

Li st Part sRequest |istPartsRequest = new ListPartsRequest ("<

your Bucket Nanme>", "<your Gbj ect Nane>", "<upl oadl d>");

/1 Set the maxi mum nunber of parts displayed on each page to 100.
| i st Part sRequest . set MaxPart s(100);

do {
partListing = ossCient.listParts(listPartsRequest);

for (PartSummary part : partListing.getParts()) {
/] Obtain part nunbers.
part. get Part Number () ;
/] Obtain the part size.
part.getSize();
/] Gets the etag of the slice.
/1 Obtain ETag.
[/ Obtain the latest tinme parts are nodifi ed.
part. get Last Modi fied();

}

| i st Part sRequest . set Part Nunmber Mar ker (part Li sti ng. get Next Par
t Nunber Mar ker () ) ;

} while (partListing.isTruncated());

/1 Cose your OSSClient.



ossC i ent. shut down() ;

List all part upload events for a bucket

Call ossClient.listMultipartUploads to list all ongoing part upload events (events that have been

initiated but not completed or have been canceled). You can configure the following parameters:

Parameter Description Configuration method
prefix Specifies the prefix that must | ListMultipartUploadsRequest.
be included in the returned setPrefix(String prefix)

object name. Note that if you
use a prefix for query, the
returned object name will
contain the prefix.

delimiter Specifies a delimiter of a ListMultipartUploadsRequest.
forward slash (/) used to group | setDelimiter(String delimiter)
object names. The object
between the specified prefix
and the first occurrence of a
delimiter of a forward slash (/)
is commonPrefixes.

maxUploads Specifies the maximum ListMultipartUploadsRequest
number of part upload events |.setMaxUploads(Integer
. The maximum value (also maxUploads)
default value) you can set is 1,
000.
keyMarker Lists all part upload events ListMultipartUploadsRequest

with the object whose names | .setKeyMarker(String
start with a letter that comes | keyMarker)

after the keyMarker value in
the alphabetical order. You can
use this parameter with the
uploadldMarker parameter to
specify the initial position for
the specified returned result.

uploadldMarker You can use this parameter ListMultipartUploadsRequest
with the keyMarker parameter | .setUploadldMarker(String
to specify the initial position uploadldMarker)

for the specified returned
result. If you do not configure
keyMarker, the uploadldMarker
parameter is invalid. If you




Parameter Description Configuration method

configure keyMarker, the query
result contains:

» All objects whose names
start with a letter that
comes after the keyMarker
value.

» All objects whose names
start with a letter that is
the same as the keyMarker
value in the alphabetical
order and the value of
uploadld greater than that
of uploadldMarker.

Simple list
Run the following code to list multipart upload events:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, |[og on
to https://ramconsol e. al i yun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

Il Create an OSSO ient instance.
CSSC i ent ossClient = new OSSCl i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 Lists multipart upload events. You can list 1,000 parts by

defaul t.

Li st Mul ti part Upl oadsRequest |istMiltipartUpl oadsRequest = new

Li st Mul ti part Upl oadsRequest (bucket Namne) ;

Mul ti part Upl oadLi sting nmultipartUpl oadListing = ossCient.listMiltip
art Upl oads(listMiltipartUpl oadsRequest) ;

for (MiultipartUpload nultipartUpload : multipartUpl oadLi sting.
get Mul ti part Upl oads()) {

/1 Obtain uploadld.

mul ti part Upl oad. get Upl oadl d() ;

[/ Cbtain object nanes.

mul ti part Upl oad. get Key() ;

[/ Obtain the time part upload events are initiated.

mul ti partUpl oad. getlnitiated();

}
/1 Cose your OSSCient.




ossC i ent. shut down() ;

If the returned result shows that the value of isTruncated is false, the values of nextKeyMarker
and nextUploadldMarker are returned and used as the initial position for the next object reading

. If you fail to obtain all part upload events at a time, list them by pagination.

+ List all part upload events

By default, listMultipartUploads can only list a maximum of 1,000 parts at a time. To list more

than 1,000 parts, run the following code to list all parts:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, |[og on
to https://ram consol e. ali yun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

/'l Create an OSSO ient instance.
CSSC i ent ossCient = new OSSCl i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 Lists multipart upload events.

Mul ti part Upl oadLi sting nultipart Upl oadLi sti ng;

Li st Mul ti part Upl oadsRequest |istMiltipartUpl oadsRequest = new
Li st Mul ti part Upl oadsRequest (bucket Nane) ;

do {
mul ti partUpl oadLi sting = ossClient.listMiltipartUpl oads(
listMultipartUpl oadsRequest);

for (MultipartUpload nultipartUpload : multipartUpl oadLi sting.
get Mul ti part Upl oads()) {
[/ Obtain uploadld.
mul ti part Upl oad. get Upl oadl d() ;
/] Obtain object nanes.
mul ti part Upl oad. get Key() ;
[/ Obtain the time part upload events are initiated.
mul ti part Upl oad. getlnitiated();

}

l'istMultipart Upl oadsRequest . set KeyMar ker (mul ti part Upl oadLi sti ng.
get Next KeyMar ker () ) ;

IistMul tipartUpl oadsRequest. set Upl oadl dvarker (nul tipartU
pl oadLi sti ng. get Next Upl oadl dMar ker ()) ;
} while (multipartUpl oadListing.isTruncated());

/1 Close your OSSCient.
ossd i ent. shut down();

+ List part upload events on one or more pages



Run the following code to list part upload events on one or more pages:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recommend that you | og on as a RAM user to access APIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |[og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucket Name = "<yourBucket Nanme>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 Lists multipart upload events.

Mul ti part Upl oadLi sting multipart Upl oadLi sti ng;

Li st Mul ti part Upl oadsRequest |istMiltipart Upl oadsRequest = new

Li st Mul ti part Upl oadsRequest ( bucket Nane) ;

/1l Configure the nunber of part upload events that can be displayed
on each page.

IistMul tipartUpl oadsRequest. set MaxUpl oads(50) ;

do {
mul ti partUpl oadLi sting = ossClient.listMiltipartUploads(
listMul tipartUpl oadsRequest);

for (MultipartUpload nultipartUpload : multipartUpl oadLi sting.
get Mul ti part Upl oads()) {
/1 Obtain uploadld.
mul ti part Upl oad. get Upl oadl d() ;
/] Obtain object nanes.
mul ti part Upl oad. get Key() ;
/]l Obtain the tinme part upload events are initiated.
mul ti partUpl oad. getlnitiated();

}

listMul tipartUpl oadsRequest. set KeyMar ker (nul ti part Upl oadLi sti ng.
get Next KeyMar ker () ) ;

IistMul tipartUpl oadsRequest. set Upl oadl dvarker (nul ti partU
pl oadLi sti ng. get Next Upl oadl dMar ker ()) ;
} while (rmultipartUpl oadListing.isTruncated());

/1 O ose your OSSC ient.
ossd i ent. shut down() ;

1.6.7 Upload progress bars
You can use progress bars to indicate the upload or download progress.

The following code is used as an example to describe how to view progress information with

ossClient.putObiject:

public class Put Object ProgressLi stener inplenents ProgressListener {



private | ong total Bytes -1;
private bool ean succeed fal se;

@verride
public void progressChanged(ProgressEvent progressEvent) {
| ong bytes = progressEvent. getBytes();
ProgressEvent Type event Type = progressEvent. get Event Type();
switch (event Type) {
case TRANSFER STARTED EVENT:
Systemout.println("Start to upload...... ");
br eak;
case REQUEST_CONTENT_LENGTH _EVENT:
this.total Bytes = hytes;
Systemout.println(this.total Bytes + " bytes in total wll
be upl oaded to CSS");
br eak;
case REQUEST_BYTE TRANSFER EVENT:
this.bytesWitten += bytes;
if (this.totalBytes ! = -1)
int percent = (int)(this.bytesWitten * 100.0 / this.

private long bytesWitten = 0;

t ot al Byt es);

System out. println(bytes + byt es have been written

at this tinme, upload progress: " + percent + "9%" + this.bytesWitten
+ "/" + this.total Bytes + ")");
} else {

Systemout. println(bytes + byt es have been written
at this tine, upload ratio: unknown" + "(" + this.bytesWitten +

o))

br eak;
case TRANSFER COVPLETED_ EVENT:
this.succeed = true;
Systemout.println("Succeed to upload, " + this.bytesWitt
en + " bytes have been transferred in total");
br eak;
case TRANSFER FAI LED EVENT:
Systemout.println("Failed to upload, " + this.bytesWitt
en + " bytes have been transferred");
br eak;
defaul t:
br eak;
}

}

publ i c bool ean i sSucceed() {
return succeed;
}

public static void main(String[] args) {

/I This exanple uses endpoi nt China (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba
Cl oud account because the account has permi ssions on all the APIs
in OSS. W recommend that you log on as a RAM user to access APIs or
performroutine operations and mai nt enance. To create a RAM account,
log on to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

String objectName = "<your Cbj ect Nane>";



/'l Create an OSSCient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

try {
/1l Upload with a progress bar displ ayed.

ossd i ent. put Obj ect (new Put Obj ect Request ( bucket Nane,
obj ect Nane, new Fil el nput St ream( " <your Local File>")).
<Put Obj ect Request >wi t hPr ogr essLi st ener ( new
Put Obj ect ProgressLi stener()));

} catch (Exception e) {
e.printStackTrace();

/'l Cl ose your OSSClient instance.
ossd i ent. shut down() ;

}

You can view progress information with ossClient.putObject, ossClient.getObject, or ossClient.
uploadPart. However, you cannot view progress information with ossClient.uploadFile or ossClient

.downloadFile.

For the complete code of upload progress bar, see GitHub.

1.6.8 Upload callback

This topic describes how to use
For the complete code of upload callback, see GitHub.

Run the following code for upload callback:

/1 This exanpl e uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

String objectName = "<your Obj ect Nane>";

/'l Specify the I P address of the server you want to send the call back
request to, for exanple, http://oss-denpo.aliyuncs.com 23450 or http://
127.0. 0. 1: 9090.

String call backUrl = "<yourCall backServer Ul >";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

String content = "Hello OSS";
Put Obj ect Request put Cbj ect Request = new Put Obj ect Request ( bucket Nane,
obj ect Nane, new Byt eArrayl nput St rean( cont ent. get Bytes()));


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/GetProgressSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CallbackSample.java

/1l Configure upload call back paraneters.

Cal I back cal |l back = new Cal | back();

cal | back. set Cal | backUr | (cal | backUrl);

/1l Configure the value of the host field carried in the call back

request header, such as 0ss-cn-hangzhou. al i yuncs. com

cal | back. set Cal | backHost (" oss-cn-hangzhou. al i yuncs. com') ;

/1l Configure the value of the body field carried in the call back

request .

cal | back. set Cal | backBody("{\\\"m meType\\\": ${m neType},\\\"size\\\":

${size}}");

/'l Configure Content-Type for the call back request.

cal | back. set Cal backBodyType( Cal | backBodyType. JSON) ;

/1 Configure the custom paraneters used to initiate a callback request
Each custom paraneter consists of a key and a val ue. The key nust

start with x:.

cal | back. addCal | backVar ("x: var1", "valuel");

cal | back. addCal | backVar (" x: var 2", "val ue2");

put Obj ect Request . set Cal | back( cal | back) ;

Put Obj ect Resul t put OGbj ect Result = ossC i ent. put Obj ect ( put Obj ect Request
)

/'l Read the nessage returned from upl oad cal |l back.

byte[] buffer = new byte[1024];

put Obj ect Resul t. get Cal | backResponseBody() . read(buffer);

/1l 1f you do not close the reader after the data is read, connection

| eaks may occur. Consequently, no avail able connections are |eft and
an exception occurs.

put Cbj ect Resul t. get Cal | backResponseBody() . cl ose();

/'l C ose your OSSClient instance.
ossd i ent. shut down() ;

For more information, see Upload callback in OSS Developer Guide.

1.7 Download objects

1.7.1 Overview

This topic is the overview of object download in OSS Java SDK.
0SS Java SDK provides the following download methods:

» Streaming download

» Download to your local file
* Range download

* Resumable download

« Conditional download

You can view the download progress shown in the download progress bar.



1.7.2 Streaming download
If you have a large object to download or it is time-consuming to download the entire object at a
time, you can use streaming download. Streaming download enables you to download part of the

object each time until you have downloaded the entire object.

If you do not close OssObject after it is used, connection leaks may occur. Consequently, no
connection is available and the program cannot run properly. Run the following code to close

OssObject:

OSSObj ect ossOhj ect = ossC i ent. get Obj ect (bucket Nane, obj ect Nane) ;
ossObj ect . cl ose();

The following code is used for streaming downloads:

/'l This exanpl e uses the endpoint China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

1 1t is highly risky to log on with AccessKey of an Al ibaba d oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

String object Nane = "<your Qbj ect Name>";

/'l Create an OSSO ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1l ossCbject includes the bucket nane, key (object nane), object neta
(meta information), and | nput Stream
OSSObj ect ossObj ect = ossC i ent. get Obj ect (bucket Nane, obj ect Nane) ;

/! Read the object content.
System out. println("Object content:");
Buf f er edReader reader = new BufferedReader (new | nput St reanReader (
ossObj ect . get Ohj ect Content ()));
while (true) {
String |line = reader.readLi ne();
if (line == null) break;

Systemout.println("\n" + line);
/1 If you do not close the reader after the data is read, connection
| eaks may occur. Consequently, no connection is available and the
program cannot run properly.
reader. cl ose();

/1 Cl ose your OSSO ient.
ossd i ent. shut down() ;

For the complete code of streaming download, see GitHub.


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/SimpleGetObjectSample.java

1.7.3 Download to your local file

This topic describes how to download an object from OSS to a local file.
You can run the following code to download a specified object from OSSClient to your local file:

/1 This exanpl e uses the endpoint China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

String objectName = "<your Cbj ect Nane>";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1 Downl oad an object to your local file. If the name of the object

is the sane as that of your local file, the object will replace the
local file. If the name of the object is different fromthat of your

|l ocal file, the object will be downl oaded and a new file will be added
to your | ocal device.

ossd i ent. get Obj ect (new Get Obj ect Request (bucket Name, obj ect Nane), new
Fil e("<yourlLocal File>"));

/1 Cl ose your OSSO ient.
ossd i ent. shut down() ;

1.7.4 Range download
If you only need part of the data in an object, you can use range downloads to download specified

content.
Run the following code for range download:

/I This exanpl e uses the endpoint China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

1 1t is highly risky to log on with AccessKey of an Al ibaba d oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Name>";

String object Nane = "<your Qbj ect Name>";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);



Get Obj ect Request get Obj ect Request = new Get Obj ect Request (bucket Nane,

obj ect Nan®e) ;

// Ootain data between the starting byte value of 0 and the maxi mum

byte value of 1,000 inclusive (that is, a total of 1,001 bytes). If

the specified value range is invalid, for exanple, the specified range
i ncl udes a negative nunber, or the specified value is larger than the
obj ect size, the entire object is downl oaded.

get Obj ect Request . set Range( 0, 1000);

/1 Start range downl oad.
OSSObj ect ossOhj ect = ossC i ent. get Obj ect (get Obj ect Request) ;

/'l Read dat a.
byte[] buf = new byte[ 1024];
I nput Stream i n = ossCbj ect. get Obj ect Content () ;
for (int n=0; n! =-1;
n = in.read(buf, 0, buf.length);
}

/1 If you do not close the reader after the data is read, connection
| eaks may occur. Consequently, no connections are available and an

exception occurs.

in.close();

/1 Cl ose your OSSO ient.
ossd i ent. shut down() ;

All data cannot be read at one time when it is streamed. To stream a 64 KB block of data, use
the following code to read the data multiple times until the entire object is downloaded. For more
information, see InputStream.read.
byte[] buf = new byte[1024];
I nput Stream i n = ossObj ect. get Gbj ect Content ();
for (int n=0; n! =-1;
n = in.read(buf, 0, buf.length);

in.close();

1.7.5 Resumable download
Large-sized objects may fail to be downloaded because the network is unstable or the Java
program exits abnormally and the entire object needs to be downloaded again. However, the
object may still fail to be downloaded after multiple attempts. Therefore, OSS provides resumable

download.

To enable resumable download, you need to split the object you want to download into multiple
parts and download them separately. After you have downloaded all parts, these parts will be

combined into a complete object.

You can use ossClient.downloadFile to enable resumable download. DownloadFileRequest

contains the following parameters:


https://docs.oracle.com/javase/7/docs/api/java/io/InputStream.html

Parameter

Description

Required or

optional

Default value

Configuration

methods

bucket

Specifies the
name of a bucket.

Required

None

Constructor

key

Specifies the
name of an object

Required

None

Constructor

downloadFile

Specifies a local
file. You can
download an
object to the local
file.

Optional

Name of the
object

Constructor or
setDownloadFile

partSize

Specifies the size
of a part. The
value can be
between 1 byte to
5 GB.

Optional

Size of an object/
10000

setPartSize

taskNum

Specifies the
number of
parts you need
to download
simultaneously.

Optional

setTaskNum

enableCheckpoint

Specifies whether
resumable
download is
enabled.

Optional

Disable

setEnableC
heckpoint

checkpointFile

Specifies the file
to record the
results of partial
downloads. You
need to configure
this parameter to
enable resumable
download.

This file stores
information about
the download
progress. If you
fail to download

a part, the

Optional

downloadFile.ucp
(share the same
directory with
DownloadFile)

setCheckpointFile




Parameter Description Required or Default value Configuration

optional methods

download will
continue based
on the recorded
progress. After
the object is
downloaded to
your local device
, this file will be
deleted.

Run the following code for resumable download:

/1 Thi s exanmpl e uses the endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/11t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

String obj ect Nane = "<your Cbj ect Name>";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1l Send a request to downl oad 10 tasks sinmultaneously and start
resunabl e downl oad.

Downl oadFi | eRequest downl oadFi | eRequest = new Downl oadFi | eRequest (
bucket Nanme, obj ect Nane) ;

downl oadFi | eRequest . set Downl oadFi | e(" <your Downl oadFi | e>");

downl oadFi | eRequest . set Part Si ze(1 * 1024 * 1024);

downl oadFi | eRequest . set TaskNun{ 10) ;

downl oadFi | eRequest . set Enabl eCheckpoi nt (true);

downl oadFi | eRequest . set Checkpoi nt Fi | e(" <your Checkpoi ntFil e>");

/1 Downl oad the object to your local file.

Downl oadFi | eResult downl oadRes = ossC i ent. downl oadFi | e( downl oadFi
| eRequest) ;

/'l After the downl oad succeeds, object neta is returned.

downl oadRes. get Obj ect Met a() ;

/1 ose your OSSO i ent.




ossC i ent. shut down() ;

1.7.6 Conditional download

You can configure one or more conditions for downloads. If the specified conditions are met, the
object can be downloaded. If the specified conditions are not met, an error code is returned and

the object cannot be downloaded. You can configure the following conditions:

Parameter Description

If-Modified-Since If the specified time is earlier than the time
the object is modified, the object can be
downloaded. Otherwise, an error (304 Not
modified) is returned.

If-Unmodified-Since If the specified time is later than or equal to
the time the object is modified, the object can
be downloaded. Otherwise, an error (412
Precondition failed) is returned.

If-Match If the specified ETag matches that of an object
, the object can be downloaded. Otherwise, an
error (412 Precondition failed) is returned.

If-None-Match If the specified ETag does not match that
of an object, the object can be downloaded
. Otherwise, an error (304 Not modified) is
returned.

Both If-Modified-Since and If-Unmodified-Since can exist at the same time as object download
conditions. Both If-Match and If-None-Match can exist at the same time as object download

conditions.
ossClient.getObjectMeta can be used to obtain the ETag.

Run the following code for conditional download:

/1 This exanpl e uses the endpoint China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret >";

String bucket Name = "<your Bucket Nane>";

String object Nane = "<your Obj ect Name>";



/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Get Obj ect Request request = new Get Cbj ect Request (bucket Nane, obj ect Nane
)

/1 Configure conditions.

request . set Modi fi edSi nceConstrai nt (new Date());

/1 Downl oad an object to a |local file.
ossC i ent. get Obj ect (request, new File("<yourLocal File>"));

/1 Cl ose your OSSO i ent.
ossd i ent. shut down() ;

Conditional download supports ossClient.getObject and ossClient.downloadFile.

1.7.7 Download progress bars

You can use progress bars to indicate the upload or download progress.

The following code is used as an example to describe how to view progress information with

ossClient.getObject:

static class Get hj ect ProgressLi stener inplements ProgressListener {
private |l ong bytesRead = O;
private | ong total Bytes -1;
private bool ean succeed fal se;
@verride
public void progressChanged(ProgressEvent progressEvent) {
| ong bytes = progressEvent. get Bytes();
ProgressEvent Type event Type = progressEvent. get Event Type

0);
switch (event Type) {
case TRANSFER STARTED_ EVENT:
Systemout.println("Start to downl oad...... ");
br eak;
case RESPONSE_CONTENT_LENGTH_EVENT:
this.total Bytes = hytes;
Systemout.println(this.total Bytes +
will be downl oaded to a |ocal file");
br eak;
case RESPONSE BYTE _TRANSFER _EVENT:
this. byt esRead += byt es;
if (this.totalBytes ! = -1)
int percent = (int)(this.bytesRead * 100.0 / this.

bytes in total

t ot al Byt es);
Systemout.println(bytes + " bytes have been read
at this tinme, downl oad progress: " +
percent + "9%" + this.bytesRead + "/" +
this.total Bytes + ")");
} else {
Systemout.println(bytes + " bytes have been read
at this tinme, download ratio: unknown" +
"(" + this.bytesRead + "/...)");
}

br eak;
case TRANSFER_COVPLETED_ EVENT:
this.succeed = true;



Systemout. println("Succeed to downl oad, " + this.
byt esRead + " bytes have been transferred in total");
br eak;
case TRANSFER FAI LED EVENT:
Systemout.printin("Failed to dowl oad, " + this.
byt esRead + " bytes have been transferred");
br eak;
defaul t:
br eak;
}

publ i c bool ean i sSucceed() {
return succeed;
}

public static void main(String[] args) {

/1l This exanpl e uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in GSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to

https://ram consol e. al i yun. com
String accessKeyld = "<your AccessKeyl d>";
String accessKeySecret = "<your AccessKeySecret>";
String bucket Name = "<your Bucket Nane>";
String objectName = "<your Obj ect Nane>";
OSSA i ent ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);
try {
/1 Downl oad with a progress bar displayed.
ossC i ent. get Obj ect (new Get Obj ect Request ( bucket Nane,
obj ect Nan®e) .
<CGet Obj ect Request >wi t hPr ogr essLi st ener ( new
Get Obj ect ProgressLi stener()),
new Fi | e("<yourLocal File>"));
} catch (Exception e) {
e.printStackTrace();

/1 Cose your OSSClient instance.
ossd i ent. shut down() ;

}

You can view progress information with ossClient.putObject, ossClient.getObject, or ossClient.
uploadPart. However, you cannot view progress information with ossClient.uploadFile or ossClient

.downloadFile.

For the complete code of download progress bar, see GitHub.

1.8 Manage objects

1.8.1 Overview

This topic is the overview of object management in OSS Java SDK.

You can perform the following operations on objects in a bucket with APlIs:


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/GetProgressSample.java

» Determine whether an object exists
* Manage ACL for an object

* Manage Object Meta

» List objects

» Delete an object

+ Copy an object

* Restore an archive object

* Manage a symbolic link

1.8.2 Determine whether a specified object exists

This topic describes how to determine whether a specified object exists

Run the following code to determine whether a specified object exists:

/1 This exanpl e uses endpoi nt Chi na East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/'l Determ ne whether the specified object exists.

bool ean found = ossC i ent.doesObj ect Exi st (" <your Bucket Nane>", "<
your Cbj ect Nane>") ;

System out . printl n(found);

/1l C ose your OSSC i ent.
ossd i ent. shut down() ;

1.8.3 Manage ACL for an object

This topic describes how to manage ACL for an object.

The following table describes the permissions included in the Access Control List (ACL) for an

object.
Permission Description Value
default The ACL of an object is the CannedAccessControlList.
same with that of its bucket. Default




Permission Description Value

Private Only the object owner and CannedAccessControlList.
authorized users can read and | Private
write the object.

Public read Only the object owner and CannedAccessControlList.
authorized users can read PublicRead

and write the object. Other
users can only read the object
. Authorize this permission with

caution.
Public read-write All users can read and write CannedAccessControlList.
the object. Authorize this PublicReadWrite

permission with caution.

The ACL of objects take precedence over that of buckets. For example, if the ACL of a bucket is
private, while the object ACL is public read-write, all users can read and write the object. If an

object is not configured with an ACL, its ACL is the same as that of its bucket by default.
Configure an ACL for an object
You can run the following code to configure an ACL for an object:

/1 It is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APlIs in OSS.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/[l 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recommend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

/1 Create an OSSO ient instance.

0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/'l Configure the ACL for the object to public read.

ossd i ent. set Obj ect Acl (" <your Bucket Name>", "<your Cbj ect Nane>",
CannedAccessControl Li st. Publ i cRead) ;

/1l C ose your OSSO i ent.
ossd i ent. shut down() ;

Obtain the ACL for an object
You can run the following code to obtain the ACL for an object:

/'l This exanple uses endpoint China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.



String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you |l og on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com
String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/] Obtain the ACL for an object.

bj ect Acl object Acl = ossCient.get CbjectAcl (" <your Bucket Nane>", "<
your Qbj ect Nane>") ;

System out . printl n(objectAcl.getPerm ssion().toString());

/'l C ose your OSSO i ent.
ossd i ent. shut down() ;

1.8.4 Manage Object Meta

Object Meta includes HTTP headers and user-defined Object Meta. For more information, see

Object Meta in OSS Developer Guide.
Configure HTTP headers
» Configure HTTP headers

Run the following code to configure HTTP headers:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requiremnents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, |[og on
to https://ramconsol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String content = "Hello OSS";

/'l Create Object Meta. You can configure HTTP headers with Object
Met a.
bj ect Met adata neta = new Cbj ect Met adat a() ;

String md5 = BinaryUil.toBase64String(Bi naryUtil . cal cul at eMd5(
content.getBytes()));

/] Start object content verification with MD5 val ues. After the
verification is started, the MD5 value cal culated by OSS i s conpared
with that of an object. If the two values are different, an error

occurs.

met a. set Cont ent MD5( nd5) ;

/1l Specify the type of content you want to upl oad. The content type

determ nes the formand format in which your browser reads an object
The object extension is used as the content type if the content



type is not specified. If no object extension exists, the default

val ue application/octet-streamis used.

met a. set Cont ent Type("text/plain");

/1 Specify the nane of the content when you downl oad an object.

met a. set Cont ent Di sposition("attachnment; fil enanme=\"Downl oadFi | enane

\"

/1 Configure the length for an object. If the actual object |length
is greater than the configured I ength, only the configured | ength
will be uploaded. If the configured Iength is greater than the

actual object length, the entire object will be upl oaded.

met a. set Cont ent Lengt h(content. |l ength());

/1l Configure the cache action of a webpage when an object is

downl oaded.

met a. set CacheCont r ol (" Downl oad Action");

/1 Configure the expiration time (GMI is used).

met a. set Expi rati onTi ne(Dat eUtil . parsel so8601Dat e("2022-10-12T00: 00:

00. 000Z2"));

/1 Configure the encoding format when an object is downl oaded.

met a. set Cont ent Encodi ng("utf-8");

/1 Configure the HITP header

met a. set Header (" <your Header >", "<your Header Val ue>");

/'l Create an OSSO ient instance

0SSsC i ent ossCient = new OSSC i ent (endpoi nt, accessKeyld

accessKeySecret);

/1 Upl oad the object.
ossC i ent. put Qoj ect (" <your Bucket Name>", " <your Obj ect Name>", new
Byt eArrayl nput Strean(content. getBytes()), neta);

/1 Cose your OSSCient.
ossd i ent. shut down() ;

For more information about HTTP headers, see RFC2616.

+ Configure user-defined Object Meta
You can define user-defined Object Meta for object descriptions.
Run the following code to configure user-defined Object Meta:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, | og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String content = "Hello OSS";

/1l Create an OSSClient instance.

0SS i ent ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/'l Create Object Meta.
bj ect Met adata neta = new Cbj ect Met adat a() ;


https://tools.ietf.org/html/rfc2616

/1 Set property to property-value for user-defined Cbject Meta. W
recomrend t hat you use Base64 encodi ng net hod.
met a. addUser Met adat a( " property", "property-val ue");

/1 Upl oad the object.
ossC i ent. put Qoj ect (" <your Bucket Name>", "<your Obj ect Name>", new
Byt eArrayl nput St rean{ content. get Bytes()), neta);

/1 Obtain Object Meta.
ossC i ent. get Obj ect Met adat a(" <your Bucket Narme>", " <your Cbj ect Name>");

/1l Close your OSSCient.
ossd i ent. shut down();

When an object is downloaded, its Object Meta is also downloaded. An object can contain

multiple pieces of Object Meta, with the total maximum size smaller than 8 KB.
Modify Object Meta
Run the following code to modify Object Meta:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String sourceBucket Nane " <your Sour ceBucket Nane>" ;

String sourceChj ect Nane " <your Sour ceChj ect Name>" ;

String destinationBucket Name = "<your Desti nati onBucket Nane>";

String destinationObjectName = "<yourDesti nati onCbj ect Nane>";

// Create an OSSClient instance.
0SS i ent ossCient = new OSSCl i ent (endpoi nt, accessKeyld, accesskKeyS
ecret);

/'l Replace the source object with the target object. Call ossdient.
copyObject to nodify Cbject Meta.

Copybj ect Request request = new CopyObj ect Request (sour ceBucket Nane,
sour ceQbj ect Nanme, desti nati onBucket Name, desti nati onCbj ect Nane) ;

oj ect Met adat a neta = new Obj ect Met adat a() ;

/'l Specify the type of content you want to upload. The content type
determ nes the formand format that your browser uses to read an
obj ect. The object extension is used for the content type if the

content type is not specified. If no object extension exists, the

default value application/octet-streamis used.

met a. set Cont ent Type("text/plain");

/'l Specify the name of the content when you downl oad an obj ect.

nmet a. set Cont ent Di sposi ti on("Downl oad Fil e Nane");

/1l Configure the cache action of a webpage when an object is

downl oaded.

nmet a. set CacheCont r ol (" Downl oad Action");

/'l Configure the expiration tinme (GMI is used).

met a. set Expi rationTi ne(Dat eUti | . parsel so8601Dat e("2022-10-12T00: 00: 00.

000Z2"));



/1 Configure the encoding type when the object is downl oaded.
met a. set Cont ent Encodi ng("utf-8");

/'l Configure the HTTP header.

met a. set Header (" <your Header >", "<your Header Val ue>");

[l Set property to property-value for user-defined Cbject Meta.
met a. addUser Met adat a( " property", "property-value");

r equest . set NewOhj ect Met adat a( net a) ;

/1 Modi fy Cbject Meta.
ossC i ent. copyChj ect (request);

/1 Close your OSSCient.
ossd i ent. shut down();

Obtain Object Meta

The following table lists the methods you can use to obtain Object Meta.

Method Description Advantage
ossClient.getSimplifiedObjectM | Obtains ETag, Size, and More lightweight and faster
eta LastModified (the latest time

an object is modified.) for the

object.
ossClient.getObjectMetadata | Obtains all metadata. None

Run the following code to obtain Object Meta:

/1l This exanpl e uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com
String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret >";

I/ Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/] Qotain partial Object Meta.

SinplifiedCbj ect Meta objectMeta = ossClient.getSinplifiedObjectMeta("<
your Bucket Nanme>", "<your Qbj ect Nane>");

System out . printl n(obj ect Meta. get Si ze());

System out . printl n(obj ect Met a. get ETag() ) ;

System out . printl n(obj ect Met a. get Last Modi fied());

/] Obtain all Object Meta.
bj ect Met adat a net adata = ossC i ent. get Obj ect Met adat a( " <your Bucket Nane
>" | "<your Qbj ect Nane>");

System out . pri nt | n( et adat a. get Cont ent Type() ) ;
System out . printl n(met adat a. get Last Modi fi ed())
System out . printl n(net adat a. get Expi rati onTi ne(

5);



/1 Cose your OSSCient.
ossd i ent. shut down() ;

1.8.5 List objects

This topic describes how to list objects.

Obijects are listed alphabetically. You can use ossClient.listObjects to list objects in a bucket. The

following parameters can be used for listObjects:

» ObjectListing listObjects(String bucketName): lists objects in a bucket. A maximum of 100

objects can be listed.

» ObjectListing listObjects(String bucketName, String prefix): lists objects with the specified prefix

in a bucket. A maximum of 100 objects can be listed.

» ObjectListing listObjects(ListObjectsRequest listObjectsRequest): provides multiple filtering

functions to flexibly query objects.

The following table describes parameters for ObjectListing.

Parameter Description Configuration method
objectSummaries Specifies the returned Object | List<OSSObjectSummary>
Meta. getObjectSummaries()
prefix Specifies the prefix you String getPrefix()
configure to list required
objects.
delimiter Specifies a delimiter used to String getDelimiter()

group objects.

marker Specifies the initial object in String getMarker()
the list.

maxKeys Specifies the maximum int getMaxKeys()
number of objects that can be
listed.

nextMarker Specifies the initial position for | String getNextMarker()

the next object.

isTruncated Specifies whether all results boolean isTruncated()
are returned.

commonPrefixes Specifies a set of objects List<String> getCommonP
whose names share a prefix refixes()

and end with a forward slash
(/) delimiter.




Parameter Description Configuration method

encodingType Specifies the encoding type String getEncodingType()
used in the response.

Simple list

Run the following code to list objects in a specified bucket. A maximum of 100 objects can be

listed by default.

/1l This exanpl e uses endpoi nt Chi na East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret >";

String bucket Name = "<your Bucket Nane>";

String KeyPrefix = "<yourKeyPrefix>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1 List objects. If you do not configure KeyPrifex, all objects in
the bucket are listed. If you configure KeyPrifex, objects with a
specified prefix in the bucket are |isted.

bj ectListing objectListing = ossCient.listObjects(bucketNane,
KeyPrefi x);

Li st <OSS(hj ect Summar y> suns = obj ect Li sti ng. get Obj ect Sumari es();
for (OSSObjectSumary s @ suns)

Systemout.println("\t" + s.getKey());

}

/1 C ose your OSSCient.
ossC i ent. shut down() ;

List objects with ListObjectsRequest

You can configure parameters for ListObjectsRequest to flexibly query objects. The following table

describes parameters for ListObjectsRequest.

Parameter Description Configuration method

prefix Specifies the prefix that must | setPrefix(String prefix)
be included in the returned
objects.

delimiter Specifies a delimiter of a setDelimiter(String delimiter)
forward slash (/) used to group
objects based on their names




Parameter Description Configuration method

. The substring between the
specified prefix and the first
occurrence of the delimiter
of a forward slash (/) is

commonPrefixes.
marker Lists the objects after the value | setMarker(String marker)
of marker.
maxKeys Specifies the maximum setMaxKeys(Integer maxKeys)

number of objects that can be
listed. The default value is 100
. The maximum value is 1,000.

encodingType Specifies the encoding type setEncodingType(String

of an object name in the encodingType)
response body. Only the URL
encoding type is supported.

List a specified number of objects
Run the following code to list a specified number of objects:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

/'l Create an OSSCient instance.
OSSA ient ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 Configure the maxi mum nunber.
final int maxKeys = 200;
/1 List objects.
bj ectListing objectListing = ossClient.listObjects(new ListObject
sRequest (bucket Nane) . wi t hMaxKeys( maxKeys) ) ;
Li st <OSSOhj ect Summar y> suns = obj ect Li sti ng. get Obj ect Summari es();
for (OSSObjectSumary s : suns)
Systemout.println("\t" + s.getKey());
}

/1 Close your OSSClient.
ossd i ent. shut down() ;

List objects by a specified prefix




Run the following code to list objects with a specified prefix:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recommend that you | og on as a RAM user to access APIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |[og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucket Name = "<yourBucket Nanme>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/'l Specify a prefix.
final String keyPrefix = "<yourkeyPrefix>";

/1 List objects with a specified prefix. By default, a maxi num of
100 objects can be |isted.
Obj ectListing objectListing = ossClient.|istObjects(new ListObject
sRequest (bucket Nane) . wi t hPrefi x(keyPrefix));
Li st <OSSChj ect Summar y> suns = obj ect Li sti ng. get Obj ect Sumari es();
for (OSSObjectSummary s : suns)

Systemout.println("\t" + s.getKey());
}

/1 Close your OSSClient.
ossd i ent. shut down();

+ List objects by marker

The marker parameter indicates the name of an object from which the listing begins. Run the

following code to specify an object (specified with marker) after which the listing begins:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recommend that you | og on as a RAM user to access APIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |l og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucket Name = "<your Bucket Nanme>";

/'l Create an OSSO ient instance.

0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

final String marker = "<yourMarker>";

/1 List objects placed after the object (specified with marker). By
default, a maxi mum of 100 objects can be |i sted.

Obj ectListing objectListing = ossClient.listObjects(new ListObject
sRequest (bucket Nane) . wi t hMar ker ( mar ker) ) ;



Li st <OSSChj ect Summar y> suns = obj ect Li sti ng. get Obj ect Sumari es();
for (OSShjectSummary s : suns) {

Systemout.println("\t" + s.getKey());
}

/1 Cose your OSSCient.
ossd i ent. shut down() ;

» List all objects on one or more pages

Use the following code to list all objects on one or more pages. The maximum number of

objects listed on each page is specified with maxKeys.

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, |[og on
to https://ram consol e. aliyun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

Il Create an OSSO ient instance.
CSSC i ent ossCient = new OSSCli ent (endpoi nt, accessKeyl d,
accessKeySecret);

final int naxKeys 200;
String next Marker nul | ;
Obj ect Li sting objectListing;

do {
objectListing = ossCient.listObjects(new ListObjectsRequest (
bucket Nane) . wi t hivar ker ( next Mar ker) . wi t hMaxKeys( maxKeys) ) ;

Li st <OSS(hj ect Summar y> suns = obj ect Li sti ng. get Obj ect Sumari es

()
for (OSSObjectSumary s : suns)
Systemout.println("\t" + s.getKey());
}

next Mar ker = obj ect Li sti ng. get Next Mar ker () ;

} while (objectListing.isTruncated());

/1l Close your OSSCient.
ossd i ent. shut down();

+ List objects by a specified prefix on one or more pages
Run the following code to list objects by a specified prefix on one or more pages:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform



routi ne operations and mai ntenance. To create a RAM account, |[og on
to https://ram consol e. aliyun. com
String accessKeyld = "<your AccessKeyl d>";
String accessKeySecret = "<your AccessKeySecret>";
String bucket Name = "<your Bucket Nane>";

/'l Create an OSSO ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 A maxi mum of 200 objects can be |isted on each page.
final int maxKeys = 200;

final String keyPrefix = "<yourkeyPrefix>";

String next Marker = "<your Next Mar ker >";

Ohj ect Li sting objectListing;

do {
obj ectListing = ossCient.listObjects(new ListhjectsRequest (
bucket Nane) .
wi t hPrefi x(keyPrefix).w thMarker (next Marker).w t hMaxKeys
(maxKeys) ) ;
Li st <OSSChj ect Sunmar y> suns = obj ect Li sti ng. get Obj ect Sumari es

0);
for (OSSObjectSumary s : suns)

Systemout.println("\t" + s.getKey());
}
next Marker = obj ectLi sti ng. get Next Marker () ;
} while (objectListing.isTruncated());

/1 Close your OSSCient.
ossd i ent. shut down() ;

Specify the name of an object for encoding.

You must encode the name of an object if the name contains the following special characters.

OSS supports encoding with URL.

— Single quotation marks (')
— Double quotations marks ()
— ampersands (&)

— angle brackets (< >)

— Pause marker (. )

— Chinese characters

Run the following code to encode the name of a specified object:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recommend that you | og on as a RAM user to access APIs or perform



routi ne operations and mai ntenance. To create a RAM account, |[og on
to https://ram consol e. aliyun. com
String accessKeyld = "<your AccessKeyl d>";
String accessKeySecret = "<your AccessKeySecret>";
String bucket Name = "<your Bucket Nane>";

/'l Create an OSSO ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

final int maxKeys = 200;

final String keyPrefix = "<yourkeyPrefix>";
String next Marker = "<your Next Mar ker >";

Obj ect Li sting objectlListing;

do {

Li st Obj ect sRequest |i st Obj ect sRequest = new Li st Obj ect sRequest (
bucket Nane) ;

i st Obj ect sRequest. set Prefix(keyPrefix);

I i st Obj ect sRequest . set MaxKeys( maxKeys) ;

I'i st Obj ect sRequest . set Mar ker ( next Mar ker) ;

/'l Specify the nane of an object for encoding.
I i st Obj ect sRequest . set Encodi ngType("url™);

objectListing = ossCient.listObjects(listCbjectsRequest);

/1 Decode the object.
for (OSSOhject Sunmary obj ect Summary: obj ectLi sting. gethjectS
umaries()) {
Systemout. println("Key:" + URLDecoder. decode(object Sumary.
getKey(), "UTF-8"));
}

/| Decode the commonPrefixes paraneter.
for (String commonPrefixes: objectlListing.getConmonPrefixes()) {
Systemout. printl n("ComonPrefixes:" + URLDecoder. decode(
commonPrefi xes, "UTF-8"));

}
/1 Decode the next Marker paraneter.
if (objectListing.getNextMarker() ! = null) {
next Mar ker = URLDecoder. decode(obj ect Li sti ng. get Next Mar ker
(), "UTF-8");

} while (objectListing.isTruncated());

/1 Close your OSSClient.
ossd i ent. shut down() ;

Folder simulation

OSS does not use folders. All elements are stored as objects. To simulate a folder on the OSS
console, you actually create a 0 MB object whose name ends with a forward slash (/). This object
can be uploaded and downloaded. By default, the OSS console displays an object whose name

ends with a forward slash (/) as a folder.

The delimiter and prefix parameters can be used to simulate folder functions.



» Prefix: specifies the prefix as the name of a folder. The folder is used to list all files (in the folder
) and subfolders (directories in the folder) that start with this prefix. These files and subfolders
are included in the Objects list.

+ Delimiter: If the delimiter is specified as a forward slash (/), only the files and subfolders (
directories) are displayed. Subfolders (directories) are included in the CommonPrefixes list,

while the files and folders in subfolders are not displayed.

For more information about folders, see Folder simulation. For the complete code of creating an

object, see GitHub.

Assume that the following objects are stored in a bucket: oss.jpg, fun/test.jpg, fun/movie/001.avi
, and fun/movie/007.avi. Forward slashes (/) are used as delimiters for folders. The subsequent

examples show how to simulate folder functions.
+ List all objects in a bucket
Run the following code to list all objects in a bucket:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Name>";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/'l Create ListObjectsRequest.
Li st Obj ect sRequest |i st Obj ect sRequest = new Li st Obj ect sRequest (
bucket Nane) ;

/1 List objects.
Obj ectListing listing = ossClient.|istCbjects(listObjectsRequest);

/1 Print all objects.
Systemout.println("Cbjects:");
for (OSSObj ect Sutmmary obj ect Summary : |isting. get Cbject Sunmari es())

System out . printl n(obj ect Summary. get Key());

/1 Print all conmonPrefixes.

System out . printl n(" CommonPr efi xes: ") ;

for (String comonPrefix : |isting.getCommonPrefixes()) {
System out . printl n(comonPrefi x) ;

}


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CreateFolderSample.java

/! Disable the OSSC i ent.
/1 Close your OSSCient.

The returned results are as follows:

bj ect s:

fun/ novi e/ 001. avi
fun/ novi e/ 007. avi
fun/test.jpg

0SS. | pg

CommonPr ef i xes:

» List all objects in a specified folder

Run the following code to list all objects in a specified folder:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
W recommend that you | og on as a RAM user to access APIs or perform
routi ne operations and mai ntenance. To create a RAM account, |[og on
to https://ram consol e. ali yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucket Name = "<your Bucket Nanme>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/'l Create ListObjectsRequest.

Li st Obj ect sRequest |i st Obj ect sRequest = new Li st Obj ect sRequest (
bucket Nane) ;

/1 Configure the Prefix paraneter to obtain all objects in the fun
f ol der.

|i st Cbj ect sRequest.setPrefix("fun/");

/'l Recursively list all objects in the fun folder.
bj ectListing listing = ossClient.|istCbjects(listObjectsRequest);

/1 Print all objects.
Systemout. println("Cbjects:");
for (OSSObj ect Summary obj ect Summary : |isting. get Cbject Sunmari es())

System out. printl n(obj ect Sunmary. get Key());
/1 Print all commonPrefixes.
System out. println("\nCommonPrefixes:");

for (String comonPrefix : |isting.getCommonPrefixes()) {
System out . printl n(commonPrefix);
}

/1 Close your OSSCient.



ossd i ent. shut down() ;
The returned results are as follows:

bj ect s:

fun/ novi e/ 001. avi
f un/ novi e/ 007. avi
fun/test.jpg

CommonPr ef i xes:

» List objects and subfolders in a folder
Use the following code to list objects and subfolders in a folder:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1l Create ListObjectsRequest.
Li st Obj ect sRequest |i st Obj ect sRequest = new Li st Obj ect sRequest (
bucket Nane) ;

/1l Set forward slashes (/) as the delinmiter for folders.
i stbjectsRequest.setDelimter("/");

/[l List all objects and folders in the fun fol der.
i stObjectsRequest.setPrefix("fun/");

bj ectListing listing = ossClient.|istCbjects(listObjectsRequest);

/1 Print all objects.

Systemout. println("Cbjects:");

/1 List objects in the fun folder in a objectSummries |ist.

for (OSSOhject Summary obj ect Summary : |isting. getQbjectSunmaries())

System out . printl n(obj ect Summary. get Key());
}

/1 Print all conmonPrefixes.
System out . println("\nCommonPrefixes:");
/1 commonPrefixs lists all subfolders in the fun folder. The fun/
nmovi e/ 001. avi and fun/novi e/ 007. avi objects are not |isted, because
they are objects in the novie folder (a subfolder of the fun fol der
).
for (String comonPrefix : |isting.getCommonPrefixes()) {
System out . printl n(conmonPrefix);
}



/1 Close your OSSCient.
ossd i ent. shut down() ;

The returned results are as follows:

bj ect s:
fun/test.|pg

CommonPr ef i xes:
f un/ novi e/

1.8.6 Delete objects

. Warning:

Delete objects with caution because deleted objects cannot be recovered.
Delete an object

Run the following code to delete a single object:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

String obj ect N\ane = "<your Cbj ect Name>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/'l Del ete an object.
ossC i ent. del et e(hj ect (bucket Nane, obj ect Nane) ;

/'l Close your OSSClient.
ossd i ent. shut down() ;

Delete multiple objects

You can delete a maximum of 1,000 objects simultaneously. Objects can be deleted in two modes

: detail (verbose) and simple (quiet) modes.

+ verbose: returns the list of objects that you have deleted successfully. The default mode is

verbose.

» quiet: returns the list of objects that you failed to delete.



The following table describes the parameters for DeleteObjectsRequest.

Parameter Description Configuration method

Keys Specifies the objects you want | setKeys(List<String>)
to delete.

quiet Specifies a mode that the setQuiet(boolean)

deletion result uses. True
indicates quiet. False indicates
verbose. The default mode is
verbose.

encodingType Encodes the name of the setEncodingType(String)
returned objects. Only URL is
supported.

The following table describes the parameters for DeleteObjectsResult.

Parameter Description Configuration method
deletedObjects Specifies the deletion result List<String> getDeletedObjects
. verbose indicates the list 0

of objects you have deleted
successfully. quiet indicates
the list of objects you failed to
delete.

encodingType Encodes the name of objects | getEncodingType()
in deletedObjects.

Run the following code to delete multiple objects simultaneously:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

// Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1 Del ete objects.

Li st<String> keys = new ArrayList<String>();
keys. add( " key0Q0") ;

keys. add( " keyl");



keys. add( " key2") ;

Del et eCbj ect sResul t del et eCbj ect sResult =

ossC i ent. del et eObj ect s( new

Del et ebj ect sRequest (bucket Nane) . wi t hKeys(keys));
Li st<String> del etedbj ects = del et eCbj ect sResul t. get Del et edObj ects();

/1 Close your OSSClient.
ossC i ent. shut down() ;

For the complete code of deleting multiple objects simultaneously, see GitHub.

1.8.7 Copy objects

Copy a small-sized object

You can use ossClient.copyObject to copy an object smaller than 1 GB from a bucket (source

bucket) to another bucket (target bucket) in the same region. ossClient.copyObject supports the

following configuration methods.

Configuration method

Description

CopyObjectResult copyObiject(String
sourceBucketName, String sourceKey, String
destinationBucketName, String destinationKey)

Allows you to specify a source bucket, source
object, target bucket, and target object. After
the copy operation is completed, the target
object content and its Object Meta are the
same as those of the source object. This is
called simple copy.

Request copyObjectRequest)

CopyObjectResult copyObject(CopyObject

Allows you to specify target Object Meta and
copy conditions. If the URL of the source
bucket is the same as that of the target object
, the Object Meta of the source object is
replaced with that of the target object.

The following table describes the parameters you can configure for CopyObjectRequest.

Parameter Description Configuration method
sourceBucketName Specifies the name of the setSourceBucketName(String
source bucket. sourceBucketName)
sourceKey Specifies the name of a source | setSourceKey(String
object. sourceKey)

destinationBucketName

Specifies the name of a target
bucket.

setDestinationBucketName(
String destinationBucketName)

destinationKey

Specifies the name of a target
object.

setDestinationKey(String
destinationKey)



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/DeleteObjectsSample.java

Parameter

Description

Configuration method

newObjectMetadata

Specifies the target Object
Meta.

setNewObjectMetadata(
ObjectMetadata newObjectM
etadata)

matchingETagConstraints

Restrictions on copies.
Specifies the conditions for
object copy. If ETag of a
source object is the same
as what OSS calculates,
the source object is copied.

Otherwise, an error is returned.

setMatchingETagConstraints
(List<String> matchingET
agConstraints)

nonmatchingEtagConstraints

Specifies the conditions for
object copy. If ETag of a
source object is different from
the ETag the user provides,
the source object is copied.

Otherwise, an error is returned.

setNonmatchingETagCo
nstraints(List<String>
nonmatchingEtagConstraints)

unmodifiedSinceConstraint

Specifies the conditions for
object copy. If the specified
time is later than or equal to
the time an object is modified
, the source object is copied.

Otherwise, an error is returned.

setUnmodifiedSinceConstraint
(Date unmodifiedSinceConst
raint)

modifiedSinceConstraint

Specifies the conditions for
object copy. If a source object
is modified after the specified
time, the source object is
copied. Otherwise, an error is
returned.

setModifiedSinceConstraint(
Date modifiedSinceConstraint)

The following table describes the parameters you can configure for CopyObjectRequest.

Parameter

Description

Configuration method

ETag

Specifies the unique identifier
of an object.

String getETag()

Lastmodified

Specifies the latest time an
object is modified.

Date getLastModified()

Note:




Object copy rules are as follows:

* Users have permissions to read and write the source object.

+ Data cannot be copied across regions. For example, you cannot copy an object in a bucket

from China East1 (Hangzhou) to China North1 (Qingdao).

* The object size is limited to a maximum of 1 GB.
+ Simple copy
Run the following code for simple copy:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, | og on

to https://ram consol e. al i yun. com
String accessKeyld = "<your AccessKeyl d>";
String accessKeySecret = "<your AccessKeySecret>";

String sourceBucket Nane
String sourceObj ect Nanme
String destinati onBucket Name = "<your Desti nati onBucket Nane>";
String destinationObject Name = "<yourDesti nati onCbj ect Nane>";

" <your Sour ceBucket Nane>" ;
" <your Sour ceChj ect Nanme>" ;

/1l Create an OSSClient instance.
CSSsC i ent ossCient = new OSSCli ent (endpoi nt, accessKeyl d,
accessKeySecret);

/| Copy an object.

CopyObj ect Result result = ossdient.copyObject (sourceBucket Nane,

sour ceObj ect Nanme, destinati onBucket Nanme, destinati onCbj ect Nane);

Systemout.println("ETag: " + result.getETag() + " LastMdified: "
+ resul t.getlLast Modified());

/1l Close your OSSCl i ent.
ossd i ent. shut down() ;

+ CopyObjectRequest-based copy
Run the following code for CopyObjectRequest-based copy:

/1l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, | og on

to https://ram consol e. aliyun. com
String accessKeyld = "<your AccessKeyl d>";
String accessKeySecret = "<your AccessKeySecret>";

String sourceBucket Nane
String sourceObj ect Nanme

" <your Sour ceBucket Nane>" ;
" <your Sour ceChj ect Nanme>" ;



String destinati onBucket Name
String destinati onCbj ect Nane

"<your Desti nati onBucket Nane>";
"<your Desti nati onCbj ect Nane>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/'l Create a CopyObj ect Request object.

Copybj ect Request copyObj ect Request = new CopyObj ect Request
(sour ceBucket Narme, sourceObj ect Name, desti nati onBucket Nane,
desti nati onQbj ect Nane) ;

/1 Configure Qbject Meta for a new object.
Obj ect Met adata neta = new Cbj ect Met adat a() ;
net a. set Cont ent Type("text/htm");

copyhj ect Request . set NewObj ect Met adat a( et a) ;

/| Copy the object.
CopyObj ect Result result = ossdient.copyOhject (copylhj ect Request);
Systemout.println("ETag: " + result.getETag() + " LastMdifi ed:

+ result. getlLast Modified());

/1l Close your OSSC i ent.
ossC i ent. shut down() ;

Copy a large-sized object

To copy an object larger than 1 GB, you need to use UploadPartCopy. In other words, you need
to split the object into multiple parts and copy each of them simultaneously. To enable UploadPart

Copy, perform the following steps:

1. Use ossClient.initiateMultipartUpload to initiate an UploadPartCopy task.

2. Start UploadPartCopy with ossClient.uploadPartCopy. Aside from the last part, all parts must
be larger than 100 KB.

3. Submit the UploadPartCopy task with ossClient.completeMultipartUpload.

/1 This exanpl e uses endpoi nt Chi na East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String sourceBucket Nanme " <your Sour ceBucket Nanme>" ;
String sourceCbj ect Nane " <your Sour ceChj ect Nane>";
String destinationBucket Name = "<your Desti nati onBucket Nane>";
String destinati onObj ect Name = "<your Desti nati onObj ect Name>";

bj ect Met adat a obj ect Met adata = ossC i ent . get Cbj ect Met adat a( sour ceBuck
et Name, sour ceCbj ect Nane) ;

[/ Obtain the size of the object you want to copy.

| ong contentlLength = object Met adat a. get Cont ent Lengt h() ;



/1 Set the mnimumsize to 10 MB for each part.
|l ong partSize = 1024 * 1024 * 10;

/1 Calculate the total nunber of parts.
int partCount = (int) (contentLength / partSize);
if (contentLength % partSize ! = 0) {
part Count ++;
}

Systemout.println("total part count:" + partCount);

/1 Initiate an Upl oadPart Copy task. You can specify Object Meta for
the target object with InitiateMiltipartUpl oadRequest.
InitiateMiltipartUpl oadRequest initiateMiltipartUpl oadRequest = new
InitiateMiltipartUpl oadRequest (desti nati onBucket Nane, destinatio
nCbj ect Nane) ;
InitiateMul ti part Upl oadResult initiateMiltipartUpl oadResult =
ossCient.initiateMultipartUpload(initiateMiltipartUpl oadRequest);
String uploadld = initiateMilti partUpl oadResul t. get Upl oadl d();

/1l Start the Upl oadPart Copy task.
Li st <Part ETag> part ETags = new Arrayli st <Part ETag>() ;
for (int i =0; i < partCount; i++) {
[l Calculate the size of each part.
| ong ski pBytes = partSize * i;
| ong size = partSize < contentlLength - skipBytes ? partSize :
content Length - ski pBytes;

/| Create Upl oadPart CopyRequest. You can specify conditions with
Upl oadPar t CopyRequest .

Upl oadPar t CopyRequest upl oadPart CopyRequest =

new Upl oadPart CopyRequest ( sour ceBucket Name, sour ceCbj ect Nane,

desti nati onBucket Name, desti nati onObj ect Nane) ;

upl oadPart CopyRequest . set Upl oadl d( upl oadl d) ;

upl oadPart CopyRequest . set Part Si ze(si ze) ;

upl oadPart CopyRequest . set Begi nl ndex( ski pByt es) ;

upl oadPart CopyRequest . set Part Nunber (i + 1);

Upl oadPar t CopyResul t upl oadPart CopyResult = ossC i ent. upl oadPart
Copy(upl oadPart CopyRequest) ;

/'l Save the returned ETag of parts to partETags.
part ETags. add( upl oadPart CopyResul t. get Part ETag() ) ;

}

/1 Submt the Upl oadPart Copy t ask.
Conpl et eMul ti part Upl oadRequest conpl et eMul ti part Upl oadRequest = new
Conpl et eMul ti part Upl oadRequest (

desti nati onBucket Nanme, desti nati onObj ect Nane,
upl oadl d, partETags);
ossC i ent. conpl eteMul tipartUpl oad(conpl et eMul ti part Upl oadRequest);

/1 Close your OSSCient.
ossd i ent. shut down();

For more information about UploadPartCopy, see UploadPartCopy. For the complete code of

UploadPartCopy, see GitHub.


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/UploadPartCopySample.java

1.8.8 Restore an archive object

This topic describes how to restore an archive object.
For the complete code of restoring an archive object, see GitHub.

You must restore an archive object before you read it. Do not call restoreObject for non-archive

objects.
The state conversion process of an archive object is as follows:

1. An archive object is in the frozen state.

2. After you submit it for restoration, the server restores the object. The object is in the restoring

state.

3. You can read the object after it is restored. The restored state of the object lasts one day by
default. You can prolong this period to a maximum of seven days. Once this period expires, the

object returns to the frozen state.

Run the following code to restore an object:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
reconmend that you log on as a RAM user to access APls or perform
routi ne operati ons and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane
String objectNanme

= "<your Bucket Name>" ;

= "<your Qbj ect Nane>";

/'l Create an OSSClient instance.

0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Obj ect Met adat a obj ect Met adata = ossC i ent. get Obj ect Met adat a( bucket Nane
., key);

/'l Verify whether the object is an archive object.// Verify that the
file is an archive file.
St orageCl ass st orageC ass = obj ect Met adat a. get Obj ect St or aged ass() ;
if (storaged ass == Storaged ass. Archive) {

/'l Restore the object.

ossC ient.restoreCbj ect (bucket Name, obj ect Nane);

/1 Wait until the object is restored.
do {
Thr ead. sl eep(1000) ;
obj ect Met adata = ossC i ent. get Obj ect Met adat a( bucket Nane,
obj ect Nan®e) ;
} while (! objectMetadata.isRestoreConpleted());


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/test/java/com/aliyun/oss/integrationtests/ArchiveTest.java

/1 Obtain the restored object.
OSSObj ect ossOhj ect = ossC i ent. get Obj ect (bucket Nane, obj ect Nane) ;
0ossObj ect . get Obj ect Content (). cl ose();

/1 Cose your OSSClient.
ossd i ent. shut down() ;

For more information about the archive storage classes, see Introduction to storage classes.

1.8.9 Manage a symbolic link

This topic describes how to manage a symbolic link.
Create a symbolic link

A symbolic link is a special object that maps to an object similar to a shortcut used in Windows.

You can configure user-defined Object Meta for symbolic links.
Run the following code to create a symbolic link:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the

actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you |l og on as a RAM user to access APlIs or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com
String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

String synLink = "<your SynlLi nk>";

String destinati onObj ect Name = "<your Desti nati onCbj ect Nane>";

/'l Create an OSSClient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/'l Create Object Meta.

(bj ect Met adat a net adata = new (bj ect Met adat a() ;

met adat a. set Cont ent Type("text/plain");

/1l Set property to property-value for user-defined netadata.
met adat a. addUser Met adat a( " property"”, "property-val ue");

/'l Create CreateSym inkRequest.
Creat eSynl i nkRequest createSym i nkRequest = new Creat eSynl i nkRequest (
bucket Name, synlink, destinati onCbj ect Nane);

/1 Configure Cbject Meta.
creat eSym i nkRequest . set Met adat a( net adat a) ;

/] Create synbolic |inks.
/'l Create a synbolic |ink.

/1 Cose your OSSCient.



ossC i ent. shut down() ;

For more information about symbolic links, see PutSymlink.

Obtain object content for a symbolic link

To obtain a symbolic link, you must have the read permission on it. Run the following code to

obtain the object content for a symbolic link:

[/ This exanple uses endpoint China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/[l 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has permi ssions on all APIs in CSS. W
recomrend that you log on as a RAM user to access APIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com
String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

String synlLink = "<yourSyniLi nk>";

/'l Create an OSSC ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1 Obtain a synbolic |ink.

OSSSym i nk synbol i cLi nk = ossCl i ent. get Sym i nk(bucket Name, synii nk);
/1l Print the content of the object that the synmbolic link directs to.
System out . printl n(symbol i cLi nk. get Sym i nk());

System out . printl n(synbol i cLi nk. get Target ());

System out . printl n(synbolicLi nk. get Request1d());

/1l C ose your OSSO i ent.
ossd i ent. shut down() ;

For more information about symbolic links, see GetSymlink.

1.9 Data security

OSS Java SDK provides data integrity checks and file encryption on the server and client to

guarantee data security during file (object) uploads, downloads, and replication.

Data integrity checks

OSS Java SDK provides MD5 authentication and cyclic redundancy checks (CRC) to guarantee

data integrity for object (file) uploads, downloads, and replication.

MD5 authentication

If you configure Content-MD5 for file uploads, OSS calculates the MD5 value based on the
received content. If the MD5 value is inconsistent with that of the uploaded file, InvalidDigest is

returned. Thus, data integrity is guaranteed.



Run the following code for MD5 authentication during the file upload:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recommend that you | og on as a RAM user to access APIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |[og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSC i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 Upload a string.
String content = "Hello OSS*;

bj ect Met adata neta = new Cbj ect Met adat a() ;

/1 Configure MD5 authentication.

String md5 = BinaryUil.toBase64String(Bi naryUtil . cal cul at eMd5(
content.getBytes()));

met a. set Cont ent MD5( nd5) ;

ossd i ent. put Obj ect (" <your Bucket Nane>", "<your Obj ect Nanme>", new
Byt eArrayl nput St rean(content. getBytes()), neta);

/1 Close your OSSClient instance.
ossd i ent. shut down() ;

Note:
MD5 authentication can be used for putObject, getObject, appendObject, postObject, and
uploadPart.
« CRCG64

CRC is enabled by default during object (file) uploads, downloads, and replication to guarantee

data integrity.
Run the following code to check whether CRC takes effect during the file upload:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, |og on
to https://ram consol e. al i yun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/] Create an OSSC i ent instance.



OSSCA ient ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 Upload a string.
String content = "Hello OSS";

Put Obj ect Result result = ossCient. put Qbject (" <yourBucket Name>", "<
your Qbj ect Nane>", new Byt eArrayl nput Stream(content. getBytes()));

/'l Check whether CRC is enabled. True indicates it is enabled while
false indicates it is disabled.
if (ossClient.getdientConfiguration().isC cCheckEnabled()) {
[l Check whet her CRC takes effect based on the response.
OSSUti | s. checkChecksum(result.getdientCRC(), result.getServerC
RC(), result.getRequestld());
}

/1 Close your OSSClient instance.
ossd i ent. shut down() ;

Note:

* You can use CRC64 authentication for putObject, getObject, appendObject, and
uploadPart.

+ CRC64 authentication affects the upload and download progress because CRC64 uses

CPU space.
File encryption on the server

You can set the serverSideEncryption parameter in Object Meta to AES256 or KMS for file
uploads to encrypt the file and save it on the server. For more information, see Server-side

encryption in the OSS Developer Guide.
Run the following code for file encryption on the server during file uploads:

/1l This exanple uses endpoint China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. con';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1 Upload a string.
String content = "Hello OSS";

bj ect Met adata neta = new Cbj ect Met adat a() ;
/1l Set the server-side encryption code to AES256 for the file.



met a. set Server Si deEncrypti on( Cbj ect Met adat a. AES 256 SERVER S| DE
ENCRYPTI ON) ;

ossC i ent. put Obj ect (" <your Bucket Nane>", "<your Cbj ect Name>", new
Byt eArrayl nput Streanm( content. getBytes()), neta);

/1 Close your OSSClient instance.
ossd i ent. shut down() ;

Client-side encryption

To encrypt a file on the client, you can encrypt the data on your local device, upload it to OSS,
download it to the local device, and decrypt it. For more information, see Introduction to client-side

encryption SDK in OSS Developer Guide.

1.10 Authorized access

This topic describes how to authorize access to users.
Use STS for temporary access authorization

OSS supports Alibaba Cloud Security Token Service (STS) for temporary access authorization.

STS is a web service that provides a temporary access token to a cloud computing user. Through
the STS, you can assign a third-party application or a RAM user (you can manage the user ID) an
access credential with a custom validity period and permissions. For more information about STS,

see STS introduction.
STS advantages:

* Your long-term key (AccessKey) is not exposed to a third-party application. You only need to
generate an access token and send the access token to the third-party application. You can

customize access permissions and the validity of this token.

* You do not need to keep track of permission revocation issues. The access token automatically

becomes invalid when it expires.

For more information about the process of access to OSS with STS, see RAM and STS scenario

practices in OSS Developer Guide.
Run the following code to create a signature request with STS:

/1 This exanpl e uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in OSS. W
reconmend that you log on as a RAM user to access APls or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com
String accessKeyld = "<your AccessKeyl d>";


https://www.alibabacloud.com/help/doc-detail/73332.htm
https://www.alibabacloud.com/help/doc-detail/73332.htm

String accessKeySecret = "<yourAccessKeySecret>";
String securityToken = "<your SecurityToken>";

/]l After a user obtains a tenporary STS credential, the OSSClient is
generated with the security token and tenporary access key (AccessKeyl
d and AccessKeySecret).

/'l Create an OSSO ient instance.

OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret, securityToken);

/| Perform operations on OSS.

/1 O ose your OSSC i ent.
ossd i ent. shut down() ;

Sign a URL to authorize temporary access

Sign a URL

You can provide a signed URL to a visitor for temporary access. When you sign a URL, you

can specify the expiration time for a URL to restrict the period of access from visitors.

Sign a URL for access with HTTP GET
Use the following code to sign a URL that allows access with HTTP GET:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual

endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you |l og on as a RAM user to access APIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, | og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

String objectName = "<your Cbj ect Nane>";

/'l Create an OSSClient instance.
0SS ient ossClient = new OSSO i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1l Set the expiration tine of a URL to one hour.

Date expiration = new Date(new Date().getTinme() + 3600 * 1000);

/1l Generate the URL that allows access with HTTP GET. Visitors can
use a browser to access relevant content.

URL url = ossCient.generatePresignedUr| (bucket Nane, object Nane,
expiration);

/1 Cose your OSSCient.
ossd i ent. shut down() ;

Sign a URL for access with other HTTP methods



A URL needs to be signed for temporary access from a visitor to perform other operations such

as file upload and deletion. For example:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual

endpoi nt based on your requirenents.

String endpoi nt = "o0ss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APls in OSS. W
recomrend that you |l og on as a RAM user to access APIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, | og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";
String accessKeySecret = "<your AccessKeySecret>";
String securityToken = "<your SecurityToken>";

String bucket Name = "<your Bucket Nane>";
String object Nane = "<your Qbj ect Name>";

/]l After a user obtains a tenporary STS credential, the OSSO i ent
is generated with the security token and tenporary access key (

AccessKeyl d and AccessKeySecret).

CsSsC i ent ossCient = new OSSCl i ent (endpoi nt, accessKeyl d,

accessKeySecret, securityToken);

Gener at ePr esi gnedUr | Request request = new Gener at ePresi gnedUr |
Request (bucket Nane, obj ect Nane, HttpMet hod. PUT) ;

/1l Set the expiration tine of a URL to one hour.

Date expiration = new Date(new Date().getTinme() + 3600 * 1000);
request . set Expi rati on(expiration);

/| Set Content Type.

request . set Cont ent Type( DEFAULT_OBJECT_CONTENT_TYPE) ;

/1 Configure custom Object Meta.

request . addUser Met adat a("aut hor", "aliy");

/1 Sign a URL that allows access with HTTP PUT.
URL signedUl = ossCient.generatePresignedUrl (request);

Map<String, String> requestHeaders = new HashMap<String, String>();
request Header s. put (Ht t pHeader s. CONTENT_TYPE, DEFAULT_OBJECT_CONTE
NT_TYPE) ;

r equest Header s. put (OSS_USER METADATA PREFI X + "author", "aliy");

/1 Upload a file with the signed URL.
ossd i ent. put Obj ect (signedUrl, new ByteArrayl nput Strean("Hell o OSS".
getBytes()), -1, requestHeaders, true);

/1l Close your OSSC i ent.
ossd i ent. shut down() ;

Visitors can use a signed URL to upload a file by passing in the HttpMethod.PUT parameter.
» Add specified parameters to a URL

Run the following code to add specified parameters to a URL:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

1 1t is highly risky to log on with AccessKey of an Al ibaba d oud
account because the account has perm ssions on all APIs in CSS. W



recomrend that you |l og on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, | og on
to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret >";

String bucket Nanme " <your Bucket Narme>";

String objectName = "<your Qbj ect Name>";

/1l Create an OSSClient instance.
OSSC ient ossClient = new OSSO ient(endpoint, accessKeyld,
accessKeySecret);

/'l Create a request.

Gener at ePr esi gnedUr | Request gener at ePresi gnedUr | Request = new

Gener at ePr esi gnedUr | Request (bucket Nanme, obj ect Nane) ;

/1 Set HttpMethod to PUT.

gener at ePr esi gnedUr | Request . set Met hod( Ht t pMet hod. PUT) ;

/1 Add custom Cbj ect Meta.

gener at ePr esi gnedUr | Request . addUser Met adat a( " aut hor ™, "baymax");

/1 Add Content - Type.

gener at ePr esi gnedUr | Request . set Cont ent Type("appl i cati on/ oct et - st ream

/1l Set the expiration tine of a URL to one hour.

Date expiration = new Date(new Date().getTinme() + 3600 * 1000);
gener at ePr esi gnedUr | Request . set Expi rati on(expiration);

/'l Cenerate the signed URL.

URL url = ossCient.generatePresignedUrl (generatePresi gnedUr | Request

)

/1 Cose your OSSCient.
ossd i ent. shut down() ;

* Use a signed URL to obtain or upload an object
— Use a signed URL to obtain an object

Run the following code to obtain a specified object through a signed URL:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni;

[/l 1t is highly risky to log on with AccessKey of an Alibaba

Cl oud account because the account has perm ssions on all APIs in
CSS. W recommend that you log on as a RAM user to access APIs
or performroutine operations and nai ntenance. To create a RAM
account, log on to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucket Name = "<your Bucket Nanme>";

String object Nanme " <your Obj ect Nanme>";

/'l Create an OSSClient instance.
0SSC i ent ossCient = new OSSC i ent (endpoint, accessKeyld,
accessKeySecret);

Date expiration = DatelUtil . parseRfc822Dat e("Wd, 18 Mar 2022 14: 20
:00 GvIT") ;

Gener at ePr esi gnedUr | Request request = new Gener at ePresi gnedUr |
Request (bucket Nane, obj ect Nane, HttpMethod. GET);

/1l Configure the expiration tinme.

request . set Expi rati on(expiration);



/1l Generate a signed URL that allows HTTP GET access.
URL signedU|l = ossClient .generatePresignedUrl (request);
Systemout.println("signed url for getChject: " + signedUrl);

/1l Use the signed URL to send a request.

Map<String, String> custonHeaders = new HashMap<String, String>();
/1 Add a request header to Get (bject.

cust onHeader s. put (" Range", "bytes=100-1000");

OSSbj ect obj ect = ossdient. get Qbj ect (signedUrl, cust omHeaders) ;

/1l Cose your OSSCient.
ossd i ent. shut down() ;

— Use a signed URL to upload a file

Run the following code to upload a file with a signed URL.:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://o0ss-cn-hangzhou. al i yuncs. coni;

/1 1t is highly risky to log on with AccessKey of an Alibaba

Cl oud account because the account has perm ssions on all APlIs in
0OSS. W recommend that you |l og on as a RAM user to access APIs
or performroutine operations and nai ntenance. To create a RAM
account, log on to https://ram consol e. al i yun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

String objectNanme = "<your Cbj ect Nane>";

/'l Create an OSSO ient instance.
0SSC i ent ossCient = new OSSC i ent (endpoint, accessKeyld,
accessKeySecret);

/1l Cenerate the signed URL.

Date expiration = DateUtil . parseRfc822Dat e(" Thu, 19 Mar 2019 18:00
:00 Gvr);

Gener at ePr esi gnedUr | Request request = new Gener at ePresi gnedUr |
Request (bucket Nane, obj ect Nane, HttpMet hod. PUT) ;

/1 Configure the expiration tinme.

request . set Expi rati on(expiration);

/1 Configure Content-Type.

request . set Cont ent Type( " appl i cati on/ octet-streant');

/1 Configure custom Qbj ect Meta.

request . addUser Met adat a("aut hor", "aliy");

/!l Generate a signed URL that allows access with HTTP PUT.

URL signedUrl = ossCient.generatePresignedUl (request);
Systemout.println("signed url for putCbject: " + signedUrl);

/1l Use the signed URL to send a request.

File f = new Fil e("<yourLocal Fil e>");

FilelnputStreamfin = new Fil el nput Strean(f);

/1 Add a request header to Put Cbject.

Map<String, String> custonHeaders = new HashMap<String, String>();
cust omHeader s. put (" Cont ent - Type", "application/octet-streant);
cust omHeader s. put (" x-oss- et a-aut hor", "aliy");

Put Obj ect Result result = ossCient. putject(signedUrl, fin, f.
| engt h(), custonHeaders);

/1l Close your OSSClient.



ossCl i ent. shut down() ;

1.11 Manage lifecycle rules
This topic describes how to manage lifecycle rules.
You can use OSS to configure lifecycle rules to reduce storage costs. The lifecycle management

rules can be used for automatic deletion of expired objects and fragments, or storage class

conversion to Infrequent Access for objects that will expire soon. Each rule includes:

Rule ID: It identifies a rule. Ensure that each rule ID in a bucket is unique.

» Policy: You can configure a policy by using the following configuration methods. Only one

method can be configured for a bucket.

= Configure by Prefix: You can create multiple rules with this method. Ensure that each prefix
is unique.
= Configure for Entire Bucket: You can configure only one rule with this method.

» Expired: You can configure the following configuration methods:

— Set by Number of Days: It specifies the number of days from the last modification time of
objects.

— Set by Date: It specifies the date prior to which objects are created. If objects are created
prior to the date, these objects are deleted.

« Status: This lifecyle rule takes effect or not.

The parts uploaded by uploadPart method also support lifecycle rules. The last modification time

of an object is the time the multipart upload event is initiated.
For more information about lifecycle management, see Manage object lifecycle.
Configure lifecycle rules

Run the following code to configure lifecycle rules:

/'l This exanple uses endpoint China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

[/l Create an OSSC i ent instance.



0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Set Bucket Li f ecycl eRequest request = new Set Bucket Li f ecycl eRequest (
bucket Nane) ;

/1l Configure the rule |ID and object nane prefix.
String ruleld0 = "rul e0";

String matchPrefix0 = "A0/";

String ruleldl = "rulel";

String matchPrefixl = "Al/";

String ruleld2 = "rul e2";

String matchPrefix2 = "A2/";

String ruleld3 = "rul e3";

String matchPrefix3 = "A3/";

/1l Set the expiration duration to 3 days after |ast nodified date.
request . AddLi f ecycl eRul e( new Li fecycl eRul e(rul el dO, mat chPrefi x0,
Rul eSt at us. Enabl ed, 3));

/1 Configure expiration date to delete objects that are created before
t he date.

Li fecycleRul e rule = new Lifecycl eRul e(rul el d1, matchPrefix1,

Rul eSt at us. Enabl ed) ;

rul e. set Cr eat edBef oreDat e(Dat eUti | . par sel SO8601Dat e("2022- 10- 12T00: 00:

00. 0002"));

request . AddLi f ecycl eRul e(rul e) ;

/1l Set the expiration duration to 3 days for parts in an object.
rule = new Lifecycl eRul e(rul el d2, matchPrefix2, Rul eStatus. Enabl ed);
Li fecycl eRul e. Abort Mul ti part Upl oad abort Mul ti part Upl oad = new

Li fecycl eRul e. Abort Mul ti part Upl oad() ;

abort Mul ti part Upl oad. set Expi rati onDays(3);

rul e.set Abort Mul ti part Upl oad(abort Ml ti part Upl oad);

request . AddLi f ecycl eRul e(rul e) ;

[l Configure expiration date to delete parts that are created before
t he date.

rule = new Lifecycl eRul e(rul el d3, matchPrefix3, Rul eStatus. Enabl ed);
abort Mul ti part Upl oad = new Lifecycl eRul e. Abort Mul ti part Upl oad();
abort Mul ti part Upl oad. set Cr eat edBef oreDat e(Dat eUti | . par sel SO8601Dat e( "
2022-10-12T00: 00: 00. 000Z"));

rul e.set Abort Mul ti part Upl oad(abortMil ti part Upl oad);

request . AddLi f ecycl eRul e(rul e) ;

ossCd i ent. set Bucket Li fecycl e(request) ;

/1 Close your OSSClient.
ossd i ent. shut down() ;

View lifecycle rules

Run the following code to view lifecycle rules:

/1l This exanple uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. con';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform



routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Li st<Lifecycl eRul e> rules = ossC i ent. get Bucket Li f ecycl e( bucket Nane) ;
for (LifecycleRule rule : rules) {
Systemout.printlin(rule.getld());
Systemout.println(rule.getPrefix());
System out. println(rul e. get Expirati onDays());
System out. println(rul e. get Creat edBef oreDate());
i f(rule.hasAbortMiltipartUpload()) {
Systemout. println(rul e. get Abort Ml ti part Upl oad(). get Expi rati onDays
)
System out . println(rul e. get Abort Mul ti part Upl oad() . get Creat ed
Bef oreDate());

}

/1 Close your OSSCient.
ossd i ent. shut down() ;

Clear lifecycle rules
Run the following code to clear lifecycle rules:

/1l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, |log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

/'l Create an OSSC ient instance.

0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

ossC i ent. del et eBucket Li f ecycl e( bucket Nane) ;

/1 Cose your OSSClient.

ossd i ent. shut down() ;

1.12 CORS

This topic describes how to perform CORS.

Cross-origin resource sharing (CORS) allows web applications to access resources that belong to

another region. OSS provides CORS APIs for convenient cross-origin access control.



For more information, see Cross-origin resource sharing and PutBucketcors in OSS Developer

Guide.
Configure CORS rules
Run the following code to configure CORS rules for the specified bucket:

/1l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret >";

String bucket Name = "<your Bucket Nane>";

/'l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Set Bucket CORSRequest request = new Set Bucket CORSRequest ( bucket Nane) ;

/Il Create a CORS rule. A maxi mum of 10 rules can be configured for
each bucket.
ArrayLi st <CORSRul e> put CorsRul es = new ArraylLi st <CORSRul e>();

CORSRul e corRul e = new CORSRul e();

ArrayList<String> all owedOrigin = new ArrayList<String>();
/'l Specify the source of the cross-origin access request.
al | onedCri gi n.add( "http://ww.b. com');

ArrayList<String> all owedMet hod = new ArrayLi st<String>();

/'l Specify the cross-region request nethods (GET, PUT, DELETE, POCST,
and HEAD) that are all owed.

al | onedMet hod. add( " GET") ;

ArrayLi st<String> al | onedHeader = new ArraylList<String>();

/'l Specify whet her the header specified in Access-Control - Request -
Headers of pre-flight request (OPTIONS) is all owed.

al | onedHeader . add( " x-oss-test");

ArraylLi st <String> exposedHeader = new ArraylList<String>();

/'l Specify the response header that all ows user access from applicatio

ns.

exposedHeader . add(" x- oss-test1");

/1 Al owedOigins and Al l owedMet hods all ow only one wildcard asterisk
(*). Wldcard asterisks (*) indicate that all sources of the cross-

origin requests and operations are all owed.

cor Rul e. set Al | owedMet hods( al | onedMet hod) ;

corRul e. set Al | owedOri gi ns(al | owedOri gi n);

/1 Al owedHeaders and ExposeHeaders do not allow wildcard asterisks
(*).

cor Rul e. set Al | owedHeader s(al | onedHeader) ;

cor Rul e. set ExposeHeader s( exposedHeader) ;

/'l Specify the cache tinme (seconds) for the response of browser pre-

flight (OPTIONS) requests to a specific resource.



cor Rul e. set MaxAgeSeconds( 10) ;

/1 A maxi mum of 10 rules is all owed.
put Cor sRul es. add(cor Rul e) ;

/'l The existing rules will be repl aced.
request . set Cor sRul es( put Cor sRul es) ;
ossC i ent. set Bucket CORS(request) ;

/1 Close your OSSCient.
ossd i ent. shut down() ;

Obtain CORS rules
Run the following code to obtain CORS rules:

/1l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

/'l Create an OSSCient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

ArrayLi st <CORSRul e> cor sRul es;
/]l Obtain the CORS rule |ist.
corsRules = (ArraylLi st <CORSRul e>) ossd i ent. get Bucket CORSRul es(
bucket Nane) ;
for (CORSRule rule : corsRules) {

for (String allowedOriginl : rule.getAlowedOigins()) {

/1 Obtain all owed sources of cross-origin requests.

Systemout. println(all owedCOriginl);

for (String all owedMet hodl : rul e.get Al l onedMet hods()) {
/] Obtain the allowed cross-origin request nethod.
System out. println(al | onedMet hodl) ;

}

if (rule.getAllowedHeaders().size() > 0){
for (String all owedHeader1 : rul e.get Al |l onedHeaders()) {
/1 Cbtain the header list for allowed cross-origin requests.
System out . println(al | onedHeader 1) ;
}
}

i f (rul e.get ExposeHeaders().size() > 0) {
for (String exposeHeader : rul e.get ExposeHeaders()) {
/] Obtain the header for an allowed cross-origin request.
System out . printl n(exposeHeader) ;
}
}

if ( null ' = rule.get MaxAgeSeconds()) {



System out . println(rul e. get MaxAgeSeconds());

}

/1 O ose your OSSO ient.
ossd i ent. shut down();

Delete CORS rules
Run the following code to delete all CORS rules for the specified bucket:

/'l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.
We recomend that you log on as a RAM user to access APIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/'l Delete all CORS rules for a specified bucket.
ossd i ent. del et eBucket CORSRul es( bucket Nane) ;

/1l C ose your OSSO i ent.
ossd i ent. shut down() ;

1.13 Set logging

You can enable access logs to record bucket access to log files, which are stored in a specified

bucket.
The log file format is as follows:
<Tar get Pr ef i x><Sour ceBucket >- YYYY- mm DD- HH- MMt SS- Uni queSt ri ng
For more information about access log files, see Set access logging.
Enable access logging

Run the following code to enable bucket access logging:

/'l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";



String accessKeySecret = "<yourAccessKeySecret>";

/1 Create an OSSO ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Set Bucket Loggi ngRequest request = new Set Bucket Loggi ngRequest ("<
your Sour ceBucket Nanme>") ;

/1 Configure the bucket that stores log files.

r equest . set Tar get Bucket (" <your Tar get Bucket Nane>") ;

/1l Configure the log file storage directory.

request . set Tar get Prefi x("<your Tar get Prefi x>");

ossd i ent. set Bucket Loggi ng(request);

/1l Close your OSSCient.
ossC i ent. shut down() ;

View access logging configurations

Run the following code to view the access logging configurations for a bucket:

/1l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

1 1t is highly risky to log on with AccessKey of an Al ibaba d oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/'l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Bucket Loggi ngResult result = ossdient. getBucket Loggi ng("<your Source
Bucket Nane>") ;

System out. println(result.getTargetBucket());
Systemout.println(result.getTargetPrefix());

/1 Cose your OSSCient.
ossd i ent. shut down() ;

Disable access logging

Run the following code to disable access logging for a bucket:

/1l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret >";

[/l Create an OSSC i ent instance.



0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Set Bucket Loggi ngRequest request = new Set Bucket Loggi ngRequest ("<
your Sour ceBucket Nane>") ;

request . set Tar get Bucket (nul ) ;

request . set Target Prefix(null);

ossd i ent. set Bucket Loggi ng(request);

/1 C ose your OSSC i ent.
ossd i ent. shut down();

1.14 Static website hosting

You can set your bucket configuration to the static website hosting mode. After the configuration
takes effect, you can access this static website with the bucket domain and be redirected to a

specified index page or error page.

For more information about static website hosting, see Static website hosting.
Configure static website hosting

Run the following code to configure static website hosting:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in CSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/1l Create an OSSClient instance.
OSSC i ent ossClient = new OSSC i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Set Bucket Websi t eRequest request = new Set Bucket Wbsi t eRequest ("<
your Bucket Nane>") ;

request . set | ndexDocunent ("i ndex. ht m ") ;

request . set Error Docunent ("error. htm ");

ossC i ent. set Bucket Wbsi t e(request);

/'l Cl ose your OSSO i ent.
ossd i ent. shut down() ;

View static website hosting configurations
Run the following code to view static website hosting configurations:

/1 This exanpl e uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in CSS.



We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret >";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Bucket WbsiteResult result = ossdient. getBucket Website("<yourBucket
Name>") ;

Systemout . println(result.getlndexDocunent());

Systemout. println(result.getErrorDocunent());

/1l Close your OSSCl i ent.
ossd i ent. shut down() ;

Delete static website hosting configurations
Run the following code to delete static website hosting configurations:

/1l This exanple uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. con';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

/1l Create an OSSClient instance.

0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

ossC i ent. del et eBucket Websi t e(" <your Bucket Nane>") ;

/1l Cose your OSSCient.

ossd i ent. shut down() ;

1.15 Anti-leech

This topic describes how to use anti-leech.

To prevent your data on OSS from being leeched, OSS supports anti-leeching through the referer

field settings in the HTTP header, including the following parameters:

+ Referer whitelist: Used to allow access only for specified domains to OSS data.

+ Empty referer: Determines whether the referer can be empty. If it is not allowed, only requests

with the referer filed in their HTTP or HTTPS headers can access OSS data.

For more information about anti-leaching, see Anti-leeching settings.



Configure the referer whitelist

Run the following code to configure the referer whitelist:

/1l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

/'l Create an OSSCient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Li st<String> refererList = new ArrayLi st<String>();

/1 Add the referer field. The referer field allows question marks (?)
and asterisks (*) for wildcard use.
refererList.add("http://ww.aliyun.com');
refererList.add("http://www. *.coni);

refererList.add("http://ww. ?.aliyuncs. conl);

/1l Configure the referer list for a bucket. Set the paraneter to true
, Which allows the referer field to be enpty.

Bucket Ref erer br = new Bucket Referer(true, refererlList);

ossCl i ent. set Bucket Ref er er (bucket Nane, br);

/1 Close your OSSCient.
ossC i ent. shut down() ;

Obtain a referer whiltelist
Run the following code to obtain a referer whiltelist:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/[l 1t is highly risky to log on with AccessKey of an Al ibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<yourBucket Name>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/] Obtain the referer list for a bucket.

Bucket Ref erer br = ossd i ent. get Bucket Ref er er (bucket Nane) ;
Li st<String> refererList = br.getRefererList();

for (String referer : refererList) {
Systemout.println(referer);

}



/1 Close your OSSC i ent.
ossd i ent. shut down() ;

Clear a referer whitelist

Run the following code to clear a referer whitelist:

/'l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recommend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

/1l Create an OSSClient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/'l You cannot clear a referer whitelist directly. To clear a referer
whitelist, you need to create the rule that allows an enpty referer
field and replace the original rule with the new rule.

Bucket Ref erer br = new Bucket Referer();

ossd i ent. set Bucket Ref er er (bucket Nane, br);

/1l C ose your OSSO i ent.
ossd i ent. shut down() ;

1.16 Cross-region replication

Cross-region replication is used to automatically and asynchronously copy objects across buckets
in different regions. Any changes (creation, replacement, and deletion) to objects in the source
bucket will be synchronized to the target bucket. This function is used to meet the requirements of

cross-region disaster recovery and data replication.
For more information about cross-region replication, see Manage cross-region replication.
Enable cross-region replication

Run the following code to enable cross-region replication:

/'l This exanple uses endpoint China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<yourAccessKeySecret>";



String bucket Name = "<your Bucket Nane>";

/1 Create an OSSO ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

AddBucket Repl i cati onRequest request = new AddBucket Repl i cati onRequest (

bucket Nane) ;

request . set Repl i cati onRul el D("<your Rul el d>") ;

r equest . set Tar get Bucket Name( " <your Tar get Bucket Nane>") ;

[/l This exanple uses the target endpoint China (Beijing).

request . set Tar get Bucket Locati on("oss-cn-beijing");

/'l Disable historical data replication. Hi storical data replication is
enabl ed by default.

request . set Enabl eHi st ori cal Obj ect Repl i cati on(fal se);

ossd i ent. addBucket Repl i cati on(request);

/1l Close your OSSC i ent.
ossd i ent. shut down() ;

View cross-region replication configurations

Use the following code to view the cross-region replication configurations for a bucket:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recommend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

/1l Create an OSSClient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Li st <ReplicationRul e> rules = ossd i ent. get Bucket Repli cati on(
bucket Nane) ;
for (ReplicationRule rule : rules) {
Systemout. println(rul e.getReplicationRulelD());
System out. println(rul e. get Target Bucket Locati on());
System out. printl n(rul e. get Tar get Bucket Nanme() ) ;

}

/'l Close your OSSCl i ent.
ossd i ent. shut down();

View cross-region replication progress

Cross-region replication progress includes the progress of historical and real-time data synchroniz

ation.

» Percent signs (%) indicate the progress of historical data synchronization. This function only

works for buckets for which historical data synchronization has been enabled.



» Time points (the point of latest time the data is written) indicate the progress of real-time data
synchronization. If a time point is displayed, the data created before this time point has been

synchronized.
Run the following code to view the cross-region replication progress:

/1l This exanple uses endpoint China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. con';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

/'l Create an OSSO ient instance.
OSSA i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Bucket Repl i cati onProgress process = ossC ient. getBucket Replication
Pr ogress(bucket Nanme, "<yourRul el d>");

System out . printl n(process. getReplicationRulelD());

/1 Check whether historical data synchroni zation is enabl ed.
System out . printl n(process. i sEnabl eHi storical Obj ect Replication());
/1l Print historical data synchronization progress.

System out . println(process. getHi storical ObjectProgress());

/1 Print real-tinme data synchroni zati on progress.

System out . printl n(process. get Newlbj ect Progress());

/'l Close your OSSClient.
ossd i ent. shut down() ;

View the target regions for synchronization
Run the following code to obtain the target regions to which buckets can be synchronized:

/1l This exanple uses endpoint China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Nane = "<your Bucket Name>";

/'l Create an OSSO ient instance.
0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

Li st<String> |l ocations = ossCient.getBucket Replicati onLocation(
bucket Nane) ;
for (String loc : locations) {



Systemout. println(loc);

}

/1 Close your OSSCient.
ossd i ent. shut down();

Disable cross-region replication
Use the following code to disable cross-region replication:

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

/'l Create an OSSC i ent instance.

0SS i ent ossClient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/! Disable cross-region replication. After this function is disabled

, Objects in the target bucket exist and all changes in the source
obj ects cannot be synchronized.

ossC i ent. del et eBucket Repl i cati on(bucket Nane, "<yourRul el d>");

/1 C ose your OSSCient.
ossd i ent. shut down() ;

1.17 Image processing

Image Processing (IMG) is a massive, secure, cost-effective and highly reliable image processing
service. After source images are uploaded to OSS, you can process images on any Internet

device at any anytime, from anywhere through simple RESTful APIs.
For more information about IMG, see Image Processing.
For the complete code of IMG, see GitHub.
Basic features
OSS offers the following IMG features:

* Retrieve dominant image tones
* Format conversion
* Resize images

* Incircle


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/ImageSample.java

* Adaptive orientation

» Brightness

* Add watermarks: allows you to add images, texts, or image-text watermarks to another image.
* Image processing

* Image processing access rules: calls multiple IMG functions.
Usage
IMG uses standard HTTP GET. You can configure IMG parameters in QueryString of a URL.

If the ACL of an image object is private read and write, only authorized users are allowed for

access.
* Anonymous access
You can use the following format in level-3 domains to access a processed image:

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Cbj ect Nane>?x- 0ss-
pr ocess=i mage/ <your Act i on>, <your Par anVal ue>

Parameter Description

bucket Specifies the name of a bucket.

endpoint Specifies endpoint used to access a region.

object Specifies the name of an image object.

image Specifies the reserved identifier for IMG.

action Specifies the operations on an image, such
as scaling, cropping, and rotating.

param Specifies the parameter that indicates the
operation on an image.

= Basic operations
For example, scale an image to a width of 100 px. Adjust the height based on the ratio.

http://i mage-deno. oss-cn- hangzhou. al i yuncs. com exanpl e. ] pg?x- 0Ss-
process=i mage/ resi ze, w_100

= Customized image styles



You can use the following format in level-3 domains to access a processed image:

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Cbj ect Nane>?x- 0Ss-
process=styl e/ <your St yl eNanme>

m style: specifies a reserved identifier of a customized image style.

m yourStyleName: specifies the name of a custom image style. It is the name specified in

the rule that is created on the OSS console.

Example:

htt p://i mage- denp. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0Ss-
process=styl e/ oss- pi c-styl e-w 100

— Cascade operations
Cascade operations allow you to perform multiple operations on an image sequentially.

htt p: // <your Bucket Nanme>. <your Endpoi nt >/ <your Cbj ect Nanme>?x- 0ss
- process=i mage/ <your Act i onl1>, <your Par anVal uel>/ <your Acti on2>, <
your Par anval ue2>/ . . .

Example:

htt p://i mage- deno. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0ss-
process=i mage/resi ze, w 100/ rot at e, 90

— HTTPS access

IMG supports access through HTTPS. Example:

htt ps://image-denp. oss- cn- hangzhou. al i yuncs. conl exanpl e. j pg?x- 0ss-
process=i mage/ resi ze, w 100

Authorized access

Authorized access allows you to customize an image style, HTTPS access, and cascade

operations.
Run the following code to generate a signed URL for IMG:

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, |og on
to https://ram consol e. al i yun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Nane>";

String objectName = "<your Obj ect Nane>";



/'l Create an OSSCient instance.

CsSSC i ent ossClient = new OSSCl i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 Custom ze the image style.

String style = "image/resize, mfixed, w 100, h_100/r ot at e, 90";

/1 Set the expiration tine to 10 m nutes.

Date expiration = new Date(new Date().getTinme() + 1000 * 60 * 10 );
Gener at ePr esi gnedUr | Request req = new Cener at ePresi gnedUr | Request (
bucket Nanme, obj ect Nane, HttpMet hod. GET);

req. set Expi rati on(expiration);

req. set Process(style);

URL signedU|l = ossCient.generatePresignedUrl(req);

System out . println(signedUrl);

/1 Cose your OSSCient.

ossd i ent. shutdown();sdient.shutdown();

Access with SDK
You can use SDK to access and process an image object with any ACLs.
SDK allows you to customize image styles, HTTPS access, and cascade operations.

— Basic operations

Run the following code to perform basic operations on an image:

[l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

String endpoint = "http://o0ss-cn-hangzhou. al i yuncs. coni;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has permnissions on all the APIs in
OSS. W recommend that you |l og on as a RAM user to access APIs
or performroutine operations and nai ntenance. To create a RAM

account, log on to https://ram consol e. al i yun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<your Bucket Name>";

String objectName = "<your Cbj ect Nane>";

/'l Create an OSSO ient instance.
0SSC i ent ossCient = new OSSCl i ent (endpoi nt, accessKeyl d,

accessKeySecret);

/1 Scal e the inmage.

String style = "image/resize, mfixed, w 100, h_100";
Get Obj ect Request request = new Get Obj ect Request (bucket Nane,
obj ect Nane) ;

request . set Process(style);

ossC i ent. get Obj ect (request, new Fil e("exanpl e-resi ze.jpg"));
/1 Crop the image.

style = "i mage/ crop, w 100, h_100,x_100,y _100,r_1";

request = new Get Obj ect Request (bucket Nane, obj ect Nane);
request . set Process(style);

ossC i ent. get Obj ect (request, new Fil e("exanpl e-crop.jpg"));
/'l Rotate the image.

style = "image/rotate, 90";

request = new Get Cbj ect Request (bucket Nane, obj ect Nane);
request . set Process(style);

ossC i ent. get Obj ect (request, new Fil e("exanpl e-rotate.jpg"));
/' Sharpen the inmage.

style = "i mage/ shar pen, 100";

request = new Get Cbj ect Request (bucket Nane, obj ect Nane) ;



request . set Process(style);

ossCd i ent. get Obj ect (request, new Fil e("exanpl e-sharpen.jpg"));
/1 Add wat er mar ks.

style = "i mage/ wat er mark, t ext SGVsb&Bg5Zu- 54nmH5pyN5Yqghl Q';
request = new Get Obj ect Request (bucket Nanme, obj ect Nane) ;
request . set Process(style);

ossC i ent. get Obj ect (request, new Fil e("exanpl e-wat ermark.jpg"));
/1l Convert the image format.

style = "i mage/ f ormat, png";

request = new Get Obj ect Request (bucket Nane, obj ect Nane);
request . set Process(style);

ossC i ent. get Obj ect (request, new Fil e("exanpl e-format. png"));
[/ Cbtain inage informtion.

style = "imge/info";

request = new Get Obj ect Request (bucket Nane, obj ect Nane);
request . set Process(style);

ossC ient. get Obj ect (request, new Fil e("exanple-info.txt"));

/1 Close your OSSC i ent.

ossd i ent. shut down() ;

= Customize an image style

Run the following code to customize an image style:

[l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual

endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. coni;

[/l 1t is highly risky to log on with AccessKey of an Alibaba
Cl oud account because the account has perm ssions on all APlIs in
0SS. W recommend that you |log on as a RAM user to access APls
or performroutine operations and nmai ntenance. To create a RAM
account, log on to https://ram consol e. al i yun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";

String bucket Name = "<yourBucket Nanme>";

String object Nanme " <your Obj ect Nanme>";

/'l Create an OSSO ient instance.
0SSC i ent ossCient = new OSSCl i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/] Custom ze the image style.

String style = "styl e/ <your Cust onfSt yl eNane>";

Get Obj ect Request request = new Get Obj ect Request (bucket Nane,
obj ect Nan®) ;

request . set Process(style);

ossC i ent. get Obj ect (request, new Fil e("exanpl e-new. jpg"));

/1 Cose your OSSCient.
ossd i ent. shut down() ;

— Cascade operations

Run the following code to perform cascade operations on an image:

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual

endpoi nt based on your requirenents.

String endpoint = "http://o0ss-cn-hangzhou. al i yuncs. coni';

/1 1t is highly risky to log on with AccessKey of an Alibaba
Cl oud account because the account has perm ssions on all APIs in



0SS. W recommend that you log on as a RAM user to access APIs
or performroutine operations and mai ntenance. To create a RAM
account, log on to https://ram consol e. al i yun.com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret >";

String bucket Name = "<your Bucket Nane>";

String objectName = "<your Qbj ect Name>";

/1l Create an OSSClient instance.
0SSC i ent ossCient = new OSSCl i ent (endpoi nt, accessKeyl d,
accessKeySecret);

/1 Perform cascade operations.

String style = "image/resi ze, mfixed, w 100, h_100/r ot at e, 90";
Get Obj ect Request request = new Get Obj ect Request (bucket Nane,
obj ect Nane) ;

request . set Process(style);
ossC i ent. get Obj ect (request, new Fil e("exanpl e-new. jpg"));

/1 Disable the OSSO i ent.
ossd i ent. shut down() ;

Image processing persistence

Run the following code for image processing persistence:

/'l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual

endpoi nt based on your requirenents.

String endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/[l 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you |l og on as a RAM user to access APIs or perform
routi ne operations and mai nt enance.

To create a RAM account, log on to https://ram consol e. al i yun. com

String accessKeyld = "<your AccessKeyl d>";

String accessKeySecret = "<your AccessKeySecret>";
String bucket Nane = "<your Bucket Name>";

String sourcel mage = "<your Sour cel mageNanme>";

try {

/1l Create an OSSCient instance.
0SSCl i ent ossCient = new OSSO i ent (endpoi nt, accessKeyld, accessKeyS
ecret);

/1 1 mage processing persistence: Scal e the inmge.
StringBuil der sbStyle = new StringBuil der();
Formatter styleFormatter = new Formatter(sbStyle);
String styleType = "inmage/resize, mfixed, w 100, h_100";
String targetlmage = "exanpl e-resi ze. png";
styl eFormatter. format ("%| sys/ saveas, 0 %, b _9%", styleType,
Bi naryUti | .toBase64Stri ng(targetl nage. getBytes()),
Bi naryUti |l .toBase64Stri ng(bucket Nanme. get Bytes()));
Systemout. println(sbStyle.toString());
ProcessOhj ect Request request = new ProcessObj ect Request ( bucket Nane,
sourcel mage, shStyle.toString());
GenericResult processResult = ossCient.processCbject(request);
String json = 1OUtils.readStreamAsStri ng(processResult. get Response().
get Content (), "UTF-8");
processResul t. get Response() . get Content (). cl ose();
System out. println(json);



/1 1 mage processing persistence: dip the i mage.
sbStyl e. del ete(0, sbStyle.length());
styl eType = "i mage/ crop, w 100, h_100, x_100,y 100,r_1";
targetl mage = "exanpl e-crop. png";
styl eFormatter. format ("%| sys/ saveas, 0%, b_9%", styleType,
Bi naryUti |l .toBase64Stri ng(targetl nage. getBytes()),
Bi naryUti | .toBase64Stri ng( bucket Nane. get Bytes()));
Systemout. println(sbStyle.toString());
request = new ProcessOhj ect Request (bucket Nane, sourcel nage, sbStyle.
toString());
processResult = ossCient. processChject(request);
json = 1QUtils.readStreamAsStri ng(processResul t. get Response().
get Content (), "UTF-8");
processResul t. get Response(). get Content (). cl ose();
System out . println(json);

/1 1 mage processing persistence: Rotate the object.
sbStyl e. del ete(0, sbStyle.length());
styl eType = "i mage/rotate, 90";
targetl mage = "exanpl e-rotate. png";
styl eFormatter. format ("%| sys/ saveas, 0_%, b_9%", styleType,
Bi naryUti | .toBase64Stri ng(targetl nage. getBytes()),
Bi naryUti | .toBase64Stri ng( bucket Nane. get Bytes()));
request = new ProcessObj ect Request (bucket Nanme, sourcel mage, sbStyle.
toString());
processResult = ossC i ent. processChject(request);
json = 1QUtils.readStreamAsStri ng(processResul t. get Response().
get Content (), "UTF-8");
processResul t. get Response() . get Content (). cl ose();
System out . println(json);

/1 1 mage processing persistence: Sharpen the imge.
sbStyl e. del ete(0, sbStyle.length());
styl eType = "i mage/ shar pen, 100";
target | mage = "exanpl e-shar pen. png";
styl eFormatter. format ("%| sys/saveas, o_%, b_9%", styleType,
Bi naryUtil.toBase64Stri ng(targetlnage. getBytes()),
Bi naryUtil.toBase64Stri ng(bucket Nane. get Bytes()));
request = new ProcessObj ect Request (bucket Nane, sourcel mage, sbStyle.
toString());
processResult = ossCient. processChject(request);
json = 1QUtils.readStreamAsStri ng(processResul t. get Response().
get Content (), "UTF-8");
processResul t. get Response(). get Content (). cl ose();
System out . println(json);

/1 1 mage processing persistence: Add wat er marKks.
sbStyl e. del ete(0, sbStyle.length());
styl eType = "i mage/ wat er mark, t ext SGVsbGg5Zu- 54ntH5pyNsYghl Q' ;
targetl mage = "exanpl e-wat er mar k. png";
styleFormatter. format ("%| sys/saveas, 0 %, b_9%", styleType,
BinaryUtil.toBase64Stri ng(targetl mage. getBytes()),
Bi naryUti |l .toBase64Stri ng( bucket Nanme. get Bytes()));
request = new ProcessObj ect Request (bucket Nane, sourcel mage, sbStyle.
toString());
processResult = ossCient. processChject(request);
json = 1OUils.readStreamAsStri ng(processResul t. get Response().
get Content (), "UTF-8");
processResul t. get Response() . get Content (). cl ose();
System out. println(json);



/1 1 mage processing persistence: Convert the image fornmat.
sbStyl e. del ete(0, sbStyle.length());
styl eType = "image/format, jpg";
target |l mage = "exanpl e-fornmatconvert.jpg";
styl eFormatter. format ("%| sys/saveas, o_%, b_9%", styleType,
Bi naryUtil.toBase64Stri ng(targetlnage. getBytes()),
Bi naryUtil.toBase64Stri ng(bucket Nane. get Bytes()));
request = new ProcessObj ect Request (bucket Nane, sourcel mage, sbStyle.
toString());
processResult = ossCient. processChject(request);
json = 1QUtils.readStreamAsStri ng(processResul t. get Response().
get Content (), "UTF-8");
processResul t. get Response(). get Content (). cl ose();
System out . println(json);

} catch (Exception e) {
e.printStackTrace();

}
IMG tools

You can use the IMG viewer ImageStyleViever to directly view the IMG result.

1.18 Exception handling

0SS Java SDK has two types of exceptions: ClientException and OSSException. Both share the

properties of RuntimeException.
Example for handling exceptions

Run the following code to handle exceptions:

try {
/'l Perform operations on 0SS, for exanple, object uploads.

ossCient.putObject(...);
} catch (OSSException oe) {
System out . printl n("Caught an OSSExcepti on, which neans your
request made it to GSS, "
+ "but was rejected with an error response for sonme reason

D I
Systemout.println("Error Message: " + oe.getErrorCode());
Systemout. println("Error Code: " + oe.getErrorCode());
System out . printl n("Request |D: " + oe.getRequestlid());
System out. println("Host |ID: " + oe.getHostld());

} catch (dientException ce) {
System out . println("Caught an Cient Excepti on, which neans the
client encountered "
+ "a serious internal problemwhile trying to conmunicate
with GCSS,
+ "such as not being able to access the network.") ;
Systemout.println("Error Message: " + ce.getMessage());
} finally {
if (ossClient ! = null) {
ossd i ent. shut down() ;
}


https://gosspublic.alicdn.com/image/index.html

}

ClientException

The ClientException exception occurs when the client attempts to send requests and when the

data is transmitted to OSS. For example, when a request is sent, ClientException may occur due

to unavailable network connections. ClientException may occur during file uploads due to 10

exceptions.

OSSException

ServiceException indicates a server exception. The exception occurs because a server error

message is parsed. OSSException includes the error code and information returned from OSS. It

is used to locate and handle problems.

The following table describes common OSSException information.

Parameter Description

Code Specifies the error code returned by OSS.

Message Specifies the detailed error information
returned by OSS.

Requestld Specifies the UUID. It is unique and used to
identify a request. If a problem persists, send
the Requestld to OSS developers for help.

Hostld Identifies an OSS cluster. Ensure that the value
of Hostld is consistent with the Host (endpoint
to access a bucket) used in the request.

Common OSS error codes

Error Code Description HTTP status code
AccessDenied Access denied 403
BucketAlreadyExists The bucket already exists. 409
BucketNotEmpty The bucket is not empty. 409
EntityToolLarge The entity size exceeds the 400

maximum limit.
EntityTooSmall The entity size is below the 400

minimum limit.

FileGroupToolLarge

The total file group size 400
exceeds the maximum limit.




Error Code Description HTTP status code
FilePartNotExist No such part exists. 400
FilePartStale The part has expired. 400
InvalidArgument The parameter format is invalid [ 400
InvalidAccessKeyld No such AccessKeyld exists. |403
InvalidBucketName The bucket name is invalid. 400
InvalidDigest The digest is invalid. 400
InvalidObjectName The object name is invalid. 400
InvalidPart The part is invalid. 400
InvalidPartOrder The part order is invalid. 400
InvalidTargetBucketF The buckets that store log files | 400
orLogging are invalid.
InternalError Internal OSS error 500
MalformedXML The XML format is invalid. 400
MethodNotAllowed The method is not allowed. 405
MissingArgument Parameters are not configured. | 411
MissingContentLength The content length is not 411
configured.
NoSuchBucket No such bucket exists. 404
NoSuchKey No such object exists. 404
NoSuchUpload No such uploadld exists. 404
Notlmplemented The methods are not 501
implemented.
PreconditionFailed Precondition error 412
RequestTimeTooSkewed The local time set for 403
OSSClient is deviated from the
time set for the OSS server by
over 15 minutes.
RequestTimeout Request timeout 400
SignatureDoesNotMatch Signature mismatch 403




Error Code Description HTTP status code

InvalidEncryptionAlgorithmErro | The specified encryption 400
r algorithm (the entropy
encoding type) is invalid.

1.19 FAQ

Jar conflicts
+ Cause analysis

If the following errors occur when you use OSS Java SDK, jar conflicts may exist in your project

Exception in thread "main" java.l ang. Nod assDef FoundError: org/
apache/ http/ ssl/ Trust Strat egy

at comaliyun.oss.0SSClient.<init>(0SSCient.java: 268)

at comaliyun.oss.0SSClient.<init>(0SSCient.java: 193)

at com al i yun. oss. deno. Hel | oCSS. mai n( Hel | 0CSS. j ava: 77)
Caused by: java.l ang. d assNot FoundException: org.apache. http. ssl.
Trust Strat egy

at java.net.URLC assLoader $1. run( URLClI assLoader . j ava: 366)

at java.net.URLd assLoader $1. run( URLCl assLoader . j ava: 355)

at java.security. AccessController.doPrivil eged(Native Mt hod)

at java.net.URLC assLoader. fi ndC ass(URLC assLoader . java: 354)

at java.l ang. d assLoader. | oadd ass(Cl assLoader. j ava: 425)

at sun. m sc. Launcher $AppCl assLoader . | oadC ass(Launcher. j ava: 308)

at java.l ang. d assLoader. | oadd ass(Cl assLoader.j ava: 358)

3 nore

Or

Exception in thread "main" java.lang. NoSuchFi el dError: | NSTANCE

at org.apache. http.inpl.io.DefaultHttpRequest WiterFactory. <init>(
Def aul t Ht t pRequest Wit er Factory. java: 52)

at org.apache. http.inpl.io.DefaultHttpRequest WiterFactory. <init>(
Def aul t Ht t pRequest Wit er Fact ory. j ava: 56)

at org.apache. http.inpl.io.DefaultHtpRequestWiterFactory.<clinit
>(Def aul t H t pRequest Wit er Factory. j ava: 46)

at org. apache. http.inpl.conn. ManagedHtt pCl i ent Connecti onFactory. <
i nit>(ManagedHtt pd i ent Connecti onFactory.java: 82)

at org. apache. http.inpl.conn. ManagedHt t pCl i ent Connecti onFactory. <
i nit>(ManagedHtt pd i ent Connecti onFactory.java: 95)

at org. apache. http.inpl.conn. ManagedHt t pCl i ent Connecti onFactory. <
i ni t>(ManagedHtt pd i ent Connecti onFactory.java: 104)

at org. apache. http.inpl.conn. ManagedHtt pCl i ent Connecti onFactory. <
clinit>(ManagedHtt pd i ent Connecti onFactory.java: 62)

at org.apache. http.inpl.conn. PoolingHttpC ientConnecti onvVanager $
I nt er nal Connecti onFactory. <i ni t >(Pool i ngHt t pCl i ent Connect i onManager .
j ava: 572)

at org. apache. http.inpl.conn. PoolingHttpCd ientConnecti onManager. <
i ni t>(PoolingHttpdientConnecti onManager.java: 174)

at org. apache. http.inpl.conn. PoolingHttpC ientConnecti onManager. <
i nit>(PoolingHttpdientConnectionManager.java: 158)



at org. apache. http.inpl.conn. PoolingHttpC ientConnecti onManager. <
i nit>(PoolingHttpdientConnectionManager.java: 149)

at org. apache. http.inpl.conn. PoolingHttpC ientConnecti onManager. <
i ni t>(PoolingHttpdientConnectionManager.java: 125)

at com al i yun. oss. comon. conm Def aul t Servi ceClient.createHtp
Cl i ent Connecti onManager (Def aul t Servi ced i ent.java: 237)

at com al i yun. oss. common. conm Def aul t Servi ced i ent. <i ni t >(
Def aul t Servi ceCli ent.java: 78)

at comaliyun.oss.0SSClient.<init>(0SSCient.java: 268)

at comaliyun.oss. 0SSCient.<init>(0SSCient.java: 193)

at OSSManager | mpl . upl oad( OSSManager | npl . j ava: 42)

at OSSManager | npl . mai n( OSSManager | npl . j ava: 63)

The cause is that OSS Java SDK uses Apache httpclient 4.4.1, while your project uses Apache
httpclient or commons-httpclient jar that conflicts with Apache httpclient 4.4.1. To view the jar
file and its version used for a project, open OSS Java SDK and run the nvn dependency:

t r ee command. The following figure shows that a project that uses Apache httpclient 4.3.

=== maven-dependency-plugin:2.2:tree (default-cli) @ maven-demo ---
com.aliyun.oss:maven-demo: jar:0.1.1-SNAPSHOT
+- junit:junit:jar:4.10:test
|  \- org.hamcrest:hamcrest-core:jar:1.1:test
+- org.apache.httpcomponentshttpclient:jar:4.3 compile
+- org.apache. httpcomponents:httpcore:jar:4.3:compile
+- commons-logging:commons-logging: jar:1.1.3:compile

\= commons-codec:commons-codec: jar:1.6:compile
com.aliyun.oss:aliyun-sdk-oss:jar:2.2.1:compile
+- org. jdom: jdom: jar:1.1: compile
A% net sf.json-1lib: json-1lib:jar: jdk15:2.4: complle
commons-beanutils:commons-beanutils:jar:1.8.8:compile
+- commons-collections:commons-collections:jar:3.2.1:compile
+- commons-lang:commons-lang:jar:2.5:compile
- net.sf.ezmorph:ezmorph:jar:1.0.6:compile

There are two solutions to jar conflicts.

— Use a unified version. If your project uses the version that conflicts with Apache httpclient
4.4 1, use Apache httpclient 4.4.1 and delete Apache httpclient dependencies of other
versions in the pom.xml file. If your project uses commons-httpclient, jar conflicts may also
exist. In this case, delete commons-httpclient.

- Resolve dependency conflicts. If your project uses multiple third-party dependencies that
have various Apache httpclient versions, dependency conflicts may exist in your project.

Use exclusion to resolve the conflicts. For more information, see Maven Guides.

OSS Java SDK is dependent on the following jar versions. Conflict solutions are similar to the

httpclien method.


https://maven.apache.org/guides/introduction/introduction-to-optional-and-excludes-dependencies.html

[INFO] com.aliyun.oss:maven-demo:jar:0.1.1-SNAPSHOT
+- junit:junit:jar:4.10:test
I \- org.hamcrest:hamcrest-core:jar:1.1:test
\-lcom.aliyun.oss:aliyun-sdk-oss:jar:2.2.1:compile
+- org.apache. httpcomponents:httpclient:jar:4.4.1:compile
| +- org.apache.httpcomponents:httpcore:jar:4.4.1:compile
| +- commons-logging:commons-logging:jar:1.2:compile

I \- commons-codec:commons-codec:jar:1.9:compile
+- org. jdom: jdom:jar:1.1:compile
\- net.sf.json-lib: json-lib:jar:jdk15:2.4:compile
+- commons-beanutils:commons-beanutils: jar:1.8.0:compile
+- commons-collections:commons-collections:jar:3.2.1:compile
+- commens-lang:commons-lang:jar:2.5:compile
\- net.sf.ezmorph:ezmorph:jar:1.0.6:compile

Missing files
+ Cause analysis

If the following errors occur when you use OSS Java SDK, your project may lack the necessary

files for OSS Java SDK compilation and execution.

Exception in thread "main" java.l ang. Nod assDef FoundError: org/
apache/ http/auth/ Credenti al s

at comaliyun.o0ss.0SSCient.<init>(0OSSAient.java: 268)

at comaliyun.o0ss.0SSCient.<init>(0SSAient.java: 193)

at com al i yun. oss. deno. Hel | 0o0SS. mai n( Hel | 0CSS. j ava: 76)
Caused by: java.l ang. d assNot FoundException: org.apache. http. auth.
Credential s

at java. net.URLd assLoader $1. run( URLCl assLoader .| ava: 366)

at java. net.URLd assLoader $1. run(URLCO assLoader . j ava: 355)

at java.security.AccessController.doPrivil eged(Native Method

)

at java. net.URLC assLoader. fi ndd ass( URLCl assLoader .| ava: 354
)

at java.l ang. Cl assLoader. | oadd ass(C assLoader . j ava: 425)

at sun. m sc. Launcher $Appd assLoader . | oadCl ass(Launcher. j ava:
308)

at java.l ang. Cl assLoader. | oadd ass(C assLoader . java: 358)

3 nore
Or

Exception in thread "main" java.l ang. NoCl assDef FoundError: org/
apache/ htt p/ prot ocol / H t pCont ext

at comaliyun.oss. 0OSSClient.<init>(0SSdient.java: 268)

at comaliyun.oss.0SSCient.<init>0SSAient.java: 193)

at com al i yun. oss. deno. Hel | 0oOSS. mai n( Hel | 0CSS. j ava: 76)
Caused by: java.l ang. d assNot FoundExcepti on: org. apache. http.
prot ocol . Ht t pCont ext

at java. net.URLd assLoader $1. run( URLCl assLoader . j ava: 366)

at java. net.URLd assLoader $1. run( URLCl assLoader . j ava: 355)

at java.security. AccessController.doPrivileged(Native Mt hod

at java. net.URLC assLoader. fi ndd ass(URLCl assLoader . java: 354

at java.l ang. Cl assLoader .| oadCl ass(Cl assLoader. j ava: 425)



at sun. m sc. Launcher $AppCd assLoader . | oadCl ass(Launcher. j ava:

308)

at java.l ang. Cl assLoader. | oadd ass(C assLoader . j ava: 358)

3 nore

Or

Exception in thread "main" java.l ang. Nod assDef FoundError: org/jdont

i nput / SAXBuI | der

at com aliyun.
(ResponsePar sers. j ava:

at ......

at com aliyun.
471)

at com aliyun.
465)

at com aliyun.

oss. i nternal . ResponsePar sers. get Xm Root El enent
645)

0ss. OSSO i ent . doesBucket Exi st (OSSCl i ent . j ava:
0ss. OSSO i ent . doesBucket Exi st (OSSO i ent . j ava:

0ss. deno. Hel | 0oGSS. mai n( Hel | 0CSS. j ava: 82)

Caused by: java.l ang. d assNot FoundException: org.jdom i nput.

SAXBui | der

at java. net.URLd assLoader $1. run(URLC assLoader.j ava: 366)

at java. net.URLd assLoader $1. run( URLCl assLoader . j ava: 355)
at java.security.AccessController.doPrivileged(Native Method

at java. net.URLC assLoader. fi ndd ass( URLCl assLoader .| ava: 354

at java.l ang. Cl assLoader. | oadd ass(C assLoader . j ava: 425)
at sun. m sc. Launcher $Appd assLoader . | oadCl ass(Launcher. j ava:

308)

at java.l ang. Cl assLoader. | oadd ass(C assLoader . java: 358)

11 nore

Dependencies of OSS Java SDK are as follows:

= aliyun-sdk-o0ss-2.2.1.jar
= hamcrest-core-1.1.jar

= jdom-1.1 jar

= commons-codec-1.9.jar
= httpclient-4.4.1 jar

= commons-logging-1.2.jar
= httpcore-4.4.1.jar

— log4j-1.2.15. jar

In the preceding dependencies, all files except the log4j-1.2.15.jar file are required. You need

to add this file to enable access logging.

Solutions

Add OSS Java SDK dependencies to your project. Methods:

= |f your project is in Eclipse, see Method 2: Import a JAR package to your Eclipse project in

Java SDK.



= If your project is in Ant, add OSS Java SDK dependencies to the lib directory.
= |f you directly use the .javac or .java files, run the - cl asspat h command or the - cp
command to specify the path where OSS Java SDK dependencies are stored or save the

Java SDK dependencies to classpath.
Connection timeout
+ Cause analysis

If the following errors occur when the OSS Java SDK program is run, possible causes are

endpoint errors or unavailable networks:

com al i yun. oss. i ent Excepti on: Socket Excepti on

at com al i yun. oss. common. utils. Excepti onFactory. createNetw
or kExcepti on( Excepti onFactory. java: 71)

at com al i yun. oss. conmon. conm Def aul t Servi ceC i ent. sendRequest Cor e(
Def aul t Servi ceClient.java: 116)

at com al i yun. oss. conmon. conm Ser vi ceCl i ent. sendRequest | mpl (
ServiceCient.java: 121)

at com al i yun. oss. common. conm Ser vi ceC i ent . sendRequest ( Servi ced i
ent.java: 67)

at com aliyun. oss.internal . OSSOper ati on. send( OSSCper ati on. j ava: 92)

at com aliyun. oss.internal.OSSOper ati on. doOper ati on( OSSOper at i on.
j ava: 140)

at com aliyun. oss.internal . OSSOper ati on. doOper ati on( OSSOper ati on.
java: 111)

at com aliyun. oss. internal.OSSBucket Oper ati on. get Bucket I nf o(
GSSBucket Oper ation. j ava: 1152)

at com aliyun.oss. 0OSSC i ent. get Bucket | nfo( OSSO i ent . java: 1220)

at com al i yun. oss. OSSO i ent . get Bucket | nfo( OSSO i ent . j ava: 1214)

at com al i yun. oss. deno. Hel | 00SS. mai n( Hel | 0CSS. j ava: 94)
Caused by: org.apache. http. conn. Ht t pHost Connect Excepti on: Connect
to oss-test.oss-cn-hangzhou-internal.aliyuncs.com 80 [oss-test. o0ss-
cn- hangzhou-internal . al i yuncs. conf 10. 84. 135.99] fail ed: Connection
timed out: connect

at org. apache. http.inpl.conn. Defaul tH tpC ientConnecti onCperat or.
connect (Defaul t Ht t pd i ent Connecti onCper at or. j ava: 151)

at org.apache. http.inpl.conn. Pool i ngHtt pd i ent Connecti onManager .
connect (Pool i ngHt t pdl i ent Connecti onManager . j ava: 353)

at org. apache. http.inpl.execchai n. Mai nC i ent Exec. est abl i shRout e(
Mai nC i ent Exec. j ava: 380)

at org. apache. http.inpl.execchai n. Mai nCl i ent Exec. execut e( Mai nC i ent
Exec. j ava: 236)

at org. apache. http.inpl.execchai n. Prot ocol Exec. execut e( Pr ot ocol Exec
.java: 184)

at org. apache. http.inpl.execchai n. Redi rect Exec. execut e( Redi rect Exec

.java: 110)

at org.apache. http.inpl.client.Internal Htpd ient.doExecute(
Internal Ht pCient.java: 184)

at org.apache. http.inpl.client.C oseabl eHtt pClient. execute(
Cl oseabl eHtt pd i ent.java: 82)

at com al i yun. oss. common. comm Def aul t Ser vi ceCl i ent . sendRequest Cor e(
Def aul t Servi ceClient.java: 113)

9 nore

« Solution



You can use OSSProbe for fast troubleshooting.
org.apache.http.NoHttpResponseException: The target server failed to respond
» Cause analysis

The following error occurs when the OSS Java SDK program is run:

com. aliyun. oss.ClientException: Unknown
at com.aliyun.oss.common.utils.ExceptionFactory. createNetworkexception(ExceptionFactory. java:68) ~[aliyun-sdk-o0s5-2.1.0.jar:na]
at com.aliyun.oss.common. comm. Defaultserviceclient. sendreguestCore(pefaultserviceClient. Java:llS) ~[aliyun-sdk-0s5-2.1.0. jar :na]
at com.aliyun.oss.common. comm. Servicec]lient. sendRequestImpl (Serviceclient. java:121) ~[aliyun-sdk-o0ss5-2.1.0.jar:na]
at com.aliyun.oss.common. comm. Serviceclient. sendRequest (ServiceClient. ?ava:ﬁ?) ~[aliyun-sdk-0ss-2.1.0. jar:na]
at com.aliyun.oss.internal.ossoperation.send(ossoperation. java:92) ~[aliyun-sdk-oss-2.1.0.jar :na]
at com.aliyun.oss.internal.ossoperation. dooperation(ossoperation. java:140) ~[aliyun-sdk-0s5-2.1.0. jar:na]
at com.aliyun.oss.internal.ossoperation.dooperation{ossoperation. java:111) ~[aliyun-sdk-o0ss5-2.1.0.jar:na]
at com.aliyun.oss.internal.ossvultipartoperation. initiateMultipartupload(0ssMultipartoperation. java:206) ~[aliyun-sdk-0ss-2.1.0.jar :na]
at com.aliyun.oss.055CTient. initiateMultipartupload(0ssClient. java:765) ~[aliyun-sdk-oss5-2.1.0.Jar:na]
at com.taobao. agoo. dump. client.0ssTools.multipartupload(0ssTools. java:79) ~[agoo-dump-client-2.0.0-5NAPSHOT. jar :na]
at com.taobao. agoo. dump. biz. manager. TaskExcutorManager $UploadTask. run(TaskExcutorManager. java:114) ~[agoo-dump-biz-2.0.0-5SNAPSHOT. jar :na]
at java.util.concurrent.Executors$RunnableAdapter.call(Executors. java:471) [na:1.7.0.51]
at java. util. concurrent. FutureTask. run{FutureTask. java:262) [na:1.7.0_51]
at java. util. concurrent. ThreadPoolexecutor. runworker (ThreadPoolexecutor. java:1145) [na:1.7.0_51]
at java. util. concurrent. Threadroolexecutor Sworker. run(ThreadPoolExecutor. java:615) [na:1.7.0_51]
at java. '\aﬂﬂ. Thread. run(Thread. java:744) [na:1.7.0 51]
caused by: org.apache. http. NoHttprResponseExcepti cm:[ The target server failed to respond “1
at org.apache. http. impl. conn. pefaultHttpresy arser—parseHeacpefauter poriseparser. java:143) ~[httpclient-4.4.jar:4.4]

at org.apache. http. impl. conn.pefaultHTttpResponseParser. parseHead(Defau'\thtERespnnseParser .java:57) ~[httpclient-4.4.jar:4.4]

at org.apache, http. impl.io.AbstractMessageParser.parse(AbstractMessageParser, java:261) ~[httpcore-4.4.jar:4.4]

at org.apache. http. imp]l. pefaultBHttpClientConnection. receiveResponsereader (DefaultBHttpcTientConnection. java:165) ~[httpcore-4.4.jar:4.4]
4.4

at org.apache. http. impl. conn.croolpProxy. receiveresponseHeader (CPoolProxy. java:167) ~[httpclient-4.4. jar:4.
at org.apache. http. protocol. HttpRequesTExecutor. doReceiveResponse(HTTpRequesTEXecutor. java:272) ~[httpcore-4.4.jar:4.4]

The preceding error may occur if expired connections are used. This error occurs only when an

earlier version of Java SDK 2.1.2 is used.

» Solutions
Upgrade OSS Java SDK to 2.1.2 or a later version.
OSS Java SDK stops responding when the Java program is called
» Cause analysis

OSS Java SDK stops responding when the Java program is called. Run the j stack -1 pid

command to view the stacks. The exception is as follows:

"mai n" prio=6 tid=0x000000000291e000 ni d=0xc40 waiting on condition
[ 0x0000000002dae000]
java.l ang. Thread. State: WAI TI NG ( par ki ng)
at sun. m sc. Unsaf e. park(Nati ve Met hod)
- parking to wait for <0x00000007d85697f8> (a java.util.concurrent
.1 ocks. Abst ract QueuedSynchr oni zer $Condi ti onChj ect)
at java.util.concurrent. | ocks. LockSupport. park(LockSupport.java: 186

at java.util.concurrent.| ocks. Abstract QueuedSynchr oni zer $Condi ti onO
bj ect. awai t (Abstract QueuedSynchroni zer. j ava: 2043)

at org. apache. http. pool . Pool EntryFut ure. awai t ( Pool EntryFut ure. j ava
138)

at org. apache. http. pool . Abst ract ConnPool . get Pool Ent r yBl ocki ng(
Abst ract ConnPool . j ava: 306)

at org. apache. http. pool . Abstract ConnPool . access$000( Abst r act Co
nnPool . j ava: 64)

at org. apache. http. pool . Abst ract ConnPool $2. get Pool Ent r y( Abst r act Co
nnPool . j ava: 192)

at org. apache. http. pool . Abst ract ConnPool $2. get Pool Ent r y( Abst r act Co
nnPool . j ava: 185)

at org. apache. http. pool . Pool Ent ryFut ur e. get ( Pool Ent r yFut ure. j ava:
107)



at org. apache. http.inpl.conn. Pool i ngHttpd i ent Connecti onManager .
| easeConnecti on(Pool i ngHt t pdl i ent Connect i onManager . j ava: 276)

at org.apache. http.inpl.conn. PoolingHttpC ientConnectionManager $1.
get (Pool i ngHt t pd i ent Connect i onManager . j ava: 263)

at org. apache. http.inpl.execchai n. Mai nCl i ent Exec. execut e( Mai nC i ent
Exec. j ava: 190)

at org.apache. http.inpl.execchain. Prot ocol Exec. execut e( Prot ocol Exec
. j ava: 184)

at org. apache. http.inpl.execchai n. Redi rect Exec. execut e( Redi r ect Exec
.java: 110)

at org.apache.http.inpl.client.Internal Htpdient.doExecute(
Internal HtpClient.java: 184)

at org.apache. http.inpl.client.C oseabl eHtt pdient. execut e(
Cl oseabl eHtt pd i ent.java: 82)

at com al i yun. oss. common. conm Def aul t Servi ceCl i ent. sendRequest Cor e(
Def aul t Servi ceCl i ent.java: 113)

at com al i yun. oss. conmon. conm Ser vi ceCl i ent. sendRequest | mpl (
ServiceClient.java: 123)

at com al i yun. oss. conmon. conm Ser vi ceC i ent. sendRequest ( Servi ced i
ent.java: 68)

at com al i yun. oss. i nternal . OSSOper at i on. send( OSSCper ati on. j ava: 94)

at com aliyun. oss.internal.OSSQper ati on. doOper ati on( OSSOper at i on.
j ava: 146)

at com al i yun. oss. i nternal.0SSOper ati on. doOper ati on( OSSOper at i on.
j ava: 113)

at com aliyun. oss.internal.OSSObj ect Oper ati on. get Obj ect (OSSChj ect O
peration.java: 229)

at com aliyun.oss. OSSCl i ent. get Cbj ect (OSSO i ent . j ava: 629)

at com al i yun. oss. OSSCl i ent. get Gbj ect (OSSOl i ent. j ava: 617)

at sanpl es. Hel | 0GSS. mai n( Hel | 0CSS. j ava: 49)

The cause is due to the connection leak in the connection pool (possibly because ossObject is

left unclosed after it is used).

« Solutions

Check your program and ensure that no connection leak occurs. Use the following code to

close ossObject:

/1 Read an object.

OSSObj ect ossOhj ect = ossC i ent. get Obj ect (bucket Nane, obj ect Nane) ;
/1 Perform operations on OSS.

/1l Close your ossObject.

ossObj ect . cl ose();

Connection closure
» Cause analysis
If the following errors occur when you use ossClient.getObject:

Exception in thread "main" org.apache. http. Connecti onCl osedExcepti on
: Premature end of Content-Length delimted nessage body (expected:
11990526; received: 202880

at org. apache. http.inpl.io.ContentLengthl nput Stream read( Cont ent Len
gt hl nput St r eam j ava: 180)

at org. apache. http.inpl.io.ContentLengthl nput Stream read( Cont ent Len
gt hl nput St ream j ava: 200)



at org.apache. http.inpl.io.ContentLengthlnputStream cl ose(
Cont ent Lengt hl nput Stream j ava: 103)

at org. apache. http.inpl.execchai n. ResponseEntityProxy. streanCl osed(
ResponseEntit yProxy.java: 128)

at org. apache. http. conn. Eof Sensor | nput St r eam checkC ose( Eof Sensor |
nput St ream j ava: 228)

at org. apache. http. conn. Eof Sensor | nput St ream cl ose( Eof Sensor |
nput Stream j ava: 174)

at java.io.FilterlnputStreamclose(FilterlnputStream java: 181)

at java.io.FilterlnputStreamclose(FilterlnputStreamjava: 181)

at com al i yun. oss. event . Progr essl nput St ream cl ose( Progressln
put St ream j ava: 147)

at java.io.FilterlnputStreamcl ose(FilterlnputStream java: 181)

at sanpl es. Hel | 0GSS. nai n( Hel | 0CSS. j ava: 39)

The cause is that the time between two consecutive data reading exceeds one minute. OSS
will close the connections if the time between two consecutive data reading exceeds one

minute.

Solution

If you only need to read part of the data during unfixed periods of time, use Range download to

avoid connection closure during data reading.

Memory leaks

Cause analysis

Memory leaks occur when the OSS Java SDK program is run for a period of time (from several
hours to several days based on access traffic). We recommend that you use Eclipse Memory
Analyzer (MAT) to analyze memory usage. For more information about usage methods, see

Use MAT for Head Dump File Analysis.

If the analysis result is similar to the following figure (PoolingHttpClientConnectionManager
occupies 96 percent of memory), the cause may be that new OSSClient is run multiple times

while ossClient.shutdown is not called. Consequently, memory leaks occur.


http://www.eclipse.org/mat/downloads.php?
http://www.eclipse.org/mat/downloads.php?
https://www.ibm.com/developerworks/cn/opensource/os-cn-ecl-ma/
https://www.ibm.com/developerworks/cn/opensource/os-cn-ecl-ma/

+ Biggest Top-Level Dominator Classes (Overview)

{a) 2.3 GB

| 6 org.apache.httpaimpl....

\—(C) 8.3ME W ) java.lang.Class
by 33,1 ME

[] @ Remainder

Total: 2.4 GB

+ Biggest Top-Level Dominator Classes

Label Number of Objects Used Heap Size Retained Heap Size Retained Heap, %
[¢]org.apache.http.impl.conn.PoolingHttpClientConnection Manager 112,701 3,606,432 2,517,081,408
Jelavaana.(Tass 6,562 60,792 34,679,768 1.33%
5 Total: 2 entries 119,263 3,667,224 2,551,761,176

* a
Ensure that ossClient.shutdown is enabled after OSSClient is enabled.
InterruptedException occurs when ossClient.shutdown is called
» Error Cause

The following exception is thrown when OSSClient.shutdown is called:

java.l ang. | nterrupt edException: sleep interrupted
at java.l ang. Thread. sl eep(Native Mt hod)
at com al i yun. oss. conmon. conm | dl eConnecti onReaper. run(Il dl eConnec
ti onReaper: 76)
The cause is that the backend thread (ldleConnectionReaper) of ossClient will close
connections periodically. If ossClient.shutdown is called when IdleConnectionReaper is in the
Sleep mode, the preceding exception occurs.

« Solution
0SS Java SDK 2.3.0 has rectified this error.

For versions earlier than OSS Java SDK 2.3.0, use the following code to ignore the error:

try {
ossC i ent. shut down() ;

} catch(Exception e) {



}

Other errors

For more information about how to rectify other errors returned by OSS, see Errors and

troubleshooting.



2 Python

2.1 Installation

Environment requirements
This version of Python SDK is applicable to Python 2.6, 2.7, 3.3, 3.4 and 3.5.
+ Installation environment

Follow the instructions on python official website to install an appropriate version of Python.

» Check Python version
Run pyt hon -V to check the Python version.

In Windows, if a “Not an internal or external command” message prompts, edit the Pat h in
environment variables to add the installation path of Python and pip. In general, pip is installed

in the Script directory located in the installation path of Python.

Note:

You may need to restart your computer make sure the environment variable takes effect.
Download SDK

 Download from GitHub

* Download previous versions
For more information, see OSS AP/ documents.
Install Python-devel

Python SDK uses the crcmod library which depends on the Python.h to caculate CRC. Therefore
, if the Python.h file is missing, Python SDK can be successfully installed while the installation of
crcmod C extension mode fails, which significantly reduces the efficiency of operations, such as

upload and download. Therefore, you must install the python-devel package if it is missing.

* You do not need to install the python-devel package in Windows and Mac OS X because

header files that Python depends on are installed together with Python.


http://www.python.org
https://github.com/aliyun/aliyun-oss-python-sdk
https://github.com/aliyun/aliyun-oss-python-sdk/releases
http://gosspublic.alicdn.com/sdks/python/apidocs/latest/zh-cn/index.html

* For CentOS, RHEL, and Fedora, run the following command to install python-devel:

yum i nstal |l python-devel

* For Debian and Ubuntu, run the following command to install python-devel:
apt-get install python-dev
Install SDK
+ Install SDK by Pip
Run the following command:

pip install oss2

Note:
If Pip is not installed in your environment, see Pip official website to install Pip.

+ Install SDK by source code

Download the SDK package of an appropriate version from GitHub and decompress the

package.Make sure that the setup.py file exists in the directory and run the following command:
pyt hon setup.py install
Verification
+ Verify the SDK version

1. Input pyt hon in the command line and press Enter to enter the Python environment.

2. Run the following command to verify the SDK version:

>>> jnport 0Ss2
>>> 0Ss2. __version__
'2.0.0
If the preceding information is displayed, it means that you have successfully installed the

Python SDK 2.0.0.

* Verify the crcmod

Two methods are available for crcmod to calculate CRC: the C extension mode (in which
crcmod calls the extension library _crcfunext.so to calculate CRC) and the Python-only mode.
The performance of C extension mode is far better than the Python-only mode. The crcmod
library is automatically installed when oss2 is installed. For more information about crcmod, see

cremod introduction.


https://pip.pypa.io/en/stable/installing/
https://github.com/aliyun/aliyun-oss-python-sdk
http://crcmod.sourceforge.net/intro.html
http://crcmod.sourceforge.net/intro.html

If you find that the speed of upload and download interfaces is significantly slow compared
with other tools (such as ossutil) or other SDKs after the Python SDK is installed, it is probably
because that the C extension mode of crcmod library is not installed successfully, resulting that

the Python-only mode is used to calculate CRC in upload and download.
You can verify whether the C extension mode of crcmode is successfully installed as follows:

1. Input pyt hon in the command line and press Enter to enter the Python environment.

2. Inputinport crcnod. _crcfunext and press Enter.

* If no exception is reported, it indicates that the C extension mode has been successfully
installed.
+ If the following message is displayed, it indicates that the C extension mode is not

successfully installed.

>>> jnmport crcnod. _crcfunext

Traceback (nost recent call last):

File "<stdin>", line 1, in <modul e>

| nportError: No nodul e named _crcfunext

The error occurs because the Python.h file that _crcfunext.so depends on is missing
when the crcmod is compiled, resulting in that the _crcfunext.so fails to be generated. In
this case, CRC is calculated in the Python-only method. The SDK is installed successful

ly. However, the efficiency of operations such as upload and download is low.
Perform the following operations if the problem occurs.

1. Run the following command to uninstall crcmod:

pi p uninstall crcnod

2. Install python-devel.



3. Run the following command to install crcmod again:
pip install crcnod

If the installation still fails, uninstall crcmod and run the following command to check

detailed information:
pip install crcnod -v
Uninstall SDK

If the SDK fails to be installed, we recommend you to uninstall the SDK using pip and install it

again. You can run the following command to uninstall the SDK.

pi p uninstall o0ss2

2.2 Quick start

This topic describes how to use OSS Python SDK to perform routine operations such as bucket

creation, object uploads, and object downloads.
Create a bucket
Run the following code to create a bucket:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recommend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Auth('<yourAccessKeyl d>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# Set the ACL of the bucket to private.
bucket . creat e bucket (0oss2. nodel s. BUCKET _ACL_PRI VATE)

Upload objects
Run the following code to upload a file to OSS:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in CSS.
We recomend that you log on as a RAM user to access APlIs or perform



routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Auth('<yourAccessKeyl d>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actua

endpoi nt based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>')

# <yourLocal File> consists of a local file path and a file nane with
extensi on, for exanple: /users/local/nyfile.txt
bucket . put _object _fromfile(' <yourObj ect Name>', ' <yourlLocal File>'")

Download objects
Run the following code to download a specified object to a local file:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform

routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Auth('<yourAccessKeyl d>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actua

endpoi nt based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>'")

# <yourLocal File> consists of a local file path and a file nane with
extension, for exanple: /users/local/nyfile.txt
bucket . get _object_to_file(' <yourObj ect Nanme>', ' <yourlLocal File>")

List objects
Run the following code to list 10 objects in a specified bucket:

# -*- coding: utf-8 -*-
i mport 0ss2
fromitertools inmport islice

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We strongly recommend that you create a RAM account and use it for

APl access and daily O&M Log on to https://ram consol e.aliyun.comto
create a RAM account.

auth = o0ss2. Auth('<yourAccessKeyl d>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actua
endpoi nt based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# o0ss2. (bjectlteratorr is used to traverse objects.
for b inislice(oss2. ojectlterator(bucket), 10):



print (b. key)
Delete objects
Run the following code to delete a specified object:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to

https://ram consol e. al i yun. com
auth = o0ss2. Auth(' <yourAccessKeyl d>', '<yourAccessKeySecret>")
# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs. com ,

your Bucket Nane>')

bucket . del et e_obj ect (' <your Cbj ect Nanme>")

2.3 Initialization

This topic describes how to initialize OSS Python SDK.

Most operations in OSS Python SDK are performed through oss2.Service and oss2.Bucket.

 The oss2.Service class is used to list buckets.

' <

» The oss2.Bucket class is used to upload, download, and delete objects, and configure buckets.

To initialize the two classes, you must specify an endpoint. The oss2.Service class does not

support access with the custom domain (CNAME). For more information about endpoints, see

Regions and endpoints and Bind a custom domain name.
Initialize the oss2.Service class
For more information, see the bucket listing part in Manage buckets.
Initialize the oss2.Bucket class.
* Use a OSS domain name to initialize the class
Run the following code to initialize the oss2.Bucket class with a OSS domain name.

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all the APls in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and mai ntenance. To create a RAM account, | og on

to https://ram consol e. aliyun. com
auth = o0ss2. Aut h(' <your AccessKeyl d>', ' <your AccessKeySecret>")



# This case uses the Hangzhou endpoint as an exanmple. Fill in the
regi on endpoi nt name according to the actual circunstances.
endpoi nt = 'http://oss-cn-hangzhou. al i yuncs. coni

bucket = o0ss2. Bucket (auth, endpoint, '<yourBucket Nane>')

» Use a custom domain name to initialize the class
Run the following code to initialize the oss2.Bucket class with a custom domain name

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routine operations and mai ntenance. To create a RAM account, |og on
to https://ram consol e. aliyun.com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>')

# Use a custom donmai n nane: ny-donmai n.com as an exanpl e. is_cnane
=True indicates that the CNAME i s enabl ed. Cnhane neans binding a
custom domai n name to the storage space. CNAME indicates a custom
domai n bound to a bucket.

chame = 'http://my-domai n. comn

bucket = o0ss2.Bucket (auth, cnanme, '<yourBucketNane>',6 is_cnane=True)

» Set connection timeout
Run the following code to set connection timeout:

# -*- coding: utf-8 -*-
i mport 0ss2

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |og on
to https://ram consol e. aliyun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

endpoi nt = 'http://oss-cn-hangzhou. al i yuncs. coni

# Set the connection timeout to 30 seconds.
bucket = o0ss2.Bucket (auth, endpoint, '<yourBucketNane>', connect ti
meout =30)
» Disable CRC verification
CRC verification is enabled by default during uploads and downloads to ensure data integrity

during uploads and downloads. Run the following code to disable CRC verification:

<% Warning:



We recommended that you do not disable CRC verification. If you disable CRC verification,

the data integrity during uploads and downloads is not guaranteed.

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and mai ntenance. To create a RAM account, |og on
to https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

/1l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

endpoint = 'http://oss-cn-hangzhou. al i yuncs. coni
bucket = o0ss2.Bucket (auth, endpoint, '<yourBucketName>', enable_crc=
Fal se)

2.4 Bucket

A bucket serves as a container that stores objects. Objects belong to a bucket.
Create a bucket

Run the following code to create a bucket:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Auth('<yourAccessKeyld>', '<yourAccessKeySecret>')

# You can create a new bucket in a specified region by specifying the
endpoi nt and bucket nane. This exanpl e uses endpoi nt Chi na (Hangzhou
). Specify the actual endpoint based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>'")

# The default storage class and ACL of the created bucket are set to
standard and private read respectively.
bucket . creat e _bucket ()

For more information about bucket naming rules, see naming conventions in Basic concepts.

You can specify the ACL and the storage class when you create a bucket, as shown in Bucket-

level permissions and Storage class. The sample code is as follows:

# Set the bucket ACL to public read and set the storage class to
I nf requent Access.



bucket . creat e _bucket (0oss2. BUCKET _ACL PUBLI C READ, oss2. nodel s.
Bucket Creat eConfi g(0ss2. BUCKET_STORAGE CLASS | A))

List buckets

Run the following code to list buckets:

# -*- coding: utf-8 -*-
i mport 0Ss2

# 1t is highly risky to log on with AccesskKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Auth('<yourAccessKeyld>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

service = 0ss2. Service(auth, 'http://oss-cn-hangzhou. al i yuncs. com)

print([b.nane for b in oss2. Bucketlterator(service)])

Configure an ACL for a bucket

The ACL of a bucket includes the following permissions.

Permission Description Value

Private The bucket owner and the oss2. BUCKET_ACL
authorized users can read and | PRIVATE

write objects in the bucket.
Other users cannot perform
any operation on the objects.

Public read The bucket owner and the oss2. BUCKET_ACL
authorized users can read _PUBLIC_READ
and write objects in the bucket
. Other users can only read
the objects in the bucket.
Authorize this permission with

caution.

Public read-write All users can read and oss2. BUCKET_ACL
write objects in the bucket. _PUBLIC_READ_WRITE
Authorize this permission with
caution.

Run the following code to configure an ACL for a bucket:

# -*- coding: utf-8 -*-
i mport 0ss2



# 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform

routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Auth('<yourAccessKeyl d>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt China (Hangzhou). Specify the actua

endpoi nt based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>')

# Set the ACL for the bucket to private.
bucket . put _bucket acl (oss2. BUCKET_ ACL_PRI VATE)

Obtain the ACL for a bucket

Run the following code to obtain the ACL for a bucket:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform

routi ne operati ons and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Auth('<yourAccessKeyld>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actua

endpoi nt based on your requirenents.

bucket = o0ss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.conm, '<

your Bucket Nane>')

print (bucket. get _bucket _acl (). acl)

Obtain bucket information

Run the following code to obtain bucket information:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform

routi ne operati ons and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Auth('<yourAccessKeyld>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actua

endpoi nt based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>')

# Cbtai n bucket information
bucket i nfo = bucket.get bucket i nfo()
print('nane: ' + bucket _info. nane)

print('storage class: ' + bucket_info.storage_cl ass)
print('creation date: ' + bucket info.creation_date)
print('intranet_endpoint: ' + bucket_info.intranet_endpoint)

print (' extranet_endpoint ' + bucket _info.extranet_ endpoint)
print('owner: ' + bucket _info.owner.id)



print('grant: ' + bucket _info.acl.grant)
Delete a bucket

Before a bucket is deleted, ensure that all objects in the bucket and fragments that are generated

from multipart upload are deleted.

Note:
To delete the fragments that are generated from multipart upload, use
Bucket.ListMultipartUploads to list all fragments, and then use Bucket.AbortMultipartUpload to

delete the fragments.
Run the following code to delete a bucket:

# -*- coding: utf-8 -*-
i mport 0ss2
# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Auth('<yourAccessKeyl d>', '<yourAccessKeySecret>')
# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actua
endpoi nt based on your requirenents.
bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')
try:

# Del ete the bucket.

bucket . del et e_bucket ()
except 0ss2.exceptions. Bucket Not Enpty:

print (' bucket is not enpty.')
except 0ss2.exceptions. NoSuchBucket :

print (' bucket does not exist')

For buckets which are not empty, you can list and delete objects stored in these buckets first (stop

uploading for objects uploaded by multipart upload), and then delete the buckets.

2.5 Upload objects

2.5.1 Overview
This topic is the overview of object upload in OSS Python SDK.

In OSS, an object is the basic unit for data operations. OSS Python SDK provides the following file

upload methods:

» Simple upload: supports the upload of a file up to 5 GB in size.
* Append upload: supports the upload of a file up to 5 GB in size.



* Resumable upload: supports the upload of a file up to 48.8 TB in size. It applies to the upload
of large files. It supports concurrent upload and you can define the size of each part.

* Multipart upload: supports the upload of a file up to 48.8 TB in size. It applies to the upload of

large files.

Note:
For more information about the usage scenarios of each upload method, see “Upload files” in

OSS Developer Guide.
During the file upload, you can set Object Meta, and view the upload progress in the upload
progress bar. After you complete the file upload, you can perform upload callback.
2.5.2 Simple upload
This topic describes how to use simple upload.

You can use the bucket.put_object method to upload a file. This method supports multiple types of

inputs, which are listed in the following table.

Type Upload method

String Direct upload

Bytes Direct upload

Unicode Upload after converting to bytes encoded in
UTF-8.

Local files Upload as File object, which must be opened in
the binary mode.

Network stream Upload as lterable object in the Chunked
Encoding method.

» Upload a string
You can run the following code to upload a string:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and nai ntenance. To create a RAM account, |og on
to https://ramconsol e. aliyun.com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>')

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.



bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# Return val ue.

result = bucket. put_ object (' <your Cbj ect Name>', 'content of object')
# HTTP return code.

print('http status: {0}'.format(result.status))

# Request ID. The request IDis the unique identification of a
request. We strongly reconmend you to add this paraneter in the
program | og.

print('request_id: {0} .format(result.request_id))

# Etag is a unique attribute of the val ue returned by put_object.
print (' ETag: {0} .format(result.etag))

# HTTP response header.

print('date: {0}'.format(result. headers['date']))

Upload bytes
You can run the following code to upload bytes:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, |[og on
to https://ramconsol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>')

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

bucket . put _obj ect (' <your Cbj ect Nane>', b'content of object')

Upload Unicode
You can run the following code to upload Unicode:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, | og on
to https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', ' <your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

bucket . put _obj ect (' <your Cbj ect Nane>', u' content of object')

Upload a local file



You can run the following code to upload a local file:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

W recommend that you I og on as a RAM user to access APIs or perform
routi ne operations and nmai ntenance. To create a RAM account, |[og on
to https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actua

endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>')

# Files must be opened in the binary node because the nunber of
bytes included in the file is required for upload.
with open(' <yourlLocal File>, 'rb') as fileobj:

# The seek method specifies that the read or wite operations
start fromthe 1000th byte. The upload starts fromthe 1000th byte
until the end of the file.

fileobj.seek(1000, os.SEEK SET)

# The tell method is used to return to the current |ocation.

current = fileobj.tell()

bucket . put _obj ect (' <your Cbj ect Nane>', b'content of object')

OSS Python SDK provides a more convenient method to upload local files:

bucket . put _object fromfile('<yourCbjectNane>', '<yourlLocal File>")

* Upload a network stream
You can run the following code to upload a network stream:

# -*- coding: utf-8 -*-
i mport 0ss2
i mport requests

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

W recommend that you I og on as a RAM user to access APIs or perform
routi ne operations and mai ntenance. To create a RAM account, |[og on
to https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actua

endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>')

# The requests.get nethod returns an Iterabl e object, and the Python
SDK upl oads the network streamin the Chunked Encodi ng net hod.
i nput = requests.get('http://ww. aliyun.comn)



bucket . put _obj ect (' <your Cbj ect Nane>', input)

2.5.3 Append upload

This topic describes how to use append upload.
Run the following code for append upload:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# Set the position (the Position paraneter) where the object is
appended to O.

result = bucket.append_obj ect (' <your Cbj ect Nane>', 0, 'content of first
append')

# If the object is not uploaded for the first tinme, you can use the
bucket . head_obj ect nmethod or the next _position attribute returned in

the | ast append upload to get the append position.

bucket . append_obj ect (' <your Obj ect Name>', result.next_position,

content of second append')

If the object already exists, exceptions occur in the following two sceanrios:

» The file cannot be uploaded with append upload. In this case, an ObjectNotAppendable
exception occurs.
* The file can be uploaded with append upload, but the append position does not match the

current file length. In this case, a PositionNotEqualTolLength exception occurs.

2.5.4 Resumable upload
You can use resumable upload to split a file you want to upload into several parts and upload
them simultaneously. After you have uploaded all parts, you can combine these parts into a

complete object. Thus, you can complete uploading the entire object.

You can use the oss2.resumable_upload method to upload a specified file with resumable upload

, You can configure the following parameters.

Parameter Description Required or not Default value

bucket Specifies the bucket Required None
name.




Parameter Description Required or not Default value

key Specifies the object Required None
name.
filename Specifies the name of | Required None

the local file to upload.

store Specifies the directory | Optional Directory '.py-0ss-
where the progress upload' under the
infomration is stored. HOME directory

headers Specifies the HTTP Optional None
header.

multipart_threshold Specifies a object Optional 10 MB

length threshold. If the
object length is larger
than the threshold, the
resumable upload is
used.

part_size Specifies the part size. | Optional Auto-calculated

progress_callback Specifies the upload Optional None
progress callback
function.

num_threads Specifies the number | Optional 1
of concurrent upload
threads.

Run the following code for resumable upload:

# -*- coding: utf-8 -*-

i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform

routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>')

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the

actual endpoint based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>'")

# When the file length is larger than or be equal to the val ue of

the optional paraneter multipart_threshold (10 MB by default), the

resunabl e upload is used. If you do not use the store paraneter to

specify the directory, a py-oss-upload directory is created under the

HOVE directory to save upl oad progress information.



0ss2. resumabl e_upl oad(bucket, ' <your Cbj ect Name>', ' <yourlLocal File>")

Python SDK 2.1.0 and later support resumable upload with optional parameters, as shown in the

following code:

# If you use the store parameter to specify the directory, the
progress information is stored in the specified directory. |If you use
the numthreads to set the nunber of concurrent upload threads, ensure
that the value of o0ss2.defaults.connection_pool_size is no | ess than
the thread number.. The nunber of concurrent threads is 1 by default.
0ss2. resunabl e_upl oad(bucket, ' <yourCbject Nane>', ' <yourlLocal Fil e>'

store=0ss2. Resumabl eStore(root="/tnp'),

mul ti part _threshol d=100*1024,

part_si ze=100*1024,

num_t hr eads=4)

For more information about resumable upload, see Resumable upload in the OSS Developer

Guide.

2.5.5 Multipart upload

This topic describes how to use multipart upload.
To enable multipart upload, perform the following steps:

1. Initialization (using bucket.init_multipart_upload): Obtain the Upload ID.

2. Upload parts (using bucket.upload_part): Upload data parts. You can upload multiple parts

concurrently.

3. Completing multipart upload (using bucket.complete_multipart_upload): After you have

uploaded all parts, combine these parts into a complete object.

Run the following code for multipart upload:

# -*- coding: utf-8 -*-

i mport os

fromoss2 inport SizedFil eAdapter, determ ne_part_size
fromoss2. nodel s inmport Partlnfo

i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APlIs in OSS. W
recomrend that you |l og on as a RAM user to access APIs or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

key = '<your Obj ect Nane>'
filename = '<yourLocal Fil e>'



total size = os.path.getsize(fil enane)
# Use determne _part _size to determne the part size.
part_size = determ ne_part_size(total _size, preferred_size=100 * 1024)

# Initialize a multipart upload event.
upload_id = bucket.init_multipart_upl oad(key). upload_id
parts = []

# Upl oad parts one by one.
with open(filenane, 'rb') as fil eobj:
part _nunmber = 1
offset =0
while offset < total _size:
numto_upload = nmin(part_size, total_size - offset)
# The SizedFil eAdapter(fil eobj, size) nethod generates a new object
, and re-calculates the initial append |ocation.
result = bucket.upl oad_part (key, upload_id, part_nunber,
Si zedFi | eAdapt er (fil eobj,
num_t o_upl oad))
parts. append(Part| nfo(part_nunmber, result.etag))

of fset += num_to_upl oad
part _number += 1

# Conpl ete multipart upl oad.
bucket.conpl ete nultipart_upl oad(key, upload_ id, parts)

# Verify the multipart upload.
with open(filenane, 'rb') as fil eobj:
assert bucket.get object(key).read() == fileobj.read()

2.5.6 Upload progress bars

You can use progress bars to indicate the upload or download progress.
For the complete code of progress bars, see GitHub.

The following code is used as an example to describe how to view progress information with

bucket.put_object:

# -*- coding: utf-8 -*-
from__future__ inport print_function
i mport o0s, Sys
i mport 0ss2
# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com
auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")
# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actua
endpoi nt based on your requirenents.
bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')
# If the length of the data to be upl oaded cannot be determni ned, the
val ue of total bytes is None.
def percentage(consuned_bytes, total _bytes):
if total bytes:
rate = int (100 * (fl oat(consunmed _bytes) / float(total bytes)))


https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_progress.py

print("\r{0}%"'.format(rate), end='")

sys. stdout. fl ush()
# progress_call back is an optional paranmeter used to inplenment
progress bars.
bucket . put _obj ect (' <your Obj ect Nane>"', 'a'*1024*1024, progress_cal |l back
=per cent age)

2.5.7 Upload callback

This topic describes how to use upload callback.
For the complete code of upload callback, see GitHub.

Run the following code for upload callback:

# -*- coding: utf-8 -*-
i mport json

i nport base64

i mport os

i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform

routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actua

endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>'")

# Prepare cal |l back paraneters.

cal | back _dict = {}

# Configure the I P address of the server you want to send the call back
request to, for exanple, http://oss-denp. aliyuncs.com 23450 or http

://127.0.0. 1: 9090.

cal | back_dict['callbackUl'] = "http://oss-deno. aliyuncs.com 23450

# Configure the value of the Host field carried in the call back

request header, such as 0ss-cn-hangzhou. al i yuncs. com

cal | back_dict[' cal |l backHost'] = 'o0ss-cn-hangzhou. al i yuncs. con

# Configure the value of the body field carried in the call back
request .

cal I back_dict['callbackBody'] = 'filename=${object}&size=%{size}&

m meType=${ m meType}"'
# Configure Content-Type for the call back request.
cal | back_dict[' cal | backBodyType'] = 'application/x-ww-formurl encoded

# The cal | back paraneter is in the JSON format and Base64-encoded.
cal | back_param = j son. dunps(cal | back_dict).strip()
base64 cal | back_body = base64. b64encode(cal | back paran)

# Encoded cal | back paraneters are carried in the request header and
are sent to OSS.

headers = {' x-o0ss-cal |l back': base64_cal | back_body}

# Upl oad and cal | back


https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_callback.py

result = bucket. put object (' <your Cbj ect Nane>', 'a'*1024*1024, headers)

The put_object, put_object_from_file, and complete_multipart_upload methods provide upload
callback features. For more information about upload callback, see Upload callback in the

Development Guide.

2.6 Download objects

2.6.1 Overview
This topic is the overview of object download in OSS Python SDK.

OSS Python SDK provides the following download methods:

» Streaming download
» Download to your local file
* Range download

* Resumable download

You can view the download progress shown in the download progress bar.

2.6.2 Streaming download
If you have a large object to download or it is time-consuming to download the entire object at a
time, you can use streaming download. Streaming download enables you to download part of the

object each time until you have downloaded the entire object.
Run the following code for streaming download:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

/'l This exanpl e uses the endpoint China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.conm, '<
your Bucket Nane>')

# The return val ue of bucket.get object is a file-like object, which
is also an iterable object.

obj ect _stream = bucket. get obj ect (' <your Cbj ect Nane>'")

print (object streamread())

# The get object interface returns a stream which nmust be read by
read() before being used to calculate the CRC checksum of the returned



obj ect data. Therefore, you nust perform CRC verification after
calling the interface.
if object_streamclient_crc ! = object_stream server_crc:

print "The CRC checksum between client and server is inconsistent
!II

Run the following code to download data to a local file:

i mport shutil

# object _streamis a file-like object. Therefore, you can use the

shutil.copyfil eobj method to downl oad data to a l|ocal file.

obj ect _stream = bucket. get obj ect (' <your Cbj ect Nane>'")

wi th open(' <yourlLocal File>', '"wb') as local _fileobj:
shutil.copyfil eobj (object _stream I|ocal fileobj)

Run the following code to copy an object to another object using streaming copy.

# object _streamis an iterable object, which can be copied to anot her
obj ect using streani ng copy.

obj ect _stream = bucket. get obj ect (' <your Cbj ect Nane>'")

bucket . put _obj ect (' <your BackupObj ect Nanme>', obj ect _strean)

2.6.3 Download to your local file

This topic describes how to download an object from OSS to a local file.

You can run the following code to download the specified OSS object to a local file:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recommend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses the endpoint China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>'")

# Downl oad an object to your local file. If the name of the object is

the same as that of your local file, the object will replace the |ocal
file. If the name of the object is different fromthat of your | ocal
file, the object will be downl oaded and a new file will be added to

your | ocal device.



bucket.get object to file('<yourCbject Nanme>', '<yourlLocal File>")

2.6.4 Range download
If you only need part of the data in an object, you can use range downloads to download specified

content.
Run the following code for range download:

# -*- coding: utf-8 -*-
i mport 0Ss2

# 1t is highly risky to log on with AccesskKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses the endpoint China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# Obtain the data ranging frombyte O to the 99th byte of the object
(including byte 0 and the 99th byte , a total of 100 bytes). If the
specified value range is invalid, for exanple, the specified range

i ncludes a negative nunmber, or the specified value is |larger than the

obj ect size, the entire object is downl oaded.

obj ect _stream = bucket. get object (' <your Cbj ect Nane>', byte range=(0,

99))

2.6.5 Resumable download
Large-sized objects may fail to be downloaded because the network is unstable or the program
exits abnormally and the entire object needs to be downloaded again. However, the object may

still fail to be downloaded after multiple attempts. Therefore, OSS provides resumable download.
The process of resumable download is as follows:

1. Atemporary local file is created. The file name consists of the original object name and a
random suffix.

2. Read the OSS object based on the range you specified in the Range header in the HTTP
request and write the read content to the corresponding position of the temporary file.

3. After the download is complete, rename the temporary file as the target file. If the target file

already exists, it is overwritten. If the target file does not exist, a new file is created.

You can use oss2.resumable_download to enable resumable download. It contains the following

parameters:



Parameter

Description

Required or optional

Default value

bucket

Specifies the name of
a bucket.

Required

None

key

Specifies the name of
an object.

Required

None

filename

Specifies the name of
a local file. The OSS
object is download to
the local file.

Required

None

store

Specifies the local

file that records the
download progress
information. Download
progress informatio

n is stored in the file

. If the download fails
at a point, the next
download starts from
the point based on
the recorded progress
information.

Optional

The .py-OSS-
download directory
created under the
HOME directory

multipart_threshold

Specifies a length
threshold for the object
size. If the object size
exceeds the threshold
, resumable download
is enabled.

Optional

10 MB

part_size

Specifies the size of a
part.

Optional

Auto-calculated

progress_callback

Specifies the
download progress
callback function

Optional

None

num_threads

Specifies the number
of parts you need to
download simultaneo
usly.

Optional

Run the following code for resumable download:

# -*- coding:
i mport 0ss2

utf-8 -*-




# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>')

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

0ss2. resumabl e_downl oad( bucket, ' <your Cbj ect Name>', '<yourLocal File>")

Python SDK 2.1.0 and later support optional parameters for resumbale download, as shown in the

following code:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# Make sure that the value of o0ss2.defaults.connection_pool _size
is no less than the nunber of the downl oad threads, and the val ue
of part_size is no less than the value of oss2.defaults.multiget p
art_size.
0ss2. resumabl e_downl oad( bucket, ' <your Cbj ect Name>', '<yourlLocal Fil e>
st or e=0ss2. Resunabl eDownl oadSt ore(root="/tnp'),
mul ti get _t hreshol d=20*1024* 1024,
part_size=10*1024*1024,
num t hr eads=3)

Note:
Do not allow multiple programs (threads) to download the same object to the same target file
simultaneously by calling the method. Because the progress information of the threads overwrites

each other, and the temporary file names specified by the threads may conflict.

2.6.6 Download progress bars

You can use progress bars to indicate the upload or download progress.

For the complete code of progress bars, see GitHub.


https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_progress.py

The following code is used as an example to describe how to view progress information with

bucket.get_object_to_file:

# -*- coding: utf-8 -*-
from__future_ inport print_function
i mport o0s, Sys

i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com
auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")
# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.
bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>'")
# If the HTTP response header does not carry Content-Length, the val ue
of total bytes is None.
def percentage(consuned bytes, total bytes):
if total _bytes:
rate = int (100 * (fl oat(consunmed_bytes) / float(total bytes)))
print(‘\r{0}%"'.format(rate), end="")

sys. stdout. fl ush()
# progress_call back is an optional paranmeter used to inplenment
progress bar.

bucket . get _object _to_file(' <yourObj ect Nanme>', '<yourlLocal File>",
progress_cal | back=per cent age)

2.7 Manage objects

2.7.1 Overview

This topic is the overview of object management in OSS Python SDK.
You can perform the following operations on objects in a bucket with APIs:

» Determine whether an object exists
* Manage ACL for an object

* Manage Object Meta

» List objects

» Delete an object

+ Copy an object

* Restore an archive object

* Manage a symbolic link



2.7.2 Determine whether a specified object exists

This topic describes how to determine whether a specified object exists.

Run the following code to determine whether a specified object exists:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>'")

exi st = bucket. obj ect _exi sts(' <your Cbj ect Nane>')
# If the returned value is true, it indicates that the specified
object exists. If the returned value is false, it indicates that the
speci fied object does not exist.
if exist:

print (' object exist')
el se:

print('object not eixst')

2.7.3 Manage ACL for an object

The following table describes the permissions included in the Access Control List (ACL) for an

object.

Permission Description Value

default The ACL of an object is the 0ss2. OBJECT_ACL
same with that of its bucket. _DEFAULT

Private Only the object owner and 0ss2. OBJECT_ACL
authorized users can read and | _PRIVATE
write the object.

Public read Only the object owner and oss2. OBJECT_ACL
authorized users can read _PUBLIC_READ
and write the object. Other
users can only read the object
. Authorize this permission with
caution.

Public read-write All users can read and write oss2. OBJECT_ACL
the object. Authorize this _PUBLIC_READ_WRITE
permission with caution.




The ACL of objects take precedence over that of buckets. For example, if the ACL of a bucket is
private, while the object ACL is public read-write, all users can read and write the object. If an

object is not configured with an ACL, its ACL is the same as that of its bucket by default.
Configure an ACL for an object
Run the following code to configure an ACL for an object:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Auth('<yourAccessKeyld>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# Configure the ACL for the object.
bucket . put _obj ect _acl (' <your Qbj ect Name>', o0ss2. OBJECT_ACL_PUBLI C_READ
)

Obtain the ACL for an object
You can run the following code to obtain the ACL for an object:

# -*- coding: utf-8 -*-
i mport 0Ss2

# 1t is highly risky to log on with AccesskKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Auth('<yourAccessKeyld>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requiremnents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.conm, '<
your Bucket Nane>')



print (bucket. get object _acl (' <your Cbj ect Nanme>") . acl)

2.7.4 Manage Object Meta

Object Meta includes HTTP headers and user-defined Object Meta. For more information, see

Object Meta in OSS Developer Guide.
Configure HTTP headers
OSS supports user-defined HTTP headers. Run the following code to configure HTTP headers:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

bucket . put _obj ect (' <your Cbj ect Nane>', '{"age": 1}', headers={' Content-
Type': 'application/json; charset=utf-8'})

For more information about HTTP headers, see RFC2616.
Configure user-defined Object Meta

You can define user-defined Object Meta for object descriptions. Run the following code to

configure user-defined Object Meta:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>'")


https://tools.ietf.org/html/rfc2616

bucket . put _obj ect (' <your Cbj ect Nane>', 'a novel', headers={'x-o0ss-neta-
author': 'O Henry'})

Modify Object Meta
Run the following code to modify Object Meta:

# -*- coding: utf-8 -*-
i mport 0Ss2

# 1t is highly risky to log on with AccesskKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

bucket . updat e_obj ect _net a(' <your Obj ect Nane>', {'x-oss-nmeta-author': 'O
Henry' })

# The val ue of bucket.update object neta is cleared each tine when it

is called.

bucket . updat e_obj ect _met a(' <your Obj ect Nane>', {' x-oss-neta-price':
100 dollar'})

Run the following code to change Object Meta, such as Content-Type:

bucket . updat e_obj ect _net a(' <your Cbj ect Nane>', {'x-oss-neta-author': 'O
Henry' })

# The val ue of bucket.update object neta is cleared each tine when it

is called.

bucket . updat e_obj ect _net a(' <your Cbj ect Nanme>', {' Content-Type': 'text/

plain'})

2.7.5 List objects

Objects are listed alphabetically. You can use OSS Python SDK to list objects in different

methods.
Simple list
Run the following code to list 10 objects in a specified bucket.

# -*- coding: utf-8 -*-
i mport 0Ss2
fromitertools inport islice

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recommend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', ' <your AccessKeySecret>")



# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

for b in islice(oss2. bjectlterator(bucket), 10):
print(b. key)

List objects by a specified prefix
Run the following code to list objects with a specified prefix:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform

routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the

actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.conm, '<

your Bucket Nane>')

# List objects by a specified prefix 100 objects are listed by default

f or obj in oss2. Objectlterator(bucket, prefix = 'inmg-'):
pri nt (obj . key)

List all objects in a bucket
Run the following code to list all objects in a bucket:

# -*- coding: utf-8 -*-
i nport 0Ss2

# 1t is highly risky to log on with AccesskKey of an Alibaba C oud

account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform

routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the

actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>')

# Set the delimter paraneter to a slash (/).
for obj in oss2. Objectlterator(bucket, delimter ="'/"):
# Determ ne whether the obj is a directory using the is prefix nethod

if obj.is prefix(): # directory
print('directory: ' + obj.key)
el se: # obj ect



Print (‘file: '+ obj. Key)

2.7.6 Delete objects

This topic describes how to delete objects.

. Warning:

Delete objects with caution because deleted objects cannot be recovered.
Delete an object

Run the following code to delete a single object:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Auth('<yourAccessKeyld>', '<yourAccessKeySecret>')

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

bucket = oss2. Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

bucket . del et e_obj ect (' <your Obj ect Nanme>")
Delete multiple objects
Run the following code to delete multiple objects simultaneously:

# Delete 3 objects. You can delete a maxi num of 1,000 objects
si mul t aneousl y.

result = bucket.batch del ete objects([' <yourQbj ect Nane-a>', '<
your Qbj ect Nane- b>', ' <your Obj ect Name-c>'])

# Print the nanmes of del eted objects.
print('\n'.join(result.del eted _keys))

2.7.7 Copy objects

You can copy an object from a bucket (source bucket) to another bucket (target bucket ) in the

same region.
You must note the following limits before copy an object:

* You must have the read and write permission on the source object.

* You cannot copy an object from a region to another region. For example, you cannot copy an

object from a bucket in Hangzhou region to a bucket in Qingdao region.



Simple copy
You can use simple copy for objects smaller than 1 GB. Run the following code for simple copy:

# -*- coding: utf-8 -*-
i mport 0sSs2

# 1t is highly risky to log on with AccesskKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Dest i nati onBucket Nanme>' )

bucket . copy_obj ect (' <your Sour ceBucket Nane>', ' <your Sour ceChj ect Name>' ,
' <your Dest i nati onCbj ect Nane>")

Copy a large-sized object

To copy an object larger than 1 GB, you need to use UploadPartCopy. To enable UploadPartCopy

, perform the following steps:

1. Use bucket.init_multipart_upload to initiate an UploadPartCopy task.

2. Start UploadPartCopy with bucket.upload_part_copy. Aside from the last part, all parts must be
larger than 100 KB.

3. Submit the UploadPartCopy task with bucket.complete_multipart_copy.

Run the following code for UploadPartCopy task

# -*- coding: utf-8 -*-

i mport 0ss2

fromoss2. nodels inmport Partlnfo
fromoss2 inport deternine_part_size

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
reconmend that you log on as a RAM user to access APls or perform
routi ne operati ons and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>')

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

src_object = '<your Sour ce(bj ect Nanme>"'
dst _object = '<yourDesti nationObject Nanme>'

total _size = bucket.head_object(src_object).content | ength
part_size = determ ne_part_size(total size, preferred_size=100 * 1024)

# Initiate an Upl oadPart Copy task



upload_id = bucket.init_multipart upl oad(dst_object).upload_ id
parts = []

# Copy parts one by one.

part _nunmber = 1

offset =0

while offset < total _size:
numto_upload = mn(part_size, total _size - offset)
byte range = (offset, offset + numto_upload - 1)

result = bucket. upl oad_part_copy(bucket. bucket name, src_object,
byt e range, dst _object, upload id, part_nunber)
parts. append(Part|nfo(part_nunber, result.etag))

of fset += num_to_upl oad
part _nunmber += 1

# Conpl ete the Upl oadPart Copy task.
bucket . conpl ete_nul ti part_upl oad(dst _obj ect, upload_id, parts)

For more information about UploadPartCopy, see UploadPartCopy

2.7.8 Restore an archive object

This topic describes how to restore an archive object.

You must restore an archive object before you read it. Do not call restoreObject for non-archive

objects.
The state conversion process of an archive object is as follows:

1. An archive object is in the frozen state.

2. After you submit it for restoration, the server restores the object. The object is in the restoring

state.

3. You can read the object after it is restored. The restored state of the object lasts one day by
default. You can prolong this period to a maximum of seven days. Once this period expires, the

object returns to the frozen state.
Run the following code to restore an object:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
reconmend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>'")

obj ect Nane = ' <your Obj ect Nane>'



bucket . restore_obj ect (obj ect Nane)

For more information about the archive storage classes, see Infroduction to storage classes.

2.7.9 Manage a symbolic link

This topic describes how to manage a symbolic link.

Create a symbolic link
A symbolic link is a special object that maps to an object similar to a shortcut used in Windows.
Run the following code to create a symbolic link:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in OSS. W
recomrend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Name>')

obj ect Nane = ' <your Obj ect Nane>'
sym i nk = "<your Sym i nk>";

bucket . put _sym i nk(obj ect Nane, symnl i nk)
For more information about symbolic links, see PutSymlink.
Obtain object content for a symbolic link

To obtain a symbolic link, you must have the read permission on it. Run the following code to

obtain the object content for a symbolic link:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in GSS. W
recomrend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

sym ink = "<your Sym i nk>";



bucket . get _sym i nk(symn i nk)

For more information about symbolic links, see GetSymlink.

2.8 Authorized access

This topic describes how to authorize access to users.
Sign a URL to authorize temporary access

You can provide a signed URL to a visitor for temporary access. When you sign a URL, you can

specify the expiration time for a URL to restrict the period of access from visitors.
Run the following code to download objects with a signed URL.:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
reconmend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# Set the expiration time of the URL to one hour.
print (bucket.sign url (' GET', '<yourQbjectNanme>', 60))

Use STS for temporary access authorization
For the complete code of using STS, see GitHub.

You can use Security Token Service (STS) for temporary access authorization. For more
information about STS, see Introduction in the access control API (STS) reference. For more
information about accounts and authorization, see STS temprory access authorization in best

practices.
You must install the official Python STS client first:
pip install aliyun-python-sdk-sts

Please use version 2.0.6 and later. Run the following code to upload files with STS temporary
authorization:
# -*- coding: utf-8 -*-

from al i yunsdkcore inmport client
from aliyunsdksts. request.v20150401 i nport AssuneRol eRequest


https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/sts.py

i mport json
i mport 0ss2

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

endpoi nt = ' 0ss-cn-hangzhou. al i yuncs. coni

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in GSS. W
recomrend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

access_key id = '<yourAccessKeyl d>'

access_key secret = '<yourAccessKeySecr et >'

bucket _nanme = ' <your Bucket Nanme>'

# role_arn is the resource nanme of the role.

role_arn = '<your Rol eAr n>'

clt = client. AcsClient(access_key id, access key secret, 'cn-hangzhou
)

req = AssuneRol eRequest . AssuneRol eRequest ()

# Set the format of returned values to JSON.
req.set _accept format('json')

req. set _Rol eArn(rol e_arn)

req. set _Rol eSessi onName(' sessi on-nane')

body = clt.do_action(req)

# Use the AccessKeyld and AccessKeySecret to apply for a tenporary
t oken from STS.
t oken = json. | oads(body)
# Use the authentication information in the tenmporary token to
initialize the StsAuth instance.
auth = oss2. StsAuth(token[' Credential s'][' AccessKeyld'],
token[' Credentials'][' AccessKeySecret'],
token[' Credentials']['SecurityToken'])

# Use the StsAuth instance to initialize the bucket.
bucket = o0ss2.Bucket (auth, endpoint, bucket nane)

# Upl oad a string.
bucket . put _obj ect (' object-nane.txt', b'hello world")

2.9 Client-side encryption

Client-side encryption is performed locally on data before the data is uploaded to OSS.
For the complete code of client-side encryption, see GitHub.
You can use the following two methods to manage keys:

+ Manually manage keys (RSA).

+ Use Key Management Service (KMS) to manage keys.

Using the two methods, you can prevent the keys from being leaked and therefore ensure the
security of data on the client. Additionally, others cannot decrypt the data to obtain the original

data even the data is leaked.


https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_crypto.py

For detailed information about client-side encryption, see Introduction to client-side encryption

SDK in the OSS Developer Guide.

Encryption meta information

Parameter Description Required or not

x-0ss-meta-oss-crypto-key Specifies the encrypted key, Required
which is a string encoded with
Base64 after being encryted by
the RSA algorithm.

X-0ss-meta-oss-crypto-start Specifies the initial value of Required
the encrypted data, which is
generated randomly. The initial
value is a string encoded with
Base64 after being encryted by
the RSA algorithm.

X-0ss-meta-oss-cek-alg Specifies the encryption Required
algorithm with the following
available values: AES, GCM,
and NoPadding.

x-0ss-meta-oss-wrap-alg Specifies the encryption Required
algorithm with the following
available values: rsa and kms.

X-08s-meta-oss-matdesc Specifies the description of Optional
the Content Encryption Key (

CEK) in the JSON format. This
parameter does not take effect

currently.
x-0ss-meta-unencrypted- Specifies the length of data Optional
content-length before encryption. This

parameter is not generated
if the content-length is not

specified.
x-0ss-meta-unencrypted- Specifies the MD5 of the data | Optional
content-md5 before encryption. If the MD5

is not specified, this parameter
is not generated.



https://www.alibabacloud.com/help/doc-detail/73332.htm
https://www.alibabacloud.com/help/doc-detail/73332.htm

Upload and download objects with the keys manually managed

You can upload and download objects with the keys manually managed. The code is as follows:

# -*- coding: utf-8 -*-

i mport os

i mport 0ss2

from oss2.crypto inport Local RsaProvi der

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# Create a bucket and use the RSA method to encrypted the data. This
met hod

bucket = oss2. CryptoBucket (aut h, ' <your Endpoi nt>', ' <your Bucket Nane>',
crypt o_provi der=Local RsaProvi der())

key = 'notto.txt'
content = b'a' * 1024 * 1024
filenane = ' downl oad. t xt'

# Upl oad an obj ect.
bucket . put _obj ect (key, content, headers={'content-length': str(1024 *
1024)})

# Downl oad an obj ect.
result = bucket.get object(key)

# Performverification.
content _got = b''
for chunk in result:

content got += chunk
assert content_got == content

# Downl oad an object to a local file.
result = bucket.get_object _to file(key, filenane)

# Performverification.
with open(filenanme, 'rb') as fileobj:
assert fileobj.read() == content

os. remove(fil enane)
Upload and download objects with the keys managed by KMS
* Prerequisites

1. You have activated the Alibaba Cloud Key Management Service.

2. The key ID for your region has been generated.



3. You have created the custom authorization policies as follows: Log on to the RAM console,
select > RAM > Policies > Custom Policy > Create Authorization Policy, and associate

corresponding users with the policy.

Refer to the following format to create a custom policy:

{

"Version": "1",
"Statenent": [
{
"Effect": "All ow',
"Action": |
"kmns: Cr eat eKey",
"knms: Gener at eDat aKey",
"kms: Li st Keys",
"kns: Encrypt ",
"kms: Decrypt”

]

i?esource": [
"acs: knms: <your Regi on>: <your | ogi nUser | d>: key/ *"
]
}
]
}

+ Sample code

# -*- coding: utf-8 -*-

i mport os

i mport 0ss2

from oss2.crypto inport Al i KMSProvider

# 1t is highly risky to log on with AccesskKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, |og on
to https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# Create a bucket and use the KMS nmethod to encrypt the data. This
nmet hod only applies to scenari os where objects are upl oaded or

downl oaded entirely.

bucket = o0ss2. CryptoBucket (auth, ' <your Endpoi nt>', 'Iliusi man123456

", crypto_provider=Ali KMSProvi der (' <your AccessKeyl d>', ' <yourAccess

KeySecret>', '<yourRegion>, '<yourCMK>', '1234'))

key = 'notto. txt'
content = b'a' * 1024 * 1024
filenane = ' downl oad. t xt'

# Upl oad an obj ect.
bucket . put obj ect (key, content, headers={'content-length': str(1024
* 1024)})

# Downl oad an obj ect.
result = bucket.get object (key)

# Performverification.
content _got = b"'



for chunk in result:
content got += chunk
assert content_got == content

# Downl oad an object to a local file.
result = bucket.get object to file(key, filenane)

# Performverification.
with open(filenanme, 'rb') as fileobj:
assert fileobj.read() == content

os. remove(fil enane)

2.10 Static website hosting

You can set your bucket configuration to the static website hosting mode. After the configuration
takes effect, you can access this static website with the bucket domain and be redirected to a

specified index page or error page.

For more information about static website hosting, see Static website hosting.
Configure static website hosting

Run the following code to configure static website hosting:

# -*- coding: utf-8 -*-
i mport 0ss2
from oss2. nodel s i nport Bucket Wbsite

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# Enabl e the static website hosting nbde. Set the index page to index.
htm and the error page to error.htm.
bucket . put _bucket website(Bucket Wbsite('index.htm "', "error.htm "))

View static website hosting configurations
Run the following code to view static website hosting configurations:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")



# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

try:
# |If the static website hosting node is not enabl ed, a NoSuchWbsite
exception is thrown by get bucket website.

website = bucket.get bucket website()

print('Index file is {0}, error file is {1}'.format(website.
i ndex_file, website.error_file))
except 0ss2.exceptions. NoSuchWbsite as e:

print('Wbsite is not configured, request id={0}'.format(e.
request _id))

Delete static website hosting configurations

Run the following code to delete static website hosting configurations:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

bucket . del et e_bucket website()

2.11 Manage lifecycle rules

You can use OSS to configure lifecycle rules to reduce storage costs. The lifecycle management

rules can be used for automatic deletion of expired objects and fragments, or storage class

conversion to Infrequent Access for objects that will expire soon. Each rule includes:

Rule ID: It identifies a rule. Ensure that each rule ID in a bucket is unique.

Policy: You can configure a policy by using the following configuration methods. Only one

method can be configured for a bucket.

= Configure by Prefix: You can create multiple rules with this method. Ensure that each prefix

is unique.
= Configure for Entire Bucket: You can configure only one rule with this method.

Expired: You can configure the following configuration methods:



= Set by Number of Days: It specifies the number of days from the last modification time of

objects.

— Set by Date: It specifies the date prior to which objects are created. If objects are created

prior to the date, these objects are deleted.

« Status: This lifecyle rule takes effect or not.

The parts uploaded by upload_part method also support lifecycle rules. The last modification time

of an object is the time the multipart upload event is initiated.

For more information about lifecycle management, see Manage object lifecycle.
Configure lifecycle rules

Run the following code to configure lifecycle rules:

# -*- coding: utf-8 -*-

i mport 0ss2

fromoss2. nodel s inport LifecycleExpiration, LifecycleRule, BucketLife
cycl e, Abort Mul ti part Upl oad

i nport datetine

# 1t is highly risky to log on with AccesskKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This case uses the Hangzhou endpoint as an example. Fill in the

regi on endpoi nt nane according to the actual circunstances.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# Set the expiration duration to 3 days after |last nodified date.
rulel = LifecycleRule('rulel', '"tests/',
st at us=Li f ecycl eRul e. ENABLED,
expiration=Lifecycl eExpi rati on(days=3))

# Configure expiration date to delete objects that are created before
t he date.
rule2 = LifecycleRule('rule2', 'logging-',

st at us=Li f ecycl eRul e. DI SABLED,
expiration=Li fecycl eExpiration(created_before_dat e=dat eti ne. dat e(2018
, 12, 12)))

# Set the expiration duration to 3 days for parts in an object.
rule3 = LifecycleRule('rule3 , '"testsl/',
st at us=Li f ecycl eRul e. ENABLED,
abort nul tipart_upl oad=Abort Mul ti part Upl oad(days=3))

# Configure expiration date to delete parts that are created before
the date.
rule4 = LifecycleRule('ruled4 , 'loggingl-',

st at us=Li f ecycl eRul e. DI SABLED,

abort _nmultipart upload = Abort Ml tipart Upl oad(
creat ed_bef ore_dat e=dat eti ne. dat e( 2018, 12, 12)))



I'ifecycle = BucketLifecycle([rulel, rule2, rule3,rule4])

bucket . put bucket |ifecycle(lifecycle)

View lifecycle rules
Run the following code to view lifecycle rules:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

I'ifecycle = bucket.get bucket |ifecycle()

for rule in lifecycle.rules:
if rule.abort _multipart _upload is None:
print('id={0}, prefix={1}, status={2}, days={3}, created_be
fore_date={4}"'
.format(rule.id, rule.prefix, rule.status,
rul e. expiration. days,
rul e.expiration.created before _date))
el se:
print('id={0}, prefix={1}, status={2}, days={3}, created_be
fore_date={4}"'
.format(rule.id, rule.prefix, rule.status,
rul e.abort_nultipart_upl oad. days,
rul e.abort _nmultipart _upload. created before date

))
Clear lifecycle rules

Run the following code to clear lifecycle rules:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recommend that you |l og on as a RAM user to access APIs or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', ' <your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

bucket . del et e_bucket _|ifecycl e()



# An exception occurs when you view |lifecycle rul es again.
try:

i fecycle = bucket.get_bucket Iifecycle()
except 0ss2.exceptions. NoSuchLi fecycl e:

print('lifecycle is not configured)

2.12 CORS

Cross-origin resource sharing (CORS) allows web applications to access resources that belong to

another region. OSS provides CORS APIs for convenient cross-origin access control.

For more information, see Cross-origin resource sharing and PutBucketcors in the OSS Developer
Guide.

Configure CORS rules
Run the following code to configure CORS rules for the specified bucket:

# -*- coding: utf-8 -*-
i mport 0ss2
fromoss2. nodel s i nport Bucket Cors, CorsRul e

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>'")

rule = CorsRul e(al l owed_origins=["'*"],
al | oned_net hods=[' GET', ' HEAD ],
al | owed_headers=["'*'],
max_age_seconds=1000)

# The existing rules will be repl aced.
bucket . put _bucket cors(Bucket Cors([rule]))

Obtain CORS rules
Run the following code to obtain CORS rules:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.



bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

try:
cors = bucket.get bucket cors()
except 0ss2.exceptions. NoSuchCors:
print('cors is not set')
el se:
for rule in cors.rules:
print('AlowedOigins={0}'.format(rule.allowed_origins))
print (" Al owedMet hods={0}"'.format(rule.all owed_net hods))
print (' Al owedHeaders={0}'.format(rule.all owed_headers))
print (' ExposeHeaders={0}'.format (rul e. expose headers))
print (' MaxAgeSeconds={0}"'.format (rul e. max_age_seconds))

Delete CORS rules
Run the following code to delete all CORS rules for the specified bucket:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

bucket . del et e_bucket cors()

2.13 Set logging

You can enable access logs to record bucket access to log files, which are stored in a specified

bucket.
The log file format is as follows:
<Tar get Pr ef i x><Sour ceBucket >- YYYY- nm DD- HH- MM SS- Uni queSt ri ng
For more information about access log files, see Set access logging.
Enable access logging
Run the following code to enable bucket access logging:

# -*- coding: utf-8 -*-
i mport 0ss2
from oss2. nodel s i nport Bucket Loggi ng

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APls or perform



routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual

endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>')

# Enabl e access logging. Store log files in the current bucket and set
the log file storage directory to 'logging/'.

bucket . put _bucket | oggi ng(Bucket Loggi ng( bucket . bucket _name, ' oggi ng

1))

View access logging configurations
Run the following code to view the access logging configurations for a bucket:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

| oggi ng = bucket . get bucket | oggi ng()
print (' Target Bucket ={0}, TargetPrefix={1}'.format (| oggi ng.target_buc
ket, 1 ogging.target prefix))

Disable access logging
Run the following code to disable access logging for a bucket:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')



bucket . del et e_bucket | oggi ng()

2.14 Anti-leech

To prevent your data on OSS from being leeched, OSS supports anti-leeching through the referer

field settings in the HTTP header, including the following parameters:

+ Referer whitelist: Used to allow access only for specified domains to OSS data.

+ Empty referer: Determines whether the referer can be empty. If it is not allowed, only requests

with the referer filed in their HTTP or HTTPS headers can access OSS data.
For more information about anti-leaching, see Anti-leeching settings in the OSS Developer Guide.
Configure the referer whitelist
Run the following code to configure the referer whitelist:

# -*- coding: utf-8 -*-
i mport 0ss2
fromoss2. nodel s i nport Bucket Ref erer

# 1t is highly risky to log on with AccesskKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = oss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')

# Configure to allow enpty Referers (True indicates that an enpty
Referer is allowed, and Fal se indicates that an enpty Referer is not
al l oned), and configure the referer whitelist.

bucket . put _bucket _referer(BucketReferer(True, ['http://aliyun.com,k '
http://*.aliyuncs.com]))

Obtain a referer whiltelist
Run the following code to obtain a referer whiltelist:

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>')



config = bucket.get bucket referer()
print('allow empty referer={0}, referers={1}"'.format(config.all ow _enpt
y referer, config.referers))

Clear a referer whitelist
Run the following code to clear a referer whitelist:

# -*- coding: utf-8 -*-

i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform

routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', '<your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the

actual endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<

your Bucket Nane>')

# You cannot clear a referer whitelist directly. To clear a referer

whitelist, you need to create the rule that allows an enpty referer

field and replace the original rule with the new rul e.
bucket . put bucket referer(BucketReferer(True, []))

2.15 Image processing

Image Processing (IMG) is a massive, secure, cost-effective and highly reliable image processing
service. After source images are uploaded to OSS, you can process images on any Internet

device at any anytime, from anywhere through simple RESTful APIs.
For more information about IMG, see Image Processing.
For the complete code of IMG, see GitHub.
Basic features
OSS offers the following IMG features:

* Retrieve dominant image tones

* Format conversion

* Resize images

* Incircle

» Adaptive orientation

» Brightness

+ Add watermarks: allows you to add images, texts, or image-text watermarks to another image.

* Image processing


https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/image.py

» Image processing access rules: calls multiple IMG functions.
Usage
IMG uses standard HTTP GET. You can configure IMG parameters in QueryString of a URL.

If the ACL of an image object is private read and write, only authorized users are allowed for

access.
* Anonymous access
You can use the following format in level-3 domains to access a processed image:

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Cbj ect Name>?x- 0Sss-
process=i mage/ <your Acti on>, <your Par anval ue>

Parameter Description

bucket Specifies the name of a bucket.

endpoint Specifies endpoint used to access a region.

object Specifies the name of an image object.

image Specifies the reserved identifier for IMG.

action Specifies the operations on an image, such
as scaling, cropping, and rotating.

param Specifies the parameter that indicates the
operation on an image.

- Basic operations
For example, scale an image to a width of 100 px. Adjust the height based on the ratio.

htt p://i mage- denp. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0Ss-
process=i mage/ resi ze, w_100

= Customized image styles

You can use the following format in level-3 domains to access a processed image:

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Cbj ect Nane>?x- 0ss-
process=styl e/ <your St yl eName>

m style: specifies a reserved identifier of a customized image style.
m yourStyleName: specifies the name of a custom image style. It is the name specified in

the rule that is created on the OSS console.



Example:

http://i mage- deno. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0Ss-
process=styl e/ oss- pi c-styl e-w 100

— Cascade operations
Cascade operations allow you to perform multiple operations on an image sequentially.

htt p: // <your Bucket Nanme>. <your Endpoi nt >/ <your Obj ect Nanme>?x- 0ss
- process=i mage/ <your Acti onl>, <your Par anVal uel>/ <your Acti on2>, <
your Par anval ue2>/ . ..

Example:

htt p://i mage- denp. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0Ss-
process=i mage/resi ze, w 100/ rot at e, 90

— HTTPS access
IMG supports access through HTTPS. Example:

htt ps://image-denp. oss- cn- hangzhou. al i yuncs. conl exanpl e. j pg?x- 0ss-
process=i mage/ resi ze, w 100

Authorized access

Authorized access allows you to customize an image style, HTTPS access, and cascade

operations.
Run the following code to generate a signed URL for IMG:

# -*- coding: utf-8 -*-
i mport 0ss2

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

endpoint = 'http://oss-cn-hangzhou. al i yuncs. coni

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and nai ntenance. To create a RAM account, |og on
to https://ram consol e. aliyun.com

access_key id = '<yourAccessKeyl d>'
access_key secret = '<yourAccessKeySecr et >'
bucket nanme = ' <your Bucket Name>'

key = 'exanple.jpg

# Creates a bucket instance. All object-related nmethods nust be
call ed by the bucket instance.

bucket = o0ss2.Bucket(oss2. Auth(access_key id, access_key secret),
endpoi nt, bucket nane)

# Upl oad a sanpl e i nage.
bucket . put _object fromfile(key, 'exanple.jpg')



# Cenerate a signed URL. Set the expiration time to 10 minutes. The
unit of expiration tinme is second.

style = 'imge/resize, mfixed, w 100, h_100/r ot at e, 90

url = bucket.sign url ('GET', key, 10 * 60, paranms={'X-0SS-process':
style})

print(url)

Access with SDK
You can use SDK to access and process an image object.
SDK allows you to customize image styles, HTTPS access, and cascade operations.
- Basic operations
get_object and get_object _to_file support image processing.
Run the following code to perform basic operations on an image:

# -*- coding: utf-8 -*-
i mport os
i mport 0ss2

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the

actual endpoi nt based on your requirenents.

endpoint = 'http://oss-cn-hangzhou. al i yuncs. con

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has permnissions on all the APIs in
0SS. W recommend that you |log on as a RAM user to access APls
or performroutine operations and nai ntenance. To create a RAM

account, log on to https://ram consol e. al i yun. com

access_key id = '<your AccessKeyl d>'

access_key_secret = '<yourAccessKeySecr et >'

bucket _nane = ' <your Bucket Nanme>'

key = 'exanple.jpg

new pi ¢ = 'exanpl e-new. j pg'

# Creates a bucket instance. Al object-related nmethods nust be
call ed by the bucket instance.

bucket = o0ss2. Bucket (0ss2. Auth(access key id, access_key secret
), endpoi nt, bucket nane)

# Upl oad a sanpl e i nage.
bucket . put _object fromfile(key, 'exanple.jpg')

# Scal e the image.
style = '"imge/resize, mfixed, w 100, h_100
bucket . get _object to fil e(key, new pic, process=style)

# Crop the image.
style = '"imge/crop,w 100, h_100, x_100,y_100,r_1'
bucket.get object to file(key, new pic, process=style)

# Rotate the inmage.
style = '"i mage/rotate, 90'
bucket . get _object to fil e(key, new pic, process=style)

# Shar pen the i mage.
style = 'inmage/ shar pen, 100
bucket.get object to file(key, new pic, process=style)



# Add wat er mar ks.
style = 'imge/ wat er mark, t ext _SGVsbG3g5Zu- 54nmH5pyN5Yghl Q
bucket.get object to file(key, new pic, process=style)

# Convert the image format.
style = 'inmage/format, png'
bucket.get _object _to_file(key, new pic, process=style)

# Delete the sanpl e i mage.
bucket . del et e_obj ect (key)
# Clear the local file.
0S. renmove( new_pi c)

= Customize an image style
The following code is used to customize the image style:

# -*- coding: utf-8 -*-
i mport os
i mport 0ss2

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

endpoi nt = 'http://oss-cn-hangzhou. al i yuncs. comi

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you |l og on as a RAM user to access APlIs or perform
routi ne operations and mai ntenance. To create a RAM account, |og
on to https://ram consol e. al i yun. com

access_key_id = '<yourAccessKeyl d>'

access_key_secret = '<your AccessKeySecr et >'

bucket _name = ' <your Bucket Name>'

key = 'exanple.jpg

new_pi ¢ = 'exanpl e- new. j pg'

# Creates a bucket instance. Al object-related nmethods nust be
call ed by the bucket instance.

bucket = o0ss2.Bucket(oss2. Auth(access_key id, access_key_ secret
), endpoi nt, bucket nane)

# Upl oad a sanpl e i nage.
bucket . put _object fromfile(key, 'exanple.jpg')

# Custom ze the inmage style.
style = 'styl e/ oss-pic-styl e-w 100

# Process the inmge.

bucket . get _object _to_file(key, new pic, process=style)
# Del ete the sanpl e i mage.

bucket . del et e_obj ect (key)

# Clear the local file.

0s. renmove( new_pi c)

— Cascade operations
Run the following code to perform cascade operations on an image:

# -*- coding: utf-8 -*-
i mport os



IMG tools

i mport 0ss2

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

endpoi nt = 'http://oss-cn-hangzhou. al i yuncs. com

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you |l og on as a RAM user to access APIs or perform
routi ne operations and mai ntenance. To create a RAM account, |og
on to https://ram consol e. al i yun. com

access_key_ id = '<yourAccessKeyl d>'

access_key_secret = '<your AccessKeySecr et >'

bucket _name = ' <your Bucket Name>'

key = 'exanple.jpg

new_pi ¢ = 'exanpl e- new. j pg'

# Creates a bucket instance. Al object-related nmethods nust be
call ed by the bucket instance.

bucket = o0ss2.Bucket(oss2. Auth(access_key id, access_key_ secret
), endpoint, bucket nane)

# Upl oad a sanpl e i nage.
bucket . put _object fromfile(key, 'exanple.jpg')

/1 Perform cascade operations.
style = 'imge/resize, mfixed,w 100, h_100/rot at e, 90'

# Process the inmage.
bucket . get _object to fil e(key, new pic, process=style)

# Del ete the sanpl e i mage.
bucket . del et e_obj ect (key)
# Clear the local file.
0s. renmove( new_pi c)

You can use the IMG viewer ImageStyleViever to directly view the IMG result.

2.16 Chinese character and time

This topic describes the Chinese characters and time used by OSS Python SDK.

Chinese character

Errors may occur if Chinese characters are used in the Python code. Therefore, you must declare

the Chinese character encoding at the beginning of the code. For example:

# -*- coding: utf-8 -*-

+ Data type

Python 2.x supports the following two data types:
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Data type

Description

str Character strings, corresponding to the bytes
type in Python 3.x
unicode Unicode streams, of which the length is

measured in characters. For example, the
length of u'da 3z is 2.

Python 3.x supports the following two data types:

Data type Description

str Character strings, corresponding to the
unicode type in Python 2.x

bytes Byte streams, of which the length is

measured in bytes. For example, the length of
b'eh x7' depends on the encoding, which is 6 if
it is encoded with UTF-8.

Input and output conventions

The following table describes the conventions of input parameter types for OSS Python SDK.

Input

Data type

Remarks

OSS object name

str

If the input type is bytes, it
must be encoded with UTF-8.

Local file name

str, unicode

If the input type is bytes, it
must be encoded with UTF
-8, such as the yourLocalF
ile parameter in bucket.
get_object_to_file.

Input data stream

bytes

For example, the data
parameter in bucket.
put_obiject.

The following table describes the conventions of output parameter types for OSS Python SDK.

Output

Data type

Remarks

Results parsed from the XML

str

For example, a string in the
result obtained by bucket.
list_object.




Output Data type Remarks

Downloaded content bytes Python SDK regards that the
bytes type is encoded with
UTF-8 by default. Therefore
, make sure that the Python
source file is also encoded

with UTF-8.
* Type conversion functions
OSS Python SDK provides three functions for type conversion.
Function Description
to_bytes - Converts the unicode type to the str type in
Python 2.x. Other types are returned without
changes.

- Converts the str type to the bytes type in
Python 3.x. Other types are returned without
changes.

to_unicode - Converts the str type to the unicode type in
Python 2.x. Other types are returned without
changes.

- Converts the bytes type to the str type in
Python 3.x. Other types are returned without
changes.

to_string Acts as to_bytes in Python 2.x. Acts as
to_unicode in Python 3.x.

Time

OSS Python SDK converts all timestamp strings retrieved from the server to Unix Time, that is, the
number of seconds since UTC 00:00 on January 1, 1970. For example, the last_modified time in

the results returned by bucket.get_object is the Unix Time of the int type.
You can use the datetime.datetime.fromtimestamp() method to convert the time, obtaining the

timestamp string.

2.17 Exception handling

OSS Python SDK has three types of exceptions: ClientError, RequestError, and ServerError,

which are defined in the oss2.exceptions sub-module.

The following table lists the member variables of exceptions.
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Variable Type Description

status int « ServerError: HTTP status
code

* ClientError and RequestErr
or: fixed values

request_id str + ServerError: request ID
returned by the OSS server

+ ClientError and RequestErr
or: empty string

Code and message str Correspond to text text in the
Code and Message XML Tags
in OSS error response.

Example for handling exceptions

The following code demonstrates how to handle exceptions when downloading an object that does

not exist, and how to print the HTTP status code and request ID of the error messages.

# -*- coding: utf-8 -*-
i mport 0ss2

# 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recommend that you log on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

auth = o0ss2. Aut h(' <your AccessKeyl d>', ' <your AccessKeySecret>")

# This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

bucket = o0ss2.Bucket(auth, 'http://oss-cn-hangzhou. aliyuncs.com, '<
your Bucket Nane>'")

try:
stream = bucket. get object (' random key.txt")
except 0ss2.exceptions. NoSuchKey as e:
print('status={0}, request _id={1}'.format(e.status, e.request _id))

ClientError

ClientError is caused by input error on the client side. For example, a ClientError is thrown when
an empty object name list is received when the bucket.batch_delete objects method is used. The

status value of ClientError objects is 0ss2.exceptions.OSS_CLIENT_ERROR_STATUS.



RequestError

When an exception is thrown by the underlying HTTP library, the Python SDK will convert the
exception to RequestError. The status value of ClientError objects is fixed to oss2.exceptions.

OSS CLIENT_ERROR_STATUS.
ServerError

When an HTTP error code is returned by the OSS server, Python SDK converts it into a
ServerError. ServerError is divided into multiple subclasses based on the HTTP status code and
OSS error code. The NotFound subclass corrresponds to all 404 exceptions, and the Conflict

subclass corresponds to all 409 exceptions.

The following table lists common error codes.

Exception class HTTP status code OSS error code Description
NotModified 304 Null It is not modified.
AccessDenied 403 AccessDenied The access is denied.
NoSuchBucket 404 NoSuchBucket The bucket does not
exist.
NoSuchKey 404 NoSuchKey The file does not exist.
NoSuchUpload 404 NoSuchUpload The multipart upload
does not exist.
NoSuchWebsite 404 NoSuchWebs The static website
iteConfiguration hosting is not
configured.
NoSuchLifecycle 404 NoSuchLifecycle The lifecycle
management is not
configured.
NoSuchCors 404 NoSuchCORS CORS is not
Configuration configured.
BucketNotEmpty 409 BucketNotEmpty The bucket is not
empty.
PositionNotEqualToLe [409 PositionNotEqualTolLe | The Append position is
ngth ngth not equal to the object
length.
ObjectNotAppendable [409 ObjectNotAppendable | The object is not

appendabile.




3 PHP

3.1 Manage objects

3.1.1 Determine whether a specified object exists

Use the following code to determine whether a specified object exists:

<? php

if (is_file(_DR_ . '"/../lautoload.php')) {
require_once __DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autoload. php')) {
require_once _DIR_ . '/../vendor/autol oad. php';

}

use 0SS\ Gssd i ent;
use OSS\ Cor e\ OssExcepti on;

1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt Chi na East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = " <your Bucket Nane>";
$obj ect = "<your Obj ect Nane>";
try{
$ossC ient = new OssCient($accessKeyl d, $accessKeySecret, $
endpoi nt) ;

$exi st = $ossC i ent - >doesCbj ect Exi st ($bucket, $obj ect);
} catch(GssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION__ . ": OK' . "\n");

var _dunp($exi st);

3.1.2 Manage ACL for an object

The following table describes the permissions included in the Access Control List (ACL) for an

object.



Permission Description Value

default The ACL of an object is the default
same with that of its bucket.

Private Only the object owner and private
authorized users can read and
write the object.

Public read Only the object owner and public-read
authorized users can read

and write the object. Other
users can only read the object
. Authorize this permission with
caution.

Public read-write All users can read and write public-read-write
the object. Authorize this
permission with caution.

The ACL of objects take precedence over that of buckets. For example, if the ACL of a bucket is
private, while the object ACL is public read-write, all users can read and write the object. If an

object is not configured with an ACL, its ACL is the same as that of its bucket by default.

Configure an ACL for an object

You can run the following code to configure an ACL for a specified object:

<? php

if (is_file(_DIR__ . '/../lautol oad.php')) {
require_once __ DIR__ . '/../[autol oad. php';

}

if (is_file(_DR__ . '"/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use OSS\ GssC i ent;
use 0SS\ Cor e\ GssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in OSS. W
recomrend that you I og on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1l This exanple uses endpoint China East 1 (Hangzhou). Specify the

actual endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = " <your Bucket Nane>";
$obj ect = "<your Obj ect Nanme>";

/1l Set the ACL for the object to public read, which is inherited from
t he bucket by default.
$acl = "public-read";



try {
$ossC ient = new OssC i ent ($accessKeyl d, $accesskKeySecret, $

endpoi nt) ;

$ossd i ent - >put Obj ect Acl ($bucket, $object, S$acl);
} catch (OssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return,;

}

print(__FUNCTION _ . ": OK'" . "\n");

Obtain the ACL for an object

You can run the following code to obtain the ACL for a specified object:

<? php

if (is_file(_DR_ . '"/..lautoload.php')) {
require_once __DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autoload. php')) {
require_once _DIR . '/../vendor/autol oad. php';

}

use OSS\ Gssd i ent;
use OSS\ Cor e\ OssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you |l og on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = " <your Bucket Nane>";
$obj ect = "<your Obj ect Nane>";
try {
$ossClient = new GssC ient($accessKeyld, $accessKeySecret, $
endpoi nt) ;

$obj ect Acl = $ossC i ent - >get Obj ect Acl ($bucket, $object);
} catch (OssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION_ _ . ": OK' . "\n");

var _dunp( $obj ect Acl ) ;

3.1.3 Manage Object Meta

For more information about Object Meta, see Object Meta in OSS Developer Guide.



Configure Object Meta

Run the following code to configure Object Meta:

<? php

if (is_file(_DIR__ . '/../lautol oad. php')) {
require_once __ DIR__ . '/../[autol oad. php';

}

if (is_file(_DR_ . '/../vendor/autol oad. php')) {
require_once __ DIR_ . '/../vendor/autol oad. php';

}

use 0SS\ GssCl i ent;
use OSS\ Cor e\ GssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = "<your Bucket Name>";

$obj ect = "<your Qbj ect Nane>";

$content = file_get _contents(__FILE );

$options = array(

Gssd i ent:: OSS_HEADERS => array(
"Expires' => '2012-10-01 08:00: 00",
"Content-Disposition' => 'attachnent; fil enane="xxxxxx"",
'X-o0ss-nmeta-sel f-define-title' => "user define neta info',
));

try{
$ossClient = new GssC i ent($accessKeyld, $accessKeySecret, $

endpoi nt) ;

$o0ssd i ent - >put Obj ect ($bucket, $object, $content, S$options);
} catch(GssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION__ . ": OK' . "\n");

Modify Object Meta

Run the following code to modify Object Meta:

<? php

if (is_file(_DIR__ . '/../lautol oad.php')) {
require_once __ DIR__ . '/../autol oad. php';

if (is_file(_DR__ . '"/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use OSS\ Gssd i ent;
use 0SS\ Cor e\ GssExcepti on;



/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt Chi na East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$f r onBucket " <your Fr onBucket Nane>" ;

$f ronbj ect "<your Fr omObj ect Name>" ;
$t oBucket = "<your ToBucket Nane>";
$t otbj ect = "<your ToChj ect Nane>";

$copyOpti ons = array(
GssC ient:: 0SS HEADERS => array(
'Expires' => '2018-10-01 08:00:00',
"Content-Disposition' => 'attachnent; fil enane="xxxxxx"",
'X-o0ss-neta-location' => 'location',
)
)
try{
$ossCient = new OssC i ent ($accessKeyld, $accessKeySecret, $
endpoi nt) ;

$ossd i ent - >copybj ect ($f ronBucket, $fronCbject, $toBucket, $
t oObj ect, $copyOpti ons);
} catch(GCssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION . ": K" . "\n");

Obtain Object Meta

Run the following code to obtain Object Meta:

<? php

if (is_file(_DIR_ . '/../lautol oad. php')) {
require_once __ DIR__ . '/../[autol oad. php';

}

if (is_file(_DR_ . '"/../vendor/autol oad. php')) {
require_once __ DIR_ . '/../vendor/autol oad. php';

}

use 0SS\ GssC i ent;
use OSS\ Cor e\ GssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you |l og on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = "<your Bucket Name>" ;



$obj ect = "<your Obj ect Nane>";
try {

$ossC ient = new OssCient($accessKeyl d, $accessKeySecret, $
endpoi nt) ;

$ hjectneta = $ ossclient-> getobjectnmeta ($ bucket, $ object );
} catch (OssException $e)

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;
}
print(__FUNCTION _ . ": OK' . "\n");
if (isset(%objectMeta[strtolower(' Content-Disposition')]) &&
"attachment; filename="xxxxxx""' === $obj ect Meta[strtol ower ('
Cont ent - Di sposition')]
) A
print(__FUNCTION . ": CbjectMta checked CK' . "\n");
} else {
print(__FUNCTION__ . ": ObjectMta checked FAILED' . "\n");

3.1.4 Delete objects
Delete an object

Run the following code to delete a single object:

<? php

if (is_file(_DIR__ . '/../lautol oad.php')) {
require_once __ DIR__ . '/../autol oad. php';

}

if (is_file(_DIR __. '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use OSS\ Gssd i ent;
use 0SS\ Cor e\ GssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/'l This exanpl e uses endpoi nt Chi na East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = " <your Bucket Nane>";
$obj ect = "<your Obj ect Nane>";
try{
$ossC ient = new OssC i ent ($accessKeyl d, $accesskKeySecret, $
endpoi nt) ;

$ossd i ent - >del et eObj ect ($bucket, $object);
} catch(OssException $e) {

printf(__FUNCTION . ": FAILED\n");

printf($e->get Message() . "\n");

return;



}
print(__FUNCTION_ _ . ": OK" . "\n");
Delete multiple objects

Run the following code to delete multiple objects simultaneously:

<? php

if (is_file(_DIR__ . '/../lautol oad. php')) {
require_once __ DIR__ . '/../[autol oad. php';

}

if (is_file(_DR_ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GssC i ent;
use OSS\ Cor e\ GssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = "<your Bucket Name>" ;

$obj ects = array();
$obj ects[] = "<your Qbj ect Namel>";
$obj ects[] = "<your Obj ect Name2>";
try{
$ossC ient = new OssC i ent ($accessKeyl d, $accesskKeySecret, $
endpoi nt) ;

$ossd i ent - >del et eObj ect s($bucket, $objects);
} catch(OssException $e) {

printf(__FUNCTION . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION__ . ": OK'" . "\n");

3.1.5 Copy objects
Simple copy

Run the following code to copy objects smaller than 1 GB:

<? php

if (is_file(_DR__ . '"/..lautoload.php')) {
require_once __DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once _DIR . '/../vendor/autol oad. php';

}



use 0SS\ GssCl i ent;
use 0SS\ Cor e\ GssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in OSS. W
recomrend that you I og on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

[/ This exanple uses endpoint China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$f rom bucket = "<your Fr onBucket Nanme>";
$f rom obj ect = "<your Fr onbj ect Name>";
$t o_bucket = S$bucket;
$to_object = $fromobject . '.copy';
try{
$ossCient = new GssC i ent ($accessKeyld, $accessKeySecret, $
endpoi nt) ;
$ossd i ent - >copyCbj ect ($f rom bucket, $from object, $to bucket, $
to_obj ect);
} catch(OssException $e) {
printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;
}
print(__FUNCTION__ . ": OK' . "\n");

Copy a large-sized object

To copy an object larger than 1 GB, you need to use multipart copy. To use multipart copy,

perform the following steps:

1. Use $ossClient->initiateMultipartUpload to initiate an UploadPartCopy task.
2. Use $ossClient->uploadPartCopy to start a multipart copy. Aside from the last part, all parts
must be larger than 100 KB.

3. Submit the multipart copy task with $ossClient->completeMultipartUpload.

Run the following code for multipart copy:

<? php

if (is_file(_DR_ . '"/../lautoload.php')) {
require_once __DIR . '/../autol oad. php';

}

if (is_file(_DIR__ . '"/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ CssC i ent;
use OSS\ Cor e\ OssExcepti on;

/[l 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you log on as a RAM user to access APIs or perform



routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the

actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$src_bucket
$src_obj ect
$dst _bucket
$dst _obj ect

" <your Sour ceBucket Nane>" ;
" <your Sour ceChj ect Name>" ;
"<your Desti nati onBucket Nane>";
"<your Desti nati onCbj ect Nane>";

try{
$ossC ient = new OssC i ent ($accessKeyl d, $accessKeySecret, $

endpoi nt) ;

/1 Initialize a multipart copy.
$upl oad_id = $ossClient->initiateMultipartUpl oad($dst bucket, $
dst _object);

$copyld = 1;
/1l Copy the parts one-by-one.
$eTag = $ossd i ent - >upl oadPart Copy( $src_bucket, $src_object, $
dst _bucket, $dst_object, $copyld, $upload_id);
$upl oad_parts[] = array(
" Part Nunber' => $copyl d,
' ETag' => $eTag,

)

/1 Conplete the multipart copy.

$result = $ossCient->conpl eteMul tipart Upl oad($dst _bucket, $
dst_obj ect, $upload_id, $upload parts);
} catch(GssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION . ": OK' . "\n");

3.1.6 Restore an archive object

You must restore an archive object before you read it. Do not call restoreObject for non-archive

objects.
The state conversion process of an archive object is as follows:

1. An archive object is in the frozen state.

2. After you submit it for restoration, the server restores the object. The object is in the restoring
state.

3. You can read the object after it is restored. The restored state of the object lasts one day by
default. You can prolong this period to a maximum of seven days. Once this period expires, the

object returns to the frozen state.



Run the following code to restore an object:

<? php

if (is_file(_DIR__ . '/../lautoload.php')) {
require_once __DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once _ DIR . '/../vendor/aut ol oad. php';

}

use OSS\ Gssd i ent;
use OSS\ Cor e\ OssExcepti on;

/[l 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recommend that you log on as a RAM user to access APls or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = " <your Bucket Nane>";
$obj ect = "<your Obj ect Nane>";
try {
$ossC ient = new OssCient($accessKeyl d, $accessKeySecret, $
endpoi nt) ;

$ossd i ent - >r est or eoj ect ($bucket, $object);
} catch (OssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION . ": K" . "\n");

For more information about the archive storage classes, see Infroduction to storage classes.

3.1.7 Manage a symbolic link

Create a symbolic link

A symbolic link is a special object that maps to an object similar to a shortcut used in Windows.

You can configure user-defined Object Meta for symbolic links.

Run the following code to create a symbolic link:

<? php

if (is_file(_DIR__ . '"/../lautoload.php')) {
require_once __ DIR . '/../autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once _DIR . '/../vendor/aut ol oad. php';

}

use OSS\ GssC i ent;



use OSS\ Cor e\ OssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recommend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the

actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = " <your Bucket Nane>";
$obj ect = "<your Obj ect Nane>";
$sym i nk = "<your Syml i nk>";
try {
$ossCient = new OssCient($accessKeyl d, $accessKeySecret, $
endpoi nt) ;

$ossC i ent - >put Syl i nk($bucket, $sym ink, $object);
} catch (OssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION . ": K" . "\n");

Obtain object content for a symbolic link

To obtain a symbolic link, you must have the read permission on it. Run the following code to

obtain the object content for a symbolic link:

<? php

if (is_file(_DR_ . '"/../lautoload.php')) {
require_once __DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once _DIR . '/../vendor/autol oad. php';

}

use OSS\ Gssd i ent;
use OSS\ Cor e\ OssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all APIs in CSS. W
recomrend that you | og on as a RAM user to access APls or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

$sym i nk = "<your Syml i nk>";

try {

$ossC ient = new OssC i ent ($accessKeyl d, $accessKeySecret, $
endpoi nt) ;

$Sym i nks = $ossC i ent->get Sym i nk($bucket, $sym i nk);



} catch (OssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION__ . ": OK' . "\n");

var _dunp($Syni i nks);

3.1.8 Enable MD5 verification

MD5 verification is performed to ensure data integrity during transmission. MDS5 verification brings

performance loss. MD5 verification is disabled by default during file uploads.

Run the following code to enable MD5 verification during file uploads:

<? php

if (is_file(_DR_ . '"/../Autopoload. php ")){
require_once __ DIR . '/../[autol oad. php';

}

if (is_file(_DR__ . '/../vendor/autoload. php')) {
require_once _DIR . '/../vendor/autol oad. php';

}

use 0SS\ Gssd i ent;
use OSS\ Cor e\ OssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.

We recomend that you log on as a RAM user to access APls or perform
routi ne operations and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = " <your Bucket Nane>";
$obj ect = "<your bj ect Nane>";
$options = array(GCssClient:: 0SS CHECK MD5 => true);
try{
$ossCient = new GssC i ent ($accessKeyld, $accessKeySecret, $
endpoi nt) ;
$ossd i ent - >upl oadFi | e($bucket, $object, _ FILE , $options);
} catch(OssException $e) {
printf(__FUNCTION . ": FAILED\n");
printf($e->get Message() . "\n");
return;
}
print(__FUNCTION . ": OK'" . "\n");

The putObject, uploadFile, appendObject, appendFile and multiuploadFile methods support MD5

verification.



3.2 Authorized access

Sign a URL to authorize temporary access
You can provide a signed URL to a visitor for temporary access. When you sign a URL, you can
specify the expiration time for a URL to restrict the period of access from visitors. For the complete

code of authorizing access, see GitHub.
» Sign a URL to download an object

Run the following code to sign a URL to download an object:

<? php

if (is_file(_DIR__ . '/../lautol oad.php')) {
require_once __ DIR__ . '/../[autol oad. php';

if (is_file(_DR__ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GssCl i ent;

use OSS\ Cor e\ GssExcepti on;
use OSS\ Htt p\ Request Cor €;
use OSS\ Htt p\ ResponseCor e;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all APIs in CSS. W
recomrend that you |l og on as a RAM user to access APIs or perform

routi ne operations and nai ntenance. To create a RAM account, | og on

to https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual

endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

$obj ect = "<your Obj ect Nane>";

$securityToken = "<your SecurityToken>";

/1l Set the expiration tine of the URL to 3600 seconds.
$timeout = 3600;
try {
$ossd ient = new OssC i ent ($accessKeyl d, $accessKeySecret, $
endpoi nt, false, $securityToken);

/'l CGenerates a signed URL for access with Get Object.
$si gnedUrl = $ossC i ent->signUrl ($bucket, $object, $tineout);
} catch (GCssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;
}
print(__FUNCTION . ": signedUrl: " . $signedUrl . "\n");

/1 You can access a signed URL by running code or input it in a
br owser .

$request = new Request Cor e( $si gnedUrl);

/1 The signed URL is accessed with GET by default.

$request - >set _net hod(' GET' ) ;


https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/samples/Signature.php

$request - >add_header (' Content - Type', '');

$r equest - >send_r equest () ;

$res = new ResponseCor e( $request - >get _response_header (), $request->
get _response_body(), $request->get_response_code());

if ($res->isK()) {

print(__FUNCTION . ": OK' . "\n");
} else {
print(__FUNCTION__ . ": FAILED' . "\n");

» Sign a URL to upload a file

Run the following code to sign a URL to upload a file:

<? php

if (is file(_ _DIR__ . '"/../lautoload. php')) {
require_once __ DIR__ . '/../autol oad. php';

}

if (is_file(__DIR__ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use OSS\ Gssd i ent;

use OSS\ Cor e\ OssExcepti on;
use OSS\ Htt p\ Request Cor e;
use OSS\ Htt p\ ResponseCor e;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud

account because the account has perm ssions on all APIs in OSS. W
recomrend that you | og on as a RAM user to access APls or perform

routi ne operations and nmai ntenance. To create a RAM account, | og on

to https://ramconsol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual

endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

$obj ect = "<your Obj ect Nane>";

$securityToken = "<your SecurityToken>";

$ti neout = 3600;

try {
$ossClient = new GssC ient($accessKeyld, $accessKeySecret, $

endpoi nt, false, $securityToken);

/1l Generate a URL for access with Put Cbject.

$signedUrl = $ossd i ent->signUl ($bucket, $object, $tineout,
PUT" ) ;
} catch (OssException $e) {

printf(__FUNCTION__ . ": FAILED\n");

printf($e->get Message() . "\n");

return;
}
print(__FUNCTION__ . ": signedUrl: " . $signedUrl . "\n");
$content = "Hello CSS. ";
$request = new Request Core($si gnedUrl);

/1l The signed URL is accessed with PUT.
$request - >set _net hod(' PUT" ) ;
$request - >add_header (' Content - Type', '');



$r equest - >add_header (' Content-Length', strlen($content));
$request - >set _body($content);
$request - >send_r equest () ;
$res = new ResponseCor e( $request - >get _response_header (),
$request - >get _response_body(), $request->get_response_code());
if ($res->isK()) {

print(__FUNCTION . ": OK'" . "\n");
} else {
print(__FUNCTION__ . ": FAILED' . "\n");

Use STS for temporary access authorization

OSS supports Alibaba Cloud Security Token Service (STS) for temporary access authorization.
For more information about STS, see Introduction of the access control APl (STS) reference. For

more information on accounts and authorization, see STS temporary access authorization.

Run the following code to use STS for temporary file upload access authorization:

<? php

if (is_file(_DR_ . '"/../lautoload.php')) {
require_once __DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autoload. php')) {
require_once __DIR . '/../vendor/autol oad. php';

}

use 0SS\ Gssd i ent;
use OSS\ Cor e\ OssExcepti on;

1 1t is highly risky to log on with AccessKey of an Al ibaba d oud
account because the account has perm ssions on all APIs in CSS. W
reconmend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

$obj ect = "<your Obj ect Nane>";

$securityToken = "<your SecurityToken>";

$content = "Hi, OSS.";

try {
$ossClient = new GssC i ent ($accessKeyld, $accessKeySecret, $

endpoi nt, false, $securityToken);

$ossd i ent - >put Obj ect ($bucket, $object, $content);
} catch (OssException $e) {
print $e->get Message();



3.3 Static website hosting

You can set your bucket configuration to the static website hosting mode. After the configuration
takes effect, you can access this static website with the bucket domain and be redirected to a

specified index page or error page.
For more information about static website hosting, see Static website hosting.
For the complete code of the following scenarios, see GitHub.

Configure static website hosting

Run the following code to configure static website hosting:

<? php

if (is file(_ _DIR__ . '/../lautoload. php')) {
require_once __ DIR__ . '/../autol oad. php';

if (is_file(__DIR __ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GssC i ent;
use OSS\ Cor e\ OssExcepti on;
use OSS\ Model \ Websi t eConfi g;

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in CSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, |log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = "<your Bucket Name>" ;

/'l Configure static website hosting: The index paga is index.htm and
the error page is error.htnm.

$websi t eConfi g = new Websi teConfi g("index. htm ", "error.htnml");
try {

$ossC ient = new OssC i ent ($accessKeyl d, $accesskKeySecret, $
endpoi nt) ;

$ossC i ent - >put Bucket Websi t e( $bucket, $websiteConfig);
} catch (OssException $e) {

printf(__FUNCTION _ . ": FAILED\n");
printf($e->get Message() . "\n");
return;


https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/samples/BucketWebsite.php

print(__FUNCTION _ . ": OK'" . "\n");
View static website hosting configurations

Run the following code to view static website hosting configurations:

<? php

if (is file(_ _DIR__ . '"/../lautoload. php')) {
require_once __ DIR__ . '/../autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GCssC i ent;
use OSS\ Cor e\ OssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

$websiteConfig = nul | ;

try{
$ossCient = new GssC i ent ($accessKeyl d, $accessKeySecret, $

endpoi nt) ;

$websi t eConfig = $o0ssd i ent - >get Bucket Websi t e( $bucket) ;
} catch(OssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION__ . ": OK'" . "\n");

print ($websi t eConfi g->serializeToXm () . "\n");
Delete static website hosting configurations

Run the following code to delete static website hosting configurations:

<? php

if (is file(_ _DIR__ . '/../lautoload. php')) {
require_once __ DIR . '/../autol oad. php';

}

if (is_file(_DIR__. '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GssC i ent;
use OSS\ Cor e\ OssException;

/[l 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.



We recomend that you log on as a RAM user to access APlIs or perform

routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1l This exanple uses endpoi nt China (Hangzhou). Specify the actual

endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = "<your Bucket Name>";

try{
$ossClient = new GssC i ent ($accessKeyld, $accessKeySecret, $

endpoi nt) ;

$ossC i ent - >del et eBucket Websi t e( $bucket ) ;
} catch(OssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION . ": OK" . "\n");

3.4 Manage lifecycle rules

You can use OSS to configure lifecycle rules to reduce storage costs. The lifecycle management
rules can be used for automatic deletion of expired objects and fragments, or storage class

conversion to Infrequent Access for objects that will expire soon. Each rule includes:

* Rule ID: It identifies a rule. Ensure that each rule ID in a bucket is unique.
» Policy: You can configure a policy by using the following configuration methods. Only one

method can be configured for a bucket.

— Configure by Prefix: You can create multiple rules with this method. Ensure that each prefix
is unique.
= Configure for Entire Bucket: You can configure only one rule with this method.

» Expired: You can configure the following configuration methods:

= Set by Number of Days: It specifies the number of days from the last modification time of
objects.

— Set by Date: It specifies the date prior to which objects are created. If objects are created
prior to the date, these objects are deleted.

« Status: This lifecyle rule takes effect or not.

For more information about lifecycle management, see Manage object lifecycle. For the complete

code of lifecycle management, see GitHub.


https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/samples/BucketLifecycle.php

Configure lifecycle rules

Run the following code to configure lifecycle rules:

<? php

if (is_file(_DIR__ . '/../lautol oad. php')) {
require_once __ DIR__ . '/../[autol oad. php';

}

if (is_file(_DR_ . '/../vendor/autol oad. php')) {
require_once __ DIR_ . '/../vendor/autol oad. php';

}

use 0SS\ GssCl i ent;

use OSS\ Cor e\ OssExcepti on;

use OSS\ Model \Li fecycl eConfi g;
use OSS\ Model \Li f ecycl eRul e;
use OSS\ Model \ Li fecycl eActi on;

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = "<your Bucket Name>" ;

/1 Configure the rule ID and object nane prefix.
$ruleld0 = "rul e0";

$mat chPrefi x0 = "A0/";

$ruleldl = "rulel";

$mat chPrefixl = "Al/";

$lifecycleConfig = new Lifecycl eConfig();

$actions = array();

/1l Set the expiration duration to 3 days after |ast nodified date.

$actions[] = new LifecycleAction(GCssClient:: 0SS LI FECYCLE EXPI RATI ON,

Ossd i ent:: 0SS LI FECYCLE TI M NG DAYS, 3);

$lifecycl eRul e = new Lifecycl eRul e($rul el dO, $matchPrefix0, "Enabled",
$acti ons) ;

$lifecycl eConfi g->addRul e($li fecycl eRul e);

$actions = array();

/'l Configure expiration date to delete objects that are created before
t he date.

$actions[] = new LifecycleAction(GCssCient:: 0SS LI FECYCLE EXPI RATI ON,

Ossdient:: 0SS LI FECYCLE TI M NG DATE, '2022-10-12T00: 00: 00. 000Z' ) ;

$lifecycleRul e = new Lifecycl eRul e($rul el d1, $matchPrefixl, "Enabled",

$acti ons) ;
$lifecycl eConfi g->addRul e($li fecycl eRul e);
try {
$ossClient = new GssC ient($accessKeyld, $accessKeySecret, $
endpoi nt) ;

$ossd i ent - >put Bucket Li f ecycl e($bucket, $lifecycleConfig);
} catch (OssException $e)

printf(__FUNCTION__ . ": FAILED\n");

printf($e->get Message() . "\n");

return;



}
print(__FUNCTION_ _ . ": OK" . "\n");
View lifecycle rules

Run the following code to view lifecycle rules:

<? php

if (is_file(_DIR__ . '/../lautol oad. php')) {
require_once __ DIR__ . '/../[autol oad. php';

}

if (is_file(_DR_ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GssC i ent;
use OSS\ Cor e\ GssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = "<your Bucket Name>" ;

$lifecycleConfig = null;

try{
$ossClient = new GssC ient($accessKeyld, $accessKeySecret, $

endpoi nt) ;

$lifecycl eConfig = $ossd i ent->get Bucket Li fecycl e($bucket) ;
} catch(OssException $e)

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION__ . ": OK' . "\n");

print(3$lifecycleConfig->serializeToXm () . "\n");
Clear lifecycle rules

Run the following code to clear lifecycle rules:

<? php

if (is_file(_DR_ . '"/..lautoload.php')) {
require_once __ DIR__ . '/../[autol oad. php';

}

if (is_file(_DR__ . '/../vendor/autol oad. php')) {
require_once __ DIR . '/../vendor/autol oad. php';

}

use OSS\ GssCl i ent;
use OSS\ Cor e\ OssExcepti on;



/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

try{
$ossClient = new GssC i ent ($accessKeyld, $accessKeySecret, $

endpoi nt) ;

$ossd i ent - >del et eBucket Li f ecycl e( $bucket ) ;
} catch(GssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;
}
print(__FUNCTION . ": K" . "\n");
3.5 Set logging

You can enable access logs to record bucket access to log files, which are stored in a specified

bucket.
The log file format is as follows:
<Tar get Pr ef i x><Sour ceBucket >- YYYY- nm DD- HH- MM SS- Uni queStri ng

For more information about access log files, see Set access logging. For the complete code of

access logging, see GitHub.
Enable access logging

Run the following code to enable bucket access logging:

<? php

if (is_file(_DIR__ . '"/../lautoload.php')) {
require_once __ DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once _DIR . '/../vendor/aut ol oad. php';

}

use 0SS\ GssC i ent;
use OSS\ Cor e\ OssExcepti on;

/1l 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APls in OSS.

W recommend that you | og on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";


https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/samples/BucketLogging.php

$accessKeySecret = "<your AccessKeySecret >";

/'l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$option = array();

/1 Configure the bucket that stores log files.
$t ar get Bucket " <your Bucket Nanme>";

$target Prefi x "access. | og";

try {
$ossClient = new GssC i ent ($accessKeyld, $accessKeySecret, $

endpoi nt) ;

/'l Enabl e access | oggi ng.
$o0ssd i ent - >put Bucket Loggi ng( $bucket, $target Bucket, $targetPrefix

, $option);

} catch (OssException $e) {
printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return,

}

print(__FUNCTION . ": K" . "\n");

View access logging configurations

Run the following code to view the access logging configurations for a bucket:

<? php

if (is_file(_DIR__ . '/../lautol oad.php')) {
require_once __ DIR__ . '/../[autol oad. php';

}

if (is_file(_DR_ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GssCl i ent;
use 0SS\ Cor e\ GssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1l This exanple uses endpoint China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

$l oggi ngConfig = nul|;
$options = array();
try {
$ossC ient = new OssCient($accessKeyl d, $accessKeySecret, $
endpoi nt) ;

/1 View access | og configurations.

$l oggi ngConfi g = $ossd i ent - >get Bucket Loggi ng( $bucket, $options);
} catch (OssException $e) {

printf(__FUNCTION _ . ": FAILED\n");



printf($e->get Message() . "\n");
return;

}
print(__FUNCTION _ . ": OK' . "\n");
print ($l oggi ngConfi g->serializeToXm () . "\n");

Disable access logging

Run the following code to disable access logging for a bucket:

<? php

if (is_file(_DR_ . '"/../lautoload.php')) {
require_once __ DIR__ . '/../[autol oad. php';

if (is_file(_DR_ . '"/../vendor/autol oad. php')) {
require_once _DIR_ . '/../vendor/autol oad. php';

}

use 0SS\ Gssd i ent;
use OSS\ Cor e\ OssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and mai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = "<your Bucket Name>" ;

try {
$ossC ient = new OssC i ent ($accessKeyl d, $accesskKeySecret, $

endpoi nt) ;

/'l Disabl e access | ogging.
$ossd i ent - >del et eBucket Loggi ng( $bucket) ;
} catch (OssException $e)

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;
}
print(__FUNCTION__ . ": OK' . "\n");
3.6 CORS

Cross-origin resource sharing (CORS) allows web applications to access resources that belong to

another region. OSS provides CORS APIs for convenient cross-origin access control.

For more information, see Cross-origin resource sharing in OSS Developer Guide. For the

complete code of CORS, see GitHub.


https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/samples/BucketCors.php

Configure CORS rules

Run the following code to configure CORS rules for the specified bucket:

<? php

if (is_file(_DIR__ . '/../lautol oad. php')) {
require_once __ DIR__ . '/../[autol oad. php';

}

if (is_file(_DR_ . '/../vendor/autol oad. php')) {
require_once __ DIR_ . '/../vendor/autol oad. php';

}

use 0SS\ GssCl i ent;

use OSS\ Cor e\ OssExcepti on;
use OSS\ Mbdel \ Cor sConfi g;
use OSS\ Model \ Cor sRul g;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/'l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

$corsConfig = new CorsConfig();

$rule = new CorsRul e();

/1 Al owedHeaders and ExposeHeaders do not allow wil dcards.
$rul e- >addAl | owedHeader (" x- oss- header ") ;

/1 Al owedd owedMet hods all ows only one wildcard asterisk (*).
Wl dcard asterisks (*) indicate that all sources of the cross-origin
requests and operations are all owed.

$rul e- >addAl | owedOri gi n("http://ww. b. cont') ;

$rul e- >addAl | owedMet hod( " POST") ;

$rul e- >set MaxAgeSeconds( 10) ;

/1 A maxi mum of 10 rules are allowed for each bucket.

$cor sConf i g- >addRul e( $rul e) ;

try{

$ossC ient = new OssCient($accessKeyl d, $accessKeySecret, $
endpoi nt) ;

/1l The existing rules will be repl aced.

$ossC i ent - >put Bucket Cor s($bucket, $corsConfig);
} catch(OssException $e)

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION__ . ": OK'" . "\n");

Obtain CORS rules

Run the following code to obtain CORS rules:

<? php



if (is_file(_DIR_ . '"/../lautoload.php')) {

require_once __ DIR . '/../autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once _DIR . '/../vendor/aut ol oad. php';

}

use 0SS\ GssC i ent;
use OSS\ Cor e\ OssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
W recommend that you |l og on as a RAM user to access APIs or perform
routi ne operati ons and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/'l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

$corsConfig = null;

try{
$ossC ient = new OssCient($accessKeyl d, $accessKeySecret, $

endpoi nt) ;

$corsConfig = $ossd i ent - >get Bucket Cor s( $bucket ) ;
} catch(GCssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION . ": K" . "\n");

print($corsConfig->serializeToXm () . "\n");

Delete CORS rules

Run the following code to delete all CORS rules for a specified bucket:

<? php

if (is_file(_DR_ . '"/../lautoload.php')) {
require_once __DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once _DIR . '/../vendor/autol oad. php';

}

use OSS\ Gssd i ent;
use OSS\ Cor e\ OssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.

We recommend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';



$bucket = "<your Bucket Name>";

try{
$ossCient = new GssC i ent ($accessKeyld, $accessKeySecret, $

endpoi nt) ;

$ossC i ent - >del et eBucket Cor s( $bucket ) ;
} catch(OssException $e) {

printf(__FUNCTION . ": FAILED\n");
printf($e->get Message() . "\n");
return;
}
print(__FUNCTION . ": OK" . "\n");
3.7 Anti-leech

To prevent your data on OSS from being leeched, OSS supports anti-leeching through the referer

field settings in the HTTP header, including the following parameters:

+ Referer whitelist: Used to allow access only for specified domains to OSS data.

» Empty referer: Determines whether the referer can be empty. If it is not allowed, only requests

with the referer filed in their HTTP or HTTPS headers can access OSS data.

For more information about anti-leaching, see Anti-leeching settings. For the complete code of

anti-leech, see GitHub.
Configure the referer whitelist

Run the following code to configure the referer whitelist:

<? php

if (is_file(_DIR__ . '"/../lautoload.php')) {
require_once __DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once __DIR . '/../vendor/aut ol oad. php';

}

use 0SS\ GssC i ent;
use OSS\ Cor e\ OssExcepti on;
use OSS\ Model \ Ref er er Confi g;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APIs in CSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1l This exanple uses endpoint China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

$refererConfig = new RefererConfig();
/1 Allow enpty referers.


https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/samples/BucketReferer.php

$refererConfig->set Al | owEnpt yReferer(true);
/1 Add the referer field. The referer field allows question marks (?)
and asterisks (*) for wildcard use.
$r ef erer Conf i g- >addRef erer ("ww. al i i yun. comt');
$r ef er er Conf i g- >addRef er er ("wwv. al i i yuncs. cont');
try{
$ossC ient = new OssC i ent ($accessKeyl d, $accesskKeySecret, $
endpoi nt) ;

$ossd i ent - >put Bucket Ref er er ($bucket, $refererConfig);
} catch(OssException $e)

printf(__FUNCTION . ": FAILED\n");
printf($e->get Message() . "\n");
return,;

}

print(__FUNCTION__ . ": OK' . "\n");

Obtain a referer whiltelist

Run the following code to obtain a referer whiltelist:

<? php

if (is_file(_DR_ . '"/../lautoload.php')) {
require_once __ DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autoload. php')) {
require_once _DIR . '/../vendor/autol oad. php';

}

use OSS\ Gssd i ent;
use OSS\ Cor e\ OssExcepti on;
use OSS\ Model \ Ref er er Confi g;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/'l This exanpl e uses endpoi nt Chi na (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

$refererConfig = null;
try{

$ossCient = new GssC i ent ($accessKeyld, $accessKeySecret, $
endpoi nt) ;

$refererConfig = $ossd i ent - >get Bucket Ref er er ($bucket) ;
} catch(OssException $e) {

printf(__FUNCTION . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}
print(__FUNCTION _ . ": OK'" . "\n");



print($refererConfig->serializeToXm () . "\n");

Clear a referer whitelist

Run the following code to clear a referer whitelist:

<? php

if (is file(_ _DIR__ . '"/../lautoload. php')) {
require_once __ DIR__ . '/../autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GCssC i ent;
use OSS\ Cor e\ OssExcepti on;
use OSS\ Model \ Ref er er Confi g;

/1 1t is highly risky to log on with AccessKey of an Alibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China (Hangzhou). Specify the actual
endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = "<your Bucket Name>" ;

$refererConfig = new RefererConfig();
try{

$ossClient = new GssC ient($accessKeyld, $accessKeySecret, $
endpoi nt) ;

/1 You cannot clear a referer whitelist directly. To clear a referer
whitelist, you need to create the rule that allows an enpty referer
field and replace the original rule with the new rule.

$ossd i ent - >put Bucket Ref er er ($bucket, $refererConfig);
} catch(OssException $e)

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION__ . ": OK' . "\n");

3.8 Bind a custom domain name

You can bind a custom domain name to your OSS bucket and by adding a CNAME record in the
Domain Name System (DNS). After you bind a custom domain name to a bucket, you can access
the bucket with your own domain name. For example, if your domain name is "my-domain.com"
and all your images were previously located at htt p: / /i ng. ny- domai n. com X. j pg, after you
migrate the image data to OSS, you can still access the images with the original IP address by

binding a custom domain name to the bucket.



For more information, see Bind a custom domain name in the OSS Developer Guide.
Add a CNAME record

Run the following code to add a CNAME record for a bucket:

<? php

if (is file(_ _DIR__ . '"/../lautoload. php')) {
Quire_once _ DIR __. '/../lautol oad. php';

}

if (is_file(_DIR__. '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GssC i ent;
use OSS\ Cor e\ OssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operati ons and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nanme>";

/'l Configure the custom donmai n nane.
$nyDomai n = ' <your Dormai nNane>' ;
try {
$ossC ient = new OssC i ent ($accessKeyl d, $accessKeySecret, $
endpoi nt) ;

/1 Add a CNAME record.
$o0ssd i ent - >addBucket Cnane( $bucket, $myDonmi n) ;
} catch (OssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION . ": K" . "\n");

View CNAME records

Run the following code to obtain CNAME records added to the bucket:

<? php

if (is file(_ _DR__ . '/../lautoload.php')) {
require_once __ DIR__ . '/../[autol oad. php';

}

if (is_file(_DR_ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use OSS\ GssCl i ent;
use 0SS\ Cor e\ GssExcepti on;



/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nmai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt Chi na East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

try {
$ossClient = new GssC i ent ($accessKeyld, $accessKeySecret, $

endpoi nt) ;

/1 View CNAME records.
$cnaneConfig = $ossd i ent - >get Bucket Cnane( $bucket) ;
} catch (OssException $e) {

printf(_FUNCTION _ . ": FAILED\n");
printf($e->get Message() . "\n");
return,;

}
var _dunp($cnameConfi g);
print(__FUNCTION . ": OK' . "\n");

Delete a CNAME record

Run the following code to delete a CNAME record added to a bucket:

<? php

if (is file(_DIR__ . '/../lautoload. php')) {
require_once __ DIR__ . '/../autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GssC i ent;
use OSS\ Cor e\ OssExcepti on;

/1 1t is highly risky to log on with AccessKey of an Alibaba C oud
account because the account has perm ssions on all the APlIs in OSS.
We recomend that you log on as a RAM user to access APlIs or perform
routi ne operations and nai ntenance. To create a RAM account, log on to
https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/'l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoint based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';

$bucket = " <your Bucket Nane>";

/1l Configure the custom domai n nane.
$nyDomai n = ' <your Dormai nNane>' ;
try {
$ossClient = new GssC i ent($accessKeyld, $accessKeySecret, $
endpoi nt) ;

/'l Delete a CNAME record.
$ossd i ent - >del et eBucket Cnane( $bucket, $myDonmi n);



} catch (OssException $e) {

printf(__FUNCTION__ . ": FAILED\n");
printf($e->get Message() . "\n");
return;

}

print(__FUNCTION__ . ": OK' . "\n");

3.9 Image processing

Image Processing (IMG) is a massive, secure, cost-effective and highly reliable image processing
service. After source images are uploaded to OSS, you can process images on any Internet

device at any anytime, from anywhere through simple RESTful APIs.

For more information about IMG, see Image Processing. For the complete code of image

processing, see GitHub.
Basic features
OSS offers the following IMG features:

* Retrieve dominant image tones

* Format conversion

* Resize images

* Incircle

* Adaptive orientation

» Brightness

* Add watermarks: allows you to add images, texts, or image-text watermarks to another image.
* Image processing

* Image processing access rules: calls multiple IMG functions.
Usage
IMG uses standard HTTP GET. You can configure IMG parameters in QueryString of a URL.

If the ACL of an image object is private read and write, only authorized users are allowed for

access.

* Anonymous access


https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/samples/Image.php

You can use the following format in level-3 domains to access a processed image:

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Cbj ect Nanme>?x- 0Ss-
process=i nage/ <your Act i on>, <your Par anval ue>

Parameter Description

bucket Specifies the name of a bucket.

endpoint Specifies endpoint used to access a region.

object Specifies the name of an image object.

image Specifies the reserved identifier for IMG.

action Specifies the operations on an image, such
as scaling, cropping, and rotating.

param Specifies the parameter that indicates the
operation on an image.

— Basic operations
For example, scale an image to a width of 100 PX. Adjust the height based on the ratio.

http://i mage- denp. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0Ss-
process=i mage/ resi ze, w 100

= Customized image styles
You can use the following format in level-3 domains to access a processed image:

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Cbj ect Nanme>?x- 0ss-
process=styl e/ <your St yl eNane>

m style: specifies a reserved identifier of a customized image style.

m yourStyleName: specifies the name of a custom image style. It is the name specified in

the rule that is created on the OSS console.
Example:

htt p://i mage- denp. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0Ss-
process=styl e/ oss-pi c-styl e-w 100

- Cascade operations



Cascade operations allow you to perform multiple operations on an image sequentially.

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Obj ect Nane>?x- 0ss
- process=i mage/ <your Acti onl1>, <your Par anVal uel>/ <your Act i on2>, <
your Par anVval ue2>/ . . .

Example:

http://i mage- deno. oss- cn- hangzhou. al i yuncs. com exanpl e. ] pg?x- 0ss-
process=i mage/resi ze, w_100/rot at e, 90

— HTTPS access
IMG supports access through HTTPS. Example:

htt ps://image-denp. 0ss- cn- hangzhou. al i yuncs. conl exanpl e. j pg?x- 0ss-
process=i mage/ resi ze, w_100

Authorized access

Authorized access allows you to customize an image style, HTTPS access, and cascade

operations.

Run the following code to generate a signed URL for IMG:

<? php

if (is file(_ _DIR__ . '"/../lautoload.php')) {
require_once __ DIR__ . '/../autol oad. php';

}

if (is_file(__DIR __ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GssCl i ent;

1 1t is highly risky to log on with AccessKey of an Al ibaba d oud
account because the account has perm ssions on all the APIs in OSS.
We recomend that you log on as a RAM user to access APls or perform
routi ne operations and nmai ntenance. To create a RAM account, |[og on
to https://ramconsol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = " <your Bucket Nane>";
$obj ect = "<your Obj ect Nane>";

$ossC ient = new OssC i ent ($accessKeyl d, $accessKeySecret, $endpoi nt

)E

/'l Generate a signed URL that is valid for 3600 seconds and can be
directly accessed by browsers.
$ti meout = 3600;
$options = array(
GssCient:: 0SS PROCESS => "inmage/resize, mlfit,h_100,w 100" );



$si gnedUrl = $ossdient->si gnUr | ($bucket, $object, $tineout, "GET",
$opti ons) ;

print("rtomp url: \n" . $signedUrl);

Access with SDK

You can use SDK to access and process an image object.

SDK allows you to customize image styles, HTTPS access, and cascade operations.
— Basic operations

Run the following code to perform basic operations on an image:

<? php

if (is_file(_DIR_ . '/../lautoload.php')) {
require_once __DIR . '/../autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use OSS\ GssCl i ent;

/1 1t is highly risky to log on with AccessKey of an Alibaba

Cl oud account because the account has perm ssions on all APIs in
0SS. W recommend that you |log on as a RAM user to access APls
or performroutine operations and nai ntenance. To create a RAM
account, log on to https://ram consol e. al i yun.com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the

actual endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = "<your Bucket Nane>";

$obj ect = "<your bj ect Nane>";

$downl oad_fil e = "downl oad. j pg";

$ossClient = new GssC i ent($accessKeyld, $accessKeySecret, $
endpoi nt) ;

/1 Upload a sanpl e inage.
$ossC i ent - >upl oadFi | e( $bucket, $object, "exanple.jpg");

/1 Scal e the inmge.
$options = array(
OssCient:: 0SS FI LE DOMLOAD => $downl oad fil e,
OGssC i ent:: 0SS _PROCESS => "inmmge/resize, mfixed, h 100, w 100
")
$ossd i ent - >get Obj ect ($bucket, $object, $options);

/1 Crop the inmage.
$options = array(
OGssClient:: 0SS FI LE DOMLOAD => $downl oad _fil e,

OGssC i ent:: OSS_PROCESS => "i mage/ crop, w_100, h_100, x_100, y_100,

r 1" );
$ossd i ent - >get Obj ect ($bucket, $obj ect, S$options);

/! Rotate the inage.



$options = array(
OCssClient:: 0SS FI LE DOMLOAD => $downl oad fil e,
OGssC i ent:: OSS_PROCESS => "image/rotate, 90" );
$ossC i ent - >get Obj ect ($bucket, $obj ect, $options);

[ Sharpen the inmage.
$options = array(
OssC ient:: 0SS FI LE DOMLOAD => $downl oad fil e,
OCssC i ent:: 0SS _PROCESS => "i mage/ shar pen, 100" );
$ossd i ent - >get Obj ect ($bucket, $obj ect, S$options);

/1 Add wat er marks.
$options = array(
OssCient:: 0SS FI LE DOMLOAD => $downl oad fil e,
OCssC i ent:: 0SS PROCESS => "i mage/ wat er mar k, t ext _SGVsbG8g5Zu-
54mH5pyN5Yghl Q' ) ;
$ossd i ent - >get Obj ect ($bucket, $object, $options);

/1 Convert the inmage fornmat.
$options = array(
OCssClient:: 0SS FI LE DOMLOAD => $downl oad _fil e,
OGssC i ent:: 0SS _PROCESS => "image/formt, png" );
$ossd i ent - >get Obj ect ($bucket, $obj ect, S$options);

[/ Obtain imge informtion.
$options = array(
OssCient:: 0SS FI LE DOMLOAD => $downl oad fil e,
OGssCient:: 0SS PROCESS => "image/info" );
$ossd i ent - >get Ooj ect ($bucket, $object, $options);

/'l Delete the sanpl e imge.
$ossd i ent - >del et e(oj ect ($bucket, $object);

= Customize an image style

Run the following code to customize an image style:

<? php

if (is_file(_DR_ . '/../lautoload.php')) {
require_once __ DIR . '/../[autol oad. php';

}

if (is_file(_DIR__ . '/../vendor/autol oad. php')) {
require_once _DIR . '/../vendor/autol oad. php';

}

use OGS\ Gssd i ent;

/1 1t is highly risky to log on with AccessKey of an Alibaba

Cl oud account because the account has perm ssions on all APIs in
0OSS. W recommend that you |log on as a RAM user to access APls
or performroutine operations and mai ntenance. To create a RAM

account, log on to https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

[l This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = "<your Bucket Nanme>";
$obj ect = "<your Cbj ect Nane>";

$downl oad_file = "downl oad. j pg";



$ossd ient = new OssCient($accessKeyl d, $accessKeySecret, $
endpoi nt) ;

/1 Upload a sanpl e inage.
$ossd i ent - >upl oadFi | e( $bucket, $object, "exanple.jpg");

[/l Custonize an inmage style

$style = "styl e/ oss-pic-styl e-w 300";

$options = array(
OCssClient:: 0SS FI LE DOMLOAD => $downl oad fil e,
OssC i ent:: OSS_PROCESS => $style);

$ossC i ent - >get Obj ect ($bucket, $obj ect, $options);

/1 Delete the sanple image.
$ossd i ent - >del et eObj ect ($bucket, $object);

— Cascade operations

Use the following code to perform cascade operations on an image:

<? php

if (is_file(_DIR_ . '/../lautol oad.php')) {
require_once __ DIR__ . '/../[autol oad. php';

if (is_file(_DR_ . '/../vendor/autol oad. php')) {
require_once __ DIR__ . '/../vendor/autol oad. php';

}

use 0SS\ GssC i ent;

[/l 1t is highly risky to log on with AccessKey of an Alibaba

Cl oud account because the account has perm ssions on all APIs in
OSS. W recommend that you | og on as a RAM user to access APIs

or performroutine operations and nai ntenance. To create a RAM
account, log on to https://ram consol e. al i yun. com

$accessKeyl d = "<your AccessKeyl d>";

$accessKeySecret = "<your AccessKeySecret >";

/1 This exanpl e uses endpoi nt China East 1 (Hangzhou). Specify the
actual endpoi nt based on your requirenents.

$endpoi nt = "http://oss-cn-hangzhou. al i yuncs. cont';
$bucket = "<your Bucket Nane>";

$obj ect = "<your Obj ect Nane>";

$downl oad file = "downl oad. j pg";

$ossC ient = new OssCient($accessKeyl d, $accessKeySecret, $
endpoi nt, false);

/1 Upload a sanpl e inage.
$ossd i ent - >upl oadFi | e($bucket, $object, "exanple.jpg");

/| Perform cascade operations.
$style = "inagel/resi ze, m fixed, w 100, h_100/r ot at e, 90";
$options = array(
OCssClient:: 0SS FI LE DOMLOAD => $downl oad fil e,
OssC i ent:: OSS_PROCESS => $style);
$ossC i ent - >get Obj ect ($bucket, $obj ect, $options);

/1 Delete the sanple image.



$ossd i ent - >del et e(oj ect ($bucket, $object);
IMG tools

You can use the IMG viewer ImageStyleViever to directly view the IMG result.

3.10 Exception handling

OSS PHP SDK exceptions (OssException) include various errors, such as invalid parameters and

file missing. You can use the getMessage method to obtain error messages.
For more information about OssException, see GitHub.
Example for handling exceptions

The following code shows how to handle exceptions when creating a existing bucket and prints
error messages.
try {
$ossd i ent - >cr eat eBucket ( $bucket ) ;

} catch (OssException $e) {
print("Exception:" . $e->get Message() . "\n");
}

You can also obtain the following information:

Parameter Description

HTTPStatus HTTP status code. You can get the status code
using the getHTTPStatus method.

ErrorCode Specifies the error code returned by OSS. You
can get the error code using the getErrorCode
method.

ErrorMessage Specifies the error messages returned by OSS

. You can get the error messages using the
getErrorMessage method.

Requestld Specifies the UUID. It is unique and used to
identify a request. If a problem persists, send
the Requestld to OSS developers for help. You
can get the Requestld using the getRequestld
method.

Details Specifies detailed error messages returned by
OSS. You can get the detailed error messages
using the getDetails method.



https://gosspublic.alicdn.com/image/index.html
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/Core/OssException.php

Common OSS error codes

Error code Description HTTP status code
AccessDenied Access denied 403
BucketAlreadyExists The bucket already exists. 409
BucketNotEmpty The bucket is not empty. 409
EntityTooLarge The entity size exceeds the 400
maximum limit.
EntityTooSmall The entity size is below the 400
minimum limit.
FileGroupTooLarge The total file group size 400
exceeds the maximum limit.
FilePartNotExist No such part exists. 400
FilePartStale The part has expired. 400
InvalidArgument The parameter format is invalid [ 400
InvalidAccessKeyld No such AccessKeyld exists. |403
InvalidBucketName The bucket name is invalid. 400
InvalidDigest The digest is invalid. 400
InvalidObjectName The object name is invalid. 400
InvalidPart The part is invalid. 400
InvalidPartOrder The part order is invalid. 400
InvalidTargetBucketF The buckets that store log files [400
orLogging are invalid.
InternalError Internal OSS error 500
Malformed XML The XML format is invalid. 400
MethodNotAllowed The method is not allowed. 405
MissingArgument Parameters are not configured. | 411
MissingContentLength The content length is not 411
configured.
NoSuchBucket No such bucket exists. 404
NoSuchKey No such object exists. 404
NoSuchUpload No such uploadld exists. 404




Error code Description HTTP status code
Notlmplemented The methods are not 501
implemented.
PreconditionFailed Precondition error 412
RequestTimeTooSkewed The local time set for 403
OSSClient is deviated from the
time set for the OSS server by
over 15 minutes.
RequestTimeout Request timeout 400
SignatureDoesNotMatch Signature mismatch 403
InvalidEncryptionAlgorithmErro | The specified encryption 400

r

algorithm (the entropy
encoding type) is invalid.




4C

4.1 Preface
This document is written based on OSS C SDK 3.5.0.

Compatibility

» For SDK series of 3.*.*: compatible

» For SDK series of 2.*.*:

— Windows: compatible

= Linux API: compatible except for the linked list (aos_list_t) traversal interface.

m os_list for_each_entry

m aos_list for_each_entry_reverse

m aos_list_for_each_entry_safe

m aos _list for_each_entry safe reverse

* For SDK series of 1.0.0: incompatible for only the following APIs

— 0SS_request_options_t

- 0ss_get_object_to_buffer

— 0ss_get_object _to file

— 0ss_get_object _to_buffer_by_url
— 0ss_get_object_to_file_by url
= 0ss_init_multipart_upload

= 0SS_complete_multipart_upload

» For SDK series of 0.0.*: incompatible
SDK source code

For the Java SDK source code, see GitHub.
Code samples

OSS SDK for C provides a variety of code samples for your reference or use. The following table

describes the content of code samples:

Sample file Content

0Ss_put_object_sample Upload objects



https://github.com/aliyun/aliyun-oss-c-sdk/tree/master
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_put_object_sample.c

Sample file

Content

0ss_get _object_sample.c

Download objects

0ss_append_object_sample.c

Append upload

oss_multipart_upload_sample.c

Multipart upload

0SS_resumable _sample.c

Resumable upload, Resumable download

0ss_head_object_sample.c

Manage the metadata of an object

oss_list_object_sample.c

List objects

0ss_delete_object_sample.c

Delete an object

0ss_callback _sample.c

Upload callback

0Ss_progress_sample.c

Progress bar, Progress bar

oss_crc_sample.c

CRC check during upload or download

0ss_image_sample.c

Image processing

4.2 Installation

Install OSS C SDK in Linux

Install CMake and third-party libraries

When installing OSS C SDK in Linux, you must install CMake and the following third-party

libraries: curl, apr, apr-util and minixml.

The following parameters are required to install the environment:

Parameter Description Version requirement
CMake Build and installation tool Version 2.6.0 and later
curl Focuses on network problems | Version 7.32.0 and later
apr-util Focuses on memory Version 1.5.2 and later
management and cross-
platform operations.
minixml Parses XML returned by a We recommend you use
request. version 2.9.

Select the operation system that you need to install CMake and third-party libraries.

— Ubuntu/Debian



https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_get_object_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_append_object_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_multipart_upload_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_resumable_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_head_object_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_list_object_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_delete_object_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_callback_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_progress_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_crc_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_image_sample.c

m Install CMake

sudo apt-get install cnake

m Install third-party libraries

sudo apt-get install Iibcurl4-openssl-dev |ibaprl-dev
|'i baprutil 1-dev |ibnmxmn -dev

If the mxml installation package is not included in the yum source, you can install the
libraries using RPM. Download the rpm installation package based on your operation

system:

m 64-bit: mxml-2.9-1.x86_64.rom
m 32-bit: mxml-2.9-1.i386.rpm

Run the following code to install mxml with the rpm installation package:
rpm-ivh nmkml-2.9-1. x86_64.rpm
— RedHat/Aliyun/CentOS

m Install CMake

sudo yuminstall cmake

m Install third-party libraries

sudo yuminstall curl-devel apr-devel apr-util-devel nmxm nxm
- devel

- SUSE

m Install CMake

zypper install crake

m Install third-party libraries

zypper install |ibcurl-devel |ibapril-devel |ibapr-util1-devel
mxm - devel

= Other Linux
m Install CMake: Download link

The common installation method is as follows:

./ configure
make


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1501596081318/mxml-2.9-1.x86_64.rpm?spm=a2c4g.11186623.2.9.403527b9NiIRgn&file=mxml-2.9-1.x86_64.rpm
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1501596109140/mxml-2.9-1.i386.rpm
https://cmake.org/download

make i nstall

Note:
When running ./configure, the default installation path is /usr/local/. If you want to specify

another path, use the ./configure --prefix option.

m Install libcurl: Download link

The common installation method is as follows:

./ configure
make
make install

m Install apr: Download link
The common installation method is as follows:

./ configure
make
make i nstall

m Install apr-util: Download link

The common installation method is as follows:

/1 You nmust specify the --with-apr option in the installation.
./configure --with-apr=/your/apr/install/path

make

make install

m Install minixml: Download link

The common installation method is as follows:

./ configure
make
sudo neke install

Download SDK

= Download SDK directly

= Download SDK from GitHub
= Download historical SDK
Install SDK

Use crreke. If third-party libraries, such as url, apr, apr-util and mxml are not installed in the
default method during the compiling process, you must specify the path of their header files

and library files.


http://curl.haxx.se/download.html
https://apr.apache.org/download.cgi
https://apr.apache.org/download.cgi
http://michaelrsweet.github.io/mxml/
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32131/cn_zh/1501595738954/aliyun-oss-c-sdk-3.5.0.tar.gz?spm=a2c4g.11186623.2.16.7f6327b9B1Jhba&file=aliyun-oss-c-sdk-3.5.0.tar.gz
https://github.com/aliyun/aliyun-oss-c-sdk?spm=a2c4g.11186623.2.17.7f6327b9B1Jhba
https://github.com/aliyun/aliyun-oss-c-sdk/releases

Install the SDK as follows:

cmake .
make
make install

An installation example in CentOS is as follows:

cmake -f ChMakeli sts.txt

/1 The conpilation type is Rel ease. Conmon conpil ation types include

: Debug, Rel ease, Rel WthDeblnfo, and M nSi zeRel, in which Debug is

the default type.

- DCMAKE_BUI LD_TYPE=Rel ease

/1 Custonmize the installation directory.

- DCMAKE | NSTALL_PREFI X=/usr/ | ocal /

/1l Specify the path where the header files and library files of

third party |libaries, such as curl, apr, apr-util, and xm, are

| ocat ed,

- DCURL_| NCLUDE DI R=/ usr /i ncl ude/ curl

-DCURL_LI BRARY=/usr/|ib64/1ibcurl.so

- DAPR_I NCLUDE_DI R=/ usr /i ncl ude/ apr-1

- DAPR_LI BRARY=/usr/|ib64/Iibapr-1.so

- DAPR _UTI L_I NCLUDE_DI R=/ usr /i ncl ude/ apr-1

-DAPR UTI L_LI BRARY=/usr/|ib64/1ibaprutil-1.so

-DM NI XML_I NCLUDE_DI R=/ usr /i ncl ude

-DM NI XML_LI BRARY=/ usr/1i b64/1ibmkn .so

/[l If the "Could not find apr-config/apr-1-config" error occurs

during the conpiling process, it indicates that the apr-1-config

file cannot be found in the default path. Add this option.

- DAPR_CONFI G_BI N=/ pat h/t o/ bi n/ apr-1-config

/1 1f the "Could not find apu-config/apu-1-config" error occurs, add
this option.

- DAPU_CONFI G_BI N=/ pat h/t o/ bi n/ apu-1-confi g

Install OSS C SDK in Windows
 Download SDK

= Download SDK directly
= Download SDK from GitHub
=— Download historical SDK

* Install SDK

For detailed steps and common problems when using Visual Studio to compile OSS C SDK,

see Compile and Use Alibaba Cloud OSS C SDK in Windows.

Note:
If you use Visual Studio 2012 and later versions, it prompts you to upgrade the project to the
latest compiler and libraries. We recommended you to determine whether to upgrade based

on your project. You can upgrade if your project uses the latest compiler and libraries.


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32131/cn_zh/1501595775239/aliyun-oss-c-sdk-3.5.0.zip
https://github.com/aliyun/aliyun-oss-c-sdk
https://github.com/aliyun/aliyun-oss-c-sdk/releases
https://yq.aliyun.com/articles/57947

4.3 Quick start

This topic describes how to use OSS C SDK to complete routine operations such as bucket

creation, objects uploads, and object downloads.

Demo

Linux demo

Linux-based demo: aliyun-oss-c-sdk-demo.tar.gz.

1.
2,

Download and extract the demo project.

You must specify the installation directory for oss-c-sdk-demo-specified-installation: / home/
your/ oss/ csdk. You do not need to specify installation directories for other demo projects
because they are automatically installed based on the OSS C SDK and other dependent

third-party libraries.

. Replace the OSS_ENDPOINT, ACCESS_KEY_ID, ACCESS_KEY_SECRET, and

BUCKET_NAME in the demo with valid values. Use LD_L| BRARY_PATH to specify the
directory of the OSS C SDK and the dynamic libraries of the dependent libraries if they are
not in the system directory.

Enter the directory of the project (oss-c-sdk-demo-xxx), run the make command to compile
the demo project. Then, run the . / mai n command to run the executable program. If the

project needs to be re-compiled, run the nmake cl ean

command first before compiling.https.//yq.aliyun.com/articles/60924

Windows demo

Windows-based demo: aliyun-oss-c-sdk-sample.zip. You can download more demo projects

from GitHub.

1.
2.

Download and extract the demo project.

Use Visual Studio to open the demo project, and then replace the following parameters
in the oss_config.c with valid values: OSS_ENDPOINT, ACCESS_KEY_ID,
ACCESS_KEY_SECRET, BUCKET_NAME, OBJECT_NAME,
MULTIPART_UPLOAD_FILE_PATH, and DIR_NAME. Compile and run the project. You

can develop your own project based on the demo project.

Note:
For detailed steps in running demo pojects with Visual Studio, see related documents. htips

//yq.aliyun.com/articles/57947


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1487730555529/aliyun-oss-c-sdk-demo.tar.gz
https://yq.aliyun.com/articles/60924
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32132/cn_zh/1487730523734/aliyun-oss-c-sdk-sample.zip
https://github.com/baiyubin/aliyun-oss-c-sdk-sample
https://yq.aliyun.com/articles/57947
https://yq.aliyun.com/articles/57947

Create a bucket

A bucket is a global namespace on OSS used to store objects. It is equivalent to a data container.

The following code creates a bucket:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

opti ons->config = oss_config _create(options->pool);

/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_ secret

/* Determ ne whether the CNAME is used. O indicates the CNAME is
not used. */

opti ons->config->is _cnane = 0;

/* Used to configure network paraneters, such as timeout */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])

/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as the network and nmenory. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);

/* Menory pool used to rmanage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */
aos_pool t *pool;
/* Re-create a new nenory pool. The second paranmeter is NULL,
indicating that it does not inherit fromany other nenory pools. */
aos_pool create(&pool, NULL);
/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access key id,
acces_key secret, is_cnane, and curl. */
0Ss_request _options_t *oss_client_options;
/* Allocate nmenories in the nenmory pool to options. */
oss_client_options = oss_request_options_create(pool);
/* Use oss client _options to initialize client options */
init_options(oss_client_options);
/* Create the bucket. */
aos_status_t *resp_status;
aos_table_t *resp_headers;
oss_acl _e oss_acl = OSS_ACL_PRI VATE
aos_string t bucket;
/* Assign a char* to the bucket. */
aos_str_set (&bucket, bucket name);
resp_status = oss_create bucket (oss_client _options, &bucket,
oss_acl, &resp_headers);
/* ldentify whether the request succeeds */
if (aos_status_is_ok(resp_status)) {
printf("create bucket succeeded\n");
} else {
printf("create bucket failed\n");



/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease allocated gl obal resources. */

aos_http_io deinitialize();

return O;

Upload an object

You can run the following code to upload an object to OSS:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_ id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

const char *object_nanme = "<your Obj ect Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

/* Determ ne whether the CNAME is used. O indicates the CNAME is
not used. */

options->config->s_cname = 0;

/* Used to configure network paraneters, such as timeout */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) '= ACSE OK) { = ACSE_(K) {
exit(1);

/* Menory pool used to rmanage nmenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool _t *pool ;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nenory pool. */ */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access_key_id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss client _options;

/* Allocate nenory in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options */

init_options(oss_client_options);

/[* Initialization paranmeters */

aos_string_t bucket;

aos_string_t object;

aos_status_t *resp_status;

aos_table t *headers;

aos_table t *resp_headers;



aos_list t buffer;

aos_buf t *content = NULL;

const char *data = "More than just cloud.";

aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object nane);

headers = aos_t abl e_nake(pool, 0);

/* Convert the char* type data to the aos_list_t type data.
aos_list_init(&buffer);

content = aos_buf_ pack(oss_client_options->pool, data, strlen(data

));
aos_|ist_add_tail (&ontent->node, &buffer);
/* Upl oad an object. */
resp_status = oss_put_object frombuffer(oss _client_options,
bucket, &object, &buffer, headers, & esp_headers);
/* Determ ne whether the upl oad request is successful. */
if (aos_status_is_ok(resp_status)) {
printf("put file succeeded\n");
} else {
printf("put file failed\n");

/* Release the nmenory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io deinitialize();

return O;

}
Download an object
You can run the following code to download a specified object:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_ id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

const char *object_nanme = "<your Qbj ect Nane>";

const char *downl oad fil enanme = "<your Downl oadedFi | ename>";

void init_options(oss_request_options_t *options)

{
options->config = oss_config create(options->pool);
/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);
aos_str_set (&options->config->access_key id, access _key id);

aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

[* Determ ne whether the CNAME is used. O indicates the CNAME is

not used. */
options->config->is _cnane = O;
/* Used to configure network paraneters, such as tinmeout */

options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{
/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */

if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);



/* Menory pool used to rmanage nmenories, which is equivalent to

apr_pool t. The inplenentation code is included in the apr library. */

aos_pool _t *pool;
/* Re-create a new nenory pool. The second paraneter is NULL,

indicating that it does not inherit fromany other nenory pools. */

aos_pool create(&pool, NULL);
/* Create and initialize options. This paraneter mainly includes

gl obal configuration information, such as endpoi nt, access_key_ id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss client_options;

/* Allocate nenories in the nenory pool to options. */
oss_client_options = oss_request_options_create(pool);

/* Use oss client _options to initialize client options */
init_options(oss_client_options);

/* Initialization parameters */

aos_string_t bucket;

aos_string_t object;

aos_string_ t file;

aos_status_t *resp_status;

aos_table t *headers = NULL;

aos _table t *paranms = NULL;

aos_table t *resp_headers = NULL;

aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object_name);

aos_str_set (& ile, downl oad fil enane);

headers = aos_t abl e _nake(pool, 0);

/* Downl oad an object. */

resp_status = oss_get object to file(oss client _options, &bucket,

&obj ect, headers, parans, & ile, & esp_headers);

/* Determ ne whet her the downl oad request is successful. */
if (aos_status is ok(resp_status)) {

printf("get object to local file succeeded\n");
} else {

printf("get object to local file failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to

resources during the request. */

aos_pool _destroy(pool);

/* Rel ease all ocated gl obal resources. */
aos_http_io_deinitialize();

return O;

List objects in a bucket

You can run the following code to list objects stored in a specified bucket.

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket name = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret



/* Determ ne whether the CNAME is used. O indicates the CNAME is
not used. */

opti ons->config->is_cname = 0;

/* Used to configure network paraneters, such as timeout */

options->ctl = aos_http controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);

/* Menory pool used to rmanage nmenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool _t *pool = NULL;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nenory pool. */ */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0Sss_request _options_t *oss client_options = NULL;

/* Allocate nenory in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options */

init_options(oss_client_options);

/[* Initialization paranmeters */

aos_string_t bucket;

aos_status_t *resp_status = NULL;

oss_|list _object parans_t *paranms = NULL;

oss_list_object_content _t *content = NULL

int size = 0;

char *line = NULL;

aos_str_set (&bucket, bucket name);

parans = oss_create |ist_object parans(pool);

[* List objects */

resp_status = oss_|ist_object(oss_client_options, &bucket, parans
, NULL) ;

/* Determ ne whether the list request is successful. */

if (! aos_status_is_ok(resp_status))

printf("list object failed\n");

el se{
/[* Print objects. */
printf("Qbject\tSize\tLastMdified\n");
aos_list_for_each_entry(oss_list_object_content_t, content, &
par ans- >0bj ect _|ist, node) {
++si ze;
line = apr_psprintf(pool, "%*s\t%*s\t% *s\n", content->
key. | en, content->key. dat a,
content->si ze.len, content->size. data,
content->last nodified.len, content->last nodified.
dat a) ;
printf("%", line);

printf("Total %l\n", size);
/* Rel ease the nenory pool, that is, nmenories allocated to

resources during the request. */
aos_pool _destroy(pool);



/* Rel ease all ocated gl obal resources. */
aos_http_io_deinitialize();
return O;

Delete an object.

You can run the following code to delete an object:

#i ncl ude "oss_api . h"
#i nclude "aos _http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _nanme = "<your Bucket Nane>";

const char *object _nanme = "<your Qbj ect Nanme>"

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->confi g->access_key id, access _key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

/* Determ ne whether the CNAME is used. O indicates the CNAME is
not used. */

options->config->is _cnane = 0;

/* Used to configure network paraneters, such as tinmeout */

options->ctl = aos_http_controller_create(options->pool, 0);

}

int m

{
/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE CK) {
exit(1);

n(int argc, char *argv[])

/* Menory pool used to manage nenories, which is equivalent to
apr_pool _t. The inplenmentation code is included in the apr library. */

aos_pool t *pool = NULL;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nenory pool. */ */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options = NULL;

/* Allocate nenory in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss_client_options to initialize client options */

init_options(oss_client_options);

/[* Initialization parameters */

aos_string t bucket;

aos_string t object;

aos_status_t *resp_status = NULL,;

aos_table t *resp _headers = NULL;

aos_str_set (&bucket, bucket _name);

aos_str_set (&obj ect, object_name);

/* Del ete an object. */

resp_status = oss_del ete_obj ect (oss_client_options, &bucket, &
obj ect, &resp_headers);



/* Determ ne whether the del ete request is successful. */
if (aos_status is ok(resp_status)) {

printf("delete object succeeded\n");
} else {

printf("delete object failed\n");

/* Rel ease the nenory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

4 4 Initialization

To use OSS C SDK, you must initialize request options (oss_request_options_t) and specify an
endpoint. For more information about endpoint, see Regions and endpoints and Bind a custom

domain name.
Use the OSS domain name to initialize request options.
You can run the following code to initialize request options with the OSS domain name:

#i ncl ude "oss_api . h"

#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";

void init_options(oss_request_options_t *options)

{
options->config = oss_config create(options->pool);
/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);
aos_str_set (&options->config->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
options->config->s _cnanme = 0;
/* Used to configure network paraneters, such as tinmeout */
options->ctl = aos_http_controller_create(options->pool, 0);
}

int main() {
aos_pool t *p
0SS_request _options_t *options;
/* Initialize global variables, which are run first before the
program starts. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_CK) {
return -1,

/* Initialize the nmenory pool and options. */

aos_pool create(&p, NULL);

options = oss_request_options_create(p);

init_options(options);

/* Logical code, which is not listed here. */

/* Rel ease the nmenory pool, that is, nmenories allocated to
resources during the request. */



aos_pool destroy(p);

/* Rel ease the allocated gl obal resources. */
aos_http_io_deinitialize();

return O;

Note:
For the configuration of request options, see related documents. http./bbs.aliyun.com/read/

261421.html?spm=5176.bbsr248504.0.0.NoFhRX
Use a custom domain name to initialize request options.
You can run the following code to initialize request options with a domain name:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Cust onEndpoi nt >";
const char *access_key_ id = "<your AccessKeyl d>";
const char *access_key_secret = "<your AccessKeySecret>";

void init_options(oss request _options_t *options) {
options->config = oss_config_create(options->pool);
/* Use a char* string to initialize the aos_string_ t type. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);
aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

)
/* Enabl e the CNAME and bi nd the custom domai n name to the bucket.
*/
options->config->s_cname = 1;
options->ctl = aos_http_controller_create(options->pool, 0);
}

int main() {
aos_pool t *p;
0SS_request _options_t *options;
/* Initialize global variables, which are run before the program

starts. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_OK) {
return -1;

/[* Initialize the menory pool and options. */

aos_pool _create(&p, NULL);

options = o0ss_request_options_create(p);

init_options(options);

/* Logical code, which is not |listed here. */

/* Rel ease the menmory pool, that is, nenories allocated to
resources during the request. */

aos_pool _destroy(p);

/* Rel ease the allocated gl obal resources. */

aos_http_io_deinitialize();

return O;

}

Use STS to initialize request options
You can run the following code to initialize request options with STS:

#i ncl ude "oss_api . h"


http://bbs.aliyun.com/read/261421.html?spm=5176.bbsr248504.0.0.NoFhRX
http://bbs.aliyun.com/read/261421.html?spm=5176.bbsr248504.0.0.NoFhRX

#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *sts_token = "<your SecurityToken>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

iE
/* Configure STS */
aos_str_set (&opti ons->confi g->sts_t oken, sts_token);
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
opti ons->config->i s _cnane = O;
options->ctl = aos_http_controller_create(options->pool, 0);
}

int min() {
aos_pool t *p
0SS_request _options_t *options;
/* Initialize global variables, which are run first before the
program starts. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
return -1,

[* Initialize the nenory pool and options. */

aos_pool create(&p, NULL);

options = oss_request_options_create(p);

init_options(options);

/* Logical code, which is not listed here. */

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(p);

/* Rel ease the allocated gl obal resources. */

aos_http_io deinitialize();

return O;

Set the timeout value.
You can run the following code to set the timeout value:

#i ncl ude "oss_api . h"

#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_ id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";

void init_options(oss_request_options_t *options)

{
options->config = oss_config create(options->pool);
/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);
aos_str_set (&options->config->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

/* Determ ne whether the CNAME is used. O indicates that the CNAME
is not used. */
options->config->is_cnanme = 0;



/* Used to configure network paraneters, such as timeout */

options->ctl = aos_http_controller_create(options->pool, 0);
/* Set the connection timeout value, which is 10 seconds by
default. */

opti ons->ct| ->opti ons->connect tineout = 10;

/* Set the DNS tineout value, which is 60 seconds by default. */

opti ons->ctl ->options->dns_cache_tineout = 60;

/* Set the request tineout val ue:

Set the value of speed Iimt to specify the nininum speed that can

be accepted, which is 1,024 Bytes/s by default.

Set the value of speed_tine to specify the maxi mumtine period
that can be accepted, which is 15 seconds by default.

The followi ng code indicates that if the trasm ssion speed is
continuously lower than 1,024 Bytes/s for 15 seconds, the request is
time-out. */

opti ons->ctl ->options->speed_|imt = 1024;

options->ctl ->options->speed_tine = 15;

4.5 Bucket

A bucket serves as a container that stores objects. Objects belong to a bucket.
Create a bucket
Run the following code to create a bucket:

#i ncl ude "oss_api . h"
#i ncl ude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key_secret = "<yourAccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g->endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access _key id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_secret

);
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
opti ons->config->i s _cnane = O;
/* Used to configure network paranmeters, such as tineout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

/* Menory pool used to manage nmenories, which is equivalent to
apr_pool t. The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);



/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access key id,

acces_key secret, is_cnane, and curl. */

0SS

0Ss_request _options_t *oss client_options;

/* Allocate nenories in the nenory pool to options. */
oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options. */
init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string t bucket;

oss_acl e oss_acl = 0SS ACL_PRI VATE;

aos_table t *resp _headers = NULL;

aos_status_t *resp_status = NULL;

/* Assign a char* to the aos_string_t bucket. */
aos_str_set (&bucket, bucket name);

/* Create a bucket. */

resp_status = oss_create_ bucket (oss_client _options, &bucket,

_acl, &resp_headers);

/* Determ ne whether the request is successful. */
if (aos_status is ok(resp_status)) {
printf("create bucket succeeded\n");
} else {
printf("create bucket failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to

resources during the request. */

}

For more information about bucket naming rules, see naming conventions in Basic concepts. You

can specify the ACL and the storage class when you create a bucket, as shown in Bucket-level

aos_pool _destroy(pool);

/* Rel ease all ocated gl obal resources. */
aos_http_io_deinitialize();

return O;

permissions and Storage class.

You can run the following code to create a bucket with a specified ACL:

/* Create a bucket and set the bucket ACL to public read (which is

private by default). */

resp_status = oss_create bucket (oss_client _options, &bucket,

OSS_ACL_PUBLI C_READ, &resp_headers);

if (aos_status is ok(resp_status)) {
printf("create bucket succeeded\n");
} else {
Printf ("Create Bucket failed \ n ");
}

You can run the following code to creates a bucket of the archive class:

resp_status = oss_create_bucket _with_storage_class(oss_client

_options, &bucket, 0SS ACL PRI VATE, OSS STORAGE CLASS ARCHI VE);

/* Determ ne whether the request is successful. */
if (aos_status_is _ok(resp_status)) {
printf("create bucket succeeded\n");
} else {
printf("create bucket failed\n");



You can run the followign code to create a bucket of the Infrequent Access class:

resp_status = oss_create bucket wth storage class(oss client
_options, &bucket, OSS _ACL_PRI VATE, OSS_STORAGE_CLASS | A);
/* Determ ne whether the request is successful. */
if (aos_status is ok(resp_status)) {
printf("create bucket succeeded\n");
} else {
printf("create bucket failed\n");

List buckets

Run the following code to list all buckets:

#i ncl ude "oss_api . h"

#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";

void init_options(oss_request_options_t *options)

{
options->config = oss_config create(options->pool);
/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);
aos_str_set (&options->confi g->access_key id, access _key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
options->config->is _cnane = O;
/* Used to configure network paraneters, such as tinmeout.
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

[* Call the aos http io initialize method in main() to initialize
gl obal resources, such as net wor ks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

/* Menory pool used to manage nmenories, which is equivalent to
apr_pool _t. The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nmenory pool. The second paraneter is NULL,
indicating that it does not

i nherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration

i nformati on, such as endpoi nt, access_key id, acces_key secret,
is cnanme, and curl. */
0Ss_request _options_t *oss client_options;
/* Allocate nenories in the nenory pool to options. */
oss_client_options = oss_request_options_create(pool);
/* Use oss _client _options to initialize client options. */



init_options(oss_client_options);
/* Initialization paranmeters. */
aos_table t *resp_headers = NULL;
aos_status_ t *resp_status = NULL;
oss_|ist_buckets paranms_t *parans = NULL
oss_|ist bucket content t *content = NULL
int size = 0;
parans = oss_create_|ist_buckets_parans(pool);
/* List all buckets. */
resp_status = oss_|ist _bucket(oss client options, parans, &
resp_headers);
if (aos_status is ok(resp_status)) {
printf("list buckets succeeded\n");
} else {
printf("list buckets failed\n");

/[* Print bucket information. */
aos |list for_each entry(oss |ist _bucket content t, content, &
par ans- >bucket _|ist, node) {
printf("Bucket Nane: %\n", content->nane. data);
++si ze;

/* Rel ease the nenory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

}

Configure an ACL for a bucket

The ACL of a bucket includes the following permissions.

Permission Description Value

Private The bucket owner and the OSS_ACL_PRIVATE
authorized users can read and
write objects in the bucket.
Other users cannot perform
any operation on the objects.

Public read The bucket owner and the OSS _ACL_PUBLIC READ
authorized users can read
and write objects in the bucket
. Other users can only read
the objects in the bucket.
Authorize this permission with

caution.
Public read-write All users can read and OSS_ACL_PUBLIC_READ_
write objects in the bucket. WRITE

Authorize this permission with
caution.




For more information about the ACL, see Access control in the developer guide.
You can run the following code to configure an ACL for a bucket:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

);
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
options->config->s _cnane = O;
/* Used to configure network paraneters, such as tinmeout.
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_ io initialize method in main() to initialize
gl obal resources, such as

net wor ks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_OK) {
exit(1);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool _t *pool ;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not

i nherit fromany other nenory pools. */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration

i nformati on, such as endpoint, access _key id, acces_key secret,
is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nmenories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss_client _options to initialize client options. */

init_options(oss_client_options);

/* Initialization paraneters. */

aos_string t bucket;

aos_table_t *resp_headers NULL;

aos_status_t *resp_status NULL;

/* Assign a char* to the aos_string t bucket. */

aos_str_set (&bucket, bucket _name);

/* Set the bucket ACL to public read.

resp_status = oss_put bucket acl (oss_client_options, &bucket,
OSS_ACL_PUBLI C_READ, &resp_headers);

if (aos_status is ok(resp_status)) {



printf("set bucket acl succeeded\n");
} else {
printf("set bucket acl failed\n");

/* Release the nenory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io deinitialize();

return O;

Obtain an ACL for a bucket
Run the following code to obtain the ACL for a bucket:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_ id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_ secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAME
is not used. */
opti ons->confi g->is_cnane = O;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as

net wor ks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool _t. The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not

i nherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration

i nformati on, such as endpoint, access_key_ id, acces_key_secret,
is_cnane, and curl. */
0Ss_request _options_t *oss client_options;
/* Allocate nenories in the nenory pool to options. */
oss_client_options = oss_request_options_create(pool);



/* Use oss_client _options to initialize client options. */
init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string t bucket;

aos_string_t oss_acl;

aos_table t *resp_headers NULL;

aos_status_t *resp_status NULL,;

/* Assign a char* to the aos_string_t bucket */ */
aos_str_set (&bucket, bucket name);

/* Cbtain the ACL for a bucket. */

resp_status = oss_get bucket _acl (oss_client_options, &bucket, &

oss_acl, &resp_headers);

if (aos_status is _ok(resp status)) {

printf("get bucket acl succeeded : % \n", oss_acl.data);
} else {

printf("get bucket acl failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to

resources during the request. */

aos_pool destroy(pool);

/* Rel ease allocated gl obal resources. */
aos_http_io deinitialize();

return O;

Obtain the region of a bucket

Run the following code to obtain the region (or location) for a bucket:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";
const char *access_key_ id = "<your AccessKeyl d>";
const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";
voi d init_options(oss_request_options_t *options)
{
options->config = oss_config create(options->pool);
/* Use a char* string to initialize aos_string_t. */
aos_str_set (&options->confi g->endpoi nt, endpoint);
aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_secret
)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
opti ons->config->i s _cnane = O;
/* Used to configure network paraneters, such as tinmeout.
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize

gl obal resources, such as

net wor ks and nmenories. */

apr_

if (aos_http io initialize(NULL, 0) ! = ACSE OK) {
exit(l);

/* Menory pool used to rmanage nmenories, which is equivalent to
pool _t. The inplenmentation code is included in the apr library. */
aos_pool t *pool ;



/* Re-create a new nenory pool. The second paraneter is NULL
i ndicating that it does not

i nherit fromany other nenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration

i nformation, such as endpoint, access_key id, acces_key secret,
is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client _options = oss_request_options_creat e(pool);

/* Use oss_client_options to initialize client options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string t bucket;

aos_string t oss_|ocation;

aos_table_t *resp_headers NULL;

aos_status t *resp_status NULL;

/* Assign a char* to the aos_string t bucket. */

aos_str_set (&bucket, bucket name);

[* Obtain the region of the bucket. */

resp_status = oss_get _bucket | ocation(oss_client_options, &bucket,
&oss | ocation, &resp_headers);

if (aos_status is ok(resp_status)) {

printf("get bucket |ocation succeeded : % \n", oss_|location.

dat a) ;
} else {
printf("get bucket |ocation failed\n");

/* Rel ease the nmenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease allocated gl obal resources. */

aos _http_ io deinitialize();

return O;

Obtain bucket information
Run the following code to obtain bucket information:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */

opti ons->config->is_cname = 0;

/* Used to configure network paraneters, such as timeout. */



options->ctl = aos_http_controller_create(options->pool, 0);
int main(int argc, char *argv[])

[* Call the aos http io initialize method in main() to initialize
gl obal resources, such as

net wor ks and nmenories. */
if (aos_http_ io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

/* Menory pool used to rmanage nmenories, which is equivalent to
apr_pool t. The inplenmentation code is included in the apr |ibrary. */

aos_pool _t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not

i nherit fromany other nenory pools. */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration

i nformati on, such as endpoint, access _key id, acces_key secret,
is cnanme, and curl. */
0Ss_request _options_t *oss_client_options;
/* Allocate nmenories in the nenmory pool to options. */
oss_client_options = oss_request_options_create(pool);
/* Use oss _client _options to initialize client options. */
init_options(oss_client_options);
/[* Initialization paranmeters. */
aos_string t bucket;
0oss_bucket info_t bucket info;
aos_table t *resp_headers = NULL;
aos_status_ t *resp_status = NULL;
/* Assign a char* to the aos_string_t bucket. */
aos_str_set (&bucket, bucket name);
/* Obtain the bucket inforantion. */
resp_status = oss_get bucket info(oss_client_options, &bucket, &
bucket info, & esp_headers);
if (aos_status_is_ok(resp_status)) {
printf("get bucket info succeeded\n");
printf("location: %\n", bucket _info.location.data);
printf("owner_id: %\n", bucket _info.owner_id.data);
printf("owner_nane: %\n", bucket info.owner nane. data);
printf("created_date: %\n", bucket _info.created_date. data);
printf("location: %\n", bucket _info.location.data);
} else {
printf("get bucket info failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease allocated gl obal resources. */

aos_http_io deinitialize();

return O;



Delete a bucket

Before a bucket is deleted, ensure that all objects in the bucket and fragments that are generated

from multipart upload are deleted.

Note:
To delete the fragments that are generated from multipart upload, use oss_list_upload_part to
list all fragments, and then use oss_abort_multipart_upload to delete the fragments. For more

information, see Multipart upload.

Run the following code to delete a bucket:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key _secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->confi g->access_key id, access _key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

);
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
options->config->is _cnane = O;
/* Used to configure network paraneters, such as tinmeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as

net wor ks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE OK) {
exit(1);

/* Menory pool used to rmanage nenories, which is equivalent to
apr_pool _t. The inplenmentation code is included in the apr library. */

aos_pool _t *pool ;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not

i nherit fromany other nenory pools. */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration

i nformati on, such as endpoint, access _key id, acces_key secret,
is cnanme, and curl. */



0Ss_request _options_t *oss_client_options;
/* Allocate nmenories in the nenmory pool to options. */
oss_client_options = oss_request_options_create(pool);
/* Use oss _client _options to initialize client options. */
init_options(oss_client_options);
/[* Initialization paranmeters. */
aos_string t bucket;
aos_table_t *resp_headers = NULL;
aos_status_t *resp_status = NULL;
/* Assign a char* to the aos_string_ t bucket. */
aos_str_set (&bucket, bucket name);
/* Del ete the bucket. */
resp_status = oss_del ete bucket (oss client options, &bucket, &
resp_headers);
if (aos_status is ok(resp_status)) {
printf("del ete bucket succeeded\n");
} else {
printf("delete bucket failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

4.6 Upload objects

4.6.1 Overview

In OSS, an object is the basic unit for data operations. OSS C SDK provides the following file

upload methods:

» Simple upload: supports the upload of a file up to 5 GB in size. It includes streaming upload
and file upload.

» Append upload: supports the upload of a file up to 5 GB in size.

* Resumable upload: supports the upload of a file up to 48.8 TB in size. It applies to the upload
of large files. It also supports concurrent upload and you can define the size of each part.

* Muiltipart upload: supports the upload of a file up to 48.8 TB in size. It applies to the upload of

large files.

Note:
For more information about the usage scenarios of each upload method, see “Upload files” in

OSS Developer Guide.

During the file upload, you can set Object Meta, and check the upload progress in upload progress

bar. After you complete the file upload, you can perform upload callback.



4.6.2 Simple upload

For the complete code of simple upload, see GitHub
Upload data from memory to OSS
You can run the following code to upload data from memory to OSS:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<yourAccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret >";
const char *bucket name = "<your Bucket Nane>";

const char *object _nanme = "<your Obj ect Nane>";

const char *object_content = "Mdrre than just cloud.”;
void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&options->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
opti ons->config->is_cname = 0;
/* Used to configure network paraneters, such as tinmeout. */
options->ctl = aos_http controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);

/* Menory pool used to rmanage nmenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool _t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nenory pools. */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string_t bucket;

aos_string_t object;

aos list t buffer;

aos_buf t *content = NULL;

aos_table t *headers = NULL;

aos _table t *resp _headers = NULL;

aos_status_t *resp_status = NULL,

aos_str_set (&bucket, bucket name);
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aos_str_set (&obj ect, object_name);
aos |list _init(&buffer);
content = aos_buf_pack(oss_client_options->pool, object_content,
strl en(object _content));
aos |ist_add tail (&ontent->node, &buffer);
/* Upload a file. */
resp_status = oss_put_object frombuffer(oss client _options, &
bucket, &object, &buffer, headers, & esp_headers);
/* Determ ne whether the upload is successful. */
if (aos_status is ok(resp_status)) {
printf("put object from buffer succeeded\n");
} else {
printf("put object frombuffer failed\n");

/* Rel ease the nenory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

Upload a local file to OSS
You can run the following code to upload a local file to OSS:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

const char *object_nanme = "<your Qbj ect Nane>";

const char *local _filenanme = "<yourLocal Fil ename>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->confi g->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
options->config->s_cnanme = 0;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http io initialize method in main() to initialize
gl obal resources, such as networks and menories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE OK) {
exit(l);

/* Menory pool used to manage nmenories, which is equivalent to
apr_pool _t. The inplenmentation code is included in the apr library. */

aos_pool _t *pool ;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other menory pools. */

aos_pool create(&pool, NULL);



/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access key id,

acces_key secret, is_cnane, and curl. */
0Ss_request _options_t *oss client_options;
/* Allocate nenories in the nenory pool to options. */
oss_client_options = oss_request_options_create(pool);
/* Use oss client _options to initialize client options.
init_options(oss_client_options);
/[* Initialization paranmeters. */
aos_string t bucket;
aos_string_t object;
aos_string_t file;
aos_table t *headers = NULL;
aos_table t *resp_headers = NULL;
aos_status_t *resp_status = NULL,;
aos_str_set (&bucket, bucket _name);
aos_str_set (&obj ect, object_name);
aos_str_set(&ile, local filenane);
/* Upload a file. */

resp_status = oss_put_object fromfile(oss client_ options,

, &object, & ile, headers, & esp_headers);
/* Determ ne whether the upload is successful. */
if (aos_status is ok(resp_status)) {
printf("put object fromfile succeeded\n");
} else {
printf("put object fromfile failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to

resources during the request. */
aos_pool _destroy(pool);
/* Rel ease all ocated gl obal resources. */
aos_http_io_deinitialize();
return O;

4.6.3 Append upload

You cannot perform copyObject for appended objects.
Append data from memory
Run the following code to append data from memories

#i ncl ude "oss_api . h"
#i nclude "aos _http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

const char *object_name = "<your Qbj ect Nane>";

const char *object _content = "More than just cloud.”;
void init_options(oss_request_options_t *options)

{

opti ons->config = oss_config _create(options->pool);
/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key secret, access_key_ secret



/* Determ ne whether the CNAME is used. The value 0 indicates that
the CNAME i s not used. */

opti ons->config->is_cname = 0;

/* Configure network paraneters, such as tinmeout. */

options->ctl = aos_http controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);

/* Menory pool used to rmanage nenories, equivalent to apr_pool t.
The inpl ementation code is included in the apr library. */

aos_pool _t *pool;

/* Re-create a nenory pool. The second parameter is NULL,

i ndi cating that the new pool does not inherit any other nmenory pool.
*/

aos_pool create(&p, NULL);

/* Create and initialize options. This paranmeter includes gl oba
configuration information, such as endpoint, access_key id, acces_key
secret, is _cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate the nmenories in the nmenory pool to options. */

oss_client _options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/[* Initialize paraneters. */

aos_string_t bucket;

aos_string t object;

aos list t buffer;

int64 t position = 0;

char *next append_position = NULL;

aos_buf t *content = NULL;

aos_table t *headersl = NULL;

aos_table t *headers2 = NULL;

aos_table t *resp_headers = NULL;

aos_status_t *resp_status = NULL;

aos_str_set (&bucket, bucket _name);

aos_str_set (&obj ect, object _name);

headersl = aos_tabl e make(pool, 0);

/* Qotain the position where the object is appended for the first
time. */

resp_status = oss_head_object (oss_client_options, &bucket, &object
, headersl, &resp_headers);

if (aos_status is ok(resp_status)) {

next _append_position = (char*) (apr_tabl e_get(resp_headers, "x-
0Ss- next - append- position"));
position = atoi (next_append_position);

}

/* Append the file. */

headers2 = aos_t abl e_nmake(pool, 0);

aos_list_init(&uffer);

content = aos_buf_pack(pool, object_content, strlen(object_content
));

aos_|list_add_tail (&ontent->node, &buffer);

resp_status = oss_append_object frombuffer(oss client options, &
bucket, &object, position, &buffer, headers2, & esp_headers);

if (aos_status is ok(resp_status)) {

printf("append object from buffer succeeded\n");
} else {



printf("append object frombuffer failed\n");

/* Rel ease the nmenmory pool, that is, the nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io_deinitialize();

return O;

Append data from a local file
Run the following code to append data from a local file:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

const char *object_nanme = "<your Qbj ect Nane>";

const char *local _filenane = "<yourlLocal Fil ename>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_ secret

)

/* Determ ne whether the CNAME is used. The value 0 indicates that
the CNAME is not used. */

opti ons->confi g->is_cnane = O;

/* Configure network paraneters, such as timeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_CK) {
exit(1);

/* Menory pool used to rmanage nenories, equivalent to apr_pool _t.
The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a nmenory pool. The second parameter is NULL,

i ndi cating that the new pool does not inherit any other nmenory pool.
*/

aos_pool create(&p, NULL);

/* Create and initialize options. This paraneter includes gl oba
configuration information, such as endpoint, access_key id, acces_key_
secret, is_cnanme, and curl. */

0Ss_request _options_t *oss client_options;

/* Allocate the nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/* Initialize paraneters. */

aos_string_t bucket;

aos_string_t object;



aos_string_t file;
int64 t position = 0;
char *next _append_position = NULL;
aos_table t *headersl = NULL;
aos_table t *headers2 = NULL;
aos_table t *resp_headers = NULL;
aos_status_t *resp_status = NULL,;
aos_str_set (&bucket, bucket _name);
aos_str_set (&obj ect, object_name);
aos_str_set(&ile, local filenane);
/* Qotain the position where the object is appended for the first
time. */
resp_status = oss_head_object (oss_client_options, &bucket, &object
, headersl, &resp_headers);
i f(aos_status is _ok(resp status)) {
next _append_position = (char*) (apr_tabl e_get(resp_headers,
0Ss- next - append- position"));
position = atoi (next_append_position);
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}
/* Append the file. */
resp_status = oss_append object fromfile(oss client_options, &
bucket, &object, position, & ile, headers2, &resp_headers);
/* Determ ne whether the append upload is successful. */
if (aos_status_is_ok(resp_status)) {
printf("append object fromfile succeeded\n");
} else {
printf("append object fromfile failed\n");

/* Rel ease the nenory pool, that is, the nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io deinitialize();

return O;

}
If the file already exists, the following may occur:

+ If the file cannot be uploaded with append upload, an ObjectNotAppendable exception occurs.
+ If the file can be uploaded with append upload, the file is upload by the Put Object method and
overwrites the existing object. The object type is changed to Normal Object. After the Head

Object operation is performed, the system returns x-oss-object-type, which indicates the type of

the object.

4.6.4 Resumable upload
In resumable upload, the object is divided into multiple parts, which are then uploaded separately.

After all the parts are uploaded, they are merged into a complete object to finish the upload.

Current upload progress is recorded into a checkpoint file during the upload. If a part fails to be
uploaded during the process, the object is uploaded from the part recorded in the checkpoint
file when the upload restarts, that is, the resumable upload. After the upload is complete, the

checkpoint is deleted.



You can use the oss_resumabl e_clt _parans_t method to achieve resumable upload.

Common parameters used in this method are listed as follows:

Parameter Description

thread_num The number of concurrent threads, which is 1
by default.

enable_checkpoint Whether to enable resumable upload, which is

disabled by default.

partSize The part size, ranging from 100 KB to 5 GB.

checkpoint_path The path that the checkpoint file is stored,
which is {upload_file_path}.cp by default.

You can run the following code to perform resumable upload:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

const char *object_nanme = "<your Qbj ect Nane>";

const char *local _filenanme = "<yourLocal Fil ename>";

void init_options(oss _request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->confi g->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

)
/ * Deternube whether the CNAME is used. O indicates that it is not
used. */
options->config->is_cnanme = 0;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the aos_http io initialize method in main() to initialize
gl obal resources, such as networks and menories. */
if (aos_http_ io_initialize(NULL, 0) ! = ACSE K) {
exit(l);

/* Menory pool used to manage nmenories, which is equivalent to
apr_pool _t. The inplenmentation code is included in the apr library. */

aos_pool _t *pool ;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other menory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */



oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string_t bucket;

aos_string_t object;

aos_string_ t file;

aos_list_t resp_body;

aos_table t *headers = NULL;

aos table t *resp_headers NULL;

aos_status_t *resp_status NULL;

oss_resunable clt _parans_t *clt_ parans;

aos_str_set (&bucket, bucket nane);

aos_str_set (&obj ect, object_name);

aos_str_set(&ile, local filenane);

aos_list_init(& esp_body);

/* Resumabl e upl oad. */

clt _parans = oss_create resunmabl e clt parans_content (pool, 1024 *
100, 3, AGCS_TRUE, NULL);

resp_status = oss_resumabl e upload file(oss client_options, &
bucket, &object, &file, headers, NULL, clt_parans, NULL, & esp_headers
, &resp_body);

if (aos_status is ok(resp_status)) {

printf("resumabl e upl oad succeeded\n");
} else {
printf("resunmabl e upload fail ed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

4.6.5 Multipart upload

To enable multipart upload, perform the following steps:
1. Initiate a multipart upload event.

You can call ossClient.initiateMultipartUpload to return the globally unique uploadld created in
0sSss.

2. Upload parts.

You can call ossClient.uploadPart to upload part data.

Note:

» For parts with a same uploadld, parts are sequenced by their part numbers. If you have
uploaded a part and use the same part number to upload another part, the later part will

replace the former part.

» OSS places the MD5 value of part data in ETag and returns the MD5 value to the user.



+ SDK automatically configures Content-MD5. OSS calculates the MD5 value of uploaded
data and compares it with the MDS value calculated by SDK. If the two values vary, the

error code of InvalidDigest is returned.

3. Complete multipart upload.

After you have uploaded all parts, call partossClient.completeMultipartUpload to combine these

parts into a complete object.
The following code is used as a complete example that describes the process of multipart upload:

#i ncl ude "oss_api . h"
#i ncl ude "aos_http_io. h"
#i ncl ude <sys/stat.h>

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<yourAccessKeySecret>";
const char *bucket _nanme = "<your Bucket Nane>";

const char *object_name = "<your Qbj ect Nane>";

const char *local _filenane = "<yourlLocal Fil ename>";

void init_options(oss_request_options_t *options)

{

ptions->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g- >access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key secret

/* Determ ne whether the CNAME is used. O indicates that the CNAME
is not used. */

opti ons->config->is _cnane = 0;

/* Used to configure network paraneters, such as tineout. */

options->ctl = aos_http _controller_create(options->pool, 0);

int64 t get file_size(const char *file_path)

int64 t filesize = -1;
struct stat statbuff;
if(stat(file_path, &statbuff) < 0){
return fil esize;
} else {
filesize = statbuff.st_size;

return filesize;

int main(int argc, char *argv[])
/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);
}

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool t *pool ;

/* Re-create a new nenory pool. The second paranmeter is NULL,
indicating that it does not inherit fromany other nmenory pools. */

aos_pool _creat e( &ool, NULL);



/* Create and
gl obal
acces_key_secret,

configuration nformation

initialize options.

is _cnanme, and curl.

Thi s paranet er

such as endpoi nt,

*/

0Ss_request _options_t *oss client_options;
/* Allocate nenories in the nenory pool
oss_client_options

0ss_request _options_create(

/* Use oss client _options to initialize client options.

init_options(oss_client_options);
/[* Initialization paranmeters. */
aos_string t bucket;
aos_string_t object;
oss_upload file t *upload file
aos_string_t upload_id;

aos _table t *headers NULL;
aos_table t *conpl ete_headers NULL;
aos_table_t *resp_headers NULL;
aos_status_t *resp_status NULL;
aos_str_set (&bucket, bucket name);
aos_str_set (&obj ect, object_name);
aos_str_nul |l (&upl oad_id);

header s aos_t abl e_make(p, 1);

conpl et e_headers aos_t abl e_make(p,
int part_num = 1;

/[* Initialize multipart upload and obtain an upl

NULL;

1);

to options.

mai nl 'y incl udes
access_key id,

*/
pool ) ;
*/

oad ID (upload_id
&

upl oad_i d: % *s\ n",

upl oad_i d: % *s\ n",

| enane) ;

file_length
&

). */
resp_status = oss_init_nultipart_upl oad(oss _client _options,
bucket, &object, &upload_id, headers, & esp_headers);
/* Determ nes whether the slice upload Initialization is
successful . */
if (aos_status_is_ok(resp_status)) {
printf("Init nmultipart upload succeeded,
upl oad_i d. Il en, upload_id.data);
} else {
printf("lnit nultipart upload fail ed,
upl oad_i d.l en, upload_id.data);
}
/* Upload the parts. */
int64 t file_ length = 0;
int64_t pos = 0;
file_length = get _file_size(local _filenane);
whil e(pos < file_length) {
upload file = oss_create upload fil e(pool);
aos_str_set(&upload_file->filename, |ocal fi
upload file->file_pos = pos;
pos += 100 * 1024;
upload _file->file_last = pos < file_length ? pos :
resp_status = oss_upload_part_fromfile(oss_client_options,
bucket, &object, &upload id, part_numt+, upload file,

if (aos_status is ok(resp_status)) {

&r esp_headers);

printf("Miltipart upload part fromfile succeeded\n");

} else {

printf("Miltipart upload part fromfile failed\n");

oss_list_upl oad_part_parans_t
aos list t conplete part I|ist;
/* Cbtain upl oaded parts. */
par ans
par anms- >max_r et 1000;

aos list _init(&onplete part |ist);

*par ans NULL;

oss_create_|ist_upl oad_part_parans(pool);



resp_status = oss_|ist_upload part(oss_client_options, &bucket, &
obj ect, &upload_ id, parans, & esp headers);
/* Determ ne whether the part list is successfully obtained. */
if (aos_status is ok(resp_status)) {
printf("List nultipart succeeded\n");
} else {
printf("List nmultipart failed\n");

oss_conpl ete _part_content t *conpl ete _part_content = NULL;
oss list _part_content t *part_content = NULL;
aos_list_for_each_entry(oss_list_part_content_t, part_content, &
parans->part _|ist, node) {
conpl ete _part_content = oss_create conpl ete part_content (pool
)
aos_str_set(&conpl ete_part _content->part_nunber, part_content-
>part _nunber. data);
aos_str_set(&conplete part _content->etag, part_content->etag.
dat a) ;

aos_|ist_add_tail (&onpl ete_part_content->node, &conplete_p
art list);

}
/* Conplete nultipart upload. */
resp_status = oss_conplete nmultipart_upl oad(oss_client options, &
bucket, &object, &upload_id,
&conpl ete_part _|ist, conplete_headers, & esp_headers);
/* Determ ne whether the nmultipart upload is conplete. */
if (aos_status_is_ok(resp_status)) {
printf("Conplete nmultipart upload fromfile succeeded,
upl oad_id: % *s\n",
upl oad_id.len, upload_id.data);
} else {
printf("Conplete nmultipart upload fromfile failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease allocated gl obal resources. */

aos_http_io deinitialize();

return O;

Note:
You must provide all valid PartETags when you call oss_complete _multipart_upload to obtain
uploaded parts. The ETags can be obtained in two methods: 1. The ETag of a part is included in
the returned result when the part is uploaded. 2. You can call oss_list_upload_part to obtain the

ETag of an uploaded part. In the example, the second method is used.
Cancel a multipart upload event

Run the following code to cancel a multipart upload event:

#i ncl ude "oss_api . h"

#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";



const char *bucket name = "<your Bucket Nane>";
const char *object _nanme = "<your Obj ect Nane>";
void init_options(oss_request_options_t *options)

{
opti ons->config = oss_config _create(options->pool);
/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);
aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_ secret
)
/* Determ ne whether the CNAME is used. O indicates that the CNAME
is not used. */
opti ons->config->is _cnane = 0;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as

net wor ks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool _t. The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nmenory pool. The second paraneter is NULL,
indicating that it does not

i nherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration

i nformati on, such as endpoi nt, access_key id, acces_key secret,
is cnanme, and curl. */

0Ss_request _options_t *oss client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string_t bucket;

aos_string_t object;

aos_string_t upload_id;

aos _table t *headers = NULL;

aos_table t *resp_headers = NULL;

aos_status_ t *resp_status = NULL;

aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object name);

aos_str_nul |l (&upl oad_id);

/[* Initialize nmultipart upload and obtain an upload ID (upload_id
). */

resp_status = oss_init_nultipart_upl oad(oss_client_options, &
bucket, &object, &upload_ id, headers, & esp_headers);

/* Determ ne whether the multipart upload is initialized
successfully. */

if (aos_status is ok(resp_status)) {

printf("Init nmultipart upload succeeded, upload id: % *s\n",
upl oad_id.l en, upload_id.data);



} else {
printf("Init nultipart upload failed, upload_ id:%*s\n",
upl oad_i d.l en, upload_id.data);

}
/* Cancel the multipart upload. */
resp_status = oss_abort_rmnultipart_upl oad(oss_client_options, &
bucket, &object, &upload id, &r esp_headers);
/* Determ ne whether the nultipart upload is cancel ed successfully
*/
if (aos_status is ok(resp_status)) {
printf("Abort multipart upload succeeded, upload_id:: % *s\n",
upl oad_id.len, upload_ id.data);
} else {
printf("Abort multipart upload failed\n");

/* Rel ease the nmenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease allocated gl obal resources. */

aos _http_ io deinitialize();

return O;

Note:
If you cancel a multipart upload event, you are not allowed to perform any other operations with

this upload_id anymore. The uploaded parts will be deleted.

4.6.6 Upload progress bars
You can use progress bars to indicate the upload or download progress.
For the complete code of upload progress bar, see GitHub.

The following code is used as an example to describe how to view progress information with

PutObiject:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

const char *object _nanme = "<your Qbj ect Nane>";

const char *local _filenane = "<yourLocal Fi | ename>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&opti ons->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */

opti ons->config->is_cname = 0;

/* Used to configure network paraneters, such as timeout. */
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options->ctl = aos_http_controller_create(options->pool, 0);
}
voi d percentage(int64_t consunmed_bytes, int64_t total bytes)
{

assert(total bytes >= consuned byt es);

printf("%86 APR_INT64 T FMI "\ n", consumed_bytes * 100 /
total bytes);

int main(int argc, char *argv[])

{
/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);
}

/* Menory pool used to rmanage nenories, which is equivalent to
apr_pool t. The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paranmeter is NULL,
indicating that it does not inherit fromany other nenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access key id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss_client_options;

/* Allocate nmenories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string t bucket;

aos_string_t object;

aos_string_t file;

aos _|list t resp_body;

aos_table_ t *resp_headers = NULL;

aos_status_t *resp_status = NULL;

aos_str_set (&bucket, bucket nane);

aos_str_set (&obj ect, object_name);

aos_str_set(&ile, local filenane);

/* Upload with a progress bar displayed. */

resp_status = oss_do_put_object fromfile(oss client _options,
&ucket, &object, & ile, NULL, NULL, percentage, & esp _headers, &
resp_body);

if (aos_status is ok(resp_status)) {

printf("put object fromfile succeeded\n");
} else {
printf("put object fromfile failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

}

oss_put_object_from_file and oss_put_object_from_buffer do not support progress bars.



4.6.7 Upload callback

For the complete code of upload callback, see GitHub.
Run the following code for upload callback:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_ id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

const char *object_nanme = "<your Qbj ect Nane>";

const char *object _content = "Mdrre than just cloud.";
void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);
/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access _key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

)

/* Determ ne whether the CNAME is used. The value 0 indicates that

the CNAME is not used. */
options->config->s _cnane = O;
/* Configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool,

int main(int argc, char *argv[])

aos_pool t *p = NULL;

aos _status t *s = NULL;
aos_string t bucket;

aos_string_t object;

aos_table t *headers = NULL;
0Ss_request _options_t *options = NULL;
aos_table_t *resp_headers = NULL;
aos_list_t resp_body;

aos list t buffer;

aos_buf t *content;

char *buf = NULL;

int64_t len = 0;

int64_t size = 0;

int64 t pos = O;

char b64_buf[ 1024];

int b64_|en;
/* Use the JSON format. */
char *cal |l back = "{"

"\"cal I backUrI\":\"http://oss-denp. al i yuncs. com 23450\ ", "

"\ "cal | backHost\ ":\"o0ss-cn- hangzhou. al i yuncs. com "

"\"cal | backBody\ ":\"bucket =${ bucket } &obj ect =${ obj ect } &si ze=%{

si ze} &ni neType=${ m neType}\", "

"\ "cal | backBodyType\":\"applicati on/ x- ww-formurl encoded\""

/* Call the aos_http_io initialize method in main() to initialize

gl obal resources, such as networks and nmenories. */
if (aos_http_ io_ initialize(NULL, 0) ! = ACSE OK) {
exit(l);

/* Initialize paraneters. */
aos_pool _create(&p, NULL);
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options = o0ss_request_options_create(p);
init_options(options);
aos_str_set (&bucket, bucket name);
aos_str_set (&obj ect, object name);
aos _list _init(& esp_body);
aos_list_init(&uffer);
content = aos_buf_ pack(options->pool, object content, strlen(
obj ect _content));
aos_|list_add_tail (&ontent->node, &buffer);
/* Add cal |l back into the header. */
b64 | en = aos_base64_encode( (unsi gned char*)cal | back, strlen(
cal | back), b64 buf);
b64 buf[b64 len] = "\0'";
headers = aos_t abl e_make(p, 1);
apr_tabl e set(headers, OSS CALLBACK, b64 buf);
/* Start upload call back. */
s = oss_do_put _object from buffer(options, &bucket, &object, &
buf fer,
headers, NULL, NULL, &resp_headers, &resp_body);
if (aos_status is ok(s)) {
printf("put object from buffer succeeded\n");
} else {
printf("put object frombuffer failed\n");

}
[* Obtain the buffer length. */
len = aos_buf list _|en(& esp_body);
buf = (char *)aos_pcalloc(p, (apr_size_ t)(len + 1));
buf[len] = "\0';
[* Copy the content in the buffer to the nenory. */
aos_list _for_each_entry(aos_buf _t, content, & esp_body, node) {
size = aos_buf size(content);
mencpy(buf + pos, content->pos, (size_t)size);
pos += size;
/* Rel ease the nmenmory pool, that is, the nmenories allocated to
resources during the request. */
aos_pool destroy(p);
/* Rel ease the allocated gl obal resources. */
aos_http_io_deinitialize();
return O;

}

For more information about upload callback, see Upload callback. For detailed debugging

methods and troubleshooting information, see Upload callback error and exclusion.

4.7 Download objects

4.7.1 Overview

For the complete code of object download, see GitHub.
OSS C SDK provides the following download methods:

» Download to your local file

» Download to local memory


https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_progress_sample.c

* Range download

 Resumable download

You can view the download progress shown in the download progress bar.

4.7.2 Download an object to a local file

For the complete code of downloading OSS object, see GitHub.
You can run the following code to download the specified OSS object to a local file.

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

const char *object _nanme = "<your Qbj ect Nanme>"

const char *local _filenane = "<yourLocal Fi | ename>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->config->access_key secret, access_key secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAMVE
is used. */
opti ons->config->s_cname = 0;
/* Used to configure network paraneters, such as tinmeout */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/[* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_OK) {
exit(1);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool _t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nenory pools. */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access key id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss client_options;

/* Alocate menories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options */

init_options(oss_client_options);

/[* Initialization parameters. */

aos_string t bucket;

aos_string_t object;

aos_string_t file;

aos_tabl e_t *parans;
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aos_table t *headers = NULL;

aos _table t *resp _headers = NULL;

aos_status_t *resp_status = NULL,

aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object nane);

aos_str_set(&ile, local _filenane);

parans = aos_tabl e make(pool, 0);

/* Downl oad the object. A newlocal file is created if the
specified file does not exist. If the specified local file exists, it
is overwitten. */

resp_status = oss_get _object _to file(oss_client_options, &bucket,

&obj ect, headers, parans, &file, & esp_headers);
if (aos_status is _ok(resp status)) {
printf("CGet object fromfile succeeded\n");

} else {

printf("CGet object fromfile failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease allocated gl obal resources. */

aos_http_io deinitialize();

return O;

Note:
Compared to the 1.0.0 version, the params parameter is added to the oss_get object to file

interface, and the value of the headers and params parameters can be NULL.

4.7.3 Download to your local memory

For the complete code of object download, see GitHub.

Run the following code to download a specified object to local memory:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _nanme = "<your Bucket Nane>";

const char *object_name = "<your Qbj ect Nane>";

void init_options(oss _request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->confi g->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */

options->config->is_cnanme = 0;

/* Used to configure network paraneters, such as timeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])
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/* Call the aos_http io initialize method in main() to initialize

gl obal resources, such as networks and nmenories. */

apr_

i ndi

if (aos_http io_ initialize(NULL, 0) ! = ACSE OK) {
exit(1);

/* Menory pool used to rmanage nenories, which is equivalent to
pool _t. The inplenentation code is included in the apr library. */
aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
cating that it does not inherit fromany other nenory pools. */
aos_pool create(&pool, NULL);

/[* Create and initialize options. This paraneter mainly includes

gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */
oss_client _options = oss_request_options_create(pool);

/* Use oss_client_options to initialize client options. */
init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string_t bucket;

aos_string t object;

aos list t buffer;

aos_buf t *content = NULL;

aos _table t *parans = NULL;

aos _table t *headers = NULL;

aos_table t *resp_headers
aos_status_t *resp_status
char *buf = NULL;

int64_t len = 0O;

int64 t size = 0;

int64_t pos = 0;
aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object_name);

aos _list _init(&buffer);

/* Downl oad an object to | ocal nenory. */

resp_status = oss_get _object _to buffer(oss_client_options, &bucket

NULL;
NULL;

, &obj ect,

rs);

headers, parans, &buffer, & esp_heade

if (aos_status is ok(resp_status)) {
printf("get object to buffer succeeded\n");
/* Copy the downl oaded content to the buffer. */
len = aos_buf _list_len(&uffer);
buf = aos_pcall oc(pool, len + 1);
buf[len] = "\0';
aos_list_for_each_entry(aos_buf_t, content, &buffer, node) {
size = aos_buf _size(content);
mencpy(buf + pos, content->pos, size);
pos += size;

}

el se {
printf("get object to buffer failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to

resources during the request. */

aos_pool _destroy(pool);

/* Rel ease the allocated gl obal resources. */
aos_http_io_deinitialize();

return O;



4.7.4 Range download
If you only need part of the data in an object, you can use range downloads to download specified

content.
Run the following code for range download:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket name = "<your Bucket Nane>";

const char *object _name = "<your Obj ect Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key id, access_key id);
aos_str_set (&opti ons->confi g->access_key secret, access_key secret

)
/* Determine whether the CNAME is used. O indicates that the CNAME
is not used. */
opti ons->config->is_cnane = O;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = AOCSE_CK) {
exit(1);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool t *pool ;

/* Re-create a new nenory pool. The second paranmeter is NULL,
indicating that it does not inherit fromany other nenory pools. */

aos_pool _creat e( &ool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access key id,
acces_key secret, is_cnane, and curl. */

0SsS_request _options_t *oss client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss client _options to initialize client options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string t bucket;

aos_string_t object;

aos _list t buffer;

aos_buf t *content = NULL;

aos_table t *parans = NULL;

aos_table t *headers = NULL;

aos_table_t *resp_headers

aos_status_t *resp_status

NULL;
NULL;



char *buf = NULL;
int64_t len = 0O;
int64 t size = 0;
int64 t pos = 0;
aos_str_set (&bucket, bucket nane);
aos_str_set (&obj ect, object_name);
aos_list_init(&uffer);
headers = aos_t abl e_nake(pool, 1);
/* Set the downl oad range, which ranges fromthe 20th byte to the
100th byte. */
apr_tabl e_set (headers, "Range", "bytes=20-100");
/* Downl oad the object to nenory. */
resp_status = oss_get object to buffer(oss_client_options, &bucket
, &obj ect, headers, parans, &buffer, &resp_headers);
if (aos_status is ok(resp_status)) {
printf("get object to buffer succeeded\n");
[* Obtain the buffer length. */
aos |list for _each entry(aos_buf t, content, &bouffer, node) {
| en += aos_buf _si ze(content);
}

buf = aos_pcal |l oc(pool, (apr_size_ t)(len + 1));
buf[len] = "\0';
/* Copy the content in the buffer to nenory. */
aos_list_for_each_entry(aos_buf_t, content, &buffer, node) {
size = aos_buf _size(content);
mencpy(buf + pos, content->pos, (size t)size);
pos += size;

}

el se {
printf("get object to buffer failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

4.7.5 Resumable download
Large-sized objects may fail to be downloaded because of unstable network or other exceptions,
and the entire object needs to be downloaded again. However, the object may still fail to be

downloaded after multiple attempts. Therefore, OSS provides resumable download.

To enable resumable download, you need to split the object you want to download into multiple
parts and download them separately. After you have downloaded all parts, these parts will be

combined into a complete object.

You can use 0ss_resumabl e_clt _paranms_t to enable resumable download. oss_resuma

bl e _clt_ parans_t contains the following parameters:



Parameter Description

thread_num The number of concurrent threads, which is 1
by default.
enable_checkpoint Determines whether to enable resumable

download, which is disabled by default.

partSize Specifies the size of a part. The value can be
between 1 byte to 5 GB and the unit is byte.

checkpoint_path The path where the checkpoint file is located,
which is under {upload_file_path}.cp by default.

This checkpoi nt file stores information about the download progress.If you fail to download a
part, the download will continue based on the progress recorded in the checkpoi nt file. After the

object is downloaded, the checkpoi nt file will be deleted.
Run the following code for resumable download:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

const char *object_name = "<your Qbj ect Nane>";

const char *local _filenane = "<yourlLocal Fil ename>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_secret

/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */

opti ons->confi g->i s _cnane = O;

/* Used to configure network paraneters, such as tineout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

/* Menory pool used to rmanage nenories, which is equivalent to
apr_pool _t. The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);



/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access key id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string t bucket;

aos_string_t object;

aos_string_t file;

aos_table t *headers = NULL;

aos_table t *resp_headers NULL;

aos_status_t *resp_status NULL,;

oss_resunabl e_clt_parans_t *clt_parans;

aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object name);

aos_str_set(&file, local _filenane);

/* Downl oad the object using resunabl e downl oad. */

clt _parans = oss _create resumabl e clt_parans_content (pool, 1024 *
100, 3, ACS TRUE, NULL);

resp_status = oss_resumabl e downl oad file(oss client options, &
bucket, &object, & ile, headers, NULL, clt_parans, NULL, &r esp_headers

)

if (aos_status is ok(resp_status)) {
printf("downl oad succeeded\n");
} else {
printf("downl oad failed\n");

/* Rel ease the nenory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

4.7.6 Download progress bars

You can use progress bars to indicate the upload or download progress.
For the complete code of download progress bar, see GitHub.
The following code is used as an example to describe how to use the download progress bar.

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<yourAccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret >";
const char *bucket name = "<your Bucket Nane>";

const char *object _nane = "<your Qbj ect Nanme>"

const char *local _filenane = "<yourLocal Fil ename>";

const char *downl oad_fil enane = "<your Downl oadFi | enane>";
void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);
/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);


https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_progress_sample.c

aos_str_set (&opti ons->config->access_key id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */

opti ons->config->is_cname = 0;

/* Used to configure network paraneters, such as tinmeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

voi d percentage(int64 t consuned bytes, int64 t total bytes)
{

assert(total bytes >= consuned_bytes);

printf("%86 APR INT64 T FMI "\ n", consuned bytes * 100 /
total bytes);

int main(int argc, char *argv[])

/* Call the aos_http io initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http io_ initialize(NULL, 0) ! = ACSE OK) {
exit(1);

/* Menory pool used to manage nmenories, which is equivalent to
apr_pool _t. The inplenentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);

/[* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client _options = oss_request_options_create(pool);

/* Use oss_client_options to initialize client options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string_t bucket;

aos_string t object;

aos_string_t file;

aos_table t *resp_headers

aos |list t resp_body;

aos_status_t *resp_status = NULL,

aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object nane);

aos_str_set(&ile, local _filenane);

/* Upload with a progress bar displayed. */

resp_status = oss_do_put_object _fromfile(oss_client_options,
&ucket, &object, & ile, NULL, NULL, percentage, & esp_headers, &
resp_body);

if (aos_status_is_ok(resp_status)) {

printf("put object fromfile succeeded\n");
} else {
printf("put object fromfile failed\n");

NULL;

/* Downl oad with a progress bar displayed. */

aos_pool create(&pool, NULL);

oss_client _options = oss_request_options_create(pool);

init_options(oss_client_options);

aos_str_set (& ile, downl oad fil enane);

resp _status = oss_do _get object to file(oss client _options, &
bucket, &object, NULL, NULL, &file, percentage, NULL);



if (aos_status_is ok(resp_status)) {
printf("get object to file succeeded\n");
} else {
printf("get object to file failed\n");
/* Rel ease the menmory pool, that is, nenories allocated to
resources during the request. */
aos_pool _destroy(pool);
/* Rel ease all ocated gl obal resources. */
aos_http_io_deinitialize();
return O;

}

oss_get_object _from_file and oss_get object from_buffer do not support progress bars.

4.8 Manage objects

4.8.1 Overview

You can perform the following operations on objects in a bucket with APIs:

* Manage ACL for an object
* Manage Object Meta

» List objects

» Copy objects

» Delete objects

* Restore an archive object

* Manage a symbolic link

4.8.2 Manage ACL for an object

The following table describes the permissions included in the Access Control List (ACL) for an

object.

Permission Description Value

default The ACL of an object is the OSS_ACL_DEFAULT
same with that of its bucket.

Private Only the object owner and OSS_ACL_PRIVATE
authorized users can read and
write the object.

Public read Only the object owner and OSS _ACL_PUBLIC_READ
authorized users can read
and write the object. Other
users can only read the object




Permission Description Value

. Authorize this permission with

caution.
Public read-write All users can read and write OSS_ACL_PUBLIC_READ_
the object. Authorize this WRITE

permission with caution.

The ACL of objects take precedence over that of buckets. For example, if the ACL of a bucket is
private, while the object ACL is public read-write, all users can read and write the object. If an

object is not configured with an ACL, its ACL is the same as that of its bucket by default.
Configure an ACL for an object
You can run the following code to configure an ACL for an object:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

const char *object_nanme = "<your Qbj ect Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config _create(options->pool);

/* Use a char* string to initialize aos_string_t. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->config->access_key id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAMVE
is not used. */
options->config->is_cnanme = 0;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_ io initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_OK) {
exit(l);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool _t *pool ;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other menory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration informtion, such as endpoi nt, access_key_ id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);



/* Use oss_client _options to initialize client options. */
init_options(oss_client_options);
/* Initialization paranmeters. */
aos_string t bucket;
aos_string_t object;
aos_table t *resp_headers NULL;
aos_status_t *resp_status NULL,;
aos_str_set (&bucket, bucket _name);
aos_str_set (&obj ect, object_name);
oss_acl _e oss_acl = OSS_ACL_PUBLI C_READ
/* Configure an ACL for an object. */
resp_status = oss_put_object _acl (oss_client_options, &bucket, &
obj ect, oss_acl, & esp_headers);
if (aos_status_is_ok(resp_status)) {
printf("put object acl success! \n");
} else {
printf("put object acl failed! \n");

}
/* otain the ACL for an object. */
aos_string_t oss_acl _string
resp_status = oss_get object _acl (oss_client _options, &bucket, &
obj ect, &oss_acl _string, & esp_headers);
if (aos_status is ok(resp_status)) {
printf("get object acl success! \n");
printf("acl: % \n", oss_acl _string.data);
} else {
printf("get object acl failed! \n");

/* Release the nenory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io deinitialize();

return O;

4.8.3 Manage Object Meta

Object Meta includes HTTP headers and user-defined Object Meta. For more information, see

Object Meta in OSS Developer Guide.
Obtain Object Meta

After uploading files to OSS or before reading objects from OSS, you can use the oss_get ob
j ect _met a interface to obtain some of meta information about the objects, such as the length
and type. Run the following code to configure and obtain Object Meta:

#i ncl ude "oss_api . h"
#i ncl ude "aos_http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket name = "<your Bucket Nane>";

const char *object _nanme = "<your Obj ect Nane>";

void init_options(oss_request_options_t *options)

{

opti ons->config = oss_config _create(options->pool);



/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

)

/* Determ ne whether the CNAME is used. The value 0O indicates that
the CNAME is not used. */

opti ons->config->is_cname = 0;

/* Configure network paraneters, such as timeout. */

options->ctl = aos_http _controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);

/* Menory pool used to nanage nenories, equivalent to apr_pool _t.
The inplenmentation code is included in the apr library. */

aos_pool t *pool ;

/* Re-create a nenory pool. The second parameter is NULL,

i ndi cating that the new pool does not inherit any other nmenory pool.
*/

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter includes gl oba
configuration information, such as endpoint, access_key id, acces_key_
secret, is_cnanme, and curl. */

0SS _request _options_t *oss_client_options;

/* Allocate the nmenories in the nmenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/* Initialize paraneters. */

aos_string_t bucket;

aos_string t object;

aos_table t *headers;

aos list t buffer;

aos_table_t *resp_headers

aos_status_t *resp_status
aos_buf t *content = NULL;
char *content _length_str = NULL;

char *object_type = NULL;

char *object author = NULL;

int64_t content_|ength = 0;

aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object name);

headers = aos_t abl e_nake(pool, 2);

/1 Configure custom bject Meta. */

apr_tabl e set(headers, "Expires", "Fri, 28 Feb 2032 05:38:42 GVI

NULL;
NULL;

")

apr_tabl e _set(headers, "x-oss-neta-author", "oss");

aos list _init(&buffer);

content = aos_bhuf_pack(oss_client_options->pool, object_content,
strl en(object_content));

aos_|ist_add_tail (&ontent->node, &buffer);

/* Set object pernissions and upl oad the object fromthe cache. */

resp_status = oss_put_object frombuffer(oss client _options, &
bucket, &obj ect,

&uf fer, headers, &resp_headers);
if (aos_status is ok(resp status)) {
printf("put object frombuffer with nmd5 succeeded\n");



} else {
printf("put object frombuffer with nd5 failed\n");

[* Obtain the object permission. */
resp _status = oss_get object neta(oss_client_options, &bucket, &
obj ect, &resp_headers);
if (aos_status is ok(resp_status)) {
content | ength_str = (char*)apr_table_get(resp_headers,
OSS_CONTENT_LENGTH) ;
if (content_length_str ! = NULL) {
content _|ength = atol (content | ength_str);

}

obj ect _author = (char*)apr_table get(resp _headers, OSS AUTHOR
| ZATI ON) ;

obj ect _type = (char*)apr_table get(resp_headers, OSS OBJECT
_TYPE);

printf("get object nmeta succeeded, object author: %, object
type: %, content |ength: % d\n", object author, object type, content |e
ngt h) ;

} else {
printf("req: %, get object neta failed\n", resp_status->req_id

)

/* Rel ease the nenory pool, that is, the menories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the all ocated gl obal resources. */

aos _http_ io deinitialize();

return O;

Note:
For detailed information about HTTP header, see RFC2616.

4.8.4 List objects

For the complete code for listing objects, see GitHub.

OSS objects are listed alphabetically. You can use oss_| i st _obj ect to list all objects in a

bucket. The following table describes common parameters used to list objects.

Parameter Description

delimiter Specifies a delimiter used to group objects.
All those objects whose names contain the
specified prefix and after which the delimiter
occurs for the first time, act as a group of
elements, that is, commonPrefixes.

prefix Specifies the prefix that the listed objects must
contain.
max_ret Specifies the maximum number of objects that

can be listed. The default value is 1000.
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Parameter Description

marker Specifies the initial object that is listed.

List all objects
You can run the following code to list all objects in the current bucket.

#i ncl ude "oss_api . h"
#i ncl ude "aos_http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key _secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
options->config->s _cnanme = 0;
/* Used to configure network paranmeters, such as tinmeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http io initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http_ io_ initialize(NULL, 0) ! = ACSE OK) {
exit(1);

/* Menory pool used to rmanage nmenories, which is equivalent to
apr_pool _t. The inplenentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nenories in the nenmory pool to options. */

oss_client _options = oss_request_options_create(pool);

/* Use oss_client_options to initialize client options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string_t bucket;

aos_status_t *resp_status = NULL,;

oss_|ist_object_parans_t *paranms = NULL

oss_|list_object _content t *content = NULL

int size = 0;

char *line = NULL;

char *prefix = "";

char *next Marker = "";

aos_str_set (&bucket, bucket name);

parans = oss_create_|ist_object_parans(pool);



paranms->max_ret = 100;
aos_str_set (&parans->prefix, prefix);
aos_str_set (&parans- >mar ker, next Marker);
printf("Cbject\tSize\tLastMdified\n");
[* List all objects. */
do {
resp_status = oss_|ist_object(oss _client options, &bucket,
parans, NULL);
if (! aos_status_is_ok(resp_status))

printf("list object failed\n");
br eak;

aos_list _for_each_entry(oss_list_object _content_t, content, &
par ans- >o0bj ect |ist, node) {
++si ze;
line = apr_psprintf(pool, "%*s\t%*s\t% *s\n", content->
key. |l en, content->key. data,
content->size.len, content->size. data,
content->last _nodi fied.len, content->last _nodified.
dat a) ;
printf("%", line);

next Marker = apr_psprintf(pool, "% *s", parans->next_marker.
| en, parans->next marker. data);
aos_str_set (&par ans- >nmar ker, next Marker);
aos_list_init(&parans->o0bject |ist);
aos_list_init(&arans->comon_prefix list);
} while (parans->truncated == AOCS TRUE)
printf("Total %l\n", size);
/* Rel ease the nenory pool, that is, nenories allocated to
resources during the request. */
aos_pool destroy(pool);
/* Rel ease all ocated gl obal resources. */
aos_http_io_deinitialize();
return O;

Note:
By default, if a bucket contains more than 1,000 objects, only the first 1,000 objects are returned
and the truncated parameter in the returned results is true. Additonally, the next_marker is
returned to serve as the start point of next read. To adjust the number of returned objects, you

can modify the max_ret parameter or use the marker parameter for multiple reads.
List specified number of objects
You can run the following code to list specified number of objects.

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket name = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{



options->config = oss_config create(options->pool);

/* aos_str_set uses a char* string to initialize the aos_string_t
type. */

aos_str_set (&opti ons->confi g->endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access _key id);

aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

)
/* Determ ne whether the CNAME is used. */
options->config->s_cnanme = 0;
/* Used to configure network paraneters, such as timeout.*/
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http io initialize method in main() to initialize
gl obal resources, such as networks and menories. */
if (aos_http_ io_initialize(NULL, 0) ! = ACSE OK) {
exit(l);

/* Menory pool used to rmanage nmenories, which is equivalent to
apr_pool t. The inplenmentation code is included in the apr |ibrary. */

aos_pool _t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nenory pool. */ */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS _request _options_t *oss_client_options;

/* Menories for options are allocated by the nenory pool and are
rel eased after the nmenory pool is released. Therefore, you do not need
to release the menory for options individually. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options. */

init_options(oss_client_options);

/[* Initialization paranmeters */

aos_string_t bucket;

aos_status_t *resp_status = NULL;

oss_|list _object parans_t *paranms = NULL;

oss_list_object_content _t *content = NULL

int size = 0;

char *line = NULL;

char *prefix ="";

char *next Marker = "";

aos_str_set (&bucket, bucket nane);

parans = oss_create_|ist_object_parans(pool);

/* Set the maxi mum nunber of |isted objects to 200. */

paranms->max_ret = 200;

aos_str_set (&parans->prefix, prefix);

aos_str_set (&par ans- >nmar ker, next Marker);

printf("Cbject\tSize\tLastMdified\n");

/* List all objects */

resp _status = oss_list_object(oss _client_options, &bucket, parans
, NULL);

if (! aos_status is ok(resp_status))

printf("list object failed\n");
aos_list _for_each_entry(oss_list_object_content_t, content, &

par ans- >obj ect |ist, node) {
++si ze;



line = apr_psprintf(pool, "%*s\t%*s\t% *s\n", content->key.
| en, content->key. dat a,
content - >si ze. |l en, content->size. dat a,
content->last_nodi fied.len, content->last nodified. data);
printf("%", line);

printf("Total %l\n", size);

/* Rel ease the nenory pool after a request is executed, which
means that nenories allocated for all resources during the request are

rel eased. */

aos_pool _destroy(pool);

/* Before the project ends, call the aos_http io deinitialize
method to rel ease al l ocated gl obal resources. */

aos_http_io deinitialize();

return O;

List objects with specified prefix
You can run the following code to list objects with specified prefix.

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* aos_str_set uses a char* string to initialize the aos_string_t
data type. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);

aos_str_set (&options->confi g->access_key secret, access_key secret

)
/* Determ ne whether the CNAME is used. */
opti ons->config->i s _cnane = O;
/* Used to configure network paraneters, such as tineout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, including networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

/* Menory pool used to nmanage nenories, which is equivalent to
apr_pool _t. The inplenmentation code is included in the apr library. */
*

/

aos_pool _t *pool ;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nenory pools. */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access_key_id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss client_options;



/* Menories for options are allocated by the nenory pool and are
rel eased after the nmenory pool is released. Therefore, you do not need
to release the menory for options individually. */

oss_client_options = oss_request_options_create(pool);

/* Use oss client _options to initialize client options. */

init_options(oss_client_options);

/* Initialization parameters */

aos_string_t bucket;

aos_status_t *resp_status = NULL;

oss_|ist _object parans_t *paranms = NULL

oss_list_object_content _t *content = NULL

int size = 0O;

char *line = NULL;

/* List objects with specified prefix. */

char *prefix = "<your Cbj ect Pefi x>";

char *next Marker = "";

aos_str_set (&bucket, bucket name);

parans = oss_create |ist_object parans(pool);

paranms->max_ret = 100;

aos_str_set (&parans->prefix, prefix);

aos_str_set (&par ans- >mar ker, next Mar ker) ;

printf("Cbject\tSize\tLastMdified\n");

/* List all objects. */

do {

resp_status = oss_|ist_object(oss_client_options, &bucket,
parans, NULL);
if (! aos_status_is_ok(resp_status))

printf("list object failed\n");
br eak;

aos_list_for_each_entry(oss_list_object_content_t, content, &
par ans- >0bj ect _|ist, node) {
++si ze;
line = apr_psprintf(pool, "%*s\t%*s\t% *s\n", content->
key. | en, content->key. dat a,
content ->si ze. l en, content->si ze. dat a,
content->last nodified.len, content->last nodified.
dat a) ;
printf("%", line);

next Marker = apr_psprintf(pool, "% *s", parans->next_narker.
| en, parans->next _nmarker. data);
aos_str_set (&parans- >mar ker, next Marker);
aos_|list_init(&parans->o0bject |ist);
aos_list_init(&aranms->common_prefix_list);
} while (paranms->truncated == ACS_TRUE)
printf("Total %l\n", size);
/* Rel ease the nenory pool after a request is executed, which
means that nenories allocated for all resources during the request are
rel eased. */
aos_pool destroy(pool);
/* Before the project ends, call the aos_http_io_deinitialize
met hod to rel ease all ocated gl obal resources. */
aos_http_io_deinitialize();
return O;



Specifies the initial object that is listed.

The value of marker is the name of the initial object. You can run the following code to list objects

after marker in alphabetic order.

#i ncl ude "oss_api . h"
#i ncl ude "aos_http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<yourAccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/[* aos_str_set uses a char* string to initialize the aos_string_t
type. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);

aos_str_set (&opti ons->confi g->access_key_ secret, access_key_ secret

)
/* Determ ne whether the CNAME is used. */
options->config->is _cnanme = 0;
/* Used to configure network parameters, such as tinmeout.*/
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_ io initialize method in main() to initialize
gl obal resources, such as network and nenories. */
if (aos_http io_ initialize(NULL, 0) ! = ACSE OK) {
exit(1);

/* Menory pool used to manage nmenories, which is equivalent to
apr_pool _t. The inplenentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Menories for options are allocated by the nenory pool and are
rel eased after the nmenory pool is released. Therefore, you do not need
to release the menory for options individually. */

oss_client_options = oss_request_options_create(pool);

/* Use oss client _options to initialize client options. */

init_options(oss_client_options);

/* Initialization parameters */

aos_string_t bucket;

aos_status_t *resp_status = NULL;

oss_|list _object parans_t *paranms = NULL

oss_list_object_content _t *content = NULL

int size = 0O;

char *line = NULL;

char *prefix = "";

Specifies the initial object that is listed. */

char *next Marker = "<your Qbj ect Mar ker >";



aos_str_set (&bucket, bucket name);
parans = oss_create |ist_object parans(pool);
paranms->max_ret = 100;
aos_str_set (&parans->prefix, prefix);
aos_str_set (&par ans- >mar ker, next Mar ker) ;
printf("Cbject\tSize\tLastMdified\n");
/* List all objects */
do {

resp_status = oss_|ist_object(oss_client_options, &bucket,

parans, NULL);
if (! aos_status_is_ok(resp_status))

printf("list object failed\n");
br eak;

aos_list_for_each_entry(oss_list_object_content_t, content, &
par ans- >obj ect |ist, node) {
++si ze;
line = apr_psprintf(pool, "%*s\t%*s\t% *s\n", content->
key. | en, content->key. dat a,
content ->si ze. l en, content->si ze. dat a,
content->last nodified.len, content->last nodified.
dat a) ;
printf("%", line);

next Marker = apr_psprintf(pool, "% *s", parans->next_narker.
| en, parans->next _marker. data);
aos_str_set (&parans- >mar ker, next Marker);
aos_|list_init(&parans->o0bject list);
aos_list_init(&aranms->common_prefix_list);
} while (paranms->truncated == ACS_TRUE)
printf("Total %l\n", size);
/* Rel ease the nenory pool after a request is executed, which
means that nenories allocated for all resources during the request are
rel eased. */
aos_pool destroy(pool);
/* Before the project ends, call the aos_http_io_deinitialize
met hod to rel ease all ocated gl obal resources. */
aos_http_io_deinitialize();
return O;

4.8.5 Delete objects

. Warning:

Delete objects with caution because deleted objects cannot be recovered.
For the complete code of deleting objects, see GitHub.

Delete an object
Run the following code to delete a single object:

#i ncl ude "oss_api . h"

#i nclude "aos_http_i o. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";


https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_delete_object_sample.c

const char *bucket name = "<your Bucket Nane>";
const char *object _nanme = "<your Obj ect Nane>";
void init_options(oss_request_options_t *options)

{
opti ons->config = oss_config _create(options->pool);
/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);
aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_ secret
)
/* Determ ne whether the CNAME is used. O indicates that the CNAME
is not used. */
opti ons->config->is _cnane = 0;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);

/* Menory pool used to rmanage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paranmeter is NULL,
indicating that it does not inherit fromany other nenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access key id,
acces_key secret, is_cnane, and curl. */

0SsS_request _options_t *oss_client_options;

/* Allocate nmenories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string t bucket;

aos_string_t object;

aos_table t *resp_headers NULL;

aos_status_ t *resp_status NULL;

/* Assign char* data to the aos_string_t bucket. */

aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object nane);

/* Del ete an object. */

resp_status = oss_del ete_object(oss_client_options, &bucket, &
obj ect, &resp_headers);

/* Determ ne whether the object is deleted successfully. */

if (aos_status is ok(resp_status)) {

printf("delete object succeed\n");
} else {
printf("delete object failed\n");

/* Rel ease the nenory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io_deinitialize();

return O;



Delete multiple objects
Run the following code to delete multiple objects simultaneously:

#i ncl ude "oss_api . h"
#i nclude "aos _http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

const char *object _nanmel = "<your Cbj ect Nanel>";

const char *object _nane2 = "<your Cbj ect Nane2>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_ secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAME
is not used. */
opti ons->confi g->is_cnane = O;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = AOCSE_CK) {
exit(1);

/* Menory pool used to rmanage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paranmeter is NULL,
indicating that it does not inherit fromany other nenory pools. */

aos_pool _creat e( &ool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access _key id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss_client_options;

/* Allocate nmenories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string t bucket;

aos_string_t objectl;

aos_string_t object?2;

int is_quiet = 1;

aos_table_ t *resp_headers = NULL;

aos_status_t *resp_status = NULL;

aos_str_set (&bucket, bucket _name);

aos_str_set (&obj ect1l, object nanel);

aos_str_set (&obj ect 2, object nane2);

/* Construct the list of objects to be deleted. */

aos list t object Ilist;



aos _list t deleted object list;
0ss_object _key t *content1;
0ss_obj ect _key_t *content 2;
aos _list _ init(&object list);
aos _list_init(&del eted object list);
contentl = oss_create_oss_object_key(pool);
aos_str_set (&cont ent 1- >key, obj ect _nanel);
aos_|ist_add_tail (&ontent 1- >node, &object |ist);
content2 = oss_create_oss_object key(pool);
aos_str_set (&cont ent 2- >key, obj ect nane2);
aos_|ist_add_tail (&ontent 2- >node, &object |ist);
/* Delete objects inthe list. "is quiet” is used to determ ne
whet her the result of deletion is returned. */
resp_status = oss_del ete_obj ects(oss_client_options, &bucket, &
object list, is_quiet, & esp headers, &del eted object list);
if (aos_status_is_ok(resp_status)) {
printf("delete objects succeeded\n");
} else {
printf("delete objects failed\n");

/* Release the nmenory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io deinitialize();

return O;

}
Delete multiple objects with a specified prefix

You can delete a directory by deleting multiple objects with a specified prefix. For example, you
can delete the dir directory by deleting objects with the prefix di r/ . Run the following code to
delete multiple objects with a specified prefix simultaneously:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket name = "<your Bucket Nane>";

const char *object _prefix = "<your Cbj ect NanmePrefi x>";
void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key id, access_key id);
aos_str_set (&opti ons->confi g->access_key secret, access_key secret

)
/* Determine whether the CNAME is used. O indicates that the CNAME
is not used. */
opti ons->config->is_cnane = O;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as networks and nenories. */



if (aos_http_ io_initialize(NULL, 0) ! = ACSE OK) {
exit(1);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenmentation code is included in the apr |ibrary. */

aos_pool _t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration informtion, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS _request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss_client_options to initialize client options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string_t bucket;

aos_string t prefix;

aos_status_ t *resp_status = NULL;

aos_str_set (&bucket, bucket name);

aos_str_set(&prefix, object_prefix);

/* Delete objects with a specified prefix. */

resp_status = oss_del ete_objects_by prefix(oss_client_options, &
bucket, &prefix);

if (aos_status_is_ok(resp_status)) {

printf("delete objects by prefix succeeded\n");
} else {
printf("delete objects by prefix failed\n");

/* Rel ease the nmenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the all ocated gl obal resources. */

aos _http_ io deinitialize();

return O;

. Warning:
If the prefix is an empty string or null, all objects in the bucket will be deleted. Perform this

operation with caution.

4.8.6 Copy objects
Copy a small-sized object
You must note the following limits before copy a small-sized object:

* The user must have the read and write permission on the source object.
* You cannot copy an object from a region to another region. For example, you cannot copy an
object from a bucket in Hangzhou region to a bucket in Qingdao.

* The object size must be smaller than 1 GB.



Run the following code to copy a small-sized object:

#i ncl ude "oss_api . h"

#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";

const char *bucket name = "<your Bucket Nane>";

const char *object_nanme = "<your Qbj ect Nane>";

const char *source_bucket nanme = "<your Sour ceBucket Nanme>";

const char *source_object _nanme = "<your Sour ceCbj ect Nanme>";

const char *dest bucket name = "<your Dest Bucket Nanme>";

const char *dest object name = "<your Dest Chj ect Nane>";

void init_options(oss_request_options_t *options)

{
opti ons->config = oss_config _create(options->pool);
/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);
aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_ secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAME
is not used. */
options->config->is _cnane = 0;
/* Used to configure network paraneters, such as tineout. */
options->ctl = aos_http _controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);

/* Menory pool used to nmanage nenories, which is equivalent to
apr_pool t. The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paranmeter is NULL,
indicating that it does not inherit fromany other nenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paranmeter nmainly includes
gl obal configuration information, such as endpoint, access key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nmenories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string t source_ bucket;

aos_string_t source_object;

aos_string_t dest bucket;

aos_string t dest object;

aos _table t *headers = NULL;

aos_table t *resp _headers = NULL;

aos_status_t *resp_status = NULL;

aos_str_set (&source_bucket, source_bucket namne);

aos_str_set (&source_object, source_object nane);

aos_str_set (&dest _bucket, dest_bucket nane);

aos_str_set (&dest object, dest_ object nane);

headers = aos_tabl e nake(pool, 0);

/* Copy an object. */



resp_status = oss_copy_object(oss_client_options, &source_ bucket,

&sour ce_obj ect, &dest bucket, &dest object, headers, & esp_headers);

if (aos_status_is_ok(resp_status)) {
printf("copy object succeeded\n");
} else {
printf("copy object failed\n");

/* Rel ease the nmenory pool, that is, nmenories allocated to

resources during the request. */

}

aos_pool destroy(pool);

/* Rel ease the all ocated gl obal resources. */
aos_http_ io deinitialize();

return O;

Copy a large-sized object

For objects larger than 1 GB, we recommend that you should use oss_upl oad_part _copy to

perform multipart copy (UploadPartCopy). Run the following code for multipart copy:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io.h"
#i ncl ude <sys/stat.h>

const char *endpoi nt = "<your Endpoi nt >";
const char *access_key id = "<your AccessKeyl d>";
const char *access_key secret = "<your AccessKeySecret>";

const char *source_bucket nane
const char *source_obj ect _name

" <your Sour ceBucket Nanme>" ;
" <your Sour ceCbj ect Name>";

const char *dest bucket name = "<your Dest Bucket Nanme>";

const char *dest object name = "<your Dest Chj ect Nane>";

const char *local _filenane = "<yourLocal Fil ename>";

void init_options(oss_request_options_t *options)

{
options->config = oss_config_create(options->pool);
/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);
aos_str_set (&opti ons->confi g->access_key id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

)

/* Determ ne whether the CNAME is used. O indicates that the CNAMVE
not used. */

opti ons->config->is_cname = 0;

/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);

int64 t get file_size(const char *file_path)

{

int64 t filesize = -1,
struct stat statbuff;
if(stat(file_path, &statbuff) < 0){
return fil esize
} else {
filesize = statbuff.st_size;

return fil esize;
mai n(i nt argc, char *argv[])

/* Call the aos_http io initialize method in main() to initialize

gl obal resources, such as networks and nmenories. */



if (aos_http_ io_initialize(NULL, 0) ! = ACSE OK) {
exit(1);

/* Menory pool used to manage nenories, which is equivalent to

apr_pool t. The inplenmentation code is included in the apr |ibrary. */

aos_pool _t *pool;
/* Re-create a new nenory pool. The second paraneter is NULL,

indicating that it does not inherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);
/* Create and initialize options. This paraneter mainly includes

gl obal configuration informtion, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS _request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */
oss_client_options = oss_request_options_create(pool);
/* Use oss_client_options to initialize client options. */
init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string_t dest_bucket;

aos_string t dest object;

aos_string_t upload_id;

aos _table t *headers = NULL;

aos _table t *resp _headers = NULL;

aos_status_t *resp_status = NULL,

oss_list_upload part_paranms_t *list_upload part_parans;
oss_upl oad _part _copy parans_t *upl oad part copy_paransl;
0ss_upl oad_part _copy_parans_t *upl oad_part _copy_parans2;
oss list _part _content t *part_content;

aos list t conplete part list;

oss_conpl ete_part_content _t *conpl ete_content;

aos table t *list part_resp _headers = NULL;

aos_table_t *conpl ete_resp_headers = NULL;

int partl 1;

nt part2 = 2;

nt64_t range_startl = O;

nt64 t range_endl = 6000000;//not |ess than 5MB

nt64 t range_start2 = 6000001,

nt64_t range_end2;

nt max_ret = 1000;

headers = aos_t abl e_nake(pool, 0);
aos_str_set (&dest bucket, dest bucket nane);
aos_str_set (&dest object, dest object nane);

resp_status = oss_init_nultipart_upl oad(oss_client_options, &

dest _bucket, &dest object, &upload id, headers, &resp_headers);

if (aos_status is ok(resp status)) {
printf("init nmultipart upload succeeded, upload_id is %\n",

upl oad_i d. dat a) ;

)

} else {
printf("init nultipart upload failed\n");

}
/* Copy the first part of the object. */
upl oad_part _copy_paransl = oss_create_upl oad part copy_parans(poo

aos_str_set (&upl oad_part_copy_par ansl- >sour ce_bucket, source_buc

ket _nane);

aos_str_set (&upl oad_part _copy_par ansl- >sour ce_obj ect, source_obj

ect _nane);

aos_str_set (&upl oad _part copy_ paransl->dest bucket, dest bucke

t _nane);

aos_str_set (&upl oad_part_copy_par ansl- >dest _obj ect, dest_objec

t _nane);

aos_str_set (&upl oad_part_copy_paransl->upl oad_i d, upload_id.data);



upl oad_part _copy_paransl->part_num = partl

upl oad_part _copy_paransl->range_start = range_start1;

upl oad_part_copy_paransl->range_end = range_endl

headers = aos_tabl e nake(pool, 0);

resp_status = oss_upl oad _part _copy(oss_client _options, upload par

t _copy_paransl, headers, &resp_headers);

)

if (aos_status is ok(resp_status)) {
printf("upload part 1 copy succeeded\n");
} else {
printf("upload part 1 copy failed\n");

}

/* Copy the second part of the object. */

range_end2 = get _file_size(local _filenane) - 1;

upl oad_part _copy_paranms2 = o0ss_creat e_upl oad_part _copy_parans(poo

aos_str_set (&upl oad_part _copy_par ans2- >sour ce_bucket, source_buc

ket _nane);

aos_str_set (&upl oad_part_ copy_par ans2- >source_obj ect, source_obj

ect _nane);

aos_str_set (&upl oad_part_copy_par ams2- >dest _bucket, dest_bucke

t _nane);

aos_str_set (&upl oad_part_copy_par ans2- >dest _obj ect, dest_objec

t _nane);

aos_str_set (&upl oad_part_copy_par ans2- >upl oad_i d, upl oad_i d. data);
upl oad_part _copy_parans2->part_num = part2

upl oad_part _copy_parans2->range_start = range_start 2;

upl oad_part _copy_parans2->range_end = range_end2;

headers = aos_tabl e nake(pool, 0);

resp_status = oss_upl oad _part_copy(oss_client _options, upload par

t _copy_parans2, headers, &resp_headers);

t ’

if (aos_status is ok(resp_status)) {
printf("upload part 2 copy succeeded\n");
} else {
printf("upload part 2 copy failed\n");

/* Lists the parts. */
headers = aos_t abl e_make(pool, 0);
list_upload_part_params = oss_create |ist_upl oad_part_parans(poo

i st_upl oad_part _paramnms->max_ret = max_ret;
aos_list_init(&conplete part list);
resp_status = oss_|ist _upload part(oss _client _options, &dest bucke

&dest _obj ect, &upload_id, list_upload part_paranms, & ist_part_

resp_headers);

aos |list for _each entry(oss |list _part _content t, part_content, &

list_upload_part_paranms->part _|ist, node) {

conpl ete_content = oss_create_conpl ete_part_cont ent ( pool );
aos_str_set (&conpl ete_cont ent - >part _nunber, part_content->

part _nunber. dat a) ;

)

aos_str_set (&conpl ete_content->etag, part_content->etag. data);
aos_|ist_add_tail (&onpl et e_content->node, &conplete_part |i st

}
[* Conplete the multipart copy. */
resp_status = oss_conplete nultipart_upload(oss_client options, &

dest _bucket, &dest_object, &upload_id, &conplete_part_list, headers, &
conpl ete_resp_headers);

if (aos_status is ok(resp_status)) {
printf("conplete nmultipart upload succeeded\n");
} else {
printf("conplete nultipart upload failed\n");



/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io_deinitialize();

return O;

4.8.7 Restore an archive object

You must restore an archive object before you read it. Do not call restoreObject for non-archive

objects.
The state conversion process of an archive object is as follows:

» An archive object is in the frozen state.

» After you submit it for restoration, the server restores the object. The object is in the restoring
state.

* You can read the object after it is restored. The restored state of the object lasts one day by
default. You can prolong this period to a maximum of seven days. Once this period expires, the

object returns to the frozen state.
Run the following code to restore an object:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _nanme = "<your Bucket Nane>";

const char *object_name = "<your Qbj ect Nane>";

const char *object _content = "More than just cloud.”;
void init_options(oss_request_options_t *options)

{

opti ons->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_ secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAME
is not used. */
opti ons->config->is _cnane = 0;
/* Used to configure network paraneters, such as tineout. */
options->ctl = aos_http _controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);



/* Menory pool used to rmanage nmenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */
aos_pool _t *pool;
/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nenory pools. */
aos_pool create(&pool, NULL);
/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access_key_ id,
acces_key secret, is_cnane, and curl. */
0Ss_request _options_t *oss client_options;
/* Allocate nenories in the nenory pool to options. */
oss_client_options = oss_request_options_create(pool);
/* Use oss client _options to initialize client options. */
init_options(oss_client_options);
/* Initialization parameters. */
aos_string_t bucket;
aos_string_t object;
aos |list t buffer;
oss_acl e oss_acl = 0SS _ACL_PRI VATE;
aos_buf t *content = NULL;
aos_table t *headers = NULL;
aos_table t *resp_headers = NULL;
aos_status_t *resp_status = NULL,;
aos_str_set (&bucket, bucket _name);
aos_str_set (&obj ect, object_name);
headers = aos_t abl e _nake(pool, 0);
/* Create a bucket of the archive storage class. */
resp_status = oss_create bucket with storage class(oss client
_options, &bucket, oss acl, OSS STORAGE CLASS ARCHI VE, &resp_ headers);
if (aos_status_is_ok(resp_status)) {
printf("create bucket succeeded\n");
} else {
printf("create bucket failed\n");

aos_list_init(&uffer);
content = aos_buf_pack(oss_client_options->pool, object_content,
strlen(object content));
aos_|ist_add_tail (&ontent->node, &buffer);
/* Upload a file. */
resp_status = oss_put_object _frombuffer(oss_client_options, &
bucket, &object, &buffer, headers, & esp_headers);
if (aos_status is ok(resp_status)) {
printf("put object from buffer succeeded\n");
} else {
printf("put object frombuffer failed\n");

/* Restore the object. */
do {
headers = aos_t abl e_nake(pool, 0);
resp_status = oss_restore_object(oss _client_options, &bucket,
&obj ect, headers, &resp_headers);
printf("restore object resp _status->code: %l \n", resp_status-
>code) ;
if (resp_status->code ! = 409) {
br eak;
} else {
printf("restore object is already in progress, resp_status
->code: % \n", resp_status->code);
apr_sl eep(5000);

} while (1):



/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */
aos_pool _destroy(pool);
/* Rel ease the allocated gl obal resources. */
aos_http_io_deinitialize();
return O;
}

For more information about the archive storage classes, see Introduction to storage classes. For

more information about related status code, see RestoreObject.

4.8.8 Manage a symbolic link

Create a symbolic link

A symbolic link is a special object that maps to an object similar to a shortcut used in Windows.

You can configure user-defined object meta for symbolic links.
Run the following code to create a symbolic link:

#i ncl ude "oss_api . h"
#incl ude "aos_http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<yourAccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _nanme = "<your Bucket Nane>";

const char *object _name = "<your Qbj ect Nane>";

const char *link _object name = "<yourLinkObj ect Name>";
void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
opti ons->config->is_cname = 0;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool t *pool ;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nenory pools. */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access key id,
acces_key secret, is_cnane, and curl. */



0Ss_request _options_t *oss_client_options;

/* Allocate nmenories in the nenmory pool to options. */
oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options */
init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string t bucket;

aos_string_t object;

aos_string_t sym object;

aos table t *resp_headers NULL;

aos_status_t *resp_status NULL;

aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object nane);
aos_str_set (&ym object, |ink_object_name);

resp_status = oss_put_symlink(oss_client_options, &bucket, &

sym obj ect, &object, & esp_headers);

if (aos_status_is ok(resp_status)) {
printf("put symink succeeded\n");
} else {
printf("put symink failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to

resources during the request. */

aos_pool _destroy(pool);

/* Rel ease all ocated gl obal resources. */
aos_http_io_deinitialize();

return O;

Obtain object content for a symbolic link

To obtain a symbolic link, you must have the read permission on it. Run the following code to

obtain the object content for a symbolic link:

#i ncl ude "oss_api . h"
#i ncl ude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";
const char *access_key id = "<your AccessKeyl d>";
const char *access_key secret = "<your AccessKeySecret>";
const char *bucket name = "<your Bucket Nane>";
const char *link_object_name = "<yourLi nkObj ect Nane>";
voi d init_options(oss_request_options_t *options)
{
options->config = oss_config_create(options->pool);
/* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&options->confi g->endpoi nt, endpoint);
aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&opti ons->confi g->access_key secret, access_key secret
iE
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
opti ons->config->is_cname = 0;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize

gl obal resources, such as networks and nenories. */

if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {



exit(1);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */
aos_pool t *pool ;
/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nenory pools. */
aos_pool _create(&pool, NULL);
/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access key id,
acces_key secret, is_cnane, and curl. */
0Ss_request _options_t *oss client_options;
/* Allocate nenories in the nenory pool to options. */
oss_client_options = oss_request_options_create(pool);
/* Use oss_client_options to initialize client options */
init_options(oss_client_options);
/[* Initialization paranmeters. */
aos_string t bucket;
aos_string_t |ink_object;
aos_table t *resp _headers = NULL;
aos_status_ t *resp_status = NULL;
char *target _object _nanme = NULL;
aos_str_set (&bucket, bucket name);
aos_str_set (& ink_object, |ink_object_nane);
resp_status = oss_get _symink(oss_client_options, &bucket, &
i nk_obj ect, & esp_headers);
if (aos_status_is_ok(resp_status)) {
printf("get symink succeeded\n");
target _object _nanme = (char*) (apr_tabl e get(resp_headers,
OSS_CANNONI CALI ZED HEADER_SYMLI NK) ) ;
printf("target_object_nanme: % \n", target_object_nane);
} else {
printf("get symink failed\n");

/* Rel ease the menmory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

4.9 Authorized access

Use STS for temporary access authorization

OSS supports Alibaba Cloud Security Token Service (STS) for temporary access authorization.

STS is a web service that provides a temporary access token to a cloud computing user. Through
the STS, you can assign a third-party application or a RAM user (you can manage the user ID) an
access credential with a custom validity period and permissions. For more information about STS,

see STS introduction.

STS advantages:



* Your long-term key (AccessKey) is not exposed to a third-party application. You only need to
generate an access token and send the access token to the third-party application. You can
customize access permissions and the validity of this token.

* You do not need to keep track of permission revocation issues. The access token automatically

becomes invalid when it expires.

For more information about the process of access to OSS with STS, see RAM and STS scenario

practices in OSS Developer Guide.
Create a signature request with STS
Run the following code to create a signature request with STS:

#i ncl ude "oss_api . h"
#i ncl ude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *sts_token = "<your St sToken>";

const char *bucket name = "<your Bucket Nane>";

const char *object _nanme = "<your Obj ect Nane>";

const char *object_content = "Mdre than just cloud.”;

void init_options(oss_request_options_t *options)
{

options->config = oss_config create(options->pool);

[* Use a char* string to initialize the aos_string_t type. */
aos_str_set (&options->confi g- >endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access key id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_secret);
aos_str_set (&options->config->sts_token, sts_token);

/* Deternine whether the CNAME is used. O indicates that the CNAME is
not used. */

options->config->is _cnane = 0;

/* Used to configure network paranmeters, such as tinmeout. */
options->ctl = aos_http_controller_create(options->pool, 0);

}
int main(int argc, char *argv[])

[* Call the aos_http_io_initialize nmethod in main() to initialize
gl obal resources, such as networks and nenories. */

if (aos_http_io_initialize(NULL, 0) ! = ACSE_XK) {

exit(1);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */
aos_pool _t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nenory pools. */
aos_pool create(&pool, NULL);

/* Create and initialize options. This paranmeter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */



0Ss_request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */
oss_client_options = oss_request_options_create(pool);

/* Use oss _client _options to initialize client options. */
init_options(oss_client_options);

/* Initialization paranmeters. */
aos_string_t bucket;
aos_string_t object;
aos_list_t buffer;
aos_buf t *content = NULL;
aos_table t *headers = NULL;
aos table t *resp_headers = NULL;
aos_status_t *resp_status = NULL;
/* Assign the char* data to the bucket. */
aos_str_set (&bucket, bucket _name);
aos_str_set (&obj ect, object_name);

aos_list_init(&uffer);

content = aos_buf_pack(oss_client_options->pool, object_content,
strlen(object _content));

aos_|ist_add_tail (&ontent->node, &buffer);

/[* Upload an object. */
resp_status = oss_put_object frombuffer(oss_client_options, &
bucket, &object, &buffer, headers, & esp headers);
/* Determ ne whether the upload is successful. */
if (aos_status is ok(resp_status)) {
printf("put object frombuffer succeeded\n");
} else {
printf("put object frombuffer failed\n");

/* Rel ease the nmenory pool, that is, nmenories allocated to resources
during the request. */
aos_pool destroy(pool);

/* Rel ease all ocated gl obal resources. */
aos_http_io_deinitialize();

return O;

}

Sign a URL to authorize temporary access

You can provide a signed URL to a visitor for temporary access. When you sign a URL, you can

specify the expiration time for a URL to restrict the period of access from visitors.
» Use a signed URL to upload an object

Run the following code to upload an object with a signed URL:

#i ncl ude "oss_api . h"

#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

const char *object_name = "<your Qbj ect Nane>";

const char *local _filenane = "<yourlLocal Fil ename>";



void init_options(oss_request_options_t *options)
{
options->config = oss_config_create(options->pool);
/* Use a char* string to initialize the aos_string t type. */
aos_str_set (&options->confi g- >endpoi nt, endpoint);
aos_str_set (&opti ons->confi g->access_key id, access_key id);
aos_str_set (&options->config->access_key secret, access_key
_secret);
/* Determ ne whether the CNAME is used. O indicates that the
CNAME i s not used. */
options->config->s_cname = 0;
/* Used to configure network paraneters, such as tinmeout. */
options->ctl = aos_http controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the aos_http_io initialize method in main() to
initialize global resources, such as networks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_OK) {
exit(1);

/* Menory pool used to manage nenories, which is equivalent to

apr_pool t. The inplenentation code is included in the apr library.
*/

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other menory pools. */

aos_pool create(&pool, NULL);

/[* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client _options = oss_request_options_create(pool);

/* Use oss_client_options to initialize client options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string_t bucket;

aos_string t object;

aos_string_t file;

aos_table t *headers = NULL;

aos_table t *resp_headers

aos_status_t *resp_status

aos_http_request t *req;

apr_tinme_t now,

char *url _str;

aos_string_t url;

int64_t expire_tine;

i nt one_hour = 3600;

aos_str_set (&bucket, bucket name);

aos_str_set (&obj ect, object_name);

aos_str_set(&ile, local filenane);

expire_time = now / 1000000 + one_hour;

headers = aos_t abl e_nake(pool, 0);

req = aos_http_request create(pool);

reqg- >met hod = HITP_PUT;

now = apr_tine_now(); /* Unit: nicroseconds */

expire_time = now/ 1000000 + one_hour;

/* Generate the signed URL. */

url _str = oss_gen_signed url (oss_client_options, &bucket, &
object, expire tine, req);

aos_str_set(&url, url _str);

NULL;
NULL;



printf("Tenporary upload URL: %s\n", url _str);
/* Use the signed URL to upload an object. */
resp_status = oss_put_object _fromfile_by url(oss_client_options
, &url, & ile, headers, & esp headers);
if (aos_status is ok(resp status)) {
printf("put objects by signed url succeeded\n");
} else {
printf("put objects by signed url failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io deinitialize();

return O;

}

» Use a signed URL to download an object
Run the following code to upload an object with a signed URL:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_ id = "<your AccessKeyl d>";

const char *access_key_secret = "<yourAccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

const char *object_nanme = "<your Qbj ect Nane>";

const char *local _filenane = "<yourLocal Fil ename>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize the aos_string_t type. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access_key id);

aos_str_set (&opti ons->confi g- >access_key_secret, access_key
_secret);

/* Determ ne whether the CNAME is used. 0 indicates that the
CNAME i s not used. */

options->config->s _cnane = 0;

/* Used to configure network paraneters, such as tinmeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the aos_http io initialize nmethod in main() to
initialize gl obal resources, such as networks and nenories. */
if (aos_http_ io_ initialize(NULL, 0) ! = ACSE OK) {
exit(l);

/* Menory pool used to rmanage nmenories, which is equivalent to
apr_pool _t. The inplenentation code is included in the apr |ibrary.
*/

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nmenory pools. */

aos_pool _create(&p, NULL);

/* Create and initialize options. This paranmeter mainly includes
gl obal configuration information, such as endpoi nt, access key id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss_client_options;



/* Allocate nenories in the nenmory pool to options. */
oss_client _options = oss_request_options_create(pool);
/* Use oss_client_options to initialize client options. */
init_options(oss_client_options);
[* Initialization paranmeters. */
aos_string_t bucket;
aos_string t object;
aos_string_t file;
aos_table t *headers = NULL;
aos table t *parans = NULL;
aos_table_ t *resp_headers
aos_status t *resp_status
aos_http_request _t *req;
apr_tine_t now
char *url _str;
aos_string_t url;
int64 t expire_tinmne;
i nt one_hour = 3600;
aos_str_set (&bucket, bucket name);
aos_str_set (&obj ect, object name);
aos_str _set(&ile, local filenane);
expire_time = now / 1000000 + one_hour;
headers = aos_t abl e nake(pool, 0);
parans = aos_tabl e_make(pool, 0);
req = aos_http_request_create(pool);
reqg- >net hod = HITP_GET;
now = apr_time_now(); /* Unit: m croseconds */
expire_time = now/ 1000000 + one_hour;
/* Cenerate the signed URL. */
url _str = oss_gen_signed_url (oss_client_options, &bucket, &
obj ect, expire_tine, req);
aos_str_set(&url, url _str);
/* Use the signed URL to downl oad an object. */
resp_status = oss_get object to file by url(oss client options,
&url|, headers, parans, & ile, & esp_headers);

if (aos_status is ok(resp_status)) {

printf("get object succeeded\n");
} else {

printf("get object failed\n");

NULL;
NULL;

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

4.10 Manage lifecycle rules

You can use OSS to configure lifecycle rules to reduce storage costs. The lifecycle management
rules can be used for automatic deletion of expired objects and fragments, or storage class

conversion to Infrequent Access for objects that will expire soon. Each rule includes:

* Rule ID: It identifies a rule. Ensure that each rule ID in a bucket is unique.

» Policy: You can configure a policy by using the following configuration methods. Only one

method can be configured for a bucket.



= Configure by Prefix: You can create multiple rules with this method. Ensure that each prefix
is unique.
= Configure for Entire Bucket: You can configure only one rule with this method.

» Expired: You can configure the following configuration methods:

— Set by Number of Days: It specifies the number of days from the last modification time of

objects.

- Set by Date: It specifies the date prior to which objects are created. If objects are created

prior to the date, these objects are deleted.

« Status: This lifecyle rule takes effect or not.

The parts uploaded by uploadPart method also support lifecycle rules. The last modification time

of an object is the time the multipart upload event is initiated.

For more information about lifecycle management, see Manage object lifecycle.
Configure lifecycle rules

Run the following code to configure lifecycle rules:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */

options->config->is _cnane = 0;

/* Used to configure network paraneters, such as tinmeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

}

int ma

{
/* Call the aos_http_ io initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http_ io_ initialize(NULL, 0) ! = ACSE OK) {
exit(l);
}

/* Menory pool used to rmanage nenories, which is equivalent to
apr_pool _t. The inplenentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nmenory pools. */

n(int argc, char *argv[])



aos_pool create(&pool, NULL);
/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,

acces_key secret, is_cnane, and curl. */

0SS _request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss_client_options to initialize client options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string_t bucket;

aos_table t *resp _headers = NULL;

aos_status_t *resp_status = NULL;

aos_str_set (&bucket, bucket name);

aos list t lifecycle rule list;

/* Create a lifecycle rule for the bucket. */

aos_str_set (&bucket, bucket name);

aos list init(& ifecycle rule list);

/* Specify the expiration duration. */

oss lifecycle rule content t *rule _content _days = oss_create
_lifecycle rul e _content(pool);

aos_str_set (& ul e_content _days->id, "rule-1");

aos_str_set (& ul e content days->prefix, "obsol eted");

aos_str_set (& ul e_content _days->status, "Enabled");

rul e_content days->days = 3;

aos |list _add tail (& ul e _content days->node, & ifecycle rule list);

/* Specify the expiration date. */

oss lifecycle rule content t *rule content _date = oss _create
_lifecycle rul e _content(pool);
aos_str_set(&ule_content _date->id, "rule-2");
aos_str_set(&ul e content date->prefix, "delete");
aos_str_set (& ul e_content _date->status, "Enabled");
aos_str_set (& ul e _content date->date, "2022-10-11T00: 00: 00. 000Z") ;
aos |list _add tail (& ul e _content date->node, & ifecycle rule list);
/* Configure a lifecycle rule. */
resp_status = oss_put_bucket lifecycle(oss client options, &bucket
ifecycle rule list, & esp _headers);
if (aos_status_is_ok(resp_status)) {

printf("put bucket |ifecycle succeeded\n");
} else {

printf("put bucket lifecycle failed, code:%l, error_code: ¥%s,
error_nsg: %, request_id: %\n",

resp_status->code, resp_status->error_code, resp_status->

error_nsg, resp_status->req_id);

R

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

View lifecycle rules

Run the following code to view lifecycle rules:

#i ncl ude "oss_api . h"

#i nclude "aos _http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";



const char *access_key secret = "<your AccessKeySecret>";

const char *bucket nanme = "<your Bucket Nane>";
void init_options(oss_request_options_t *options)
{

opti ons->config = oss_config _create(options->pool);

/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_ secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAME
is not used. */
opti ons->config->is _cnane = 0;
/* Used to configure network paraneters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize nethod in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_K) {
exit(1);

/* Menory pool used to rmanage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */
aos_pool t *pool;
/* Re-create a new nenory pool. The second paranmeter is NULL,
indicating that it does not inherit fromany other nenory pools. */
aos_pool create(&pool, NULL);
/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access key id,
acces_key secret, is_cnane, and curl. */
0SsS_request _options_t *oss_client_options;
/* Allocate nmenories in the nenmory pool to options. */
oss_client_options = oss_request_options_create(pool);
/* Use oss _client _options to initialize client options. */
init_options(oss_client_options);
/[* Initialization paranmeters. */
aos_string t bucket;
aos_table_t *resp_headers NULL;
aos_status_t *resp_status NULL;
aos list t lifecycle rule list;
oss_lifecycle_rule_content_t *rul e_content;
char *rule_id;
char *prefix;
char *stat us;
i nt days = | NT_MAX;
char* date = "";
aos_str_set (&bucket, bucket name);
/[* Obtain and print the |ifecycle of the bucket. */
aos_list_init(&ifecycle rule list);
resp_status = oss_get bucket lifecycle(oss client options, &bucket
ifecycle rule list, & esp _headers);
if (aos_status_is_ok(resp_status)) {
printf("get bucket |ifecycle succeeded\n");
aos_list_for_each_entry(oss_lifecycle_rule_content _t,
rule content, & ifecycle rule list, node) {

R

rule id = apr_psprintf(pool, "%*s", rule content->id.len
, rule_content->id.data);
prefix = apr_psprintf(pool, "%*s", rule_content->prefix.

I en, rul e _content->prefix.data);



status = apr_psprintf(pool,"%*s", rul e_content->status.
I en, rul e _content->status. data);

date = apr_psprintf(pool, "% *s", rule_content->date.len
rul e_content - >dat e. dat a) ;

days = rul e_cont ent - >days;

printf("rule_id: % \n", rule_id);

printf("prefix: % \n", prefix);

printf("status: % \n", status);

printf("date: % \n", date);

printf("days: %l \n", days);

} else {

printf("get bucket lifecycle failed, code:%l, error_code: ¥,

error_nsg: %, request _id: %\n",
resp_status->code, resp_status->error_code, resp_status->

error_nsg, resp_status->req_id);

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease allocated gl obal resources. */

aos_http_io deinitialize();

return O;

Clear lifecycle rules

Run the following code to clear lifecycle rules:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_ id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */

aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
opti ons->config->i s _cnane = O;
/* Used to configure network paraneters, such as tineout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

/* Menory pool used to nmanage nenories, which is equivalent to
apr_pool t. The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nmenory pools. */



aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS _request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Use oss_client_options to initialize client options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string_t bucket;

aos_table t *resp _headers = NULL;

aos_status_t *resp_status = NULL;

aos_str_set (&bucket, bucket name);

/* Del ete bucket |ifecycle rules. */

aos_str_set (&bucket, bucket _name);

resp_status = oss_del ete _bucket |ifecycle(oss client_options, &
bucket, &resp_ headers);

if (aos_status_is_ok(resp_status)) {

printf("delete bucket l|ifecycle succeeded\n");
} else {
printf("delete bucket lifecycle failed, code:%d, error_code: %
, error_meg: %, request_id: %\n",
resp_status->code, resp_status->error_code, resp_status->

error_nsg, resp_status->req_id);

/* Rel ease the menmory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease allocated gl obal resources. */

aos_http_io_deinitialize();

return O;

4.11 Image processing

Image Processing (IMG) is a massive, secure, cost-effective and highly reliable image processing
service. After source images are uploaded to OSS, you can process images on any Internet

device at any anytime, from anywhere through simple RESTful APlIs.
For more information about IMG, see Image Processing.
For the complete code of IMG, see GitHub.
Basic features
OSS offers the following IMG features:

* Retrieve dominant image tones
* Format conversion

* Resize images

* Incircle

* Adaptive orientation


https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_image_sample.c

» Brightness
* Add watermarks: allows you to add images, texts, or image-text watermarks to another image.
* Image processing

* Image processing access rules: calls multiple IMG functions.
Usage
IMG uses standard HTTP GET. You can configure IMG parameters in QueryString of a URL.

If the ACL of an image object is private read and write, only authorized users are allowed for

access.
* Anonymous access
You can use the following format in level-3 domains to access a processed image:

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Cbj ect Name>?x- 0Ss-
process=i mage/ <your Act i on>, <your Par anval ue>

Parameter Description

bucket Specifies the name of a bucket.

endpoint Specifies endpoint used to access a region.

object Specifies the name of an image object.

image Specifies the reserved identifier for IMG.

action Specifies the operations on an image, such
as scaling, cropping, and rotating.

param Specifies the parameter that indicates the
operation on an image.

— Basic operations
For example, scale an image to a width of 100 px. Adjust the height based on the ratio.

http://i mage- denp. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0ss-
process=i mage/ resi ze, w 100

= Customized image styles
You can use the following format in level-3 domains to access a processed image:

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Cbj ect Nanme>?x- 0ss-
process=styl e/ <your St yl eNane>

m style: specifies a reserved identifier of a customized image style.



m yourStyleName: specifies the name of a custom image style. It is the name specified in

the rule that is created on the OSS console.
Example:

http://i mage-deno. oss-cn- hangzhou. al i yuncs. com exanpl e. ] pg?x- 0Ss-
process=styl e/ oss- pi c-styl e-w 100

— Cascade operations

Cascade operations allow you to perform multiple operations on an image sequentially.

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Obj ect Nane>?x- 0ss
- process=i mage/ <your Acti onl1>, <your Par anVal uel>/ <your Acti on2>, <
your Par anVal ue2>/ . . .

Example:

http://i mage- deno. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0Ss-
process=i mage/resi ze, w 100/ rot at e, 90

— HTTPS access
IMG supports access through HTTPS. Example:

htt ps://image-denp. oss- cn- hangzhou. al i yuncs. coni exanpl e. j pg?x- 0ss-
process=i mage/ resi ze, w_100

Authorized access

Authorized access allows you to customize an image style, HTTPS access, and cascade

operations.
Use the following code to generate a signed URL for IMG:

#i ncl ude "oss_api . h"
#incl ude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<yourAccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _nanme = "<your Bucket Nane>";

const char *object _name = "<your Obj ect Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access_key id);

aos_str_set (&options->confi g->access_key_secret, access_key
_secret);

/* Determ ne whether the CNAME is used. The value 0 indicates
that the CNAME i s not used. */

options->config->is _cnane = 0;

/* Configure network paraneters, such as timeout. */

options->ctl = aos_http_controller_create(options->pool, 0);



int main(int argc, char *argv[])

/[* Call the aos_http_ io initialize nethod in main() to
initialize gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE OK) {
exit(l);

/* Menory pool used to manage menories, equivalent to apr_pool _t
The i npl ementation code is included in the apr library. */

aos_pool _t *pool;

/* Re-create a nenory pool. The second paranmeter is NULL,
i ndi cati ng that the new pool does not inherit any other nenory pool.
*/

aos_pool create(&pool, NULL);

/* Create and initialize options. This parameter includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate the nenories in the nenory pool to options. */

oss_client _options = oss_request_options_create(pool);

/[* Initialize oss_client_options. */

init_options(oss_client_options);

/[* Initialize paranmeters. */

aos_string_ t bucket;

aos_string t object;

aos_table t *parans = NULL;

aos_http_request t *req;

char *url _str;

apr_tine_t now

int64_t expire_tinme;

aos_str_set (&bucket, bucket _name);

aos_str_set (&obj ect, object _name);

/[* Start inage processing. */

parans = aos_tabl e_make(pool, 1);

apr_tabl e _set(params, OSS PROCESS, "inmage/resize, mfixed,w 100
h_100");

req = aos_http_request_create(pool);

req- >met hod = HITP_GET;

reg- >query_paranms = parans;

/* Specify the expiration tine (expire_tinme) in seconds. */

now = apr_tinme_now);

expire_time = now / 1000000 + 10 * 60;

/* Generate a signed URL. */

url _str = oss_gen_signed url (oss_client_options, &bucket, &
obj ect, expire_tine, req);

printf("url: 9%\n", url_str);

/* Rel ease the nenory pool, that is, the menories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http io deinitialize();

return O;

}
* Access with SDK

You can use SDK to access and process an image object.

SDK allows you to customize image styles, HTTPS access, and cascade operations.



- Basic operations
Run the following code to perform basic operations on an image:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket name = "<your Bucket Nane>";

const char *object _name = "<your Obj ect Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&opti ons->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_ id, access_key_id);

aos_str_set (&options->confi g->access_key_secret, access_key
_secret);

/* Determ ne whether the CNAME is used. The value 0 indicates
that the CNAME is not used. */

opti ons->confi g->i s_cnane = O;

/* Configure network paraneters, such as timeout. */

options->ctl = aos_http _controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
[* Call the aos_http_io_initialize method in main() to
initialize gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_CK) {
exit(1);

/* Menory pool used to manage nenories, equivalent to

apr_pool t. The inplenentation code is included in the apr library
*

.ox

aos_pool _t *pool;

/* Re-create a nenory pool. The second paranmeter is NULL,
i ndicating that the new pool does not inherit any other nenory
pool . */

aos_pool create(&pool, NULL);

/* Create and initialize options. This parameter includes
gl obal configuration information, such as endpoint, access key id
, acces_key secret, is _cnanme, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nenories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

[* Initialize oss_client_options. */

init_options(oss_client_options);

[* Initialize paraneters. */

aos_string_t bucket;

aos_string_t object;

aos_string_t file;

aos_table t *headers = NULL;

aos_table_t *parans = NULL;

aos_table t *resp_headers = NULL;

aos_status_t *resp_status = NULL;

aos_str_set (&bucket, bucket _name);

aos_str_set (&obj ect, object_name);

/* Scal e the inage

parans = aos_tabl e_make(pool, 1);



apr_tabl e_set (paranms, OSS PROCESS, "image/resize, mfixed,w 100
,h_100");
/* Downl oad processed imges to a local file. */
aos_str_set (& ile, "exanple-resize.jpg");
resp_status = oss_get _object to file(oss client_options, &
bucket, &object, headers, parans, &file, & esp_headers);
if (aos_status is ok(resp_status)) {
printf("get object to file succeeded\n");
} else {
printf("get object to file failed\n");

}
/* Crop the inmage.
paranms = aos_tabl e _nake(pool, 1);
apr_tabl e_set (paranms, OSS _PROCESS, "image/crop,w_ 100, h_100,
x_100,y 100,r_1");
/* Downl oad processed imges to a local file. */
aos_str_set(&file, "exanple-crop.jpg");
resp_status = oss_get object to file(oss client _options, &
bucket, &object, headers, parans, &file, & esp_headers);
if (aos_status is ok(resp_status)) {
printf("get object to file succeeded\n");
} else {
printf("get object to file failed\n");

/* Rotate the inmage
parans = aos_tabl e make(pool, 1);
apr_t abl e_set (params, OSS_PROCESS, "image/rotate, 90");
/* Downl oad processed imges to a local file. */
aos_str_set(&ile, "exanple-rotate.|pg");
resp_status = oss_get _object to file(oss_client_options, &
bucket, &object, headers, parans, &file, & esp_headers);

if (aos_status_is_ok(resp_status)) {

printf("get object to file succeeded\n");
} else {

printf("get object to file failed\n");

[ * Shar pen the inmage.
parans = aos_tabl e_make(pool, 1);
apr _tabl e_set (parans, OSS_PROCESS, "image/ sharpen, 100");
/* Downl oad processed imges to a local file. */
aos_str_set(&file, "exanple-sharpen.jpg");
resp_status = oss_get object to file(oss client _options, &
bucket, &object, headers, parans, &file, & esp_headers);
if (aos_status is ok(resp_status)) {
printf("get object to file succeeded\n");
} else {
printf("get object to file failed\n");

/* Add wat er mar ks.
parans = aos_tabl e make(pool, 1);
apr_t abl e_set (params, OSS_PROCESS, "inmage/watermark, text SGVsbh
(8g5Zu- 54mH5pyNsYghl Q') ;
/* Downl oad processed inmages to a local file. */
aos_str_set(&file, "exanple-watermark.jpg");
resp_status = oss_get object to file(oss client _options, &
bucket, &object, headers, parans, &file, & esp_headers);
if (aos_status_is _ok(resp_status)) {
printf("get object to file succeeded\n");
} else {
printf("get object to file failed\n");

/* Convert the image fornmat.



parans = aos_tabl e_make(pool, 1);
apr_tabl e _set(parans, OSS PROCESS, "inmmge/format, png");
/* Downl oad processed imges to a local file. */
aos_str_set(&ile, "exanple-formt.png");
resp_status = oss_get _object to file(oss client_options, &
bucket, &object, headers, parans, &file, & esp_headers);
if (aos_status is ok(resp_status)) {
printf("get object to file succeeded\n");
} else {
printf("get object to file failed\n");

[* Obtain imge informtion.
paranms = aos_tabl e _nake(pool, 1);
apr_t abl e_set (params, OSS _PROCESS, "inmage/info");
/* Downl oad processed images to a local file. */
aos_str_set(&file, "exanple-info.txt");
resp_status = oss_get _object to file(oss client _options, &
bucket, &object, headers, parans, &file, & esp_headers);
if (aos_status_is_ok(resp_status)) {
printf("get object to file succeeded\n");
} else {
printf("get object to file failed\n");

/* Rel ease the nmenory pool, that is, the menories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http io deinitialize();

return O;

}

= Customize an image style
Run the following code to customize an image style:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

const char *object_name = "<your Obj ect Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config _create(options->pool);

/* Use a char* string to initialize aos_string_t. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access key id);

aos_str_set (&options->confi g->access_key_secret, access_key
_secret);

/* Determ ne whether the CNAME is used. The value 0 indicates
that the CNAME is not used. */

options->config->s_cnanme = 0;

/* Configure network paraneters, such as tinmeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])
{
/* Call the aos_http io initialize nethod in main() to

initialize gl obal resources, such as networks and nenories. */
if (aos_http_ io_initialize(NULL, 0) ! = ACSE OK) {



exit(1);

/* Menory pool used to manage nenories, equivalent to

apr_pool t. The inplenentation code is included in the apr library
*/

aos_pool t *pool;

/* Re-create a nenory pool. The second paranmeter is NULL
i ndi cating that the new pool does not inherit any other menory
pool . */

aos_pool create(&pool, NULL);

/[* Create and initialize options. This parameter includes
gl obal configuration information, such as endpoint, access key id
, acces_key secret, is_cnane, and curl. */
0Ss_request _options_t *oss_client_options;
/* Allocate the menories in the menory pool to options. */
oss_client_options = oss_request_options_create(pool);
/[* Initialize oss_client_options. */
init_options(oss_client_options);
[* Initialize paranmeters. */
aos_string_t bucket;
aos_string_t object;
aos_string_t file;
aos_table t *headers = NULL;
aos_table_t *parans = NULL;
aos_table t *resp_headers = NULL;
aos_status_t *resp_status = NULL;
aos_str_set (&bucket, bucket name);
aos_str_set (&obj ect, object name);
[* Custom ze the inmage style. */
parans = aos_tabl e_make(pool, 1);
apr_tabl e _set(paranms, OSS PROCESS, "styl e/ <your Custonttyl eNane
>");

/* Downl oad processed imges to a local file. */

aos_str_set(&file, "exanple-customstyle.jpg");

resp_status = oss_get _object _to file(oss_client_options, &
bucket, &object, headers, parans, &file, & esp_headers);

if (aos_status is ok(resp status)) {

printf("get object to file succeeded\n");
} else {
printf("get object to file failed\n");

/* Rel ease the nenory pool, that is, the menories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io deinitialize();

return O;

}

- Cascade operations
Run the following code to perform cascade operations on an image:

#i ncl ude "oss_api . h"

#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket name = "<your Bucket Nane>";

const char *object_nanme = "<your Qbj ect Nane>";

void init_options(oss_request_options_t *options)



options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&options->confi g->access_key id, access _key id);

aos_str_set (&options->confi g->access_key_secret, access_key
_secret);

[ * Determ ne whether the CNAME is used. The value 0 indicates
that the CNAME i s not used. */

opti ons->config->i s _cnane = O;

[* Configure network paraneters, such as timeout. */

options->ctl = aos_http _controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
[* Call the aos_http_io_initialize method in main() to
initialize gl obal resources, such as networks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

/* Menory pool used to manage nmenories, equivalent to

apr_pool t. The inplenmentation code is included in the apr library
*

.ox

aos_pool _t *pool;

/* Re-create a nenory pool. The second parameter is NULL,
i ndicating that the new pool does not inherit any other nenory
pool . */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter includes
gl obal configuration information, such as endpoint, access _key id
, acces_key secret, is _cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate the nmenories in the nmenory pool to options. */

oss_client _options = oss_request_options_create(pool);

[* Initialize oss_client_options. */

init_options(oss_client_options);

/[* Initialize paraneters. */

aos_string_t bucket;

aos_string_t object;

aos_string_t file;

aos_table t *headers = NULL;

aos _table t *parans = NULL;

aos_table_ t *resp_headers = NULL;

aos_status_t *resp_status = NULL;

aos_str_set (&bucket, bucket nane);

aos_str_set (&obj ect, object_name);

/* Perform cascade operations. */

parans = aos_tabl e_make(pool, 1);

apr_tabl e_set (paranms, OSS PROCESS, "inmage/resize, mfixed,w 100
,h_100");

/* Downl oad processed imges to a local file. */

aos_str_set(&file, "exanpl e-cascade.jpg");

resp_status = oss_get _object to file(oss _client_options, &
bucket, &object, headers, parans, &file, & esp_headers);

if (aos_status is ok(resp_status)) {

printf("get object to file succeeded\n");
} else {
printf("get object to file failed\n");

/* Rel ease the nenory pool, that is, the menories allocated to
resources during the request. */
aos_pool _destroy(pool);



/* Rel ease the allocated gl obal resources. */
aos_http_io_deinitialize();
return O;

IMG tools

You can use the IMG viewer ImageStyleViever to directly view the IMG result.

412 CORS

Cross-origin resource sharing (CORS) allows web applications to access resources that belong to

another region. OSS provides CORS APIs for convenient cross-origin access control.

For more information, see Cross-origin resource sharing and PutBucketcors in OSS Developer

Guide.
Configure CORS rules
Run the following code to configure CORS rules for a specified bucket:

#i ncl ude "oss_api . h"
#i nclude "aos _http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string_t. */

aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->config->access_key id, access_key id);
aos_str_set (&opti ons->confi g->access_key secret, access_key secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAMVE
is not used. */
options->config->is_cname = 0;
/* Configure network paraneters, such as tinmeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_ io initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE _OK) {
exit(l);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool _t *pool ;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other menory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration informtion, such as endpoi nt, access_key id,
acces_key secret, is_cnane, and curl. */
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0Ss_request _options_t *oss_client_options;

/* Allocate nmenories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string t bucket;

aos_table_t *resp_headers

aos_status_t *resp_status

aos list t cors rule list;

oss cors rule t *cors rulel = NULL, *cors rule2 = NULL

aos_str_set (&bucket, bucket name);

aos_list_init(&cors_rule list);

cors_rulel = oss_create_cors_rul e(pool);

aos |list _add tail (&ors_rul el->node, &cors rule list);

oss_create_sub_cors_rul e(pool, &cors_rulel->allowed origin_list,
allowed origin_1 1");

0ss_create_sub_cors_rul e(pool, &cors_rulel->allowed_origin_|list,
all owed_origin_1 1");

oss_create _sub _cors _rul e(pool, &cors rulel->allowed nethod |ist,
PUT") ;

0oss_create_sub_cors_rul e(pool, &cors_rulel->allowed nethod |ist,
GET");

oss_create_sub_cors_rul e(pool, &cors_rul el->allowed_head |ist, "
Aut hori zation");

oss_create _sub cors _rul e(pool, &cors_rul el->expose _head list, "
expose_head_1 1");

0oss_create _sub _cors_rul e(pool, &cors_rul el->expose_head |i st,
expose_head_1 1");

cors_rule2 = oss_create_cors_rul e(pool);

aos |list _add tail (&ors_rul e2->node, &cors rule |ist);

oss_create_sub_cors_rul e(pool, &cors_rule2->allowed _origin_list,
all owed origin 2 1");

oss_create _sub cors _rul e(pool, &cors rule2->allowed origin_|list
all owed_origin_2 2");

0oss_create _sub _cors_rul e(pool, &cors _rul e2->allowed nethod |ist,
PUT") ;

oss_create_sub_cors_rul e(pool, &cors_rul e2->allowed _nethod li st,
GET");

0oss_create_sub_cors_rul e(pool, &cors_rul e2->all owed_head_|i st,
Aut hori zati on");

oss_create _sub cors _rul e(pool, &cors_rul e2->expose_head list, "
expose_head_2 1");

0oss_create _sub _cors_rul e(pool, &cors_rul e2->expose_head_|i st,
expose_head_2_2");

/* Configure the CORS rule. */

resp_status = oss_put_bucket cors(oss_client_options, &bucket, &
cors_rule_list, & esp_headers);

if (aos_status_is ok(resp_status)) {

printf("put bucket cors succeeded\n");
} else {
printf("put bucket cors failed\n");

NULL;
NULL;

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io_deinitialize();

return O;



Obtain CORS rules
Run the following code to obtain CORS rules:

#i ncl ude "oss_api . h"
#i nclude "aos _http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->config->access_key secret, access_key secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
options->config->is_cname = 0;
/* Configure network paraneters, such as tinmeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_OK) {
exit(1);

/* Menory pool used to rmanage nmenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */
aos_pool _t *pool ;
/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nenory pools. */
aos_pool _create(&pool, NULL);
/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access_key_id,
acces_key secret, is_cnane, and curl. */
0Ss_request _options_t *oss client_options;
/* Allocate nenories in the nenory pool to options. */
oss_client_options = oss_request_options_create(pool);
/* Initialize oss_client_options. */
init_options(oss_client_options);
/* Initialization paranmeters. */
aos_string_t bucket;
aos_table t *resp_headers = NULL;
aos_status_ t *resp_status = NULL;
aos list t cors rule list;
0oss_cors_rule_ t *cors_rule = NULL;
0ss_sub cors rule t *sub_cors rule = NULL;
aos_str_set (&bucket, bucket name);
/* Cbtain CORS rules. */
aos_list_init(&cors_rule_list);
resp_status = oss_get bucket cors(oss_client_options, &bucket, &
cors rule list, & esp headers);
if (aos_status_is_ok(resp_status)) {
printf("get bucket cors succeeded\n");



aos _|list for_each_entry(oss _cors rule t, cors_rule, &
cors rule list, node) {
printf("mx_age_seconds: %\ n", cors_rul e->max_age_seconds
aos _|list for_each_entry(oss_sub cors rule t, sub cors rule
, &cors_rule->allowed_origin_list, node) {

printf("allowed_ origin_list: % \n", sub_cors_rule->
rul e. dat a) ;

aos |list for _each entry(oss _sub cors rule t, sub cors rule
, &cors_rul e->al |l owed_met hod_Iist, node) {
printf("allowed nethod list: % \n", sub cors rule->
rul e.data);

aos list for _each entry(oss _sub cors rule t, sub cors rule
, &cors_rul e->all owed_head_list, node) {
printf("allowed head list: % \n", sub _cors rule->rule
.dat a);

aos list for _each entry(oss_sub cors rule t, sub cors rule
, &cors_rul e->expose_head |ist, node) {
printf("expose_head list: % \n", sub_cors_rule->rule.
dat a) ;

} else {
printf("get bucket cors failed\n");

/* Release the nenory pool, that is, nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io deinitialize();

return O;

Delete CORS rules
Run the following code to delete all CORS rules for the specified bucket:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key_ id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */

aos_str_set (&options->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g- >access_key_id, access_key_ id);
aos_str_set (&opti ons->confi g->access_key_secret, access_key_ secret

/* Determ ne whether the CNAME is used. O indicates that the CNAME
is not used. */

opti ons->confi g->is_cnane = O;

/* Configure network paraneters, such as timeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])



/* Call the aos_http io initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http io_ initialize(NULL, 0) ! = ACSE OK) {
exit(1);

/* Menory pool used to rmanage nenories, which is equivalent to
apr_pool _t. The inplenentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);

/[* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoint, access_key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client _options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string_t bucket;

aos _table t *resp_headers NULL;

aos_status_t *resp_status NULL;

aos_str_set (&bucket, bucket name);

/* Delete all CORS rules. */

resp_status = oss_del ete_bucket _cors(oss_client_options, &bucket,
& esp_headers);

if (aos_status is ok(resp status)) {

printf("get bucket cors succeeded\n");
} else {
printf("get bucket cors failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io deinitialize();

return O;

4.13 Set logging

You can enable access logs to record bucket access to log files, which are stored in a specified

bucket.
The log file format is as follows:
<Tar get Pr ef i x><Sour ceBucket >- YYYY- nm DD- HH- MM SS- Uni queSt ri ng
For more information about access log files, see Set access logging.
Enable access logging

Run the following code to enable bucket access logging:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"



const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

const char *target bucket name = "<your Target Bucket Name>";
const char *target | oggi ng_prefix = "<your Target Prefix>"
void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

)

/* Determ ne whether the CNAME is used. The value 0 indicates that
the CNAME is not used. */

options->config->s_cnanme = 0;

/* Configure network paraneters, such as tinmeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the maid nethod at the program portal to initialize globa
resources such as network, nmenory, and so on. */
if (aos_http_ io_initialize(NULL, 0) ! = ACSE OK) {
exit(l);

/* Menory pool used to manage menories, equivalent to apr_pool t.
The inpl enmentation code is included in the apr library. */

aos_pool _t *pool;

/* Re-create a nenory pool. The second parameter is NULL,

i ndi cating that the new pool does not inherit any other menory pool.
*/

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter includes gl oba
configuration information, such as endpoint, access key id, acces key
secret, is_cname, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate menories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/* Initialize paraneters. */

aos_string t bucket;

oss_| oggi ng_config content t *content;

aos_table t *resp_headers = NULL;

aos_status_t *resp_status = NULL,;

aos_str_set (&bucket, bucket _name);

content = oss_create_ | ogging rul e _content(pool);

aos_str_set(&content->target bucket, target bucket nane);

aos_str_set(&content->prefix, target_I| ogging prefix);

/* Enabl e bucket access |ogging. */

resp_status = oss_put_bucket | oggi ng(oss_client_options, &bucket,
content, &resp_headers);

if (aos_status is ok(resp_status)) {

printf("put symink succeeded\n");
} else {
printf("put symink failed, code:%l, error_code: %, error_mnsg:
%, request_id:%\n",
resp_status->code, resp_status->error_code, resp_status->
error_nsg, resp_status->req_id);

}



/* Rel ease the nenory pool, that is, the nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io_deinitialize();

return O;

View access logging configurations
Run the following code to view the access logging configurations for a bucket:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key_secret = "<your AccessKeySecret>";
const char *bucket name = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

)

/* Determ ne whether the CNAME is used. The value 0 indicates that
the CNAME is not used. */

options->config->s_cnanme = 0;

/* Configure network paraneters, such as tinmeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the aos_http io initialize method in main() to initialize
gl obal resources, such as networks and menories. */
if (aos_http_ io_initialize(NULL, 0) ! = ACSE OK) {
exit(l);

/* Menory pool used to manage nenories, equivalent to apr_pool t.
The i nmpl ementation code is included in the apr library. */

aos_pool _t *pool;

/* Re-create a nenory pool. The second paranmeter is NULL
i ndi cating that the new pool does not inherit any other menory pool.

*/

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter includes gl oba
configuration information, such as endpoint, access _key id, acces key
secret, is_cname, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nmenories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/* Initialization paraneters. */

aos_string t bucket;

oss_I| oggi ng_config_content _t *content;

aos_table t *resp_headers NULL;

aos_status_ t *resp_status NULL;

aos_str_set (&bucket, bucket _name);

content = oss_create_ | oggi ng rul e _content(pool);



/* View bucket access | ogging configurations. */
resp_status = oss_get bucket | ogging(oss _client options, &bucket,
content, &resp_headers);
if (aos_status is ok(resp_status)) {
printf("get bucket |oggi ng succeeded\n");
} else {
printf("get bucket |ogging failed, code:%l, error_code: ¥%s,
error_nsg: %, request _id:%\n",
resp_status->code, resp_status->error_code, resp_status->
error_nsg, resp_status->req_id);

printf("bucket: %, prefix:%\n", content->target bucket. data,
cont ent - >prefi x. dat a) ;

/* Rel ease the nenory pool, that is, the menories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io_deinitialize();

return O;

Disable access logging

Run the following code to disable access logging for a bucket:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nanme>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config _create(options->pool);

/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->config->access_key id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

)

/* Determ ne whether the CNAME is used. The value 0O indicates that
the CNAME is not used. */

opti ons->config->s_cnanme = 0;

/* Configure network paraneters, such as tinmeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the aos_http_io initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_OK) {
exit(l);

/* Menory pool used to manage nenories, equivalent to apr_pool t.
The inpl ementation code is included in the apr library. */
aos_pool _t *pool ;
/* Re-create a nenory pool. The second paranmeter is NULL,
i ndi cating that the new pool does not inherit any other menory pool.
*/
aos_pool create(&pool, NULL);



/* Create and initialize options. This paraneter includes gl oba
configuration information, such as endpoint, access key id, acces key
secret, is_cname, and curl. */

0Ss_request _options_t *oss client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */

aos_string t bucket;

aos_table_ t *resp_headers = NULL;

aos_status_t *resp_status = NULL;

aos_str_set (&bucket, bucket nane);

/* Disable access |ogging. */

resp_status = oss_del ete bucket | oggi ng(oss _client_options, &
bucket, &resp_headers);

if (aos_status_is ok(resp_status)) {

printf("delete bucket |oggi ng succeeded\n");
} else {
printf("delete bucket |ogging failed, code:%l, error_code: %,
error_nsg: %, request _id: %\n",
resp_status->code, resp_status->error_code, resp_status->
error_nsg, resp_status->req_id);

/* Rel ease the nenory pool, that is, the nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io_deinitialize();

return O;

4.14 Anti-leech

This topic describes how to use anti-leech.

To prevent your data on OSS from being leeched, OSS supports anti-leeching through the referer

field settings in the HTTP header, including the following parameters:

» Referer whitelist: Used to allow access only for specified domains to OSS data.

+ Empty referer: Determines whether the referer can be empty. If it is not allowed, only requests

with the referer filed in their HTTP or HTTPS headers can access OSS data.
For more information about anti-leaching, see Anti-leeching settings.
Configure the referer whitelist

Run the following code to configure the referer whitelist:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)



options->config = oss_config create(options->pool);

/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g->endpoi nt, endpoint);

aos_str_set (&options->config->access_key id, access _key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAMVE
is not used. */
opti ons->config->i s _cnane = O;
/* Configure network paranmeters, such as timeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

/* Menory pool used to manage nmenories, which is equivalent to
apr_pool t. The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL,
indicating that it does not inherit fromany other nmenory pools. */

aos_pool create(&pool, NULL);

/* Create and initialize options. This paranmeter mainly includes
gl obal configuration information, such as endpoint, access _key id,
acces_key secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate menories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string t bucket;

aos _table t *resp_headers = NULL;

aos_status_t *resp_status = NULL;

oss_referer_config_t referer_config;

aos_str_set (&bucket, bucket _name);

aos list _init(&eferer_config.referer list);

oss_create_and add refer(pool, &eferer _config, "http://ww.aliyun
.con');

oss_create_and _add refer(pool, &eferer _config, "https://ww.
al i yun. cont');

referer_config.allow enpty referer = 0;

/* Add the referer field. The referer field allows question marks
(?) and asterisks (*) for wldcard use. */

resp_status = oss_put _bucket referer(oss_client_options, &bucket,
& eferer _config, & esp_headers);

if (aos_status_is_ok(resp_status)) {

printf("put bucket referer succeeded\n");
} else {
printf("put bucket referer failed\n");

/* Rel ease the nmenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the all ocated gl obal resources. */

aos_http_ io deinitialize();

return O;



Obtain a referer whiltelist
Run the following code to obtain a referer whiltelist:

#i ncl ude "oss_api . h"
#i nclude "aos _http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->config->access_key secret, access_key secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
options->config->is_cname = 0;
/* Configure network paraneters, such as tinmeout. */
options->ctl = aos_http_controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_OK) {
exit(1);

/* Menory pool used to rmanage nmenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool _t *pool ;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nenory pools. */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access_key_id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string_t bucket;

aos_table t *resp_headers = NULL;

aos_status_ t *resp_status = NULL;

oss_referer_config_t referer_config;

oss_referer_t *referer;

aos_str_set (&bucket, bucket name);

aos_list_init(&eferer_config.referer_list);

/[* Obtain the referer list for a bucket. */

resp_status = oss_get _bucket _referer(oss_client_options, &bucket,
& eferer_config, & esp_headers);

if (aos_status is ok(resp_status)) {

printf("get bucket referer succeeded\n");



aos _|list for_each _entry(oss referer_t, referer, & eferer_co
nfig.referer list, node) {
printf("get referer %\ n", referer->referer.data);

} else {
printf("get bucket referer failed\n");

/* Rel ease the nmenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the all ocated gl obal resources. */

aos_http_ io deinitialize();

return O;

Clear a referer whitelist

Run the following code to clear a referer whitelist:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config_create(options->pool);

/* Use a char* string to initialize aos_string t. */
aos_str_set (&opti ons->confi g->endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key_id, access_key id);
aos_str_set (&options->config->access_key secret, access_key secret

)
/* Determ ne whether the CNAME is used. O indicates that the CNAVE
is not used. */
opti ons->config->s_cname = 0;
/* Configure network paraneters, such as tinmeout. */
options->ctl = aos_http _controller_create(options->pool, 0);
}
int main(int argc, char *argv[])
{

/[* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE_OK) {
exit(1);

/* Menory pool used to manage nenories, which is equivalent to
apr_pool t. The inplenentation code is included in the apr library. */

aos_pool _t *pool;

/* Re-create a new nenory pool. The second paraneter is NULL
indicating that it does not inherit fromany other nenory pools. */

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter mainly includes
gl obal configuration information, such as endpoi nt, access key id,
acces_key secret, is_cnane, and curl. */

0Ss_request _options_t *oss client_options;

/* Alocate menories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/[* Initialization paranmeters. */



aos_string t bucket;

aos _table t *resp _headers = NULL;

aos_status_t *resp_status = NULL,

oss referer_config t referer_config;

aos_str_set (&bucket, bucket nane);

aos_list_init(&eferer_config.referer _list);

referer_config.allow enpty referer = 1;

/* You cannot clear a referer whitelist directly. To clear a
referer whitelist, you need to create the rule that all ows an enpty
referer field and replace the original rule with the new rule. */

resp_status = oss_put_bucket _referer(oss_client_options, &bucket,

& eferer_config, & esp_headers);
if (aos_status is _ok(resp status)) {
printf("delete bucket referer succeeded\n");
} else {
printf("delete bucket referer failed\n");

/* Rel ease the nenory pool, that is, nmenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io deinitialize();

return O;

4.15 Static website hosting

You can set your bucket to static website hosting mode. After the configuration takes effect, you
can access this static website with the bucket domain and be redirected to a specified index page

or error page.

For more information about static website hosting, see Configure static website hosting.
Configure static website hosting

Run the following code to configure static website hosting:

#i ncl ude "oss_api . h"
#incl ude "aos_http_io.h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<yourAccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket _name = "<your Bucket Nane>";

void init_options(oss_request _options_t *options)

{

options->config = oss_config _create(options->pool);

/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);

aos_str_set (&opti ons->confi g->access_key id, access_key id);
aos_str_set (&options->confi g->access_key secret, access_key secret

)

/* Determ ne whether the CNAME is used. The value 0O indicates that
the CNAME is not used. */

opti ons->config->s_cname = 0;

/* Configure network paraneters, such as tinmeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])



/* Call the aos_http io initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http io_ initialize(NULL, 0) ! = ACSE OK) {
exit(1);

/* Menmory pool used to manage nmenories, equivalent to apr_pool _t.
The inpl enmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a nenory pool. The second paranmeter is NULL
i ndi cati ng that the new pool does not inherit any other menory pool.

*/

aos_pool _create(&p, NULL);

/* Create and initialize options. This paraneter includes gl oba
configuration information, such as endpoint, access key id, acces key
secret, is_cname, and curl. */

0Ss_request _options_t *oss_client_options;

/* Allocate nmenories in the nenmory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

[* Initialize paranmeters. */

aos_string t bucket;

aos_table_t *resp_headers = NULL;

aos_status_t *resp_status = NULL;

oss_website config t website config;

aos_str_set (&bucket, bucket name);

aos_str_set(&wwebsite config.suffix str, "index.htm");

aos_str_set (&website config. key str, "error.htm");

/* Configure static web hosting: The index page is index.htnm and
the error page is error.htm . */

resp_status = oss_put _bucket _website(oss_client_options, &bucket,

&website config, & esp_headers);

if (aos_status is ok(resp_status)) {

printf("put bucket website succeeded\n");

} else {

printf("put bucket website failed\n");

/* Rel ease the nenory pool, that is, the nenories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease all ocated gl obal resources. */

aos_http_io_deinitialize();

return O;

View static website hosting configurations
Run the following code to view static website hosting configurations:

#i ncl ude "oss_api . h"
#i ncl ude "aos_http_i o. h"

const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";
const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{

options->config = oss_config create(options->pool);
/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);



aos_str_set (&opti ons->config->access_key id, access_key id);

aos_str_set (&options->confi g->access_key secret, access_key secret

/* Determ ne whether the CNAME is used. The value 0 indicates that
the CNAME is not used. */

opti ons->config->is_cname = 0;

/* Configure network paraneters, such as tinmeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

int main(int argc, char *argv[])

{
/* Call the aos_http_io initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE OK) {
exit(l);

/* Menory pool used to manage nenories, equivalent to apr_pool t.
The inpl ementation code is included in the apr library. */

aos_pool _t *pool ;

/* Re-create a nenory pool. The second parameter is NULL,

i ndi cati ng that the new pool does not inherit any other nenory pool.
*/

aos_pool create(&pool, NULL);

/* Create and initialize options. This paraneter includes gl oba
configuration information, such as endpoint, access _key id, acces_key
secret, is_cnane, and curl. */

0SS_request _options_t *oss_client_options;

/* Allocate nenories in the nenory pool to options. */

oss_client _options = oss_request_options_creat e(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/* Initialization paranmeters. */

aos_string t bucket;

aos _table t *resp_headers NULL;

aos_status_t *resp_status NULL;

oss_website config t website config;

aos_str_set (&bucket, bucket nane);

/* View static web hosting configurations. */

resp_status = oss_get bucket website(oss client options, &bucket,

&website_config, & esp_headers);
if (aos_status_is ok(resp_status)) {
printf("get bucket website succeeded\n");
printf("website config: % 9% \n", website_config.suffix_str.
data, website config. key str.data);
} else {
printf("get bucket website failed\n");

/* Rel ease the nenory pool, that is, the menories allocated to
resources during the request. */

aos_pool destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos _http_ io deinitialize();

return O;

}
Delete static website hosting configurations
Run the following code to delete static website hosting configurations:

#i ncl ude "oss_api . h"
#i nclude "aos_http_io. h"



const char *endpoi nt = "<your Endpoi nt >";

const char *access_key id = "<your AccessKeyl d>";

const char *access_key secret = "<your AccessKeySecret>";

const char *bucket nanme = "<your Bucket Nane>";

void init_options(oss_request_options_t *options)

{
options->config = oss_config create(options->pool);
/* Use a char* string to initialize aos_string_t. */
aos_str_set (&opti ons->confi g- >endpoi nt, endpoint);
aos_str_set (&options->confi g->access_key id, access_key id);
aos_str_set (&opti ons->confi g- >access_key_secret, access_key_secret

)

/* Determ ne whether the CNAME is used. The value 0 indicates that
the CNAME is not used. */

options->config->is _cnanme = O;

/* Configure network paraneters, such as timeout. */

options->ctl = aos_http_controller_create(options->pool, 0);

}

int m

{
/* Call the aos_http_io_initialize method in main() to initialize
gl obal resources, such as networks and nmenories. */
if (aos_http_io_initialize(NULL, 0) ! = ACSE K) {
exit(1);

n(int argc, char *argv[])

/* Menory pool used to manage menories, equivalent to apr_pool _t.
The inplenmentation code is included in the apr library. */

aos_pool t *pool;

/* Re-create a nmenory pool. The second paraneter is NULL,

i ndi cating that the new pool does not inherit any other menory pool.
*
/

aos_pool _create(&pool, NULL);

/* Create and initialize options. This paraneter includes gl oba
configuration information, such as endpoint, access key id, acces key
secret, is_cname, and curl. */

0Ss_request _options_t *oss client_options;

/* Allocate the nmenories in the nmenory pool to options. */

oss_client_options = oss_request_options_create(pool);

/* Initialize oss_client_options. */

init_options(oss_client_options);

/[* Initialize paranmeters. */

aos_string t bucket;

aos_table_ t *resp_headers = NULL;

aos_status_t *resp_status = NULL;

aos_str_set (&bucket, bucket nane);

/* Delete static website hosting configurations. */

resp_status = oss_del ete bucket website(oss client_options, &
bucket, &resp_headers);

if (aos_status_is ok(resp_status)) {

printf("delete bucket website succeeded\n");
} else {
printf("delete bucket website failed\n");

/* Rel ease the nenory pool, that is, the nmenories allocated to
resources during the request. */

aos_pool _destroy(pool);

/* Rel ease the allocated gl obal resources. */

aos_http_io_deinitialize();

return O;



4.16 Error handling

Exception handling

If a request error occurs in the use of OSS C SDK, the corresponding error message is output in

aos_status_s. The attributes of aos_status_s include:

Error code Description Type
code The HTTP status code of the | Integer
error request
error_code Error code returned by OSS Character string
error_msg Error message returned by Character string
0SS
req_id The UUID that identifies the Character string

request. You can provide the
req_id to OSS development
engineers for further help.

Timeout handling

If the code in the returned aos_status_t is not “2XX”, and the error_code is -992 or -995, it

indicates a connection timeout error or a request timeout error occurs. You can try again.

You can use the aos_should_retry(aos_status_t *) in the aos_status.h to determine whether the

returned error code requires a retry. If the returned value is 1, you must try again.

Common error codes

Error code Description HTTP status code
AccessDenied Access denied 403
BucketAlreadyExists The bucket already exists. 409
BucketNotEmpty The bucket is not empty. 409
EntityToolLarge The entity size exceeds the 400

maximum limit.

EntityTooSmall The entity size is below the 400
minimum limit.

FileGroupToolLarge The total file group size 400
exceeds the maximum limit.




Error code Description HTTP status code
FilePartNotExist The file part does not exist. 400
FilePartStale The file part has expired. 400
InvalidArgument The parameter format is invalid [ 400
InvalidAccessKeyld The AccessKeyld does not 403
exist.
InvalidBucketName The bucket name is invalid. 400
InvalidDigest The digest is invalid. 400
InvalidObjectName The object name is invalid. 400
InvalidPart The part is invalid. 400
InvalidPartOrder The part order is invalid. 400
InvalidTargetBucketF The buckets that store log files 400
orLogging are invalid.
InternalError Internal OSS error 500
Malformed XML The XML format is invalid. 400
MethodNotAllowed The method is not supported. [405
MissingArgument Parameters are not configured. | 411
MissingContentLength The content length is not 411
configured.
NoSuchBucket The bucket does not exist. 404
NoSuchKey The object does not exist 404
NoSuchUpload The multipart upload ID does | 404
not exist.
NotImplemented The method cannot be 501
processed.
PreconditionFailed Pre-processing error. 412
RequestTimeTooSkewed The local time set for 403
OSSClient is deviated from the
time set for the OSS server by
over 15 minutes.
RequestTimeout Request timeout 400
SignatureDoesNotMatch Signature mismatch 403




Error code Description HTTP status code
TooManyBuckets The number of buckets exceed | 400
the limits,.
417 FAQ

This topic lists the FAQs about OSS C SDK.

How to configure the output of application logs in OSS C SDK.

How to configure parameters for cURL-based communication in OSS C SDK.

How to upload data using callback of cURL in OSS C SDK.

How to upload data using callback of cURL in OSS C SDK.

How to download data using callback of cURL in OSS C SDK.

How to upload and download objects with names containing Chinese characters in OSS C SDK

(for Windows).



https://bbs.aliyun.com/read/260851.html
https://bbs.aliyun.com/read/261398.html
https://bbs.aliyun.com/read/261421.html
https://bbs.aliyun.com/read/261452.html
https://bbs.aliyun.com/read/261698.html
https://bbs.aliyun.com/read/264098.html
https://bbs.aliyun.com/read/264098.html

5.NET

5.1 Preface

The OSS C# SDK supports .NET Framework 2.0 and later. This document is written based on

OSS C# SDK 2.8.0.
Compatibility
* For SDK series of 2.x.x

= API: compatible
— Namespace: compatible

* For SDK series of 1.0.x

= API: compatible

— Namespace: incompatible. Aliyun.OpenServices.OpenStorageService is changed to Aliyun.

0SS

SDK source code and APl documents

For the SDK source code, see GitHub. For more information, see AP/ documents.

Code samples

OSS SDK for C# provides a variety of code samples for your reference or use. You can obtain the

code samples from GitHub. The following table describes the content of code samples.

Sample file Content
PutObjectSample.cs Upload objects
AppendObjectSample.cs Append upload

DoesObjectExistSample.cs

Determine whether an object exists

DeleteObjectsSample.cs

Delete objects

CopyObjectSample.cs

Copy objects

ModifyObjectMetaSample.cs

Manage Object Meta

MultipartUploadSample.cs

Multipart upload

ResumableSample.cs

Resumable upload

GetObjectSample.cs

Download objects

GetObjectByRangeSample.cs

Range download



https://github.com/aliyun/aliyun-oss-csharp-sdk
http://gosspublic.alicdn.com/AliyunNetSDK/apidocs/latest/index.html
https://github.com/aliyun/aliyun-oss-csharp-sdk/tree/master/samples/Samples
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/PutObjectSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/AppendObjectSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/DoesObjectExistSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/DeleteObjectsSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/CopyObjectSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/ModifyObjectMetaSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/MultipartUploadSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/ResumableSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/GetObjectSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/GetObjectByRangeSample.cs

Sample file Content
GetObjectAclSample.cs Manage ACL for an object
SetObjectAclSample.cs Manage ACL for an object
ListObjectsSample.cs List objects
UrlSignatureSample.cs Authorized access
UploadCallbackSample.cs Upload callback
ProgressSample.cs Upload progress bars and Download progress
bars
CNameSample.cs Use custome domain name to access OSS (
CNAME)
PostPolicySample.cs Form upload
CreateBucketSample.cs Create a bucket
DeleteBucketSample.cs Delete a bucket
Doesbucketexistsample. CS Determine whether a bucket exists
ListBucketsSample.cs List buckets
SetBucketAclSample.cs Configure an ACL for a bucket
SetBucketLifecycleSample.cs Lifecycle management
SetBucketlLoggingSample.cs Access log files
SetBucketRefererSample.cs Anti-leech
SetBucketWetbsiteSample.cs Static website hosting
SetBucketCorsSample.cs CORS
ImageProcessSample.cs Image processing

5.2 Installation

This topic describes how to install OSS C# SDK.
Preparation
+  Windows

= Applicable to . NET 2. 0 and later.
— Applicable to Vi sual Studi o 2010 and later.

e Linux Mac

== Applicable to Mono 3. 12 and later.


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/GetObjectAclSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetObjectAclSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/ListObjectsSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/UrlSignatureSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/UploadCallbackSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/ProgressSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/CNameSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/PostPolicySample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/CreateBucketSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/DeleteBucketSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/DoesBucketExistSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/ListBucketsSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetBucketAclSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetBucketLifecycleSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetBucketLoggingSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetBucketRefererSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetBucketWetbsiteSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetBucketCorsSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/ImageProcessSample.cs

Download SDK

* Direct download
» Download from GitHub

» Download previous versions
Install SDK
* Install OSS C# SDK in Windows
= |nstall SDK through NuGet

1. If your Visual Studio does not have NuGet installed, install NuGet first.

2. Create a project or open an existing project in Visual Studio, selectTools > NuGet
Package Manager > Management Solution NuGet Package.

3. Search for aliyun.oss.sdk and find Aliyun.OSS.SDK in the search results. Select the
latest version, and click Install.

= |nstall SDK through DLL reference

1. Download and unzip the C# SDK package.

2. In the Visual Studio, access Solution Resource Manager, select your project, right
click Project Name. Select Reference > Add Reference, and then select Browse in the
prompt dialog box.

3. Find thedirectory that the SDK package is unzipped to, select Al i yun. GSS. dl | in the
bin directory, and click OK.

= Install SDK through project introduction

If you download SDK package or the source code from GitHub and you want to install SDK

package using the source code, you can

1. right click Solution in Visual Studio and select Add in the dialog box menu to add an
existing project.

2. In the prompt dialog box, select al i yun- oss- sdk. cspr o], and click Open.

3. Right click Your Projects and select Reference > Add Reference. In the prompt dialog
box, click the Project tab, select the aliyun-oss-sdk project, and then click OK.

» Install OSS C# SDK in Windows
= |nstall SDK through NuGet

1. In Xamarin, create a project or open an existing project, and selectAdd NuGet

Packages from Tool.


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/32085/cn_zh/1515493045734/aliyun_oss_dotnet_sdk_2_8_0.zip
https://github.com/aliyun/aliyun-oss-csharp-sdk.git?spm=a2c4g.11186623.2.15.5fce4144QhQZy7&file=aliyun-oss-csharp-sdk.git
https://github.com/aliyun/aliyun-oss-csharp-sdk/releases
http://docs.nuget.org/docs/start-here/installing-nuget

2. Search and find aliyun.oss.sdk, select the latest version, and click Add Package to add

the package to project application.

= Install SDK through DLL reference

1. Download and unzip the C# SDK package.

2. In Xamarin, select your project in Solution, right click Reference, and then select Edit
References in the prompt menu.

3. In the Edit References dialog box, select . Net Assenbl y, clickBrowse. Find the
directory that SDK is unzipped to, select Al i yun. GSS. dI | in the bin directory, and then
click Open.

5.3 Quick start

This topic describes how to use OSS .NET SDK to perform routine operations such as bucket

creation, object uploads, and object downloads.

Create a bucket
A bucket is a global namespace in OSS. It is similar to a data container that stores files.
Run the following code to create a bucket:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

/'l Create an OSSO ient instance.

var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

try
// Create a bucket.

var bucket = client. CreateBucket (bucket Nane) ;
Consol e. WiteLine("Create bucket succeeded, {0} ", bucket.Nane);

catch (Exception ex)

Consol e. WiteLine("Create bucket failed, {0}", ex.Message);
}

For more information about bucket naming rules, see naming conventions in Basic concepts.
Upload objects

Run the following code to upload a file to OSS:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";



var bucket Nane "<your Bucket Narme>";

var obj ect Nane "<your Cbj ect Nanme>";

var | ocal Fil enane = "<yourLocal Fi | enanme>";

/'l Create an OSSClient instance.

var client = new GssC i ent (endpoi nt, accessKeyld, accessKeySecret);

try

/1l Upload a file

var result = client. Put Cbject(bucket Nane, objectNane, |ocal Filen
ane) ;

Consol e. Wi teLine("Put object succeeded, ETag: {0} ", result.ETag
)

catch (Exception ex)

Consol e. WiteLine("Put object failed, {0}", ex.Message);
}

For more information, see Upload an object.

Download objects

Run the following code to download specified object to a local file:

usi ng Aliyun. GSS;
usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nanme = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var | ocal Fil enane = "<yourLocal Fi | enane>";

var downl oadFi | enane = "<your Downl oadFi | enanme>";

/1 Create an OSSC ient instance.

var client = new GssC ient(endpoint, accessKeyld, accessKeySecret);
try

{

cl i ent. Put bj ect (bucket Nane, obj ect Nane, | ocal Fil enane);
/1 Downl oad the object.

var result = client. Get Obj ect (bucket Nane, object Nane);
using (var requestStream = result. Content)

using (var fs = File. Open(downl oadFi | enane, Fil eMbde.
QpenOr Create))
{

int length = 4 * 1024,
var buf = new byte[l ength];

do
| ength = request Stream Read(buf, 0, I|ength);
fs.Wite(buf, 0, length);

} while (length ! = 0);

Consol e. WiteLine("Get object succeeded");
}
catch (OssException ex)
Console. WiteLine("Failed with error code: {0}; Error info: {1}.

nRequest I D: {2}\t Host I D: { 3} ",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);



catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

}

List objects
Run the following code to list objects in a specified bucket:

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane = "<your Bucket Nane>";

/'l Create an OSSClient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);

try
{

var objects = new List<string>();
bj ectListing result = null;
String nextmarker = string. enpty;
do

{

var |istObjectsRequest = new Li st Obj ect sRequest (bucket Nane)

Mar ker = next Mar ker,
1
/1 List objects.
result = client.ListObjects(listObjectsRequest);
foreach (var sunmary in result. CbjectSunmari es)

Consol e. Wit eLi ne(summary. Key) ;
obj ects. Add(sumary. Key) ;

}
next Marker = result. Next Marker ;
} while (result.lsTruncated);
Consol e. Wi teLi ne("List objects of bucket:{0} succeeded ",
bucket Nane) ;

}
catch (OssException ex)
Consol e. WiteLine("Failed with error code: {0}; Error info:
nRequest | D: {2}\tHost I D: {3} ",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);

catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);

}

Delete objects

Run the following code to delete a specified object:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";



var bucket Nane = "<your Bucket Nane>";

var obj ect Nanme = "<your Cbj ect Nane>";

/'l Create an OSSC ient instance.

var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

try

/'l Delete an object.
client.Del et eObj ect (bucket Nanme, obj ect Nane) ;
Consol e. WiteLine("Del ete object succeeded");

catch (Exception ex)

Consol e. WiteLine("Del ete object failed, {0}", ex.Mssage);

5.4 Initialization

OSSClient serves as the OSS C# client to manage OSS resources such as buckets and objects.
Create an OSSClient instance

To create an OSSClient instance, you need to specify an endpoint. For more information about

endpoints, see Regions and endpoints and Bind a custom domain name.
* Use an OSS domain to create an OSSClient instance

Run the following code to create an OSSClient instance with a domain assigned by OSS:

usi ng Aliyun. GSS;

const string accessKeyld = "<your AccessKeyl d>";
const string accessKeySecret = "<your AccessKeySecret>";
const string endpoint = "http://oss-cn-hangzhou. al i yuncs. cont';

/Il Create a new OSSClient instance with the OSS access address
specified by the user and the AccessKeyl d/ AccessKeySecret granted by
Al'i baba C oud.

var ossCient = new OGssC i ent(endpoint, accessKeyld, accessKeySecr et

)

» Use a custom domain (CNAME) to create an OSSClient instance
Run the following code to create an OSSClient instance with CNAME:

usi ng Aliyun. CSS;
usi ng Ali yun. GSS. Common;

const string accessKeyld = "<your AccessKeyl d>";
const string accessKeySecret = "<your AccessKeySecret >"
const string endpoint = "<yourDonmai n>";

I/l Create a CientConfiguration instance. Mdify paraneters as
requi red.
var conf = new Client Configuration();

/'l Enabl e CNAME. CNAME i ndi cates a custom domai n bound to a bucket.
conf.|lsCnane = true;



/'l Create an OSSO ient instance.
var client = new GssCient(endpoint, accessKeyld, accessKeySecret,
conf);

Note:

The ossClient.listBuckets method cannot be used when a CNAME is used.
Configure an OSSClient instance

ClientConfiguration is a configuration class of OSSClient. ClientConfiguration is used to configure
parameters such as user agents, host proxies, connection timeout, and the maximum number of

connections. You can configure the following parameters.

Parameter Description Configuration method

ConnectionLimit Specifies the maximum 512
number of HTTP connections
that can be enabled.

MaxErrorRetry Specifies the maximum 3
number of retry attempts in the
case of a request error.

ConnectionTimeout Specifies the timeout time in -1
milliseconds when connection
s are established. The default
value is -1, indicating that the
connections are not time-out.

IsCname Specifies whether CNAME can | false
be used as an endpoint.

ProgressUpdatelnterval Specifies the update interval 8096
of the progress bar, which is
calculated by bytes.

A code example is given as follows:

usi ng Aliyun. GSS;
usi ng Ali yun. GSS. Conmon;

var conf = new Client Configuration();
conf. ConnectionLinmt = 512;
conf.MaxErrorRetry = 3;

conf. Connecti onTi meout = 300;



var client = new GssClient(endpoint, accessKeyld, accessKeySecret,
conf);

Data verification

Run the following code for MD5 data verification:

usi ng Aliyun. CSS;

usi ng Al i yun. GSS. Common;

var conf = new ClientConfiguration();

/1 Enable NMD5 verification. Set Enabl eMD5Check to perform MD5
verification on the upl oaded or downl oaded data. MD5 verification is

di sabl ed by default.
conf . Enal beMD5Check = true;

var client = new GssClient(endpoint, accessKeyld, accessKeySecret,
conf);

Note:

System performance reduces when MD5 verification is disabled.

Proxy network

If you use proxy networks, you can configure the following parameters to access OSS:

Parameter Description Default value

ProxyHost A proxy server, such as 8. 8. | Null
8. 8 orabc. def. com

ProxyPort A proxy port, such as 3128 or | Null
8080.
ProxyUserName The proxy service account, Null

which is optional

ProxyPassword The proxy service password, | Null
which is optional

An example of proxy network access without using the account and password is as follows:

usi ng Aliyun. GSS;
usi ng Al'i yun. GSS. Conmon;

var conf = new Client Configuration();
conf. ProxyHost = "8.8.8.8";
conf. ProxyPort = 3128;



var client = new GssC ient(endpoint, accessKeyld, accessKeySecret,
conf);

An example of proxy network access using the account and password is as follows:

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Conmon;

var conf = new Client Configuration();
conf. ProxyHost = "8.8.8.8";

conf. ProxyPort = 3128;

conf. ProxyUser Name = "user";

conf. ProxyPassword = "6666";

var client = new GssClient(endpoint, accessKeyld, accessKeySecret,
conf);

5.5 Manage a bucket

A bucket serves as a container that stores objects. Objects belong to a bucket.
Create a bucket

For the complete code of creating a bucket, see GitHub.

You can run the following code to create a bucket:

usi ng Aliyun. CSS;

/1 Initialize an OSSO i ent.
var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

/'l Create a new bucket.
public void CreateBucket (string bucket Nane)

{
try
/'l Create a bucket. The bucket Nanme is gl obally unique.
client. Creat eBucket (bucket Nane) ;
Consol e. Wi teLi ne("Create bucket succeeded");
catch (Exception ex)
Consol e. WiteLine("Create bucket failed. {0}", ex.Message);
}
}

List buckets
For the complete code of listing buckets, see GitHub.
You can run the following code to list all buckets under an account:

usi ng Aliyun. CSS;

/1 Initialize an OSSO ient instance.
var client = new GssCient(endpoint, accessKeyld, accessKeySecret);


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/CreateBucketSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/ListBucketsSample.cs

/!l List the informati on about all buckets under an account.
public void ListBuckets()

{
try
{

var buckets = client.ListBuckets();

Consol e. Wi teLi ne("List bucket succeeded");
foreach (var bucket in buckets)

Consol e. Wi teLi ne("Bucket nane: {0}, Location: {1}, Oaner :{2
}", bucket. Name, bucket.Location, bucket.Oaner);

}

catch (Exception ex)

Consol e. Wi teLine("List bucket failed. {0}", ex.Message);
}
Determine whether a bucket exists
For the complete code of determining whether a bucket exists, see GitHub.
You can run the following code to determine whether a bucket exists:

usi ng Aliyun. GSS;

//lnitialize an OSSC ient instance.
var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

/1 Determ ne whether a bucket exists.
public void DoesBucket Exi st (string bucket Nanme)

{
try
{ . . .
var exist = client.DoesBucket Exi st (bucket Nane) ;
Consol e. Wit eLi ne("Check object Exist succeeded");
Consol e. WiteLine("exist ? {0}", exist);
catch (Exception ex)
Consol e. Wi teLi ne("Check object Exist failed. {0}", ex.Message
)
}
}

Configure an ACL for a bucket
For the complete code of configuring ACL, see GitHub.

The ACL of a bucket includes the following permissions.


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/DoesBucketExistSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetBucketAclSample.cs

Permission Description Value

Private The bucket owner and the 0ss.ACLPrivate
authorized users can read and
write objects in the bucket.
Other users cannot perform
any operation on the objects.

Public read The bucket owner and the 0ss.ACLPublicRead
authorized users can read
and write objects in the bucket
. Other users can only read
the objects in the bucket.
Authorize this permission with
caution.

Public read-write All users can read and 0ss.ACLPublicReadWrite
write objects in the bucket.
Authorize this permission with
caution.

You can run the following code to configure an ACL for a bucket:

usi ng Aliyun. GSS;

/1 Initialize an OSSCient instance.
var client = new GssClient(endpoint, accessKeyld, accessKeySecret);

/1 Configure an access ACL for the bucket
public void SetBucket Acl (string buckteNane)

{
try

/1 Set the ACL of the bucket to public read.
client. Set Bucket Acl (bucket Nane, CannedAccessControl Li st.
Publ i cRead) ;
Consol e. WiteLine("Set bucket ACL succeeded");
catch (Exception ex)

Consol e. WiteLine("Set bucket ACL failed. {0}", ex.Message);
}
Obtain the ACL for a bucket
For the complete code of obtaining the ACL for a bucket, see GitHub.

You can run the following code to obtain the ACL for a bucket:

usi ng Aliyun. GSS;

/Il Initialize an OSSC i ent instance.


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/GetBucketAclSample.cs

var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

/] Qotain the ACL for the bucket.
public void GetBucket Acl (string bucket Nane)

{
try
{

string bucket Nane = "your-bucket";
var acl = client. GetBucket Acl (bucket Nane) ;

Consol e. WiteLine("Get bucket ACL success”);
foreach (var grant in acl.G ants)

{
Consol e. WiteLi ne ("The bucket ACL has been obt ai ned
successfully. Current ACL: {0}", grant.Pernission. ToString());

}
catch (Exception ex)

Consol e. WiteLi ne("Get bucket ACL failed. {0}", ex.Message);

}

Delete a bucket
For the complete code of deleting a bucket, see GitHub.

Before a bucket is deleted, ensure that all objects in the bucket and fragments that are generated

from multipart upload are deleted.

Note:
To delete the fragments that are generated from multipart upload, use
Bucket.ListMultipartUploads to list all fragments, and then use Bucket.AbortMultipartUpload to

delete the fragments.

You can run the following code to delete a bucket:

usi ng Aliyun. GSS;

/1 Initialize an OSSC ient instance.
var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

/'l Delete the bucket.
public void Del et eBucket (stri ng bucket Nane)

{
try
{ _
client. Del et eBucket (bucket Namne) ;
Consol e. Wi teLi ne("Del ete bucket succeeded");
catch (Exception ex)

Consol e. WiteLine("Del ete bucket failed. {0}", ex.Message);


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/DeleteBucketSample.cs

5.6 Upload objects

5.6.1 Overview

In OSS, an object is the basic unit for data operations. OSS .NET SDK provides the following file

upload methods:

» Simple upload: supports the upload of a file up to 5 GB in size.

» Append upload: supports the upload of a file up to 5 GB in size.

* Resumable upload: supports concurrent upload and you can define the size of each part. It
applies to the upload of large files. Resumable upload supports the upload of a file up to 48.8
TB in size.

* Multipart upload: supports the upload of a file up to 48.8 TB in size. It applies to the upload of

large files.

Note:
For more information about the usage scenarios of each upload method, see “Upload files” in

OSS Developer Guide.

During the file upload, you can set Object Meta, and view the upload progress. After you complete

the file upload, you can perform upload callback.

5.6.2 Simple upload

Upload a string

For the complete code of uploading a string, see GitHub.

You can run the following code to upload a string:

usi ng System Text;

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Name = "<your Bucket Name>";

var obj ect Nane = "<your Cbj ect Nane>";

var objectContent = "Mdre than just cloud." ;

/'l Create an OSSCient instance.

var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

try

byte[] binaryData = Encodi ng. ASCI | . Get Byt es(obj ect Content) ;
Menor ySt ream r equest Cont ent = new MenorySt reamn( bi naryDat a) ;
/1 Upload a file.


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/PutObjectSample.cs

client. Put Obj ect (bucket Nanme, obj ect Name, request Content);
Consol e. Wi teLi ne("Put object succeeded");

catch (Exception ex)

Consol e. WiteLine("Put object failed, {0}", ex.Message);
}

Upload a specified local file
For the complete code of uploading a specified local file, see Git Hub.

You can run the following code to upload a specified local file:

usi ng Aliyun. GSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

var obj ect Name = "<your Obj ect Name>";

var | ocal Fil enane = "<yourLocal Fi | enanme>";

/1l Create an OSSO ient instance.

var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

try

/1l Upload a local file.
client. Put Obj ect (bucket Nanme, obj ect Nanme, | ocal Fi |l enane) ;
Consol e. Wi teLi ne("Put object succeeded");

catch (Exception ex)

Consol e. WiteLine("Put object failed, {0}", ex.Message);
}

Upload a file with MD5 verification

To ensure the consistency between the data sent by the SDK and the data received by the OSS
client, you can add a Content-MD5 value in ObjectMeta. Then OSS checks the received data

against the MD5 value.

For the complete code of uploading a file with MD5 verification, see GitHub.

usi ng Aliyun. CSS;

using Aliyun.CSS. Uil ;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nanme = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var | ocal Fil enane = "<yourLocal Fi | enane>";

/'l Create an OSSO ient instance.

var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

try

/1 Calculate the MD5 val ue.
string md5;
using (var fs = File.Open(l ocal Fil enane, Fil eMde. Open))


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/PutObjectSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/PutObjectSample.cs

{
}

var object Meta = new Cbj ect Met adat a

md5 = GssUtil s. Comput eCont ent Mi5( f s,

Content MU5 = nd5
1
/1l Upload a file.
client. Put Obj ect (bucket Name, obj ect Nane,

)

fs.Length);

| ocal Fi | enane, objectMeta

Consol e. WiteLi ne("Put object succeeded");

catch (Exception ex)

Consol e. WiteLine("Put object failed, {0}", ex.Message);

Note:

MD5 verification may cause a reduction in performance.

Asynchronous upload

For the complete code of asynchronous upload, see GitHub.

You can run the following code to perform asynchronous upload:

usi ng System
usi ng System | QO
usi ng System Thr eadi ng;

usi ng Aliyun. CSS;
usi ng Ali yun. GSS. Common;

/'l Upload a file asynchronously.
nanespace AsyncPut Obj ect

{

cl ass Program

{
static string endpoi nt = "<your Endpoi nt >";
static string accessKeyld = "<your AccessKeyl d>";
static string accessKeySecret = "<your AccessKeySecret>";
static string bucket Nanme = "<your Bucket Name>";
static string objectNane = "<your Cbj ect Name>";
static string local Fil ename = "<yourLocal Fi | ename>";

static AutoReset Event _event = new Aut oReset Event (fal se);

// Create an OSSClient instance.

static GssCient client = new GssC i ent (endpoint, accessKeyld

, accessKeySecret);

private static void PutObjectCall back(l AsyncResult ar)

{
try
{ . .
client. EndPut Obj ect (ar) ;

Consol e. WiteLine(ar.AsyncState as string);
Consol e. Wi teLi ne("Put object succeeded");
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}

catch (Exception ex)

Consol e. Wit eLi ne(ex. Message) ;

.
finally
{

}

_event. Set ();

public static void AsyncPut Obj ect ()

{

))

try
{

using (var fs =

{

var net adata

Fil e. Open(l ocal Fi | enane, Fil eMode. Open

= new Obj ect Met adat a() ;

/1 Add custom neta information.
met adat a. User Met adat a. Add( " nykeyl", "nyval 1");
met adat a. User Met adat a. Add( " nykey2", "nyval 2");

met adat a, Put Obj ect Cal | back,

info: {1}.
)i

Message) ;
}

net adat a. CacheControl = "No-Cache";
met adat a. Cont ent Type = "text/htm";
string result = "Notice user: put object finish";

/1l Upload a file asynchronously.
cli ent. Begi nPut Obj ect (bucket Nanme, obj ect Nane, fs,

result. ToChar Array());

_event. Wi t One();

}
} .
catch (OssException

ex)

Console. WiteLine("Failed with error code: {0}; Error

\ nRequest | D: {2} \t Host

ID: {3}",

ex. Error Code, ex. Message, ex.Requestld, ex.Hostld

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.

static void Main(string[] args)

{
}

Note:

Pr ogr am AsyncPut Obj ect () ;

When using asynchronous upload, you must implement your own callback handler.



5.6.3 Append upload

For the complete code of append upload, see GitHub.

You cannot perform copyObiject for appended objects. When you call AppendObiject to upload
data, if the target object does not exist, an appendable object is created. If the object already

exists, data is appened to the object.

Run the following code for append upload:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var | ocal Fil enane = "<yourLocal Fi | enane>";

/1l Create an OSSO ient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);

/1 If the object is appended for the first time, the append position
is 0, and the returned value is the position for the next append. The
position for the next append is the length of object before the append

iong position = O;
try

{
var nmetadata = client. Get Cbj ect Met adat a( bucket Name, obj ect Nane) ;

positi on = netadat a. Cont ent Lengt h;

catch (Exception) { }
try

using (var fs = File.Open(l ocal Fil enane, Fil eMde. Open))

var request = new AppendObj ect Request (bucket Name, obj ect Nane)

{
(bj ect Met adata = new (bj ect Met adat a(),
Content = fs,
Position = position

3

/1 Append the object.

var result = client. AppendObj ect (request);

/1l Configure the position where the object is appended

position = result. Next AppendPosition;

Consol e. Wit eLi ne(" Append obj ect succeeded, next append
position:{0}", position);

/1 Cbtain the start position for the next append.
using (var fs = File.Open(l ocal Fil enane, Fil eMde. Open))

var request = new AppendObj ect Request (bucket Nanme, obj ect Nane)

{
(bj ect Met adata = new (bj ect Met adat a(),
Content = fs,
Position = position

b

var result = client. AppendObj ect (request);
position = result. Next AppendPosition;
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Consol e. Wit eLi ne("Append obj ect succeeded, next append
position:{0}", position);
catch (Exception ex)

Consol e. Wi teLi ne("Append object failed, {0}", ex.Mssage);

5.6.4 Resumable upload
You can use resumable upload to split a file you want to upload into several parts and upload
them simultaneously. After you have uploaded all parts, you can combine these parts into a

complete object. Thus, you can complete uploading the entire object.

Current upload progress is recorded into a checkpoint file during the upload. If a part fails to be
uploaded during the process, the object is uploaded from the part recorded in the checkpoint
file when the upload restarts, that is, the resumable upload. After the upload is complete, the

checkpoint is deleted.
For the complete code of resumable upload, see GitHub.
Run the following code for resumable upload:

usi ng Aliyun. GSS;
usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<yourAccessKeySecret>";
var bucket Nanme = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var | ocal Fil enane = "<yourLocal Fi | enanme>";
string checkpointDir = "<your CheckpointDir>";

/1 Create an OSSO ient instance.
var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try

/1 Configure paraneters with Upl oadFi | eRequest.
Upl oadObj ect Request request = new Upl oadObj ect Request (bucket Nane,
obj ect Nane, | ocal Fil enane)

{

/1l Specify the size of a part you want to upl oad.

PartSize = 8 * 1024 * 1024,

[l Specify the nunber of threads for sinultaneous upl oad.

Par al | el ThreadCount = 3,

/'l The progress information of a resumabl e upload is stored
in the checkpointDir directory. |If a part fails to be upl oaded, the
progress information is used to continue the upload. If the checkpoint
Dir directory is null, the resumabl e upl oad does not take effect, and

the file that failed to be upl oaded is upl oaded all over again.
Checkpoi ntDir = checkpointDr,
IE

[/l Start resumabl e upl oad.

client. Resumabl eUpl oadObj ect (request) ;

Consol e. Wi t eLi ne(" Resunmabl e upl oad obj ect: {0} succeeded",
obj ect Nan®e) ;
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}
catch (OssException ex)
Console. WiteLine("Failed with error code: {0}; Error info: {1}. \

nRequest I D: {2}\t Host I D: { 3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);

5.6.5 Multipart upload

For the complete code of multipart upload, see GitHub.
To enable multipart upload, perform the following steps:
1. Initiate a multipart upload event.

You can call OssClient.initiateMultipartUpload to return the globally unique uploadld created in
0sSsS.
2. Upload parts.

You can call OssClient.uploadPart to upload part data.

Note:

» For parts with a same uploadld, parts are sequenced by their part numbers. If you have
uploaded a part and use the same part number to upload another part, the later part will
replace the former part.

* OSS places the MD5 value of part data in ETag and returns the MD5 value to the user.

+ SDK automatically configures Content-MD5. OSS calculates the MD5 value of uploaded

data and compares it with the MD5 value calculated by SDK. If the two values vary, the
error code of InvalidDigest is returned.

3. Complete multipart upload.

After you have uploaded all parts, call partossClient.completeMultipartUpload to combine these

parts into a complete object.

The following code is used as a complete example that describes the process of multipart upload:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Name "<your Bucket Name>" ;

var obj ect Nane " <your Obj ect Nanme>";
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var | ocal Fil enane = "<yourLocal Fi | enane>";

/'l Create an OSSCient instance

var client = new GssC ient(endpoint, accessKeyld, accessKeySecret);
/1 Initiate the multipart upl oad.

var uploadld = ;
try

/'l Specifiy the nanme and the bucket of the upl oaded object. You
can configure Cbject Meta when using InitiateMiltipartUpl oadRequest.
However, you do not need to specify the ContentlLength.

var request = new InitiateMiltipartUpl oadRequest (bucket Nane,
obj ect Nan®e) ;

var result = client.InitiateMiltipartUpl oad(request);

upl oadld = result. Upl oadl d;

/1 Print the Upl oadld

Consol e. WiteLine("Init nmulti part upload succeeded");

Consol e. WiteLine("Upload 1d:{0}", result.Uploadld);

catch (Exception ex)

Console. WiteLine("Init nulti part upload failed, {0}", ex.Message
)

/1 Calculate the total nunber of parts.
var partSize = 100 * 1024;

var fi = new Filelnfo(local Filenane);
var fileSize = fi.Length;

var partCount = fileSize / partSize;

if (fileSize % partSize ! = 0)

part Count ++;

}

/[l Start the multipart upload. partETags is a list of partETags. OSS
verifies the validity of all parts one by one after it receives the
part ETags. After part verification is successful, OSS combines these
parts into a conplete object.

var partETags = new Li st<PartETag>();

try
{
using (var fs = File.Open(l ocal Fil enane, Fil eMde. Open))
for (var i = 0; i < partCount; i++)
{

var skipBytes = (long)partSize * i;

/'l Locate to the start position of the upl oad.

fs. Seek(ski pBytes, 0);

/1 Calculate the size of the uploaded part. The size of
the last part is the size of the data remained after being splited by
the part size.

var size = (partSize < fileSize - skipBytes) ? partSize

(fileSize - skipBytes);

var request = new Upl oadPart Request (bucket Nane, obj ect Nane

, upl oadl d)

I nput Stream = fs,
Part Si ze = size
Part Nunber =i + 1

1

// Call the UploadPart interface to upl oad the object. The
returned results contain the ETag val ue of the upl oaded part.

var result = client. Upl oadPart (request);

part ETags. Add(resul t. Part ETag) ;



Consol e. WiteLine("finish {0}/{1}", partETags. Count,
part Count) ;

Consol e. WiteLine("Put nulti part upload succeeded");

}

catch (Exception ex)

Consol e. WiteLine("Put nulti part upload failed, {0}", ex.Message
)

}
/1 List uploaded parts.
try

{

var |istPartsRequest = new ListPartsRequest (bucket Nane, object Nane
, upl oadl d);

var listPartsResult = client.ListParts(listPartsRequest);

Consol e. WiteLine("List parts succeeded");

/'l Upl oad each part simultaneously until all parts are upl oaded.

var parts = |listPartsResult. Parts;

foreach (var part in parts)

Consol e. Wi teLi ne("partNurmber: {0}, ETag: {1}, Size: {2}",
part. Part Nunber, part.ETag, part.Size);

catch (Exception ex)
Consol e. WiteLine("List parts failed, {0}", ex.Mssage);

}
/1 Conplete the multipart upload.
try

{

var conpl eteMul ti part Upl oadRequest = new Conpl et eMul ti part Upl
oadRequest (bucket Name, obj ect Nane, upl oadl d);

foreach (var partETag in partETags)

{

}
var result = client.Conpl eteMil ti part Upl oad(conpl et eMul ti part Upl

oadRequest) ;
Consol e. WiteLine("conplete multi part succeeded");

conmpl et eMul ti part Upl oadRequest . Part ETags. Add( part ETag) ;

catch (Exception ex)

Consol e. WiteLine("conmplete multi part failed, {0}", ex.Message);
}

Cancel a multipart upload event
For the complete code of canceling a multiplart upload event, see GitHub.

Run the following code to cancel a multipart upload event:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane = "<your Bucket Nane>";

var obj ect Name = "<your Obj ect Name>";

var uploadld = "";
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/1l Create an OSSClient instance.
var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
/'l Initiate the nultipart upl oad.

try

{

var request = new InitiateMiltipartUpl oadRequest (bucket Nane,
obj ect Nan®e) ;

var result = client.InitiateMiltipartUpl oad(request);

upl oadld = result. Upl oadl d;

/1 Print the Upl oadld.

Consol e. WiteLine("Init rmulti part upload succeeded");

Consol e. WiteLine("Upload 1d:{0}", result.Uploadld);

catch (Exception ex)

Console. WiteLine("Init rmulti part upload failed, {0}", ex.Message
)

}
/1 Cancel the nultipart upload.
try
{
var request = new Abort Ml ti part Upl oadRequest (bucket Nane,
obj ect Nane, upl oadl d);
client. Abort Ml ti part Upl oad(request);
Consol e. WiteLine("Abort rmulti part succeeded, {0}", uploadld);
catch (Exception ex)

Consol e. WiteLine("Abort nmulti part failed, {0}", ex.Message);
}

List uploaded parts
For the complete code of listing uploaded parts, see GitHub.
Run the following code to list uploaded parts:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var uploadld = "<your Upl oadl d>";

[/l Create an OSSClient instance.
var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try
{ . .
PartListing listPartsResult = null;
var next Marker = O;
do

{
var |istPartsRequest = new ListPartsRequest (bucket Nane,
obj ect Nane, upl oadl d)

Par t Nunber Mar ker = next Mar ker ,
1
/'l List uploaded parts.
listPartsResult = client.ListParts(listPartsRequest);
Consol e. WiteLi ne("List parts succeeded");
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/1 Upl oad each part simultaneously until

upl oaded.

var parts = |listPartsResult.Parts;

foreach (var part

Consol e. Wit eLi ne("part Nunber:
part. ETag,

1", part. Part Nunber,

next Mar ker

in parts)

ber: {0},
part. Si ze);

} while (listPartsResult.|sTruncated);

catch (Exception ex)

Consol e. WiteLine("List parts failed, {0}",

}

List multipart upload events

all parts are

ETag:

{1}, Size: {2

= | i stPartsResul t.Next Part Nunber Mar ker ;

ex. Message) ;

Call ossClient.listMultipartUploads to list all ongoing part upload events (events that have been

initiated but not completed or have been canceled). You can configure the following parameters:

Parameter

Description

Configuration method

prefix

Specifies the prefix that must
be included in the returned
object name. Note that if you
use a prefix for query, the
returned object name will

contain the prefix.

ListMultipartUploadsRequest.
setPrefix(String prefix)

delimiter

Specifies a delimiter of a
forward slash (/) used to group
object names. The object
between the specified prefix
and the first occurrence of a
delimiter of a forward slash (/)
is commonPrefixes.

ListMultipartUploadsRequest.
setDelimiter(String delimiter)

maxUploads

Specifies the maximum
number of part upload events
. The maximum value (also
default value) you can set is 1,
000.

ListMultipartUploadsRequest
.setMaxUploads(Integer
maxUploads)

keyMarker

Lists all part upload events
with the object whose names
start with a letter that comes
after the keyMarker value in
the alphabetical order. You can
use this parameter with the
uploadldMarker parameter to

ListMultipartUploadsRequest
.setKeyMarker(String
keyMarker)




Parameter Description Configuration method

specify the initial position for
the specified returned result.

uploadldMarker You can use this parameter ListMultipartUploadsRequest
with the keyMarker parameter |.setUploadldMarker(String
to specify the initial position uploadldMarker)

for the specified returned
result. If you do not configure
keyMarker, the uploadldMarker
parameter is invalid. If you
configure keyMarker, the query
result contains:

» All objects whose names
start with a letter that
comes after the keyMarker
value.

» All objects whose names
start with a letter that is
the same as the keyMarker
value in the alphabetical
order and the value of
uploadld greater than that
of uploadldMarker.

For the complete code of listing multiplart upload events, see GitHub.

Run the following code to list all multipart upload events:

usi ng Aliyun. CSS;
var endpoi nt = "<your Endpoi nt >";
var accessKeyld = "<your AccessKeyl d>";
var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane = "<your Bucket Nane>";
/1l Create an OSSClient instance.
var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try
{ _ . _ .
Mul ti part Upl oadLi sting mul tipart Upl oadLi sting = null;
var next Marker = string. Enpty;
do
{ . .
/1 List multipart upl oad events.
var request = new ListMiltipartUpl oadsRequest (bucket Nane)

KeyMar ker = next Mar ker,
1
mul ti part Upl oadLi sting = client.ListMiltipartUpl oads(request);

Consol e. WiteLine("List nmulti part succeeded");
/1 List the informati on about multipart upload events.
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foreach (var mu in nultipartUpl oadLi sting. MiltipartUpl oads)

Consol e. WiteLine("Key: {0}, Uploadld: {1}", nu.Key, mu.
Upl oadl d) ;

/[l If the returned result shows that the value of isTruncate
d is false, the values of next KeyMarker and next Upl oadl dvar ker are
returned and used as the initial position for the next object reading.
next Marker = nul ti part Upl oadLi sti ng. Next KeyMar ker ;
} while (multipartUpl oadLi sting.|sTruncated);

catch (Exception ex)

Consol e. WiteLine("List multi part uploads failed, {0}", ex.
Message) ;

Specify the prefix and maximum number of returned results

Run the following code to perform multipart upload with a specified prefix and maximum number of

returned results:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nanme = "<your Bucket Nane>";

/1 Define prefix.

var prefix = "<your Qbj ect Prefix>";

/1 Set the maxi mum nunber of returned result to 100.
var maxUpl oads = 100;

/1l Create an OSSClient instance

var client = new GssC i ent (endpoi nt, accessKeyld, accessKeySecret);

try
{
Mul ti part Upl oadLi sting nul tipartUpl oadLi sting = null
var next Marker = string. Enpty;
do
{ . .
/1 List multipart upl oad events. By default, 1,000 parts are
I'isted.
var request = new ListMiltipartUpl oadsRequest (bucket Nane)
{
KeyMar ker = next Mar ker,
/'l Specify the prefix.
Prefix = prefix,
/1 Specify the maxi num nunber of returned result.
MaxUpl oads = maxUpl oads,
iE
mul ti partUpl oadLi sting = client.ListMiltipartUpl oads(request);
Consol e. WiteLine("List nmulti part succeeded");
/1 List the informati on about each multipart upl oad event.
foreach (var mu in nultipartUpl oadLi sting. MiltipartUpl oads)
Consol e. WiteLine("Key: {0}, Uploadld: {1}", nu.Key, mu.
Upl oadl d) ;

}
next Marker = nul tipart Upl oadLi sti ng. Next KeyMar ker ;
} while (multipartUpl oadLi sting.|sTruncated);



catch (Exception ex)

Consol e. WiteLine("List nmulti part uploads failed, {0}", ex.
Message) ;

5.6.6 Upload progress bars

You can use progress bars to indicate the upload or download progress.
For the complete code of progress bars, see GitHub.

The following code is used as an example to describe how to view progress information with

PutObject:

usi ng System

usi ng System | O

usi ng System Text;

usi ng Aliyun. CSS;

usi ng Ali yun. GSS. Common;
nanespace Put Obj ect Progress

{

cl ass Program

static void Main(string[] args)
{
Pr ogr am Put Obj ect Progress();
Consol e. ReadKey() ;

public static void Put CbjectProgress()

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Name = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var | ocal Fil enane = "<your Local Fi | enanme>";

/'l Create an OSSClient instance.

var client = new GssCient(endpoi nt, accessKeyld,
accessKeySecret);

/'l Upload with a progress bar displ ayed.

try

{

using (var fs = File.OQpen(l ocal Fil enanme, FileMde. Open

{
var put Obj ect Request = new Put Cbj ect Request (
bucket Name, object Nane, fs);
put Obj ect Request . St reamlr ansf er Progress +=
st reanPr ogr essCal | back;
client. Put Obj ect (put Obj ect Request) ;

))

Consol e. Wi teLi ne("Put object: {0} succeeded",
obj ect Nan®e) ;

catch (OssException ex)

Consol e. WiteLine("Failed with error code: {0}; Error
info: {1}. \nRequestID:. {2}\tHostID: {3}",
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ex. Error Code, ex. Message, ex.Requestld, ex.Hostld

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.
Message) ;

}

/1 Obtain the upl oad progress.

private static void streanProgressCal |l back(object sender,
St r eamlr ansf er Progr essArgs args)

{
System Consol e. WiteLi ne("ProgressCal | back - Progress: {0
}% Total Bytes: {1}, TransferredBytes:{2} ",
args. TransferredBytes * 100 / args. Total Bytes, args.
Tot al Byt es, args. TransferredBytes);

}

5.6.7 Upload callback

For the complete code of upload callback, see GitHub.

Run the following code for upload callback:

usi ng System

usi ng System | QO

usi ng System Text;

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Common;
using Aliyun.CSS. Uil ;
nanespace Cal | back

{

cl ass Program

static void Main(string[] args)
{
Pr ogr am Put Obj ect Cal | back() ;
Consol e. ReadKey() ;

}
public static void PutObjectCall back()

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Name = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var | ocal Fil enane = "<your Local Fi | enanme>";

/'l Specify the I P address of the server you want to send
the cal | back request to.

const string callbackUl = "http://oss-deno. aliyuncs.com
23450";

# Configure the value of the body field carried in the
cal | back request.

const string call backBody = "bucket =${bucket } &obj ect =${
obj ect } &et ag=%{ et ag} &si ze=${si ze} &m meType=${ m meType} &" +

"my_var 1=${x: var 1} &ry_var 2=${ x

svar2}";
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/1l Create an OSSClient instance
var client = new GssClient(endpoint, accessKeyld,
accessKeySecret);
try
{ .
string responseContent = "";
var netadata = Buil dCal | backMet adat a( cal | backUr | ,
cal | backBody) ;

))

using (var fs = File.OQpen(local Fil enane, FileMde. Open

{
var put Obj ect Request = new Put Cbj ect Request (
bucket Nane, object Nane, fs, netadata);
var result = client. Put Object (put Obj ect Request) ;
responseCont ent = CGet Cal | backResponse(result);

Consol e. WiteLine("Put object:{0} succeeded, call back
response content:{1}", objectNane, responseContent);

catch (OssException ex)

Consol e. WiteLine("Failed with error code: {0}; Error
info: {1}. \nRequestID:. {2}\tHostID: {3}",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld
);

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.
Message) ;

}

/1 Configure upl oad cal |l back.

private static CbjectMetadata Buil dCal | backMet adat a(stri ng
cal | backUrl, string call backBody)

{

string cal | backHeader Bui | der = new Cal | backHeader Bui | der (
cal | backUrl, call backBody). Build();

string Cal |l backVari abl eHeader Bui | der = new Cal | backVa
ri abl eHeader Bui | der () .

AddCal | backVari abl e("x: var1", "x:valuel"). AddCall bac

kVari abl e("x:var2", "x:value2"). Build();

var netadata = new Obj ect Met adat a() ;

met adat a. AddHeader ( Ht t pHeader s. Cal | back, cal | backHe
ader Bui | der) ;

met adat a. AddHeader ( Ht t pHeader s. Cal | backVar, Cal | backVa
ri abl eHeader Bui | der) ;

return metadat a;

/'l Read the message returned from upl oad cal | back
private static string CetCall backResponse(Put Chj ect Resul t
put Cbj ect Resul t)

string call backResponse = nul |
usi ng (var stream = put Obj ect Resul t. ResponseStrean)

var buffer = new byte[4 * 1024];
var bytesRead = stream Read(buffer, 0, buffer.Length);
cal | backResponse = Encodi ng. Defaul t. Get Stri ng(buffer,
0, bytesRead);
}

return cal | backResponse



Note:

For more information about upload callback, see Upload callback in the Developer Guide.

5.7 Download objects

5.7.1 Overview

OSS .NET SDK provides the following download methods:

» Streaming download
* Range download

* Resumable download
You can view the download progress shown in download progress bars.
5.7.2 Streaming download
If you have a large object to download or it is time-consuming to download the entire object at a

time, you can use streaming download. Streaming download enables you to download part of the

object each time until you have downloaded the entire object.
For the complete code of streaming download, see GitHub.
Run the following code to download a specified OSS object to a stream:

usi ng Aliyun. GSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var downl oadFi | ename = "<your Downl oadFi | enanme>";

/'l Create an OSSO ient instance.
var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

try

{

/1 Downl oad an object to a stream OssObject includes object
i nformation, such as the bucket that contains the object, object nane
, hetadata, and an input stream

var obj = client.Get hject (bucket Nane, obj ect Nane);

usi ng (var requestStream = obj. Content)

byte[] buf = new byte[1024];

var fs = File. Open(downl oadFi | enane, Fil eMbde. QpenCOr Creat e) ;

var len = 0;

/1 Use the input streamto read the object content into a file
or the nenory.
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while ((len = request Stream Read(buf, 0, 1024)) ! = 0)
fs.Wite(buf, 0, len);
1}‘,5. G ose();
%:onsol e. WitelLi ne("Get object succeeded");
catch (Exception ex)

Consol e. WiteLine("Get object failed. {0}", ex.Message);

5.7.3 Range download
If you only need part of the data in an object, you can use range downloads to download specified

content.
For the complete code of range download, see GitHub.

Run the following code for range download:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Name = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var downl oadFi | ename = "<your Downl oadFi | enanme>";

/'l Create an OSSClient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try

{

)

var get Obj ect Request = new Get (bj ect Request (bucket Nane, obj ect Nane

/'l Set the range, which is fromthe 20th byte to the 100th byte.

get Obj ect Request . Set Range( 20, 100);

/1l Start range downl oad. The set Range of get Cbj ect Request can be
used to inplenent nultipart downl oad and resumabl e downl oad.

var obj = client. Get bj ect (get Cbj ect Request);

I/ Downl oad the data and wite it into a file.

usi ng (var requestStream = obj. Content)

byte[] buf = new byte[1024];
var fs = File. Open(downl oadFi | enane, Fil eMode. OQpenOr Create);
var len = 0;
while ((len = request Stream Read(buf, 0, 1024)) ! = 0)
fs.Wite(buf, 0, len);
}
fs.d ose();
Consol e. Wi teLi ne("Get object succeeded");

catch (Exception ex)

Consol e. WiteLine("Get object failed. {0}", ex.Message);
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}

You can configure the following parameters of GetObjectRequest.

Parameter Description
Range Specifies the transmission range of an object.
ModifiedSinceConstraint If the specified time is earlier than the actual

modification time of the file, the file is transmitte
d normally. Otherwise, a 304 Not Modified
exception is thrown.

UnmodifiedSinceConstraint If the time passed to the parameter is equal to
or later than the actual modification time of the
file, the file is transmitted normally Otherwise, a
412 precondition failed exception is thrown.

MatchingETagConstraints Passes in a group of ETags. If the ETags
match the ETag of the file, the file is transmitte
d normally. Otherwise, a 412 precondition
failed exception is thrown.

NonmatchingEtagConstraints Passes in a group of ETags. If the ETags
do not match the ETag of the file, the file is
transmitted normally. Otherwise, a 304 Not
Modified exception is thrown.

ResponseHeaderOverrides Customizes some headers in requests returned
by OSS.

5.7.4 Resumable download
Large-sized objects may fail to be downloaded because the network is unstable or the Java
program exits abnormally and the entire object needs to be downloaded again. However, the
object may still fail to be downloaded after multiple attempts. Therefore, OSS provides resumable

download.

Run the following code for resumable download:

usi ng Aliyun. GSS;
usi ng Ali yun. GSS. Conmon;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane = "<your Bucket Nane>";

var obj ect Nanme = "<your Cbj ect Nane>";

var | ocal Fil enanme = "<yourLocal Fi | enane>";

var downl oadFi | ename = "<your Downl oadFi | ename>";

var checkpointDir = "<your Checkpoi ntDi r>";



/1l Create an OSSClient instance.
var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try

[l Configure paranmeters with Downl oadCbj ect Request .
Downl oad(hj ect Request request = new Downl oadObj ect Request (
bucket Nane, obj ect Nane, downl oadFi | enane)

{
/'l Specify the size of a part you want to downl oad.
PartSize = 8 * 1024 * 1024,
/| Specifies the nunber of concurrent downl oad threads.
Par al | el ThreadCount = 3,

[l Specify the checkpointDir to store the downl oad progress
information. If the download fails, it can be continued based on the
progress information. If the checkpointDir directory is null, the
resunmabl e upl oad is not enabl ed, which neans that objects that fails
to be downl oaded are downl oaded all over again.
Checkpoi ntDir = checkpointDr,

1

/1 Start resumabl e downl oad.

client. Resumabl eDownl oadQbj ect (r equest) ;

Consol e. Wit eLi ne("Resunabl e downl oad obj ect: {0} succeeded",
obj ect Nan®e) ;

catch (OssException ex)

Console. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest | D: {2}\tHost I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);

}

For more information about resumable download, see Resumable download in OSS Developer
Guide.

5.7.5 Download progress bars

You can use progress bars to indicate the upload or download progress.
For the complete code of download progress bar, see GitHub.

The following code is used as an example to describe how to view progress information with
GetObject:

usi ng System

using System | Q

usi ng Aliyun. CSS;

usi ng Al i yun. GSS. Cormon;
nanespace Cet Obj ect Progress

{

cl ass Program

{

static void Main(string[] args)

{
Pr ogram Get Obj ect Progress();
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Consol e. ReadKey() ;
public static void Get ObjectProgress()

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nanme = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

/'l Create an OSSO ient instance.

var client = new GssClient(endpoi nt, accessKeyld,
accessKeySecret);

try
{
var get Obj ect Request = new Cet (bj ect Request (bucket Nanme
, Obj ect Name) ;
get Obj ect Request . St reantr ansf er Progress += streanProg
ressCal | back;

/1 Downl oad an obj ect.
var ossObject = client. Get Obj ect (get Obj ect Request);
using (var stream = ossObj ect. Cont ent)

var buffer = new byte[ 1024 * 1024];

var bytesRead = 0;

while ((bytesRead = stream Read(buffer, 0, buffer.
Length)) > 0)

/'l Process the read data (detailed code is not
listed here).

}

}
Consol e. WiteLine("Get object: {0} succeeded",
obj ect Nan®e) ;

catch (OssException ex)

Console. WiteLine("Failed with error code: {0}; Error
info: {1}. \nRequestID:.{2}\tHostID: {3}",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld
)

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.
Message) ;

}

private static void streanProgressCal |l back(object sender,
St r eamlr ansf er Progr essArgs args)

{
System Consol e. WiteLi ne("ProgressCal | back - Progress: {0
1% Total Bytes: {1}, TransferredBytes:{2} ",

args. TransferredBytes * 100 / args. Total Bytes, args.
Tot al Byt es, args. TransferredBytes);

}

5.8 Manage objects



5.8.1 Overview
This topic is the overview of object management in OSS .NET SDK.

You can perform the following operations on objects in a bucket with APIs:

» Determine whether an object exists
* Manage ACL for an object

* Manage Object Meta

» List objects

* Delete an object

» Copy an object

* Restore an archive object

* Manage a symbolic link

5.8.2 Determine whether a specified object exists

Run the following code to determine whether a specified object exists:

usi ng Aliyun. GSS;
usi ng Al'i yun. GSS. Conmon;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane "<your Bucket Name>";

var obj ect Nane "<your Obj ect Narme>";

/1l Create an OSSClient instance.
var client = new GssC i ent (endpoi nt, accessKeyld, accessKeySecret);
try

/1l Determ ne whether a specified object exists.
var exist = client.DoesObject Exi st (bucket Nane, obj ect Nane) ;
Consol e. WiteLine("Cbject exist ? " + exist);
}
catch (OssException ex)
Console. WiteLine("Failed with error code: {0}; Error info: {1}.
nRequest | D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);
catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);

5.8.3 Manage ACL for an object

The following table describes the permissions included in the Access Control List (ACL) for an

object.



Permission Description Value

default The ACL of an object is the CannedAccessControlList.
same with that of its bucket. Default
Private Only the object owner and CannedAccessControlList.

authorized users can read and | Private
write the object.

Public read Only the object owner and CannedAccessControlList.
authorized users can read PublicRead

and write the object. Other
users can only read the object
. Authorize this permission with

caution.
Public read-write All users can read and write CannedAccessControlList.
the object. Authorize this PublicReadWrite

permission with caution.

The ACL of objects take precedence over that of buckets. For example, if the ACL of a bucket is
private, while the object ACL is public read-write, all users can read and write the object. If an

object is not configured with an ACL, its ACL is the same as that of its bucket by default.

For the complete code of configuring an ACL for an object, see GitHub. For the complete code of

obtaining the ACL for an object, see GitHub.
You can run the following code to configure an ACL for an object and obtain the ACL for an object:

usi ng Aliyun. GSS;
usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nanme = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

/1l Create an OSSC ient instance.
var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
/1l Configure an ACL for an object.

try

/] Use Set ObjectAcl to configure an ACL for an object.

client. Set Obj ect Acl (bucket Nanme, obj ect Name, CannedAccessControl L
i st. PublicRead);

Consol e. WiteLine("Set Object: {0} ACL succeeded ", objectNane);

catch (Exception ex)

Consol e. WiteLine("Set Object ACL failed with error info: {0}", ex
. Message) ;
}
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/]l Obtain the ACL for an object.
try

/'l Use GetbjectAcl to obtain the ACL for an object.

var result = client. Get (bj ect Acl (bucket Nane, obj ect Nane);

Consol e. WiteLine("Get Object ACL succeeded, Id: {0} ACL: {1}",
result.Omer.ld, result.ACL. ToString());

}
catch (OssException ex)

Console. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest I D: {2}\tHostID: {3}",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);

}

For details about object ACL, see Access control.

5.8.4 Manage Object Meta

Object Meta includes HTTP headers and user-defined Object Meta. For more information, see

Object Meta in OSS Developer Guide.

For the complete code of configuring Object Meta, see GitHub. For the complete code of

modifying Object Meta, see GitHub.

Run the following code to configure, modify, and obtain Object Meta:

usi ng Aliyun. CSS;

usi ng Ali yun. GSS. Conmon;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var | ocal Fil enanme = "<yourLocal Fi | enane>";

/1l Create an OSSClient instance.

var client = new GssC i ent (endpoi nt, accessKeyld, accessKeySecret);

try
{
using (var fs = File.Open(l ocal Fil enane, Fil eMde. Open))
/!l Create Object Meta. You can configure HTTP headers with
Obj ect Met a.
var netadata = new Obj ect Met adat a()
{
/'l Specify the object type.
Content Type = "text/htm ",
/1 Configure the expiration time (GMI is used).
Expi rati onTi ne = Dat eTi ne. Par se("2025- 10- 12T00: 00: 00. 000Z
|I),

1

/1l Configure the | ength of the object you want to upl oad.
If the object length is greater than the configured | ength, only
the configured I ength of the object is uploaded. If the configured
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length is greater than the actual object |length, the entire object is
upl oaded.

met adat a. Cont ent Length = fs. Lengt h;

/1 Configure the cache action of a webpage when an object is
downl oaded.

net adat a. CacheControl = "No- Cache";

/1 Set the value of nmetadata mykeyl to myval 1.

met adat a. User Met adat a. Add( " nykeyl", "nyval 1");

/1l Set the value of netadata nykey2 to myval 2.

net adat a. User Met adat a. Add( " nykey2", "nmyval 2");

var saveAsFilename = "Filetest123.txt";

var contentDi sposition = string. Format("attachnent;fil enanme*=
utf-8"'{0}", HtpUtils.EncodeUri (saveAsFil enanme, "utf-8"));

/1 Provide a default file name when saving the requested
content as a file.

met adat a. Cont ent Di sposition = content D sposition;

/1 Upload a file and configure the Cbject Meta.

client. Put Obj ect (bucket Name, obj ect Nane, fs, netadata);

Consol e. WiteLi ne("Put object succeeded");

/] Cbtain Cbj ect Meta.

var ol dMeta = client. Get Obj ect Met adat a( bucket Name, obj ect Nane

)
/1l Configure new Chject Meta.
var newMeta = new Cbj ect Met adat a()
{
Cont ent Type = "application/octet-streant,
Expi rati onTi ne = Dat eTi ne. Parse("2035-11-11T00: 00: 00. 000Z
II)’
[l Specify the encoding format of a downl oad obj ect.
Cont ent Encodi ng = nul I,
CacheControl = ""
3

/1 Add custom Cbj ect Meta.

newet a. User Met adat a. Add( " aut hor", "oss");

newiet a. User Met adat a. Add("fl ag", "ny-flag");

newet a. User Met adat a. Add( " nykey2", "nyval 2-nodi fi ed-val ue");
/[l Use the MdifyQbjectMeta nethod to nodify Object Meta.
client. MdifyObject Met a(bucket Nanme, obj ect Name, newiet a) ;

}

catch (Exception ex)

Consol e. WiteLine("Put object failed, {0}", ex.Message);

Note:

* For detailed information about HTTP header, see RFC2616.

» The size of Object Meta with custom HTTP headers is no larger than 8 KB.

5.8.5 List objects

For the complete code of listing objects, see GitHub.

Objects are listed alphabetically. You can use ListObjects to list objects in a bucket. The following

table describes the parameters of ListObjects


https://tools.ietf.org/html/rfc2616
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/ListObjectsSample.cs

Parameter Description

Delimiter Specifies a delimiter of a forward slash (/) used

to group object names. CommonPrefixes
is a set of objects which are ended with the
delimiter and have the same prefix.

Marker Specifies the initial object in the list.

MaxKeys Specifies the maximum number of objects that

can be listed. The default value of MaxKeys is
100. The maximum value of MaxKeys is 1,000.

Prefix

Specifies the prefix you configure to list
required objects.

Simple list

For the complete code of simple list, see GitHub.

Run the following code to list objects in a specified bucket.

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var

bucket Nane = "<your Bucket Nane>";

// Create an OSSClient instance.

var

try

client = new GssCl i ent(endpoint, accessKeyld, accessKeySecret);

var |istQbjectsRequest = new Li st Obj ect sRequest (bucket Nane) ;
// Sinmply list the objects in a specified bucket. 100 records are

returned by default.

var result = client.ListObjects(listObjectsRequest);

Consol e. WiteLine("List objects succeeded");

foreach (var sunmary in result. Cbject Sunmari es)

Consol e. WiteLine("File name:{0}", sunmary. Key);

}

catch (Exception ex)

}

Consol e. WiteLine("List objects failed. {0}", ex.Message);

List a specified number of objects

Use the following code to list a specified number of objects:

usi ng Ali yun. CSS;

var
var
var
var

endpoi nt = "<your Endpoi nt >";

accessKeyld = "<your AccessKeyl d>";
accessKeySecret = "<your AccessKeySecr et >";
bucket Nane = "<your Bucket Nane>";
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/1l Create an OSSClient instance

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try

{

var |istObjectsRequest = new Li st Cbj ect sRequest (bucket Nane)

/1 A maxi mum of 200 records can be returned.
MaxKeys = 200,
1
var result = client.ListObjects(listObjectsRequest);
Consol e. WiteLine("List objects succeeded");
foreach (var sunmary in result. Cbject Sunmari es)

Consol e. Wit eLi ne(summary. Key) ;

}

catch (Exception ex)

Consol e. WiteLine("List objects failed, {0}", ex.Message);
}

List objects by a specified prefix
Use the following code to list objects with a specified prefix:

usi ng Ali yun. CSS;
usi ng Ali yun. GSS. Conmon;
var endpoi nt = "<your Endpoi nt >";
var accessKeyld = "<your AccessKeyl d>";
var accessKeySecret = "<your AccessKeySecret>";
var bucket Nanme = "<your Bucket Nane>";
var prefix = "<yourQbj ect Prefix>";
/'l Create an OSSCient instance
var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try
{ . .
var keys = new List<string>();
bj ectListing result = null
string nextMarker = string. Enpty;
do
{

var |istObjectsRequest = new Li st Obj ect sRequest (bucket Nane)
{
Mar ker = next Marker,
MaxKeys = 100,
Prefix = prefix,
)5
result = client.ListObjects(listCbjectsRequest);
foreach (var sunmary in result.Object Sunmari es)

Consol e. Wit eLi ne(summary. Key) ;
keys. Add( sunmary. Key) ;

next Mar ker = result. Next Mar ker;
} while (result.lsTruncated);
Consol e. WiteLine("List objects of bucket:{0} succeeded ",
bucket Nane) ;

}
catch (OssException ex)
{



Console. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest | D: {2}\tHost I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);

}

List objects by marker

The marker parameter indicates the name of an object from which the listing begins. Run the

following code to specify an object (specified with marker) after which the listing begins:

usi ng Aliyun. CSS;
usi ng Ali yun. GSS. Conmon;
var endpoi nt = "<your Endpoi nt >";
var accessKeyld = "<your AccessKeyl d>";
var accessKeySecret = "<your AccessKeySecret>";
var bucket Nanme = "<your Bucket Nane>";
var marker = "<your Cbj ect Marker>";
/'l Create an OSSCient instance.
var client = new GssCient(endpoint, accessKeyld, accessKeySecret);
try
{
var keys = new List<string>();
Cbj ectListing result = null;
string next Marker = marker;
do
{
var |istObjectsRequest = new Li st Obj ect sRequest (bucket Nane)
/1l To increase the nunber of returned objects, you can nodify
the MaxKeys paraneter or use the Marker paranmeter for multiple reads.

Mar ker = next Mar ker,
MaxKeys = 100,

result = client.ListObjects(listCbjectsRequest);
foreach (var sunmary in result. Cbject Summari es)

Consol e. Wi teLi ne(sumrary. Key) ;
keys. Add( sunmary. Key) ;

next Marker = result. Next Mar ker ;
[/ 1f the value of IsTruncated is true, the next read starts from
Next Mar ker .
} while (result.lsTruncated);
Consol e. WiteLine("List objects of bucket:{0} succeeded ",
bucket Nane) ;

catch (OssException ex)
Console. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest | D: {2}\tHost I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);
catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);



List objects in an asynchronous mode
For the complete code of listing objects in an asynchronous mode, see GitHub.

Run the following code to list objects in an asynchronous mode:

usi ng System

usi ng System | O

usi ng System Threadi ng;
usi ng Aliyun. GSS;
nanespace AsynclLi st Obj ects

{
cl ass Program
{
static string endpoi nt = "<your Endpoi nt >";
static string accessKeyld = "<your AccessKeyl d>";
static string accessKeySecret = "<your AccessKeySecret>";
static string bucket Nane = "<yourBucket Name>";
static Aut oReset Event _event = new Aut oReset Event (f al se);
/'l Create an OSSClient instance
static GssCient client = new GssC i ent(endpoint, accessKeyld
, accessKeySecret);
static void Main(string[] args)
{
Program AsynclLi st Obj ects();
Consol e. ReadKey();
}
public static void AsyncLi st Qbjects()
{
try
t o
var |istObjectsRequest = new Li st Obj ect sRequest (
bucket Nane) ;

client. BeginLi st Cbj ects(listCbjectsRequest, ListObject
Cal | back, null);
_event. Wi t One();

catch (Exception ex)

Consol e. WiteLine("Async |ist objects failed. {0}", ex
. Message) ;

/1 The ListObjectCallback nmethod is inplenented after an
asynchronous call. Simlar interfaces nust be used when an asynchrono
us interface is called to |list objects.

private static void ListCbjectCallback(lAsyncResult ar)

{

try
{

var result = client. EndLi st Qbjects(ar);
foreach (var sunmary in result.Cbject Sumrari es)

Consol e. WiteLine ("Object nanme: 0", sunmary. Key);

_event. Set ();
Consol e. WiteLine("Async |ist objects succeeded");

catch (Exception ex)
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Consol e. WiteLine("Async |ist objects failed. {0}", ex
. Message) ;

}

List all objects in a bucket
Run the following code to list all objects in a bucket:

usi ng Aliyun. CSS;

/1 Initialize Ossdient.

var client = new GssC ient(endpoint, accessKeyld, accessKeySecret);
/1 List all objects in the bucket.

public void ListObject(string bucket Nane)

{
try
{ o
bj ectListing result = null;
string nextMarker = string. Enpty;
do

/1l The nunber of objects listed in each page is specified
by the maxKeys paraneter. |f the object nunber is |arger than the
specified value, other files are listed in another page.

var |istObjectsRequest = new Li st Obj ect sRequest (bucket Nane

)
{
Mar ker = next Mar ker,
MaxKeys = 100
1
result = client.ListObjects(listObjectsRequest);
Consol e. WiteLine("File:");
foreach (var sunmary in result.Object Sunmmari es)
Consol e. Wi teLi ne("Name: {0}", sunmary. Key);
next Marker = result. Next Marker ;
} while (result.lsTruncated);
catch (Exception ex)
Consol e. WiteLine("List object failed. {0}", ex.Mssage);
}
}

5.8.6 Delete objects

This topic describes how to delete objects.

. Warning:

Delete objects with caution because deleted objects cannot be recovered.

For the complete code of deleting objects, see GitHub.
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Delete an object
Run the following code to delete a single object:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

/'l Create an OSSO ient instance.

var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

try

/1l Delete an object.
client. Del et elbj ect (bucket Nane, obj ect Nane) ;
Consol e. WiteLi ne("Del ete object succeeded");

catch (Exception ex)

Consol e. WiteLine("Del ete object failed. {0}", ex.Mssage);
}

Delete multiple objects

You can delete a maximum of 1,000 objects simultaneously. Objects can be deleted in two modes

: detail (verbose) and simple (quiet) modes.

» verbose: returns the list of objects that you have deleted successfully. The default mode is

verbose.

+ quiet: returns the list of objects that you failed to delete.
Run the following code to delete multiple objects simultaneously:

usi ng Aliyun. GSS;
var endpoi nt = "<your Endpoi nt >";
var accessKeyld = "<your AccessKeyl d>";
var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane = "<your Bucket Nane>";
/'l Create an OSSC ient instance.
var client = new GssC ient(endpoint, accessKeyld, accessKeySecret);
try
{ . .
var keys = new List<string>();
var listResult = client.ListObjects(bucketNane);
foreach (var summary in |istResult.ObjectSunmmari es)

keys. Add(summary. Key) ;

/1 If the quietMdde is true, the quiet node is used. |If the
qui et Mode is fal se, the verbose node is used. The default node is
ver bose.

var qui et Mode = fal se;

/1 The third paraneter of the Del et elbject sRequest specifies the
return node.

var request = new Del et e(bj ect sRequest (bucket Nanme, keys, qui et Mode
);



/1 Delete nultiple objects.
var result = client. Del et eCbj ects(request);
if ((! quietMde) && (result.Keys ! = null))

foreach (var obj in result.Keys)

Consol e. WiteLine("Del ete successfully : {0} ", obj.Key);
}

Consol e. WiteLine("Del ete objects succeeded");
catch (Exception ex)

Consol e. WiteLine("Del ete objects failed. {0}", ex.Message);

5.8.7 Copy objects

Copy a small-sized object

For the complete code of copying a small-sized object, see GitHub.
Note the following limits before copying a small-sized object:

* You must have the read and write permission on the source object.

* You cannot copy an object from a region to another region. For example, you cannot copy an

object from a bucket in Hangzhou region to a bucket in Qingdao region.

* The object size is limited to a maximum of 1 GB.

Run the following code to copy a small-sized object:

usi ng Aliyun. CSS;

usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var sourceBucket " <your Sour ceBucket Nane>" ;
var sourceObj ect " <your Sour ceCbj ect Nane>" ;
var target Bucket "<your Dest Bucket Name>";

var target Qbj ect "<your Dest Cbj ect Nanme>";

/'l Create an OSSO ient instance.

var client = new GssCient(endpoint, accessKeyld, accessKeySecret);
try

{

var metadata = new Obj ect Met adat a() ;

nmet adat a. AddHeader (" k1", "mv1");

met adat a. AddHeader (" nk2", "m/2");

var req = new Copy(Cbhj ect Request (sour ceBucket, sourceObj ect,
t arget Bucket, targetoject)

/1 If the value of NewObjectMetadata is null, the COPY node is
used (the netadata of the source object is copied). If the val ue of
NewOhj ect Met adata is not null, the REPLACE node is used (the netadata
of the source object is replaced).
NewOhj ect Met adat a = net adat a
1

/| Copy an object.


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/CopyObjectSample.cs

client. CopyQhj ect(req);
Consol e. Wit eLi ne(" Copy obj ect succeeded");

catch (OssException ex)

Console. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest I D: {2} \tHostID: {3}",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

}

Copy a large-sized object
For the complete code of copying large-sized objects, see GitHub.
* UploadPartCopy
To copy an object larger than 1 GB, you need to use UploadPartCopy.

1. Use InitiateMultipartUploadRequest to initiate an UploadPartCopy event.
2. Use the UploadPartCopy method to perfome a multipart copy.

3. Use the CompleteMultipartUpload method to complete the object copy.

Run the following code for UploadPartCopy task:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var sour ceBucket " <your Sour ceBucket Nane>" ;
var sourceObj ect " <your Sour ceCbj ect Nane>";
var targetBucket "<your Dest Bucket Nanme>";

var target Obj ect "<your Dest Cbj ect Name>";

var uploadld = "";

var partSize = 50 * 1024 * 1024;

/'l Create an OSSClient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);

try

/1 Initiate a copy task. You can use the InitiateMiltipart Upl
oadRequest nethod to specify the netadata i nformation about the
target object.

var request = new InitiateMiltipartUpl oadRequest (target Bucket,
target oj ect) ;

var result = client.InitiateMiltipartUpload(request);

/1 Print the upl oadld.

upl oadld = result. Upl oadl d;

Consol e. WiteLine("Init multipart upload succeeded, Upl oad Id:

{0}", result. Upl oadld);

/1 Cal cul ate the nunber of parts.

var netadata = client. Get Cbj ect Met adat a( sour ceBucket, sourceChje
ct);

var fileSize met adat a. Cont ent Lengt h;
var partCount = (int)fileSize / partSize;
if (fileSize %partSize ! = 0)


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/MultipartUploadSample.cs

part Count ++;

}
/1 Start the Upl oadPart Copy task.
var partETags = new Li st<PartETag>();
for (var i = 0; i < partCount; i++)
{
var skipBytes = (long)partSize * i;
var size = (partSize < fileSize - skipBytes) ? partSize : (
fileSize - skipBytes);
/'l Create Upl oadPart CopyRequest. You can specify conditions
wi t h Upl oadPart CopyRequest .
var upl oadPart CopyRequest = new Upl oadPart CopyRequest (
t arget Bucket, targetoject, sourceBucket, sourcebject, uploadld)

Part Si ze = si ze,

Part Nunber =i + 1,

/1 Beginindex is used to |locate the |ocation that
the last Upl oadPart Copy starts.

Begi nl ndex = ski pByt es

IE
/1 Call the upl oadPart Copy nmethod to copy each part.
var upl oadPart CopyResult = client. Upl oadPart Copy(upl oadPart
CopyRequest) ;
Consol e. Wit eLi ne("Upl oadPart Copy : {0}", i);
part ETags. Add( upl oadPart CopyResul t. Part ETag) ;

}

/'l Conpl ete the Upl oadPart Copy t ask.

var conpl eteMul ti part Upl oadRequest =

new Conpl et eMul ti part Upl oadRequest (t ar get Bucket, target Qbject,
upl oadl d) ;

/'l The partETags refers to the |ist of partETags saved during
the multipart upload. After OSS receives the part list submitted
by the user, it verifies the validity of each data part one by one

After the verification is passed, OSS conbine these parts into a
conpl et e obj ect.

foreach (var partETag i n partETags)

{

}

var conpl eteMul tipart Upl oadResult = client. Conpl eteMil ti part Upl
oad( conpl et eMul ti part Upl oadRequest) ;

Consol e. Wit eLi ne(" Conpl eteMul ti part Upl oad succeeded");

conpl et eMul ti part Upl oadRequest . Part ETags. Add( part ETag) ;

}
catch (OssException ex)
Console. WiteLine("Failed with error code: {0}; Error info: {1}.
\nRequestID: {2} \tHostID: {3}",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);
catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

}

Resumable copy

If the copy is interrupted, you can use resumable copy to continue the copy. For the complete

code of resumable copy, see GitHub.


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/ResumableSample.cs

Run the following code for resumable copy:

usi ng Aliyun. GSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var sour ceBucket " <your Sour ceBucket Nane>" ;
var sourceCbj ect " <your Sour ce(hj ect Name>";
var target Bucket "<your Dest Bucket Nanme>";

var target Qbject "<your Dest Obj ect Nanme>";

var checkpointDir = @ <your Checkpoi nt Di r>";

/1l Create an OSSClient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);

try

{
var request = new Copybj ect Request (sourceBucket, sourceject,
t arget Bucket, targetoject);

/'l The checkpointDir directory stores the internediate state
information of a resumabl e upload. The information will be used when
a failed upload task is resumed. // |If the checkpointDir directory
is null, resumable copy will not take effect, and the object that

previously failed to be copied will be copied all over again.
client. Resumabl eCopyOhj ect (request, checkpointDir);
Consol e. Wi teLi ne("Resumabl e copy new obj ect: {0} succeeded",
request . Desti nati onKey) ;

catch (Exception ex)

Consol e. Wit eLi ne("Resunabl e copy new object failed, {0}", ex.
Message) ;

5.8.8 Restore an archive object

For the complete code of restoring an archive object, see GitHub.

You must restore an archive object before you read it. Do not call restoreObject for non-archive

objects.
The state conversion process of an archive object is as follows:

» An archive object is in the frozen state.

+ After you submit it for restoration, the server restores the object. The object is in the restoring
state.

* You can read the object after it is restored. The restored state of the object lasts one day by
default. You can prolong this period to a maximum of seven days. Once this period expires, the

object returns to the frozen state.

Run the following code to restore an object:

usi ng Aliyun. CSS;
usi ng Aliyun. CSS. Mobdel ;
var endpoi nt = "<your Endpoi nt >";


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/RestoreArchiveObjectSample.cs

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var objectContent = "Mdre than just cloud.";

i nt maxWi t Ti nel nSeconds = 600;

/'l Create an OSSCient instance

var client = new GssC ient(endpoint, accessKeyld, accessKeySecret);

try

/'l Create a bucket of the archive storage class..
var bucket = client. CreateBucket (bucket Name, Storaged ass. Archive

iE
Consol e. WiteLine("Create Archive bucket succeeded, {0} ", bucket.
Nane) ;

catch (Exception ex)

Consol e. WiteLine("Create Archive bucket failed, {0}", ex.Message
)

}

/1 Upload a file.

try

{
byte[] binaryData = Encodi ng. ASCI | . Get Byt es( obj ect Cont ent) ;
MenorySt ream request Cont ent = new MenoryStrean( bi naryDat a) ;
client. Put Obj ect (bucket Nanme, obj ect Name, request Content);
Consol e. Wi teLi ne("Put object succeeded, {0}", objectNane);

catch (Exception ex)
Consol e. WiteLine("Put object failed, {0}", ex.Message);

var netadata = client. Get Cbj ect Met adat a( bucket Nanme, obj ect Nane) ;
string storaged ass = netadat a. Ht t pMet adat a[ " x- 0ss- st or age- cl ass"] as
string;

if (storageC ass ! = "Archive")

Consol e. WiteLine("StorageC ass is {0}", storaged ass);
return;

/'l Restore the object.

Rest oreObj ect Result result = client. RestoreCbject(bucket Nane,

obj ect Nan®e) ;

Consol e. WiteLi ne("Restore(bject result HttpStatusCode : {0}", result.
Ht t pSt at usCode) ;

if (result.HtpStatusCode ! = HttpStatusCode. Accept ed)
t hrow new GssException(result.Requestld + ", " + result.HttpStatus
Code + (1] ,n);

}
whi |l e (maxWai t Ti nel nSeconds > 0)
{
var meta = client. CGet Cbj ect Met adat a( bucket Nanme, obj ect Nane) ;
string restoreStatus = neta. Htt pMet adat a[ " x- oss-restore"] as
string;

if (restoreStatus ! = null && restoreStatus. StartsWth("ongoi ng-
request=\"false\"", StringConparison.|nvariantCul turel gnoreCase))
br eak;

}
Thread. Sl eep(1000) ;



maxWai t Ti nel nSeconds- - ;
}
i f (maxWait Ti nel nSeconds == 0)

Consol e. WiteLi ne("RestoreChject is timeout. ");
t hrow new Ti neout Exception();

}

el se

Consol e. Wi teLi ne("Restore(bject is successful. ");

}

For more information about the archive storage classes, see Introduction to storage classes. For

detailed information about related status code, see RestoreObject.

5.8.9 Manage a symbolic link

A symbolic link is a special object that maps to an object similar to a shortcut used in Windows
. You can configure user-defined Object Meta for symbolic links. To obtain a symbolic link, you

must have the read permission on it.
Run the following code to create and obtain a symbolic link:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nanme = "<your Bucket Nane>";

var target Gbj ect Name = "<your Tar get Gbj ect Name>";
var syml i nkQbj ect Nane = "<your Synl i nkCbj ect Nane>"
var objectContent = "Mdre than just cloud." ;

/'l Create an OSSClient instance.

var client = new GssC i ent (endpoi nt, accessKeyld, accessKeySecret);
try

{

/'l Upload the target file.
byte[] binaryData = Encodi ng. ASCI | . Get Byt es( obj ect Content) ;
Menor ySt ream request Cont ent = new MenoryStrean( bi naryDat a) ;
client. Put Obj ect (bucket Nanme, target Qbj ect Nane, requestContent);
/'l Create a synbolic link.
client. CreateSyniink(bucket Nane, sym i nkQbj ect Nane, target Qhje
ct Nane) ;
/1 Obtain a synbolic I|ink.
var ossSymink = client.GetSym ink(bucket Nane, sym i nkCObj ect Name) ;
Consol e. WiteLine("Target object is {0}", ossSymink. Target);

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

}

For more information about creating symbolic links, see PutSymlink.

For more information about obtaining symbolic links, see GetSymlink.



5.9 Authorized access

Use STS for temporary access authorization

OSS supports Alibaba Cloud Security Token Service (STS) for temporary access authorization.

STS is a web service that provides a temporary access token to a cloud computing user. Through
the STS, you can assign a third-party application or a RAM user (you can manage the user ID) an
access credential with a custom validity period and permissions. For more information about STS,

see STS introduction.
STS advantages:

* Your long-term key (AccessKey) is not exposed to a third-party application. You only need to
generate an access token and send the access token to the third-party application. You can

customize access permissions and the validity of this token.

* You do not need to keep track of permission revocation issues. The access token automatically

becomes invalid when it expires.

For more information about the process of access to OSS with STS, see RAM and STS scenario

practices in OSS Developer Guide.
Run the following code to create a signature request with STS:

usi ng Aliyun. CSS;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var securityToken = "<your SecurityToken>";

[/l After a user obtains a tenporary STS credential, the CSSClient is
generated with the security token and tenporary access key (AccessKeyl
D and AccessKeySecret).

/'l Create an OSSC ient instance.

var ossStsClient = new Ossd i ent (endpoi nt, accessKeyld, accessKeyS
ecret, securityToken);

/1l Perform operations on OSS.

Sign a URL to authorize temporary access

You can provide a signed URL to a visitor for temporary access. When you sign a URL, you can

specify the expiration time for a URL to restrict the period of access from visitors.
For the complete code of signing a URL to authorize temporary access, see GitHub.
+ Use a signed URL to upload a file

Run the following code to upload a file with a signed URL.:

usi ng Aliyun. CSS;
usi ng Ali yun. GSS. Conmon;
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var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

var obj ect Name = "<your Obj ect Name>";

var objectContent = "Mdre than just cloud." ;

/'l Create an OSSO ient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);

try

/'l Generate a signed URL for upl oad.

var gener at ePresi gnedUri Request = new Gener at ePresi gnedUri
Request (bucket Nane, obj ect Nane, SignHttpMethod. Put)

{

Expi ration = DateTi me. Now. AddHour s( 1),
)i 5
var signedUrl = client. CeneratePresignedUr i (generatePresignedUri
Request) ;
/1 Upload a file with the signed URL.
var buffer = Encodi ng. UTF8. GCet Byt es(obj ect Content);
using (var ns = new MenoryStrean(buffer))

client. Put Object(signedUl, ns);

}
Consol e. WiteLi ne("Put object by signatrue succeeded. {0} ",
signedUr |l . ToString());

catch (OssException ex)
Console. WiteLine("Failed with error code: {0}; Error info: {1}.
\ nRequest | D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);
catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

}

+ Use a signed URL to download an object

Run the following code to download an object with a signed URL:

usi ng Aliyun. GSS;
usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nanme = "<your Bucket Nane>";

var obj ect Nane = "<your Cbj ect Nane>";

var downl oadFi | ename = "<your Downl oadFi | ename>";

/'l Create an OSSO ient instance.
var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try

{
var nmetadata = client. Get Cbj ect Met adat a( bucket Name, obj ect Nane) ;

var etag = netadat a. ETag;

/'l Generate a signed URL for downl oad.

var req = new Cener at ePresi gnedUri Request (bucket Nane, obj ect Name
, SignHttpMet hod. Get);

var uri = client.GeneratePresignedUi (req);

/1 Downl oad an object with the signed URL.



OssObj ect ossOhject = client. Getoject(uri);
using (var file = File.Open(downl oadFi | enanme, Fil eMbde.
OpenOr Creat e))
{
usi ng (Stream stream = ossChj ect. Cont ent)

int length = 4 * 1024,

var buf = new byte[l ength];

do

| ength = stream Read(buf, 0, |ength);

file.Wite(buf, 0, length);
} while (length ! = 0);

Consol e. WiteLi ne("Get object by signatrue succeeded. {0} ", uri
.ToString());
catch (OssException ex)
Console. WiteLine("Failed with error code: {0}; Error info: {1}.
\ nRequest I D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

5.10 Manage lifecycle rules

You can use OSS to configure lifecycle rules to reduce storage costs. The lifecycle management
rules can be used for automatic deletion of expired objects and fragments, or storage class

conversion to Infrequent Access for objects that will expire soon. Each rule includes:

* Rule ID: It identifies a rule. Ensure that each rule ID in a bucket is unique.
» Policy: You can configure a policy by using the following configuration methods. Only one

method can be configured for a bucket.

= Configure by Prefix: You can create multiple rules with this method. Ensure that each prefix
is unique.
= Configure for Entire Bucket: You can configure only one rule with this method.

» Expired: You can configure the following configuration methods:

= Set by Number of Days: It specifies the number of days from the last modification time of
objects.

— Set by Date: It specifies the date prior to which objects are created. If objects are created
prior to the date, these objects are deleted.

« Status: This lifecyle rule takes effect or not.



The parts uploaded by uploadPart method also support lifecycle rules. The last modification time

of an object is the time the multipart upload event is initiated.
For more information about lifecycle management, see Manage object lifecycle.
For the complete code of lifecycle management, see GitHub.
Configure lifecycle rules
Run the following code to configure lifecycle rules:

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

/'l Create an OSSClient instance.

var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

try

{
var set Bucket Li fecycl eRequest = new Set Bucket Li f ecycl eRequest (
bucket Nane) ;
/l Create the first lifecycle rule that is valid within 3 days.
Li fecycleRule Icrl = new Lifecycl eRul e()

{
ID = "del ete obsoleted fil es",
Prefix = "obsol eted/",
St at us = Rul eSt at us. Enabl ed,
Expri ati onDays = 3

I

/'l Create the second |ifecycle rule.
Li fecycleRule I cr2 = new Lifecycl eRul e()
{
ID = "delete tenporary files",
Prefix = "tenporary/",
St at us = Rul eSt at us. Enabl ed,
Expri ati onDays = 20

1

set Bucket Li f ecycl eRequest . AddLi f ecycl eRul e(l crl);

set Bucket Li f ecycl eRequest . AddLi f ecycl eRul e(l cr2);

/1l Configure the lifecycle.

client. SetBucket Li fecycl e(set Bucket Li f ecycl eRequest);

Consol e. WiteLine("Set bucket:{0} Lifecycle succeeded "
bucket Nane) ;

}
catch (OssException ex)
Console. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest I D: {2}\t Host I D: { 3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);
catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);


https://github.com/aliyun/aliyun-oss-go-sdk/blob/master/sample/bucket_lifecycle.go

}
View lifecycle rules
For the complete code of viewing lifecycle rules, see GitHub.
Run the following code to view lifecycle rules:

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nanme = "<your Bucket Nane>";

/'l Create an OSSC ient instance.

var client = new GssC ient(endpoint, accessKeyld, accessKeySecret);

try
{ |
/1l Viewthe |ifecycle rules.
var rules = client. GetBucket Lifecycl e( bucket Nane) ;
Consol e. WiteLine("Get bucket: {0} Lifecycle succeeded ",
bucket Nane) ;
foreach (var rule in rules)
{
Consol e. WiteLine("ID: {0}", rule.lD);
Consol e. WiteLine("Prefix: {0}", rule.Prefix);
Consol e. WiteLine("Status: {0}", rule.Status);
if (rule.ExpriationbDays. HasVal ue)
Consol e. WiteLine("ExpirationbDays: {0}", rule.Expriation
Days) ;

}
catch (OssException ex)

Console. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest I D: {2}\t Host I D: { 3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);

}

Clear lifecycle rules

Run the following code to clear lifecycle rules:

usi ng Aliyun. GSS;
usi ng Ali yun. GSS. Common;
var endpoi nt = "<your Endpoi nt >";
var accessKeyld = "<your AccessKeyl d>";
var accessKeySecret = "<your AccessKeySecret>";
var bucket Nanme = "<your Bucket Nane>";
/1l Create an OSSC ient instance.
var client = new GssCient(endpoint, accessKeyld, accessKeySecret);
try
{ .
/Il Cear the lifecycle rules
client. Del et eBucket Li f ecycl e(bucket Nane) ;


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/GetBucketLifecycleSample.cs

Consol e. Wi teLine("Del ete bucket: {0} Lifecycle succeeded ",
bucket Nane) ;

catch (OssException ex)

Console. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest I D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

5.11 Set logging

You can enable access logs to record bucket access to log files, which are stored in a specified

bucket.
The log file format is as follows:
<Tar get Pr ef i x><Sour ceBucket >- YYYY- nm DD- HH- MM SS- Uni queSt ri ng

For more information about access log files, see Set access logging. For the complete code of

access logging, see GitHub.
Enable access logging

Run the following code to enable bucket access logging:

usi ng Aliyun. CSS;

usi ng Ali yun. GSS. Conmon;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nanme = "<your Bucket Nane>";

var targetBucket Name = "<your Tar get Bucket Name>";

/'l Create an OSSClient instance.

var client = new GssCient(endpoint, accessKeyld, accessKeySecret);

try

/| The target Bucket Nane paraneter is the nane of the bucket that

| ogs are stored. The | oggi ng- option indicates the prefix of log files
The bucket Nane and target Bucket Name can be the sanme bucket.

var request = new Set Bucket Loggi ngRequest (bucket Nane, target Buck
et Nane, "l ogging-");

/1l Enabl e access | oggi ng.

client. Set Bucket Loggi ng(request);

Consol e. WiteLine("Set bucket: {0} Loggi ng succeeded ", bucket Name

%;
catch (OssException ex)

Console. WiteLine("Failed with error info: {0}; Error info: {1}. \
nRequest | D: {2}\tHost I D: {3} ",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);
}


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetBucketLoggingSample.cs

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

}

View access logging configurations
For the complete code of viewing access logging configurations, see GitHub.

Run the following code to view the access logging configurations for a bucket:

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nanme = "<your Bucket Nane>";

/]l Create an OSSO ient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);

try

/'l View bucket access |ogging configurations.

var result = client. GetBucket Loggi ng(bucket Nane) ;

Consol e. WiteLi ne("Get bucket:{0} Loggi ng succeeded, prefix:{1}",
bucket Nanme, result. TargetPrefix);

}
catch (OssException ex)

Console. WiteLine("Failed with error info: {0}; Error info: {1}. \
nRequest I D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);

}

Disable access logging
For the complete code of disabling access logging, see GitHub.

Run the following code to disable access logging for a bucket:

usi ng Ali yun. CSS;

usi ng Ali yun. GSS. Conmon;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

/'l Create an OSSClient instance.

var client = new GssC i ent (endpoi nt, accessKeyld, accessKeySecret);

try
/'l Disable access |logging. Existing log files are not affected.
client. Del et eBucket Loggi ng( bucket Narne) ;
Consol e. Wi teLi ne("Del ete bucket: {0} Loggi ng succeeded ",
bucket Nane) ;

}
catch (OssException ex)


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/GetBucketLoggingSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/DeleteBucketLoggingSample.cs

Console. WiteLine("Failed with error info: {0}; Error info: {1}. \
nRequest | D: {2}\tHost I D: {3} ",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);

catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);

5.12 CORS

Cross-origin resource sharing (CORS) allows web applications to access resources that belong to

another region. OSS provides CORS APIs for convenient cross-origin access control.

For more information, see Cross-origin resource sharing and PutBucketcors in OSS Developer

Guide.
For the complete code of CORS, see GitHub.
Configure CORS rules
For complete code of configuring CORS rules, see GitHub.

Run the following code to configure CORS rules for a specified bucket:

usi ng Aliyun. CSS;

usi ng Ali yun. GSS. Conmon;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

/'l Creates an OSSClient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try

{

var request = new Set Bucket Cor sRequest (bucket Nane) ;

var rulel = new CORSRul e();

/1 Specify the allowed source of the cross-origin access request.

rulel. AddAl | owedOrigin("http://ww. a.cont');

/1l Specify the cross-region request nethods (GET, PUT, DELETE,
PCST, and HEAD) that are all owed.

rul el. AddAl | onedMet hod(" POST");

/1 Al owedHeaders and ExposeHeaders do not support wi |l dcards.

rul el. AddAl | owedHeader ("*");

/'l Specify the response header that allows user access from
appl i cati ons.

rul el. AddExposeHeader ("x-o0ss-test");

/1 A maxi mum of 10 rules is all owed.

request . AdCORSRul e(rul el) ;

var rul e2 = new CORSRul e();

/1 Al owedOrigins and Al |l owedMet hods al |l ow only one wildcard
asterisk (*). Wldcard asterisks (*) indicate that all sources of the
cross-origin requests and operations are all owed.

rul e2. AddAl | onedOrigin("http://ww.b. cont');

rul e2. AddAl | owedMet hod( " GET") ;


https://github.com/aliyun/aliyun-oss-go-sdk/blob/master/sample/bucket_cors.go
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetBucketCorsSample.cs

/1 Determ ne whether the header specified in the Access-Control -
Headers in the pre-flight (OPTIONS) requests is allowed.

rul e2. AddExposeHeader (" x-o0ss-test2");

/'l Specify the cache time (seconds) for the response of browser
pre-flight (OPTIONS) requests to a specific resource.

rul e2. MaxAgeSeconds = 100;

request . AAdCORSRul e(rul e2) ;

/1l Configure CORS rul es.

client. Set Bucket Cor s(request);

Consol e. Wi teLine("Set bucket:{0} Cors succeeded ", bucketNane);

}
catch (OssException ex)

Console. WiteLine("Failed with error info: {0}; Error info: {1}. \
nRequest | D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

}
Obtain CORS rules
For the complete code of obtaining CORS rules, see GitHub.

Run the following code to obtain CORS rules:

usi ng Ali yun. CSS;

usi ng Ali yun. GSS. Conmon;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nanme = "<your Bucket Nane>";

/1l Create an OSSClient instance.

var client = new GssC i ent (endpoi nt, accessKeyld, accessKeySecret);
try

{
[/ Obtain CORS rul es.

var result = client. Get Bucket Cors(bucket Nare) ;
Consol e. Wi teLine("Get bucket:{0} Cors succeeded ", bucket Nane);
foreach (var rule in result)
foreach (var origin in rule.AlowedOigins)
Consol e. WiteLine("Allowed origin:{0}", origin);
}
} .
catch (OssException ex)
Console. WiteLine("Failed with error info: {0}; Error info: {1}. \
nRequest | D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);
catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/GetBucketCorsSample.cs

}
Delete CORS rules
For the complete code of deleting CORS rules, see GitHub.
Run the following code to delete all CORS rules for a specified bucket:

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nanme = "<your Bucket Nane>";

/'l Create an OSSC ient instance.

var client = new GssC ient(endpoint, accessKeyld, accessKeySecret);

try

/1 Delete CORS rules.

client. Del et eBucket Cor s( bucket Nane) ;

Consol e. WiteLine("Del ete bucket: {0} Cors succeeded ", bucket Name
)

}
catch (OssException ex)

Console. WiteLine("Failed with error info: {0} ; Error info: {1}.
\nRequest I D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

5.13 Anti-leech

This topic describes how to use anti-leech.

To prevent your data on OSS from being leeched, OSS supports anti-leeching through the referer

field settings in the HTTP header, including the following parameters:

+ Referer whitelist: Used to allow access only for specified domains to OSS data.

+ Empty referer: Determines whether the referer can be empty. If it is not allowed, only requests

with the referer filed in their HTTP or HTTPS headers can access OSS data.
For more information about anti-leaching, see Anti-leeching settings.
For the complete code of configuring anti-leech, see GitHub.
Configure the referer whitelist
Run the following code to configure the referer whitelist:

usi ng Ali yun. CSS;


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/DeleteBucketCorsSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/SetBucketRefererSample.cs

usi ng Al'i yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Name = "<your Bucket Name>";

/'l Create an OSSClient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try

{

var refererList = new List<string>();

/'l Add the referer field. The referer field allows question marks
(?) and asterisks (*) for wldcard use.

refererList. Add(" http://ww. aliyun.conm);

refererList. Add(" http://ww. *.conl);

refererList. Add(" http://ww. ?.aliyuncs.com');

var srg = new Set Bucket Ref er er Request (bucket Nanme, refererlList);

/1 Configure the referer list for a bucket.

client. SetBucket Referer(srq);

Consol e. WiteLine("Set bucket: {0} Referer succeeded ", bucket Name

%;
catch (OssException ex)

Console. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest | D: {2}\tHost I D: {3} ",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

}
Obtain a referer whiltelist
For the complete code of obtaining a referer whitelist, see GitHub.

Run the following code to obtain a referer whiltelist:

usi ng Aliyun. CSS;

usi ng Al'i yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Name = "<your Bucket Name>";

/'l Create an OSSClient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);

try

// Obtain the referer list for a bucket.
var rc = client. CGetBucket Ref erer (bucket Nane) ;
Consol e. WiteLine("Get bucket: {0} Referer succeeded ", bucket Nanme

"))

Consol e. WiteLine("allow?" + (rc. All owEnptyReferer ? "yes" . "no
it (rc.RefererList.Referers ! = null)

for (var i = 0; i < rc.RefererlList.Referers.Length; i++)
Consol e. WiteLine(rc. RRefererList.Referers[i]);

}

el se

{


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/GetBucketRefererSample.cs

Consol e. WiteLine("Enpty Referer List");
}

catch (OssException ex)
Console. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest I D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);
catch (Exception ex)
Console. WiteLine("Failed with error info: {0}", ex.Message);

.
finally
{

}

client. Set Bucket Ref erer (new Set Bucket Ref er er Request (bucket Nane) ) ;

Clear a referer whitelist

Run the following code to clear a referer whitelist:

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Conmon;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

/1l Create an OSSClient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);

try

/'l You cannot clear a referer whitelist directly. To clear a
referer whitelist, you need to create the rule that all ows an enpty
referer field and replace the original rule with the new rule.

var srg = new Set Bucket Ref er er Request ( bucket Nane) ;

client. SetBucket Referer(srq);

Consol e. WiteLine("Set bucket:{0} Referer succeeded ", bucket Nanme

)
} _
catch (OssException ex)
Consol e. WiteLine("Failed with error code: {0}; Error info: {1}. \
nRequest | D: {2}\tHost I D: {3} ",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);
catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);



5.14 Image processing

Image Processing (IMG) is a massive, secure, cost-effective and highly reliable image processing
service. After source images are uploaded to OSS, you can process images on any Internet

device at any anytime, from anywhere through simple RESTful APlIs.
For more information about IMG, see Image Processing.

Basic features
OSS offers the following IMG features:

* Retrieve dominant image tones

* Format conversion

* Resize images

* Incircle

* Adaptive orientation

» Brightness

* Add watermarks: allows you to add images, texts, or image-text watermarks to another image.
» Image processing

* Image processing access rules: calls multiple IMG functions.
Usage
IMG uses standard HTTP GET. You can configure IMG parameters in QueryString of a URL.

If the ACL of an image object is private read and write, only authorized users are allowed for

access.
i Anonymous access

You can use the following format in level-3 domains to access a processed image:

htt p: // <your Bucket Nanme>. <your Endpoi nt >/ <your Cbj ect Name>?x- 0Ss-
process=i mage/ <your Acti on>, <your Par anval ue>

Parameter Description
bucket Specifies the name of a bucket.
endpoint Specifies endpoint used to access a region.

object Specifies the name of an image object.




Parameter Description

image Specifies the reserved identifier for IMG.

action Specifies the operations on an image, such
as scaling, cropping, and rotating.

param Specifies the parameter that indicates the
operation on an image.

— Basic operations
For example, scale an image to a width of 100 px. Adjust the height based on the ratio.

htt p://i mage- denp. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0ss-
process=i mage/ resi ze, w 100

— Customized image styles
You can use the following format in level-3 domains to access a processed image:

htt p: // <your Bucket Nane>. <your Endpoi nt >/ <your Cbj ect Nanme>?x- 0ss-
process=styl e/ <your St yl eNane>

m style: specifies a reserved identifier of a customized image style.

m yourStyleName: specifies the name of a custom image style. It is the name specified in

the rule that is created on the OSS console.
Example:

htt p://i mage- denp. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0Ss-
process=styl e/ oss- pi c-styl e-w 100

- Cascade operations

Cascade operations allow you to perform multiple operations on an image sequentially.

htt p: // <your Bucket Nanme>. <your Endpoi nt >/ <your Cbj ect Nane>?x- 0ss
- process=i mage/ <your Acti onl1>, <your Par anVal uel>/ <your Acti on2>, <
your Par anval ue2>/ . . .

Example:

htt p://i mage- deno. oss- cn- hangzhou. al i yuncs. com exanpl e. j pg?x- 0Ss-
process=i mage/resi ze, w_100/rot at e, 90

— HTTPS access



IMG supports access through HTTPS. Example:

htt ps://image-denp. 0ss- cn- hangzhou. al i yuncs. conl exanpl e. j pg?x- 0ss-
process=i mage/ resi ze, w_100

Authorized access

Authorized access allows you to customize an image style, HTTPS access, and cascade

operations.

Run the following code to generate a signed URL for IMG:

usi ng Aliyun. GSS;
usi ng Al'i yun. GSS. Conmon;
var endpoi nt = "<your Endpoi nt >";
var accessKeyld = "<your AccessKeyl d>";
var accessKeySecret = "<your AccessKeySecret>";
var bucket Nanme = "<your Bucket Nane>";
var obj ect Nane = "<your Cbj ect Nane>";
/'l Create an OSSO ient instance.
var client = new OssC ient(endpoint, accessKeyld, accessKeySecret);
try
{
var process = "image/resize, mfixed, w 100, h_100";
var req = new Cener at ePresi gnedUri Request (bucket Nane, obj ect Name
, SignHtt pMet hod. Get)

{
Expirati on = Dat eTi ne. Now. AddHour s( 1),
Process = process

I

/'l Cenerat a signed URI.

var uri = client.GeneratePresignedUi (req);

Consol e. WiteLine("Generate Presigned Ui:{0} with process: {1}
succeeded ", uri, process);

}
catch (OssException ex)
Console. WiteLine("Failed with error code: {0}; Error info: {1}.
\nRequest | D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);
catch (Exception ex)

Consol e. WiteLine("Failed with error info: {0}", ex.Message);

}
Access with SDK

You can use SDK to access and process an image object.
SDK allows you to customize image styles, HTTPS access, and cascade operations.
- Basic operations

Run the following code to perform basic operations on an image:

usi ng System



usi ng System | O

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Common;
using Aliyun.CSS. Uil ;
nanmespace | mageProcess

{

cl ass Program

{
static void Main(string[] args)

{

Progr am | magePr ocess() ;
Consol e. ReadKey() ;

public static void | nmageProcess()

{
var endpoi nt = "<your Endpoi nt >";
var accessKeyld = "<your AccessKeyl d>";
var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane = "<your Bucket Nane>";
var obj ect Nane = "<your Cbj ect Nanme>"
var | ocal | mageFi | enane = "<your Local | mageFi | enane>";
var downl oadDi r = "<your Downl oadDi r >";

/'l Create an OSSC ient instance
var client = new GssC ient(endpoi nt, accessKeyld,
accessKeySecret);

try

{

client. Put Obj ect (bucket Nanme, obj ect Nane,
| ocal I mageFi | enane) ;

/1 Scal e the imge

var process = "image/resize, mfixed,w 100, h_100";

var ossObject = client. CGet j ect (new CGet bj ect R
equest (bucket Nane, obj ect Nane, process));

WiteToFil e(downl oadDir + "/sanpl e-resize.jpg"
ossbj ect. Content) ;

/1 Crop the inmage.

process = "inmage/crop,w 100, h 100,x 100,y 100,r 1

osshj ect = client.GetObj ect(new Get Obj ect Request (
bucket Nane, obj ect Nane, process));

WiteToFil e(downl oadDir + "/sanple-crop.jpg"
ossObj ect. Content) ;

/1 Rotate the image

process = "inmmge/rotate, 90";

osshj ect = client. Get Qbj ect (new Get Obj ect Request (
bucket Nane, obj ect Nane, process));

WiteToFil e(downl oadDir + "/sanple-rotate.jpg",
ossbj ect. Content ) ;

/1 Sharpen the inmage.

process = "inmmge/ sharpen, 100";

ossObj ect = client. Get (bj ect (new Cet Obj ect Request (
bucket Nane, obj ect Nane, process));

WiteToFi | e(downl oadDir + "/sanpl e-shar pen. jpg"
ossObj ect . Cont ent) ;

/1 Add wat er mar ks.

process = "inmage/ wat er mark, t ext _SGVsbh@&g5Zu-
54mH5pyN5Yghl Q'

ossObj ect = client. Get Obj ect (new Get Ohj ect Request (
bucket Nane, obj ect Nane, process));

WiteToFil e(downl oadDir + "/sanpl e-waternmark.jpg
", ossbj ect. Content);

/1 Convert the image fornmat.



process = "inmage/formt, png";

ossObj ect = client. Get Obj ect (new Get Ohj ect Request (
bucket Nane, obj ect Nane, process));

WiteToFil e(downl oadDir + "/sanple-format.png",
osshj ect . Content ) ;

[/ Obtain imge informtion.

process = "inmage/info";

ossObj ect = client. Get (bj ect (new CGet Obj ect Request (
bucket Nane, obj ect Nane, process));

WiteToFil e(downl oadDir + "/sanple-info.txt",
ossObj ect. Content) ;

Consol e. WiteLine("Get Object: {0} with process: {1
} succeeded ", objectNane, process);

catch (OssException ex)

Console. WiteLine("Failed with error code: {0};
Error info: {1}. \nRequestID:{2}\tHostID: {3}",
ex. Error Code, ex. Message, ex.Requestld, ex.
Host I d) ;

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}",
ex. Message) ;

}

private static void WiteToFile(string filePath, Stream
stream

{

usi ng (var requestStream = strean

using (var fs = File.OQpen(filePath, FileMde.
OpenOr Create))

loUtils. WiteTo(stream fs);

}

— Customize an image style

Use the following code to customize an image style:

usi ng System

usi ng System | Q

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Common;
using Aliyun.CSS. Uil ;
nanespace | mageProcessCust om

{

cl ass Program

{
static void Main(string[] args)

{
Pr ogram | magePr ocessCust ontst yl e() ;

Consol e. ReadKey() ;

public static void | mageProcessCustonttyl e()



var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Name = "<your Bucket Nanme>";

var obj ect Nane = "<your Cbj ect Nane>";

var | ocal | mageFi | enane = "<yourLocal | mageFi | enane>";
var downl oadDi r = "<your Downl oadDi r >";

/1l Create an OSSClient instance.
var client = new GssClient(endpoint, accessKeyld,
accessKeySecret);

try

{

client. Put Obj ect (bucket Nanme, obj ect Name,
| ocal | mageFi | enane) ;

/1l Custom ze the inmage style: "style/<yourCustom
Styl eName>".

var process = "styl e/ oss-pic-style-w 100";

var ossObject = client. CGet bj ect (new CGet bj ectR
equest (bucket Nane, obj ect Nane, process));

WiteToFi | e(downl oadDir + "/sanpl e-style.jpg",
ossObj ect . Cont ent) ;

Consol e. WiteLine("Get Object: {0} with process: {1
} succeeded ", objectNane, process);

catch (OssException ex)

Consol e. WiteLine("Failed with error code: {0};
Error info: {1}. \nRequestID: {2}\tHostID:{3}",
ex. Error Code, ex. Message, ex.Requestld, ex.
Host I d) ;

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}",
ex. Message) ;

}

private static void WiteToFile(string filePath, Stream
stream
{

usi ng (var requestStream = stream

using (var fs = File.OQpen(filePath, FileMde.
OpenOr Creat e))

loUtils. WiteTo(stream fs);

}

— Cascade operations
Use the following code to perform cascade operations on an image:

usi ng System

usi ng System | Q

usi ng Aliyun. CSS;

usi ng Ali yun. GSS. Common;



using Aliyun.CSS. Uil ;
nanespace | nagePr ocessCascade

{

cl ass Program

{
static void Main(string[] args)

{

Pr ogram | magePr ocessCascade() ;
Consol e. ReadKey() ;

public static void | nmageProcessCascade()

{
var endpoi nt = "<your Endpoi nt >";
var accessKeyld = "<your AccessKeyl d>";
var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane = "<your Bucket Nane>";
var obj ect Nane = "<your Cbj ect Nane>";
var | ocal | mageFi | enane = "<your Local | mageFi | enane>";
var downl oadDi r = "<your Downl oadDi r >";

/1l Create an OSSClient instance.
var client = new GssC i ent (endpoi nt, accessKeyld,
accessKeySecret);

try

client. Put Obj ect (bucket Nanme, obj ect Nane,
| ocal | mageFi | enane) ;

/1 Perform cascade operations.

var process = "image/resize, mfixed,w 100, h 100/
rotate, 90";

var ossObject = client. CGet Obj ect (new CGet bj ectR
equest (bucket Nane, obj ect Nane, process));

WiteToFil e(downl oadDir + "/sanple-style.jpg”,
ossObj ect . Cont ent) ;

Consol e. WiteLine("Get Object: {0} with process: {1
} succeeded ", objectNane, process);

catch (OssException ex)

Consol e. WiteLine("Failed with error code: {0};
Error info: {1}. \nRequestID:{2}\tHostID:{3}",
ex. Error Code, ex. Message, ex.Requestld, ex.
Host I d) ;

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}",
ex. Message) ;

}

private static void WiteToFile(string filePath, Stream
st ream
{

usi ng (var requestStream = stream

using (var fs = File. Open(filePath, FileMde.
OpenOrCreate))

loUtils. WiteTo(stream fs);



IMG tools

You can use the IMG viewer ImageStyleViever to directly view the IMG result.

5.15 Static website hosting

You can set your bucket configuration to the static website hosting mode. After the configuration
takes effect, you can access this static website with the bucket domain and be redirected to a

specified index page or error page.
For more information about static website hosting, see Static website hosting.
Configure static website hosting

Run the following code to configure static website hosting:

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nanme = "<your Bucket Nane>";

/'l Create an OSSCient instance.

var client = new GssC ient(endpoint, accessKeyld, accessKeySecret);

try
{ . | . .

/1l Configure static website hosting.

var request = new Set Bucket Websi t eRequest (bucket Nane, "index. htni
", "error.htm");

client. Set Bucket Websi te(request);

Consol e. WiteLine("Set bucket: {0} Wetbsite succeeded ", bucket Nane
)

}
catch (OssException ex)

Console. WiteLine("Failed with error info: {0}; Error info: {1}. \
nRequest | D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

}

View static website hosting configurations
Run the following code to view static website hosting configurations:

usi ng Ali yun. CSS;

usi ng Ali yun. GSS. Conmon;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";
var bucket Nane = "<your Bucket Nane>";


https://gosspublic.alicdn.com/image/index.html

/1l Create an OSSClient instance.
var client = new GssClient(endpoint, accessKeyld, accessKeySecret);
try

/1l View static website hosting configurations.
var result = client. Get Bucket Websi t e( bucket Nane) ;
Consol e. Wi teLine("Get bucket: {0} Wtbsite succeeded, index doc:{1
}, error doc:{2}",
bucket Nane, result.|ndexDocunent, result.
Err or Docunent) ;

}
catch (OssException ex)

Console. WiteLine("Failed with error info: {0}; Error info: {1}. \
nRequest | D: {2}\t Host I D: {3} ",
ex. Error Code, ex. Message, ex.Requestld, ex.Hostld);

catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);

}

Delete static website hosting configurations
Run the following code to delete static website hosting configurations:

usi ng Aliyun. GSS;

usi ng Ali yun. GSS. Common;

var endpoi nt = "<your Endpoi nt >";

var accessKeyld = "<your AccessKeyl d>";

var accessKeySecret = "<your AccessKeySecret>";

var bucket Nane = "<your Bucket Nane>";

/'l Create an OSSClient instance.

var client = new GssClient(endpoint, accessKeyld, accessKeySecret);

try

/1l Delete static website hosting configurations.

client. Del et eBucket Websi t e( bucket Nare) ;

Consol e. Wi teLi ne("Del ete bucket: {0} Wtbsite succeeded ",
bucket Nane) ;

}
catch (OssException ex)
Console. WiteLine("Failed with error info: {0}; Error info: {1}. \
nRequest | D: {2}\tHost I D: {3} ",
ex. Error Code, ex. Message, ex. Requestld, ex.Hostld);
catch (Exception ex)

Console. WiteLine("Failed with error info: {0}", ex.Message);



5.16 Exception handling
OSS .NET SDK has two types of exceptions: ClientException and OSSException. Both share the
properties of RuntimeException.

ClientException

The ClientException exception occurs when the client attempts to send requests and when the
data is transmitted to OSS. For example, when a request is sent, ClientException may occur due
to unavailable network connections. ClientException may occur during file uploads due to 1O

exceptions.
OSSException

OSSException indicates a server exception. The exception occurs because a server error
message is parsed. OSSException includes the error code and information returned from OSS. It

is used to locate and handle problems.

The following table describes common OSSException information.

Parameter Description
Code Specifies the error code returned by OSS.
Message Specifies the detailed error information

returned by OSS.

Requestld Specifies the UUID. It is unique and used to
identify a request. If a problem persists, send
the Requestld to OSS developers for help.

Hostld Identifies an OSS cluster. Ensure that the value
of Hostld is consistent with the Host (endpoint
to access a bucket) used in the request.

OSS error codes

Error code Description

AccessDenied Access denied

BucketAlreadyExists The bucket already exists.
BucketNotEmpty The bucket is not empty.

EntityToolLarge The entity size exceeds the maximum limit.




Error code

Description

EntityTooSmall

The entity size is below the minimum limit.

FileGroupTooLarge

The total file group size exceeds the maximum
limit.

FilePartNotExist

No such part exists.

FilePartStale

The part has expired.

InvalidArgument

The parameter format is invalid.

InvalidAccessKeyld

No such AccessKeyld exists.

InvalidBucketName

The bucket name is invalid.

InvalidDigest

The digest is invalid.

InvalidObjectName

The object name is invalid.

InvalidPart

The part is invalid.

InvalidPartOrder

The part order is invalid.

InvalidTargetBucketForLogging

The buckets that store log files are invalid.

InternalError

Internal OSS error

Malformed XML

The XML format is invalid.

MethodNotAllowed

The method is not allowed.

MissingArgument

Parameters are not configured.

MissingContentLength The content length is not configured.
NoSuchBucket No such bucket exists.

NoSuchKey No such object exists.
NoSuchUpload No such uploadld exists.

NotImplemented

The methods are not implemented.

PreconditionFailed

Precondition error

RequestTimeTooSkewed

The local time set for OSSClient is deviated
from the time set for the OSS server by over 15
minutes.

RequestTimeout

Request timeout

SignatureDoesNotMatch

Signature mismatch

TooManyBuckets

The number of buckets exceeds the limit.
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