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TER#RAE 1 oss-ap- oss-ap- ys 0ss-ap- P
(HA) northeast-1 |[northeast- northeast-
1.aliyuncs. 1-internal
com .aliyuncs.

com




Region" ¢4 | Region ¥ (% | SMM AP SEEE ECSViMIIIN | WISZHE
i ZX Endpoint HTTPS MEndpoint |HTTPS
VKR 1 oss-ap-south | oss-ap-south | & oss-ap-south | &
(#3%) -1 -1.aliyuncs. -1-internal
com .aliyuncs.
com
B EE 1 o0ss-eu- o0ss-eu- v 0ss-eu- v
(EZ%H) | central-1 central-1. central-1
aliyuncs. -internal.
com aliyuncs.
com
YelE (8% |oss-eu-west |oss-eu-west |2 oss-eu-west |J2
-1 -1.aliyuncs. -1-internal
com .aliyuncs.
com
ARSI 1 oss-me-east |oss-me-east |2 oss-me-east |2
(i FF) -1 -1.aliyuncs. -1-internal
com .aliyuncs.
com
BEW:

- S ERERSE M A U g (CNAME) I IEH =40844, BlBucket +
EndpointfBa. PAEAR2HMIEMN 4 Moss-samplelfJBucket Wi, =44 Moss-
sample.oss-cn-shanghai.aliyuncs.com,

- {HHSDKH}, 5K http:// B https:// + Endpoint YENHIMGILIISEL, DIk

R2IMEndpointHfil, HILEMIIRILSEBEE Mhttp: //oss-cn-shanghai.aliyuncs.
com B# https://oss-cn-shanghai.aliyuncs.com, A& =4 (Blhttp://
bucket.oss-cn-shanghai.aliyuncs.com) fENFIGILSEL
- Jiititikoss.aliyuncs.com BRINBFAEARL M Sk, SR PIhkoss-internal.aliyuncs
.com FRINFRIAELR 1 Htbski Py P HBAE,
VPCWI4E T RegionfllEndpointyf Bz

{EVPCIIZE FIIECSYimOSSH] AE 4 R Endpoint:



Region X445

Region ¥ {Fn

VPCMZEEndpoint

ZHHTTPS

R 1

oss-cn-hangzhou

oss-cn-hangzhou-
internal.aliyuncs.
com

v

IR 2

oss-cn-shanghai

oss-cn-shanghai-
internal.aliyuncs.
com

Pt

e 1

oss-cn-qingdao

oss-cn-qingdao-
internal.aliyuncs.
com

Pt

e 2

oss-cn-beijing

oss-cn-beijing-
internal.aliyuncs.
com

Pt

4EdE 3

oss-cn-zhangjiakou

oss-cn-zhangjiakou
-internal.aliyuncs.
com

Pt

4L 5

oss-cn-huhehaote

oss-cn-huhehaote
-internal.aliyuncs.
com

Pt

AR 1

oss-cn-shenzhen

oss-cn-shenzhen-
internal.aliyuncs.
com

P

wilk

oss-cn-hongkong

oss-cn-hongkong-
internal.aliyuncs.
com

I

EEEER 1 (R

oss-us-west-1

oss-us-west-1-
internal.aliyuncs.
com

I

EEFRH L (e
i)

oss-us-east-1

oss-us-east-1-
internal.aliyuncs.
com

P

WARZREE 1 G

oss-ap-southeast-1

oss-ap-southeast-1
-internal.aliyuncs.
com

i

WA 2 G&JE)

oss-ap-southeast-2

oss-ap-southeast-2
-internal.aliyuncs.
com

i




internal.aliyuncs.
com

Region (£ F5 RegionJt 3L #R VPCM%Endpoint | ZFHTTPS

WK% W 3 (5B |oss-ap-southeast-3 | oss-ap-southeast-3 |2
-internal.aliyuncs.
com

VK%M 5 (HEMiX) |oss-ap-southeast-5 |oss-ap-southeast-5 |
-internal.aliyuncs.
com

EAFIE T (HA) oss-ap-northeast-1 |oss-ap-northeast-1 |
-internal.aliyuncs.
com

KPR 1 (#3K) oss-ap-south-1 oss-ap-south-1- yiis
internal.aliyuncs.
com

B 1 (35225 | oss-eu-central-1 oss-eu-central-1- 2

i) internal.aliyuncs.
com

yeE (1820 oss-eu-west-1 oss-eu-west-1- 2
internal.aliyuncs.
com

MRS 1 Gl oss-me-east-1 oss-me-east-1- pi

SNfRIE AR IR)E R

© RTOSSEAA NI BRI LA B 4nnl s FH N BRI SN 5 1 OSS, 752 WOSS; vl 15k 42 fi FH o
- WIRIERECSHFP, TREEAIOSSHMIMBIL, 152 W ECSH f fyifif 1Rk Bl OSSP M Hi ko

Ef = TRegionflEndpoint3tiE&

e A FIMECSTi M OSS HAE( U FIEndpoint:

Regionh (£ F5 RegionJ 3L #7R Endpointiiik
1 oss-cn-hzjbp oss-cn-hzjbp-a-internal.aliyuncs.com (N
W stit:)
oss-cn-hzjbp-b-internal.aliyuncs.com (P
W stihl:)
HEIR2 oss-cn-shanghai- oss-cn-shanghai-finance-1-internal.
finance-1 aliyuncs.com (Hpithk)



https://help.aliyun.com/knowledge_detail/39584.html

Region X445

Region ¥ {Fn

Endpointiiik:

i1

oss-cn-shenzhen-
finance-1

oss-cn-shenzhen-finance-1-internal.

aliyuncs.com (PpziL)

/= 2P TFRegionFlEndpointXfiE &R

TEER A2 M FECSTi OSS H AR H Wl FUEndpoint:

Region (£ F5 RegionJ 3L #7R Endpointiiik

4R oss-cn-hzfinance oss-cn-hzfinance.aliyuncs.com (M pitizik)
oss-cn-hzfinance-internal.aliyuncs.com
(P stiL)

HIR2 oss-cn-shanghai- oss-cn-shanghai-finance-1-pub.aliyuncs.

finance-1-pub com (HhpiHik)

oss-cn-shanghai-finance-1-pub-internal.
aliyuncs.com (Pyiitik)

ARl oss-cn-szfinance oss-cn-szfinance.aliyuncs.com (#h#iiiht)
oss-cn-szfinance-internal.aliyuncs.com
(PP ek




4 1A E

4.1 FEREINE
OSSHRLFRIE, RV, ITRI=AIANRAR), AT INEISI 2 M1 A R

BeHA:
BRI E B S WOSSpEgnin s = B BT iE2S Wit s mifn i 21w
rETFfESE (Standard)
OSSHRUETF BRI LS v 5. &nl . SPERERIXT R AERIRSS, RES SRR, OSS
T T RIS HE IS 1 B 55 W0 L 68 ) RERS A5 RS R 25 MR IR BRI Vi ). AR 2 Rkl
Ry SERNER. SO, RBIMES, KBRS B a8 iIEsE,
REReE:

©99.999999999% 1) EHE nl 51
- $%&1899.99% k55 n] LB T
- ARIE, S R PERE
- XFFHTTPSINEE i
- XFFE A AERE

{E3AiHREERE (Infrequent Access)
OSSARS i ) F7 RS & IR E AL R ViR EHE CREA ViR 1EI200 o FEREL
TR, EAFRBHMA. Bheka. SUBIEN KIS, R EIEYim, KM
TFERRUObjecti e SAZ RN H], {7BEIN T T30 R ObjectiZniBeMibs &7 — & M, 1K
Fi il f#fEObjectil/Mt 4 H, Object X/MIET64KB, SH&R64KBIHH A<M, Bk
WA

RERETE

* 99.999999999 % %4 n] SETE
- T41899.99% k55 ] R PEBE T

© XRFIYi

- XFFHTTPSIME L

- SRR AR

- AR RN R AR DR ]


https://www.aliyun.com/price/product?spm=a2c4g.11186623.2.8.APuYTI#/oss/detail

JAE7FAERE (Archive)

OSSYARAFIERMUAE = A RIp iR (X, EETERIWIRS CRBCEERLE) TR

i, AEAARERIPIR DRI, BRI Bl BRIIR ST 1 PR ORI, 3

AR

IORSSBER. POTIGR. BIEVOR. REH, IR IEIOMIIObjectf EAZ I, 17hE T
60K MObject ERiMIR 272~ T, JIRAZIEObjectt /MRS, Objecth/h
EF64KB, 2IUIM6AKBIIAEINZN, BRI 2,

KRyt

- 99.999999999 % [ e ] 51k
- $41899.99% IR 55wl HIPE
- CEEENEEE R TR ST E S R T 1 5 B AR I )

- XFSHTTPSIEL

- IR AR, HTREICRGR
- BRI B AR R A ]

TFEREIS L

Xt EedbR PRUEA AR TR ) A7 it 2 RS R

Bimnl SETE 99.999999999% 99.999999999% 99.999999999%

JIk 55 ¥t nl 99.99% 99.99% 99.99% (BUlERHZ
)

MR EMERA/N IR LB AR/NITE | 64KB 64KB

B/ VA7 (B ) TERAHRIPRER | 30K 60K

BRI BN AR BN [ FEERRE BRI | TP R AR R

I, HAiGB I, HAiGB

BB VIR R SN Vil msHEIR SN Vil msHEiR BURHE MU, MR
SERJE A REBRIR, MR
I TR 55 2 1 53 B )

Shpisil XF¥ XF¥ X, HEREIEMR

= B

“BUEHE T TPBERR WRIZ M A R SR B R, E ARSI R =TS

withis R i,




BRI ST 15 BVAPI

API PrETA Y A ) A7 it Y RS A7 Y
Bucketfili, MR, #&if

PutBucket BT ) )
GetBucket 5 X L5
DeleteBucket X X L 5i
Bucket ACL B HI>%

PutBucketAcl B Ei L5 XHF
GetBucketAcl XHf BZEi XHF
Bucket HEYjhE

PutBucketLogging |32 L& BT 5i
GetBucketLogging |Z§ X XHE
Bucketihlt & & v i % B

PutBucketWebsite | %#¥ X ASHE
GetBucketWebsite | %§§ BT 5 AZFf
Bucket Refererfji%

(i3

PutBucketReferer | 3%§¥ BZEi X
GetBucketReferer | %+§ BTt )
Bucket: i & 14

PutBucketLifecycle |%#¥ XFE XFE, HFREERE MR
GetBucketLifecycle |3Z§¥ L5 XHF
DeleteBuck L5 X X
etLifecycle

Bucket#5 DX 55 il

PutBucketR XHf BTEi XHF
eplication

Bucket#5igik &

PutBucketcors X BZEi XHF
GetBucketcors B Ei L5 XHF
DeleteBucketcors | %§¥ BTEi X
Object¥fF




API PrUELE R RS 5 ) 47 i VIR AR
PutObject XHf XHF BTEi
PutObjectACL ) B35 )
GetObject X BTt XHF, SRR
GetObjectACL XHf XHF XHF
GetObjectMeta XHf XHf XHF
HeadObject X X X
CopyObject BT ) 5]
OptionObject XH X L 5i
DeleteObject XHE XHf XHF
DeleteMult XHf BTEi XHF
ipleObjects

PostObject XHf X L 5i
PutSymlink XFf X XHF
GetSymlink XHf XHf XHF
RestoreObject A ASEHE B35
Multipartff

InitiateMu X L5 BT 5i
ItipartUpload

UploadPart BZEi BZEi )
UploadPartCopy XH X L5
CompleteMu XHF XHF BT 5i
ItipartUpload

AbortMulti BT5) B S
partUpload

ListMultip B35 XHf XHF
artUpload

ListParts 5 L5 L5
Shgisi XHF L5 L 5i




4.2 TFfiER B R
A BRI ISR, BBV 7 DR VTR 17 DR 2 IR R T 5

B E s F AR BF R B RnitiR
OSSSEHF—Mhyzppoms: BESEL, OB, VARSI,
oSS AER (Lifecycle) #fftObject Transition#lill, Z#5PA RABEIRLN A 551t :
- DRI OM IR 5 1 27
R RSN VR E RN
- ARSI ISP BN TSI

L|fecycle

bRt fIStandard AT A 2R A TA

IHRY 2R Archive

fan, N—ABucket € HiZ I Objectit B Lifecycle kg T

- A#IB30KIG, HEahFARBMEIT; AL,
- 180KJa, HshEEHBITREREL,
- 360 KR, XS E MR

fn] PLEE ) 6 S8 A L LifecycleSRISHINCE., EARRIEE S Wil g8t s o



M A7l 0SS JER AR | 4 12

s ERIEAIN X

@ aPEREEERSRS Y , SRECSRA RS T SRR .

EREAESRRElEET S RERRNERERIEER T RS0 | EaEEes

kv =i =4=|
=i R PLaD EIEE|E Bucket
RIS video/
S RASRE HERE ZEAOE ~EH

b= ia s e e 30

SRR 30 RS . T iR e S A B AR
$E SR 120
TEREES 180 RS , BRI an R A A S s s T
RS 260
IEERER 360 R | BEENhEE
ERIEE RN EIER A=

2= o 30

ren

BEHA:

IR —4 Bucket[FIINACE 1 0bject{f Bhe REUGHBENRSI). Objectf R RBUG
B4 B NI0b] et EHEE REUGMNER, 25 RLIIREEIRCE 20 12 PA T RL -

FRAREMRIIRI KR < FeiBIVARIAIREL < $aE RBUGBR

RSRAS . 20190221 21



BRI

ObjectIMEE G, ARG IR TH AN WS PP YIRS 17 i
RART RN :

- BRI

T/ F64KBIObject, £x%MH64KBIHH A3 RIK/,
- BRI

FIERBIR TR DRF30K, BRI T30 RIS, SWURETMERZE A .
- AR Restorelh 1]

HERAIObjectRE R iEIRAE (Restore) T 15 hifsRIS ], FRLAanSL 555 LR
I RE, BRI AR, AN RIS IR, R R AR
WIS, BHRICTEIEI L,

- BRI
ARB; ) RART R SBEBR AR ), Simthin a2 ML 3, W% Object
BIvimsig s T LR, ASEUEE AR 1 ) s 5 VRS2,

Hith 5 X182 B %

X T BN VARSI F B R WO bR R sl (Y, AR L i bR S ] DL 32

HtObjectEHi5 AZIHN M AAEIR R Bucke CREBAA I, Objectit A AIEIRRH

BucketJtiE,

pn, PN AR HER R Bucketrh C 247 ARSI Vi 2RI Obje ct BB % Hysibr R}
Object, W PLENBIILObject/GH#HIT A, HiEBucketfIIH, 5 AIObject@bnifif# i
EO

T EEERRIARR R Object, FEILITRestoretflE, MHRRATEEIREIG, A REwis:
Blo VRN 2 WA VRS 47 278

4.3 gUEMERIETFMHERE
OSSHE =iz, AEIARUANSE (Archive) M IE-ZIIIIQIE SR,

BRI AR R TR 8]
fEsnl OB R A, APT/SDKAIA 217 TR ORI TR 7 AR 17 2,



X5 1#fik 0SS JERAGH / 4 fEif3

- TP O
BT S AUV IR (A W), 2B RnES TRy, W REFOR,

72 Bucket ) HEREETE W

R Bucket SEREITHE | BNEENTEEE EHTHTE,

Bucket EfF 0/63
B £5E51 () ~
{EEERANTEAREALES ; THEFEHRRERE | SEEER
EEEERT a0 EN g, S8E. BUENTEnRaEsEEiE . 7
& BE
Endpoint
ESER Fhis AT DS
A IR e R e T BT R
Bt FE AT

- @i API/SDKeI%:
PAJava SDK M :

0SSClient ossClient = new 0SSClient(endpoint, accessKeyId,
accessKeySecret) ;

SCRSRRAS : 20190221 23



CreateBucketRequest createBucketRequest=new CreateBucketRequest(
bucketName) ;

/] VeEbucketfBR AL, BINEFAHIRE createBucketRequest.setCannedA
CL(CannedAccessControlList.PublicRead);

/] BeEbucke tAZfifERRUMIARSRRY,  BRINEhRiERTY _
createBucketRequest.setStorageClass(StorageClass.Archive);
ossClient.createBucket(createBucketRequest);

createBucketRequest.setStorageClass (StorageClass.Archive) ; BB & QIEIT 17
{2 Ml B R IR A

- JEIFOSSHT AT LRAIH:
PLOSSUtiL R :

./ossutil mb oss://[bucket name] --storage-class=Archive

[bucket name] NFEZEOIEIIEGZRIAPR, HHE--storage-classiIZ 8 NArchive, H
SRR A R A2 B 22 ),
fERYITFESETY
- B
RS RE LA E 22 H) Z F¥PutObjectiiMultipartUpload Fifh L& 75, A%+
AppendObject, ¥ T PutObjectfiMultipartUpload % kA% il w] LB H08 R RS 17 il
it
- N
VRS A R T B B2 25 bt A7 BB RN A3 V5 ) R R B 5 A Xl VRS
RIBURAE AT TR 2 e T restore R ERIR BN BHUIRA, MRS PETR 215 BNy 1),
VAR SRR SR R T -
VRIS ARIN A T2 VRIR S,
RAMRE (restore) ##EfG, MRSSUBITIEGR, XIHETHPIRE,
SRR, W AR,
RFIREBINRS R, BREBEKTR, ZJE XX MBNAHERE,

AT AU LR

B L



X5 1#fik 0SS JERAGH / 4 fEif3

- B SRR

f#i% Object

(7) BARIEFRARE 1 58 , BAERETRTIS
B, BEIARS [testSOmi.jpgl| HHATRERIR(FS ?

-

XTI S, PATHRRERIE, MRS RERHES 150, WIRa] DI #Slobject/t TR

PR,

SCRSRRAS : 20190221
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s eEERERES X
¥
R Penguins.pg
ETag QD3TTB10CETFECAS38B3CTE2CO3AZ2 294
EstEapEtiE] (i) @ 3600
B TFEE AR
wmues @)
URL hitps:y aliyunes.com/Penguins.jpg?Expi

res=15480825138055AccessKeyld=TMP.AQGDaVET TrydwdKyhOgs
ptqPWiUvOnatErlLmmE1Pg Qxc SNIVPZvOVTs AL HAA AW LAIUZTIADZ
WSAAEILIKBR Tx986_WPxkCFDZTHEEchps 7tV a5 Ut 1 bGEiXtc B S ignat
ure=b20NDCONGO) 1Yo 08M % 2BIBeRt7pSA%ID

= T - = e T Eolamg i E-"

& FIF304F URL SEIE URL e R
=R image/jpeg =
it ACL s PEESHIE

- I API/SDKf#
PAJava SDK%:fll, ¥ restoreObjectssiZitifTobject ik :

ObjectMetadata objectMetadata = ossClient.getObjectMetadata(
bucketName, key);
// check whether the object is archive class
StorageClass storageClass = objectMetadata.getObjectStorageClass();
if (storageClass == StorageClass.Archive) {

// restore object

ossClient.restoreObject(bucketName, key);



// wait for restore completed

do {
Thread.sleep(1000);

objectMetadata = ossClient.getObjectMetadata(bucketName, key

)3

ks
// get restored object
0SSObject ossObject = ossClient.getObject(bucketName, key);

ossObject.getObjectContent().close();

} while (!objectMetadata.isRestoreCompleted());

- OSSR 21T LM
PAOSSUtiL A :

./ossutil restore oss://[Bucket name]/[Object name]

[Bucket name]fli[Object name] WHZEMRHIRIEMbucketflobject#Fi,



5 #&AO0SS

5.1 REFIR
AXEEAGUTHIEIETOSS, WEBucket, LA&CHE, TR,

1. BROSSEPH|G, FFEOSS,
2. il #—ABucket,
3. EAER RS,

BAKTES W44 i ) B = 0SS,

IR T #ROSSHY EE T
THGMEHSDK 2 i, HESEIFRN IR R T L% RECUFRIIRER 4.
OSSZEHIRESTul APRERER, it i RARRFAERHTTPIE R,

- OSSHE v Z AR EAL X751, AHERIPARPUTIE R p |45, PERIMITIR A E
% b8 s, BT RUE LG5 5 g, PABGE R TR IR 5 SR a i 5.
[ A] BUE I Z R0 75 IENOSS RELEE, Wy ep R REOR SR i st Fiko

EFSDKIREF 48

1. JH@OSSKG, MG E3REIAccessKeyldfilAccessKeySecret,
2. TEAMIFRIES SDK,
3. MIESDKHSCAHIA, 5emk BA&, THUFFERE.

BHAKIE S WDK-r kYo

5.2 EFOSSHshH %
TR
YURIIE T OSSR AT RAT PUAMILF

- OSS: #flk bie, T, LAZWIIREIIHE

- JPRERIRSAE N (appelBE PN |, FFRE S EEIPRETREIIRSS, MR
0SS,

- NRIRSS AR B A RS e, RITRE RIS RS A

- FIRASTS: Wik FEIE,


https://oss.console.aliyun.com/
https://help.aliyun.com/document_detail/52834.html

FRISHE
- IR SEIESZA ) 1%
ERR:

5. #M (M) STSH
k&

6. =] I fE555R

2.iF=K AssumeRole

i
T
5

3. BREISTSIEF
1. B STSRGE

4. BEISTSEF

A AR 55

HARB R :

1. Zrumi ARS8 & S S EIOSSIIE K.

2. BIFAIARSS 2RSTSHR S daid R —ik, KU FEIE,

3. MEFIARSS AR % i, ARG SRR [ 455 P .

4. BRI EAERIOSSIKZ (STSIIAccessKey A Token) , 4 OSSHELNIES a3
SDK k4%,

5. Bk LA BIREI0SS, WURBABEENI, MIRREETR, WERBE 7 HJHIkE, 0SS
ZTARHERER M,

@ BLIH:

- BRI RO N IR 55 A R 1R, AR5 — IR SE IR e ] PAZR A7 STSIR Il i
o STk L S8 3K ),



- STSHE 7SRRI HIIRE, wI DA P i i A FRFREIZIObject i, MmisEBiA
)% P 0SS LfZ0ObjectM5E MR, BRSEm 1 &4k,

HEERES WL S =T M.
- ZBAHRURLEAN L& N g
WMEfFR:

o 3.5. Bmm PR R

SEmL#REL

0SS

4. BEFEER

EFim 1. i ST
(EZURLRZS)
2. BE &S 2.5. = AK3
(EZURLEES) e
RS
IERT L

L. & s ia B AR SS 2 % th_EAE ST RI0SSIIE K.

2. MRMRSS SRR o, 5 BRI (M URLEGE #RHR) IRIZAR i,

3. Z AR L ZIOSSHIFAN (M URLERERH) , M OSSR AIHSDK &k
HEFR R LE,

4. FrmR ) A BIREI0SS, WURBABEENI, MIRREETR, WIRBEE 7 HHIRE, 0SS
ZTARHEREE M,

BER RIS Wb =7 ko



- G SEUERZU R3]
BRI SEUERZ U AL R0 :

1. &P AR S5 85 % th R EOSSIIFII R,

2. PLRINRSS asISTSIR IS Rt K —Ik, RHUIGHISEIE,

3. PINRSSasIml A% o, REmIs STUEiR [mI4 % - O

4. Z PRI FEIOSSSUAFIIIZAL (STSHAccessKeyPAK Token) , JRIOSSHEELHIFS 2
SDK T #i,

. BRI MOSS R,

%1

-

=1
- AR P TR S UE U] DTS 7 I\ TR Vi e
- STSFFEIEME THITFIObjectit) FEAURHRM, 1 LRI & 16— & AT DU
ARTEOSS A7 M 52 2R B,
. BAURLERUN Rk

PR URLIZBU_EAE240:
L. &P o BRI S5 a4 t R E0SSSFHIG K,
2. MLIRRSS A % P, R URLIR [BIZ& 7 i

3. BPURE FEROSS I (B4 URL) , PR OSSHRALIIFEZNNSDK R,
4. B MOSS FEL T

-

= BimA:
%P AREREIT B M AccessKey, HREIRIUN AR SS d25 A N URLEGHE 2 il id STSH A& 1)
IFRISAEIE (H5k R STSIAccessKeyMIToken)

PR RS A A ELIL IR 55

RSrSigE e 2 I R ] 6

s ]

© RAMAISTSEEI4 1
IEEERSE

* Android DK |- &~z
© 10SSK Lf&efr:


https://help.aliyun.com/document_detail/32047.html
https://help.aliyun.com/document_detail/32060.html

6 IEBANXR

6.1 [N TURTFE

OSSRHIZAIHIX (AZ) HLHI, FEH /BB BAARAER —H (Region) HI3ARIHIX, 244t
AR AR, h2ARESS ORI IE R Vi, OSSFIMK3AZAENFTE(£99.9999999999% (12
A9) BRI 5EPERLEZ99.99 % R Rl I TE,

OSSIFIMRIX IR AF FARES TR R KAE ). i, ek K B SO S BEE LGS
AR, 2RRESHIORAES PR B — BRI S5 RES), BRI R P e, 554
Wi, BIRAZK, wBHRERENES RGN T “ENTFHER (RTO) ” Bk “KEMRHRE (RPO
) 7 ET ORISR R,

BeHH:
Huai AL G s R m R X T 4317

SFFTFERE

HATOSSIRIIX SO TRAF ML R EAA IR AL, (R AR AL, X PRI RS TN #5 I00 LE
TER TR :

Xt EEfEbR PRELE IR RS A7 i
Bimnl 5E1E 99.9999999999% 99.9999999999%
JIk 55 ¥l 99.99% 99.99%
MR iR/ TR R KN THR 64KB
B R A7 (I ) T i A7 (B Ta) 2R 30K
BAREII B AW HR R B TR PRAR IR, B p
GB
B im SR Y 12 FHAETR B ) 2 Y ESR
E)g il > >
EE

HAHE QI Buckethtt, BBFMRXBITRAARBIE, AR BARBucketOF)E RIKIX
WOUFA IR,

XFEA R Bucket, RIPIFIIES TH, N0SSImport, SDKZ%/5 R, ¥4 Bucketh it ids
HiEIFE T OSSHYEX IR B BucketH,



X5 A#fiE 0SS JERAGH | 6 BARE K

EElERSE
P Qafr it )
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7 Zfig=Sia] (Bucket)

7.1 gIEFRE=E
{E L% XPF (Object) $1 0SS 2, ME#%HI 0SS APL iy PutBucket HIDREIEE—AH T
TEAESCPEITE IR (Bucket) | fRIRAXILEA S RIRLELIBIE, ELARALBR, ViRIRUR DR SLL TR
1.

-

= B
UEAIEZE M) APT £ TRYEAIE RS W PutBucket,

#’EHEN

(AN B
PEHI S Web BMHIFER, EWRSH
Pl T HL ossbrowser FIEALTH, 5%l
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https://help.aliyun.com/knowledge_detail/39607.html
https://help.aliyun.com/document_detail/32005.html

ERYR

o HEAERIE S IR AEHTMLMBHE Ef£0bject, FRiH WL USRI, LARRMMNS
il :

A IFA 1% F |45
TR LE 1. FISK P EAER, 1. PSSP EAER,
2. PSS ARSS 28w, b4 B, 2. kRS B - B,
3. Wb LGSR RSS2, 3. fiPi E45510SS,
4. WISSIRSS SR FAE510SS,

- MGRFEEORYE, RN LiE, D7 RRRE, ST E,
< AR LSRBE, ORI BAGERGE —E MRS B, AR RNERN, Y AN S . RE#R
W ERE, EHEBENE G EEEEESI0SS, kR ke, HEIH{EOSS E, HOSSHKIARRARS
JR .
SDK demo
52 WJava DK,
L 1EPRH
- KR/DBR: fERFA LI, ObjectAGERIE5GB,
- A RRi :
I UTF-8%h4,
KEEBFE1-1023FT 2,
AHERAIERIER (/) BHERFIL () PRk,

A AR
1. ¥ —4Post Policy,

Postifi K Policy 2 s T3 UEIE RS TETE, Q] DUsE LR/, vl BAFRE L%
FIObjectf 7%, LRI RF BkEESINURL, &GP Bk s, BT
%#Post Policy,

Blangn FPolicy, PG FRE LAEHNS VI F)22115-01-27T10:56:19Z GXHy ¥ WA S
AL AR, SERRERITP A BOXFE R E) |, R LAERISIIFR R N104857600 15,

Py thonfRE MBI T, Policyf2isontyamysAiHs, -
policy="{\"expiration\":\"2115-01-27T10:56:19Z\",\"conditions\":
[[\"content-length-range\", 0, 104857600]]}"

2. $Policy#1F B Tbase64%ihd.



3. HOSSIFAccessKeySecretibase644iid)rlPolicy #1544,
4. 1 HEMHTMLI,
5. ¥FIFFHTMLYA T, #EEESF B%.

e Python i34 :

#coding=utf8
import md5
import hashlib
import base64
import hmac
from optparse import OptionParser
def convert_base64(input):
return base64.b64encode(input)
def get_sign_policy(key, policy):
return base64.b64encode(hmac.new(key, policy, hashlib.shal).digest
0)

def get_form(bucket, endpoint, access_key_id, access_key_secret, out):
#1 HE—~APost Policy
policy="{\"expiration\":\"2115-01-27T10:56:19Z\",\"conditions\":
[[\"content-length-range\", 0, 1048576]]1}"
print("policy: %s" % policy)
#2 J4PolicyfF iR kfTbase644iiL
base64policy = convert_base64(policy)
print("base64_encode_policy: %s" % base64policy)
#3 HOSSiJAccessKeySecret¥gsib)GIPolicyki74:44
signature = get_sign_policy(access_key_secret, base64policy)
#4 F5 LABRIHTML G
form = '"!
<html>
<meta http-equiv=content-type content="text/html; charset=UTF-
8ll>
<head><title>0SSF [-{& (PostObject)</title></head>
<body>
<form action="http://%s.%s" method="post" enctype="
multipart/form-data">
<input type="text" name="0SSAccessKeyId" value="%s">
<input type="text" name="policy" value="%s">
<input type="text" name="Signature" value="%s">
<input type="text" name="key" value="upload/${filename
}I|>
<input type="text" name="success_action_redirect"
value="http://oss.aliyun.com">
<input type="text" name="success_action_status" value

="2Q1">
<input name="file" type="file" id="file">
<input name="submit" value="Upload" type="submit">
</form>
</body>
</html>

"' % (bucket, endpoint, access_key_id, base64policy, signature)
f = open(out, "wb")
f.write(form)

f.close()
print("form is saved into %s" % out)
if __name__ == '__main__"':

parser = OptionParser()
parser.add_option("", "--bucket", dest="bucket", help="specify ")
5 parser.add_option("", "--endpoint", dest="endpoint", help="specify

parser.add_option("", "--id", dest="1id", help="access_key_id")



parser.add_option("", "--key", dest="key", help="access_key_secret
n
)
parser.add_option("", "--out", dest="out", help="out put form")
(opts, args) = parser.parse_args()
if opts.bucket and opts.endpoint and opts.id and opts.key and opts
.out:
get_form(opts.bucket, opts.endpoint, opts.id, opts.key, opts.
out)
else:
print "python %s —--bucket=your-bucket --endpoint=oss-cn-
hangzhou.aliyuncs.com --id=your-access-key-id —--key=your-access-key-
secret --out=out-put-form-name" % __file__

RILBAIS LR 7 upost_object.py, #AJGHIpython post_object.pykizf7,

HIi&:

python post_object.py --bucket=#jBucket —--endpoint=Bucket}}MJOSSIH44
-—id=#JAccessKeyId --key=fJAccessKeySecret —-out=#iHi 44

il

python post_object.py —--bucket=oss-sample --endpoint=oss-cn-hangzhou.
aliyuncs.com —-id=tphpxp --key=ZQNJzf4QJIRkrH4 --out=post.html

BiHH:
- FE R Mihsuccess_action_redirect value=http://oss.aliyun.com #Fm k&
I E Bk TR, A DA H L G I
- BEE M Psuccess_action_status value=201Fmi2 FERRIN)G IR B IR AR
201, nf L,
- Bafse LR HTML U Apost.html, $THFpost.html, & L&, £
kY2 Bk S OSSIF 3 v I,
FENRERIEN

N T BESE =TT REEE R Bucket B HAEEHE, OSS#HE 7 BucketflObjectZ il i AR
il PENIE S WRg

R T AU E =77 A%, OSSIEHE YUK SN, PEEIES Wigia s =75 .



8.3 7k LieMir =%
BIR ZOSSHIIS Y L (Multipart Upload) RINEASEGIIE, AU LAGiISCPE5H RS
ABARY: (OSSHLUFRZ MPart) HsPH L%, Li&5eR2 R I OSSINE I Partdl Ak
—AObjectKISBINT RS IR,

ERMF
SEER SR EfE (PutObject) DHRER EAEBERIISIAFRIOSSHIHEE, QIR EAEHE R Bl 1

ERHEIR, RABLIR AR, BRI IHREIGAIE BAL, SRS, Rl DA L f&
KBS SRR

RN HARE) L2755, o0 BAEER T U5t

- BHHIEEIAEE: AT, B BRI, Bl O RIB Par - TN H IR, A
i S LAE AR Part,

- WiRigHE: g2 )n, WD EIR ARSI Parti i Baks: 1L,

i kA R EARRIOSSHA SRR, W] DOFT_EAZ 2 A Part DUk L%,

- Wik kAL I DAMETR R HARHSUF R/ NEATE RGO PG EAG. XM R A i 1 Tl
IV LR Ry

S h BB AR

E (N B

i 447 T HLossutil TR, YERELr

Java SDK F5E. BB RIES SDK demo

Python SDK

PHP SDK

Go DK

CSDK

.NET SDK

B REREIREA T

e 57 i EAERIE D, WRRGEINIIN, W AR R N

i ListMultipartUploadsFListPartsPi 1% R IR AN Object ERIFRA 73 e AT S5 i
LSS EAE R PartFl R, IXFERA] AMNE G — PRI LERIPartF4Raks: L&, Miniikz|
Wi SHE IR, MRS A2 Sl B — R,




(AN B

Java DK FH5. BN %RiESSDK demo

Python SDK

Go DK

CSDK

.NET SDK

Android SDK

iOSSDK

Ef&R!

< R/NBR: XA LTIV, Objectf /R HPartRUGER, BAK>(H100008Part, %
YeParti/D100KB (RS —¥n] BALL100KB/)) , #:R5GB, ObjectiR/MGEid48.8TB

- AR
- fEHUTF-8%ih4.
- KRERLHLE1-1023% 15 21,
- AREPUERER () si#ER#MEk ) 787k,
v ol iy
o BRI AR T :

R EARRSUHER — 2 RN
Pk —A 50 v %4155 (InitiateMultipartUpload)
BAEIT L&l (UploadPart)

52k % (CompleteMultipartUpload)

L N



(o)
/
=
SRS

HH
InitMultipartUpl
oad

v

@R UploadPart
Et&pPart

b1
< BEEELRIE FE Y| AbortMulitpartUp
~_ load#X 1k Ef5

v

N

N

Y

< RARE— P> (airre )

Y
BH
CompleteMultip

artUploadfl 32
Object

!

(wmrs )

J

B PRRERERARILA:

- BRY G —PPart, HittPartfK/NRE/NT100KB, A0S0
JH Compl eteMulti par tUpl oad$2 F1HF 8,

- B RERSUED) R Part 2 e, SUFI T EE gt s i partNumbers @R, S
PRpATHIRA NF 2R,  RItEn] DA% 1%,
BRRPERANBOFA 2 @i, ZaiE P B SRS Eomits iBei &%k, Mg
DURRGFIN, HBUHRIT R RN R2Z, BN RN,

- BUAWEBL R, B2 REH3E3A JEH CompleteMultipartUpl oadf Par i A2 H Zh Il iy,
BN L L EAEFEMIER & Y22 a3 3 B AbortMultipartUpload, QR % A Zhmlfk 1%
¥Part, i52% Object: 4Ja 15 Pl

EERNRERIZN

N T BiES = RGP Bucket L8R, OSSHIL T BucketfllObjectZ il ity Tl A BR
. PEREIES WRR

NV ERERSE =TT EA%, OSSIERE YK SHOMNIHEL VRIS Wighlga s =)y ko



L ERSIRE

- A HAEFI0SS LG, R RO |- ik Ffa e N IR S5 a R miE R, T
P,
- MR AR E R, T DAL T b A
- WR BB RE RGBS, I8 n] DAHEAT i b P
APIB#E

- i EfEAPL:

MultipartUpload

- InitiateMultipartUpload

- UploadPart

- UploadPartCopy

- CompleteMultipartUpload
- AbortMultipartUpload

- ListMultipartUploads

- ListParts

8.4 BN L%

B e R 0SS APTH I AppendObject/i A E _L{& I Appendable ObjectZ IS¢
Ja T EHB N,

-
|:| B
B AR APLE IR RS B i52 W AppendObj ect,

ERYR

ZAiRENN) BAETT 3, Eegica g, R BE, Wikt FES, GIERIODbjectff @ Normal3
B, iXMObjectfE LEG R Z N AR MEN, HAEBIR, AREBH. GRObjectNAERA: Y
B, HeeEH HMEFRARObjectk B s Z RN, IXHROSSHIEE L REMHK— A EHK
X351,

IEFDRXRRE, EIRZMMGER FRMATE, Rapihitsis. S E SR, MR
AN E, WUREEATIAL EA%7538,  HRERF LRI — s U DI o0 i NIUOR Ja AN ) _E A%
fJObject, XM AAEIRRAE M EA7 FEARIA AR

- BRI LR A, TR IES S PEE I



- WEAMERAUER, HMCSARINObjectHIRE, ARG HXIE R EE BB B
Wik S A HIObject B, IXAEXTIRSS SR, i B2 P SRR T A I IR 451
R, HER B —E R,

© QISRObjectY)sr i ELEVIIIG, FEI LEBUR, {HRARZObjectz SFEEMERIRE . R
ObjectV) I LLEERIIIE, BARHIER X 2R,

F T FHEIXA R RERITRRA, OSSHMt YiBM L% (Append Object) /i \fE—/4 Object
Ja T EHEGEMMNZARYIRE, @i ix ey XRERObjectiI2 B Appendable Object, i Al
7i R Ef£¥ObjectZ i Normal Object, RIBHN_EA& I EEHRRE S B a] 32,

ASRAEREM_EAE, B2 iR 2 SR A1 R B, USRI ™ 2 i BRI s 3 36 L1 2
[l —A~Object, % F iR T EEMIKIIZObjectHKE S LRI K EEI TR b, R
AFRBAIR T, 2% — XA AR R B o BT @i w5 sl BAROKRY
e, wamy k.

AMUEMS =, £HEBM EERSRT, BN AR EE,

#BEHEN

EE (AN B

Java DK &8, 2N ERIESSDK demo

Python SDK

PHP SDK

Go DK

C DK

.NET SDK

E&R!

< KU/NBRI: fEIXRh B30, ObjectANGE&IESGB,
- 4R :

- {HEHUTF-8%ih%,
- KEDHE1-1023 71 2,
- ARELLERIER () SiERMLk () 2Rk,
- PRI DB EAE QRIS A ] BUR Sk s A%, Wi, Hfthimid s
Bt R kA%, SR HAERISORE, ARREEIXEESFIR I AR P2,
© JRGARER . ETIEM RS, ARERER], v BMESCUEA S metafi R,



EENREREFEN
N T RIS =TI REFBUE R Bucket ! LE8HE, OSSH{EL 7 BucketMObjectZili i bl B
7, PEREIES Wk
N T EREE =TT %, OSSR T Ik SR, YENIES Wighia s =77 L&
TEESIRE
- AR BRI R, RGER] BAETT i b B
U AR IS, ST DA Tt A i P

-

= WiM:
BN AR AL ERE,

8.5 BMNAFE= L%
ASCA TR = 77 FLi% 1A% SCRFRIOSSTI AL 35 RS &

ERYR

TEMRIC/SRGEANIR, k55 awm T SHRBOTHEPE PUmiiE R, IRAEIE— M OSSTE )G
SRS, 2t R ARSI RIR AN SS avvin,  SRJe S5 e rRRE B e & _EAE210SS
o TR, —rBIRHEAePIL LEERmMR, —RNEF RIS e, — RIS den
2OSS, =i M RIRKAIIFGR, K553 T R S I B SRR I 2% P R AL iR
R, ROSZRGMGETERR TPk,

N7 TROGERISARCHORIPRER, OSSH{I v #aEa S =) LAGIIThRE. (ERXAYIRE, BA% )
W DUERRE BAE2I0SSTi AR B IRSs desnbe &, Wa 1 HEIRSSSIRA, I Hsen M v
OSSHIFRBHRMEBIREN), TFRHIEWHNIFLRBITE, UL L 0T 55 R,

H A LA MRS 3 URLZA RIS U5 ) FEE.
URLEH

URLZ:4 BI1EIS RIFURLH1OSS AccessKeyldfISignature B¢, IXFERI P kvl DAE B4 A%
URLK#AT EA%. BAURLZEA A I I ) PACRUE 2 42,

- BETTTE
e R ioal)i|
PG WebR R, EMEM
Java SDK F5. eRMN&RIESSDK demo




L (e B

Python SDK

PHP SDK

Go DK

CSDK

.NET SDK

- BEIEMIESE (URLP I 5% 40
Il B 375 18] $EE
IS} V5 ) SEVE S i 3o ] B 5 Security Token Service (STS) RSB —FiX. FIHZA

STS RN HH PSR ABEIEI J5  2 MWeb /55, @3 STS, RnIBUNE =75 MMy (W
WP SO A CEBRR ) Wk —A B SCRSSRBRI T 2k,

- BEIIR

(N B

Java SDK F5. e¥N%RIESSDK demo

Python SDK

PHP SDK

Go DK

CSDK

.NET SDK

Android SDK

iOSSDK

- BAERBIE 2% STSIIN L 7] OSS:

8.6 L1Z[Elif

Bl B R OSSHE_EAL S AF5e i nf BABR LI (Callback) &ipifiRS5as. REHEAERIE
ZROSSHIE R HEIFHBIN Callback 24, HIRESCIRMIN,

-

= B

- CallbackiOSS API#Z 401 B i 2 WCallback,
- 3Z¥¥ CallBack #J API #1145 : PutObject, PostObject, CompleteMultipartUpload,




ERYR

AR WA — R R RIS R SR =0T BAGRINER], & P unde bAE SR SIOSSII T e
BG5S axvmmmlE, 4% i LRSS 1E OSS $UT5E e Z)n, OSS X HIRSS dkin 18k

HTTP 35T, IXFENRSS Sl il DL 15 21 _E A% 5e BRIKI I8 I T R PASE RIS QA ek
SERROE, LRI RSN S5 AR WAL Z JE OSSA SRR A IR M43 % 1 it

OSSTERIN S5 83 KX POST Ml Rz, ZAEPOST iiRIMBody Fhiu & — LS ROk
FENFER. XESEAEPMN, —MRERIELNSE, WBucket#i#5. Object#iFiE; Hih—
PR ESE LS R, AT AR Z23640 Il A ) 7 SR 25 O S S I L FH 2 S 0 T SR @ IX 2 S L
REnT DU A6 B SCEBORE RN HZHHNER, R ERFRIN M idSs, BRE
W B XS EI)5iEn] A2 Callback,

IS S E I AR RN, REMRGFRIRRSE P mE A B PSS e, R :

— 1. _EfEEft, FHEEIE—

4RO RER—

@ BLW:

o AR RS h EOR M, . ORAREL. YERAREE2, BAR. £, AR
de1. WRstirpiEL. HARRERL,

- HAi AR L (PutObject) . ## 1% (PostObject) . i f&5¢k (Complete
Multipart Upload) 3¢+ LAZRIAYIRE,

BEAR

E (N B

Java SDK FaE. BN %RIESSDK demo

Python SDK

PHP SDK

CSDK

.NET SDK

RIEREH

© Web i B AR Sk K A%l
RSS2 2 IV R TN &



EZ5E

AL RARER SHERR

8.7 RTMP#E R L%

OSSSZHHEHI RTMP PFSUHEIXE H26 49 SRR A A ACHRTS I E iR I 0SS,  HEIXFIOSSHYF A
SiEE ] DUSHERRIG AR REIR ABURII N 7 5%, nl AISELRE &,

i RTMP MY A& SRR A PL TR -

- HEERHRTMPHERI /5, AL

- RSP, HAS R H264,

© ERRAER), JFHRSRFAACK, HAUE SRS E R
- BEIE R SCRFHLS ML

- —ALiveChannellrlitt HBEH — 4% F i) HHE

N A S AMHEIR S R SIOSS, PR Al s B EL R R
A OSSHEX F LSRR IE
- RFHERT L

I SDKIAH PutLiveChanneli% [, & —4"LiveChannel, FHIREBOS R HER AL, 1R
BucketfBURTEH (ACL) J 2A3tiks (public-read-write) , HR2 nf PAE (532 HE
WL THERL ;& W TR T A IR

PAPython SDKMHI, FREURREH DL 44 HEGT L R RS an T «

from oss2 +import *

from oss2.models import *

host = "oss-cn-hangzhou.aliyuncs.com" #just for example
accessid = "your-access-id"

accesskey = "your-access—key"

bucket_name = "your-bucket"

channel_name = "test-channel"

auth = Auth(accessid, accesskey)

bucket = Bucket(auth, host, bucket_name)

channel_cfg = LiveChannelInfo(target = LiveChannelInfoTarget())
channel = bucket.create_live_channel(channel_name, channel_cfg)
publish_url = channel.publish_url

signed_publish_url = bucket.sign_rtmp_url("test-channel”, "playlist.
m3u8", 3600)

PRI HHER LR BT :

publish_url = rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/
test-channel

signed_publish_url = rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com
/live/your-channel?0SSAccessKeyId=LGarWrijh8HjKWg6&playlistName=t.



mM3uB8&Expires=1472201595&Signature=bjKrazTTyzz9%2FpYoomDx4Wgh%2F1M%3D
n

- f#iH ffmpegiETHER
A DA ffmpeg HEIX A MU PSR S EEI0SS, MUl R:

ffmpeg -i 1.flv -c copy -f flv "rtmp://your-bucket.oss-cn-hangzhou
.aliyuncs.com/live/test-channel?0SSAccessKeyId=LGarWrijh8HjKWg6&
Expires=1472199095&Signature=%2FAVRo7FTss1InBKgwn7Gz%2FUlp9w%3D"

- (S OBSHE THER
HEHSettings, FEURLSCASHER 4 Aij T 25 BAR BRI HE R L, 2805 M OKIF UhHER
WMREFR, EEEHEREYR 2 7R

5
f .
% General Stream Type = Custom Streaming Server 2
£
'& Y Stream
URL rtmp://your-bucket.demo-oss-cn-shenzhen.aliyuncs.com/live
m‘" Qutput Stream key test-channel?OSSAccessKeyld=LGarWrijhB8HjKWgB&playlistName=t.m3 Hide

. Use authentication
A Audio

m Video

Hotkeys

'n'a Advanced

Apply Cancel OK



BRI OSSHY S ST E IR
- HifR
FEHERAE R, af DUB HLSMEEAEHEE N A, 24 F- SRR X
- fEAndroid. i0STFEBIT-5, EHEAMELHALiveChanneld MR BOtiL I AT,

- Mac OSHJ BAfdi Fl safarii % g5 iEf 7 /i
- PCHin] AL v A TR

T EiE, WL E MNP FragDuration, Bl2s; BN, GOPIA/MeifRE i H
LiveChannelffJFragDurationfit —3(, OBSIFIGOP (Hlkeyframe Interval) ¥#EJi

[ NN ] @ Settings
% General Output Mode = Advanced —u
@ Stream "]II'*""II l':.- Recording Audio
ﬁ Output Audio Track @1 (2 (3 (4
‘ Encoder %264 d
e Audio Enforce streaming service encoder settings
L]
Rescale Output 1920x1080
m Video
=0) Bitrate 2500
Hotkeys
(= Use Custom Buffer Size
Keyframe Interval (seconds, O=auto)
Advanced
Use CBR
CPU Usage Preset (higher = less CPU)  weryfast _d
Profile = (None) a
Tune zerolatency a
Variable Framerate (VFR)
%¥264 Options (separated by space)
Apply Cancel “

- R

HEFHE AP, OSSEJZPAEKI /AN EHm3u83fF, Pl Fafiiiasw, &EAHERETR
Ja, VM PostVodPlaylistiZ IR B HMIm3u8 X, 2R)aHERIZ AR

T RGN, WA BRRNGOPRB P tsSUIHEY, FEIEDA,



9 THIXMF

9.1 EERETH
TR SR P EUZIEIT OSS APIIGetObjectfl1, FHLEE LIERIXMF (Object) , Object FHEUZE
FHTTPIIGETIE R KL RN

-

=1 B

- AR ERIMAPHEE LIPEAE B2 WGetObject,
- ObjectiyURLAE SRAIMIE 2% OSS1yi); o
- WIERFEEMEA A SUB 4K Vi Object, 2% [ @ W4 i 0SS

BN

(N BEOA

. WebRiJHERF, EOULS

P {k 1. L ossbrowser FIIEALTH, 5kl

17 T pLosst MO LR, PERELE

Java DK 8. 2N ERIESSDK demo

Python SDK

PHP SDK

Go DK

C DK

Android SDK

iOSSDK

Node.js SDK

Browser.js SDK

Ruby SDK

THHNE2RER

< T HIEE =0T RGN ERBucket B FEEE, OSSHE{it ¥ BucketflObjectZilityim
BUBREER, PR S WA Rl


https://help.aliyun.com/document_detail/32048.html
https://help.aliyun.com/document_detail/32061.html

- WERTHEERAEBucketitObjectiR {455 =771 T N8, WS F LS =77 T
EZ28E

R TR B INT SUR IS S W s e

9.2 B R LT T
OSSH{I 7 MODbjectiis M IFAY FEIIRE, £ FHAINObjectifINE, WIS S T4k,
WS THTI, TR IR LT UM 2R 5 i BT AR T

s LR, BRI ZObjectH AR, @id ik B S Range K HiMi RS, N T Lk
BRWObjecti@ WM ZIhRE, Rangef i X[ ZEHTTP RFC, UURLEHRLP i RangeZ
B, WGHRPHEP 2SR EMRIRRIRTEREL, #l4: Content-Range: bytes 0-9/
44, FoRBASHFKE 44, BB RIFTEE0-9, WURAENREREPN, WHEERBA S, FEHA
fegi i JzContent-Range, i&MIES 206,

#BEAN

(N B

Java DK &8, BN ERIESSDK demo

Python SDK

Go DK

CSDK

Android SDK

iOSSDK

THEHHRSRIEN
< AT HIEE =TT ARGIRAUMERBucket L R EEHE, 0SSt 1 BucketflObjectZ it i
BUBREER, PRSI S WA Rl
- WERTH A BucketiObjectiR {455 =77 14T P8, WESE A =17 P



0.3IXNEE=TH
LA IR Bucket NEBIRObjectiZ AN S =/ REIII R, APi%EEAGAccessKey e
A, M URLZ A 8GN V5 W) SEUE MR 5 AN S 58 =75 R 8,
URLE#
OSSHit v 24 R TT ik, B[ MEURLPIMAZBAER, IZURLERS S =77 LS W,
B AP REEMHHTTPIGETIE R i it URLEIA] R#Object.
< SR
URLH S ARHIA R

http://<bucket>.<region>.aliyuncs.com/<object>?0SSAccessKeyId=<user
access_key_id>&Expires=<unix time>&Signature=<signature_string>

{EURLYSBIZ 4, 5/ &Signature, Expires. OSSAccessKeyld =424,

- OSSAccessKeyld: #ffJAccessKeyld,
- Expires: ZHIZEURLI BRI R,
- Signature: MK FRH, BFESWAEURLhf 5% 4.

-

= B
BERER TR ST URL S,
- PR

I (IFN BEOA

PG WebM IR, EWSH

Java DK 8. B RIESSDK demo

Python SDK

PHP SDK

Go DK

C DK

.NET SDK

Il B 375 1°) FEIiE

OSSH@IISTS (Security Token Service) Rt Y IGINFEUEL S =P, F=7i P ATEE R
S AT A Vi Object, XA NG AR NG G i FEUET g S W
STSJava SDK,


https://help.aliyun.com/document_detail/28786.html
https://help.aliyun.com/document_detail/28786.html

- SETT
W= TP appiRS5aitR, KRBT STSHi A AccessKeyld, AccessKeySecretPd}&ZSTS
Token, *H=JiHF'LASTS AccessKeyld. AccessKeySecretPlfSTS TokenZifiRH L& #&
[¥JObjectBE iR,

- BETTIA

L (N i

PG WebMHfER, EWSH

Java DK F5. eBN%RIESSDK demo

Python SDK

PHP SDK

Go DK

CSDK

.NET SDK

Android SDK

iOSSDK

={EFLEE

© RAMAISTSEEI$R

9.4 iZEYAZA (0SS Select)
i 0SS Select, %] DU T MK ML A WIE S (SOL) IEAIEIL 0SS HSCPHIMZ, Uk
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FIBAPIHRIE RS, FEEEPrefixhy “” , Delimiter’ly “/” . BFISEHEUR:

<?xml version="1.0" encoding="UTF-8"7?>
<ListBucketResult>
<Name>oss-sample</Name>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>1000</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>tfD</Key>
<LastModified>2015-11-06T10:07:11.000Z</LastMod1ified>
<ETag>"8110930DA5E0Q4B1ED5D84D6CC4DC9080"</ETag>
<Type>Normal</Type>
<Size>3340</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0ss</ID>
<DisplayName>oss</DisplayName>
</Owner>
</Contents>
<CommonPrefixes>
<Prefix>HzA/</Prefix>
</CommonPrefixes>
<CommonPrefixes>
<Prefix>H#B/</Prefix>
</CommonPrefixes>
</ListBucketResult>

nfPAEF:

ContentsiRFRIEE —2McE:  “XfED” . CommonPrefixesiZ M2 HE— R H
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<?xml version="1.0" encoding="UTF-8"7?>
<ListBucketResult>
<Name>oss-sample</Name>
<Prefix>H3A/</Prefix>
<Marker></Marker>
<MaxKeys>1000</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>H A/ X fC< /Key>
<LastModified>2015-11-06T09:36:00.000Z</LastMod1ified>
<ETag>"B026324C6904B2A9CB4B88D6D61C81D1"</ETag>
<Type>Normal</Type>
<Size>2</Size>
<StorageClass>Standard</StorageClass>



<Owner>
<ID>0ss</ID>
<DisplayName>oss</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>HmtA/ X fD</Key>
<LastModified>2015-11-06T09:36:00.000Z</LastModified>
<ETag>"B026324C6904B2A9CB4B88D6D61C81D1"</ETag>
<Type>Normal</Type>
<Size>2</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0ss</ID>
<DisplayName>oss</DisplayName>
</Owner>
</Contents>
<CommonPrefixes>
<Prefix>H»3A/H=##B/</Prefix>
</CommonPrefixes>
<CommonPrefixes>
<Prefix>HzA/HFH#C/</Prefix>
</CommonPrefixes>
<CommonPrefixes>
<Prefix>HzA/HkD/</Prefix>
</CommonPrefixes>
</ListBucketResult>
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<Rule>

<ID>delete logs after 10 days</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>

<Days>10</Days>

</Expiration>

</Rule>

<Rule>

<ID>delete doc</ID>
<Prefix>doc/</Prefix>
<Status>Disabled</Status>
<Expiration>
<CreatedBeforeDate>2017-12-31T00:00:00.000Z</CreatedBeforeDate>
</Expiration>

</Rule>

</LifecycleConfiguration>
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F SRR A AERRIR S5, SRl i ER RO R, IR, @ AIf7GE, {REtRESTful API, He&
A RACPERSAEY JRRE N . OSSAPUER A G kI RV S, WG SN BIE ki
BB, HiiHadoop 3.084321F0SS, fEEMR Li&17Spark/Hive/Prestoik55 PAK il
H AW MaxCompute, HybridDBELS#i 12k Data Lake Analytics#>2+f MOSSELFZ AP

2, HETOSSHRIIGetObjectiZ NYUE ¥ KRBT 55 L AEOSSBs 223k M EEIA MR G T
SR, EMRZERR TR KRN NS PR,

SelectObjectiZ 12Xt LIRMBIRMRTT R, HEDEBERREGE -6 R/ %MF. Projection M
F|OSSIZ, iLOSSMEEANIIINE, Mimi Hug [mlH FIEHE, 25— 77 v] A Masi e, 5—
77w thig/b 7 BURRE B, MTE T CPURIPAE R ISCHA S 2 A3, X195 T OSSHIEL
WA, BAR RN —RE GRS kR,

SelectObjectfZfit v JavafiPython JSDK, Hfthifi 5 SDKthRPHEH, HAisZFFRFC 4180
PRUERICSY (RLFRTSVERCSVE, XHFRIATHN BT A Quote =AF AR R HE ) flJson
X, HXHFHmbSMUTE-8, SCHibnEAAREI R Tl 2 R S (VRSSO e
W) o ZXFE L (OSSTHEEFEEME. KMSHEEFEEH) .
JSONZ#DOCUMENTAHILINESHAI L, DOCUMENTZHEEA LR —JSONM R,
LINESFREAN A —ITATRIISONM RAK, H—1TR—1JSONMR (AN SUFA G IR
—AEENISONNR) , 175172 M AT 7 BRTT BRI, OSS Selectn] BASZHiH WiK\n, \r\n%
SfF, HIEHH P e,
- XFHNSQLIEL

- SQL i&4J: Select From Where

- BEFAL: string. int(64bit)., double(64bit), decimal(128) . timestamp. bool

- HfE: HEPE (AND,ORNOT), SERBEX (+*/%), WREMEC,= <, >=, <=, 12),
String ##f¥ (LIKE, || )



© R
MGetObjectiifit ¥ 2T Bytef) 7 FEEEMLL, SelectObjecttRffit v 7o 2L, 2
PR R #AT0 A, 1EGSplitr o fEIT R BRI RO, 2RimON TR R
B, AT RRER S AN B, SplitROSSH T4 Ait— /&, —ASplitf &
2178, MASpLtHBARR/INKBAITE, #&Spits b b 1750 i Z MRS
KTFEIIY, OSSHIMCSVEURBRINERZString %,  FI P n] BAREFH CASTRAE I B %
e, PR FRIISQLA M _ LRI _28: B hint /54T LR,

Select * from 0SSOBject where cast (_1 as 1int) > cast(_2 as 1int)

iRy, XtFSelectObject>ZHi{EWhereskfFhill T Ras AL,  EL4n R is s —FIRIsE
IR ke Rint :

Select _1 from ossobject where _1 + _2 > 100

XFJSONSLAE, WRIESQLHARIEE castefl, WIHRRHHETsonBURAI LRI E, bRk
JsonNEMEHEI A fainull. bool. int64. double, string®53H!

Python SDK #{3l

import os
import oss2

def select_call_back(consumed_bytes, total_bytes = None):
print('Consumed Bytes:' + str(consumed_bytes) + '\n')

BHWIMGfeAccessKeyId, AccessKeySecret, EndpointZZH.,
IS RAREY, BRE I “<yourAccessKeyId>” FfEJMJAccessKeyIdd,

LGNSR, Endpointif BL:
http://oss-cn-hangzhou.aliyuncs.com
https://oss-cn-hangzhou.aliyuncs.com

ST T T TS

access_key_id = os.getenv('OSS_TEST_ACCESS_KEY_ID', '<yourAccessKeyId
>1)

access_key_secret = os.getenv('OSS_TEST_ACCESS_KEY_SECRET', '<
yourAccessKeySecret>"')

bucket_name = os.getenv('OSS_TEST_BUCKET', '<yourBucket>")

endpoint = os.getenv('OSS_TEST_ENDPOINT', '<yourEndpoint>'")

# QUEAAREEMISEB, A SRS 75 TERR R Sl A7 it 2 ) SR P
bucket = oss2.Bucket(oss2.Auth(access_key_-id, access_key_secret),
endpoint, bucket_name)

key = 'python_select.csv'
content = 'Tom Hanks,USA,45\r\n'*1024
filename = 'python_select.csv'

#  LBCSVLfE
bucket.put_object(key, content)

# Select APIWIZEL
csv_meta_params = {'CsvHeaderInfo': 'None',
'RecordDelimiter': '"\r\n'}



select_csv_params = {'CsvHeaderInfo': 'None',
'RecordDelimiter': '"\r\n',
'LineRange': (500, 1000)}

csv_header = bucket.create_select_object_meta(key, csv_meta_params)

print(csv_header.rows)

print(csv_header.splits)

result = bucket.select_object(key, "select * from ossobject where _3
> 44", select_call_back, select_csv_params)

select_content = result.read()

print(select_content)

result = bucket.select_object_to_file(key, filename,

"select * from ossobject where _3 > 44", select_call_back, select_csv
_params)

bucket.delete_object(key)

###JSON DOCUMENT

key = 'python_select.json'

content = "{\"contacts\":[{\"keyl\":1,\"key2\":\"hello world1i\"},{\"
keyl\":2,\"key2\":\"hello world2\"}]}"

filename = 'python_select.json'

# [f£ISON DOCUMENT

bucket.put_object(key, content)

select_json_params = {'Json_Type': 'DOCUMENT'}

result = bucket.select_object(key, "select s.key2 from ossobject.
contacts[*x] s where s.keyl = 1", None, select_json_params)
select_content = result.read()

print(select_content)

result = bucket.select_object_to_file(key, filename,
"select s.key2 from ossobject.contacts[*] s where s.keyl = 1", None,
select_json_params)

bucket.delete_object(key)

###JSON LINES

key = 'python_select_lines.json'

content = "{\"keyl\":1,\"key2\":\"hello worldl\"}\n{\"keyl1\":2,\"key2
\":\"hello world2\"}"

filename = 'python_select.json'

# [f£ISON LINE

bucket.put_object(key, content)

select_json_params = {'Json_Type': 'LINES'}

json_header = bucket.create_select_object_meta(key,select_json_params)
print(json_header.rows)

print(json_header.splits)

result = bucket.select_object(key, "select s.key2 from ossobject s
where s.keyl = 1", None, select_json_params)

select_content = result.read()

print(select_content)

result = bucket.select_object_to_file(key, filename,

"select s.key2 from ossobject s where s.keyl = 1", None, select_jso
n_params)

bucket.delete_object(key)

Python Select APIi¥fi#



- select_object

- select_object 73 :

def select_object(self, key, sql,
progress_callback=None,
select_params=None ):

ERRBIRDIRE: MHEE Key MU AFI21TSQL, BMAWETR,

B S HSQLREKFIMISQLFAFH, KLFiibase64%iiy,

B Progress_callbackje aJ %1 PSRRI EL iR 0] 4 B 28

M select_params@iZAPINE K, EfE 1 selectPATHIEMS B LLAT N,

B headers®] ELiLH i Rblifheader(5 8, Hi7MAlget-object—5, Lk
m, XTFCSVE, fERELer§nt Fnf AR bytessKHiE SQLA ML X YE R,

- select_params=ZH#{15 5L

SRHW

Tk

Json_Type

B YiJson_TypeiZ i, BRINANCSVLHE,
B %Json_Type N DOCUMENTH}, %t RJSONSHE,
W *iJson_Type MLINESH, %X HJSON LINEZfF,

CsvHeaderInfo

CSViheaderfg )2, &A1k AINone, Ignore, Use,

B None: X% fheaderfs &

M Ignore: %X headerfs BHRIESQLHMEH,

B Use: % XfFfiHeader (5 HAEsqlidfuhdim 1
Header#' %5144,

CommentCharacter

CSVHINTER 7T, DR 748, BUA I None#oRi
HHR T

RecordDelimiter

CSVHITTbats, DR — s, BRIA M\,

OutputRecordDelimiter

Selectfiith&s b7 70 Mafs, BRIAN\n,

FieldDelimiter CSVIFI G IRETY, CH— 14, BIANES .

OutputFieldDelimiter Selectfith & P HISITRRETF, BRIAM,.

QuoteCharacter CSV HIG 1 528F, RN, BIANES, 515
PRI T3 53 B 0% 24 N0l = A7 A B,

SplitRange fEHISplitiit s & i, %X M (start, end), BEAEHHAIX
], FRAWTEREMMSplit start#Flend#,

LineRange R &, KX h(start, end), BAEMAX

W, FEREHFVOEIMNT S start#F]end#,




SHHW

Tk

CompressionType

JE4i3%, EKiAMMNone, W] BLNGZIP,

KeepAllColumns

BZSBOtruel FoR B CSV X R fEselectH Hr i BERY S
R (HRRYINAIE) . A AFalse,
AR

WARCSVLFHFIR firstname, lastname,

age, SQLJMselect firstname, age from
ossobject, WHKeepAllColumnsHtrue, Wi

fith mfirstname,,age (P2 T —NES) . W
HKeepAllColumnsJyfalse, Wit Mfirstname,age.
SINZIET R LR AL P Get-Objecti® [MIE R A%
A DA HBRRIE O R Y03 Select object,

OutputRawData

B Z2 808 Truel FoRtmt hSelect s, BefiFramelt)
s, MRS YR RIASER BB G235 g,
B ZZ 80 Falselt For it M Frame M EHE, BRild

False,

EnablePayloadCrc

FAFrameil HCRCREHE, ERiNM False,

OutputHeader

DT CSVLPE, Fonfthai R —172Headerf5 &,

SkipPartialDataRecord

B %2800 Truel, 4CSVHIE—SEAf# & son
H AP Key MA(ER, HEBHIREN IR,
B %S ¥ Falsely, WHEIZS L nul DRI,

2N LN
fRan3E—17R% hfirstname,lastname,age, SQLJy
select _1, _4 from ossobject, W MNTrue, MWi%

e ki, WS MFalse, WiRMfirstname,\n,

MaxSkippedRecordsAll
owed

SEVFBR TR R(E. BRIANO0, Fon—HA 1Tkl st
BT




SHHW Tk

ParseJsonNumberAsStr | %S ¥ N Truel Fs]son LA BCF AR T 2 4F
ing i Falsel MH)y4e BB 17 R B0 TNT, Falsel
ERIMEL

A )son LA E A SR ERITE BN, EHESETONTE R
SXBINEE, WA IRGHREEE, W DL E %S
HMTrue, 3 HAESQLEAH %5 Cast hdecimal AUl
Af,

- select_object JBI{: iBMSelectObjectResultd g, %% ZFread () FEE ARSI
fiselect4i i, FINWIZH__iter__Jithk, WiSelect&iRIEFK, Hread()BEENIA R
R, BROMIZE N SPH%E i Slselects R se 2R Il, RS R 2T,

HEFE IR __iter__J5#%: (foreach chunk in result) , 44 chunkitisit
A, EER SRR — i mFEIKEER, 55— OSSR S5 sy b B — AN il R chunk %
FUmARRE SIS AL P, AS 653 208 ] f5 A Ak B,

- select_object_to_file

def select_object_to_file(self, key, filename, sql,
progress_callback=None,
select_params=None

):
EIRRBIRINRE: XHEEKey R XX FHZ1TSQL, & MEsRG AMSER Xt
HAth 2 ¥ M) select_objectt [,
- create_select_object_meta
- select_meta_params [FiEA&5H

def create_select_object_meta(self, key, select_meta_params=None):

FRRBIMIIGE: AEEKey i XA T O 8% K ftselect meta, Select metaf2$iii% L
PRI AT, BEIE (CSVXt) |, JAMISplits),

Rz e gtldidmeta, WMHHZRBASIEHAE, BRIEESEPHEE0Overwritel
fExists Mtrue,

it select meta T EHIEEAN L,

- select_meta_params IS

SEAFF ik
Json_Type YJson_Typelefitaeht, BINWCSV L, FHithe, ©H

MLINES, #Fmnff2)Json LINES, JSON DOCUMENT
AEHFGARE




SRR ik

RecordDelimiter CSVUHIRITHT,

FieldDelimiter CSVLAFH 53 BRtT

QuoteCharacter CSVLHEFISIERF. SIHERFNIATH o3 BT H5 E =1 b
i

CompressionType JRARR, HiEE, HiEMNone,

OverwriteIfExists H s Select Meta, 1E % T§ 5L IC H 18 %0,

- create_select_object_meta i&[nlfii: GetSelectObjectMetaResult¥%, Efiffirows
. splits i EE, X FCSVLtE, HPEselect_respiRitfifficolumnsfl, Fmx
CSVLAFIFIEL

Java SDK #5l

package samples;

import
import
import
import

import
import
import
import
import
import
import

import
import
import
import
import
import
import
import
import

import
import

[ **

com.
com.
com.
com.

java

java.
java.
java.

java.
java.
java.

com.
com
com.
com
com.
com
com
com.
com

java
java

aliyun.oss.ClientBuilderConfiguration;
aliyun.oss.model. *;

aliyun.oss.0SS;
aliyun.oss.0SSClientBuilder;

.i0.I0Exception;

util.ArraylList;

util.List;
util.concurrent.Callable;
util.concurrent.ExecutorService;
util.concurrent.Executors;
util.concurrent.Future;

aliyun.oss.common.auth.x;

.aliyuncs.DefaultAcsClient;

aliyuncs.exceptions.ClientException;

.aliyuncs.http.MethodType;

aliyuncs.http.ProtocolType;

.aliyuncs.profile.DefaultProfile;
.aliyuncs.profile.IClientProfile;

aliyuncs.sts.model.v20150401.AssumeRoleRequest;

.aliyuncs.sts.model.v20150401.AssumeRoleResponse;

.text.SimpleDateFormat;
.util.Calendar;

*x Examples of create select object metadata and select object.

*

*/

class MulipartSelector implements Callable<Integer> {

private
private
private
private
private
private

0SS client;
String bucket;
String key;
int start;

int end;
String sql;




public MulipartSelector (0SS client, String bucket, String key, int
start, int end, String sql){
this.client = client;
this.bucket = bucket;
this.key = key;
this.start = start;
this.end end;
this.sql sql;

}

@Override
public Integer call() throws Exception {
SelectObjectRequest selectObjectRequest =
new SelectObjectRequest(bucket, key)
.withInputSerialization(
new InputSerialization().withCsvInp
utFormat (
new CSVFormat() .withHeaderInfo
(CSVFormat.Header .None) .withRecordDelimiter ("\n")
.withFieldDelimiter
(Illll)))

.withSplitRange(start, end)

.withOutputSerialization(new OutputSeri
alization() .withCsvOutputFormat(new CSVFormat()) .withCrcEnabled(true
)) s

selectObjectRequest.setExpression(sql);
0SSObject ossObject = client.selectObject(selectObjectRequest
)3
byte[] buffer = new byte[4096];
int bytesRead;
int totalSize = 0;
try {
while ((bytesRead = ossObject.getObjectContent().read(
buffer)) != -1) {
totalSize += bytesRead;
}

String result = new String(buffer, 0, totalSize - 1);
return new Integer (Integer.parseInt(result));

h
catch (IOException e){

System.out.println(e.toString());
return new Integer(0);

}

class RoleCredentialProvider {
public static final String REGION_CN_HANGZHOU = "cn-hangzhou";

// MG STS API JAs
public static final String STS_API_VERSION = "2015-04-01";

public static final String serviceAccessKeyId = "<access Key Id
that can do assume role>";

public static final String serviceAccessKeySecret = '"<access key
secret>";

public static final long DurationSeconds = 15 * 60;

private Credentials credential;
private Calendar expireTime;

private String roleArn;
private DefaultAcsClient client;



public RoleCredentialProvider(String roleArn) throws InvalidCre
dentialsException {
this.roleArn = roleArn;
}

private AssumeRoleResponse assumeRole (String accessKeyId, String
accessKeySecret, String roleArn, String roleSessionName, String policy
, ProtocolType protocolType, long durationSeconds) throws ClientExce
ption {
try {
// create Aliyun Acs Client for sending OpenAPI requests
if (this.client == null) {
IClientProfile profile = DefaultProfile.getProfile(
REGION_CN_HANGZHOU, accessKeyId, accessKeySecret);
this.client = new DefaultAcsClient(profile);

// create an instance of AssumeRoleRequest and set
properties
final AssumeRoleRequest request = new AssumeRoleRequest();
request.setVersion(STS_API_VERSION);
request.setMethod (MethodType.POST) ;
request.setProtocol(protocolType);
request.setRoleArn(roleArn);
request.setRoleSessionName(roleSessionName) ;
request.setPolicy(policy);
request.setDurationSeconds(durationSeconds) ;
// send request and get the response
final AssumeRoleResponse response = client.getAcsResponse(
request) ;
return response;
} catch (ClientException e) {
throw e;
}

public CredentialsProvider GetCredentialProvider ()
throws IOException {
// AssumeRole API jERkZ=%(: RoleArn, RoleSessionName, Policy,
and DurationSeconds

// RoleArn TrEl{f RAM il EARE

// RoleSessionName Rl TokenfJXiG4FR, HOHEM FRIERIAF, &
THFH, B T IX 0y Tokenfii ke 45 ifE

// {HREERoleSessionNamef LRI, ARA2HS, Haefi'-' ' 7
R F AT

/] BEBIESEAPT SR IORA TR
SimpleDateFormat timeFormat = new SimpleDateFormat("yyyy-MM-dd

")s
String roleSessionName = "AssumingRole" + timeFormat.format(
Calendar.getInstance().getTime());
// read 0SS data
String policy = "{\n" +
n \"Vers-ion\”: \Hl\ll’ \nu +
" \"Statement\": [\n" +

n {\nll +

" \"Action\": \"oss:*x\", \n" +
" \"Resource\": [\n" +

" \"acs:oss:*:*x:x\"\n" +

n ] s \nll +

" \"Effect\": \"Allow\"\n" +

n }\nll +

n ]\nll +

Il}ll .

/] WARHN HTTPS



ProtocolType protocolType = ProtocolType.HTTPS;
try {
final AssumeRoleResponse response = assumeRole(serviceAcc
essKeyId, serviceAccessKeySecret,
roleArn, roleSessionName, policy, protocolType,
DurationSeconds) ;
String ossAccessId = response.getCredentials().getAccessK

eyId();

String ossAccessKey = response.getCredentials().getAccessK
eySecret();

String ossSts = response.getCredentials().getSecurityToken
OF

return new DefaultCredentialProvider (ossAccessId,
ossAccessKey, o0ssSts);

} catch (ClientException e) {
throw new InvalidCredentialsException("Unable tp get the
temporary AK:" + e);

}

public void setClient(DefaultAcsClient client) {
this.client = client;
h

public void setCredentials(Credentials creds) {
this.credential = creds;
+

public Credentials getCredentials() {
if (credential != null && expireTime.after (Calendar.getInstanc
e())) {

return credential;

}

try {
CredentialsProvider provider = GetCredentialProvider();
credential = provider.getCredentials();
expireTime = Calendar.getInstance();
expireTime.add(Calendar.SECOND, (int) DurationSeconds - 60
)
return credential;
} catch (IOException e) {
throw new InvalidCredentialsException("Unable tp get the
temporary AK:" + e);

}
public class SelectObjectSample {

private static String endpoint = "<oss endpoint>";
private static String bucketName = "<bucket>”;
private static String key = "<object>";

private static String roleArn = "<service role’s ARN>";// ¥imjHlEdn]
BIFFH A RAMS ELRIARN, 1% i Vil OS SHAR

private static String recordDelimiter = "\n";

private static int threadCount = 10;

public static void main(String[] args) throws Exception {
ClientBuilderConfiguration config = new ClientBuilderConfigu
ration();
RoleCredentialProvider provider = new RoleCredentialProvider(
roleArn);
Credentials credentials = provider.getCredentials();



//0SS client = new 0SSClientBuilder () .build(endpoint,
accessKeyId, accessKeySecret, config);
System.out.println("Id " + credentials.getAccessKeyId());
System.out.println("Key " + credentials.getSecretAccessKey());
System.out.println("Token " + credentials.getSecurityToken());
0SS client = new 0SSClientBuilder().build(endpoint, credential
s.getAccessKeyId(), credentials.getSecretAccessKey(), credentials.
getSecurityToken(), config);
int totalSplits = 1;
try {
SelectObjectMetadata selectObjectMetadata = client.
createSelectObjectMetadata(
new CreateSelectObjectMetadataRequest (bucketName,
key)
.withInputSerialization(
new InputSerialization().
withCsvInputFormat(
new CSVFormat() .withHeader
Info(CSVFormat.Header.None) .withRecordDelimiter(recordDelimiter))));

totalSplits = selectObjectMetadata.getCsvObjectMetadata().
getSplits();

System.out.println(selectObjectMetadata.getCsvObje
ctMetadata() .getTotalLines());

System.out.println(totalSplits);

catch (Exception e)

{
e.printStackTrace();
}

String sql = "select count(x) from ossobject";

ExecutorService executor = Executors.newFixedThreadPool/(
threadCount) ;
long startTime = System.currentTimeMillis();
List<Future<Integer>> list = new ArraylList<Future<Integer>>();
int n = threadCount < totalSplits ? threadCount: totalSplits;
for(int i = 0; i < n; i++) {
int start = i * totalSplits/n;
int end = i == n-1 ? totalSplits - 1 : (i+1l)* totalSplits
/n = 1;
System.out.println("start:" + start + " end:" + end);
Callable<Integer> task = new MulipartSelector(client,
bucketName, key, start, end, sql);
Future<Integer> future = executor.submit(task);
list.add(future);
}

long totallLines = 0;

for (Future<Integer> task : Tlist){
totallines += task.get().longValue();

b

long endTime = System.currentTimeMillis();
System.out.println("total lines:" + totalLines);
System.out.printf("Total time %dms\n" , (endTime - startTime

))s



}
B IHISQLAH!
- WWHISQLAH (Csv)

INAE73 =8 SQLiz4)
AT IR R ¢ select * from ossobject limit 10

BRI 1IHIRE SRR, JF HEB 1R T4
351

select _1, _3 from ossobject where cast(
_1 as int) > cast(_3 as int)

IR 15 PUBR T LIl SR A (T bkt
likeJr PTG R UTF-8%ih9)

select count(*) from ossobject where _1
like 'F5%'

IR A 58 251N ) K 1-2018-08-09 11:30:25
HA3FIRT200/9id 5%

select * from ossobject where _2 > cast('
2018-08-09 11:30:25' as timestamp) and
_3>200

B 25NF R EME, B, K
fH, &/MA

select AVG(cast(_2 as double)), SUM(
cast(_2 as double)), MAX(cast(_2 as
double)), MIN(cast(_2 as double))

IR 1R 3HE I = AF B B " Tom'
3P Anderson ‘&iREMIFRA LS

select * from ossobject where (_1 || _3)
like "Tom%Anderson'

38 [ 55 15 RER SEEBR AT AT Il 3%

select * from ossobject where (_1 % 3)

IR 1FIR/MEL99581201 22 IR A il 5%

select * from ossobject where _1
between 1995 and 2012

&[5 SHIME N, M, G, LIt id st

select * from ossobject where _5in ('N,'
Ml’ lGl’ lL!)

IR [ 55 251 3F LS 351 L35 551K 100 BA_ LRl
Aidsx

select * from ossobject where _2* _3 >
_5+100

W WIFSQLAAI (Json)
BN F&AT14 W RJson>cRY,
{

"contacts": [
{

"firstName":

"lastName":

"isAlive'":

"age": 27,

"address": {

lljohnll .
"Smith",
true,

"streetAddress": "21 2nd Street",

"city": "New York",
"state": "NY",
"postalCode":

I

"10021-3100"




"phoneNumbers": [
{
lltypell: llhomell,
"number": "212 555-1234"
s
{
"type": "office",
"number": "646 555-4567"
Ty
{
"type": "mobile",
"number": "123 456-7890"
k
1,

"children": [],
"spouse": null

}j’} ------ # IEAL A LA SRACLER 7 5

SQLAHIA T
P R SQLi%EA)
R agest 271 id s select * from ossobject.contacts[*] s where s.age
=27
BB R R e LTS select s.number from ossobject.contacts[*].
phoneNumbers[*] s where s.type = “home”
IR [ A B BRI SR select * from ossobject s where s.spouse is null
R B %Il ¢ select * from ossobject s where s.children[0] is
null
BiHA:
Hulise i € S BAmFonTiik, MY REIR
o
e {ELER
- KXo i

QR ZCSVUFFITP A S HIRTR, WL T Bytesitr i i T AR LA #Meta, HEEME
M, WERFIP R E A TR ERE R sonSIF, WIHER BA T2 8% :

1. JHCreate Select Object Meta APLIRIFIZ A F S HISplitd), BEARGOL PSRz k&
ZHSelectObject, MIZAPLURAFEAWRTIHIT RV VAN, IXFER] AW AN T,

2. HYBZ FomGE IR OOERE S IE IR En, FLRMSpLit R BT R EnfS B4 i & R %
A ESplit ML

3. 1EifRBodyH HliUIsplit-range=1-201E i1 750 2 i,

4. WARFTEERE R LA ISR,



- SelectObjectFINormal¥R S fFRL S TERE (., Multipart A AppendableRRURy 2 fi:
THAREG 27 SRR %,
- HifjJsonXERF, fESQLFrom i&4)H R nl§ER 4/ Nrom )5 Json Path i,

AT
AU )son X,

{ contacts:[

{“firstName”:”John”, “lastName”:”Smith”, “phoneNumbers”:[{“
type”:”home”, “number”:”212-555-1234”}, {“type”:”office”, “number
?:7646-555-4567"}, {“type”:”mobile”, “number”:”123 456-7890”}], ”
address”: {“streetAddress”: “21 2nd Street”, “city”:”New York”, «
state”:NY, “postalCode”:”10021-3100”}

}

1}
R EEHfipostalCodey 10021 HkistreetAddress, 7 PAIXFEESQL:
select s.address.streetAddress from ossobject.contacts[*] s where s.
address.postalCode like €10021%’
WA PUXEE SQL:
select s.streetAddress from ossobject.contacts[*].address s where s.
postalCode like ¢10021%’
% /ASQLHI TJson Path Bk, FiblPEREL T,
- fEJsonC A B R R T B

1EJson AP TR SGEA T ERE R R BUN BUE TN, RN R A
JiParseJsonNumberAsStringi&li fjtrue, RN ¥ iZficastiiDecimal, tean—A@tkafl
H123456789.123456789, Hlselect s.a from ossobject s where cast(s.a as

decimal) > 123456789.123455kn] ARREIRIAEIEIIRS EAEY:,



11 EF3

11.1 OSSIEX T2
XTOSSHTHT TP K n] DUREE & 53 B Oy i bk 5 2 70 M B A TR B O AL R, [EATER
TR TR BT AT SRR R i B O RIER I RAGHIZIE IR OSS APT ST AL
SEMITETE R LIRRETE IR URL i B AR R,

ERiEKRE
' iz )
REATObject®
Bucket
{;;;;;:'%%ﬁi{object;ff[jjjjz::, Y <:::jj:6r-j;zc‘rACL%§ }E{i—jﬁ;;}
N
«:-::_jjj::B{J;LetACL%Eif-l‘;%ﬁ:ﬁ.::-:, !
Y v N
IRElObject¥iiRE tEECh L]

1. APRERPRIEFIOSSHHTTPARS % L.
2. OSSHUYEURLf#EHr i BucketfilObject.,



3. OSSKi#EObject/2 % 1 ACL,

- WURBEEEACL, IBAHkS:4,
- WIRBEE TACL, WPHIKiObjectiACLER SLiF A il
- SelFmEREIS,
- ARUFNHEATER, EREEWR,
4. OSSHIWBucketlACLE R R IFIERZ T il
- SUUFNIARSES,
< ARREEMGRM, GEREE R,
5. BURBHEELE, BEObjectINELF,

R HIRIERIERAIE

FEAFObjectF0
Bucket

4::;:::3%_}'1'5@1%@%@:::

-
Y
Y

< BETFEObjectACL Y ObjectACLRFH St >

— - N
< .
N
BucketACL%E‘ftliF !
l ! “
1R ElObject¥iiR fELRiGE] -

1. AP RFRBZIEFIOSSHTHTTPAR S5 %% Lo
2. OSSHYEURL#EHT i BucketfilObject,



3. OSSHEIE RIOSSHIAccessKeyIdIREIE R E MR B E R, TS0 R
< GRARIREURT), WHRME], HEREH,
- SGREURY), HEREAW VIR, WHRE, R,
- WSSRBURY, {HOSSHRIRIEE RITHTTPSEH RN ARIE R EIENE L IR
B, WHRE, $EREEH,
- ARBOTEBURY), IS4,
4. OSSK:#EObject/2 B E 1 ACL,

- WRObjectEH I EACL, LGS,
- WObjectiZ® ¥ ACL, OSSHIWiObjectfJACLRE® seF b ill,

- sevrmipksle,
- ARARVENEIELIER, #EREEH,
5. OSSHIWBucketfJACLEE FSL¥F L P i ),

- SLPFNIgESEG,
© ASEVFNGRM], HRETH,
6. BURFIEE, &lEIObjectINELRMF .

AccessKey ZH!

Hili i) OSS Y Accesskey (AK) A =B, BT

- FIEZAIKS AK
B H 2K AK F5$i5 Bucket I ER AK, AP HZIKSHREL AccessKey Ml H BT
AR, AP 2K S RER R INAABIE S active Bl# inactive ) AK X (
AccessKeyld fll AccessKeySecret) .
F Pl DA S AccessKey 55 a4, HIBHIEaRMER AK X,
A AK M#BfHactive/inactive iR A,
- Active WP AK T HEEIRZ, v DAE S g kg fsfE Al
- Inactive RWIH P AK B TAEBIRIRE, ARETE SOy R UERIINAER

@ R
TR B B B 2K S AccessKey,
- RAM FIkS AK

RAM (Resource Access Management) & B A2t BT IR i 25k 5. RAM kS AK
far 2 RAM $AU AK, 3X4] AK HaeHH RAM & R Z: Vi Bucket HAYBE


https://ak-console.aliyun.com

U5, Eid RAM, Zn]PAEHERRERE P (BRNB T, RGOS HRYT) , PARRHIE ]
Vil 4 PUBESEIRAOBURL, LR aEas BB H P LA X —4 Bucket B, TFIKS
RMNETEKSH, I HiXSKS FAREA SRR BEIR, i siRalE 1 3ks,

- STS K5 AK
STS (Security Token Service) J2Fi¥ A G2 BERIIGI Vi kI FEUENRSS. STS K5 AK 50218
it STS Mk AK, X4 AK HEEFZHE STS & M 2 i) Bucket M BT,

SRS
H i 24 =R B Rk 755\ :
- AK Bk
- RAM %k
- STS Hiik

SHP A N B G OSS KiXiHRIN, HE Oy RUErISCBim T :

1. FPISRIRE RILIROSSTR @ Ak VR R 44 245 R

2. PR AccessKeySecret 1344 7 AF A TME ™ L R ERS,

3. OSS WeEFERLAG, @it AccessKeyld HREIX ML) AccessKeySecret, PARIFERTG TATRIRES
ZFRF AR IER,
QR ORISR ER AR AL — R R i3 SRR A R
- EW, 0SS EgEHIXIRIE R, JFi&E HTTP 4034515,

HE ISR OSSH=F7 &

- ERFERIE VIR O0SS: FHl G o P R T B Oy R UERI S, B S Vi OSSHI P Jc i
KA, BRERIES W Rtk

- fEHISDKiMOSS: OSSHit 7 ZHITKIGFHISDK, SDKBl Y BHHIEL, HlH
rAccessKeyfa BE NS EE AT, PGS WATE S SDKSCRI R Y MRy, fln
Javagpi . fi %A URLIEFTIGINZAL. Python gpc. (i 244 URLIEA FIG IS AL o

- fEHIAPIVIFIOSS : IR A =R IIE EOREEAMREST ul APIEH, BHREILHWESH
HIERUREY. BIEHES WAPTFNI PNt Header v £ %5 4 M URL i 5755 440

11.2 fHeaderh B EEZ

AP Rl EHTTPIERPHI Authorization Header K534 (Signature) {58, #M
XA R CHHZEL



SDK £#& L1

OSS SDKE&IMES, M EMOSS SDKARERERAME, IR ¥ RIS S %4
S, 5% 0SS SDKAIIE, 0SS SDKZEAJIRHI LA R

SDK B

Java SDK OSSRequestSigner.java
Python SDK auth.py

.Net SDK OssRequestSigner.cs
PHP SDK OssClient.php
CSDK oss_auth.c
JavaScript SDK clientjs

Go SDK auth.go

Ruby SDK util.rb

i0S SDK OSSModel.m
Android SDK OSUtilsjava

WA IS, VilOSSHit SignatureDoesNotMatch HIREY, 52 W %44 it g nHERR
B,

AuthorizationF BN E

Authorization = "0OSS " + AccessKeyId + ":" + Sdignature
Signature = base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+

Content-MD5 + "\n"
Content-Type + "\n"
Date + "\n"
CanonicalizedOSSHeaders
CanonicalizedResource))

+
+
+
+

- AccessKeySecret FnEA T H,

- VERBFHRHTTP iR Method, FZAPUT. GET. POST. HEAD. DELETEZ,

< \n TR,

- Content-MD5 FIRiERNBBIMWIMDSE, MHENE (AHELEE) IHREMDSER
128, MizE it iTbase64dmidmisdl, ZiERLIH THESTEENRE (H
BNAREEEEN—F) , W” eB5eJF1ptWaXm4bijSPyxw==", Ha[LLAZ, ¥iFiES
WRFC2616 Content-MD5,

© Content-Type FoRIERMNAERIA, " application/octet-stream” , WAJPLH=E,


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/main/java/com/aliyun/oss/internal/OSSRequestSigner.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/oss2/auth.py
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/sdk/Util/OssRequestSigner.cs
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/OssClient.php
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk/oss_auth.c
https://github.com/ali-sdk/ali-oss/blob/master/lib/client.js
https://github.com/aliyun/aliyun-oss-go-sdk/blob/master/oss/auth.go
https://github.com/aliyun/aliyun-oss-ruby-sdk/blob/master/lib/aliyun/oss/util.rb
https://github.com/aliyun/aliyun-oss-ios-sdk/blob/master/AliyunOSSSDK/OSSModel.m
https://github.com/aliyun/aliyun-oss-android-sdk/blob/master/oss-android-sdk/src/main/java/com/alibaba/sdk/android/oss/common/utils/OSSUtils.java
https://www.ietf.org/rfc/rfc2616.txt

- Date FURILIRMRENINIH], HHGMTHR, 41” Sun, 22 Nov 2015 08:16:38 GMT”
- Canonicalized0SSHeaders FRbA x-0ss- NEIERHTTP Header) 2w HES
- CanonicalizedResource Fm P A OSSR,

H DatefliCanonicalizedResource AiEN=ZS; WIRIG R Datelf HFIOSSARSS AN ) 22
155780 PA |, OSSHRSS#iiadnixiss, HIRBIHTTP 40355i%,

¥ CanonicalizedOSSHeadersH 75 5%
i £ BL x-0ss- MRIGHTTP Header#ifi CanonicalizedOSSHeaders, ‘ER#&E 7541
T:
1. WA BA x-oss- MRTZEHTTPHE R LA ZHIB/NG . WX-0SS-Meta-Name: TaoBao

H:Hufx-oss-meta-name: TaoBao,

2. WISRIE RS2 ASTSH 1S AccessKeyldflIAccessKeySecret &%k, T2k 19 Msecurity-
tokenffiPA x-oss-security-token:security-token KIFERIMARNE L 215 Hh,

3. ¥ L= A HT TP R L&A 77 Iy T S

4. THIERERSLAIPE 2 W53 BRAT P IR EAT 2348, Wlix-oss-meta-name: TaoBaokkifik:
Xx—-oss-meta-name:TaoBao,

5. ¥ SHNEH \n 2R 2 PRI CanonicalizedOSSHeaders,

BeW:
- CanonicalizedOSSHeadersW D=, TR FMBEN \n,
< WRRA A, WA x-oss-meta-a\n, EREHEM\n,
- WA A, MW x-oss-meta-a:a\nx-oss-meta-b:b\nx-oss-meta-c:c\n, TEEHR
JEHI\ NG
¥a¥ECanonicalizedResourcef75 3%
F P & R M OSS HFn Bt iR CanonicalizedResource, ‘BRI RN :
1. ¥%CanonicalizedResource B Rz 71 FH: "";

2. IBNEYIMFOSSHE R /BucketName/ObjectName (UM%
£ ObjectNameW|CanonicalizedResourcey” /BucketName/ “, WISFHIIH%E
fiBucketNamelllly “/” )

3. WIERIERMGE IR RS 73R (SubResource) , HRAKRE I 7S IR =8, WNBIKHER
FHPA & MR R - R TATHE . fECanonicalizedResource 7 FFE3 RN 2 A7 IR



¥, kB ICanonicalizedResourceflll: /BucketName/ObjectName?acl&uploadId=
UploadId

4, R PERERSE 7 E WA (QueryString, tIMHttp Request Parameters), i
SARX A W R R R ORI IR I, WINBIRHES, A & RrBary, teS8ism
#|CanonicalizedResource, #lll: /BucketName/ObjectName?acl&response-

content-type=ContentType&uploadId=UploadId,

BeHH:

- OSSHii #5191 BE i (sub-resource) fiff: acl, uploads, location, cors, logging,
website, referer, lifecycle, delete, append, tagging, objectMeta, uploadId,
partNumber, security-token, position, img, style, styleName, replication,
replicationProgress, replicationLocation, cname, bucketInfo, comp, qos, live
, status, vod, startTime, endTime, symlink, x-oss-process, response-content
-type, response-content-language, response-expires, response-cache-control,

response-content-disposition, response-content-encoding

- T (sub-resource)fi =RhJH:
- BRI, wWBEEPacl, append, uploadld, symlink®%:, Uy -Bucketfyi:

{1 T Obj ectif g
- {EEiRMHeader B, Ul response-*x*, PEMGetObjectiJRequest Parameters,
- Xft (Object) B3, Wl x-oss-process, HTXFRILRETTH, g Bk pp.
HEER LM

- B TAHRRIUN UTF-8 fsk. S SCP TS AT R UEIEST UTF-8 9ali, 5
AccessKeySecretitBR&% 4.

- BT IERIRFC 210475 UWHMAC-SHA1/51%, HKey M AccessKeySecret”

- Content-Type fll Content-MD5 fEiFRHPARLHN, (HR2URIERFEEH/EIE, 2HM
G DRATATF \n 1O

- I FHTTPAEE Xheaderd, A PA x-oss- JFkiheader, FTEMAZEL TR

#; HAIEHTTPhRfheaderf#i0SSZME (W1_LBII¥Ix-0ss-magicR T EMA B A 7T H
) .


http://www.ietf.org/rfc/rfc2104.txt

- BL x-oss- H3kiheader £ 4 Bk il s 47 & BA R HITG :

- headerI#FHREL NG,

- headert& 77 H/MFIRHET

- Jr#lheader nameflivaluelt) B S i G AREA ZH
- A HeaderZ J5#A —MATHF “\n” , WREHA Header, CanonicalizedOSSHead

ersitiXEH N,

fox=pn ]l

BAccessKeylds2” 44CF9590006BF252F707” , AccessKeySecret/2” OtxrzxIsfp
FjA7SwPzILwySBw21TLhquhboDYROV”

Content-MD5: eB5SeJF1ptW
aXm4bijSPyxw== Content-
Type: text/html Date: Thu,
17 Nov 2005 18:49:58 GMT
Host: oss-example.oss-cn
-hangzhou.aliyuncs.com
X-0SS-Meta-Author: foo
@bar.com X-0SS-Magic:
abracadabra

hmac-shal(AccessKeyS
ecret, VERB+ “\n” +
Content-MD5 + “\n

” + Content-Type + “\

n” +Date+ “\n” +
CanonicalizedOSSHeaders
+ CanonicalizedResource))

R BAEIFRITE AN BHTITH
PUT /nelson HTTP/1.0 Signature = base64( “PUT\n eB5eJF1ptW

aXm4bijSPyxw==\n text/
html\n Thu, 17 Nov 2005 18
:49:58 GMT\n x-0ss-magic:
abracadabra\nx-oss-meta-
author:foo@bar.com\n/oss
-example/nels

A DA R 7L TH R 244 (Signature) :

python/= B e :

import base64
import hmac
import sha

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",

"PUT\NODBGOERFMDMzQTczRUY3NUE3NzA5QzdFNUYzMDQXNEM=\ntext
/html\nThu, 17 Nov 2005 18:49:58 GMT\nx-oss-magic:abracadabra\nx-oss-
meta-author: foo@bar.com\n/oss-example/nelson", sha)

Signature =

base64.b64encode(h.digest())

print("Signature: %s" % Signature)

%44 (Signature) HREES R M Z% M 26NBxoKdsyly4EDv6inkoDft/yA=, K jAuthorization =
“OSS “+ AccessKeyld + “:” + Signatureffi AfitJi Authorizationy “0SS 44CF959000
6BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=" #J&/l_LAuthorization ke plis b 7 %

RIEMITHE :

PUT /nelson HTTP/1.0

Authorization:0SS 44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=
Content-Md5: eB5eJFlptWaXm4bijSPyxw==




Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
X-0SS-Meta-Author: foo@bar.com

X-0SS-Magic: abracadabra

Y hran

- WRE A AccessKeyld A fEfEskinactive, JE[M403 Forbidden, #5i%#%: InvalidAcc
essKeyld,

- HAPERL P AuthorizationfAAEXAN, 1EM400 Bad Request, #ii%#4%: InvalidArg

ument,

- OSSHIA I RABLAEHHTTP L1RERIGMTR FkE R, Hrb, HIkEO:

datel = 2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun
1982)

EiRHMRER, K7 PrbhiBdie “2 DIGIT” o Bk, “Jun2” . “2Jun
1982”7 i “2-Jun-82” #RREAEEH Ik,
- AERBARUERIR, SkrpAE ADatesi#E HUAIER, 1&[M403 Forbiddenffik, #Hik

fi%: AccessDenied,

- FENWERIIIN R)ZE OSSR S5 2% 24 i I ) Z JG A9 150 8P BAX, 45 WI3R[H1403 Forbidden, 5
#%: RequestTimeTooSkewed,

- Wi AccessKeyld gactiveft), {HOSSHIWHF G R R EZEAHIE, WIEM403
Forbidden, J7EIRM4:H P itresponser s P IEWI A T HUEM &R/ TR, B
A URIEOSSHresponsekAa H S 4 747 Hh 2 45 IR,

IR R :

<?xml version="1.0" ?>
<Error>
<Code>
SignatureDoesNotMatch
</Code>
<Message>
The request signature we calculated does not match the
signature you provided. Check your key and signing method.
</Message>
<StringToSignBytes>
47 45 54 Oa OQa Oa 57 65 64 2c 20 31 31 20 4d 61 79 20 32 30 31
31 20 30 37 3a 35 39 3a 32 35 20 47 4d 54 0a 2f 75 73 72 65 61 6¢C 74
65 73 74 3f 61 63 6¢C
</StringToSignBytes>
<RequestId>
1E446260FF9B10C2
</RequestId>
<HostId>
oss—-cn-hangzhou.aliyuncs.com
</HostId>
<SignatureProvided>
y5H7yzPsA/tP4+0tH1HHVPEwWUvV8=



</SignatureProvided>
<StringToSign>
GET
Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl
</StringToSign>
<OSSAccessKeyId>
AKIAIVAKMSMOY7VOMRWQ
</0SSAccessKeyId>
</Error>

& DLin) R
Content-MD5HJH 875

Content-MD5/yi8E

DAL 0" 123456789 " K, HHRIXANFAFHContent-MD5
EMI A

PrtfErbE SCHYBA T S B2 -

1. JEEIMDS sy RERIEE (1280) | .

2. ERXA EflE Tbase64%ihy (AN 326074  Hhidhl)
[y\Py‘thonﬂq{ﬂJ¥:

ER SRR A ,

>>> dimport base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

TR ,

IEMIRS2: hash.digest(), MRS (12841)

>>> hash.digest()
"x\x1er$]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"'

T WHTBUR EHON T I3 20 w45 i gl  Thas e 6 44T,
i, R : hash.hexdigest(), RG] WAY32H1FLT gty
>>> hash.hexdigest()
'781e5e245d69b566979b86€28d23f2c 7"
FHIARIMDS R jlETbase 64wt fE R4S R |

>>> base64.b64encode(hash.hexdigest())
"NzgxZTV1IMjQ1ZDY5YjU2Njk30WI4NmUyOGQyM2YyYzc="

11.3ZURLHFBEEER

B 7 i Authorization Header, HF'iEnf AfEURLHINAZAER, XAEH 0] DITZURL
RO = PR ),

RIS
URLHRIEE 4 M pythonm il

import base64

import hmac

import sha

import urllib

h = hmac.new("0txrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss—-example/oss—api.pdf",
sha)



urllib.quote (base64.encodestring(h.digest()).strip())

0SS SDKH - v SREURLEMIITIE, MM T552E SDKSH HIEZRL M S0k,

0SS SDKIJURLE A, WSH Rk

SDK URL%EA 5% S
Java SDK 0SSClient.generatePr OSXClient.java
esignedUrl
Python SDK Bucket.sign_url api.py
.Net SDK OssClient.GeneratePr OssClient.cs
esignedUri
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl Object.js
C SDK oss_gen_signed_url oss_object.c
SKMAN
URLZ&AA R

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-api.pdf?0SSAccessK
eyId=nz2pc56s936**91&Expires=1141889120&Signature=vjbyPxybdZaNmGa%
2ByT272YEA1v4%3D

URLZBAMHE /ML Signature, ExpiresfloSSAccessKeyId =4S,

- Expires SEIIER—Unixtime (HUTCHM19704E1H 1S IFHARED , MTHIN
ZURLRE I E], WIROSSHEIX AN URLIE KA M T 244 h L S ExpiresS £y, W
BB RSN, Hlan: MEinER21141889060, H&RHAEMIE—160FY)E HAIK
URL, Winf A B Expiresi i 1141889120, URLIIA T RIZRIA 36005, K
J164800F),

* 0SSAccessKeyId HI#E#IH Y AccessKeyld,

* Signature FrRBAELE. IAEMOSSK G RMAMHeader2 %, fEURLHPIHITHEAN
M Header i fay &85 44 BT AR — 4,

Signature = urlencode(base64(hmac-shal(AccessKeySecret,
VERB + "\n"

CONTENT-MD5 + "\n"

CONTENT-TYPE + "\n"

EXPIRES + "\n"

CanonicalizedOSSHeaders

+

+ + +



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/main/java/com/aliyun/oss/OSSClient.java?spm=a2c4g.11186623.2.6.30uUQV&file=OSSClient.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/oss2/api.py?spm=a2c4g.11186623.2.7.30uUQV&file=api.py
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/sdk/OssClient.cs?spm=a2c4g.11186623.2.8.30uUQV&file=OssClient.cs
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/OssClient.php?spm=a2c4g.11186623.2.9.30uUQV
https://github.com/ali-sdk/ali-oss/blob/master/lib/object.js?spm=a2c4g.11186623.2.10.30uUQV&file=object.js
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk/oss_object.c?spm=a2c4g.11186623.2.11.30uUQV&file=oss_object.c
https://baike.baidu.com/item/unix%E6%97%B6%E9%97%B4%E6%88%B3/2078227?fr=aladdin

+ CanonicalizedResource)))

HHeader P &8 EE R :

- W URLEEEAN, ZiifDateZ i RkExpiresZ ),
- AXZFFRINEURLAIHeader L 55544,
- WRZBREANNSignature, Expires, OSSAccessKeyZ#Id, PUE—IX Mk,
- EREE RN R e T Expiresii ], REHRIERS 4.
- BEATAHBRIREIURLE, FEEXMNURL# Turlencode,
- IR P URLEAN, W2 security-token, HRUIF:

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-api.pdf?
OSSAccessKeyId=nz2pc56s936*x*91&Expires=1141889120&Signature=
vjbyPxybdZaNmGa%2ByT272YEAiv4%3D&security-token=SecurityToken

ATt

- EHEURL AR, SRR EHE LRI 01N ) P 5 76 FEM |, s pi s P At i
AR,

- PUTHIGETi# R SHFEURLHIZE A

- fEURLHRMNZ 4N, Signature, Expires, OSSAccessKeyIdlijFnl LAZE e, {HI2uH
Signature, Expires, OSSAccessKeyldi/bHH—/sk#H £4, i&H403 Forbiddenif
B #i%%: AccessDenied,

< QR T Y i I RN T3 SR i 2 M Expiresi ISR Ak :Uk5 %, 391403 Forbiddeni
B #ii%%: AccessDenied,

- WIRURLH 252 8Signature, Expires, OSSAccessKeyld¥i—Ak# 24, JEH
Headerhthfu %41, 1BM400 Bad Requestiii . #1364 : InvalidArgument,

- EREAZIFHBN, BRDatepE K ExpiresSE5b, 5% E content-type. content-md5
% FAivhse W Header GfsRrb B DateixANifiskHeader, HARERDatell N34 ¥
)



12 B

12.1 RAMFISTSI 48
RAM (Resource Access Management) FISTS (Security Token Service) BB ZH2 i)
PR EBLRSL,

RAMEZNEADZ IR S RABER, &nl A RAMAE BK S HRBREEINGE ¢, 4
AR F P SR R AR A TS BIFZBUE PR H I, STSR— A% 44Tk (Token) MEPLR
Gt ] DUE I STS K 5 ot T I FH P B 132

AT 2 ZERARAMAISTS

RAMAIST ST MR — MO W SR Al £E A 2 82 1K S 1A ccessKey IR DL & 2RI
NVikl, BA—HEKSHAccessKey 2 g HH RIG 2 HRBRII L 2 ME, Il PAREER(E%
WS PHTHNBR, R,

RAMBE— I AR R, 383 7 A RREFIKS, R R 8 A R
F, EH—HPRSEUAZERERERME, B2, BT FRSE-REL PERBIER
1, P, FikSAccessKey i A REEE,

FM T RAMBEERHC B HIDLE], STSHRALRIE —RREIN ViR, @ STSAS LUK Ml
AccessKeyfilToken, iX2&{5 0] DLE RGN AP HEYIMIOSS, —RkRBE, MSTSIREXHIAN
R 2322 AR R, I ELAAT I RIRREY,  DRHIX (S B S 2 Ja o T R R It

AR
PAR e — L SR o B AR

- TS (RAM account) : MR AIFEIKSHAIEHOR IS, GBI A] BLy Ac
SRS, BAFIKESIHE A AccessKey, R BARIBTHLZ 0K 5 —FEIEH I 58 A #L
BREGERAE. —BOoRBE, IXHA7IKS n] DB A SERBURIAT P, Wl DA R 2 — A BT
LERURRI PRI R

- fite (Role) : FoRAAMRAEBIRIEINEE, (HRBAMNIEREW M AccessKey,

Bim:
TS I DApriifn t,  Prisif iRl RRR 126 € B SRR,
- $BUREE (Policy) : A€ SUBURRIGEIN, EEansevi P aisit, B85 ASEEBEH,



- %R (Resource) : REHFIViR=VEIE, LLAIOSSHfA M Bucket, 5#HOSSHIHEA
Bucket., #3#HOSSHHABucket FHiffIEEAObject ¥,

TS AT RN AL KR, BEAEARINMAORRL, EXERMORR
R, EARRBBSARPHEARNA G, HRIERE NN, FEPHEANR I CR o st £ B
GBI, SRR 53 T eRE SORBEZIFAREN N — MRER SR, RAHANDHE 7 254 R 15
RS, X ] AR — AR, IRSUE A € nl A A A RIS A R R,

Bim:
senE )G, AN E S A R,

IXH A A REE— Ro

- HAPRHRZEP, #RAlice, HIEOSS FAMMAGIBucket, alice_afilalice_b, aliceXf
XA Bucketfi i 5e 2R,

- ORI AMK S I AccessKeyilt % S 2 M, AlicefHIRAMEIE ¥ HifF ik Ebob
flicarol, bobXtalice_atfifi G HIR, caroltfalice_b#lifi i EHFR, bobficarol#RHifH
M AccessKey, iXFE —iltd v X S H T —4Bucket, i HAlicen] BAR 7T EITES
ifill 5 E g it FH P EXVRURL

- PMERDN LR, FRERRUATI i ialice_arhiObject, JXMIENL FAM % Eititbobi
AccessKeyiz#Zih X, W2, XAWEDIFE—t, HaAliceAReader, HiXAMfth
WAy iz alice_allR, HRIETTE, XA MEAliceAReaderi& R EEEIZAN, FIANIFA
f#{Ex B AliceAReaderf¥AccessKey, AliceAReaderBI{E{UNFn—AM 4 Vilnlalice_akd
BRI — A HE AL SIR

© N T REIREUIRIZAL, X AMIHER] LU STSIAssumeRoled% H, 5IFSTS, bob¥s Z#ii
AliceAReaderixAM M, WIS)RY), STSZREI—AMhilAccessKeyld. AccessKeyS
ecretiffiSecurityTokenfE Vi Lk, FHXAFEUEL 2875 25 MIRIRIN FH P il DR TS Vi )
alice_afIEIAIR v, SEUE IR LV AssumeRol e i fiE5E .

FTRAMAISTSKIVEAIAEHME B, 352 Wil 5 Sokbo


https://help.aliyun.com/product/28625.html

12.2 RAMFIK =S
FERSHIPT 20K S B, @3 RAM nf LAIEEAA B 2 AccessKey 7. REHIBTHL 0K S8
FREKS, QREHSRNIKSHEFONFIKS, EHFIKSE AccessKey HRAEMREH MK S HA
PERIBEIE,

fERG=

WML T 2500, BRASEAE 2P REMERIX AR, X P RGeS RN A
k5 AccessKey, iXHI P48

- BEYIR S NI, g XS R,
- ROCTAPEIR S P REVI MIRLEBE PR (ki Bucket) HIARLER,

$En] DAERERIRT A KS R, @3d RAM @A B AccessKey B FHIF . BRIBTHZIKS
PR TS, AR S RO FIKS, FIKSH AccessKey HREfEH F:K S AU H1F
IR 9]

K TRAMIEH ST AMRAM YIRS HIQIE, S WRAMA] P15 . EIHH#RAM Policysiii
XTOSSHEIER i AL, 1ENEIHS WRAM Policy,

12.3 STSImA AN H1E10SS
0SS nfPLEE B Bl 2 STS (Security Token Service) #ETIRIHZRiM, FIHEZ STS RAAHH
F P PRI 5 ) 2R Weblil 55, J@id STS, ZEnlDsE = i MHs 7P (BH P S5 hEE
CEFRH ) Wk —A B SNSFBR 5 ) EIE,

BiBH:
KTSTSHHEZER, ESWRAMAISTSS %o

fERTS

MNT ARSI RGEFERNAP, R App K. BRELAMIKS, B=77 App, ¥
IXER PR O o IX LRI R R P T RETR ARV OSS BER, BEAR, Enl DURRERIEIRE
ViV RSEI Bl L = BRI R

PR, P 2 STS IS5 NP A0S (3 RAM HP) SRy s R E
B, BAREEHRAKS (B RAM W) KIS (NEREM. AccessKey) , NN
— AR ) SEUELR IR R A P B B, XA SRR 5 AR S A SOUIBR AR nl AR B e Lo A
T EROBRBE RS, VimEEd )5 & AahR3L.



i STS AR EIEfREZ 22 (SecurityToken) | IiWil#% (AccessKeyld,
AccessKeySecret) . fliflAccessKey J5 ik S5RLEEHIP T ZMKF 80 RAM P AccessKey &
IXVRIN 75 MR, TEERRDRIEREA T 0SS KIAMIE Kb s &% 22,

KR
Pl—/18) App 246, RER— 133 App Pk, FTRAERIFHE = 0SS IRk~ 17 App
g e, I BRI App WP Z MR BdEkEE, Bitk—4 App HPRIREIHE App
P EEE. PRA] BAE STS #2608 P E#e Vi 0SS,

{1 STS BV E#& Vil OSS KA T :

‘ 2.3 # AssumeRole
LApPA P ER CEEE TS CT LN
MEAA STS

"4.ClientApp# #STS %1k HAAK 3. A EISTSEIE A
1
i
542
1

5. AU 4k FISTS TR B =T #y 387 4 #7055 APIHF £ :
0SS

1. App HP%&s. App HPMIAEKETCR, B App W&, AppServer 3+ App HF
k. WNFEAEUN App FIFORBE, FHE AppServer fge XA App FF E NI
B,

2. AppServer 153K STS IR553RM— &2 (SecurityToken) . {EJM STS Zii,
AppServer TEHIE App HPHIEN IR Ol Policy iiAiiR) DARAZBUIIS I ],
K@ prEf e (AssumeRole) SKIRI— MR MGG ZE LS,

3. STS &4 AppServer — ARV MISEUE, G —AN 22 (SecurityToken) . Il
Vil#Y (AccessKeyld, AccessKeySecret) PARG I ],

4. AppServer ¥iREIEE M4 ClientApp, ClientApp P ABAEIXASEUE, 24 FEIEJ AN,
ClientApp #%217 AppServer HIGHRARVIMISEUE, e, ViRSEIEAZRGIDI LN, A2
ClientApp nJ EL%: 30 53%hm) AppServer iR 8 i i Lk,

5. ClientApp i FI AR AF I Vi FEUE 215 3R Aliyun Service APL, ZR55 21 STS VilnltE
VE, JE2XfRigt STS M55 RFUEY M SEUE, \ERANIRIHFiE R,

STS ‘@M. fAEEMAMEHHEXNEENE, 2% RAM s, W STS Miss5k
I AssumeRol el 3REUE R i Ml A MERI AT

L 4

App 1A




BRESR

B¥eAi—/400 ram-test i) Bucket T2 Bs, BLRAIRM M FIKS45E STS 98 0SS
BRI Bl

fnI @it 0SS SDK 45 STS SDK &AM, SBUEM STS IRV 0SS L,



1. QP FIKS,

a. Bk RAM Vs il il PRl £

b. #£ RAM Wil va, Hdifr,

c. fEMP o, AdsEE.

d. TR, HPRSE RS SRR, SonAig, Vit U N aiEgifvin, Jin
il
RAMiFElERI « FAF
« FizFF

 BRMEEE

BTER O BTER
RAMTest 3liyun.com RamTest

+ A~

i yagavf 2]
EHISEEER
wmigine

e. BAdBRRAERE > FRABR,

< RAMTest@F 4. : . ialiyun.com

BREXRES £ WEETES
HPE RAMTest® aliyun.com (] S8

RamTest R 2018128 288 142930

SEFFRFEREIR

PR Rz FETE HRmESE R mEst wiE B

f. FEASIBRTIH, el kS AliyunSTSAssumeRoleAccess AU,


https://ram.console.aliyun.com

RINTLR

SRR AlivunsTd o Q i (0)

E] BEM:

REBAZ P FIK S HAMERBR, BOW e A G 2 A s e gnissmh @i G
7).,

2. BB RN,

a. Xk RAM Jjj il i B -

b. 1€ RAM Vi I3l v i, S oA FRR B,

c. BAdHTEA PSR

d. fEHTE B SORUBRSR IS b,  BUSRIEAA PR, &1, ACEBLUIERE n] SILAC B oA L A

PUMAELE M, X ram-test #¥ ListObjects 5 GetObject % RibUR, feRigMNzh
PCEMIAGN T :

{
"Version": "1",
"Statement": [
{

"Effect": "Allow",

"Action": [
"oss:ListObjects",
"oss:GetObject"

1,

"Resource": [
"acs:oss:x:*:ram-test",
"acs:oss:x:*x:ram-test/x"

]

}
]


https://ram.console.aliyun.com

X5 A#fiE 0SS FEHER [ 12 SHnAIE

\
« FEBEE MAPRFES
EEER
RAMtest
it
Fortest
EEiET
L ERER
0 urEE
EEAE
S EERnEN
1
2 “Version™: "1%,
3 “Statement™: [
4
5 "Effect": “"Allow",
6 "Action”: [
7 "oss:ListObjects”,
8 "0ss:GetObject”
e 1
1@ "Resource™: [
11 R e L I TN
BE iBE

HIA: 20190221 121



3. Gl ta,

a. T RAM i 3l i Bl -

b. f£ RAM Vi 5l vim, #$diRAM f iR,

c. £ RAM f( R, SAdifid RAM fita,

d. fE9rd RAM fafanvim, HS RAM fita44F8, AR RAM fita4#5h RamOssTest, i%
BB R RRTZE RS ID PR ER ALY,

EE RAM BT X

FEEA iR

O FEE=ksS

HEZES

* RAMBBRETRR

RamOssTest

it

i

e. M EAIHE RAM fif RamOssTest Al M7 IR .
f. EGMBBRT, 5B e SONBRGRES, Jm2P i 2 Fhaldi ki Ramtest,

AISREE S, WA R E AR


https://ram.console.aliyun.com

¢« RamOssTest

BHER

(3
i

EELER Fortest

]

3
=] B

ARN KT E I @Y 1D,
4. j@id STS API 3k STS AK 45 SecurityToken,

il P STS SDK iR STS IR55KM — &% 2%, STS SDK Y234 R ITEWSTS Java

DK R

PA STS Java SDK Ml :

public class StsServiceSample {
public static void main(String[] args) {

String
String
String
String
String
String

try {
//
region ID)

endpoint = "sts.aliyuncs.com";
accessKeyId = "<access-key-id>";
accessKeySecret = '"<access-key-secret>";
roleArn = "<role-arn>";
roleSessionName = "session-name";
policy = "{\n" +
n \”Version\”: \Hl\”’ \nH +
" \"Statement\": [\n" +
n {\nH +
" \"Action\": [\n" +
n \Hoss:*\ﬂ\nﬂ +
1, \n" +
" \"Resource\": [\n" +
" \"acs:oss:ixix:ix\" \n" +
1, \n" +
" \"Effect\": \"Allow\"\n" +
n }\nH +
n ]\nH +
H}H;

#fendpoint (EHfEMEMSTS endpoint, RiMANSEM=E, TFdsm

DefaultProfile.addEndpoint("", "", "Sts", endpoint);

// fgxidefault profile (B#W=3, KW Miregion ID)

IClientProfile profile = DefaultProfile.getProfile("",
accessKeyId, accessKeySecret);

// Hprofileficlient

DefaultAcsClient client = new DefaultAcsClient(profile);

final AssumeRoleRequest request = new AssumeRoleRequest

OF

request.setMethod (MethodType.POST) ;
request.setRoleArn(roleArn);



request.setRoleSessionName(roleSessionName) ;

request.setPolicy(policy); // FHpolicyh=%d, WIHIF RS %M
(ERNPTEEE R

request.setDurationSeconds(1000L); // PEEEIEANEH
final AssumeRoleResponse response = client.getAcsResp
onse(request);

System.out.println("Expiration: " + response.getCredent
jals().getExpiration());

System.out.println("Access Key Id: " + response.
getCredentials() .getAccessKeyId());

System.out.println("Access Key Secret: " + response.
getCredentials() .getAccessKeySecret());

System.out.println("Security Token: " + response.

getCredentials() .getSecurityToken());
System.out.println("RequestId: " + response.getRequestId
)

} catch (ClientException e) {
System.out.println("Failed: ");
System.out.println("Error code: " + e.getErrCode());
System.out.println("Error message: " + e.getErrMsg());
System.out.println("RequestId: " + e.getRequestId());

}
}
}
SRR

- AccessKeyld. AccessKeySecret: 75 AK 58,

- RoleArn: &AM E ID,

- RoleSessionName: HFRFRIRIGRSEIERI AR, @BUEFARN TP RX S5,
- Policy: TEHE A CLINBEE MM B

Bil:
IXHAE A Policy J R BRI M .z 5 A CEUERBRR, I kR 5 AR5 AR
S AR 1% A Policy Wz, HriEf i APolicy MR F Ry 1 R ik
P, Eedn LSRRI n] PARRSEAS RIS P G0 1 A% SOPF R AR R BRI 35
- DurationSeconds: BEIGNEUERARUY, Ahid s, &IV 900, KN 3600,
5. jfijd STS AK 45 SecurityToken il OSS,

IRHL STS AK &5 SecurityToken J&, #n] BA#H STS SEUEAERA R,

PAR2 Java SDK HRfil, HAtR=FiES Weython, PHP. Go SDK Vil “fEH] STS #EfT
ISR —5,

// EndpointPIhif hfl, HERegionifigprlEdiH ,

String endpoint = "http://oss-cn-hangzhou.aliyuncs.com";

/] PR ARFERKSAccessKey IR APTHI YA, USRS, S e 316 i
RAMIK S TAPI sk H 7 iadE, 585t https://ram.console.aliyun.com filj#t
RAMIIK S,

String accessKeyId = "<yourAccessKeyId>";

String accessKeySecret = '"<yourAccessKeySecret>";

String securityToken = "<yourSecurityToken>";



/1 WP EFSTSIGNSEUES, Wil K222 (SecurityToken) HEH Vil #H (
AccessKeyIdfllAccessKeySecret) A pk0SSClient,

[/ @IAOSSClientsefil, TR, XMAEHF] Y E— A mi)STSFEUE
0SSClient ossClient = new 0SSClient(endpoint, accessKeyId,
accessKeySecret, securityToken);

/1 OSSHfE,

// X[H0SSClient,
ossClient.shutdown() ;



13 A PR¥Z ]

13.1 I ERZ I BEA

EXHAE Bucket 1) Object iIVil, OSS f26t 7 ZRBURIEHI T, ®HFACL, RAM
PolicyfiBucket Policy,

+ ACL: OSS MBREEHIREE Vi fERIFIR (ACL) . ACLREET BEIRIMEIRURNE, W%
FBucketfilObject ViR, #n] LAfEGIE Bucketsk EfEObjectif i BACL, tin] PATER
HBucketzk L{£0bject/G TR N M IEHRACL,

- RAM Policy: RAM (Resource Access Management) 2B B Z 2 50 22 5 15 [l il il
%5, RAM Policy 22T H P HZEGRNE, @i BEERAM Policy, #En] DUEHE PRI
FO(REnR T, REGEMHFYTE) |, PARSHI A P ) PAs 840 TUREE S AR, ELAnBERS R
HIZERH P JIE R —4 Bucket IR, FIKSRMWE T EMKSH, I HiXLEKS FARE
A EPRRHTEATSEIR, P SRR R T 1K S,

* Bucket Policy: Bucket Policy/2%: T B IRIZEUR NG, #1LETRAM Policy, Bucket Policy##
R, SCRIERHIG BT EIBILECE, IF HBucketYila ¥ B DUEATVI MIRA, oW
HHERAMIBERH, Bucket Policy 2 mH Atk S HFIRAMAI P2 7 ViR, PARHEAH
PP RE TP AR BRI U LR,

13.2 BT E=ENRACLAIINPRIZ !

0SS AR PSR AL Vi mifil5) 2 (ACL) . ACLJEE:FBucketfObjectii AR IF i) 5HE
] UEA H# Bucketsk Ef&ObjectifECEACL, thnf ATERIE#Bucketsk L{£Object/a TR}
] BB ACL,

Bucket ACL

Bucket ACLZBucketZ ARV M2l HEiH =fyinAHR: public-read-
write, public-read fil private, &% I'F:

BB AR BXBEOX 5 1ol 4 FR R
public-read-write | ARy M (AGEATIF) #RA] DO iZ Bucket H

i) Object MATi%/5 /MBRERVE; FRAIXLEERAE
AR % Bucket 1Y Owner #&$H, &1
FZAUR,




BURME

HL AR

BURROS 5 a5 FF BRI

public-read

2L, AT

H41% Bucket i) Owner s{E P04 n] BL
MAERAEE ) Object #1755 /MMBRRAE; T
N (BRFEEAVIR) nJ RO Object #4715
1E,

private

AP

1% Bucket [FJOwner sE#ZBOMN S n] DL

1ERAEE I Object HEf T/ 5 /MERERAE; H

fl ARG OL R ICiE Vil % Bucket N
i) Object.

Bucket ACLIBBRBEE AT 540 :

- PRI i Bucketif i HACL. {&pBucket ACL

- API: PutBucketACL. GetBucketACL

- SDK: jz#&Bucket ACL

Object ACL

Object ACL/ZODbject AR mI¥Hl, EwifPufriinAXR: private, public-read,
public-read-write, default, PutObjectACL ##{Fi@id Put ifiRPiIx-oss-object-aclJK

BH, XAEEHA Bucket Owner HRBRIIT,

Object ACLIYPYRRT; MIARRE LA T

U e it BURERS 5 o) 5 AT B
public-read-write | 2A3LiiE % ACL WA Object RART%IH, B

Fifi F P9 X% Object ARG R,

public-read

2L, AT

% ACL FWEAObject AL, BIE
Object Owner H£ii% Object (AR, i
Object Owner #l1f51% Object HJiE5EHHR,

private MAEBE % ACL RU¥EAObject RAAEH, BIREA
% Object ) Owner #iIf51% Object 154X
RR, HAthrH P EABBREREE Object,
default E N % ACL £IH¥AObject j2 i1l Bucketi® 5l
FRIFBEIR, BP Bucket 2{H4MR, Object ¥t
A ABR,
BibA:

- WA EE Object AR, B Object 19 ACL 24 default, Object ABRFI Bucket B

—#




- WIREE T Object FIARR, Object FIABRAT Bucket BB, 24MGI¥, WIRBE T
Object KAE public-read, WIFEit Bucket 2R, 2% Object #EnS LA B 56k i
i) F B 44 Vi )

Object ACLAFR¥EE MBI i T :

- PR L SerER i EObject ACL. &% Object ACL
- API: PutObjectACL, GetObjectACL

- SDK: #5mObject ACL

13.3 EFRAM PolicyBIt Rz Hl

13.3.1 dN{FHIERAM Policy
RAM (Resource Access Management) &R AL BEIR ViR, RAM Policys2
ST R P RURES . IV ERAM Policy, #ZEnIPAEPEREMAF (LRUIR T, RGRMA
PR, ARG ] DAV ) 3545 RIRLE B JRAIRIRR,  ELAnBEss R BRI P a3 —4
Bucket B, FIkSRMWE T EMKER, JF HIXEMKS FAGEHA SLRRARHTTEE, i
IR IR T K5

Bi:
n] DARE FH RAM S i gt e DO IR AM . Policy
= M Policyxfl
- SERRIPolicy
SERZIUIPolicy 2R SeVF I W] AR OSSHEFTAT Al #:1%:

SEEBIPolicy MM R B R AL RIB, AHERERER

{
"Statement": [

{

"Action": [
"oss:x"

1,
"Effect": "Allow",
"Resource": [Macs:oss:x:x:x"]

+

1,

llvers-ionll- lllll



XTOSSHyHRAE ik
B2 P A It Bucket R
HEAHHIZIObject, test.txt B
TEANHIZMIObject, test.txt [52)]
LAERIZRIFIObject, userl/test.txt [530]
FEAFRIZIIObject, userl/test.txt R
H%¥0bject, test.txt R
WHIZIMObject, userl/test.txt [52%)]

- ARG B Policy

ItPolicyZmi M il Bucketapp-base-oss R FIObjectnl 52, nl R#,

{
"Statement": [

{
"Action": [
"oss:GetObject",
"oss:ListObjects"

]
"éffect”: "Allow",

"Resource": ["acs:oss:*:*:app-base-oss/*x",

base-o0ss'"]

"acs:oss:*x:*x:app-

3
1,
"Version": "1"
3
A OSSR iR
HI% A Il Bucket el
HERRTSObject, test.txt ¥
TFEANIZMIODbject, test.txt R
H&ARiZEIObject, userl/test.txt Ve
FEAFRIZObject, userl/test.txt R
HIREAHIZIObject, test.txt R
HIXAF RIS Object, userl/test.txt [50]




- BRARTSH H 3AS Policy

HtPolicy %M M Bucketapp-base-oss i fifilidiuser1/Objectnl %%, n REg, {H
ok R HARFTZIObject, R LA Policy, WIRAEIIRIHIX M AFEIFILE, HEnl LA
1EH— A BucketH 23 bl b B 80 .

"Statement": [
{
"Action": [
"oss:GetObject",
"oss:ListObjects"
1,
"Effect": "Allow",
"Resource": ["acs:oss:*:x:app-base-oss/userl/*", "acs:oss
tx:*x:app-base-oss"]

}
15
"Version": "1"
}
X OSSR AT
HIZE P @t Bucket L
HEARHRIZFObject, test.txt 220
THANRIZMIODbject, test.txt e
AERIZRIFIObject, userl/test.txt e
FEAFRIZIObject, userl/test.txt R
¥3:0bject, test.txt [5725)]
WM Object, userl/test.txt R

- ABRATATERI RS A kPolicy

BtPolicy#R M H n] AXt Bucketapp-base-oss R Objectifff7 Ei%,

{
"Statement": [
{
"Action": [
"oss:PutObject"
1,

"Effect": "Allow",
"Resource": ["acs:0ss:*:*x:app-base-oss/*", "acs:oss:x:*x:app-
base-o0ss'"]

}
15

"Version'": "1"



XTOSSHyHRAE ik
B2 P A It Bucket ik
HEAHHIZIObject, test.txt B
TEANHIZMIObject, test.txt e
LAERIZRIFIObject, userl/test.txt [530]
FEAFRIZIIObject, userl/test.txt R
H%¥0bject, test.txt R
WHIZIMObject, userl/test.txt [573%)]

- PRSI S A Policy

ItPolicy#m M nf PAXfBucketapp-base-oss M iguser1/Objectitfs k&, B
% HEHAbET S Object, RAMERIPolicy, WM M AFEIFGISE, FKnlPUAFITE
[l —A~BucketH 23 [l b B 00CE

{
"Statement": [

"Action": [
"oss:PutObject"
1,

"Effect": "Allow",
"Resource": ["acs:oss:*:x:app-base-oss/userl/x", "acs:oss
t*x:x:app-base-oss"]

}
;l'\’/ersion": mn
3
XTOSSHIHRAE ik
FEE P A Bucket ¥SlVe
HERISIObject, test.txt ¥
TEANRIZIObject, test.txt e
&SRS Object, userl/test.txt [530]
F#EAERISIObject, userl/test.txt e
%l30bject, test.txt ¥
WHIZIMObject, userl/test.txt Jm




- ABRHIHIZRT S Policy

tPolicy#m M nf L Bucketapp-base-oss R Objecti#Ef 1412, Tk, EAGHIM

I‘% o

{
"Statement": [

"Action": [
"oss:GetObject",
"oss:PutObject",

"oss:DeleteObject",

"oss:ListParts",

"oss:AbortMultipartUpload",

"oss:ListObjects"

]
"éffect": "Allow",

"Resource": ["acs:oss:*:*:app-base-oss/*x",

base-o0ss'"]

"acs:oss:*x:*x:iapp-

}
1
"Version": "1"
}
X OSSIHRAE g
HI% A 8 Bucket el
HEARAHIZIObject, test.txt [50)]
TEANFIZMIObject, test.txt 3
k&SI Object, userl/test.txt [5727)]
FEAFRIZObject, userl/test.txt [50)]
¥%0bject, test.txt [525)]
WHIZMObject, userl/test.txt [530]

- IG5 Policy

HPolicy# RN H ] A% Bucketapp-base-oss Rl fAHiZ{userl/MObjectif {7513, T
. _LAGRIMNER, HICENHARTZObjectit i 15 ., SRR Policy, WIHASFEIIRLH X

PEARIIRTSE, SEnT POASIHER—4Bucketrh 23 IR B IR

{
"Statement": [

"Action": [
"oss:GetObject",
"oss:PutObject",
"oss:DeleteObject",
"oss:ListParts",

"oss:AbortMultipartUpload",

"oss:ListObjects"

]
"éffect": "Allow",




"Resource": ["acs:oss:*:x:app-base-oss/userl/x", "acs:oss
t*%:*:app-base-o0ss"]

}
1,
"Version": "1"
}
OSSR/ ik
SRR A Bl Bucket K
HERRTSIObject, test.txt ¥
TEANRISIObject, test.txt K
H&RiZEIObject, userl/test.txt R
THAFRIZIMObject, userl/test.txt 535}
%l30bject, test.txt R
WHIZI0Dbject, userl/test.txt R
EZ+PolicyRfl
{
"Version": "1",
"Statement": [
{

"Action": [
"oss:GetBucketAcl",
"oss:ListObjects"

1

"ﬁesource": [
"acs:0ss:*x:1775305056529849 :mybucket"

1

"Effect": "Allow",

"Condition": {
"StringEquals": {

"acs:UserAgent": "java-sdk",
"oss:Prefix": "foo"
}
"ipAddress”: {
"acs:SourceIp": "192.168.0.1"
}
}
3,
{

"Action": [

"oss:PutObject",
"oss:GetObject",
"oss:DeleteObject"

1,

"Resource": [
"acs:0ss:*:1775305056529849 :mybucket/filex"
1,

"Effect": "Allow",
"Condition": {
"IpAddress": {
"acs:SourceIp": "192.168.0.1"
+



}

XN EONERINZI Policy, WP HIIXHER—A Policy j@ijd RAM 8% STS ARk 55 ma HAthH] 4%
L. Policy XHH—4 Statement (—%% Policy 2H'n] DI £ 4% Statement) , Statement H
HRE 7 HM Action. Resource. Effect fil Condition,

iX% Policy {1 H 24 Fifimybucketflimybucket / fi lexiX BRI LA ¥
F1, FFH3%#F GetBucketAcl., GetBucket. PutObject. GetObject fil DeleteObject
IXJLRRME, Condition HIZ# R UserAgent}y java-sdk, JHIP}192.168.0.11)
I SE A eI, WFZEUH P A BEVIRIHRIBE T, Prefix iX4> Condition J21E
GetBucket (ListObjects) HJIRE/ERIN, 5 TIXAFERIRETE W OSSHY APT SO,

Version
Version & X T Policy BIIRA, AR5 sw2q MBELE TR, BEENL
Statement

@i Statementffiid R HUE X, HA RIS RAEZKIEY, BFEEX Action,

Effect, Resource fil Condition ff#iik, FXIERRGIBFMIRILAAE, Fif DLl

Statement 28 Effect WIZEAF 7 id@id (Allow) . £k (Deny) , HHESE (Deny

) WLSE. QUERPCECRIIRO @, AR TERASEPOEE ., WRPCRL R A —&5AE, SEBA

(B %% HUCECRY), %50 RSV,

Action

Action 71 =R3*k:

- Service JHRIE, MR GetService #fE, FIRFIMTE B TiZH 1 Bucket 513K,

- Bucket ZiE, MRRELIT oss:PutBucketAcl, oss:GetBucketLocationz i
18, BRAERNSU2 Bucket, EIRAAFRAAENAIEE IR —— X R,

- Object 45I##1E, 577 oss:GetObject. oss:PutObject. oss:DeleteObjectfiloss:
AbortMultipartUpload, #fEX%2 Object,

ARENEE K1Y Object RYERIE, BfDAEREX UM —FeRJLRR, %55, BRI Action R #R

WA Foss:, W EHBIFmR, Action 2—AHIK, AIEZA Action, BRI Action FI

APT $Z TR RC R AR :

- ServiceZ

API Action

GetService (ListBuckets) oss:ListBuckets




- Bucket 25

API

Action

PutBucket

oss:PutBucket

GetBucket (ListObjects)

oss:ListObjects

PutBucketAcl oss:PutBucketAcl
DeleteBucket oss:DeleteBucket
GetBucketLocation oss:GetBucketLocation
GetBucketAcl oss:GetBucketAcl
GetBucketLogging oss:GetBucketLogging
PutBucketLogging oss:PutBucketLogging
DeleteBucketLogging oss:DeleteBucketLogging
GetBucketWebsite oss:GetBucketWebsite
PutBucketWebsite oss:PutBucketWebsite
DeleteBucketWebsite oss:DeleteBucketWebsite
GetBucketReferer oss:GetBucketReferer
PutBucketReferer oss:PutBucketReferer
GetBucketLifecycle oss:GetBucketLifecycle
PutBucketLifecycle oss:PutBucketLifecycle

DeleteBucketLifecycle

oss:DeleteBucketLifecycle

ListMultipartUploads oss:ListMultipartUploads
PutBucketCors oss:PutBucketCors
GetBucketCors oss:GetBucketCors
DeleteBucketCors oss:DeleteBucketCors
PutBucketReplication oss:PutBucketReplication
GetBucketReplication oss:GetBucketReplication

DeleteBucketReplication

oss:DeleteBucketReplication

GetBucketReplicationLocation

oss:GetBucketReplicationLocation

GetBucketReplicationProgress

oss:GetBucketReplicationProgress




- Object 31

API Action

GetObject 0ss:GetObject
HeadObject oss:GetObject
PutObject oss:PutObject
PostObject oss:PutObject

InitiateMultipartUpload

oss:PutObject

UploadPart oss:PutObject
CompleteMultipart oss:PutObject
DeleteObject oss:DeleteObject

DeleteMultipartObjects

oss:DeleteObject

AbortMultipartUpload oss:AbortMultipartUpload
ListParts oss:ListParts
CopyObject oss:GetObject,oss:PutObject
UploadPartCopy oss:GetObject,oss:PutObject
AppendObject oss:PutObject
GetObjectAcl 0ss:GetObjectAcl
PutObjectAcl oss:PutObjectAcl
RestoreObject oss:RestoreObject

Resource

Resource $ifCH32 0SS LA ELAR GRS HELe iR CeFi«idlt) , resourcellil
Mjgacs:oss:{region}:{bucket_owner}:{bucket_name}/{object_name}, ¥k
fi Bucket ZHIWHRER AT E R G FFLA{object_name}, Hlacs:oss:{region}:{

bucket_owner}: {bucket_name}, Resource t2—/53%, WA 24 Resource, HH)

region FEEINAMMSH, BB I*,

Effect

Effect fAFEAFMIStatement NG R, 530 Allow fil Deny, srilifCdid itk 2%
Statement [RIINPLACERIIIN, ZEik (Deny) HEICZ M,

pn, SPERZE R PR HSGEITMER, (0T Al SR A SRR -

{

"Version": "1",




"Statement": [

"Effect": "Allow",
"Action": [
"oss:x"
1,
"Resource'": [
"acs:oss:x:*:bucketname"
]
1,
{
"Effect": "Deny",
"Action": [
"oss:DeleteObject"
1,
"Resource": [
"acs:o0ss:*:*:bucketname/index/*x",
]
}
]
+

Condition

Condition 3 Policy 2B —2L5%0F, LRI HIE ] AR E X Tracs: UserAgent K,
acs:Sourcelp RJf#E, i&foss:PrefixiXWiHRAE GetBucket Iz B IEES T R

0SS % ##1 Condition @R :

condition Vil BTENUA

acs:Sourcelp faxE ip MB: @ ip, KFFIENC

acs:UserAgent &€ http useragent 3k FIFH

acs:CurrentTime FaE GTER I ) ISO8601 453X

acs:SecureTransport e https PHY “true” =#” false”

oss:Prefix FIfE ListObjects B prefix | Ai4Fobject name
RIELEE

OSSHEH T RAMsE s gt su B B S Hd A SRRAM Policy, #th R LUt AL B T H
ossbrowser HIf{y, Policy f4, —BE7EN FlkS1 PREE Bucket Bk E HRRIBR .

FOM RIS R S HEDURISACELRGI, WIRASH BRI, P i BRSO e i i g
OSS 24 W] i


https://help.aliyun.com/knowledge_detail/58905.html
https://help.aliyun.com/knowledge_detail/58905.html

13.3.2 HI2RHI: EARAM Policyi=HITF (&= BIFN S 4 FAYiA a4
PR
ASERBIEAOR T WHTHEH RAM Policy PRI OSS {2REA IR SCE I Vi,

fEnBilrh, BATERAE MR RASER, REERE R EKS AR MERSE (RAM)
P, FFENAEARK RAM Policy MiXEEH 52 X A1 OSS 1712 A B SCAFR I HE R
{E8

FiEEEM X RV E AT

BT Z OSS HIBHREAUM i PRUEGHY,  FiA SCPFAR ELERE T HOM B f7 2t i), [Xltk, OSS &t
PIERGPRMT HE 7 UFRRREG I, 132, REnTDUE 0SS #Hill &5 BB IFRIZIRES
o e, PSSR T, 2 ER, A FEPOR,

example-company

] WiHER Bt}

—

IO [ Object Mame )

D55-00.par
Loy i

0SS HRALEHBE (key) XN REEMEIRSS. HPREHE—Nkey (HR4) &
FNRNE, B, %7 example-company FEREZE MG = A ¥ Development#
Marketing fll Private, PAR—AMMH oss-dg. pdfs,

- TE0E Development XHFJNY, il 2 BIH#—1 key MDevelopment /MR, &, X
X key B85 BRTT /o



- WA ProjectA. docx BN EA&E] Development XY, $hlE 2 L& ZNR
¥ Hkeyt B liDevelopment /ProjectA.docx.

fEizkeyh, DevelopmentMHiISH, Wi/ Morkafy. n] DA i h3R LA FiE BT or
FRFTRIATE N KI5, TErtla, Hili Development SUPFRI, $Hl G SFIH SRRy
MER, I ERTR,

EKEI"I‘IP'E-CDI‘I‘I pPany

=l ViHEE Eiti

HEE=R

{4 [ Object Mame )

fari,
[o]

i
I
k]
LA
=]

Ll
J
(n ]

E] Bil:

LfHl 55 example-company f#if%2 W) Deve lopment RN, ‘B2 0SS k&
RE—NHTHEERIS Development MIZ AT /MG R, RGN 5 XHERFRM, =
SR SEIANFR, RIS, 1723k example-company B =N R, H key 53510
Development/Alibaba Cloud.pdf. Development/ProjectA.docx M Development
/ProjectB.docx,

il G R key HEWHZHRB RG], AR RAZHZ R, Zn] DS AN L

PRI, AR B G E RE R AT IRAE

TEABRI G Z G, BIEHEANE “WRE” AT RNERIE, % example-company f#{ifi

ZHEE IR :

- Development/Alibaba Cloud.pdf

- Development/ProjectA.docx



- Development/ProjectB.docx
- Marketing/data2016.xIsx

- Marketing/data2016.xIsx

- Private/2017/images.zip

- Private/2017/promote.pptx
- oss-dg.pdf

IXEET R M key ik ¥ —A LA Development#Marketing fll Private TENIRESCHEIFFLL oss-
dg.pdf fEREGRRINERIZRE T, Mg 0SS #Hl G SN, BHlESE—%
RIS —A 0 BRTF (Development/#Marketing/ Ml Private/) BaRiRF b, MR oss
~dg. pdf ARG, F R RN,

example-company

A ViHER A=En;

R

IO [ Object Mame )

0SS HIIERM ML ZEE

FERPRR 200, TNFTLEERE, S RIS R A PN 615 0SS KIAmR 206
K. OSS IBBIFRAH2 MR,  BAR A 6 Gl e i i

P EA TR AN, PRS2 GetBucket THREZIXS 0SS, ILIHREFELATSEL:

- prefix, HIHENZBFZIFH,
- delimiter, HiEM/,



TSR R R :

GET /?prefix=&delimiter=/ HTTP/1l.1

Host: example-company.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gn6qrrgxo2oawuk53o0tfjbyc:DNrnx7xHk3sgysx7I8U9
I9IY1vY=

OSS &M ALEE L stBucketResult LR

HTTP/1.1 200 OK
x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 712
Connection: keep-alive
Server: AliyunOSS
<?xml version="1.0" encoding="UTF-8"7?>
<ListBucketResult xmlns=;thttp://doc.oss-cn-hangzhou.aliyuncs.comj+>
<Name>example-company</Name>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>oss-dg.pdf</Key>

</Contents>
<CommonPrefixes>
<Prefix>Development</Prefix>
</CommonPrefixes>
<CommonPrefixes>
<Prefix>Marketing</Prefix>
</CommonPrefixes>
<CommonPrefixes>
<Prefix>Private</Prefix>
</CommonPrefixes>
</ListBucketResult>

HF oss-dg.pdf AMEF/5EFE, Kt OSS fE<Contents/ > eEWIREIZ key, T#fifiashl
example-company HiiH HAth key #RELE /rFarF, Kt 0SS 25Xt key 434, I A
W% Development/#Marketing/ Ml Private/ iBIl—A> <CommonPrefixes/> Jt&H. %
TR AR, WEMXE key BH D FAHIHAEE —IREBEEE R / 72 BT Z I 4T

PRI SR IL AT R I o S AR -



example-company

BT WiHER ELhih

—

IO [ Object Mame )

:-L‘-"-'"-I" par
Loy i

BUE, QR Hd Development XFFR, MG &4 GetBucket ISR AIXSE 0SS, BLIFRELE
UMM

- prefix, H{HM Development/,
- delimiter, HiHM/,

TR BI F AR

GET /?prefix=Development/&delimiter=/ HTTP/1.1

Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx7I8U9
I9IY1vY=

PERIRR, OSS & BASESE ISR T SkiK) key :

HTTP/1.1 200 OK

x—o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 712

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>
<ListBucketResult xmlns=;thttp://doc.oss-cn-hangzhou.aliyuncs.comj+>
<Name>example-company</Name>
<Prefix>Development/</Prefix>
<Marker></Marker>

<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>



<IsTruncated>false</IsTruncated>

<Contents>
<Key>ProjectA.docx</Key>

</Contents>

<Contents>
<Key>ProjectB.docx</Key>

</Contents>

</ListBucketResult>

PER & 2SS I Rl R key :

example-company

—_—

04 [ Object Mame )

Alibaba Cloud.pdf
Bl  Frojectad
Dl Frojects.d
HiZmH
A BRI R

- QA1 N example-company, ARG FHPEM=A AR (Development,
Marketing fll Private) o

- %4 Anne fll Leo AP, &A% Anne HEEVIl Development XK Leo WIHREVIT
Marketing XHFY, I HABHK Private HFRAFRAE . EBROREID, JEid Q@ Vi
il (RAM) HF* (Anne fil Leo) KEBRVIPIARR, F4%2 3l 16 EAIALRR,

- RAM JEZF A P AIF82 T 18 TP A H P SO, XA B T B4 b E B,
fEA7 B, Anne fil Leo #RFREE— L AIERIRR, Kk, ZEZAIE—4400 Staff 4, AR5
¥ Anne fil Leo #smalizdirh, H5E, BRELZMNSARZ TR, A5G, KRS RS
R, BRI E P AR,



BEOH:
AZFERBIMER example-company fERTEiaMI44. A Anne fl Leo {8 RAM H P 43
i Staff Mg, HITPIHEZ 0SS EREMZ A ERME—, FbAMETEH B CWEE= M
AR AR BRI 1 45

ANk
ARBUERIT A EIK S A RAM HP. 5], XEER PSRRI 057X S
PHITRIE OSS BRIEITEER, h v IAGX AR, TR A8 R I RAM K-S S 2013
B. UMM TIKE A E BRI RAM H P IR, ST EHARIKS
HATEEFMER, R0 DUE— A ISR TR, R ] AR A AR S g, iz
AR R 20 —ADNESH TR K SER I R 23, 59— T8
RAM WK ST,
TN RS E R RS, RAM P AGETIHRINRER SR, 2
RAM M EEsite, fEnKSra#E, Zalblin RAM R Rt heh.

BiHH:
fiXk RAM WFAHE R, S Widi RAM Jf Ptk 28 5%

1 RAM H P E b6 it b
1. A EKSESE RAM Pl &0
2. A SRR, PR,

3. 16 RAM HI P&kt J5 k38 URL, &% RAM H P4k URL, DAMEHAEH RAM H P44
IR A TR ez iniili=

SR 1. gIEEFMHETIE

b ae, fn] DS A 320K 5 8¢5 0SS #ilil&a. GRS M. XK (Development#
Marketing#Private) WMBEHEREEMY, I SR EAE— P A6 S0k,

1. A K-S TS OSS ikl &0
2. @ 4h example-company I{EEZE R,

AXREANIRE, WS 0SS yetil & P far P gl d 7 k22 o
3. Ak LERITEE = v,

ARBUBRB R I 0ss-dg. pdf EARZHAEERIRRGDN, &nl US4 BfEA C
WIS F,

AXRTEANIRE, HZ W 0SS FHIE P HarEF I F %50tk


https://ram.console.aliyun.com
https://oss.console.aliyun.com/

4. AN Development#Marketing Hl Private W=ASUHER,

HRVEANSRE, TS W 0SS I & M e I a g sk
5. R AN EALEIRASFIeh,

A BB R A PL R X RN R _EAL S = Wl :

- Development/Alibaba Cloud.pdf
- Development/ProjectA.docx

- Development/ProjectB.docx

- Marketing/data2016.xlIsx

- Marketing/data2016.xIsx

- Private/2017/images.zip

- Private/2017/promote.pptx

- oss-dg.pdf

S 2. eIE RAM BFPHA

TEMEBBrh, B RAM #6684 RAM P Anne fil Leo BB K Srh, R0kl
—A0h Staff I8, ZRRFHXHAH P manzdh.

-

= B
TEdEp Brh, AESEUTATEZ 71X S PR N, TERA BB, RE 0 9 Bz AU,

HX00E RAM PRI, 550 RAM BT T RAM jiy. #9884 RAM /i
PRI S,

ARBEATEANERE, W2 W RAM R Fa H i g gl
SR 3. #Ik RAM AP &HE E IR
SRAEEERIA ISR, BIAERT BES — A NSES P E b —4 RAM PR S EERBIREH 5

1. $J7F RAM HI P 8 5¢5EH;, JFA] Anne 5% Leo RS B33 RAM #21l6.
2. ¥T9F OSS #Hhl &

R SR AR MR N], IXERE Anne ARAMA7E M example-company K
{EATALRR,

TR 4. BTFARANR
BANAE Anne F1 Leo #RREAT DL M HR1E



- B K S P P A A7 il

Jt, Anne fll Leo AT oss: ListBuckets FRAEMIHR,
- Hif example-company fEHEZZ FIFPRIRGGIDE, SIFRAR R,

ik, Anne fll Leo &AM example-company fEEZMIT oss: ListObjects #fE
AR,

SR 4. 12 P A7 RS B R

fEMS b, QU — AP P SRR SEAGER AR, TP IS 20K S i P
frfifadml, ROETF LRI I ACSS Staff 41, DAETZ PR K-S 1A= MFIR AR,

1. KSR RAM il &0

2. (RIS AllowGroupToSeeBucketListInConsole,

a. TEEMSiERD, AdiRIBER, AR5 i A PURIg,
b. M AR,
c. TERPURIS AR B, #iA AllowGroupToSeeBucketlListInConsole,

d. fEsEmegs Beh, EHITRRGING BT SR

{
"Version": "1",
"Statement": [
"Effect": "Allow",
"Action": [
"oss:ListBuckets"

1,
"Resource": [
"acs:o0ss:kix k"
]
}

]
}

BEHA:
- RAM WM JSON f5R, #&7Boe XUR:

- Statement: MZEEH, FAXREER /RIS RERHRR,
- Effect: YuERRvridiEgarie b,
- Action: FH@EVIRIBRRIIE, EARRIEH, oss:ListBuckets 2HE X 0SS
PR0E, VR M2 5 Oy e A2 IR B A TG R 7 2 SR
- HEREREEE T RAM s gnia e DR B RAM SRIG, SETEENIY RAM SRS AT 4R1E 2 Wiyl
Fy% RAM Policys


https://ram.console.aliyun.com

3. ¥ AllowGroupToSeeBucketListInConsole $KIEALL Staff &,
ARFBCRMGHIEHIEFE, S W RAM BOEAT] osinssriicgs RAM i) “RERIE S iess
RAM4” .

] DURSRI T C4Y RAM #ERI S P RAM P fdl, fEApIh, AR R hCR4], KoMK
1% Anne Al Leo #RREMSHI HIIXLA7 {2 ],
4. PIABR,

a. ¥19F RAM H P83l J1H Anne 3( Leo MK 58533 RAM &,
b. TF 0SS #iil &,

et T F I DR SR Ea il [
c. Hiili example-company 43 0], AR5 i SRR,

BERPRE R —MHENE, RSN Vi FBUR,

TISEFEE example-company =7 REEE  BE 4
i 1 e ERtEE HeTiE ERE HAtEEE et APLST  fRAEE
SHTHEREE +

BZouid |FEAR e BSHTTP L | BREE Rl

_ . 74 ( Object Name ) it = i =EEE
=z + 0D =
Development/
e celcom-bigdata-dem... Marketing/
» Cjltest-int]
e document-test - .
e
e document-testi “
S SEATEREANR | RS e E R RS

e example-company

o mytestbucket1234

» originbucket
e 0ssvolume

e redirectbucket

12

BB 4.2 P A R P2 IR RR

TEdeb b, SRR, evrid P SIHfEEE R example-company HHIFALEH, 4 H
FE 0SS il vt example-company B, RERSHE BILEIE2S BIFRIFRZR,



example-company

—

IR ( Object Name )

1. fEH K-S EFRRAM P40
2. FIPATSRIEEHUR S HCEs Staff 1B SR AllowGroupToSeeBucketListInConsole, %
RIGIEFLVF oss:ListObjects ##1E. THHIERIERE M A4 1R BRI example-

company.
AREERE, W2 W RAM H P fadrtgasrmgit “BBa e SGIPCRIE” 7, 18, B

Z O RAM SRIGHEAT OB, ASSENE 1 ak, WG SMERIZRIE I A — SRR, 24
Je FHOCRE T R I S ficén Staff 4.

¢ "Version": "1",
"Statement": [
{
"Effect": "Allow",
"Action": [

"oss:ListBuckets",
"oss:GetBucketAcl"

1,

"Resource": [
"acs:oss:x:ixix"

1,

"Condition": {}

b
{
"Effect": "Allow",
"Action": [
"oss:ListObjects"
1,

"Resource": [


https://ram.console.aliyun.com

"acs:oss:*:*:example-company"
1,
"Condition": {

"StringLike": {

"oss:Prefix": [
mnn

1,
"oss:Delimiter": [
II/II
]
}
}
}
]
BeHH:

- BEIIAERRZERING, P HREM oss: Listobjects #ERBR, 7 WA XA
FRFNE, BT —AF: PR ERRPpIEE P 2nis, wstes, s
REBA TR S F e, FRATIEEIE ZR AP SR S BT S BORME / RIS 2Lk
VI

- PRSI OSS PRI, Pl SR A P B2 S A Vil 0SS MRSFHIBER, ZEfEd
WG PR R R, BATNEFTZEM oss : GetBucketAcT 1k,



3. TS HIBLR

a. ¥19F RAM H P8 3¢hEsE, J1H Anne 3( Leo MKk 58533 RAM #Hl &,
b. T9F 0SS il &,

SR R Sp edit el TN
c. i example-company f£fil%2 0], SRJ5 M AR,

PRI EHI T A R,
example-company

BT HERE il

324 ([ Cbject Name )

d. BHEMSFRBMN R oss-dg. pdfo
BERPRE o — M ENE, RIS R Y AR,
P H AT
BOMZL R 22 45 2 52 7 RAM HIF* Anne fil Leo BA R ERARABR :

- HIH K-S A R AR
- #F example-company 152 AR IRGHI I,

2R, AT DB TR ED R PR A ERSrh, BRI 3 P U R BUR :

- ft¥F Anne 7E Deve lopment S FRBURIIAR S,
- e Bob £ Finance HEFEHIRERTAN R,



T HPRERIRR, SRR, mAkpigd. UMK Anne 18
Development A RPIRIERIBIR, R0 DIEE XS, ¥ Leo £ Finance XFJrpilkey
RACRAERIALFR,

S5 &£F RAM P Anne $EMNR

TEMESBrh, BATA Anne 2 FPHIMIBIER, (E4n] LB E] Development HFRMNE, Fikext
LIRS,

B 5.1.82F RAM HIF* Anne BURDAFIH Development LHERPIZ

A% Anne RERBFIY Development XPFRNE, TEBHUNHIIBRLRIG, %3RS L IRREN1Z T HOW
example-company fEEZMIIIT oss: ListObjects HAEMARR, EAMELEEE R e R
rh8E N %% Deve lopment / M54

1. fEHEKSERRAM Pl o
2. QAN AllowListBucketsIfSpecificPrefixIsIncluded, #% ¥ RAM Alf' Anne f{
FREAFNH Development SXHFFEPNZE

a. T HiEkeh, RIS, ARG S PR
b. MdiB ABIR,
c. TEIZRGE AR BN, HiA AllowListBucketsIfSpecificPrefixIsIncluded,

d. fEskmegs wBeh,  SHITFRGNG BT SR

{

"Version": "1",
"Statement": [
{
"Effect": "Allow",
"Action": [
"oss:ListObjects"
1,
"Resource": [
"acs:oss:x:x:example-company"
1,
"Condition": {
"StringLike": {
"oss:Prefix": [
"Development/*"

3. ¥RmgrAicss RAM B P Anne,
A XRSECRIGIITEANSRE, 2 RAM PR T TR 518 451028 RAM i F1o


https://ram.console.aliyun.com

4, Wi Anne BIBFR,

a. ¥19F RAM H P83k, JFH Anne K 58545 RAM #il &,

b. $T7F 0SS £, HmIaSI G ikt m.

c. i example-company f#fifi% W], SRNG A SFE R, Fil G5 W a5,
d. ¥uli Development/ XFFJR, RGNS RPEITR,

9% 5.2 %7 RAM HI P Anne 7& Deve lopment SUEFIERFRBURIRN R 2 IR,

1i % Anne BEWEAE Deve lopment SUPFFHIREHTRAN R, #E650% P oss:GetObject
Ml oss:PutObject #RAEMARR, 4EH P RBLEIE RPIEERIS Deve lopment / WIZAE,

1. S EWKS TS RAM Bl 4o
2. FHPA R IRMHU RIS AL Z Hij 20 B A8 SR I% AllowListBucketsIfSpecificPref

ixIsIncluded,

AXRTEASFE, WS W RAM H P g iR “BBE e SZPURIE” 0, 1E, &k
Zn RAM SRIEHEST IBRL, ASGEHS v hak, W SMERIZSRIGIF A — D HsREg, 2
Ja FHCREHT RIS 53 BLgn Staff 4.

{

"Version": "1",
"Statement": [

"Effect": "Allow",

"Action": [
"oss:ListObjects"

1,

"Resource": [
"acs:o0ss:*x:*x:example-company"

1,

"Condition": {
"StringLike": {

"oss:Prefix": [
"Development/x"

+
}
T
{
"Effect": "Allow",
"Action": [
"oss:GetObject",
"oss:PutObject",
"oss:GetObjectAcl"
1,
"Resource": [
"acs:oss:*:*:example-company/Development/*"
1,
"Condition": {}
+
]


https://ram.console.aliyun.com

BEHH:
M PR 0SS Rl ARy, EHIERER P pRE A Vil 0SS RSN, el
B AR ARE, RIEFTHZGIM oss: GetObjectAcl 1k,
3. DU B RN

a. f1JF RAM P8k 8E%, FFH Anne K S8 53] RAM £l &,
b. TF 0SS #xiil &,

Pl B 5T il
c. 1£ 0SS =il &, Wi\ Anne BIER] PATE Deve lopment XPFRIPEIIN R IF FHMA.

AP 5.3 maUE4E RAM HIP Anne Vi FIF#fif2E W] AR HA SR AL RR

RAM HIF* Anne BI{ER] PATE example-company {7z B Fp 5l HEARGNZE, IR
Development SCHEFrh, WIHE™FERREIT IARR, £5n] PUR N4 Anne XHZEREES M s T fof
SR VI, WA T Anne ViTA2 RS W AT A SOPE IR Ff SRS, ot R iy
AL,

0] DU DL R iEADE NS RAM B P Anne B35RI% AllowListBucketsIfSpecificPref
ixIsIncluded, PA%ER Anne &i%F| OSS A I REFHISSE, EZSEMMEM U
Development/* BB FHRF .

{
"Effect": "Deny",

"Action": [
"oss:ListObjects"
1,
"Resource": [
"acs:oss:*:*:example-company"
]

J
"Condition": {
"StringNotLike": {
"oss:Prefix": [
"Development/*",
mnmn
]
}
}
}

&R Z BiP B H ) RAM AP Anne @ 5RI% AllowListBucketsIfSpecificPref
ixIsIncluded, EMIDFRELS AT SE0E DO A SR

{
"Version": "1",
"Statement": [

{



"Effect": "Allow",
"Action": [

"oss:ListObjects"
1,

"Resource": [
"acs:oss:*:x:example-company"
1,

"Condition": {
"StringlLike": {
"oss:Prefix": [
"Development/*"
]
+
}

"Effect": "Allow",

"Action": [
"oss:GetObject",
"oss:PutObject",
"oss:GetObjectAcl"

1,

"Resource'": [
"acs:o0ss:x:x:example-company/Development/x"

1,

"Condition": {}

"Effect": "Deny",

"Action": [
"oss:ListObjects"
1,

"Resource": [
"acs:oss:x:x:example-company"
1,

"Condition": {
"StringNotLike": {

"oss:Prefix": [

"Development/*",
nn

H$IR 6. #2F RAM AR Leo HFEMNR

BE, BAIZT Leo Vil Marketing SCPFRIBIR, 5896 Z i1 T 1 Anne $Z P RURITG
3% {HRN% Development XHFIEIFW N Marketing SXHFJE, BRVEANSFE, WHSWLE5: %
¥ RAM HIF* Anne FEbUR,

B 7. 4R Private X{EkR$

FEARBIR, ORI BHEGORZ TR P A& s MR, UG S8 HIER
AN GO ERBRES, A 827 PO 17512457 B BoRK B b b B R A%
o BEEMPBERERIM, BANFEMRARINR PN Private SUFREBIR, Kk, &



MM —A BIELYi Private SIPFRRHMG, B aXIRALSHRIE S BUEM IR, 5%
Wtk Private SXPFRARFERAA, nIPAFIZSRISES L AR A

- WMEA A PAR RSN Private XMFK (example-company/Private/*) WINBEIRHIIT
(ERUEF (N

{

"Effect": "Deny",

"Action": [
"oss:ix"

1,

"Resource": [
"acs:oss:*:*:example-company/Private/*"

1,

"Condition": {}

}

- BB RIGE T Private/prefix WHEHHAT ListObjects BRIERBUIR, fEfEHIS
th, @3 Anne 3% Leo ¥di Private Y, WIESRIEIE S3 OSS 3R 155 1R RL,

{
"Effect": "Deny",
"Action": [
"oss:ListObjects"
1,
"Resource": [
"acs:oss:ikix k"
1,
"Condition": {
"StringlLike": {
"oss:Prefix": [
"Private/"
]
}
h
}

- P A AR A A R S BRIBEUR Staff 41581 AllowGroupToSeeBucketListInCon
sole, TEM BRGNS, APBEm P EAGEY MIERZEZ RIPE) Private XK,

1. fEH MRS RRAM Fell G0
2. HPLRIEHEUR 7 Biss Staff P RIS AllowGroupToSeeBucketListInConsole,
BRI 2 A ORISR example-company,

{

"Version": "1",
"Statement": [

"Effect": "Allow",

"Action": [
"oss:ListBuckets",
"oss:GetBucketAcl"

1,

"Resource": [
"acs:0ss:kix k"


https://ram.console.aliyun.com

1,
"Condition": {}
s
{
"Effect": "Allow",
"Action": [
"oss:ListObjects"
1,
"Resource": [
"acs:oss:x:x:example-company"
1,
"Condition": {
"StringLike": {
"oss:Prefix": [

1,
"oss:Delimiter": [

l|/H

}
+
s
{
"Effect": "Deny",
"Action": [
"oss:ix"
1,
"Resource": [
"acs:oss:x:x:example-company/Private/*x"
1,
"Condition": {}
1,
{
"Effect": "Deny",
"Action": [
"oss:ListObjects"
1,
"Resource": [
"acs:oss:ix ik x"
1,
"Condition": {
"StringLike": {
"oss:Prefix": [
"Private/"
]
}
+
}

%
B
SIS R, ETEAE RAM HERI & MBR ' Anne #l Leo,
AXREERE, WS W RAM H P fadirbh g g “MHER RAM B P B85
N T R EA IR AR RSO SR, I TR EE MR A A - R R RAE B =3 ),



13.4 EFBucket Policy B9t FRIZH

Bucket Policy /2T B IRIIZBURIE, HILETFRAM Policy, Bucket PolicyZH{Efaiill & i
HHTETEALAC B R, JF HBucketdf # BiHEn DOEAT Vi AL

Bucket Policy# WM A EUIT :
- Al S RAMA P B,

n] DARZ - HAWK S IR AM P i IS O SSTE TR AN R,
- TAIEEAA T P12 3R TP A% A BRI ) 5 Tl SRR

KRR, BTN EA R P A IPRREIR U SR B, LIRS SR, R Aelr
TEMEPNERYIF, AR EHMXER, BT ElMNEA RS, RN ABCERAM
Policy, TAERIEF K. BB, 0] BIIETF Bucket Policy i BAFTPRRIEIN i sRNE, M s34
TifEHbHEAT AL,

Bucket Policy L B 75 I MBFEIA 2 W (i i Bucket Policyisz kst H i i 11 5 i) OSSi i

13.5 BB S8

13.5.1 B SRR
EERTZSIR BRI OSS VRN, OSS HU T 2 MBS uk BEER 17,

0SS FHBRINMNBRAAN), HMAEERBRHRILAGAMA, vTUBEREK SRR, # 0SS
BREA A YIT], TRt Lk S8R 0SS BT,

+ JLF Bucket Policy sizppsiik 275 OSS: Bucket Policy 23T BHMIZHURNE . MILLT RAM
Policy, Bucket Policy ¥fEfi%, XHHfetile BT RIBILACE, JfH Bucket #i5%
HEER DT UM, % B RAM ##ERUH, Bucket Policy SZH Atk 51 RAM H
. BAMPER TR 1P SRRV AR

© LT RAM fp sz ips ik Bk OSS: RAM EBLE R PARLE RAM fifa, FIHRETHKFERIZIK
S ID BIMAZEIE RS ID, W2 71% RAM fhcE 0SS VikibURm 77X, Bk 0SS
VRS SRR,

C TSR R By 0SS Ml & B ] DU S VR AR RAM 1k
SEMAAINEN G, @12 PANEN R 0SS VikIABRI T X, 1% 0SS I LGS TEIKEE,


https://help.aliyun.com/document_detail/69011.html

13.5.2 #F2761: EFBucket PolicyS2IREEMK S 351810SS
BTHLZS OSS RIBEIRERAER A Y, 4 87 R S TEEKPER] AV I ERY OSS Wi, ] BAidid
Bucket Policy #Z ¥ & 1EKFEVIT Bucket FIARR,
FW: AR A HEEETELAR B v RLYi EH AR 0SS %, HXAHEFMRFHES B AR, It
I, A ] Bhdid Bucket Policy 2 ¥ & EkFEVI ] Bucket FIAR, B ARJIKSKIGENZ
Ja, PICATEREHIGEM A 230 0SS SHIRNV; B2 T Vil
10 Bucket Policy
- BARJIKS:
1. B3 RAM i, G RAM FIKS, TRAINCETTILES Wald RAM i Fo
2. f£ RAM Vil e, sdifr,
3. HuliMIRIAIE) RAM PRI P4, #RIFIS RAM P UID 5,
- ARFEKE
1. BRI 0SSl
2. (RN AR TR E A M) Bucket,
3. BSOS R > L > Bz RL
4. TEHHRUANEHE, BUFRBUGRNG, Hrp, SPUHPERHMIKS, HIHT B AR FIKS
i) UID &5, HAhZ¥i52% Bucket Policys
5. HdifiE.
B R RAM FWSHRMIAFEIEREZF
Bucket Policy HMsekZ G, BEREGS B Anl kS, M A A6l Bucket Vinigiz,
ACEG BRI
1. J@id RAM 2 g5 it B A6 7K S,
2. FTJF OSS i &0
3. Bl A MR IR VI MR G RIS (+) , B9 A ARSI Bucket B35 R,
- X3 RPOERE A ARV Bucket FTEMIE,
- VillEgig: A A6 VUi Bucket Vil#12, 38 bucket/object-prefix)
Blan, XRVEViRI4R aliyun K Bucket R abc X, WG aliyun/abc,

Rt n] PLaijz 7k 21 AccessKey, FFIEIT AccessKey f#if ossutil, ossbrowser 55 T H Vi | #45HY
¥ Bucket.,


https://ram.console.aliyun.com
https://oss.console.aliyun.com
http://signin.aliyun.com
https://oss.console.aliyun.com

SENH
R thnf BB BA )5 B SRR PEYI B SR OSS BEk:

© BRI JET RAM gk S i) OSS
©BRRB . BTG AN R S BREE I S Vi) OSS

13.5.3 #iZ Al BEFEIWITHSIMBARSLINEEMK S 5iR10SS

BIHLZ OSS IR IRENAER R FAE I, 7 BN SRR PER] DAV ISR OSS B, %] Plaid
BIMINRA 53F4%Z 37 0SS ViR X, LS TEREETITL,
S A A HEEEGEAR B nf DA AR 0SS B, HXAH BN FIKES B A, it
i, A ZvE]nf BhsE kR S EMINEA R, JHZPINEA B 0SS iR, B ARIKSRR
A5, PIDAEREHIGE A 225 0SS SRV M 2T TV,

ARMSMEBA R FHIRR

- BAnKS: Al RAM FIKS, e B7KksS4 (HPAmeEsadgs) o g
BEES WagE: RAM J Pio
- ARAEKS
1. BERPT R A bR o
2. il NG H S > PSR > SNEN B > B8R 5
3. TS EMINBA GO TEHE S AME N BE R, e :
- B4 B AnlRBTIkES 4,
- Borg B XERARR, KEL-240N RN, RUERATSCTRE. B
4_:"‘_,:‘ "@H‘ "."Eﬁ"'"o
4. i R ARARBREBE > 13280 > Fii i, 123 B AnFIKS 0SS KR (H)
AliyunOSSReadOnlyAccess) . #&thn] DURIERSI R B2 E E o SORBR,  VEIETEZ Wai g
B o

BRIMNBA RS HARMIFIRREZ
KSRGS R G, BIETREE S B ArlFIKS, @ A 26K Bucket VilF##i2, ACEN
B
1. J@I RAM ik 22 ki Bk B ARl FIKS,

2. $T9F OSS I &0


https://help.aliyun.com/document_detail/69011.html
https://enterprise.console.aliyun.com
http://signin.aliyun.com
https://oss.console.aliyun.com

3. B AEMER AR BRI VIRE RS (+) , @0 A 26BN Bucket Bi2{EE.

- X3 RRLERE A ARIREVIRI Bucket FifEHI,
- VillEgiR: A ARV Bucket VilnlggiE, HX8 Tbucket/object-prefix; .
Blan, XEFim4R aliyun ) Bucket RN abc X, WG aliyun/abc,

Rt n] PAgj 3 ik 2 AccessKey, FFiliiE AccessKey filiffl ossutil, ossbrowser 25 T2 il g2

i) Bucket,
BENHY
&) DUEIE PAR 75 AERE VEAKAE VT RS OSS BEi

© BRI BT RAMS @SSR S i [ OSS
" B BT Bucket Policy Stk S i) OSS
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14 HEEE

14.1 51 HEFE
AP AEVIMOSSHEfEr, SRRV HE, HEMFMYIRE, OSSR HE, B
IR, FREE AN, AR —4O0bject’5 NEfiEBucket (HFiBucket, Target
Bucket) . #n] Ui B Z DataLakeAnalyticssi5 dt Spark S 5155 75 5O X 28 H 0 ka7
Siti. W, ZER] DAREE HbnBucke i) E ai i W1 BRAIN, KXo HRESPFEERIARSE R, KU
PR 1E

HEFf#EObjectan B #IN

<TargetPrefix><SourceBucket>YYYY-mm-DD-HH-MM-SS-UniqueString

eSS AL

- TargetPrefixHHFHEE, Fnfilitviln HEILRIObjectAFHi%, nILLNZS,

* YYYY-mm-DD-HH-MM-SSF/Ri%ObjectP BN IBHAABFHISE. H. H. /DR 5380
P GEENED .

* UniqueStringMOSSHEGL M4 (UUID) , T ME—fiiZLogfF,

1#i0SSVilnl H&RObject A Ml T :
MyLog-oss-example2017-09-10-04-00-00-0000
A,
-+ MyLog-2H PR Objecthiisi.
- oss-examplesgBucketf 44,
+ 2017-09-10-04-00-00J2i%0bject¥) Gl Hit ],
© 0000 EOSSHEGA R FHFH,
Log X f#1&30

Log X PR A R: URARMERS, BLERTRR.

£ R Bl EP4

Remote IP 119.140.142.11 WREREMIPHIAE (ProxyfX
B PR KBSl RE S BRIl
TB)




4 Bl ¥ & X

Reserved - RE B
Reserved - TRE B

Time [02/May/2012:00:00:04 + OSSWEIHE R IS )

0800]

Request-URI

“GET /aliyun-logo.png
HTTP/1.17

HPERURI (faffquery-

string)

HTTP Status 200 OSSIEFHTTPIRZHY
SentBytes 5576 FIFMOSS MR
RequestTime (ms) 71 SERRARIE RN (ZZFD)
Referer http://www.aliyun.com/ |iERIJHTTP Referer
product/oss
User-Agent curl/7.15.5 HTTPHJUser-Agentk
HostName oss-example.oss-cn- R Vi AA
hangzhou.aliyuncs.com
Request ID 505B01695037C2AF0325 T ME—FRRiZiERUUID
93A4
LoggingFlag true IR T Vil HiShhE
Requester Aliyun ID 1657136103983691 RAM User ID; [E4 Vil
gy«
Operation GetObject TR
Bucket oss-example R VimBucketf
Key /aliyun-logo.png MR Key
ObjectSize 5576 Object R/
Server Cost Time (ms) 17 OSSHE55 R BEA R RRE
IR (ZF)
Error Code NoSuchBucket OSSI& [l I EH 0%
Request Length 302 HPERIKE (Byte)
UserID 1657136103983691 Bucket#lfi 51D
Delta DataSize 280 Bucket K/MRZEIL R ; HiA
-
Sync Request - R RCDNMJEFR; Hfe

-




Eag s Bl ¥ EP

Reserved - PR =B

AT

- JEBucketfl HbrBucketn] BU2 R —/4Bucket, tHrfEURARRFFBucket, {H58 T [F—40k
B RRE— s, dn] DU 2 A JEBucket M Log#b R 1A TER — A HFnBucketd (R IHEE
AF¥TargetPrefix) .

- OSSEUNN M shi/E i Bucket Vi M Log X, (HIFAFARIXA/ NS RIFTA i RA I RAEX A
/NI Log X FM, AW REMBTE E—A8& F— A Log (i,

- OSSHAE—/BucketiiliLog ¢ fF, BAE—IRPUTHME, FHidtH SH2EH, HARIKS
PAENRE, LogEma, ] PAFISdE M ObjecOREREIX S Log X

- OSSEZMEHIFA PAx- I ki query-string2%, (HiX/query-string S#id#1E i
W LogHt, WIS MRS ] BRI — ARG R, I PAEURLHIN— A x -3k
Fiquery-stringZ %, Hlan:

http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png

http://oss-example.oss-cn—-hangzhou.aliyuncs.com/aliyun-logo.png?x-user

=admin

OSSP LI R, Gife—Hr, HR7EViLogH, B LhEd#E x-user=admin
, JIEIE AL IS AR I IX AN K

- OSSILog I HEM — A2 B2, #BRIREMBE-, HTFRRARMEBIEESON T i RiE BRI

- BUEFTOR, OSSHILoghtsURER e RGN —L27E, I & TR Loghb Pl T HINE JE %
PR ],

LieeERSE
P RyE Nl
- API: PutBucketLogging, DeleteBucketLogging, GetBucketl.ogging

© Java SDK: 8 H &

14.2 LA EES
FPET 0SS Byt REsh, 2P kR ViR &, S AR IS 0SS 5 14k
s (SLS) HIZhey, RVFELE OSS Pl EHE#H) OSS Vil &, MBS 0SS Vi
Vb, ViRIGEE, SRR R R TR, SR TR A A TR
.


https://help.aliyun.com/document_detail/32019.html

K AEE SR B SEEXEL
- SR HAEA )
- 3PP HARSEIHHERE 2 F IR S5 9:Bh, T 7E OSS £l &5 BB I HE,
- REEAES RS, W7 ERE iR, BaEEwE ),
- ISR ARG H S FF T 4% Bucket, Object #4F%, API 45, INMESRIEIEH

—+=
Lo

- Vil HE A7
- JFRHEEHIEES, 0SS Ak iix 4~ Bucket IR H& BUNS R h;,  FlRREEm
w4, K —4 Object 5 AEHS N Bucket (HFrBucket, Target Bucket) .
- fHEAIFHE A DatalakeAnalytics S5 # Spark H8E% 75 IEF 19T,
- A[ACE HAR Bucket B a1 BRI, R0 H A SCPREERIARS 20, KIBIHRSOR T

KAZEERAR
0SS Sy HEEWIRE, #2457 DL R =Rid&)sA:
- IR HARSRIN A
POMIRGR H A, $55E i W B A WA A T A i, BN B R IhRE

- AIPOES B A TE (WA AP $R0E) 15— BUN R PRI 53401 s
- FerBOL BT LS . B, $% Bucket, Object %5, API A5 igiE—K
RSCPEMIBRERSE, FFnl & HIERER AT RN TP,
- Hiil OSS ilid>t: fn, Hiit—ERimA, 34 Bucket 9 PV, UV sligSiERfSE,
- HiEiRRE R

TR T AN IR R «

Vit R BRISEIRGNEE, WPV, UV, R DU ;b 74 55
il RAFRERZGITHE R, G UFEL 5, SRS

- dagiehl: EOREENYIM HERZETHE R, SREEREGE, RAREN 2 figtit,
PEREFPD: R TERERISEIHE R, WHRRSM T/ B TERE D i, ARIPISS S SR/
femtERE, SCPF FEZERIIRTFE R,

- X HAS RSP S A

BRI DUE O R IRSS a8 0SS MM HAE, W IS% 0SS ijjn H k.


https://sls.console.aliyun.com/

KB A EE U ERIFIE

0SS Sy HiE#E W, RRMEI7RIHEER, HERENHSEMMRNEIRT7R, WEd7R
WERSr, B H RSSOk gk, LSS HAS RS IR 2 R H S .

BRI, 2% 0 EIRsSiH5 %o
hEEfERSE

PRSP S A



15 #URmM=Z=

15.1 BS5 28 im N ZE 4w b
A AUNTHTHOSSIMESS W IIRE, AFFANALOSS LITBURIET I B,

OSSZHHEMR S5 st AL MIBIRIE T ME %S (Server-Side Encryption) : A&EHER,
OSSO P B T I mns, ARG RS AR EBIER LR TR, FEEREET,
OSS H PR Z & B TR R G BEHR MIZA P, IR PIMHTTPIE KHeader
vh, FEIZEEET VRS AN

OSSHREZIRINZE X BN AiHs

OSSR S5 v MR, OGRS BT T XA R & 2 PEeE G IR
WIS, BN, RBES:SIREASCIFRITAE, EEREMEISORBUR 7R, EHX AR 5,
OSSA 4N PRIRSS S 75 34 :

- FERKMSICE#PIET RS (SSE-KMS)

AL, W DAERIEE I CMK IDEE BRAKM SHEE I CMKE T IR E RIE, IXRA 508
ATRRIBIEME, BdRicdinid Mgk ik 2IKMSIRSS midt g, X — MK
T 75 Ko

- EHKMSE RGN 2740 RIGKMSEHAPTHA S, TRHIENIESHEKMSH 2R
Wo

- {HHOSSEEFEEME (SSE-0SS)
HTFOSSsELICENME TR, JEObjectil—Rh@TE, & IfE EféobjectsfE
Mobjectifmetafs B, fEiHRPPEHIX-0SS-server-side-encrpytioniftieHil
HAES256, Bi1H ZossHiS5 v HAES256/ME A NR . OSSN AL IR )%
PHEATINE, TERNEIMYLRYT, ERERE LN R TN B R A BT, %5 d
A THRBIERImEE,

HE:
[R]— %+ 42 [l Jeil— I Tl { ) m ] RAAsE FH — iR 55 2N 75 =X



B
VEAAC B BROH 224 e MR 55 i TR B e
KM SH B AR TINARE

KMS(Key Management Service) @F =R —3k L 2. BHNERRIRSS, WP IERILs
KA EVIRORETE, SeRrEmal Y, MBS PIERRSS, M bA%4e, MEHRERMEH
B, BIETIFRNREGE R, P BB KMSHHI & & B A E KM S % H,

LEfEObjectlt, fEiRPHENi x-0ss-server-side-encryptionfJHTTP Header, Ji#i
EHAEKMS,  BIR]SCIRALEIR S5 & f# %1% Object (B PMEHKMSIRSS)

bR 7 RMAES-256M#E %S, KMSHEIRE P EEHICMK G B PIET %
9, DURAERBIRMENES, WGBSR, 38— Hik RS BIR T

SSE-KM SJIl 55 i il #1932 R B «

FRFimmE AT (SSE-KMS) : FiFFRABYOKHITIME

e .- ) s ™,
Cus tomesr N
Master Koy -
| a LR e
,3:;7 Ef‘,; | [owa] [oma] - SREHEENE
« S ERYOKIH T N E
. R I A . e
B el e m‘:: +  EEAHKNSHR % B — W1
s ErdREE LG MNEEH
:rssff':;-.-ﬂi-

J%FCustomer Master Key24E % /i NG 2 -
- fEHOSSERIAFEE IMKMS %

] DAE LffobjectElifEXobjectifimetafi BN, TEiFRIPHEIX-0SS-server-side-
encrpytiondfiE HE WKMS HAFEE BAICMS ID, OSSH4HERAEE I CMKAE A
I TR AR R, I HAE N A ahfdE.

- fEHM P RERCMK

] BAME EfZobjectsliBkobjectifmetald B, 7EIRRPHEIX-0SS-server-side
—encrpytion, fREHIEMNKMS, FHfEEX-oss-server-side—encrpytion-key-



idNRMARICMK ID, OSSKHEHEEMCMKAE AR EFRMEBEAFRINER, IR

#objectiICMK IDId%EX QR RS, UL RAEAERI A P BRI 2 AZhRE,
- A P BYOKMRHEAT s

BT ZKMSHRSS 85 A H S BYOK# IR ENCMK-ID, 0] DIRIEE 1A S AR

MICMK, FHEZEZOR S AINEEIIAEL. SAINREN SR G\ &5k

BeHA:

- JEEEED TS BE R g, 3 HAERObjectyc i B — I 7%,

- KMSHE RS ssvm s 75 AU BN REBE, AMEBTTXTZRFCEdE,

- R IR SN EE M E I KMSE &R, FikSRBIFKMSHXERER, H#EiES%

FIRAMSZI KM S8 42 Ao
EAOSSELEEMER

BB RMER, HOSSH, JERAME, SREBNZEBEETHRY. B
TR A A T AR HER SN 2 VA AES-256  (BR2560: s imastnite) .

OSSHINR S5 i 2 Objecti— AN @k, H P 8l —Objectiitf, HFTEEAEPut Objecti
iR PHEH x-0oss-server-side-encryptionfJHTTP Header, F$a@&HI{ENAES256, Rinf
PASZERZObjectIfk 55 drim & 17 fiff

ARS3UmANEEAPI
- PRAER
PURAPIS FFiE RfEH x-oss-server-side-encryptionk:
- PutObject: i L%

- CopyObject: EilllObject
- InitiateMultipartUpload: 4 i k%

HTTP Headerk%=Ran R :
B ik il
X-0SS-server-side- Fer R 55 v 2 i A =X X-oss-server-side-
encryption A3E: AES256, KMS encryption:KMSE R
M55 v KMSHESS 32
i




L& HEE CMK-IDIEA TN
WU, ML

£ 130 Nl
x-0ss-server-side- i%Objecthn# fiHIKIH x-oss-server-side-
encryption-key-id FPKMS keyfJID encryption-key-id:

72779642-7d88-4a0f-
8d1f-1081a9cc7afb

Bim:

- HihoSSY IRy Rkrb, WEHPIx-oss-server-side-encryptionsk, OSSZHZIR
BIHTTPIRZRS400, FHEEH AN HInvalidArgument,

- W EIx-0ss-server-side-encryptionsk A RME, OSSEHEHEEIR
FIHTTPIRZERS400, FFEHEAMNEHE RIS N InvalidEncryptionAlgorithmError

o]

PR

JEI RS AR & 2 i Object, PATRAPIIERHPOSSEIR M x-0oss-server-side-

encryptionsk:

- PutObject
- CopyObject

- InitiateMultipartUpload

- UploadPart

- CompleteMultipartUpload

- GetObject
- HeadObject




16 FESMIGHEE

16.1 e BFRESMILIEE
0SS HFHATISEIERT, J] LUBILOSS Pl 26 1 SR BB T PR 2SS EAT B,

ACEAERR, BRINX A BucketfEAIM, ARAIXANFRS MY M4 -

http://<Bucket>.oss-cn-hangzhou.aliyuncs.com/

Bi:
EONrRELRRE, FHEHUIXYOSS, W E R OSSERIAE A M LI MI Vi W OSS | I 1 3% 5
£, Response Header#2:Haljil L Content-Disposition:'attachment=filename;',
B NDA B 355 o) A B R PRSI, S PARRHPFIE 04T R, 45 AP B A Vi i OSSHYTH
3K, Response Header'"A& EM(EE. AR AAEAVIFOSS, 2% 0SSHE Sty

E HE S Ao

N T ABRETE 75 (S B OSS _EAEE IERSMNG, OSSSZRFMFIIIRE:

- FRATMSZFF (Index Document Support)
A TURHT Y H P BV MRS MRS AR, OSSIZIIBRINGRST (MY T MEiiindex.
html) , WREN—4Bucketfil & 7 HEMHEERR, MLHHEE— 1 ERET,

- WIRTE ZFF (Error Document Support)
BB VU R TRTE P Vi S MG, mAUERIHTTP 4XXHRRN (R 2404 NOT
FOUND#5) , OSSIgMIZH P IIFH R v, At vim, &n] ORI P a ey
AR

filn: BEEZRSIUH index. html, #i% W Herror.html, BucketHoss-sample,

Endpointoss-cn-hangzhou.aliyuncs.com, JB4:

- WP illhttp: //oss-sample.oss-cn-hangzhou.aliyuncs.com/fllhttp://oss-
sample.oss-cn-hangzhou.aliyuncs.com/directory/MIE, HYFVilMlhttp://
oss-sample.oss-cn-hangzhou.aliyuncs.com/index.html,

- FPilhttp://oss-sample.oss-cn—hangzhou.aliyuncs.com/objectiiz,
Hobject R EfE, 0SSZiBIMIhttp://oss-sample.oss-cn-hangzhou.aliyuncs.com/

error.html,


https://oss.console.aliyun.com/

i REba

- PRERSIG R FS A I SO SN AR, SRR PRSI TIIIA, #linJavaScript.
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