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- JHIBAPI/SDK#E N
PlJava SDK 2 :

0SSClient ossClient = new O0SSClient ( endpoint , accessKeyl
d , accessKeyS ecret );

CreateBuck etRequest createBuck etRequest = new CreateBuck
etRequest ( bucketName );

/] #&E bucket FFnIREA/AIiaE, WHRFAH#EE createBuck etRequest .
setCannedA CL ( CannedAcce ssControlL -1dist . PublicRead );

/1 BE bucket FR{FMIZSERRINVY, PR EAEAY
createBuck etRequest . setStorage C(Class ( StorageCla ss .
Archive );

ossClient . createBuck et ( createBuck etRequest );

createBuck etRequest . setStorage Class ( StorageCla ss . Archive
) 5 BNt L I A7 22 I G A8 25 Archive Storage %Y,
- HBOSSHTRH T HHEN
PLOSSUtil 2 :

./ ossutil mb oss ://[ bucket name ] -- storage - class =
Archive

[ bucket name 1A&REEVINHEGFSHAM, f8E€-- storage - class ZHA
Archive , JZ&E . Archive StoragefHRIIk{7 22 M,

fEFArchive Storagefga!
- SR

Archive Storage R 2 P PutObjectfiiMultipartUploadWifii Ef#75 X, A~%4&
AppendObject, #£jiRPutObjectfiMultipartUploadBi 3 k{5 H v LLE#EEH Archive
Storageffify,

N %0

Archive StorageS I By s G 17 SR RIS S DB A et i s s\ P
o SRR T R R e B Trestore RV EMRER BN EEUIRGE, fREiB FE 72150 Bk

fil

B R R AR B BRI T :

1. EHREBVHIOR R YGRS Bk E,

2. PR (restore) IR(FR, MRBPHRHUTIREE, RSERBHRAINE,
3. SERMORTE, NI DAGRIE R,

4. RUGIRETRFSILIR, RBIERTR, ZBERZIZRSHHRE,

7T AT I R :
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- {iF API/SDKf#
PAJava SDK, #HrestoreObject/siZiffTobject /g :

ObjectMeta data objectMeta data = ossClient . getObjectM
etadata ( bucketName , key );
// check whether the object is archive class

StorageCla ss storageCla ss = objectMeta data . getObjectS
torageClas s ();
if ( storageCla ss == StorageCla ss . Archive ) {

// restore object



ossClient . restoreObj ect ( bucketName , key );
// wait for restore completed

do {
Thread . sleep ( 1000 );
objectMeta data = ossClient . getObjectM etadata (

bucketName , key );
} while (! objectMeta data . isRestoreC ompleted ());

}/ get restored object
0SSObject ossObject = ossClient . getObject ( bucketName , key
gésObject . getObjectC ontent (). close ();
- fEHOSSH 25 L HfRH
PLOSSUtil 25451 :

./ ossutil restore oss ://[ Bucket name ]/[ Object name |
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ek

- {EHUTF-8%il5
- REQLELE1-10230 c4l 2 [
- ASHERL “/” 8E “\” FochHuEA
fERRE HENITE
- e B, by,
© BEARE LR, JERIY LR E A AR, LGB, SRS, WIRER

A RS, PRHRE EEUR, AR ERRE P IWEHAI0SS, LR AR:, B
fEOSS L, HIOSSHRPRBARSS A EH .

EENR 2 RITE
- B VIRHERRSE =5 A%, S RE 2 Post Policy Wi, ##1%EE2 HPostObject,
ERARE LENEXTR
1. Kt —filPost Policy,
Posti 3R Policy & HUBT R BERE SR I S8 PE,  BlannT DasE_EEERD, ol BASE B

Object# 75, EERYIEZ MBS URL, HEmIE%FRKEIRGIRER, Hi¥shE2
#Post Policy,

Blman RPolicy, 4 P RE LAHEIAIRR)E2115-01-27T10:56:197Z (Ga#2y ¥ WEURINE
HB IR IR e, ERREERpAERIEHEOE) |, RE LMIIRRE K 2510485760004,

Bl Python fREEZMIT, Policy J& json HeaRiFsih.
policy ="{\" expiration \":\" 2115 - 01 - 27T10 : 56 : 19Z \",\"
conditions \":[[\" content - length - range \", 0 , 104857600
173"

2. #¥Policy-FrtHiE{Thase64 4,

3. HOSSIHAccessKeySecret¥tbase64#illi %1 Policy 7% 44,
4. gt HMERHTMLEM,

5. BIMHTMLE N, (&R LE

SR Pythonf A IEHif:

# coding = utf8
import md5
import hashlib
import base64
import hmac
from optparse import OptionPars er
def convert_ba se64 ( input ):
return base64 . b64encode ( input )
def get_sign_p olicy ( key , policy ):



return base64 . b64encode ( hmac . new ( key , policy ,
hashlib . shal ). digest ())
def get_form ( bucket , endpoint , access_key _id , access_key
_secret , out ):
# 1 REE—{f Post Policy
policy ="{\" expiration \":\" 2115 - 01 - 27T10 : 56 : 19Z \",\"
conditions \":[[\" content - length - range \", ©0 , 1048576 ]]}"
print (" policy : % s " % policy )
# 2 % Policy ZZycHiiEfT base64 &k
base64poli cy = convert_ba se64 ( policy )
print (" base64_enc ode_policy : % s " % base64poli cy )
# 3 M OSS By AccessKeyS ecret ¥4iERR) Policy #7544
signature = get_sign_p olicy ( access_key _secret ,
base64poli cy )
# 4 fEE LR HTML Him

form = ''!
< html >
< meta http - equiv = content - type content =" text /

html ; charset = UTF - 8 ">
< head >< title > 0SS FH [f#( PostObject )</ title ></ head >
< body >
< form action =" http ://% s .% s " method =" post "
enctype =" multipart / form - data ">
< dnput type =" text " name =" 0SSAccessK eyId "
value ="% s ">

s "> < input  type =" text " name =" policy " value ="%
g < s < dnput type =" text " name =" Signhature " wvalue
=ny
< dnput type =" text " name =" key " value ="
upload /${ filename }">
< dnput type =" text " name =" success_ac
tion_redir ect " wvalue =" http :// oss . aliyun . com ">
< dnput type =" text " name =" success_ac
tion_statu s " value =" 201 ">
< dnput name =" file " +type =" file " 1id =" file
ll>
< dnput name =" submit " value =" Upload " type ="
submit ">
</ form >
</ body >
</ html >
''"''" % ( bucket , endpoint , access_key _id , base64poli cy ,
signature )
f = open (out , " wb ")
f . write ( form )
f . close ()
print (" form is saved into % s " % out )
if __name__ == "' __main__ ':
parser = OptionPars er ()
parser . add_option ("", "-- bucket ", dest =" bucket ", help
=" specify ")
parser . add_option ("", "-- endpoint ", dest =" endpoint ",
help =" specify ")
parser . add_option ("", "-- did ", dest =" did ", help ="
access_key _id ")
parser . add_option ("", "-- key ", dest =" key ", help ="
access_key _secret ")
parser . add_option ("", "-- out ", dest =" out ", help =" out
put form ")
( opts , args ) = parser . parse_args ()

if opts . bucket and opts . endpoint and opts . 1id
and opts . key and opts . out :



get_form ( opts . bucket , opts . endpoint , opts . id ,
opts . key , opts . out )

else :
print " python % -- bucket = your - bucket -- endpoint
= oss - cn - hangzhou . aliyuncs . com -- 1id = your - access - key -
id -- key = your - access - key - secret -- out = out - put - form
- name " % __file__

L BACHE LR 17 2y post_object.py, X1 python post_object.pyKi#f7,

A

python post_objec t . py -- bucket =f#£f) Bucket -- endpoint
= Bucket %R 0SS #i4RE —— id =) AccessKeyl d -- key =#K
AccessKeyS ecret -- out =GR EA

A ) .
python post_objec t . py -- bucket = oss - sample -- endpoint
= oss - cn - hangzhou . aliyuncs . com -- 1id = tphpxp -- key =
ZQNJzf4QJIR krH4 -- out = post . html
3

Bib:

- MR P success_ac tion_redir ect value = http :// oss .
aliyun . com /R LSRR BbEn Em, wPAE Sy S ER,

- HEHIRHYP success_ac tion_statu s value = 201 Fonid LERIEIE b
IR ERE 25201, nf DIF L,
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4. 5e8 L8 (CompleteMultipartUpload) .
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<:LE§%§2§JJ’_J:1'§::> Y. AbortMulitpartUp
~—_ ) load#21E &
N
<BESE—Arat > (aree )
~ - - N ey
Y
BH
CompleteMultip
artUploadfl 32
Object
([ smis )

J

RV DA TR

- BRY mE—Part, HttPartfK/NARE/NR100KB, 7 HIEESGEH
FlCompleteMultipartUpload /iR,

- B N RY R Part 2%, RERIER 2 EE EEE RS partNumber R, &
BEBUT NG A R 2R, K] AEEBNGE 38 18, ELESAIE S RO A R B 2 ke, 4G
S P B BRERTINEE ARG S EE,

- VRN, B8 LEYHERAHH CompleteMultipartUploadfyPartiE A € H 8 i),

DR e S L% b b I BR A R 23 #5598 Fl AbortMultipartUpload, @SdE% A hmk
{#iifPart, w52% Object kil

ERRGEE
PR 2% C&2 L Par i) B vl R AR,  [RIEARZ 5 il LB SLBTR A N D) e,

{ERER S LD, WIRRGRIMHE, WAL ERRIRHEIE
i#ListMultipartUploadsfListPartsiifli s i 2RI AH Object LIRS 15 L SULH M
fifl 53 18 AEMERS D LRI Partd . iSkkakn PATE i — SRy LIS Partbdh48A 114, #%¢
T E S BB EBOR B AIRBE B B Bt 2 —BR,

B AE I REAEI TEN A BRI R PSS L 2 WI,



L 1BBRE

- K/MBR: feighi g KF, Objecti R/ HPartRIEN), AR HE100008Part,
WiParthi/POOKB (Rfg—¥nl BLEL100KB/)N) , HiAK5GB. ObjectffI K/MGE@i#48.8TB

+ i R
- UTF-845
- RIEQFLEL-10230 Al 2 [
- ARERA /7 BE “\” FrohiE
EENREKRIEE
25 7 BiEE =013 AN B Bucket REEHHE L%, OSSH{E 7 BucketfllObject ™58k f7 HUHERR
P, RANRRE RLAF IR, 2y 7RSS =0T 1%, OSSER T BucketRlObject 5 #k 12 HURERR
Ab, BIROE VIRSRSFARIIHE, W L e 2 RS =0T,
HERERE

- fEREZE EERI0SS 11, BABEN Bl DAfE I _E {808 ol 5 2 s A HE R Al IR e e Il sl ok, it
(% (N

QISR AR E ,  n DARE I RS AT R AR B

QR AR EHERE HURRR, v DU R SR TR AR,

IheEER2E .
- API:

- MultipartUpload
- InitiateMultipartUpload
- UploadPart
- UploadPartCopy
- CompleteMultipartUpload
- AbortMultipartUpload
- ListMultipartUploads
- ListParts
- SDK: Java SDK-MultipartUpload "5y |- {4

RiEER
- RAMAMISTSfHH$5TE
- Webiii B {8V E B8
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- kIR

- BBhnb 3 LR

- bR R

- A% R P

- _REE BV IR R B
AR e AR I

o R e 2 R =T

- R EREREITER, BRI

6.4 &0 LE
ERHE

Z R 2IN L5, FEanfise b, R A BREsTE EERE, #NO0bject# 2 NormalkH
W, JEiObjectft EFATR 2 RN AMZEER, HAEHH, AREBX. WIRObjectN ALY
s, HaEdEH LEIFEARObject kB z Z RTINZ, Ja /2 OSSHINE R SR R FLAE M I — M HK
(1797118

IR Zia iR tE, ERZBERSGR FEIRAE, WARMBHEETE. ApsaraVideo for Live$is
3, SUABPREINEANEEE ., AR BT, HREIF SRR — B 0 R
KRB EEHRObject, Ja My AETTRNE M _EA7 fEIRBABIAHLE;

- KRR LI, R R R A A R

- WEAMIER CEEE, RCRARINObjectFIRS, MRIBKETR AN E ST A
B2 S HiObject/Eik, TEbkBHAMRERIIBE IR, 1M H2 )5 v SRR AR 5 ERE% o X A ans
K, FE EhEh e,

© WISRObjectY) s i ELBU/IMITES, FERFELBHAR, /2R 2 Object @SB PLEARIRMME. Wk
ObjectV) 7 HILLBERIIES, BARHER: X GRS,

257 iSRS R FRIBEERA, OSSHt v I Pid@idiem 118 (Append Object) /5 X\AE—1MH
Objecti&ifi EZIBMNFRIVIGE, EiBiER 7 IRTERObjectii®Y 2y Appendable Object, Ti
At 75 X EHEMObjectliif! 2 Normal Object, 43U0IEIN_E 3¢ EhEER HES BT 3,

QRAERE A%, IR AL R AR R R B, USRS A 2 12 BN s 8 i L2
Fl—filObject, % iR T EE R EEGZObject R BB L IEBUN RIEEITE b, sl
AFEIBHR AT, IR — R A R LA BRER s B eT, dm i Ay Sn] DIUROKIY
fRALZRRS, Waisert.



MELESE R, £ HFEBM EERSEE T, B e sHEiER .
&R
- K/DBR: feiEfE g0, ObjectANGE@IBS5GB.
I GEA G
- B UTF-84h5
- RJESETEL-102300c4 2 18
- KRERL “/” BRE “\” FIoBHEA
- BERBU . LUEIEEIE M EEE R R A T R SRS OE N 1R, B, Lt i
g, RE B, S EEEANEE, ARefoiE iR BB m_LEiR N e,
- TBEFRERRSG : JEEE M LR, SRS, nfDUBSUERA S metaB i,
HENRERIRE

2 T BiESE = 1B 3\ B BucketRAHZHE 118, OSSHE v BucketfllObject 5 4RITI 7 B
P, SRAMMRRERLAFEUR, A 7 IRHESRSE =5 L, OSSER Y BucketflObject 58k 17 BUHERR
bb, B TIRISFERIIIHE, W LR 2R =T,

EERERE

QISR AR T SRR P, nf PARE AT (e AR R P, Q2R (R R e SRR R ]
DASE FH G S

EEER2E

- API: Append Object
- SDK: Java SDK-i&hk A

il

=

BN RS LR,
BEER

- RAMAISTSIEHIF6mE
P ES ST

- A R

- AR fr R

- _REESSUARE R R PR
S RL S ea et

o BAER e ES =
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6.5 KIEMRE=LE
BRSE

FESRIEN C/SRHEZRMETD, Rk desin £ B F O BRBR P Ut ai oK JIREES B8 — A OSS 1 4 1%
SRR IRES, 5Pl EARRR A ARG, AR FIRSH R BREYy LAZI0SS
o fEXEMHIBRE, —(rBhEdH R M LW R, —REEP WSS, — RS
FN0SS, E A RIRKAIRER, il I5 i v 2 e 50 I SH 5 S DR A T S 2 1181 25 P S 19 ) B (A 75
R, EBZRMIMETER T 7R

B ¥ TRDUSREG RO ARIIPEER, OSSRt 7Ry =) LThRE. (ERIEMEIRE, M%)~
" DUE RIS LEEI0SSIA 2 did Ak asvniiay, 9 0 AR mRSr A, 3 Hsen MM 7
OSSR RREPIRE ), T REIATIANG FERHI, nl PRSP DR SEBE L,

FI A E2RE L] DI REE B35 URL A% RN i i1 it

URLER

URLZE A R RER I — R 753X, BITERSRIURLHHFOSS AccessKeyldfilSignatureffif, j&
B SERT PLE S Z URLAGEAT A8, AMEURL S A i A 8 VIR s ACRRE 2 4%, LA
LR ASBEURLP R E 5 A,

BBy 3 e /RE

18R

S I i ) S o 2 8 bl BL E Security Token Service(STS) R EBUZHEN — R/, HEBGZR
STS Java SDK., EIRFai B IR mFEL T :

L. &Pk A S A S A R . (el IR A elas 2 P S A, AR GIRE PN,
TRV Al s € 41 B 2 A ccessKeyRIAISTSEHEE —fARH RIZHERTGER, BTS00
il

2. (el IR A Vi G RO I e 2 AR AR [ 45 5 P i

3. B Il TR A RN AR AR SR O SSIY AR, SRR A GARAIE ] PAZ % BRI 52 HE S
[, 2% P o i) DASR A % I8l I 2R L, B Sd O R v e A A st v SR 9 A8t

- RAMAISTSfER R
- Webdii B4 B S {8 n)5R

A2 EEE

- RNl
- B 3 LSRR
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BRI

- AR R R P

- AR SRR R B
- AR A7 I

- RE LM

6.6 LfZ[o]:R
BASR
OSSTE -FHIZ5RIIE T AR ILIEIN (Callback) SHMERIFIRES, 28R EAEHIE4AOSSIKA

R R Callback2 %Y, BIGEEBINIGH, BI{ES{HECallBackJAPI friiifi: PutObject,
PostObject. CompleteMultipartUpload,

A ) — e SR R 35 R B RS =05 LRI, % P e LR R B OSSININF i
s FI R as R ml, &P EEMEREOSSHUTSR R 218, OSSE I ikt vin 1 Bh 3k
HTTPEEARET TR, TEbk s DL R 15 21 b4 5e s E HITET nf PLE it R Bk
SERRAE, B IR GRS R s i A B HE 2 12 O SSA IR BB IR Il % 7 i

OSSTEBHE (Al 853X POST I RIIER, @1EPOSTNRIbody P& — LS WARHR
EREER, EE2BHWM, —FRRSERNZY, WBucketHff. Object#fid; Hob—H
PR EHFTNZE, 0] DERIEN I A 55R 4 OSSR B R IE B I B st 2, &
A DU AE B 5T 2 BOR I — AR AR R, LRSS RN Pidss, BRI B
RI 2875 TR 2% Callback,

JO A I B A0 _ AL, RETR AP AR P S M R T, TR

— 1. i, SRR | o, £HUTEE

«—LEE HEER <« ROEEER——

@ BiHH:

- XREAREPERRE S (FARNEL3, #EL5) . FE, SR, SKEME2,
FEH. M, SORHAEL, BRUNRERL. gL

- Huii A fE ¥ L (PutObject). % L{#(PostObject). 47IE LE#5e (Complete
Multipart Upload) #{53¢4% F%FIHE,



- API: Callback
- SDK: i0S _|-{#4% 3 A1

- Webi EL{SE{EE S A8 0l
© g N ol SRR IR (RS R NS T R)

B2 5 &S

- BB EL SRS

- BT T HEE B

- PEmpH 3 LSRR

- kAR R

- A% A R R P

- ARSI SRR R P
AR e AR I

o R 2 S =T

- R BRI TR, MRS E BRI

6.7 RTMP#E L2

OSSSZHR{EHIRTMP st i H264 5 B+ AACHRS I S SR EIOSS,  HEIXFNOSSHIEHHsH
Bl DAREERR N AEPREEABURIER S5, ol DUSERERE,

JHBRTMP i bS5 $URBHE H Aif LR FR:

- HEERHRTMPHERAI T, ASEHRDLR

- ZREE VAN, HAURR A SH264,

- EHRUR R, M HRSHRAACK R,  HAts USSR e i 2 8
- SR HLS k.

- —fiLiveChannel Rl S GEA — Ml % 5 i FoHE I

NHE A S HEE AR RI0SS,  PAR AR, ERRRER.
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RIOSSHEIX S RIBEIE
- SRR
I SDK# I PutLiveChannelsiiii, @y, —ffLiveChannel, WEBCEERHERBNE, W
BucketfsFnl il (ACL) % A% (public-read-write) , FREEW] LAE #4210
Hemih e T HER ; SRR EORIT R AR,
PAE i python SDK 25, JEHUAR %544 DA B 35 44 HE ki A RRSan T

# PI{EH python sdk 2

from 0ss2 import *
from 0ss2 . models import «*

host = " oss - cn - hangzhou . aliyuncs . com " # just for
example

accessid = " your - access - id "

accesskey = " your - access - key "

bucket_nam e = " your - bucket "

channel_na me = " test - channel "

auth = Auth ( accessid , accesskey )

bucket = Bucket ( auth , host , bucket_nam e )
channel_cf g = LiveChanne 1Info ( target = LiveChanne
1InfoTarge t ())

channel = bucket . create_liv e_channel ( channel_na me ,
channel_cf g )

publish_ur 1 = channel . publish_ur 1

signed_pub lish_url = bucket . sign_rtmp_ url (" test - channel

", " playlist . m3u8 ", 3600 )

AR A G T -
publish_ur 1 = rtmp :// your - bucket . oss - cn - hangzhou
aliyuncs . com / live / test - channel
signed_pub lish_url = rtmp :// your - bucket . oss - cn -

hangzhou . aliyuncs . com / live / your - channel ? O0SSAccessK
eyId = LGarWxxxxx xjKWg6 & playlistNa me = t . m3u8 & Expires =
1472201595 & Signature = bjKraZTTyz z9 % 2FpYoomDx4 Wgh % 2F1lM %
3D n

- A ffmpegi®iTHEN
W DEH fimpeg XA MU SRR R FI0SS, s :

ffmpeg - i 1. flv - c copy - f flv " rtmp :// your
- bucket . oss - cn - hangzhou . aliyuncs . com / live / test
- channel ? 0SSAccessK eyId = LGarWxxxxx xjKWg6 & Expires =



1472199095 & Signhature =% 2FAVRO7FTs s1InBKgwn7 Gz % 2FUlp9w % 3D
n

- OBSHEEF THEN
Bk Settings, £ URL HEH ARG BRIEHUAHERbAE, 2REBROKBAMGHERIAI ],
M ERCR, SRR

L
% General Stream Type = Custom Streaming Server o
'@ Stream
P = URL rtmp://your-bucket.demo-oss-cn-shenzhen.aliyuncs.com/live
(r@ Output Stream key test-channel?OSSAccessKeyld=LGar | KWgB&playlistName=t.m3 Hide

. Use authentication
Audio
4
m Video

.
Hotkeys
| J

ﬁ'n_ Advanced

Apply Cancel 0K



BIHEIXEIOSSH S RIAEUR
- HEEGR
TEHERIBRED, W DUEBHLS R fEBOEEHEEIN NS, a8 rRRBoTEm T :
- {EAndroid. iOSFEBEIF-&, EIEAERIE N A LiveChanne BRI BbIL RN,
- Mac OS] BAffi i safarii#| B8 1 7l
- PCHA] AV CRBTB A T RE I
2 7 EIRR, 0T PARGE LMY FragDuration, #liN2s; 534h, GOPRIK/IMeclr i HEl
LiveChannel{FragDurationfit & —3, OBSIJGOP (B} keyframe Interval ) #%

[ NN ] @ Settings
% General Output Mode = Advanced d
@ Stream Ll Recording  Audio
m Output Audio Track @1 2 3 4
‘ Encoder = x264 d
g Audio Enforce streaming service encoder settings
]
Rescale Output 1920x1080

m Video

=0) Bitrate 2500
Hotkeys

Use Custom Buffer Size

-
Keyframe Interval (seconds, O=auto)
_n Advanced

Use CBR
CPU Usage Preset (higher = less CPU)  weryfast d
Profile = (None) [ |
Tune zerolatency d
Variable Framerate (VFR)
%¥264 Options (separated by space)
Apply Cancel | el

- Bl

HERABRED, OSSARLEMN SUEHm3usR, FiLAERNEHRIIS R, TR EHERATH
%, wiHPostVodPlaylistsrifiskaH % —HRHEHFIm3usHER, KRR R R

BRERRSR, DA BRRIGOPRIE Dt R E, FRIEEA,



7T TEHER

1.1 BETHE

MR RAED FAREAS EMIIRI% (Object) , Object FEUEMIHTTPRIGET KA
. ObjectitURLEEHIIGESZOSSITI, WA £ 84K JiObject, 2
2 1T 44 0SS,

B P RS Object N, A MIRRNGHL:
- #ZObjectZ A EAFNEAIRE, HPBAHERNAccessKey, HBEERTDIfEHAccessKeyHGET
A R T A T
+ WObjectBEA B4 MAIFF T RE, AREERA I P AR ] PLE R ME I GETRE R TR
HifdObjectfBucketiIf# HURERR IG5 f .
R BISRAH BucketObject iR U&= 05 i1T i, WHZ2 % H2HELSH =77 M.
TR EBIER NGE S B AT R
DEefEm2E
- API: Get Object

- SDK: Java SDK-Object
- PG R SRR

RIEER
- RAMAISTSfER R
M2 EES

- REERT

- kRN

- BnbAEE RS A

- A g R P

- RSBV SRR R Bl

- PR 2 AR I

o PRE e =

- REERESE TR, IR BRI
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7.2 ERRSEETH
OSSHEflt 7 iR ObjectiisE NN B4R FIRIIIGE, TEHAE FRARKIIObjectNfE, WA 2%
R QERHGE b, SRR R AT DA LR isdR e N R 4G AR A N
i LU0, BthREERZObject AR T HE, Wil E 2B Range KRBT, BREL
BRIIObjectidikfii HZYhiE. RangefIE#I 2L HTTP RFC, WR{EZREH P Range
ZYHILR [1E S b e OSBRI R R AL IR M HEE, #140: Content-Range: bytes 0-9/
44, FoRBEMEERIE 44, HOGRFIMHEIE250-9, WURAFFA R, RERMEEE, it
HATESS Rrhi K Content-Range, iR [HIf5%206.
haefER2E
- API: Get Object
- SDK: Java SDK-53BGiHu
MERA2 B &L
- MR
R G
- PEhBA R N R
- A iR 2R A
- RSB R R B R
- IR Z I
- PRI =T
- R BHHSEI T, NIRRT PRI

T3 RMBHEE= T8
BT FA i Bucket MR Obje ctiMEAR S =77 IR, AHEZ HHoR AccessKeyHfitas
T, R DU WRE 7T

URLZH

OSSHflt v B4 M5k, EEBD, F#ANREURLIIMARAEM, X URLEGSE =)iH
BUZHESI, =07 P R EEMEAHTTPRIGETH R URLEIA] R#kObject,
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- HEDTR
URLHPEERHEANT:

http ://< bucket >.< region >. aliyuncs . com /< object >?
OSSAccessK eyId =< user access_key _id >& Expires =< unix
time >& Signature =< signature_ string >

fEURLEBI% 4, SHES/MUSSignature, Expires, OSSAccessKeyld ={HZ#,

- OSSAccessKeyld: Bi# A\ BfJAccessKeyld,
- Expires: BI#A B URLEMIKIRRH,
- Signature: BH#ABBANFouH, A2 EEURLPUE RS,

-

= B
SR G T UR LA
- YIREfER 2%

- API: Get Object
- SDK: Java SDK-fi HHURL % #4 ZHERH I
- PG JEHURE S sk

-

= B
TERHI R B Bucke DRI RA A ST HERRIIED, FSIARIIMLAL A ISR URLH 44
R, IR R AR URLIER.

ERBSSHRDESE

OSSi@EBSTS (Security Token Service) Hflt v EiIR SRS E =P, =) H)P DAEERE
ST B AN N EFIBIObject, JERERRE B AREIEEN M, EFHiBIEREEBRSTS
Java SDK,

BT

BW=ITHPAPPIIRAS SR, HEHL 7 STSH##AccessKeyld, AccessKeySecretPA)ZSTS
Token, =7 PASTS AccessKeyldfilAccessKeySecretPd 2STS Token% 44, XiafRpH%H
N EObject% 5,

EEER2 %

- API: IIwiiRag
- SDK: Java SDK-Objectrfii i ST SHR#5 i R hE
- PERIG U R
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RiEER
- RAMAISTS{H FH$5E
RIS EELE

- _EEERIT

- kIR

- BB MRS R

- AR R R P

- AR SRR R B
R AR I

© PR RS =TT

- BB RIEITER, RS E BRI



8 BEIEIESE

8.1 REHR/IERTEN

¥ /EFEcE A (Object Meta) ¥ HEFIOSSHRERMEMRIA, 2 ANifE: HTTPEEE
(HTTP Headers) fll User Meta (JHP HEI e o Mol nl LLTE ARl 75 3 {8y ok%

% H BRI TRE
- HTTPE#EE M

Eq

fifiid

Cache-Control

faEZObjecti MMM HRIERAF1T 4

Content-Disposition

fiEZObjecti kIR )44 8

Content-Encoding

TR R%ObjectB TS HRINF K P2 i 2X

Content-Language

TR %Object TR N2 6 =5 Mills

Expires EIRE
Content-Length #ZObject K/
Content-Type #Z%O0bjecthi
Last-Modified 23R E AR

- User Meta

2 TR P EObjectiEfTHE 218, OSSHIBLE I PAx-oss-meta- 2 WS 2 B 2 User
Meta, Lklllix-oss-meta-location, —filObjectn] PAf ZAKEABINZEL, {HA ¥ User Meta
AP REBIBBKB, ja2User Meta¥ il @ 1 MikGetObjectzi & HeadObjectiiix1E

HTTPEARH IR 0],

L {E0bjectkE&EObject Meta

# _EMObjectiiRifiz, nfPAEEObject Meta,

VIREEN 2%

- API: Put Object

- SDK: Java SDK-_h{#s0E & ObjectHttp HeaderfH P HETLEHR
Srim g (BBhaiED ks tn] AR Object Meta,

MIsEEM 2%
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- API: InitiateMultipartUpload
- SDK: Java SDK--#JififkMultipart Upload# ¥ @14k Multipart Upload

L {E0bjecti&{&c0bject Meta

RTEE K Object Metalli AMEX Object A B 8%, HREEREZLEIFE HObject 4 i 2R E B
iafEvite, NEEEHMetakiill (ERiEfMetadi iR 2 R) BAEHTTPEERH, RiiFER
DL A H AR AR 3 2 H AR Objectiy bk BT,

VIREEN 2%

- API: #HODbject
- SDK: Java SDK-j#@i#CopyObjectRequest# HObject

JEEXObject Meta
AR FHEIER Object Metailiii A7 ZObject A S RYEHR, wf CAREH HEIIHE,
ViRefifZ2%

- API: Head Object
- SDK: Java SDK-¥EHuks &c¥&aR

8.2 EFHRIIE
#R S FRMIN A EBucketh LIIIRIK (Object) , 5T BUBBOSSHI A i — WP
#I3—Bucket R £1000HKObjectdI %, il RIKPHMASE, T M5eR % FIFRGE:

g (3]

Delimiter HiR¥ObjectA I T #NFIT. a4
EHEE N ER B — X i BiDelimiter ¥z
I Objectfk 2 —41E%: CommonPrefixes

Marker e S R M arker z B4 7 B 5 — A B
YRIR 7],

MaxKeys FR5E ILIRIR MlObject M KB,  WIRAEEE,
PR £100, MaxKeysHUEAREKRR1000,

Prefix BB M Object key 2 5HBAPrefixfi 2

W5, FEfEHprefix&ahl, RbkeyH e
15 Prefix,
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ED S E Ay

OSSR IR A MR IIBTAREEN, P CEA R LLObject Rk F, B LR RAE Lk

N Y —flsize 20/ Object, ¥hHitigfEObjectlbinl B L Rk, Higihla eEL “/” &5RN

Object ARE R T RN, it AT DAGE L3 75 2R B B v B FE R R K

fEn] DLiE #E Delimiter il Prefix 28EC SHEILILRE R K IIEE, Delimiter fil Prefix MJAH SRR

pr3t=17 31

-« WIS Prefix i AWM R I 4, BEn] PAERAI DA Prefix BHSAMIRES, PIRZRERR NBIENT
AR TREER (B . BEATEContentsPEUR,

- WIREIE Delimiter $5€% <77 W, ([EN{ER QBT ER PRBEREAAREER (H
8) , ZHEERTFHTREES (H#) BN{E CommonPrefixes #5r, TR FREFIR
FRRE R RABER,

SR x
BN 0SS 1Y) Bucket : oss - sample RHHUIF Object :

M D

i A /H% C

Hi% A /4% D

HE#k A /HE B /IR B
H#: A /HSR B /HEE C /% A
H# A /HSR C /R A

H# A /HER D /KR B

HE% B /% A

1 . B H SRR

i API whhisR&ye, TESE Prefix & “” ) Delimiter 2"/
A EST
<? xml version =" 1 . @ " encoding =" UTF - 8 "?>
< ListBucket Result >

< Name > oss - sample </ Name >

< Prefix ></ Prefix >

< Marker ></ Marker >

< MaxKeys > 1000 </ MaxKeys >

< Delimiter >/</ Delimiter >

< IsTruncate d > false </ IsTruncate d >

< Contents >

< Key >H%E D </ Key >
< LastModifi ed > 2015 - 11 - 06T10 : 07 : 11 . 000Z </
LastModifi ed >
< ETag >" 8110930DA5 EG4B1ED5D8 4D6CC4DC90 80 "</ ETag >
Type > Normal </ Type >
Size > 3340 </ Size >
StorageCla ss > Standard </ StorageCla ss >
Owner >
< ID > oss </ ID >
< DisplayNam e > oss </ DisplayNam e >
</ Owner >
</ Contents >
< CommonPref -1ixes >
< Prefix >H#% A /</ Prefix >
</ CommonPref -ixes >
< CommonPref -1ixes >
< Prefix >H# B /</ Prefix >
</ CommonPref -ixes >
</ ListBucket Result >

N NN AN



nfAES:
Contents JRMIFEH—JEIIRER: “BE D ”

CommonPref

A /” *I]

ixes JR MRS — g H i -
“H# B /” FHIRRBAER,

2 . HIMEJEHER A K REIH SRR

fibE APT HuhsRka, TRt Prefix & “HEk A 7,

ARSI
version =" 1 . 0 " encoding
< ListBucket Result >
Name > oss - sample </ Name >
Prefix >H#$t A /</ Prefix >

Marker ></ Marker >
MaxKeys > 1000 </ MaxKeys >
Delimiter >/</ Delimiter >

<? xml

<

ANNANNNANN

Contents JREIMEE JEHIREE:

IsTruncate

Contents >
< Key >H#: A /H%E C </ Key >
LastModifi ed > 2015 - 11 - 06TO9 : 36 : 00 . 000Z </
LastModifi ed >

<

<

<
<
<
<

<

<

<
<
<
<

ETag >" B026324C69 04B2A9CB4B 88D6D61C81

Type > Normal </ Type >

Size > 2 </ Size >

“Hek A /7 A1 “HE B /7, T “Hi%

=" UTF - 8 "?>

d > false </ IsTruncate d >

StorageCla ss > Standard </ StorageCla ss >

Owner >
< ID > oss </ ID >

< DisplayNam e > oss </ DisplayNam e >
</ Owner >
</ Contents >
< Contents >
< Key >H#: A /W% D </ Key >
LastModifi ed > 2015 - 11 - 06T09 : 36 : 00 . 000Z </
LastModifi ed >

ETag >" B026324C69 04B2A9CB4B 88D6D61C81

Type > Normal </ Type >

Size > 2 </ Size >

StorageCla ss > Standard </ StorageCla ss >

Owner >
< ID > oss </ ID >

< DisplayNam e > oss </ DisplayNam e >
</ Owner >
</ Contents >
< CommonPref -1ixes >
< Prefix >H#t A /H#t B /</ Prefix >
</ CommonPref -ixes >
< CommonPref -ixes >
< Prefix >H#t A /H#t C /</ Prefix >
</ CommonPref -ixes >
< CommonPref -ixes >
< Prefix >H#t A /H#t D /</ Prefix >
</ CommonPref -ixes >
</ ListBucket Result >

nfAES:

CommonPref -ixes jR[m|i2
/7 “He A /HE D /7 o Wi HE TR A A THEDR,

- API: Get Bucket
- SDK: Java SDK-%IH{#{# 22 PR ER

“HEt A /I C 7, “HEk A /HEZR
BJERH:

“E% A /Eﬁ B /” ,

Delimiter Z"/":

D1 "</ ETag >

D1 "</ ETag >

D ”O
“H#k A /HE C


https://www.alibabacloud.com/help/doc-detail/32015.htm

8.3 EEHR
% HHR IR BucketP MR, EALEMDUT, LnTREFRZMEE U IF—LLObject e —fi
Bucket###|5 5b—fBucket, FEENE, @b —BRAERFObjectd FikRZ I
3, (HR R Z2ERERE LE R B, KRIRE 7 IRB MBI, KIEOSSHit ¥ CopyObjecth
PIREAREBIOSSHIMIRFE H, TS BRAE I RIOSS 2 ] 5 e 55 i X A 4hE
BN, HROSSARtE i di A YIRE, B TEES Objecti&f 7B A MRS, HAErT i
J2ii F 0SS CopyObjectsr il Jolf i R R EHEFS H IR 4, REMEREObject, WM
{EE R T EEREF Objecti)—2£0bject Meta¥isll, FIEEW] LA CopyObjectisri, 1%%
Objectitihitkfil HEEObjectiihil s & iAHFI, TEFROSSHL &1 H Fra%Object Meta¥ill. Object
Meta¥illn] A2 % Object Meta,

PR DA RS
- RTEEAVRObjectMBRAEFFATRE, I & ML SE e,
- EMEA RS Regionds HEE, Hhan: AN Bucket#li¥Objectss HEIW K.
 RAEESCRNER R Object K/M251GB,
- IREARERHE M _EEEE I ObjectiETH5 H,
VIREREM 2%
- API: Copy Object
- SDK: Java SDK-Object
EEAER

BHHPEObjectiROKHINGR, SULZHERIT HLABRY /S TR SE MR, FI LA —4R, OSSHEML v MLl
A ERE R e ORI H

FEAPR 0 BB S LR EE AR — 3, MR EE RS IF UploadPar i
.UploadPartCopy.

UploadPartCopyfJifig&flUploadPartis A —5, H@BRRIETEHT TP R B FESURRE
Object¥HL,

VIREtEN 2%

- API: UploadPartCopy
- SDK: Java SDK-#%H K%


https://www.alibabacloud.com/help/doc-detail/32015.htm
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8.4 MBRER

THERER BTINER L4 EBucketPIRES (Object) , OSSFRFFEEMAN FIIINERSh{F :

- BREMER, fEEHMHO0bjectMBR,

- RKEMNER, KEMER—X 5% nl#HE1000fH0bject,

- BEIMER. AR EMERAIObjectB HRZ, i HINERAIObjectfi — MBI, bbb SUImER
HER ZHiIObject, sR#RER T RMABucket, e iAo 6 A o 8 0 BAR SE K.
—HBE 7212, OSSEHBEHIIIABIMERCEIYIObject, REXRANREZIAMIBRERATR
B, REIEREE,

EeEm2E

- API: Delete ObjectfilDelete Multiple Objects

- SDK: Java SDKIMH&HE &

- S MERRER

8.5 EREIFRTE
mBMIIREOE, BHRERBPRRER IR AU T R, e R BIERGERS., R aiR

BN, BHHEFIOSSHIGetai RN urEITILAL, AREIGIRE 77 SUET TR, BRI
ZHCESME, NAREULAC, ERIVCACEIA PO, IR oy 2 (55 ORI R g 75 3

BEAR
AEENEAR EXHAETS
<« ﬁ@gﬁgmjﬁﬁﬁ—”ﬁ —_— 43IBEERESAN0S5—
o ___ 2BRAEE
LiFkEERE—p rﬂjﬁﬁﬁﬂw}m@_’

QURBCHE 1 BRI, MIEGet ~MAFERIREREY, SmlaRisffEs, BRlsmP, i3k
RIS A EN0SS,

R

Bif% I 5 R R LB BRSI0SS, MRS CARLE B SN PR, sE fEH A 22 A LA T,
TEEBFI0OSS |, (HRAREEILIRSS, BRI RAIRSHRRRGEES, RS RIHaT:



https://www.alibabacloud.com/help/doc-detail/32015.htm

- A U EEE, RIREAEE BRI
W PURITBIBER T HIH SRR ERI0SS |, BB T HAossimport2, FINACEBIENIE, 1§
PR HbAERE E 0SS b EIFHBAMUIREIOSS | (BRI HLRCDN, MIJEIOSS) |,
BEA IR E RV BIRRATE RSB, KRN PIEOSS EIEHFIME], HFiM— RN
FAAAZIOSS, MMAMmYIR, RCRRAFNEIAEL 7, RGN R, FRRAE
TSR R — IR TEREASIOSS,  SRIZIF 4 I 5 AL EL I ER

QRREE RN RIP, HRESR B4 BB B OSSIZIE nf DAME S (R SR, (HRUIRAL B2
— AR RE, HURMAEAREA & @ T E10SSE# CDN, JRESISAR LMEM T, feiahing
DUT, nICAG ShEIGE — (SRR E 2 SR A5, i 18140 3ok 4 8 BEL I A IR 5 0 4 8o 4 R e 21
[l —{IA1P, o bxMbHs A1 RRIE RS I s vl DAARSASE (B SR 1

- HYMRPEHSR i B 30SSeE CDN,  JHiA BB 7EA B A A B
EFS7T B LAY 2O, RUR R DIRBI0SSIR, A EIFSHR IS AR B, JStknl PO
D131 0SSek#E CDNifi BB 2 RS SZ S PR B

S A

- HAHE GetObject() A HEZIR M404TH LT, OSSA @PUTELIMIE, FMTFENHIRER,
- FPEERurl?y MirrorURL + object , WISFIOSSHIREREAZ “object” , filln
bucket?; example - bucket , HLHE 7 HZM%E, MirrorURLZ http :// www .
example - domain . com /, F® image / example_ob ject . jpg A{EiEMH
bucket#lf, BLIFE FHIETERBESRERE, OSSI¥M http :// www . example - domain
. com / image / example_ob ject . jpg IHEGET:HHR, MlF&ESRMEIRHR RIS
P AREIAFIOSS, & MRseiz, EEFMEREEOSS LY, HMEAL image /
example_ob ject . jpg , WIRFHERIFHESMIBEZEFEANIERS TOSS L, Wk
MirrorURLAFfipath¥&&), el http :// www . example - domain . com / dirl
/, HAthE FHEE, AREOSSEIJEMFurl? http :// www . example - domain .
com / dirl / image / example_ob ject . jpg , BAFIOSSHobjectifkhiE
image / example_ob ject . jpg , BEIRFHHEIFIRGSAIEE—ME HE FRMERIERS]
0SS I,
- R 0SSIheader & A G EHEAA RN, querystring&isiUE /& & EHE AR TR B R f 6 & [B]
TRBIAIrP AL E,
- ARG R chunked#ii5ig ], HREEOSSIEBI4S H P it/ chunked 4,
- OSSERFIRG LA R EH B IR Ml5if 472 25 O SSHYBHE al :

Content - Type
Content - Encoding



Content - Dispositio n

Cache - Control

Expires

Content - Language

Access - Control - Allow - Origin

- JEIBSHG N E R R G — o] g x-0ss-tag, % “MIRROR” + Z3k§ +
url_decode (WJEURL) , BAEGIZAH, HIZ

X - oss - tag : MIRROR http % 3a % 2f % 2fwww . example - domain
. com % 2fdirl % 2fimage % 2fexample_ object . jpg
o HRMIEFOSS L, HEMBEAWEMNBE N, X TG ERZRGERMEHEEE, iR
R L ST NS
- PSR LB R I F ] 7 OSS, IR REE T8, IROSSAFEHH L7
1EIROSS LIIRESE, B2t R C481EOSS |, AT EBHSmI S HGE T
- WURBHRIR AR MRS, IBHRTHIE M 0SSIhttp statusZ3404, HREXOSSHLE 40453
R, SR HAAE2000 R R8RS (TLRG IR 2o 8t st DR S A RO BB R BRI D), OSSR
M F424, $hatiE% “MirrorFailed” .

BTSN

URLEFEmDNGERIVE R R RIR 8 E i gk, DU PR ACE, )P IR B—#3xx
i, P a] DRI i REEREI D REBIRE M HE v DA AE s 2 LSRR, HRRE
T:



Object Storage Service PHEERR N /| 8 BHHE

43R B R #R /

3.E Emithht
[ il v 1 3k BER

d

4—2.R [ E E mitthit—

1LiEkREFE—p

YR
- HAEPRRIEF 0SS AR IERS .

APAERISE B CRIBRPRIEFIOSSIEM S, fEitidfihARESBOSSHEIREIBRURL
rewritef) 75 IR WS H P —A302EH & MR, HPE R PLRIE3029 [ LocationfE H &
FRTRERI A Pt ) 5

- PCE Hm ke,
Fean B A R O R ISR object, AR EIR [l — AR TR B i,

- FCEEAE404, 8RES00SRRUR N BE I E I,

LD LSRR P ol DA 2 — A TREROE R E T, A SRR E SRS HIRHe P e 2
RFEOSSHIFHDE

EEERSE
- PERIE: EPERIPEAIA

SCHSRRAS : 20190807 55



8.6 SelectObject

SelectObject BRI E AT TS R IGECERRE BT, W] DURIE ORI A S 0EH . AL EA WM
falf i Python SDKPA Sz Java SDKE B LA k- HEFR 1%,

ThEET T4

Object Storage Service (Object Storage Service, fHifE0SS) JRILFAMHEMRK XA
AR, ZRRNE ] SRR G RRs, R ) EOBA R R RBIEE, MRRA, BT, R

RESTful API, BEffi#AgPi sk seat 1, OSSAMEENR @ SR A iR EHERESE, th

BEEABRE BRI RESR. HiiHadoop 3.0848% k0SS, fEEMR Lj#fiSpark

. Hive. Presto®flt#, YNRHEAYMaxCompute, HybridDBELK#i L&#fData Lake
Analytics#f SZHEIEOSS HZEPLERL,

i, HETOSSHREIIGetObjectsTHiPE ¥ RKERH 5 L AELOSS ORI 23R M lkEIA MR R T
SIBTIEE, ERZEMNGE MRS ORRIATIR P R IR,
SelectObjecti 2 ¥ EIRMERIRR TR, HOBBRKBRPE- Gl IF. Projection M
FNOSS)E, HFOSSHMEEARENE, Femi bR MARARERE, )5 u— 75 ] DS D #EsETE, 5 —
FimitRiE> 7 RORH R LR, M 7 CPUMGCISR R LM e 2 1 Hs, I8 ILR0SSH)
BORLEGE, BRI R % — R A WS R,

SelectObjectfZfit ¥ JavafiiPython fJSDK, HfthahE SDKL@ RPN, HiisZ#RFC 4180£3
BEHCSV (IAAETSVHERICSVRER, MREMITERMTRRITIILLN Quote -yt ] HET) AilJson
R, HHERMEAUTE-8, SRR A ERORER  CRRR R TREem
M) o ZEMEHESRE (OSSEAEE M. KMSHtE FESH)

JSONZEDOCUMENTAHILINESHififE%. DOCUMENTZ2H AR 2 B —WJSONBR,
LINESFOREAR R M —1T1TISONB R 4K, B 172 HJSONBSR ((HEMEAREA SR
—HBTENISONER) |, 17847 ZBIPAIT 7 R 7chiBd. OSS Selectn] A% Rit\n, \r\n
Forbarot, HETRMEHERE,
- XIEMSQLL L

- SOL Bfii®sk: Select From Where

- ®RUERL: string. int(64bit), double(64bit), decimal(128) . timestamp. bool

- BME: AU (AND,ORNOT), SHRHSIA (+-¥/%), HRUREG=, <, >=, <=, 1)
String ##f¥ (LIKE, || )



A

MGetObjectiifit ¥ 2L Bytef) 738 RS, SelectObjecttBffit v srls Az, 2

MR X AT, FESplitsrls, AT RN YT X, RMBREGER R
W, AT RE S IR AR, SplitROSSHIR 7 i —ERE &, —MESplitfu
ZATR0Rl, MMESPLtRTRORIR/INKBATE, $4Spit/lsh EEF% 17 50 I8 2 S =isK

B EOREEY,  OSSHIMCSVERHEREAR 2 String Ry, i1 nf PARE A CASTRA S EL Bl Fohig
5, PR R SQLARNY _ LRI _ 20 25 int 2381 T L,

Select *x from 0SSOBject where cast ( _1 as int ) > cast

( _2 as int )

g, ¥hiRSelectObject> & fEWherefi& T RRAMER, L P i EE s — SR
A B RNt :

Select 1 from ossobject where 1+ 2 > 100

FHRJSONRESR, WIRFESQLHRIEE castrhlfl, HIHEIRIMIE son &R BRI e, Fw
JsonEMERPERfaHinull. bool. int64. double. string %%y,

Python SDK &5

import os
import 0ss2

def select_cal 1_back ( consumed_b ytes , total_byte s =
None ):
print (' Consumed Bytes :' + str ( consumed_b ytes ) + '\ n

)

# BBk AccessKeyI d | AccessKeyS ecret . Endpoint ZEE:#,

# JEBIRBIR YR, E G “< yourAccess KeyId >” R ER
AccessKeyl

#

# DADIMIBIE 256, Endpoint wfDlg: _

# http :// oss - cn - hangzhou . aliyuncs . com

# https :// oss - cn - hangzhou . aliyuncs . com

~Jo

access_key _id = os . getenv (' OSS_TEST_A CCESS_KEY_ 1ID ', '<
yourAccess KeyId >')

access_key _secret = os . getenv (' OSS_TEST_A CCESS_KEY_ SECRET
', '< yourAccess KeySecret >')

bucket_nam e = os . getenv (' OSS_TEST_B UCKET ', '< yourBucket
>1)

endpoint = os . getenv (' OSS_TEST_E NDPOINT ', '< yourEndpoi nt

>1)
# N T R, Fﬁﬁiﬁ%iﬁﬁﬁﬂﬁﬁ%ﬂmgﬁﬁﬁf A TR T SR A

bucket = o0ss2 . Bucket ( oss2 . Auth access_key _id ,
access_key _secret ), endpoint , bucket nam e )
key = ! python_sel ect . csv '



content = ' Tom Hanks , USA , 45 \ r \ n '"x 1024
filename = ' python_sel ect . csv '
# LM CSV R

bucket . put_object ( key , content )
# Select API 228

csv_meta_p arams = {' CsvHeaderI nfo ': ' None ',

' RecordDeli miter ': '\ r \ n '}

select_csv _params = {' CsvHeaderI nfo ': ' None ',

' RecordDeli miter ': '\' r \ n ',

' LineRange ': ( 500 , 1000 )}

csv_header = bucket . create_sel ect_object _meta ( key ,

csv_meta_p arams )
print ( csv_header . rows )
print ( csv_header . splits )

result = bucket . select_obj ect ( key , " select =* from
ossobject where 3 > 44 ", select_cal 1_back , select_csv
_params )

select_con tent = result . read ()

print ( select_con tent )

result = bucket . select_obj ect_to_fil e ( key , filename ,
" select * from ossobject where _3 > 44 ", select_cal
1_back , select_csv _params )

bucket . delete_obj ect ( key )

### JSON DOCUMENT

key = ' python_sel ect . json '

content = "{\" contacts \":[{\" keyl \": 1 ,\" key2 \":\" hello
worldl \"3},{\" keyl \": 2 ,\" key2 \":\" hello world2 \"}]1}"
filename = ' python_sel ect . json '

# |4 JSON DOCUMENT
bucket . put_object ( key , content )

select_jso n_params = {' Json_Type ': ' DOCUMENT '}

result = bucket . select_obj ect ( key , " select s . key2

from ossobject . contacts [*x] s where s . keyl = 1", None
, select_jso n_params )

select_con tent = result . read ()

print ( select_con tent )

result = bucket . select_obj ect_to_fil e ( key , filename ,
" select s . key2 from ossobject . contacts [*] s where s
keyl = 1", None , select_jso n_params )

bucket . delete_obj ect ( key )
### JSON LINES

key = ' python_sel ect_lines . json '

content = "{\" keyl \": 1 ,\" key2 \":\" hello worldl \"}\ n {\"
keyl \": 2 ,\" key2 \":\" hello world2 \"}"

filename = ' python_sel ect . json '

# |-{4 JSON LINE

bucket . put_object ( key , content )

select_jso n_params = {' Json_Type ': ' LINES '}

json_heade r = bucket . create_sel ect_object _meta ( key ,
select_jso n_params )

print ( json_heade r . rows )

print ( json_heade r . splits )

result = bucket . select_obj ect ( key , " select s . key2

from ossobject s where s . keyl = 1", None , select_jso
n_params )

select_con tent = result . read ()

print ( select_con tent )
result = bucket . select_obj ect_to_fil e ( key , filename ,



" select s . key2 from ossobject s  where s . keyl

", None , select_jso n_params )
bucket . delete_obj ect ( key )
Python Select APIGH#
- select_object
- select_object HA:
def select_obj ect ( self , key , sql ,

progress_c
select_par

allback = None ,
ams = None

ERERARINRE: BHEEKey IR REITSQL, IREIERATR,

B Z2HSQLREKIEMSQLFEH, T ibase64 i,
B Progress_callback;z rJ i1 FH 51 s Fht FE i) o] W e 8
B select_params/2iZAPIREES, BHE 1 selectPUTHRIBRESEAAT 25,

B headersn] LLEMEHE e kP header&all, HiTAMIget-object—3, Lk
, BRCSVIEE, fElLtEit Frl A bytesH e SQLA FITERE R i,

- select_params=ZiEN2 8

ZWA

fifiid

Json_Type

W EJson_TypelZfitaEhs, HikACSVIESR,
B #Json_TypeZDOCUMENTHY, #%fE&AJSONRE,
B EJson_TypeZLINESK;, %R %JSON LINERE,

CsvHeaderInfo

CSViyheader¥ill, &i%{E%s None |

Use o

B None: #ZiEFREEfheader&ifl,

B Ignore: #ZMFE A header&sMHARIESQLHEH,

W Use: #ZkEfiHeader& il HEsqlaBA i T
Header" 15144,

Ignore |

CommentCharacter

CSVHIHRE YL, 3R —iv e, HANone®mni
HIERETIL

RecordDelimiter

CSVHHAT T IE, 4508k —Mskmiflyoc, #iss\ n

o

OutputRecordDelimiter

Selectfiiith&5 RP AT MR TIC, B\ n o

FieldDelimiter

CSVINBRMT T BRTFIR, ik 7T, THaMIEW
G) o




S

Tk

OutputFieldDelimiter

Selectfiiith & PR T /BT IR, THEAIEHE () o

QuoteCharacter

CSV A5 TIE, Ry, mstisEylst. 519%
WTEORMT 0 BRAT SR B I8 — e e B,

SplitRange

I Splitid sy &5, ks (start, end), BEIEZ3PHIE
i, FoRAaHREFESplit start#5lend#,

LineRange

R A, FX2A(start, end), BEERZPAER,
Fora iR T start#3lend#,

CompressionType

Waka, A None, WPAAGZIP,

KeepAllColumns

Z 2 W s trueli 2R CSVR R P AR fEselectFlrh HBIYS
A ERE (HAREFINAIE) . FtAFalse,

AT :

WIRCSVEE RN % firstname, lastname, age, SQL

% select firstname , age  from

ossobject . % KeepAllColumnsZtrue, Hi

fith A firstname,,age (W27 —HE5) . R
KeepAllColumnsZfalse, Hilfiiiti Zfirstname,age, 5l
NI THIN R A2 R R AR B Get-Objectig [ ERHI s nT
PIAHHEI DL R ER Y E I Select object,

OutputRawData

B %2 ¥ A Truel 3oRH ASelect&Fl, % Framelty
B R B R R IR R AR [ R RS € 5 @I
B %2 A FalselRiFoRit A Frame %0k}, s

False,

EnablePayloadCrc

A EFramestH CRCIRIFE, %2 False,

OutputHeader

ERRCSVIER, Fonlthai R —172Header¥ill,

SkipPartialDataRecord

B %2 ¥ A Truelf, HCSVHE—FHEARFERE]sonH
H—HKey NMALER, HIZBHBTMARIH,
B Z2¥ AFalsely, RIHUEESE nul KRR,

BAUIT:

B —1 7% Afirstname,lastname,age, SQL%

select _1, _4 from ossobject . Wl

WRATrue, HIEZITRSEERB, W AFalse, HZM]

firstname,\n,




S Tk

MaxSkippedRecordsAll | feaTBbERF TR KM, R0, Forn—BA—17Hh#EM
owed IR IEETER

ParseJsonNumberAsStr | %2 ¥4 Truelifn]sonfd E S Bl g 258 ;
ing ZFalselF RNy e R ol 5 17 WO TR T, FalseZvsk
{H,

BIsonf R EA SR ERTEEEIR, ERESR 2175
TR, WAL RGRIREE, AInf PARE %2 #
#True, i HAESQLGAHRF %5 Cast 2y decimalJHAIH)
mo

- select_object f#M{fi: j&MSelectObjectResult®R, ¥R X kread()FHBLIESHTA
select&h ., FIRFRZHE__iter__Jiik, @R Select&s BIEH K, Hread ) FABHIA R Bl
WL, Rl &R G2 A select& o 2RI, [RIIRHG FIE 2 I Rc i,

HEBS RO __iter__J51% (foreach chunk in result) , ZR&H4EHchunkifs
JEBE, BEAMGRRIBES R — T PRI R, 50— 77 T OSSAal Ik g i 45 i PE — el 5k
chunk P uiaE R IRIE R, AB52N2ERR IR A R,

- select_object_to_file

def select_obj ect_to_fil e ( self , key , filename , sql ,
progress_c allback = None ,
select_par ams = None

):
EIRBEANDIRE: PHEE Key R RIEITSQL, AFEAT R B ARE MR,

Hithz i select_objectill,



- create_select_object_meta
- select_meta_params [¥) 35451

def create_sel ect_object _meta ( self , key , select_met
a_params = None ):

IRERAIIGE . BHEEKey M RIES TV S iiltselect meta, Select metas2fiaa%iH
RIZEITHL, 2518 (CSVREZR) . #ASplit#,

MREZHERCKE vV iBmeta, HFRARZRBAGENEY, FRFEZ28PHEOverwritel
fExistsZtrue,

7 select metaih BRI ZE,
- select_meta_params HZ{BIKN 2B

WA ik

Json_Type WJson_TypelZFfiiEly, WA CSVIHE, HfaE, ©H
ALINES, ForkE%2Json LINES, JSON DOCUMENT
AL s R

RecordDelimiter CSVIER TR,

FieldDelimiter CSVIEREERMT 77 BRTT5%.

QuoteCharacter CSVEEFRFISISRAT, 519F WMIAT BORM T 73 B AF b — 7
TURR B,

CompressionType WAGER, FinE, HiE%None,

OverwriteIfExists EHEASelect Meta, 1E 5 TH DM I R% %,

- create_select_object_meta f#[lfii: GetSelectObjectMetaResult¥%, Efiffirows
. splits WifEEE, BHRCSVREZR, HPMTEMselect_resp¥iZiBtufficolumnsfl, Fr
CSVHREZERFIEL

Java SDK 5l

package samples ;

import com . aliyun . oss . ClientBuil derConfigu ration ;
import com . aliyun . oss . model .=*;

import com . aliyun . oss . 0SS ;

import com . aliyun . oss . 0SSClientB wuilder ;

import java . io . IOExceptio n ;

import java . util . ArraylList ;

import java . util . List ;

import java . util . concurrent . Callable ;

import java . util . concurrent . ExecutorSe rvice ;
import java . util . concurrent . Executors ;

import java . util . concurrent . Future ;



import com . aliyun . oss . common . auth .x*;

import com . aliyuncs . DefaultAcs Client ;

import com . aliyuncs . exceptions . ClientExce ption ;
import com . aliyuncs . http . MethodType ;

import com . aliyuncs . http . ProtocolTy pe ;

import com . aliyuncs . profile . DefaultPro file ;

import com . aliyuncs . profile . IClientPro file ;

import com . aliyuncs . sts . model . v20150401 . AssumeRole
Request ;

import com . aliyuncs . sts . model . v20150401 . AssumeRole
Response ;

import java . text . SimpleDate Format ;
import java . util . Calendar ;

[ **

*  Examples of create select object metadata and select
object

*

*/

class MulipartSe lector implements Callable < Integer > {

private 0SS client ;
private String bucket ;
private String key ;
private int start ;
private int end ;
private String sql ;

public MulipartSe Tlector ( 0SS client , String bucket ,
String key , 1nt start , nt end , String sql ){

this . client = <client ;
this . bucket = bucket ;
this . key = key ;

this . start = start ;
this . end = end ;

this . sql = sql ;

}

@ Override
public Integer call () throws Exception {
SelectObje ctRequest selectObje ctRequest =
new SelectObje ctRequest ( bucket , key )
. withInputS erializati on (
new InputSeria Tlization ().
withCsvInp utFormat (
new CSVFormat ().
withHeader Info ( CSVFormat . Header . None ). withRecord Delimiter

("\ n")
(uln)))

. withFieldD elimiter

. withSplitR ange ( start , end )

. withOutput Serializat dion ( new
OutputSeri alization (). withCsvOut putFormat ( new CSVFormat
()). withCrcEna bled ( true ));

selectObje ctRequest . setExpress 1don ( sql );

0SSObject ossObject = <client . selectObje ct (
selectObje ctRequest );

byte [] buffer = new byte [ 4096 ];

int bytesRead ;

int totalSize = 0 ;

try {



while (( bytesRead = ossObject . getObjectC ontent
(). read ( buffer )) !'= -1 ) {
totalSize += bytesRead ;
}

String result = new String ( buffer , 0 ,
totalSize - 1 );
return new Integer ( Integer . parseInt ( result ));
}

catch ( IOExceptio n e ){
System . out . println ( e . toString ());
return new Integer ( 0 );

+

}
}
class RoleCreden tialProvid er {

public static final String REGION_CN_ HANGZHOU = " cn -
hangzhou ";

/] ®ui STS  API  JA

public static final String STS_API_VE RSION = " 2015 -
04 - 01 ";

public static final String serviceAcc essKeyld = "<

access Key Id that can do assume role >";
public static final String serviceAcc essKeySecr et =
"< access key secret >";

public static final long DurationSe conds = 15 * 60
private Credential s credential ;
private Calendar expireTime ;

private String roleArn ;
private DefaultAcs Client client ;

public RoleCreden tialProvid er ( String roleArn ) throws
InvalidCre dentialsEx ception {

this . roleArn = roleArn
}
private AssumeRole Response assumeRole ( String
accesskKeyI d , String accessKeyS ecret , String roleArn ,
String roleSessio nName , String policy , ProtocolTy pe
protocolTy pe , Tlong durationSe conds ) throws ClientExce
ption {
try |

// create Aliyun Acs Client for sending
OpenAPI requests
if ( this . client == null ) {
IClientPro file profile = DefaultPro file .
getProfile ( REGION_CN_ HANGZHOU , accessKeyI d , accessKeyS
ecret );

)3

this . client = new DefaultAcs Client ( profile

}
// create an instance of AssumeRole Request
and set properties

final AssumeRole Request request = new
AssumeRole Request ();
request . setVersion ( STS_API_VE RSION );

request . setMethod ( MethodType . POST );

request . setProtoco 1 ( protocolTy pe );

request . setRoleArn ( roleArn );

request . setRoleSes sionName ( roleSessio nName );
request . setPolicy ( policy );



request . setDuratio nSeconds ( durationSe conds );
// send request and get the response
final AssumeRole Response response = client .
getAcsResp onse ( request );
return response ;
} catch ( ClientExce ption e ) {
throw e ;
}

public Credential sProvider GetCredent dalProvide r ()
throws IOExceptio n {

// AssumeRole API #R£2#: RoleArn , RoleSessio nName ,
Policy , and DurationSe conds

// RoleArn HE{E RAM Prilé LS

// RoleSessio nName JE[fKF Token FIEEE#HE, HCOHENIRERIRK
fEHE, FEHRES, SEHRIES Token JAZEAAE

// fHRR{ER RoleSessio nName HRFEMBIAN, AEAZEH, HEEA- ' _

ST e
/] AMBIAGEZ2E APT SREPRIRE R

SimpleDate Format timeFormat = new SimpleDate Format
(" yyyy - MM - dd ");
String roleSessio nName = " AssumingRo Tle " +

timeFormat . format ( Calendar . getInstanc e (). getTime ());
// read 0SS data
String policy = "{\ n " +
n \ll Vers-ion \II: \Il 1 \ll’ \ n n +
" \" Statement \": [\ n " +
n {\ n n +
" \" Action \": \" oss :x\", \ n " +
" \" Resource \": [\ n " +
" \" acs : oss :*x:x:x\"\ n " +

n ]’ \ n n +
" \" Effect \": \" Allow \"\ n " +
n }\ n n +
n ]\ n n +
Il}ll;
/] BREIEZy HTTPS
ProtocolTy pe protocolTy pe = ProtocolTy pe . HTTPS ;
try {
final AssumeRole Response response = assumeRole (
serviceAcc essKeyld , serviceAcc essKeySecr et ,
roleArn , roleSessio nName , policy ,
protocolTy pe , DurationSe conds );
String ossAccessI d = response . getCredent -dals
(). getAccessKk eyId ();
String  ossAccessKk ey = response . getCredent dals
(). getAccesskK eySecret ();
String ossSts = response . getCredent dals ().

getSecurit yToken ();

return new DefaultCre dentialPro vider (
ossAccessI d , ossAccessKk ey , o0ssSts );

} catch ( ClientExce ption e ) {
throw new InvalidCre dentialsEx ception (" Unable
tp get the temporary AK :" + e );

}
}

public void setClient ( DefaultAcs Client client ) {
this . client = «client ;
+



public void setCredent dals ( Credential s creds ) {

this . credential = <creds ;
+
public Credential s getCredent dals () {
if ( credential != null && expireTime . after ( Calendar

getInstanc e ())) {
return credential ;
}

try {
Credential sProvider provider = GetCredent
ialProvide r ();
credential provider . getCredent dals ();
expireTime Calendar . getInstanc e ();
expireTime . add ( Calendar . SECOND , ( 1int )
DurationSe conds - 60 );
return credential ;
} catch ( IOExceptio n e ) {
throw new InvalidCre dentialsEx ception (" Unable
tp get the temporary AK " + e );

}
}
}
public class SelectObje ctSample {
private static String endpoint = "< oss endpoint >";
private static String bucketName = "< bucket >”;
private static String key = "< object >";
private static String roleArn = "< service role ’ s

ARN >"5 /[ frHizil el DS —Md RAM ftafg ARN | @B 0SS HIRT

private static String recordDeli miter = "\ n ";
private static int threadCoun t = 10 ;

public static  void main ( String [] args ) throws
Exception {

ClientBuil derConfigu ration config = new ClientBuil
derConfigu ration ();

RoleCreden tialProvid er provider = new RoleCreden
tialProvid er ( roleArn );

Credential s credential s = provider . getCredent -als
OF

// 0SS client = new 0SSClientB wuilder (). build (
endpoint , accessKeyl d , accessKeyS ecret , config );

System . out . println (" Id " + credential s
getAccessK eyId ());

System . out . println (" Key " + credential s
getSecretA ccessKey ());

System . out . println (" Token " + <credential s
getSecurit yToken ());

0SS client = new 0SSClientB wuilder (). build (
endpoint , credential s . getAccessK eyId (), credential s
getSecretA ccessKey (), credential s . getSecurit yToken (),
config );

int totalSplit s = 1 ;

try {

SelectObje ctMetadata selectObje ctMetadata =
client . createSele ctObjectMe tadata (
new CreateSele ctObjectMe tadataRequ est (
bucketName , key )
. withInputS erializati on (
new InputSeria Tlization ().
withCsvInp utFormat (



new CSVFormat ().
withHeader Info ( CSVFormat . Header . None ). withRecord Delimiter
( recordDeli miter ))));

totalSplit s = selectObje ctMetadata . getCsvObje
ctMetadata (). getSplits ();

System . out . println ( selectObje ctMetadata
getCsvObje ctMetadata (). getTotalLi nes ());

System . out . println ( totalSplit s );

}
catch ( Exception e )
{
e . printStack Trace ();
}
String sql = " select count (*) from ossobject ";
ExecutorSe rvice executor = Executors . newFixedTh
readPool ( threadCoun t );
long startTime = System . currentTim eMillis ();
List < Future < Integer >> T1list = new ArraylList < Future
< Integer >>();
int n = threadCoun t < totalSplit s ? +threadCoun t
totalSplit s ;
for (int i = 0 ; i < n; i ++) {
int start = i *x totalSplit s / n ;
int end = i == n -1 ? totalSplit s - 1 : (i
+ 1 )% totalSplit s / n - 1 ;
System . out . println (" start :" + start + " end :"
+ end );
Callable < Integer > task = new MulipartSe lector (
client , bucketName , key , start , end , sql );
Future < Integer > future = executor . submit ( task
)3
list . add ( future );
}
long  totallLines = 0 ;
for ( Future < Integer > task : Tlist ){
totallLines += task . get (). longValue ();
}
long endTime = System . currentTim eMillis ();
System . out . println (" total lines :" + totalLines );
System . out . printf (" Total time % dms \ n " , (
endTime - startTime ));
}
}
BERISQLAR

- W HESQLHE (Csv)

JERI T B SQLzE
B MEGT109 7ROk select * from ossobject limit 10

IR 1HIFIESFNAREEL, Wi B 15IRRE | select _1, _3 from ossobject where cast(
351 _1asint) > cast(_3 as int)




JERI B

SQL3%

IR ]S 15 A B BB e SR B (R - DER
likeZ I LT B UTF-S465)

select count(*) from ossobject where _1
like 'Bfi%'

IR A 58 251N K72 2018-08-09 11:30:25
HA3FIRR 200195 8%

select * from ossobject where _2 > cast('
2018-08-09 11:30:25' as timestamp) and
_3>200

IR 25NIFR BN I, A, BRI,
H/IMA

select AVG(cast(_2 as double)), SUM(
cast(_2 as double)), MAX(cast(_2 as
double)), MIN(cast(_2 as double))

1R 8155 15105 351 H it 2 R b DA Tom' 25 BH
SHPL Anderson ‘&5REMIFTARCHE

select * from ossobject where (_1 || _3)
like 'Tom%Anderson'

I8 [ 5 15 RERE STEBRII T A v 85k

select * from ossobject where (_1 % 3)

BB 15R/MEL9955201 2 2 BRI A vl ék

select * from ossobject where _1
between 1995 and 2012

B [H 55 25N, M, G, LM A s i

select * from ossobject where _5in ('N,'
hd;xﬁ'Lv

IR [ 55 2513 LS 351 L3 551K 100 BA_E Rl
Hisk

select * from ossobject where _2* _3 >
_5+100

- WHRAISQLHH (Json)

B A W R Json i,
{
" contacts ":[
{
" firstName ": " John ",
" lastName ": " Smith ",
" isAlive ": true ,
" age ": 27 ,
" address ": {
" streetAddr ess ": " 21 2nd Street ",
" city ": " New York ",
" state ": " NY ",
" postalCode ": " 10021 - 3100 "
1,
" phoneNumbe rs ": [
{
n type ": n home H,
" number ": " 212 555 - 1234 "
s
{
" type ": " office ",
" number ": " 646 555 - 4567 "
s
{ n t ne. n b'l n
ype ": mobile ",




" number ": " 123 456 - 7890 "

+
1,
" children ": [],
" spouse ": null

}j’} ------ # I A s LA DLR E 8

SQLABIN T
JEE A 5 SQLzEA)
1Bt age st 27Nl select * from ossobject.contacts[*] s where s.age
=27
IR R p S select s.number from ossobject.contacts[*].
phoneNumbers[*] s where s.type = “home”
R IBIFrts LS 5 select * from ossobject s where s.spouse is null
RBP4 1 ik select * from ossobject s where s.children[0] is
null
BiHA:
Huii A SN BBEHNF R, B LRSI
s
- KBRS

MR ZCSVIERANPASH TR, WA Bytesi 7 BLHR AT 2 . Meta, HAEH

B AT, ARAIP S TR R sonfE RN, RIEH DU P ER:

1. #HCreate Select Object Meta API#EG % RIVALRSplith, FAKEDL FURZRER®R
ZHSelectObject, HIGXAPLRAFfEAFINTEATIEN S WM, g k] DU A faHi i

2. YRR PSR IR DR SN B n,  FHAANS pLitEIER DA 35 1 n S 814501 50 [ A s %
S IISplitfA L,

3. 1EsERkBody ¥ Hlskilisplit-range=1-20¥1E i1 7 73 I A& 54

4. WMIRTEER] SIS

- SelectObjectFINormalliR RACHRUBEHE, Multipart Bz Appendable R H

TR YR A 22 BUE B RE IR 22,



- FJsonkER R, fESQLIFrom BRI GERISE/ N Fromi&i¥Json Path #iif#,
A U F)sonkE %,

{ contacts :[

{% firstName ”:” John ”, “ lastName ”:” Smith ”, «
phoneNumbe rs ”:[{“ type ”:” home ”, “ number ”:” 212 - 555 - 1234
?1 {% type ”:” office ”, “ number ”:” 646 - 555 - 4567 7}, {“ type
”:” mobile ”, “ number ”:” 123 456 - 7890 ”}], ” address ”:{«
streetAddr ess ”: “ 21 2nd Street 7, “ city ”:” New York 7,
“ state ”: NY , “ postalCode ”:” 10021 - 3100 ”}

}

1}

MR E S i fipostalCodes 10021 BHiiffstreetAddress, W PAEHk5SQL:

select s . address . streetAddr ess from ossobject . contacts

[*x] s where s . address . postalCode like ¢ 10021 %’
] PUEtk s SQL:

select s . streetAddr ess from ossobject . contacts [*].

address s where s . postalCode like ¢ 10021 %’

B MHSQLHIRYson Path B AIKEHE, it ARKRE & HLF,

- {EJsontE R B GRS 7R L

1EJsonti FErh TR SHEAT SR R R U AR RN, HERSRGE R A
ParseJsonNumberAsString)#H 2strue, R Z i castikDecimal, Fedn—fEEMaflisy
123456789.123456789, H select s . a from ossobject s where

cast (s . a as decimal ) > 123456789 . 12345 HRnJDAPRFFREKSIEPLE
RHIREAZE R,



9 5] B2

9.1 TFENEH
BIXHHOSSHYEAS
fn] DU A4S OSSR ES T ul AP i i sl 5 B APIS T i 75 8 BRI SDK B %
Bl mitE—XIOSSHIGETRIWEE HiBuckets T I REMERIEA R ZOR 8 AT 5 o0 il Bias el H
EIEATM, BOSSHI R IR 2 BT :
- Y A R o Zs B RS =75 R S, SRR TR0 2 BucketiOwner
, WRZHBAR. =77 &R Bucket M IRIIERIH
- FEHE I B O EEn] o B AR B A, BHROSSHGER, WERGTR P A MM
SOy HBAREREN 25 [ A il W4 iR AL OSS APTSORE b Bl 976 ZOR BB AR ol
e RURLHHA 844 B Bl

AccessKey $5E!
H il 0SS I AK (AccessKey) A —REFA, H#F:
- PPEEEEAccessKey

Bl L EIRSEA KR Bucketfit A& HIAK, SRR ZIRSEIR B A ccessKey B B I3
e 2N R, e P B Z2RSRERES RIS A S activesi#F inactivelAKE (
AccessKeyldfllAccessKeySecret) .

fEHHE DA% AAccessKey ERE 26, HEHIEaIHPRAKSE,
FHAAKEHR 5 active/inactive i FBIRE,

- Active RHHERIH K AK BEIRBUTIRGE, o] DATE B o sl il Ba s A IR ok s 1 o
- Inactive RWMEMNEN AK SRR IEMUTIRGE, ARELE S 73 al il BaE Ao .

Bil:
wr i ELHZ A FH T L BRI AccessKey,
- RAMFik3EAccessKey
RAM (Resource Access Management) & ki I B B IR Bl . RAMBRIRAKSS

KPR EIBRAMBHRZHEAK, JE# AKHREIIBRAME R B LGB Bucket I REIR, @38
RAM, £n[DUEPEBEIENE (BT, REtelBEMREY) |, DU vl B


https://ak-console.aliyun.com

40 NIRRT A RE,  FEAnBES RIS B R B — i Bucke MR AT HE, ik
PR TR WRSE, I HiGt2ik9% PAREREA EERAEMTREIR, Pl e IR AR iR R 5%,
- STSHk9%AccessKey

STS (Security Token Service) &b ¥ ZHAERIERIN SRS, STSIRSEAKIRM E S
STSHHRIAK, TBHAKHGEIZIRSTS @ RATHHI ik Bucket P &5,
B9 #nEERRER

H il 322 =R 5 a8t 77 3\ :

- AKESE

- RAMBg8

- STSHEs

B DA B BrIOSS B S RIN, H B sk ISR BB R :

1. BRI RIROSSHIE Ik VE R B A 7o,
2. fEE M AccessKeySecret¥1# 44 7o A 7N % i B s ils.
3. OSSW ISR A, @i AccessKeyldikEI¥EAccessKeySecret, PARIERITT LR 44
ESTn: L
- QSREHRH AR AR RS A SR A — BRBIGE 2l R 2 A 2L
- U, OSSHHEADEMIEXGER, WIREHTTP 4033354,
BHR S & A ] DAEEAEFOSSHEIISDK, AL & AR AccessKey I EBIAN R B 71tk
SR

sFRIFERE
HEFHEBucketfObjectMF, OSSHEft v ZMiFrnHERHI, %A

- Bucket&5 45l i

- Object5F#kaTry Al

- IRBRAFEAEFAIRE (RAM)
- HRINIRSERTRIRE (STS)



BucketF 4Rk el &
- Bucket#ERRJH IR

OSSHRIEACL (Access Control List) #FnlfEfHl/7i%, 0SS ACLEZ{tBucketX5 4% =Tl HE
N, BucketHnifs “HMEfFBUEMR : public-read-write, public-readfliprivate, ‘Ef"
S RME:

wF ATHE(E e T RPHEBS R BRI

public-read-write NI N (URSEAR) #fn]
PL¥ZBucketHifObjectitt
1738/ 55 /IBRERTE s Frfiigss
BERE R E H % Bucket
MOwner &, SHHZRT
Al

L, S HA#ZBucketiJOwners#
B R A] DB A e
ObjectiE1T 5 /IMBRERIE; £
i\ (B¥SEAHR) 0l DA%
Objectiff 7k,

public-read 7N

M

private MAHEE HA§#ZBucketOwnersi#
1ZHEBR ] LB A
ObjectifE 173/ 5 /MBRERAE

HoAth NAEARSEHZHERI TS T 1
PiHiEZBucketNIFObject

o

- BucketwF I HES E GG T4
VIGEiZ%
- API: Put BucketACL
- SDK: Java SDK-#&Bucket ACL
- S @ BucketfE HHERREE
- API: Get BucketACL
- SDK: Java SDK-#H(Bucket ACL


https://www.alibabacloud.com/help/doc-detail/32012.htm
https://www.alibabacloud.com/help/doc-detail/32012.htm

Object& 4k Al iE
- ObjectREFRAERI%Y

0SS ACL#fitObjectF&MIFF nl HEf UM, HAliObjectf YREAFIUHERR : private,
public-read, public-read-write, default, Put Object ACLI{EiEEPutsfiRHI1 “x-oss-
object-acl” SEAREE, JEAiRfEH ABucket Ownerfi s HEMAT,

W Al REH e W ) RE S P P Rl

public-read-write NEHE ZACLEWIRAEHObject2 A3k
R RR, WTHH SRS
BiZObject % RERR,

public-read NIE, RAAE ZACLERHODbject/2 A4t

P, HEObject Owner
HA#%ODbjectMaHE I HE, Wi
Object Owner#ifinZObject
IR SRR,

private EFE ZACLEWIHAEObject/2fA
HEHE, WHAZODbjecti
Owner¥ifiiZObjectitE%E
RERR, FLARRE I A ]
HERRVEZ%ODbject,

default PRI RE ZACLEMHAHODbject /2%
fifBucket:Hi sy RERR A& IR,
HiBucket/2 {1 I HE,
Objectif @ &=l HE,

BeHH:

- WREAEGEODbjectEFAIHE, WObjectiACLAdefault, ObjectiFrliEfIBucketsF
AMRE—3L,

- WIRESE T Objectiy#Fal#E, ObjectiFFalHENRBuckets ol fE, BARBI T, WRBE T
ObjectiFFnlfiE2public-read, #siBucket)2(HEZFRIHE, ZObjectflin] LLYE & 53kl
e i A AL R



* ObjectsTnl s MU 2
MneEmZ%:

- API: Put Object ACL
- SDK: Java SDK-ObjectACL H'#EObject ACL
- API: Get Object ACL
- SDK: Java SDK-ObjectACL Hi#HtObject ACL

MRSRFARETRIE (RAM)
- fERIY R

SV E 7T REN, MR ZIAER A R RIS R, SIS N REI VRN
BRZIRYEAccessKey, gL MiflE RS :
- BB NN, SRR IR,
- REIETAPE R A A RES IR IR (FbnBucket) M3FnIHE
fRDRT I AR L ZRIRSE i, J@BRAMA] DU, B AT H dAccessKey ) i # . &1
o] L SRMRSEARE 2 TRSE, EENZHARAIIRSRMN & TIRSE, ] TIRSEAIACcessKey HREME
RS RER SRR R IR,

- HifEB

HRRAMGENE, 2B RAMEHE Fit.

B IHEP TR E R Policy AL E S A IS E A R iR1%—fii: RAMRAISTSIZHERM: (Policy)
HCE,

ERBSIRSRSTAIME (STS)
- R R

BRI G Oy RGPS B, LRI AppIIERIE, BRIASEAIIRSE. =5 App
, WHERAFIOSSHIRIIAIRE, gl tEm-EmMAREMEMNE, shb, MR DU R
NP RE T AR el L SR R P

Ehia o MR, @B R ZESTS (Security Token Service) Ij#% A HZIESE (3K
RAMEH®) UGN ERERRAS B, AR EEZ IR (RAMMHE) WRBEE
BANEWE. AccessKey) , BT pR— 18 0157 T 2085 4 1) S A6 FH 5 R FH BT, TS (RS


https://www.alibabacloud.com/help/doc-detail/32015.htm
https://www.alibabacloud.com/help/doc-detail/32015.htm
https://www.alibabacloud.com/help/doc-detail/28645.htm

17 HURERR S A7 OB B RRAR T AR B 5T AT ER.OFF T REREHPTE, sifliEameeas)
FS /8

{58 5 I S TS AR BRIV % f hh 22 2 TERERL (SecurityToken). EIF7HIE 5 (AccessKeyld,
AccessKeySecret), ffifiAccessKey/;ikBUETENE BB IR )P sRAMAE ¥ AccessKey#%
IEFRIR AR, HEAME T E R AL S OSS TR I R b SR L A TERERL

- AEB

STSZATEHERL, MEOEBLMEERTHBINAGEN, SH2ERAMBRIERE A OER, Hi
72 JH TSRS 4 i AssumeRole M HUA R lERE B AT, thnl BLELFAEHISTS SDKAH HI
)ik

RAMFISTSFERIZ R B

BIRAFRER SR, 5 203508 5 sl i /i AT REAF fE 2258, TS il DARSRBSLRY 0 JE I 05 5
A SEWH T ) By 7l s e SRR 6 75 5K

P BIAppaRBl, R B EIApphIEE AR, FTRAEMF EEOSSHRE KRR 1F AppliIaé
snfsE 0RO H SRR S AppfEATE Z IR RORHRRAE, Bk —fd AppfEAIEE IS EApp
FERIE DR

- 73— [ AppServer RISERIEFIRERHRRE

A

1. App | B3R \| 2. AppServerif £Aliyun API[

_ M2 P >
App A FHATAK

a kEpR, BEERE—MAppServer, R AppServerfEifIZMiE, ClientAppiR
R R E B AppServer, AppServerRIREEA Il & BRI bR Rk .

BHREEREAER 753X, A B B SRR SR B RAMBR SRR LR s A T S A Bas ali, el il
BAEERMEN P EZEGE (FIRSD) KEEIIMOSS, BBl M,

N\/‘\/ Y



https://www.alibabacloud.com/help/doc-detail/28649.htm
https://www.alibabacloud.com/help/doc-detail/28763.htm

- iR HSTSHEMEAIE HZ 0SS

STS 75 SR L Rl iR :
; 2.3 £ AssumeRole
1 APPR 23 (8 R SURACRS A28 B )
F— T mEZzAF . STS
PR 4 ClientApp s A STS iz HAAK  SEESTSEIE ry
5. AL I STS TEiEFp =T # 3 A7 L #5055 APl £ :
0SS

75 RINEH AR :

1. AppfEHEEA. AppliHEMEBIRIIER, ERAppHILIfEH#, AppServersiiZApp
EHEGAN. BRBHEAEMAppEHE K, TEAppServerfitE sl HAppfEHE &R
I ELHERR.,

2. AppServerifisRSTSIRBHEH — i % = PEHERL (SecurityToken) ., 7EMHISTSZH,
AppServeri i & App il I I/ MEEHERR  OHPolicy SUEHIAR) AR AZRERIB IR
. Rigid@inEMfe (AssumeRole) MBI QGO ERERL,

3. STSig[l&sAppServer— i whfliRsd, WiE—ALEMEMA (SecurityToken) . IilFf
17HLE5 (AccessKeyld, AccessKeySecret) BARZI# IR,

4. AppServerfFiiiEaE iR b4 ClientApp, ClientAppr] PASRTEIGIRMRGE, ¥ B R AU,
ClientApp#HZE R AppServer i Hi ARG, Fean, hRsEaEA 00 2 1M,
AR ClientApp R PAE3055 #13] AppServersii K S b

5. ClientAppf FIABEPRE RS 255 R Aliyun Service APL, ZJR# & EHISTSHAE &
&, MRS TSARG RS S ARG, RS H R,

RAMFISTSIZIESERE (Policy) ACE
BIRRAM B STSTZHEP I Policy, FEAHBIIIANT,
- B
Jef N —fiPolicyti A :

{
" Version ": " 1 ",
" Statement ": [
{
" Action ": [

" oss : GetBucketA cl ",
" oss : ListObject s "

15

" Resource ": [



" acs : oss :*: 1775305056 529849 : mybucket "

1,
" Effect ": " Allow ",
" Condition ": {
" StringEqua 1s ": {
" acs : UserAgent ": " java - sdk ",
" oss : Prefix ": " foo "

s
" IpAddress ": {

" acs : SourceIp ": " 192 . 168 . 0 . 1"
}

" Action ": [
" oss : PutObject ",
" oss : GetObject ",
" oss : DeleteObje ct "

1,
" Resource ": [
" acs : 0ss :*: 1775305056 529849 : mybucket / file

]
" Effect ": " Allow ",

" Condition ": {
" IpAddress ": {
" acs : SourceIp ": " 192 . 168 . 0 . 1"
}

}

Ja e —EzREr Policy, i1 Mg B —f Policy i@ i R AMBRSTSHi#S i L fth i Fl 35 42 HE.,
Policy ¥ fi—fiiStatement (—{fPolicy¥ "L Z{kStatement) , Statement# il
E T HMER Action. Resource. EffectfiCondition,

jaWPolicyd i #H H A4 FIY mybucket Ml mybucket / file *igUt&IRIZHEAHINE
IR, I H%#%GetBucketAcl. GetBucket, PutObject. GetObjectfiiDeleteObject
JE%RER(E, Condition¥gEF R UserAgent &java-sdk, JHIPZ%192.168.0.111

IR BEREA REEH, DAHERIME & A RERiRHBIR B I, Prefixig@filCondition27x
GetBucket (ListObjects) RIRHEIEHIY, BTG MO MR RLOSSHIAPI IR,

- BEE A

- Version

Versions&€3% 1 PolicyWIiAs, AChirhsw2qiicEa i, e 1 .
- Statement
BB StatementfiiAZREESE, Hrhnl DIRESEBGROS 26ER, BEM S Action,

Effect. ResourcefllConditionfJ#ii, #FGERAF FBWEMIRVLACkER, P PLBCRR
UiStatement FAPEEffectii @ AR5 2idi# (Allow) . 251k (Deny) , HrpZAik



(Deny) W9, WORPCECHRRINAGER 20008, RZitaiRVEEREEE, QIRVCRL R — RS
1k, sRE BRI HPLACRY), SRR L.

Action

Action73 25— KH: ServiceSFatfE, HIERIZGetServicetfE, HARIIH A B R%ME
M#FE I Bucketdl|#,

B BucketZ &1k, BHERMURoss:PutBucketAcl, oss:GetBucketLocation 2z Jii¥)#
1k, #RERBI5EBucket, EMARBRAIHRER /A —— B,

B Object™MIRfE, 57 %0ss:GetObject. oss:PutObject. oss:DeleteObjectflloss:
AbortMultipartUpload, #fE¥%R2Object,

GARTZHER — R ObjectiilE, nlLUERE RN Mo, 5o, FrAActionsi
MHERZEN | oss @, W BB FR, Actiond—5IK, nIPifiZMHAction, Hidi)

ActionfIAPTS i A EHEEBRR N T :

B ServiceZ:&k

API

Action

GetService (ListBuckets)

oss:ListBuckets

B BucketZ#k

API

Action

PutBucket

oss:PutBucket

GetBucket (ListObjects)

oss:ListObjects

PutBucketAcl oss:PutBucketAcl
DeleteBucket oss:DeleteBucket
GetBucketLocation oss:GetBucketLocation
GetBucketAcl oss:GetBucketAcl
GetBucketLogging oss:GetBucketLogging
PutBucketLogging oss:PutBucketLogging
DeleteBucketLogging oss:DeleteBucketLogging
GetBucketWebsite oss:GetBucketWebsite
PutBucketWebsite oss:PutBucketWebsite
DeleteBucketWebsite oss:DeleteBucketWebsite

GetBucketReferer

oss:GetBucketReferer




API

Action

PutBucketReferer oss:PutBucketReferer
GetBucketLifecycle oss:GetBucketLifecycle
PutBucketLifecycle oss:PutBucketLifecycle

DeleteBucketLifecycle

oss:DeleteBucketLifecycle

ListMultipartUploads oss:ListMultipartUploads
PutBucketCors oss:PutBucketCors
GetBucketCors oss:GetBucketCors
DeleteBucketCors oss:DeleteBucketCors
PutBucketReplication oss:PutBucketReplication
GetBucketReplication oss:GetBucketReplication

DeleteBucketReplication

oss:DeleteBucketReplication

GetBucketReplicationLocation

oss:GetBucketReplicationLocation

GetBucketReplicationProgress

oss:GetBucketReplicationProgress

Object#k

API Action
GetObject 0ss:GetObject
HeadObject oss:GetObject
PutObject oss:PutObject
PostObject oss:PutObject

InitiateMultipartUpload

oss:PutObject

UploadPart oss:PutObject
CompleteMultipart oss:PutObject
DeleteObject oss:DeleteObject

DeleteMultipartObjects

oss:DeleteObject

AbortMultipartUpload oss:AbortMultipartUpload
ListParts oss:ListParts

CopyObject 0ss:GetObject,oss:PutObject
UploadPartCopy oss:GetObject,oss:PutObject

AppendObject

oss:PutObject




API Action

GetObjectAcl 0ss:GetObjectAcl
PutObjectAcl oss:PutObjectAcl
- Resource

ResourcefifR20SS L imi i fia B it JiekE H 2B i GZ8™ i) , resource
FBHIE acs : oss :{ region }:{ bucket_own er }:{ bucket_nam

e }/{ object_nam e }. BRI BucketEMIHRIEARFA T ERARIIFHL
fil{object_name}, Bl acs : oss :{ region }:{ bucket_own er }:{
bucket_nam e }, Resourcet2—fA%l%, nJPIfiZHResource, HHregionfififi
PSR, SO R,

- Effect

EffectiREAMEIStatement FHZHEAS R, 77 ZsAllowRiDeny, ZilfEfCEBMESIL, 2k
Statement[FEJIFPLACERIIIRE, FEik (Deny) AHYEEFCNR)THHE &,

B, BRI B HEEITINRR, (HBHRIARE SR A 2T T HE :

{
" Version ": " 1 ",
" Statement ": [
{
" Effect ": " Allow ",
" Action ": [
" oss %"
1,
" Resource ": [
" acs : 0ss :x:*: bucketname "
]
3{‘,
" Effect ": " Deny ",
" Action ": [
" oss : DeleteObje «ct "
1,
" Resource ": [
" acs : oss :*x:%: bucketname / index /*",
]

}
]



}

- Condition

ConditionfREPolicy ZHER —2L0fF, b miRHRA R n] PASE ¥Hitacs: UserAgent
7. acs:Sourcelphyg#, I8 oss:Prefixia M RIEGetBucket IRz 5T & i1 7R,

0SS¥%#&¥IConditionll R :

condition Yriie BERE
acs:Sourcelp feEeip#aet WidEip, XRrEA
acs:UserAgent fiEhttp useragentdfi ESTHi
acs:CurrentTime T3 S TR IR T 1S086014%3X
acs:SecureTransport 215 Ehttpstiiig “true” ®#” false”

oss:Prefix

HM{EListObjectslprefix

Aikobject name

ESRE

S LS R B S ARRERISICE A, nTDAZ B BRERAS - Pk £ 2 PRI AIRE SR G 17 URERR A

OSSTZHEH FURTE,

Policy#y LIEEALMEREAHRE T H, SiE%IEHL,

RIEER

- RAMAISTSfER R

9.2 E*RAM PolicyfysF el 1z

9.2.1 #iEHEA: EARAM PolicyfE {77 = MAE SRR TFENERR

ABREA A REL 74 RAM Policy #blEHI#E ¥ OSS fifi 1722 MR R AL,

fEbA, RMTE e Ml SRR, AR AR Z RIRYEE AR E R (RAM) i
W&, AEEEARK RAM Policy Zyig St E Tz - BIAEENL OSS fifif¢ 23 [ SR AN it

wF Al RE

EE=HAMERRNERTS

BTHLSR OSS RIRRHGR 2ot T RUGGHE, Pt RSl LR IR OBl /7 2 . Ik, OSS st
DRER RGP RN H SR R R AIRERE . (072, RnJDUE OSS il &5 EREELRDRIRBERE . fE5%

PRI E R, 0] DR RSB IBIRISE T . o BUMERE, W R E R,



https://www.alibabacloud.com/help/faq-detail/58905.htm
https://www.alibabacloud.com/help/faq-detail/58905.htm
http://gosspublic.alicdn.com/ram-policy-editor/index.html?spm=a2c4g.11186623.2.23.VMkTIw

example-company

BT MiHEE ELhih

F=Rs e BT

IR ( Object Name )

0SS A RTHE (key) BHE5 i X Object Storage Servicellt#. ¥ HHAREELMHE—
Mkey CHZR4) BWRBZRMINE. B, 4% example-company HREEFEZRIA ~AREFRERK:
Developmen t # Marketing Ml Private , PARe—H¥I% oss - dg . pdf ,

- B Developmen t KEFEKI, EHlGEEY. M key 2 Developmen t /¥
R R, HWERMN key UIESFIRTIT /o



- WIS ProjectA . docx WIHR 43I Developmen t HEEFHI, HHIEGE L
HEEHRIE Hkey £ % Developmen t / ProjectA . docx o

fiizkeyh, Developmen t Z5iEWS, WMi/&orkavrc. RnT DARERH{F 2 MPRBURA e
EHRSHT eI B RIS, G, W% Developmen t FRIZKI, WG
FHIERERIOPIER, W REOR.

example-company

=l ViHEE Eiti

—_—

{4 [ Object Mame )

[#1,
[o]

i
I
k]
LA
=]

Ll
J
(n ]

E] Bil:

R G5 example-company MM Developmen t MEFEHKKE, EFH 0SS
WX —HHREEENE Developmen t RISBRTFZIC/MUGHR, Hll & ERERE R R
B, FRURRRIIER, LHER, [1E2H example-company fi =“{AH %, H key 75l
% Developmen t / Alibaba Cloud . pdf . Developmen t / ProjectA

. docx M Developmen t / ProjectB . docx o
PR SIRE BRI key HEBERPEE, BEEHRIEBRE IR, 0] DU BRI ZRINE
B, WARZFE AR,
EABFEBGZ A, BOETEHNE “RE” MESENAENEEE, 83 example-company fifif#
S EAIHR:
- Development/Alibaba Cloud.pdf

- Development/ProjectA.docx



- Development/ProjectB.docx

- Marketing/data2016.xIsx

- Marketing/data2016.xIsx

- Private/2017/images.zip

- Private/2017/promote.pptx

- oss-dg.pdf

BB R Mkeyhid ¥ —MHEL Developmen t # Marketing Ml Private {EAMERE
HEif A oss-dg.pdf 12 MSE R A ERREE, HEHE 0SS il arhifffA 2 m Ak, G d
1A —MA 0 EIC ( Developmen t /# Marketing /Ml Private /) HiRZi
FREREK, BR oss - dg . pdf BEAEEW, FIERSHREHRE,

example-company

A ViHER A=En;

R

IO [ Object Mame )

0SS AR EfEEE

FERRPRFATHEZ i, TR, B E RG2S R 4 R 6 1 OSS FHXI2 T
JEGR, OSS IBMIFR R, DU & Wil s,

B E RSN AR, A g1 GetBucket #fR¥3H%S 0SS, MHiREHELITZ
.

prefix , H{HAZATH,
delimiter , HAd%/,



AREEA U R R«

GET /? prefix =& delimiter =/ HTTP / 1 . 1

Host : example - company . oss - cn - hangzhou . aliyuncs . com
Date : Fri , 24 Feb 2012 08 : 43 : 27 GMT

Authorizat don : 0SS gnégrrgxo2 oawuk53otf jbyc : DNrnx7xHk3
sgysx7I8U9 I9IY1vY =

OSS RIS ListBucket Result Jo#:

HTTP / 1 . 1 200 OK

X — 0Ss - request - id : 534B371674 E88A4D8906 008B
Date : Fri , 24 Feb 2012 08 : 43 : 27 GMT
Content - Type : applicatio n / xml

Content - Length : 712

Connection : keep - alive
Server : Aliyun0SS
<? xml version =" 1 . @ " encoding =" UTF - 8 "?>

< ListBucket Result xmlns =;j+ http :// doc . oss - cn - hangzhou
aliyuncs . com %>
Name > example - company </ Name >
Prefix ></ Prefix >
Marker ></ Marker >
MaxKeys > 100 </ MaxKeys >
Delimiter >/</ Delimiter >
< IsTruncate d > false </ IsTruncate d >
< Contents >
< Key > oss - dg . pdf </ Key >

N NN NN

</ Contents >
< CommonPref -1ixes >
< Prefix > Developmen t </ Prefix >
</ CommonPref -ixes >
< CommonPref -1ixes >
< Prefix > Marketing </ Prefix >
</ CommonPref -ixes >
< CommonPref -1ixes >
< Prefix > Private </ Prefix >
</ CommonPref -ixes >
</ ListBucket Result >

MR oss - dg . pdf AEEF/HKFIC, B 0SS fi< Contents />R

key, fifif#42 example-company rIiH itk key #4335/ Wi C, it 0SS fifias
key 74, WA ETEE Developmen t /# Marketing / Ml Private / iBM—{H <
CommonPref ixes /> Ji&. L —Ml7H, BERIEE key KI5 —MEFChHGRIE —
RINBHEER) / 5B Z IS E,

P 3 B MR Al SR BT AN AR A5 -



example-company

BT WiHER ELhih

—

IO [ Object Mame )

:-L‘-"-'"-I" par
Loy i

BE, MRMEHERE Developmen t KFRK, A EIIF GetBucket F5R#FXSE 0SS, It

ah R AR DA R 2 8L
prefix , H{H% Developmen t /,

delimiter , HAd%/,

af RERA N R AR

GET /? prefix = Developmen t /& delimiter =/ HTTP / 1 .
Host : oss - example . oss - cn - hangzhou . aliyuncs

Date : Fri , 24 Feb 2012 08 : 43 : 27 GMT
Authorizat +don : 0SS gnéqrrgxo2 oawuk53otf jbyc
sgysx7I8U9 TIO9IY1lvY =

VEZEHE, OSS &M BATEE B EFHEHN key :

HTTP / 1 . 1 200 OK

X - 0SS - request - id : 534B371674 E88A4D8906 008B

Date : Fri , 24 Feb 2012 08 : 43 : 27 GMT
Content - Type : applicatio n / xml
Content - Length : 712

Connection : keep - alive
Server : Aliyun0SS
<? xml version =" 1 . @ " encoding =" UTF - 8 "?>

1
com

DNrnx7xHk3

< ListBucket Result xmlns =j+ http :// doc . oss - cn - hangzhou

aliyuncs . com >

Name > example - company </ Name >
Prefix > Developmen t /</ Prefix >
Marker ></ Marker >

MaxKeys > 100 </ MaxKeys >

N N NN



< Delimiter >/</ Delimiter >
< IsTruncate d > false </ IsTruncate d >
< Contents >
< Key > ProjectA . docx </ Key >

</ Contents >
< Contents >
< Key > ProjectB . docx </ Key >

</ Contents >
</ ListBucket Result >

PRI G R ISR TR R Y key :
exam p| e-company

BEAE ViHEE = Eh;

—_—

IO ( Object Name )

1 =] L

Alibaba Cloud.pdf
Nl Projectad
Bl  Frojectad
izt
APREEA U PR:

- @i —AfEE 2 M example-company, ABFHPFEM=MEERK ( Developmen t .
Marketing M Private ) ,

- #845 Anne fll Leo mifEf#if#. ¥ Anne JAEHB Developmen t HEZAKMi Leo Hi
HEEHI Marketing REEK, WHAER Private MRERFFFAN. TEBFERAD,
WA AFREEH (RAM) 1% (Anne fil Leo) AR5 PIAZIHERR, 3352 3 flff 2 B n]
ik,

- RAM J8SZ B8 FI 5 A4 10 PR A b A e B A e T RE, T A BB 4
BEPIHERR, TEARRAS, Anne il Leo #RFE 22 AR ATHE, Rk, ZORZEHE 642



Staff (94, A% Anne il Leo HMBZAL. B, BHEGAZMNORIHZ FRrnliE, 2R
1%, FORMTRCSTIE IR, AR B iR T R

BibA:
ABFEREAMEH example-company fE23ffif7 2344, /] Anne F1 Leo /£4 RAM i &4
LA Staff fE 2544, HURPIHEE 0SS ZOREFEHIA 2ME—, FrPAETEM B Ok
AR RA BRI 22 B %

220 i
ABAE P 2 RGN RAM (15, ), EEEHERAEMEraIiE, BRES5 e
LA F B TRIE OSS FRIEIIRT Al 2 v Rlntic Searnl b, ST RAERIA086E K RAM BR5E
BN, B2 BRI BB P RvalHEIEAE 2 RAM (ERIE JIRARr ol el S22
TR AFIMRSEA T AN Rn] LG — a3 A T b Bt AR A nT DURE I mifla A
FIRRIEERS, ARl I S . — (AR BT RAR GE H R SR e Sl L 2l &, 59—
Al B B PR B RAM iR5%iE4 7 HR o,

LR BIRGTEASIPIEEIH G, RAM (EHE AR HRRES A 20
RAM ERIEEAEAS. 1R TRIRATAE, ZnIDAR RAM ERIE R4S,

BEHA:
A RAM [sfdieckl, 5652 RAH RAM fEHHRSEE A

%5 RAM {138 SR A0 8 A\ i :

1. S EIRIEEEAN RAM #4505,
2. fELMIETES, HIEREEEE,
3. TEIRSRE B, 1% RAM & S AHBULR) URL $#ft4 RAM fEHI#, DMEHAER RAM f#
MBEBABAEB SRS,
SR BUETH

FEREERrh,  REnT AR T0RSREEA S OSS il 65, Bififfe 3, IREEK ( Developmen
t # Marketing # Private ) WMEIGEFZRHIN, SEAERHAR I L E— 08 EFE 5] 5L
{3 o8

1. fER RSB 0SS 2iHilH,
2. #3442 example-company [IfEE 2R,

ARG, w525 0SS #ll & fE & fara P AL 7 2 .


https://ram.console.aliyun.com
https://oss.console.aliyun.com/

3. WM EEEIEEE 22 R,

ABEABREIEE oss - dg . pdf AR SROHESR. Q0] AR R AR
EEE SRR,

AR EAE, H2 R 0SS fll G HE R LERE,
4. {IN%% Developmen t # Marketing Ml Private W=HREERRK,

HBREAERE, w52 5 0SS Fll & A& TR HIEVERK,
5. HF— N s AR 5 _E S AR R A,

A BB A DU B R BB R LSk 2

- Development/Alibaba Cloud.pdf
- Development/ProjectA.docx

- Development/ProjectB.docx

- Marketing/data2016.xlsx

- Marketing/data2016.xIsx

- Private/2017/images.zip

- Private/2017/promote.pptx

- oss-dg.pdf

$ER 2. EiI RAM EREMAE

TEMEB B, R RAM #l & 5 Hifld RAM /¥ Anne fl Leo ZME| 30k, R
N—fli44 % Staff (IR, 2RI el A5 A Bl azal b

=1 Vi
FEMESERD, AR AT T i Lefli 4 RERRICSRIG . fECU PR, RSIESD H 1z ]
8

ARENL RAM i HIE AR, 352 1 RAM DU PPN, RAM ¥, 55250
RAM {1 @ AN E .

AR A EEAIBRE, 2R RAM & TP AlL,
S8 3. FE RAM EREREERAGFFAIE
GSRAEAERI P E I E RS, BUERT DAES —ERISE S AE A b —{ RAM 55 RSREEA 213

5
Ho

1. BHRC RAM {18 A4S, Wi Anne 5% Leo MIRSEEA S RAM Fill &,



2. BHRY OSS #l &

B SR A MR SN, SR Anne AHA BHHF2 M example-company I
{EAnTFFlhE,

TRA: RTEERFAIE
B Anne Fl Leo #RREBAT DA RHRAE:
- B RSP A A7 22

Ak, Anne fll Leo XHHEAPUT oss : ListBucket s HRAEMEFATRE,
- H|th example-company A B RIHREHRIA, BERRABR,

Ak, Anne fll Leo 2 ZHAA ¥ example-company FEfFZH#IT oss : ListObject
s PRAERIRF AT HE

BER 41PN Gt 23 R T R

FERLP D, N — (e AR5 R KR T RERSRIS . SRS AEr ol B, A8 I 51 SR SR
ARG, RORRESRIE S Css Staff 4, DAEEZ 7315 T IRSEHEA R RE 7 22 RIA Al
wFAIHE,

1. fHERIEEA RAM #2l5,
2. HEV RIS AllowGroupToSeeBucketListInConsole,

a. fEENRIB kD, BEETRIREE R > RERR ) HIE B > d RERR S HI,
b. fERIEZ RN, B A AllowGroupToSeeBucketListInConsole,

c. BEIFACEBLAZ 5 AN E.
d. fERMEPERROI, ARG LT R

{

" Version ": " 1 ",
" Statement ": [

" Effect ": " Allow ",
" Action ": [
" oss : ListBucket s ",
" oss : GetBucketS tat ",
" oss : GetBucketI nfo ",
" oss : GetBucketA cl "
1,
" Resource ": [
" acs : o0ss txkikix"

]


https://ram.console.aliyun.com

= B
- RAM %2, JSON ko, #MALERIN T :

- Statement: BIREEH, HEBRAER 4 /MEBRE S AR T RE,
- Effect: PR fuarig iR RiE il f
- Action: FHEMFHRERRIERL, TEAKRIEH, oss : ListBucket s RHER
9 OSS $fE, VIR 75558 B 73kl Bt i) 25 -8 PRt A P A il A7 2 BRI 51 3R
- HERSSEGEH RAM SRS AR av PO : RAM SRS, THEEANIY RAM RIS /v #1552 Ry
Hi&t RAM Policy.,
3. 1 AllowGroup ToSeeBucke tListInCon sole IRE& I Hitéh Staff 41,

AR BCRIS I EATIE AR, 52 H RAM PO A2 RAM B SZREP “ 2 tE & P e
MBZHE

n] DURFSRIS 7l RAM IS5 rp i) RAM A, fEAGID, BIDERIE pacsaH, K2
BMM7i ¥ Anne il Leo #RREFISI gLl f¢ 22,



Object Storage Service BHEEE R / 9 whiltiEddh

4. PR Al HE,
a. BHMC RAM fERI# 8 NS, Wi Anne 8¢ Leo IIRSE¥ A#] RAM #5566,
b. BHR% OSS #iil&.

Pl &5 e A7 22
c. Hi% example-company 7230, REHRBRERER R,

DL RS — GRS RE, RIS RIS 17 HOHERR

B
@ SEEERNEINR , FERHS SR e e

BB 4.2 P72 AR N AT ol

TEpb R, B PETaIRE, SeRTrA fEESIGE £ 2 example-company HFTHEH,
BENHLE 0SS £l & H% example-company Ff, REHIE BIRE7 42 MIrb ARG 808,

XHShRA : 20190807 93



example-company

—

IR ( Object Name )

1. fERFEMRSTEARAM &,
2. FIPURRIEEUR 4R Staff SHYBIAE RIE AllowGroup ToSeeBucke tListInCon
sole , "RMIBAFF oss : ListObject s MfE, b HEBRIRETE 2S84 BOR I & IR
¥ty example-company.
AR FAERE, W25 RAM B RERIEH) “BR B RTHRERIg” o, TEE, B
Z ¥ RAM RIS T ORI, AEE 1 AR,  HITEEE BRI v, — R SR, SR
B EIEHRIG s Staff 4,

{
" Version ": " 1 ",
" Statement ": [
" Effect ": " Allow ",
" Action ": [

" oss : ListBucket s ",
" oss : GetBucketS tat ",
" oss : GetBucketI nfo ",
" oss : GetBucketA cl "

1,

" Resource ": [
" acs : o0ss ix:ikix"

1,

" Condition ": {}

%,

" Effect ": " Allow ",

" Action ": [
" oss : ListObject s "


https://ram.console.aliyun.com

1,
" Resource ": [
" acs : 0Ss :*x:%: example - company "
1,
" Condition ": {
" StringLike ": {

" oss : Prefix ": [
1,
" oss : Delimiter ": [
ll/ll
]
}
}
}
]
BiH:

- B EEING, HERERAE oss : ListObject s #ERIFFIRE, 2% 7T
DR 5 2R A, BTG T A (3R R b e A2 g, i
SR, MIAGE BB TRRARAR S5, FRAPTE I TR A I 5 R 1 15 o e o 2 ORI
/ ARBIN T LRI TR LT

- EEERIE AR OSS G R, PGt KB 02 S A 0SS IRl i,
e Grp SRR WP, JIDERERM oss : GetBucketA cl #fE,



3. WEAEHRIET ATHE,
a. BRI RAM fER# 8 A\digh, A Anne 3¢ Leo IUBRSE% A S RAM #2516,
b. Bk OSS #iil &,

bl S5 A 22
c. % example-company fififf%2 M, A% R REE K,

P £ 90 A R
example-company

BT HEE A

ZCEEE ([ Object Name )

d. FB(EMEREREER oss - dg . pdf .
BERSRE R —EGHEAE, RIS FRER 12 HURERR.
AP H TS
ARMALRIS AR A A R 2 527 RAM 113 Anne fil Leo BA N RARATlHE:

- HIH R IRSE A A R
- #F example-company i 1723 B R g 4R0H

2R, AP DUET AR DR B ARG, BRI 368 % LR e s nlHE :

- ft¥F Anne fE£ Developmen t FEEIRPHABRIHAES,
- 5tiF Leo f£  Finance FEERPEHIATHABLR,



BHR SR E R RE, SRR s EC e M E, midEpEcAAL. PARER5 % T Anne
ft Developmen t REFERPERERETAIRE, ] AEBIELDE, %5 Leoft Finance
R R A TR E R TR,

SERS5. T RAM /A& Anne {EFFRI1E

fEMBBRh, M Anne 2 FREIMORTATRE, fEMbnIPABE] Developmen t HHRKHIN
7, AMFHRBERK D,

BB 5. 1.5 RAM i A1# Anne sFrlBERASINY Developmen t MRKRNE

A% Anne RESISIH Developmen t RERFKNE, BHZyHIIBRME, %HRISLHREHIZ
FHY¥ example-company FEfFZHIBIT oss : ListObject s $RIEMFFAIRE ByHEM
FRERBEHF LR PIRE G Developmen t /WG

1. fEHFMESREARAM #iHl6.
2. HYIRIE AllowListB ucketsIfSp ecificPref -[dxIsInclud ed , ¥ RAM
fHi# Anne S RERIFIE Developmen t RERFKNE.

a. TN B krh, BT RSB > RERR ) HIE B > H RERR 51,
b. RIS AR, B AllowGroupToSeeBucketListInConsole,

c. JEIEACABL S A E.
d. fESRMs AN, B RIERGIG DL T SR

{
" Version ": " 1 ",
" Statement ": [

" Effect ": " Allow ",
" Action ": [

" oss : ListObject s "
1,
" Resource ": [

" acs : oss :*:%x: example - company "
1,
" Condition ": {

" StringlLike ": {

" oss : Prefix ": [
" Developmen t /%"

3. BRI L4 RAM /% Anne,
AR ECRIGRIREAERE, W52 H RAM POEAMPR % RAM 6 &H1ZHE,


https://ram.console.aliyun.com

4. JIEk Anne RIFFATHE,

a. BHML RAM &AL i Anne FIESEE S RAM #2616,

b. Bkl OSS Fiil&, Hblas G 2.

c. Hi% example-company EfF73MH, REHREEFEE R, 6l G5HE g &,
d. % pevelopmen t /HEFERK, HHGHIHHERPIIHR,

BB 5.2 1% RAM il # Anne f£ Developmen t HERRPFHBFIRIANERFFaIHE,
% Anne BE#IE Developmen t MKEFRRPIEFIMAESR, BLEEZFMWHAH oss :
GetObject Ml oss : PutObject RAERIFETAIRE, %M LR RPIGEEHT
Developmen t /W&t

1. A FERSTEA RAM il &,

2. HPARBEEURIELE 2 i b B N RIS AllowListB  ucketsIfSp ecificPref

ixIsInclud ed .
ARGEAERE, 52 H RAM (RS ZRERIRN “B BRTIZRERIE” . 1R, &k
Z [ RAM SRIGEFT FLRIB, IR v FiR, AT BB R v, — g skng, 2
B HIRIS 7 HC4S Staft 4.

{
" Version ": " 1 ",
" Statement ": [
" Effect ": " Allow ",
" Action ": [
" oss : ListObject s "
1,
" Resource ": [
" acs : oss :*:%x: example - company "
1,
" Condition ": {
" StringLike ": {
" oss : Prefix ": [
" Developmen t /x"
]
+
}
3,
{
" Effect ": " Allow ",
" Action ": [
" oss : GetObject ",
" oss : PutObject ",
" oss : GetObjectA cl "
1,
" Resource ": [
" acs : oss :*:%: example - company / Developmen t /%"
1,
" Condition ": {}
+

]


https://ram.console.aliyun.com

BeHA:
BHEHEEAT 0SS g, Ehla a0 S or R Sa R 0SS IRBNErn fE, =
fefEhl & IR S RERE, BRIMEFTERM oss : GetObjectA cl #4E,

3. TGRSR
a. PR RAM fERIE & A4S, i Anne BIRSTEAS] RAM #2185,
b. Bk OSS il &,

Pl & 5 P faff 17 22
c. 1t OSS 2l &b, W Anne BIERJPAE Developmen t HEZRFHEMBIZ M MR

%O
AR 5.3 BUEAE RAM 3 Anne iRk 2 B AL HC AR S8 3R AR T HE

RAM {#iH# Anne BifEn] PAfE example-company GifE RPN E, WRERMA

Developmen t FEERH, WP EEASPREIZERER, o] ARAIEA Anne B2 ML
AR R AR AL, SRR T Anne FRGEF 22 BT ] AR S8 HL e S, B b RASR
IR A0 L TR

#a] LU BLREEA)INE] RAM /% Anne BRI AllowListB ucketsIfSp
ecificPref -dixIsInclud ed , PAZR Anne 3i%3]| OSS Wi ERESHB2Y, #%2

AN PR Developmen t /+ BENull e,

" Effect ": " Deny ",
" Action ": [
" oss : ListObject s "
1,
" Resource ": [
" acs : oss :*x:%x: example - company "
1,
" Condition ": {
" StringNotL ke ": {
" oss : Prefix ": [
" Developmen t /%",
nn
]
}
}
}

TR 2 RS BR B s 2 RAM {813 Anne #VHRIE AllowListB ucketsIfSp
ecificPref -[ixIsInclud ed . #EHERGHEDL RIS DUSHBIA R,

{

" Version ": " 1 ",



" Statement ": [

" Effect ": " Allow ",
" Action ": [

" oss : ListObject s "
1,
" Resource ": [

" acs : oss :*x:%x: example - company "
1,
" Condition ": {

" StringlLike ": {

" oss : Prefix ": [
" Developmen t /"
]

+

}
s
{

" Effect ": " Allow ",
" Action ": [

" oss : GetObject ",

" oss : PutObject ",

" oss : GetObjectA «cl "
1,
" Resource ": [

" acs : o0ss :x:%: example - company / Developmen t /%"
]

b
" Condition ": {}
s
{
" Effect ": " Deny ",
" Action ": [

" oss : ListObject s "

1,
" Resource ": [
" acs : 0ss :*x:%x: example - company "
1,
" Condition ": {
" StringNotL ke ": {
" oss : Prefix ": [

" Developmen t /",
nn

$ER 6. T RAM EA#E Leo 1FEFTAIE

BE, BAHYZT Leo #hll Marketing REERMIFTAIRE, H5EH6Z A1 R Anne % 7#F0]
HER2DER, HIENS Developmen t WEREIEMWL Marketing FEFRR., GRGEAIBRE,
SN 5. 1% RAM {#f1# Anne Fe g,

HEE 7. FE{R Private EERZ S

TEARBIR, REERA WA E, EARE Rz 7 i tE & A PR B haral i, RAEEE
IET R E B G A EARFRTRERY, AP AEE ATl B Wit i KRR s b &



BB PLRERRAO AR R, RESMEAIEWORANm, | EMAAZINEZ PEMNES Private
RERRIEra R, BRlot, FRMITERM—ERIERETIF Private RERIERRNG, HUBER
WG AL AT HE, HEMEDR  Private RERFROHFRN, W DARIALRIEIN AT wifiEiE

Hsh

- WP B ABERIERE Private BEEK ( example - company / Private /x) W

B TR T MR,
" Effect ": " Deny ",
" Action ": [
" oss %"
1,
" Resource ": [

}

" acs : oss :x:x: example - company / Private /x"

1
"’Condition " {}

- BBEEAEEHRIGE Y Private / prefix WHBMYIT ListObject s #AENIEFAIHE,
fepEtl e, Wik Anne 3 Leo BB pPrivate MR, HILRMGKIESL OSS & bl FHERE

JE,

{

}

" Effect ": " Deny ",
" Action ": [
" oss : ListObject s "
1,
" Resource ": [
" acs : o0ss kx:ik:ix"
1,
" Condition ": {
" StringlLike "E {
" oss : Prefix ": [
" Private /"
]
}
+

- A ERHREARRE A PR ISEUR Staff Z415RIE AllowGroup ToSeeBucke
tListInCon sole . fEMERIFEAEPRMSIR, AP T8 AR B EMGE A2
Pl Private BEZEHK,

1. fER RS ARAM 5 &.
2. FPUFRIEEUYR L4 Staff B RIS AllowGroup ToSeeBucke tListInCon
sole . RG2S A E BRI EIEPE example-company,

{

" Version ": " 1 ",
" Statement ": [

{


https://ram.console.aliyun.com

[y

2EE

Effect ": " Allow ",
" Action ": [
" oss ListBucket
" oss : GetBucketS
" oss : GetBucketI
" oss : GetBucketA

b
tat ",
nfo ",
C'L n

1,
Resource ":
" acs : oss

b
Condition ":

Effect ": "
Action ": [
" oss

b
Resource ":
" acs : oss

b
Condition ":

[

A S

{}

Allow ",

ListObject s "

[

t*x:%x: example - company "

{

" StringlLike ": {

" oss
mn

15

" oss

ll/ll
]
}

Effect ": "
Action ": [
" oss k"

b
Resource ":
" acs : oss

b
Condition ":

Effect ": "
Action ": [
" oss

J
Resource ":
" acs : oss

b
Condition ":

Prefix ": [

Delimiter ": [

Deny ",

[

t*x:%x: example - company / Private /x"
{}

Deny ",

ListObject s "

[

S

{

" StringlLike ": {

" oss

Prefix

ll: [

" Private /"

]
}

SOEITIEE, WEAE RAM IS MEREHE Anne fl Leo,



ARRFAIERE, W2 RAM B P AR “IHER RAM & 8.

25 7 RIS R A AR ST B ], SR T IR 2 A BRAS N2 RSB ORIl A7 22
9.2.2 HMfaIAEEERAM Policy

RAM (Resource Access Management) JEFE BRI HAZBEEHIIRPS. RAM Policyr2

FLRA 5 I RESR I . JEIEFEERAM Policy, #nf S EMEMMEHASE (LB T, REisk

JEHFESY) |, PARHSHIE P& v] DA R A48 ORLE R DR T HE,  LRanBeS PRI S & He

B Bucket WafaT ol FIRDURGERICFIRSRN, S HIS2EIRYE N AREBEA BRI
IR, Pt BRI IR R SR

BLIA:
fan] DA RAMSR I Shifi 2 PR AL RAM Policy,

= BPolicylgas
- SEEFHEMPolicy

SEERHERIPolicy 2R SLFFHE T vl LB OSSHETTAE M1

SEETHERPolicy BHTBI S H AppREUR AL ZNEHE, AHERSER],

" Statement ": [
" Action ": [
n OSS :*II
1,
" Effect ": " Allow ",
" Resource ": [" acs : 0SS :kx:kx:x'"]
h
1,
" Version ": " 1 "
h
HOSSHI#RE S S
HIBRPT A d 7 [ Bucket R
KA E BRI Object, test.txt 200}
TIRAN BRI Object, test.txt R
IS Object, userl/test.txt R
THEAFE B Object, userl/test.txt 535}
%%t 0bject, test.txt R




HOSSHIIRME

AR

M EWEObject, userl/test.txt

R

- R BRI 25 Policy

HPolicy# i ¥ Bucket app - base - oss FifilObjectrf#lI5:, n] i,

{
" Statement ": [

{
" Action ": [
" oss : GetObject ",
" oss : ListObject s "
1,
" Effect ": " Allow ",
" Resource ": [" acs : oss
: 0SS :*x:x: app - base - oss "]

],

8 %% 8

* 3

app - base - oss /%",

" acs

"Version ": " 1 m
}
HOSSIHI#/E S
HIER A N Bucket L
HEATFE I Object, test.txt L 311
TERAME BRI Object, test.txt Ry
I Object, userl/test.txt S
T B Object, userl/test.txt [25]]
HISEA EEIObject, test.txt R
YIS ETEFIObject, userl/test.txt 535}

- PRSI ME A S Policy

HPolicy# R EH B Bucket app - base - oss MFAEME userl /fObjectn]5i5g,
AR, (HEEE N EHAE RS Object, $RAIMLAIPolicy, WISRASRIIIE I BHEAS ] I E 1S,

SAn] PUERE R — i Bucket =2 [ FRBk iR

{
" Statement ": [
{
" Action ": [
" oss : GetObject ",
" oss : ListObject s "
1,
" Effect ": " Allow ",
" Resource ": [" acs : 0SS :*:*x: app - base - oss / userl /
*" " acs : o0ss :*:%x: app - base - oss "]

X
1,

" Version ": " 1 "




}

HOSSHy#RAE iR
BB N Bucket By
SRR E BRI Object, test.txt S
TIRAME BRI Object, test.txt S
I Object, userl/test.txt e
T E I Object, userl/test.txt R
H#Object, test.txt [525)]
W EEMODbject, userl/test.txt Y

- AR E IS AsE Policy
PolicyZ R ERI M BA¥Bucket app - base - oss FAifObjecti:fs {4,

{
" Statement ": [
{
" Action ": [
" oss : PutObject "
1,
" Effect ": " Allow ",
" Resource ": [" acs : o0ss :*x:*: app - base - oss /%", " acs
: 0SS :x:*x: app - base - oss "]
1,
" Version ": " 1 "
}
HrOSSHy#AE LS
BB @ Bucket I
HEATFE I Object, test.txt R
TRAME BRI Object, test.txt L3/
I Object, userl/test.txt [530]
T B Object, userl/test.txt [572)]
¥|%20bject, test.txt R
WHEWEObject, userl/test.txt |527)]




- FRBIERSRIMER AdiPolicy

ItPolicyZ R ERI W BA¥Bucket app - base - oss FHERS userl /IObjectiffy
kA8, (HETE B RERObject, $RAILRIPolicy, WISRARINIMEHBEARRN S, 3t
A L RN7E [ — i Bucketrh 43 B PR BRI RCR.,

{
" Statement ": [
{
" Action ": [
" oss : PutObject "
1,
" Effect ": " Allow ",
" Resource ": [" acs : o0ss :*:*: app - base - oss / userl /
*" " acs : oss :*:*: app - base - oss "]
}
1,
" Version ": " 1 "
}
FOSSII#R1E 4R
BB L Bucket el
SRR E BRI Object, test.txt L300
TRAMETERObject, test.txt S
IS Object, userl/test.txt R
T E I Object, userl/test.txt S
H#0bject, test.txt L4
W EEMODbject, userl/test.txt ey
- ABRHIE SRS Policy

ItPolicyZ R ERI W A% Bucket app - base - oss FAifMObjectiféfi5I5,. Tk, L
{EFNTHER,

{
" Statement ": [
{

" Action ": [
" oss : GetObject ",
" oss : PutObject ",
" oss : DeleteObje ct ",
" oss : ListParts ",
" oss : AbortMulti partUpload ",
" oss : ListObject s "

1,

" Effect ": " Allow ",

" Resource ": [" acs : o0ss :*x:*: app - base - oss /%", " acs

: 0SS :x:*x: app - base - oss "]

1,

" Version ": " 1 "



}

HOSSI#fE L
BB N Bucket By
SRR E BRI Object, test.txt B
TIRAME BRI Object, test.txt [52)]
I Object, userl/test.txt [573%)]
T E I Object, userl/test.txt R
H#Object, test.txt R
W EEMODbject, userl/test.txt R

- FRIIE RSRETS Policy

ItPolicyZ R ERI M LA¥ Bucket app - base - oss FiFHERS userl /IObjectiffy
HIBE, R RERINER, (HAGERHE TSR Objecti®#TH%. fRAHIEMPolicy, WRAF
O B AN RIS S, sEnT PO RIAE R — i BucketHh =2 [ FRBR AR

{
" Statement ": [
{
" Action ": [
" oss : GetObject ",
" oss : PutObject ",
" oss : DeleteObje ct ",
" oss : ListParts ",
" oss : AbortMulti partUpload ",
" oss : ListObject s "
]
" Effect ": " Allow ",
" Resource ": [" acs : 0SS :*:*x: app - base - oss / userl /
*" " acs : oss :*x:*: app - base - oss "]
}
1,
" Version ": " 1"
}
HOSSHIHRIE iR
HIBRPT A d 7 [ Bucket el
KRN E BRI Object, test.txt L3110
TEAMEIEObject, test.txt e
LSBT Object, userl/test.txt [5722)]
TFHAFEEIObject, userl/test.txt [5727)]
§I%20bject, test.txt R
HEWEObject, userl/test.txt [525]]




EifPolicytgz
{

" Version ": " 1 ",
" Statement ": [
{
" Action ": [
" oss : GetBucketA cl ",
" oss : ListObject s "
1,
" Resource ": [
" acs : oss :*: 1775305056 529849 : mybucket "
1,

" Effect ": " Allow ",
" Condition ": {
" StringEqua 1s ": {
" acs : UserAgent ": " java - sdk ",
" oss : Prefix ": " foo "

I
" IpAddress ": {

" acs : SourceIp ": " 192 . 168 . 0 . 1"
}

" Action ": [
" oss : PutObject ",
" oss : GetObject ",
" oss : DeleteObje «ct "

1,
" Resource ": [
" acs : o0ss :*: 1775305056 529849 : mybucket / file

]
" Effect ": " Allow ",

" Condition ": {
" IpAddress ": {
" acs : SourceIp ": "™ 192 . 168 . 0 . 1"
}

}

Ja s — i 2 BRI RE Policy, M HIERT—ME Policy i@ RAM % STS AR H fth
R #HBRE, Policy H i —fil Statement (—{% Policy &EHn]if5 £ % Statement) .
Statement #HEBIE ¥ HEER) Action. Resource. Effect fil Condition,

i@ Policy i HI# H A4 FIW mybucket 1 mybucket / file *iB :¥iIRfZRELHIIE
IR, i H%#% GetBucketAcl. GetBucket, PutObject, GetObject fil DeleteObject
JE%AERE(E, Condition HFEAFR UserAgent? java-sdk, JEIP%192.168.0.11

IR BEREA REIEIR, DAZHERIME & A RERiRIHBI&IH, Prefix J@fil Condition 21&
GetBucket (ListObjects) HJIRFEC/ERIN, B IAMIAIAIMPRERE L OSSI APT SCHE,



Version

Versioni&#& 1 PolicyMJliA, At Version iy 1 .

Statement

idifiStatementifiiRAZHEE SR, Hrhnf DURDEEB GRS Z25GER, SEEH Action,
Effect. Resource fil Condition FHifiid, SEXGHRRAGBMARRVLACKE, Firf PLALEIN
Statement G Effect BRGEAF 7325088 (Allow) | £tk (Deny) , HHZEik (Deny)
AIBESE. QSRDLACRRIIHR 20, SZIEERINERGEE, WERICRRIA —EE, RERAIE
fifek HDCRE Y, %M RPEES RGN,

Action

Action 7322 =K.

- Service JGIRIE, BHERIZ GetService #E, HIARFIHIA JEIRZMEHEK Bucket 513K,

- Bucket e, BEMLUR oss:PutBucketAcl. oss:GetBucketLocation Z Sk,
BAETER 2 Bucket, BAI4 R AAHIER) 71 44 56— —BHE,

- Object Jg###E, 774 oss:GetObject, oss:PutObject. oss:DeleteObjectfiloss:
AbortMultipartUpload, #fE¥5)2 Object,

GAREZRER — R Object MER(E, wI DUSISISAREH —REsRAERE, Y0b, Fifif Action Rijmi#R

REME oss :, W kEHIFHR, Action 2 —MH5I#%, WL 2 Action, HidiJ Action

1 APT 4 i S RERH RN T «

- Service/g#%

API

Action

GetService (ListBuckets)

oss:ListBuckets

- Bucket Jg#%
API Action
PutBucket oss:PutBucket

GetBucket (ListObjects)

oss:ListObjects

PutBucketAcl oss:PutBucketAcl
DeleteBucket oss:DeleteBucket
GetBucketLocation oss:GetBucketLocation
GetBucketAcl oss:GetBucketAcl
GetBucketLogging oss:GetBucketLogging




API

Action

PutBucketLogging oss:PutBucketLogging
DeleteBucketLogging oss:DeleteBucketLogging
GetBucketWebsite oss:GetBucketWebsite
PutBucketWebsite oss:PutBucketWebsite
DeleteBucketWebsite oss:DeleteBucketWebsite
GetBucketReferer oss:GetBucketReferer
PutBucketReferer oss:PutBucketReferer
GetBucketLifecycle oss:GetBucketLifecycle
PutBucketLifecycle oss:PutBucketLifecycle

DeleteBucketLifecycle

oss:DeleteBucketLifecycle

ListMultipartUploads oss:ListMultipartUploads
PutBucketCors oss:PutBucketCors
GetBucketCors oss:GetBucketCors
DeleteBucketCors oss:DeleteBucketCors
PutBucketReplication oss:PutBucketReplication
GetBucketReplication oss:GetBucketReplication

DeleteBucketReplication

oss:DeleteBucketReplication

GetBucketReplicationLocation

oss:GetBucketReplicationLocation

GetBucketReplicationProgress

oss:GetBucketReplicationProgress

- Object Jg#k

API Action

GetObject 0ss:GetObject
HeadObject oss:GetObject
PutObject oss:PutObject
PostObject oss:PutObject

InitiateMultipartUpload

oss:PutObject

UploadPart

oss:PutObject

CompleteMultipart

oss:PutObject

DeleteObject

oss:DeleteObject




API Action
DeleteMultipleObjects oss:DeleteObject
AbortMultipartUpload oss:AbortMultipartUpload
ListParts oss:ListParts
CopyObject 0ss:GetObject,oss:PutObject
UploadPartCopy 0ss:GetObject,oss:PutObject
AppendObject oss:PutObject
GetObjectAcl oss:GetObjectAcl
PutObjectAcl oss:PutObjectAcl
RestoreObject oss:RestoreObject

Resource

Resource {2 OSS i i3 L gt Jrs# B e i CGZig«lic) , resourcefl)

BlHI)2 acs : oss :{ region }:{ bucket_own er }:{ bucket_nam e }/{
object_nam e }, WA Bucket JERMER/ERRA T ERBEMFHTLAI{object_name},

Bl acs : oss :{ region }:{ bucket_own er }:{ bucket_nam e }, Resource i

A5, A %2 Resource, HHIH) region BRI ET IR IR, BE 2~
Effect

Effect {RFEAMIIStatement IFZRENIES S, 27 % Allow fil Deny, 7 lERIEBMELIL, 2%
Statement [RIIRFPLACRIIINE, E51k (Deny) HIEEFCNR)THE &,

Bln, SWEAR AR B HEREITINRR, (HBHR IR SR A 2T il HE

{
" Version ": " 1 ",
" Statement ": [
" Effect ": " Allow ",
" Action ": [
" oss %"
1,
" Resource ": [
" acs : oss :x:x: bucketname "
]
Ty
{
" Effect ": " Deny ",
" Action ": [
" oss : DeleteObje «ct "
1,
" Resource ": [

" acs : oss :*x:*: bucketname / index /*",

]



}
]
}

Condition

Condition 3 Policy FZHER—2EM6E, L HAERA P ] PASE B acs:UserAgent [k
#. acs:Sourcelp Wk, B oss:Prefix JHHRIE GetBucket HIRHz B RS TR,

0SS %M Condition WI'R:

condition YiE Epridel

acs:Sourcelp 8¢ ip 498t i@ ip, KR AL

acs:UserAgent &3¢ http useragent ¥ FH

acs:CurrentTime F55E G LR RN ISO8601 453X

acs:SecureTransport 21552 https Wik “true” #K” false”

oss:Prefix FIfE ListObjects B§f¥ prefix | A7object name
=IEEH

OSSHME T RAM RIS St a5 i Bh & P 4. RAM Policy, Z5thn] LU EE (L BB T/
ossbrowser HIffift Policy $ZHE, —#t5eRH PR PHE Bucket 8RR E HERIEF I HE

SHE RN 2 A RERISACERRA, WIDAZHBREAS . Pl 17 2 AR S FE I 17 URE R
OSS #ZHEH R,

9.3 Ei*Bucket Policy By a1zl
Bucket Policy /23 G IRIZHER G, HIELRRAM Policy, Bucket Policy 2Bl & Hi%
AT EIRALEE B ERE, 3f HBucketifif & Ei% vl DUBITHiFIEZHE,

Bucket Policy# R HEEU T :
- AR SRR AMAE FH & B2

] DA HAtR SRR R AMAE A & iR SR O SS B TR R T RE,

- [ EAAEFH E R T R TP GO BRI I 12 BURE R,
KGR R, TP EA S ERZ PR IPERGIABURR, B, &SENEMesE o, R
FURFERSE AR, AFarfe At miR, dREENEA B, W EHE0E AL E
RAM Policy, TAERIER K, B, BRI Bucket Policys e IPRREI R, ¢
T i 357 A e A T2 HE

Bucket Policy e B /5 MBI #isEE2 Rl Bucket PolicyfZREHft{d HI ¥4 i OSS ¥ I,



https://www.alibabacloud.com/help/faq-detail/58905.htm
https://www.alibabacloud.com/help/faq-detail/58905.htm

9.4 ESIRIRIRIE

9.4.1 BIRSRIRERIA
SHEHBSIESRIZHERIN OSS REIRIIT R, OSS Bt T SRIPIRSIZHENRIN 75 2.

0SS HIRTHSHARRRANN, HHAEfERFERIL G, T DOaEBESIRYHZRER T, ¥ 0SS
BIRPZRES N G, iSRRI IR IREHE IR OSS IR/,

- 3% Bucket Policy BBISIESERHMIOSS : Bucket Policy J2 Lt G RN FZHER I, A ELR
RAM Policy, Bucket Policy ##{Effi¥, SCHRAENEHRIG HEEITEIELACE, i H Bucket #
BH B DOEFTRIZRE, 15 2 RAM #ErnTHE, Bucket Policy 3ZHm HAtiRSRIY
RAM %, EAMRESRTHEE IP EIF B 12 HORERR.,

- PSIRSEIZHEOSSHE IR : RAM EHIE N LAACE RAM fifa, IFEAEIZIESE ID A2 H1T
ZIRSE ID, B Fi% RAM M ARECE 0SS FBHERRI 773X, nIRUIF OSS BIRIL I IE,

9.4.2 BAEHEA: EFBucket PolicyEBIREEIRIEFHRBIOSS
BT HLZE OSS MR IRTHRAR AN, 7 RS AEn] A RIERY OSS ¥, W] LLidiE
Bucket Policy #Z V¥l Bucket fF Rl HE,

Zhl: ] A FEEEEAE B nf PR E R 0SS B, H XA/ @B kSR B 26, It
K, A 2nA]n[LLE#E Bucket Policy 1% 7 #%fE#il5] Bucket IEFRTHE, B An]IRSEEIHZHE 2 1%,
Al PAEREHI G 3N A Z246] OSS BRI i s A8 1 7 il
10 Bucket Policy
- BAn]RSE:
1. A RAM fFHUENIG, 72 RAM 7RSSR, sFAIiCE 7552 Ry RAM [,
2. f£ RAM fFH=tle, HBHHA,
3. HRREIHIENLE RAM SR E AR, SEIERCH RAM &R UL,
- A ] RSE

1. BARTHZE 0SS #2iHl5.

2. TEARRER SRR T EAZHETI ) Bucket,

3. HRMRRHSETY > IZHE > PRz,

4. AEHIEFZRERIBIRE T B, DU FZHERNE, Horh, FZHEAEAI# R HAIRSS, i B Ad) ¥
IRSRA Usihlg, HAbZE6E§2% Bucket Policy,

5. BLERGESE,


https://www.alibabacloud.com/help/zh/doc-detail/69011.htm
https://ram.console.aliyun.com
https://oss.console.aliyun.com

B\ RAM FiRSRALARINGHRERRIE

Bucket Policy FM5eRz %, ERFEGA B An] 7k, HM A Anf Bucket S,
HCE BRI

1. J@if RAM BRSRGEAMETEA B 2% iRk,
2. BHRL OSS #5Hil &.
3. HE/QIhRERFIIRARHRIB FERAIMEE (+) , @ A ARIEHER Bucket B EEHH,

- MulE . RPLERE A AR eEFEiRRY Bucket FRr{EMbIE,
- BHRIERAR : TR A AR RETRIRIN Bucket SilBIEEEE, #5824 Tbucket/object-prefix) .
BN, a2 aliyun W) Bucket ™ abc HEFER, HIEM aliyun / abc

] DU ISR AccessKey, il AccessKey f#iffl ossutil, ossbrowser % T Hyjil
PHZHER) Bucket,

2EHE
R thon] DLEIE BL )5 SNIRHER AT OSS B
- PREERAS: L RAM M (B BIESHRIEIM OSS


http://signin.aliyun.com
https://oss.console.aliyun.com
https://www.alibabacloud.com/help/doc-detail/69011.htm
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weEE

10.1 {a) A28 im0 2 4w b5

A el E OSSR & I RE, BHFAMAEOSS LI PR TN e :

- RRES S A E I

- OSSHAEHE

- KMSHEE R ER
- HRwssnnE AP

OSSR AE Al ki g v B _EARAGEIRIET M Ml (Server-Side Encryption) : P _L{&#HE
I, OSSEHBEIRIH P BRI TE SRS, RREFESIME R AR E A HP
PRIE, OSS HENBPR17HME RORHEAT ff I U AR KSR PERORBR M P, A AEIR M HT TP
Header'h, BUIZBHRELT v RSN,

OSSERFImME X ERASER

OsSimiBfikBs M, FREEHRRRE, 8 SRR A w L 2P SRR
MRS, B, REEERARRNE. S B fERCORBIRNEE. SEEARNERNS
5, OSSHUI T MMRAS w53 :

- HIRMBHKMSIE TS, &

WP EERHKMSIAPL, ERTSERICMKEITIE, MR, S U &R0 R8N
iR (ERERAIVMRAKB) o P SR & sl 2 2508 (= KMSIRS S,  BHERm
A INE I L 2 RUER IR

- SEHKMSAEERIEE N
WP EZRAHKMSIIAPL, T2 A CMERE LI B, % CBRER, Er%5RE
BIRKRIBEMGE, PSR a iR A A S KMS IR mE TR, & —REItR
AT

- OSSRt E

FROSSE Rt ERIME T, RObjecti)—FEM:, M Lobjectly, HFHZput object
Rl x-oss-server-side-encryptionfJHTTP Header, iiEwHii2AAES256, Hinf
PLEBLZObject MRS G 1E, w%77 2Vl &Rt s SRR g



BRFS im IN 2218
OSSHRF A DL FIEE, HPnipEH FmEMEHD EEeE:
- MR MOSSTE AL E IR mIMAEYIRE : BRDINE MM EM, HOSSAR, Wi mME
. ZRRNZEEME TS, BORDINE T RIEER A 7 SR AR % i s i LA ES
-256 (BP256HERS & EEE)
BRFEIHINZE-OSSE et E
OSSIfrIfR A5 2 Object— @, H)F @ —fHObjectffE, RFTFZLEPut Objecty
FEORHPENY x - oss - server - side - encryption WHTTP Header, fitg@Hii%
AES256 , HIRJEAEEBIEZODbjectfrliR &t 7o

DA NS R AR R P e 22 HTTP Header:

- PutObject: fii¥ {4
- CopyObject: ¥#Object
- InitiateMultipartUpload: 43l I{%

RFBIHINZ-KMSEEXERR

B PR Objectly, fEsiRP M x - oss - server - side - encryption MJHTTP
Header, Wifg@H{Hzy KMS , BV EBEARB N AEZObject (BHE RS KM SR
%) o OSSIEMKMSHRS, RASEIMERH]. AES-256% MM Rk gsai ik, BHP Rk
FAAEOSSHYBI R T I 18,

KMSZEP BRI —% %4, BHANEIEIRE. HPREIEE R RRA RO & O &1,
SERPERIR] IR, FEBDEMERIRE, WP iks, EREER%N, SRbRFHBENRE IR
Hto HPR]PUEEKMSHHH & & B S BIKM S B8,

PUR e R AL R il i@ 2 HTTP Header

- PutObject: fii¥ {4
- CopyObject: #H#Object
- InitiateMultipartUpload: 47[% I8

BiHA:

- AR, RIS BucketZRINME IR, I BB 2 QAL R% M v, — A 7t
KMS## ONfERP REERCMK)  BEERIHTRIRSmmE (KMSER)
- WP PHEKMSE R 6 &R Hme i, %2 RKMSHE SR,


https://www.alibabacloud.com/help/doc-detail/28943.htm

IRES IR IIEAPI (73
PR

PARAPISZER RN x - oss - server - side - encryption ¥i:

- PutObject: fii¥ {4
- CopyObject: ¥#Object
- InitiateMultipartUpload: 43l I-{%

HTTP Headert&>R41 1 :
Eq g B
x-0ss-server-side- e N5 v N 25 (R B X X - 0SS - server -
encryption £ AES256. KMS side —Aencrypt‘ion :
KMS & B AR i N 235 i
AAHKMSHEE T EEH
BEHA:

- HAhOSSWeaNEER, WPl x - oss - server - side - encryption BH, OSS
FEAIR P HTTPRERS400, Sf AR SN REISH SRS 25 InvalidArgument,

- WMPBIEER x - oss - server - side - encryption BAAZBERUE, OSSE
HZIRPIHTTPIRRERE400, WAL ERMNGESERNEZ InvalidEnc ryptionAlg

orithmErro r o

PRV
s RS 7 Object, PARAPLERPOSSEIRM x - oss - server - side -

encryption Hi:

- PutObject

- CopyObject

- InitiateMultipartUpload

- UploadPart

- CompleteMultipartUpload
- GetObject

- HeadObject

Meta¥lt

Jm B ke i N - KM St 1 REIRBOAKZObject, HMetaRaR &M EL PRI :




e 130 B

x-oss-server-side- i Al ke s i 2 RO ASE X — 0ss - server -

encryption side - encryption :
KMS

x-oss-server-side- #%Objectin®, PP X - 0ss - server -

encryption-key-id KMS keyfyID side - encryption -
key - did : 72779642
- 7d88 - 4a0f - 8dif -
1081a9cc7a fb

FHBHAPI

- API: Append Object
- API: Put Object

- API: Copy Object

- API: Post Object




11 FREMILFEE

11.1 Fe EFREAHIAFEE
OSSKIBAFEMMFLH. /5T DUBIOSS Pl 4§ 1 CLRIR {7 2 I PP BRI ERT I
RUPAR, A HBucket eI, RS A R BRI IR A4 8 2y

http ://< Bucket >. oss - cn - hangzhou . aliyuncs . com /

2 TP T EREPIEOSS it REFREANNS, OSSSZIEMMYIGE:

- FHMEHMI X (Index Document Support)
AR FUR TR E TP LA MR RE A MR AR IR, OSSIBMIYFRGRREH (R R A
index.html) , WRER—fHBucketilE 7 AHEMNEERN, MeHE —H5FEH,

- $EtEHMIX & (Error Document Support)
S B DR IRTE R P il R AlubiRg, WIRBEIHTTP 4XXEHHE (Il 2404 “NOT
FOUND” #3%) , OSSigMIZ M P HISH Hill, Mot B, &nf DA% PR Ets
BT,

filan: fEHEHERT I H 2index.html, $HEREH Zyerror.html, BucketZyoss-sample,

EndpointZyoss-cn-hangzhou.aliyuncs.com, #EE:

- WP http :// oss - sample . oss - cn - hangzhou . aliyuncs . com
/Ml http :// oss - sample . oss - cn - hangzhou . aliyuncs . com
/ directory /W, HHERTB http :// oss - sample . oss - cn -
hangzhou . aliyuncs . com / index . html

- WPFGIM http :// oss - sample . oss - cn - hangzhou . aliyuncs . com /
object MWIKEE, WiRobjectAHf#fE, OSSHIEM http :// oss - sample . oss -

cn - hangzhou . aliyuncs . com / error . html

b

- P HERER R I A A B AR AR A RK, W PRI TR S s eR e U, Bl
JavaScript, OSSAZRY BT Zflkawmpa Bl N %, BIaiPHP, JSP, APS.NET%.

- GREARE A B CRIAEIRA R T ISR Bucketit s 840G, W LUEBARE H T4 A
CNAMEREBHL,

- M BucketFE AN SEE BN, WAREERSHR, $H5E R R,


https://oss.console.aliyun.com/

- M iBucketiE REFEMMEE BN, HEErR S| A HinwHR ZBucket Wi —
filObject,

- i Bucketi & REFREANNGREE B2, BHEFEMGHHRARNIERDIR, OSSHFZM
RoIHH; BEFEMNHRARA RIS AR, OSSHFEEIGet Bucket&iR,

- BucketiE FFEAMNREE IR, BRERERN ARSI RS iR A ERObject &

IRl P e IObject, BHHLIR I i A RS &5,

REER 2%

5

- API: PutBucketWebsite
- PG AR EEE

11.2 KA. ERABEIHEERREREHEIGTE
B AE P OSS LatERiEaG, LGk ¥ A (B4, examplewebsite.com)
W HARERE OSS WAEMES http :// exampleweb site . com Ml http :// www .
exampleweb site . com WEAR, AmZRERH VEAE 0SS LitEN e, BRE
BB s, AT PUEIE DU ERA T I fERT HLZE OSS Bt 4,

EHIEF
A BREED e 2 LU R -
- ARG
AR A A4 RE (W exampleweb site . com ) , I —MEGEMRGES THE
Mibe Bl HLSR th PR SRR R E IR ES . SN2 Pl R RIS (DNS),
- PIHEE 0SS

L] MERIPZE OSS #57 bucket, LEHEAME, BCEFFIHERTIAASENS, Rig
BLE bucket MANEEEIGE, TEABAD, HAZRFTE http :// exampleweb site
. com Fl http :// www . exampleweb site . com WEER, AT EENT il
bucket, 0] PAMEE—MH bucket TEEENZ, HACE S —MH bucket I R EHENEEEE

W2 bucket,


https://www.alibabacloud.com/help/doc-detail/61257.htm

- T

R n] DKol FE R AL B A AR B AL RR AT (DNS) BERERG, fEAERAH, 0] DU 44 F8
BMBIEMHTIEE S CNAME sisk, JEbRRESAE AT RN A2 0SS Zr ALy 4R+

RaEIR OSS bucket,
- LEAEEAH,  FRAFIE A P B 2T, (BAEN] CUER K 2 Bk e &5 1m OSS bucket 1
CNAME 5t#%.
= B

ABFEEN exampleweb site . com FEZSHHBAARE, S RERE NS4 R L A 0k
ELN
TER 1. MRS

MR C A MR, 7 DABNRZPER, WIRERORGEE RN, St —MamE, Bl
i exampleweb site . com . #ERJDAEHIFYH ZHEBRARME (DNS)E—A48 4R,

FEIERE S I H A
$ER 2. BIMEE bucket A F{EHEUE

ZEnf DL Wil bucket, DAFIRF SRR A4 (W exampleweb site . com ) fiIF
AW (M http :// www . exampleweb site . com ) &R, —d bucket Hji?
W1ENZ, 55—l bucket HRRF R BEHEMZRIGETNZM bucket,

AB%2.1: @ inifE bucket

fEszb 5h, [ERIPTEZER 8 0SS iR, i LA FRifH bucket:
. originbucket: IR M7

- redirectbucket: FRIHEREHE M Foriginbucket

1. BAO0SS #hilF,

2. @NiWifi] bucket (Hl@lloriginbucketfiredirectbucket) . J#§Mifl bucket /¥ E HEFR
P FeEm,  PMERTE N AR bucket NZ.

sEAURERE, RHZ2% N bucket,


https://www.alibabacloud.com/help/doc-detail/54068.htm
https://oss.console.aliyun.com/

3. it PoriginbucketfliredirectbucketfJiHIAHIRA G, (EREPERIFEMBIENM. KnlLHE
bucket WHEE E A Ek5 bucket WA R, W FEFR,

SIEAFHE originbucket it ot 1 2018-03-26 10:52 ik Bucket

e SRR Hitig® WEEE ERWMNE EHEm HEE HtEIE et APISET  SOFAeEEL

HANNRIER

HikEE

4. W EHE L) originbucket,

EHFERI bucket originbucket SFEENE, W HA¥EH ¥ 71K bucket redirectbucket i)
i 2R BT R bucket originbucket, #£0] PAfE{E— bucket HiEF N

AEAF A LB Eoriginbucket bucket H1, WA DUREMBIRIMIRR, HIUScriE, |
AR, WURERAREN A, BEARAPETREREER. MR EE, 55—
flEl R 3 R P A A kT

filn, AR HTML #3424 index.html] R, IEEH E43] bucket, {EB4%
Birh, 0 R LRSS 1 L G TR L

< html >

< head >
< title > Hello 0SS !</ title >
< meta charset =" utf - 8 ">

</ head >

< body >
< p >HH4ERHE - 0SS FEE</ p >
< p iRyl Em</ p >

</ body >

</ html >

#En] LU BLR HTML #5375 —f4 Zerror.html] FREE, WiFH FE3bucket, HAEEM
VESENGIY 404 SEREE, RSP, I8 R R A ME A0 FERE404 Hi,

< html >

< head >
< title > Hello 0SS !</ title >
< meta charset =" utf - 8 ">

</ head >

< body >



< p >igRk 404 FEHm</ p >
</ body >
</ html >

B8 2.2: BtE bucket AN FEE AE
{EBLE bucket RIAMFEEIRER, W LOEH OSS 73ty vl 441k 4 F i B % 4 i
fESE B8, 1% originbucket Bt B 2495,
1. BAO0SS #iil&,
2. 7€ bucket AAMH#EH, #EE originbuck et o
3. BABRRCRRERE Ha, REE A B i,
4. WS, REBEN DL RGN
- PHENEHE: RolHEE (HERMENM index.htm]) . HEEMEHERE#LE bucket H1¥)
HTML BE, fEARASD, WA index . html

- PR 404 B RIS IERE, IBMITHRN 404 Him, HAEREH Cffif# f£ bucket Hi
HTML RE&EE. EARASR, @A error . html

5. BIRRYE,

8% 2.3: BCERSIHmEMEEm)6RE

ALE originbucketfy R H EMERHINi 212, BT EACEredirectbucket RTHENE H,
25 DU BRE L A% 5 | E 1w ) S ) D RE :

BEAOSS &,

%€ bucket M5 F, #EE redirectbu cket .

WML FUR, R o v e e

WY, RMBIEHESE E XTI index . html

HREE,

o kWb o=

SER 3. I$AAERTBHIEE] OSS bucket

BlE, O VR4 exampleweb site . com MIOSS bucketoriginbucket, #

RIETEF A MBAEF] 0SS bucket, PAEREZIEH EMAIARB A Z 0SS 7 ECHA S4B
#5i 0SS bucket,

fEAREAY, EFHE4M exampleweb site . com #wF|0SS bucketoriginbuck
etzni, M 0SS 7ELHAERA R originbucket.oss-cn-beijing.aliyuncs.com i
bucket originbucket, fE#SCHIEAIE exampleweb site . com 1%, WJPAEHIL
exampleweb site . com ZKFil# OSS bucket,


https://oss.console.aliyun.com/
https://oss.console.aliyun.com/

FlE%, BREIF AR ww . exampleweb site . com #EF|OSS bucket
redirectbucket, PUBREFIMEH www . exampleweb site . com MiAsE OSS ZrHLHI4EE
4F% originbucket.oss-cn-beijing.aliyuncs.com 2R#if# 0SS bucket.

SED B EISRMAAM exampleweb site . com #izFI0SS bucketoriginbucket:

BAOSS G,

%€ bucket AfB5EH, #EE originbuck et o

A MERHE,

HRERARE P A R

1 P& R SO PRED, i NRAIE 4 fiexamplewebsite. com,
1% CNAME Gi#E % originbucket,

A

- WEREAERE IR AR, RInT DGR E BhE CNAME seskbl, A% HERHRE
2o

© QERARAER R IR MRS, B8EN CNAME sisbiBE T2AA0IRE, ST
T0E%, FHEM CNAME Gk, RIBHBRA,

a. TEZMWHhEsmAaARE,

- WCREHERAAAR AR R R PR, EE ABEmBIZmAyIRD, 2 DBk
B

b. fEEFERIG, RBMRHE,

c. HIERIAE,

d. BEEREIENT.

e. TEEIHTERE T, sk PHHEHIERE CNAME |, SREBTEZCBREDCTHE A
bucket 1] OSS #lA4 /. EARAS, fifi Aoriginbucket.oss-cn-beijing.aliyuncs.

com,
f. FRERGEGD,
7. 2% LG EE, IS F4AR www . exampleweb site . com #a2F] OSS bucket
redirectbucket,

SR 4. REMIEENERTHEE

ZECACHE bucket RIANEEEIGENT B T HIRA € F] OSS bucket, ##% FRFTLAE
redirectbucket, #¥ http :// www . exampleweb site . com M sl RENE M)

http :// exampleweb site . com ,

2% DU PRI B A I SR A Y e -


https://oss.console.aliyun.com/

BEAOSS il &,

%€ bucket #EH, #Ef¥ redirectbu cket .

FRURELIESOE H,  TRBN G4 P,

FRIRE, R ERRENT B,

HNT 404 SIS BRI, REPERIT :

a. TEMIPRUVRISIN, B e,

b. TEEJEGLEEI, € HTTP  JRAEMEZ404,

c. TEmJE LI, BEEERNGGRED, WA originbucketAIRAN, fEARA D, WA
examplewebsite.com,

d. HEfiE,

o H =

$8&S5: (A#) EAMESE CDN MiRMA@LEE

&Rl DAERIRT L ZE CDN 2t 40htiRE, CDN RIS (4 HTML, WYL wifite
ERAHERORI L (BR, BEEED MH. BERiRE TR GRS, CDN BEhi§sRE
OSSR e AR, DRI SRR DR G B TE RS R BRI P DGR WA
CDN 7Ei243 HiBhaR ¢ WA IR IR B sl ST . ORGSR I A AR A2 N & 1 S139]
H, CDN &rig&Raafkid:, HEREEFRANNEIN, GERGHRA, CDN RFHihA#R
FNBLA R RBRAGN AP E SRR R A IR B RS AR R, N
2 Z BiRRAS, RIMEEEBIMICDN 847 ENBIRIHBHRE, DAERCEHE IR A P s konl BUE
CDN #4711 F BRIl 3T o

2% PN BEH CDN hifkoriginbucketi®f :

1. 1& CDN #fl & rhigshn CDN hEARAARE, N AR A CNAME Hilk, S¥HEE2%
CDN PEENFIH 288 22 BINNEAEIE A

2. fEEMEHI SR CNAME 8k, sFMEE2ENCE CNAMERfE,

3. BAMICDN #& 17 H Bkl 37 b
a. BAOSS #hl &,
b. 7€ bucket |, EEE originbuck et .

c. WA IE S,
d. BHRICDN £&17 2Bkl bHRe .
4, 2% FiRSEE, i CDN % redirectbu cket Jili#,

S 6. R=4aus
EHGE AR B IEHELT, SERERPE AL URL:


https://oss.console.aliyun.com/
https://www.alibabacloud.com/help/doc-detail/27112.htm
https://www.alibabacloud.com/help/doc-detail/27112.htm
https://www.alibabacloud.com/help/doc-detail/27144.htm
https://oss.console.aliyun.com/

URL R

http :// exampleweb site . com Hroriginbucketh R 51 S0,

originbucket " R E{EMRZN URL, filan | Broriginbucket it $HaR K.
http :// exampleweb site . com /
abc

http :// www . exampleweb site . [IHEREGSREMEME] http ://

com exampleweb site . com ,

http :// www . exampleweb site . |IFEMGEREFEMSE] http ://

com / abc exampleweb site . com / abc ,
-
= WiM:

FUERSUUT, nIRETREERR A4 H B AR A REB RITEINTT A0
TSI
QRN RS LR A T A, BIAS T IR 23 B A BT B R IR DA A A AN B B THIBR B
HEXREE, SAWNAETH,
SF D NI
1. ZEHIP B 22 CDN f2hI E 48440, A% HmER,
2. THERZE R &9 CNAME Ridk,
3. MERBTHEZE OSS il &g 0SS BEZ A bucket,



12 0SSV 58

HEH) 0SS Bucket #3248 oliliih Bucket 73 ##iEN%, 0SS & HEIF Bucket YIANIH, 75
Hirhi) Bucket /ynf AEH SRR, (HIRBHERFBRRAR, SEME I I RE € WIRRAL,

- BHRYISCER Bucket, OSS @iFHUIATYHI, #%EM Bucket 2B, LT %E HITRMERIL
L NIV R

- HRENEREIBBER Bucket W, Wi, WRASFREANE, WEEBUEN Bucket #iV]
AR, TREECES, IFPBRIAHEIL,

BiH:
HREK Bucket VIAZIDHIPR, RS sRITRCFE AL
HHHRENTA R

2B LSS Bucket RIBCRIFIRIBIIA TSR, Zalfi i wbi IP 2K 4EEE DDoS Y CC %%,
RSB TREESZ IR,  nl DU Wi /s A TEBG it



© TIFR D S AR AL E =P TP

1. OSS #& ARTARAY, BCEPBRGEZ %I ARTHA,
2. WESRBEDL, W E SRl 1P,

3. #§mibi IP g 2 C e 4t BT Ak L.

Easriles n.com
fiMMsER . @) HTTP HTTES websocket websockets
BiLIPASS - BELIP @ EinEE

0ss-cn-beijing.aliyuncs.com

MFRFLEE | EEEEEENERLIPEEIRITE.

T

- DisaEsh . BURREEER OSS HRTAIA,
- DR SRR BB T U,

- RURUSENTP /MR . RIS ERARE, MR OSS MTHE AR RS

HAP B R 2 BOAS, GE2 % SUHEZE R 1P,
- JIF " BlHE ECS A Proxyii At & wkij 1P

Bz %8, Bucket HRLAAA MM IP RREHSA LR, HEIWRERIEE 1P )5 X3
[, HERSAER] ECS $81A Proxyf75 N1 T#iM 0SS, ECS L EIP w] DASEE wibli IP LK

%2 DDoS S(%HI CC K%, Hidn] DAL R 75 g ThCE :

1. @vi—f CentOS 5% Ubuntu i) ECS $iT{E#4, F¥IERE2% . ECS ST #,

@ HE:


https://common-buy-intl.alibabacloud.com/?spm=a2c6e.8050873.0.0.FzcZOW&commodityCode=ddosDip_intl#/buy
https://www.alibabacloud.com/help/doc-detail/63559.htm

#i Bucket HIRKHIAHB L R oK, wifds ECS EfsoE sl & 54 ECS &k,
2. itE ECS =i Proxy/iA\#il] 0SS, wHARCE R S2E ML E 0SS I Proxy.
3. MRS, WRE SRR 1P,
4. 2ETE-NPPEE3, Hrp, B8 ECS e 4R, AR E; IP/4R4

RIS ECS 5h4E 1P,
E L Ex w0
LE S S %3
HE—: skt (CEMR: XRERNGEB | ARG )RR HGEH
b IP R RIENTDHIN Bucket $24EH;
it
Ji% 2 BUE ECS R | - RpoyRBGERME: 68 | - RCEBETREMRE B
Proxy JificEmb; IP 2 CIEANVPRIRIR I A TD A # Nginx Jz[i] Proxy.
i) Bucket $2{iFiE. © AR TREREINEE ECS
- EAEBEE TP il 0SS {548 W Proxy.
ISR,

HEEIZN B RITARG RN
2P LR Bucket K38, WEL WRFEIENEWVIATH, ddfbld@Alibaba
Content Security Serviceflit#. FHZZAlibaba Content Security Servicefli#iF e e E 7
Brpg Bucket EATRRH, ARABREHE, WEL PRI,
Bucket B NV a4 EZIE
SHECAGE AR Bucket, PIHZAGRAGEHIIE. 481K Bucket BUIATYH, SHIZIHBAT
BT
- ISR REFBucketP U N IDHI
- SHHCRE ATYHIN Bucket, sE1&IR)T R ACE LR,

@ HE:


https://www.alibabacloud.com/help/faq-detail/39544.htm
https://common-buy-intl.alibabacloud.com/?spm=a2c6e.8050873.0.0.FzcZOW&commodityCode=ddosDip_intl#/buy
https://common-buy-intl.aliyun.com/?spm=a2796.11216674.994222.1.684e76506vP942&commodityCode=cdi_intl#/open
https://common-buy-intl.aliyun.com/?spm=a2796.11216674.994222.1.684e76506vP942&commodityCode=cdi_intl#/open

#H1E Bucket FifElY) Region #54 ECS, ifi H proxy_pass % Bucket WAIAIR A A
hik,

- HIERIESE R Bucket W2 REZR, B, B4 Bucket TEBHHEIEA YD
Fio UERE, SHEHENT Bucket & &R GG T :
1. E =W 1P,
2. BB THAGHA “@7 Bucket THRAEANIDHIHGE .
3. HiEHdiEg, SR EITE,

- RIERIEENAEH Bucket #EUIATYH

- HHEERAIHIN Bucket, SN RER/ELT

1. BifiAlibaba Content Security Servicefli#5, EUERILER Bucket, R84 5E
BNE,

2. GHIEIR)T R ALE ECS R Proxy, i@i#iProxy fallk#ntEs7aiitl.

@ =%
#A1E Bucket FifElf) Region #5# ECS, if H proxy_pass ¥#i%5 Bucket MA3AE 4
Huhk,
- A2 Bucket FINFARIELNE, S Bucket ZREMIETENE. IBE, Bigiid

V2R Bucket FHREHL G, BEIE, SEHTAH RREIT:

1. lifE Alibaba Content Security Servicez f.

2. BB THARFRR “HY Bucket IR .

3. HiGEiEiA%, AlEAlibaba Content Security Servicet@ill, & HIkEZ A M) Bucket

o


https://common-buy-intl.aliyun.com/?spm=a2796.11216674.994222.1.684e7650RNHNGW&commodityCode=cdi_intl&accounttraceid=88f905ca-7714-4dd6-b3e7-99b552094dbe#/open

13 ESIFARFR

13.1 Bk E

OSSEE PRS2 KPR RGHATHITINGE,  TERELUR SRS T i B MRS, 36 H PRt EI T
ks, FIOMRSEEERR, S ERT O, Bt SREHEISS, Ry R Bl UGS B AR SR B T,

OSSERFETRE  RaREAN, F2Enl DUSRIZ AR AER, PEREFGERAIGHRTGES, R OSSEIfHRER
2%,

= BN i
1= PR RES 58 22 nl RERSRIIE R T, BRI EBEENGDL, AR eSS G

OSSEEPHFEIIBIISEE (W 7 HRISED SRR SRS RISRAN, WUUENRRI155, 1
RGP LA @ SR AL, LA — SOV, 20— 5 BB,
5t SRR
2T BRFFRIH CORMAINGE —, IR RVRBL A — S IURIRE, AT
- RN NSRRI, BV I DO SR SR — M, 1R
BRSBTS BRATRL
R EDR O 4 NP N
R DRI D D T I R B
¢ R I L ik RS AV R IO 5V, Q0S80 ) A A B
— A REPOBOE, IR ZORHIRIL N 2535 F 1560,
ARSI T RS PTREEN, HERERT RS % OO — BT
ST, B ST PutObjectia AR LIWDE, 55 HITHI10%K, IHE(E2018-05-10
08:00:00312018-05-10 09:00:00i& —flal/MRFRF IR, P IPUTHEG KRB HR BRI 2
600k (10*60775#) , HHEIRFRHIZ2018-05-10 08:00:00, iaEEPEIF&1£2018-05-10 09:30:00
KAt WIRSEMEREIHE2018-05-01 00:00: 00 MMASISHE IS — Wt BERIRCHE, RS
B R HRZORHIIRR IR Z 2018-05-10 09:00:00. WIH20184E5H ifil S s H AEAEAE TG
s S, R EREEULIRR 252018-05-01 00:00:00,

OSS#REARTS

TREESR i 2 REFSEOE 1000THFR BRI, PralRanfmsia ey, A B i i E 2 s
B SR, 3 H— (8B e End DARCE 2 2 AR #R S I

- BB B 2 B T,


https://billing.console.aliyun.com/#/expense/outline
https://www.alibabacloud.com/help/doc-detail/28608.htm

© OSSR A8 v LA P S R s
- OSSHEEfHRELE B REEZ %,

BEEHBEREARA

BPEEPERAN3LE, BIHABNEE, GUREZEREG bR B NGRS e i, %
TS T 2ok ¥ 4S UEAGE Cloud Monitor8RH7 i, s5#2% OpenAPL i B8,

P& R BIE 7 RIEHE, WRAEE 7 R L& L8R, @A Cloud Monitorf2 it
SDKilt{7#55, 2% O0penAPLyil Bifr ¥k,

OpenAPIFARI S = 8iR

OSSHRE IR AH PH S 2 FE R B % v] LLE B Cloud Monitorf2 41 0penAPIH S, EHIFiiknl AZ%
Gn R ST :
- Cloud MonitorAPI1Z%
- Cloud MonitorSDK£%
- Wi R
BT, SERFNEFEHRR

B PGS BRI B HE R IE 8 A A 4 DA TS #5085 1 B 9 2 R B A SE 4 189 1 RO SRS I IR B
17 H BB BrRISREHERR -

- RAs R

Fratann 68 i B AR A B O S ST 7 MR B il AR E AN PERE
- UGS

St OSSEE I B Mllogging sl SR INRERS WIS S35b, 1B &I ANl BRI 5 Risc s b
A A U T B EES T
- WREHERR
PRALH R RS R AR HERR 75 125
AEEE

0SS Bucket 23—, WSMiiBucket 2 &R M A Bucket, AR Bucket it iz
PARCERE A & 7E I AE T 4 Bucket L,

13.2 fE S AR

OSSE#EARFEAO

OSSEiFlliF5iEfik Cloud Monitor#%ifill &5+, Rl LLEEN HRES IEA



- EANOSSELEM R, EOSSHETE H A B FBREE HE B, & AOSSEF ;.

3 “~ Bucket

HrEE Bucket EEESReY Access Key

ODEESAN0BHEE  09FSEE . 0BERA @

e =ci=t=

ZRIREEL  EENENE
WEEEREE - =ERE

- EH#E A Cloud Monitor#i il &2 B OSSE 5 MR #%.

SEEROSSER si2 wEs  momamEosEws | O
© meER mcemm | moa
AP EEREE
((ﬂ)) 1.60GB 2§492MB 1660;% 338LK
TN Pt PusER et

(==

LA a

L/ REERSEREWSRMGR)
% 605 RATE: Valve

= EFEETREEEERE)
R 605 BAZEL: value

OSSE TR EE
OSSE RS B HR LR~ =387 41K,

- JHEBER
- Bucket#l|#
- R

HFPER BucketFI3& AL

ax HI A HBRHORE, nCARERA b7y R4 B B 8 Bl
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request . setStartTi me (" 2016 - 05 - 15 08 : 00 : 00 ");
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