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JEST DRI 2SRRI (R 250 QA7 OSS 2 PINEATRENKES, BEHUR, DU MBI
HURITRS.
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- BRSBTS, BIARRE RIS ZF Bucket BisiER
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- HTTP/HTTPS JiERHHE

- BEIZ COS T &R

- AWS S3 iTFS Bfz

- BRI AR

- Azure Blob iTBZf%

- XHIRITH AR
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OSSHEt 1S3 APIRARZE, W PALERIEHE MAWS S3TLEEIEFSF i H = 0SS L,
MAWS S3iEFERN0SS)G, ZIy2Rn PUERIS3 APTilIOSS, (N7 Eh S v b A T4 ek
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Bucket READ #ifiBucketly | X FBucket FIfifObject, i
listFUpR HObjectZHi ¥t EObjecttR, W
#ZObjectn] i,
WRITE Bucket R - % FBucket RAfFEMObject
Objectn]5 A5k , A A,
Bk - #FBucket F{##EMIObject, I
RiZObjectiZfi % EObjectil
PR, WiZObjectn] 7 5.
- AIRARIRRIL S v kA% (
InitiateMultipartUpload) .
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http://docs.aws.amazon.com/AmazonS3/latest/dev/VirtualHosting.html

| AWS S3HFR AWS S3 FIHL 0SS
READ_ACP HBucket EBucket ACL, {X{Bucket
ACL owner A K-S HA AR,
WRITE_ACP | #EBucket ¥ EBucket ACL, {{Bucket
ACL owner A FIK-S 1A AR,
Object READ Objectn] i3k Objectn]isk,
WRITE N/A Objecti] AT %,
READ_ACP BHtObject ACL | i2HtObject ACL, {XBucket
owner I F IS AR,
WRITE_ACP | #HEObject ACL | ¥EObject ACL, {{Bucket
owner A K-S HA AR,
BibA:

- BRI XS WACLE LR,

- OSSIUSZHIS3HIIRA . AILEMAIRE =FMACLEIR,

i £l el

OSS=fibnift (Standard) . &SI (TA) FVARE#E (Archive) =RAIEIM, ZrR%
P AWSmazon S3H#¥STANDARD, STANDARD_IAMIGLACIER, #5n] DARUWEHE0SS
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Object X [ ZIPIAHHT 4% PRIR A,
- ETag

- MFPUTH R Ef£¥0Object, OSS ObjectifETag5AWS S37E /NG EH XA, OSSHK
5, MSIMNG, WRE AR TETaghiss, HZBANG,
- XFah EtEObject, OSSHETagil 387305 S3A .,
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- Bucket¥fE:

Delete Bucket

Get Bucket (list objects)
Get Bucket ACL

Get Bucket lifecycle
Get Bucket location
Get Bucket logging
Head Bucket

Put Bucket

Put Bucket ACL

Put Bucket lifecycle
Put Bucket logging

- Object#ff:

Delete Object
Delete Objects
Get Object

Get Object ACL
Head Object
Post Object

Put Object

Put Object Copy
Put Object ACL

- Multipartf§{E:

Abort Multipart Upload
Complete Multipart Upload
Initiate Multipart Upload
List Parts

Upload Part

Upload Part Copy
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© XF/NF30TBR/MNABEIEIER, HAPLBLBIRTER.
- PR MBIBIEER, EEER A B

ossimporti#ifE 5 XIE T 4 S % #unique_44

B ERERITB IR AZCOSHERL (YD XES00TBEUE, T—AMNIERE0SSHERL (b
M) XiK, EEEHEITossimport/ i NIF AL E |

- JF@OSS

1. SERENIKSAEERL (BiM) XBIOSS Bucket,
2. fFERAMEHI G QIR FIKS, FHEBZ P IKSViOSSIAR, JHR{FAccessKeyIDAl
AccessKeySecret,

- W§LECS
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@ BibA:

1EECS L5 ossimport/3 i sNABIG, ossimport MEIRZCOSHERT (B X33 R
HERIECSHERL (HiM) , BVUERISMNM, fifHossimport NECSH#EZART (i) 158Uk k1%
FNOSSHEIRL (HiM) , LR,

0SS
o pm | pES
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1. ZRIEBH=TIAMTLIED R BEE, TRAED BRIE S AR B a1 T,

R

SEUnixﬂﬂ‘l‘ﬁlﬁi, HIH19704E1H 1HUTCE PRIV, liddii@date +%sIKHL,

2. fEOSSHHIBHTFFOSSHHR M, MITEHIE R EOERIR CE=Ji1#hk) .

3. ¥l FRGWE VIREO0SS, HIHIESS RGTL R TIAT2,
T1NEAEMOSSIEE, TUGHIEHRNEE OSSEHL M I M =77 17 I, HiEse2E A
0SS,
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4, BRECE S job . cFeECEM i importSince=T1, HEHKREITHITLSS, HITTI~T2HHREL
jﬁﬁgo

BiHA:

- BRASERG, BSSRGNARNRSEEOSS b, =77 e d — b L, &l
DA e O O B AR
- ossimport A SHBIRHNEB AR, ASMERMEREEE,

ZLRUEA

TR R A RA RS IR BN AR TIRISHE, B RNRHR RN, ECSEHI
T, BURERETN. INRRA, QURBUREIETBAN, FHEARITEN FRIER, HAHXR
B, FHETUN, ECSSUNBUD, WIMECSEE, ZW/VIiEIm,

SE N
A XossimportMFIE B, HS% U !
53 A 2k 8
Ve Kol B
)

2.5 HadoopX 4+ & 4tHDFSEEE#% FI0SS
ASA UYL Hadoop XFFRS: (HDFS) LRISHRIERSS 0SS,

==X
A=

LHnk AR 2 20 EE A Had oo pBE AR uD, TSR 1 23wl A Ay BRI 55 i b
b 22 Pl o

TERTH = RS R 12 IAERBIR S5 RN RAEEOSS, OSSHIEWRIER 1 Hossimport i) DL A
Bl sE =75 A MR S5 ERSCPFRIZEZIOSS |, AHIXA T R cikiiitHadoop XX R GUEE, M
i %% Hadoop iAW FFH, BETRISRARNSF, #HEKEHDFS ERSCPRE FEEIA
Wb, FHEE TH BFE, BRSO,

B 1 = E-MapReduceIBAJF & T Hadoop B35 1E# . Remr-tools, REiL#&MHadoopfEftEifk
TR EHRFI0SS L.
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WL Wi B T LA R ViR - Hadoop iy, BIRENS i Hadoop & 2 JiHDES.

hadoop fs -1s /

THES B

1. F#iemr-tools,

BibA:
emr-tools#fizHadoop 2.4.x. 2.5.x, 2.6.x. 2.7.xhRA,
2. fRAEGE THEIAMHE %,

tar jxf emr-tools.tar.bz2

3. HHHDFSE#HEROSS .

cd emr-tools
./hdfs2oss4emr.sh /path/on/hdfs oss://accessKeyId:accessKeySecret@
bucket-name.oss-cn-hangzhou.aliyuncs.com/path/on/oss

SEBLHNT,
Z¥ B
accessKeyld Vil 0SS API#H,
accessKeySecret RETT XS Wl R E Ay 4K H

AccessKeyldfllAccessKeySecret.

bucket-name.oss-cn-hangzhou.aliyuncs | OSSIillig4, tEiibucket£Fifil
.com endpointiihl,

41 )58h— 1 Hadoop MapReduceff:5 (DistCp) .
4. BT 2R R BAARBIEERNER, HENERE R,

17/05/04 22:35:08 INFO mapreduce.Job: Job job_1493800598643_0009
completed successfully
17/05/04 22:35:08 INFO mapreduce.Job: Counters: 38
File System Counters
FILE: Number of bytes read=0
FILE: Number of bytes written=859530
FILE: Number of read operations=0
FILE: Number of large read operations=0
FILE: Number of write operations=0
HDFS: Number of bytes read=263114
HDFS: Number of bytes written=0
HDFS: Number of read operations=70
HDFS: Number of large read operations=0
HDFS: Number of write operations=14
0SS: Number of bytes read=0


https://yq.aliyun.com/attachment/download/?spm=5176.100239.blogcont78093.18.BfNz7d&id=1956
https://help.aliyun.com/knowledge_detail/48699.html
https://help.aliyun.com/knowledge_detail/48699.html

0SS: Number of bytes written=258660
0SS: Number of read operations=0
0SS: Number of large read operations=0
0SS: Number of write operations=0

Job Counters
Launched map tasks=7
Other local map tasks=7
Total time spent by all maps in occupied slots (ms)=60020
Total time spent by all reduces in occupied slots (ms)=0
Total time spent by all map tasks (ms)=30010
Total vcore-milliseconds taken by all map tasks=30010
Total megabyte-milliseconds taken by all map tasks=45015000

Map-Reduce Framework
Map input records=10
Map output records=0
Input split bytes=952
Spilled Records=0
Failed Shuffles=0
Merged Map outputs=0
GC time elapsed (ms)=542
CPU time spent (ms)=14290
Physical memory (bytes) snapshot=1562365952
Virtual memory (bytes) snapshot=17317421056
Total committed heap usage (bytes)=1167589376

File Input Format Counters
Bytes Read=3502

File Output Format Counters

Bytes Written=0

org.apache.hadoop.tools.mapred.CopyMapper$Counter
BYTESCOPIED=258660
BYTESEXPECTED=258660
COPY=10

copy from /path/on/hdfs to oss://accessKeyId:accessKeySecret@bucket-

name.oss-cn-hangzhou.aliyuncs.com/path/on/oss does succeed !!!

5. &n[PAHosscmd 3 LRAFOSS LB,

osscmd 1s oss://bucket-name/path/on/oss

0Ss#iEiE % EIHadoop

MR CKIEP A L5 Y HadoopERE, R RUSEHAN T an 288 MOSS LIER EIHTHY
Hadoopf#f,

./hdfs2oss4emr.sh oss://accessKeyId:accessKeySecret@bucket-name.oss-cn
-hangzhou.aliyuncs.com/path/on/oss /path/on/new-hdfs

BEZERR
PR 7R PISERE, 7EECS L% Hadoop ] PAfiHemr-tools, % HEERFREMIEHEE
-MapReduceflii% L.

USRI AERFCE(EECS |, (HRREERMME, JEIAMVPCHIINRSS MR Er i BLH0E, B AR
EEREBSIVPCH, n DRSBTS

1. fiiflemr-toolsiTFHEHEEI0SS |,
2. fEVPCH T — AN ERE (HEtEEH E-MapReducellR%5) -


https://www.aliyun.com/product/emapreduce?
https://www.aliyun.com/product/emapreduce?

3. KB HEMOSS LIRS EHTHDFS&AE .

WA E-MapReducellit55, i&n] PAE#E{EHadoopERfhidiidSpark, MapReducefiiHive
FHMVIMOSS, XFEAA] LLE> —RBUEE R (MOSSEIHDFS) , i&n] DR AIREICAE (iR
A, ARFHORARTENGER, WSWEMRH0SS: HHES5#ED B,


https://help.aliyun.com/document_detail/28118.html
https://help.aliyun.com/document_detail/28128.html
https://help.aliyun.com/document_detail/28129.html
https://help.aliyun.com/document_detail/28129.html

3 Webiii EZZHEZE 0SS

3.1 Webiim L& 748
AZRS AN Web Risin AR S E£5] 0SS,

BRER
4 0SS KPR MBI 2RSS, Web it WK_EAL T 202 P e Y as sk APP S b A& fF2]
WFIRSS %, BRIIRSS S RHESCPF B3] 0SS, AR R EFR,

Ry
/i
%
e
—7 w0

i Qgg

MBHEELLE] OSS Htk, PAETIEA =48

- kA%tE: R BdETE e BIERIN MRS A, Z)ai RIERI0SS, Mgt m L EfE20SS % —
f&. QA P BRI N HIIRSS Serhde, M EZ310SS, MR AT, mHOSSRM
BGP#ii %, RECRULFHISIZE R Z MIIEHmIE .,

- PRIEZE: MRS 2T, MRS SR SO,

- PR BRI ZEMARS A BT OSS hiFRERRIN, WRBIREIERIOSS, Al
PERINRSS a8, R2HKGREE BILE MRS &5,

BRARFE
Hilii@id Web fistiR L& fE8] 0SS, A =MEiARTi%E:
- FIFOSS Browser.js SDK ¥ 1451 0SS

%7 %ilid 0SS Browser.js SDKE{& S 0SS, 41 SDK Demo i§£¥%#unique_52,
TEMZ A AR DL T R PUBIS W7 8% i 75 X SRS, %75 BEA RIS LA 3R A



i, Huida 1E10 R PA ERAYEdy, FHRAR Edge. Chrome. Firefox. Safari Xl
Was, PARCKERSH) Android. i0S. WindowsPhone 0L BN, HE{ERIES WL

3¢ Browser.js SDK,

BEHA:
Browser.js SDK B XK1 OSS API #1, W& XHEM. Be XHaE. ik
IE%O
- RN EET R, ootk B1E3 0SS

FIH 0SS 12441 PostObject #2111, fHiHFM L7728 ScF LAEE] 0SS, %77 #kE KM
MYids, (HIEMZIRALF R, QURAA S BRI, HaEdHIA L%, B#E5EES N
PostObject H1&75%.

Bil:
KT PostObject ¥4 412 W PostObject ,
- MR AL SEE] 0SS
WINEE, WS, SN SUMEESE, FIH 0SS 2441 PostObject % FIRSHIR
kA%, BT NS WM RS,

3.2 WebiPostObject B & L%

3.2.1 WebixPostObject B % LB &7t
ABEA G e WebNTid 3 1575 R B EEEURSI0SS.

BAOSSH AR MBI EALMRSS . Webdid W LA 7582 P X 2R sRA PPy _E &SSO
M55 as, MRS e EHESCPE EAE2I0SS, X Ry ANai@id B RSS e s, (LRsseR il At T2
HEHEO0SSHIT

B B % 2 0SS T SR FIFI OSSH I PostObject% I, f M L& 77 K2k EA%31

0SS, #&n] Dhgid PL R 2B v fganiidid 2 L5, EIEEBUR510SS:

- I Pl JavaScript Ui 524, AR R A EEBIEFI0SS, HEIES
WJavaScript% P4 Ei%.

- TEMRSS e A, AR R AL EIRRI0SS, TEWIES WIS U4 5 EHL.

- AEMRSSEE A, I HIRSSBEE 1 LR IR, S50 R A E G EIESI0SS, OSSkIHsE
WG, FRERIR S SR RES SR A2 oo PRI S IR S5 m %5 40 B IR B R BAE M,



3.2.2 JavaScriptZE P inER Ei%
ASCEEA G TPOST Policy Myt iBNIZER P il JavaScriptRise R 4, ARt
FH H LIRSS,

SR 1. THNARSRAE
L
ARBIR A Plupload IR AR F B (FIPostObject) 0SS, WBLaTT FPCHYERT. FHLX
aas. ESE. Bl DARBRNESEZ A F g, JFE LEREE H A E B a2 bl
MHFAIERAR SN 4, e n] POl AR IR,

TR]2: EREREXHG
T PEREMIEG, B%upload.js>(ft:

accessid= '<yourAccessKeyId>';
accesskey= <yourAccessKeySecrety>';

ﬁéw;ﬁultipart_params = {
;6ééAccessKeyId': accessid,
s
[ TARESTSFj i ====
accessid = 'STS.ACCESSKEYID';

accesskey = 'STS.ACCESSSECRET';
token = 'STS.token';

new_multipart_params = {
'0SSAccessKeyId': accessid,

'x-oss-security-token':token

e

host = 'http://post-test.oss-cn-hangzhou.aliyuncs.com';

- accessid: #fJAccessKeyld,

- accesskey: #ZfJAcessKeySecret,

- token: ZEMSTS token, fEFHSTS/ A NIUER;, T ZHETSTS APIIKEISTS
AccessKeyld, STS AcessKeySecret. SecurityToken, P¥IiEZM#unique_62,

- host: ZOSSHilH4, 3 MBucketName. Endpoint, Hlllpost-test.oss-cn-
hangzhou.aliyuncs.com, XFOSSYiMHAMIAEiES Weunique_63,


https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/sample/oss-h5-upload-js-direct.zip

$IE 3. IRECORS

HPURET R EIEBIOSSIN, SMMBEERMOSSKIZHHOriginfifRIHE, OSSHH A
Origin3kiNiHRIBE ZEITEEM (CORS) %k, KILHE NBucketist BEsim LLSZ
F¥Post/iik, IEPEIHS WA, LB MEFR,

IR

* 751F Methods GET IZI POST PUT DELETE HEAD

#¥F Headers

£2 Headers

gZizatia) (¥) 600

TfaE :G=

E] BiH:

KhRERIN, T ERBIEE S, SRR UEHS B DRZENEA.
S8 4: {KifJavaScriptEPIRE R EE
1. MRS s zip R EFIWebi H R,
2. fEWebXI Y254 A <Web ¥ FI IR S5 2k > /oss—h5-upload-js-direct/

index.html, #ll@llhttp://abc.com:8080/0ss-h5-upload-js-direct/

index.html,



3. ERE AR XFIRAT LA,
4. k&G, EEERGEE LEEDR,
AN E) )

KIHOSSXHFPOSTHMY, FrPAHREALEPlupload ZIXPOSTIiH RINH _LOSSEEABIN], L adan
T:

var uploader = new plupload.Uploader ({
runtimes : 'html5,flash,silverlight,html4',
browse_button : 'selectfiles',
//runtimes : 'flash',
container: document.getElementById('container'),
flash_swf_url : 'lib/plupload-2.1.2/js/Moxie.swf',
silverlight_xap_url : 'lib/plupload-2.1.2/js/Moxie.xap',

url : host,

multipart_params: {
'"Filename': '${filenamel}',
'key' : '${filenamel}',

'policy': policyBaseb4,
'0SSAccessKeyId': accessid,
'success_action_status' : '200', //iLiRZ5uHIREI200, ABEEMERIAR

'signature': signature,
'x-oss-security-token':token

204

}s

iR, Filename’: ¢${filename}’ Fn LIGIRIRFIEORIIIFS, WEREAR E5IRy
& Haklabe B, HXHFAAZE, HBSAST:

multipart_params: {
'"Filename': 'abc/' + '${filename}',
'key' : '${filenamel}’,
"'policy': policyBaseb64,
'0SSAccessKeyId': accessid,

'success_action_status' : '200', //ibIRZUEmIRMI200, ABEENIERINIR

[[]204
'signature': signature,
¥,
- BEEIREEYL R

GNSRARAE EAGIENE B B RRENL SR 45, RS P oS — 2, nl LR RS Oh

function check_object_radio() {
g_object_name_type = 'random_name';

- BEERH P
QNSRARAE EARIHIENE BB RN PSR4, Rl AR RSN «

function check_object_radio() {
g_object_name_type = 'local_name';



}
- RH LEHZ

R DARESL P AR H R, PR RHE L1E HURkabe/, ERHSBHLIER
& () &k

function get_dirname()

{
g_dirname = "abc/";
}
- Le%4

AT E RN policyTexti 17354, i SIfl 74 R :

var policyText = {
"expiration": "2020-01-01T12:00:00.000Z", // FHPolicyiyJnt
W, QR O T, Ek%?ﬁ%ﬁﬁlﬂspoh SR L(S

"cond1t1ons"°

["content- length range", 0, 1048576000] // VB&E A& IR /NR
iill ﬁ]ﬂ%ﬁﬁlﬁﬂ?ﬂ, SOfF AL SI0SS 2 iy

fE% Fin@idJavaScripti Ui 52/l 4, KRS ZACE, BIn[ScoE e, R, (HR%F hnid
idJavaScripti!AccesssKeylDfilAccessKeySecret5 fE4CHS B A k2 MUK,  HEBCRAIRSS
U Ja B

3.23 kSmEREER
AT G AE IS S5 3 44 I ¥ E G R RIOSS.

BeHA:
ARBIIETETIN B A% S5 Wi s 8%,

de=
A

KHJavaScript® Fim B34 (ZWJavaScript® Fimiss H
%) M, AccessKeyIDflIAcessKeySecretZx# @ ERivmvim, Kt HElZaiaE, K
I, OSSR v MRS5 %44 I HALHI T %o



EEE/\QD

R
F
| . R
1. FH Pl 7 P IR 55 22 )
i# 3k 1A% Policy .: =

‘ 2. N FH %% 2%

i [A] I £ Policy ) OSS

Z
FH p l«G 3. ELA% b Ak
¥4l ®loss

Al 555 4 Je ELAE BRGNS -

1. FPRIE EfEPolicyis REI WIS 2%
2. MIIRSS 4238 I _Ef&Policy MR,
3. WP HE BEEHRFI0SS,

AoRpivh, WeblnrR5uminR¥E4H, RGEE EE, AW~ E0, mH%en%, H
AR IR S5 S TR S 1 R P AR 7 20, B AR VA AL, RS 1R L fE
TH23fF, ATECR RIS s BB R EAL M,

A ARED AR

5 55 i 25 44 Jem ELAG DR RS IR AR 55 Sm %5 40 ELAG IR VOB EAGMITASREL, IS H IR EH HIL T
B AR IR B4

=B
HSE RS EAE I B E LAE I )& S A R B -
- Java
- Python
- PHP
- Go
- Ruby



AR st Ele, JFse LEmE, SIRS5nSA B TF B E LR mERE b i X 51
T, 16 FERE IR HFupload. jsSefF, #RENM MU HBL:

{
'key' : g_object_name,
"'policy': policyBaseb64,
'OSSAccessKeyId': accessid,
'success_action_status' : '200', //ibHRFHWIRMI200, 458, BRIAZIR[PI204
'callback' : callbackbody,
'signature': signature,

}

%' callback' : callbackiFRd, XFEERCH T EAZMIEARIFR, HERHURSS WSS G EIE
e,

E] BEHA:

WRZIFREIAE, EffiEcallbackbodyit 8 IERHi,

324 RFHERZRBEEHIRE LZEIE
ASCEBSGHUTIE T POST Policy b HRMNAENSS WAL 4 M 2 (RIS SR 4, I HLIT L
G, AARIENF R RIS,

EISY=]
B=

KRGS MG EAE T RAANME : RBBEOLS, WP EBIRG, NAIRSS &5 ZEm
A% YRS AR LA s R BAG VY, IETERANER A RNE, kOSSR A&
PAJI%. OSSHIASERIG, MRS RS SNBSS % v, DAEIRSS SwsIcimt v g - k1 1 1t
4

ENT4A

=
éH

«— 4. [l {Ecallbackifizk, F LA &
_ I HISC A 18 B sk i B Al 95 35
— Fﬁrhﬂm .
1. P 16 R b 45 e = IR 5. smRs 1
i#K bfpolicy KCallback e 3 IRFINIRL ,.
I’f ,f"f %% * /
f 2. ]2 IR 4 2%
IEIJ:T%Pollcv&Callback F O S S

yd

AY

Y

3mFth% j
505hfm%*%

— B IR 25 P



WFEAIT:

1. HP R RS a6 R L& Policy Ml

2. MNRSSERI8 1 _Lf&Policy Ml B,

3. P EIEMOSS &% X FAETK,

4. OSSHYEH P EImIAVEE, Ai& MR RS B RS 8.
5. NFARSS 2B IR 45 0SS,

6. OSSR AIIR S5 43R MK PN 7R MZE T

SR B —AIFRIOSS, T AR LR IR ARS8, XNt E s E] 4l
VARARL, FEHORERINAIRSS 85, WP BIe5e X in, ASERMSNRMIER, i eidmp ik
Ftn, PHUSEREGRGM,
1R ER
5544 B IR B B AR AR AL v DA RIE S RER B :
- PHP
- Java
- Python
- Go
- Ruby

SRR
DU R PR OB AT B
1. P p AR SS 4536 K _EAZPolicyMImli,
L% P S upload. sSCfFH, IMMUIEH BRIZE Riserverur LIHMERT AR B4
MRF5EMURL, BREIFZIG, FFuiamiZserverUr URIEGETIERAFRMTTERIE R,

// serverUrUg HIFEHL '3&4aMPolicy' H{EERMAIRSAIIURL, i FRifIP
FIPor tHCE N H CRYHSE(E .
serverUrl = 'http://88.88.88.88:8888'

2. MRS #RI& 0] _Lf& Policy Al lal % BN,

I PG 55 s R 2840 ELAG IR 55 2 A0 BRZ P i B R IGETHRIAR,  RSnT DABEEDN ARG Lk
JRSS ERRERS 2R 2 P i M IERAOT S 25/ 5 A OBC BRI B 2%,
RS EEIRSTIB MG S body AR, XA body P Z R M % i B
PHEE S,

{
"accessid" :"6MKO*xxxxx4AUk44" ,



"host":"http://post-test.oss-cn-hangzhou.aliyuncs.com",
"policy":"eyJleHBpcmFOaWIOUIjoiMjAXNSOXMSOWNVQYMDO1IMjoy ***x* %
Jjdb25kaXRpb25zIjpbWyJjdb250ZW50LWx Lbmd®aClyYW5nZSIsMCwxMDQ4
NTc2MDAWXSxbINNOYXJOcy1l3aXRoIiwiJGtleSIsInVzZXItZGlyXC8iXV19",
"signature":"VsxOcOudx**x*x*z93CLaXPz+4s=",
"expire'":1446727949,
"callback":"eyJjYWxsYmFjalVybCI6ImhOdHAGLY9vc3MtZGVtby5hbGl5dW
5jcy5jdb206MjMONTATLCIjYWxsYmFja0hvc3Qi0iJvec3MtZGVtby5hbGl5d
W5jcy5jdb20iLCIjYWxsYmFja0JvZHkiOiImaWxlbmFtZTOke29iamVjdHOm
c216ZTOke3NpemV9ImlpbWVUeXBLPSR7bW1tZVR5cGV9ImhlaWdodDOke2lt
YWd1SW5mby50ZW1lnaHR9IndpZHRoPSR7aW1lhZ2VIdbmZvLndpZHRofSIsImN
hbGxiYWNrQm9keVR5cGU1017JhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVybGV
uY29kzZwQi fQ==",

"dir":"user-dirs/"

}
iR fi callbackNZE R 2 base644iit, Zidbase64is)GHINZU R :

{"callbackUr1l":"http://oss-demo.aliyuncs.com:23450",
"callbackHost":"oss-demo.aliyuncs.com",
"callbackBody":"filename=${object}&size=${size}&mimeType=${mimeType
}&height=${imageInfo.height}&width=${imageInfo.width}",
"callbackBodyType":"application/x-www-form-urlencoded"}

Bim:
W7 IR EE R, A EOCRB, n] DB 5 vt % B 17 B E

PIZE BTN TS :

- CallbackUrl: OSSTEIXAMIRSS 28 ZIERURLIE K,
- callbackHost: OSSEIXIXA RN, KK Hostk,
- callbackBody: OSSN, KIXZMMMSS NG, WA IFRARR. Kb, %
R RRE R, WRURERRIEE, S,
- callbackBodyType: i#k%kiXfContent-Type,
3. P EEMOSSE %L L% R,

1 S upload. j s XX, callbackbody e 352 b F IR S5 253 0144 %% 1 5 i
BbodyHHicallback¥IPN% .

new_multipart_params = {
'key' : key + '${filename}’',
'policy': policyBase64,
'0SSAccessKeyId': accessid,
'success_action_status' : '200', //iLIRZ5uHIREI200, ABEEMIERIAIRIDI

'callback': callbackbody,
'signature': signature,

204



}s
4. OSSHYEHI P EIIAVEE, A& MR RGBS 3%

&P EAESCPERIOSSE G, OSSN ity LA mIREEE, KIEPOSTIRIPRITRE: N IR
Fano HEBNHERBAT:

Hypertext Transfer Protocol
POST / HTTP/1.1\r\n
Host: 47.97.168.53\r\n
Connection: close\r\n
Content-Length: 76\r\n
Authorization: fsNxFFOwxx*xx*xMNAoOFb//a8x6v21I1xx*xxxh3nFUDALgk
u9bhC+cWQsnxuCoxx**xxtBUmNDI6k1PofggA4g==\r\n
Content-MD5: eiEMyp71bL8KStPBzMdro9w==\r\n
Content-Type: application/x-www-form-urlencoded\r\n
Date: Sat, 15 Sep 2018 10:24:12 GMT\r\n
User—-Agent: aliyun-oss-callback\r\n
x—-oss—additional-headers: \r\n
x-oss-bucket: signedcallback\r\n
X—0Ss—owner: 15447xx*xxx*x20439\r\n
x—oss—-pub-key-url: aHROcHM6LYy9Nb3NzcHVibGLljLmx*x*xxbi5jb20vY2
FsbGIhY2tfcHViX2t1leV92MS5wZWO=\r\n
x-oss-request-id: 5BICDDCCO**xxx*x88AE2BEA1\r\n
x—0ss-requester: 15447x*xx*x*x20439\r\n
x-0ss-signature-version: 1.0\r\n
x-oss-tag: CALLBACK\r\n
eagleeye-rpcid: 0.1\r\n
\r\n
[Full request URI: http://47.xx.xx.53/]
[HTTP request 1/1]
[Response in frame: 39]
File Data: 76 bytes
HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: "filename" = ".snappython.png"
Form item: "size" = "6014"

Form item: "mimeType" = "dimage/png"

Form item: "height" = "221"

5. NFHARSS 2B MR 45 0SS,

LR R S5 AREOSS ZIXTH B M authori zation KIEf THAE, WIREIEEIE, WIFOSSIEM

N Rjsontg X RIHE B
String value: OK
Key: Status
6. OSSHf R IR S5 231 Bl IR MR
& P iR R AR AR

HPIREY Rtk : aliyun-oss-appserver-js-master.zip

BeHH:


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1537971352825/aliyun-oss-appserver-js-master.zip

% FiiJavaScriptf a2 Plupload4iff. Pluploadsg— ki *a %) H HIhResA ik |k
TR, XF2f AR, wWifhtmls, flash, silverlight, html4, B2 RERINY FiEF
W, ERRIEAN LN, ISR RAhtml5 R, FENEIES WPlupload &M,

FHEBIATETLAS RBE I REAA RS S BR :
- BEEMRREHLE A
A LAERER N EE R IBEILSI 4, BRSNS P AR —8,  al DA BusO :

function check_object_radio() {
g_object_name_type = 'random_name';

- BRSPS
GNSRARAE AR RSB PSR4, al DA BRSO |

function check_object_radio() {
g_object_name_type = 'local_name';

A AR ERS

AR HSBARSSTEE, A% G LRREE R H R, LBl ERE, PEgag e
PHP A, ¥ LfeHxByKabe/, EEHFBHMPIERML (/) 4.
$dir ='abc/';

- B LRI ESAE

&l AR Plupload @ tEfiltersie E EALRISIESRAF, WENGE LIZR A, _EAESHFR
N, AREAEE LIESE,

var uploader = new plupload.Uploader ({

filters: {
mime_types : [ //H 5l L& Ffzipefk
{ title : "Image files", extensions : "jpg,gif,png,bmp" },
{ title : "Zip files", extensions : "zip" }
1,
max_file_size : '400kb', //BEAKHiE FE400KBIZ
prevent_duplicates : true //AfR¥FiEEGEE

¥,

- mime_types: BRI ELAERSIFES,
- max_file_size: BRIl HAERISIEERD,
- prevent_duplicates: FRIAREES L%,


https://www.plupload.com/

- R LR RSE A

QR ERE S B RIE RSk, W B PluploadidfiFileUploaded 3#4:-3KH, 4 R
NG

FileUploaded: function(up, file, info) {
if (info.status == 200)
{
document.getElementById(file.id).getElement
sByTagName('b') [0].innerHTML = 'upload to oss success, object name:'
+ get_uploaded_object_name(file.name);

else

{
document.getElementById(file.id).getElement
sByTagName('b') [0].innerHTML = info.response;
}

}

AR SRS, 1930 AL SI0SSHISctE44, Hipfile.nameidst v AR AL AR,
get_uploaded_object_name(file.name)

R %2

JavaScriptn] AR S5 3KkE policyBase64, accessid. signatureiX =AM, A%
B

function get_signature()

// FlrexpireffEiE @@ 7 i, W@ ¢ nim, EHRIREY, %
P )R 380,

now = timestamp = Date.parse(new Date()) / 1000;

if (expire < now + 3)

body = send_request()
var obj = eval ("(" + body + ")");
host = obj['host']
policyBase64 = obj['policy']
accessid = obj['accessid']
signature = obj['signature']
expire = parselnt(obj['expire'])
callbackbody = obj['callback']
key = obj['dir']
return true;

}

return false;

}s
M55 338 BT B AT T
BEHH:
AU, FAZRMFRER, Hedifaccessid, policy. signature=/MH,

{"accessid":"6MKOx*x*xxx4AUk44",
"host":"http://post-test.oss-cn-hangzhou.aliyuncs.com",



"policy":"eyJleHBpcmFOaWOuIjoiMjAXNSOXMSOWNVQyMDoyMzoyMloiLC
Jjxb25kaXRpb25zIjpbWyJljcb250ZW50LWx bmdOaClyYW5nZSIsMCwxMDQ4
NTc2MDAWXSxbINNOYXJOcyl3aXRoIiwiJlGtleSIsInVzZXItZGlyXC8iXV19",
"signature":"I2u57FWjTKgX/AE6doIdyff151E="",
"expire'":1446726203,"d1ir":"user-dir/"}

- accessid: AIFiERaccessid,

- host: HPEEWA AKX LEER,

- policy: HIF#H EZRRIE (Policy) , R&idbase6dBithidIw1THh. HEEIHS
WPost Policy,

- signature: X7 &policyZA4 G H,

- expire: Lf&RIgPolicyRUM], fElRsFumTae. JBON M Zhiln] ARtk Policy 1%
S, TERER AR SS R 4

BeHA:
H YRV S, BRI . Wik BN, & BE Aok, R iR% 4. B
{60}, e niit RS540 R, BEANMRE I, TR, MENRR k%4, W
REBAE TR, 2R354,

fEtrPolicyFINAGN T :

{"expiration":"2015-11-05T20:23:232",
"conditions":[["content-length-range",0,1048576000],
["starts-with","Skey","user-dir/"]]
L Policy 9 v starts-with, FIRiEE R L& F4 80 Pluser-dir -3k, HPA]
BITHRE. Wstarts-withfJRFED2: EIRZHR T, — RN —4Bucket, J 7 Bijik5
g, SAOHP LERIOSSHI ARl AARHE RIS, HIXFAAIE— AR, P RIREEX
A Policyln, ERBOVINARREMS EAGRISE, M LAEZHANRIES R, WRTTZN, EN IR
55 aiimal A P AL SCPERRTSE,  WSRA P 3R Y Policy A 707k LALEIHINRIE 3%, M
TRUE ¥ Bk 2.

- BB MRS SR HbhE

& PimdiiSupload. sk, W MBS A B BserverUr UNMERT AR B IRSS
MIURL, %EF25E, BHmaiiZserverUr URIEGETIE R BIKEUT ZH15 B

// serverUrUg HPIRIZEAMPoLicy S {E BN HARSS #RURL, 534 FRIFIPAI
Portht B N H LRI EIAE B,
serverUrl = 'http://88.88.88.88:8888'

3.2.5 IkSumwmE R ESHIRE LZ[0OE



3.2.5.1Go
ACBAGolang i E M, YHRLEMRSS MBI Golang 52 4, I HLIRE LN, REiEd

R HELEIRRIOSS,
A&

- BRS8N LR34 AT i 2 P 5 )
- FLHIRSS A CE L Golang 1.6 HiRA (BThi%go version#THIE)
- PCImpi¥Eds ¢ FfJavaScript,

SR 1. RBEMNARSES
1. PEMHMRSEIEN (GohA) FINMHMRSHIIEHZ T, FEMhL: aliyun-oss-appserver-

go-master.zip

2. PAUbuntu 16.0404%1, RIEmHEF]/home/aliyun/aliyun-oss-appserver-goH
T

3. MEANEH, FIIFIRRS X fFappserver.go, B RES B :

/] WEBUSHACcessKeyTd,

var accessKeyId string = "<yourAccessKeyId>"

// EHEEACccessKeySecret,
var accessKeySecret string = "<yourAccessKeySecret>"

/] hostik¥a’k bucketname.endpoint, JEEHMIEIIEILEE,

var host string = "http://bucket-name.oss-cn-hangzhou.aliyuncs.com'"

/E/ callbackUrl J Hf&MAIRSaSIURL, ¥ PHEIMIPAIPor tht B MR H M E (S
var callbackUrl string = "http://88.88.88.88:8888";

/1 ARSI RIS

var upload_dir string = "user-dir-prefix/"

/1 EfEHEIEPo LI Cyﬂ’ﬁéiﬂlﬂ]‘lﬁ] $u}3f¢o

var expire_time int64 =

- accessKeyld: &EZRAccessKeyld,

- accessKeySecret: &EZHAessKeySecret,

- host: X Hbucketname.endpoint, Hllllbucket-name.oss-cn-hangzhou.
aliyuncs.com, XTEndpointfsr4i, #ZWEndpointiillif4.

- callbackUrl: ¥¥ LfEEVHURL, HEIEIRSS axsthk, JHTAEBER IR SS 85 0SS Z B i) id
fH. OSSEAEXXME KAESERG, SXfF LG RIE SR URLAER S P RSS2, ABI B
H:
var callbackUrl string="http://11.22.33.44:1234";

- upload_dir: $5& L& XIFRRGER, PA%S HAM PR AR ohsE, thn] DUHS 2H,


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1538029675267/aliyun-oss-appserver-go-master.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1538029675267/aliyun-oss-appserver-go-master.zip

$R2: BEEFIH
1. PEEPRIFESZIPCMI AL EH 7%, T#EML: aliyun-oss-appserver-js-master.zip
2. PAD:\aliyun\aliyun-oss-appserver-jsH3 M, HEAZH, f1HFupload.jsX
F, 3 FmirARS i :

/] serverUr L2 PRI 'S fiPolicy ' (G ERINHIRSS RIURL, 5% PEKIP
AIPor tRLE & H A EE G R,
serverUrl ='http://88.88.88.88:8888"

3. ¥R severur USSR IIRSS Sk, aARBIFIESON

// serverUr U2 FRE ' fIPolicy' ZH{EREMIMHIRSSSHAIURL, 51 RiyIP
FIPor tiCE N H CRYESE(E R
serverUrl ='http://11.22.33.44:1234"'

S 3. {BLACORS

B TR A AL FIOSSHY, SNYERRIMOSSEIEHHOriginifRibE. OSSXHHH
Origin3kiiE R B ZIHITEEERM (CORS) ML, Kt E Bucketisd BN PISZ
FPostJjik,

FLRRIED B S WL B s i )


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1537971352825/aliyun-oss-appserver-js-master.zip

X R A7 it IfEgZEk /| 3 Webiiii £ 0SS

Sl X

* KR T

FRALARESEY , i1 BI7ES8E—EEF 7]

+ 753 Methods GET POST PUT DELETE HEAD

51F Headers *

sePF Headers IJLIREEA , BiT—1 , BT 2S5 —1EET [
£ Headers
25 Headers OLUSEEA , 87—, TP HILERR ]
SEiFaiia (¥0) 600

@ BEW:

KR E R * 2 7T, ARWCRe ek, @S o O RENEA.
SR 4. K% EEERE
1. JaghRim RSS2,
£ /home/aliyun/aliyun-oss-appserver-goH3# K, H#U7Gomi4:

go run appserver.go 11.22.33.44 1234
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2. JEah%&
a. fEPCINMZE  mdidy Hae, 4T index. html XfF,

0SS webHE f&——7E IR % ImphpE4, OSSETESCH BAERTY, [EEARENEFHurl

T pluploadifdE

F5html 5, flash, silverlight, htmld MY B

A LAEATTEPCE 88, FANLMbiEE, e

FHTERRS N (ohe) TERE, T2 W5, HFER!

Ror HEHER

] LAYE|_E 3SR A, ftﬁéf%‘ﬁ(#ﬁ"]%’éi, $1§Uiiﬁ§_ﬁ 5ﬁEJ:i$‘jpg, png, gifEE M zip, rar 34, RATVIVELON

Rii@ﬁ’]xe itPRLOS 0 NEREERERE R R, T, E 4 ERIThEE!

HE—5 bucket M E T Cors (Post[ 8 ) |, AT HELE

9. FE— MBI TFENE LB Bluser-dirBRTE, 11/ B DR E LS Ephp/zet. php, $rZE!

TE _5 Bphp/get. php R B cal lbacklUr 2R REAT B 2 Furl

11. 1’355—'%5 DX IR [0 M success, x20SSEAZOEMA BRESE, RA RS 2R 0 200!
JeRnn R E 2 =]

B

o LETHEFREAMGET O LEXHEFERICE, BRRE
ARSI,

PRI

b. BMERCSE, BRI 2R, Bdigbn BE. ERYE, SonmiEikss g
BRI
BRI |

test.png (8 kb)upload to oss success, object name:user-dir-prefix/test.png ElEIESZROFIAEE:{"Status":"0k"}

B | HeEE

I P AR S5 et DR R AR
WEFIR S5 a5 DRSS T 4% ELAG IR 55 A0 AL Il IR 55 PR D RE.
- BAHHEEIRSS
B EIEIRSSIR R o ARG MRS5S GETIH G, KA BT

func handlerRequest(w http.ResponseWriter, r *http.Request) {

if (r.Method == "GET") {
response := get_policy_token()
w.Header () .Set("Access-Control-Allow-Methods", "POST
II)
w.Header () .Set("Access-Control-Allow-Origin", "x")
io.WriteString(w, response)
}
- LARRAARSS

AL MANRSSIRLOSS K 7845 M AR 55 4 UPOSTIH R, A BT :

if (r.Method == "POST") {
fmt.Println("\nHandle Post Request ... ")



// Get PublicKey bytes
bytePublicKey, err := getPublicKey(r)
if (err != nil) {

responseFailed(w)

return
}
// Get Authorization bytes : decode from Base64Stri
ng
byteAuthorization, err := getAuthorization(r)
if (err 1= nil) {
responseFailed(w)
return
}
// Get MD5 bytes from Newly Constructed Authrization
String.

byteMD5, err := getMD5FromNewAuthString(r)
if (err != nil) {

responseFailed(w)

return

}

// verifySignature and response to client
if (verifySignature(bytePublicKey, byteMD5,
byteAuthorization)) {
// do something you want accoding to
callback_body ...
responseSuccess(w) // response OK : 200

} else {
responseFailed(w) // response FAILED : 400

}
TENEZ WAPI R Callback- %44,

3.2.5.2 PHP
ASZAPHPIE M, PARLENRSS il PHPIRRS ez 44, JF HLIRER LGN, SRS e
{8 ES10SS,

GIE ks

- WebllR55% L #kE
- Web/IR55 % LI IR A% vl i3 23 W 5 il
- WebJli55 8HEWSRHTPHP (BT @php -VvIEFITESR) -
- PCuniM % s F§JavaScript,
$E 1. EcEWebiR5S23
AR Ubuntul6.04fliApache2.4. 18 fil, A RBIhFIFSECE DT :

- WebJIRF#AMATPHINE 11 .22.33. 44, 0] RAFERCE SUfF/etc/apache2/apache2.conf
hifgfliServerName 11.22.33.44K 7B,



- Weblh55 WG I 08080, ] DAERCE X/ etc/apache2/ports. confHiltfTiEM
HXM%Listen 8080,

- PR ApachefEUS T PHP X : sudo apt-get install libapache2-mod-phps (Hfih
VSIS PG O T A

5 n] DURYE A CRSERRR B PHENE WG 1, SEHiRCE G, TEdHApachellR55H, HE

MmN /etc/init.d/apache2 restart,
SR RENBRSS
© TR B IR S5 A DR
TR RS 2 URES (PHPRRA) : aliyun-oss-appserver-php-master.zip

TEN RS ARG, RHGEB BN RS SN H3, A SORBIhREEE
FUbuntul6.04)/var /www/html/aliyun-oss—appserver-phpH® T,

LEPCI YE B i ) M IR S5 8BS URL http://11.22.33.44:8080/aliyun-oss-
appserver-php/index.html, BsiYaHE 2SR 32 5O R3S WEE I
- JFEHApachefidkHT TPk Authorization 7 BtV HE

A R R 55 2SI ) [l 3 375 SR A il e A Authotization sk, X2 A e Web i FIIRSS 8 2
¥ Authorization3k Hi7f@Hi, HtllApache2, 2B AR TR,

- {1JFApache2E X fF/etc/apache2/apache2. conf, fREIMNTHE, MEATHIMEL:

<Directory /var/www/>
Options Indexes FollowSymLinks
AllowOverride All
Require all granted
</Directory>

- fE/var/www/html/aliyun-oss-appserver-phpH® T, #ii#t—4 .htaccess¥
fF, HEUMHNE:

<IfModule mod_rewrite.c>

RewriteEngine on

RewriteCond %{HTTP:Authorization} .

RewriteRule .x - [E=HTTP_AUTHORIZATION:%{HTTP:Authorization}]
</IfModule>

HittWebflR 552 sk HithApachehiiAs, THHESERrG ST THCEL,
- B N RS A

{E/var/www/html/aliyun-oss-appserver-php/php B3 FMIH X fget.php, B
B

$id= '<yourAccessKeyId>'; [/ IGHEEEAccessKeyId,


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/92590/APP_zh/1539603337889/aliyun-oss-appserver-php-master.zip
http://oss-demo.aliyuncs.com/oss-h5-upload-js-php-callback/index.html?spm=a2c4g.11186623.2.19.63f561e4APLM8H

Skey= '<yourAccessKeySecret>'; // BT AccessKeySecret,
/] $hostifgsly bucketname.endpointx, EFHANEHELER,

$host = 'http://bucket-name.oss-cn-hangzhou.aliyuncs.com';
// $callbackUr Ul LERIARSSEAIURL, 5 FEIFIPHIPor tAtE N H LY
HIURLIEE,

$callbackUrl = 'http://88.88.88.88:8888/aliyun-oss—appserver—-php
/php/callback.php';

$dir = 'user-dir-prefix/'; /1 EAESAF IR T

- $id : BEEMAccessKeyld,

- $key : REZMAccessKeySecret,

- $host: X MBucketName.Endpoint, Hlilllbucket-name.oss-cn-hangzhou.
aliyuncs.com, XFEndpointitJfir4, iHZWEndpointiihig4.

- $callbackUrl: & EAZRIHURL, BREEARSS 2k, T 2CBER IR SS 35 5 OSS Z Al
W5, OSSRt hgsemin, #XfF LR Rl it M URLL XGRS 8%, ABI
rPBSON

$callbackUrl="http://11.22.33.44:8080/aliyun-oss-appserver-php/php/
callback.php';

- $dir: BeE EEBIOSSIFIIRGER, LAREDH T HAlSIAF i oo, Rithnl DS =
fi.

$E3: RERFIH
1EM RS 8319 /var /www/html/aliyun-oss-appserver-php H FBES X fFupload.js:

X PHPRRAS I AR S5 a5 050%, —RRATRZEU L Fupload. JsHAER), BIMHIN S t2 ]
PAIEH LA/,

RS T R, TR RS R B
serverUrl ='./php/get.php'

R severUr WURIRSFSHRBHIBIE, T AC BRI S 25 R1 W R 55 85 Z R FR3a A5

Fean AR B a] PA Mgk :

serverUrl ='http://11.22.33.44:8080/aliyun-oss—appserver-php/php/get.php
H$I% 4. {BCACORS

M BE R IOSS K& I IE R R HOr i ginMiHE L, OSSHH A 0riginkiifRIFE &E ikt

7 R I R R

B Pumidt T R H B RI0SSE AR s kiE R, TWZ MBucketZ BN (CORS) , %§F
Post/jik,



XA ISRk /| 3 Webii EEEHES0SS

FLRRIED 3R S WL B s i )

ST

* KR 7

FREULIREED , 871, BiTEsEs 1EER

+ 78¥F Methods [ | GET ~|pPuT | |DELETE |

[v| POST

iF Headers *

s51F Headers OILIRE S, B8i7—1 . BITESEE—

£ Headers

E= Headers OILIEEZ1 , 11, ToirdILEE

GeratE (F0) 600
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E] Bil:

RIRBEE N * 20 7 RERTE, AWfR ettt @IS o IR 24,
g M ol L T

LEPCMITWebH Y ds i Ahttp://11.22.33.44:8080/aliyun-oss—appserver-php/

index.html,

0SS webH A ——TEMRS; fmphp2E 45, OSSR HA&ERT), EAAF & B/ E)

ETpluploadti
= Fhtml5, flash, silverlight, htmld ZHY _E1&
e ErCA . FANKE, M
FEERSR (php) Fohl, F20 5, HEEER!
B EhEE
MDA RS RZ ), AT LIRS M AR, ApIFEE T, HBEL{E jpe, pre, el FEREMzip, rar 34, HFAR)
FARAE, LRIy C NRAFEERFE R, S, E4Em TR !
{EJEI—JJ—‘T, sbucketBAEE [ Cors(PostiTH ) |, AR EHELE
9. TE—= MHIFEUE L ERluserdirBR TH, X -BREMREETErhp/zet. php, §dirFEE!
10. EE—= :flphp/zet. php R E A cal IbackUrl 3 BriAli{r B 2 Murl
11. EJE:%JJ—‘T, :%Eﬁ@ Hsuccess, E0SSE L MER A REE, HARSE&RD 200!
12. =

[ B R Y R B G

o EEHETREFMHET O EEHETERICOE, RERE
BB SRR

IRESEF, IEFHRERRIN SR, RdDHs BE, BIERG, SonbliREiRSS g b A

23

o

TERMEERDUF I -

test.png (8 kbjupload to oss success, object name:user-dir-prefix/test.png [EliERSZREIFIAE2:{"Status"

s | JHELEE

I PR AR S5 28t DR R AR
PR SS SIRRS L 1 244 ELAG IR S EAG TR 55 P A D RE.



- BAHIEIRSS

25 A2 BB RSS2 i A IR 4R N IR S5 2 IGE TN, IRIS - daliyun-oss-appserver
-php/php/get.php, RS BN :

$Sresponse = array();

Sresponse['accessid'] = $id;

Sresponse['host'] = $host;

Sresponse['policy'] = $base64_policy;
$Sresponse['signature'] = S$signature;
Sresponse['expire'] = $end;
Sresponse['callback'] = $base64_callback_body;
Sresponse['dir'] = s$dir;

- A& RANRSS

A5 ARSI OSS K IELG M IR S5 a3 IPOSTIHE, X ff/daliyun-oss-appserver-
php/php/callback.php,

RESH B :

/] 6. UL
$ok = openssl_verify(SauthStr, S$authorization, $pubKey, OPENSSL_AL
GO_MD5) ;
if ($ok == 1)
header ("Content-Type: application/json");
$data = array("Status"=>"0k");
echo json_encode(S$data);

}
TN IEZ2 WAPI R Callback- %44,

3.2.5.3 Java
AP JavaifiS hwl, VRIS mEd JavaiCise ke 4, I HLILE FERE, S
HEEES 0SS,

Gk ts

« RS A0 LR A4 m a3 23 A )
- WRMHIRSS A C S ZdeJava 1.6 A (PiTai¥java -versioniHfT&EER) .
- WERPCHR YL RS 2 FfJavaScript,

SR KENARSSE
N IR SS AR TRAS (JavaiR &) : aliyun-oss-appserver-java-master.zip


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1537973714934/aliyun-oss-appserver-java-master.zip

T URNS R EEI R AR S5 R mERL, ARG Aubuntu 16.04 061, JHEZ]/home/aliyun/
aliyun-oss-appserver-javaHx R, ¥AZHZ, HREPHTIFEN X ECallbackServer.
java, BN PR EL:

String accessId = "<yourAccessKeyId>"; // EHEEEJAccessKeyId,
String accessKey = "<yourAccessKeySecret>"; // iGN JAccessKeySecret

OS.tr'ing endpoint = "oss-cn-hangzhou.aliyuncs.com"; // i&HEEK endpoint

oStr‘ing bucket = "bucket-name"; // G ERE)
bucketname |
String host = "https://" + bucket + "." + endpoint; // hostiJ#4\ N

bucketname.endpoint

// callbackUr Uk L&malRS5axIURL, 5HF Rl IPRIPor tHlE R H I H S B,
String callbackUrl = "http://88.88.88.88:8888";

String dir = "user-dir-prefix/"; // FF &SNS E AT,

- accessld : ¥HEZERAccessKeyld,

- accessKey : BEEMAessKeySecret,

- host: %X bucketname.endpoint, flllllbucket-name.oss-cn-hangzhou.
aliyuncs.com, XFEndpointitJfir4, 12 WEndpointiiiEg4.

- callbackUrl: B EZNJAURL, HEIMIAARSS Sk, FHFACBEN IR S5 48 5 OSS Z Hij i
fHo OSSR EAE5eG, fESXfF LA41E Badid s URLAZ ARG MRS 8. ABIrp s
H:

String callbackUrl ="http://11.22.33.44:1234";
- dir: BHE LEFIOSSSFRIRTS, PAEX G T HAScAE hmik fase, fthn] DUHS 2HH,
SR 2: BEEF i
T P UTRRS: aliyun-oss-appserver-js-master.zip

TEE PR FIPCIR A HEE R, AFIHLAD: \aliyun\aliyun-oss-appserver-jsH¥N
i,
HENZHSE, $T)Fupload. jsxeff, #REI FmmSIEA:

// serverUrUg HP IR 'FFHMAIPolicy' B{E RN MRS AIURL, 15K i IPF
Portht B N H LR HEIAE B,
serverUrl = 'http://88.88.88.88:8888'

T severUr USURMHIIRSS SRt 2 5l DUB ERIE A EH L PolicyF#5 B, WIApHI
Fa YOl :

// serverUrUg HP IR 'ZFHAIPolicy' B{E RN MRS AIURL, 15K P IPFI
Portit B N A L HSE(E R,


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1537971352825/aliyun-oss-appserver-js-master.zip

serverUrl = 'http://11.22.33.44:1234"

SE3: {E2RCORS
MRGEZRIOSS K MR RIFHOriginBIHE Xk, OSSXHHFHOriginkiiRIHE X B
TR IR

B o T R B B BI0SS2 AL st R, B MBucket BB (CORS) , ZHf
Post/jik,

HARIRIE0 BRIE 2 W B RSB

Sl X

* 751F Methods GET IZI POST PUT DELETE HEAD

#¥F Headers

£2 Headers

EiFatia) (¥0) 600

i
@ Bi:

RIRVEE N * N T8, ARt IS A R R4,



TR 4. (58 EEENA
- BN IS A

{£/home/aliyun/aliyun-oss-appserver-javaH®& F, $fTmvn package P4t
i, REPITE2 RSN RSS2
java —-jar target/appservermaven-1.0.0.jar 1234

3
[:] BibA:

1 1234 BUKACE N RS SR Port,

W n] PIEPCHi{#EHEClipse/Intellij IDEASIDETHSHjarfy, Rkjarfmfsns]
BLHNRSS 8%, EHIT] ar B3R IR SS 8.

- A
TEPCINZ P imdieS Haeh, $17Findex. html XXf¥F,

0SS web B ——7E k%S dphp%E4s, OSSETEX M EAERT), [IAA PR ER EEHurl

ETpluploaditiE

F#¥htnl5, flash, silverlizht, htmld ZFEpil H{E
A LAETTEPC B2, AR BES, RS

K% EEF{%’% (php) FERR, E2WE, HEFFA!

LiEER
TU&"’%‘JJ:%E‘U#E’]KJJ\ ST AR A A TFRE T, P\ﬁEJ:“f%‘Jpg png, gi fEEEMzip, rar 3, RATVIMELON
BAROE, R0 NEEESEEIRA R, I FEBATEY
FE—5 bucketIRE [ CorsiPostiTd)) , ARIFEME L
0. EE—& MPITFHNE LT luserdir R T E. ﬁAE%EﬁlﬁﬁxEEphp/get-php, JAirEE!
10, FEE—m #fehp/get. php B E R cal IbacklUr I F BT REIR B 2
11. gagf %E 0 success, ;0SS 42 015 Fiz F AR 5525, FJ%EE%—E FiE [ 200!

Tl

0O =1 T A e G

o IERHEFRIFIFHHET O EEHEFERICOUEE, RERE
BRI R

i ES S

SRR, RIS, RGBS, BERING, SoRblRSS AR RN

o

BTSRRI -

test.png (8 kb)upload to oss success, object name:user-dir-prefix/test.png ElEIREZEREIAER:{"Status":"0k"}

I P AR S5 28t DR R AR
PR SS SIRRS L 1 B4 ELAG IR S EAG TR 55 P A DI RE.



- BAHIEIRSS
B EAEIRSS N o AR M IR S5 SR GETIH R, A B

protected void doGet(HttpServletRequest request, HttpServletResponse
response)
throws ServletException, IOException {

String accessId = "<yourAccessKeyId>"; // i§HE &I JAccessKeyId,

String accessKey = "<yourAccessKeySecret>"; // GG ENAccessKeyS
ecret,

String endpoint = "oss-cn-hangzhou.aliyuncs.com"; // i&HEEH
endpoint,

String bucket = "bucket-name"; // iGHEEH bucketname |

String host = "https://" + bucket + "." + endpoint; // hostfiJfX
3 bucketname.endpoint
Fé/ callbackUrljy EZRIFAIRSSEAIURL, R PR IPHIPor tiCE N H CRIESE
RJ/tho

String callbackUrl = "http://88.88.88.88:8888";

String dir = "user-dir-prefix/"; // FP &FINFEE RIS,

0SSClient client
try {
long expireTime = 30;
long expireEndTime = System.currentTimeMillis() + expireTime *
1000;
Date expiration = new Date(expireEndTime);
PolicyConditions policyConds = new PolicyConditions();
policyConds.addConditionItem(PolicyConditions.COND_CONTE
NT_LENGTH_RANGE, 0, 1048576000);
policyConds.addConditionItem(MatchMode.StartWith, PolicyCond
itions.COND_KEY, dir);

new 0SSClient(endpoint, accessId, accessKey);

String postPolicy = client.generatePostPolicy(expiration,
policyConds) ;

byte[] binaryData = postPolicy.getBytes("utf-8");

String encodedPolicy BinaryUtil.toBase64String(binaryData);

String postSignature client.calculatePostSignature(postPolicy);

Map<String, String> respMap = new LinkedHashMap<String, String
>0

respMap.put("accessid", accessId);

respMap.put("policy", encodedPolicy);

respMap.put("signature", postSignature);

respMap.put("dir", dir);

respMap.put("host", host);

respMap.put("expire", String.valueOf(expireEndTime / 1000));

// respMap.put("expire", formatISO08601Date(expiration));

JSONObject jasonCallback = new JSONObject();

jasonCallback.put("callbackUrl", callbackUrl);

jasonCallback.put("callbackBody",

"filename=${object}&size=${size}&mimeType=${mimeType}&height=${

imageInfo.height}&width=${imageInfo.width}");

jasonCallback.put("callbackBodyType", "application/x-www-form-
urlencoded");

String base64CallbackBody = BinaryUtil.toBase64String(jasonCallb
ack.toString().getBytes());

respMap.put("callback", base64CallbackBody) ;

JSONObject jal = JSONObject.fromObject(respMap);
// System.out.println(jal.toString());



response.setHeader ("Access-Control-Allow-Origin", "x");
response.setHeader ("Access-Control-Allow-Methods", "GET, POST");
response(request, response, jal.toString());

} catch (Exception e) {
// Assert.fail(e.getMessage());
System.out.println(e.getMessage());
}
+

- AR MANRSS
AL RANRSSRLOSS K ik 4 R AR S5 a5 IPOS TS, AR B 1 :

protected boolean VerifyOSSCallbackRequest(HttpServletRequest
request, String ossCallbackBody)
throws NumberFormatException, IOException {
boolean ret = false;
String autorizationInput = new String(request.getHeader ("
Authorization"));
String pubKeyInput = request.getHeader ("x-oss-pub-key-url");
byte[] authorization = BinaryUtil.fromBase64String(autorizati
onInput);
byte[] pubKey = BinaryUtil.fromBase64String(pubKeyInput);
String pubKeyAddr = new String(pubKey);
if (!pubKeyAddr.startsWith("https://gosspublic.alicdn.com/")
&& !pubKeyAddr.startsWith("https://gosspublic.alicdn.com/")) {
System.out.println("pub key addr must be oss addrss");
return false;

}

String retString = executeGet (pubKeyAddr) ;

retString = retString.replace("--—-- BEGIN PUBLIC KEY--—--- o Wy e
retString = retString.replace("----- END PUBLIC KEY----- "o

String queryString = request.getQueryString();

String uri = request.getRequestURI();

String decodeUri = java.net.URLDecoder.decode(uri, "UTF-8");
String authStr = decodeUri;

if (queryString != null && !queryString.equals("")) {
authStr += "?" + queryString;

}

authStr += "\n" + ossCallbackBody;

ret = doCheck(authStr, authorization, retString);

return ret;

}

protected void doPost(HttpServletRequest request, HttpServle
tResponse response)
throws ServletException, IOException {
String ossCallbackBody = GetPostBody(request.getInputStream(),
Integer.parselnt(request.getHeader ("content-length")));
boolean ret = VerifyOSSCallbackRequest(request, ossCallbackBody) ;
System.out.println("verify result : " + ret);
// System.out.println("0SS Callback Body:" + ossCallbackBody);
if (ret) {
response(request, response, "{\"Status\":\"OK\"}", HttpServle
tResponse.SC_O0K) ;
} else {
response(request, response, "{\"Status\":\"verdify not ok\"}",
HttpServletResponse.SC_BAD_REQUEST) ;
}



}
TS IEZ2 WAPI R Callback- %44,

3.2.5.4 Python
ASCBAPythoni#i s hifl, PHIRAENRZSSMBIL PythonRISSEREE 4, I HRLE LEME, S5t
R EBIRFIOSS,

AR
© IR SS a6 LRI R a2 P Rl
- RIS I C L Py thon 2.6BL A (BUTai<€python --versiond#fT&H) .
- WERPCHRIN YT 25 S FfJavaScript,
SR RBENBRSS
IR RS 23 URES (Python it A) : aliyun-oss-appserver-python-master.zip .

P U5RS H 2B N FHARSS S, ARBIHRAUbuntu 16.04 0861, HES]|/home/aliyun/
aliyun-oss-appserver-pythonH3% . #EAZHS, FTHEM X Fappserver.py, &3l
RS B

# JEHES Y AccessKeyId,

access_key_id = '<yourAccessKeyId>'

# HHEEJAccessKeySecret,

access_key_secret = '<yourAccessKeySecret>'

# hostiJigs\ bucketname.endpoint | EHNEREHEEE,
host = 'http://bucket-name.oss-cn-hangzhou.aliyuncs.com';

# callback_urlUly KZEFMRSSEAIURL, 35 PHEAIIPFIPor tid B N H LR ESZURLIE

E:Eéouback_url = "http://88.88.88.88:8888";

# R LSRN,

upload_dir = 'user-dir-prefix/'

- access_key_id : BEEMAccessKeyld,

- access_key_secret : EEEERAessKeySecret,

- host : # X Mbucketname.endpoint, flllibucket-name.oss-cn-hangzhou.
aliyuncs.com, XTEndpointisré, 2 WEndpointiii)iEs.

- callback_url : ¥¥ HZRIJAURL, BNEIEARSS asdehk, FT-AEBRR RS 8% 5 OSS Z Hif it id
fH. OSSEAEXM: LAE5E G, SXF L% (E RIE SR URL ARG M RS 8. ABIr s
h:
var callbackUrl string ="http://11.22.33.44:1234";

- upload_dir : &€ BAESXPFRIRGEE, AN T HAt SR PG R vp o, s tn] DA 2


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/97721/cn_zh/1545016122500/aliyun-oss-appserver-python-master.zip

$R2: BEEFin
T P UmIRRS: aliyun-oss-appserver-js-master.zip .

TEE PRSI PCIM A HBE L, ABIHPAD: \aliyun\aliyun-oss-appserver-jsHN
Bl

ANZHS, f1Hupload.jsXfF, 23| FRIFHSIES:

/] serverUrUg R IREL 'FAAIPolicy' B{E RN MRS AIURL, 5K Fiift IPFI
PortitE N H I EL(E B,
serverUrl = 'http://88.88.88.88:8888"'

2 severUr UM RS S HhE, 2 3mnl DUE €l BRI BfGPolicy F# R e, Wl
AplrpalEdoh :

/] serverUrUg M IREL 'FEAAIPolicy' B{E RN MRS aFAIURL, 15K i IPFI
PortitE N H I EL(E R,
serverUrl = '"http://11.22.33.44:1234"

$IE 3. {EXCORS

MR 0SS K IR BIFHOriginfHE L, OSSHAFAOrginSkiifiRIHE & H it
1T Rs R B hE

B Pt T 2 B B RI0SS =R iskiE R, T2 hBucketBE B (CORS) , %§F
Post/iik,

FLAIRED BRIE S W B B S


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1537971352825/aliyun-oss-appserver-js-master.zip

X G A7 Bk / 3 Webdii HEEHEE 0SS

eIl X

* KR T

FRALARESEY , i1 BI7ES8E—EEF 7]
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51F Headers *

se¥F Headers AILLRER S, 87—, BITES8E —TEBER 7]

£ Headers

£ Headers LIEEE , 87—, T HILSEERS ]

Rt (F) 600 '

% BEW:

RIRVEE N * N TEHE, ARt IS A R R4,
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SR 4. 458 EEEAE
- Jash LIRSS %%
{£/home/aliyun-oss-appserver-pythonH® F, $UTwi2EsIM RS % :

python appserver.py 11.22.33.44 1234
- Rl
1EPCIMAIZ Fumding Hakrp, F1FFindex. html Xt

0SS web B ——7E k%S dphp%E4s, OSSETEX M EAERT), [IAA PR ER EEHurl

0O =1 o O R GO

ETpluploaditiE

F#5htnl 5, flash, silverlight, htmld ZEHY 15

T POSTEPCHIbIES, FAMIELS, FE

FRIERSM (he) FoAl, T2TUFE, HEFER!

or HiE#HEER

LA ST RID, AT TR ER, RBIFRE T, HBEE4E ive, pne, si FEEMzip, rar 3, BIATELION
RARAR, iRI00 ey MR BRI L, KL A ERIThEe!

;E:Ez_ﬁ ‘bucket#MIEE T Cors(PostiT®R) |, FHAEEMELE

EE—w  MEIFRUAZ LS Bluser—dirBR VA, X BEFENRE R Erhp/zet. php, $drEE!

FE—= 3php/zet. php B E M cal 1backlUr 1T ERIARIT B 2 Murl

. Eﬁg,ﬁ:%iﬁ@msuccess, ;EOSSEL AN A RSEE, BARS SRR 200!
o = g

o EERHERTREANIART O LEXHEITRERIMEE, RERE
BEATRIEHHTIE.

IRESSUF, IERHRERRIN SR, RdDHs Bie. BIERhR, SonbliREiRSS g bk

P
ro

BTSRRI -

test.png (8 kb)upload to oss success, object name:user-dir-prefix/test.png [OifIRSZROIFIABE:{"Status":"0k"}

Iz FA AR 55 28 Az RS AR AR

PP AR S5 B IRAS L 1 2545 ELAG RSN _EAG TR S5 P A DI RE,

- BAHIEIRSS
B EIEIRSSMBLE AR M IR S5 SR GETIH R, B BT

def do_GET(self):

print "kkxkxkkkkkkxkxkkkkkxkx do_GET "

token = get_token()

self.send_response(200)

self.send_header ('Access-Control-Allow-Methods', 'POST')



self.send_header ('Access-Control-Allow-Origin', 'x')
self.send_header ('Content-Type', 'text/html; charset=UTF-8')
self.end_headers()

self.wfile.write(token)

- AR RAIRSS
AL RANRSSRLOSS K ik 4 M AR S5 asIPOSTIH R, fRE A B T :

def do_POST(self):

print "kkxxkxkkkkkkxkkkkkkx*kx do_POST "

# get public key

pub_key_url = "'

try:
pub_key_url_base64 = self.headers['x-oss-pub-key-url']
pub_key_url = pub_key_url_base64.decode('base64')
url_reader = urllib2.urlopen(pub_key_url)
pub_key = url_reader.read()

except:
print 'pub_key_url : ' + pub_key_url
print 'Get pub key failed!'
self.send_response(400)
self.end_headers()
return

# get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64"')

# get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))

# compose authorization string

auth_str = '!

pos = self.path.find('?")

if -1 == pos:
auth_str

else:
auth_str urllib2.unquote(self.path[0:pos]) + self.path

[pos:] + '"\n' + callback_body

self.path + '"\n' + callback_body

# verify authorization

auth_md5 = md5.new(auth_str).digest()

bio = BIO.MemoryBuffer (pub_key)

rsa_pub = RSA.load_pub_key_bio(bio)

try:
result

except e:
result = False

rsa_pub.verify(auth_md5, authorization, 'md5')

if not result:
print 'Authorization verify failed!'
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()
return

# do something accoding to callback_body

# response to 0SS
resp_body = '{"Status":"OK"}'



self.send_response(200)

self.send_header ('Content-Type', 'application/json')
self.send_header ('Content-Length', str(len(resp_body)))
self.end_headers()

self.wfile.write(resp_body)

TEIEIES WAPI RS Callback-H% 44,

3.2.5.5 Ruby
ASCBRuby W 9, HRLENRSS i Ruby (RES5emss 4, 3 ELYE LG, ARild#n

EfEEURFI0SS,

HiRS M
- RIS R LA T A P i
- RIS BT eRuby 2. 0BL ERA GRiTA%&ruby ~vITER)
- WRPCHNIYE S % FJavaScript,

SR 1. EBENARSSE
RERNL RS 2R (RubyiliAR) : aliyun-oss-appserver-ruby-master.zip

IS PEEIN IR SS AR, ASRBIHBAUbuntu 16.04 051, JES]/home/aliyun/
aliyun-oss-appserver-rubyH= N, #HAZHZ, FIHEN X Fappserver.rb, BSUH
RSB

# EHEE I AccessKeyId,
Saccess_key_1id = '<yourAccessKeyId>'

# GBI AccessKeySecret,
Saccess_key_secret = '<yourAccessKeySecret>'

# Shostiiga\l bucketname.endpoint | JEFHCNENEIUEE,

$host = 'http://bucket-name.oss-cn-hangzhou.aliyuncs.com';

#ﬁ$ca11backUFUa AR mIARRSS ERURL, R iR TPAIPor thd BN A S FLSAE
ggéllback_url = "http://88.88.88.88:8888";

# P J:!%IFFHTJ‘HEH’JBU%O

Supload_dir = 'user-dir-prefix/'

- $access_key_id : BEEMAccessKeyld,

- $access_key_secret : BEE M AessKeySecret,

- $host : X Mbucketname.endpoint, fllllbucket-name.oss-cn-hangzhou.
aliyuncs.com, XTEndpointiysré, iHZWEndpointiii)iEs.


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1537974391908/aliyun-oss-appserver-ruby-master.zip

+ $callback_url : ¥HE LAERIJHURL, BNEJEMRSS dxitbhk, FITAEBERH IR SS 385 OSS Z Riii
fE, OSSEAEfF EALsemn, XIF LR il st URLA IR MRS a5, ABIh{E
Bk
Scallback_url="http://11.22.33.44:1234";

- $upload_dir : &E EAZFNOSSSCAFRIRGLE, DABRXM T HAl S F I mide s o5, fthnl BUH
2 H,

$R2: BEEFH
RERE RS . aliyun-oss-appserver-js-master.zip

B P TR EIPCI A RIRE R, AHIFPLAD: \aliyun\aliyun-oss-appserver-jsH3HN
il

HEANZHR, 1 upload.jsft, &3 FRifAESIES:

/] serverUrLg R IREL 'FAfIPolicy' BEERIM MRS aFAIURL, 1R i IPFI
PortitE N H I EE G B,
serverUrl = '"http://88.88.88.88:8888"'

K2 RseverUr USRM IR SS SRk, 2 r ] DUEE SRS EHIEPolicy ¥ (E B WA
gl :

/] serverUrlg MR 'E4MPolicy' HEEMMAMRSMIURL, IR FrirIPAI
PortitE N H I EHE G R,
serverUrl = '"http://11.22.33.44:1234"

HI% 3. {BcACORS
MHGEZRIOSS K M RIF R HOriginfIHEL, OSSXHFfHoriginkMiiRIHE X Bl
(B INE

B P T 2 B B BI0SSS AL skif ok, T2 hBucketBE B (CORS) , Z§F
PostFiik,

FUBPRIED 3R S WL E S 15 )


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1537971352825/aliyun-oss-appserver-js-master.zip
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TR 4. (58 EEENA
- BN IS A

{E£/home/aliyun/aliyun-oss—-appserver-rubyH3 F, HUTPA W2 EsM RS 4% :

ruby appserver.rb 11.22.33.44 1234
- Rl
1EPCIMAIZ Fumding Hakrp, F1FFindex. html Xt

0SS web B ——7E k%S dphp%E4s, OSSETEX M EAERT), [IAA PR ER EEHurl

0O =1 o O R GO

ETpluploaditiE

F#5htnl 5, flash, silverlight, htmld ZEHY 15

T POSTEPCHIbIES, FAMIELS, FE

FRIERSM (he) FoAl, T2TUFE, HEFER!

or HiE#HEER

LA ST RID, AT TR ER, RBIFRE T, HBEE4E ive, pne, si FEEMzip, rar 3, BIATELION
RARAR, iRI00 ey MR BRI L, KL A ERIThEe!

;E:Ez_ﬁ ‘bucket#MIEE T Cors(PostiT®R) |, FHAEEMELE

EE—w  MEIFRUAZ LS Bluser—dirBR VA, X BEFENRE R Erhp/zet. php, $drEE!

FE—= 3php/zet. php B E M cal 1backlUr 1T ERIARIT B 2 Murl

. Eﬁg,ﬁ:%iﬁ@msuccess, ;EOSSEL AN A RSEE, BARS SRR 200!
o = g

o EERHERTREANIART O LEXHEITRERIMEE, RERE
BEATRIEHHTIE.

IRESSUF, IERHRERRIN SR, RdDHs Bie. BIERhR, SonbliREiRSS g bk

P
ro

BTSRRI -

test.png (8 kb)upload to oss success, object name:user-dir-prefix/test.png [OifIRSZROIFIABE:{"Status":"0k"}

Iz FA AR 55 28 Az RS AR AR

PP AR S5 B IRAS L 1 2545 ELAG RSN _EAG TR S5 P A DI RE,

- BAHIEIRSS
B EIEIRSSMBLE AR M IR S5 SR GETIH R, B BT

def get_token()

expire_syncpoint = Time.now.to_i + $expire_time

expire = Time.at(expire_syncpoint).utc.iso8601()
response.headers['expire'] = expire



policy_dict = {}

condition_arrary = Array.new

array_item = Array.new

array_item.push('starts-with'")

array_item.push('S$key')

array_item.push($upload_dir)

condition_arrary.push(array_item)

policy_dict["conditions"] = condition_arrary

policy_dict["expiration"] = expire

policy = hash_to_jason(policy_dict)

policy_encode = Baseb4.strict_encode64(policy).chomp;

h = OpenSSL::HMAC.digest('shal', $access_key_secret, policy_enc
ode)

hs = Digest::MD5.hexdigest(h)

sign_result = Base64.strict_encode64(h).strip()

callback_dict = {}

callback_dict['callbackBodyType'] = 'application/x-www-form-
urlencoded';

callback_dict['callbackBody'] = 'filename=${object}&size=${size
}&mimeType=${mimeType}&height=${imageInfo.height}&width=${imageInfo.
width}';

callback_dict['callbackUrl'] = S$callback_url;

callback_param = hash_to_jason(callback_dict)

base64_callback_body = Base64.strict_encode64(callback_param);

token_dict = {}

token_dict['accessid'] = $access_key_id
token_dict['host'] = Shost

token_dict['policy'] = policy_encode
token_dict['signature'] = sign_result
token_dict['expire'] = expire_syncpoint
token_dict['dir'] = Supload_dir
token_dict['callback'] = base64_callback_body
response.headers["Access-Control-Allow-Methods"] = "POST"
response.headers["Access—-Control-Allow-Origin"] = "x"
result = hash_to_jason(token_dict)

result
end

get '/x' do
puts "kxkxkkkkkkkkkkkkkkxkkkxkx GET "
get_token()

end

- A& RAIRSS
B EEIRSS R OSS K4 W AR S5 4 POSTIN R, ARIEH BUR:

post '/*' do
puts "kxkxxkkxkkkkkkxkkkkkkxk POST"
pub_key_url = Base64.decode64(get_header('x-oss-pub-key-url'))
pub_key = get_public_key(pub_key_url)
rsa = OpenSSL: :PKey: :RSA.new(pub_key)

authorization = Base64.decode64(get_header ('authorization'))
req_body = request.body.read
if request.query_string.empty? then

auth_str = CGI.unescape(request.path) + "\n" + req_body
else



auth_str = CGI.unescape(request.path) + '?' + request.query_stri
ng + "\n" + req_body
end

valid = rsa.public_key.verify/(
OpenSSL::Digest::MD5.new, authorization, auth_str)

if valid
#body ({'Status' => 'OK'}.to_json)
body (hash_to_jason({'Status' => '0OK'}))
else
halt 400, "Authorization failed!"
end
end

TENIEZ2 WAPI M Callback- %44,

3.3/MEFEERE
A SRUNER IV TS A SCAF LA43) 0SS.

-

= B
XA /MR B %213 0SS, 52 W#unique_81,

T
Ll

/MR R P EEBERTIREN N, BIALRSEARIRBE MR, SIS/ MRS, Rk —MaH
RO RBA, Tl DRI, IXImiaf ARG, e SR e s LR i P 1 56
G MRIF IR R A% SCEE) OSS BRI & # FEE LI — AN i,

HJavaScript® i ELE SCERIEBIIE, /MR L& SR 0SS 2 FIH 0SS #2454
PostObject I TRIZFAIIE %5 OSS. % T PostObject MIFAI/TRIES W APT A
PostObject.

$I¥ 1: BZE Bucket i&ig

BB TR AL E] OSS B, SAMIYEE 0SS Ki%HA Origin IFiFRIEE., 0SS WHH
Origin kG R B SEFTIEERIN (CORS) MEGIE, HItTHEN Bucket 5 EESHHAM L2 R
Post 7514,

FLARED BRIE 2 W B B RS I


https://help.aliyun.com/document_detail/31925.html
https://help.aliyun.com/document_detail/31988.html
https://help.aliyun.com/document_detail/31988.html

XA IS / 3 Webii L fE8dE50SS

* KR

FRALGES D, ST, STRSEE—NERT ™

* St Methods GET POST PUT DELETE HEAD

$tiF Headers

Y Headers AINZEZ D, ®T—1, SITREEF—TEREF ™

R Headers etag
x-oss-request-id

R Headers AILRES D, §T—1, FAFHIERF ™

SR2. REINERINVEFN LEAERZRARESR
1. J@id 0SS Fill & AR I .

il
EndPoint (#igiT&) @ Bucket ##% @ bucket name
SEiEE @ oss-cn-zhangjiakou.aliyuncs.com J&cn-zhangjiakou.a]iyunc&.cmﬂ
2. BRMEMEFER, BE/MEPH LA R4
],

uploadFile& i&H 4 https: "IN’ 0ss-cn-zhangjiakou. aliyt

downloadFile &&= https: R 0ss-cn-zhangjiakou. aliyt

% BibA:

Khadkssh, BETERE OSS RSB RILE B CRIRAITIE . RIAIRIEES I 0SS M4,
.

XHiA: 20190906 53



SR 3. fEA Web iR EFSLE75 5 Demo #H1T EENH

1. FEMAIRSS RS, Rtk
2. &2 Demo 1 upload.js & SHHIBIL,

GROUP 1
GROUP 2
FOLDERS
¥ 0ss-h5-upload-js-direct accessid- '6M R

v lib accesskey- 'uf o

O Gl host 'http://post-test.oss-cn—-hangzhou.aliyuncs.com"';

b plupload-2.1.2 .
g_dirname

g_object_name
g_object_name_type "
‘ now - timestamp - Date.parse( Date()) / 1000;

base64.js
index.html

var policyText = {
"expiration": "2020-01-01T12:00:00.000Z",
"conditions": [
["content-length-range", @,
1
HH

var policyBase64 - Base64.encode(JSON.stringify(policyText))
message policyBaseb64

var bytes Crypto.HMAC(Crypto.SHA1, message, accesskey, { asBytes
var signature - Crypto.util.bytesToBase64(bytes);

function check_object_radio() {
var tt = document.getElementsByName( 'myradio');
(var i = 8; i < tt.length ; i )

(tt[il.checked)

g_object_name_type = tt[il.value;

b
i
}

function get_dirname()

dir = document.getElementById("dirname").value;
(dir L dir.index0f('/"') dir. length 1)

3. AT EAEIA,

OSS webH&-—-HIZEJSHER

1. EF plupload$iit

2. Z#Fhtmi5,flash,silverlight,htmld Zthis_E1E

3. ATBAEITEPCRINE 2R, FHIMESER, &5

4. AT S 30 H1E

5. BRLEEHES

6. PILAFRE] B ST

7. BXBEME, R0z AREERBEERA RS, SSIL L4 IEATIRE!

8. FE—5, bucketdhZii%E T Cors(PostiT @) , ARigAMMELE

9. FE—4, {Bupload.js BMfhost/accessid/accesskey AL G L fEFR R EMS SENTT
10. WA EREEERIRE R, Haccessid/accesskeyitiRRINPR, & A= EERSIREREF ATETE LMY

0 HEXHRFEFREFMIERE O HEXGFRERBINGER
HEBEFER R mefE, BARENEES

pldipined: pp et liE S

111.jpg (625 kb)upload to oss success, object name:111.jpg
(. . . . W)


https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/sample/oss-h5-upload-js-direct.zip

4. W HAETENS 4 (signature) AUMEEEIE (policy)

KT signature RIRE]Z% upload.js BRRS; KT policy Mk#Nn/ 2% upload.jsfii%
policyText,

v Form Data view source view URL encoded
name: 111. jpg
kay: ${filename}
T e—— —
dTl=—=
0SSAccessKeyld: -
success_action_status: 208

e —

file: {binary)

E] BLOA:

AN A% BB signaturefipolicy, BASKBEBUT FEIRS ML TR B A TR
B /MER, BifdftnodeiA it HsignaturefpolicyZ#1KE,

SR 4: ERRENEFLEER
f#iH chooselmage API AT JviditE, RGIH uploadFile 17 ¢fF L&, SERUTR:


https://github.com/luozhang002/oss-sign-policy

3 wx. chooseImage({
4 count:1,
5 sizeType: ['compressed'],
& sourceType: ["album'l,
7 success: function{res) {
B var imageSrc = res.tempFilePaths[@];
g wi. uploadFile({
1@ url: uploadFilelrl,
11 TfilePath: imageSrc,
12 name: 'fTile',
13 formData: {
14 name: res.tempFilePaths[@],
15 e LS s
16 policy s M sed0O0nooOonon’
17 055Accesskey T " a0,
18 success_action_status: "284",
19 SignAature: " a0 O 0O000000000R)]!
28 Tr
21 success: function{res) {
22 wx.showToast({
23 title: ' k&I,
24 icon: 'success’,
25 duration: 1068
26 1)
27
28 self.setDatalq
29 imageSrc
30 1)
31 },
32 fail: functionierrMsg) {
33 console. log({errMsg)
34 }
35lh 1
36 }
37 1)

@ B

- FRBIh, nameBERfile B,
- HEARIES WHunique_83,



4 ¥ Thi Rim B % Lk

4.1 REEEB TN A B Z RS
ASCE A UL TSTS Policy Ry BINTES0S PP — A RS AW ISR LIS . ek
I RS LB LG FBEIERZ0SS, WU RRITRER: F1 IR 55 25,

BRES
ERSANTLIRINNT, T-Hlapp LISIUBUREDRIRS, (ONTFRE, BT LURIIIOSSIERLAFIRIRT?
R, AT VT ) LB .
JETOSSINREIRLAIBAR TS ISS LG DU IS4

- Bl e M RSHIEAREERUT ST BIRE LRI, SR,
- EAMERR: AT ERMERIRZ IR BEM N HEGER A 0SS, AT M R 55
o

- RIER: SRR P IR RV,

A R AR,

 BURAEER: R A BRDAR IR RSIERCAE R, 5 B R G TR A B
THAREBTINA

RSB LT IRAS Y S EbbE T :

- Android: F#HuhkE
- 10S: PHEBhE
fEny pdid BB A EAE R BI0SS, LR T SRR E e Rl s LG, fEMZEIRE

MIEOL T, HERARERIMNSHE BAG, RGEnl UM B R AL BRIRSS, W R EALE AT g sk
ENAEBE, B I B R AT -


https://github.com/aliyun/aliyun-oss-android-sdk?spm=a2c4g.11186623.2.9.FXb5vt
https://github.com/aliyun/aliyun-oss-ios-sdk?spm=a2c4g.11186623.2.10.FXb5vt

X AZ TFESCES | 4 BRI o,

(VEERFM & = &

ERESEH  htpdoss-demoaliyuncs comiapp-serverfsts php

FiEBucket  sdk-demo =it B 13 el
HEER

B A 0SSI4S

A —— e

il ETE CFR iR

RERE TalE

it

B B R iR

B MNIKEP3LSF WeEdoy  SrEEKED

- BHRSS 8% AN RIS 6 N IRSS 8%, TEAER AP ER2 . BN RS SRS R i
PR R IR S5 2SR5, FRE B SRR RS 35

- Lf&Bucket: %N HEHEEIE LEFIE4Bucket,

- X _EfgBucketfifE b,

RENA

sl L B IR S5 T A iR FE A T

o8 SCRSRAS : 20190906



RAM/STS

Android/iOSIErh iR

1. RiRSTSHEIE

4. \BESTSEIE

RIFARRS5 23

e e:

- Android/iOS BahRiH : B P FHL Eapp, st SR SS 8 H1is B (i STSSEIIE,

- 0SS: HIBIH AR AEAE, ATUEBER SR RBUEIE R,

- RAM/STS: ARG _EfE5EIE, WToken,

- BOHRSSER: BIREZAndroid/iOSMHRIF L& I Eapph ks, M TEBapp LEERIT
#HToken, PARM I d@dapp HEBHIAITER,

sl 2 I

1. B R IR 55 a5 0 — I B A2 Sk,

@ BibA:

AndroidfHOSM I ARREH B # i AccessKey, IXFEEAAAERIRIEE XS, Fit LA 2
P MRS SRS — 4 Token, iXAToken2 A N3N, Wi Tokenrid ik}
H2305 8 (P HIRSS BEE) , IBAEIX305 80, ZAndroid/iOSK AT BAfE
HtToken \OSS_EAEFI REEHE, 305G B E ik Token,

2. BRSSO TR &GN, RGIR I Token#3MH

3. Android/iOSFah N H it Token ¥ &5 LA&30SS, 3# MOSS FEEHE,

AT A48 IR 55 e il 2 i Token PA Bz Android /iOSE 2l v H A 3K Ht Token,



R A

AESERR /| 4 B3l i B Sk

HIR1: BIEBucketHFBESTSARS

1. JF@OSS, Jf HeldBucket,
2. FFESTSHRSS

a. BROSSEPEHIA,

b. fEOSSHES G R B SLatme B XK, Hdik e Sh,

SE S BRhEE
s @ SR Bucket FESERBIERETRITRFI , SURSITTHEER 23 VIad, LEURAUTESIR , TIERITRENR , (UFS
&,
i=tEsia + &>
Q FREE AR (Y ECSHE) Vv AERE  SETEHEE v mEERRE GET v

‘ 138 MB

BREtk 60.16% t Bt 0.00%

72546 «s

AN : 42.4KB

567

ERERRE 65

. EiERE

L ]
Pt & = =xige

. o HEEE = HHEN o ExEes
FEF B CREESEES] 0SS i BE MNS SHEH ([EYE ) ThaE | BISCIM A AT RIX i [ERY

. &L, #5755 CDN —gmE iE Bucket S5 Bucket F:E&H

3 @ SRSy = ZESHR (TS Z2AE
SERHEEI OSS |, SZisAdh / 20K / Bid RAM H STS AFHKERETFIG TZMH—#TA APP BiRAIEEN
Hittz / ECS BEHUERE EAISHY PR BES

$ AEZE
BREAEIREIRS | RERIEAR
e, MER. 85 s

c. HEAFNZ LRI E VU, S diIFATEAL

@ BEHH:

60

SCRSRAS : 20190906


https://oss.console.aliyun.com/

WURATFERAM, XFMIMIF@RIEHE, b, FREse e iR,
d. RGHTAIRL. EfR1FAccessKeyID, AccessKeySecretfllRoleArn =424,

- MR AT AccessKey, RGEHZNIH AccessKey, iR
f#AccessKeyld, AccessKeySecretfllRoleArn, #I'FEIfiR,

R AccessKey

XEMPAccessKeyrl  FREIE—= , ERAEESF !

(V) $hEEAccessKeymith !

I AccessKeyiFlg A

AccesskeyID AccessKeySecret :
HEFAKER
HESHRARE
0SS ( Object Storage Service ) &L hEEBITHEE @‘QE%EEUJ

ARE AEEHERT 055 SHASIEE |, FrewE— LR 055 HIRISHEAIAK

AER]LAEERISTS SDKJ (SERER ] LA [ IRESHE
8li2fE (AlyunossTokenGeneratorRole) s
BIERISIVERS ( AliyunOSSTokenGeneratorRolePolicy ) Eacit oo
EEERGMR ( AliyunosSTokenGeneratorRolePolicy ) ami ]
Java net Python PHP Node.js
9'1:': = AssumeRole
BT~ (AliyunOSsTokenGeneratorUser ) s
SIIBIERS ( AliyunosSTokenGeneratorUserPolicy ) s
EEZAFR ( AlyunossTokenGeneratorUserPolicy ) - RoleArn: acs:ram::1746495857602745: role/aliyunosstokengeneratorrole
. RoleSessionName: external-usemame
© o 9 =& e

_ DurationSeconds: 3600
ESRT  hRERS, AKERFSESDRT  WSSICER , SRk EETETak#BR
=

AccessKey ID : LTAI4SVZHQIBmIm

FHERHT i1

- IR AT C& T AccessKey, ta] BTN R PRI AR G1EHi
JAccessKey.



ZESIShERE

0SS ( Object Storage Service ) NEZESHERECNESE

,\I_‘ﬁ
U]
b

=
o == AZOLAEFSTS SDKIEMAAssumeRolelZ 1R BT LIAAOSSEIR £ S4E ©
sliz@E (AlyunossTokenGeneratorRole) R
SIEIBIERS ( AliyunOSSTokenGeneratorRolePolicy ) AL
EEMEAR ( AlyunosSTokenGeneratorRolePolicy ) AL
Java net Python PHP
o
#lEFMAA (AliyunossTokenGeneratorUser ) RLTh
#li2ENEERE ( AliyunossTokenGeneratorUserPolicy ) RLTh
EEFESR (AlyunossTokenGeneratorUserolicy ) T RoleArn: acs:ram::1746495857602745: role/aliyunosstokengeneratorrole

. RoleSessionName: external-usemame
0 % -
B, MISRSIERS

o DurationSeconds: 3600
ESET : hiEEEE
5=

AccessKey 1D : LTAIE4SvZHQEBmrm

TR THNRARSFRMDTE

- PHP: P&tk

- Java: REHE

- Ruby: Rk

- Node.js: T#iihk

TSR3 EREREXH

PRI RAIPHPHE . BNES B PG, e — A EE X fFconfig.json, W H
NG

{

"AccessKeyID" : "',

"AccessKeySecret" : "",

IIRoleArnll : IIII,

"TokenExpireTime" : "900",
"PolicyFile": "policy/all_policy.txt"
}

MRS BN :

- AccessKeyID: HE ZHijid 3% AccessKeylD,
- AccessKeySecret: %5 ZHilid3%HAccessKeySecret,
- RoleArn: % ZjijidxRoleArn,

- TokenExpireTime: #5Android/iOSKHIREEI Tokent 231N ], e/ IMEMBERIMER N
900s.


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1533534369969/sts-server.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31927/cn_zh/1533527746010/AppTokenServerDemo.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31920/cn_zh/1510645887259/sts-app-server-master.zip?spm=a2c4g.11186623.2.13.FXb5vt&file=sts-app-server-master.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31920/cn_zh/1510647848681/sts-app-server-node.zip?spm=a2c4g.11186623.2.14.FXb5vt&file=sts-app-server-node.zip

- PolicyFile: ZTokenffiffilfi FBRRFIR I CAF, nIfEHBRIME,

BeHA:
BRI 7 =i Bl TokenBUR S, i Fpolicy H 3t R, 555
- all_policy.txt: & &%Token#iF %S FIFTAERIR, 1245:

W ] Bucket
B MERBucket
[ MRS Cis
B T
[ lE3veis
- bucket_read_policy.txt: fi&i%Token#ilfii&ks FEEBucket¥isAR,
- bucket_read_write_policy.txt: #H& 1 Z%Token#llfiiZlk S M Bucketfi 5
(38

MRS E Z Token IS E M Bucket ARG R, 1
flbucket_read_policy.txtfilbucket_read_write_policy.txt X fFH
$BUCKET_NAMEF#ft55E i Bucket 4 .

SR4: BITRAINE
RIS RBIREET T TR R :
- WFPHPRRA, @ FEMEE, B%configjsonfF, EH#ZiZ{iphp sts.phpBlGEA: K

Token, 15857 HRE 2IFE R IR IR 55 axstbhk
- X FJavaliA (i Tjava 1.7) , W TEWEG, 8% config.jsonXfF, HEHHTHIFIET

Nt pae

token-server.jar, R/F&Wr7080%0 1,
IR [ R R ks A AN

{ R AT

"StatusCode":200,

"AccessKeyId":"STS.3p*x*xxdgagdasdg",

"AccessKeySecret":"rpnw09*x*tGdrddgsR2YrTtI",

"SecurityToken":"CAES+wMIARKAAZhjHOEUOTIhJIMQBMjRywXq7MQ/cjLYg80Aho
1ek®@Im63XMhr9o0c5s 9 " d3gaPer8plYaX1INTDiCFZWFkv1Hf1pQhuxfKBc+mRROKAbHUe
fgqH+rdjZqjTF7p2mlwIXP8S6k+G2MpHrUe6TYBkJI43GhhTVFMUM3BZajY3VjZWOXBI
ODRIR1FKZjIiEjMzMzEOM]jYONzM5MTE4N]kxMSoLY2xpZGSSDgSDGAGESGTETqOi06C2Rr
LWR1bW8vKgoUYWNzOmM9zczoq0io6c2Rr LWR1bWOKEDEXNDg5MzAXMDcyNDY4MThSBTI20D
QyWg9Bc3N1bWVkUm9sZVVzZXJIgAGoSMzMzMTQyNjQ3MzkxMTg20TExcglzZGstZGVtbzI
=n

b
"Expiration":"2017-12-12T07:49:09Z",
}



{ / FETRIR 9]

}

"StatusCode":500,
"ErrorCode":"InvalidAccessKeyId.NotFound",
"ErrorMessage":"Specified access key 1is not found."

IEFRIR W AN B — 1 Token :

- StatusCode: K TokenfiRZ, FKHUKIINS, EFBUERZ200,

- AccessKeyld: Android/iOSHahM H#4HLOSSClientikH) AccessKeyld,

- AccessKeySecret: Android/iOSEahNH#IEHILOSSClientikitAccessKeySecret.,

- SecurityToken: Android/iOSFaIMHI#IEILII Token,

- Expiration: %TokenZHHf ], Android SDKZHAHMIWi Tokens2 8 23K, WAL, W

Hah3ki Token,

DU MBI :

- StatusCode: FmnikiTokenfIRZ, FREUCRII, R EHERZ500,
- ErrorCode: FoREEIRFIA,
- ErrorMessage: FnbiiRmEAME B RE,

HIE5:

2.
3.
4.
S.

AN AERRS

. BRI, WM HIRS Sk lhttp: / /abc. com: 8080, K RBIRET HLHII R AR SS %5

Bk ikt

R EEEIEABeuket Sl (BSORBIREF BN |- f5Bucket X 5o
i, mEACE.,

R Y, VeE LE0SSefb4, EAZE)T.

EeYiin, mdERaER LEEER,

ZIOMEB R
OSSHIEHALIARS ERTan T :
- AndroidfiA

/] HEFEHOSSAuthCredentialsProvider, tokenjdifij5<: AR,
String stsServer = "RNHARSS AL, Hlanhttp://abc.com:8080"
0SSCredentialProvider credentialProvider = new OSSAuthCredentialsPr

ovider (stsServer);

//config

ClientConfiguration conf = new ClientConfiguration();
conf.setConnectionTimeout (15 * 1000); // MERGEHIETN, BRIALSFY
conf.setSocketTimeout (15 x 1000); // Socketj@ififm], BRIANLSFD
conf.setMaxConcurrentRequest(5); // ARIFRIERE, BRINSA
conf.setMaxErrorRetry(2); // KMUawKREIARE, BRIA2IK



0SS oss = new 0SSClient(getApplicationContext(), endpoint,
credentialProvider, conf);

- 10ShRA
0SSClient * client;

// .jﬁﬁ@ﬁﬁOSSAuthCredentialProvider, tokenid W5 < s
id<0SSCredentialProvider> credential = [[0SSAuthCredentialProvider
alloc] +initWithAuthServerUrl:@" MRS aedtaik, #lanhttp://abc.com:8080
"].

cl%ent = [[0SSClient alloc] initWithEndpoint:endPoint credential
Provider:credential];

4.2 AR PRF=
ASSCEEARUTIETSTS Policy MMM BRI,

ASCET- POEE R A B IR S5 iR BIM MR S5 3%, BALiBucket app-base-oss h
B, PHR RN E AR Policy KA R AR H,

BEHH:
- ASHREN Policy taPigfs deah b EHAL 5552 config. json 5 & Policy SUHE

ﬁo
- BURYHARARIRSTS Token Jaf OSSHIFRIE 250 B FIIR 55 dsth5E Policy, MSTSIRHUIGH T
WEG, RO ER IR FEUE Y OSS,

& WPolicy
- SERFRIPolicy

SE BB Policy 2 sevF I Al BAN OSSHEF AT AT #1%,

A0 B
SEEFNIPolicy MBI N R SR AL N, AHEFAER,
{
"Statement": [
{
"Action": [

"oss:x"
1,
"Effect": "Allow",
"Resource": [Macs:oss:x:x:x"]
}
1,

”VGrSiOﬂ”' "l"



IRELSTS Token /X OSSIHIIR(E g
B2 P A It Bucket R
HEAHHIZIObject, test.txt B
TEANHIZMIObject, test.txt [52)]
LAERIZRIFIObject, userl/test.txt [530]
FEAFRIZIIObject, userl/test.txt R
H%¥0bject, test.txt R
WHIZIMObject, userl/test.txt [52%)]

- ARG B Policy

ItPolicyZmi M il Bucketapp-base-oss R FIObjectnl 52, nl R#,

{
"Statement": [

{
"Action": [
"oss:GetObject",
"oss:ListObjects"

]
"éffect”: "Allow",

"Resource": ["acs:oss:*:*:app-base-oss/*x",

base-o0ss'"]

"acs:oss:*x:*x:app-

}
;l'\’/erS'ion": mn
}
FRMUSTS TokenJq ¥ OSSHIERE gk
HI% A Il Bucket el
HEARAHIZIObject, test.txt e
TFEANIZMIODbject, test.txt R
H&ARiZEIObject, userl/test.txt Ve
FEAFRIZObject, userl/test.txt R
HIREAHIZIObject, test.txt [525)]
HIXAF RIS Object, userl/test.txt [50]




- BRARTSH H 3AS Policy

HtPolicy %M M Bucketapp-base-oss i fifilidiuser1/Objectnl %%, n REg, {H
ok R HARFTZIObject, R LA Policy, WIRAEIIRIHIX M AFEIFILE, HEnl LA
1EH— A BucketH 23 bl b B 80 .

"Statement": [
{
"Action": [
"oss:GetObject",
"oss:ListObjects"
1,
"Effect": "Allow",
"Resource": ["acs:oss:*:x:app-base-oss/userl/*", "acs:oss
tx:*x:app-base-oss"]

}
]
"Version": "1"
}
FKHLSTS Token)i XtOSSIHIHRF: AT
HIZE P @t Bucket L
HEARHRIZFObject, test.txt 220
THANRIZMIODbject, test.txt e
AERIZRIFIObject, userl/test.txt e
FEAFRIZIObject, userl/test.txt R
¥3:0bject, test.txt [5725)]
WM Object, userl/test.txt R

- ABRATATERI RS A kPolicy

BtPolicy#R M H n] AXt Bucketapp-base-oss R Objectifff7 Ei%,

{
"Statement": [
{
"Action": [
"oss:PutObject"
1,

"Effect": "Allow",
"Resource": ["acs:0ss:*:*x:app-base-oss/*", "acs:oss:x:*x:app-
base-o0ss'"]

}
15

"Version'": "1"



}

IRELSTS Token X OSSH:AE g
B2 P A It Bucket ik
HEAHHIZIObject, test.txt B
TEANHIZMIObject, test.txt e
LAERIZRIFIObject, userl/test.txt [530]
FEAFRIZIIObject, userl/test.txt R
H%¥0bject, test.txt R
WHIZIMObject, userl/test.txt [573%)]

- PRSI S A Policy

ItPolicy#m M nf PAXfBucketapp-base-oss M iguser1/Objectitfs k&, B
% HEHAbET S Object, RAMERIPolicy, WM M AFEIFGISE, FKnlPUAFITE
[l —A~BucketH 23 [l b B 00CE

{
"Statement": [

"Action": [
"oss:PutObject"
1,

"Effect": "Allow",
"Resource": ["acs:oss:*:x:app-base-oss/userl/x", "acs:oss
t*x:x:app-base-oss"]

}
1,
"Version": "1"
}
FKELSTS Token)i A OSSHIRIE gER
HI%E A Al Bucket e
HERISIObject, test.txt ¥
TEANRIZIObject, test.txt e
&SRS Object, userl/test.txt [530]
F#EAERISIObject, userl/test.txt e
%l30bject, test.txt ¥
WHIZIMObject, userl/test.txt Jm




- ABRHIHIZRT S Policy

tPolicy#m M nf L Bucketapp-base-oss R Objecti#Ef 1412, Tk, EAGHIM
I‘%O

{
"Statement": [

"Action": [
"oss:GetObject",
"oss:PutObject",
"oss:DeleteObject",
"oss:ListParts",
"oss:AbortMultipartUpload",
"oss:ListObjects"

1,

"Effect": "Allow",

"Resource": ["acs:o0ss:*:*x:app-base-oss/*", "acs:oss:x:*x:app-

base-o0ss'"]

}
1
"Version'": "1"
}
FRELSTS Token)i M OSSHI#:/E g
HI% A 8 Bucket el
HEARAHIZIObject, test.txt [50)]
TEANFIZMIObject, test.txt 3
k&SI Object, userl/test.txt [5727)]
FEAFRIZObject, userl/test.txt [50)]
¥%0bject, test.txt [525)]
WHIZMObject, userl/test.txt [530]

- IG5 Policy

HPolicy# RN H ] A% Bucketapp-base-oss Rl fAHiZ{userl/MObjectif {7513, T
. _LAGRIMNER, HICENHARTZObjectit i 15 ., SRR Policy, WIHASFEIIRLH X
NSRRGSR, #n] PUAZITE R — 4 BucketH 73 [l bR B FIRCR

{
"Statement": [

"Action": [
"oss:GetObject",
"oss:PutObject",
"oss:DeleteObject",
"oss:ListParts",
"oss:AbortMultipartUpload",
"oss:ListObjects"

]
"éffect": "Allow",



"Resource": ["acs:oss:*:x:app-base-oss/userl/x", "acs:oss
t*%:*:app-base-o0ss"]

: }
"Oersion": "
}
FRHLSTS TokenJq Xt OSSR TS
F2 A QI Bucket R
HERRTSIObject, test.txt ¥
TEANRISIObject, test.txt K
&SRS Object, userl/test.txt 535}
TEAFRIZEIObject, userl/test.txt |5727)]
%l30bject, test.txt R
WHIZI0Dbject, userl/test.txt R
Bt
M L RE 7Rl PAE -
- 0] DARBE AR 7 5 e AR Policy, AR5 %R R 55 B RS R0 il RASIZBION A [H] ¥ A
FIJZIAS R A RR 3
- ] DAE M RS IRAAL, EFSSTS Tokenjd HA 2 fii A~ T B v 7 Fi R 55 2 HEHRIE 5K
- TokenHSTSHi% ., M HMRS# R 2@l 7 Policy, MISTSi&RToken, A Tokenk: k%
M, XHTokenfl ¥ AccessKeyld, AccessKeySecret. Expiration, SecurityTo
ken, XEESEAEOSSIRILL M HISDKH2 M, H1H1ES WAIES SDKSH Ly &
s
BE N
- RAMMISTSTEOSSH I FIFE R
- BB ZRAMTE 75 A
- PR ASTSE 750k

4.3 REEEZ oM A _EZEERSS
A SCUMRUIRSE— 35 T OSSINES BRI AR T LIRSS R T AL N,

El- A=W
B> E:%\

PR 8% 2l BT B R S5 A4 1 M DO - — AN AL T-OSSHIRS A N B ELAG IR 55 . (HIX— )
FAHANWE: 3T Android/AOSKHAMARYE, HEEHIE —~IXSTSSEUE, MKAEZRMEMIZSTSSE


https://help.aliyun.com/document_detail/28672.html
https://help.aliyun.com/document_detail/28756.html

Uk EAEBARZNOSS, 1Kk S BN RS SR JCiBS R P AL 7R , (i hiZappRtk#,
I R AR TR B, BtOSSHE v EA& I/,

[RIESER

AL WA BRI R E R

Android/iOS#&zhN

1. BiBSTSIEIE

4. iEESTSHEIT

[z F R 5528

OSSTEE|Android/iOSFEAM FEDE (LEYEIE5) ffeigm - BiEgsR (LEPpS
%6) 2, ik —A LAEmEEss, B LRSS, SEmiEam RS es, &2 RS R
FIFNZE, REEIENAIRNZAAndroid/iOSEHIMNM, 1EEiES W Callback APISCRY,

L= EERERA
o MR AL IR N IR S5 a8 RIS 2 R _EAESCPFRREAE R
BMISEAE Bl S FRP A REANER, BMNANRAEAndroid/iOS LIEHTTE

%O
AU R X
bucket sl _EAESAFRIOSSHIMBAN it 1]

object B _EAE S RIOSSIG IR AR S F 44




ROUER

P4

etag & EAESFETag, BNRBIZH P fetag
TB

size AESLARIR N

mimeType BRI

imagelInfo.height P Fiea g

imageInfo.width I B g

imagelInfo.format

ERH, Wjpg. pngH

N EAERIEBE B SR, BENE RGER .

BRI RS, RARAGE LSRN ERapphi A, i P IEfsRfE R A, i
FIGPSIER. AP RFHERS, &l IfEAndroid/iOSHi EAZSCfE, e HEXSE, W

THR:

x:version: fiEAPPRRA
x:system: fiSEIRIERGRA
x:gps: HHEGPSER
x:phone: fEEFHIE

Android/iOSHENR ] L& XPFEIOSSINFE LIRS 8, RIF0SSEXLESEUHFICallbackBo
dy RN RS a5 IXFER TR SS S RENCENIX L5 B, IB2UE BRI E I,

LA R AR SS 2R E K

- BBRHHE A DIEPOSTIE RIMRSS, XIS A AWk, Wwww.abc.com/

callback.php, BREAMNAIPHIL,

- BBBGOSSIEMIRNIRE], IR BAIRISONFER, WHEAE L. OSSN MRS A&
MINE, EEAZNHIRNIZ Android/iOSEaIM ], TEEHZ W Callback APISZAY,

EN ARigE EZEHE

ZILOSSTERM EALT ORI LAZIIRE, BN IS LG TR LAHEM S ETEE 2 1%

TR B

- ERIPEHEIEAIRSS 8 (callbackUrl) , Wl http://abc.com/callback.php, X/AHbhke

P 2 IRERS Vi

- HAERAZG MRS SN (callbackBody) , WEAE FIROSSIE [N HR S5 28 R 502% m i)

B ZEZOS




BB P RSS2 L Ag Mk 2 http: //abc. com/callback. php, ZEARIRENFHL LR
XAFAFR. SUHERR/D, 3FHE X7 x:phoneB RZIETFHIRE, x:systemZ RI2FEIRIER SR
A,

AR YRGS DU P
- 10STERE _EAL MR H :

OSSPutObjectRequest * request = [0SSPutObjectRequest new];
request.bucketName = @"<bucketName>";
request.objectkKey = @"<objectKey>";
request.uploadingFileURL = [NSURL fileURLWithPath:@<filepath>"];
/] BEERESE
request.callbackParam = @{

@"callbackUrl": @"http://abc.com/callback.
php",

@"callbackBody": @"filename=${object}&size
=${size}&photo=${x:photo}&system=${x:system}"

/] BEAE R

request.callbackVar = @{
@"x:phone": @"iphone6s",
@"x:system": @"i0s9.1"

}s
- Android#EE L& RIJERE:

PutObjectRequest put = new PutObjectRequest(testBucket, testObject,
uploadFilePath);
ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("application/octet-stream");
put.setMetadata(metadata);
put.setCallbackParam(new HashMap<String, String>() {
{
put("callbackUrl", "http://abc.com/callback.php");
put("callbackBody", "filename=${object}&size=${size}&photo=
${x:photo}&system=${x:system}");
}

1)
pu%.s?tCallbackVars(new HashMap<String, String>() {
put("x:phone", "IPOHE6S");
| put("x:system", "Yun0S5.0");
1)

Rz R AR S5 23U EU B [E]3R1E K
RIEBOE R AR URLANR AP, IR SBEI IR SR, B :

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 81

Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1

authorization: kKQeGTRccDKyHB3HOVF+xYMSrmhMZjzz12/kdD1ktNVgbWEfYTQGOG2
SU/RaHBovRCE80kQDjC3uG33esH2txA==



x-o0ss-pub-key-url: aHROcDovL2dvc3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal
9wdWJIfa2V5X3YxLnB1lbQ==
filename=test.txt&size=5&photo=1iphone6s&system=i0s9.1

HEZHNAIES W Callback APTIRY,

R R ARSS 22 FI B EEIE R BE KB 0SS
NSRRI AR S5 A B RESGE v, BIAEE RIS R R IR 4%, SO AR SS asi R — Lk
IEMNR, SNNERIZHE, PERRETEOA R K2 5k B 0SS,
FIWT 7515 T R IROSSEa I AR 55 4538 Ml ¥ kRN AHH x—oss-pub-key-urlfllauthorizat
TonIXMANSEEHITRSARER, A IERI RSABSEA REBLIHXAH R 2K A OSS, ASLHRALHRH
PR LB RBIES %,

Iz FA AR S5 23 Wk B ElEE R IE RV 2h 38
PR SS SR AR RIX MR IZ R FIOSS )G, 165 RS MRS eI A RE X, an

filename=test.txt&size=5&photo=1iphone6s&system=i0s9.1

EFIIRS5 dk o] OIS OSSHIB PN, Mt 3l B CAHZMBWE. [AXAEIRE, MRS &
A DHEBARAF R, FifEeE R,

OSSHNfAIIEN AR 2R HIBREAE
HPRMEDL:
- OSSTFMIPATTRIIEG N ARS8, (E2 MRS SR R eE Vil Ail, OSSRIRIILS
Android/iOSHENM 2030 IR SR, HR2BIECELFKAIO0SS T,
- BORARSS SRR EIOSSHI I AR, I HIEMRR ¥, OSSZiR[MHZiAndroid/iOSHEAIR IR
&5200, HILR IR SS 3R 25 OSSN A B A Z 3R Ml 45 Android /iOSEEh RN,
THRER T E

B FURSERR T AR 2 BT IR S5 eI 4, ST AT RIS R 55 2 Be 3 ol e PN 2%
R SRR

- Java:
- FERMbhE: PAHXHL,
- B1777E: EGI8fTjava -jar oss-callback-server-demo.jar 9000, 900052
BT E, WRAH CHEE,

-

= BimA:


https://gosspublic.alicdn.com/images/AppCallbackServer.zip

XANjarfl FfEjava 1.75317i@, QARG R8N B A SRR B ARRSE TIEM, X2 —

maveniH,

- PHP:

- F#Eshk: adixH

- BT BREEEE S| Apache b, FOYPHPARIEE IR, JEEBdE LRIk
MR TIBE, 25 ORI LPRIA B TIB L

- Python:

- F#hk: adixHL,

- BT R EEZ T python callback_app_server.pyBlin], f2HIM T —4H
Hifihttp server, BITI%FEF Wl RET B L rsaffiisi,

- RubyhfiA :

- F#shk: adixHL,

- Bf7J7i%: ruby aliyun_oss_callback_server.rb,


https://gosspublic.alicdn.com/callback-php-demo.zip
https://gosspublic.alicdn.com/images/callback_app_server.py.zip
https://github.com/rockuw/oss-callback-server

5 BIERIES

5.1 EF0SS+MaxComputetyEEIECE

AT AT 0SS i MaxComputety @ PB AR €)%, ididMaxComputedfOSS Ly
R BIRETT b, RERORBER I LOEBCRET 20 phel, WIETE AL, WAURA K2 i
mBEE.

© MRAFHOSS

SRAEFEOSSHR M bRE, R, VIRSERER, RENsR s MBI ARNIfEi R, WL, OSS
ks 5 HadoopFIRtEIX ZEMR. #tEil%. MaxCompute, Hl#§¥>JPAL. DatalakeAn
alytics. FAEUOFRERE AR~ M TIRES S,

Rl DITEIEFOSSHEdE iR, @MapReduce. HIVE/Pig/Spark & fitibs (nH&E
gits) . KEAKEWSH (Imapla. Presto. DataLakeAnalytics) . IRE¥# SR (b
WARPAD | BERFEPHERN GERHR) . REHEMA (MaxCompute) MisEP (K
iR 5%

- MaxCompute

MaxCompute@—WREIE I FRSS, GRS RELYOE He 2FCENEIR CRmI T R, I
PL50SSE A, RROras i bl B, MaxComputelSbRETERER S 1 2ERTISEK
F, #iForresterit 2 Rk Z s M S,



- OSSHMRRAEHTIRE

MaxCompute it ¥ — W ERE: OSSHMREMINRE, %IIRERT AR BN E N OSSH
Wi RSP T, AR EEMEFIMaxCompute#r, BEYLY y BURHHERIN BIFIA
01, WAE T ZHAFEREA.

i MaxCompute+OSSH /7%, ZEnI RIS A L :

- MaxComputes2—/M eSS 83 o s TH R,  Jem P AR S5 a2 pi s i1 Tt
HEMEBE, RERFHRAEOSSHI P IR SR 75 (8 B Iny et IR N 25 I 55, BB R 1 2
A,

- OSSHIFHRMIN RS, M REPES —FHE(EOSS, W EMBEIHH R8s, 2R
SRR S5 #8a] AV I EEF OSSR,  EE L TR B2 il —11

- XHEPROSS Ik gL, fa4h: Avro. CSV. ORC. Parquet, RCFile,
RegexSerDe. SequenceFilefliTextFile, [FIXfgzipEgittX.

NMARZS

IR IOA <5 il P A R A ol B R B A B BB 2 S PF A7 TRAEOSS |, I B TR SO ST
gk, @idMaxComputefJOSSHMRR A HIIIRE, ) nl LE I IMBR 773K 0SS L
IR EEIMaxComputed 770, MR BEE T BERIRER,

1RO YMEAMRELBIE S

AR o I

FEOSSHRSs, PENZ WH#unique_94,

B O0SS Bucket, ¥1iiHZ WElH#Bucket ,

Fi@MaxComputeflR55, 1S W#unique_96.
f#MaxCompute Project, H#IHiHZS WAlEMaxCompute Project,
FehMaxComputeifii] 0SS,

MaxCompute G ZEH Vi MOSSHEIE, FItTE 20K OSSR A B BRIK
ZiMaxComputefJ iRk S, &n] MG R RKS )G, SAditibse s —uizil,

. KR B2 510SS,

BEW:
fEn] A RMEATEIE SR AT, DA UESRATITEIX SR SR eI A9 e 2
B ASRBITEOSS Lifiss v —Ht CSV #i#i8, endpoint’Hoss-cn-beijing-
internal.aliyuncs.com, bucket}oss-odps-test, s A7 N /demo/

vehicle.csv,


https://ram.console.aliyun.com/?spm=a2c4g.11186623.2.16.761b1cdfvC1ITJ#role/authorize?request=%7B%22Requests%22:%20%7B%22request1%22:%20%7B%22RoleName%22:%20%22AliyunODPSDefaultRole%22,%20%22TemplateId%22:%20%22DefaultRole%22%7D%7D,%20%22ReturnUrl%22:%20%22https:%2F%2Fram.console.aliyun.com%2F%22,%20%22Service%22:%20%22ODPS%22%7D

7. @idMaxComputef@ANER, TRAVRIESE RS, BIUR:

CREATE EXTERNAL TABLE IF NOT EXISTS ambulance_data_csv_external
(

vehicleld -int,

recordId 1int,

patientId -int,

calls -1int,

locationLatitute double,

locationLongtitue double,

recordTime string,

direction string

)

STORED BY 'com.aliyun.odps.CsvStorageHandler'

LOCATION 'oss://oss—-cn-beijing-internal.aliyuncs.com/oss-odps-
test/Demo/"';

8. ifiidMaxCompute&EHfIMNEXR, IRICIEINERIG, ErlaRs @R e xINER, &b
B2 E#unique_99/unique_99_Connect_42_section_ynz_3mq_kgb.

% /demo/vehicle. csviIEHEUIT:

1,1,51,1,46.81006,-92.08174,9/14/2014 0:00,S
1,2,13,1,46.81006,-92.08174,9/14/2014 0:00,NE
1,3,48,1,46.81006,-92.08174,9/14/2014 0:00,NE
1,4,30,1,46.81006,-92.08174,9/14/2014 0:00,W
1,5,47,1,46.81006,-92.08174,9/14/2014 0:00,S
1,6,9,1,46.81006,-92.08174,9/14/2014 0:00,S
1,7,53,1,46.81006,-92.08174,9/14/2014 0:00,N
1,8,63,1,46.81006,-92.08174,9/14/2014 0:00,SW
1,9,4,1,46.81006,-92.08174,9/14/2014 0:00,NE
1,10,31,1,46.81006,-92.08174,9/14/2014 0:00,N
PUTUNR SQL iE4y:

select recordId, patientId, direction from ambulance_data_csv_e
xternal where patientId > 25;

FhEIR R
o ————_— e ——_—— —————— +
| recordId | patientId | direction |
o —————— o ——— fomm +
1 51 S
3 48 NE
4 30 W
5 47 S
7 53 N
8 63 SwW
10 31 N
o —————— o —— fomm +

HEZRTOSSHMNBRMEM T, WiEH#unique_100,



B#ERA. MERFmEREKE S

1. JFEOSSHIMaxComputeflit55, @H#0SS bucket, MaxCompute Project, 3%
MMaxCompute¥iOSS, TEMEEFHS%E LARBIPRIL, 2, 3. 45,

2. TEPTH ARG h, Ml > DR > F#EFI0SS, Hi AT O0SS bucket#
R, Ampildbh: oms-yl, W FEFIR:

IEs3 EFE

0SSHbucket’d: oms-yl

WR55IFiEIG, RER SRR A SEHITH AR E RO, FHRZE SR E Mbucketh, 1
TER:

oms-yl

a0 S i

EEZY nes

3444 ( Object Name )

3. w¥MaxCompute® i, I FEEE L,
4. BITRA R, REE SURMRTHE, JF LEFIMaxCompute,

add jar odps-udf-example-0.30.0-SNAPSHOT-jar-with-dependencies.jar
5. Wi MaxComputefFEINEKS, THAPRIESE QI#E,
PARISEES H 4 H K s on i, ShmRnT:

CREATE EXTERNAL TABLE IF NOT EXISTS oms_oss_0504
(

Hfy string,
VR # String,
HZEIM string,
HEAIY string,
MHgS string,
Fifh string,
ik string,
M55 4hI ) string,
MRo54i AT string,
MRS string,


https://yq.aliyun.com/attachment/download/?spm=a2c4e.11153940.blogcont591731.24.7f105f22jikN14&id=5495

WMHEZHE I string,
PFid string,
GEIRNERR string,
TAG string,

il string,

X string,
NMip string,
AMip string,
WIHACE string,
FE#r string,
LS string,
MfHER string,
WL string,
fif#1l string,
VIR string,
E#l string ,
MRl string,
W2 string,
{Hif®E2 string,
FIREHIER2 string,
Ei2 string,
N2 string,
B3 string,
fHHHE3 string,
EIREHIERS string,
F#3 string,
PR3 string,
IF2m4 string,
{4 string,
BHRELAIG4 string,
F#r4 string,

Biff M4 string,
IS string,
{JHIRS5 string,
RRELIIERS string,
F#i5 string,

BIF IS string,
I #I6 string,
{6 string,
VREHIERE string,
Ffi6 string,
MATEHI6 string,
&7 string,
HHET string,
BIRAHIFRT string,
BT string,

Rifd &7 string,
&8 string,
HHES8 string,
HIRAHIFRS string,
E#8 string,
MAHERI8 string,
/W9 string,
fiH#9 string,
ViRIRRO string,
E#9 string,
MNAFEHH9 string

)

STORED BY 'com.aliyun.odps.udf.example.text.TextStorageHandler' --
STORED BY 5EHENX StorageHandler 244,

with SERDEPROPERTIES (
'odps.text.option.complex.text.enabled'="true',
'odps.text.option.strict.mode'="'false'



——IBAFNBA R RA SIS, QEREEHIEUY T schemabilfy, KA 10 IL
?ﬁ, FI S AIA R AIFIRNULL,

LOC@TION 'oss://oss-cn-beijing-internal.aliyuncs.com/oms-y1/2018-05-
8g£NG 'text_oss.jar'; ——[RWTREIEEKRPESCAREBIIGE RAER Jar i,
6. EidMaxCompute&ifjsMEE, EHPEA[Z% #unique_99/
unique_99_Connect_42_section_ynz_3mq_kgb

DA WECSTRIEH SR AL B, a2 h:

select Ay, Jif, RREEH, BT S, T 2801, i from oms_oss where pj
Pl =i (SNAPSHOT)

5.2 EMR+0SS: B&IitENEFHSITED R
A CE B A DL EMR+OSSS BB ST {7 1 5 LS5 B .
BRES
fEfegiHadoop eI, (705 AR5y, MREENLFSIIRIE, SRR HR R L

SR, Hlan, BAEMEHEIE 7 HERHARRRE S, M35 ER B IR R I 2R SB0HH
EJTERA b IR BATIREREIS NG SR AT fifi 28 ) A S ol THRRE ) A Rk K

MBI ARG5S, BESE00 7Y A aoRssN a2, XS — R
2% R, FONTRATREREN, Watsk—BRINIBIRZAER,
BRI RRTHEATERE 8, W PUOB A NON A A R, FREHE 2 EOSSH, FHEid
REME-MapReducesHi, E-MapReduce X740 R, AEEAMRITRERRIE ML
V5T, XA R,

Zeiy
BRI RAARERI TR B R R, W REIFR. OSSYEMBRiIAMITE, Hadoop/SparkfEhit
B R AHE M OSSTERIIBE,

¥,

0ss



ne

ISES HHEAEREA D B HEMAERET

RigM: ARG WHESMTEG, S
BRRTE, HANTENR
ARAMESSHIPRAR, A E T
Ho

A (=] TEECS HE R kRS A
#, DAl master 8 cpu32g/6
slave 8 cpu32g/10TEIEE N
BIEATANSE, fEffS TR
JG, JRARHIES0%.,

PERE B % FFE10%.

ESVINNES
- MASEAT

PRI INAARES 12 WGitHub,

HEREEL: 1 master 4cpu 16g. 8 Slave 4cpu 16g. F4slaveifi250G*4 @R A4

SparkihA AL KR,

/opt/apps/spark-1.6.1-bin-hadoop2.7/bin/spark-submit --master yarn
-—deploy-mode cluster —--executor-memory 3G --num-executors 30

-—-conf spark.default.parallelism=800

--class com.github.ehiggs



https://github.com/fengshenwu/spark-terasort/tree/master/src/main/scala/com/github/ehiggs/spark/terasort

X G A7

EAESCRE / 5 Bmdb Pl S 7 b

.spark.terasort.TeraSort

T:fiE

spark-terasort-1.0-jar-with-dependencies.
jar /data/teragen_100g /data/terasort_out_100g

- PSR

MyGrid Grid Hemory Last custom
MyGrid Grid Load last custom o0& P
wf i
o
-
] 10 ¢ -
£ E
i 08
s L]
[\ ] -
,M CYT] 1880 10
i 40 e =M Wise  Row 1506 Min WB6 dwgs 400G Hax W36
B 1-min Sow 100,08 Mn; 0.8 2 Awgr §.5 0 Mas; 33 Eihare Bew B8 Min B8 dwg 0.0 Has 0.0
B Hodes Mew) B0 Man B0 Awgr %8 Mes; B @ lmhe R S0 Man S Awgn 106G Has: 00,06
BCPUs  Mow: 38,0 Man 360 Awg: BB Mas: 54 Er::l":!'l#h' "Il:n: l’inl:mi ‘:-:I r"ll-r .H'l[l IT‘I'-T#
WPrees Mew 2.0 Me: 0.0 Avp 200 mes: 98 QO SR VRN TR Yae Time B0 Han 0.0
W Total Fow WO3E Minl MO degc M0.HG Hano 140,00
MyGrad Grid CPU Last custom
i
MyGrid Grid Metwork last custom
- pom
§f - e
) g o
=z T = Mmm
g wom
FL] E M n
" o0
' 2T 15 T3] '-";'
Wser Fost 058 Hiss R Aegc 1R Esc 30O [T 1l B0 1830
DMice Fowi 0.0 His: G0 dwy B8 Me: BW
tem Wow; 0,40 H L 1. R A Bin Mo 180, 8k Man: GF.0k  Awg:ld0,1M Max:TE,5H
=£ul1-m; 0. o n= o :.: 2.9 me: JILR B 0wt Mew: 3.8k Man: GF.8k  Awg: BO. 1M Max:3T3,TH
W tesl  Mow: DO Man OO vy DR Me: AR
Wistr Mow: BB Mam OO Avg: B Me: AR
Oldie  Wow: W70 Wiec Fo8 Gegc TR3 mac WA
Kihk ecsHE. HiLREMR+OS5S
120
100 A —
80 H\‘akh
E m
X " A
40
20
0

ECSE il

Wi

EMR+055

SCHR A 20190906

83



terasortPf [A] Erat

261 815 1 master 4cpu 16g
8 Slave 4cpu 16g

EMR+055:

1 master 4cpu 16g

8 Slave 4cpu 168
ECSH it EMR+0SS

- BRI
MPERERE 1B, EMR+OSSH# TECSHEHadoop, AU MES:

BRI SR

PI7 RIS A —FE

CPUfEHK, Hrpiowait5sysffil%. FINECSH#fidatanode I HRIE, FE L2
ViR, WMCPURIIFH,

MMEER, Hosortbenchmarkfi WIKIEIEGE, B—U0RRH, 8 0RHIE R HEL
i, Jraamgsteins, Biashuffle+fmihai R EE:, M4ELECS HdtHadoopfl—¥ /%45,
KIS INMIEE R, BT R AT F-

& LPd, EMR+OSSLE BECSHEH S/ PRIGEIR, A WE ¥ —F, (HRPERE FREA ]
BWEATE, IFH, WERFESMEMR+OSSKIIFREE, Wl LA nIRELLECS it HadoopSHFE AL
o

FERNTSR

PR AR WER EMR+OSS :

<IN 2R

RSN T 10MBY, IEEF/NF, SBHEEE128MEL LI, EHEMR+OSSHITERERHE,
- MMEEEOSSTTEIEII 7

WAREAE R CEEN S Rh, ARBVUIEFEMR+0SS, @R ERIEOSSTC RN )b —
SE IR ],



5.3 EAOSSHRYERIE(E AN 28 F SRVt 2
A S G R GA7IEOSS TRV I LS STPA TR IIEGAEA

BEIA:
A @bl 2 G, UES%,

BERiER
ASGEOSSHPAINS &, N—FIEGH AT HIERMIUSRS R, A0 MR LS5
& R EBIEEINER) R
—FKIEGMNL T XAFEE, 70 BIa2E I RN RS, FIhEBRE SRR bt
iR, (HETBERBE S, & —&8AXPRSINPOSHINL, AIHNEEBHME 0 MPOS
WL SHBET BIEsR (esvidal) o ASrgiaminfittesvefE 3 AOSS, FHEBOSSSPAL, Sk
BURE Sh R HERE o

RESR
1. BdliF AOSS

a. Fid—/14M “oss-pai-sample” [Bucket,
b. id5kHEndpointh oss-cn-shanghai.aliyuncs.com,
c. AR bR A7 o

BiHA:


https://yq.aliyun.com/users/splsxxoprnflu
https://help.aliyun.com/document_detail/69223.html

X G A7

EAESCRE / 5 Bmdb Pl S 7 b

OSSHH =RI{# IR, MRS WA T 4.

52 Bucket

Bucket £

i

Endpoint

EaEEl

RENE

EEEmn=

N e

@ pEEEE=E X

S : Bucket SRERTHS | PFZRNTRSE. ERTTNEE,

oss-pai-sample 14/63

L2 (R -

ERERARrmAFE LS ; TSR | SEERE

iR T AN Fiie. RREe. BUEREERasTEEiE . =
i B,

oss-cn-shanghai.aliyuncs.com

| | R EThEmE SR

=l : SRS SRR, SiEhE  AEEEEEnEE,
IR S R ?

T

¥ : FrdntArE e R E T R AR,

x AES256 KMS

O STiE AT 0SS 5 SIRIESTESNETR | KMS NS5
ETiRES  BFRTsnEER

R TR

055 SEFRSFEEs | SBEaRFIFAN 055 SHEEEE. il
Aols . FFAY Bucket BRREICFENTERN SRS . THFS

7
WHAL

Bl

d. #ifiBucket#f% (oss-pai-sample) , RERKATTSFER > LGS0k, SR8
fESample_superstore.csv %5 0SS,

86

SCASRAS: 20190906




XA RS /5 BAERES S b

e X

s [ (]
o .
zeeae [mgoada | wm || anz wnEs

R Bucket : MTTIERRTEIRE Bucket RS EAE,

Liws
(&)
BRRnE e Gos B
RE 100 SRR e
rmEERTF
LR UTF-8 8 1
LEGRAE
3 RRERE 1-1023 FE2A
4TS 1 =W FEA
0 29, Bucket FEFERERS , ST LASTHEE,
.
e. Lf&pyh, St FEFOR:
XigfE ‘ oss-pai-sample #m TR KW 452 SN 20180326 1400
L B THETE | BREE SSEE EAAE SHE0 WENE | BAE ARt PG emEgst

e I =

SZ#HE (Object Name ) A T L) =

! Sample_superstore csv 505.977KB R 2018-03-26 14:12 =

XHiA: 20190906 87



2. QPRSI H
a. fEFH 6 sl e MREEHLER Y S, S EMeEnie .,

n
HEEE  wip Eeol wmi = SR SRR
> EEERES

v KGR (E00) mazE: E

®  mRwams

> MESESS (5H)

> El

b. TR DataWorks#itH P15l SR, 2)ikregion (A 3CHiE#50SSHIH
Mregion: #7R2) , IAEIRTIRIRSPIEESIPAL, REdi F—2,

1B TEZIE BERRFIE
> EHEERES

v ()

® mmEsiams

@ DataWorks #uE&Em - #iEF & - MaxCompute

HAFSIS FRFHRIN
e 2 o FHERERIR

isfEregionRIESS

BURMAIEL L

1 BBl TARR? DARES  DAREl DARE1 DASAS

> HEESHE (BR)

» ZHE

i#tEDataWorksigss

Co zumes

c. WHAIERIIG, FidrsyIha R rMaxCompute LA SJPAINAERR, W FE

» EHEEES

v KRB (B0) 45 2 1 DA 3 TARA TrEES [

® mmEwAEs

. a2 -1 wE FaRS At
r le.or = A TEEE EAIRE BuEs BS
) i = W& EEE #ATHR L
1

T

KB R




FH

I (200)

AR

DataWorks

Quick BT

naErs

DataVEETRIL

KM B

B,

FIE Zlasticsearch




3. IElOSSHPAIL,
a. fENLERS: I P A MNERREAE, FFIFOSSEUR RIS Al PFHi i 28 midi .

@osszmms ¢

FAMEPEREANFREN L MER

- 0SS endpoint: P E—PIdRMMEE, endpoint  oss-cn-shanghai.aliyuncs.
com,

- OSSaccesslId fl OSSaccessKey nJ ATEX RAAEOSSIHI A HIrPRH, 40 FEffAR:

IR BhtER

FEAT FamEm SOK T

wazh

B
7 0SS BUSEUSER  HEBITTRNE

iR
) EHEs
g =357 0SS BB i, =
e ke o
E — - F== A = e

- OSSbucket fil object 5355 oss-pai-sample fll Sample_superstore.csv,

- OSScolumn WEGFIHEH R AMOSSHIR csv LIRS 44, BN, REHUEL
f#ESample_superstore.csviifilll R6%1:



Fs |FEER FEEE | FERET
1 |orderid striing [ S
2 |order_date |string |I19AHW
3 |astomer_id |sting HPRE
4 |item string T
5 |sales string  |iHESE
6

quantity string |{HERGE

MOSScolumnMtF Wiz A : 0:order_id,1:order_date,2:customer_id,3:item,4:

sales,5:quantity

b. Bdiiafy, MYUEHRERMF, nDSEHT100580E, WTHEMR:

HLEEFSIPAI

WL
BIERE

065 151011 5020335
US-2015-108986. 5011 5020335

I OSSHI csvfF B & fEMaxComputer A2 R — 5Kl 2% . pai_temp_116611_1297
076_1

i, ARBIERRIPERELER, OSSHNEBIRCL SPALEM, w DN PLAN IR
AT,

HIERERERE
AR B EREAN PRI IR, AR ZAFRTEATE, S WHR S IR ShHETE
ARBIP R BIRIR R AR T :


https://help.aliyun.com/document_detail/42600.html

X RAE

AR | 5 BAERLS Jrb

@osss=me ©)

@ @)

I Ta—
|® order_train f\_g/u .’I '® order_result o)

@m0

) /) \
| I." l'n,
_/ |Il IIII
| \
) |
| / \'.\
@ z=wurstsal ©) \
| III ll".ll
I\f i
)
. 4 v __-\\ i
[ JOIN-1 2 :\L’J-I/I '|II|
/,___,/ — |
[ . €3 .02 @)
[ SQLEE :‘::_ifl (/—q,__x_/)
| @ saL==> @)
4 )
| 1
ity A iin P
By =511 V) =y ==&tz @)

A Z %8 200 LB IRE R IR 7 R s AL, Heh— ANl gEf 24 item, IDAi%
frorder_id, FRIESH A itemMiT AR SYHRY, W REiR:

92

SCRSRRAS : 20190906



| P o &
AR :
14 H
kARl
3 m o
= U.a
oA

ARBIPIAT 17407 fhitem, B HHREIERIEAM:, WHBUEERFitem, SPRAITR:

EE itemid similar_item similarity

1  Binders Paper 0.621813
2  Paper Binders 0.621813
3 Fumishigs Paper 0.53%344
4 Phones Paper 0.513304
5  Strage Paper 0.511521
6  Accessoies Paper 0.488457
Fi At Biders 0.497823
8  Chars Paper 0.431782
9  Appliances  Binders 0.375580
10 Labels Biders 0.303599
1 Tables Biders 0.276730
12 Emvelpes  Storage 0232794
13 Fasteners Storage 0.23218
14 Bookcases  Sturage 0. 220200
15 Supples Accessonies 0.199566
16 Machines Fasteners 0.139423
17 Copiers Machines 0.083710

ig

EHLEES), BANEH “4k” 5 “TTHa” —BWEEUERE RS, HS5HE™Mia R
’go

MFRXECATENORYL, AR B BT DA PRl s 620K )5 5



 AUKANT Bas AR R P, HE M EUREINBESE R, IXFEICIRmE A B
A, BBn] DAPREER SISO FE B2 = R ARGK AT 4545

- RFAKANT BRI AL ORGP, 0% i R S A SCREA W] DA 3 55 5
—FE, FPIEEOE A S ST DARR R SR, B, A R 5 sURRE T P P A
T, JBRERIEP R ORI,

5.4 DataLakeAnalytics+0SS: EFOSSHISeverlesstIX B &Eif
vaiil

AL PEE A G BARAE PO B, Srai i BHR#ETEOSS, fEDataLakeAnalyticsitt
f3Severlessi)ZE HAE ) 73H7.

WREFAEOSS

MRLEEOSSTRBEbRHE, R, VIRSAREREY, RS G MNABIRRIARIA =, R, OSSHE
55 Hadoop FIifk X REMR, #t&it#H. MaxCompute. PLEF223JPAL. DatalakeAnalytics
 BREOHESER A TR M T IR S A

F PRl PAFT IS 2L T OSSIEE /3 Bi b, WiMapReduce, HIVE/Pig/Spark St (i H &8
&R . REAEWSH (Imapla. Presto. DatalakeAnalytics) . IRFEAIJNZR (baHL

ZPAD | BERERFRZA R . KBIENH (MaxCompute) RVl (BT

B 5,

DataLakeAnalytics

Data Lake Analyticsi2 JiHit558y (Serverless) Ltz LR BAEW MRS, KWETL, 5Kn]
WS RS 1 2 LiES AR EIDBCE AT PT B 0SS, TableStorel iz kailb T & M Hi, P
KT L S TR,

RS FE
- OSSHR%:

FiEOSSHk 55
- DataLakeAnalyticsfi55:

JFi@DataLakeAnalyticsii5s
BIESHFI0SS
DAEE S22 5 BE Mol -
BAEOSS 1471 1 A Ftrade\userstfFR, FHAEREHNINZ 5 BHEHIF G :


https://www.aliyun.com/product/oss
https://www.aliyun.com/product/datalakeanalytics

34E ( Object Name ) s o]\ i =it

dc_trade_final_dd_2018-06-02.csv 1.784MB ImEERE
dc_trade final_dd_2018-06-03 csv 1.784MB TEFE
de_trade_final_dd_2018-06-04 cs 1.784MB TEFE

c_trade_final_dd_2018-06-05.csv 1.784MB TEEFE

-5

dc_trade_final_dd_2018-06-06 csv 1.784MB TEREE
de_trade_final_dd_2018-06-07 csv 1.784MB TREFE
dc_trade_final_dd_2018-06-08.csv 1.784NB TRERERE
{44 ( Object Name ) AN TEiESeRY

n user_info.csv 3.29MB R ERE R

R GEEBE M L SE g o T BSOUER. )

& RData Lake Analyticsizhl&

ralig e, M50 AZ% DataLakeAnalytics 7 i B2,

EESHE  PRSESv W SR () v a A #A Ix &= &b SRS
Data Lake Analytics Data Lake Analytics JRSSEEREL{I
BResaEREEpl o = - .
service.cn-hangzhou.datalakeanalytics.aliyuncs.com: 10000 ZERE 15 1 () ERHERE MySQLIEIZER IDBCERESR

service-anyvpc.cn-hangzhou.datalakeanalytics.aliyuncs.com:10000 VPC 551 () BRHEE MySQUIEIZER IDBCEREER
- —


http://testdatasample.oss-cn-hangzhou.aliyuncs.com/workshop_sh/workshop_sh.zip?spm=a2c4g.11186623.2.6.krrnZY&file=workshop_sh.zip
https://openanalytics.console.aliyun.com/

BlESchemafiTable
- fJE#Schema
MAGIESCHEMAREA), s HT,

CREATE SCHEMA sh_trade

CREATE SCHEMA sh_trade (J¥&: F—AFIH xregion, schemafi&RME—, IS
W55 L, Wifidifischema, fEOIENSPORRE, WFHEHYS — 4 schema%s, )

=il sQL&f -

¥ EEHiT(F8) | &F S5hiT BITIFIE TEEU(F9)  HUERE :

CREATE SCHEMA sh_trade

- fijdTable
BRI FhikErh, EEENINIGIEschema,

-

BeHA:
22 5 il R AT P 5 B R

- LOCATION ‘oss://Bucket##r/RBid##HFE
- Location®#t & Bucket AN BRI 3% 12

- ARG IdRR:
FESQLIAREH i A RIS :

CREATE EXTERNAL TABLE tradelist_csv (
t_userid STRING COMMENT 'fjf1ID',
t_dealdate STRING COMMENT 'Hiiija ",
t_businflag STRING COMMENT 'JV55%HS',
t_cdate STRING COMMENT 'FgilAHI',
t_date STRING COMMENT 'Hii&HIb",
t_serialno STRING COMMENT'HIiEREE"',
t_agencyno STRING COMMENT'j{§E&EmR%E ",
t_netno STRING COMMENT ' figs:',
t_fundacco STRING COMMENT'JL4EKE"',
t_tradeacco STRING COMMENT'ZzzHkE",
t_fundcode STRING COMMENT'}4&4CHS "',
t_sharetype STRING COMMENT'{p%&iZal',
t_confirmbalance DOUBLE COMMENT'fi\&m’ ,
t_tradefare DOUBLE COMMENT'zz5i#%:"',
t_backfare DOUBLE COMMENT'JGUkFs:dh:',
t_otherfarel DOUBLE COMMENT'XHfth#tHH1',
t_remark STRING COMMENT'#§7%'

)
ROW FORMAT DELIMITED FIELDS TERMINATED BY ','



STORED AS TEXTFILE
LOCATION 'oss://testdatasample/workshop_sh/trade/';

- AT EEER:

CREATE EXTERNAL TABLE userinfo (
u_userid STRING COMMENT 'Hp'ID',
u_accountdate STRING COMMENT 'FHFNg] ',
u_gender STRING COMMENT '{H1',
u_age INT COMMENT '4E#%',
u_risk_tolerance INT COMMENT 'K[&&3ZfEH, 1-10, 10MEE',
u_city STRING COMMENT'fRfebkili',
u_job STRING COMMENT' T4gkK4|. A-K',
u_income DOUBLE COMMENT '"4ElZA (J5) "
)
ROW FORMAT DELIMITED FIELDS TERMINATED BY ','
STORED AS TEXTFILE
LOCATION 'oss://testdatasample/workshop_sh/user/';

HRSEHIG, W, £230SHARPREE Hlschema FIH2IKE,

DMS for Data Lake Analytics SQ'—%D

R7I =[] sQL&s  *

o

- 1 tradelist_csv

: SELECT u city, u gender,
- userinfo FROM tradelist rew Lse

SQLEIB(RFHIT)
- HHRESHIISXS_0010, FE0603506041I1005% 5 it 7
1. ##ISQL

SELECT * FROM tradelist_csv
WHERE t_cdate >= '2018-06-03' and t_cdate <= '2018-06-04' and
t_agencyno = 'SXS_0010'



limit 100;

2. SRPITEER

B sQLEi X

oF FEpuT(Fe)  &F StiT O STEES [ BR0uF9)  BUEE :  sh_trade [+

SELECT * FROM tradelist_csv WHERE t_cdate >= '2018-96-82" and t_cdate <= '2013-06-84" and t_agencyno = 'SX5_0018° limit 100;

HTHE BUTIKS

AR FRERAMOMESERE , FZFATRARE 10000 {751 , MREEEERED 10000 THHKIE , HERA [F5R17]

5= [T] t_userid [T] t_dealdate [z] t_businflag [r] t_cdate [Tl t_date [T] t_serialno
1 00004703 2018-06-04 08:08:06 FEESA 2018-06-04 2018-06-04 2018-06-04-000094
2 00030449 2018-06-04 08:49:05 FEERE 2018-06-04 2018-06-04 2018-06-04-000604
3 00268145 2018-06-04 15:21:12 FEFEESC 2018-06-04 2018-06-04 2018-06-04-005306
4 00301877 2018-06-04 16:19:19 FEEEA 2018-06-04 2018-06-04 2018-06-04-005996
5 00302747 2018-06-04 16:20:39 FEESA 2018-06-04 2018-06-04 2018-06-04-006015
6 00359957 2018-06-04 17:55:58 REESF 2018-06-04 2018-06-04 2018-06-04-007137
7 00392049 2018-06-04 18:49:38 FErESA 2018-06-04 2018-06-04 2018-06-04-007773
8 00041972 2018-06-03 09:11:57 FEELB 2018-06-03 2018-06-03 2018-06-03-000846
9 00051912 2018-06-03 09:28:20 BEFELD 2018-06-03 2018-06-03 2018-06-03-001046
10 00120370 2018-06-03 11:21:39 FEE2D 2018-06-03 2018-06-03 2018-06-03-002393
11 00165308 2018-06-03 12:35:35 FEELB 2018-06-03 2018-06-03 2018-06-03-003281
12 00244214 2018-06-03 14:43:31 FFEED 2018-06-03 2018-06-03 2018-06-03-004831
13 00332721 2018-06-03 17:08:05 FErEEF 2018-06-03 2018-06-03 2018-06-03-006596
14 00381462 2018-06-03 18:33:12 FEE2E 2018-06-03 2018-06-03 2018-06-03-007620
15 00428524 2018-06-03 19:54:18 FEERC 2018-06-03 2018-06-03 2018-06-03-008574

- Ay, BELEAR, WERKEESEE (ZR]Join#E i)
1. #FiSQL

SELECT u_city, u_gender, SUM(t_confirmbalance) AS sum_balance
FROM tradelist_csv , userinfo

where u_userid = t_userid

GROUP BY u_city, u_gender



ORDER BY sum_balance DESC;

2. SRPITEER

=D sQLzig <

F RHiTre) | 6F ST O svmEs O] 8sUk(F9) EUERE: sh_trade -

SELECT u_city, u_gender, SUM(t_confirmbalance) AS sum_balance
FROM tradelist_csv , userinfo

where u_userid = t_userid

4 GROUP BY u_city, u_gender

5 ORDER BY sum_balance DESC;

[$]

ap

W

WTHE TS

MERERTAIZESER , A ATEARE 10000 {T4IE , MIRBZEEEET 10000 THIZIE , BED [RERTI

FE [T] u_city ~  [m] u_gender v %3 sum_balance | ~
1 Beijing = 2445539161
2 Guangzhou L= 1271999857
3 Qingdao = 1266748660
4 Wuhan = 1264168475
5 Taiyuan L= 1252362637
6 Zhengzhou = 1239787617
7 Jinan = 1239346108
8 Tianjing = 1234535628
9 Shenyang L= 1230515071

10 Hefei = 1226718768
11 Chonggqing = 1224496005

SQLEB(FRFHIT)
1. B dTER, HEEERACSVEEREHith30SS.,

s squsm
& FEniFe) O st [ #etie(o) HEE:  sh_trade - =

1 SELECT u_city, u_gender, SUM(t_confirmbalance) AS sum_balance
2 FROM tradelist_csv , userinfo

5 where u_userid = t_userid

4 GROUP BY u_city, u_gender

ORDER BY sum_balance DESC;

HighE HITRES it
AR NEREER | EFRITEAER 10000 {741E . MRBEZTZEEEN 10000 TAIEE | i56ERA [RFRTI
e [T] ASYNC_TASK_ID v

1 24de85f5_1527386933410

2. RTIRE, nIEBZRSEIESFHIHIITING.

@ BiHH:



PUTIRAFE5 MRUNNING, SUCCESS #l FAILURE =#f, sishihlsi, 24STATUSEE
JISUCCESSHY, nf DA# A & g i th 2O SSH L g 12,

BA sQL&ifn <

0

& BsiiTrs)  oF ST [ sEEE [ 5k(F9)  #UERE:  sh trade

SELECT u_city, u_gender, SUM(t_confirmbalance) AS sum_balance
' FROM tradelist_csv , userinfo

where u_userid = t_userid

GROUP BY u_city, u_gender
» ORDER BY sum_balance DESC;

wiThse PITER

R
P& FIE
1 TABLE_SCHEMA sh_trade
2 CAMNCELLABLE_TASK 2L
3 UPDATE_TIME 2018-05-27 10:08:54
4 CREATOR_ID OA%0a_1399603628608606759¢56
oss://aliyun-oa-query-results-1399603628608606-0ss-cn-
gl -RESULLFILE-OSS HIE hangzhou/Unsaved/2018/5/27/2018052710085324de85f5003497 /result.csv
6  MESSAGE Task has been processed successfully.
7 ELAPSE_TIME 882
& STATUS SUCCESS
9 ROW_COUNT 44
/*+run_async=true*/ SELECT u_city, u_gender, SUM(t_confirmbalance) AS
10 COMMAND sum_balance FROM tradelist_csv , userinfo where u_userid = t_userid GROUP BY
u_city, u_gender ORDER BY sum_balance DESC
15 1D 24de85f5_1527386933410
12 CREATE_TIME 2018-05-27 10:08:53
13 SCANNED_DATA_BYTES 16541059
3. 757 SHHOSSIILE S,
aliyun-oa-query-results-1399603628608606-0ss-cn-hangzhou wE iR 51
S e Eiige He8E BERNE SEEN TENE EHREE Buaft APISET HSREET
st AR : = BEHEE RiET
{44 ( Object Name ) s > FEEE
result.csv 1.128KB TERFE
result.csv.meta 0.188KB e

5.5 3&3HDP2.6 HadoopifEXFI 5 NOSSEIE

HDP (Hortonworks Data Platform) i Hortonworks ZfTHIREWHE &, &7
Hadoop. Hive. HBase % E41fE, HDP f#ihiiA43.0.1 i) Hadoop3.1.1 A CL 3+
0SS, {H{KMAN HDP A3+ 0SS, AL HDP2.6.1.0 hiiAshfl, rgdanfailic® HDP2.6 it
AZFFES 0SS,



HEETF

BT LA R HDP2.6.1.0 [5AE, #53%0A CRFELFH HDP2.6.1.0 £:8F, &nl L@
PR T\

- BRSH A Ambari ## HDP2.6.1.0 38,
- AMEM Ambari, HiT#H HDP2.6.1.0 i,

RESE
1. F# HDP2.6.1.0 hRA 3¢+ OSSHISEHiH,

BibA:
S F R RIEHDP2.6.1.07 Hadoop MfiiA, 11 Apache Hadoop *f OSS SZH5i#h T
JRmERF 2N, Hith HDP2 M/MRAN 0SS I FHIs RS L,
2. ¥ RS

[root@hdp-master ~]# tar -xvf hadoop-oss-hdp-2.6.1.0-129.tar
hadoop-oss-hdp-2. .0-129/
hadoop-oss—-hdp-2. .0-129/aliyun-java-sdk-ram-3.0.0.jar
hadoop-oss-hdp-2. .0-129/aliyun-java-sdk-core-3.4.0.jar
hadoop-oss-hdp-2. .0-129/aliyun-java-sdk-ecs-4.2.0.jar
hadoop-oss—-hdp-2. .0-129/aliyun-java-sdk-sts-3.0.0.jar
hadoop-oss-hdp-2. .0-129/jdom-1.1.jar
hadoop-oss-hdp-2. .0-129/aliyun-sdk-oss-3.4.1.jar
hadoop-oss-hdp-2. .0-129/hadoop-aliyun-2.7.3.2.6.1.0-129.jar

DO OO
PFRHRRRPRRR

3. ¥ hadoop-aliyun-2.7.3.2.6.1.0-129.jar B ${/usr/hdp/current}/hadoop-
client/ H3#WN, HRMjarXHBRS{/usr/hdp/current}/hadoop-client/1lib/ H
N, WG, HRASSHUMTR:

[root@hdp-master ~]# 1s -1lh /usr/hdp/current/hadoop-client/hadoop-
aliyun-2.7.3.2.6.1.0-129.jar

-rw-r--r-- 1 root root 64K Oct 28 20:56 /usr/hdp/current/hadoop-
client/hadoop-aliyun-2.7.3.2.6.1.0-129.jar

[root@hdp-master ~]# 1s -1trh /usr/hdp/current/hadoop-client/1lib

total 27M

drwxr-xr-x 2 root root 4.0K Oct 28 20:10 ranger-hdfs-plugin-impl
drwxr-xr-x 2 root root 4.0K Oct 28 20:10 ranger-yarn-plugin—impl
drwxr-xr-x 2 root root 4.0K Oct 28 20:10 native

-rw—-r--r——- 1 root root 114K Oct 28 20:56 aliyun-java-sdk-core-3.4.0.
jar

-rw-r--r-- 1 root root 513K Oct 28 20:56 aliyun-sdk-oss-3.4.1l.jar
-rw-r-—-r-— 1 root root 13K Oct 28 20:56 aliyun-java-sdk-sts-3.0.0.
jar

-rw-r--r-—- 1 root root 211K Oct 28 20:56 aliyun-java-sdk-ram-3.0.0.
jar

-rw-r--r-- 1 root root 770K Oct 28 20:56 aliyun-java-sdk-ecs-4.2.0.
jar


http://gosspublic.alicdn.com/hadoop-spark/hadoop-oss-hdp-2.6.1.0-129.tar.gz
https://github.com/hortonworks/hadoop-release/tree/HDP-2.6.1.0-tag

-rw-r--r-— 1 root root 150K Oct 28 20:56 jdom-1.1.jar

E] BiH:

AR s{} FINENREE R, RIS PRI BHE .

4. 1A ) HDP 15 57 A L3RR,

5. j@3 Ambari RBIMACE, %A M Ambari ERIERE, WPUBESRcore-site. xml, XH

PA Ambari M, TR FECE:

¥ Custom core-site

hadoop.proxyuserhcat.

groups

hadoop.proxyuserhcat.

hosts.

hadoop.proxyuserhdfs.

groups

hadoop.proxyuserhdfs.

hosts.

hadoop.proxyuser.hive.

groups

hadoop.proxyuserhive.

hosts.

hadoop.proxyuserroot.

groups

hadoop.proxyuserroot.

hosts.

V1 v admin authored on Sun, Oct 28, 2018 20:09

hdp-master ° e ¢

hdp-master ° o c

hdp-master ° e c

fs.0ss.endpoint

fs.0ss.accessKeyld

i L :1

fs.oss.endpoint W5 TREER 0SS i Endpoint,
filan: oss-cn-zhangjiakou-internal.
aliyuncs.com

fs.oss.accessKeyld HE 0SS 1 AccessKeyld,

fs.oss.accessKeySecret

5 0SS ¥ AccessKeySecret,

fs.oss.impl Hadoop 0SS XfFRGELHAR, HiijlblE
J3: org.apache.hadoop.fs.aliyun.oss.
AliyunOSSFileSystem
fs.oss.buffer.dir B IR SR H %,

HH: /tmp/oss




M B {:1

fs.oss.connection.secure.enabled &R HTTPS, H)a HTTPS 25Emifk
fiE,

A : false

fs.oss.connection.maximum 5 0SS miERE

HIAH: 2048

HE SRR 2% Hadoop-Aliyun module,

6. 1R Ambari IR HEHHERE
7. MiABE OSS:

- P
hadoop fs -1s oss://${your-bucket-name}/
- A% -

hadoop fs -mkdir oss://${your-bucket-name}/hadoop-test

A IAR AR 0SS, WIBCERY); HIikis 0SS, IHtAACE.,

8. N T HEIafT MAPREDUCE {155, TR Mhdfs://hdp-master:8020/hdp/apps/2.

6.1.0-129/mapreduce/mapreduce. tar.gzWIN%E, WHE TEZ BRIMEL, Wk
hdfs://hdp-master:8020/hdp/apps/2.6.1.0-129/tez/tez.tar.qgz, HAMPBRIKIE
WEBAEEHE, # OSS M Fiiin LidEgit, HiTanRas:

[root@hdp-master ~]# sudo su hdfs

[hdfs@hdp-master root]$ cd

[hdfs@hdp-master ~]$ hadoop fs -copyToLocal /hdp/apps/2.6.1.0-129/
mapreduce/mapreduce.tar.gz .

[hdfs@hdp-master ~]1$ hadoop fs -rm /hdp/apps/2.6.1.0-129/mapreduce/
mapreduce.tar.gz

[hdfs@hdp-master ~]$ cp mapreduce.tar.gz mapreduce.tar.gz.bak
[hdfs@hdp-master ~]$ tar zxf mapreduce.tar.gz

[hdfs@hdp-master ~]$ cp /usr/hdp/current/hadoop-client/hadoop-aliyun
-2.7.3.2.6.1.0-129.jar hadoop/share/hadoop/tools/lib/
[hdfs@hdp-master ~]$ cp /usr/hdp/current/hadoop-client/lib/aliyun-*
hadoop/share/hadoop/tools/1lib/

[hdfs@hdp-master ~]$ cp /usr/hdp/current/hadoop-client/lib/jdom-1.1.
jar hadoop/share/hadoop/tools/lib/

[hdfs@hdp-master ~]$ tar zcf mapreduce.tar.gz hadoop
[hdfs@hdp-master ~]$ hadoop fs -copyFromLocal mapreduce.tar.gz /hdp/
apps/2.6.1.0-129/mapreduce/

WrACE

AEE A teragen Fll terasort, RKGIIECE RS AR,


https://github.com/apache/hadoop/blob/trunk/hadoop-tools/hadoop-aliyun/src/site/markdown/tools/hadoop-aliyun/index.md

- WA teragen:

[hdfs@hdp-master ~]$ hadoop jar /usr/hdp/current/hadoop-mapreduce-
client/hadoop-mapreduce-examples.jar teragen -Dmapred.map.tasks=100
10995116 oss://{bucket-name}/1G-input

18/10/28 21:32:38 INFO client.RMProxy: Connecting to ResourceManager
at cdh-master/192.168.0.161:8050

18/10/28 21:32:38 INFO client.AHSProxy: Connecting to Application
History server at cdh-master/192.168.0.161:10200

18/10/28 21:32:38 INFO aliyun.oss: [Server]Unable to execute HTTP
request: Not Found

[ErrorCode]: NoSuchKey

[RequestId]: 5BD5BA7641FCE369BC1D052C

[HostId]: null

18/10/28 21:32:38 INFO aliyun.oss: [Server]Unable to execute HTTP
request: Not Found

[ErrorCode]: NoSuchKey

[RequestId]: 5BD5BA7641FCE369BC1D0O52F

[HostId]: null

18/10/28 21:32:39 INFO terasort.TeraSort: Generating 10995116 using
100

18/10/28 21:32:39 INFO mapreduce.JobSubmitter: number of splits:100
18/10/28 21:32:39 INFO mapreduce.JobSubmitter: Submitting tokens for
job: job_1540728986531_0005

18/10/28 21:32:39 INFO impl.YarnClientImpl: Submitted application

application_1540728986531_0005

18/10/28 21:32:39 INFO mapreduce.Job: The url to track the job: http
://cdh-master:8088/proxy/application_1540728986531_0005/

18/10/28 21:32:39 INFO mapreduce.Job: Running job: job_154072

8986531_0005

18/10/28 21:32:49 INFO mapreduce.Job: Job job_1540728986531_0005
running in uber mode : false

18/10/28 21:32:49 INFO mapreduce.Job: map 0% reduce 0%

18/10/28 21:32:55 INFO mapreduce.Job: map 1% reduce 0%

18/10/28 21:32:57 INFO mapreduce.Job: map 2% reduce 0%

18/10/28 21:32:58 INFO mapreduce.Job: map 4% reduce 0%

18/10/28 21:34:40 INFO mapreduce.Job: map 99% reduce 0%
18/10/28 21:34:42 INFO mapreduce.Job: map 100% reduce 0%
18/10/28 21:35:15 INFO mapreduce.Job: Job job_1540728986531_0005
completed successfully

18/10/28 21:35:15 INFO mapreduce.Job: Counters: 36

- X terasort:

[hdfs@hdp-master ~]$ hadoop jar /usr/hdp/current/hadoop-mapreduce-
client/hadoop-mapreduce-examples.jar terasort -Dmapred.map.tasks=100
oss://{bucket-name}/1G-input oss://{bucket-name}/1G-output

18/10/28 21:39:00 INFO terasort.TeraSort: starting

18/10/28 21:39:02 INFO mapreduce.JobSubmitter: number of splits:100
18/10/28 21:39:02 INFO mapreduce.JobSubmitter: Submitting tokens for
job: job_1540728986531_0006

18/10/28 21:39:02 INFO impl.YarnClientImpl: Submitted application
application_1540728986531_0006

18/10/28 21:39:02 INFO mapreduce.Job: The url to track the job: http
://cdh-master:8088/proxy/application_1540728986531_0006/

18/10/28 21:39:02 INFO mapreduce.Job: Running job: job_154072

8986531_0006

18/10/28 21:39:09 INFO mapreduce.Job: Job job_1540728986531_0006
running in uber mode : false



18/10/28 21:39:09 INFO mapreduce.Job: map 0% reduce 0%
18/10/28 21:39:17 INFO mapreduce.Job: map 1% reduce 0%
18/10/28 21:39:19 INFO mapreduce.Job: map 2% reduce 0%
18/10/28 21:39:20 INFO mapreduce.Job: map 3% reduce 0%

18/10/28 21:42:50 INFO mapreduce.Job: map 100% reduce 75%
18/10/28 21:42:53 INFO mapreduce.Job: map 100% reduce 80%
18/10/28 21:42:56 INFO mapreduce.Job: map 100% reduce 86%
18/10/28 21:42:59 INFO mapreduce.Job: map 100% reduce 92%
18/10/28 21:43:02 INFO mapreduce.Job: map 100% reduce 98%
18/10/28 21:43:05 INFO mapreduce.Job: map 100% reduce 100%
N@18/10/28 21:43:56 INFO mapreduce.Job: Job job_1540728986531_0006
completed successfully

18/10/28 21:43:56 INFO mapreduce.Job: Counters: 54

ARy, BCEARL.
BEXY
XT Hadoop BZWN%, wZ%: Hadoop Hifk 0SS,

T LLEE B B2 EMR il 0SS, P Z EMR SEFIFRAR, W

Hadoop. Spark. Kafka. Flink. Storm %#iff, MEREERE /B, BUREHEIRST
—Wi I REH TR, JERSESR 0SS, ML Z EMR 5 0SS B&45a, FHIFIRAEiN
0SS, ﬁ%ﬁﬁiﬁﬁ:ﬂ:, 2% EMR P~ 4.

5.6 i@3 CDH5 HadoopiEXF1E NOSS##E

CDH (Cloudera's Distribution, including Apache Hadoop) 2% Hadoop ZfThA K
—Fb, FoBiiiA CDH6.0.1 HiY Hadoop3.0.0 A B4 % +F 0SS, CDHS5 Hii1) Hadoop2.6 ik
AARZHF 0SS, A4l E CDHS 3#F 0SS 55,

1T CDHS5 i) httpclient # httpcore IXMAAIFIRAZK (4.2.5) , Resource Manager %
R httpclient Al httpcore RAURKARA, 1M OSS SDK ZRIXMALAMIRA RS, Hit, F
it ¥ —4 workaround 75 %.

HEETE

RTEYIE A IS0 CDHS 84, H3A G5 CDHS 1, BHRESHEII XL
i, Jefsd—4 CDHS %4, AL CDHS.14.4 A i,

SE—. N 0SS i &
EEAEA ) CDH i fi T PA N ER1E
1. &/ CDH5 ZEH %S { CDH_HOME }&5HY :

[root@cdh-master CDH-5.14.4-1.cdh5.14.4.p0.3]# 1ls -lh

SHR 100K
drwxr-xr-x 2 root root 4.0K 6/ 12 21:03 bin


https://yq.aliyun.com/articles/292792?spm=a2c4e.11155435.0.0.7ccba82fbDwfhK
https://www.cloudera.com/documentation/enterprise/5-14-x/topics/installation.html
https://www.cloudera.com/documentation/enterprise/5-14-x/topics/installation.html

drwxr-xr-x 27 root root 4.0K 6 12 20:57 etc

drwxr-xr-x 5 root root 4.0K 6 12 20:57 include
drwxr-xr-x 2 root root 68K 6 12 21:09 jars
drwxr-xr-x 38 root root 4.0K 6 12 21:03 1lib
drwxr-xr-x 3 root root 4.0K 6 12 20:57 1lib64
drwxr-xr-x 3 root root 4.0K 6 12 20:51 libexec
drwxr-xr-x 2 root root 4.0K 6 12 21:02 meta
drwxr-xr-x 4 root root 4.0K 6 12 21:03 share

BeHA:
AP s} MNE AR R, RSP B,
2. T# CDH 5.14.4 FiASZH 0SS % #5725 CDHS 2% H i jars Uk,

BEW:
A SZH RS CDHS.14.4 ¥ Hadoop MIlRA, 3#41 7 Apache Hadoop Xf OSS SZF5H)
T EgmIEHFIN, Hith CDHS B/NRAR 0SS MR s L,
3. AR

[root@cdh-master CDH-5.14.4-1.cdh5.14.4.p0.3]# tar -tvf hadoop-oss-
cdh-5.14.4.tar.gz

drwxr-xr-x root/root 0 2018-10-08 18:16 hadoop-oss-cdh-5.14.4/
-rw-r--r—- root/root 13277 2018-10-08 17:36 hadoop-oss-cdh-5.14.4/
aliyun-java-sdk-sts-3.0.0.jar

-rw-r--r-- root/root 326724 2018-10-08 18:16 hadoop-oss-cdh-5.14.4/
httpcore-4.4.4.jar

-rw-r--r—- root/root 524927 2018-10-08 17:36 hadoop-oss-cdh-5.14.4/
aliyun-sdk-oss-3.4.1.jar

-rw-r--r—- root/root 116337 2018-10-08 17:36 hadoop-oss-cdh-5.14.4/
aliyun-java-sdk-core-3.4.0.jar

-rw-r--r—- root/root 215492 2018-10-08 17:36 hadoop-oss-cdh-5.14.4/
aliyun-java-sdk-ram-3.0.0.jar

-rw-r--r-- root/root 788137 2018-10-08 17:36 hadoop-oss-cdh-5.14.4/
aliyun-java-sdk-ecs-4.2.0.jar

-rw-r--r—- root/root 70017 2018-10-08 17:36 hadoop-oss-cdh-5.14.4/
hadoop-aliyun-2.6.0-cdh5.14.4.jar

-rw-r--r—- root/root 736658 2018-10-08 18:16 hadoop-oss-cdh-5.14.4/
httpclient-4.5.2.jar

4, NS{CDH_HOME}/1lib/hadoop H3k, HUTUI R4 :

[root@cdh-master hadoop]l# rm -f lib/httpclient-4.2.5.jar
[root@cdh-master hadoopl# rm -f lib/httpcore-4.2.5.jar
[root@cdh-master hadoop]# 1ln -s ../../jars/hadoop-aliyun-2.6.0-cdh5.
14.4.jar hadoop-aliyun-2.6.0-cdh5.14.4.jar

[root@cdh-master hadoop]# 1ln -s hadoop-aliyun-2.6.0-cdh5.14.4.jar
hadoop-aliyun.jar

[root@cdh-master hadoop]# cd 1lib

[root@cdh-master lib]# 1n -s ../../../jars/aliyun-java-sdk-core-3.4.
0.jar aliyun-java-sdk-core-3.4.0.jar

[root@cdh-master lib]# 1n -s ../../../jars/aliyun-java-sdk-ecs-4.2.0
.jar aliyun-java-sdk-ecs-4.2.0.jar

[root@cdh-master lib]# 1n -s ../../../jars/aliyun-java-sdk-ram-3.0.0
.jar aliyun-java-sdk-ram-3.0.0.jar


http://gosspublic.alicdn.com/hadoop-spark/hadoop-oss-cdh-5.14.4.tar.gz
https://github.com/cloudera/hadoop-common/tree/cdh5.14.4-release

[root@cdh-master lib]# 1n -s ../../../jars/aliyun-java-sdk-sts-3.0.0
.jar aliyun-java-sdk-sts-3.0.0.jar

[root@cdh-master lib]# 1n -s ../
aliyun-sdk-oss-3.4.1.jar
[root@cdh-master lib]# 1n -s ../
httpclient-4.5.2.jar
[root@cdh-master 1lib]# 1ln -s ../
httpcore-4.4.4.jar

[root@cdh-master 1lib]# 1ln -s ../

./jars/aliyun-sdk-oss-3.4.1.jar
./jars/httpclient-4.5.2.jar

./jars/httpcore-4.4.4.jar

~ N N N~

./jars/jdom-1.1.jar jdom-1.1.jar

5. i\ Resurce Manager #8815 s5¥$ { CDH_HOME} /1ib/hadoop-yarn/bin/H3%%, ¥yarn
HICLASSPATH=${CLASSPATH} : SHADOOP_YARN_HOME/${YARN_DIR}/* CLASSPATH=
S{CLASSPATH} : SHADOOP_YARN_HOME/S{YARN_LIB_JARS_DIR} /+&# HCLASSPATH=$
HADOOP_YARN_HOME /S{YARN_DIR} /*:S{CLASSPATH}CLASSPATH=SHADOOP_YARN_HOME
/S{YARN_LIB_JARS_DIR}/*:S{CLASSPATH}#

6. A% Resurce Manager 8 1 5if)S{ CDH_HOME} /1ib/hadoop-yarn/libH3%, ATl
T

[root@cdh-master lib]# 1n -s ../../../jars/httpclient-4.2.5.jar
httpclient-4.2.5.jar



X RAE RAESER /5 BRAEPLY Jibi

[root@cdh-master lib]l# 1n -s ../../../jars/httpcore-4.2.5.jar
httpcore-4.2.5.jar

7. WM HERFERL TR CM ORKIINACE, 3 CM BREE
ff, WPMBMcore-site.xml, PACMMBI, THEHIMM FAL

H: _ .
core-sitexml| M ECESHE HDFS (REsSEH) O
BftiNER ()
== fs.055. endpoint
E
gzl s 17EH
[ wmE
=FR fs.055.accessKeyld
E
inEH B
[ mEE
=R fs.055.accessKeySecret
E
izl lz 7B
| EiE
et f5.055.impl
E
108 AR 20190906

iz iftEH



M B {:1

fs.oss.endpoint WS TR 0SS 1Y Endpoint,

filan: oss-cn-zhangjiakou-internal.

aliyuncs.com

fs.oss.accessKeyld %5 0SS i) AccessKeyld,
fs.oss.accessKeySecret HE 0SS ) AccessKeySecret,
fs.oss.impl Hadoop 0SS XFRZLMK, HuikEE
Ju: org.apache.hadoop.fs.aliyun.oss.
AliyunOSSFileSystem
fs.oss.buffer.dir BRI SCPE H %,

HE: /tmp/oss

fs.oss.connection.secure.enabled 5 E HTTPS, Ha HTTPS 250k
fiE

o]

A : false

fs.oss.connection.maximum 5 0SS Wi

A : 2048

HE SRR 2% Hadoop-Aliyun module,
8. MUl CM S nH R HHE,
9. MiX%T 0SS:

- P
hadoop fs -1s oss://${your-bucket-name}/
- kS
hadoop fs -mkdir oss://${your-bucket-name}/hadoop-test
AN BB 0SS, WIBCEMYY; #HICIERSE 0SS, HRAENCH.
S8 EE Impala 3 0SS B #F

Impala ] A EEE WT7E{E HDFS 9538, 78 CDHS %+F 0SS J5, #inl AE%&E {7 iE{E OSS
1%, OSS SDK ZERIXMANHIERIRA B, P AR BLEHE FR% Impala 75 5T DA TR
fE:


https://github.com/apache/hadoop/blob/trunk/hadoop-tools/hadoop-aliyun/src/site/markdown/tools/hadoop-aliyun/index.md

1. #ANS{CDH_HOME}/lib/impala/lib, AT @M% :

[root@cdh-master lib]# rm -f httpclient-4.2.5.jar httpcore-4.2.5.jar

[root@cdh-master lib]# 1n -s ../../../jars/httpclient-4.5.2.jar

httpclient-4.5.2.jar

[root@cdh-master lib]# 1ln -s ../../../jars/httpcore-4.4.4.jar

httpcore-4.4.4.jar

[root@cdh-master lib]# 1n -s ../../../jars/hadoop-aliyun-2.6.0-cdh5.

14.4.jar hadoop-aliyun.jar

[root@cdh-master lib]l# 1n -s ../../../jars/aliyun-java-sdk-core-3.4.

0.jar aliyun-java-sdk-core-3.4.0.jar

[root@cdh-master lib]# 1n -s ../../../jars/aliyun-java-sdk-ecs-4.2.0
ar

.jar aliyun-java-sdk-ecs-4.2.0.]j

[root@cdh-master lib]# 1ln -s ../../../jars/aliyun-java-sdk-ram-3.0.0
.jar aliyun-java-sdk-ram-3.0.0.jar

[root@cdh-master lib]# 1n -s ../../../jars/aliyun-java-sdk-sts-3.0.0
.jar aliyun-java-sdk-sts-3.0.0.jar

[root@cdh-master 1lib]# 1n -s ../../../jars/aliyun-sdk-oss-3.4.1.jar

aliyun-sdk-oss-3.4.1.jar

[root@cdh-master lib]# 1n -s ../../../jars/jdom-1.1.jar jdom-1l.1.jar

2. ¥ANFS{CDH_HOME} /binHF, BB impalad. statestored. catalogd =AM, fEX
G —1Texecti S, WM TNE:

export CLASSPATH=SCLASSPATH:S${IMPALA_HOME}/lib/httpclient-4.5.2.jar
:${IMPALA_HOME}/lib/httpcore-4.4.4.jar:${IMPALA_HOME}/lib/hadoop
-aliyun.jar:${IMPALA_HOME}/lib/aliyun-java-sdk-core-3.4.0.jar:${
IMPALA_HOME}/lib/aliyun-java-sdk-ecs-4.2.0.jar:${IMPALA_HOME}/1lib/
aliyun-java-sdk-ram-3.0.0.jar:${IMPALA_HOME}/1lib/aliyun-java-sdk-sts
-3.0.0.jar:$S{IMPALA_HOME}/1lib/aliyun-sdk-oss-3.4.1.jar:${IMPALA_HOME
}/lib/jdom-1.1.jar

3. HE 1 R impala MG, ZJ5 impala 5En] AFE#OSSIMEHE 1
AT o=

TPC-DS i) benchmark 55—k call_center, BI%TERAE OSS 1, AT ABIE—ANINE
FHRAE, HFHEIIXKFERIEcc_country il 2V &idt,

[root@cdh-master ~]# +impala-shell -i cdh-slave01:21000

Starting Impala Shell without Kerberos authentication

Connected to cdh-slave01:21000

Server version: impalad version 2.11.0-cdh5.14.4 RELEASE (build20e63
5646213347800 fad36a7doblda25ab32404)

KA KA R AR A R A AR A A R AR AR AR A A A AR A A AR AR AR A AR AR AR AR AR A A A Ak kA kA Ak Ak kA hkhkhkhk kA khkhkkhkkhkhkkkkkkkkkki
Welcome to the Impala shell.

(Impala Shell v2.11.0-cdh5.14.4 (20e6356) built on Tue Jun 1203:43:08

PDT 2018)

The HISTORY command lists all shell commands in chronological order.

Kk Kk Kk Kk k Kk Kk kK ok Kk k ok k ok k ok k kK ok ok ke ok ke k ke ke ok kK ok ko k ok ke ok k ke kK ok ok k ok ok ok ke k ke ke ke ok ke ok ke ke k ok ko ko ke ok ok k ke ko ke ok ok ok ok ke ok
[cdh-slave01:21000] > droptableifexists call_center;

Query: droptableifexists call_center

[cdh-slave01:210060] >

[cdh-slave01:21000] > createexternaltable call_center(

> cc_call_center_sk bigint
>, cc_call_center_id string
>, cc_rec_start_date string
>, cc_rec_end_date string



>, cc_closed_date_sk bigint
>, cc_open_date_sk bigint
> cC_name string
>, cc_class string
>, cc_employees int
>, cc_sq_ft int
>, cc_hours string
> cc_manager string
>, cc_mkt_did int
>, cc_mkt_class string
>, cc_mkt_desc string
>, cc_market_manager string
> cc_division int
>, cc_division_name string
>, cc_company int

> cc_company_name string
>, cc_street_number string
>, cc_street_name string
>, cc_street_type string
>, cc_suite_number string
> cc_city string
>, cc_county string
>, cc_state string
> cc_zip string
>, cc_country string
>, cc_gmt_offset double
>, cc_tax_percentage double
> )

> rowformatdelimitedfieldsterminatedby'|"’
> location 'oss://${your-bucket-name}/call_center

3
Query: createexternaltable call_center(

cc_tax_percentage doub'le

cc_call_center_sk bigint
s cc_call_center_1id string
. cc_rec_start_date string
s cc_rec_end_date string
c cc_closed_date_sk bigint
s cc_open_date_sk bigint
s cc_name string
c cc_class string
s cc_employees int
s cc_sq_ft int
. cc_hours string
s cc_manager string
5 cc_mkt_did int
s cc_mkt_class string
s cc_mkt_desc string
. cc_market_manager string
s cc_division int
s cc_division_name string
5 cc_company int
s cc_company_name string
. cc_street_number string
, cc_street_name string
g cc_street_type string
. cc_suite_number string
s cc_city string
s cc_county string
9 cc_state string
s cc_zip string
5 cc_country string
s cc_gmt_offset double
J
)



rowformatdelimitedfieldsterminatedby'|"
location 'oss://${your-bucket-name}/call_center'
Fetched Orow(s) in0.07s

[cdh-slave01:21000] > select cc_country, count(x) from call_center
groupby cc_country;

Query: select cc_country, count(*) from call_center groupby cc_country
Query submitted at: 2018-10-2816:21:13 (Coordinator: http://cdh-
slave01:25000)

Query progress can be monitored at: http://cdh-slave01:25000/
query_plan?query_id=fb4e09977145f367:3bdfe4d600000000

+

——————————————— o —————
| cc_country | count(x) |
fom fom +
| United States | 30 |
fom fom +

Fetched 1 row(s) 1in 4.71s

SE N
XF Hadoop HZMN%, nl£%: Hadoop XK 0SS,

s thn] BLE B Bl = EMR i) 0SS, FiIl¥ = EMR TR, 5

Hadoop. Spark. Kafka. Flink. Storm Z54iff, MERMLERE. /Bl BIREEMSH
— R KBIR TG, JFIL8E3H 0SS, FHZ EMR 5 0SS B&4h A, BHIFIRAERN
0SS, HZWEAM, F¥FS% EMR /™4,

5.7 Apache Impala (CDH6) ZEifJOSS#iE

CDH (Cloudera's Distribution, including Apache Hadoop) 2#% Hadoop Ef7hiA
i) —fh, COHMERHTRAIZ26.0.1, XHHadoop 3.0.0, AZsrg3unfl CDH6 ML
#t (Hadoop. Hive, Spark. Impala %) fEiE#i 0SS,

HEETF

BB A CIBEUAY CDHG6 $:1E, 5% A CHE 34 CDHG 5, BEESHE L
B, JefEd#—4 CDHe6 #:8f, A iirrA R CDH6.0.1 A,


https://yq.aliyun.com/articles/292792?spm=a2c4e.11155435.0.0.7ccba82fbDwfhK
https://www.cloudera.com/documentation/enterprise/6/6.0/topics/installation.html
https://www.cloudera.com/documentation/enterprise/6/6.0/topics/installation.html

SR—: 1B 0SS icE

LE RSP TR CM ORMMAECE, #3dA CM BEIERE, nBUBMcore-site. xml,
PACM A, R man R :

core-site.xm| KB EEBHAE HOFS (RHBTEE) ©

EER (R21E) XML B ER
AR fs.0ss.endpoint =
E
L]
B fs.oss.accessKeyld =]
E
L]
HFR s 055 accessKeySecret =]
jE
5ERE
Bk fs.oss.impl =]
jE
L]
BFR fs.08s. buffer.dir =]
E
L]

RE

E=g fs.055.connection.secure enabled S]
B
AR
AR fs.0ss.connection.maximum =
E

Bic B 1H

fs.oss.endpoint W5 TREERN 0SS i Endpoint,

filn: oss-cn-zhangjiakou-internal.
aliyuncs.com
fs.oss.accessKeyld 5 OSSH AccessKeyld,

fs.oss.accessKeySecret 5 0SS AccessKeySecret,




M B {:1

fs.oss.impl Hadoop OSSX(FRGEILMIE, HEilEE
Ju: org.apache.hadoop.fs.aliyun.oss.
AliyunOSSFileSystem
fs.oss.buffer.dir BN SEH 5%,

HE: /tmp/oss

fs.oss.connection.secure.enabled REIFBHTTPS, JFRHTTPSEERE,

HIUE: false

fs.oss.connection.maximum 5 0SS MR

HiUE: 2048

W2 SRR 2% Hadoop-Aliyun module,
2. Wl CM S RE R R
3. M5 0SS:

- DI
hadoop fs -1s oss://${your-bucket-name}/
- A
hadoop fs -mkdir oss://${your-bucket-name}/hadoop-test

AWIAnT A 0SS, WIRCERY); HIikits 0SS, Ik AACHE.,

BeHA:
AT S} MNERIREAER, SRIEELbRIIAE S,

S8 ECE Apache Impala ¥f 0SS Bz #3F

HSR CDH6 32§ 0SS, {H2 BB Impala AAFEIBEA R 0SS X FHiEI € CLASSPATH
Bk, FETHEEENER Impala 15 Siran FEfE:

1. #EANS{CDH_HOME}/1ib/impalaH3%, BIEFTS5EE:

[root@cdh-master impalal# cd lib/

[root@cdh-master lib]# 1n -s ../../../jars/hadoop-aliyun-3.0.0-cdh6.
0.1.jar hadoop-aliyun.jar

[root@cdh-master 1lib]# 1n -s ../../../jars/aliyun-sdk-oss-2.8.3.jar
aliyun-sdk-oss-2.8.3.jar


https://github.com/apache/hadoop/blob/trunk/hadoop-tools/hadoop-aliyun/src/site/markdown/tools/hadoop-aliyun/index.md

[root@cdh-master lib]# 1n -s ../../../jars/jdom-1.1.jar jdom-1l.1l.jar

2. HEAS{CDH_HOME}/binHZ, B impalad, statestored. catalogdiX =/~ fF, fEX
e —1Texec Z I MU FN%:

export CLASSPATH=${CLASSPATH}:${IMPALA_HOME}/lib/hadoop-aliyun.jar:
${IMPALA_HOME}/1lib/aliyun-sdk-oss-2.8.3.jar:${IMPALA_HOME}/1lib/jdom-
l.1.jar

3. ERFA TR impala H5GHR,
rACE

25 Apache Impala %) 0SS, ¥ Hiafs TPC-DS M&EMiEA), HXIMAHS% Apache
Impala ST 2fMTPC-DSE I,

TPC-DS 34£F Hive QL, 4 Hive QLS Impala SQLAEAVEILER S, At AT AR S5
FB (FILA query BUMIRENEMEAREIZT) -

1. A:pk sample Eaz 0OSS:

[root@cdh-master ~]# git clone https://github.com/hortonworks/hive-
testbench.git

[root@cdh-master ~]# cd hive-testbench

[root@cdh-master hive-testbench]# git checkout hivel4
[root@cdh-master hive-testbench]# ./tpcds-build.sh

[root@cdh-master hive-testbench]# FORMAT=textfile ./tpcds-setup.sh
50 oss://{your-bucket-name}/

2. #%K, X4 benchmark #XiEA) 5 Apache Impala RIS, Hilllddl-tpcds/
text/alltables.sql VR TES), BXS{LOCATION}BIR], fHldn:

[root@cdh-master hive-testbench]# impala-shell -i cdh-slave0l -d

default

Starting Impala Shell without Kerberos authentication

Connected to cdh-slave01:21000

Server version: impalad version 3.0.0-cdh6.0.1 RELEASE (build9a74a
5053de5f7b8dd983802e6d75e58d31472db)

KA KRR AR A AR A kA AR A A A A A kA kA kA kA kA A Ak A kA kA hk kA kA hk kA hk kA hkkhkkhkhkhkhkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkkhkkhkhkkhkkkkk:
Welcome to the Impala shell.

(Impala Shell v3.0.0-cdh6.0.1(9a74a50) built on Wed Sep 1911:27:37

PDT 2018)

Want to know what versionof Impala you're connected to? Run the

VERSION command to

find out!

KA R A AR A AR A A AR A A A A A A kA kA kA kA kA A Ak A kA kA hkhk Ak hk Ak kA hk kA hkkhkhkkhkhkhkhkhkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkkhkhkkhkkkkk:
Query: use “default’

[cdh-s1lave01:21000] default> create external table call_center(

> cc_call_center_sk bigint
>, cc_call_center_id string
>, cc_rec_start_date string

>, cc_rec_end_date string

>, cc_closed_date_sk bigint
>, cc_open_date_sk bigint
> cC_name string
>, cc_class string


http://impala.apache.org/
http://impala.apache.org/
https://github.com/hortonworks/hive-testbench/tree/hive14

bylll

call_center';
create external table

Query:

P ¥ P Y "W

cc_call_center_sk
cc_call_center_id
cc_rec_start_date
cc_rec_end_date
cc_closed_date_sk
cc_open_date_sk
cc_name

cc_class
cc_employees
cc_sq_ft

cc_hours
cc_manager
cc_mkt_1id
cc_mkt_class
cc_mkt_desc
cc_market_manager
cc_division
cc_division_name
cc_company
cc_company_name
cc_street_number
cc_street_name
cc_street_type
cc_suite_number
cc_city

cc_county
cc_state

cc_zip

cc_country
cc_gmt_offset
cc_tax_percentage

VVVVVVVVVVVYVVVVYVVYVYVYVYVYVYVYVYV

>

s cc_employees
s cc_sq_ft

5 cc_hours

s cc_manager

5 cc_mkt_did

s cc_mkt_class

s cc_mkt_desc

5 cc_market_manager
s cc_division

5 cc_division_name
5 cc_company

s cc_company_name

5 cc_street_number
g cc_street_name

9 cc_street_type

5 cc_suite_number

s cc_city

g cc_county

g cc_state

s cc_zip

g cc_country

s cc_gmt_offset

9 cc_tax_percentage
)

e

int

int

string
string
int

string
string
string
int

string
int

string
string
string
string
string
string
string
string
string
string
double
double

ow format delimited fields terminated

location 'oss://{your-bucket-name}/50/

call_center(
bigint
string
string
string

bigint
bigint
string
string
int

int

string
string
int

string
string
string
int

string
int

string
string
string
string
string
string
string
string
string
string
double
double

row format delimited fields terminated by '|'
location 'oss://{your-bucket-name}/50/call_center'



| summary

Fetched 1 row(s) in 4.10s

3. RAEHENA:

[cdh-slave01:21000] default> showtables;

call_center

catalog_page
catalog_returns
catalog_sales

customer
customer_address
customer_demographics
date_dim
household_demographics

item
reason

store

income_band
inventory

promotion
ship_mode

store_returns
store_sales
time_dim
warehouse
web_page
web_returns
web_sales
web_site

Fetched 24 row(s) in 0.03s

4. 1t Impala L${T TPC-DS #&#), C£nlUEHR & OSS KB,

a. &M SQL X fEsample-queries-tpcdsHF B

[root@cdh-master hive-testbench]#
queryl2. query20.sql query27.sql query39.
query54.
query93.
queryl3.
query55.
query94.
queryl5s.
query56.
query95.
querylT.
query58.
query96.
queryls.
query60.
query9oT.

sql
sql
sql
sql
sql
sql
sql
sql
sql
sql
sql
sql
sql
sql
sql

sql

query64.sql query7l.sql query7.sql

README . md

query2l.sql query28.sql query3.sql

query65.sql query72.sql query80.

testbench.settings

query22.sql query29.sql query40.
query66.sql query73.sql query82.

testbench-withATS.settings

query24.sql query3l.sql query42.
query67.sql query75.sql query83.

query25.sql query32.sql query43.
query68.sql query76.sql query84.

sql

sql
sql

sql
sql

sql
sql

1s sample-queries-tpcds

query46

query48.
query88.

query49.
query89.

query50.
query90.

query51.
query9l.

.sql
query87.

sql

sql
sql

sql
sql

sql
sql

sql
sql



queryl9.sql query26.sql query34.sql query45.sql query52.sql
query63.sql query70.sql query79.sql query85.sql query92.sql
query98.sql

b. 447 TPC-DS #Hiflquery13.sql:

[root@cdh-master hive-testbench]# impala-shell -i cdh-slave0l -d
default -f sample-queries-tpcds/queryl3.sql
Starting Impala Shell without Kerberos authentication
Connected to cdh-slave01:21000
Server version: impalad version 3.0.0-cdh6.0.1 RELEASE (build9a74a
5053de5f7b8dd983802e6d75e58d31472db)
Query: use default Query: selectavg(ss_quantity)
,avg(ss_ext_sales_price)
,avg(ss_ext_wholesale_cost)
,sum(ss_ext_wholesale_cost)
from store_sales
,store
,customer_demographics
,household_demographics
,customer_address
,date_dim
where store.s_store_sk = store_sales.ss_store_sk
and store_sales.ss_sold_date_sk = date_dim.d_date_sk and
date_dim.d_year = 200land((store_sales.ss_hdemo_sk=household_
demographics.hd_demo_sk
and customer_demographics.cd_demo_sk = store_sales.ss_cdemo_sk
and customer_demographics.cd_marital_status = 'M'and customer_d
emographics.cd_education_status = '4 yr Degree'and store_sales.
ss_sales_price betweenl00.00and150.00and household_demographics.
hd_dep_count = 3
)or
(store_sales.ss_hdemo_sk=household_demographics.hd_demo_sk
and customer_demographics.cd_demo_sk = store_sales.ss_cdemo_sk
and customer_demographics.cd_marital_status = 'D'and customer_d
emographics.cd_education_status = 'Primary'and store_sales.
ss_sales_price between50.00and100.00and household_demographics.
hd_dep_count = 1
) or
(store_sales.ss_hdemo_sk=household_demographics.hd_demo_sk
and customer_demographics.cd_demo_sk = ss_cdemo_sk
and customer_demographics.cd_marital_status = 'U'and customer_d
emographics.cd_education_status = 'Advanced Degree'and store_sale
s.ss_sales_price betweenl50.00and200.00and household_demographics.
hd_dep_count = 1
))
and((store_sales.ss_addr_sk = customer_address.ca_address_sk
and customer_address.ca_country = 'United States'and customer_a
ddress.ca_state in('KY', 'GA', 'NM')
and store_sales.ss_net_profit betweenl@0and200

) or
(store_sales.ss_addr_sk = customer_address.ca_address_sk
and customer_address.ca_country = 'United States'and customer_a

ddress.ca_state in('MT', 'OR', 'IN')
and store_sales.ss_net_profit betweenl50and300

) or
(store_sales.ss_addr_sk = customer_address.ca_address_sk
and customer_address.ca_country = 'United States'and customer_a

ddress.ca_state in('WI', 'MO', 'WV')
and store_sales.ss_net_profit between50and250

))
Query submitted at: 2018-10-3011:44:47(Coordinator: http://cdh-

slave01:25000)



Query progress can be monitored at: http://cdh-slave01:25000/
query_plan?query_id=ff4b3157eddfc3c4:8a31c6500000000
+

___________________ +_________________________
e o +
| avg(ss_quantity) | avg(ss_ext_sales_price) | avg(ss_ext_who
lesale_cost) | sum(ss_ext_wholesale_cost) |
o e
e o +
| 30.87106918238994 | 2352.642327044025 | 2162.600911949685
| 687707.09 |
o o
e o +

Fetched 1 row(s) in 353.16s

ARE W e FN67TF, store. store_sales., customer_demographics. household_

demographics. customer_address. date_dim:

[cdh-slave01:21000] default> showtable STATS store;
Query: showtable STATS store
+

——————— e T
o o et ittt
o +
| #Rows | #Files | Size | Bytes Cached | CacheReplication |
Format | Incremental stats | Location
+——l————+ ———————— t————— o ———————
Fom o Fom
e +

-1 | 1 | 37.56KB | NOT CACHED | NOT CACHED | TEXT

| false | oss://{your-bucket-name}/50/store |

fm————— Fm—————— fmm———— o
o o et ittt
o +

Fetched 1 row(s) in 0.01s

[cdh-slave01:21000] default> showtable STATS store_sales;
Query: showtable STATS store_sales

+

——————— e et et it

o o Fom e

o +

| #Rows | #Files | Size | Bytes Cached | CacheReplication |

Format | Incremental stats | Location

- +l ——————— o fom -

o Fm—————— o

e +

| -1 | 50 | 18.75GB | NOT CACHED | NOT CACHED | TEXT
| false | oss://{your-bucket-name}/50/store_sales |

e o o pom e

o do——— o

e +

Fetched 1 row(s) in 0.01s
[cdh-slave01:21000] default> showtable STATS customer_demographics;
Query: showtable STATS customer_demographics

- o o o ———
o Fm—————— o

o +
| #Rows | #Files | Size | Bytes Cached | CacheReplication |
Format | Incremental stats | Location

dm————— Fm—————— +—l ——————— Fmm
o o et ittt



| -1 | 50 | 76.92MB | NOT CACHED | NOT CACHED
TEXT | false | oss://{your-bucket-name}/50/customer_d

emographics |

e e o fom -
o o o

e et ittt +

Fetched 1 row(s) in 0.01s

[cdh-slave01:21000] default> showtable STATS household_demographics;
Query: showtable STATS household_demographics

+ +

_______ +________+__________ —_———— e — —
o o fom e

o +
| #Rows | #Files | Size | Bytes Cached | CacheReplication |
Format | Incremental stats | Location

- t————— +——l ——————— o
o o o

e e +
| -1 | 1 | 148.10KB | NOT CACHED | NOT CACHED
TEXT | false | oss://{your-bucket-name}/50/household_
demographics |

- = o o
o fm—————— o

o +

Fetched 1 row(s) in 0.01s

[cdh-slave01:21000] default> showtable STATS customer_address;
Query: showtable STATS customer_address

+

——————— e S
Fom o Fom
o +
| #Rows | #Files | Size | Bytes Cached | CacheReplication |
Format | Incremental stats | Location
fm————— +—————l——+ ————————— Fmm
o o fom e
e +

-1 | 1 | 40.54MB | NOT CACHED | NOT CACHED
TEXT | false | oss://{your-bucket-name}/50/customer_a
ddress |
- t————— o o
o o o
o +

Fetched 1 row(s) in 0.01s
[cdh-slave01:21000] default> showtable STATS date_dim;
Query: showtable STATS date_dim

- = to———— o

o fm—————— o

o +

| #Rows | #Files | Size | Bytes Cached | CacheReplication | Format
| Incremental stats | Location

+l —————— o o ——— Fmm

Fom o Fom

o +
-1 | 1 | 9.84MB | NOT CACHED | NOT CACHED | TEXT
| false | oss://{your-bucket-name}/50/date_dim |

et o do————— fom

o Fm—————— o



Fetched 1 row(s) 1in 0.01s
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HFERIA Spark 35 AR OSS RS REI' €l CLASSPATH Wik, FiiABINFTLACE Spark
RS 0SS, BEHREAEFAR) COH 4 s T BA T 1k

1. #EAFNS{CDH_HOME} /1ib/spark H3%, HATUI F@4:

[root@cdh-master spark]# cd jars/

[root@cdh-master jars]# ln -s ../../../jars/hadoop-aliyun-3.0.0-cdh6
.0.1.jar hadoop-aliyun.jar

[root@cdh-master jars]# 1ln -s ../../../jars/aliyun-sdk-oss-2.8.3.jar
aliyun-sdk-oss-2.8.3.jar

[root@cdh-master jars]# ln -s ../../../jars/jdom-1.1.jar jdom-1.1.
jar

2. WEANFS{CDH_HOME} /1ib/sparkH3%, BT &H#:

[root@cdh-master spark]# ./bin/spark-shell

WARNING: User-defined SPARK_HOME (/opt/cloudera/parcels/CDH-6.0.1-
1.cdh6.0.1.p0.590678/1lib/spark) overrides detected (/opt/cloudera/
parcels/CDH/lib/spark).

WARNING: Running spark-class from user-defined location.

Setting default log level to "WARN".


https://yq.aliyun.com/articles/292792?spm=a2c4e.11155435.0.0.7ccba82fbDwfhK
https://github.com/apache/hadoop/blob/trunk/hadoop-tools/hadoop-aliyun/src/site/markdown/tools/hadoop-aliyun/index.md

To adjust logging level use sc.setlLoglevel(newlLevel). For SparkR,
use setlLoglevel(newlLevel).

Spark context Web UI available at http://x.x.x.x:4040

Spark context available as 'sc' (master = yarn, app id = applicatio
n_1540878848110_0004).

Spark session available as'spark'.

Welcome to

[ __/\_s_/_/ /_/\_\ version 2.2.0-cdh6.0.1

Using Scala version 2.11.8 (Java HotSpot(TM) 64-Bit Server VM, Java
1.8.0_152)

Type 1in expressions to have them evaluated.

Type :help for more information.

scala> val myfile = sc.textFile("oss://{your-bucket-name}/50/
store_sales")

myfile: org.apache.spark.rdd.RDD[String] = oss://{your-bucket-name}/
50/store_sales MapPartitionsRDD[1] at textFile at <console>:24

scala> myfile.count()
res0@: Long = 144004764

scala> myfile.map(line => line.split('|')).filter(_(0).toInt >=
2451262) . take(3)

resl5: Array[Array[String]] = Array(Array(2451262, 71079, 20359,
154660, 284233, 6206, 150579, 46, 512, 2160001, 84, 6.94, 11.38, 9.
33, 681.83, 783.72, 582.96, 955.92, 5.09, 681.83, 101.89, 106.98, -
481.07), Array(2451262, 71079, 26863, 154660, 284233, 6206, 150579

, 46, 345, 2160001, 12, 67.82, 115.29, 25.36, 0.00, 304.32, 813.84,
1383.48, 21.30, 0.00, 304.32, 325.62, -509.52), Array(2451262, 71079
, 55852, 154660, 284233, 6206, 150579, 46, 243, 2160001, 74, 32.41,
34.67, 1.38, 0.00, 102.12, 2398.34, 2565.58, 4.08, 0.00, 102.12, 106
.20, -2296.22))

scala> myfile.map(line => line.split('|')).filter(_(0) >= "2451262
") .saveAsTextFile("oss://{your-bucket-name}/spark-oss-test.1")

AEREITE R, WIHEEE AR
$IB . EEE Spark 2#F 0SS Select

0SS Select H i CEAERINIX IR IR ALAL, AR EET oss-cn-shenzhen.aliyuncs.com iX
A~ 0SS EndPoint K17, EHEMEFAR COH 5 b7 URRAE:

1. T#O0SS Select ¥y Spark X FHuF$ {CDH_HOME} /jars HF T (HRiZ%3FF S EMIA
H)
2. MRS

[root@cdh-master jars]# tar -tvf spark-2.2.0-oss-select-0.1.0-
SNAPSHOT . tar.gz

drwxr-xr-x root/root © 2018-10-30 17:59 spark-2.2.0-oss-select-0.1.0
-SNAPSHOT/

-rw-r--r—- root/root 26514 2018-10-30 16:11 spark-2.2.0-oss-select-0
.1.0-SNAPSHOT/stax-api-1.0.1.jar


https://yq.aliyun.com/articles/593910
http://gosspublic.alicdn.com/hadoop-spark/spark-2.2.0-oss-select-0.1.0-SNAPSHOT.tar.gz

-rw-r--r-- root/root 547584 2018-10-30 16:11 spark-2.2.0-oss-select-
0.1.0-SNAPSHOT/aliyun-sdk-0ss-3.3.0.jar

-rw-r--r—- root/root 13277 2018-10-30 16:11 spark-2.2.0-oss-select-0
.1.0-SNAPSHOT/aliyun-java-sdk-sts-3.0.0.jar

-rw-r--r—- root/root 116337 2018-10-30 16:11 spark-2.2.0-oss-select-
0.1.0-SNAPSHOT/aliyun-java-sdk-core-3.4.0.jar

-rw-r--r—— root/root 215492 2018-10-30 16:11 spark-2.2.0-oss-select-
0.1.0-SNAPSHOT/aliyun-java-sdk-ram-3.0.0.jar

-rw-r--r-- root/root 67758 2018-10-30 16:11 spark-2.2.0-oss-select-0
.1.0-SNAPSHOT/jettison-1.1.jar

-rw-r--r—- root/root 57264 2018-10-30 16:11 spark-2.2.0-oss-select-0
.1.0-SNAPSHOT/json-20170516.jar

-rw-r--r—- root/root 890168 2018-10-30 16:11 spark-2.2.0-oss-select-
0.1.0-SNAPSHOT/jaxb-impl-2.2.3-1.jar

-rw-r—--r—— root/root 458739 2018-10-30 16:11 spark-2.2.0-oss-select-
0.1.0-SNAPSHOT/jersey-core-1.9.jar

-rw-r--r-- root/root 147952 2018-10-30 16:11 spark-2.2.0-oss-select-
0.1.0-SNAPSHOT/jersey-json-1.9.jar

-rw-r--r—- root/root 788137 2018-10-30 16:11 spark-2.2.0-oss-select-
0.1.0-SNAPSHOT/aliyun-java-sdk-ecs-4.2.0.jar

-rw-r--r—- root/root 153115 2018-10-30 16:11 spark-2.2.0-oss-select-
©.1.0-SNAPSHOT/jdom-1.1.jar

-rw-r—--r—— root/root 65437 2018-10-31 14:41 spark-2.2.0-oss-select-0
.1.0-SNAPSHOT/aliyun-oss—-select-spark_2.11-0.1.0-SNAPSHOT. jar

3. #ENS{CDH_HOME}/lib/spark/jars H3%, BT R4 :

[root@cdh-master jars]# pwd

/opt/cloudera/parcels/CDH/lib/spark/jars

[root@cdh-master jars]# rm -f aliyun-sdk-oss-2.8.3.jar

[root@cdh-master jars]# ln -s ../../../jars/aliyun-oss-select-

spark_2.11-0.1.0-SNAPSHOT.jar aliyun-oss-select-spark_2.11-0.1.0-

SNAPSHOT. jar

[root@cdh-master jars]# ln -s ../../../jars/aliyun-java-sdk-core-3.4

.0.jar aliyun-java-sdk-core-3.4.0.jar

[root@cdh-master jars]# ln -s ../../../jars/aliyun-java-sdk-ecs-4.2.
ar

0.jar aliyun-java-sdk-ecs-4.2.0.]j
[root@cdh-master jars]# ln -s ../../../jars/aliyun-java-sdk-ram-3.0.
0.jar aliyun-java-sdk-ram-3.0.0.jar
[root@cdh-master jars]# ln -s ../../../jars/aliyun-java-sdk-sts-3.0.
0.jar aliyun-java-sdk-sts-3.0.0.jar
[root@cdh-master jars]# ln -s ../../../jars/aliyun-sdk-0ss-3.3.0.jar
aliyun-sdk-o0ss-3.3.0.jar
[root@cdh-master jars]# ln -s ../../../jars/jdom-1.1.jar jdom-1.1.
jar

PR

MAPREE: i spark on yarn #4706 LA, Hrp Node Manager 15244, BT RERES
A PLidf744 container, 4> container BL&IEIRE 1 % 2GB M1,

AR : 3£ 630MB, % 35, BHRES. ARIAILER,

ot@cdh-master jars]# hadoop fs -1s oss://select-test-sz/people/

Found 10 -items

—rw—rw-rw- 1 63079930 2018-10-30 17:03 oss://select-test-sz/people
/part-00000

—“rw-rw-rw- 1 63079930 2018-10-30 17:03 oss://select-test-sz/people
/part-00001

—-rw—rw-rw- 1 63079930 2018-10-30 17:05 oss://select-test-sz/people
/part-00002



—“rw-rw-rw- 1 63079930 2018-10-30 17:05 oss://select-test-sz/people
/part-00003
—-rw—rw-rw- 1 63079930 2018-10-30 17:06 oss://select-test-sz/people
/part-00004
—rw—rw-rw- 1 63079930 2018-10-30 17:12 oss://select-test-sz/people
/part-00005
—rw—rw-rw- 1 63079930 2018-10-30 17:14 oss://select-test-sz/people
/part-00006
—“rw-rw-rw- 1 63079930 2018-10-30 17:14 oss://select-test-sz/people
/part-00007
—-rw—rw-rw- 1 63079930 2018-10-30 17:15 oss://select-test-sz/people
/part-00008
—rw—rw-rw- 1 63079930 2018-10-30 17:16 oss://select-test-sz/people
/part-00009

HEANZS {CDH_HOME} /1ib/spark/, Jaah spark-shell, 2B OSS Select 2 %M
AMEiF 0SS Select 2 #%HE :

[root@cdh-master spark]# ./bin/spark-shell

WARNING: User-defined SPARK_HOME (/opt/cloudera/parcels/CDH-6.0.1-
1.cdh6.0.1.p0.590678/1lib/spark) overrides detected (/opt/cloudera/
parcels/CDH/lib/spark).

WARNING: Running spark-class from user-defined location.

Setting default log level to "WARN".

To adjust logging level use sc.setlLoglevel(newlLevel). For SparkR, use
setLoglevel (newLevel).

Spark context Web UI available at http://x.x.x.x:4040

Spark context available as 'sc' (master = yarn, app id = applicatio
n_1540887123331_0008).

Spark session available as 'spark'.

Welcome to

NN/ N/ _ " 2] '
[___] __I\_,_/_/ /_/\_\ version 2.2.0-cdh6.0.1

/-]

Using Scala version 2.11.8 (Java HotSpot(TM) 64-Bit Server VM, Java 1.
8.0_152)

Type in expressions to have them evaluated.

Type :help for more information.

scala> val sqglContext = spark.sqlContext
sqlContext: org.apache.spark.sql.SQLContext = org.apache.spark.sql.
SQLContext@4bdef487

scala> sqlContext.sql("CREATE TEMPORARY VIEW people USING com.aliyun.
oss " +

| "OPTIONS (" +

| "oss.bucket 'select-test-sz', " +

"oss.prefix 'people', " + // objects with this prefix belong

to this table

| "oss.schema 'name string, company string, age long'," + //
like 'column_a long, column_b string'

"oss.data.format 'csv'," + // we only support csv now
"oss.input.csv.header 'None'," +
"oss.input.csv.recordDelimiter '\r\n'," +
"oss.input.csv.fieldDelimiter ','," +
"oss.input.csv.commentChar '#'," +
"oss.input.csv.quoteChar "\"'," +
"oss.output.csv.recordDelimiter '\n'," +
"oss.output.csv.fieldDelimiter ','," +



| "oss.output.csv.quoteChar '"\"'," +

| "oss.endpoint 'oss-cn-shenzhen.aliyuncs.com', " +

| "oss.accessKeyId 'Your Access Key Id', " +

| "oss.accessKeySecret 'Your Access Key Secret')")
res@: org.apache.spark.sql.DataFrame = []

scala> val sql: String = "select count(x) from people where name
like 'Lora%'"
sql: String = select count(x) from people where name like 'Lora%'

scala> sqlContext.sql(sql).show()

e +
| count (1) |
o +
| 31770
fo—————— +

scala> val textFile = sc.textFile("oss://select-test-sz/people/")
textFile: org.apache.spark.rdd.RDD[String] = oss://select-test-sz/
people/ MapPartitionsRDD[8] at textFile at <console>:24

scala> textFile.map(line => line.split(',')).filter(_(0).startsWith("
Lora")) .count()
res3: Long = 31770

M HEWFES: i 0SS Select MBI FER 7 155, AMEH OSS Select & MEIRFER 1y 545
, T OSS Select REA IR MIPRA M



SparK” ;50 canso1 ‘

Spark Jobs ()

User: root

Total Uptime: 3.4 min
Scheduling Mode: FIFO
Completed Jobs: 2

» Event imeline

Completed Jobs (2)
Jobid ~ Description
1 count at <console>:

0 now at <console>:



Spark 311% 0SS Select Z3FEHIFZHL (Preview)

WP e Spark DataSource APIAJEASEE Spark X% OSS Select, il sl
PrunedFilteredScan, nJPAEFRZEMFIANTIEFLE FHER] OSS Select #1447, HRETXA X FFLIE
eI R,

- B SR :

scala> sqlContext.sql("CREATE TEMPORARY VIEW people USING com.aliyun
.oss " +

|  "OPTIONS (" +

| "oss.bucket 'select-test-sz', " +

| "oss.prefix 'people', " + // objects with this prefix
belong to this table

| "oss.schema 'name string, company string, age long'," + //
like 'column_a long, column_b string'
"oss.data.format 'csv'," + // we only support csv now
"oss.input.csv.header 'None'," +

"oss.input.csv.recordDelimiter '\r\n'," +
"oss.input.csv.fieldDelimiter ','," +
"oss.input.csv.commentChar '#'," +
"oss.input.csv.quoteChar '"\"'," +
"oss.output.csv.recordDelimiter '\n'," +
"oss.output.csv.fieldDelimiter ','," +

"oss.output.csv.quoteChar "\"'," +

"oss.endpoint 'oss-cn-shenzhen.aliyuncs.com', " +
"oss.accessKeyId 'Your Access Key Id', " +
"oss.accessKeySecret 'Your Access Key Secret')")

FB BLH

oss.bucket BHERALER) bucket

oss.prefix P IXARIZE Object #RJE T & SLIXAS
TEMPORARY VIEW,

oss.schema X4 TEMPORARY VIEW ) schema, H
HER PR RE, R8sl — ke
%E schema,

oss.data.format BN, HAiSH CSV ik, Hith
LN GRS ST E N

oss.input.csv* 5 CSV A SEL

oss.output.csv.* & X CSV Hilliig XS,

oss.endpoint bucket fifif) Endpoint,

oss.accessKeyld H%E AccessKeyld,

oss.accessKeySecret HY AccessKeySecret,

BLIA:


https://mapr.com/blog/spark-data-source-api-extending-our-spark-sql-query-engine/

Hli & L 7 HASE, W% 0SS Select API S0k, HRSEIRSISH.
- XREIESRAME: =,<,>,<=, >=,|]|,or,not,and,in,like(StringStartsWith,
StringEndsWith,StringContains). X ARE MHERIIIESAE, Hl: BARBR, w175
PiSFEId PrunedFilteredScan 3KEUAEINZLE, W RHEFRZERFIE] OSS Select,

BibA:
0SS Select i& 35 HARII ISR, W PAZ% 0SS Select APT Y,
MELTPC-HEZE

MK TPC-H H queryl.sql M F lineitem JX4~ table WA MPERE, KRR ETCR, T T HE
fii OSS Select I IEHE LB, B where £ 1_shipdate <='1998-09-16' ¥}y where
1_shipdate > '1997-09-16', WiX%HaK/H 2.27GB,

- U Spark SQL ##1:

[root@cdh-master ~]# hadoop fs -1s oss://select-test-sz/data/
lineitem.csv

-rw—rw-rw- 1 2441079322 2018-10-31 11:18 oss://select-test-sz/data
/lineitem.csv

- 1£ Spark SQL Lf#iH] OSS Select &¥y:

scala> import org.apache.spark.sql.types.{IntegerType, LongType,
StringType, StructField, StructType, DoubleType}

import org.apache.spark.sql.types.{IntegerType, LongType, StringType
, StructField, StructType, DoubleType}

scala> import org.apache.spark.sql.{Row, SQLContext}
import org.apache.spark.sql.{Row, SQLContext}

scala> val sqglContext = spark.sqlContext
sqlContext: org.apache.spark.sql.SQLContext = org.apache.spark.sql.
SQLContext@74e2cfc5

scala> val textFile = sc.textFile("oss://select-test-sz/data/
lineitem.csv")

textFile: org.apache.spark.rdd.RDD[String] = oss://select-test-sz/
data/lineitem.csv MapPartitionsRDD[1] at textFile at <console>:26

scala> val dataRdd = textFile.map(_.split('|"))
dataRdd: org.apache.spark.rdd.RDD[Array[String]] = MapPartitionsRDD[
2] at map at <console>:28

scala> val schema = StructType(

List(
StructField("L_ORDERKEY",LongType,true),
StructField ("L_PARTKEY",LongType,true),
StructField("L_SUPPKEY",LongType,true),
StructField("L_LINENUMBER",IntegerType,true),
StructField("L_QUANTITY",DoubleType,true),
StructField("L_EXTENDEDPRICE",DoubleType,true),
StructField("L_DISCOUNT",DoubleType,true),
StructField("L_TAX",DoubleType,true),



https://help.aliyun.com/document_detail/91745.html?spm=5176.11065259.1996646101.searchclickresult.65472500Xr22Om
https://help.aliyun.com/document_detail/91745.html?spm=5176.11065259.1996646101.searchclickresult.65472500Xr22Om

StructField("L_RETURNFLAG",StringType,true),
StructField("L_LINESTATUS",StringType,true),
StructField("L_SHIPDATE",StringType,true),
StructField("L_COMMITDATE",StringType,true),
StructField("L_RECEIPTDATE",StringType,true),
StructField("L_SHIPINSTRUCT",StringType,true),
StructField("L_SHIPMODE",StringType,true),
StructField("L_COMMENT",StringType,true)

)
)
schema: org.apache.spark.sql.types.StructType = StructType(
StructField(L_ORDERKEY,LongType,true), StructField(L_PARTKEY,
LongType,true), StructField(L_SUPPKEY,LongType,true), StructField
(L_LINENUMBER,IntegerType,true), StructField(L_QUANTITY,DoubleType
,true), StructField(L_EXTENDEDPRICE,DoubleType,true), StructField
(L_DISCOUNT,DoubleType,true), StructField(L_TAX,DoubleType,true),
StructField(L_RETURNFLAG,StringType,true), StructField(L_LINESTAT
US,StringType,true), StructField(L_SHIPDATE,StringType,true),
StructField(L_COMMITDATE,StringType,true), StructField(L_RECEIPTD
ATE,StringType,true), StructField(L_SHIPINSTRUCT,StringType,true
), StructField(L_SHIPMODE,StringType,true), StructField(L_COMMENT,
StringType,true))

scala> val dataRowRdd = dataRdd.map(p => Row(p(®).tolLong, p(1l).
toLong, p(2).toLong, p(3).toInt, p(4).toDouble, p(5).toDouble, p(6).
toDouble, p(7).toDouble, p(8), p(9), p(10), p(11l), p(12), p(13), p(
14), p(15)))

dataRowRdd: org.apache.spark.rdd.RDD[org.apache.spark.sql.Row] =
MapPartitionsRDD[3] at map at <console>:30

scala> val dataFrame = sqglContext.createDataFrame(dataRowRdd, schema
)

dataFrame: org.apache.spark.sql.DataFrame = [L_ORDERKEY: bigint,
L_PARTKEY: bigint ... 14 more fields]

scala> dataFrame.createOrReplaceTempView("lineitem")

scala> spark.sql("select 1_returnflag, 1_linestatus, sum(l_quantity
) as sum_qty, sum(l_extendedprice) as sum_base_price, sum(l_extended
price x (1 - 1l_discount)) as sum_disc_price, sum(l_extendedprice x
(1 - l_discount) * (1 + 1_tax)) as sum_charge, avg(l_quantity)

as avg_qty, avg(l_extendedprice) as avg_price, avg(l_discount) as
avg_disc, count(x) as count_order from lineitem where 1_shipdate > '
1997-09-16"' group by 1l_returnflag, 1_linestatus order by 1_returnfl
ag, L_linestatus").show()

o o tom Fom

o o o

Fom e e ittt e o +

| L_returnflag|1l_linestatus| sum_qty| sum_base_price|
sum_disc_price| sum_charge| avg_qty|

avg_price| avg_disc|count_order |

o ———— o ———— —— Fmm—————— e

Fom e Fom Fomm e

o Fom o +

| N| 0]|7.5697385E7|1.135107538838699. .. 1.

078345555927154...|l.121594616321447...|25.501957856643@52|3824l.

036487881756|0.04999335309103123| 2968297 |

o —— o —— Fmm——————— e

o e ittt L e Fom

o e o ———— +

scala> sqlContext.sql("CREATE TEMPORARY VIEW -item USING com.aliyun.
oss " +
|  "OPTIONS (" +



| "oss.bucket 'select-test-sz', " +
| "oss.prefix 'data', " +
"oss.schema 'L_ORDERKEY long, L_PARTKEY long, L_SUPPKEY

long, L_LINENUMBER int, L_QUANTITY double, L_EXTENDEDPRICE double,
L_DISCOUNT double, L_TAX double, L_RETURNFLAG string, L_LINESTATUS
string, L_SHIPDATE string, L_COMMITDATE string, L_RECEIPTDATE string
, L_SHIPINSTRUCT string, L_SHIPMODE string, L_COMMENT string'," +
"oss.data.format 'csv'," + // we only support csv now
"oss.input.csv.header 'None'," +
"oss.input.csv.recordDelimiter '\n'," +
"oss.input.csv.fieldDelimiter '|'," +
"oss.input.csv.commentChar '#'," +
"oss.input.csv.quoteChar "\"'," +
"oss.output.csv.recordDelimiter '\n'," +
"oss.output.csv.fieldDelimiter ','," +
"oss.output.csv.commentChar '#'," +
"oss.output.csv.quoteChar '"\"'," +
"oss.endpoint 'oss-cn-shenzhen.aliyuncs.com', " +
"oss.accessKeyId 'Your Access Key Id', " +
"oss.accessKeySecret 'Your Access Key Secret')")
res2: org.apache.spark.sql.DataFrame = []

scala> sqlContext.sql("select 1l_returnflag, 1_linestatus, sum(
1_quantity) as sum_gty, sum(l_extendedprice) as sum_base_price,
sum(l_extendedprice * (1 - 1l_discount)) as sum_disc_price, sum(
1_extendedprice * (1 - 1l_discount) * (1 + 1_tax)) as sum_charge,
avg(l_quantity) as avg_qty, avg(l_extendedprice) as avg_price, avg
(1_discount) as avg_disc, count(*) as count_order from item where
1_shipdate > '1997-09-16' group by 1_returnflag, 1_linestatus order
by 1_returnflag, 1_linestatus").show()

scala> sqlContext.sql("select 1_returnflag, 1_linestatus, sum(
1l_quantity) as sum_qgty, sum(l_extendedprice) as sum_base_price,
sum(l_extendedprice x (1 - 1l_discount)) as sum_disc_price, sum(
1_extendedprice x (1 - 1l_discount) * (1 + 1_tax)) as sum_charge,
avg(l_quantity) as avg_qty, avg(l_extendedprice) as avg_price, avg
(l_discount) as avg_disc, count(*) as count_order from item where
1l_shipdate > '1997-09-16"' group by 1_returnflag, 1_linestatus order
by 1_returnflag, 1_linestatus").show()

fom e ——— o —— o ——— o
e e it o o
o fomm fom————————— +
| L_returnflag|l_linestatus| sum_qty | sum_base_priice|
sum_disc_price| sum_charge| avg_qty|

avg_price| avg_disc|count_order |
fom e —— o —— o —— o
e e ——————— fommm
o o o ——— +

N| 0|7.5697385E7|1.135107538838701E11|1.

|
078345555027154...|1.121504616321447...|25.501957856643052|38241.
03648788181|0.04999335309103024 | 2968297 |



M TRERIELEH . 1E Spark SQL L OSS Select & #EFER N 38s, fE Spark SQL
A 0SS Select ZifEIRFER ]2.5min, i OSS Select nf Kl REHPLs ifyid

. spark Jobs (?

User: root

Total Uptime: 7.6 min
Scheduling Mode: FIFO
Completed Jobs: 2

» Event Timeline

Completed Jobs (2)
Joblid ~ Description Submitted Duration Stages: Succeeded/Total Tasks
1 show at <console>:28 2018/10/31 14:32:08 38s 2/2
0 show at <console>:26 2018/10/31 14:26:04 2.5 min 2/2 o
SEXH
WENE, WS% IR k:
- il SQL ¥EHX OSS X

- Apache Impala(CDH6) 28 0SS %
- CDH5 Hadoop Wi 0SS
- Spark Data Source API


https://yq.aliyun.com/articles/593910
https://mapr.com/blog/spark-data-source-api-extending-our-spark-sql-query-engine/

6 HiEEMNIENR

6.1 FINTFHETIE]
FIXARAEOSS LIS, WM ZHRIES BRI, MRS R,

0SSz L&D BA 2875 5

- P H] (FRAEH G A E PR AR EE T APT/SDK AP )
- HTFossimport T.H

BEEXKIEEHHTER
- BERR

2 W BLES X IR DT 245
- PR G B E R

2 WP E S X IR R
- W LR

2 WBucket Z [ EE R 255 WL )i,
- FERIBEH

- JEBucketfil Hf#Bucket)d FH—4H P, Hi B AR,
- JFBucket. HirBucket{ZERAIAARITRESAL,
- BEALER—XIEBucket. z MEATERFIE, WIn] PLdEiE OSSHSDK/APIZA% S,

B fFEAossimport TRA#{T&%
- AR
SRR ACE . PR . 5 m KR,


https://help.aliyun.com/document_detail/62987.html
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ossimport TRR[BUREANL, HEREfNBIRIERI0SS, ef P MEY:
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COS. #IUKS3, HTTP, 0SS5, FFnliRETHEd &,
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XFFEBTRE N MRS, RSt
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- H W

2 WUH W,
- R

AFEIK P AR Bucketz b, HHERAAN, FIM10TBEIM LTSN, IR X
Bk,

FIH B R AIEOSS 2 [ )5 SCPIE e, ossimport HEERIS XPHESIR/E (put/

apppend/multipart) , AREFIBEERIMERERIE, g i RS BRI SLALR
Wk, PR

QORTFIE 1 5 DXL T i, O (5 P B DX e A 7 s il R i vl 28

6.2 HIREFIDEIOSS
A BUINTTR R S YDBSHAIDC, AW, 45=75 %W, Bl ZRDSHIRE
RECSH IR HFI0SS L,

L
v
]

- XRAFHOSS

MEAROSSHESL 1 hERRILE R, (EMRSAININ, RBUMI,, R 7 e B ) 3 247

sk, EROE 7 RASEAR, A RAIUIRR S ARSI P SR RS, (ENAEHE I
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BarE s Oy DBS R MBI AR BHE SRR, IRARI SRS &l DO ZRIERBER T
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- SeHeRes: FIAIOSSHIRS X IR HITIRE, MastrBURRISRE, RIHBIRRITG.
- BuEfeEmE : R RETPEETSSLING, PREREUE 2T,
- BdRAE RN NS OrSIOSSHIBHRITTINE A, PREEEIREERATE,
- BEIEGIE : BEI G R P A Dy A R
- ARAEA

PR, (B30, V3 AT TRBiEA
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- XFIDC. BT nB0EE. P ARDS, FIHAECS H 88U,
B RERERIZ
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1. BRI, VEWIES Wpdmpe s b A 1P s 0 TRl
2. BCEADHR, VRIS Wi sty odon T T PIECE &0y iRl
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https://help.aliyun.com/document_detail/65909.html
https://help.aliyun.com/document_detail/59609.html
https://help.aliyun.com/document_detail/59616.html
https://help.aliyun.com/document_detail/85543.html
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A A0S 5 A7 I i LT 535

M RAFHEOSSR MR A A RAFNRSS, $efiehntf, (RS, IRSTAIASA, B MAEIAIAR
fifigask. OSSHRAREST ul API, I DAMEMIHIEDiMIOSS, fEfifis A BERE ) LD .
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7.2 (EAIE™E
7.2.1 &7
OSSHIARTAEMICEERR, TEIENT DAGE FH A St LA fnngg & — P H OSSR 55 -

B A A B RS TRHRMERG PR, LinuxfWindows, PN AFRRIRERSE, =17
fERICHRAE T RISPEi R B : NFSHISMB (CIFS) , MMisEBIA ML S0P iT] . PRI
S WA NI =LA T,

WA, ZAFMEFIDCGEHE TISCSIMNY, HFFRINOSSTZREZ M M AORS, FFIRBR LNt
W17 B 257 S DA EBS MU 32 TBINAHR, 16 T XS BURAIIREIR. VNS WA
RELT ),

ST 25 17 DI e IR = RPN, OSSTFREVETZ ABucket s SEREME R A H S P Ik 4
&, 0T DT SRS B Vi OSSN, JCRERTHIE T POSIXAIYL VI BMSIRIBEH, el
WO SIS,

7.2.2 MHEZE R
BRI LinuxAWindowsPHRIRIIRIERSE, ZAEMRIXALE 1 IR IHNN
NFSHISMB (CIFS) o A SCEZAGIMHARTYNLIRIE S IRV,

Linux FEINFS MY Z 43518

NFSHUZLinux/Unix R4t MR EFRIEE XYM PR B RRENEER, NFSHMUEEROSS
7 fifn] MG — A AR AR — R TS il

VilA7 RS2 P i L AENTS, AR linux R ERGELATTAMA R, IXHIT
ZubuntufffERGiN centosiR{E RGN LML, HEBR/ERSE LZENFS, HARE X,

- fEubuntuMERS LHITA R L3 2 :
apt-get install nfs-utils
- {Ecentosf#{ERGE LPITEA MM 2 :

yum install -y nfs-utils

W EAESE, WIITUU RSB



1. GIEENFS,
a. fEAfFEMC/NFST, dits EMRAIETEE, FIOFQIENFSHIGHE, @ NEoR,

HENFS

T (B o

E] AR

RS R TR G EENFS,

b. TEHLEAFRRED, HENFSHERIEGE (NFSv4) .

c. TEH P WEp, RHi%EENone, root_squash. all_squash, all_anomnymousPUYff
75 g Horh— i,

d. fEBHED, R R,

- RSB I BIRER SRS I, — D RA e A7, 55— D RIFLEOSS,
- G ARERAF R ROCEIEMZE ViR RN P8R, OSSHR 7 2 B,

e. fERGIIRMED, MR, IERHPIN SRR il

f. fERAFMEEENE D, SAdnEeE, SRR RIS i,

HAtsH 2SR, 162 WACENFSIRSS X,


https://help.aliyun.com/document_detail/87414.html

2. BF iR
TEZ Pt TP AT LA DA R 2
mount.nfs Xx.x.x.x:/shares local-directory

o,

- x.x.x.x:/shares: RIS G ERTPHINEA LS H 5%,
- local-directory: fEfRZFUGIIAKE S, nDUMEEA RS PIRMNES, AREHREAT
TER SR H

HBRIGHERG2df -hEERANWEERE R,

[root@centos7ch ~]# df -h
Size Used Avail Use% Mounted on
99G 1.6G6 92G 2% f
24G 0 24G 0% /dev
24G 0 24G 0% /dev/shm
246G 424K 24G 1% /run
246G 0 0% /sys/fs/cgroup

92.168.0.68:/nfs2 256T D 256 0% /mnt/nfsl172cent7.4

BEmA:
NFS% FUitE R A 22 2mOSSHIA R A/, 256 TBR XM RGRERAS &, HEliOSSKI{FE
fi et 1) e R /SRR

HBRHSF IR =t PPURS RBIEI S A7 AEOSS, NFSInl A2~ i1
PUEEBDACBEINASIRSS . R UENE, S5 TEE RO,

Windows FBISMB (CIFS) thiXtt=ciE3ifia)

SMB (CIFS) Bpi2WindowsZ& MR =XV BL. @IS Mg IF R, FEOSSHE
fEme s Windows R — A PIgsRzhds, SRESRIEEIIYIM, RASRIERW T :


https://help.aliyun.com/document_detail/87416.html
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a. fEAAFEMC/CIFSYLm, it LML, FIIFRIECIFSYIGHE, W FER,

B3R CIFS

b. fEIEATRNED, BU5 CIFSHIME L EZ AT,
c. RGN, JERHINEEI,

- RS I BIRER SRS I, — e RMA e AE, 55— RIFLEOSS,
- AP AHRAF 2 ROTBUBME R ViR P BdE. OSSR & R Es.
d. iR KOSS_ ER TBIRRILS EIA M, EHTMAERMBUERE. =i,
e. fEnVEIRMErD, MdiiZss, IEREHIN =BG il
f. fERAFEEENE D, FAdner, SRR i,
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b. M EAIIIEEEL, FTIFEIMCIFSH P OMIGHE, AT EoR,
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1. i, TR,
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T LB g

B O ErE SiEEx @

T ERTEME i %

@ BEW:

- BRAUENE: 1284
- iSCSIHbRE ARSI EL: 1284,
2. 5B, REHMKE, AR, BFRWE, RERMISCSL, EEEN, RIS
4%\0

@ B:

- FEPRSE R :

- IERS GBRA) - REIZEEMN 2B MO0SS Bucket BRI
- R WRBVIEM BIAYOSS Bucket CEPHEERI A, REEX LA
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- AEBSIEEERE
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=iSCSHE
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O EFRE > digahet 60.00GE  blocks2) 2 SEEE - - £ 4RE
[9 st
> dig20xietout S0.00GE  blockd20 2 EHEN BBz fdewfsde = ARE
@ xF

iSCSKHE
& ZEERE BERF BE =RF BRisCSI jzd RS R RS B
GEFRE L game 2 SiEE - - el as-3
[9 gt
v digdetout S000GE  blocka2d 2 s s Ietstc sl A
@ %F
ign.200¢ aliyun. "
g =
Ll
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WHHPUT L R B Linux % P e i 34

a. flifliscsi-initiator-utils RPM fi$53M %iSCSIHFr.

E] BibA:



fifflsudo yum -install qdiscsi-initiator-utils mi2%¥EiZM, WRECRRE
1, APk P R,
b. AU F&H2RAUEISCSISF i lEfR B IEfEIB1T,

- sudo /etc/init.d/iscsi status //: &M FRHEL 58 RHEL 6.

- sudo service iscsid status //: &M TFRHEL7,

WM LRGSR EARR R runningikZ, EHHAN GBI

sudo service 1discsid start //

2. H¥E
a. KA, Vil23260,
it
sudo iscsiadm -m discovery -t st -p < GATEWAY_IP >:3260
Nk

iscsiadm -m discovery -t st -p 10.0.100.51:3260

BEHA:
Hep, 10.0.100.512M%IP, nli@dHl& 0T > MLHE R > IPf5 BIREL
b. H#E

HE:
HF iSCSI WrlBRHl, HE— AN EHEB 2% P L.
WA o S HE RPN E
F:

iscsiadm --mode node --targetname <TargetName> --portal <GATEWAY_IP> -1

BiIA:



Hrp TargetName F# h T BH BN TargetName, GATEWAY_IP i #51K %
IP,

ZN/E

iscsiadm -m node -T iqn.2009-09.com.aliyun.iscsi-sgw:test97-block95 -p

0o .com.a
1adm -m node -T 1gn.200 E . .15CS :test97-blockds -p 10.8.10 B -1
default, target: ign.2 . -blockss, portal: 18.8.188.5 60] (multiple)
test97-blockds, portal: 16.8.188.5 successTul.
[root@localhest ~1# [

c. BEE

BN[PUEH fdisk -1, 1sblk FMAPERCLHENE, YillkETF, BEegk Ml
RIRRRE L
i fdisk -1EBUWER:

HEZAMRREGR, WS WAl M AL B OSSH Y,


https://help.aliyun.com/document_detail/87268.html
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il Microsoft Windows % FimiE#Es1%, EFHZEMA Microsoft Windows iSCSI JEahfe
FoRERRIE, K& Windows 20 KA HE R
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i eSS
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Windows PowerShell

2 ,uﬁﬁﬂﬁﬁﬂﬁjﬁg WTndows PowerShell (x86)
Windows PowerShell ISE

3 “JE’T]DEEEEE'\]E{MHE%%% Windows PowerShell ISE (x86)
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i SoiHIERRS b

Windows Server Backup
4 glEfRERRE Windows AR08
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SRR FiEe2 Windows ke
HENEE
AENRSEE ERHEF
B 2 | BEREE 1 | BEESE EnEES
FEREEAML IR
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ERES
femctisin

FIETHRE(W)
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2. BEISCSITIF
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SRS 1595 FRE S HT THMD:
e
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c. TEFRRIE Frhdi A B bRi) 1P bk, 285 SN EART 1P
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AEENEN IPENMEHARE, FRE ‘SR k-
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3. iSCSI Target &

a. HuliHbr,

b. fEARESFH, Erp kPP AT REBEISIRER HART M, 25 R dnE il

B #W | eqEl Bt | SI0EE | RADIUS | @R |

i
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iﬂ%ﬁﬁﬁ'ﬁ- BESENRE FEREETHES
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Bira:

1qn. 200909, com. alivun. 1sesi—szw:218d1r2—z1vuan

VISIHEERINE MR BRI -
FR SIS EN B B ERGB I ENTRIER -

L BR#HEE(E)
SR (A). .. WRE BH

d. WEIREN CiER)R, i,

B W | ESEOB | SHEE | RADIUS | EE |

R
Elﬁﬁ.’%ﬁgﬁgﬁéﬁﬁ?ﬁﬂﬁﬁs IEREERR I i Ns 2

B | | RiEER Q. . |
ERIMAE T G)

L BE® |
—EH s

1qo 200909, com. alivan isesi—sgw 218dir2—iyuan %32
Tan. PO0E09. com, aliyan 15051 5EF C10diroT1lyusn  A-Sal

%E‘%ﬁgﬂﬁlﬁﬂﬁﬁﬁs EIEEET. KERE | EEm |
%‘%‘ﬁ%ﬁl}?ﬁﬁ:mﬁﬁ- ifEFEET. AER | EFmEED) |
ﬂj%%#jﬁ‘li BESENERES, FAFEETHRE | EHe).. |
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4. BRWE

A B P, SRS AL,  RIREA BRI

- 62 s
% -T@ Windows Server Back
2 BEEE RO
EFTEEER)
&2 VHD
B0 VHD
FFEIE '.
==\
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EHI(H) +
- g1 | |
=5 | |
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& EnEEE
4l BHTE
b (D) SRR
v SR
bl HEN#E
b B AR
e
= EEETERE
4 55 TFfE
bl Windowis Server Back
=0 B EIE
b oy IRSSHIRY FERE

% | 55 | em | auzs| v a8 ElEL
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8 FhE= B EIE

8.1 B HIFEHE (CORS)

PEIEIRIL S (Cross-Origin Resource Sharing) , fii#% CORS, J& HTML5 $2tibniks ik
fRTTR, 0SS X+ CORS UK LIBEIRYI M, A SO@EFHARBI-AUTEEE CORS,

AliR
HER CORS BMn] PAZ%W3C CORSHTE,

[ERERES
PSRRI, B VL JavaScript RIBSIRYI IS, JRNSEER T L2 M AN — B, W

FITRERNE, 25150, 5 A, B MAPIGE T AR, QUK ET A WSS b
JavaScript fARSA 2 Vil B WG, %88 SRt iml,

SR, TESEPRN D, S SAEEVIFNTER, RPN www.a.com, JauafEH 7

0SS, TEMimH Rt v i JavaScript SR L&DhRE, (HREZImE D, HEER www.a.com
KIEWR, AP AR R S RHELS, XA SBUH P HERBERE B Mwww.a.
com ¥, WIRBEHE 7SRNG, WP st LE R BAEF] OSS MiL®H M www.a.com H¥,

CORS 7748

CORS =—A M1 S AL RHE PR —E RN, W HTTPRI Header K3EfT 2 HL, MIYEAAEIN
PSR SRR SIS RGN, 2¥%O0riginfHeader A HTTPIE R & XSRS 2S, Lban

LEmiABAHIF-, OriginffHeaderst@dwww.a.com, ARFaImZEBENXNERZ G, SHRIE—

SEMTRRNAIT R S S VPR TR ISR, WURSVFIES, MRS5S axfeiR bl b 2B L Access-

Control-Allow-OriginiX/"Header, & Awww.a.com>RFR RVFIAREEEYIM., WRARSS
8 SR VFTAE PRSI RIVIG, KFAccess-Control-Allow-OriginffHeader % & R Binf, %2
PSR AR 1 W R Header R OUE %I K2 ERY), WA KM R Header, M%E
T SEEBI%E R,

DA SRR T S 0L, CORSRUTERF R MRIAL, —Rp2 iR, S oh—Rdiim
RRIER, BASHLELR —RERIPHLR, B I BEIRBASR AR R IEY,  MIGEER SRR
R Z HiiE %15 — A OPTIONSHIHT TP AR 55 21 1 REHE S s iR, WERARERSZ
3G, PSSR = ELH P b3 TR EPRIFRIR L,

S TRI & LR RS AN A TR A i oK «


http://www.w3.org/TR/cors/

© WRIGIERANTRZ

GET
HEAD
POST

- i Header#B{EdN RAlrh:

PR R SR 22X T RRIEROER SRS A, ERACUT)L:

Cache-Control
Content-Language
Content-Type
Expires
Last-Modified

Pragma

- Origin: #HRMPEHEL

- Access-Control-Request-Method: # FRINIEREAL, WPOST. GETZ%
- Access-Control-Request-Headers: % FRIERPREMAHF BB A Headers3%

55 e BN R 2 e, SRR 1S BORINOR & e vPZesiineR, 15 BOg R Hia i

HeadersekH:

- Access-Control-Allow-Origin: FfeVFEIEMOrigingl#

- Access-Control-Allow-Methods: FeVFEIEIt 4513

- Access-Control-Allow-Headers: ftif#ifiiHeaders#

- Access-Control-Expose-Headers: ftiF##&&4JavaScriptiUisiiHeader#l| 3
- Access-Control-Max-Age: HRIIMYEAREAABIN], AN Hs

DIV AS 2SRRI DAL R 5 B a3 S HIWR ARG A IR I PRI R, 42, WERBA X EHeader %

o X ELR R T ORAR

X HRERRAN — 02, PRI NGEES Bahse i, P edoR Xy, RS
ARACEIERN, AR2MIER AERSIIE R 2 — R,

fERGR

CORS— R EME MM VERIITEOL MEM, RO F s A BRI 2 DS miAEAR 55 45 PRIBEAE 3L
BRI IO T 5 O 5 1R,

Bim:



16 FH COR SHY 32 22 b HI A A DU B 25 i 6 FH Ajax ELHE Vi OSSR, i T 78 FH P A B i AR
SarhiE, JCie HESE FEL M T FINGEHOSSHITEHAjax BRI MRS, #REIEHCORS
SRS OSSHY HHEIEAE

OSS*FCORSHYZ 3

OSSHIE 7 CORSHUM FFIBL B M TR HE T 2R Fe vV sl s e RS s R, iR e
fEBucketgilliY, P¥HA BAZ#% PutBucketCORS,

CORSIHRAEI 5 HAIOSSH) B iUk SF )2 58 2 MAE R, RIOSSKICORSAM R kU 72
HHPMCORSHX I Header M —A RN, &S 280 Roe 2 BN 8 E

5 FH RS 05 SR PR ISP (o 7 BOGTE N B R &5 P8 1 Cache ik, 4iBfT7E R — ALY L Bk IE T
www.a.comflwww.b.com )P4 T ER [E] I i SR Rl — AN BRI, aiwww.a.com
R EAMRSS 2, R5S e IR Access-Control-Allow-OriginffjHeader iwww.a.
comiZEIZH P, XA BHEwWww.b.com X E i 7igR, NI Cache) E—kigRIE ML H
F1, XA EHeader N AICORSHYZERAILAL, #2805 Hif i R,

BiH:
HEFOSSHIF Objectil M IR Hfit ¥ CORSHICHISIE, S5 5hMultipartiHSA94E 11 Haiith
E&58 23 FCORSKIIE,
GETIEREEHRA

IXHAE—MEH Ajax NOSSTREUEIRIIB . b 7 i B, M Bucketff2public, Vilfh
il BucketJCORSALE 2 E & —HE, TR EAET RIS BT,

1. HEfld—4Bucket, iXH%HIMoss-cors-test, IR E Mpublic-read, 2A)5iXH A4
—Atest.ixtif AR, EEFEIXANBucket, &Mk http: //oss-cors-test

.oss-cn-hangzhou.aliyuncs.com/test. txt,
2. 22 AjaxBORK BV XA P,

H A EEANYiMAHTML, ol BUR DU MU ERIZIA R {7 sRhtmI S fF, 2 e pbies
Ot BONBABEE B U3k, BX AR 2T E R,

<!DOCTYPE html>

<html>

<head>

<script type="text/javascript" src="./functions.js"></script>

</head>

<body>

<script type="text/javascript">

// Create the XHR object.

function createCORSRequest(method, url) {
var xhr = new XMLHttpRequest();
if ("withCredentials" 1in xhr) {



// XHR for Chrome/Firefox/Opera/Safari.
xhr.open(method, url, true);
} else if (typeof XDomainRequest != "undefined") {
// XDomainRequest for IE.
xhr = new XDomainRequest();
xhr.open(method, url);
} else {
// CORS not supported.
xhr = null;
}

return xhr;

ks
// Make the actual CORS request.
function makeCorsRequest() {
// A1l HTML5 Rocks properties support CORS.

var url = 'http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.
txt';
var xhr = createCORSRequest('GET', url);
if (!xhr) {
alert('CORS not supported');
return;
}

// Response handlers.
xhr.onload = function() {
var text = xhr.responseText;
var title = text;
alert('Response from CORS request to ' + url + ': ' + title);
i
xhr.onerror = function() {
alert('Woops, there was an error making the request.');
ir
xhr.send () ;
}
</script>
<p align="center" style="font-size: 20px;">
<a href="#" onclick="makeCorsRequest(); return false;">Run Sample</a
>
</p>
</body>
</html>

3. ¥ G b (BAChromeYER MBI , FORIKBEEICILYI.,
4. A ChromefJF&#H LRRER WK,

WIRE R NEARFIAccess-Control-Allow-0riginiXi k. BIMIRSS 8% A it
‘BHCORS,

& 0 Elements Network Sources Timeline Profiles Resources Audits | Console P
® ¥ <topframe> ¥ Preserve log

aﬂ-iLHttpReqlest cannot load http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.txt. No ‘Access-Control-Allow-Origin’ header is get_object.html:1
present on the requested resource. Origin "null’ is therefore not allowed access.

»



5. Fif AHeader5 i, nfUWNYEERRIE 7 OriginfJRequest, K@ —A#EiE K,
test. txt{fEChrome LA, FrElOrigingnull,

Name X | Headers | Preview Response Timing

testixt ¥ General

Remote Address: 112.124.219.93:80
Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.txt
Request Method: GET
Status Code: @ 200 0K (from cache)
¥ Response Headers
Accept-Ranges: bytes
Content-Disposition: attachment; filename="test.txt"
Content-Length: 13
Content-Type: text/plain
Date: Wed, 11 Nov 2@15 ©8:17:59 GMT
ETag: "FDD74F@721252D573A457D52B7C8CBF9"
Last-Modified: Wed, 11 Nov 2815 ©3:12:21 GMT
Server: Aliyun0SS
x-0ss-object-type: Normal
X-oss-request-id: 5642F9B876878C07402D2DB1E
¥ Request Headers
Provisional headers are shown
QOrigin: null

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Geckec) Chrome/46.0.2490.80 Safari/537.36



6. BECORS, i EXHIBIFREBSHITIRY, X HAERIFHI G RERCORSIEE, W
ICORSEEENRIRE R, WA MIEHIGR5CRCORSBIE, CORSBEEMIFHELN T,

IR AL 5

EREALLZEST , 811, BTESEE 1T HEHS

+ Allowed Methods : GET POST PUT DELETE HEAD

Allowed Headers :

Allowed HeadersalLLREE1 , &7, ETESFHE —1""#HS

Exposed Headers :

Exposed HeadersalLligE=1 , & 71—, BTESEE—INYV TS

EmmE: | g

BiH

CORSBE 24— MM, FIEPLACKIBR 2 N E —FIT4RIZARVLAL, Dl FLUCAL
RN E, BRAEARINGE — 2R, ERERSERIIECE, fVFrRIOrigin, A IR
R, PrfifHeader, HARHIZAFIEI 1S,



AR BLEESCHR / 8 Al

1z EFS AN X

+FE . | o+

FFRALLREST , 7, BTESEE 1" HE

* Allowed Methods : GET POST PUT DELETE HEAD

Allowed Headers : *

Allowed HeadersalLligE=1 , 71—~ , BITESHEE—1""HS

Exposed Headers :

Exposed HeadersolLLgEE~ , 17—, TESEF—T"HS

EFETE 1
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7. BB FEFIIA, C&nlUER ik,

R O | Eements | Network | Sou Timeline Audits  Console

Run Sample x| Preserve log No throttling v
JavaScript 1282

Hide data URLs (L) | XHR JS CSS Img Media Font

Response from CORS request to http://oss-

Doc WS Other

cors-test.oss-cn-hangzhou.aliyuncs.com/ oo oo o coome Teoms
testaxt:just for test
LB RTIHEE,
i Status Type Initiator Size Time Timeline - Start Time 400,00 ms
xhr get objecthtmi48  (from cac 3ms |
= D Elements | Network | Sources Timeline Profiles Resources Audits Console
[ ] Q | Preserve log Disable cache No throttling v
Hide data URLs 28 | XHR JS (CSS Img Media Font Doc WS Other
100 ms 200ms 300ms 400ms 500 ms 600 ms 700 ms 800ms
Name X Headers | Preview Response Timing
testixt ¥ General

Remote Address: 112.124.219.93:80

Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test. txt
Request Method: GET

Status Code: @ 200

{ (from cache)
¥ Response Headers
Accept-Ranges: bytes
Access-Control-Allow-Methods: GET, POST, PUT, DELETE, HEAD
Access-Control-Allow-Origin: *
Access-Control-Max-Age: 1
Content-Disposition: attachment; filename="test.txt"
Content-Length: 13
Content-Type: text/plain
Date: Thu, 12 Nov 2@15 82:45:43 GMT
ETag: "FDD74F@721252D573A457D52B7C8CBF9"
Last-Modified: Wed, 11 Nov 2015 @3:12:21 GMT
Server: Aliyun0SS
X-0ss-object-type: Normal
x-oss-request-id: 5643FD57D5A34093142838CD

¥ Request Headers

Provisional headers are shown
Origin: null

900 ms

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2490.88 Safari/537.36

1000ms

10054

1000 ms

XEFHEERTSOR L, QnSRARSEHERRES IR Vi 8, vl PLRF CORSBEE MR SEFARINL B, JX A

ACER SRV S BRI R —RIACEL, QNSUXMACE PHOAHES, SURIIEIR HBUEHARER

51, MiAZCORS,

bR 7 iR EARIBCE 2 b, ] DARCE BRGNS ALK S B X PEREdl. fln, X3 ki

5, ATRARERIAN T de/ MR C B 7 PLAC,



X G A7

IR HEICRR | 8 17l A P

IR KEFS R

* FEE

+ Allowed Methods :

Allowed Headers :

Exposed Headers :

EFFRTE]

X

null

FRAIL=EST , 27—, S0EFee—NMHS

GET POST PUT DELETE HEAD

Allowed HeadersaLLgEZ=4~ , i1, EITESREE 1" H=

Exposed HeadersalLIigE=~ , @i7— , BiTESEET —N""HS

1
=
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= D Elements | Network | Sources Timeline Profiles Resources Audits Console :

® O LA Preserve log Disable cache No throttling v
Hide data URLs U8 | XHR JS CSS Img Media Font Doc WS Other
I 100ms 200ms 300ms 400ms 500 ms 600ms 700 ms 800ms 900ms 1000
Name X |Headers Preview Response Timing
| | testixt ¥ General

Remote Address: 112.124.219.82:80

Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.txt
Request Method: GET

Status Code: @ 200 0K (from cache)

¥ Response Headers
Accept-Ranges: bytes
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET
Access-Control-Allow-Origin: null
Access-Control-Max-Age: 1
Content-Disposition: attachment; filename="test.txt"
Content-Length: 13
Content-Type: text/plain
Date: Thu, 12 Mov 2@15 @5:41:55 GMT
ETag: "FDD74F@721252D573A457D52B7C8CBFO"
Last-Modified: Wed, 11 Nov 2815 ©3:12:21 GMT
Server: Aliyun0SS
x-oss-object-type: Normal
x-oss-request-id: 564426A3179@CFBF530702BE
¥ Request Headers
Provisional headers are shown
Origin: null
User-Agent: Mozilla/5.8 (Windows NT 6.1; WOWE4) AppleblebKit/537.36 (KHTML, like Gecke) Chrome/46.0.2498.80 Safari/S537.36

BEHA:
SR, EBURYE B G A R4 B M BC B PAPRIE & 2

FIRBIHELIMPOST L%
THEREAMEH T EANPOSTHR, i RS IXHR i RH



1. F#PostObjectSamplefVis, H LU RIATER BB Bl CHISERRERBEgs, ZJafiH]
RN &g Y i A AY T

function
function

}

function

function
var

var
var

[ra.appeni: ossaccessieyrar, 1; ]



https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/sample/postobject.tar.gz

2. XS | oss-cors-testiX N Bucke SR TIIA, £EMI82 5 S MERFRA IR CORSHIR
IR, MREBIAHIRE,
3. VikliXAMIm, A L%,

Select a File to Upload

RS | testl ixt

Upload . = _
- 10.101.172.96:8001 FHIMEET -

unable to compute

x

There was an error attempting to upload
the file.[object
XMLHttpRequestProgressEvent]



4. FFTIFFRE LR, WPBRFIITINE. W8 L GetIBIFIiARIRE L T 85
BIRETE, (HRIXME Geti R XHITE TIX R — Al ARG R, WRAMEDES]
JEOPTIONSHJResponsei% f#5iFCORSHI X Header, FrPAZKIM T .

= 0O Elements | Network | Sources Timeline Profiles Resources Audits Console 06
® 0 m Y = = Preserve log Disable cache | No throttling v
Hide data URLs L8| XHR JS CSS Img Media Font Doc WS Other
I 100ms 200ms 300ms 400 ms 500ms 600ms 700 ms 800ms 800 ms
Name X | Headers | Preview Response Timing

| | oss-cors-testoss-cn-han... ¥ General
Remote Address: 112.124.219.82:80@
Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs. com/
Request Method: OPTIONS
Status Code: @ 403 Forbidden

¥ Response Headers viel

source

Connection: keep-alive

Content-Length: 446

Content-Type: application/xml

Date: Thu, 12 Nov 2015 87:04:36 GMT
Server: Aliyun0SS

x-oss-request-id: 56443A046873C0748248A8B5

¥ Request Headers view
Accept: */*
Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh-CN,zh;g=08.8,en;q=0.6
Access-Control-Request-Headers: content-type
Access-Control-Request-Method: POST
Connection: keep-alive

ource

Host: oss-cors-test.oss-cn-hangzhou.aliyuncs.com

Origin: http://10.101.172.96:88081

Referer: http://10.101.172.96:8001/post_object_to_oss.html

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.8.2490.88 Safari/537.36
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5. W R (5 BB Bucket ) CORSAL H.

iz TEF E AN X

*2F . | httpy//10.101.172.96:8001

=

FEREALLZEE , 87—, ETESREE 1V THS

* Allowed Methods : GET POST PUT DELETE HEAD

Allowed Headers : *

Allowed Headerso]LLgEZ1 , i7—1 , BTEZRE—T"""HE

Exposed Headers :

Exposed HeadersAa]LLigEE~ , #f7—1, BTEF8HEE """ HS

EFETE 1
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6. HEHSITINERRY), MG b ln] DR 25T ARSI rE,

T u] EIementsﬁNetwork'Sources Timeline Profiles Resources Audits Console Q6 ]

® O  m T | Vview

== | [JPreserve log [ Disable cache | Nao throttling v

|F|Iter

|DHidedataURLs@ XHR JS CSS Img Media Font Doc WS Other

20000 ms 40000 ms

Name

| | oss-cors-testoss-cn-han...

0ss-cors-test.oss-cn-han...

60000 ms. 80000ms 100000 ms 120000 ms 140000 ms 160000 ms 180000 ms 200000 ms 220000 ms 240000 ms 260000

X Headers Preview Response Timing

¥ General

Remote Address: 112.124.219.93:88

Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/
Request Method: OPTIONS
Status Code: @ 20@ OK

¥ Response Headers view source
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: content-type
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Origin: http://10.101.172.96:80801
Access-Control-Max-Age: 1
Connection: keep-alive
Content-Length: &
Date: Thu, 12 Nov 2015 87:08:47 GMT
Server: Aliyun0SS
X-0ss-request-id: 56443AFFF9EEA2ZF3326B6ABT7

¥ Request Headers view source
Accept: */*
Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh-CN,zh;q=8.8,en;g=8.6
Access-Control-Request-Headers: content-type
Access-Control-Request-Method: POST
Connection: keep-alive
Host: oss-cors-test.oss-cn-hangzhou.aliyuncs.com
Origin: http://10.181.172.96: 8001
Referer: http://10.101.172.96:8001/post_object_to_oss.html
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.8.24908.88 Safari/537.36
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X | Headers Preview Response Timing
¥ General
Remote Address: 112.124.219.93:80
Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/
Request Method: POST
Status Code: @ 204 No Content

¥ Response Headers view source
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Origin: http://10.101.172.96:8001
Access-Control-Max-Age: 1
Connection: keep-alive
Content-Length: @
Date: Thu, 12 Nov 2015 @7:88:47 GMT
ETag: "266B8D1C63005F1CASD55A58D748AASC"
Server: Aliyun0SS
x-oss-request-id: 56443AFFF9EEA2F3326B6AD1

¥ Request Headers view source
Accept: */*
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=8.8,en;q=0.6
Connection: keep-alive
Content-Length: 1886
Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryKpdHaoFkcDKxCjRk
Host: oss-cors-test.oss-cn-hangzhou.aliyuncs.com
Origin: http://16.101.172.96:8001
Referer: http://10.101.172.96:80801/post_object_to_oss.html
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleliebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2490.80 Safari/537.36

¥ Request Payload

------ WebKitFormBoundaryKpdHaoFkcDKxCjRk
Content-Disposition: form-data; name="key"

events/1447312129218-testl. txt
—————— WebKitFormBoundaryKpdHaoFkcDKxCjiRk
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7. AV LB IER

$curl http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/events/
1447312129218-testl.txt
post object test
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HMERkERE, NBHTEMHHeader, WETags, WIRATERZIXLER, XHA[
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Bl R A, ATEOSS EFIURL Ahttp: //referer-test.oss-cn-hangzhou.aliyuncs.
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OSS¥i JRAME L BEIHTE 2 WO SSi ) 15k 44 {5 FH R,
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- B HReferer, ZRIFE R SASDKIIAELT, FIF Al B B REITIESE
- BHAURL, E&EIBOFRIA,

AR P ARl

- JEd P % B Referer i s i
- LT PHP SDKEIAA 4 URLE % 5%

BB Referer
ZH o 22 Referer, PAROSSUFIH Referer i b i,
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s luserdomain-steal, AHEHEH P AME FBEfEhttp: //referer-test.oss-cn-
hangzhou.aliyuncs.com/aliyun-logo.png. AR Huserdomain,

iz aE M userdomain-steal M LA R :

<html>

<p>This is a test</p>

<img src="http://referer-test.oss-cn-hangzhou.aliyuncs.com/
aliyun-logo.png" />
</html>

ik Huserdomain B P vl :

<html>

<p>This is my test link from 0SS URL</p>

<img src="http://referer-test.oss-cn-hangzhou.aliyuncs.com/
aliyun-logo.png" />
</html>
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[] index.html Server: Aliyun05S
E aliyun-logo.png x-o0ss-object-type: Normal
x-0ss-request-id: 565D189DE36A0BCE5FC283DA

¥ Request Headers Vview source
Accept: image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh-CN,zh;q=0.8,en;q=0.6
Cache-Control: max-age=@
Connection: keep-alive
Host: referer-test.oss-cn-hangzhou.aliyuncs. com
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2 requests | 625 B transferred... 0S X 1@_11 @) AppleWebKit/537.36 (KHTML, like Gecke) Chrome/42.8.2311.152 Safari/537.36
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D error.html Request URL: http://referer-test.oss-cn-hangzhou.aliyuncs.com/aliyun-Llogo.png
I | Request Method: GET

Bl e Status Code: @ 304 Not Modified

» Response Headers (9)

¥ Request Headers view source
Accept: image/webp,*/*;=8.8
Accept-Encoding: gzip, deflate, sdch
Accept-Language: zh-CN,zh;q=0.8,en;q=0.6
‘Connection: keep-alive
Host: referer-test.oss-cn-hangzhou.aliyuncs.com
If-Modified-Since: Tue, @1 Dec 2015 ©3:23:11 GMT
|f-None-Matcl A569F9BD18BE2D34AEDA2 1A3EE9AG"
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Remote Address: 112,124.219.82:80 i
Request URL: http://referer-test.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png

Request Method: GET
Status Code: @ 20¢ 0K (from cache)
» Response Headers (9)
¥ Request Headers
£ Provisional headers are shown
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
User-Agent: Mozilla/5.2 (Macintosh; Intel Mac 05 X 1@_11_@) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/42.8.2311.152 Safari/537.36
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- WI{EOSSHL B i Referer
VIfEEZ%
- API: PutBucketReferer
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- RefererlijiZ HERHL 5L

RefererfiiBHiME AR BE BRI N, #2HIGRINIE, BRI a2 ICE kB E DS
Referer, W ZEHERER N HRFBEREIHTTPIE R, fhi&Referer, WIS86d ) Hivs 5k
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FA URLIEPERISCEL T X WOSSTF R N BRI =75 . B4 URLISCHLS BT :

1. #BucketBBRBEEMFAR
2. PSRN (B4 URLISRUVINRD) A pR% 4.

FARSCB a0

1. ZZ2EPHPEHNES, 2% PHP SDK(HY,
2. TR A URLIFIEHBAEM Girh, VR4S F I oRplan

<?php

require 'vendor/autoload.php';

3T PHP LN Y S0 %

use 0SS\OssClient;

N Lol

$accessKeyId= ”a5etodit71t12njt3pdx****”;
#AccessKeyld, REMEHHIPHCH

SaccessKe Secret "secret key";
y y

#AccessKeySecret, %Jﬂﬂi)ﬁﬁaﬂﬁ

$endpoint="oss-cn-hangzhou.aliyuncs.com";

#Endpoint, fR{fiBucke tAHEI X IORIESE, A EHMN

$bucket = 'referer-test';

#Bucket, TEHHFHCK

$ossClient = new OssClient(SaccessKeyld, $accessKeySecret, $
endpoint) ;

$object = "aliyun-logo.png";

#i B 0b]ect

$timeout = 300;

#ﬁﬁﬁfiﬁi‘%ﬁ%ﬁﬂﬁﬂl‘ﬂ XN MABSIZ T RN — 1T TR 2 A )12/ 300 F)
$signedUrl = SossClient- >signUrl(Sbucket, $object, $timeout); #2544
URLSIBHIIRA R

$img= $signedurl;

#RE A URLZD BN B F SR I TER R

$my_html = "<html>";

$my_html .= "<img src=\"".$img. "\" />";
Smy_html .= "<p>".$1img."</p>";

$my_html .= "</html>";

echo $my_html;
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<title>Hello 0SS!</title>
<meta charset="utf-8'">

</head>
<body>
<p>WIWEHIOSSER MG HINRE</ p>
<piXRE W</ p>
</body>
</html>
- error.html WNE N :
<html>
<head>

<title>Hello 0SS!</title>
<meta charset="utf-8">

</head>
<body>
<p>IXJROSSHRAMMGHEERIFH IR E 1</ p>
</body>
</html>

- aliyun-logo.png 2 —ikElh



3. JHEBOSSHYER S MMGTEE YIfE

WM TrEFR, Sk, FEiAgaidERN EChiindex. html, i 4040 E N L
XHfjerror.html, EAEREIES W EFSMGITE,

BSmE &

OSSTRECHFE=RESMeESMGEEIET , T STt EEBism

i

W:  indexhtml

EESIFAFAEENTHS , (EZEhtmIEIRIE |, IFASNAEAKAEEE

BiA404T : | error.html

EESEAFIA0ATEMN4HE | REFhtml, jpg. png. bmp, webpiE=aysris , MFH=NTFERAHKILL04TE

R S MFCEIRE, WA WMEFRIURLIL :

- SORBRARIE I

= C [ imgleo23.0ss-cn-shanghai.aliyuncs.com

A s FROSSER 25 M 3k A TH 58
XEER

DR 2 ARMURLIRHR, 2SI F@aEfindex. htmIH %,
- SoRBRIAR 404 1Y

€« C [ imgleo23.0ss-cn-shanghai.aliyunes.com/nosuchfile.txt

EZOSHEMEFEENERER

"] DA 2 A B URLEEA X M SFR, & B RBiEE Merror. htmIp iM%,
- SRIE RIS

<« C [ imgleo23.0ss-cn-shanghai.aliyuncs.com/aliyun-logo.png

fESiITE

Alibaba Cloud Computing



u] A 2 AR URLA X BRI SCPFR, SRR,
4. M B R4 il 0SS

FF a9zt B 2 OB Vil 0SS, 2 WIHF R A Giararhif E e SU44 Vil 0SS,
- SRERIAII I T
L C [ img.leo23.xyz
AR I OSSE8 75 Wk B TN 8E
EEEN

- ERBIAN404 51
| C [ img.leo23.xyz/nosuchkey

XEOSHEMEFLENFREENR

- WRIER S

&« C [ img.leo23.xyz/aliyun-logo.png

e SiITE

Alibaba Cloud Computing

E] Bil:

Xt ERES, PEIEERBXINOSS, R B OSSERIA L4 M\ HLIB

M OSS LM i 2, Response Header#<:Hai |k Content-
Disposition:'attachment=filename;', B RIS 255 [l ) 5 R0 e PRIF, 23 DABHA S XidEA T
F#. HHPERAAAViIMOSSIKNIER, Response Headerh A<l ERbf5E. afarfdif
HABAVIFO0SS, 2% 0SSHBI SR F i 4.

R IR) R R R R TS 5=
- OSSHEREMUHEEN & PR AT 24747

FERDP R LR S i e, ELVs )i R/ NI IR, WA —HECS, WERVIMERK—
K, WPAE RS S CDNREEA],



- B AKE? AHTRICDNESS 572

Hrksnl DA% E 5 PG OSSHITES, CDNRIBTRSthnl AZ4 B )5 M CNDIIGHS. MICDN&S&
155 n] A% CDNAIEOSS 92 k.

- BRI E GORBRIA K404 L AT 2E e B ?
BIANE R E, HBRIN404 5aiH ] AT E,

© AN URLZENSE Y LR 403?

finfEBucketFRRA R 2P, A RIRER D R S 1L



9 ELM

9.1 FE 5T

Bl Z S DK BERE ISR, A, S 5IhRE, 455 LZSDK, OSS, MTS. CDN k]
WA, SEBRMBRRE, LE, 7 5. k. BBEseke.

WSS i, SR

EXES
TEORE AR
W RS |
MEE ERRA |
FHSE MV, MR

" Bom to Do

-

TSN (SR

LA TRV (mavie ver)

Faded

Chaingd to The Rinthm

ML

L

DR EE
Lt

| F5SDK |
—_—> ! 3 —_—>

METIFRE . 2I1E BT
I | EHEESDK
— — !
088 | s | mFoE
| t CDN | | fasmin
Q‘) #E kED  BU4E HHE LR
EHEE  SRE
MR EEEE  h265 [‘-T@ ‘
IR |




AN 2]
- DU, RAZGE
RO MMESDK, BIR2/DRHEA, TE BITIFRFERMA Y, HIhEPOEIBLAPPRE A
Vit
- RMARKNSDK
A HFTH AR NGRBIEOR, Pudfase s, BifRPOgIRRA ST HIBOR .
- RORR, JHReEE
OGN, TR, LAk (UDFE af BURSEESS B e HluL,
- IRESTE, MR
SRBIDRE B W, SERIEBE. e, NS IVRE, SCREAR MBI S\ 48k
5, MABENMMV, ZhE. TR, ERERRIIGE
- IEAETHE, e nlER
MEIRERETET, b, B0, R, DLW, SESp, S5 10002 5 AT w5
Uk, R Al i,
MRS

JERL H A 2O APPHRYARELYIRE, SDKIE & A EMMUGCH RIAPP,



IE
)3

-
-+@

TR #HX HITIED: hieihF
& @
K
5 E=] EaE
0 : t =1
=8 BPRIEIR
L hRSDKFR &

(1 | ‘I 0:,1?&?
r.d
=tz ABERE N+ M5 TiEFH+S R BF. SIS FR (58=F8) MEHEhERAS LR
E R SDKiF4IhaEE
Iitiers YIREiH
HE X UI SDKH&—EBINYUL, fifl, ZH, Amin]
TR, FERRC R ER SRR, b
HEMRUIE 2 HE X,
UV FROAEEPUIR GRS, HPalehl UL,
2 Bkl SZHEWT SRS
H e XK H e s KRR,
153k D) A A E B S T S,




PEAT I, KA. ERATRI

Sl KED KFHERFIM A,

SR ST T BT ORS

5 ST PR R Rt AIVEE AR, ORIRR, JERISL
%H59:16, 3:4, L1I=FILERI, R, 4l
W ISR,

S SIS, IR,

Sl U T SSI DIE BE

N PS8 AR REIIRE, 45 AR AT S BRI SK
WG ER N HEPFSIRE.

=i \KSDK XHH0 =77 MR RISDK.

SRR SR T SRR, AR
B

RIS SRVEINEIEHA, s HE LN KT,

T ey SRR/ MRS, I SR SR
W,

B SRS A/ VRN K09, TR SR
SR,

BRI RS LT L B BN K.

RPHTA KRB, BRI P15t U,

LI GA KRB PN, BRI AP SR BT

LUHGA SHEMHGA, WARHRIL

BRI S A KRZ IS IIRA DA, WA
EO

i (S TR GRS, DRI,

S FEI RTINS, TIAEAEREI I AR 2
FE IV,

MV PSRRI MIMVECR, DIMV,

HIR KR SRR KL R REB T,

# S BB 50 25 S 5

H KRR R GRRCR I LT
b,

Kl S FHEMBIR R FKEIROR, I X

il




Y SCRFEE R PRI s,

A SDK R ERRRBOGE, XFIF, 30 Bk,
SEEK. &R, EHEER%ss,

B hRSDK & X i A

- IHS R ZRARSDK T LRR R E LR & SO

- MTAHIERIEATF A, MHAAR, BiFHNSDKRA. RN, BRMIE, M
AibundleID,. fAMEAEE (MDSHANELHES) . FIHAZNKS/UID CGEEAMNKSH
I Zvideosdk@service.aliyun.com, HIEIF@EIRAM, KA —4H,

Webis _EfZ#R5TZIOSS

L. {EMBIHEZP, SERPEAE G, ERS QA M, RGZZDRE, W EFoR:

CInEs CDN

HOT

= =5SH BEsl  Fm BRAE ETXls HdeEgE == =a X afetki

XIZRFFfE OSS ousmn

BE = B, SEN=F6ERSS . 121199.999999999%AE0E IS, ERARESTUI AP BILA
BRI SAHFEAD  EENMNEEDEET E | SRR emit e iEaid.



https://help.aliyun.com/document_detail/51992.html
https://help.aliyun.com/document_detail/53407.html
mailto:videosdk@service.aliyun.com

X G A7

B | 9 FH

2. HriBucket, 1FRARRUER KGN, PSBIERRAG, W FEMR:

i Bucket

Bucket 35%F

E3c

Endpoint

ESUR

RN

Bucket a= IS -
1. Hegg s S |, #rfiTEst
3. EEREIE 3-64 ZH

k2

THR AR mARRILIRE | (TR STsREKE | mEEERSE

oss-cn-beijing.aliyuncs.com

ERETTfE {Eha[A \SHTE

SoEEHITRE. sebimnl , FRERIMET R EER

A5 - M HRIATE AR R TS

3. BROSSENIG, MidiAccess Key,
4, {ESHRTERED, B GIH 7R P AccessKey, RIESHI
5. TESBEERPURP, EBEATiyun0SSFullAccess,

SCPShRAS . 20190906

197


https://oss.console.aliyun.com/

6. fEOSSEIHIGH, VIR > TRAEPE > Frafedl, A TEFoR:

FaaSiEsS -
hIElES RAM BEEE

i 53
= AeE

EER =%
L) B=EEE
Cd SREE 12 2017-08-24 15:11:02
L] BEEEE

123 2018-01-30 17:42:30

BE
Hg152

4

=E =i 2
REEAR
=E =i 2
REEAR

™

RS RAM FHEEE
a 5
= BrREE
BERR =it SIEERIE)
L= BEEE
rs wERemIE 12 2017-08-24 15:11:02
- BEEE
123 2018-01-30 17:42:30
BE
Video-upload 2018-01-30 19:45:09
HE3E

REETRENERE

Clhazcilies o=t =E B EREERR

EEAFEEE Q AliyunOSSFullAccess

B SRS (0SSR

i

== =iy e

FEEER

=E = e

AR

%‘EW.F@

HREREEALR

e gm)



8. fEHTEAREN, ERtgmalR R, FRA QIR P BE AR, W REROR:

(o] EREHE AR SiEsS v
SIHES RAM EHEEE
a 357
EER v | | EENESETENSE
= AFEE
EEFR =f=3 Sl
= BEAEE
mpeEE 12 2017-08-24 15:11:02
- AEEE
123 2018-01-30 17:42:30
BE
Video-upload 2018-01-30 19:45:09

EEERR

Aliyun0SSTokenGeneratorllser

i = il
REEMS

=B =i il
REEAR

BsE el il

9. fEOSSERHI G, IEEVIMFH RAM > f BB > Frdf o,
104225 Bk fn b, ERM Pt EPRISIONERN, EFR Y2k S.


https://oss.console.aliyun.com/

T1IEFFHUER M@, ERM QPR > SEEPURNS, M @IEREATIyun0SSFullAccessi
R, QI~EpoR:

]
;
i
i
i
i
fk
M
T
2]
1
[
L

O HFTEIEANTR

RERSEUEE

e I T s == e = ey e = = A A e T et
=IEE S =Rl EEEEEETNlE | =Sl SR rEEEEESE

AR E R =3 S EEER =5

B A= o Aliyun0SSFullAccess
o - S S TiERE (0SS R
AdministratorAccess

Alivun0SSReadOnlyAccess

N <
=i g 065 TR

|
i

T
L1

}
il

AliyunECSFullAccess

r
=
w1

AliyunECSReadOnlyAccess

s ia]S—H SEE B A s Y E
HEh Rl = iRsSEahe | ECS J3 T

T
o]

12JR[FOSSE B G, Hdiga M > BRI, fR1FAccessKey, AssumeRole,



13550, MWEIRMELELMIIRSS. ARSTSHIRKIANE, S5 STSHRA 41,

- i accessKeyld J% secretAccessKey, iHZ W2 hifR#AcessKeyfs .
- Fi#i RoleArn J2 RoleSessionName, ®J{EOSSEMEHI G AT LM, 8RN

BCE BRI, A R EPOR

EELRRERS
055 ( Object Storage Service ) NESSEEEENEE S
T=1zAY]

AT LAEERSTS SDKUEAAssumeR ol 1 ERRIA] LUAFIOSSHIZ £ SHE «

it
f

#lE&EE [ Aliyun0SSTokenGeneratorRole)
SIS EERE ( Aliyun0SSTokenGeneratorRolePolicy )

EESENR ( Aliyun0sSTokenGeneratorRolePolicy ) =28 i - N o o o

it
i

#IEFAA ( Aliyun0SSTokenGeneratorlser )

SilEEEEERE ( Aliyun0SSTokenGeneratorUserPolicy )
EETHEFTR ( Aliyun0SsTokenGeneratorUserPolicy )

(1l
pie
1]

DurationSeconds: 3600

=]
A
il
[l
I}

15}
G

Ak ETETT T akaAD

Accesskey ID - (2B 8IE R Accesskey!

14j@idexpressifiinodellissd, MWW, PUTIHER, FrfftokeniBIIZE v, 1 MEPT

indexjs



https://help.aliyun.com/document_detail/28800.html
https://help.aliyun.com/document_detail/56286.html?spm=a2c4g.11186623.2.14.qU6vRF

15 A" 3node.js, 5IA< script src="http://gosspublic.alicdn.com/aliyun-
oss-sdk-4.3.0.min.js">< /script>, BRI FER:

- AR bucket B BT AR A2 M 4 5K,

XS+ endpoint, PIEOSSE R & ik bucket, fEVHIEndpointXIgIk
mo

e THEE Eitiz® HEEE BERE Em#iE #Zuwmsnt APIGit  TiHAEST

EndPoint HEEE G HTTPS

it
o

i
Bl

i
Bl




9.2 FSRELHD
170E1EOSS LIRS ULKF DUBUSHR, TTBUBMERTE. B, Wb RRTE SULASERNSS, FiuR
JEEAERHM, PC. TV LIBIKIIER.

DA R DRE ) 5 :

© RRIMRRS, SR EIRIR

- PRUEAH R msR SR RGP B, RIS, SRS, /NS RY, i sl > B5iK
FWOF A AR R

- WIKENogo, FEHIERI, I AU

o MU TR P E IR B,

RPN BRI, RPRmimrh iR, BIERE, BRI

ABRES FRE EER ABEES
WRAREE

E - UREE - SRR
- DRER . AREER

L OWMATER . HEER . aeEm

s N A
HEMSE ) s s, HEHARSS
Qj - EEEE - ERLE =0 3
' : : . H.265 - WE. JKED, BUE. BHE : ' 1B
PC : SHAEEB . BREE . bl :
BHERH

=

EfESDK ARFISDK FEIISDK

AN 2
- wtEpEE

- JCTRARSE, SR 2
- AEFETAIH.2658K, FISFMBRR, SXPFED, HERR,



- SEKHIEETIRES)
- EERERIFTHI ARG, RSB TTIR, B E/ A, RO IR RIC
B JRERREBTIR.
- BRI RIL
- ERAHEBEIR, JoliBEBIRGE, WFRA R BT EEOR, A e Y
AP FL I DAy 8 e i el o 18 52 AT AR
- DIREFE. SRl
- PUBEES, IR, UKED, B, PHESF RIS IREN LSRN R
- RRY RIS R EIR, SR EE XS, e 2R R

- B RISHA TRR
- BEMEGHATAER, XF EfesetE Qs B PIT A TAEREE, HEVURSERIASEH, 1
S piEEE WAL BRI
BEFREH
P L& g1

PP PR E M L, bR, o
PRBEIRAE B, o3 ST — I — 3t s B A

OUKU BIRUT R, BoRS e, k. Bl
I R AR,

ES

O

TESRAT : ARSI OMAL R R, L
FCPIRPEEN, TR M R

R BT R ) SR B0 S B B
| i sk, SBUREE VAR SR,

B = i




& ;' wasu

B L& 51741
HAE G W ES) AR R G E R 8%
< OARSS, s IhRen] R4 E SN ErE, £
- - BB R R AL A B2 00 LA v £ ) o o iy
- ‘1. {E Tl_'L UL,
—+a¥

XS s R P Al PR — A D REST 25 R R
MPEAGTEG , iR R 2 LR

! %,
HE AL D I 4ATh AL

IR BiHA

i AR ARG, LR

SCRyH iR = . Pi%i: FLV. MP4. M3US8 (TS)
- ¥ MP3. MP4. OGG. FLAC
- B gif. webp

il - HEO T 0SS FRIB S P IRE
IR PGR R EL,
R, SR, TR,

ZKED - ERAUKEN: SCREER IR b 220
AAENR, KENE 2 HPNGRR,
- FhAUKED: ERBUT AL RS A logo
. SRR, RIS IR,

BALE R SHHREERE TOSS LIS . BUBSCERRIS A

PEE R



https://help.aliyun.com/document_detail/29207.html

VIRERL

BEHH

FerdBiR

- PREBR: BREETIIRSS MIERL—E P
B A A8 1 — RSN AR

- B SCER: AL BT RS RN
WER, EREMNSE GER. I, A8
) MBS, PR P A TR
R

fEdEenY

ST 30708 DL BRI, @5 B
FEATHCRS, RIEHETHEERDRE, b nlH2 7t
51,

B AR A SRR, BRI RA, =
2 S AL 4

- R EGRS (FRC) : A-F30Wi/fLAN
A @MW 1 H, AERe0mi/FHE 120
/DR MR A, AKK BRI
&

5
JBNO

- 2KERAKERIRSS (2KH4K) : XF1080p
s h, RIS T BN R 7 P i
AR, IR HRAK Y HR,

- Pl R EFIRSS (SD#HD) : NT
PREEZIE F,  BBRE ORI He e
7, MU PRRER, 4R720pHE
1080p & BRI AR,

- RREERSS (PicRescue) : X F#id B
FEARII IR, 2R i i B 2 3%
BE, 2R T RS L R

L IE A

XFF “PIHAAENE” Al “HLS-AES128%%
HEmeE” MR RPSENE. Uit
#, EHTELAE, NHINESYR,

B

SCRHEEI T ROTER, BRI KA SHADY
i

WP

B2 R0 BB

TP LEBIE

B SR GEE e w, 2 uN
a3, WA R R 55 2 14 e AU o 5 bL F 3
BE S S8,

M3USHiH ElsE XU i K

SRFHE R EM3USHIA I, ERMIPDE
60FY, A BT R AR RO % AR B
DRI, BRSAL E B 1),

AU

VBB e B 5 12 H S s Si




HIRER B

P s SR LT LA T — 5 £ .

BB GIF K FF LT I GIF S,

IhEET 5 BETS 3R S NN PRSI S T R
e

LA - RPSURRE: R R, . A%,
AT S0 AR TR, S

i 552 G E AT A BRRL,
BRI

1. ERGUAERRSIERIG
2. $EARHESEL,

a. OSSR EPE,
b. HiBrE e,

c. BN S IF S
d. 5.

o

=

X P LN v 2 T o R Ll R
FE 7 B R ABRRIERE DB, MR DAV He L,



https://mts.console.aliyun.com/?spm=5176.2020520001.1001.112.unHR5O#/mts/oss

3. HAHMEREREDR,
OSSR ERE > OSSUIFEEIHESF IR, EBREMMEISIER, Fehhith I R EETR,
ABEAINE ST

MTSIZSIE OSSMEISEEIIE LE2 (E2 4@l
i PO —_ -
BE: 2w v SRS o8 v BIEFEE : | 2017-03-03 - 2017-03-10 R < Rl
OSSITESEETE
TR RS D T = el Objectfziit
v REEE
FETHIRE - . e e http://cwiyhy.0ss-cn-hang
i ID:7b0469cf04b84923 SFAMPHHD = 20% 2170310162438 o (2).mp4
EaEaE 3z s O 0 e http://cwiyhy.oss-cn-hang
- ID:33f0b 0766806403 WebiE(FLV)-XLD EEFEN 2017-03-08 16:24:02 S (2).mp4
2Eas N | A— P
— - . A S http://cwjyhy.oss-cn-han
ETFEE(MP4)KLD #EEn 017308 162222 LR . e 8

SEEEeE ID:c6e25430f8c34f79;

HRMLIER

EFREHS FRSR%E - QEE OFEK A @ AccessKeys TREH- &R WHE~

) E) FE LS

D OSSHIBIHE S
V]
#15ID: arf058c397ed492286a41fbb991ed19a
o BIERE: BBR
8 WIREE: 20%
EiEID: 6fd50996e2124f20bd26e8alfc1 9et
H/EREHE]: 2015-08-17 10:07:37
] EURID: 2efe00cYa5c0ce8Badebeddcddde:
- b B
®
m bucket: mts- -test
=] Locafion: oss-cn-hangzhou

Object. uploadvideo/test-F 3T fiv

2 Bzt el

Bucket: mits- I-test
Location: oss-cn-hangzhou

Object: submit-jobs/fy_0817_01_*FRE
s s B e L TR > Fetddmit, A dimlibhakal 1S 2 S A baE
EZAR

- ARG A GRS R bk
© RERETE2.0 RGN, TR
- WHEERRTTR, 1IN


https://www.aliyun.com/product/mts?spm=a2c4g.11186623.2.6.d0OTji
https://help.aliyun.com/document_detail/29196.html?spm=a2c4g.11186623.2.7.d0OTji
https://promotion.aliyun.com/ntms/act/mtsnarrowband.html?spm=a2c4g.11186623.2.8.d0OTji&wh_ttid=pc
https://promotion.aliyun.com/ntms/act/videosecurity.html?spm=a2c4g.11186623.2.9.d0OTji&wh_ttid=pc

10 HiER =

10.1 @i cre64RBu LR (L mpy ST B
BURTEZ PORRIIES 352 PRI A TR 226, OSSBIEERSR &7 X LFEHIObjecti&m
Here64fH, %) ST ARSI Cro6 N LE, M52 SR E S PEI R,

OSSHH#t LERObjecti#fTerc64iyita, IFE R MODbjectiyils B2 iE, BEfE{R& N
[Firesponse headerdt ¥ filix-oss-hash-crcé4ecmakif, FnrHcercoMi, %64 CRCHE
ECMA-182fsiETHHAFH,

XFerc64 ELkZ i B4 7 E T 0SS EifObject, OSSAZMH TR ercoMa, FARBULK
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- PutObject. AppendObject. PostObject. MultipartUploadPart}3J23i& [BIXt M crc64
{E, % rin] A L% 520G SEIMRSS 30& W i crc 6 ME A Ht T H S BURIES TR

- MultipartCompleteltf, WIRFARPartdhficrco4ifi, WiRMEEAObjectificrco4fii; &
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Rz A5l
AR e B Python B, (B RUMI LT creo4{E 35 UEBE & i e B
1. il cre64,

import oss2

from oss2.models import PartInfo

import os

import crcmod

import random

import string

do_crc64 = crcmod.mkCrcFun(0Ox142FQE1EBA9EA3693L, 1initCrc=0L, xorOQut=
oxffffffffffffffffL, rev=True)

def check_crc64(local_crc64, oss_crc64, msg="check crc64"):


http://www.ecma-international.org/publications/standards/Ecma-182.htm
http://www.ecma-international.org/publications/standards/Ecma-182.htm

if local_crc64 != oss_crcé64:

print "{0} check crc64 failed. local:{1}, oss:{2}.".format(msg,
local_crc64, oss_crc64)

return False

else:

print "{0} check crc64 ok.".format(msg)

return True

def random_string(length):

return ''.join(random.choice(string.lowercase) for i in range(length
))

bucket = oss2.Bucket(oss2.Auth(access_key_-id, access_key_secret),
endpoint, bucket_name)

2. BiiEPutObject,

content = random_string(1024)

key = 'normal-key'

result = bucket.put_object(key, content)

oss_crc64 = result.headers.get('x-oss-hash-crc64ecma', '')
local_crc64 = str(do_crc64(content))
check_crc64(local_crc64, oss_crc64, "put object")

3. BEGetObject,

result = bucket.get_object(key)

oss_crc64 = result.headers.get('x-oss-hash-crc64ecma', '')
local_crc64 = str(do_crc64(result.resp.read()))
check_crc64(local_crc64, oss_crc64, '"get object")

4. KiEUploadPartfliComplete,

part_info_list = []

key = "multipart-key"

result = bucket.init_multipart_upload(key)

upload_id = result.upload_-id

part_1 = random_string(1024 * 1024)

result = bucket.upload_part(key, upload_id, 1, part_1)
oss_crc64 = result.headers.get('x-oss-hash-crc64ecma', '')
local_crc64 = str(do_crce4(part_1))

#icheck LfLiyy part LEGRR A5k

check_crc64(local_crc64, oss_crc64, "upload_part object 1")
part_info_list.append(PartInfo(1l, result.etag, len(part_1)))
part_2 = random_string(1024 * 1024)

result = bucket.upload_part(key, upload_id, 2, part_2)
oss_crc64 = result.headers.get('x-oss-hash-crc64ecma', '')
local_crc64 = str(do_crc64(part_2))

#icheck {6y part 28RBS SR

check_crc64(local_crc64, oss_crc64, "upload_part object 2")
part_info_list.append(PartInfo(2, result.etag, len(part_2)))
result = bucket.complete_multipart_upload(key, upload_-id,
part_info_Tlist)

oss_crc64 = result.headers.get('x-oss-hash-crc64ecma', '')
local_crc64 = str(do_crc64(part_2, do_crce4(part_1)))
#check fg#oss LffjobjectflA M@ f—3

check_crc64(local_crc64, oss_crce4, "complete object")
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SDK R HFCRC il

Java SDK = CRCSample.java
Python SDK pa object_check.py
PHP SDK % Jc

C# SDK & y5

CSDK v oss_crc_sample.c
JavaScript SDK B Jc

Go SDK pa crc_test.go

Ruby SDK & T

i0S SDK b3 0SSCrc64Tests.m
Android SDK P CRC64Test.java

10.2 @ & P im0 RIF 2L
BRI S P B RSN SS 23 2 ARSI, T SR P B BT S B R
AL, AT DA PR % 42, VEACRIR A e SR

ARSI T OSSHIBEA Python SDKRRA, Jdid % P i & K AR 9P £

[RIEFER

1. P AR — M RSAZEH (rsa_private_keyMllrsa_public_key),

2. R Ef%0bject, BEHVEMR—AAES256KRN % Hdata_key, Riifldata_key/M#
Jiitficontenti§Flencrypt_content,

3. Mrsa_public_keylli#data_key, H#lencrypt_data_key, TENHFIFHE X metajil

AERLE, flencrypt_content—#2%i%50SS,

4. Get Objecthf, % Flencrypt_contentP S P HE Y metatiflencrypt_data_key,

5. HPffiffirsa_private_keyf##encrypt_data_keyfd#ldata_key, RJffldata_keyfi#

#encrypt_contentf$ 2| Filficontent,

BLIH:

AR P B AENFRIIRSA®H, M#EObject contenti IMAES256-CTREIL, w2
*%PyCrypto Document, A3 BTES4301iEE Object) HE X metasRI% P, &

WA NERIE, W al RS B GO TR



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CRCSample.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_check.py
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_crc_sample.c
https://github.com/aliyun/aliyun-oss-go-sdk/blob/master/oss/crc_test.go
https://github.com/aliyun/aliyun-oss-ios-sdk/blob/master/AliyunOSSiOSTests/OSSCrc64Tests.m
https://github.com/aliyun/aliyun-oss-android-sdk/blob/master/oss-android-sdk/src/androidTest/java/com/alibaba/sdk/android/CRC64Test.java
https://www.dlitz.net/software/pycrypto/api/2.6/

Data Key

!
!
|

BAKSEDIA)... ABCDEFG.. | | | ABCDEFG.. BA%SEDI#().
|
|

Put Object : Get Object

i

............ > [LEIEE i

—> KIANME

HEEIE

1. Python SDKHJZHRMER], 2% Python SDK tRi# %%,
2. ‘ZHPyCryptoli,

pip install pycrypto

522 Python RIS

# —x- coding: utf-8 -*-

import os

import shutil

import base64

import random

import oss2

from Crypto.Cipher +import PKCS1_OAEP
from Crypto.PublicKey import RSA
from Crypto.Cipher import AES

from Crypto import Random

from Crypto.Util import Counter

# aes 256, key always 1is 32 bytes
_AES_256_KEY_SIZE = 32
_AES_CTR_COUNTER_BITS_LEN = 8 * 16
class AESCipher:


https://help.aliyun.com/document_detail/32026.html

def __init__(self, key=None, start=None):
self.key = key
self.start = start
if not self.key:
self.key = Random.new().read(_AES_256_KEY_SIZE)
if not self.start:
self.start = random.randint(1, 10)
ctr = Counter.new(_AES_CTR_COUNTER_BITS_LEN, initial_value=
self.start)
self.cipher = AES.new(self.key, AES.MODE_CTR, counter=ctr)
def encrypt(self, raw):
return self.cipher.encrypt(raw)
def decrypt(self, enc):
return self.cipher.decrypt(enc)
HiewltaftAccessKeyId, AccessKeySecret, EndpointZ{zH.

B R, s “<EJAccessKeyId>” FifupRESLAccessKey Ida,
PABIM DX, EndpointhfBLRE:

http://oss-cn-hangzhou.aliyuncs.com
https://oss-cn-hangzhou.aliyuncs.com
SERIPAHTTP, HTTPSHRLi],
access_key_id = os.getenv('OSS_TEST_ACCESS_KEY_ID', '<#fJAccessKeyId
>")
access_key_secret = os.getenv('OSS_TEST_ACCESS_KEY_SECRET', '<f&Ky
AccessKeySecret>"')
bucket_name = os.getenv('OSS_TEST_BUCKET', '<f&fjBucket>"')
endpoint = os.getenv('OSS_TEST_ENDPOINT', '<EWiifk4>"')
# WA LIRS B ES T

for param in (access_key_+id, access_key_secret, bucket_name, endpoint

):
assert '<' not in param, "iFEEZE: ' + param

HH##H## O prepare #HH#H#HHHH#H#H

# 0.1 Hpkrsa keyEIHR1#EFd sk

rsa_private_key_obj = RSA.generate(2048)

rsa_public_key_obj = rsa_private_key_obj.publickey()
encrypt_obj = PKCS1_OAEP.new(rsa_public_key_obj)
decrypt_obj = PKCS1_OAEP.new(rsa_private_key_obj)

# save to local disk

file_out = open("private_key.pem", "w"
file_out.write(rsa_private_key_obj.exportKey())

file_out.close()

file_out = open("public_key.pem", "w")
file_out.write(rsa_public_key_obj.exportKey())

file_out.close()

# 0.2 flBucketI R, fifObjectHICHIE RS DAdEid Bucke t SR T
bucket = oss2.Bucket(oss2.Auth(access_key_id, access_key_secret),
endpoint, bucket_name)
obj_name = 'test-sig-1'

content = "test content"

#### 1 Put Object ####

# 1.1 AR iXAobjectif I —XERDNFRE] encrypt_cipher, Hrpfijkey FI
start NFEPLZE R value
encrypt_cipher = AESCipher()

# 1.2 155 fE B APIE R £ lob] ectif G Umetarh. JEgtifkil]get
objecth, BnbIFIE Inete, JHRHIR S Acontent

eaders =

headers['x-oss-meta-x-oss—-key'] = base64.b64encode(encrypt_obj.encrypt
(encrypt_cipher.key))

headers['x-oss-meta-x-oss-start'] = base64.b64encode(encrypt_obj.
encrypt(str(encrypt_cipher.start)))

# 1.3. B encrypt_cipher R¥}JE#gcontenti®fHg]encrypt_content
encryt_content = encrypt_cipher.encrypt(content)

# 1.4 Fffobject

result = bucket.put_object(obj_name, encryt_content, headers)

ETETE T T T s



if result.status / 100 != 2:
exit(1l)
#### 2 Get Object ####
# 2.1 TEASFIMEGRobject
result = bucket.get_object(obj_name)
if result.status / 100 != 2:
exit(1l)
resp = result.resp
download_encrypt_content = resp.read()
# 2.2 WA Xmetar bt 2 HilEix fobjectiifilitkey Al start
download_encrypt_key = base64.b64decode(resp.headers.get('x-oss-meta—x
-oss—key', ''))
key = decrypt_obj.decrypt(download_encrypt_key)
download_encrypt_start = base64.b64decode(resp.headers.get('x-oss-meta
-x-oss-start', ''"))
start = int(decrypt_obj.decrypt(download_encrypt_start))
# 2.3 BREEMKcipher, JFFR#EHFFFcontent
decrypt_cipher = AESCipher(key, start)
download_content = decrypt_cipher.decrypt(download_encrypt_content)
if download_content != content:
print "Error!"
else:
print "Decrypt ok. Content 1is: %s" % download_content



11 OSSHBFENKIEEIRE

IR RES IS OSSIR S ViR, B A Mfiiss, nI DA%z v RSLEp = bR BERAE RIS
Ob. PERERNSATIRGL, B EMRSS, RnTDARIHB B, PRUENIH R NAIZAT, A SLAgian
flFE OSSR, Ve BRI AR B SUIEFRER &L

A

- BIFEOSSISS,
- EIHE ARG
HIEOSSHER
1. B mbrEfile.,
2. M SHIRERE ZMRF5 IR > MRAFHEOSS, A OSSIEF i, W THEFR,
FEOSSHEE vir, ] DRI I

E] BER:

P 2RSS P S rEdE, BNz P FirEbucket B,

e FHETFEEOSSISE RESE Eahrkl W 0SS O B
EEMEE B AF#ER BucketFIE i |
Bl
BARERER LRIt
((Q)) 94.25GB 130.43MB VR 3518
A AFFHHB R PULBEERI GetstimTs
0 ars
Ry 1/ B/t 12/t 1x 7= 2018-03-01 05:33:14 - 2018-03-01 11:33:14 B
CDN E
mIP P A PR AT AR (%) | W PP A R A R(R) | W A EmER (bytes) |
fEHA: 60s BRI Value ERE: 605 EE7TR: Value fEiE: 60s EE&TTR: Value

150

: 75 47.68M8
100 S 23.84MB
=2l
+=RE. 50 = o
= 5 09:00 10:00 11:00
i emcache 0
0 09:00 11:00 —_
10:00 11:00
ache
[zl oT = el /
i MongoD)



https://www.aliyun.com/product/oss
https://www.aliyun.com/product/jiankong
https://cloudmonitor.console.aliyun.com/#/home/ecs

REHRERN

1. FEOSSHEH VIR BRI BT T, S odi B BRI,

FEIFfEOSskElE q ERTIIRS Z RiIsT

1

AFEtR BucketFlz= REHR

2. HSHCEA,

B LI 358 HH 23 LA B SR )

3. SEPRECEG, BUARRR—Z&HB ), fn] DURE DB A I 2% S 2 A5 2R 3%, A RE &5 I
ARG EE R (P, fE. FERE, 5T¥1%%) o

BENXBiEKE

B ASZ U PR, fEaliEiile kA il OSSR n xR,

1. R aBhe.

2. fEEMSRHikftiDashboard,

3. iR,

L e el 120w | 1k | 3E | 7R 4R B SaesT ST D)
Dashboard

FhEE 22 C RiF
RS

e CPUMEFRIZ(%) EEFRNEEE (bps) PR TR TEEE (bps)


https://help.aliyun.com/document_detail/28610.html?spm=a2c4g.11186623.2.7.jPYxxu
https://cloudmonitor.console.aliyun.com/#/home/ecs

X RAE BAESEER / 11 OSSHTRRY e S

4. WAKEAWIG, RdRNER,

| ATUSAER | testjl - Bl AR S AT
g ehed | 1208 1E 3R 7R 4R B aueE s=ww : @D

RI0ER= =5 o R

EINEE

5. HUETFRENACE, FFHdikA,
AL BB S WIS % Tt

SR RRAS : 20190906 217



12 OSSIERESH BRI RIELE

QRAEAE_ BAE KRR, fEanda BN YU RiSE (G BB Y) |, wRES SBOREY

PERSIEPAE TN RE DX, HEMNTERERT RN, SSBOGRIEE TR,
PREHRNE

OSSHE LA UTE-84ubS i FH Btk A7 Fgh o IX, M RERS AL BRIHRSCPF, DAROR#ER

FIERINE PR, A, WREHE BERENRN, fEaid LM v Eiss (i gke i

i) , wIREZ SRR XAFRT BRI TRARE DX X0, IR 20008

e/ (P8, Efe, MHER, #500, RBOCBIRE BFRER LRERE, MEMERNA S, S5
NASAFF RN RN |, S0RUNT R :

© B KON X, SBOXNL/ORENPHER, SRS E SRR R,
- B XINAE SR RGEE TR 7 XCBIR RS, XA IR Al RESGE KRB ],

MTTREROSSIIK T FESUR,  S8U% T REAZ IR,

PG TE, WAL, BEHBRSEATP IR RIS, BT HE ARSI S SRR
T, XEEFRG] (B 1/0 130D M5 nfite 2451,

THFREE T IR RSSO REDLIE RIS 75 TE SR B
- ol 1 SR TR ERING A RS
rBIRoR, MR Y HINSE P IDAERCES, W85 7 s BG4 -

sample-bucket-01/2017-11-11/customer-1/filel
sample-bucket-61/2017-11-11/customer-2/file2
sample-bucket-01/2017-11-11/customer-3/file3

sample-bucket-01/2017-11-12/customer-2/file4
sample-bucket-01/2017-11-12/customer-5/file5
sample-bucket-01/2017-11-12/customer-7/file6

IR, AT L% FIDIHRGS, WIMDS (customer-id), FFEUE T ¥ Al
SIS, RN FAIIRA RIS, S5RM FR:

sample-bucket-01/2c99/2017-11-11/customer-1/filel
sample-bucket-01/7a01/2017-11-11/customer-2/file2
sample-bucket-01/1dbd/2017-11-11/customer-3/file3

séﬁple—bucket—@l/7a01/2017—11—12/customer—2/f11e4
sample-bucket-01/b1fc/2017-11-12/customer-5/file5
sample-bucket-01/2bb7/2017-11-12/customer-7/file6



IMAAFRFGURN 7RG R ENEGS, SATRFAO-fE16MHUYE, Kit4rrittfilon
4=65536 M RER PTG . IBATEAAERG, XL BHERIe L 2P 7 £ %£655361
X, PAREAN X 2000820F /AR PEREIRSbAE, MES S EADLSSRTRIEE, DUW] DL
hashfif M Bo2 5 &b,

QAR AR S e A R E B SerE,  Blangilithsample-bucket-01#442017-11-
1103, R %X sample-bucket-013#4751%  (Bli@d 2 XA List Objecti% 1, stk
Hgkfdsample-bucket-01 FIFTE ) , RIGEIFHAIZBIHINSCHFEE],

- il 20 RESUE

MBI, HPER T 2R R UNIXIN MBS 44, RIREE T3 i 4 -

sample-bucket-02/1513160001245. log
sample-bucket-02/1513160001722.log
sample-bucket-02/1513160001836. log
sample-bucket-02/1513160001956. log

sample-bucket-02/1513160002153. log
sample-bucket-02/1513160002556. log
sample-bucket-02/1513160002859. log

BRGS0, BANVALE, XRIT a4, EFRERENE —~EBEn, S5IRTEREME,
BATTRT A I S S I BRGSO R, IXFESAF AR SRS 1. REGETRWT:
sample-bucket-02/5421000613151. log
sample-bucket-02/2271000613151. log

sample-bucket-02/6381000613151. log
sample-bucket-02/6591000613151. log

sample-bucket-02/3512000613151. log
sample-bucket-02/6552000613151. log
sample-bucket-02/9582000613151. log

BT AR RE RN ), A 1000RMEUH, misE4hi 8y, 1P SSE—
Ko FBLESMBA 10 SSE K- ALSHE, RESUIEAIG, ORISR 1 iSRG
DU, TR S 35 S b A2 A o DXk, SRt DR PEREHRS



13 2 ARG

13.1 OssDemof&7y
A FEBET BRI R _ EERG A 8 Android _Edaffdi F SDK I E— 2645 DY PRAE

£ 0SS WIFR N BFRH AT T EIT R LiEht, A FERETFRAGEENH
fEAndroid FUMERISDECR S — 258 WAGHRAE, titR20ssDemoiX ™ LY, FERMFILA
73T :

- WRE I C BB R RSS2 (STS)

- G SDEKCK L5 e i

- S AE B  IR S5

IXHBRREN OSSHIB AN KA R AP TR, F#HHALESTS (Security Token Service) .
HETHE
T REET Android %k, P AT EM—2eiflis LI,

[

. JHHBOSS, WHEHPEN L

. MRS A WS DR A N B RS

. EFAndroid PRI, X EEHMZAndroid Studio, M LAERZEH, XA HE
=18

4. OssDemo i MG A%, JRTmIRS A AN 43 L mise 205 WAk (R SEBL,

. fIIFOSSE /712 0SS Android SDK Ut S %,

w N

%]

13.2 FHEBEEETFHIN ARS8
AL FZPHHOssDemoiX FERIFE N APPUMAE IR IR S5 8%, PURBIATLLEAPPYAE
fiEAccessKeyldfllIAccessKeySecrettlfEIOSS L& HIT,

FERIZiE
1. OssDemofEikHists_serverfyHiht)g, %i%iERK,

2. sts_serveri&[nlAccessKeyld. AccessKeySecret. SecurityToken, Expiration,

3. OssDemoiREUX2E(E G, MHSDK, f##0ssClient,


https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/sdk/OssDemo_2016-01-19.zip
https://help.aliyun.com/document_detail/32043.html

=Ly e
1. R —AEditTextyz

AR

res/layout/content_main.xml

W% :

<EditText
android:layout_height="wrap_content"
android:layout_width="0dp"
android:layout_weight="4"
android:id="@+id/sts_server"
android:text="@string/sts_server"
/>

i :

res/values/strings

MZF:

<string name="sts_server">http://oss-demo.aliyuncs.com/app-server/
sts.php</string>

2. MR S5 AR HUS TS S B RS,
PRECSIZI :
OSSFederationToken getFederationToken()

3. VHISTSIRMIZEL, #I4HILOssClientfRig,
PRSI :

/ 194 —A~0ssService Ik L& R#
public OssService init0SS(String endpoint, String bucket,

ImageDisplayer displayer) {

/ [T e Rl accessKey kil e, nf DAE#ZAEMOSSPlainTe
xtAKSKCredentialProvidersg%fl,

//0SSCredentialProvider credentialProvider = new OSSPlainTe
xtAKSKCredentialProvider (accessKeyIld, accessKeySecret);

[ ER A SRIIRELS TS Tokenfiy 2k

0SSCredentialProvider credentialProvider = new STSGetter (
stsServer);

ClientConfiguration conf = new ClientConfiguration();

conf.setConnectionTimeout (15 x 1000); // jEfHEE, BRIN1SFD

conf.setSocketTimeout (15 x 1000); // socketj@if, BRIA15FD

conf.setMaxConcurrentRequest(5); // wmARIFRIERT, BINSA

conf.setMaxErrorRetry(2); // MU ANEIARE, BRIN2IKX
0SS oss = new 0SSClient(getApplicationContext(), endpoint,

credentialProvider, conf);
return new OssService(oss, bucket, displayer);
+

13.3 EEXH
AN BEZERG, U EA% 251 0SS,

Bk
B L2 A OSS APTH I PutObjecti# I, —XMRFIESMSIF HEFI0SS L.



- VHRIZE

I LAR)G, ) DUERETRE LA ST,
OssDemofE3RMists_serverfJHiikfG & ki K.

sts_serveri&[i]AccessKeyld. AccessKeySecret, SecurityToken, Expiration,
OssDemoZRBUX (5 B G, JWHSDK, #H#O0ssClient, {7 Ri%,

- B

1. B —4 Button#i k.

b

i :

res/layout/content_main.xml

N

<Button
style="?android:attr/buttonStyleSmall"
android:layout_height="wrap_content"
android:layout_width="wrap_content"
android:text="@string/upload"
android:id="@+id/upload" />

2. i b, EEEE BRI,
FRECS I B :

Button upload = (Button) findViewById(R.id.upload);
upload.setOnClickListener (new View.OnClickListener() {
@Override
public void onClick(View v) {
Intent i = new Intent(
Intent.ACTION_PICK,
android.provider.MediaStore.Images.Media.
EXTERNAL_CONTENT_URI);
startActivityForResult(i, RESULT_UPLOAD_IMAGE);
}

}
3. VA SDKIY &1,

BRI B

@Override
protected void onActivityResult(int requestCode, int resultCode,
Intent data) {
super.onActivityResult(requestCode, resultCode, data);
if ((requestCode == RESULT_UPLOAD_IMAGE || requestCode ==
RESULT_PAUSEABLEUPLOAD_IMAGE) && resultCode == RESULT_OK && null !
= data) {
Uri selectedImage = data.getData();
String[] filePathColumn = { MediaStore.Images.Media.DATA
+s
Cursor cursor = getContentResolver().query(selectedImage,
filePathColumn, null, null, null);
cursor.moveToFirst();
int columnIndex = cursor.getColumnIndex(filePathColumn[0O
1)
String picturePath = cursor.getString(columnIndex) ;
Log.d("PickPicture", picturePath);



cursor.close();
try {

Bitmap bm = ImageDisplayer.autoResizeFromLocalFile(

picturePath);
displayImage (bm);
File file = new File(picturePath);
displayInfo("x¢ff: " + picturePath + "\nk/h: " +
String.valueOf(file.length()));

}

catch (IOException e) {
e.printStackTrace();
displayInfo(e.toString());

}
[ [AREIRAEAS [R) e i dd AL ek i s 1A%
if (requestCode == RESULT_UPLOAD_IMAGE) {

final EditText editText = (EditText) findViewById(R.

id.edit_text);
String objectName = editText.getText().toString();
/ VAR A AR O A%

ossService.asyncPutImage (objectName, picturePath,

getPutCallback(), new ProgressCallbackFactory<PutObjectRequest> ().

get());

}
}

XA TN SRR, vl PAZE Y onSuccessflonFailure AL B,

BEF o R LETMBT R gE LT
JARH0SS APIH ¥ MultipartUpload (5 h LA%) #2I1S:ERM i SUEIRCR

- T2

B LR, W DURRRTREE LRRA ST,

OssDemofE3kEists_serverfJHiht)g, %i%iERK,

sts_serveri& i AccessKeyld. AccessKeySecret, SecurityToken, Expiration,
OssDemoikBUX2e{E B G, JWHSDK, #H#OssClient, #4170 H k&,

R EEN, QURS R BERAETR, MRGhRE, o] DA RSE R 5 488: AL,
RS SRR

- B

1. AR —/"Buttonf#ft,

AR o I

fiH:

res/layout/content_main.xml

P :

<Button
style="?android:attr/buttonStyleSmall"
android:layout_height="wrap_content"
android:layout_width="wrap_content"
android:text="@string/multipart_upload"

A



android:id="@+id/multipart_upload" />

2. i b1, EEEE BRI,

PRI Bt :
Button multipart_upload = (Button) findViewById(R.id.multipart_
upload);
multipart_upload.setOnClickListener(new View.OnClickListener() {
@Override

public void onClick(View v) {
[T R, XRRSFENIT WS AR
Intent i = new Intent(
Intent.ACTION_PICK,
android.provider.MediaStore.Images.Media.
EXTERNAL_CONTENT_URI) ;
startActivityForResult(i, RESULT_PAUSEABLEUPLOAD_IMAGE) ;
+

}
)5

3. Wilidhs:, SERIRSHE.
BRI B -

siali bfe:  //iXHAH SO BARHEIIK kg task = ossService.
asyncMultiPartUpload(objectName, picturePath, getMultiPartCallback

() .addCallback(new Runnable() { @Override public void run
O { pauseTaskStatus = TASK_NONE; multipart_resume
.setEnabled(false); multipart_pause.setEnabled(false);
task = null; } }}, new ProgressCallbackFactory<PauseableU
ploadRequest>().get()); NEKENSDKI EEERE, nJPIBERAEMULtiParty
ploadManagerrpffjasyncUp load SR igifd A% / /Wi A%, iRl task
PR 51155 public PauseableUploadTask asyncMultiPartUpload(
String object,
String localFile,
@NonNull final 0SSCompletedCallback<PauseableUploadRequest,
PauseableUploadResult> userCallback,
final OSSProgressCallback<PauseableUploadReque
st> userProgressCallback) { if (object.equals("")) {
Log.w("AsyncMultiPartUpload", "ObjectNull"); return null;
} File file = new File(localFile); if (!file.exists())
{ Log.w("AsyncMultiPartUpload", "FileNotExist");
Log.w("LocalFile", localFile); return null; } Log
.d("MultiPartUpload", localFile); PauseableUploadTask task =
multiPartUploadManager.asyncUpload(object, localFile, userCallback
, userProgressCallback); return task; }

13.4 B/ 238

A4t OssDemorf ©_LALHIE - BMIKED, i, #isIFRME,
FIREA RN 2 :

- fEARRE R B Endpoint,
- {EObject)qiily ¥ —2AbPESEL,



E R hnsKED
- 2
1. EfE—skE R #OSS, 1EBARITHIL Fbucket/gsdk-
demo, objectiZtest, OSSHJEndpointiZoss-cn-hangzhou.aliyuncs.com,
AR E AR, fetestSHIMARIKAEIESE, PURRARIRERBR,
OssDemofi3kHtsts_server¥ bl % %K.
sts_serveri&[i]AccessKeyld. AccessKeySecret, SecurityToken, Expiration,

OssDemoFRBUX (5 B, JHISDK, ®M##O0ssClient, #17 FE#RME, SRMRRCIERE
FAEBRIRR, A E R IR Endpoint/gimg-cn-hangzhou.aliyuncs. com,

- B

1. Mdis s, P i,
2. Fzui LEmE R, A RANUKED, JFHA/NA100, FREBUXAHIERIFA 2,

BRI B

AR o B

fiImageServiceZirh
Pk AR —ANT5TE, EERAERORINob] ec tis MR Y HE R RN S EL
/1B AT EXCKRED, BR 7R/ Z SN AR BRIME, AR B S5
Fi 55 SRS HAT R . . . _ .
public String textWatermark(String object, String text, int size)

{
String base64Text = Base64.encodeToString(text.getBytes(),
Base64.URL_SAFE | Base64.NO_WRAP);
String queryString = "@watermark=2&type=" + font + "&text="
+ base64Text + "&size=" + String.valueOf(size);
Log.d("TextWatermark", object);
Log.d("Text", text);
Log.d("QuerySyring", queryString);
return (object + queryString);

}
3. JAHSDKHY P#EHEN, AT LR,
PR B :

getImage (imageService.textWatermark(objectName, "OSSHiX", 100), ©
» " MASCFIKEN, K/h160")
public void getImage(final String object, final Integer qindex,
final String method) {
GetObjectRequest get = new GetObjectRequest(bucket, object);
Log.d("Object", object);
0SSAsyncTask task = oss.asyncGetObejct(get, new UICallback<
GetObjectRequest, GetObjectResult>(uiDispatcher) {
@Override
public void onSuccess(GetObjectRequest request,
GetObjectResult result) {
/] R
InputStream inputStream = result.getObjectContent();
Log.d("GetImage", object);
Log.d("Index", String.valueOf(index));



try {
/1 Wi 1k s i e R B
adapter.getImgMap() .put(index, new ImageDisplayer
(1000, 1000).autoResizeFromStream(inputStream));
adapter.getTextMap() .put(index, method + "\n" +

/T EEAREXT RV T ew KK B IE R GiT
addCallback(new Runnable() {
@Override
public void run() {
adapter.notifyDataSetChanged();

object);

}
}, null);

b

catch (IOException e) {
e.printStackTrace();

}

super.onSuccess(request,result);

}
IXHAM O NRERRIMEAER, o A2 M onFailure B,
B4, #55. hekk

FIMKENRIERERMEL, fEImageService M NARBUL B 2 IEAEL, B “object + ABESE” 1
JENiR M, )5 APIRGetObjectiZ I IRALPE,

/ 1481

getImage(imageService.resize(objectName, 100, 100), 1, "4iiF]100x100
e

/ /#89

getImage(imageService.crop(objectName, 100, 100, 9), 2, "fHF FA#I100*
100");

/ [ Tnek%
getImage(imageService.rotate(objectName, 90), 3, "JiEfE90E");



14 {ERAECSE I = R4 LIEOSS

14.1 EFUbuntuBYECSSEHISLIROSS & At IE
BIH ZOSSHITZ 2SI (Bucket) VillHhk 2REHIAS:, 0] DU IS EECSSLB_LKLE OSSHIR 17l
(REE, SCBOM TP AL ] OSSHIAE 23,

El= =W
B> E:%\

b ZO0SSilid Restful AP/ OMIMR IR SS, B2 P ilid OSSERINER A, sl S8 i) A S

F75AVim, HRERLEGR T, TR EE S A TPHbaE ;M 0SS :

- ROl T U, A IR R C BRI, DARRRI PR 53 LR S5 R g R REVI MR
2AMIP, {HROSSHIBucketiiIPRBENIEHE, SEH LWL KEHHIE,

© BMAIET, BIBERMAPIEAERE], SN Bucket HREFE BRI NERYIRI, A
SCRHE IR _E BRI Bucket,

Ak RS BB EECS S L5 R R FIFERI 7 R Vi 0SS,
2.

SLB(80)

RESE

1. AEE—AHDN M BucketH R Ubuntu RS ECS LR, A i RF#Si N Ubuntu 18.04
64 R G, RS AR ECSIH,



2. {fifrootHl PP EFECSSEf, JFE Fraptii:

root@test:~# apt-get update
3. LHENginx:

root@test:~# apt-get install nginx

AR
Nginx BN LA E -
/usr/sbin/nginx ¥R
/etc/nginx 1AL B S
/usr/share/nginx by VA
/var/log/nginx fFiHE

4. FTJFNginx/it B {4
root@test:~# vi /etc/nginx/nginx.conf
5. fEconfig X http BRI FN%

server {
listen 80;

g, STVSToTMe A7 T35 RSNSOI, WECSS S

location / {
proxy_pass http://bucketname.oss-cn-beijing-internal.
aliyuncs.com; #IHEBucketJPMiii)ii4s, WRECSILHI S5 Bucke tALE R —/ il
1, %‘%i;ﬁ\g}?blﬂ,lﬁ%;



BEW:
ASONHRIEE, hiaBirh, Y B L, BIACEhttpsBi, BLETT A S% RN
IR,
6. EANginx £FF XK, JHalNginx:

root@test:~# cd /usr/sbin/
root@test:~# ./nginx

7. TALEHIECSAMA L 275 [l 12 i i OSSHE I



https://help.aliyun.com/knowledge_detail/39544.html
https://help.aliyun.com/knowledge_detail/39544.html

EZE5E
#unique_160

14.2 B FCentOSHYECSSEfISCIROSS &z [ LIE

BT ZOSSHIfEfifi=E M (Bucket) VillsbhkZ=RblAE#:, RnI DOEEEECSMH] EACEOSSHI R [
ARBE, SR ] TPk 15 M) O SSHA# i 22 I,

b 0SSl Restful APTjsOMIMRBIRSS, 52 P ilid OSSERINER A, B S8 i) A S
F77ViM, (HRAERLER TS, WP TR S TP M OSS :

- el T LR, TR IR A C BRI, DARRRI PR 53 LR 55 R e L RE VI MR
IAMIP, {HROSSHIBucketiiIPRBENIEE, SEH LR BUH; KEEHRIE,

- BRZEL R, KBRS AR, SRR Bucket AREME B APV, A
SCRHEHIRP_E B ) S = B Bucket,

DA bl RT OB (EECS S L5 2R BN /5 RV OSS,
g

SLB(80)

- . § s s B s W

ERESE

1. AR R Bucketi R CentOSRGUMWECS M, A SRR GE N CentOS 7.6 644
Y, AEERNSEAFECSIH,
2. {EifHrootH P8R ECSEMI, @HNginx:

root@test:~# yum install -y nginx

@ BEm:



NginxBRIA AL

/usr/sbin/nginx FER
/etc/nginx AL B S
/usr/share/nginx ERAs
/var/log/nginx I H &

3. FTIFNginx/t & o :
root@test:~# vi /etc/nginx/nginx.conf

4. {Econfig X PFrpihttpfith, BB RN T :

server {
listen 80 default_server;
listen [::]:80 default_server;

server_name 47.xx.xx.43;5 #AMREUR FRBLIRSSHIIP, HIECSSLBIRI S Mkt ;

root /usr/share/nginx/html;

# Load configuration files for the default server block.
include /etc/nginx/default.d/*.conf;

location / {
proxy_pass https://bucketname.oss-cn-beijing-internal.aliyuncs.com;

}#iﬁf‘ﬁ'BucketB‘JI’ﬂlﬂiﬁl"ﬂﬁ%, WERECSIPI 5 Bucke t MER— MR, TS SRS, 5

BLOA:
ASONEGRIASE, Shiiabirh, b 7 ENBdEZ 2, BACEhttpsBiR, BLETTIESH RN
RPEACHE,


https://help.aliyun.com/knowledge_detail/39544.html
https://help.aliyun.com/knowledge_detail/39544.html

5. EANginx £F8F7 XK, JHaNginx:

root@test:~# cd /usr/sbin/
root@test:~# ./nginx

6. IALEATECSHMM ML IS5 1% 2 Vi I OSSBE I

EZ5E
#unique_161



15 Terraform

15.1 Terraform{8i7y

Terraform 2 — /MR AL BEIRGHE T H, XRE2RIMSRMR. MRAENE=K
MRS HER, terraform-alicloud-provider E43FF 1 &t 90 £4° Resource fll Data
Source, i 20 ZANMRSA™ 5, W5 7SR L IR EMA R B 2 Terraform 28
i&':l:'o

HashiCorp Terraform & —/ANITHERZEA HahfbdaHE TH, v DU REBR4EY IT ¥

Ui, Terraform Wa247310 (CLD) fREE—BFhEI LR, FI T REHEE SR8 2R B e H At

EREHRNR L, FRIGETIRAER], BRWE 1 id 2 IR MRS E SR SEahah i, mlan
JERWL, TEREIKE P N Z 2, Terraform 2 —ANEEn PRI TH, @i Provider K3ZHeHi
FERA, T DU Terraform SKENE, E%sRMMFR 0SS, ECS. VPC, RDS. SLB %%

;
5
i/

0SS Terraform Module IhgE

0SS ) Terraform Module Hiij 3224t Bucket EH, XN EMIGE, Hlan:

- Bucket EHINGE:

Al Bucket

¥H Bucket ACL

¥ 'E Bucket CORS

¥ Bucket Logging
B Bucket #FSMNSERE
¢ Bucket Referer
¥¢E Bucket Lifecycle

- Object EHIYJHE:

LN

- AN AEH Terraform 2 W: i Terraform¥EBL0OSS

A A%

BEE SRR S5 v /i 5%
¥HE ACL

BEEM G UBEE R


https://www.terraform.io/docs/providers/alicloud/index.html
https://www.terraform.io/

-+ 0SS Terraform Module F#HuhEiE2W: terraform-alicloud-modules
- Hi% 0SS Terraform Module /+&1i5£W.: alicloud_oss_bucket

15.2 {EATerraformEI20SS
A A G 2e3ERieE Terraform fi] Terraform 8 OSS,

REMECE Terraform
i/ Terraform i, BHRESE PP RZYIFECHE Terraform:

1. i1k Terraform BM FEIEH T ENEMERZNFFE, A Linux R0

2. WP UMES] /usr/local/bin, WREATPUTXIFREBIHALE 5%, WITZRHEREMAS]
R,

3. 1817 Terraform FEMIRACE, 5 Zonn] I Terraform IEWRIHFE, FrnZesemk,

[root@test bin]#terraform
Usage: terraform [-version] [-help] <command> [args]

4. B RAM P, FEMHBHL

a. B3t RAM #HI&,
b. 814N Terraform i) RAM HF, I RiZH P I AccessKey, B ES WA

RAM HIFt,
c. 0 RAM HIF L, 1En] DURSESERRITE R Terraform P a GRS PERIR, HAD IR
SN RAM H PRl

@ HE:
HAEMEH S AccessKey At Terraform T.H,

5. KAHA™ Terraform Wi H#B T EA0E 1 AN T HSE, ALtz —A it H 3%
terraform-test,

[root@test bin]#mkdir terraform-test

6. kA terraform-test H3:

[root@test bin]#cd terraform-test
[root@test terraform-test]#

7. QUEECEMF, Terraform fEi21TH, RBEHUZHRZR FHiA . ¢ FAlx. tfvars XfF,
Bt, ] R SE ISR B S RS A SRR S, TmSIH LA R S :

provider.tf -—- provider ffH
terraform.tfvars -- Bl provider EHFNE R
varable.tf - AR


https://github.com/terraform-alicloud-modules/terraform-alicloud-oss-object
https://www.terraform.io/docs/providers/alicloud/r/oss_bucket.html
https://www.terraform.io/downloads.html
https://ram.console.aliyun.com/#/overview

resource.tf -- BWHENX

data.tf -- A ENY
output.tf -—

meE provider. tf XHFIS, T LRSS E R S DA LS B -

[root@test terraform-test]# vim provider.tf
provider "alicloud" {

region = "cn-beijing"
access_key = "LTA*xxkxxkxxx*xxxNO2"
secret_key = "MOK8XO % % % % % % % % % % % % % % % % % % % % xww "

HEZAE{ERIES% alicloud_oss_bucket,
8. WL TAEH

[root@test terraform-test]#terraform init

Initializing provider plugins...

- Checking for available provider plugins on https://releases.
hashicorp.com...

- Downloading plugin for provider "alicloud" (1.25.0)...

The following providers do not have any version constraints in
configuration,
so the latest version was installed.

To prevent automatic upgrades to new major versions that may contain

breaking
changes, it is recommended to add version = "..." constraints to the
corresponding provider blocks in configuration, with the constraint
strings

suggested below.

* provider.alicloud: version = "~> 1.25"

Terraform has been successfully initialized!

You may now begin working with Terraform. Try running "terraform
plan" to see

any changes that are required for your infrastructure. All Terraform
commands

should now work.

If you ever set or change modules or backend configuration for
Terraform,

rerun this command to reinitialize your working directory. If you
forget, other

commands will detect it and remind you to do so if necessary.


https://www.terraform.io/docs/providers/alicloud/r/oss_bucket.html

HE:
4 Terraform WiH7EHd Terraform T/EHS,, FFOVERECE G, R EMGILTEH
*o

DL E#RESEIRZ G, EEn] DAfEH Terraform THY,
£/ Terraform &I 0SS
Terraform 52 )G, Bekn] PUEid Terraform BEEERSERE 0SS T, FHEHAGIANH
A2
* terraform plan: W%WIIGE, ARWFEIEAPIT ZATEB LTI,
i, EEmM Y —4 1 Bucket FIRLE SLF test.tf

[root@test terraform-test]#vim test.tf
resource "alicloud_oss_bucket" "bucket-acl"{
bucket = "figo-chen-2020"
acl = "private"

}
i terraform plan WJ&ABENESHETIHERIE:

[root@test terraform-test]# terraform plan

Refreshing Terraform state in-memory prior to plan...

The refreshed state will be used to calculate this plan, but will
not be

persisted to local or remote state storage.

An execution plan has been generated and is shown below.

Resource actions are indicated with the following symbols:
+ create

Terraform will perform the following actions:

+ alicloud_oss_bucket.bucket—-acl

id: <computed>

acl: "private"
bucket: "figo-chen-2020"
creation_date: <computed>

extranet_endpoint: <computed>
intranet_endpoint: <computed>

location: <computed>
logging_tisenable: "true"

owner: <computed>
referer_config.#: <computed>
storage_class: <computed>

Plan: 1 to add, 0 to change, 0 to destroy.



Note: You didn't specify an "-out" parameter to save this plan, so
Terraform

can't guarantee that exactly these actions will be performed if
"terraform apply" is subsequently run.

- terraform apply: $U7LAEHEHRELE S

B, ERfE—4N40 figo-chen-2020 I Bucket, #EFEEHM—A 014 Bucket [
B B S test.tf :

[root@test terraform-test]#vim test.tf
resource "alicloud_oss_bucket" "bucket-acl"{
bucket = "figo-chen-2020"
acl = "private"

}
2ZJafEH terraform apply & HATHLE SCAFRIWA],

[root@test terraform-test]#terraform apply

An execution plan has been generated and is shown below.

Resource actions are indicated with the following symbols:
+ create

Terraform will perform the following actions:

+ alicloud_oss_bucket.bucket-acl

id: <computed>

acl: "private"
bucket: "figo-chen-2020"
creation_date: <computed>

extranet_endpoint: <computed>
intranet_endpoint: <computed>

location: <computed>
logging_tisenable: "true"

owner: <computed>
referer_config.#: <computed>
storage_class: <computed>

Plan: 1 to add, 0 to change, 0 to destroy.

Do you want to perform these actions?
Terraform will perform the actions described above.
Only 'yes' will be accepted to approve.

Enter a value: yes

alicloud_oss_bucket.bucket-acl: Creating...

acl: ""o=> "private"
bucket: "o=> "figo-chen-2020"
creation_date: "o=> "<computed>"
extranet_endpoint: "" => "<computed>"
intranet_endpoint: "" => "<computed>"
location: "o=> "<computed>"
logging_disenable: "" => "true"

owner: "o=> "<computed>"
referer_config.#: "" => "<computed>"

storage_class: "o=> "<computed>"



alicloud_oss_bucket.bucket-acl: Creation complete after 1s (ID: figo
-chen-2020)

Apply complete! Resources: 1 added, 0 changed, 0 destroyed.

Bibg:
WAL EIZ TG, 45 figo-chen-2020 XA Bucket Af#EfE, WIAIHE—4 Bucket; #5E1E

1€, H2M Terraform €J&E)%* Bucket, WEMIBREA Bucket JEHi4 R,
- terraform destroy: AJfiFRidid Terraform GIEH%2H) Bucket,
- %A Bucket: % Bucket A2t Terraform @, i@ m42 S AMAR Bucket,

B, B4 main. tf BIXPFE, FF5 A Bucket HIE{EE:

[root@test terraform-test]#vim main.tf
resource "alicloud_oss_bucket" "bucket" {
bucket = "test-hangzhou-2025"

acl = "private"

}
W FHmE YA test-hangzhou-2025 X4 Bucket:

terraform import alicloud_oss_bucket.bucket test-hangzhou-2025

BENHE

-+ H% Bucket BLEBE/ERHIIES%: alicloud_oss_bucket
- WZObjectHRACEBERHIES% : alicloud_oss_bucket_object


https://www.terraform.io/docs/providers/alicloud/r/oss_bucket.html
https://www.terraform.io/docs/providers/alicloud/r/oss_bucket_object.html
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