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1.1 MAWS S3_ LRI T4 E 0SS

OSSH{t 1S3 APIRYAMAE, W AILEERIEHE MAWS S3TLEEITFEF i 0SS I,

MAWS S3iERN0SS)G, &R nf PAEAIS3 APTi0SS, 1T Eh S F i FE1 1740 Pk

A

1. JKEOSSE MK 58k Ik 5 AccessKeyldfilAccessKeySecret, FFEZESE I FnfISDKH
BB HiE I AccessKeyld 5 AccessKeySecret,

2. WHEZ P ERENEndpoint 0SS Endpoint, 0SS Endpointl i 2 Wiji i) ksk4 f ki
L

EEHE

N

Rnl DLEE I Bl L AEZRIERB IR S5 R AWS S3 B IRIER SR 2 242 0SS, TEHIHE I
AWS S3 IR EHE

T8 5853 S3 API3AiRIOSS
MSIIERFNOSSE, ZMHS3 APIVIMOSSH, #HEFZEPITFILA:
- Path stylefilVirtual hosted style

Virtual hosted style/2§¥Bucketit Ahost headerffiiinl 53X, OSSIHETFREHIE, 11
XF§virtual hostedVil iR, FiLAES3FIOSSIERS)G, 2/ 3 Fl T ZLEA M B B,
srS3LRBIMEH Path style, WFTZEREATHMACE, W] HESBOSSHFAELILTIT,

- ACLFUBRE X
OSSHACLABRAE X 5S3Ae 28, TEWEUATE, nDBERETHM R, &3
HXH S5 TR,
i AWS S3HLBR AWS S3 R B 2 0SS
Bucket READ #ifiBucketty | Xy FBucket Rt Object, 4

listipR HObject¥efi B EObjectBUFR, Wi
#ZObjectn] i,



https://mgw.console.aliyun.com/job?_k=r90z7u#/job?_k=xdgp8r
http://docs.aws.amazon.com/AmazonS3/latest/dev/VirtualHosting.html

il AWS S3HLFR AWS S3 FIH 0SS
WRITE Bucket ity - X T Bucket FAF{ERIObject
Objectn]5 A5k , Al A,
it - X FBucket F#{ERObject,
RiZODbjectit %X HObjectil
R, WiZObjectn] ¥ .
- AJRAIEIE T i kg (
InitiateMultipartUpload) .
READ_ACP HtBucket HBucket ACL, {{Bucket
ACL owner ALK S A EARR.,
WRITE_ACP ¥ EBucket ¥ EBucket ACL, {XBucket
ACL owner AL FIK-S H A LB,
Object READ Objectn]is Objectn] ik,
WRITE N/A Objectn] PARE i
READ_ACP Bt Object ACL | izHtObject ACL, {XBucket
owner AL TS HH A LB,
WRITE_ACP | ¥ EObject ACL | 3 EObject ACL, {{Bucket
owner ATk S IEBFR,
BEWI:

- BRI XS WACLE LR,

- OSSOUSHFSIHIIRAT . 2L AL IRE =MACLEIA,

- AR

OSS%FibiifE (Standard) . f%IViIR (TA) FVARSTERE (Archive) —Fp{EffdR, 53 nixt
M AWSmazon S3HHSTANDARD. STANDARD_IAMIGLACIER, 0] DUHESEEHE#O0SS
ObjectMIfEfifidRY,

TR AR ObjectfE B2 i, BSefliliRestoreld RMITIEHIRIE. S5S3A, OSS
RBMES3 AP R E, MHAIRERRIMSSILR, M EREIRZ 7R, 25,
Object X I ZIYIARI IR AR,

- ETag

- XMFPUTH A LLHObject, 0SS ObjectiETag5AWS S3fE /NG LA X, OSSR
5, MSIMNG, WHRE AR TETaghRes:, HRMANG,
- XFah EfEObject, OSSHETagil 377305 S3A .,




FEHIS3API

- Bucket¥fE:

Delete Bucket

Get Bucket (list objects)
Get Bucket ACL

Get Bucket lifecycle
Get Bucket location
Get Bucket logging
Head Bucket

Put Bucket

Put Bucket ACL

Put Bucket lifecycle
Put Bucket logging

- Object#ff:

Delete Object
Delete Objects
Get Object

Get Object ACL
Head Object
Post Object

Put Object

Put Object Copy
Put Object ACL

- Multipartf§{E:

Abort Multipart Upload
Complete Multipart Upload
Initiate Multipart Upload
List Parts

Upload Part

Upload Part Copy
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A AR E T ossimpor i B E = 7120 (3ROSS) HERFI0SS,

HRECE
ossimportfi EHUBMISHi AUBE P RIERE 75 3 :

© XF/NF30TBR/MNABEIEIER, HAPLBLBIRTER.
- PR MBIBIEER, EEER A B

ossimportiifE 5 XIF T 412 % #unique_9,

B ERERITB IR AZCOSHERL (YD XES00TBEUE, T—AMNIERE0SSHERL (b
M) XiK, EEEHEITossimport/ i NIF AL E |

- JF@OSS

1. SERENIKSAEERL (BiM) XBIOSS Bucket,
2. fFERAMEHI G QIR FIKS, FHEBZ P IKSViOSSIAR, JHR{FAccessKeyIDAl
AccessKeySecret,

- W§LECS

WISLOSSIKIRAEARL (i) IIECS, —ReMIBRI2BAGHUSINN, URIERIRECSTH
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- AtEossimport

EEEARHIRIRBITE TR, BHREEEECS Lidtossimport/3 i B, XM R E
FIRCEE XEE, Wlconf/job.cfg, conf/sys.properties, JHFEFEHIZHAE, ES%
WIRACE ., AR TR B IHGRE, Wossimport FEE, ACES RN WAL HEER, 2
5 R E,
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@ BibA:

1EECS L5 ossimport/3 i sNABIG, ossimport MEIRZCOSHERT (B X33 R
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1. ZRIEBH=TIAMTLIED R BEE, TRAED BRIE S AR B a1 T,

R

SEUnixﬂﬂ‘l‘ﬁlﬁi, HIH19704E1H 1HUTCE PRIV, liddii@date +%sIKHL,

2. fEOSSHHIBHTFFOSSHHR M, MITEHIE R EOERIR CE=Ji1#hk) .

3. ¥l FRGWE VIREO0SS, HIHIESS RGTL R TIAT2,
T1NEAEMOSSIEE, TUGHIEHRNEE OSSEHL M I M =77 17 I, HiEse2E A
0SS,

T2Ja A A HBIES AT,



4, BRECE S job . cFeECEM i importSince=T1, HEHKREITHITLSS, HITTI~T2HHREL
jﬁﬁgo

BiHA:

- BRASERG, BSSRGNARNRSEEOSS b, =77 e d — b L, &l
DA e O O B AR
- ossimport A SHBIRHNEB AR, ASMERMEREEE,

ZLRUEA

TR R A RA RS IR BN AR TIRISHE, B RNRHR RN, ECSEHI
T, BURERETN. INRRA, QURBUREIETBAN, FHEARITEN FRIER, HAHXR
B, FHETUN, ECSSUNBUD, WIMECSEE, ZW/VIiEIm,

SE N
A XossimportMFIE B, HS% U !
53 A 2k 8
Ve Kol B
)

1.3 Hadoop X Z4iHDFSEIEE % 0SS
ASA UYL Hadoop XFFRS: (HDFS) LRISHRIERSS 0SS,

==X
A=

LHnk AR 2 20 EE A Had oo pBE AR uD, TSR 1 23wl A Ay BRI 55 i b
b 22 Pl o

TERTH = RS R 12 IAERBIR S5 RN RAEEOSS, OSSHIEWRIER 1 Hossimport i) DL A
Bl sE =75 A MR S5 ERSCPFRIZEZIOSS |, AHIXA T R cikiiitHadoop XX R GUEE, M
i %% Hadoop iAW FFH, BETRISRARNSF, #HEKEHDFS ERSCPRE FEEIA
Wb, FHEE TH BFE, BRSO,

B 1 = E-MapReduceIBAJF & T Hadoop B35 1E# . Remr-tools, REiL#&MHadoopfEftEifk
TR EHRFI0SS L.



= s
WL Wi B T LA R ViR - Hadoop iy, BIRENS i Hadoop & 2 JiHDES.

hadoop fs -1s /

THES B

1. F#iemr-tools,

BibA:
emr-tools#fizHadoop 2.4.x. 2.5.x, 2.6.x. 2.7.xhRA,
2. fRAEGE THEIAMHE %,

tar jxf emr-tools.tar.bz2

3. HHHDFSE#HEROSS .

cd emr-tools
./hdfs2oss4emr.sh /path/on/hdfs oss://accessKeyId:accessKeySecret@
bucket-name.oss-cn-hangzhou.aliyuncs.com/path/on/oss

SEBLHNT,
Z¥ B
accessKeyld Vil 0SS API#H,
accessKeySecret RETT XS Wl R E Ay 4K H

AccessKeyldfllAccessKeySecret.

bucket-name.oss-cn-hangzhou.aliyuncs | OSSIillig4, tEiibucket£Fifil
.com endpointiihl,

41 )58h— 1 Hadoop MapReduceff:5 (DistCp) .
4. BT 2R R BAARBIEERNER, HENERE R,

17/05/04 22:35:08 INFO mapreduce.Job: Job job_1493800598643_0009
completed successfully
17/05/04 22:35:08 INFO mapreduce.Job: Counters: 38
File System Counters
FILE: Number of bytes read=0
FILE: Number of bytes written=859530
FILE: Number of read operations=0
FILE: Number of large read operations=0
FILE: Number of write operations=0
HDFS: Number of bytes read=263114
HDFS: Number of bytes written=0
HDFS: Number of read operations=70
HDFS: Number of large read operations=0
HDFS: Number of write operations=14
0SS: Number of bytes read=0


https://yq.aliyun.com/attachment/download/?spm=5176.100239.blogcont78093.18.BfNz7d&id=1956
https://www.alibabacloud.com/help/doc-detail/48699.htm
https://www.alibabacloud.com/help/doc-detail/48699.htm

0SS: Number of bytes written=258660
0SS: Number of read operations=0
0SS: Number of large read operations=0
0SS: Number of write operations=0

Job Counters
Launched map tasks=7
Other local map tasks=7
Total time spent by all maps in occupied slots (ms)=60020
Total time spent by all reduces in occupied slots (ms)=0
Total time spent by all map tasks (ms)=30010
Total vcore-milliseconds taken by all map tasks=30010
Total megabyte-milliseconds taken by all map tasks=45015000

Map-Reduce Framework
Map input records=10
Map output records=0
Input split bytes=952
Spilled Records=0
Failed Shuffles=0
Merged Map outputs=0
GC time elapsed (ms)=542
CPU time spent (ms)=14290
Physical memory (bytes) snapshot=1562365952
Virtual memory (bytes) snapshot=17317421056
Total committed heap usage (bytes)=1167589376

File Input Format Counters
Bytes Read=3502

File Output Format Counters

Bytes Written=0

org.apache.hadoop.tools.mapred.CopyMapper$Counter
BYTESCOPIED=258660
BYTESEXPECTED=258660
COPY=10

copy from /path/on/hdfs to oss://accessKeyId:accessKeySecret@bucket-

name.oss-cn-hangzhou.aliyuncs.com/path/on/oss does succeed !!!

5. &n[PAHosscmd 3 LRAFOSS LB,

osscmd 1s oss://bucket-name/path/on/oss

0Ss#iEiE % EIHadoop

MR CKIEP A L5 Y HadoopERE, R RUSEHAN T an 288 MOSS LIER EIHTHY
Hadoopf#f,

./hdfs2oss4emr.sh oss://accessKeyId:accessKeySecret@bucket-name.oss-cn
-hangzhou.aliyuncs.com/path/on/oss /path/on/new-hdfs

BEZERR
PR 7R PISERE, 7EECS L% Hadoop ] PAfiHemr-tools, % HEERFREMIEHEE
-MapReduceflii% L.

USRI AERFCE(EECS |, (HRREERMME, JEIAMVPCHIINRSS MR Er i BLH0E, B AR
EEREBSIVPCH, n DRSBTS

1. fiiflemr-toolsiTFHEHEEI0SS |,
2. fEVPCH T — AN ERE (HEtEEH E-MapReducellR%5) -


https://www.aliyun.com/product/emapreduce?
https://www.aliyun.com/product/emapreduce?

3. KB HEMOSS LIRS EHTHDFS&AE .

WARPREHE-MapReducell55, i&n] AE#Z{EHadoopEREhidiid Spark, MapReduce I
Hive FHAFVIMOSS, XFEAA] LAED —IRBUEE R (MOSSEIHDFS) , i&n] PABCKHIRHICA?
fEsAR, A RREATEAIEE, S WEMR+0SS: HH 5167 #.


https://www.alibabacloud.com/help/doc-detail/28118.htm?spm=a2c63.p38356.a3.7.41d2b5c82kHPxv
https://www.alibabacloud.com/help/doc-detail/28128.htm
https://www.alibabacloud.com/help/doc-detail/28129.htm
https://www.alibabacloud.com/help/doc-detail/28129.htm

2 Webim EfZEHEZE 0SS

2.1 WebifPostObjectE &35 B%

2.1.1 Webin H £ SREL & 77
ABESAUIIHE WebS IR %3 1145 X Fi5 LHEBURFIOSS,

I
i

FAOSSHI A PR 2 LGRS Webdsinhi WK EA& )5 T2 P e Y g skap poi A& PRSI
WMRS5Es, 2RJaRNRSS a5 U EAZ2I0SS, At ERDs:

W
ki
%
e
—7

i Qgg

MBHEEEFIOSSHILE, PA LT A =0

- %18, Je REBIN RS S, M REFRI0SS, MZEIXILEIERI0SSE ¥ — 1, MR AL
0SS, Aj@id RS, BT, 1 HOSSRAIBGPHHE, RECRIESIL#ISE R
198

- PRIEZE, ARRSM 2T, MRS SO,

- PR, WEERZAMANRSE, BT 0SS MERBERRIN, WRBHEAELFO0SS, i
WERIRSS a8, IR2HGREE BILE MRS &5

BEY
ABRRR H 283 PA S =AM gl il % s B BRI 0SS :

- JavaScript% S EALPHRAE S P nmi@id JavaScripti Ui se R4,  Railid A EIE R
#E30SS,



- MRS5URA e ELAG VR LEIR S5 st k4, SR)ailid 3 B S B FI0SS,
- MRS5uR A EAIF RO BAE RPN ek s, IFHIRGSBEE ¢ EZRDIRE, 2518
MRAELBIRFN0SS, OSSIIPATERRIG, FHE LIRSS Ao IR 25725 7 i

2.1.2 JavaScriptE PinE R H%
ASCEEA G T POST Policy My FIBNIAER P il JavaScripti i se ke 4, AR id
FAEERIRFIOSS,

Demo
PCHI YA I URE B
AR HPlupload B R AEHE (WPostObject) 0SS, nIPLSTTEPCHIYIEY. FHl

DUERS, SUfESF. EPTDARINERZ A g, JFBEE RIgEIRE HRMBE LG SUEA PR ERE
PSRRI R A . R0 OB R AR AL,

BeHH:
XA EAE R A A Bucket, 23 ERE, A DAASELL — S iR R B B,

S 1 FHR MRS R
R

SR 2 EREEXH
% FREMIEE, Bdupload.jsit:

accessid= '<yourAccessKeyId>';
accesskey= <yourAccessKeySecrety>';

new_multipart_params = {
;6ééAccessKeyId': accessid,
s
[ TRRESTS T ====
accessid = 'STS.ACCESSKEYID';

accesskey = 'STS.ACCESSSECRET';
token = 'STS.token';

new_multipart_params = {

'0SSAccessKeyId': accessid,
'x-oss-security-token':token


http://oss-demo.aliyuncs.com/oss-h5-upload-js-direct/index.html
https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/sample/oss-h5-upload-js-direct.zip

host = 'http://post-test.oss-cn-hangzhou.aliyuncs.com';

- $id: M AccessKeyld
- $key: #MAcessKeySecret
- $host: X HBucketName.Endpoint, filllipost-test.oss-cn-hangzhou.aliyuncs

.com

BLOA:
KT EndpointiJsi4d, 2 WEndpoint (VikE4)

$IE 3. IRECORS

P TR A AL BIOSSIY, SNIYERRIMOSSKIE N HOriginigRibE. OSSXHA
Origin3kiiE RIS TEERM (CORS) MTIE, Kt E hBucketis BN DL
FPostJjik,

FAIRED BRIE S W B B S I

BeHA:
RIFVEE R * R TR, AL ett, BIUEHY 3 AR B4

$IB 4. (Ki&JavaScriptEPIREREE

1. BRI S s zip 2 Web HE 5%
2. 1EWeb I % 254 A <Web i B IR 5% 22 etk > /oss—h5-upload-js—-direct/index. html
, Blilhttp://abc.com:8080/0ss-h5-upload-js-direct/index.html,
3. ERE AR XFIRAT B,
4. LG, EEERGEE LEEDR,
AN ) 2y

KI5OSSXZHPOSTHMY, FrPAHELEPlupload ZiXPOSTIi RN OSSR BIN], L adan
T:

var uploader = new plupload.Uploader ({
runtimes : 'html5,flash,silverlight,html4’',
browse_button : 'selectfiles',
//runtimes : 'flash',
container: document.getElementById('container'),
flash_swf_url : 'lib/plupload-2.1.2/js/Moxie.swf',
silverlight_xap_url : 'lib/plupload-2.1.2/js/Moxie.xap',

url : host,

multipart_params: {
'"Filename': '${filename}',
'key' : '${filenamel}',

'policy': policyBaseb64,



'0SSAccessKeyId': accessid,

'success_action_status' : '200', //iLIRZHHIREI200, ABEEMERINIR

'signature': signature,
'x-oss-security-token':token

[]204

}s

LR, CFilename’: ‘${filename}’ T MERIRFFRI LM%, WEREA L3R
5E Hakilabe &, HXPEAAZ, HBSAEAT:

multipart_params: {
'"Filename': 'abc/' + '${filename}',
'key' : '${filenamel}',
'policy': policyBaseb64,
'0SSAccessKeyId': accessid,

'success_action_status' : '200', //ibIRS5UmIRMI200, APEEMERINIR

[[]204
'signature': signature,
¥,
- BEERBENLS R

QSRARAE EACTIENE BB RPN R4, SRS ORI E Pin SO fF—3),  nT AR ERB0sON :

function check_object_radio() {
g_object_name_type = 'random_name';

- BERH PSR
QNSRARAE EARIENE BEE RN PSR4, Rl AR RSN «

function check_object_radio() {
g_object_name_type = 'local_name';

- BH BEH

R DURESLE AR H B, PRS2 L% HfRabe/, TEREHSBHLIER
& () &R

function get_dirname()

{
g_dirname = "abc/";
ks
S %2

kAT E RN policyTexti# 1734, i SIflF4n R :

var policyText = {
"expiration": "2020-01-01T12:00:00.000Z", // &EPolicyijdeunt
18 ﬁﬂ%ﬁdﬁ%ﬁkﬂﬂfﬂ Ek%%ﬁ idtPolicy ittt

"conditions"



["content-length-range", 0, 1048576000] // &8 HE&EXARIR/NR
il ill]]%ﬁi:iliﬂﬂéﬂ, XA EAEF|0SS SR EH

e Fomidid JavaScripti U 724, KRS ZACHE, B[S EE, ERTTE, HR% 7 hhid
idJavaScriptitlAccesssKeylD filAccessKeySecret5 fE4 A% B A k2 AR, HBCR RS
A EHA

213 RBinEREER
AR UM AL AR S5 0 52 A 4 I I 3 LR BIEFI 0SS,
)
= B
ASRBIEIESI S B A% 5 W g%,

T
Ll

R HMJavaScript% P EiE%4 (S W]avaScript% P4 H
%) W, AccessKeyIDflAcessKeySecretsx# @ e vim, FIAEIE ™R ZERaE,
I, OSSHEf T MR55ume44)n EAEHITT %,

[RIES R

555 i 5 44 Fe ELAG R BRGNS <
1. P RIE LfEPolicy i REN R HIIRSS 2%
2. PAIIRSS a3l _EfEPolicy MBI
3. P ERE EAEEIERI0SS,
AoRBirh, WeblnlRs5umig R34, RnEE LML, A0, mHeensE, H
ARG IIR S5 S JCTRSE R kAl 1w 200, AR A2, ERARSER VR P B A%
T2, AICRAIIR S5 s 44 ELAE IR BB BAL M,
AR MIRED AR AR

G55 S %4 Je ELAG RO TR IR PR AR 55 i 4 ELAG IR B BAGIIVRASRML, IS H RS EIE IR
H EARWE- B4



2.14 RS mEZEEHIRE LZEIE
ASCE B GHUTE T POST Policy b HRMNAENSS WAL 4 M 2 (XRS5 4, I T L
FEIIIH, AL 2 E S HREIOSS.

T
il

KRS IG EHETTRANME: KBGO, HP LEEIRG, ROHRSS &% ZRE A
A% YRS AR S 4G s WER A YR, ST EABEE A IRNE, AtOSSHfl 1 Lf&In]
VY%, OSSHIASERRIG, MRS &GS ORI % v, DA S5 SmsIcit v i - kf& 1 1t
4

N O A
IAEITR

Nt

WFEa R

1. WP R RS a6 R L& Policy fluli,

2. MIIRSS 4238 ] _Lf&Policy Ml B,

3. P EIRIAIOSS K IE U AR R,

4. OSSHYEH P EIIAVEE, A& MR RGN RS 3%

5. BLFIARSS asiB IR 45 0SS,

6. OSSKiRAIIRSS 43R KPR MZE AT

SRR B —AXFRIOSS, 1 HARERE BRI RIB MG MRS oy, XN = BE

VARARL, FEHORERIN ARG 85, WP BE5e G, AZEEAENRMIER, midsei@mIn ik
F5tn, PHUGIREGRGH

ik =32
M55 om%s 4 EAE I B E LAg ARt Y PHP, Java. Python. Go. Rubylfi&hiA, W R:

1. AP R IR SS 451 K _EAZPolicy fnli,
2. B NRSS IR ] A& Policy Fllal 4% B X,
LRSS 22540 ELAE IR SS 20 BR% Foi & I R GET I RIG R, R8nl DABE B RS LE
R S5 AR RENS 0% P ViR MIE T S 2518 S A I BC B SR P A IR B 2%
3. AP EIEMOSS&IE X HIETR,
4. OSSHYEHI P EIIAVEE, A& MR R B RS 8%

P AR PFEIOSSE G, OSSN P imi_EAZ NI E, KIXPOSTIHI RN R
55 o



5. NJHARSS 2B IR 43 0SS,
WL ARSS SHEOSS R IXTH B M author i zation kAT RE, WIREUE@EE, WHOSSIZH

N Rjsont& X RIHE .
String value: OK
Key: Status
6. OSSHf R FIfR S5 231 Bl IR MR
& P i IR R AR AR

HPIREY R#B ik : aliyun-oss-appserver-js-master.zip

BEHH:
% FimJavaScriptf Vi 2 Plupload4iff, Pluploadid—#kiai s 5 1 HYhREs K i~ 1
TR, R %R, w@ifhtmls, flash. silverlight, html4, ‘©2RERN Y AiIF
B, ERERIS ST EETR, IFHSMERAhtm]550 HEEiES WPlupload &M,

N HZEIA LA KRB REAA A S B :
- BEEMRREHLSCAE A
A LAERER RBEE R RIBEILI 4, BRSSP E AR —8,  n BARF R B0SON -

function check_object_radio() {
g_object_name_type = 'random_name';

- BRI
GNSRARAE EAGIR BB R P IS4, T DA RO |

function check_object_radio() {
g_object_name_type = 'local_name';

- BE LEHZ

EERHSBRSSREE, A% G LERERE R, KB ERE, e
PHP MBI, ¥ EfeH%Rabe/, HEEHXBHMPIERNL (/) 4.
$dir ='abc/';

© R AR

f&nl LA A Plupload®)s i filters¥e B EAZREIESAE, WIRENGE LIEE A, SRR
N AREHEE BESF,

var uploader = new plupload.Uploader ({

filters: {


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1537971352825/aliyun-oss-appserver-js-master.zip
https://www.plupload.com/

mime_types : [ //H#alF LR Mzip>XfF
{ title : "Image files", extensions : "jpg,gif,png,bmp" },

{ title : "Zip files", extensions : "zip" }
]
max_file_size : '400kb', //IJKIIfE | fE400KBIYRE:
prevent_duplicates : true //AfR¥F%EHEE Lk
1,

- mime_types: Bl L& RESE,

- max_file_size: FRHl_EAZHISIIFR/D,

- prevent_duplicates: FRIARERE L%,
- KRR

AURERNE S BRI setk4, wI R Pluploadif FileUploaded 334k, @ Rt

NG

FileUploaded: function(up, file, info) {
if (info.status == 200)

{
document.getElementById(file.id).getElement
sByTagName('b') [0].innerHTML = 'upload to oss success, object name:'
+ get_uploaded_object_name(file.name);

else

{
document.getElementById(file.id).getElement
sByTagName('b') [0].innerHTML = +info.response;
+

}

A DRI AT SRS, 195 RERIOSSHI L b4, Hirbfile.nameid st v AHUSUE EAERI44F5,
get_uploaded_object_name(file.name)

- k%A

JavaScriptn] AMIRSS kBt policyBase64. accessid. signatureiX =A™, ZOARAS
T:

function get_signature()

// HAllrexpirefffid &t 7 Yniim, e 7 YEiniE, SEFIRREAS, %
BRI N 3ED,

now = timestamp = Date.parse(new Date()) / 1000;

if (expire < now + 3)

body = send_request()

var obj = eval ("(" + body + ")");
host = obj['host']

policyBase64 = obj['policy']
accessid = obj['accessid']
signature = obj['signature']
expire = parseInt(obj['expire'])
callbackbody = obj['callback']

key = obj['dir']

return true;



return false;

s

MR 55 i 8 ] Y3 JE ST A <

BEW:
PR RB, FEAZRMFERRSK, Hedifaccessid. policy. signature =AM,

{"accessid":"6MKOx*x*x*4AUk44",
"host":"http://post-test.oss-cn-hangzhou.aliyuncs.com",
"policy":"eyJleHBpcmFOaWOuUIjoiMjAXNSOXMSOWNVQyMDoyMzoyMloiLC
Jjxb25kaXRpb25zIjpbWyJjcb250ZW50LWx1bmd0aClyYW5nZSTIsMCwxMDQ4
NTc2MDAWXSxbINNOYXJOcy1l3aXRoIiwiJGtleSIsInVzZXItZGlyXC8iXV19",
"signature":"I2u57FWjTKgX/AE6doIdyff151E="",
"expire'":1446726203,"dir":"user—-dir/"}

- accessid: HFiERMaccessid,

- host: FIPEAERNMERAKIE LIEER,

- policy: HIPF LILHREE (Policy) , R&idbase64Stid it =f5H. EEiES
WPost Policy,

- signature: X Epolicy% 4G MFIFH,

- expire: Lf&ERIgPolicy REUINT], TEARSFURTRE, JAUN T Z Fi# ] AR it Policy |-f£
XA, FeTRERR EAEER RARS5iR IS 44

BeHH:
N OISR, BN WGk e, & EE Ak, SRE—IR% 4. E L
&0, i NSaitm 5235400, BEANMRGIR. WK, MEFHKR—XE4, W
WA RR, R Z A4

T Policy KIPIZ4IT

{"expiration":"2015-11-05T20:23:23Z",
"conditions":[["content-length-range",0,1048576000],
["starts-with","Skey","user-dir/"]]
LHEiPolicy 9 v starts-with, FIRiEE R L& 460 Duser-dir -3k, HPWA]
BiTHRE. Wmstarts-withfFE2: ERZHFRT, — RN —4Bucket, 1 Bijik%
s, P EESIOSSHISIEAR Al A RHE RINTSE, (HIXFEAATE— W, JH P RIENX
A Policyla, ERBOVINERREMS ELAZHISE, M LAEZHIANRE S, WRITEN, EN TR
55 avik Ao P A SCPERRGS.  WSR AT P 3RI Y Policy A ik LAEEIHINIH 3%, M
ORUE 1 2R 22 2k



- BEERNTIIRSS d i ik

e FimiiiSupload. jsXfF, W MBS R B BserverUr UNER] AR B AR SS
WIURL, WEG2IG, BFPai%ZserverUr URIAGETIE R FENEE,
/] serverUrLg PRI AIPoLI cy B {E BN HIRSS BRIURL, 5% FRIRYIPAI

PortitE N H I EE(E B,
serverUrl = '"http://88.88.88.88:8888"'



3 ¥ RinEE L

3.1 REE RSN A B ARSS
ASCE A UL TSTS Policy Ry BINTES0S PP — A RS AW ISR LIS . ek
I RS LB LG FBEIERZ0SS, WU RRITRER: F1 IR 55 25,

==X
A=

FERS A HIKIIAR, Fhlapp LERBIREREZ . (ERIFRHE, RnI DA OSSAB#FEIRTF
fEda R, ML ET B RN 2,

T OSSHIFSah B I B ELE k55 B DL S -

- Bl e M RSHIEAREERUT ST BIRE LRI, SR,
- EAMERR: AT ERMERIRZ IR BEM N HEGER A 0SS, AT M R 55
o

- RIER: SRR P IR RV,

A R AR,

 BURAEER: R A BRDAR IR RSIERCAE R, 5 B R G TR A B
THAREBTINA

RSB LT IRAS Y S EbbE T :

- Android: F#HuhkE
- 10S: PHEBhE
fEny pdid BB A EAE R BI0SS, LR T SRR E e Rl s LG, fEMZEIRE

MIEOL T, HERARERIMNSHE BAG, RGEnl UM B R AL BRIRSS, W R EALE AT g sk
ENAEBE, B I B R AT -


https://github.com/aliyun/aliyun-oss-android-sdk?spm=a2c4g.11186623.2.9.FXb5vt
https://github.com/aliyun/aliyun-oss-ios-sdk?spm=a2c4g.11186623.2.10.FXb5vt

M RAE

BAESERR /3 B8l i LA Sk

(VEERFM & = &

ERESEH  htpdoss-demoaliyuncs comiapp-serverfsts php

FiEBucket  sdk-demo =it B 13 el
HEER

B A 0SSI4S

A —— e

il ETE CFR iR

RERE TalE

it

B B R iR

B MNIKEP3LSF WeEdoy  SrEEKED

- BIRIRSS s RSSO B R G IR S . AR R RN IR S5 a R pilrhi

(I g A SR V1 R € S RN VA i B

- _Ef&Bucket: iZBahMHEREHE LA Bucket,

- Xi: _EfEBucketife,
[RIENA

sl L B IR S5 T A iR FE A T

SCRSRRAS : 20190906



RAM/STS

Android/iOSIErh iR

1. RiRSTSHEIE

4. \BESTSEIE

RIFARRS5 23

e e:

- Android/iOS BahRiH : B P FHL Eapp, st SR SS 8 H1is B (i STSSEIIE,

- 0SS: HIBIH AR AEAE, ATUEBER SR RBUEIE R,

- RAM/STS: ARG _EfE5EIE, WToken,

- BOHRSSER: BIREZAndroid/iOSMHRIF L& I Eapph ks, M TEBapp LEERIT
#HToken, PARM I d@dapp HEBHIAITER,

sl 2 I

1. B R IR 55 a5 0 — I B A2 Sk,

@ BibA:

AndroidfHOSM I ARREH B # i AccessKey, IXFEEAAAERIRIEE XS, Fit LA 2
P MRS SRS — 4 Token, iXAToken2 A N3N, Wi Tokenrid ik}
H2305 8 (P HIRSS BEE) , IBAEIX305 80, ZAndroid/iOSK AT BAfE
HtToken \OSS_EAEFI REEHE, 305G B E ik Token,

2. BRSSO TR &GN, RGIR I Token#3MH

3. Android/iOSFah N H it Token ¥ &5 LA&30SS, 3# MOSS FEEHE,

AT A48 IR 55 e il 2 i Token PA Bz Android /iOSE 2l v H A 3K Ht Token,



R A

BAESERR /3 B8l i LA Sk

HIR1: BIEBucketHFBESTSARS

1. JF@OSS, Jf HeldBucket,
2. FFESTSHRSS

a. BROSSEPEHIA,

b. fEOSSHES G R B SLatme B XK, Hdik e Sh,

SE S BRhEE
s @ SR Bucket FESERBIERETRITRFI , SURSITTHEER 23 VIad, LEURAUTESIR , TIERITRENR , (UFS
&,
i=tEsia + &>
Q FREE AR (Y ECSHE) Vv AERE  SETEHEE v mEERRE GET v

‘ 138 MB

BREtk 60.16% t Bt 0.00%

72546 «s

AN : 42.4KB

567

ERERRE 65

. EiERE

L ]
Pt & = =xige

. o HEEE = HHEN o ExEes
FEF B CREESEES] 0SS i BE MNS SHEH ([EYE ) ThaE | BISCIM A AT RIX i [ERY

. &L, #5755 CDN —gmE iE Bucket S5 Bucket F:E&H

3 @ SRSy = ZESHR (TS Z2AE
SERHEEI OSS |, SZisAdh / 20K / Bid RAM H STS AFHKERETFIG TZMH—#TA APP BiRAIEEN
Hittz / ECS BEHUERE EAISHY PR BES

$ AEZE
BREAEIREIRS | RERIEAR
e, MER. 85 s

c. HEAFNZ LRI E VU, S diIFATEAL

@ BEHH:

SCRSIRA : 20190906

23


https://oss.console.aliyun.com/

WURATFERAM, XFMIMIF@RIEHE, b, FREse e iR,
d. RGHTAIRL. EfR1FAccessKeyID, AccessKeySecretfllRoleArn =424,

- MR AT AccessKey, RGEHZNIH AccessKey, iR
f#AccessKeyld, AccessKeySecretfllRoleArn, #I'FEIfiR,

R AccessKey

XEMPAccessKeyrl  FREIE—= , ERAEESF !

(V) $hEEAccessKeymith !

I AccessKeyiFlg A

AccesskeyID AccessKeySecret :
HEFAKER
HESHRARE
0SS ( Object Storage Service ) &L hEEBITHEE @‘QE%EEUJ

ARE AEEHERT 055 SHASIEE |, FrewE— LR 055 HIRISHEAIAK

AER]LAEERISTS SDKJ (SERER ] LA [ IRESHE
8li2fE (AlyunossTokenGeneratorRole) s
BIERISIVERS ( AliyunOSSTokenGeneratorRolePolicy ) Eacit oo
EEERGMR ( AliyunosSTokenGeneratorRolePolicy ) ami ]
Java net Python PHP Node.js
9'1:': = AssumeRole
BT~ (AliyunOSsTokenGeneratorUser ) s
SIIBIERS ( AliyunosSTokenGeneratorUserPolicy ) s
EEZAFR ( AlyunossTokenGeneratorUserPolicy ) - RoleArn: acs:ram::1746495857602745: role/aliyunosstokengeneratorrole
. RoleSessionName: external-usemame
© o 9 =& e

_ DurationSeconds: 3600
ESRT  hRERS, AKERFSESDRT  WSSICER , SRk EETETak#BR
=

AccessKey ID : LTAI4SVZHQIBmIm

FHERHT i1

- IR AT C& T AccessKey, ta] BTN R PRI AR G1EHi
JAccessKey.



ZESIShERE

0SS ( Object Storage Service ) NEZESHERECNESE

,\I_‘ﬁ
U]
b

=
o == AZOLAEFSTS SDKIEMAAssumeRolelZ 1R BT LIAAOSSEIR £ S4E ©
sliz@E (AlyunossTokenGeneratorRole) R
SIEIBIERS ( AliyunOSSTokenGeneratorRolePolicy ) AL
EEMEAR ( AlyunosSTokenGeneratorRolePolicy ) AL
Java net Python PHP
o
#lEFMAA (AliyunossTokenGeneratorUser ) RLTh
#li2ENEERE ( AliyunossTokenGeneratorUserPolicy ) RLTh
EEFESR (AlyunossTokenGeneratorUserolicy ) T RoleArn: acs:ram::1746495857602745: role/aliyunosstokengeneratorrole

. RoleSessionName: external-usemame
0 % -
B, MISRSIERS

o DurationSeconds: 3600
ESET : hiEEEE
5=

AccessKey 1D : LTAIE4SvZHQEBmrm

TR THNRARSFRMDTE

- PHP: P&tk

- Java: REHE

- Ruby: Rk

- Node.js: T#iihk

TSR3 EREREXH

PRI RAIPHPHE . BNES B PG, e — A EE X fFconfig.json, W H
NG

{

"AccessKeyID" : "',

"AccessKeySecret" : "",

IIRoleArnll : IIII,

"TokenExpireTime" : "900",
"PolicyFile": "policy/all_policy.txt"
}

MRS BN :

- AccessKeyID: HE ZHijid 3% AccessKeylD,
- AccessKeySecret: %5 ZHilid3%HAccessKeySecret,
- RoleArn: % ZjijidxRoleArn,

- TokenExpireTime: #5Android/iOSKHIREEI Tokent 231N ], e/ IMEMBERIMER N
900s.


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/86983/APP_zh/1533534369969/sts-server.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31927/cn_zh/1533527746010/AppTokenServerDemo.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31920/cn_zh/1510645887259/sts-app-server-master.zip?spm=a2c4g.11186623.2.13.FXb5vt&file=sts-app-server-master.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31920/cn_zh/1510647848681/sts-app-server-node.zip?spm=a2c4g.11186623.2.14.FXb5vt&file=sts-app-server-node.zip

- PolicyFile: ZTokenffiffilfi FBRRFIR I CAF, nIfEHBRIME,

BeHA:
BRI 7 =i Bl TokenBUR S, i Fpolicy H 3t R, 555
- all_policy.txt: & &%Token#iF %S FIFTAERIR, 1245:

W ] Bucket
B MERBucket
[ MRS Cis
B T
[ lE3veis
- bucket_read_policy.txt: fi&i%Token#ilfii&ks FEEBucket¥isAR,
- bucket_read_write_policy.txt: #H& 1 Z%Token#llfiiZlk S M Bucketfi 5
(38

MRS E Z Token IS E M Bucket ARG R, 1
flbucket_read_policy.txtfilbucket_read_write_policy.txt X fFH
$BUCKET_NAMEF#ft55E i Bucket 4 .

SR4: BITRAINE
RIS RBIREET T TR R :
- WFPHPRRA, @ FEMEE, B%configjsonfF, EH#ZiZ{iphp sts.phpBlGEA: K

Token, 15857 HRE 2IFE R IR IR 55 axstbhk
- X FJavaliA (i Tjava 1.7) , W TEWEG, 8% config.jsonXfF, HEHHTHIFIET

Nt pae

token-server.jar, R/F&Wr7080%0 1,
IR [ R R ks A AN

{ R AT

"StatusCode":200,

"AccessKeyId":"STS.3p*x*xxdgagdasdg",

"AccessKeySecret":"rpnw09*x*tGdrddgsR2YrTtI",

"SecurityToken":"CAES+wMIARKAAZhjHOEUOTIhJIMQBMjRywXq7MQ/cjLYg80Aho
1ek®@Im63XMhr9o0c5s 9 " d3gaPer8plYaX1INTDiCFZWFkv1Hf1pQhuxfKBc+mRROKAbHUe
fgqH+rdjZqjTF7p2mlwIXP8S6k+G2MpHrUe6TYBkJI43GhhTVFMUM3BZajY3VjZWOXBI
ODRIR1FKZjIiEjMzMzEOM]jYONzM5MTE4N]kxMSoLY2xpZGSSDgSDGAGESGTETqOi06C2Rr
LWR1bW8vKgoUYWNzOmM9zczoq0io6c2Rr LWR1bWOKEDEXNDg5MzAXMDcyNDY4MThSBTI20D
QyWg9Bc3N1bWVkUm9sZVVzZXJIgAGoSMzMzMTQyNjQ3MzkxMTg20TExcglzZGstZGVtbzI
=n

b
"Expiration":"2017-12-12T07:49:09Z",
}



{ / FETRIR 9]

}

"StatusCode":500,
"ErrorCode":"InvalidAccessKeyId.NotFound",
"ErrorMessage":"Specified access key 1is not found."

IEFRIR W AN B — 1 Token :

- StatusCode: K TokenfiRZ, FKHUKIINS, EFBUERZ200,

- AccessKeyld: Android/iOSHahM H#4HLOSSClientikH) AccessKeyld,

- AccessKeySecret: Android/iOSEahNH#IEHILOSSClientikitAccessKeySecret.,

- SecurityToken: Android/iOSFaIMHI#IEILII Token,

- Expiration: %TokenZHHf ], Android SDKZHAHMIWi Tokens2 8 23K, WAL, W

Hah3ki Token,

DU MBI :

- StatusCode: FmnikiTokenfIRZ, FREUCRII, R EHERZ500,
- ErrorCode: FoREEIRFIA,
- ErrorMessage: FnbiiRmEAME B RE,

HIE5:

2.
3.
4.
S.

AN AERRS

. BRI, WM HIRS Sk lhttp: / /abc. com: 8080, K RBIRET HLHII R AR SS %5

Bk ikt

R EEEIEABeuket Sl (BSORBIREF BN |- f5Bucket X 5o
i, mEACE.,

R Y, VeE LE0SSefb4, EAZE)T.

EeYiin, mdERaER LEEER,

ZIOMEB R
OSSHIEHALIARS ERTan T :
- AndroidfiA

/] HEFEHOSSAuthCredentialsProvider, tokenjdifij5<: AR,
String stsServer = "RNHARSS AL, Hlanhttp://abc.com:8080"
0SSCredentialProvider credentialProvider = new OSSAuthCredentialsPr

ovider (stsServer);

//config

ClientConfiguration conf = new ClientConfiguration();
conf.setConnectionTimeout (15 * 1000); // MERGEHIETN, BRIALSFY
conf.setSocketTimeout (15 x 1000); // Socketj@ififm], BRIANLSFD
conf.setMaxConcurrentRequest(5); // ARIFRIERE, BRINSA
conf.setMaxErrorRetry(2); // KMUawKREIARE, BRIA2IK



0SS oss = new 0SSClient(getApplicationContext(), endpoint,
credentialProvider, conf);

- 10ShRA
0SSClient * client;

// .jﬁﬁ@ﬁﬁOSSAuthCredentialProvider, tokenid W5 < s
id<0SSCredentialProvider> credential = [[0SSAuthCredentialProvider
alloc] +initWithAuthServerUrl:@" MRS aedtaik, #lanhttp://abc.com:8080
"].

cl%ent = [[0SSClient alloc] initWithEndpoint:endPoint credential
Provider:credential];

3.2 A PRF=
ASSCEEARUTIETSTS Policy MMM BRI,

ASCET- POEE R A B IR S5 iR BIM MR S5 3%, BALiBucket app-base-oss h
B, PHR RN E AR Policy KA R AR H,

BEHH:
- ASHREN Policy taPigfs deah b EHAL 5552 config. json 5 & Policy SUHE

ﬁo
- BURYHARARIRSTS Token Jaf OSSHIFRIE 250 B FIIR 55 dsth5E Policy, MSTSIRHUIGH T
WEG, RO ER IR FEUE Y OSS,

& WPolicy
- SERFRIPolicy

SE BB Policy 2 sevF I Al BAN OSSHEF AT AT #1%,

A0 B
SEEFNIPolicy MBI N R SR AL N, AHEFAER,
{
"Statement": [
{
"Action": [

"oss:x"
1,
"Effect": "Allow",
"Resource": [Macs:oss:x:x:x"]
}
1,

”VGrSiOﬂ”' "l"



IRELSTS Token /X OSSIHIIR(E g
B2 P A It Bucket R
HEAHHIZIObject, test.txt B
TEANHIZMIObject, test.txt [52)]
LAERIZRIFIObject, userl/test.txt [530]
FEAFRIZIIObject, userl/test.txt R
H%¥0bject, test.txt R
WHIZIMObject, userl/test.txt [52%)]

- ARG B Policy

ItPolicyZmi M il Bucketapp-base-oss R FIObjectnl 52, nl R#,

{
"Statement": [

{
"Action": [
"oss:GetObject",
"oss:ListObjects"

]
"éffect”: "Allow",

"Resource": ["acs:oss:*:*:app-base-oss/*x",

base-o0ss'"]

"acs:oss:*x:*x:app-

}
;l'\’/erS'ion": mn
}
FRMUSTS TokenJq ¥ OSSHIERE gk
HI% A Il Bucket el
HEARAHIZIObject, test.txt e
TFEANIZMIODbject, test.txt R
H&ARiZEIObject, userl/test.txt Ve
FEAFRIZObject, userl/test.txt R
HIREAHIZIObject, test.txt [525)]
HIXAF RIS Object, userl/test.txt [50]




- BRARTSH H 3AS Policy

HtPolicy %M M Bucketapp-base-oss i fifilidiuser1/Objectnl %%, n REg, {H
ok R HARFTZIObject, R LA Policy, WIRAEIIRIHIX M AFEIFILE, HEnl LA
1EH— A BucketH 23 bl b B 80 .

"Statement": [
{
"Action": [
"oss:GetObject",
"oss:ListObjects"
1,
"Effect": "Allow",
"Resource": ["acs:oss:*:x:app-base-oss/userl/*", "acs:oss
tx:*x:app-base-oss"]

}
]
"Version": "1"
}
FKHLSTS Token)i XtOSSIHIHRF: AT
HIZE P @t Bucket L
HEARHRIZFObject, test.txt 220
THANRIZMIODbject, test.txt e
AERIZRIFIObject, userl/test.txt e
FEAFRIZIObject, userl/test.txt R
¥3:0bject, test.txt [5725)]
WM Object, userl/test.txt R

- ABRATATERI RS A kPolicy

BtPolicy#R M H n] AXt Bucketapp-base-oss R Objectifff7 Ei%,

{
"Statement": [
{
"Action": [
"oss:PutObject"
1,

"Effect": "Allow",
"Resource": ["acs:0ss:*:*x:app-base-oss/*", "acs:oss:x:*x:app-
base-o0ss'"]

}
15

"Version'": "1"



}

IRELSTS Token X OSSH:AE g
B2 P A It Bucket ik
HEAHHIZIObject, test.txt B
TEANHIZMIObject, test.txt e
LAERIZRIFIObject, userl/test.txt [530]
FEAFRIZIIObject, userl/test.txt R
H%¥0bject, test.txt R
WHIZIMObject, userl/test.txt [573%)]

- PRSI S A Policy

ItPolicy#m M nf PAXfBucketapp-base-oss M iguser1/Objectitfs k&, B
% HEHAbET S Object, RAMERIPolicy, WM M AFEIFGISE, FKnlPUAFITE
[l —A~BucketH 23 [l b B 00CE

{
"Statement": [

"Action": [
"oss:PutObject"
1,

"Effect": "Allow",
"Resource": ["acs:oss:*:x:app-base-oss/userl/x", "acs:oss
t*x:x:app-base-oss"]

}
1,
"Version": "1"
}
FKELSTS Token)i A OSSHIRIE gER
HI%E A Al Bucket e
HERISIObject, test.txt ¥
TEANRIZIObject, test.txt e
&SRS Object, userl/test.txt [530]
F#EAERISIObject, userl/test.txt e
%l30bject, test.txt ¥
WHIZIMObject, userl/test.txt Jm




- ABRHIHIZRT S Policy

tPolicy#m M nf L Bucketapp-base-oss R Objecti#Ef 1412, Tk, EAGHIM
I‘%O

{
"Statement": [

"Action": [
"oss:GetObject",
"oss:PutObject",
"oss:DeleteObject",
"oss:ListParts",
"oss:AbortMultipartUpload",
"oss:ListObjects"

1,

"Effect": "Allow",

"Resource": ["acs:o0ss:*:*x:app-base-oss/*", "acs:oss:x:*x:app-

base-o0ss'"]

}
1
"Version'": "1"
}
FRELSTS Token)i M OSSHI#:/E g
HI% A 8 Bucket el
HEARAHIZIObject, test.txt [50)]
TEANFIZMIObject, test.txt 3
k&SI Object, userl/test.txt [5727)]
FEAFRIZObject, userl/test.txt [50)]
¥%0bject, test.txt [525)]
WHIZMObject, userl/test.txt [530]

- IG5 Policy

HPolicy# RN H ] A% Bucketapp-base-oss Rl fAHiZ{userl/MObjectif {7513, T
. _LAGRIMNER, HICENHARTZObjectit i 15 ., SRR Policy, WIHASFEIIRLH X
NSRRGSR, #n] PUAZITE R — 4 BucketH 73 [l bR B FIRCR

{
"Statement": [

"Action": [
"oss:GetObject",
"oss:PutObject",
"oss:DeleteObject",
"oss:ListParts",
"oss:AbortMultipartUpload",
"oss:ListObjects"

]
"éffect": "Allow",



"Resource": ["acs:oss:*:x:app-base-oss/userl/x", "acs:oss
t*%:*:app-base-o0ss"]

: }
"Oersion": "
}
FRHLSTS TokenJq Xt OSSR TS
F2 A QI Bucket R
HERRTSIObject, test.txt ¥
TEANRISIObject, test.txt K
&SRS Object, userl/test.txt 535}
TEAFRIZEIObject, userl/test.txt |5727)]
%l30bject, test.txt R
WHIZI0Dbject, userl/test.txt R
Bt
M L RE 7Rl PAE -
- 0] DARBE AR 7 5 e AR Policy, AR5 %R R 55 B RS R0 il RASIZBION A [H] ¥ A
FIJZIAS R A RR 3
- ] DAE M RS IRAAL, EFSSTS Tokenjd HA 2 fii A~ T B v 7 Fi R 55 2 HEHRIE 5K
- TokenHSTSHi% ., M HMRS# R 2@l 7 Policy, MISTSi&RToken, A Tokenk: k%
M, XHTokenfl ¥ AccessKeyld, AccessKeySecret. Expiration, SecurityTo
ken, XEESEAEOSSIRILL M HISDKH2 M, H1H1ES WAIES SDKSH Ly &
s
BE N
- RAMMISTSTEOSSH I FIFE R
- BB ZRAMTE 75 A
- PR ASTSE 750k

3.3 REEES oM A _EZEIERSS
A SCUMRUIRSE— 35 T OSSINES BRI AR T LIRSS R T AL N,

=X
A=

PR 8% 2l BT B R S5 A4 1 M DO - — AN AL T-OSSHIRS A N B ELAG IR 55 . (HIX— )
FAHANWE: 3T Android/AOSKHAMARYE, HEEHIE —~IXSTSSEUE, MKAEZRMEMIZSTSSE


https://www.alibabacloud.com/help/doc-detail/28672.htm
https://www.alibabacloud.com/help/doc-detail/28756.htm

Uk EAEBARZNOSS, 1Kk S BN RS SR JCiBS R P AL 7R , (i hiZappRtk#,
I R AR TR B, BtOSSHE v EA& I/,

[RIESER

AL WA BRI R E R

Android/iOS#&zhN

1. BiBSTSIEIE

4. iEESTSHEIT

[z F R 5528

OSSTEE|Android/iOSFEAM FEDE (LEYEIE5) ffeigm - BiEgsR (LEPpS
%6) 2, ik —A LAEmEEss, B LRSS, SEmiEam RS es, &2 RS R
FIFNZE, REEIENAIRNZAAndroid/iOSEHIMNM, 1EEiES W Callback APISCRY,

L= EERERA
o MR AL IR N IR S5 a8 RIS 2 R _EAESCPFRREAE R
BMISEAE Bl S FRP A REANER, BMNANRAEAndroid/iOS LIEHTTE

%O
AU R X
bucket sl _EAESAFRIOSSHIMBAN it 1]

object B _EAE S RIOSSIG IR AR S F 44




ROUER

P4

etag & EAESFETag, BNRBIZH P fetag
TB

size AESLARIR N

mimeType BRI

imagelInfo.height P Fiea g

imageInfo.width I B g

imagelInfo.format

ERH, Wjpg. pngH

N EAERIEBE B SR, BENE RGER .

BRI RS, RARAGE LSRN ERapphi A, i P IEfsRfE R A, i
FIGPSIER. AP RFHERS, &l IfEAndroid/iOSHi EAZSCfE, e HEXSE, W

THR:

x:version: fiEAPPRRA
x:system: fiSEIRIERGRA
x:gps: HHEGPSER
x:phone: fEEFHIE

Android/iOSHENR ] L& XPFEIOSSINFE LIRS 8, RIF0SSEXLESEUHFICallbackBo
dy RN RS a5 IXFER TR SS S RENCENIX L5 B, IB2UE BRI E I,

LA R AR SS 2R E K

- BBRHHE A DIEPOSTIE RIMRSS, XIS A AWk, Wwww.abc.com/

callback.php, BREAMNAIPHIL,

- BBBGOSSIEMIRNIRE], IR BAIRISONFER, WHEAE L. OSSN MRS A&
MINE, EEAZNHIRNIZ Android/iOSEaIM ], TEEHZ W Callback APISZAY,

EN ARigE EZEHE

ZILOSSTERM EALT ORI LAZIIRE, BN IS LG TR LAHEM S ETEE 2 1%

TR B

- ERIPEHEIEAIRSS 8 (callbackUrl) , Wl http://abc.com/callback.php, X/AHbhke

P 2 IRERS Vi

- HAERAZG MRS SN (callbackBody) , WEAE FIROSSIE [N HR S5 28 R 502% m i)

B ZEZOS




BB P RSS2 L Ag Mk 2 http: //abc. com/callback. php, ZEARIRENFHL LR
XAFAFR. SUHERR/D, 3FHE X7 x:phoneB RZIETFHIRE, x:systemZ RI2FEIRIER SR
A,

AR YRGS DU P
- 10STERE _EAL MR H :

OSSPutObjectRequest * request = [0SSPutObjectRequest new];
request.bucketName = @"<bucketName>";
request.objectkKey = @"<objectKey>";
request.uploadingFileURL = [NSURL fileURLWithPath:@<filepath>"];
/] BEERESE
request.callbackParam = @{

@"callbackUrl": @"http://abc.com/callback.
php",

@"callbackBody": @"filename=${object}&size
=${size}&photo=${x:photo}&system=${x:system}"

/] BEAE R

request.callbackVar = @{
@"x:phone": @"iphone6s",
@"x:system": @"i0s9.1"

}s
- Android#EE L& RIJERE:

PutObjectRequest put = new PutObjectRequest(testBucket, testObject,
uploadFilePath);
ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("application/octet-stream");
put.setMetadata(metadata);
put.setCallbackParam(new HashMap<String, String>() {
{
put("callbackUrl", "http://abc.com/callback.php");
put("callbackBody", "filename=${object}&size=${size}&photo=
${x:photo}&system=${x:system}");
}

1)
pu%.s?tCallbackVars(new HashMap<String, String>() {
put("x:phone", "IPOHE6S");
| put("x:system", "Yun0S5.0");
1)

Rz R AR S5 23U EU B [E]3R1E K
RIEBOE R AR URLANR AP, IR SBEI IR SR, B :

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 81

Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1

authorization: kKQeGTRccDKyHB3HOVF+xYMSrmhMZjzz12/kdD1ktNVgbWEfYTQGOG2
SU/RaHBovRCE80kQDjC3uG33esH2txA==



x-o0ss-pub-key-url: aHROcDovL2dvc3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal
9wdWJIfa2V5X3YxLnB1lbQ==
filename=test.txt&size=5&photo=1iphone6s&system=i0s9.1

HEZHNAIES W Callback APTIRY,

R R ARSS 22 FI B EEIE R BE KB 0SS
NSRRI AR S5 A B RESGE v, BIAEE RIS R R IR 4%, SO AR SS asi R — Lk
IEMNR, SNNERIZHE, PERRETEOA R K2 5k B 0SS,
FIWT 7515 T R IROSSEa I AR 55 4538 Ml ¥ kRN AHH x—oss-pub-key-urlfllauthorizat
TonIXMANSEEHITRSARER, A IERI RSABSEA REBLIHXAH R 2K A OSS, ASLHRALHRH
PR LB RBIES %,

Iz FA AR S5 23 Wk B ElEE R IE RV 2h 38
PR SS SR AR RIX MR IZ R FIOSS )G, 165 RS MRS eI A RE X, an

filename=test.txt&size=5&photo=1iphone6s&system=i0s9.1

EFIIRS5 dk o] OIS OSSHIB PN, Mt 3l B CAHZMBWE. [AXAEIRE, MRS &
A DHEBARAF R, FifEeE R,

OSSHNfAIIEN AR 2R HIBREAE
HPRMEDL:
- OSSTFMIPATTRIIEG N ARS8, (E2 MRS SR R eE Vil Ail, OSSRIRIILS
Android/iOSHENM 2030 IR SR, HR2BIECELFKAIO0SS T,
- BORARSS SRR EIOSSHI I AR, I HIEMRR ¥, OSSZiR[MHZiAndroid/iOSHEAIR IR
&5200, HILR IR SS 3R 25 OSSN A B A Z 3R Ml 45 Android /iOSEEh RN,
THRER T E

B FURSERR T AR 2 BT IR S5 eI 4, ST AT RIS R 55 2 Be 3 ol e PN 2%
R SRR

- Java:
- FERMbhE: PAHXHL,
- B1777E: EGI8fTjava -jar oss-callback-server-demo.jar 9000, 900052
BT E, WRAH CHEE,

-

= BimA:


https://gosspublic.alicdn.com/images/AppCallbackServer.zip

XANjarfl FfEjava 1.75317i@, QARG R8N B A SRR B ARRSE TIEM, X2 —

maveniH,

- PHP:

- F#Eshk: adixH

- BT BREEEE S| Apache b, FOYPHPARIEE IR, JEEBdE LRIk
MR TIBE, 25 ORI LPRIA B TIB L

- Python:

- F#hk: adixHL,

- BT R EEZ T python callback_app_server.pyBlin], f2HIM T —4H
Hifihttp server, BITI%FEF Wl RET B L rsaffiisi,

- RubyhfiA :

- F#shk: adixHL,

- Bf7J7i%: ruby aliyun_oss_callback_server.rb,


https://gosspublic.alicdn.com/callback-php-demo.zip
https://gosspublic.alicdn.com/images/callback_app_server.py.zip
https://github.com/rockuw/oss-callback-server

4 BHRIES 3R

4.1 EF0SS+MaxComputetyEEIECE

AT AT 0SS i MaxComputety @ PB AR €)%, ididMaxComputedfOSS Ly
R BIRETT b, RERORBER I LOEBCRET 20 phel, WIETE AL, WAURA K2 i
mBEE.

© MRAFHOSS

SRAEFEOSSHR M bRE, R, VIRSERER, RENsR s MBI ARNIfEi R, WL, OSS
ks 5 HadoopFIRtEIX ZEMR. #tEil%. MaxCompute, Hl#§¥>JPAL. DatalakeAn
alytics. FAEUOFRERE AR~ M TIRES S,

Rl DITEIEFOSSHEdE iR, @MapReduce. HIVE/Pig/Spark & fitibs (nH&E
gits) . KEAKEWSH (Imapla. Presto. DataLakeAnalytics) . IRE¥# SR (b
WARPAD | BERFEPHERN GERHR) . REHEMA (MaxCompute) MisEP (K
iR 5%

- MaxCompute

MaxCompute@—WREIE I FRSS, GRS RELYOE He 2FCENEIR CRmI T R, I
PL50SSE A, RROras i bl B, MaxComputelSbRETERER S 1 2ERTISEK
F, #iForresterit 2 Rk Z s M S,



- OSSHMRRAEHTIRE

MaxCompute it ¥ — W ERE: OSSHMREMINRE, %IIRERT AR BN E N OSSH
Wi RSP T, AR EEMEFIMaxCompute#r, BEYLY y BURHHERIN BIFIA
01, WAE T ZHAFEREA.

i MaxCompute+OSSH /7%, ZEnI RIS A L :

- MaxComputes2—/M eSS 83 o s TH R,  Jem P AR S5 a2 pi s i1 Tt
HEMEBE, RERFHRAEOSSHI P IR SR 75 (8 B Iny et IR N 25 I 55, BB R 1 2
A,

- OSSHIFHRMIN RS, M REPES —FHE(EOSS, W EMBEIHH R8s, 2R
SRR S5 #8a] AV I EEF OSSR,  EE L TR B2 il —11

- XHEPROSS Ik gL, fa4h: Avro. CSV. ORC. Parquet, RCFile,
RegexSerDe. SequenceFilefliTextFile, [FIXfgzipEgittX.

NMARZS

IR IOA <5 il P A R A ol B R B A B BB 2 S PF A7 TRAEOSS |, I B TR SO ST
gk, @idMaxComputefJOSSHMRR A HIIIRE, ) nl LE I IMBR 773K 0SS L
IR EEIMaxComputed 770, MR BEE T BERIRER,

1RO YMEAMRELBIE S

AR o I

FimOSSHRSS, 1E1iES Waunique_40,

B O0SS Bucket, ¥1iiHZ WElH#Bucket ,

FidiMaxComputefli55, P#IEiES WH#unique_42,
f#MaxCompute Project, H#IHiHZS WAlEMaxCompute Project,
FehMaxComputeifii] 0SS,

MaxCompute G ZEH Vi MOSSHEIE, FItTE 20K OSSR A B BRIK
ZiMaxComputefJ iRk S, &n] MG R RKS )G, SAditibse s —uizil,

. KR B2 510SS,

BEW:
fEn] A RMEATEIE SR AT, DA UESRATITEIX SR SR eI A9 e 2
B ASRBITEOSS Lifiss v —Ht CSV #i#i8, endpoint’Hoss-cn-beijing-
internal.aliyuncs.com, bucket}oss-odps-test, s A7 N /demo/

vehicle.csv,


https://ram.console.aliyun.com/?spm=a2c4g.11186623.2.16.761b1cdfvC1ITJ#role/authorize?request=%7B%22Requests%22:%20%7B%22request1%22:%20%7B%22RoleName%22:%20%22AliyunODPSDefaultRole%22,%20%22TemplateId%22:%20%22DefaultRole%22%7D%7D,%20%22ReturnUrl%22:%20%22https:%2F%2Fram.console.aliyun.com%2F%22,%20%22Service%22:%20%22ODPS%22%7D

7. @idMaxComputef@ANER, TRAVRIESE RS, BIUR:

CREATE EXTERNAL TABLE IF NOT EXISTS ambulance_data_csv_external
(

vehicleld -int,

recordId 1int,

patientId -int,

calls -1int,

locationLatitute double,

locationLongtitue double,

recordTime string,

direction string

)

STORED BY 'com.aliyun.odps.CsvStorageHandler'

LOCATION 'oss://oss—-cn-beijing-internal.aliyuncs.com/oss-odps-
test/Demo/"';

8. ifiidMaxCompute&EHfIMNEXR, IRICIEINERIG, ErlaRs @R e xINER, &b
B2 E#unique_45/unique_45_Connect_42_section_ynz_3mq_kgb.

% /demo/vehicle. csviIEHEUIT:

1,1,51,1,46.81006,-92.08174,9/14/2014 0:00,S
1,2,13,1,46.81006,-92.08174,9/14/2014 0:00,NE
1,3,48,1,46.81006,-92.08174,9/14/2014 0:00,NE
1,4,30,1,46.81006,-92.08174,9/14/2014 0:00,W
1,5,47,1,46.81006,-92.08174,9/14/2014 0:00,S
1,6,9,1,46.81006,-92.08174,9/14/2014 0:00,S
1,7,53,1,46.81006,-92.08174,9/14/2014 0:00,N
1,8,63,1,46.81006,-92.08174,9/14/2014 0:00,SW
1,9,4,1,46.81006,-92.08174,9/14/2014 0:00,NE
1,10,31,1,46.81006,-92.08174,9/14/2014 0:00,N
PUTUNR SQL iE4y:

select recordId, patientId, direction from ambulance_data_csv_e
xternal where patientId > 25;

FhEIR R
o ————_— e ——_—— —————— +
| recordId | patientId | direction |
o —————— o ——— fomm +
1 51 S
3 48 NE
4 30 W
5 47 S
7 53 N
8 63 SwW
10 31 N
o —————— o —— fomm +

HEZRTOSSHMNBRMEM 5L, WEHH#unique_46,



4.2 EMR+0SS: B&itENEH#SIHTESE
AL FEEAET EMR+OSS TR R A 5 TR BN 7T %o
BRiER
fefegiHadoopWfEHTh, S HREAR 5y, mbEESSHIRE, SERFREUE B ARER 2k

FSHwR, Blan, BsMeied THERAIERES, W55 B EdE IR B 2R S B0HR
ESTERA b IR BATIREREIS WO SR A i 23 ) A S el THRRE ) A PR R

SRR IRR GRS, BRI T Y AIEMAORBIMO TR 7, X HIHR—RNR
o FBL, SUNYRTHERRE), WKk B RS,

BB R AT R 5 8, W PASEAF RN SR A . EEHE 2 BHEOSSH, FhEd L
HREME-MapReduce/itfi. E-MapReduce RFEITARRIIHR, AATEAARERR U REHCRIE B
W5, XFEmRN R,

)
BRI RAEERITH R SRR, W REIFTR. OSSYEMBRIAMTEE, Hadoop/SparkfEhit
HS | EHE A HTOSSTEEIIEE,

0ss
n%

SES HRAEEA T & HRATEE 2

RiGTE ARG HRES T EE, SRR
FIARTE, HALRTEMNR
ARANESSHIEE, W EI L
H.

JRA [ TEECS H IR kR R A

#, DAl master 8 cpu32g/6
slave 8 cpu32g/10TEIEE N
BT, RS TR
JG, JRAREIE50%.,

e s £% FE10%,




S
- PSP
PRS2 WGitHub,
HEREEL: 1 master 4cpu 16g. 8 Slave 4cpu 16g. F4slaveifi250G*4 @R A4
SparkIiX AL FAR,

/opt/apps/spark-1.6.1-bin-hadoop2.7/bin/spark-submit --master yarn
-—deploy-mode cluster —--executor-memory 3G --num-executors 30
--conf spark.default.parallelism=800 --class com.github.ehiggs


https://github.com/fengshenwu/spark-terasort/tree/master/src/main/scala/com/github/ehiggs/spark/terasort

X G A7

EAESCRE / 4 Bsdb Pl S 7 b

.spark.terasort.TeraSort

T:fiE

spark-terasort-1.0-jar-with-dependencies.
jar /data/teragen_100g /data/terasort_out_100g

- PSR

MyGrid Grid Hemory Last custom
MyGrid Grid Load last custom o0& P
wf i
o
-
] 10 ¢ -
£ E
i 08
s L]
[\ ] -
,M CYT] 1880 10
i 40 e =M Wise  Row 1506 Min WB6 dwgs 400G Hax W36
B 1-min Sow 100,08 Mn; 0.8 2 Awgr §.5 0 Mas; 33 Eihare Bew B8 Min B8 dwg 0.0 Has 0.0
B Hodes Mew) B0 Man B0 Awgr %8 Mes; B @ lmhe R S0 Man S Awgn 106G Has: 00,06
BCPUs  Mow: 38,0 Man 360 Awg: BB Mas: 54 Er::l":!'l#h' "Il:n: l’inl:mi ‘:-:I r"ll-r .H'l[l IT‘I'-T#
WPrees Mew 2.0 Me: 0.0 Avp 200 mes: 98 QO SR VRN TR Yae Time B0 Han 0.0
W Total Fow WO3E Minl MO degc M0.HG Hano 140,00
MyGrad Grid CPU Last custom
i
MyGrid Grid Metwork last custom
- pom
§f - e
) g o
=z T = Mmm
g wom
FL] E M n
" o0
' 2T 15 T3] '-";'
Wser Fost 058 Hiss R Aegc 1R Esc 30O [T 1l B0 1830
DMice Fowi 0.0 His: G0 dwy B8 Me: BW
tem Wow; 0,40 H L 1. R A Bin Mo 180, 8k Man: GF.0k  Awg:ld0,1M Max:TE,5H
=£ul1-m; 0. o n= o :.: 2.9 me: JILR B 0wt Mew: 3.8k Man: GF.8k  Awg: BO. 1M Max:3T3,TH
W tesl  Mow: DO Man OO vy DR Me: AR
Wistr Mow: BB Mam OO Avg: B Me: AR
Oldie  Wow: W70 Wiec Fo8 Gegc TR3 mac WA
Kihk ecsHE. HiLREMR+OS5S
120
100 A —
80 H\‘akh
E m
X " A
40
20
0

ECSE il

Wi

EMR+055
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SCASRAS: 20190906



terasortPf [A] Erat

261 815 1 master 4cpu 16g
8 Slave 4cpu 16g

EMR+055:

1 master 4cpu 16g

8 Slave 4cpu 168
ECSH it EMR+0SS

- BRI
MPERERE 1B, EMR+OSSH# TECSHEHadoop, AU MES:

BRI SR

PI7 RIS A —FE

CPUfEHK, Hrpiowait5sysffil%. FINECSH#fidatanode I HRIE, FE L2
ViR, WMCPURIIFH,

MMEER, Hosortbenchmarkfi WIKIEIEGE, B—U0RRH, 8 0RHIE R HEL
i, Jraamgsteins, Biashuffle+fmihai R EE:, M4ELECS HdtHadoopfl—¥ /%45,
KIS INMIEE R, BT R AT F-

& LPd, EMR+OSSLE BECSHEH S/ PRIGEIR, A WE ¥ —F, (HRPERE FREA ]
BWEATE, IFH, WERFESMEMR+OSSKIIFREE, Wl LA nIRELLECS it HadoopSHFE AL
o

FERNTSR

PR AR WER EMR+OSS :

<IN 2R

RSN T 10MBY, IEEF/NF, SBHEEE128MEL LI, EHEMR+OSSHITERERHE,
- MMEEEOSSTTEIEII 7

WAREAE R CEEN S Rh, ARBVUIEFEMR+0SS, @R ERIEOSSTC RN )b —
SE IR ],



5 REMMBER

5.1 HINTFEZIE]
FIXARAEOSS LIS, WM ZHRIES BRI, MRS R,

0SSz L&D BA 2875 5

- P H] (FRAEH G A E PR AR EE T APT/SDK AP )
- HTFossimport T.H

BEEXKIEEHHTER
- BERR

2 W BLES X IR DT 245
- PR G B E R

2 WP E S X IR R
- W LR

2 WBucket Z [ EE R 255 WL )i,
- FERIBEH

- JEBucketfil Hf#Bucket)d FH—4H P, Hi B AR,
- JFBucket. HirBucket{ZERAIAARITRESAL,
- BEALER—XIEBucket. z MEATERFIE, WIn] PLdEiE OSSHSDK/APIZA% S,

B fFEAossimport TRA#{T&%
- AR
SRR ACE . PR . 5 m KR,


https://www.alibabacloud.com/help/faq-detail/62987.htm

© AL
ossimport TRR[BUREANL, HEREfNBIRIERI0SS, ef P MEY:

XFEFEENBIRIR, AN, E4. HEBOS. AWS S3, Azure Blob, X1, Bz
COS. #IUKS3, HTTP, 0SS5, FFnliRETHEd &,

SRET B

SCRFL R A

XFFEBTRE N MRS, RSt

XFOHTRIR L k1%

SRR B, SLBAERE RS RE A8, i sUBGUE & KBS RBUEER

- H W

2 WUH W,
- R

AFEIK P AR Bucketz b, HHERAAN, FIM10TBEIM LTSN, IR X
Bk,

FIH B R AIEOSS 2 [ )5 SCPIE e, ossimport HEERIS XPHESIR/E (put/

apppend/multipart) , AREFIBEERIMERERIE, g i RS BRI SLALR
Wk, PR

QORTFIE 1 5 DXL T i, O (5 P B DX e A 7 s il R i vl 28



6 A= [ EIE

6.1 BIgHERHE (CORS)
RIS

BRI, B VL JavaScript ISR M8, RN T L2 M AR — B,
[FITRGRNS, BB, 2 A, B MAPINSETARIBER, G3SRAT A MusE s
JavaScript IS 2 Yi B WG, X% a8 =iz in,

R, {ESERRRRIh, SRESAEEBVIMKTER, R Rms www.a.com, JEEERH Y

0SS, feM it v i JavaScript SEEH Ei&vhRE, HREZumP, HEEM www.a.com
RIEWER, IHAPERG X RSP gL, XFS 80P B2 hwww.a.
com ¥, WIRVEE VBT ME, il LA £33 0SS mJLT M www.a.com HrL,

CORS 148

PEIBEIHIL 2 (Cross-Origin Resource Sharing, ik CORS) , J& HTMLS5 $2{k bk ik
fRUTE, BEARMCORSHMI MY PAZHW3C CORSHE,

CORS &AMV SR L R PR ) — ErEhil 5k, I HTTPR Header K72 H., MIBEEN1EIN
PSR SRR S RN, 2¥%O0riginfHeader AHTTPIE R &I%EHAMRSS %, Lean
LA, OriginfiHeaderikdwww.a.com, RS auHEEMENXNMERZ G, SHHE—
SE MW 7S Fe 2ok RIS 3R, WA VEIg, HRSS A LEIR Ml R 2 b4 _EAccess-
Control-Allow-OriginjiX/"Header, W& RAwww.a.comRFRARVF%REEiM., WHRS
2 S VFRTA IREIE RIVIG, ¥ Access-Control-Allow-Originff/Headeri & R*Binf, H¥%
YR IR I 7 N M Header K OGE XS IEIG R 2T IRY), WA K M Header, %3S
BaEBxiER,

DL BRI B 5L, CORSHETERFFR 7 MRNRRY, —RE W BRIHER, S ab—Fd i i
AR, PURHLHE — RO HLE, B BEIRRAS SR B AR SR IB L, YRS S e A& s
R Z B KRIE— I OPTIONSHIHT TP KR AR 5525 & 5 R SZiZps If K. WIERARER3Z
193g, DA FEERH L3 PR IEFRIE R &R,

S R R BA S RAS A AN TR B AR PRI R :


http://www.w3.org/TR/cors/

COHRITIERIMTTZ
- GET
- HEAD
- POST
- FififHeader#fifEQ FHI&r:

- Cache-Control
- Content-Language
- Content-Type
- Expires
- Last-Modified
- Pragma
PiAS I R PR — 225 T ORI RIE RS a, FEADUTILRb:
- Origin: #HRMPEHEL
- Access-Control-Request-Method: # FRINIEREAL, WPOST. GETZ%
- Access-Control-Request-Headers: % FRIERPREMAHF BB A Headers3%
M55 aeonBeEE R 25, SARYRRF IS SR AN & Vs i R, (5 IR bl FAE 2 it
Headers5g ity :
- Access-Control-Allow-Origin: fR¥FEEKOrigingl#
- Access-Control-Allow-Methods: FeiFEEIRIFI /T 15513
- Access-Control-Allow-Headers: ft¥FhiifiHeadersl#%
- Access-Control-Expose-Headers: ftif#g4iJavaScriptiUigifHeaderd#
- Access-Control-Max-Age: HRIIMYEAREAABIN], AN Hs
DI YE 2% A8 AL AR S RS & IR SRS IR LRI K, 2R, R IX 2 HeaderH%
B EAERH IR P ORATK,

Bim:
X HRERRAN — 02, PRI NGEES Bahse i, P edoR Xy, RS
ARACEIERN, AR2MIER AERSIIE R 2 — R,
CORSE:ZEMA R

CORSf#ifl— R AEAE N DIVEAR IS OL T, PR Rl A BRIK 2 DY i AEAR 55 5. PRIBE A 3L
‘R IR IRHE I H R O R5 R,



16 FH COR SHY 32 22 b HI A A DU B 25 i 6 FH Ajax ELHE Vi OSSR, i T 78 FH P A B i AR
SarhiE, JCie HESE FEL M T FINGEHOSSHITEHAjax BRI MRS, #REIEHCORS
SRS OSSHY HHEIEAE

OSS*FCORSHYZ 3

OSSHIE 7 CORSHUM FFIBL B M TR HE T 2R Fe vV sl s e RS s R, iR e
fEBucketgilliY, P¥HA BAZ#% PutBucketCORS,

CORSIHRAEI 5 HAIOSSH) B iUk SF )2 58 2 MAE R, RIOSSKICORSAM R kU 72
HHPMCORSHX I Header M —A RN, &S 280 Roe 2 BN 8 E

5 FH RS 05 SR PR ISP (o 7 BOGTE N B R &5 P8 1 Cache ik, 4iBfT7E R — ALY L Bk IE T
www.a.comflwww.b.com )P4 T ER [E] I i SR Rl — AN BRI, aiwww.a.com
R EAMRSS 2, R5S e IR Access-Control-Allow-OriginffjHeader iwww.a.
comiZEIZH P, XA BHEwWww.b.com X E i 7igR, NI Cache) E—kigRIE ML H
F1, XA EHeader N AICORSHYZERAILAL, #2805 Hif i R,

BiH:
HEFOSSHIF Objectil M IR Hfit ¥ CORSHICHISIE, S5 5hMultipartiHSA94E 11 Haiith
E&58 23 FCORSKIIE,
GETIEREEHRA

IXHAE—MEH Ajax NOSSTREUEIRIIB . b 7 i B, I Bucketff2public, Vilfh
il BucketJCORSALE 2 E & —HE, TR EAET RIS BT,

(LS8

HEflE—4 Bucket, iXH%fHoss-cors-test, FAUREEE Hpublic-read, AEiXHOIH—
Artest.ixti XA RY, LEFIX 4 Bucket,

Mk, FKHttest .ttt iif L,

BEIA:
T PP bk R B IR HbIE

HeHcurl BN :

curl http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.txt
just for test

P E CEREIEH Vil T


http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.txt?spm=a2c4g.11186623.2.6.cdVyuR&file=test.txt

IR BATIERAE PHARE BB Ajax B AR B VI FIX AP, Bl 1S — A B R Y FHTML, af B
F DL AR E R ZIA MR A7 BRhten SRR SR BE RTINS AT T . PROM B BB FE sk, RIBEiXA
TR AT EPRE

<!DOCTYPE html>
<html>
<head>
<script type="text/javascript" src="./functions.js"></script>
</head>
<body>
<script type="text/javascript">
// Create the XHR object.
function createCORSRequest(method, url) {
var xhr = new XMLHttpRequest();
if ("withCredentials" 1in xhr) {
// XHR for Chrome/Firefox/Opera/Safari.
xhr.open(method, url, true);
} else if (typeof XDomainRequest != "undefined") {
// XDomainRequest for IE.
xhr = new XDomainRequest();
xhr.open(method, url);
} else {
// CORS not supported.
xhr = null;
}
return xhr;
}
// Make the actual CORS request.
function makeCorsRequest() {
// ALl HTML5 Rocks properties support CORS.

var url = 'http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.
txt';
var xhr = createCORSRequest('GET', url);
if (!xhr) {
alert('CORS not supported');
return;
}

// Response handlers.
xhr.onload function() {

var text xhr.responseText;
var title = text;
alert('Response from CORS request to ' + url + ': ' + title);

}.

xﬁr.onerror = function() {

alert('Woops, there was an error making the request.');

}s
xhr.send () ;

+

</script>

<p align="center" style="font-size: 20px;">

<a href="#" onclick="makeCorsRequest(); return false;">Run Sample</a>

</p>

</body>

</html>

FIF G miliBEE (BAChrome i) | PR ICIEVI,
A ChromefJF&# THRERHIEIF,



= D Elements MNetwork Sources Timeline Profiles Resources Audits | Console | 0?2

® ¥ <topframe> ¥ Preserve log
QXMLHttpReqL-est cannot load http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.txt. No 'Access-Control-Allow-Origin' header is

present on the requested resource. Origin "null' is therefore not allowed access.
»

get_object.html:1

XHEEIRBRIR I A HRFIAccess-Control-Allow-OriginiX ANk, 858, XL MRS 2%
BABCECORS,

Pl A\Header#tm, w] WNIYWERE KL% 7 H#HOriginfRequest, [HitR—AEEiER, fEChrome
R RAMS A PAOrigingnull,

Name X |Headers Preview Response Timing
Remote Address: 112.124.219.93:80
Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.txt
Request Method: G
Status Code: @ 200 0K

(from cache)
¥ Response Headers
Accept-Ranges: bytes
Content-Disposition: attachment; filename="test.txt"
Content-Length: 13
Content-Type: text/plain
Date: Wed, 11 Nov 2015 @8:17:59 GMT
ETag: "FDD74F8721252D573A457D52B7C8CBF9™
Last-Modified: Wed, 11 Nov 20815 @3:12:21 GMT
Server: Aliyun0SS
x-oss-object-type: Normal
X-0ss-request-id: 5642F9876@78C87402D2DB1E
¥ Request Headers
Provisional headers are shown
Origin: null
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.24908.80 Safari/537.36

¥ E Bucket CORSHIE v Ly, AB2BAEN] Lt E Bucketd I CORSHAE LS IfI1fE
WBHETHI, T EWGERR, XEE SRR CORSIEEE, WA CORSEE AR
Bk, maUE Y& ke CORSEEE, CORSEEEM A M T:



XA IR /6 {7 filiad il E P

IS AR N X

* R

ERALLRES , 27—, SITESEE 1M HS

+ Allowed Methods : GET POST PUT DELETE HEAD

Allowed Headers :

Allowed HeadersalLLgEE , 17—, BiTEEREE—M""HS

Exposed Headers :

Exposed HeadersolLlig&E&4~ , 71—, S08EEE—I""HS

EfFHTE 0

VRS

CORSBEJE HH—4— AL R, FIEVCACAYIR 2 S —FITURIB SR ILAL, DARRFLICAC LY
BUAHE, BRAEASINEE — RN, SER B SARIIACE :

SCPShRAS . 20190906 53



X RAE IfEIE /6 {7z Bl

12 EF AR N X

* FiF #

FERaLLzESD , 80—, S0ESEE—1""H7#S

* Allowed Methods : GET POST PUT DELETE HEAD

Allowed Headers : *

Allowed Headersa]LLgEE1 , 87—, STEEREE—1""H=

Exposed Headers :

Exposed HeadersolLlizE= , 71—, BiITESEEFE 1"V H=

EEnE |

LW HE

ORI BRI ROrigin®B L VFVil, Firf IERIEER e vrvil, FififHeader#i s
v, BARMZEAFRT s,

ACE SR R EHNA, &R

o4 SORSAS : 20190906



® O  Eements | Network | Sources Timeline Profiles Resources Audits Console
Run Sample . £ Preserve log [ Disable cache | No throttling v
JavaScript 1288

Hide data URLs () | XHR JS CSS Img Media Font Doc WS Other

Response from CORS request to http://oss-

900ms

cors-testoss-cn-hangzhoualiyuncs.com/ | O™ w5 Oms  S0ms &
test.txt: just for test
BIHTBRTNEE,
‘ hE ‘ Status Type Initiator Size Time Timeline - Start Time 400,00 ms. 60000ms
( xhr get objecthtml:48 from ca 3ms |
= D Elements | Network | Sources Timeline Profiles Resources Audits Console
[ ] @ Y = Preserve log Disable cache No throttling v
Hide data URLs 218 | XHR JS CSS Img Media Font Doc WS Other
100ms 200ms 300ms 400ms 500ms 600ms 700ms 800 ms
Name X | Headers | Preview Response Timing
test.txt ¥ General

Remote Address: 112.124.219.93:80
Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.txt
Request Method: GET
Status Code: @ 200 0K (from cache)
¥ Response Headers
Accept-Ranges: bytes
Access-Control-Allow-Metheds: GET, POST, PUT, DELETE, HEAD
Access-Control-Allow-Origin: *
Access-Control-Max-Age: 1
Content-Disposition: attachment; filename="test.txt"
Content-Length: 13
Content-Type: text/plain
Date: Thu, 12 Nov 2015 ©2:45:43 GMT
ETag: "FDD74F@721252D573A457D52B7C8CBF9™
Last-Modified: Wed, 11 Nov 20815 ©3:12:21 GMT
Server: Aliyun0SS
x-oss-object-type: Normal
x-o0ss-request-id: 5643FD57D5A34893142838CD
¥ Request Headers

Provisional headers are shown
Origin: null

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64) ApplebebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2490.8@ Safari/537.36

nBfECLn DUER ViliER 7,

1000 ms

PRSEHES SR B,  ASRAREHERRRE AR A Vi M 8,  w] DK CORSE BN LmiiX i E, XA
ACER SRV S BRI R —RIACE,  PRIBEASRIXRIACE MRIRHES, B 2RI B
flb¥)ER 53 A~ /2 CORS,

bR 7 iR SEARIBCE 2 Ah, ] DARCE B RSAN AR S B X PR, Bl FiX A s5n]
DAREFIAN B B/ M AC B PCAC R D) :



X G A7

IR HEICRR | 6 {7 fild ] P

IR KEFS R

* FEE

+ Allowed Methods :

Allowed Headers :

Exposed Headers :

EFFRTE]

X

null

FRAIL=EST , 27—, S0EFee—NMHS

GET POST PUT DELETE HEAD

Allowed HeadersaLLgEZ=4~ , i1, EITESREE 1" H=

Exposed HeadersalLIigE=~ , @i7— , BiTESEET —N""HS

1
=

56

SCPSRRAS . 20190906




= [] Elements | Network | Sources Timeline Profiles Resources Audits Console

® O WY | Vew IE = Preserve log Disable cache | No throttling v
Hide data URLs 31| XHR JS (S5 Img Media Font Doc WS Other
I 100ms 200ms 300ms 400ms 500 ms 600ms 700 ms
Name X |Headers Preview Response Timing
| | testixt ¥ General

Remote Address: 112.124.219.82:80
Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/test.txt
Request Method: GET
Status Code: @ 200 0K (from cache)

¥ Response Headers
Accept-Ranges: bytes
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET
Access-Control-Allow-Origin: null
Access-Control-Max-Age: 1
Content-Disposition: attachment; filename="test.txt"
Content-Length: 13
Content-Type: text/plain
Date: Thu, 12 Mov 2@15 @5:41:55 GMT
ETag: "FDD74F@721252D573A457D52B7C8CBFO"
Last-Modified: Wed, 11 Nov 2815 ©3:12:21 GMT
Server: Aliyun0SS
x-oss-object-type: Normal
x-oss-request-id: 564426A3179@CFBF530702BE

¥ Request Headers
Provisional headers are shown
Origin: null

800ms 900ms 100C

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.24908.80 Safari/537.36

PR FRER R B, TP SRR B R RE 3 ok 5/ NI C B PAORUE 2 2 1

F SIS POST L%

XA R, XA VAR IIPOSTHGR, i R EAIEMRIE R, HHHS

WPostObjectSample,

@ BE:

T L RES REPR )G, 15U TN MR R IESOR E SN, REEER B CRIRSS

A TEXR,


https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/sample/postobject.tar.gz

unction

function
}
function

}

function

}
function
var

var
var

[L_ré.aopenC:ossaccessieyrar, 10'; ]




XHYRSEAd | oss-cors-testiX " BucketRiHEF A, 7EMIA 2 i SeMIBRAT A FICORSHET
F, PE OGRS

Vit M, ERE—A X EE,

FIFEFT P R HE T H, LB RN, WS ERifGetfl 1, RAEDHARFEEL T
i, AIXHY Getif RPXHIAE TIX 2 — Ik RIE R, FrAa] UM EHEEJ2OPTIONSH)
Response fi iy CORSHI XM Header R S5 T,

= D Elements | Network | Sources Timeline Profiles Resources Audits Console 06
® O B Y | View = = Preserve log Disable cache Nao throttling v
Hide data URLs 8| XHR JS CSS Img Media Font Doc WS Other
100ms 200ms 300ms 400 ms 500 ms 600ms 700ms 800ms 900 ms
Name X | Headers | Preview Response Timing
|_| oss-cors-testoss-cn-han... | ¥ General

Remote Address: 112.124.219.82:8@
Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/
Request Method: OPTIONS
Status Code: @ 4063 Forbidden
¥ Response Headers view source
Connection: keep-alive
Content-Length: 446
Content-Type: application/xml
Date: Thu, 12 Nov 2015 @7:84:36 GMT
Server: Aliyun0SS
x-oss-request-id: 56443A846078C0740248A8B5

¥ Request Headers vie

source

Accept: */*

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CN,zh;q=08.8,en;q=0.6
Access-Control-Request-Headers: content-type
Access-Control-Request-Method: POST

Connection: keep-alive

Host: oss-cors-test.oss-cn-hangzhou.aliyuncs.com

Origin: http://10.101.172.96:8001

Referer: http://10.101.172.96:88081/post_object_to_oss.html
User-Agent: Mozilla/5.@ (Windows NT 6.1; WOWG4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.8.2499.80 Safari/537.36



X RAE

ARG | 6 1R

IR 2BATTAR G R 5 R B BucketFICORSHLE :

IR TEFS AN

* FEF

+ Allowed Methods :

Allowed Headers :

Exposed Headers :

EfFRTE

http://10.101.172.96:8001

ERFaLL=EST , 871, BTESEE 1" HS

GET POST PUT DELETE HEAD

Allowed HeadersalLhgE=4 , 71, ETESEE —M""HS

Exposed HeadersalLLgEE1 , 87—, BITEEEE—1V"HS

41
=]

PEEHNATT, nIESMmRY) 1, RG] DUE 21T EAEISF,
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X G A7

SR /6 fEna i) i

U oss-cors-test.oss-cn-han...

oss-cors-test.oss-cn-hal

U 0ss-cors-test.oss-cn-han...

® O W YT  Vew

X | Headers  Preview Response Timing

¥ General

Remote Address: 112.124.219.93:80

Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/
Request Method: OPTIONS

Status Code: @ 200 0K

¥ Response Headers view source

Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: content-type
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Origin: http://18.1081.172.96:8081
Access-Control-Max-Age: 1

Connection: keep-alive

Content-Length: @

Date: Thu, 12 Nov 2015 ©7:08:47 GMT

Server: Aliyun0SS

X-0ss-request-id: 56443AFFFI9EEA2F3326B6ABT

¥ Request Headers view source

Accept: */*

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CN,zh;q=08.8,en;q=08.6
Access-Control-Request-Headers: content-type
Access-Control-Request-Method: POST

Connection: keep-alive

Host: oss-cors-test.oss-cn-hangzhou.aliyuncs.com

Origin: http://10.101.172.96:8001

Referer: http://1@.101.172.96:8001/post_object_to_oss.html

&= ] Elements ' Network | Sources Timeline Profiles Resources Audits Console 96
® © | ™ Y | View ¥ == | [JPreservelog [ Disable cache = No throttling v
‘ Filter | [ Hide data URLs @ XHR JS ¢SS Img Media Font Doc WS Other
20000 ms 40000 ms 60000 ms 80000 ms. 100000 ms 120000 ms 140000ms 160000 ms 180000 ms 200000 ms 220000 ms 240000 ms 260000
Name

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2490.8@ Safari/537.36

4 o EIementslNerwork'Sources Timeline Profiles Resources Audits Console Q6

== | [ Preserve log [J Disable cache No throttling v

|F\\:er

|DHidedataURLs@ XHR JS (€SS Img Media Font Doc WS Other

20000 ms 40000ms

Name

oss-cors-test.oss-cn-han...

I:l oss-cors-test.oss-cn-han...

60000 ms 80000 ms 100000 ms 120000 ms 140000 ms 160000 ms 180000 ms 200000 ms 220000ms 240000 ms 260000 ms

X | Headers | Preview Response Timing

|_| oss-cors-test.ass-cn-han... | ¥ General

Remote Address: 112.124.219.93:80

Request URL: http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/
Request Method: POST

Status Code: @ 204 No Content

¥ Response Headers view source

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Origin: http://18.101.172.96:8801
Access-Control-Max-Age: 1

Connection: keep-alive

Content-Length: @

Date: Thu, 12 Nov 2015 ©7:88:47 GMT

ETag: "266B8D1C63005F1CA9D55A58D748AA5C"

Server: Aliyun0SS

X-oss-request-id: 56443AFFFOEEA2F3326B6AD1

¥ Request Headers view source

Accept: */*

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.8,en;q=0.6

Connection: keep-alive

Content-Length: 1006

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryKpdHaoFkcDKxCjRk

Host: oss-cors-test.oss-cn-hangzhou.aliyuncs.com

Origin: http://1@.101.172.96:8001

Referer: http://10.101.172.96:8001/post_object_to_oss.html

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2498.8@ Safari/537.36

¥ Request Payload

—————— WebKitFormBoundaryKpdHaoFkcDKxCjRk
Content-Disposition: form-data; name="key"

events/1447312129218-testl. txt
—————— WebKitFormBoundaryKpdHaoFkcDKxCjRk

SCPShRAS . 20190906
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1447312129218-test1.txt SR REHTTPE @R

2 EEREREREFOSSEAHIE : Win | Mac

A — %

$curl http://oss-cors-test.oss-cn-hangzhou.aliyuncs.com/events/
1447312129218-testl.txt
post object test

CORSHC B i) —2L7E
CORSHCE A PR LY
- ORIR: BCEMRREET B BrEER, ARHIh http://10.101.172.96:8001.

TEEASE N 1 A ahttp, WG SARBIAGIEZER L5 280, GERATER
i, AIDAFTH AR IR RE A B Originsk, IX—W S HpEA@RCRT, HRHZFH—4, W
DUARYE S PR e 2 R TEAL EL

- Method: &M RIFIER R TTIEHIA],

- Allow Header: ftifi@iiditiHeaderd#, FWiXH7StlHeader, KHEIBEARHE
RO FEE . KNG ABUE,

- Expose Header: BH4NW AR HeaderH#, ARVHERBRCRT, EAOARNCE 7528 B
HIWFRoRIER, RBRHETEEM N Header, WETag¥, UIRATERZIXLEEE, XH
PIAYE, GRAERIRTR R AT AR, KNG ABUR,

- RAFINRL: ASRBEA R L] AR B B R— 5, EkieOs.

Kb, CORSHI—BACE YT TR ¥ A AT RER Vi MR IR ACE AN, REAZREZRIER
FE—AR, 24 RNZ WA RAE RN, HARBER OB 2R AR R AT,

—LEN RS

FEVRIASAR I, TR 5 K2k — R DU 2 ¥ HA BT BRI CORSH B HRIE 1o

BB, SRS BRI SRR,  ROVBREUER A ECORSKUEZ A, [HIILIR
mIMEERPIF AT LCORSHHeader{5 B, ALERIEAM & HLIRCORS S, {HZIRllS5 4%
NI CORSHCELR IEMI, M FiXAhiEol, ATAEMMIIN:

- AAHTTPEREGRMIE, KWCORSEULRE —MNIEIE, FFAMIE T, Kitf5403
ZRARMHEA T RE2 HICORS SN, T2 LHERRREF IR, MR Z fiAIE v kR, 2
W DAER FRLERIEIR, GURBUEIERAIEH 7 IEMFICORSHI M Header, HRAFREL
TR MR W 55 e v SR PRI, RIBE R B2 S n] RE B A HL AR 5 v



- R S5 as i CORS B B L AN EXXFon, MURAVFRE RIFFA R R AGE AC E, 14
B UE, SRR RIERI, FIA AR E,

6.2 Brs sk
HRES

ARFE— PR, AP R S e e S i S R IR AR R TE P 2N R AFROSS |, BA
B R afl, ATEOSS EFIURL Ahttp: //referer-test.oss-cn-hangzhou.aliyuncs.
com/aliyun-logo.png. IXFEMURL (AMiF%E44) ZRH P BucketB B2 TR,

-

= B
OSSYERAMREHIHE BLIIE 2 WOSS Vi 4 S T,

B2 55—, BIEREASLVFRITEOC ME AP IBR BT8R, CEAE B Pk ) i

rh, JEXXAOIABEECE BRI R, IXFETEDOL R, S0P B 2R B, HIFATEE
W B R, FHT-OSSIZHE A R BE, AR AFEB AT ARBUE MR IS DL T, i
HRT BEIREE RS

ASCEMTAEM TP RER] 7 OSSBERIEMAMERIN Y, FFIr GIRINA R PR BEIRAF IAEOSS |
Jei, nfariE i 5 BB s R 7 120 R AN R SRR T SN

KM E
HROSSHE PG 288 75 1% 3 2 LA T Mifh

- B HReferer, ZRIFIE ARG ASDKIYAELT, P RIS B 5 TR EETIESE,
- BHAURL, EEIBOFRAS,

AR P Al

- JEd P 3B Referer i i
- JEFPHP SDK#hAE R4 URLI; 5 6

B EReferer
i W 22 Referer, PAROSSUMFIH Referer i i ik,
- Refereritft4

Referer@HTTP HeaderfJ—#B5r, 4NV M%E Web/ii 5588 &% i RGN, i@
Hen EReferer, {5UFIRSSAILIRIE RIVBEHSRIE, M ERBIRE, BaH P BRIM


https://www.alibabacloud.com/product/oss

s luserdomain-steal, AHEHEH P AME FBEfEhttp: //referer-test.oss-cn-
hangzhou.aliyuncs.com/aliyun-logo.png. AR Huserdomain,

iz aE M userdomain-steal M LA R :

<html>

<p>This is a test</p>

<img src="http://referer-test.oss-cn-hangzhou.aliyuncs.com/
aliyun-logo.png" />
</html>

ik Huserdomain B P vl :

<html>
<p>This is my test link from 0SS URL</p>
<img src="http://referer-test.oss-cn-hangzhou.aliyuncs.com/
aliyun-logo.png" />
</html>
- MHIBEMAE PR BRI fihttp: / /userdomain-steal/index.html
, P B B R ARSI . D\ —/1N44 (userdomain-steal) i Rk s v 55—
M4 (oss-cn-hangzhou.aliyuncs.com), MMYEESEHTTPIE R Header i

kReferer, @WEFIR,
BRI SR EHTTPIE RrP¥Referer Hhttp: //userdomain-steal/index.html
o AXFERMH chromeH & EBAKERMIERT, WEFR,

- [FIFENIYERS il http: //userdomain/error.html, Wa]PAB XK RIReferer
http://userdomain/error.html,

- WRDYERS B ML, WIRAER, R Referer =,
WRABAEOSSHE T T ReferertHOC BB, DA b =PSB ER 2 vl DAVE Il H - AR I - BE
*%O



- OSSiaiit Referer Bz aE i i A

LRI, SEAREIE ROSSHEIRNS, WL miPke:, MYEINSLEIE R4 AReferer, It
I Refererfffih —mmHURL, AR BRefererth s has,

FEXNXPIAMEDL, OSSHIRefererVyRER AP RlikLE :

WHEES AP Refererifill, AREAIIEE, TS Referer 44—,
PEEReferer 1444,

AV BT :

PRGBS A URLEE EA Vi objecthy, AP #ERIE, iR Header b “
Authorization” 7B, AP RERIE,

—/ABucketn] A3 Z M Referer24L,

Referer ZBHHAALRF “*7 A1 “27

F P ] L e a2 Referer i R il

AAYNEN, AafERefererPBRENT (RRFARTRESBHEL, F=
Referer&#iEs, T IE4a*Referer OSSTEReferer 4 M B BIRAT])

HABRA N, HIEE T “AieiFReferer BN N, WA Referer)d T H44 M
WP lr, HiER (fuffiReferer hZSIiGR) Sxpitids,

AN, HEE T” fiiFReferer7BORZE” WM, WReferer HZE RAFF S H
AR 2WAeTr, HARE RS SR,

Bucketf) =fpffR (private, public-read, public-read-write) #iZKi#iReferery:

B

TARCAT VR :

BE () @ nfRMEHRERBON RSN, GRIEEERIAEWIF LN —A S, HA
WA HRE, WRURAAEWY, EHIAEWIF KM U S fF, WAEWT
Axt, AEWU.EXE., AEWLdIF, Z40/MEEn] DU AAEW* txt, EREAAEWIFSLIKIF

ARG et IR AR SUFIAEWIP. txt, AEWDF.txt,

W5 () ARMERSAE AR, W% Alove?, #HPAlove FSki—ANE1F4s R
R SR, Wlovey. loveid®, Z4u/hulEn] LA Alove?.doc, #iXPAloveJtskit)

— ARG SR . doc T AR U llovey.doc, loveh.doc,



- AR RefereriZ B BH s HERUR
Referer BEBEMBERUIT:

Hi%E “AieifFrefererhz”
MR EHR B EA e referer b2, WEFIR,

prisss =

OSSIZEHTTP RefererBS2EE , BTFIFLLESE | 7 EEHEEEREE

HIEVIW : RBETRAVIWI, RPiGEERATIN? ARM, BT AARONEN, AR
ReferervBUg & h=2” , FibARANONZIING, XABELN, FLFHER EReferer
i,

BH “Aietrreferernz” MR R EReferer 4 H

MR - BAT T a] DA BIEN S 2R 1 R P Referer iy M i I URL,  Fff AT ZERIE M
WML URLBEEG R, RGHETHCE,

Referfer H44 M ise BRI :

B i Refererfhttp: //userdomain/error.html, flilReferer 44 inf L
BB Mhttp://userdomain/error.html, {HHTOSSHIRefereri:? dilid s



PERCHY, (BN HARBI T b ihttp: / /userdomain/index. htmUKViMIA T, i
PAReferer 44 An] DABCE FRhttp: //userdomain/,

W B HA A lbliht tp: / /img.userdomain/index. htmURFTEE M, IR
ZReferer %M iz Ehttp: //*.userdomain/,

IXHEMARACE, WEFR,

B &

OSSIZEHTTP RefereraS2EE , AFihbEsE | TR EE0hEisEHiEE

Referrer :

fIA AT DU 2040 REER :

PR HIA P

%
8

http://referer-test.oss-cn- | H¥%Vill, Refererh=3, i |
hangzhou.aliyuncs.com/ |}i: AfeiF=a*Refereritif

o
St
=

aliyun-logo.png R, i&[403,
http://userdomain/error. | iERKH TFIuG, #ll: i |[FFEmH
html fi] kI
http://userdomain-steal/ |i&R¥KH T EEEMNE, i ¥ & P
index.html W OSSiIRMI403, sk

.

http://img.userdomain/ |53k B F Ik =S4, & i

error.html

E] BER:

W AP R BN R T I R, MR AR, HEEX .



B W% Referer 144 R ihttp: //userdomain/, WIS =IRAViMhttp://
img.userdomain/error.htm U, =4 JEikILElReferer 445, OSSHEZ:
1&11403,

- WH “silfrefererh?” MFEN Rk EReferer 14454

RefererH#A ¥ f5http://*.userdomain/flhttp://userdomain,

MERR
paR T OSSIREHTTP RefereraS2EE , HFMILzE , TR BEHZs @RS
SReferer .:/
AR U REER :
DL A wi gk

o
St
=

http://referer-test.oss-cn- | H¥%Vill, Refererh=3, i |
hangzhou.aliyuncs.com/ |¥i: Vi,
aliyun-logo.png

http://userdomain/error. | iERKH TFIuG, #ll: i |[FFAmH

html ] RS
http://userdomain-steal/ |i&R¥KH FEEEMNS, i ¥ & Py
index.html . OSSIRMI403, sk

Ibo
http://img.userdomain/ | i5:RkK B F Ik =4, ¥ & P
error.html

- WI{EOSSHL B i Referer
VIfEEZ%
- API: PutBucketReferer
- G Db

- RefererlijiZ HERHL 5L

RefererfiiBHiME AR BE BRI N, #2HIGRINIE, BRI a2 ICE kB E DS
Referer, W ZEHERER N HRFBEREIHTTPIE R, fhi&Referer, WIS86d ) Hivs 5k
B WP REA EMER, 5% L FEAURLIERERHIA,

%4 URL



FA URLIEPERISCEL T X WOSSTF R N BRI =75 . B4 URLISCHLS BT :

1. #BucketBBRBEEMFAR
2. PSRN (B4 URLISRUVINRD) A pR% 4.

FARSCB a0

1. ZZ2EPHPEHNES, 2% PHP SDK(HY,
2. TR A URLIFIEHBAEM Girh, VR4S F I oRplan

<?php

require 'vendor/autoload.php';

3T PHP LN Y S0 %

use 0SS\OssClient;

N Lol

$accessKeyId= ”a5etodit71t12njt3pdx****”;
#AccessKeyld, REMEHHIPHCH

SaccessKe Secret "secret key";
y y

#AccessKeySecret, %Jﬂﬂi)ﬁﬁaﬂﬁ

$endpoint="oss-cn-hangzhou.aliyuncs.com";

#Endpoint, fR{fiBucke tAHEI X IORIESE, A EHMN

$bucket = 'referer-test';

#Bucket, TEHHFHCK

$ossClient = new OssClient(SaccessKeyld, $accessKeySecret, $
endpoint) ;

$object = "aliyun-logo.png";

#i B 0b]ect

$timeout = 300;

#ﬁﬁﬁfiﬁi‘%ﬁ%ﬁﬂﬁﬂl‘ﬂ XN MABSIZ T RN — 1T TR 2 A )12/ 300 F)
$signedUrl = SossClient- >signUrl(Sbucket, $object, $timeout); #2544
URLSIBHIIRA R

$img= $signedurl;

#RE A URLZD BN B F SR I TER R

$my_html = "<html>";

$my_html .= "<img src=\"".$img. "\" />";
Smy_html .= "<p>".$1img."</p>";

$my_html .= "</html>";

echo $my_html;

7>

3. TS W YRR 2RI LR LIS AMURLEE, XREHN, 2R E Dy IR
RSB, XA IR R BRI T, 2 PAUnix timefB R, filln:
Expires=1448991693, nJPLRIXAMN RIFEHLRAIIN T, fELinux FHA2 Hdate -de@
1448991693, WIJDIfEML: IR T H A1THHR,

ReR e
%4 URLY] PLfIReferer 44 B RE —ifdi .

IRBA URLR U I BREIAE S 30N,  BERER] P BMEDNIE 1 Referer b L2 AURL, H
PRI N A REZ BERY), ML EHIReferer KL, HIMN T ESHEMMERE, Wk B4
URLAC & Referer A4 SAUIRE, I ANPGRS HERICR


https://www.alibabacloud.com/help/doc-detail/32099.htm

ifatds
T OSSR P i e AE BRI T

- =g URL, fllllreferer-test.oss-cn-hangzhou.aliyuncs.com/aliyun
-logo.png, REMHIE “FIRAERE, =Pk 77 \GEE IRt BucketZ TE TEMEE
7, BERSRONHRBEG M R RO, WAk R AR Bucket M ELAHFEN, Hfdelss
A TE,

- WREER B SUBA TR NER:, CNAMEWIBS 2] =284, MillZbucket + endpoint, &
g bucket4s Mtest, =AM Mtest.oss-cn—hangzhou.aliyuncs.com,

- dfBucketB )X GEM A AR IS, BIAFREL A PIIR S5 I Bucketi E M public-
read{private, FL¥E public-read-write, BucketdBRZ: Wiji il

< N UIMPRIEREI TR IE, BRI E GG Referer 444,

- EREEE RN E, WS EEAMURLITE,

- idkBucketVil H&, RENS KN K IR RERS RIS kR 28 5E 5 RAA 2.

B )RR fRR T

- EOSSHEMI G VL E T HitihE, H—EALR, WEn UM ATLL, W42 EA
4
H i 3% LR 8 BE A 330 T S g rp TR S 30,  EfEHIEWWindows Media
Player, Flash Player¥#fif#tia, i ROSSHIIRIIINMIEIEIIReferer N3, IXmiiE kP
BRI, EHRHZANEOL, IPAS% Emi 2134 URLB R RER 7574,

- Referer@{t4? MRBFIHTTPSELI)?
Referer;@d HTTPHRN HRYIGE Rk, 1E5 v Vi MAIINHESE . RefererFlFHi&EH FHTTPS,

- AR A URL? AccessKeySecretBITE%s i LK &2 2 P ] ?
A URLINIT LS WA ASDKSRS, AccessKeySecret NI EEEMAER o, RAMEBE
T STSHRS5 ol PARDGXA T, TEESWRAMAISTSE M.

- PN a. baidu. comfllb.baidu.com, XFAHEAECET(X,?) Q5 ?
APAEhttp: //*.baidu.com, M TiXFAFLF, Ha]PLE)Rhttp://?.baidu.com,

- *domain.com nJ PAVLHE 44, {HIETEPLAL domain.com, BAMEMN—1T domain.com
WPERR, WAL E?

TR B refererh 2 httpiX IS EL, vl R chromeMHF ZEHBAMEE Fif Kk
fReferer2ft 2, REHHKEE, XHGERE T Shttp: //, MiZMNhttp://domain.

come



- WRPI B REH EBUE 2 90?

fHEtE R chrome R &R, FIHFEEEN, midiMn, EFHTTPERPIFIReferer KA,
AR B 50SSHI% EMRe ferer I, WHRICRIBRAT, WHIRTHA,

6.3 FESMIAIEE
AU R TG, 35T OSSTAHE— R I B DUSH,

FET OSSR Aol AR S Mg 1 220 P -

1. HiF— 4.
2. JFEOSSIH el Bucket,
3. JFBOSSHIEREMNEE YIRE,
4. i EE SUBA T 0SS,
FHEMILIEEINREN S
TR SR BEA R P o) DABS T-OSSIE - — AR ARE S L, P IR IEIhRERG, OSSRt ¥ —A~EKiA
FE SUERARI404 LT YRE, BAFS W RN Gifa b RSP EE 4,
BFELNPE
1. HifEis
2. FFEOSSIHF I Bucket
a. BROSSHEHIA, GlH#—/Buckethimgleo23, BIdAE ki, Endpointhoss-cn-
shanghai.aliyuncs.com, #{EERIES WAL M),
b. RrBucketMA BRI B A 3L, 1810 BIE S W B AR I 22 )32 5 AU,
c. kffindex.html, error.html, aliyun-logo.png S(ff, #HfE0EiES W L&k,
- index.html BN R :

<html>
<head>
<title>Hello 0SS!</title>
<meta charset="utf-8'">

</head>
<body>
<p>WIWEHI OSSP MG HIHRE</ p>
<P>RXEBE</p>
</body>
</html>
- error.html WNEN:
<html>

<head>



<title>Hello 0SS!</title>
<meta charset="utf-8'">

</head>
<body>
<p>IXROSSEREMUSFEENHIRE W</ p>
</body>
</html>

- aliyun-logo.png 2 —ikEH



3. JHEBOSSHYER S MMGTEE YIfE

WM TrEFR, Sk, FEiAgaidERN EChiindex. html, i 4040 E N L
XHfjerror.html, EAEREIES W EFSMGITE,

BSmE &

OSSTRECHFE=RESMeESMGEEIET , T STt EEBism

i

W:  indexhtml

EESIFAFAEENTHS , (EZEhtmIEIRIE |, IFASNAEAKAEEE

BiA404T : | error.html

EESEAFIA0ATEMN4HE | REFhtml, jpg. png. bmp, webpiE=aysris , MFH=NTFERAHKILL04TE

R S MFCEIRE, WA WMEFRIURLIL :

- SORBRARIE I

= C [ imgleo23.0ss-cn-shanghai.aliyuncs.com

A s FROSSER 25 M 3k A TH 58
XEER

DR 2 ARMURLIRHR, 2SI F@aEfindex. htmIH %,
- SoRBRIAR 404 1Y

€« C [ imgleo23.0ss-cn-shanghai.aliyunes.com/nosuchfile.txt

EZOSHEMEFEENERER

"] DA 2 A B URLEEA X M SFR, & B RBiEE Merror. htmIp iM%,
- SRIE RIS

<« C [ imgleo23.0ss-cn-shanghai.aliyuncs.com/aliyun-logo.png

fESiITE

Alibaba Cloud Computing



u] A 2 AR URLA X BRI SCPFR, SRR,
4. M B R4 il 0SS

FF a9zt B 2 OB Vil 0SS, 2 WIHF R A Giararhif E e SU44 Vil 0SS,
- SRERIAII I T
L C [ img.leo23.xyz
AR I OSSE8 75 Wk B TN 8E
EEEN

- ERBIAN404 51
| C [ img.leo23.xyz/nosuchkey

XEOSHEMEFLENFREENR

- WRIER S

&« C [ img.leo23.xyz/aliyun-logo.png

e SiITE

Alibaba Cloud Computing

E] Bil:

Xt ERES, PEIEERBXINOSS, R B OSSERIA L4 M\ HLIB

M OSS LM i 2, Response Header#<:Hai |k Content-
Disposition:'attachment=filename;', B RIS 255 [l ) 5 R0 e PRIF, 23 DABHA S XidEA T
F#. HHPERAAAViIMOSSIKNIER, Response Headerh A<l ERbf5E. afarfdif
HABAVIFO0SS, 2% 0SSHBI SR F i 4.

R IR) R R R R TS 5=
- OSSHEREMUHEEN & PR AT 24747

FERDP R LR S i e, ELVs )i R/ NI IR, WA —HECS, WERVIMERK—
K, WPAE RS S CDNREEA],



- B AKE? AHTRICDNESS 572

Hrksnl DA% E 5 PG OSSHITES, CDNRIBTRSthnl AZ4 B )5 M CNDIIGHS. MICDN&S&
155 n] A% CDNAIEOSS 92 k.

- BRI E GORBRIA K404 L AT 2E e B ?
BIANE R E, HBRIN404 5aiH ] AT E,

© AN URLZENSE Y LR 403?

finfEBucketFRRA R 2P, A RIRER D R S 1L



THIERZE

7.1 @83 cre64RR B ERIEFImB TR L

e
H

BRAE PomAIRSS 88 Z RIS FN A RE X EE . OSSERAES RN #4175 3\ _LAZ I Objecti& [nl H
crcoMi, 2P ] IRIAH TSI cre64fE MRt e, M 52 EHE se B R BT

- 0SS}t L{ZiIObjecti#fTerco4iyitH, FHR& R NObjectMycls B2 hE, BiE1ER M
[Firesponse headerdt ¥ /lix-oss-hash-crce4ecmaskifl, FmtcercoMi, %64CRCIR
HRECMA-182brHETH LA

- XFercod EERZHTIELFET 0SS EfIObject, OSSASXH I crco4t, i AIKEIESS
Objectif A =& HercoHi.

12 {EIHAA

- PutObject. AppendObject. PostObject. MultipartUploadPart}3J23i& [BIXt M crc64
{E, % rin] A L% 52 UG FEIMRS5 30& W i crc 6 ME A Ht T H R BURIEA TR

- MultipartCompleteltf, WIRFARPartdhficrco4ifi, WRMEEAObjectificrco4fii; &
m), ket creo4 B2 it e LiEPart, WIAIR B cre6Mii,

- GetObject. HeadObject. GetObjectMetafii<ziBmM MiffjcrcoMa (W) o &/ umn] BA
{fEGetObjectseiin, FERMRSSEHE I creoHERMA M TR EE T TR

Bi:
range getifRKIZM 2284 Objectfcre644h,
- CopyMIEH#fE, WiCopyObject, UploadPartCopy, #iEmFObject/Part SMEUERA
crc64i,

Rz A5l
AR e B Python B, (B RAMIE T creo4{E 35 UEBR & i e 5,
1. il cre64,

import oss2

from oss2.models import PartInfo
import os

import crcmod

import random

import string


http://www.ecma-international.org/publications/standards/Ecma-182.htm

do_crc64 = crcmod.mkCrcFun(0Ox142FQE1EBA9EA3693L, initCrc=0L, xorOut=
OxffffffffffffffffL, rev=True)

def check_crc64(local_crc64, oss_crc64, msg="check crc64"):

if local_crc64 != oss_crcé64:

print "{0} check crc64 failed. local:{1}, oss:{2}.".format(msg,
local_crc64, oss_crc64)

return False

else:

print "{0} check crc64 ok.".format(msg)

return True

def random_string(length):

return ''.join(random.choice(string.lowercase) for i in range(length
))

bucket = oss2.Bucket(oss2.Auth(access_key_id, access_key_secret),
endpoint, bucket_name)

2. RiiFPutObject.

content = random_string(1024)

key = '"normal-key'

result = bucket.put_object(key, content)

oss_crc64 = result.headers.get('x-oss-hash-crc64ecma', '')
local_crc64 = str(do_crc64(content))
check_crc64(local_crc64, oss_crc6e4, "put object")

3. BEGetObject,

result = bucket.get_object(key)

oss_crc64 = result.headers.get('x-oss-hash-crc64ecma', '')
local_crc64 = str(do_crc64(result.resp.read()))
check_crc64(local_crc64, oss_crc64, "get object")

4. KiEUploadPartfiiComplete,

part_info_list = []

key = "multipart-key"

result = bucket.init_multipart_upload(key)

upload_id = result.upload_-id

part_1 = random_string(1024 * 1024)

result = bucket.upload_part(key, upload_id, 1, part_1)
0ss_crc64 = result.headers.get('x-oss-hash-crc64ecma', '')
local_crc64 = str(do_crce4(part_1))

#icheck LfLiyy part LEGRRAse

check_crc64(local_crc64, oss_crc64, "upload_part object 1")
part_info_list.append(PartInfo(1l, result.etag, len(part_1)))
part_2 = random_string(1024 x 1024)

result = bucket.upload_part(key, upload_id, 2, part_2)
oss_crc64 = result.headers.get('x-oss-hash-crc64ecma', '')
local_crc64 = str(do_crc64(part_2))

#check L{&H) part 2%l & 5eH

check_crc64(local_crc64, oss_crc64, "upload_part object 2")
part_info_list.append(PartInfo(2, result.etag, len(part_2)))
result = bucket.complete_multipart_upload(key, upload_-id,
part_info_Llist)

oss_crc64 = result.headers.get('x-oss-hash-crc64ecma', '')
local_crc64 = str(do_crc64(part_2, do_crce4(part_1)))

#check F#&oss ffjobjectMiAMI RS —



check_crc64(local_crc64, oss_crc64, "complete object")

OSS SDK3z ¥

#853r0SS SDKELSZHF e, TFEfEHcrco4 T BIaRE:, MIEW FRPRH):

SDK A ZHCRC ZN/|

Java SDK pa CRCSample.java
Python SDK P object_check.py
PHP SDK % x

C# SDK S ¥

C SDK ys oss_crc_sample.c
JavaScript SDK gD T

Go SDK P crc_test.go

Ruby SDK Bo T

i0S SDK P 0SSCrc64Tests.m
Android SDK P CRC64Test.java

7.2 B3P iRINERPEE
BRI S P B RSN S5 23 2 RSN, TSR P O A BT S B
Ak, NI BABRUEIF PO 42, VBRI A L TE T A R

ASCAZUTEET OSSHII A Python SDKRRA, Jdid % F i & K ORI £ .

[RIESER

1. /P AR — X RSABH (rsa_private_keyMlrsa_public_key),

2. 8:X Lf&Objectlt, BEHUER—AAES256 KRN FREHldata_key, Rf5Hdata_keyli&
Jiitficontentf3Flencrypt_content,

3. Hirsa_public_keylli#data_key, H#lencrypt_data_key, TEMNHFIFHE X metajil

AERLIE, flencrypt_content—#%i%50SS,

4. Get Objectht, Ef3Flencrypt_contentPl i HE Xmetathifencrypt_data_key,

5. Pl rsa_private_keyf##encrypt_data_keyf4&ldata_key, Jifldata_keyfi#

#encrypt_contentf$ 2| Filficontent,

-

BeHH:



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CRCSample.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_check.py
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_crc_sample.c
https://github.com/aliyun/aliyun-oss-go-sdk/blob/master/oss/crc_test.go
https://github.com/aliyun/aliyun-oss-ios-sdk/blob/master/AliyunOSSiOSTests/OSSCrc64Tests.m
https://github.com/aliyun/aliyun-oss-android-sdk/blob/master/oss-android-sdk/src/androidTest/java/com/alibaba/sdk/android/CRC64Test.java

AP AR RIRSA®H, M#Object contenti fHINAES256-CTRHE, i#iEn 2
#PyCrypto Document, A3 BTEMAFUTIEILObjectit) HE X metaskRIZM%E P e, e
BRI B RE, HP ] DURYE A S 2 ik s,

ZRHE
- oss -
|
i
|
BUARIHF@IF))... ABCDEFG... i ABCDEFG... BASGH@IA))...
|
i
Put Object : Get Object
i
............ - ﬁl%{—giﬁu i
—> KHBAMNE
BHETHE

1. Python SDKIJZAEMMEH, £% Python SDK PR %%,
2. ‘ZHPyCryptoli,

pip install pycrypto

52¥ Python RIS

# —-x- coding: utf-8 -*-

import os

import shutil

import base64

import random

import oss2

from Crypto.Cipher +import PKCS1_OAEP
from Crypto.PublicKey 1import RSA
from Crypto.Cipher 1import AES


https://www.dlitz.net/software/pycrypto/api/2.6/
https://www.alibabacloud.com/help/doc-detail/32026.htm

from Crypto import Random
from Crypto.Util import Counter
# aes 256, key always 1is 32 bytes
_AES_256_KEY_SIZE = 32
_AES_CTR_COUNTER_BITS_LEN = 8 * 16
class AESCipher:
def __init__(self, key=None, start=None):
self.key = key
self.start = start
if not self.key:
self.key = Random.new().read(_AES_256_KEY_SIZE)
if not self.start:
self.start = random.randint(1l, 10)
ctr = Counter.new(_AES_CTR_COUNTER_BITS_LEN, 1initial_value=
self.start)
self.cipher = AES.new(self.key, AES.MODE_CTR, counter=ctr)
def encrypt(self, raw):
return self.cipher.encrypt(raw)
def decrypt(self, enc):
return self.cipher.decrypt(enc)
HocwligitAccessKeyId, AccessKeySecret, EndpointZzH.,

B B, sEEm “<MBiAccessKeyId>” Btk ELIfAccessKeyIda%,
AR X IO EI, EndpointhfBLjg:

http://oss-cn-hangzhou.aliyuncs.com
https://oss-cn-hangzhou.aliyuncs.com
S EAHTTP, HTTPSHRI M,
access_key_id = os.getenv('OSS_TEST_ACCESS_KEY_ID', '<#fJAccessKeyId
>")
access_key_secret = os.getenv('OSS_TEST_ACCESS_KEY_SECRET', '<f&f
AccessKeySecret>"')
bucket_name = os.getenv('OSS_TEST_BUCKET', '<f&[{jBucket>"')
endpoint = os.getenv('OSS_TEST_ENDPOINT', '<#&®yijiinigiss>")
# WA LIRS BERAS B T

for param in (access_key_1id, access_key_secret, bucket_name, endpoint

):
assert '<' not in param, "iHZEZSH: ' + param

###H## O prepare #H#H#HHHH#H#H

# 0.1 Hpkrsa keyZfEIHR1#EF|d sk

rsa_private_key_obj = RSA.generate(2048)

rsa_public_key_obj = rsa_private_key_obj.publickey()
encrypt_obj = PKCS1_OAEP.new(rsa_public_key_obj)
decrypt_obj = PKCS1_OAEP.new(rsa_private_key_obj)

# save to local disk

file_out = open("private_key.pem", "w"
file_out.write(rsa_private_key_obj.exportKey())

file_out.close()

file_out = open("public_key.pem", "w")
file_out.write(rsa_public_key_obj.exportKey())

file_out.close()

# 0.2 f#EBucketXR, MrfiObjectHICHIREIHARRS DA Bucke t GRS T
bucket = oss2. Bucket(ossz Auth(access_key_id, access_key_ secret),
endpoint, bucket_name)
obj_name = 'test-sig-1'

content = "test content"

#### 1 Put Object ####

# 1.1 EpRmEix~obj et —RERIMFRETH encrypt_cipher, Hrpijkey I
start a4 R value
encrypt_cipher = AESCipher ()

# 1.2 RhidhigaEnE S APIME G f£3lobjecti B Xmetarh. 58 Hkdl]get
objecth, BnbIRITE Ineta, JHRFIRESIAcontent

eaders =

headers['x-oss-meta-x-oss—-key'] = base64.b64encode(encrypt_obj.encrypt
(encrypt_cipher.key))

CTE T T T T



headers['x-oss-meta-x-oss-start'] = base64.b64encode(encrypt_obj.
encrypt(str(encrypt_cipher.start)))
# 1.3. || encrypt_cipher }¥JFidgcontentjj®f5#lencrypt_content
encryt_content = encrypt_cipher.encrypt(content)
# 1.4 Ffgobject
result = bucket.put_object(obj_name, encryt_content, headers)
if result.status / 100 != 2:
exit(1)
#### 2 Get Object ####
# 2.1 FEEFINEGRobject
result = bucket.get_object(obj_name)
if result.status / 100 != 2:
exit(1)
resp = result.resp
download_encrypt_content = resp.read()
# 2.2 PHE X metarpfgfih 2 piNEXAobjectfifiikey fil start
download_encrypt_key = base64.b64decode(resp.headers.get('x-oss-meta-x
-oss—key', ''))
key = decrypt_obj.decrypt(download_encrypt_key)
download_encrypt_start = base64.b64decode(resp.headers.get('x-oss-meta
-x-oss-start', ''))
start = 1int(decrypt_obj.decrypt(download_encrypt_start))
# 2.3 R EHIcipher, JHR# B ficontent
decrypt_cipher = AESCipher(key, start)
download_content = decrypt_cipher.decrypt(download_encrypt_content)
if download_content != content:
print "Error!"
else:
print "Decrypt ok. Content is: %s" % download_content

1.3 @I Ak S5 2R Im N2 RIF 4R
TN B 77 SRR AR, WOSSHITP B NIRRT, 26
% (Object) SHAMAHAR, ¢ ELIEVIFISIRIN SRS, P RREE RN R A
ViR,

BeHH:
XFHR S5 e el 48 n] 2% 1 R Fa i SU#unique_79,
MHTOSSZHHUN T = RAR S5 g 75 3\ :
- fHHOSSsE AL E MRS Somm# 77X (SSE-0SS)

Ln PAE EfZObjectslfBObjectimetafi B, 7EIRPHEIFX-0SS-server-side
-encryption)HEEHAHNAES256, FiHZ0SSHRSS g i AES256 % &1 %t

B OSSENBNMEMENAFEREPEITINE, (ENBINIRY, ERERELREN 15
XN A B AT N



- FEAIOSSERIMTEE KM SE IR S5 s /i3 (SSE-KMS)

] DUE EfZObjectslfiZObjectmetafli B, fEiERPIENFX-0SS-server-side-
encryptiontifiiE HAEWKMS HAFEE BAAIRICMS ID, OSSH# i HERMTE I CMKAE A
R EYIRMBEARIRNR, I HAE RN 3RS,

- AP RE KM SE YIRS 75 X (SSE-KMS)

] PAE £ ObjectsfBObjectiimetafls BN, 1EiRPIEHIX-0SS-server-side
-encryption, fEEHANKMS, FHHEEX-0SS-server-side-encryption-key-

id M AARCMK ID, OSS#AIHETEMCMEKA A R TR ME AR R, FH%m
#ObjectiJCMK IDId&FIN LBk, Ktk BAREHERIH P R RN 2 B
&, Bl DMEH RGBSR EPIR, Wal A AINBE IR

R
- AR KMSE MR X HRTE T A0, EHRR SRR FHIFERRM,
- TR G [ — IR ISR BAGE I — il 55 2o 2% 75 32X
- EHKMSHEPMER, 8 T mE SRS s RSy, i HEWObjectiy
TCEHEE B — IR,
- KMSHEE RIS dasinm e 5 AUME N LB, ASMEBERDN R T,
- [ERHKMS#HHYGER 20 BRIKMS % AP A 3.

- A FIK S B R E R KMSEHMEN, FIKSRIUSKMSHXEHR, TEEiES
F#unique_80,

fEAOSSE T EMARS H[IHMES

1. %kOSSEHHIE, @l —/Bucket, AtELH IS %A Bucket,
2. HEIAWICHRFO0SS, M5 %4unique_81,
3. T _EfEISPEE TN, PythonlALI T :

# —-*— coding: utf-8 —-x-
import oss2

# Bk S AccessKey ST APTI VBRI, IR, SREVEIEQIEIFE
FHRAMI IR TAP TVl ok Fl 5158, 182 sk RAMPHI G QUEERAMAK 2

auth = oss2.Auth('<yourAccessKeyId>', '<yourAccessKeySecret>
1

)
# EndpointPI&E#MMGI, HERegionif i prlidlAY
bucket = oss2.Bucket(auth, 'http://oss-cn-hongkong.aliyuncs.com',
'test-hongkong-2025")


https://selfservice.console.aliyun.com/ticket/createIndex
https://home.console.aliyun.com/
https://ram.console.aliyun.com

bucket.update_object_meta('0l.txt',{'x-oss-server-side-
encryption':'AES256'})

4. BIEMEBLER,
i ossutil T.2& BN X2k,
- N

D:\5-AKlkE\ossutile4>0ssutiled.exe stat oss://test-hongkong-2025

/01.txt

ACL : default

Accept-Ranges : bytes

Content-Length : 62

Content-Md5 : k2GA4LegHvVpQvBfnleNOg==
Content-Type : text/plain

Etag : 936180EGB7AA1EF56942FO5F9E578D3A
Last-Modified : 2018-10-2420:41:54 +0800 CST
Owner ¢ 14166xxXxXxXXx36597
X-0ss-Hash-Crc64ecma : 9888192182077127097
X-0ss-0Object-Type : Normal

X-0ss-Storage-Class : Standard
e e

D:\5-AKkE\ossutile4>0ssutiled.exe stat oss://test-hongkong-2025
/01.txt

ACL : default

Accept-Ranges : bytes

Content-Length : 62

Content-Md5 : k2GA4LegHvVpQvBfnleNOg==
Content-Type : text/plain

Etag : 936180EGB7AA1EF56942FO5F9ES578D3A
Last-Modified : 2018-10-2420:46:39 +0800 CST
Owner ¢ 14166xxXXxXxXXx36597
X-0ss—-Hash-Crc64ecma ¢ 9888192182077127097
X-0ss-0Object-Type : Normal

X-0ss-Server-Side- Encrypt1on AES256

X-0ss-Storage-Class : Standard

fERAOSSBIARENKMSE AR S 2R MB A

1. BxOSSHHIG, flE—4Bucket, ALEPETSE AHBucket,
2. HEINWINREOSS, H#NiE%E#unique_81,

3. fEA/ BRI, JFEKMSHRSS .

4. X E_ERRSAERETING, PythoniIA4NT:

# —-x- coding: utf-8 -x*-
import oss2

# ﬂ%zﬂiﬂiﬁﬁACC@SSKeﬂ}ﬂﬁﬁﬁﬁAPIE‘Jlﬁlﬂﬂl‘ﬁ PRHAR R s 2 AR Rl
HiRAMJJ%TwﬂEﬁAPHBIFﬂiEI"ﬁ?L_?E B SRRAMEE I 65 QL RAMIK 55,

auth = 0ss2. Auth('<yourAccessKeyId>' '<yourAccessKeySecret>

")
# EndpointPAF&H#MMGI, HERegionifibrliilAY


https://home.console.aliyun.com/
https://common-buy.aliyun.com/?spm=a2c4g.11186623.2.12.32745439b1xb3c&commodityCode=kms#/open
https://ram.console.aliyun.com

bucket = oss2.Bucket(auth, 'http://oss-cn-hongkong.aliyuncs

'test-hongkong-2025")

bucket.update_object_meta('0l.txt',{'x-oss-server-side-
encryption':'KMS'})

fEAAFEENKMSEARARS B IRMES

1. BR0SSHEHR, flE#—/4Bucket, ALESEIES¥ 0] Bucket,

2. HEIANHSONR20SS, 1EEIES % #unique_81,

3. fEn/7 B PEGL, FIEKMSHRSS

4. BRKMSEREN G, MhieREY], ald— P MBucketl X%,
- R B
- EPIEIAN, BHIMRDRIRIER:: P AKMS,

-

= B
Ll A NINBEH, TEEIES % #unique_83,
5. fEHHERCMK IDIMEC LR, PythoniiA4TR:

# —-x- coding: utf-8 -x*-
import oss2

]
.com',

# P AT SAccessKey I FIATAPTR I MIAR, MBSR®S, saZUE s eIt

JRAMIK SHEITAPT B H Hiadk, 18R RAMPET & AIHERAMIK S,

auth = oss2.Auth('<yourAccessKeyId>', '<yourAccessKeySecret>

")
# EndpointDIF&E#MMGI, HERegioniffibriiilAY

bucket = oss2.Bucket(auth, 'http://oss-cn-hongkong.aliyuncs.com',

'test-hongkong-2025")

bucket.update_object_meta('0l.txt',{'x-oss-server-side-
encryption':'KMS', 'x-oss-server-side-encryption-key-id"':
'33701245-6723-4204-a367-68c060382652"'})


https://home.console.aliyun.com/
https://common-buy.aliyun.com/?spm=a2c4g.11186623.2.12.32745439b1xb3c&commodityCode=kms#/open
https://kms.console.aliyun.com/
https://ram.console.aliyun.com

8 OSSHRRYEIE 5K E

IR RES IS OSSIR S ViR, B A Mfiiss, nI DA%z v RSLEp = bR BERAE RIS
Ui, PERERNSATIRGL, MBI EMRSS, T DARIHB B, PRUENITI R NAIZAT, AFAgian
flFE OSSR, Ve BRI AR B SUIEFRER &L

A

- BIF@OSSHiSS.

- EIHE ARG
IEIFOSSEIR

1. B mbrEfile.,
2. M SHIRERE ZMRF5 IR > MRAFHEOSS, A OSSIEF i, W THEFR,

FEOSSHEE vir, ] DRI I

E] BER:

P 2RSS P S rEdE, BNz P FirEbucket B,

T FHEREFEEOSS LS MAE e ] W A0SR O BiET
EE RS b
BEiE
AFEEER LR
((Q)) 94.25GB 130.43MB VR 35:/%
FPA AFEF R R PutE TR GetimRa
0 ars
[ ESTR S R 1t Gt 1200t 1% 7% 2018-03-D1 05:33:14 - 2018-03-01 11:33:14 -]
DN E
P A PR AT AR (%) | W PP A R A R(R) | W A EmER (bytes) |

fEHA: 60s BRI Value ERE: 605 EE7TR: Value fEiE: 60s EE&TTR: Value



https://www.alibabacloud.com/product/oss
https://www.alibabacloud.com/product/cloud-monitor
https://cloudmonitor.console.aliyun.com/#/home/ecs

REHRERN

1. FEOSSHEH VIR BRI BT T, S odi B BRI,

FEIFfEOSskElE q ERTIIRS Z RiIsT

1

AFEtR BucketFlz= REHR

2. HSHCEA,

B LI 358 HH 23 LA B SR )

3. SEPRECEG, BUARRR—Z&HB ), fn] DURE DB A I 2% S 2 A5 2R 3%, A RE &5 I
ARG EE R (P, fE. FERE, 5T¥1%%) o

BENXBiEKE

B ASZ U PR, fEaliEiile kA il OSSR n xR,

1. R aBhe.

2. fEEMSRHikftiDashboard,

3. iR,

L e el 120w | 1k | 3E | 7R 4R B SaesT ST D)
Dashboard

FhEE 22 C RiF
RS

e CPUMEFRIZ(%) EEFRNEEE (bps) PR TR TEEE (bps)


https://www.alibabacloud.com/help/doc-detail/28610.htm
https://cloudmonitor.console.aliyun.com/#/home/ecs

X RAE BHESCER / 8 OSSHEIRMY M 15 1%

4. WAKEAWIG, RdRNER,

| ATUSAER | testjl - Bl AR S AT
g ehed | 1208 1E 3R 7R 4R B aueE s=ww : @D

RI0ER= =5 o R

EINEE

5. HUETFRENACE, FFHdikA,
AL BB S WIS % Tt

SR RRAS : 20190906 87



9 OSSIERESH BIERIELE

PREHBRAE

OSSHE LA UTF-84ubS i i FH F Btk A7 Fgh s [X, M RERS AL BRI SO PF, DARORE
FHERIE R, A, AUREHE BAERRMR, fEand AR RIS (i ke i
i) , wIREZ SRR XFRFIBEPEMETRARE DX X0, SRR 20008
e/ CREL kil MHER. #U. FRBOCBIEE B F RN LR, HLRMERNASE, S
NASAFFRAERENRERNE) |, SRUN R :

- BT XEONROTIX, SEOTXINT/ORENPHER, BRRSEE SRR R,
- PR XINE SR RGEETHRSIN 0 XCBIR RS, XA IR Al RESGE KRB ],

MITTREROSSIHIK T TSR, S8 T REASZ IR,

RO, BA L, SRR PRI RTS, BT SRR g 5 | ASERTREHL
T, REEFRG] (B 1/0 513D S5 nite 2451,

THREE T IR RSSO REDLIE RIS 75 TE SR B
- ol 1 SRR I RN A AT
IR, WP Y IS E P IDAERSCE4, W87 s IERG4 -

sample-bucket-01/2017-11-11/customer-1/filel
sample-bucket-01/2017-11-11/customer-2/file2
sample-bucket-01/2017-11-11/customer-3/file3

sample-bucket-01/2017-11-12/customer-2/file4
sample-bucket-01/2017-11-12/customer-5/file5
sample-bucket-01/2017-11-12/customer-7/file6

FERIXAMG O, BATTT DO P IDIH R, WIMDS (customer-id), FFHGE T AT Al
SIS, RN FAIIRA RIS, S5RW FR:

sample-bucket-01/2c99/2017-11-11/customer-1/filel
sample-bucket-01/7a01/2017-11-11/customer-2/file2
sample-bucket-01/1dbd/2017-11-11/customer-3/file3

sample-bucket-01/7a01/2017-11-12/customer-2/file4

sample-bucket-01/b1fc/2017-11-12/customer-5/file5
sample-bucket-01/2bb7/2017-11-12/customer-7/file6

AN FAFHRI RIS AN RIS, A FAO-CE16MIE, Fitd M riritflen
4=65536MmIRERI TATHL &, AR SID, XEBIRPEIE L SPReilinr 252655361



51X, PAREAN 7 X 200084 /RO PEREmsmbnifE, &AL miERES, Db LIRS
hashiNEBUR & A8,

QAR AR S A A A R HIBIRISCPE,  Blansltisample-bucket-01 i 42017-11-
1132, R E sample-bucket-013#1 7514 (Hidiid Z XM List Objectiz 1, 7HLR
Hikftsample-bucket-01 PRI XMF) , ARG GIFTH %IV SCAERIR],

- Bl 20 REESUEA

W REIRTR, PR T 2R I UNIX I R 44, IR R T i 46 -

sample-bucket-02/1513160001245. log
sample-bucket-02/1513160001722. log
sample-bucket-02/1513160001836. log
sample-bucket-02/1513160001956. log

sample-bucket-02/1513160002153. log
sample-bucket-02/1513160002556. log
sample-bucket-02/1513160002859. log

HIRTER BT, BATADE, XS, EiRESBN —EREN, 250%MERERE,
BATIAT DL Fe 5 I R AT SR R, IR ST RIS 7o REGIRETRWT:

sample-bucket-02/5421000613151. log
sample-bucket-02/2271000613151. log
sample-bucket-02/6381000613151. log
sample-bucket-02/6591000613151. log

sample-bucket-02/3512000613151. log
sample-bucket-02/6552000613151. log
sample-bucket-02/9582000613151. log

BT XA SA B AR Z N, A 1000RMEUH, mE4h 8BS, F1RMRSE—
Ko RPN 10 PE B — IR - DALSHE, RR¥UfFA)n, BORHINESE 1 RisrkE
DU, MR SR s S A S A X L, S B REIR S



10 252 AR

10.1 OssDemof&i7T

1£ 0SS WIF RN B¥amh A el v Bt & BEmi ., A FERIETIXINMG RN
fEAndroid_Eanfurfs FH SDKCK Sz Bl — 254 WK e, k2 OssDemoix A TfE, EERITFILA
Jii :

- g e M R IR S5 a%  (STS)

- i FHSDKOK L% ek
- Qv fE R R S5

XX OSSN KA A T iR, JF HHLESTS (Security Token Service) .
HEETE
M RAEET AndroidfIF %, Pl AT S — L5 ks TAF,

1. JF@EOSS. 5% PEAT,

2. HERN RS, TESH DR RSN EIE RS

3. WEFFAndroid P& hBE, X EEMIRAndroid Studio, W FHERZER, XHMARE
5,

4. F#EOssDemolJifs, OssDemolirt FEMhL, PIRAZARIGRR, JEH RS2 M PR/ 41
RS AR S,

5. fTHFOSSE /i) 0SS Android SDK(#Y PAf S,

10.2 EAB KR ERIFHIN ARS8

AL FEYROssDemoiX FERIFS A APPUNE I B AR S5 8%, PARSIATEEIEAPPYR {7 i
AccessKeyldfilAccessKeySecrettifE0SS L& HIT,

FAAZE
1. OssDemofi3kHists_serverfJHihliG, Ki%iER,

2. sts_serveri&[PlAccessKeyld. AccessKeySecret. SecurityToken, Expiration,

3. OssDemo3RHUXLE(EEG, WHSDK, ##0ssClient,


https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/sdk/OssDemo_2016-01-19.zip
https://www.alibabacloud.com/help/doc-detail/32043.htm

=Ly e
1. R —AEditTextyz

AR

res/layout/content_main.xml

W% :

<EditText
android:layout_height="wrap_content"
android:layout_width="0dp"
android:layout_weight="4"
android:id="@+id/sts_server"
android:text="@string/sts_server"
/>

i :

res/values/strings

MZF:

<string name="sts_server">http://oss-demo.aliyuncs.com/app-server/
sts.php</string>

2. MR S5 AR HUS TS S B RS,
PRECSIZI :
OSSFederationToken getFederationToken()

3. VHISTSIRMIZEL, #I4HILOssClientfRig,
PRSI :

/ 194 —A~0ssService Ik L& R#
public OssService init0SS(String endpoint, String bucket,

ImageDisplayer displayer) {

/ [T e Rl accessKey kil e, nf DAE#ZAEMOSSPlainTe
xtAKSKCredentialProvidersg%fl,

//0SSCredentialProvider credentialProvider = new OSSPlainTe
xtAKSKCredentialProvider (accessKeyIld, accessKeySecret);

[ ER A SRIIRELS TS Tokenfiy 2k

0SSCredentialProvider credentialProvider = new STSGetter (
stsServer);

ClientConfiguration conf = new ClientConfiguration();

conf.setConnectionTimeout (15 x 1000); // jEfHEE, BRIN1SFD

conf.setSocketTimeout (15 x 1000); // socketj@if, BRIA15FD

conf.setMaxConcurrentRequest(5); // wmARIFRIERT, BINSA

conf.setMaxErrorRetry(2); // MU ANEIARE, BRIN2IKX
0SS oss = new 0SSClient(getApplicationContext(), endpoint,

credentialProvider, conf);
return new OssService(oss, bucket, displayer);
+

10.3 EEXH

M ki
R RAEE0R M OSS APTHJPutObjectif I, —RPERFIEEAIKF LIEFIOSS |,



- VHRIZE

I LAR)G, ) DUERETRE LA ST,
OssDemofE3RMists_serverfJHiikfG & ki K.

sts_serveri&[i]AccessKeyld. AccessKeySecret, SecurityToken, Expiration,
OssDemoZRBUX (5 B G, JWHSDK, #H#O0ssClient, {7 Ri%,

- B

1. B —4 Button#i k.

b

i :

res/layout/content_main.xml

N

<Button
style="?android:attr/buttonStyleSmall"
android:layout_height="wrap_content"
android:layout_width="wrap_content"
android:text="@string/upload"
android:id="@+id/upload" />

2. i b, EEEE BRI,
FRECS I B :

Button upload = (Button) findViewById(R.id.upload);
upload.setOnClickListener (new View.OnClickListener() {
@Override
public void onClick(View v) {
Intent i = new Intent(
Intent.ACTION_PICK,
android.provider.MediaStore.Images.Media.
EXTERNAL_CONTENT_URI);
startActivityForResult(i, RESULT_UPLOAD_IMAGE);
}

}
3. VA SDKIY &1,

BRI B

@Override
protected void onActivityResult(int requestCode, int resultCode,
Intent data) {
super.onActivityResult(requestCode, resultCode, data);
if ((requestCode == RESULT_UPLOAD_IMAGE || requestCode ==
RESULT_PAUSEABLEUPLOAD_IMAGE) && resultCode == RESULT_OK && null !
= data) {
Uri selectedImage = data.getData();
String[] filePathColumn = { MediaStore.Images.Media.DATA
+s
Cursor cursor = getContentResolver().query(selectedImage,
filePathColumn, null, null, null);
cursor.moveToFirst();
int columnIndex = cursor.getColumnIndex(filePathColumn[0O
1)
String picturePath = cursor.getString(columnIndex) ;
Log.d("PickPicture", picturePath);



cursor.close();
try {

Bitmap bm = ImageDisplayer.autoResizeFromLocalFile(

picturePath);
displayImage (bm);
File file = new File(picturePath);
displayInfo("x¢ff: " + picturePath + "\nk/h: " +
String.valueOf(file.length()));

}

catch (IOException e) {
e.printStackTrace();
displayInfo(e.toString());

}
[ [AREIRAEAS [R) e i dd AL ek i s 1A%
if (requestCode == RESULT_UPLOAD_IMAGE) {

final EditText editText = (EditText) findViewById(R.

id.edit_text);
String objectName = editText.getText().toString();
/ VAR A AR O A%

ossService.asyncPutImage (objectName, picturePath,

getPutCallback(), new ProgressCallbackFactory<PutObjectRequest> ().

get());

}
}

XA TN SRR, vl PAZE Y onSuccessflonFailure AL B,

BEF o R LETMBT R gE LT
JARH0SS APIH ¥ MultipartUpload (5 h LA%) #2I1S:ERM i SUEIRCR

- T2

B LR, W DURRRTREE LRRA ST,

OssDemofE3kEists_serverfJHiht)g, %i%iERK,

sts_serveri& i AccessKeyld. AccessKeySecret, SecurityToken, Expiration,
OssDemoikBUX2e{E B G, JWHSDK, #H#OssClient, #4170 H k&,

R EEN, QURS R BERAETR, MRGhRE, o] DA RSE R 5 488: AL,
RS SRR

- B

1. AR —/"Buttonf#ft,

AR o I

fiH:

res/layout/content_main.xml

P :

<Button
style="?android:attr/buttonStyleSmall"
android:layout_height="wrap_content"
android:layout_width="wrap_content"
android:text="@string/multipart_upload"

A



android:id="@+id/multipart_upload" />

2. i b1, EEEE BRI,

PRI Bt :
Button multipart_upload = (Button) findViewById(R.id.multipart_
upload);
multipart_upload.setOnClickListener(new View.OnClickListener() {
@Override

public void onClick(View v) {
[T R, XRRSFENIT WS AR
Intent i = new Intent(
Intent.ACTION_PICK,
android.provider.MediaStore.Images.Media.
EXTERNAL_CONTENT_URI) ;
startActivityForResult(i, RESULT_PAUSEABLEUPLOAD_IMAGE) ;
+

}
)5

3. Wilidhs:, SERIRSHE.
BRI B -

siali bfe:  //iXHAH SO BARHEIIK kg task = ossService.
asyncMultiPartUpload(objectName, picturePath, getMultiPartCallback

() .addCallback(new Runnable() { @Override public void run
O { pauseTaskStatus = TASK_NONE; multipart_resume
.setEnabled(false); multipart_pause.setEnabled(false);
task = null; } }}, new ProgressCallbackFactory<PauseableU
ploadRequest>().get()); NEKENSDKI EEERE, nJPIBERAEMULtiParty
ploadManagerrpffjasyncUp load SR igifd A% / /Wi A%, iRl task
PR 51155 public PauseableUploadTask asyncMultiPartUpload(
String object,
String localFile,
@NonNull final 0SSCompletedCallback<PauseableUploadRequest,
PauseableUploadResult> userCallback,
final OSSProgressCallback<PauseableUploadReque
st> userProgressCallback) { if (object.equals("")) {
Log.w("AsyncMultiPartUpload", "ObjectNull"); return null;
} File file = new File(localFile); if (!file.exists())
{ Log.w("AsyncMultiPartUpload", "FileNotExist");
Log.w("LocalFile", localFile); return null; } Log
.d("MultiPartUpload", localFile); PauseableUploadTask task =
multiPartUploadManager.asyncUpload(object, localFile, userCallback
, userProgressCallback); return task; }
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fEOssDemo P iR ¥ A —KE A G, SMAFRRAERL, AR 2

- AR E R B Endpoint,
- {EObject)qiil ¥ —L2AEPESHL,

& nskED

P2



1. Efe—3KkEF2I0SS, fEERARINOL Fbucket2sdk-

demo, objectiZtest, OSSHJEndpointiZoss-cn-hangzhou.aliyuncs.com,
RIEAFEE R BT R, fEtestGRIMARIFERSE, PUBRARNERBCR

EFEG OssDemofE ik Bitsts_serverffhbihb i, &i%iERK,

sts_serveri&[i]AccessKeyld. AccessKeySecret, SecurityToken, Expiration,
OssDemoiRBUGX {5 B, JHISDK, ##Et0ssClient, #EfT FEHRME. SEPRRRCRIEE
REPERIBCR . AL E ARSI Endpoint/2 img-cn-hangzhou.aliyuncs. com.

DA o

FLAACHY

1. fdisZn, 27 EA RS EEEE AR,
2. ¥z LAZRE R, 1E4A ANUKED, JFFHR/NN100, FREGXFERIERIEG 2.

BRI B

ftImageServicedirh
Pt VIXFER— AT, ERRAEFORIob] ects AN ) HE®R RN 28
[ [ERERAT ESCoKED, BRTY KRR 2 ShHA AR BRIME, A %2 E i n] AS % A IR
SR a TR
public String textWatermark(String object, String text, int size) {
String base64Text = Base64.encodeToString(text.getBytes(),
Base64.URL_SAFE | Base64.NO_WRAP);
String queryString = "@watermark=2&type=" + font + "&text=" +
base64Text + "&size=" + String.valueOf(size);
Log.d("TextWatermark", object);
Log.d("Text", text);
Log.d("QuerySyring", queryString);
return (object + queryString);

X
3. WHISDKA TEGETT, METH AR,
BB B

getImage (imageService.textWatermark(objectName, "OSSHli{", 100), O,
"# FACTOKEL, K/h100") ;
public void getImage(final String object, final Integer qindex,
final String method) {
GetObjectRequest get = new GetObjectRequest(bucket, object);
Log.d("Object", object);
O0SSAsyncTask task = oss.asyncGetObejct(get, new UICallback<
GetObjectRequest, GetObjectResult>(uiDispatcher) {
@Override
public void onSuccess(GetObjectRequest request, GetObjectR
esult result) {
/] R
InputStream inputStream = result.getObjectContent();
Log.d("GetImage", object);
Log.d("Index", String.valueOf(index));
try {
/1 Wi 1k S ) e R Bl
adapter.getImgMap() .put(index, new ImageDisplayer (
1000, 1000).autoResizeFromStream(inputStream)) ;



adapter.getTextMap() .put(index, method + "\n" +

/T ARG RV T ew KK B IE B 4T
addCallback(new Runnable() {
@Override
public void run() {
adapter.notifyDataSetChanged();

object);

}
}, null);

catch (IOException e) {
e.printStackTrace();
+

super.onSuccess(request,result);

}
IXHLAANE 7O NG R AERE, nl A PP onFailuref4t P,
B 4am. 2B, hed

FMZKENEE AL, fEImageService i MARBUL PG S IRAEL, BL” object + EBESEL “I)
JERIEE], RS HSDKIGet Objecti T RALRE,

/ 1 481

getImage(imageService.resize(objectName, 100, 100), 1, "4Eik3]100%100
")s

/ 13855

getImage(imageService.crop(objectName, 100, 100, 9), 2, "G FHAFKII100*
100");

/ [Tk

getImage(imageService.rotate(objectName, 90), 3, "jEio0E");



11 Terraform

11.1 Terraform{si7y

Terraform 2 — /MR AL BEIRGHE T H, XRE2RIMSRMR. MRAENE=K
MRS HER, terraform-alicloud-provider E43FF 1 &t 90 £4° Resource fll Data
Source, i 20 ZANMRSA™ 5, W5 7SR L IR EMA R B 2 Terraform 28

i&':l:'o

HashiCorp Terraform & —/ANITHERZEA HahfbdaHE TH, v DU REBR4EY IT ¥

Ui, Terraform Wa247310 (CLD) fREE—BFhEI LR, FI T REHEE SR8 2R B e H At
RSN A L, FHHETRAES], BWE 1 R IRh MRS B i atast, 5l
GURIDWL. FEREK P RIIZE R, Terraform MIaR247#%10 (CLD fREE—Rb#bLE], H T
W B SR B 3 B HE S s A Lt SR 205 0 R TRl #283k,  Terraform J2—ANEEE Rl
JE TR, il Provider KSZHHFIIIERIZARNY, 0] PAEH] Terraform SREIEE, BSaER
0SS. ECS. VPC. RDS. SLB FHZ#hiEH,

0SS Terraform Module IhgE

0SS i Terraform Module Huii 3244t Bucket B, NS EMYSIGE, Bl :

- Bucket EHIfE:

@ Bucket

¥ Bucket ACL

¥¢'E Bucket CORS

¥¢HE Bucket Logging
e E Bucket FrSMNSEE
¥'# Bucket Referer
¥ Bucket Lifecycle

- Object EFRE:

XA kA%

BEE SRS v e 75 3%
BHE ACL
BEM G BRI R


https://www.terraform.io/docs/providers/alicloud/index.html
https://www.terraform.io/

SENH

- AN AEH Terraform i§2W: i Terraform %R OSS
- 0SS Terraform Module FE3LIEZSW: terraform-alicloud-modules

W% 0SS Terraform Module /t¢1i§2 W.: alicloud_oss_bucket

11.2 A TerraformEIB0SS
A A G 2e3ERie E Terraform f#HH Terraform 53 OSS,

LREEMEIE Terraform

i/ Terraform §ij, HESE ATV EZEIFACE Terraform:

1.
2.

HifE: Terraform HM TGS TRENRERSERFE, A Linux 250861
R RES] /usr/local/bin, QERFEATHITSCAFR B A, WIT RIS
R,

. 1817 Terraform $UERSRACHE, # ‘Bl R Terraform iEWRFIR, FoRngEsemk,

[root@test bin]#terraform
Usage: terraform [-version] [-help] <command> [args]

. QI RAM I/, FFNMHEAL

a. B3t RAM #Hl A,

b. 814N Terraform ) RAM HIF, I REH P A1 AccessKey, BIFD TS WA
RAM HIF,

c. A RAM HIF 8L ] HURSERRIT LN Terraform 3P GEHERAR, HAS
200 RAM JH 320

@ R

HAE A WS AccessKey Bt E Terraform T.H,

. BN EEA™ Terraform Wi H AR LA 1 AMMNIHITH S, B PSR — AL H 5%

terraform-test,

[root@test bin]#mkdir terraform-test

. AN terraform-test H3k:

[root@test bin]#cd terraform-test


https://github.com/terraform-alicloud-modules/terraform-alicloud-oss-object
https://www.terraform.io/docs/providers/alicloud/r/oss_bucket.html
https://www.terraform.io/downloads.html
https://ram.console.aliyun.com/#/overview

[root@test terraform-test]#

7. QIEACE A, Terraform fEi817H, ZPEHUZHRZEM MR *. tFRlx. tfvars XHF,
Bt, ] DI SR AL B B 5 AZIARIE S, sl LA rRCE S -

provider.tf -- provider fiiE
terraform.tfvars -— BiE provider I E
varable.tf -- AR
resource.tf -— HFEE X

data.tf -= e X
output.tf -— it

WMBIE provider. tf PRI, RnIE AT U BASH B OrAIESS B «

[root@test terraform-test]# vim provider.tf
provider "alicloud" {

region = "cn-beijing"
access_key = "LTAxxx*xxxxxx*NO2"
secret_key = "MOKS8XO**x**xkxkkxkxkkxkxkxkx*kxxwwff"

HEALESRIES % alicloud_oss_bucket,
8. WL TAEH S

[root@test terraform-test]#terraform init

Initializing provider plugins...

- Checking for available provider plugins on https://releases.
hashicorp.com...

- Downloading plugin for provider "alicloud" (1.25.0)...

The following providers do not have any version constraints in
configuration,
so the latest version was installed.

To prevent automatic upgrades to new major versions that may contain

breaking
changes, it is recommended to add version = "..." constraints to the
corresponding provider blocks in configuration, with the constraint
strings

suggested below.

* provider.alicloud: version = "~> 1.,25"

Terraform has been successfully initialized!

You may now begin working with Terraform. Try running "terraform
plan" to see

any changes that are required for your 1infrastructure. All Terraform
commands

should now work.


https://www.terraform.io/docs/providers/alicloud/r/oss_bucket.html

If you ever set or change modules or backend configuration for
Terraform,

rerun this command to reinitialize your working directory. If you
forget, other

commands will detect it and remind you to do so if necessary.

HE:
A Terraform Wi HEWE Terraform TAEHSE, JFOIEACE SCEG, AT ZIGIL T/EH
o
PLE#ESER 2 G, Rl PAE Terraform THY,
M Terraform &IE 0SS

Terraform 252G, Bykn] Ul Terraform FEEGLSEM 0SS 1, FHEAG)LNH
PR E A2 :
- terraform plan: W%WWRE, RVFEIEAPUT ZTEE R ZEHRITIRLERRAE,
Blan, &Emy —AlE Bucket MIACE LA test.tf :

[root@test terraform-test]#vim test.tf
resource "alicloud_oss_bucket" "bucket-acl"{
bucket = "figo-chen-2020"
acl = "private"

}
i/ terraform plan AIERZIFFSPITHIERS::

[root@test terraform-test]# terraform plan
Refreshing Terraform state in-memory prior to plan...
The refreshed state will be used to calculate this plan, but will

not be
persisted to local or remote state storage.

An execution plan has been generated and is shown below.

Resource actions are indicated with the following symbols:
+ create

Terraform will perform the following actions:

+ alicloud_oss_bucket.bucket-acl

id: <computed>

acl: "private"
bucket: "figo-chen-2020"
creation_date: <computed>

extranet_endpoint: <computed>
intranet_endpoint: <computed>
location: <computed>
logging_isenable: "true"

owner: <computed>



referer_config.#: <computed>
storage_class: <computed>

Plan: 1 to add, 0 to change, 0 to destroy.

Note: You didn't specify an "-out" parameter to save this plan, so
Terraform

can't guarantee that exactly these actions will be performed if
"terraform apply" is subsequently run.

- terraform apply: $U7LAEHHIIELE

Blan, EHAE—-NN figo-chen-2020 I Bucket, BFHELETM—4 814 Bucket [
B i test.tf :

[root@test terraform-test]#vim test.tf
resource "alicloud_oss_bucket" "bucket-acl"{
bucket = "figo-chen-2020"
acl = "private"

}
ZJafEH terraform apply i HATHCE LAFRITT,

[root@test terraform-test]#terraform apply

An execution plan has been generated and is shown below.

Resource actions are indicated with the following symbols:
+ create

Terraform will perform the following actions:

+ alicloud_oss_bucket.bucket-acl

id: <computed>

acl: "private"
bucket: "figo-chen-2020"
creation_date: <computed>

extranet_endpoint: <computed>
intranet_endpoint: <computed>

location: <computed>
logging_tisenable: "true"

owner: <computed>
referer_config.#: <computed>
storage_class: <computed>

Plan: 1 to add, 0 to change, 0 to destroy.

Do you want to perform these actions?
Terraform will perform the actions described above.
Only 'yes' will be accepted to approve.
Enter a value: yes

alicloud_oss_bucket.bucket-acl: Creating...

acl: ""o=> "private"
bucket: "o=> "figo-chen-2020"
creation_date: "o=> "<computed>"

extranet_endpoint: "" => "<computed>"



intranet_endpoint: "" => "<computed>"

location: "o=> "<computed>"

logging_tisenable: "" => "true"

owner: "o=> "<computed>"

referer_config.#: "" => "<computed>"

storage_class: "o=> "<computed>"
alicloud_oss_bucket.bucket-acl: Creation complete after 1s (ID: figo
-chen-2020)

Apply complete! Resources: 1 added, 0 changed, 0 destroyed.

BeW:
WAL E BTG, # figo-chen-2020 X4 Bucket A#E(E, WIRIH#—4 Bucket; #HEfE
1£, HM Terraform @92 Bucket, WISMERES Bucket I E#HT 4R,
- terraform destroy: AJfFRidid Terraform IR Bucket,

- 8 Bucket: # Bucket A2t Terraform &, wifiid a2 S ABA N Bucket,
B\, @A main. tf BIXHF, IF5 A Bucket fHXAE R :

[root@test terraform-test]#vim main.tf
resource "alicloud_oss_bucket" "bucket" {
bucket = "test-hangzhou-2025"

acl = "private"

+
HEHM WL SN test-hangzhou-2025 X4 Bucket:
terraform import alicloud_oss_bucket.bucket test-hangzhou-2025

SENH

- W% Bucket BLEBREERHIIES% . alicloud_oss_bucket
- WZObjecthIRECEBRHIES%: alicloud_oss_bucket_object


https://www.terraform.io/docs/providers/alicloud/r/oss_bucket.html
https://www.terraform.io/docs/providers/alicloud/r/oss_bucket_object.html
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