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4.1 H P 2450k
OSS;i i fdi fflAccessKeyld/ AccessKeySecret Sl Fik il &5 1 75 12 i 56 3iF AN 1 R 1) & 3k 3 By
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7 PR R AR AR o 2 U BRI [E
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2 H PRI N By 1 OSS A ik iE R i |, T8 o &%k i iE R 1% FROSSH5 & BA% X AR 25 4 F4F
H o 5 AccessKeySecretXif 45 44 744 B BEAT N2 F= AL B iE RS . OSSR LG , St

AccessKeyld$£ 2 %} b [ AccessKeySecret , DL FER) 5 i FE S 2 4 B FNEERD , nRH 5
SRR AL — AL BRI R E R AR B0, OSSKELAAFIX KIER , FRFIHTTP

403%51% .

4.2 ftHeader A1 4% 44
P DIEHTTPIE R 34 Aut hor i zat i on fHeadersif1 44544 ( Signature ) {58, , £HHX
AN B E AL

AuthorizationZ B i1 51 J5 1

Aut hori zation = "OSS " + AccessKeyld + ":" + Signature
Si gnature = base64( hmac-shal( AccessKeySecret,
VERB + "\n"

+ Content-MD5 + "\n"

+ Content-Type + "\n"

+ Date + "\n"

+ Canoni cal i zedOSSHeader s
+ Canoni cal i zedResour ce))

« AccessKeySecret FRZE 4 ITEFEH.
« VERBH/RHTTP iRk Method , EZEAHPUT. GET. POST. HEAD. DELETEZ%,



© \n RIRBATHRF

+ Cont ent - MD5 £/RiERNAHIRFIMDSE , X[EEMNE ( ALFELER ) THEMDSE K128k
FROI30T Mz T Tbase64m g A3 o ZiE KLl T IH B AR E (HENAE
HEHREN—5) |, I"eB5eJF1ptWaXmdbijSPyxw=="", #17] I A%, 1555 WRFC2616
Content-MD5,

« Content - Type E/RiRAAMZEA | tn”application/octet-stream” , H,7] DL A2,

+ Date R/ARMUIRERET , HOAHGMTHE , 417Sun, 22 Nov 2015 08:16:38 GMT”.

+ Canoni cal i zedOSSHeader s £/l x-0ss- MRTZHIHTTP Headerft) <2 FHES .

+ Canoni cal i zedResour ce F/~H P HEZE 5 R IOSSHE K .

Hrp | DatefliCanonicalizedResource NG 2 ; U517 5K i Date i} [a| f1OS SR 55 # Y B [8] 2215
1Pl b, OSSR #HHELE RS |, FFiRMIHTTP 4034413
¥i@:CanonicalizedOSSHeaders |y Jj %
A Ll x-0ss- MRETZRIHTTP Headeryi#: s CanonicalizedOSSHeaders., ‘EHMHEFIEIT
1. 4474 Bh x-0ss- WRTZMIHTTP IR LI 4 FH4 /NG o WX- OSS- Met a- Name:  TaoBao#
i pix- oss- met a- name: TaoBao.
2. iR 2 DISTSHk 5 i AccessKeyldfilAccessKeySecret & 3 5, 7 ¥ 3R 15 il security-
tokenfil) x- oss-security-token: security-token FIERIMANTZ L FLFE T,
3. ¥ LRI BT A HTTPIER AL IR 7 10 ST 317 THFHES o
4. R IE SR SN P 2 2 T 43 WA B i IR AR AT 2545 . ix- oss- met a- name: TaoBao## sy :
X- 0Ss- et a- nane: TaoBao,
5. KA LRIN AR \ n 23R4 bk 5 5 i CanonicalizedOSSHeaders
il
=1
+ CanonicalizedOSSHeaders®] LI A%, BFERMEEH\ n,
o MRIE—A, W x- oss-meta-a\ n , FEREFH\ n.
o WRAZLZA , MU x- oss- net a- a: a\ nx- 0ss- met a- b: b\ nx-oss-neta-c: c\n , FEE&H
JAHI\ .

¥y CanonicalizedResource ] Jj i

H P & %8R v AR5 al i OSS B br ¥t JE #F1 A CanonicalizedResource, ‘BRI E AT -
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1. ¥4 CanonicalizedResource & i 25 45 B " " ;

2. i NE R OSS#E i / Bucket Name/ Qbj ect Name (415 ¥%

45 ObjectNameliijCanonicalizedResource >4 ”/BucketName/ , 11115 [7] i1, 7% 45 BucketName |
HT)

3. R AR 1 ¢ YR A5 ¢ U (SubResource) , BN T I T AL IR HUT . I/INEIRHES I
LA & Ja 53 WA HE 8 1 98 IR FF R o fECanonicalizedResource P47 B BRI o AT HE IR 7475 o
A CanonicalizedResourcellll : / Bucket Nane/ Cbj ect Nanme?acl &upl oadl d=Upl oadl d

4. WA s RTES € T & 45 5 (QueryString , #iMHttp Request Parameters) , 4
KX S AT B S R EAR Y, WNEIRHES |, LL & A0 BeAT | ¥ B2
FlCanonicalizedResourcet , 11 : / Bucket Name/ Obj ect Name?acl & esponse- cont ent -

t ype=Cont ent Type&upl oadl d=Upl oadl d,

B
» OSSH i HF % F(sub-resource)ti14F : acl , uploads , location , cors , logging , website
, referer , lifecycle , delete , append , tagging , objectMeta , uploadld , partNumber ,
security-token , position , img , style , styleName , replication , replicationProgress ,
replicationLocation , cname , bucketinfo , comp , qos , live , status , vod , startTime ,
endTime , symlink , x-oss-process , response-content-type , response-content-language ,

response-expires , response-cache-control , response-content-disposition , response-content

-encoding4f

s F%F(sub-resource)ff =FpAH :

— FFEFIR , T s acl , append , uploadld , symlink&§ , % I 5 - Bucket i =1 3¢
- Objectyig -
— 5 E iR MHeader=E% , 1l r esponse-*** | £l GetObjectfJRequest Par anet er s,
— SCff (Object ) 4bBE AR , U1 X- 0ss- process , AT SCHEMIALBE T | W B bse
RN WL

o BHMTHRERLAUN UTF- 8 183, S8 XTI L 747 B by UTF- 8 4l , FF 5
AccessKeySecr et {1 B RAE 4.

o ZZMTTEEHRFC 21044 E X HIHMAC-SHA1 71, HdiKey iy AccessKeySecret'

+ Cont ent - Type # Cont ent - MD5 FEIE R AR , (HRMNRERTFEEZIIE , = EM
W LLATAF \ n AR
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« FEFAIEHTTPHRMEE Y fiiheadertf , HATLL x- 0ss- FFkifheader , TrE NS4 745 H ; H
fldEHTTPARHEheadert i OSS Mg ( N L filrh Hx-oss-magic F Z NN L FAFERI ) o
* Llx-oss- Jfkifheaderys % 4 5 ik w75 24T & LU T ALY
— headerfl] %4 ¥ LA /NG o
— headert% 7 /¥ FH/NEKHET -
— 4y #lheader namefiivalueft] § 5 7 5 S EEH 2545 o
— fF/Header2 J5#A— MM AT4n” |, IR % HHeader , CanonicalizedOSSHeadersxl it &
¢ E N

B nAccessKeyldZ"44CF9590006BF252F707” , AccessKeySecret " OtxrzxIsfpFjA7SwPzIL

wy8Bw21TLhquhboDYROV”

R A N A BT

PUT /nelson HTTP/1.0 Signature = base64(hmac- “PUT\n eB5eJF1ptW
Content-MD5: eB5eJF1ptW sha1(AccessKeySecret,VERB | aXm4bijSPyxw==\n text/
aXm4bijSPyxw== Content- +“\n” + Content-MD5 + “\n”+ | html\n Thu, 17 Nov 2005 18

Type: text/html Date: Thu, 17 Content-Type + “\n” + Date + |:49:58 GMT\n x-0ss-magic
Nov 2005 18:49:58 GMT Host: | «\n” + canonicalizedOSSHead | :abracadabra\nx-oss-meta-
oss-example.oss-cn-hangzhou | ors+ CanonicalizedResource)) | author:foo@bar.com\n/oss-
.aliyuncs.com X-OSS-Meta- example/nels

Author: foo@bar.com X-OSS-
Magic: abracadabra

al i DUR 75 k15545 44 (Signature) ¢
python = fl4A5

i nport base64
i mport hmac
i mport sha
h = hmac. newm( " O xr zxI sf pFj A7SwPz| Lwy8Bw21TLhquhboDYROV",
" PUT\ nODBGOERFMDMz QT'cz RUY3NUE3 Nz A5 Qz d FNUYz MDQx NEMF\ nt ext
[ht M\ nThu, 17 Nov 2005 18:49:58 GMI\ nx- 0ss-nmagi c: abr acadabr a\ nx- 0ss-
met a- aut hor : f oo@ar . com n/ oss- exanpl e/ nel son", sha)
Si gnature = base64. b64encode(h. di gest())



print("Signature: %" % Si gnature)

%% 4 (Signature) -5 45 5 3% & 26NBxoKdsyly4EDv6inkoDft/yA= , [A Authorization = “OSS
“+ AccessKeyld + “:” + Signature it L) f J5 Authorization >k “OSS 44CF9590006BF252F707:
26NBxoKdsyly4EDv6inkoDft/yA="4R J5 il I Authorization sk k41 i 55 J5 75 B R 1L S 4,

PUT /nel son HTTP/ 1.0

Aut hori zati on: OSS 44CF9590006BF252F707: 26NBxoKdsy| y4EDv6i nkoDf t / yA=
Cont ent - Mi5: eB5eJF1pt WaXndbi j SPyxw==

Content-Type: text/htnl

Date: Thu, 17 Nov 2005 18:49:58 GMI

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

X- OSS- Met a- Aut hor: foo@ar.com

X- OSS- Magi ¢c: abracadabr a

i A

o IMEAE NHJAccessKeyld A fEFER Inactive , iR 11403 Forbidden, 4874 : InvalidAccessKeyld

o

o = H PR L AuthorizationfE A R AR , 1R 81400 Bad Request., 4845 : InvalidArgument

* OSSR RAMLIEAHTTP 1A HEHCMTR AR Hrp , HIWRIHER -

datel = 2DIG T SP nonth SP 4DIGA T; day nonth year (e.g., 02 Jun
1982)
Fad H g, SRV SR 2 DIGIT” . Il , “Jun 27, “2 Jun 19827 F1“2-Jun-82" #fi 7
AR5 H IS
o MRZEAPBAERIIHE , kB L A\Date sl B 453 IEH , iR 21403 ForbiddenffiR. #iRHY :

AccessDenied,

o FRNTERIIN AL AEOSS I 55 4 24 BT i 6] Z S5 #Y 15 7» B LAY, #5032 [51403 Forbidden. f&iR
5 : RequestTimeTooSkewed,

« 1R AccessKeyld&activett] , {HOSSH|Wr I /035K & 42544 481% |, W)X 1403 Forbidden , 3f:
TEIR [F1 25 FH P ifresponse i 23 F P IE B A T E0E INaE B 25 24 FAF B P AT DR
P#EOSSHIresponses ki A H CH A2 AR e B 1IEM . R ERH)

<?xm version="1.0" ?>
<Error>
<Code>
Si gnat ur eDoesNot Mat ch
</ Code>
<Message>
The request signature we cal cul ated does not match the
signature you provi ded. Check your key and signi ng met hod.
</ Message>



<StringToSi gnByt es>
47 45 54 Oa 0Oa Oa 57 65 64 2c 20 31 31 20 4d 61 79 20 32 30 31

31 20 30 37 3a 35 39 3a 32 35 20 47 4d 54 Oa 2f 75 73 72 65 61 6¢C 74
65 73 74 3f 61 63 6¢C

</ StringToSi gnByt es>
<Request | d>
1E446260FF9B10C2
</ Request | d>
<Host | d>
0ss- cn- hangzhou. al i yuncs. com
</ Host | d>
<Si gnat ur eProvi ded>
y5H7yzPsA/ t P4+0t H1HHv PEWUv 8=
</ Si gnat ur ePr ovi ded>
<StringToSi gn>
GET
Wed, 11 May 2011 07:59: 25 GVr
/ oss- exanpl e?acl
</ StringToSi gn>
<OSSAccessKeyl d>
AKI Al VAKVSMOY7 VOVRWQ
</ OSSAccessKeyl d>
</ Error>

L
+ OSS SDKEZBILE4 , M fliHOSS SDKAFRE RIS A . MG T RAES 1

s

/LI, 155 % 0SS SDKH L. OSS SDK&: 4 S ST T 4

SDK BT

Java SDK OSSRequestSigner.java
Python SDK auth.py

.Net SDK OssRequestSigner.cs
PHP SDK OssClient.php

C SDK oss_auth.c
JavaScript SDK client.js

Go SDK auth.go

Ruby SDK util.rb

iOS SDK OSSModel.m

Android SDK OSSUtils.java

« 4fEA LS , Ui OSSHk Si gnat ur eDoesNot Mat ch F5iRIN | 15Z L g 45 42 34452k
e HERRER TR o



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/main/java/com/aliyun/oss/internal/OSSRequestSigner.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/oss2/auth.py
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/sdk/Util/OssRequestSigner.cs
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/OssClient.php
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk/oss_auth.c
https://github.com/ali-sdk/ali-oss/blob/master/lib/client.js
https://github.com/aliyun/aliyun-oss-go-sdk/blob/master/oss/auth.go
https://github.com/aliyun/aliyun-oss-ruby-sdk/blob/master/lib/aliyun/oss/util.rb
https://github.com/aliyun/aliyun-oss-ios-sdk/blob/master/AliyunOSSSDK/OSSModel.m
https://github.com/aliyun/aliyun-oss-android-sdk/blob/master/oss-android-sdk/src/main/java/com/alibaba/sdk/android/oss/common/utils/OSSUtils.java

5 L ]
Content-MD5# 5. 75 12

Cont ent - MD5 14

PLHE NS A" 123456789 kit |, THH XA FFFH I Cont ent - MD5
IR

it v G SCHY SR 1) B B

1. Sett-HNDBhNEH —HEHIA (1284% ) .

2. FXXA kR Toase64gwih (1A 3200 FAFH 4D ) o
PAPyt hon i1 :

IERATHARARTD R

>>> jnport base64, hashlib

>>> hash = hashl i b. md5()

>>> hash. updat e("0123456789")

>>> pase64. b64encode( hash. di gest())

' eB5eJF1pt WaXmibi j SPyxw=="

TR

IEWH : hash. di gest (), JH5EHBERIEAL (12867 )

>>> hash. di gest ()

"x\ x1e”$] i \ xb5f \ x97\ x9b\ x86\ xe2\ x8d#\ xf 2\ xc7"

H LB R BT 320 47 B S A FEfrbas e64 4 i .
i, §5IRER - hash. hexdi gest () , TH545 2T WL 3247 745 H 4 i
>>> hash. hexdi gest ()

' 781e5e245d69b566979b86e28d23f 2¢ 7"

HHRHMDS (T Thase64 4wl fa 45 R
>>> base64. b64encode( hash. hexdi gest ())
"NzgxZTVI M QLZDY5Y] U2Nj k3OW 4Ny OGQy MYy Yzc="'

4.3 7EURLH A& %44
¥ T i il Authorization Head , HI il LIEURLHIIAZEAEE |, XA AT DUEIZURLE A 46
=7 LA ]

ST
URL%: 47~ 1

htt p:// oss-exanpl e. 0ss-cn- hangzhou. al i yuncs. coni oss- api . pdf 20SSAccessK
eyl d=nz2pc56s936** 9| &Expi r es=1141889120&Si gnat ur e=vj by PxybdZaNna%
2By T272YEAi v49%3D

URLZ 4 , W2 /D14 Si gnat ur e. Expi resfIOSSAccessKeyl d=AN24.

* Expires XAZHER—UNIXEE (B UTCH 197041 3 15 IF RN AL | # 0
Wikipedia ) , FIFARIRIZURLIGE I ] 40 OSSHk 2 XA URLIER I i 25 4 4L
EIEXpires AL , DI a1 KB N A A 14 AS . U0 4TI ) 1141889060 , FF & & A A
H#—A60F0 5 H SR HIURL |, AT L% # Expiresihf 5] 471141889120,

« OSSAccessKeyl d Bigz4H ) AccessKeyld,


https://en.wikipedia.org/wiki/Unix_time
https://en.wikipedia.org/wiki/Unix_time

+ Signature RRBEAELE. IrAMOSSIRHERFI&FiHeader2 4 , TEURLH #7505
Wy Headern g 4y 4 42 N SIE S AR —FE
url encode(base64( hmac- shal( AccessKeySecret,
ERB + "\ n"

CONTENT- MD5 + "\ n"

Signature =
VI
+
+ CONTENT- TYPE + "\ n"
+
+
+

EXPI RES + "\ n"
Canoni cal i zedOSSHeader s
Canoni cal i zedResource)))

Hrp |, Hheader &2 AL EEX AT

— EURLE SN, Z i Date 24 il Expires 244 .
— R FR N YEURLFIHead 41425 44
— WL A Signature , Expires , OSSAccessKeyld B IE—¥k , LLEE— U bk,
— ARSI UL R N A2 A I T Expiresif 7] , SR FREIESS 44
— AL AR B |, R FurldE{Turlencode
o G PURLE £ B, F8iEiisecuri ty-token , S :

htt p: // oss- exanpl e. 0ss- cn- hangzhou. al i yuncs. coni oss- api . pdf ?
OSSAccessKeyl d=nz2pc56s936** 9l &Expi res=1141889120&Si gnat ur e=
vj byPxybdZaNnza%2By T272YEAI v4%38D&security-token=SecurityToken

ARAS
URLH #0145 44 B pythonzn i) (5D

i nport base64

i mport hmac

i mport sha

import urllib

h = hmac. new( " O xr zx| sf pFj A7SwPzI| Lwy8Bw21TLhquhboDYROV",
"GET\ n\ n\ n1141889120\ n/ oss- exanpl e/ oss-api . pdf ",
sha)

urllib.quote (base64.encodestring(h.digest()).strip())

OSS SDKH it TR fEURLAZE Z /Y 771k , i 7715152 %6 SDKS 2 42 AL A1 S04

OSS SDKHJURLZ: #4523 , iHSH £ ¢

SDK URL%: 44 75 S
Java SDK OSSClient.generatePr OSSClient.java
esignedUrl

Python SDK Bucket.sign_url api.py



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/main/java/com/aliyun/oss/OSSClient.java?spm=a2c4g.11186623.2.6.30uUQV&file=OSSClient.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/oss2/api.py?spm=a2c4g.11186623.2.7.30uUQV&file=api.py

SDK URLA: 4 77 SHLAE
.Net SDK OssClient.GeneratePr OssClient.cs
esignedUri
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl object.js
C SDK 0ss_gen_signed_url 0Ss_object.c
MR

EATEURLPZE AT, SR VR B e SIS 1] LA A R 7E IR b, 1 S 1Ak i A
PR -

PUTHIGET#HR R FFAEURL 1254

TEURLFRINZ: 4415, Signature , Expires , OSSAccessKeyld)ifiJ7 ] LIAZ e , {H 2401 5
Signature , Expires , OSSAccessKeyldik/H i i) —/ 5% 24 , ik 1403 Forbidden, 44i%
5 . AccessDenied,

TSR ] A 224 i I 50 B 4 5K B E A Expiresitf ] , 3k [11403 Forbidden. 4% : AccessDeni
ed,

R Expiresif [a)#g 2045 1% , I8 11403 Forbidden, 4&%i%fY : AccessDenied,

A URLF 45 24 Signature , Expires , OSSAccessKeyldH fj— e & 24 , If HHead s,
&2 E, |, R E400 Bad Request., 4&i%f5 : InvalidArgument.

RS TR, BDatetl i il Expires 240 4h |, 11588414 content-type. content-md5%;
A E i Header (iR BARTIR A Datex MK L, (EAFHE K Date i N34 745
F) o

4.4 Il B AU ]

STSH 4

OSSHI LIl FT L ZSTSHR S , i gEf7 84X . FTHLZSTS ( Security Token Service ) & h =
T PSRRI I 1) 4 R Web R S5 . i8I STS |, 0 LIk 25 =7 b F SR A & (P B
BACER ) ML A H E NIRRT 5T 55 =77 B T sl R P i] AGE A2 05 1R AEIE

PR PR L 27 AP, o 8T B 2% 7 A g SDK R ] 227 AP

o GO BBEE K IR (AccessKey ) 4445771
Y= 7 B BT

U A A B AR


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/sdk/OssClient.cs?spm=a2c4g.11186623.2.8.30uUQV&file=OssClient.cs
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/OssClient.php?spm=a2c4g.11186623.2.9.30uUQV
https://github.com/ali-sdk/ali-oss/blob/master/lib/object.js?spm=a2c4g.11186623.2.10.30uUQV&file=object.js
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk/oss_object.c?spm=a2c4g.11186623.2.11.30uUQV&file=oss_object.c

o XA R RAR K A RBRER T DL S E RE X
o BEATFEOC ORI M, U5 AR B R B 3R
Plapp A6 , &2 B FE -

2.# % AssumeRole

LAPPAFER R (& & SURA K oA i 9 0 )
ADDRP . 1. e ikl
4.ClientApp# ASTSE3E HATAK 3iABISTSHE4E A
5. 5L 4F HSTS TE1E Bp =T #3247 40 49 OSS APl K .
]| oss

T EBEARE R R

1' Appﬁa)ﬂﬁ}%o
EPHCEHAppH T, HEX S EMRS , ol LI /M#EWeblik 5 5;OpenlD, X} F &/
AR App PR UE , AppServersg ] DL Y] E SCH > App F - 15 /NT7 T AR

2. AppServerifskSTSR S AREL— 2244 ( SecurityToken ) o
TEVAHISTSZ | , AppServerds ZifixE App i F s /M5 AR ( I PolicyiE kiR ) DU AR
I E] . B HSTSHAssumeRole ( 3 fifh ) £ 1 RRIL 240

3. STSik %5 AppServer—ANGRLHAIVE FIAEIE , 3% — >4 4 ( SecurityToken ) « i ) 3%
] ( AccessKeyld. AccessKeySecret ) D)}z HIET [a] .

4. AppServer¥ i [l 4EiiF ik 5] 25 ClientApp.
ClientApp ] LZZF7X AN FEIUE. Y4FEIERZE , ClientApp s Z | AppServer H1i# B 1A %17 )4
WEe Fbtm , o5 mISEUEARGE 1/, HB4 ClientAppr] L 4aE304>4f ] AppServerif 3K B #7ij [1] 5%
iE.

5. ClientAppf{ii Fil 4% 122 17143/ [ 45 F £ & sk Alibaba Cloud Service APl, Z k44 B4nSTST )4
WE , HS MRS TSRS R UETH SEIE |, FFIEMfm R g R .

STSZAA MR |, 11125 RAMUE T ) g o p3m

E] B


https://help.aliyun.com/document_detail/28649.html

fnT L S TSIk 95 #2 1 AssumeRole kAR A 84 U5 FAEHIE , t T DLE 3 H STS SDKORIH %77
P
{3 FISTSRIEMIE S A TH K
P % P i E B STSIEIHEIES |, i Horpr 22441 ( SecurityToken ) LUK I i 1] 2%
% ( AccessKeyld. AccessKeySecret ) #2545, BALT %54 A 7 5 BEAE FAR K5
flAccessKey y:Headerj fiy £ & FEA 3L, SRHETERBI R

FH P {55 T 1A 25 44 354 S S TSR LRI I35 0] 2740 ( AccessKeyld. AccessKeySecret )

P 2o 2 a4 Mt ( SecurityToken ) #5H77ETE Rheaderth s # Uil R 28 AL A URI

Ho XMFPEA I REEREH— , WR#ESE | OSS&ik [l InvalidArgument i

— fEheaderdif & 3Lfx- oss- security-token . SecurityToken. 525
#,CanonicalizedOSSHeadersk} , ¥x-oss-security-tokenit & 1EN o

— 7EURLF i S securi t y-t oken=Securit yToken, &%

#,CanonicalizedResourcelli , ¥;security-token:4 fif—/~sub-resourceit&7EN o

4.5 BucketF{ [R5

OSS#£HEACL ( Access Control List ) ARz /77 , OSS ACLEEf:BucketZl Hil AL BRI A1 ¥
Bucket H §i 5 =#0i5 MR : public-read-write , public-readfilprivate , ‘B4 XNF :

R HiSL 44 AR T B
publ i c-read-write e o BTN (IS E AT )

] PLx}iZBucketdr it Object
BEAT B B ERAE o

JIT A X LA e AR R 2
Z%Bucket{jOwner & .

L\\
M

publi c-read

v A «  HA5iZ%BucketftjOwners} %
AU G 0] LA
[ Objecti# 175 /BRI
AN (EHEEATE ) 7T
LA Object#f 17 B4 o

private FAEEE «  J47i%BucketffjOwnersl %
B G 0T DU e Herp
) Objectift 1715/ 5 /M Frdd
ko



https://help.aliyun.com/document_detail/28763.html

BURAE HCARR AURRAS 5 i &5 g R

o HAAFERZSFAUE B
NGk HiZ%Bucketh )
Object,

-
|:| B
o H P alEE—Bucketh} , @1 A5 EBucketi [ , OSS4: H 3 41%Bucket iz B private i fi .

o XT—ABLFERBucket , HA BRGNS T LI OSSH) Put Bucket Acl#% I1& %%
BucketfA R




5 XFBucketf#:

5.1 PutBucket
Put Bucket 1 1 T8 Bucket ( AHFEATIIN ) o

B Bucket Fr7ER) Region F1%i£1# 3K Endpoint Frxf i) Region —&(. Bucketfir{E 4
HUbBiE)S , ZBucket b i T Ay Objectl— BLAF I FE X L Region. FRIETHZ: Wi il s 45 A 0>

o

TARIER

PUT / HTTP/1.1
Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Date: GMI' Date
X-0ss-acl: Perm ssion
Aut hori zati on: SignatureVal ue
<?xm version="1.0" encodi ng="UTF-8"?>
<Cr eat eBucket Confi gurati on>
<St or ageC ass>St andar d</ St or aged ass>
</ Cr eat eBucket Confi gurati on>

YA

ZN /]|

A LA Put 355K x- oss- acl header ki B Bucketifi LR . H HiBucketfy i AL
& : public-read-write , public-read % private.

UnAR Q) Bucket BeA 45 &V FIAR , MIBRINGEA] Private AR .

ARG Y Bucket SFA 4 HLTE , 3R H1400 Bad Request {8, £51#1% : InvalidBuc
ketName,

MR P& PUT Bucket iR ICA N B P BHIERE B, W3R 1403 Forbiddenil B.. iR
5 . AccessDenied,

[ — F ;76 [l — Region £ a4 #:30 4MBucket, 15481330 4 , iR [71400 Bad Request
HE. #5265 . TooManyBuckets,

)& Bucket , 1] D135 %€ Bucket [AFEEZEA | vk {E ASt andar d. | AfiIAr chi ve,

Bzt Bucket , W] D145 %€ Bucket IS HE A 25#Y ( DataRedundancyType ) , W[ iE{E ALRS ( 4%
MR KA, BRINE ) « ZRS ( FIRAE R KR ) .

R

PUT / HTTP/ 1.1



Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com
Date: Fri, 24 Feb 2017 03:15:40 GVl
X-0ss-acl: private
Aut hori zati on: GOSS qnéqrrgxo2oawuk53ot fj byc: 77Dvh5wgl j W wO' Ky Rt 8dOPf o
8=
<?xm version="1.0" encodi ng="UTF-8"?>
<Cr eat eBucket Confi gurati on>
<St or ageC ass>St andar d</ St or ageC ass>
</ Cr eat eBucket Confi gurati on>

BB 7R

HTTP/ 1.1 200 OK

X-0Ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2017 03:15: 40 GMI

Locati on: /oss-exanple

Content-Length: O

Connecti on: keep-alive

Server: AliyunGCSS

5.2 PutBucketACL
Put Bucket ACL$ 1 HI T 1& i Bucketifs [ A BK

H wiiBucketfs =Fii/i [a] AR : public-read-write , public-readfiprivate. Put Bucket ACL# /1
Putifsk 1 ) “x-oss-acl” 3ok i B o XM E1E R A ZBucketf G @8 AAURBAT. IS4 AE D) , W

R [E200 ; 7500 3% WA B A SR A AN s 5 R o
[CENRES
PUT /?acl HTTP/1.1
X-0ss-acl: Perm ssion
Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com

Date: GMI Date
Aut hori zati on: SignatureVal ue

Wi A

* JnlRbucketfF7E , KEMHFHIAURM CARRA—HE , JF HilR &k E bucketfl A& I o #%1H
RAZUAEbucket N4, (HE2 HFAUR -

© IR P &GEEPUt BucketiF R , A 5 NP EIERS B , i2[E1403 For bi ddenif . 4
=#g : AccessDeni ed,

o WRERFAX- 0oss- acl 3L, I HiZbucketOAETE , B TidR RS | M4k
JEibuckett FRANE o



il
AR

PUT /?acl HTTP/1.1

X-0ss-acl: public-read

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 03:21:12 GMVI

Aut hori zation: OSS gn6grrgxo2o0awuk53ot f j byc: KUSh8YMJUC78M30dXqf 3J
Xr TZHi A=

R E R

HTTP/ 1.1 200 OK

X-0Ss-request-id: 534B371674E88A4D3906008B
Date: Fri, 24 Feb 2012 03:21:12 GVl
Content-Length: O

Connecti on: keep-alive

Server: AliyunCSS

WRZ B ENBURAAAAE , 711400 Bad Requestiff &
BBR [ R

HTTP/ 1.1 400 Bad Request

X-0Ss-request-id: 56594298207FB304438516F9
Date: Fri, 24 Feb 2012 03:55: 00 GV
Content - Length: 309

Content - Type: text/xm ; charset=UTF-8
Connecti on: keep-alive

Server: AliyunG0SS

<?xm version="1.0" encodi ng="UTF-8"?>
<Error>
<Code>Il nval i dAr gunent </ Code>
<Message>no such bucket access control exists</Mssage>
<Request | d>5***9</ Request | d>
<Host | d>***-t est . exanpl e. conx/ Host | d>
<Ar gurmrent Nane>x- 0ss- acl </ Ar gumrent Nanme>
<Ar gunent Val ue>err or - acl </ Ar gunent Val ue>
</ Error>

5.3 PutBucketLogging
Put Bucket Loggi ng#% 1 HF 4 Bucket JF Ja i i) H &ic s ik -

Vil HAEIE TR R G, OSS ¥ H shid &7 HiX 4> Bucket iFRITEAIEE | JFE A P32 1)
U, DUANE R s fsi ) H & AR A —A> Object 5 A 45 E /) Bucket,

Wi
OSS #2fit Bucket 1[0 H &1 H #9424 T 7 {# Bucket f1#04 & HA#AI54T Bucket {15 [H]17
Ao OSS $2{if Bucket ijj 1] H A PRUEIC 38— 5515 M5 B o



TRIER

PUT /?l ogging HTTP/ 1.1
Date: GMI Date
Cont ent - Lengt h : Cont ent Lengt h
Cont ent - Type: application/ xm
Aut hori zati on: Si gnatureVal ue
Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
<?xm version="1.0" encodi ng="UTF-8"?>
<Bucket Loggi ngSt at us>
<Loggi ngEnabl ed>
<Tar get Bucket >Tar get Bucket </ Tar get Bucket >
<Tar get Pr ef i x>Tar get Prefi x</ Tar get Prefi x>
</ Loggi ngEnabl ed>
</ Bucket Loggi ngSt at us>

ikt % (Request Elements)

# 5-1: JERoLR

E 3t poaa P g
Bucket Logg | 72 £ i ] F RS L 28
i ngSt at us T-I0% : LoggingEnabled
RILHE T
Loggi ngEna | 28 i Vil & fE B A . XA TCRIETF AN
bl ed B, KPR R
FIt# : TargetBucket, TargetPrefix
AL L : BucketLoggingStatus
Tar get Buck | 4§ LEFF AT | #5527 1 H 28 Bucket.
et B GLTE | FoE L
At % : BucketLoggingStatus.LoggingEnabled
Target Pref | =4F g P8 B T LR ORAF A7 1) H 25 ST SR
I X TR L

R JtE : BucketLoggingStatus.LoggingEnabled

FEfE Vi) H R IE %/ Object iy 44 A0
<Tar get Pr ef i x><Sour ceBucket >- YYYY- mrmm DD- HH- MMt SS- Uni queSt ri ng
&g | TargetPrefix A FA38%E ; YYYY. mm. DD. HH. MMFISS4)54&i% Object #i 47

RHERTRLIECF R4, A H ANE. Sh6RRIE (EERERTEC) : UniqueString Jy OSS S5k ity
TR



—ANSEBR T A7k OSS 15 HkHY Object ZFKamfl 4T

MyLog- oss- exanpl e- 2012- 09- 10- 04- 00- 00- 0000

LRI, MLog- #R I PHEE Object §i ; oss- exanpl e #7U Bucket (1 &7 ;
2012- 09- 10- 04- 00- 007 % Object Pl EI AL FEI 1] ; 0000477 OSS F itk il 745

o

LOGIC A% 3%

# 5-2: LOGI 4% 35X

SRR 1l Cpd

Remote P |119.140.142.11 R AT IPHEHE ( Proxy (HH sl 2 i
FRES BRI T B )

Reserved - PR B

Reserved - TR B

Time [02/May/2012:00:00:04 +0800] | OSS Wik 1l

Request-URL

GET /aliyun-logo.png HTTP/1.1

P PR URL ( f24% query-string )

ms)

HTTP Status | 200 OSS i [H ) HTTP k284
SentBytes 5576 M\ OSS F#Am &
RequestTime (| 71 SERASUIE RIS R] (227 )

R o F
Referer http://wmv. al i yun. com IR HTTP Referer
/ product/ oss
User-Agent curl/7.15.5 HTTP /) User-Agent header
HostName oss-example.regionid.example | i ki |a]1% 4%
.com
Request ID 505B01695037C2AF032593A4 | I T Mi—hr~iZiE =k ¥ UUID
LoggingFlag  |true FEARTFE TV HEIRE
Requester 1657136103983691 R FEWHR R ZID ; B4Rk <7
Aliyun ID
Operation GetObject P iyl
Bucket oss-example 1ER 5 Y Bucket 485k




HIR il G
Key /aliyun-logo.png H P iR E Key
ObjectSize 5576 Object K/
Server Cost |17 OSS JIg 55 AL BAYIE R BT AL I H] ( 27D )
Time (ms)
Error Code NoSuchBucket OSS iR [Hl g4 iR
Request 302 P iER I B ( Byte )
Length
UserlD 1657136103983691 Bucket #i 5% 1D
Delta DataSize | 280 Bucket o/ NS ; BRA ALY <7
Sync Request |- S5 CDN [HlJiEsK ; AR “7
Reserved - {8 =B
MR

« Ji Bucket Fi1 H #x Bucket o508 T W —H o GnSRJE Bucket N7EFE , OSSR ISR TS
NoSuchBucket.

* I Bucket Fil H#r Bucket h75Us T[] — Ml , SR EI400451R , #5655y © InvalidTar
getBucketForLogging.

» i Bucket Fil H4x Bucket [ LI [A]—/~Bucket , #1 7] LI [F ) Bucket ; F = il LIt 24~
Bucket ] LOG #f-777E Rl —/ H#x Bucket Ny ( @il & A H TargetPrefix ) .

* I Bucket BBRIE; , X R2HG Logging AL M o

o FHFIREEREE Y | “BucketName” #REETF 14 18] H i 3% 9 Bucket ; “TargetBucket

" i M H RIS EAP K Bucket ; “TargetPrefix” J7R 7741 i H it % ) Object £ Fx i

2, RIS,

« 2Rp—A4 Bucket {5 i) H R id sk DhRERT , HEER % —4~ %) BucketLoggingStatus Biw] , B
RTTEERT A2 2% T T A i R 1

o R P FfE T Content-MD5 iR 3L , OSS 41144 Body f) Content-MD5 Ff46#& —#i4k: ,
RA—5, ¥R H InvalidDigest 451215

« == PUT Bucket Logging

W i PUT Bucket Logging i&>R.Mir 2545 , BIASSCREE 415



ZN /|

B 4R PUT Bucket Logging ik & 235 A& I Bucket (1=K~ #1/#) BucketName ) f#
A% , OSS R [E40355 1R
B 1R PUT Bucket Logging iR & #2 & A~ Hn Bucket (&K~ #H i) TargetBucket
) BIPA , OSS ik [11403 ; W2k H o5 Bucket AfFAE , OSS & [EI§iRHD : InvalidTar
getBucketForLogging.
B {1:E PUT Bucket Logging &>k T HIXMLAEE: | R H4512F : MalformedXML,
— OSS LOG

W OSS LI/ B 42 5 Bucket 95 [HIH) LOG SCHF |, {HIFASFRIXA /NI BT AT 1R AT
FRAKA/NI ) LOG ST, WA T REHBUE E— A8 T —MLOG A+

W OSS Ay LOG i MU ) “UniqueString” {X {2 OSS JyH Az iy UUID ,
FME—IR IR

W OSS A: A~ Bucket Jj M) LOG CF , FAF—k PUT #4F | R H AR 2N, B
Aeies AT E. LOG Ea)s , Al LI @R Object SR #:AEX L LOG 3L
G

W OSS LML A LA “x-" IF 2k query-string 24§ , {HiX4> query-string S CRAEDT 7]
LOG o MIRIRAEMERMTI R HES , bros—MEERER , 7T LIE URL Higsin—A4
“x-" JF2kH query-string 244, 40
http://oss-exanpl e. regi oni d. exanpl e. cont al i yun-1 ogo. png
htt p://oss-exanpl e. regi oni d. exanpl e. com al i yun-1 0go. png?x- user =
adm n
OSS 4bFE EHIPIAER | 45 RE R (HRAED R LOG |, fx] LLsd# &R “x-
user=admin” , fR75 {1 E fr tH 2213 AR B X AR o

W OSS (1) LOG Wy {EA—AF B , ARRTREHIN 7, T RARARIEIE SO T Y /i iR i T

B
W AREFEK , OSS i) LOG MUKk STERARASIN—LL 7B , 15T ZEIT 4 Log ALFE T H I
% R HEA R PR

F¥ )3 Bucket 1 i) H & iE R~ )

PUT /?l ogging HITP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com
Content - Lengt h: 186

Date: Fri, 04 May 2012 03:21:12 GVl



Aut hori zati on: OSS qnéqrrgxo2oawuk53ot f j byc: KUSh8YMJUC78M30dXqgf 3J
xXr TZHi A=

<?xm version="1.0" encodi ng="UTF-8"?>

<Bucket Loggi ngSt at us>

<Loggi ngEnabl ed>

<Tar get Bucket >doc- | og</ Tar get Bucket >

<Tar get Pr ef i x>MyLog- </ Tar get Pref i x>

</ Loggi ngEnabl ed>

</ Bucket Loggi ngSt at us>

BB 7R

HTTP/ 1.1 200 OK

X-0Ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GV
Content-Length: O

Connecti on: keep-alive

Server: Aliyun0SS

%141 Bucket 15 1] H & #iER 7~ :

PUT /?l ogging HTTP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Cont ent - Type: application/xm

Content - Length: 86

Date: Fri, 04 May 2012 04:21:12 GVl

Aut hori zati on: OSS qnéqgrrgxo2oawuk53ot f j byc: KUsh8YMJUC78M30dXqgf 3J
Xr TZHi A=

<?xm version="1.0" encodi ng="UTF-8"?>

<Bucket Loggi ngSt at us>

</ Bucket Loggi ngSt at us>

314 1 b

HTTP/ 1.1 200 OK

X-0Ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GVI
Content-Length: O

Connecti on: keep-alive

Server: AliyunGSS

5.4 PutBucketWebsite

Put Bucket Websi t e [1 T —/-bucket B B ii#H S M B FEE R , DU BB BEEE AL .
website

website i [1 24 A IRE

o WEBAT BERINA04TT .

& ERoutingRule, RoutingRule ] kH5 i 3xx Bk HLIN L) K % 18] JEAR ] o



website == A4 :

<Websi t eConfi gurati on>
<l ndexDocunent >
<Suf fi x>i ndex. ht m </ Suf fi x>
</ 1 ndexDocunent >
<Er r or Docunent >
<Key>error. ht m </ Key>
</ Err or Docunent >
<Rout i ngRul es>
<Rout i ngRul e>
<Rul eNumber >1</ Rul eNurrber >
<Condi ti on>
<KeyPr ef i xEqual s>abc/ </ KeyPr ef i xEqual s>
<Ht t pEr r or CodeRet ur nedEqual s>404</ Ht t pEr r or CodeRet ur nedEqual s>
</ Condi ti on>
<Redi rect >
<Redi rect Type>M rror </ Redi rect Type>
<PassQueryString>true</ PassQueryString>
<M rror URL>htt p://ww. test.conl </ M rror URL>
<M rrorPassQueryString>true</MrrorPassQueryString>
<M rror Fol | owRedi rect >t rue</ M rror Fol | owRedi r ect >
<M rr or CheckMi5>f al se</ M rr or CheckMdi5>
<M rror Header s>
<PassAl | >t rue</ PassAl | >
<Pass>nyheader - key1l</ Pass>
<Pass>nyheader - key2</ Pass>
<Renmpove>nyheader - key3</ Renove>
<Renmove>nyheader - key4</ Renove>
<Set >
<Key>nyheader - key5</ Key>
<Val ue>nyheader - val ue5</ Val ue>
</ Set >
</ M rror Header s>
</ Redi rect >
</ Rout i ngRul e>
<Rout i ngRul e>
<Rul eNumber >2</ Rul eNunber >
<Condi ti on>
<KeyPr ef i xEqual s>abc/ </ KeyPr ef i xEqual s>
<Ht t pEr r or CodeRet ur nedEqual s>404</ Ht t pEr r or CodeRet ur nedEqual s>
<I ncl udeHeader >
<Key>host </ Key>
<Equal s>t est. oss-cn-bei jing-internal.aliyuncs. conx/ Equal s>
</ I ncl udeHeader >
</ Condi ti on>
<Redi rect >
<Redi r ect Type>Al i CDN</ Redi r ect Type>
<Pr ot ocol >ht t p</ Pr ot ocol >
<Host Name>www. t est . conx/ Host Name>
<PassQueryStri ng>fal se</ PassQueryStri ng>
<Repl aceKeyW t h>pr ef i x/ ${ key}. suf fi x</ Repl aceKeyW't h>
<Ht t pRedi r ect Code>301</ Ht t pRedi r ect Code>
</ Redi rect >
</ Rout i ngRul e>
</ Rout i ngRul es>



</ Websi t eConfi gurati on>
R

PUT /?website HITP/ 1.1

Date: GMI' Dat e

Cont ent - Lengt h : Cont ent Lengt h

Cont ent - Type: application/xm

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Aut hori zati on: SignatureVal ue

<?xm version="1.0" encodi ng="UTF-8"?>
<Websi t eConfi gurati on>
<I ndexDocunent >
<Suf fi x>i ndex. ht m </ Suf fi x>
</ I ndexDocurent >
<Err or Docunent >
<Key>er r or Docunent . ht m </ Key>
</ Err or Docunent >
</ Websi t eConfi gurati on>

Bkt ( Request Elements )

B KA iR IR
Websi t eCon Ko R P
figuration R T
| ndexDocunent A BRINFE T2 BEM
AZF5 5 WebsiteConfiguration IndexDocument.
ErrorDocument.
RoutingRules =/ %
wEDRE—
Suf fix TR | BUAED BEM ST
WRBCE , WP E LLERIE (/) 4521 | IndexDocumentds g
objectif &4 iR Iml H R IN E T . A Z0EE 5E o
AR F5 A - IndexDocument
Error Docunent o 404 71 TH Y 2 BEM
A2 5 5 - WebsiteConfiguration IndexDocument.
ErrorDocument.
RoutingRules=/~%
wEDRE—
Key A 404511 BEHEM LR
WRFEE |, W B] ) object ANFEFE I I i 8] | ErrorDocuments &
404 BT T - B A Z0FE RE o
¥ & ErrorDocument




Rout i ngRul es Ay RoutingRulef#) 75 4% FEAM,
A2 F5 & - WebsiteConfiguration IndexDocument.
ErrorDocument.
RoutingRules =4~ %%
BESIEE
Routi ngRul e EaE ¥ E BRI B3 AR MR | 4 |/
E5/-RoutingRule,
A2 5 5 - RoutingRules
Rul eNunber IEE% | ILECAITRoutingRulefl) 75, DCHCH | A5, I H
SRR S H e VCECHUN] . anSRICEC | RoutingRule#s &€ st
B, WSAT BN | 5 SRR | AR E -
(e
AZF5 5 - RoutingRule
Condi tion e NI LS BHEM, ST
WARAE E R IEH R, M BAT . e | RoutingRule#s g B
Haw FBANTRRARRS , WHEA | LITEE.
AR R A VL RL .
AZF5 5 - RoutingRule
KeyPrefi xEqual s | 45 JUA DL BT 28 object A BE VT BLb AN o | &5
A F5 A - Condition
Htt pErrorC HTTPAR |3/ 1al45 & object ik Bl it status 7 BE DT AL | 75
odeReturne A5 B0 4 Bk LN B0 I PR, i
dEqual s FBLL 404,
A ¥ & - Condition
IncludeHeader |788 | RAgilkaA T Eheader , A hIE | %
EAERT , A REVCECHEFLIN . e Zws o] DLE
ZEE5),
R T A Condition
Key FRE | RAERPEE T lkheader , HIER BEM, SLTTR
Equalstis @Al , A fE DT ECHHLN] o IncludeHeader$g ¢
AT & ¢ IncludeHeader B sl TS € o
Equal s AR | RAERPAE TKeyfs€header , H | A&, LA

{E 4G ERI(ERT , A RENT ALIL ML

S o
2L

T /A : IncludeHeader

IncludeHeader#s %2
IF A Z0FE RE o




Redi rect W | SREIRLALIE T B P
A F5 1 1 RoutingRule RoutingRule#g & i
WIS SE o
RedirectType |=effet | 4HGEBRFIORM  IUELAUALIFILI, | A %M, T8

Mirror ( #5185 )

External ( #hiBk4%: , BIOSSLy iR Il
—/NIXXiER |, TREBEE R A
Hke )

Internal ( #FBkE: , RIOSSL R T
FLIIPKE T 1] object 1 546 ki 3 Ah—A~
object2 , A4 H 15 ] i) f&object2
o)

« AIICDN ( ffH =CDNk#% , ZEHTF
BT B CDN.  HExternal AJm] H)
OSS& A4 A I—/~header. [iH z
CDNiH &3] tkheader 52> 35 Bk4E F)
e R |, AR 25 A PRI B4
P, AR 3xx Bk 1 >R IR ] 45 %%
Fo )

A5 & : Redirect

Redirect}s & i A7
feE

PassQueryString

boolZ%l

PAT B B BR BRRT |, SRR TN A
IR IERSH , Bftruesi #false,
Pt ROSSH 54 115 R &4 7a=b&
c=d” , Jf HULTisk & Mtrue , TR 40 R
23024 , I 7EBkE: ) Location L H
STIMIER S5 407 Location:www.
test.com?a=b&c=d” , BkiLAT0 BA4% (% 5]
U5 DT S A Il 0 R 2 1T i
BME : false

A5 5 Redirect

17|

M rror URL

TAEH

H A 7ERedirectType AMirrorfif & X, #
FNBEAG BT PR R it o

T Lihttp://a%3% https://FF3L , W% LLIE
Pk (1) 458 , OSSATEM F4FEf [y 3
fill_b-jm_Fobjecti4 gl JEurl . FLands
EMhttp://ww. test.coml , {jH]
ffjobejctZ"myobject” , i [Hl Y furl A

BEM, MR
RedirectTypei

Mirror I .AZ5i 45 &




http://ww.test.conl nyobj ect

, MRIgEAht t p: // ww. t est . conl
dirl/ , B mEPERurlHht t p: /[ v,
test.com dir 1/ nyobject,

R F5 A - Redirect

M rror Pass
QueryString

bool%l

EPassQueryStringfE il , ettt
PassQueryString , 16 2 5 7£RedirectTy
pe A Mirrorfis A 5% .

BRNE : false

A2 F5 A Redirect

M rrorFol |
owRedi r ect

bool#l

WG mFAR R 45 SR 3xx , S 1 B4k
LBk 345 € I Location K B4 -

Fean & R EAR B JEIE R I, Jn SRR R [l
7302, Jf H55E T Location. 4RI
true , Mijoss2 441 3k Locations & H Hy
HE (w2 B0 K, n k10, )
R EEHR R ) o iR Afalse , AEA4
OSSHt£rik 91302 , Ff-#4Location&E 1% H
%, HA7ERedirectType FyMirroriif 455 .
BRINE : true

A ¥ & Redirect

57|

M rr or CheckMl5

boolZ%l

BB B JFbodymd5.

2 35 htrue HF 2SR [H] i response H1 4
A Content-Md5:L ) , OSSH: e BRI %%
PEmd5 75 5 lhheader DT |, 41 5L DT
B, MAEfEfEoss . H A 7ERedirectTy
pe A Mirrorfst A2 5% .

PRIME : false

A2 77 5 - Redirect

i

M rror Headers

o
b

F 48 € 5i % BRI 7 ifheader. HUA
Y RedirectType AMirrorfisf 454 o
A5 5 - Redirect

57|

PassAl |

bool%l

L E R A header ( B T IRE
i L headerl) ¥, L) oss-/x-0ss-/x-drs-JF
sk#header ) 2|Ev5. H A 7ERedirectTy
pe JgMirrorfis A% .

BN : false

AZF5 5 MirrorHeaders




Pass

TAEH

EAEYR E header Ry, , :&2101 , &
~header £ 10241575, F4F
409, A-Z. a-zDI K. HA7TE
RedirectType JyMirroriif 4254 .

2

|

Renove

THEH

7 & : MirrorHeaders
2 b iE R Efheader B JEYE | XANF
BLES , &£104, —fk5PassAll
—iffdi . £/ headerk %1024
ANFF, PR S PassHlfE . HATE
RedirectType AMirrorfisf 454
AZF5 5 - MirrorHeaders

Set

wE— A headerf& 2| il , ANEHR
TR IX B ds SE fheader , BRI #5415
Hixtheader, AW LIEE , 5£10
4., HA7ERedirectType JyMirrorfsf £ % .
A5 A - MirrorHeaders

57|

Key

i Eheaderfiikey , £ 1024 N%F |, &
8 Passilil . S 7ERedirectType sy
Mirrorif 4255
AZF5 5 - Set

AHMF BT
Setii %€ I W JiHE E

Val ue

TAEH

% Bheaderffjvalue , £ 10241

T, AREHI\N\n” . KA {ERedirectType
JaMirroriit A%

AT & Set

AEM BT
Seti & I Wit
E

Pr ot ocol

Bl P . A REERE Ahttpak;
Fhttps. Fuani b)) S Atest |, 5E Bk
#HF|ww. t est . com, [ HProtocol=
B hhttps |, FB4Location=k fht t ps
//www. test.comtest, HA
Y:RedirectType }Externalsl# AlICDN
R

e

A1 1 1 Redirect

|

N1

BEME .Y
RedirectType 4~ 2l
Externalzf# AliCDN
A AR«

Host Nane

BeEE I R4 |, T EAF
EIRAMNT . LLan s ]

ftjobject fytest , Protocol fyhttps , Hostnam
E ww. t est . com, Ff4Locationsk
https://ww. test.comtest., Jf

AEM 4
RedirectType iy
&kternal sl FAlICDN
I 246 E




YrRedirectType }Externalsf# AlICDN
3L
AT & ¢ Redirect

HtpRedire HTTPAR | BRAL IR RS AS , BE N30T, 30280 | A4t &
ct Code Ny 307. Hf5{ERedirectType }Externals#% |RedirectType sy
AliICDN A% o Externalaf % AliCDN
R F7 5 - Redirect I 75 B8 E o
Repl acekey FAFH | Redirectifyiit fFobject nameliy sty | M L 4
Prefixwth FAORIXAE . WRFH R ZNHXA | RedirectType s Jg
P4 B N\ 7Eobject namdef) & Hij 1 Externalsf# AliCDN
ReplaceKeyWith#liIReplaceKeyPrefixWith | s 75 245 & -
XA R R
Felndg & 17 KeyPrefixEqualshjabce/ , 15
E 1 ReplaceKeyPrefixWith #def/ , H
2N 515 [l B object > abe/test. txt A
2 LocationzLIAht t p: /7 www.
test.com def/test.txt. HA
Y£RedirectType ;Externalsi & AlICDNH}
HERL
R F5 4 - Redirect
Repl acekeyWth |=4Fs: | Redirectffji}fobject namefs B x4~ | A 44 , 2rectType

{6, ATRACRPR R ( H R SCR AR B B
key} , fRFEH ZiE K ifjobject name ) .
ReplaceKeyWithFIReplaceKeyPrefixWith
AT AR

L % & ReplaceKeyWith >4 prefix/
${key}.suffix , i ] fjobject ftest , HE

2 LocationsLIl ht t p: / / www. t est
.comprefix/test.suffix, Hf
¥£RedirectType HExternalsi & AlICDNH}
AR

A2 9745 - Redirect

A FExternalsl
AliICDNK}FZE4s

/—\T’zo

Wi A

o FriEE AR P A W TUAR S N AR IR S AT AR | fildnJavaScript ;
OSSA L i K B T5 B R 5 s im AL BRI N 25, HIInPHP |, JSP , APS.NET%;,
o WURARAREEH A O R4 Sk )5 T bucket i A R, W] LLE A 54 CNAME SR S2 8. BARE

BIRES sz 11 2 W 4o




© PR/ bucketB B BE A M BB E N, WS R T DA, B R 0TI )2 AT A

© P bucketisy B S M RN 45 E MR 5] TURIFIAE IR DA % buckety i —A~
object,

© 1K bucket B B BER S M TEERAUT | XS SRR I BE A DT 1], OSSHFIR [l % 5] 1T
T X EFRAS PRI A 25 44 15 ), OSSHEiR [n Get Bucket4f R

« ERA P A% T Content-MD5i# R 3L , OSS<yit#ibodyf#)Content-MD5FfAi & —5tk: , anRA
—3k , #43& [l InvalidDigest45 155 .

Nl
Wa R

PUT /?website HITP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Cont ent - Lengt h: 209

Date: Fri, 04 May 2012 03:21:12 GMI

Aut hori zati on: OSS qnéqrrgxo2oawuk53ot f j byc: KUSh8YMUC78M30dXqgf 3J
xXr TZHi A=

<?xm version="1.0" encodi ng="UTF-8"?>
<Websi t eConfi gurati on>

<l ndexDocunent >

<Suf fi x>i ndex. ht m </ Suf fi x>

</ I ndexDocunent >

<Er r or Docunent >

<Key>error. ht m </ Key>

</ Err or Document >

</ Websi t eConfi gurati on>

AT ENR

HTTP/ 1.1 200 OK

X- 0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GVI
Content-Length: O

Connecti on: keep-alive

Server: AliyunG0SS

SERARTY

PUT /?website HITP/ 1.1

Date: Fri, 27 Jul 2018 09: 03:18 GVl

Content - Lengt h: 2064

Host: test.oss-cn-hangzhou-internal.aliyuncs.com

Aut hori zation: OSS alnBNgkzzxcQW 8u: sNKI HT6¢ci / 2231yl T5vYnet DLu4=
User - Agent: aliyun-sdk-python-test/0.4.0

<Websi t eConfi gurati on>

<| ndexDocunent >

<Suf fi x>i ndex. ht m </ Suf fi x>
</ | ndexDocunent >

<Er r or Docunent >



<Key>error. ht m </ Key>

</ Er r or Docurent >

<Rout i ngRul es>

<Rout i ngRul e>

<Rul eNunber >1</ Rul eNunber >

<Condi ti on>

<KeyPr ef i xEqual s>abc/ </ KeyPr ef i xEqual s>

<Ht t pEr r or CodeRet ur nedEqual s>404</ Ht t pEr r or CodeRet ur nedEqual s>
</ Condi ti on>

<Redi rect >

<Redi rect Type>M rror </ Redi r ect Type>
<PassQueryString>true</PassQueryString>

<M rror URL>htt p://www. t est. coml </ M rror URL>

<M rrorPassQueryString>true</M rrorPassQueryString>
<M rror Fol | owRedi rect >t rue</ M rror Fol | owRedi rect >
<M rror CheckMd5>f al se</ M rr or CheckMl5>

<M rr or Header s>

<PassAl | >t rue</ PassAl | >

<Pass>nyheader - key1</ Pass>
<Pass>nyheader - key2</ Pass>
<Renpbve>nyheader - key3</ Renove>
<Renmove>nyheader - key4</ Renove>

<Set >

<Key>nyheader - key5</ Key>

<Val ue>nyheader - val ue5</ Val ue>

</ Set >

</ M rrorHeader s>

</ Redi r ect >

</ Rout i ngRul e>

<Rout i ngRul e>

<Rul eNunrber >2</ Rul eNunber >

<Condi ti on>

<KeyPr ef i xEqual s>abc/ </ KeyPr ef i xEqual s>

<Ht t pEr r or CodeRet ur nedEqual s>404</ Ht t pEr r or CodeRet ur nedEqual s>
<I ncl udeHeader >

<Key>host </ Key>

<Equal s>t est . oss-cn-bei jing-internal.aliyuncs.conx/Equal s>
</ ncl udeHeader >

</ Condi ti on>

<Redi rect >

<Redi rect Type>Al i CDN</ Redi r ect Type>

<Pr ot ocol >ht t p</ Pr ot ocol >

<Host Name>www. t est . conx/ Host Name>
<PassQueryString>fal se</ PassQueryString>

<Repl aceKeyW t h>prefi x/ ${ key}. suf fi x</ Repl aceKeyW't h>
<Ht t pRedi r ect Code>301</ Ht t pRedi r ect Code>

</ Redi r ect >

</ Rout i ngRul e>

</ Rout i ngRul es>

</ Websi t eConfi gur ati on>

HTTP/ 1.1 200 K

Server: AliyunCSS

Date: Fri, 27 Jul 2018 09: 03:18 GVII
Content-Length: O

Connecti on: keep-alive

X- 0Ss-request-id: 5B5ADFD6ED3CC49176CBE29D



X- 0Ss-server-tinme: 47

5.5 PutBucketReferer

Put Bucket Ref er er 21 FH T B —{-BucketfjRefererijj [a] 5 44 B F1-2 7 fo. i Referer= Bl 25 1
THR T ]

HRIE

PUT /?referer HITP/ 1.1

Date: GMI Date

Cont ent - Lengt h : Cont ent Lengt h

Cont ent - Type: application/xm
Host: Bucket Nane. oss. al i yuncs. com
Aut hori zati on: SignatureVal ue

<?xm version="1.0" encodi ng="UTF-8"?>
<Ref er er Confi gurati on>
<Al | owEnpt yRef er er >t r ue</ Al | oweEnpt yRef erer >
<Ref ererLi st>
<Referer> http://ww. al i yun. conx/ Ref erer >
<Referer> https://ww. aliyun. conx/ Ref erer>
<Referer> http://ww.*. conk/ Ref erer >
<Referer> https://ww. ?. aliyuncs. conx/ Ref erer>
</ Ref ererList>
</ Ref er er Conf i gur ati on>

&k ItZE ( Request Elements )

#* 5-3: WRILHR

B et —ELH |k
RefererCon |78 & 17 Refererfit & Py 251 445
figuration T4 5 AllowEmptyReferer 5 &, RefererListd5 4
RATE T
Al lowempty | Megs4F | i 2 fuirreferers BOA R MIE R T b BUA
Ref er er H -
« true (BUAME)
. false
AL ¥ 45 - RefererConfiguration
Refererlis |73 po fRAzrefereri i) |1 4 PRI 2545 o
t A2 ¥ 45 - RefererConfiguration
FT7 & : Referer
Ref er er R 75 & E—4krefererijj o] (4 4 B,

R F7 & RefererList




EHRtpig )

« N Bucketfi#i4 & 4 8 & #2Put Bucket Refererif=k , &3 [51403 Forbiddenii§ B, £5iR4D -
AccessDenied,

*  AllowEmptyReferert 45 & H it BUR &2 if (I AllowEmptyReferer it &. |, %5 B IHIR , R5E
i 2R\ B AllowEmptyRefererfit & Shtrue

o HEERAEK I RefererListr i 1 44 B 8 5 2 BITICELHO FH 44 B 3%, 24 P L& HRefererLis
Uzt ( A SRefererifR LR ) , WRFREBCRER AL RIIE | BIMHERZ A E R

RefererList.
o WRAF L% T Content-MD5i# K 3k , OSS4&it#bodyHContent-MD5 346 A — 214 , 1nRA
—3k , ¥3& [FlInvalidDigest iR i .

il
A4 Referer i KR

PUT /?referer HITP/ 1.1

Host: Bucket Nane. oss. exanpl e. com

Content - Lengt h: 247

Date: Fri, 04 May 2012 03:21:12 GVI

Aut hori zation: OSS gn6grrgxo2oawuk53ot f j byc: KUSh8YMJC78M30dXqf 3J
Xr TZHi A=

<?xm version="1.0" encodi ng="UTF-8"?>

<Ref er er Confi gurati on>

<Al | owEnpt yRef er er >t r ue</ Al | owenpt yRef erer >
< RefererList />

</ Ref er er Conf i gur ati on>

& Refererf i K n ]

PUT /?referer HITP/ 1.1

Host: Bucket Nane. oss. exanpl e. com

Content - Lengt h: 247

Date: Fri, 04 May 2012 03:21:12 GMI

Aut hori zati on: OSS qnéqgrrgxo2oawuk53ot f j byc: KUsh8YMJUC78M30dXqgf 3J
Xr TZHi A=

<?xm version="1.0" encodi ng="UTF-8"?>

<Ref er er Confi gurati on>

<Al | owEnpt yRef er er >t r ue</ Al | owEnpt yRef erer >

< RefererlList>

<Referer> http://ww. al i yun. conx/ Ref erer >
<Referer> https://ww. aliyun. conx/ Ref erer>
<Referer> http://ww.*. conk/ Ref erer >

<Referer> https://ww. ?. al i yuncs. conx/ Ref er er >
</ RefererlList>



</ Ref erer Confi gurati on>

& BRI

HTTP/ 1.1 200 OK

X-0Ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMI
Content-Length: O

Connecti on: keep-alive

Server: AliyunGOSS

5.6 PutBucketLifecycle

BucketfJ4 A # 1l LLj@E i Put Bucket Li f ecycl ed2 [ 3k % B BucketffjLifecycle, LifecycleJt /3
Ja ., OSSKHHRECE , & A 3k 5 Lifecycle LI AH L L Object

RS

PUT /?lifecycle HTTP/ 1.1
Date: GMI' Date
Cont ent - Lengt h : Cont ent Lengt h
Cont ent - Type: application/xm
Aut hori zati on: Si gnatureVal ue
Host: Bucket Nane. oss. al i yuncs. com
<?xm version="1.0" encodi ng="UTF-8"?>
<Li f ecycl eConfi gurati on>
<Rul e>
<I D>Rul el D</ | D>
<Prefix>Prefix</Prefix>
<St at us>St at us</ St at us>
<Expi rati on>
<Days>Days</ Days>
</ Expi rati on>
<Transition>
<Days>Days</ Days>
<St or aged ass>St or aged ass</ St or aged ass>
</ Transition>
<Abort Mul ti part Upl oad>
<Days>Days</ Days>
</ Abort Mul ti part Upl oad>
</ Rul e>
</ Li f ecycl eConfi gurati on>

57Kt % (Request Elements)

% 5-4: {kocE

B4R RH TR ik
CreatedBef FAF R Days#i 6 R Z TR AT Lifecyclelil. H
oreDate CreatedBef WL E AR ISO8601 1%L |, 3 H M ZEUTCH

oreDate " j#&— | &4, filn : 2002-10-11T00:00:00.000Z , #
¥ J5 B ) 5L 2002-10-11T00:00:00.




HIR

ik

000Z f#jObjectiihl s sl e s H A AR A | 45
F BT X AN B 7] ) Obje et £ 4l i 4%
i o

AL T 5« Expirationz# AbortMultipartUpload

Days

IR

Days#i
CreatedBef

oreDate — %t —

F& 58 MU AL X G o J ST I Tl s £ > R AR
o
Q—H*

Expiration

o
b

e

9 45 . Expiration
Fi5 & ObjectHL I i) i B @ 1%
FF5 45 : Daysif.CreatedBeforeDate
Q—H—A

AbortMulti
partUpload

o
B

75 Rule
F5 5B AR 58 A Parthit i it i 58 1 o
75 45 . Daysif CreatedBeforeDate

e

LA Rule

TAFH

iy

FLME—/)ID. % 255 1T, )%
HI8E , WEGME SR, OSSE A AL
— /N HE—{H.

TR

AT 5 - Rule

LifecycleC
onfiguration

ot

Lifecyclefic BHIZ 2% , % "] 25411000551
U

FFi 4 : Rule

LA m - o

Prefix

T8 R I8 FH T 2% A DU LR 2R B X 5
A A REMGE AN I . AW B A

TR T

AT - Rule

Rule

Fik— AN
FFi 5 . ID , Prefix , Status , Expiration
A2 ¥ 5« LifecycleConfiguration

Status

WA R Enabled , 84 0SS4 & BT
B ; aniR-EDisabled , #840SS<: ZH& %M
.

AF A Rule

4% : Enabled , Disabled




HIR R Pt ik

StorageClass | £ HRA T TR X R FAE B OSSH Hbrfifig A . B :
Transition 2% IA

) Sy 5

A2 F7 &« Transition

Transion | &4 & 45 Object{E A AL L A , OSSFTIHK T
REEREF A Archive 7R iE 28R .
A5

«  HHBucketf 34 & 7 fg & 2 Put Bucket Lifecyclei®=k , 3% 51403 Forbiddenii 8. . 4%
14 : AccessDenied,

© WCRMCHTECR B E S Lifecycle , tLERIES B — AN HTRLifecyclefilE ; HI , AT SenTAI
Ho

AT LIXFObjecti Bid It a] , ] LIvfParti Bid i a]. X B Partfg i) Ly i B 77k
&, B JE AR o

T R

« FFrStandard BucketStandard Objects#:f# #4IA. Archivefifi2i% , Standard Bucket®] 1),
B —~Object ] I T B 4% i I AFNArchive fEf R BURLN | [5] Inf TiC B 4% i |AFIArchive R Y 1 13
T, #fEArchive ) i) [a] .5 L #5 L AR B[R] K o 2N Transition |A#% & Days 30 , Transition
Archive% BEDaysh ik FIA. &0, HikinvalidArgumentés,

«  Object & it AR ] A%5 K F-45 K| Ak 5 Archive i) . 7 , #ikInvalidArguments

« S #IA BucketiObjects# i A Archive g 2%

o ASZFErArchvie Bucketf] @t i i o

o REFFIAZKAIODbjecti i Ay Standard

s R FrArchiveZi#IObject# i h1Ank Standard.

AN /|
R

PUT /?lifecycle HTTP/ 1.1

Host: oss-exanpl e. o0ss. al i yuncs. com

Cont ent - Lengt h: 443

Date: Thu , 8 Jun 2017 13:08:38 GVI

Aut hori zation: OSS gn6qgrrgxo2oawuk53ot f j byc: PYbzsdWsM Al WAI MABI uWekJ8=
<?xm version="1.0" encodi ng="UTF-8"?>



<Li f ecycl eConfi gurati on>
<Rul e>
<I D>del ete objects and parts after one day</I|D>
<Prefi x>l ogs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Expi ration>
<Days>1</ Days>
</ Expi rati on>
<Abort Mul ti part Upl oad>
<Days>1</ Days>
</ Abort Mul ti part Upl oad>
</ Rul e>
<Rul e>
<ID>transit objects to | A after 30, to Archive 60, expire after 10
year s</ | D>
<Prefix>datal </ Prefix>
<St at us>Enabl ed</ St at us>
<Transition>
<Days>30</ Days>
<St or aged ass>| A</ St or ageC ass>
</ Transition>
<Transition>
<Days>60</ Days>
<St or aged ass>Ar chi ve</ St or ageC ass>
</ Transition>
<Expi rati on>
<Days>3600</ Days>
</ Expi rati on>
</ Rul e>
<Rul e>
<ID>transit objects to Archive after 60 days</I|D>
<Prefix>i mportant/</Prefix>
<St at us>Enabl ed</ St at us>
<Transition>
<Days>6</ Days>
<St or aged ass>Ar chi ve</ St or ageC ass>
</ Transi tion>
</ Rul e>
<Rul e>
<I D>del ete created before date</|D>
<Prefi x>backup/ </ Prefi x>
<St at us>Enabl ed</ St at us>
<Expi ration>
<Cr eat edBef or eDat €>2017- 01- 01T00: 00: 00. 000Z</ Cr eat edBef or eDat e>
</ Expi rati on>
<Abort Mul ti part Upl oad>
<Cr eat edBef or eDat €>2017- 01- 01TOO0: 00: 00. 000Z</ Cr eat edBef or eDat e>
</ Abort Mul ti part Upl oad>
</ Rul e>
</ Li fecycl eConfi guration>

AN

HTTP/ 1.1 200 K

X- 0Ss-request-id: 534B371674E88A4D3906008B
Date: Thu , 8 Jun 2017 13:08: 38 GMI
Content-Length: O

Connecti on: keep-alive



Server: AliyunG0SS

5.7 GetBucket (ListObject)
Get Bucket % [11] fI>k 41t} Bucketr i Objecti) {5 B o
kit

GET / HITP/ 1.1

Host: Bucket Nane. oss-cn- hangzhou. al i yuncs. com
Date: GMI Date

Aut hori zati on: SignatureVal ue

1Kk Z$(Request Parameters)

GetBucket ( ListObject ) i} , A LLi@ it prefix , marker , delimiterflimax-keysX}listfi{fE & , i& [Fl %R
e, FAN , v LB encoding-type Xtk [u] 45 5 i i Delimiter. Marker. Prefix. NextMarker#/l
Keyix 24 Z T4t .

% 5-5: iR &%

R KA "RELT |k
i

del i mi ter | sf7s: S TR Oblect 4 PR A AL F4F . B 4 70
¥ %€ W AT 2% H 25—k i Bldelimiter=24%F 2 [a] fij objectfE
—2f 5. Z CommonPrefixes.,

BROAE - T8

mar ker FA R

57|

BOE S R M marker 2 J5 25 BEHE P B — AT 4R [
BOANE : B

max- keys |45

57|

PR € I UCGR [l object ity B R4 , TR EE |, BRIA
23100 , max-keysHU{E AHE K T 1000,
2RINE : 100

|

prefix R ER B & 3% [l fijobject key /i Lhprefixf A4k . &l
Fiprefix2ifj i} , i 1 fkey sF {52 & prefix.

BRIME - T

encodi ng | #4FH FaEXT IR W A A BEA T UG , $5 5 SRS R

-type #1, Delimiter. Marker. Prefix. NextMarkerfliKey{#
FUTF-8F4F , {Hxml 1.05RHEA Ry — Lol 7
£F , telnasciifE MO 108 45 o X 6 Exml 1.0%5 i
AR 4F AT DLl 45 & encoding-type i ik [l
#Delimiter. Marker. Prefix. NextMarkerfliKey 174
5o

17|




ik

PINE
nEfE ol

# 5-6: WM TLHR

i MG 2% (Response Elements)

HIR

ok
=

ik

Contents

0
O

ot

{47451 1R [H Object metaft 75 s .
AT & : ListBucketResult

CommonPref
ixes

T H

WARAER 45 € T delimiter 2%, N AEOSS;K 1l f) i 7 H
t4,CommonPrefixes Tt & . %t EhrBHIRLE Pl delimiterss
B, I A LR HT g object B ARHI &R A o

A2 F7 & ¢ ListBucketResult

Delimiter

R T Object & T AT A LI T AT A 47 A
SE H 2% B 56— UK Hi Bldelimiter—7 4% 2 ] ¥ object{f —4H 7T
% CommonPrefixes.

A2F 45 ¢ ListBucketResult

EncodingType

FRHA IR o] 25 R b s i A 2R B . I RiER 2

#rpdEsE Tencoding-type , JR4 Xk [l 45 R

#Delimiter. Marker. Prefix. NextMarkerfliKeyix &7 2 i
R IEE

A2 F7 & ¢ ListBucketResult

DisplayName

Object #H 3 HI 45
A2 F7 & ¢ ListBucketResult.Contents.Owner

ETag

ETag (entity tag) 7451~ Object £ st iy I i 6 & ,
Thram—AObjecti . XfTPut Objectif KA1 &
f)Object , ETagft & HHN A HMDSE ; T HAth 77 A 6
HHObject , ETagfi & HNAHUUID, ETaglEw LI T
Fr 2 Object g & 15 & A8 . AEUUH P HHETagk/E
“Object P 25 HMDSH 50 0 418 56 B 1

AT & ¢ ListBucketResult.Contents

Bucket¥ij G #  H ~ 1D,
A2 F5 4 ListBucketResult.Contents.Owner




HIR

ik

IsTruncated

RIS A RO LIRNE ; “true” RRAR KA 1R Bl 4
TR ; “false” RRAIK T ZR M T 24 R .

HXE - true. fal se

A2 F7 & ¢ ListBucketResult

Key

TAEH

ObjectfijKey.
A F5 5 ListBucketResult.Contents

LastModified

I ]

Objectdw J5 B A& i A Ik 1] o
A F5 5 ListBucketResult.Contents

ListBucket
Result

R17Get Bucketifsk 45 ) s -

F17 5 - Name, Prefix, Marker, MaxKeys, Delimiter,
IsTruncated, Nextmarker, Contents

ALTi R - None

Marker

FrEIX ¥k Get Bucket ( List Object ) fi#E /i
A2 i ¢ ListBucketResult

MaxKeys

M B33 2K N 3R [ 5 SR A B R2CH -
A2 F7 & : ListBucketResult

Name

Bucket4 &
A2 F7 & : ListBucketResult

Owner

Pt

{RAFBucketfii & (5 BRI A% o
F5 5 : DisplayName, ID
A2 F5 5 ListBucketResult

Prefix

T H

AR AR 55 R AR AT 2R
A2 F & : ListBucketResult

Size

T H

Objectft) 7%

A2 F7 & ¢ ListBucketResult.Contents

StorageClass

T H

Object) 7282 , HHij H k& “Standard”2%.
A2 F7 & ¢ ListBucketResult.Contents

Wi A

Objectd fi f7 H & X flimeta , 7EGetBucketif Rk if 52 i [l

RV A BucketNEFE |, CLHE BT ] & At 44 AL TC ik A i Y Bucket |, 32171404 Not
Found4#i% , 451274 : NoSuchBucket,

R A 5 aiZBucket AL IR , 1R 11403 Forbidden4i® | 4&i%44 : AccessDenied,




2R g max-keys BB T TE — U ge filisting |, R IG5 I I—-<Next Mar ker > , $2/R4k
#rlisting®] DL LI iymarker, NextMarkerd B Al fElistgh 2 v,

TEMARAF A, RlfEmarkerSERrEd P ANTETE | IR B NFF Gmarker 5 BEHEF I T —
ANTFHIGITEN . 2R max-keys/NT-0E(# KT 1000 , #4i% 1400 Bad Requestifiiz. FHiRfD :
InvalidArgument.,

#prefix , marker , delimiterZ4f A5 &K BEESR |, 3R [H1400 Bad Request, 4&i2f% : InvalidArg
ument,

prefix , marker IR L4 TUR/RKOR , 2K LU T 1024575,

IR ABprefix B A FA A4, AT LS 5 DLtk prefix T Sk St RIZSCiEIe T AR iir
R SCAF RSO T SRt delimiteris B 54 /B, 3R R B 32 SO T M SCi: | %S
T B 73 A 43R 15l FECommonPrefixes ik 7y, 1 3CAF I T i MBI SRS A B R . T—
MbucketfE{E =~object : fun/test.jpg , fun/movie/001.avi , fun/movie/007.avi, /% 5Eprefix
S”fun/” TR B = Aobject ; 4nSEHE N E delimiter4“/” |, MR B 4" fun/test.jpg” 4% fun/
movie/” ; BISEEL T S SR E 45 o

U755

Trbucket‘my_oss” 44 object , L5351 N

il

0sSs.jpg
fun/test.jpg

fun/movie/001.avi

fun/movie/007 .avi

AR

GET / HTTP/1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 08:43:27 GMVI

Aut hori zati on: OSS gnéqgrr gxo2oawuk53ot f j byc: BCtoQ XVR2/ ZghT7cGaOy
kboO4 M=

BRI

HTTP/ 1.1 200 OK

X- 0Ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43: 27 GVI

Cont ent - Type: application/xm
Content-Length: 1866

Connecti on: keep-alive



Server: AliyunG0SS
<?xm version="1.0" encodi ng="UTF-8""?>

<Li st Bucket Result xm ns="http://doc. oss-cn-hangzhou. al i yuncs. conf>
<Nane>o0ss- exanpl e</ Nane>
<Prefix></Prefix>
<Mar ker ></ Mar ker >
<MaxKeys>100</ MaxKeys>
<Delimter></Delimter>
<I sTruncat ed>f al se</|sTruncat ed>
<Cont ent s>
<Key>f un/ novi e/ 001. avi </ Key>
<Last Mbdi fi ed>2012- 02- 24T08: 43: 07. 000Z</ Last Modi fi ed>
<ETag>&quot ; 5B3CLA2E053D763E1B002CC607 C5A0FE&quot ; </ ETag>
<Type>Nor mal </ Type>
<Si ze>344606</ Si ze>
<St or ageC ass>St andar d</ St or ageC ass>
<Owner >
<I D>00220120222</ | D>
<Di spl ayNane>user - exanpl e</ Di spl ayNane>
</ Owner >
</ Cont ent s>
<Cont ent s>
<Key>f un/ novi e/ 007. avi </ Key>
<Last Modi fi ed>2012- 02- 24T08: 43: 27. 000Z</ Last Modi f i ed>
<ETag>&quot ; 5B3C1LA2E053D763E1B002CC607C5A0FE&quot ; </ ETag>
<Type>Nor mal </ Type>
<Si ze>344606</ Si ze>
<St or ageC ass>St andar d</ St or aged ass>
<Owner >
<l D>00220120222</ | D>
<Di spl ayNane>user - exanpl e</ Di spl ayNane>
</ Onner >
</ Cont ent s>
<Cont ent s>
<Key>f un/test.jpg</ Key>
<Last Mbdi fi ed>2012- 02- 24T08: 42: 32. 000Z</ Last Modi fi ed>
<ETag>&quot ; 5B3CLA2E053D763E1B002CC607 C5A0FE&quot ; </ ETag>
<Type>Nor mal </ Type>
<Si ze>344606</ Si ze>
<St or ageC ass>St andar d</ St or ageC ass>
<Owner >
<I D>00220120222</ | D>
<Di spl ayNane>user - exanpl e</ Di spl ayNane>
</ Owner >
</ Cont ent s>
<Cont ent s>
<Key>o0ss. j pg</ Key>
<Last Modi fi ed>2012- 02- 24T06: 07: 48. 000Z</ Last Modi fi ed>
<ETag>&quot ; 5B3C1LA2E053D763E1B002CC607C5A0FE&quot ; </ ETag>
<Type>Nor mal </ Type>
<Si ze>344606</ Si ze>
<St or ageC ass>St andar d</ St or aged ass>
<Owner >
<l D>00220120222</ | D>
<Di spl ayNane>user - exanpl e</ Di spl ayNane>
</ Onner >
</ Cont ent s>



</ Li st Bucket Resul t >

AT (& Prefix24)

GET /?prefix=fun HTTP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 08:43: 27 GVI

Aut hori zati on: GSS qnéqgrr gxo2oawuk53ot f j byc: BCtoQ XVR2/ ZghT7cGaOy
kboO4 M=

R E R

HTTP/ 1.1 200 K
X-0Ss-request-id: 534B371674E88A4D3906008B
Date: Fri, 24 Feb 2012 08: 43:27 GMVI
Cont ent - Type: application/xm
Content - Length: 1464
Connecti on: keep-alive
Server: AliyunOSS
<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Bucket Resul t xml ns="htt p://doc. oss-cn- hangzhou. al i yuncs. coni>
<Nane>o0ss- exanpl e</ Nanme>
<Prefix>fun</Prefix>
<Mar ker ></ Mar ker >
<MaxKeys>100</ MaxKeys>
<Delimter></Delimter>
<I sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>f un/ novi e/ 001. avi </ Key>
<Last Mbdi fi ed>2012- 02- 24T08: 43: 07. 000Z</ Last Modi f i ed>
<ETag>&quot ; 5B3CLA2E053D763E1B002CC607 C5A0FE&quot ; </ ETag>
<Type>Nor mal </ Type>
<Si ze>344606</ Si ze>
<St or ageCl ass>St andar d</ St or ageC ass>
<Omner >
<I D>00220120222</ | D>
<Di spl ayNane>user _exanpl e</ Di spl ayNane>
</ Omner >
</ Cont ent s>
<Cont ent s>
<Key>f un/ novi e/ 007. avi </ Key>
<Last Mbdi fi ed>2012- 02- 24T08: 43: 27. 000Z</ Last Modi fi ed>
<ETag>&quot ; 5B3C1A2E053D763E1B002CC607C5A0FE&quot ; </ ETag>
<Type>Nor mal </ Type>
<Si ze>344606</ Si ze>
<St or ageC ass>St andar d</ St or aged ass>
<Owner >
<I D>00220120222</ | D>
<Di spl ayNane>user _exanpl e</ Di spl ayNane>
</ Onner >
</ Cont ent s>
<Cont ent s>
<Key>f un/test. ] pg</ Key>
<Last Mbdi fi ed>2012- 02- 24T08: 42: 32. 000Z</ Last Modi fi ed>
<ETag>&quot ; 5B3CLA2E053D763E1B002CC607 C5A0FE&quot ; </ ETag>
<Type>Nor mal </ Type>
<Si ze>344606</ Si ze>
<St or ageCl ass>St andar d</ St or ageCl ass>
<Omner >
<I D>00220120222</ | D>



<Di spl ayNane>user _exanpl e</ Di spl ayNane>
</ Onner >
</ Cont ent s>
</ Li st Bucket Resul t >

W R (F prefixfiidelimiter 24y

GET /?prefix=fun/&delimter=/ HITP/ 1.1

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 08:43: 27 GVI

Aut hori zati on: GOSS qnéqgrrgxo2oawuk53ot f j byc: DNr nx7xHk3sgysx71 8U9
191 YlvY=

R E R

HTTP/ 1.1 200 OK
X-0Ss-request-id: 534B371674E88A4D3906008B
Date: Fri, 24 Feb 2012 08: 43:27 GMVI
Cont ent - Type: application/xm
Content-Length: 712
Connecti on: keep-alive
Server: AliyunGOSS
<?xm version="1.0" encodi ng="UTF-8""?>
<Li st Bucket Result xm ns="http://doc. oss-cn- hangzhou. al i yuncs. conf>
<Nane>o0ss- exanpl e</ Nane>
<Prefix>fun/</Prefix>
<Mar ker ></ Mar ker >
<MaxKeys>100</ MaxKeys>
<Delimter>/</Delimter>
<I sTruncat ed>f al se</|sTruncat ed>
<Cont ent s>
<Key>f un/test.jpg</Key>
<Last Modi fi ed>2012- 02- 24T08: 42: 32. 000Z</ Last Modi fi ed>
<ETag>&quot ; 5B3C1A2E053D763E1B002CC607 C5A0FE&quot ; </ ETag>
<Type>Nor mal </ Type>
<Si ze>344606</ Si ze>
<St or ageC ass>St andar d</ St or ageC ass>
<Owner >
<I D>00220120222</ | D>
<Di spl ayNane>user _exanpl e</ Di spl ayNane>
</ Omner >
</ Cont ent s>
<CommonPr ef i xes>
<Pr ef i x>f un/ novi e/ </ Prefi x>
</ CommonPr ef i xes>
</ Li st Bucket Resul t >

5.8 GetBucketLocation
Get Bucket Locat i on I T# & BucketfiT)@ % by BAS B,
HREE

GET /?location HTTP/ 1.1
Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Dat e: GMI' Date



Aut hori zati on: Si gnatureVal ue

i M G2 (Response Elements)

% 5-7: MR ICH

LY KA ik
LocationCo |=4Hs Bucket il £ 1 X 5
nstraint HRME : oss-cn-hangzhou. oss-cn-qi ngdao. oss-cn

-bei jing. oss-cn-hongkong. oss-cn-shenzhen. oss
- cn- shanghai

WYt

«  HHBucketf# A & 7 ft & B BucketiLocationf5 2. , &1k [51403 ForbiddenffiRk , £5iRH :
AccessDenied,

« HriijLocationConstraintg#4{& : oss-cn-hangzhou , oss-cn-gingdao , oss-cn-beijing , oss-cn
-hongkong , oss-cn-shenzhen , oss-cn-shanghai , oss-us-west-1 , oss-us-east-1 , oss-ap-
southeast-1. 3 X MATME SR O, FHESE PO, ALt TR0 RN
Pl BiEEdETO RERAEE O SREE R EIE R ORI (Fnd ) Bt

A

Lo
il
AR

Get /?location HTTP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Date: Fri, 04 May 2012 05:31: 04 GVl

Aut hori zati on: OSS qnéqgrrgxo2oawuk53ot f j byc: ceOEyZavKY4Qcj oUWYSp
YbJ3naA=

EL s B LOGHLII iR [ 7R 45l -

HTTP/ 1.1 200

X- 0Ss-request-id: 534B371674E88A4D3906008B
Date: Fri, 15 Mar 2013 05: 31: 04 GMI
Connecti on: keep-alive

Content - Length: 90

Server: AliyunG0SS

<?xm version="1.0" encodi ng="UTF-8"?>



<Locati onConstraint xm ns="http://doc. oss-cn-hangzhou. al i yuncs. conf>0ss
- cn- hangzhou</ Locat i onConstrai nt >

5.9 GetBucketinfo
Get Bucket | nf of% [ f 7 B Bucketflifl (5 B

MERNFEEWT
Bl

*  AMpIT A Endpoint

« M5B Endpoint

* Bucket I # 15 B

« Bucket [ ACL ( AccessControlList )

GET /?bucketInfo HITP/ 1.1

Host: Bucket Nane. oss. al i yuncs. com
Dat e: GMI' Date

Aut hori zati on: Si gnatureVal ue

M2 (Response Elements)

7 5-8: MIRITCHR

B 3l g
Bucket I nfo R {747 Bucket {7 KLy 2575 28
7 /5 - Bucketdi 5
A 1 T
Bucket L {#77 Bucket HAR(E B2 4
AT A Bucketinfo 7 /5
CreationDate I} i Bucket @i @i 18] . B fajA% %
2013-07-31T10:56:21.000Z
A2 F5 & Bucketinfo.Bucket
Extranet En FAFER Bucket 15 1] {1 4 9 358 44
dpoi nt A2 97 45 : Bucketlnfo.Bucket
I nt r anet En SR 7 X 45k ECS $)ji Bucket 14 [l 4;
dpoi nt AZF5 5 : Bucketlnfo.Bucket
Locati on Z R Bucket FT7EEHE UM X 35,




HIR

Tk

A2 ¥ 4 ;- Bucketinfo.Bucket

Bucket £ Fx
A2 95 5 BucketInfo.Bucket

Owner

FIF A1 Bucket A5 #15 BHI 2548
A2 754+ Bucketinfo.Bucket

PR

Bucket 15 E B H -~ ID,
A1 5 - BucketInfo.Bucket.Owner

Di spl ayNane

TAEH

Bucketifi 7 & 1) 2 F% (HHIAID—EL).
A1 5 BucketInfo.Bucket.Owner

AccessCont
rol Li st

o
B

i ACL {5 B YA 4%

A F7 5 Bucketinfo.Bucket

G ant

M4

Bucketf{JACLAYFR

BRE - private. public-read. public-
read-wite

AZ5 /5 Bucketinfo.Bucket.AccessControlList

Dat aRedund
ancyType

MO 74

By RBEH
HRAE : LRS. ZRS
A2 ¥ 4 - Bucketinfo.Bucket

Comment

TAFH

ARH

St or aged ass

TAFH

Bucket fEfif 2R
%14 Standard. | A. Archive

Wi A

R Bucket RFETE | IR [E40445% . 4515275 : NoSuchBucket,
JUf Bucket Hy#i & 4 REEF Bucket ff5 5. , & [H403 Forbidden 4% , 45i%MY :

AccessDenied,
 JERA PIMEM—A> OSS i) Endpoint &
il
iR

Get /?bucketlInfo HTTP/ 1.1
Host: oss-exanpl e. oss. al i yuncs. com
Date: Sat, 12 Sep 2015 07:51:28 GV



Aut hori zati on: GOSS qnéqgrrgxo2oawuk53ot fj byc: BuGir RK+zNhHLACF51
NNHD39z Xw=

A EARER Bucket 5 B IR [F] 7R 41 -

HTTP/ 1.1 200

X-0Ss-request-id: 534B371674E88A4D3906008B
Date: Sat, 12 Sep 2015 07:51:28 GVI
Connecti on: keep-alive

Content - Length: 531

Server: AliyunGOSS

<?xm version="1.0" encodi ng="UTF-8"?>
<Bucket | nf 0>
<Bucket >
<Creati onDat e>2013- 07- 31T10: 56: 21. 000Z</ Cr eat i onDat e>
<Ext r anet Endpoi nt >0ss- cn- hangzhou. al i yuncs. conx/ Ext r anet Endpoi nt >
<I nt r anet Endpoi nt >0ss- cn- hangzhou-i nternal . al i yuncs. conx/
I nt ranet Endpoi nt >
<Locat i on>0ss-cn- hangzhou</ Locat i on>
<Nane>o0ss- exanpl e</ Nanme>
<Ownner >
<Di spl ayNane>user nane</ Di spl ayNane>
<| D>271834739143143</ | D>
</ Omner >
<AccessControl Li st >
<G ant >pri vat e</ G ant >
</ AccessControl Li st>
</ Bucket >
</ Bucket | nf 0>

BN AETER) Bucket {5 B 138 [l 7= -

HTTP/ 1.1 404

X-0Ss-request-id: 534B371674E88A4D3906009B
Date: Sat, 12 Sep 2015 07:51:28 GVI
Connecti on: keep-alive

Content - Length: 308

Server: AliyunGOSS

<?xm version="1.0" encodi ng="UTF-8"?>
<Error>
<Code>NoSuchBucket </ Code>
<Message>The specified bucket does not exist. </ Mssage>
<Request | d>568D547F31243C673BA14274</ Request | d>
<Host | d>nosuchbucket . oss. al i yuncs. conx/ Host | d>
<Bucket Nane>nosuchbucket </ Bucket Nanme>
</ Error>

ARHA IR ] Bucket £5 51 B 7<) -

HTTP/ 1.1 403

X-0Ss-request-id: 534B371674E88A4D8906008C
Date: Sat, 12 Sep 2015 07:51:28 GVI
Connecti on: keep-alive

Content - Length: 209

Server: AliyunCSS

<?xm version="1.0" encodi ng="UTF-8"?>



<Error>

<Code>AccessDeni ed</ Code>
<Message>AccessDeni ed</ Message>

<Request | d>568D5566F2D0F89F5COEB66E</ Request | d>
<Host | d>t est . 0ss. al i yuncs. conk/ Host | d>

</ Error>

5.10 GetBucketLogging

Get Bucket Loggi ng i F# %& Bucketfit)ijj ] H 25 it BAE M o

RS

GET /?logging HITP/ 1.1

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com

Dat e: GMI Dat e

Aut hori zati on:

Si gnat ur eVal ue

MG 2% (Response Elements)

% 5-9: WIRITEH

IR

ik

Bucket Logg
i ngSt at us

0
o

o

Vi) H B RESME B
FIt % : LoggingEnabled
RLILHE : o

Loggi ngEnabl ed

o
a

o}

Vi HE&EEWA . XN TCREI BN
=, R

FIt# : TargetBucket, TargetPrefix
ALt : BucketLoggingStatus

Tar get Bucket

F8 A 1) H &5 Bucket.,
TLE
A2t % : BucketLoggingStatus.LoggingEnabled

Tar get Prefi x

i € e A RAF T 18] H ST 8
TR &
A2 62 : BucketLoggingStatus.LoggingEnabled

WA

o U Bucket N EFE , R [H1404 no content&iR . 4545 : NoSuchBucket,
«  HHBucketf 34 & 7 A & ABucketf iy o] H B RCE KL , B3R 51403 Forbiddenffik |, £51%

5 : AccessDenied,




« A JEBucket kK B Logging#iil] , OSS{A4RIR Bl —ANXMLIE BA% , {HHEH#BucketLogg
ingStatusJt & M4 .

N
R

Get /?logging HITP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Date: Fri, 04 May 2012 05:31:04 GVI

Aut hori zati on: GOSS qnéqgrr gxo2oawuk53ot f j byc: ceOEyZavKY4Qcj oUWYSp
YbJ3naA=

S B ELOGHLIN A& [ 7R 4] -

HTTP/ 1.1 200

X-0Sss-request-id: 534B371674E88A4D38906008B
Date: Fri, 04 May 2012 05:31: 04 GV
Connecti on: keep-alive

Content - Length: 210

Server: AliyunGSS

<?xm version="1.0" encodi ng="UTF-8"?>
<Bucket Loggi ngSt at us xm ns="htt p: //doc. oss-cn- hangzhou. al i yuncs. con{>
<Loggi ngEnabl ed>
<Tar get Bucket >nmybucket | ogs</ Tar get Bucket >
<Tar get Pr ef i x>mybucket - access_| og/ </ Tar get Pref i x>
</ Loggi ngEnabl ed>
</ Bucket Loggi ngSt at us>

ARBELOGHLI Fi 8] 7R 3]

HTTP/ 1.1 200

X-0Ss-request-id: 534B371674E88A4D3906008B
Date: Fri, 04 May 2012 05:31: 04 GV
Connecti on: keep-alive

Content-Length: 110

Server: AliyunCSS

<?xm version="1.0" encodi ng="UTF-8""?>
<Bucket Loggi ngSt at us xm ns="htt p://doc. oss-cn- hangzhou. al i yuncs. con{>
</ Bucket Loggi ngSt at us>

5.11 GetBucketWebsite
Get Bucket Websi t 38 [1 ] 75 7 bucket & 75 W FE AR 245 L2 ML) .
LES e

GET /?website HITP/ 1.1
Host: Bucket Nane. oss-cn- hangzhou. al i yuncs. com
Date: GMI Date



Aut hori zati on:

Si gnat ur eVal ue

i M G2 (Response Elements)

S MR 75 H P DS AR o 2 SR DT e
BT, WIHAT RN, J5 22 E R AS T
1o

AZ5 /4 - RoutingRule

ZFR R E(pu TR WA
Websi t eCon pai AT A P
figuration RITE T
| ndexDocunent e BRINE T A4 &M,
AZF1 5« WebsiteConfiguration IndexDocument.
ErrorDocument.
RoutingRules =%
BwE2/DIEE—
Suf fix TR [ BAER BHEME, LTE
WMEREE , W LIERZ (1) 585 IndexDocument}g €
objecti # 4 iR [l L BRIN 1T IF A Z0FE RE o
A ¥ & IndexDocument
Er ror Docunent P 404 71 TH Y 25 BEM
A2 1 5 - WebsiteConfiguration IndexDocument.
ErrorDocument.
RoutingRules =/ %
BZ2/PEE—
Key pagi 404 51 T BEM, LT
WERARE , W A object N FEYERS 3z 9] | ErrorDocumentss &
1404 51 T IF A Z0FE RE o
A F7 /& - ErrorDocument
Rout i ngRul es L RoutingRuleff) 75 #% BEM,
A F5 15 - WebsiteConfiguration IndexDocument.
ErrorDocument.
RoutingRules =%
BwE2/PIEE—
Routi ngRul e e FE R BREE RN B SRR MR, et | &
E5/ RoutingRule,
A2 F5 A : RoutingRules
Rul eNumber IEEEL DCECFIH TRoutingRulef) )75, DLRELEY BHEME, LT

RoutingRule#s & i}
WAIIHE SE o




Condi tion pae s UNIEE LR BEME, LT
WRTE @RI EE L, MBATIRELN . e | RoutingRuleds & i
Bes FEANTTERRRES | IREA | LAFEE-
SAFHR A BLIL L
AZF5 /4 - RoutingRule

KeyPrefixEqual s |=fpe | A DAL FTZR A object 4 BEDLRCIL MM . | 75
A F7 /& - Condition

Htt pErrorC HTTPAR |3/ 18145 E objecti i Bl thstatus 7 GE VT ALt | &5

odeRet urne A1 B o 24 Bk LN 1% I PR, i

dEqual s B 404
A2 ¥ A - Condition

I ncl udeHeader pas s HAWHERPEE T Eheader , HIEATE | &
EAERY , A REVCECHFN . 2558 ] DL
L HEE5).
A ¥ A - Condition

Key TR | RAERP S T ikheader , HiE N BEM, AT
Equalstg @ d i , 7 REDTECHAIM . IncludeHeader#5 &
A5 5 ¢ IncludeHeader Y k=5

Equal s PR | AAERP A TKeyis Efheader , H | A&, RITH
B M48 & ERT , A RE DT B AL IncludeHeader#5 &
R 454 1 IncludeHeader I} IAZHHE SE -

Redi r ect pae 8 %€ VT EC LRI J5 $h AT I B AR o BHRAM, AT
AT 15 RoutingRule RoutingRule#g E i

WAIBIFE RE o
Redi rect Type TR | TRE BRI BUEL AU DU R L. | A5, TS

«  Mirror ( &% 075 )

« External ( #MiBkE: , BIOSS4& i [l
—AN3xxiER , FEE BkEE R 5 Ah—
Hk. )

« Internal ( P9¥RBkE: , BIOSSS AR
FUI A5 [ object H4f Ji 73 Ab—
object2 , A4 H 7 [l i) 2 object2
o)

* AliCDN ( fif L = CDN@k#% , EZH T
Fif L = ) CDN. 5 External A [[] ()2 |
OSS&AsMAIN—~header, fiTHL =
CDNifjj 2 thheader & £ 3 3l Bk 4% 2

Redirect}s € i A5
e




T AL |, 35 125 P AR R 4L
P, TSR He xx Bk 1 R GR M 45 %
Fio )

A1 & Redirect

PassQueryString

boolZ%l

PAT B B SR BIRRT |, SRR EET A
REIERITERSH , Bftruesi #false,
PG sROSSI#5at T 1h KR 241" ?a=b&
c=d” , Jf HILT B E Jtrue , IRAURI
M)23028k%% , WIFEBkA% ) Location 3k
LURMIL#RS4. " Location:www.
test.com?a=b&c=d" , BkHEKA 4514 m
U5, WITE & i [ R oK 454 i
BRNE : false

R F5 A ;- Redirect

7|

M rror URL

TAEH

H G ¥ERedirectType iMirrorff 5 & X , 3£
TG 1] P AR P s k- o

i PAhttp://E¢3E https /15T 2k , WA ELIE
B (1) 5 , OSSETEIN F47 5 i 2
fili_F-fm_Fobjecti4 s Bl JEurl . FLandg
EMhttp://ww t est. com |, {5
ftjobejcti2”myobject” , T [l 5 ftjurl A
http://ww.test.conl nyobject

, IRIgEht t p: // ww, t est . conl
dirl/ , BB EPERurlAht t p: /7w,
test.com dirl/ nyobject,

R T A - Redirect

BHEME, WE
RedirectType i
Mirror Il LA 25145 €

M rrorPass
QueryString

bool%l

EPassQueryString/EI#HIF , fi5Edktt
PassQueryString , 1H X 7ERedirectTy
pe ki Mirrorfisf 454 o

HRiNE : false

R T A - Redirect

M rrorFoll
owRedi r ect

boolZ%l

R EHG BHFAR IR 45 R 3xx , S 75 B4k
LBk 45 € i Location IR ERAL % -

P an & 2R Il PR K I, Jn SRR R Tl

7302, 3 Hi5%E T Location, 15T Fy
true , NjossZ: #k&LiE K Locationds & Y i

HE (w2 BREE100 K, n iR 100, W

7|




R G R ) o iR Afalse , AFA4
OSSHt £k F1302 , F-#4Location&E 1% H
%, HA7ERedirectType fMirrorfsf £ % .
BN : true

A ¥ & ;- Redirect

M rr or CheckMl5

boolZ%l

TS B A B JFbodyimd5.

2 35 htrue HF 2SR 15 (i response H1 4
#Content-Md53L I} , OSSH 2 R IRk
#Emd5 & & S ilkheader T | 1SR AT
B, WA AEoss . H 4 7ERedirectTy
pe A Mirrorfst A 5% o

PRIME : false

A2 F7 5 - Redirect

17|

M rror Headers

M T e e Bi& BRI header. U
YrRedirectType AMirrorisf 454 o
A F7 /4 : Redirect

57|

PassAl |

bool%Y

ML E R A header ( B T IR
i JLAheader ) % L) oss-/x-oss-/x-drs-FF
Sk#yheader ) 2|Ev5. HA7ERedirectTy
pe kMirrorfisf 455

BN : false

A2F5 5 MirrorHeaders

Pass

FEAETR E header B FyY , H& 2101, &
~header FE e £ 1024105745, F4F
HHR0-9. A-Z. a-zDI KA. HA7TE
RedirectType JyMirroriif 4254 .

A2 F5 & MirrorHeaders

57|

Renove

TAEH

2 L& L E fheader B ik , XANT
BTLIES |, %2104, —fk5PassAll
—ifefdi . £/ headerk fEH£1024
ANFAS , PR EPassHiE .. HATE
RedirectType AjMirrorfisf A 5%

AT & - MirrorHeaders

|

Set

ot

BE—"headerfL 2|yl , NEER P2
T X LLE & header , [H] I ARSI
HiXtheader, ZAMIILEE |, H£10
. HA7ERedirectType JyMirrorisf 454
AZF5 5 - MirrorHeaders

17|




Key FArE | BtEheaderfikey , JRE 102440 7T, F | A, BT
Fifk SPasstli] . A {ERedirectType’ly | Setdi & b /iR &
Mirrorbsf 455
AZFi s - Set

Val ue AR | & Eheaderffjvalue , 5410244 % BEHEM BT
T, AREHB\AN” . HA7TERedirectType | Setdis i@ LR
SMirrorif £E % Eo
AZFI 5 ¢ Set

Prot ocol FAFER | BRI, L ARHUE Ahttp sl BEM, 4
Fhttps. FLINTS RIAI S Mtest , IEBE | RedirectType sy
#F|ww. t est . com, [ HProtocol= Externalzk# AliICDN
B hhttps |, #F 4 LocationsL fht t ps I EZEISE .
2/ /www. test.comtest, HA
Y£RedirectType A Externalsi & AlICDNH}
HERL
R F5 4 - Redirect

Host Nane AR | BRI A AT AEM, 4
BRIty RedirectType £~ 7y
ftjobject fytest , Protocol fjhttps , HostnamdEkternalaf & AliICDN
Ewww. t est . com, 4 LocationsLhy | FPEERSE
https://ww.test.comtest, Jf
Y£RedirectType 5 Externalsi & AlICDN}
MR
R T A Redirect

HtpRedire HTTPIR | BkEE g ek, BE 4301, 3028, | A4, 4

ct Code ] 307. HA7ERedirectType }Externalsf# |RedirectType
AliICDNH A5 o Externalif# AliICDN
R Fi 5 - Redirect B 748 E o

Repl aceKey 4P | RedirectfIitHgzobject name i) i 20K+ BHEM, 4

PrefixWth BRI R AZNEXA | RedirectType Rk
F4F B N\ 7Eobject namde ) £ Hij 1A - Externalzk# AlICDN
ReplaceKeyWith#lIReplaceKeyPrefixWith | i 752245 & -

KA AR — A

Lhin+s € 7 KeyPrefixEquals fabc/ |, 15
E 1 ReplaceKeyPrefixWith fdef/ ,
205 1] ) object yabc/test.txtHl

2 Location=LIl Fyht t p: // v,
test.comdef/test.txt., Hf




YrRedirectType }Externalsf# AlICDN
3L

R F5 H - Redirect

Repl aceKeyWth |=#r8 | Redirectfiif{Eobject namef i il ix A | A5, HrectType
B, WL R ( Bl SR A B8 | A hExternalsi
key} , REH ZH K fljobject name ) . | AlICDNI & 245
ReplaceKeyWithfliReplaceKeyPrefixWith | .

XA R —

e 4n % B ReplaceKeyWith Jprefix/
${key}.suffix , P[] ffobject ftest , HF

2 LocationsLl ht t p: / / waw. t est
.comprefix/test.suffix. Hf
Y:RedirectType }Externalsf# AlICDNf
M3

T H - Redirect

Y53 Hr
o UNRBucket~NELE , & H1404 no content&i®R ., 45255 1 NoSuchBucket,

« JUGBucketf & 7 e & F Bucket I AS MU FEEDIRZS , B3R [B1403 Forbiddenffi% |, 45i%
15 . AccessDenied,

© WCRHBucketUR I EFF S ML E IEE , OSS4 ik [EI40455R |, #5iR%H : NoSuchWebs

iteConfiguration,
il
SRR

Get /?website HITP/ 1.1

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

Date: Thu, 13 Sep 2012 07:51:28 GVl

Aut hori zati on: OSS qnéqgrrgxo2oawuk53ot fj byc: BuGir RK+zNhHLACF51
NNHD3 9z Xw=

S ELOGHLI FR [ R4 -

HTTP/ 1.1 200

X- 0Ss-request-id: 534B371674E88A4D3906008B
Date: Thu, 13 Sep 2012 07:51:28 GVI
Connecti on: keep-alive

Content-Length: 218

Server: Aliyun0SS

<?xm version="1.0" encodi ng="UTF-8"?>

<Websi t eConfi guration xm ns="http://doc. oss-cn-hangzhou. al i yuncs. coni>
<l ndexDocunent >



<Suf fi x>i ndex. ht m </ Suf fi x>
</ | ndexDocunent >
<Err or Docunent >
<Key>error. ht m </ Key>
</ Err or Docunent >
</ Websi t eConfi gurati on>

AR ELOGHLUIN Rk [B R -

HTTP/ 1.1 404

X-0Ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56: 46 GVI
Connecti on: keep-alive

Content - Length: 308

Server: AliyunOSS

<?xm version="1.0" encodi ng="UTF-8"?>

<Error xm ns="http://doc. oss-cn-hangzhou. al i yuncs. coni>
<Code>NoSuchWebsi t eConf i gur ati on</ Code>
<Message>The specified bucket does not have a website confi gurat
i on. </ Message>
<Bucket Name>oss- exanpl e</ Bucket Nane>
<Request | d>505191BEC4689A033D00236F</ Request | d>
<Host | d>0ss- exanpl e. oss- cn- hangzhou. al i yuncs. conx/ Host | d>
</ Error>

SEHEAAY

GET /?website HITP/ 1.1

Date: Fri, 27 Jul 2018 09:07:41 GvVIr

Host: test.oss-cn-hangzhou-internal.aliyuncs.com

Aut hori zati on: OSS alnBNgkzzxcQW 8u: 0Jzanof myR5WAOr sU9HUWO X sus=
User - Agent: al i yun-sdk-python-test/0.4.0

HTTP/ 1.1 200 K

Server: AliyunGOSS

Date: Fri, 27 Jul 2018 09:07:41 GVl
Cont ent - Type: application/xm

Cont ent - Lengt h: 2102

Connecti on: keep-alive

X- 0Ss-request-id: 5B5AEODD2F7938CA5FCEDABA
X- 0Ss-server-time: 47

<?xm version="1.0" encodi ng="UTF-8"?>
<Websi t eConfi gurati on>

<l ndexDocunent >

<Suf fi x>i ndex. ht m </ Suf fi x>

</ | ndexDocunent >

<Err or Docunent >

<Key>error. ht m </ Key>

</ Er r or Docunent >

<Rout i ngRul es>

<Rout i ngRul e>

<Rul eNurber >1</ Rul eNunber >

<Condi ti on>

<KeyPr ef i xEqual s>abc/ </ KeyPr ef i xEqual s>
<Ht t pEr r or CodeRet ur nedEqual s>404</ Ht t pEr r or CodeRet ur nedEqual s>
</ Condi ti on>

<Redi rect >

<Redi rect Type>M r r or </ Redi r ect Type>



<PassQueryString>true</PassQueryString>

<M rror URL>http: //www. t est. coni </ M rror URL>

<M rrorPassQueryString>true</M rrorPassQueryString>
<M rror Fol | owRedi rect >t rue</ M rror Fol | owRedi rect >
<M rror CheckMd5>f al se</ M rr or CheckMl5>

<M rror Header s>

<PassAl | >t rue</ PassAl | >

<Pass>nyheader - key1</ Pass>

<Pass>nyheader - key2</ Pass>

<Renove>nyheader - key3</ Renpve>

<Renmove>nyheader - key4</ Renpove>

<Set >

<Key>nyheader - key5</ Key>

<Val ue>nyheader - val ue5</ Val ue>

</ Set >

</ M rror Header s>

</ Redirect >

</ Rout i ngRul e>

<Rout i ngRul e>

<Rul eNurber >2</ Rul eNunmber >

<Condi ti on>

<I ncl udeHeader >

<Key>host </ Key>

<Equal s>t est . oss-cn-beijing-internal.aliyuncs.conk/Equal s>
</ 1 ncl udeHeader >

<KeyPr ef i xEqual s>abc/ </ KeyPr ef i xEqual s>

<Ht t pEr r or CodeRet ur nedEqual s>404</ Ht t pEr r or CodeRet ur nedEqual s>
</ Condi ti on>

<Redi rect >

<Redi rect Type>Al i CDN</ Redi r ect Type>

<Pr ot ocol >ht t p</ Pr ot ocol >

<Host Name>www. t est . conx/ Host Name>
<PassQueryString>fal se</ PassQueryString>

<Repl aceKeyW t h>prefi x/ ${ key}. suf fi x</ Repl aceKeyW't h>
<Ht t pRedi r ect Code>301</ Ht t pRedi r ect Code>

</ Redi rect >

</ Rout i ngRul e>

</ Rout i ngRul es>

</ Websi t eConf i gur ati on>

5.12 GetBucketReferer
Get Bucket Ref er er $#:/E F] T #& FbucketfijRefererfi R At & o
THRTEE

GET /?referer HITP/ 1.1
Host: Bucket Nane. oss. al i yuncs. com
Date: GMI Date



Aut hori zati on: Si gnatureVal ue

i M G2 (Response Elements)

% 5-10: My o3

E i eyt g
RefererConfiguration | 74 fRAFERefererfic & N AR A48

FF1 15 . AllowEmptyRefereri 5. RefererListTy

D

TR T

AllowEmptyReferer | k252455 TRERT frirrefererv B oS g R ]« BUME :
« true (BRIAfEH)
. fal se

A2 F1 15 . RefererConfiguration

RefererList 758 {RAFrefererii ] 4 & FAHI 545
A2 F1 15 . RefererConfiguration
F-F7 & : Referer

Referer A B E—Skrefererif o] [ 44 H
A2 45 RefererList

Wi A

o RBucket NIETE , iR H14044815% . 51215 : NoSuchBucket,
«  HAHBucket4H # 74 Bt & B BucketffjRefererfit Bz B , 73R [71403 Forbidden4i% , 4%

5 . AccessDenied,

« W BucketA#frRefererfl XL E , OSS4 IR [l Bk i AllowEmptyReferer{t 123 i) RefererLis
tO

il
wARAH

Get /?referer HITP/ 1.1
Host: oss-exanpl e. oss. al i yuncs. com
Date: Thu, 13 Sep 2012 07:51:28 GVI



Aut hori zati on: GOSS qnéqgrrgxo2oawuk53ot fj byc: BuGir RK+zNhHLACF51
NNHD39z Xw=

Lkt B Referer )l iR [F] 744

HTTP/ 1.1 200

X-0Ss-request-id: 534B371674E88A4D3906008B
Date: Thu, 13 Sep 2012 07:51:28 GVI
Connecti on: keep-alive

Content-Length: 218

Server: AliyunGOSS

<?xm version="1.0" encodi ng="UTF-8"?>
<Ref er er Confi gurati on>
<Al | owEnpt yRef er er >t r ue</ Al | oweEnpt yRef erer >
<Ref ererLi st >
<Referer> http://wwv al i yun. conk/ Ref er er >
<Referer> https://ww. aliyun. conx/ Referer>
<Referer> http://ww. *. conx/ Ref erer>
<Referer> https://ww. ?. aliyuncs. conx/ Ref erer>
</ Ref ererLi st >
</ Ref er er Conf i gur ati on>

A5t B Referer L iR [B] 7= 44

HTTP/ 1.1 200

X- 0Ss-request-id: 534B371674E88A4D3906008B
Date: Thu, 13 Sep 2012 07:56: 46 GVI
Connecti on: keep-alive

Content - Length: 308

Server: AliyunGOSS

<?xm version="1.0" encodi ng="UTF-8"?>
<Ref er er Confi gur ati on>
<Al | owEnpt yRef er er >t r ue</ Al | oweEnpt yRef erer >

< RefererlList />
</ Ref erer Confi gurati on>

5.13 GetBucketLifecycle

Get Bucket Li f ecycl el T-# & BucketjLifecyclefit & .

GET /?lifecycle HITP/ 1.1

Host: Bucket Nane. oss. al i yuncs. com
Date: GMI Date

Aut hori zati on: SignatureVal ue

Wi A

«  HABucketfj#f # 4 fE & FBucketffjLifecyclefit & , & NJiK 11403 Forbidden4ti® , 45iR44 -
AccessDenied,

«  WHBucketslLifecycle STELE , % [H1404 Not Found4ist |, 451255 : NoSuchBuckets,
NoSuchLifecycle,



il
AR

Get /?lifecycle HITP/ 1.1

Host: oss-exanpl e. o0ss. al i yuncs. com

Date: Mon, 14 Apr 2014 01:17:29 GVII

Aut hori zati on: OSS qnéqgrrgxo2oawuk53ot f j byc: ceOEyZavKY4Qcj oUWYSp
YbJ3naA=

Bt ELifecycleff)ik [l R~

HTTP/ 1.1 200

X-0Ss-request-id: 534B371674E88A4D8906008B
Date: Mbn, 14 Apr 2014 01:17:29 GVI
Connecti on: keep-alive

Content - Lengt h: 255

Server: AliyunGSS

<?xm version="1.0" encodi ng="UTF-8"?>
<Li f ecycl eConfi gur ati on>
<Rul e>
<| D>del ete after one day</I|D>
<Prefi x>l ogs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Expi ration>
<Days>1</ Days>
</ Expi rati on>
</ Rul e>
</ Li fecycl eConfi guration>

K ELifecycle iR A /R4 -

HTTP/ 1.1 404

X-0Ss-request-id: 534B371674E88A4D38906008B
Date: Mon, 14 Apr 2014 01:17:29 GVII
Connecti on: keep-alive

Content-Length: 278

Server: AliyunCSS

<?xm version="1.0" encodi ng="UTF-8"?>

<Error>
<Bucket Nane>oss- exanpl e</ Bucket Nanme>
<Code>NoSuchlLi f ecycl e</ Code>
<Message>No Row found in Lifecycle Table. </ Message>
<Request | d>534B372974E88A4D89060099</ Request | d>
<Host | d> Bucket Nane. oss. exanpl e. conx/ Host | d>

</ Error>

5.14 DeleteBucket

Del et eBucket AT k&3I4~ Bucket,
HIESTS

DELETE / HITP/1.1



Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Date: GMI' Date
Aut hori zati on: SignatureVal ue

WY
o WEBucket RTETE , 1R [E1404 no contentfliR, 455255 : NoSuchBucket,
© TP IERMERI R A, OSSA A HF MER—A~JE 25 i Bucket.
o IR E MR —A R A aE HBucket , 1251409 Conflictffi , 451585 : BucketNotEmpty.,

« JUHBucketf #3474 REMIERX ~Bucket. 0 B MIBR— AN 1% A X WAL FR ) Bucket , 1271403

Forbiddensi® ., 4&i%H% : AccessDenied,
Al
AT
DELETE / HTTP/ 1.1
Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com
Date: Fri, 24 Feb 2012 05:31:04 GVI

Aut hori zati on: OSS qnéqgrrgxo2oawuk53ot f j byc: ceOEyZavKY4Qcj oUWYSp
YbJ3naA=

& R
HTTP/ 1.1 204 No Content
X-0Sss-request-id: 534B371674E88A4D3906008B
Date: Fri, 24 Feb 2012 05:31: 04 GV
Connecti on: keep-alive

Content-Length: O
Server: AliyunGOSS

5.15 DeleteBucketLogging

Del et eBucket Loggi ng$ 1 T 3 #bucketifi o] H i DhfE
HREE
DELETE / ?l oggi ng HTTP/ 1.1
Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com

Date: GMI Date
Aut hori zati on: SignatureVal ue

AW

o UNRBucketNTELE , &2 F1404 no contentéiR |, £5i%F5 : NoSuchBucket,

U Bucketiy il 3# A RE X P Bucketiy 7] H FiC R IIRE . WA #RAE— A8 TRy Bucket
, OSSR 01403 Forbidden4ii% , 44215 : AccessDenied,

* R HbrBucketH A T Logging HhfE |, 134K FIHTTPARZS T 204



il
AR

DELETE /?l oggi ng HTTP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 05: 35:24 GVII

Aut hori zati on: OSS qnéqgrr gxo2oawuk53ot f j byc: 6ZVHOehYzxoClyxRydPQs/
CnVzZU=

A& 5] 7451

HTTP/ 1.1 204 No Content

X-0Ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05: 35: 24 GVI
Connecti on: keep-alive

Content-Length: O

Server: AliyunGSS

5.16 DeleteBucketWebsite

Del et eBucket Websi t e 4 F T plbucket i i 245 W sl FL A AR DL Kz kA3 o
HORETE
DELETE / ?website HTTP/ 1.1
Host: Bucket Nane. oss-cn- hangzhou. al i yuncs. com

Date: GMI Date
Aut hori zati on: SignatureVal ue

Wi A

o R BucketNIELE , IR 11404 no content4 iR |, 45245 : NoSuchBucket.
« JUfBucketf 3l A 7 58 % 1 Bucket I FE S M B E . R BEIHAE— AR TIREY
Bucket , OSSik [1]403 Forbiddenfi® , 4254 : AccessDenied,

il
AR

DELETE / ?website HTTP/ 1.1

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 05:45:34 GVII

Aut hori zati on: OSS qnéqgrrgxo2oawuk53ot fj byc: LnMIAZ1Cel duZF5vGFW
cOMVEKVg=

AT ENR

HTTP/ 1.1 204 No Content

X-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05: 45: 34 GMVI
Connecti on: keep-alive



Content-Length: O
Server: AliyunGOSS

SEEARES

DELETE /?website HTTP/ 1.1

Date: Fri, 27 Jul 2018 09:10:52 GVII

Host: test.oss-cn-hangzhou-internal.aliyuncs.com

Aut hori zati on: OSS alnBNgkzzxcQMW 8u: gPr KwuMaar A4Tf k1pgTCyl Fs1j Y=
User - Agent: aliyun-sdk-python-test/0.4.0

HTTP/ 1.1 204 No Cont ent

Server: Aliyun0SS

Date: Fri, 27 Jul 2018 09:10:52 GVII
Content-Length: O

Connecti on: keep-alive

X- 0Ss-request-id: 5B5AE19C188DC1CE81DAD7C8

5.17 DeleteBucketLifecycle
iEIDel et eBucket Li f ecycl esfhig+s & Bucket flAE:#y & HAHLI o
THRIE

DELETE /?lifecycle HITP/ 1.1

Host: Bucket Nane. oss. al i yuncs. com
Date: GMI Date

Aut hori zati on: SignatureVal ue

MY

AEAESMERTE E Bucket f A HILE @ IR )5 | % Bucket HioR2xf Object B B 3l
B o

« 1R Bucket STELE , iR [H] 404 Not Found 48i% , £5i%#% : NoSuchBucket,

© WRMERATFAER Lifecycle | & o] 204 JR75H5 .

- JUf Bucket Bl A% 7 REMIER Bucket Al A: iy AN At B #RAE— A8 TR Bucket
, OSSR 11403 Forbidden 4% , %215 : AccessDenied,

Al
R :

DELETE /?lifecycle HITP/ 1.1
Host: Bucket Nane. oss. al i yuncs. com
Date: Mon, 14 Apr 2014 01:17:35 GVl



Aut hori zati on: OSS qnéqgrr gxo2oawuk53ot f j byc: 6ZVHOehYzxoClyxRydPQs/
CnVzU=

RN 7R

HTTP/ 1.1 204 No Content

X- 0Ss-request-id: 534B371674E88A4D3906008B
Date: Mn, 14 Apr 2014 01:17:35 GMI
Connecti on: keep-alive

Content-Length: O

Server: AliyunGOSS



6 5T ObjectiffE

6.1 PutObject

Put Qbj ect #2110 H T &304

RS

PUT / Cbj ect Name HTTP/ 1.1
Cont ent - Lengt h : Cont ent Lengt h

Cont ent - Type:

Cont ent Type

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Date: GMI' Date

Aut hori zati on:

if>kHeader

2 6-1: ifkHeader

Si gnat ur eVal ue

2R R ik
Aut hori zat FAFER LN RA G O WA ; BRI iE S RFC2616,
ion BRIME K
Cache- TR 15 1 Objecti T R Y B T IZBAE4T o ; T PEAIR I 2
Contr ol RFC2616.
PRINE - T
Content- |k 1652 1% Objectdl FHUIN I 4H ; TIEAMIAIT 2 IHRFC2616.
Di sposition BRI T
Cont ent - FAFER 18 € ZObjectt T BN A gnidis =, ; HIERIHIRES IR
Encodi ng RFC2616.
BRNE
Content-MI5 | 754 HARISRFC 18641 BN AF ( AELATELHE ) $HHMS (i 3k
FH2BLLRFIMT | WA A Tbase AT Iy — T
fyContent-Md5{iL. %iffsk kil FI T HR ALK (118
AR R L) o BORGHIR IR T , OSSHEY
FH P A8 1208 oK Sk 347 3 2 A 25
PRINE T
PR : o
Cont ent - FAFER iRk Cont ent - Lengt h{E/NF52BRiER {4k ( Body ) H
Lengt h BRI EIERK E |, OSSIf lih e i e ; {HObject /N H %

FCont ent - Lengt hrp%E SCHIRN | HABEL IR 95 5



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

K =) g
ETag R ETag (entity tag) 7£4:Object/E il iz ol g , F
FhrR—-Objecti) N %, XfFPut Objectif K€l
fObject , ETagfE & H N AHIMDSE ; X HAb 77 Xl
#fObject , ETagfE 2 N A HIUUID. ETagfEwl LIH T
Fir A ObjectN 282 5 A A48 k. AU P 1 HETagk/E
“1Object A& AIMDSHEH 5 s 56 Bk
SOIME T8
Expires FAF R ] PRI IR E 2 FRRFC2616.
NN
O
=] #
OSSN IXAMEHEAT PRI FNGRIE o
X- 0SS- FAFH 15 & OS S Object it it Ik 55 s i Il %5 S A 12 o
server-side Al AES256 1% KVB
-encryption —
L]
(=] B8 :
T EWSEKMSEA: |, A7 DU RIKMS I 5k, )<
#KmsServiceNotEnabled4f i %
X- 0SS- TR R FORKMSHAE R - 58 .
server-side %24 {Ex- oss- server - si de- encrypt i on JKMSHE}FH
-encryption o
-key-id
X- 0SS- FA 18 & OS St 3 Object} 115 A FR o
obj ect - acl A¥E(E - public-read, private , public-read-wite
X- 0SS- TAFH i € Objectif #2828 .
st or age- BUE :
cl ass
. Standard
« |IA
« Archive

FRAIFE ;- PutObject. InitMultipartUpload. AppendObject
PutObjectSymlink. CopyObiject.

* ln’RStorageClassffE A&k , IR F400 4%, FHIRAY -
InvalidArgument.,



https://www.ietf.org/rfc/rfc2616.txt

HIR e <3t ik

© XFTHAEEAEREBucket , 7 L f&ZObjectinf 45 &% H , N
IR FAZ I Objecté it e e 2R AL . filn , FEIAZRAY
ABucketdr F{£Objecth} , #7485 Ex-0ss-storage-class
Standard , Jiji%Object & #:174#% »Standard.,

4715 53
< XFE G Object :
— JrERBucketi A 15 AR , 1% [51403 Forbiddenffi®, 4i%f% : AccessDenied.,
— CBAFIER A, I BAVT AR B SRR 55 ORI SO, 18ik 11200 OK.
— FTTERIBucket RYETE , iR 11404 Not Found4fist. 45145 : NoSuchBucket.
- NS5 AfObject key K Bk F10235 45 , 3% [M400 Bad Request. 4% : InvalidObjectName

o

. Content length

— WRIER L H i Cont ent - Lengt h/NFSEBriF=RAk ( Body ) &kl B , OSSHIHH
el it (HObject /N 4EFCont ent - Lengt hifg LA RN, HARBHR K # B 57
— SRR SRR AR 5G |, iR 1400 Bad Requestfis. 45575 : InvalidArgument,
— WURBCE TRE , HREARZHEBody , 8 &iEHBody KANVNTAEERMN |, IRE5dHa—
HZ#: , H¥time out , X [M1400 Bad Request{ii®. 4&i%f% : RequestTimeout,
« HTTP Header

— OSS¥#; HTTP Phill EiI51-Header £ : Cache-Control. Expires. Content-
Encoding. Content-Disposition. Content-Type. #15 _F{£Objecti}i% & T X kHeader , M)
#Objecttl T3 , MH . Header{E 2 # H BB Bl AL HI{E. Hearder 7 BHfEHS I
RFC2616,

— {1 % Header A& chunked encodingwt4 77 = , HI% A I\ Content lengthZ%4¢ |, ¥ 1411
Length Requiredffi®. %5i%f5 : MissingContentLength.

— PutObjectli}#5 %€ T x-0ss-server-side-encryption Header , W00 5 & HAE HAES256 , &
<1 11400 Bad Requestfi, 4£1245 : InvalidEncryptionAlgorithmError, #55Ei%Header
Ja o TEmA Rk 2R Al % Header , OSS4xt b L Object A7 N % 474k , 24i1%Object
BCREES |, mp Sk 2 {05 x-0ss-server-side-encryption , {5 & &% Object iy i & Hiik .


https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://tools.ietf.org/html/rfc2616#section-3.6.1

— PutObjecth , #7 LIx-oss-meta- HRTZX 24 , WIPLK user meta , LL#x-0ss-meta-
location. —/~Objectn] LA LN REIMSEL , (HFTAHY user meta i K/NARERE L 8KB,
User metascFRpiifiizk (- ) « =%« W35 ¥ R"XFE (az, AZ) , AT
2 (_) TEN I HABL A o

B I )

ZN |

Content-Md53}44. 75 R 48R

PrifErb e ORS¢ ST EEMAS N i — BEHISAL (12847 ) |, XA ki #E Tbase64 4y
B (AR 320 74 ER 2 ) o

DL A& N 250123456789 J3 5 , 5% 545 5 ) Content-Md5.

HPythons S8l , IERTH ARG -

>>> jnport base64, hashlib

>>> hash = hashli b. nd5()

>>> hash. updat e("0123456789")

>>> base64. b64encode( hash. di gest ())
' eB5eJF1pt VaXn¥bi j SPyxw=="'

AL I

IEBEIHSETTA R - hash. di gest () , PR ERI%4E (128 ) >>> hash. di gest () ' x\
x1e”$] i\ xb5f\ x97\ x9b\ x86\ xe2\ x8d#\ xf 2\ xc7'

B LBR TR BN T B 324 T4 R g i Ef Tbase64 ik, 4N : hash. hexdi gest

(), FHEBE T RS2 T 45 >>> hash. hexdi gest () ' 781e5e245d69b566979b
86e28d23f 2c7' . 4EIRAIMAS{E 1 Tbase644i il )5 4 S A © >>> base64. b64encode(
hash. hexdi gest ()) ' NzgxZTVI M QLZDY5Yj] U2N k3OW 4NmUy OCQy MYy Yzc='

N (K
) B b AR SRR -

PUT /test.txt HTTP/ 1.1

Host: test.oss-cn-zhangji akou. aliyuncs. com

User - Agent: al i yun-sdk-python/2. 6. 0(W ndows/ 7/ AND64; 3. 7. 0)
Accept: */*

Connecti on: keep-alive

Content - Type: text/plain

date: Tue, 04 Dec 2018 15:56: 37 GVI



aut hori zation: OSS gn6qrrgxo2oawuk53otfj byc: kZoYNv66bsnc 10+
dcGKwsXx 2PRr k=
Tr ansf er - Encodi ng: chunked

Wi 7 7R 491

HTTP/ 1.1 200 &K

Server: AliyunGOSS

Date: Tue, 04 Dec 2018 15:56:38 GVI
Content-Length: O

Connecti on: keep-alive

X- 0Ss-request-id: 5C06A3B67B8B5A3DA422299D
ETag: " D41D8CD98F00B204E9800998ECF8427E"

X- 0ss- hash-crc64ecnma: 0

Cont ent - MD5: 1B2M2Y8AsgTpgAnY7PhCf g==

X- 0Ss-server-tinme: 7

- w2
A AR R B T SR ]

PUT /oss.jpg HITP/ 1.1

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com Cache-control: no-
cache

Expires: Fri, 28 Feb 2012 05:38:42 GMI

Cont ent - Encodi ng: utf-8

Cont ent - Di sposition: attachment;fil ename=oss_downl oad. j pg
Date: Fri, 24 Feb 2012 06: 03: 28 GMI

Cont ent - Type: i mge/|j pg

Cont ent - Lengt h: 344606

X- 0ss- st orage-class: Archive

Aut hori zation: OSS gn6qgrrgxo2oawuk530t fj byc: kKZoYNv66bsnt 10+
dcGKwsXx 2PRr k=

[ 344606 bytes of object data]

$14 [ bl

HTTP/ 1.1 200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52: 34 GMI
Cont ent - Type: i mage/|jpg

Content-Length: O

Connecti on: keep-alive

X- 0Ss-request-id: 5650BD72207FB30443962F9A
X- 0Ss- bucket - versi on: 1418321259

ETag: "A797938C31D59EDDO8D86188F6D5B872"

LK
B % Put Object/R fil{A%i#% £ W.Python SDK |- 7 {4 o



6.2 CopyObiject

Copy Qbj ect 4% 1 T #EBucket s [a sk il BucketZ i #5 DUSC A

ZAE O DLk 3E— A PUtisR250SS |, F-7EPutifskHeaderd {5t X - 0ss- copy- sour cekfg
EJRObject, OSS4 H Bl AW X & — M5 DR |, HEITEMRS st TR E . R #% DLk

Iy, Wik H HFrObject(s B8 F -

WRIEE

PUT / Dest Obj ect Name HTTP/ 1.1

Host: Dest Bucket Nane. oss-cn- hangzhou. al i yuncs. com

Dat e: GMI Date

Aut hori zati on: SignatureVal ue
X- 0SS- COpYy- sour ce:

/ Sour ceBucket Name/ Sour ceObj ect Nane

5> kHeader
R g3t} g
X- 0Ss- copy- T ER $i € 75 DU P L o
sour ce NN
X- 0Ss- copy- FAFER IR JEObject i ETag{E Al P {2 HERIETaghi % |, Mk
source-if-match FHEUERE | IR E1200 OK ; 753K [H1412 HTTP4S s
4 ( FALFRRIK ) .
NN
X- 0Ss- copy- T ER R JHObjectiETag i F1 I P {2 ki ETag A A% |, N
source-if-none- PATHE DIRAE | JEIR[H1200 OK ; #5303 11304 HTTP4,
mat ch DR ( BALFRARIK ) .
RIME : T
X- 0SS- copy SRR TSR AR NS b A I 1) 45 T B0 W T SR S R it
-source-if- ], MEF 4SO . 3R mI200 OK ; 5z 91412
unnodi fi ed-si nce precondition failed4i% .
BNE - T
X- 0Ss- copy FAFHR R JFObject 5 M 745 € B I 1] LLE e sod , )
-source-if- PATHE DRAE 5 3R 11304 HTTPAE RS ( HikbsH sk
nodi fi ed- si nce W) o
BIME - T
x- 0ss- net adat a- | =458 Fe e i & B FrObjectfh o5 B . A RE

directive

A COPYFHIREPLACE.,




HIR

ik

« COPY ( BRIAHE ) : &l JHObjectiy fE B2 H
#rObject, & JFEObjectix- oss-server-si de
-encrypti on A pEHl , B HARObject/2 & k4T
JIR 55 45 i 0 2% 20 i AR SR COPY 4 2 545 5E 17X -
0ss-server-si de-encrypti onijf>kHeaders
PLSE o

« REPLACE : ZR&JEObjectf) oz , HIEERAH
HRPFERTTE R
3

=

T DURAE ) IR Object ik Al H ARObject bl +H

@ , MIEitx- oss- met adat a- di rect i ve i

18, #ia BHEA B IRObject i Tl B .

X- 0SS-server -
si de-encryption

i OSS I it H AnObjectif iR 55 s il 4w i in e -k

BUE :
« AES256

© KMB ( FRZWEKMSES: , A 7] LA FIKMS %
Bk, B2 KmsServiceNotEnabled4d g )
O3
=1 B
> WNHRIEE TX- 0ss-server-side-encryption
, MFE i IHObject& 75 347 i IRk 55 % it i 2% 2
4 , ¥5 D12 J5 i H hRObjectifi e 347 Ik 55 i iy
I fide I HP5 DUERAE i b 3k 240 8x
-0ss-server-side-encryption, {54
H brObjectit i 5% . 7E H FrObjectif T #
B, W k£ 614 x- 0ss- server - si de-
encryption , {4i%O0bjectf inZ5& k.
o EEDIEAEDARIEEX- 0ss- server - si de-
encryption , NMFiEFEObjecti: B Tid AR 55 4%
i N i, ¥ D12 J5 #) H RObject#f & AR A1 1d
IR 55 st i 1 265 s ) £ KL 4R

X- 0SS-server -
si de-encryption-
key-id

FRKMSTEE P %5
Z S fEX- 0ss- server - si de-encryption

HKMSH A2 -




K E s3] ik
X- 0ss- obj ect - acl | =458 }8 £ OSSHI 3 H #1Objecti 135 RIA PR o
HUE -
public-read
private
public-read-wite
X- 0sS- st or age- SRR & £ Object i 77 2

cl ass

BUE :

St andar d
I A

« Archive

HHEEIFE ;- PutObject. InitMultipartUpload.
AppendObject. PutObjectSymlink. CopyObiject.

il
=] B

iR StorageClassi{EA A , IR HI400 5% 4
144 : InvalidArgument,
PutObjectSymlink it £7-f# 28 B U 245 5 A IAEL,
ArchiveZ&#! (K RIA 5 ArchiveZi R i BAN SN
A IE64KB , £#64KBIHE TR ) o

XA R A28 HBucket , #57 £ Objecti} 5 &%
fE , WK B HObjecti it Mg IR EL . fil
m, fEIAZRAY R Bucketr EfZObjectit} , 45 Ex-
oss-storage-class>fStandard , Nji%ObjectH#:7F
%~ Standard .

S Objectf it R AW K BIH R E 5 , W2RIAG
Archive2k I Objects) H 76 i 530 F160 K P #%
B, WENarm AR i, e, 1IARH
Objectfil@d 10 K )5 , #78 = % ArchiverfStandard
, M =220 R4 HI I ER 2R H o




e 5 75 2% (Response Elements)

2 6-2: WP ILR

ES i ik

Copyhj ect Resul t | #2455 CopyObjectpt) gt i
NN

ETag A H#rObjectfETagfd

R tE : CopyObjectResult

Last Modi fi ed TR H FRObjecti J5 5 i il .
R# : CopyObjectResult

415 43
B A 2% A1
— (U FNTAGBHI S SR 545 DUR T 1GBAY LA, il FMultipartUpload#fk | 1%
i#% % llUploadPartCopy.
— iR E LB IRObject A AN R .
— {RObjectfil H HrObjectuh 5 T [a]— ksl ( Zfirly ) o
— REYE DLdE B 0 b A% 77 A A2 iy Object.
— MR IHObject R HEHE , V5 DUAREERE | AH5 DU SRS W B SCAF 2
T3k
— %} EODbject T 7£ i Bucketh g i — 1k Getid >R k25
— %} H bxObject i 7E /) Bucketh ii— Uk Putif K k% -
— X H #rObjectfir fE I Buckets fikH b i 77 fif & o
Ak iF >k Header

— JU/NFiH WriE sk Header ( x- oss- copy-source-i f-match. x- 0ss-copy-source-if-
none- mat ch. x-0ss-copy-source-if-unnodi fi ed-si nce. x-0ss-copy-source
-if-modified-since ), (BB R BB AHMEHIES I GetObject A 2y
i3 Hre

— FBURAEDY K BIHiE K Headerd i LIX- oss- JF3kHY , B LB 22 4 A7 B3 o



il

HRRH

PUT /copy_oss.jpg HTTP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 07:18:48 GVl

X- 0ss- st orage-class: Archive

X- 0SS- copy-source: /oss-exanpl e/ 0ss. | pg

Aut hori zati on: OSS gn6qrrgxo2oawuk53ot fj byc: gmwPKuu20LQE] d+i PkL259A+
n0=

BB 7R

HTTP/ 1.1 200 OK

X- 0Ss-request-id: 559CCIOBDC755F95A64485981

Cont ent - Type: application/xm

Content-Length: 193

Connecti on: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GVII

Server: AliyunOSS

<?xm version="1.0" encodi ng="UTF-8"?>

<Copynj ect Result xm ns="htt p://doc. oss-cn- hangzhou. al i yuncs. con{>
<Last Modi fi ed>Fri, 24 Feb 2012 07:18: 48 GMWI</ Last Modi fi ed>
<ETag>"5B3ClA2E053D763E1B002CC607C5A0FE" </ ETag>

</ Copybj ect Resul t >

6.3 GetObject

HTFIRIAEAObject , HLHRAEZR ] F %)% Objectf AN IR »

WRIEE

CGET / Qbj ect Nane HTTP/ 1.1

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Date: GMI Date

Aut hori zati on: SignatureVal ue

Range: byt es=Byt eRange( 7] k)

k2% (Request Parameters)

OSS T FiH &£ GETE RS , A PLH & X OSSIR [HliF R i) —LkHeader , FiiRSH-RAH A
EHIGETE R M 254 . X LHeaderfilf :

K e sit) fiik

response-content- |5 % B OSSik vl >Rk fjcontent-type Sk
type ARINE - T

response-content- |Z£5E % B OSSik vl 3K fijcontent-language 3k
| anguage BRIME - T




HIR KA fiid
response- expires FAY % EHOSSI& [MliE K Aexpiressk
SINE : T8
response- cache- FHFE % BH.OSSi& Ml >k fcache-control 3k
control PRNE T
response-content- |45 % B OSSR [H] i 3K At content-disposition 3k
di sposition PRINE T
response-content- |45 % E.OSS& Ml i >k Hjcontent-encoding 3k
encodi ng L NINT-
iikHeader

% 6-3: jikHeader

IR eSit) g
Range TR TSR ITER . T, BUE bytes=0-9 , FIRfEI%450%]
SO0 T o
BRIME @ T
I'f-Modified- | %455 LSS R I ] LT SRR S O TR] T TR A S, IR
Since [200 OK ; 7301 3% [M304 not modified
SONE T8
Bt : GMTHSE] , fanFri, 13 Nov 2015 14:47:53 GMT
If- TR UNSRAG NS B AP I ) 45T B B TSR Se B s B ], Tl
Unnodi fi ed- IEF AL SO, 3% [M1200 OK ; 751111 [F1412 precondition
Since failedf iz
NN
B} a2 © GMTHSJA] , filanFri, 13 Nov 2015 14:47:53 GMT
| f- Mat ch =R AL N I ETagfllobjectf) ETaglGhg , ) iF % &% ¢
. 3R [E1200 OK ; 75 0j3% [11412 precondition failedét iz
SOAE T8
| f - None- FrFH 2R NHIETag{EMObjectiETag RILHAC , M IEH %4
Mat ch ff , IFRIF1200 OK ; #1135 71304 Not Modified
BIME : T
W55 0 M

GetObjectid@drange Z 4 7 DL 2 ¢l il A% , XF T ELECK # Objectdt il fifi FHi% Th g o



UNSRAETE R K f# I Range 244 ; ik 8] 11 8 & B S5 A SCHE B BERIIL U el B Y L 1)
i - Content-Range: bytes 0-9/44 , FRBEAN AR NA4 | BLUCGR B TEEH0-9. AR AFF
FVEEMTE , WARBEA S | JFHATESS R & Content-Range.

R “IF-Modified-Since” t % H 3 E B [ AFF A HLIE , BRSO | IR 51200 OK.
If-Modified-Sincefillf-Unmodified-Since v] ) [5] Bt £ 7E , If-MatchFillf-None-Match 3, ] L) [&] i 7%
7o

1412 1f-Unmodified-Since 3f H AR & 8LE £ &7 1f-Match 3 H ASFE , 3R 11412 precondition
failed

R4 5 If-Modified-Since 3t H ARFA 8L #& £ &7 1f-None-Match3f: HARF A, 12 11304 Not
Modified

WS A7 AE3R [E1404 Not Foundfis. 45i%f4 : NoSuchKey.

OSSA L HRHEREA VT MEGET R Y | @ id iR 280k B & R EliE>Kheader,

TEH E L OSSR [l i 3K i —LEHeaderlt} , FUATERACEL ) ( Bl 614452000 ) , OSSH
oA R header B B U GETIE RS AP 1R E I E -

1% 0bjectUy HEAT I 55 5% I fif B I B AE A 1Y), WIAEGETIERING 2 A Shifig Bk E 25 P, HF HAE
ma vy sk | £x3R [6] x-oss-server-side-encryption , HAE % BHi% Objecti) Ak 55 &8 dim N 585 5k
TIAGR P BEEAT GZIPHSR MM P | TR Headerr 7% 77 5 A Accept-
Encoding:gzip , OSS&AR#E LA Content-TypefISCAF: K/, HIWr2& iR Ml 45 il 7 &5t GZIP
el R T GZIPR4E N A < ffriretag (5 8. HATOSS3HFGZIP 4 Content-Type
MHTML. Javascript. CSS. XML. RSS. Json , X K/NEA/NF 1K,

WS RBUONAF S8R | IR BRSNS . JEH. , mpzkHCont ent - Lengt h. ETag.
Cont ent - MI5 224 HFRSCAFHITEAE R 5 Last - Modi fi edg& HARSCIFRIFF S4Bk fE 5 HE
RS BRI TR B

MRS RE NP S 484 F B B SUFAAAAE | 1261404 Not FoundfiR. £5iRAY :
SymlinkTargetNotExist.

WERSCAH KRB NFF S 464 | IF H HAR U R RAF 5458 |, iR [01400 Bad requestfffit. #HiR

g : InvalidTargetType.

X T-Archive JHE 288 , Object #7724 scRestoreiif>K , J:-4fFRestore e il ; A
FEObjectffjRestoretf /52 i H I Hi , Object 4 BE#E T4k :

— WRBA RS RestoretiisK |, B —kiEscRestore L&y , R MI40345 , F5iRGA
InvalidObjectState.



— o B4 e K Restoreif=K , HE I FIRestore/EIA B A 5/ , WIR BI4034%5 |, FHRIGH :
InvalidObjectState.
— HHRestoresg il , HBAMN , 4 A 6L HH%E N,

il
IER N

GET /o0ss.jpg HITP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 06: 38: 30 GVII

Aut hori zati on: OSS gn6qrr gxo2oawuk53ot fj byc: UNQDb7GapEgJCzZkcde6ChZ9Jf e8

AT ENR

HTTP/ 1.1 200 K

X-0Ss-request-id: 3a89276f-2e2d-7965- 3f f 9-51¢c875b99c41
X- 0Ss-obj ect-type: Nor nal

Date: Fri, 24 Feb 2012 06: 38: 30 GMI

Last-Mdified: Fri, 24 Feb 2012 06: 07: 48 GVI

ETag: "5B3ClLA2E053D763E1B002CC607C5A0FE "

Cont ent - Type: i mage/j pg

Content - Lengt h: 344606

Server: AliyunGSS

[ 344606 bytes of object data]

Range kR :

GET //oss.jpg HITP/ 1.1

Host : oss- exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Date: Fri, 28 Feb 2012 05:38:42 GVI

Range: byt es=100-900

Aut hori zati on: OSS qgnéqgrrgxo2oawuk53ot f j byc: qZzj F3DUt d+yK16BdhG F
cCVknM=

AN

HTTP/ 1.1 206 Partial Content

X- 0Ss-request-id: 28f6508f-15ea-8224-234e-c0ced40734b89
X- 0Ss-obj ect-type: Nor nal

Date: Fri, 28 Feb 2012 05:38:42 GVl
Last-Modified: Fri, 24 Feb 2012 06: 07: 48 GVl
ETag: "5B3ClA2E053D763E1B002CC607C5A0FE
Accept - Ranges: bytes

Cont ent - Range: bytes 100- 900/ 344606
Cont ent - Type: i mage/j pg

Content-Length: 801

Server: AliyunG0SS



[ 801 bytes of object data]

5 SR 1 Bk B3 R on i

CGET / 0ss. | pg?response- expi res=Thu%2C%001%20Feb%202012%2017%3A00%3A00
%20GMI'& r esponse- cont ent -t ype=t ext & esponse- cache- cont r ol =No- cache&
response- cont ent - di sposi ti on=att achment ¥253B%2520f i | ename%@253Dt est i ng
.t xt & esponse- cont ent - encodi ng=ut f - 8&r esponse- cont ent - | anguage=%&£4%B8%
ADYEGYO6YB7 HTTP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 06: 09: 48 GVl

AN

HTTP/ 1.1 200 K

X- 0Ss-request-id: 559CCI9BDC755F95A64485981

X- 0Ss-obj ect-type: Nor nal

Date: Fri, 24 Feb 2012 06: 09: 48 GVl

Last-Modified: Fri, 24 Feb 2012 06: 07: 48 GVl

ETag: "5B3ClA2E053D763E1B002CC607C5A0FE

Cont ent - Lengt h: 344606

Connecti on: keep-alive

Cont ent -di sposition: attachment; filenane:testing.txt

Cont ent - | anguage: H

Cont ent - encodi ng: utf-8

Content -type: text

Cache-control : no-cache

Expires: Fri, 24 Feb 2012 17:00: 00 GMI
Server: AliyunOSS

[ 344606 bytes of object data]

15 BRI KR

GET /link-to-o0ss.jpg HITP/ 1.1

Accept - Encodi ng: identity

Date: Tue, 08 Nov 2016 03:17:58 GMI

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Aut hori zati on: OSS gn6qr r gxo2oawuk53ot f j byc: qZzj F3DUt d+yK16BdhG FcCvknM

AR NG

HTTP/ 1.1 200 OK

Server: AliyunCSS

Date: Tue, 08 Nov 2016 03:17:58 GV
Content - Type: application/octet-stream
Content - Lengt h: 20

Connecti on: keep-alive

X-0Ss-request-id: 582143E6D3436A212ADCC87D
Accept - Ranges: bytes

ETag: "8086265EFC0211ED1F9A2F09BF462227"
Last - Mbdi fi ed: Tue, 08 Nov 2016 03:17:58 GVI
X- 0SS-o0bj ect-type: Symink



Cont ent - MD5: gl YmXvwCEeOf ni 8JvO0Yi Jw==

ArchiveZ:#IObjectfjRestore#{f E.4: 58 Bl 15 KRl

GET /o0ss.jpg HITP/ 1.1

Host: oss-archi ve- exanpl e. oss- cn- hangzhou. al i yuncs. com

Date: Sat, 15 Apr 2017 09: 38: 30 GMI

Aut hori zation: GOSS qnéqrrgxo2oawuk53ot f j byc: zUgl wRPGKbBy ZxmlL+y4eyu+
NI Us=

1[5 7]

HTTP/ 1.1 200 OK

X-0Ss-request-id: 58F723894529F18D7F000053
X- 0Ss- obj ect-type: Nor nal

X-0Ss-restore: ongoi ng-request="fal se", expiry-date="Sun, 16 Apr 2017
08: 12: 33 GMI™"

Date: Sat, 15 Apr 2017 09: 38: 30 GMI
Last-Modified: Sat, 15 Apr 2017 06:07:48 GVI
ETag: "5B3ClA2E053D763E1B002CC607C5A0FE
Cont ent - Type: i mage/|jpg

Content - Lengt h: 344606

Server: AliyunGOSS

[ 354606 bytes of object data]

6.4 AppendObject
AppendCbj ect #1 A F LLB NS 77 3 530k

@1t Append Objecti:/Ef 3 [ Objectk % i Appendable Object , Tfijj# it Put Object - {%[#Object

Js=Normal Object,
eSS

PCST / Obj ect Nane?appendé&posi tion=Position HITP/ 1.1
Cont ent - Lengt h ; Cont ent Lengt h

Cont ent - Type: Content Type

Host: Bucket Nane. oss. al i yuncs. com

Date: GMI' Dat e

Aut hori zati on: Si gnatureVal ue

iE>kHeader
R et i3
Cache- FAFER 5 & 1% Objectyl T 3K 1 W T R 1747 R T ikdnfiidig 2 8
Cont r ol RFC2616,
BRIME : o
Cont ent - FAFER feE ZObjectlt FHIN AR ; BEIEAIHIRIE S RFC2616,
Di sposition BIE T



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

E a3t 3%
Cont ent - FAFER i ZObject T # i i N A widtia =X ; HIE4RiES R
Encodi ng RFC2616,
NN
Content-ND5 | =458 RAEHHLRFC 1864 %1 HE N A ( AAELHR ) 1H5HMDSE
AT 28R 2L T, XEE T i Tbase644min A — M E
fiContent-MD5fH . ZiEK L™ H TH B tEmi 4 (HE
WNEREGEEN ) « BRZIERLET LD , OSSHIY
PP A %0 R Sk A T 3 B ik 2
BRIMA - To
PR - To
Expi res B A BEPEAIARTE S RFC2616,
NN
X- 0SS- SRR F & OS S gt Objectif i AR 45 i v N 2 2 D 1% o
server-si de Ayl - AES256 B KMB
-encryption ~
Ll
|:| Wi
H W SEKMSE A, 0] DU FIKMS I 58072, B4y
KmsServiceNotEnabled4 =g .
X- 0SS- FHG R & & 0SS 3 Object i/ M ALK o
obj ect - acl A4l public-read. private. public-read-wite
X- 0Ss- FATER B & Object A2 8L .
st or age- B
cl ass
. Standard
« |IA
« Archive

FR:AFE O ;- PutObject. InitMultipartUpload. AppendObject
PutObjectSymlink. CopyObiject,

)

|:| WeHH

iR StorageClassi{E A& , MR [E1400 45i%. 4Rk
5 : InvalidArgument,

o XNTAEEGAH IR Bucket , # L fEObjectif#5 %A , M
IR F AL Objecté f7i# e e 2R AL . filn , FEIAKR!
HBucketHr _Ff&£Objectl , 15 FEx-0ss-storage-class
Standard , Jiji%Object & #:174i% »Standard



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

HIR e <3t ik

© HKIITAppendObjecti R |, fREXEAR , JFLLHE

Ine 8 A TERL -

e . Header
AR et} it
X- 0Ss- next 64 B TR R —UE R I S Rk position. 52 FR_Ft R 24 i
- append- Objectk: . 4 Append Object§Ihik [l , 542 K positionfil
posi tion Object{ FE AULECLTI 5| A I4095HR T , &l & tkheader.,
X- 0ss- hash- 64 7 ZHObjectft)64{iiCRC{E. %64{iCRCIEECMA-182x
crcbdecnn HEIFEA L,

FIHABERAER X R

* AHEXT—3EAppendable ObjectifrAppend Objectfff:. il , E4471E— 1A #Normal
Objecti} , Append Objectiff il i #1409 , iR i50bjectNotAppendable.

© X—AB&fF1ERAppendable Objectjif7Put ObjectffF , J4Z%Appendable Object2 ki)
ObjectfE 35 , 28%175 5 Normal Object,

+ Head Object:{E<> iR [ulx-0ss-object-type , FiT#BObjectj2i#!, %} FAppendable Object
Ki . iZ{E fAppendable. X}Appendable Object , Head Objecti, < ik [F] | iR fijx-0ss-next-

append-positionflix-oss-hash-crc64ecma,
» Get Bucket ( List Objects ) &>k afm XML , £4EAppendable Objecti Typeikhy
Appendable,
* AREf# il Copy Objectsk#% D1 —Appendable Object , 1 A4NREHAE B AR 55 i N 0 Jg k.. T
LAfiE i Copy Objects ez il H & X ITfeE B
WY

«  URLz=#appendfilposition};yCanonicalizedResource , FEASELS LT,

— URLHI 2407t Srappend , FIOR4E E X A —~Append Object# A

— URLE I ZHGE AL & position , HAEHE & MTAEHITIEM. B UGB IN#RAERposition.
WiR0 , RSB INEEER position & Object ¥ 24 w/ij4 B . filan , 55— KAppend Objectif>kf5
Eposition{fii ;0 , content-lengthZ65536 ; IF 4 , 25— ¥kAppend ObjectFH Ei4s Eposition


http://www.ecma-international.org/publications/standards/Ecma-182.htm

k165536, HIREEAERIN)E . W RY 3k #kx-0ss-next-append-positionth, £ B T — UGB AT

position,

« YPosition{t N0t :

— WIRBLA R 4 Appendable Object , 5% [7] 45Appendable Objecti 2 h0 , I%iER)ELh ; HAt
UL Ay PositionF1Object < BE AT FL A TE o

— WARBLA [ 45 ObjectfFfE , H8 2 Append Objectnl LIFIPut Objectif=R—+: , ¥ & i Ix-oss-
server-side-encryptionz 2% iE >k Header, iX— s fillnitiate Multipart Upload & —#¢A. 1R
YEPosition KOER I , I T IE#iffx-oss-server-side-encryptionsk , Jf4 J5£:fAppend
Objectiil 7 3k i 2> 1 & x-0ss-server-side-encryption=k , HAERBIINE k. JRLANRTE
Higmeta , 7] LLfii ] Copy Objectif=K .

* InRpositionf {EF1 24 FijObjectff) K EEA—%2L , OSS4ik [H1409 §i | 4415 MPositionNo
tEqualToLength, &4 FaREERES , B P a] DLIE L mi by 3L x-0ss-next-append-position & 45 5]
—kposition , FFFRPEFTIHR

« HTIHRMRER , Bl A P #tpositionfi{E %k T x-0ss-next-append-position , ZiE R KAl fiE
A ;PositionNotEqualToLengthfij 2%

« Append Object;= 4 ffjObject: B FR # f1Put Object—#%£, #:¢kAppend Object#ii<: 5 #1i% Object

B RO I
-+ fEpositionfi RIS F , ¥ EL77fERYAppendable Objectif 4K BEHORINZS , Btif A
£ 25 Object iR s o

* A FWORMERIF A Object A~ X FAppend Objectiff .
CRC641 31455

Appendable Objectf{)CRC:} I ECMA-182Fr1ft , FIXZH)it3 77—+, FiBoost CRCHHLA) 7R,
RN

mal <64, Ox42FOE1EBA9EA3693ULL, Oxffffffff

ypedef boost::crc_opti nal
fff fffffffffffULL, true, true> boost ecng;

t
f ffffULL, Oxfffff
uint64 t do_boost crc(const char* buffer, int |ength)

boost _ecma crc;
crc. process_bytes(buffer, |ength);
return crc.checksum();


http://www.ecma-international.org/publications/standards/Ecma-182.htm

a4 F Python cremodil) 74 -

do_crc64 = crcnod. nkCr cFun( 0x142FOE1EBA9EA3693L, i nit Crc=0L,
OxffffffffffffffffL, rev=True)

print do_crc64(“123456789”)

il
TR

POST / oss. j pg?append&posi tion=0 HTTP/ 1.1

Host: oss-exanpl e. o0ss. aliyuncs.com

Cache-control : no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMI

Cont ent - Encodi ng: utf-8

X- 0Ss- st orage-cl ass: Archive

Content - Di sposi tion: attachnent;fil ename=o0oss_downl oad. j pg
Date: Wed, 08 Jul 2015 06:57: 01 GVl

Content - Type: i mage/j pg

Content-Length: 1717

xor Qut =

Aut hori zati on: GOSS qnéqgrr gxo2oawuk53ot fj byc: kZoYNv66bsnt 10+dc GKwsx2PR

rk=
[1717 bytes of object data]

BB 7R

HTTP/ 1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMI

ETag: "OF7230CAA4BE94CCBDC99C5500000000"
Connecti on: keep-alive

Content-Length: O

Server: Aliyun0SS

X-0ss- hash-crc64ecma: 14741617095266562575
X- 0SS- next - append- position: 1717

X- 0Ss-request-id: 559CCIOBDC755F95A64485981

6.5 DeleteObject
Del et eChj ect HFMEEIE/Object.
HOREE

DELETE / Qbj ect Nane HTTP/ 1.1

Host: Bucket Nane. oss-cn- hangzhou. al i yuncs. com
Date: GMI Date

Aut hori zati on: SignatureVal ue

Wi A

+ DeleteObject %>k %% ObjectE A EA IR o



o WIRBEMIBRFIObject N EFE , OSSHLIR MIIRZSH5204 ( No Content ) .
« WRBucket N ETE , iR [F1404 Not Found,
o WURSCHERBURFF SRR AR A B

Al
LR

DELETE /copy_o0ss.jpg HITP/ 1.1

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 07:45:28 GVl

Aut hori zation: OSS qnéqrrgxo2oawuk53ot f j byc: zUgl wRPGKbBy ZxmlL+y4eyu+
NI Us=

AN

HTTP/ 1.1 204 NoCont ent

X- 0Ss-request-id: 559CCI9BDC755F95A64485981
Date: Fri, 24 Feb 2012 07:45: 28 GMVI
Content-Length: O

Connecti on: keep-alive

Server: AliyunG0SS

6.6 DeleteMultipleObjects

Del et eMul ti pl eQoj ect s 37 H P i —A-HT TP >R M5 Rl —4>Bucketdr it 224~ Object.

Delete Multiple Objects#fF: 32— kiR N i % Mk 10004-Object , IR MMM R EIHK :
2 (verbose ) A1 1) i (quiet) #3X.

PRI - OSSIRIEHH B4 T & 85— ERObject i 45 2 .
« TRERSK - OSSR A I B A L S MlERL 2 R A Object4h R R A N BR#R I FY)
W AT I B

RN

POST / ?del ete HTTP/ 1.1
Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Date: GMI Date
Cont ent - Lengt h: Cont ent Length
Cont ent - MD5: MD5Val ue
Aut hori zati on: SignatureVal ue
<?xm version="1.0" encodi ng="UTF-8"?>
<Del et e>

<Qui et >t rue</ Qui et >

<Obj ect >

<Key>key</ Key>
</ (bj ect >



</ Del et e>

&Kk Z$(Request Parameters)

Delete Multiple ObjectsH} , T LLi#Eitencoding-type X}k [ 45 5w [ Key #4720 15 o

HR

fifiig

encodi ng-type

P X IR B Key #4015 , H HT S REurlgs

5. Keyff JUTF-84F , {Hxml 1.0bRHEAS X
FEfpT — Lo Pl 24T, LhinasciifE A OF] 10/ %
£Fo XTKeyHfl Erxml 1055 HEA SZ3p ) 45 i 7
£F , T LU 45 i€ encoding-type ) i [l i Key
1795

BPERI - FAFE

BNE - T

Al EAE c url

ikt % (Request Elements)

R KM

fiiid

0
¢=4

Del et e

ot

{47 Delete Multiple Objectik
IR o

FA5 5« —AEi £ 4Objectit
# , R QuieticE

Q24

Key

&
&
H

T & None
PR Objectft) 44
A5 55« Object

0
¢=4

hj ect

o

17— Object(s A7 4.
FFE : key
L5k« Delete

Qi et B

FT T T 57w B ASE R FF 56
Bl true. fal se
PRINE : fal se

Q2

T Delete




e 5 75 2% (Response Elements)

HIR

o
=

P

Del et ed

0
¢=d

o

{RA7 B 5 2 B B Object il 25
R

FI5 4 Key

R F7 & DeleteResult

Del et eResul t

0
O

o

{147 Delete Multiple Objectifk
LERIZE A o

F5 5 : Deleted

A F5 5 - None

Key

TAFH

OSSHf7 MR AE R Object
?o
R A7 & Deleted

Encodi ngType

THEH

i IR T 25 SR e S £ Y ) 2%
B, RERASH PR E
Tencoding-type , I [l b 4%
R Key AT 4o

o3 Bg

AT, T ey

Wi A

+ Delete Multiple Objectsif >k s

JIH

NN

Content-LengthFiContent-MD5~ Bt . OSS& R X 265 Bt

B UEM B T B AR IR, 2R A S PETINERRAE .

A i Content-MD5Z B N & 7712 © B St Delete Multiple Objectik N 413 MD5IN & j545: 3 —
AM28FLFTEA BT T84 Al base6ASE 1k gy ; ) A3 2 7 4F 5 AL Content-MD5
BAE

Delete Multiple Objectsif>k B\ ¥4l (verbose )=, o

f7EDelete Multiple Objectsif=R H R — A AEAERI Object , 38R h2 s -

Delete Multiple Objectsii4 S it Ak fo ¥F2MBII N 45 , 8 id 2MB£:3& [1|Malformed XMLAE 15 .
Delete Multiple Objectsif>k i 22 fi4— UK M5 10004~ Object ; #id 10004~ Object£: i 1l
MalformedXML£E 545,

R P A% 7 Content-MD5i#3K 3k , OSS4: i % bodyffContent-MDSF45 & — 2tk |, WA
—3 , #i& Al InvalidDigestif iR g .



il
AR

POST / ?del ete HTTP/ 1.1
Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com
Date: Wed, 29 Feb 2012 12:26:16 GMVI
Cont ent - Lengt h: 151
Cont ent - MD5: ohhngLBJFi KkPSBOLeNaUA==
Aut hori zation: OSS gn6qgrrgxo2oawuk53ot fj byc: +z3gBf nFAXBcBDgx27Y/
j Ef bf u8=
<?xm version="1.0" encodi ng="UTF-8""?>
<Del et e>
<Qui et >f al se</ Qui et >
<(bj ect >
<Key>mul ti part . dat a</ Key>
</ nj ect >
<Cbj ect >
<Key>t est . j pg</ Key>
</ nj ect >
<Cbj ect >
<Key>deno. j pg</ Key>
</ (bj ect >
</ Del et e>

AR NG

HTTP/ 1.1 200 OK
X-0Ss-request-id: 78320852- 7eee- h697- 75el- b6db0f 4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMI
Content - Length: 244
Cont ent - Type: application/xm
Connecti on: keep-alive
Server: AliyunG0SS
<?xm version="1.0" encodi ng="UTF-8"?>
<Del et eResult xm ns="htt p://doc. oss-cn-hangzhou. al i yuncs. coni>
<Del et ed>
<Key>mul ti part . dat a</ Key>
</ Del et ed>
<Del et ed>
<Key>t est . j pg</ Key>
</ Del et ed>
<Del et ed>
<Key>deno. j pg</ Key>
</ Del et ed>
</ Del et eResul t >

AR

POST /?del ete HTTP/ 1.1

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

Date: Wed, 29 Feb 2012 12:33:45 GVl

Cont ent - Lengt h: 151

Cont ent - MD5: ohhngqLBJFi KkPSBOLeNaUA==

Aut hori zati on: OSS qnéqgrrgxo2oawuk53ot f j byc: WiVOJks8Ry GSNQ Bca64
kEExJDs=

<?xm version="1.0" encodi ng="UTF-8"?>

<Del et e>



<Qui et >t rue</ Qui et >
<Obj ect >

<Key>mul ti part . dat a</ Key>
</ nj ect >
<(bj ect >

<Key>t est . j pg</ Key>
</ vj ect >
<Cbj ect >

<Key>deno. j pg</ Key>
</ nj ect >

</ Del et e>

AR NG

HTTP/ 1.1 200 OK

X- 0Ss-request-id: 559CCIOBDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMI
Content-Length: O

Connecti on: keep-alive

Server: AliyunCSS

6.7 HeadObject
Headbj ect Mg [AI 34 ObjectftimetafZ B, , iR SR 2

HEAD / Cbj ect Nane HTTP/ 1.1

Host: Bucket Nane/ oss- cn- hangzhou. al i yuncs. com
Date: GMI' Date

Aut hori zati on: SignatureVal ue

jikHeader

FIR e <3t fihiid

| f- Modi fied-Since EZuds WRAR NS B I ) T
SEpREEU ], iR 11200
OK#i1Object Meta ; 7513
[71304 not modified
NN

I'f- Unnodi fi ed- Si nce T HR 2R NSHP I 8] 45 T B
B W T SO SR B SO TR, )
iR 11200 OKF1Object Meta ; &
IJ5% [71412 precondition
failed4 iz

NN IER

'T-Match FHFH EZ YN
HETag#1Objectf#] ETaglt




HIR

P

e, 5% 51200 OKFiObject
Meta ; 53R 11412
precondition failed4i%

BOME : T8

| f - None- Mat ch

TAEH

W Rt N ETagld
F1ObjectfJETagASIERL , MR
[B1200 OKF1Object Meta ; 75
1% 11304 Not Modified
NN

iy 7 Header

R

KA

fitiid

X- 0SS-neta-*

TAEH

PAx-oss-meta- 4 Hif 28 1 2404
J3F P E 5 X meta header, 4
F P 7EPutObjectif %8 & T LUx-
oss-meta- NI H £ X meta

w3 o e L X L8 i
meta.,

JEx-oss-meta-F 3k # H & X

header

e

X A P 7EPutObjectif , HE
Y —L2e3Ex-0ss-metafy i 2%
HHeader , flix-oss-persistent-
headers:keyl: base64_encod

, W B2 2 4 DI B2 EG 1 S
X Header, 4§12 ILOSSy
fAf AR AN AEX-0SS-meta-37 3Ly
5E X

e(val uel)

X- 0SS-server-si de-
encryption

TAEH

i & OS S i3 Objecth} 1 ik 45
AN R S S
Sl - AES256 5 KMS

3
EIETE
T ZN SEKMS E A4 7] L
fEHKMSIn %5k |, Blls
R KmsServiceNotEnabled4
LR



headerhttps://yq.aliyun.com/articles/499171
headerhttps://yq.aliyun.com/articles/499171
headerhttps://yq.aliyun.com/articles/499171

HIR

P

X- 0SS-server -si de-
encryption-key-id

SR P AR g Object i i
TIRSS e, BN ik
FIKMS ) 7 £ 5 b
Header , %7/ i i FH ) H
F1KMS key ID.

X- 0Ss- st orage- cl ass

TAFER

F:R0bjectf 77k 2

B, a0k bRUEEAER
% ( Standard ) . {555
72 ( Infrequent
Access ) . IHPYfREfER
# ( Archive ) .

o PRAEREAE RIS A
w S RN A
Wess | REME SRS BB
Vil
R T A7l R ALE A 7
KA HE A BT [ EY
Bt (P46 A U AR
B2k ) -

VRS Aot 2R R 5 B
1t (EBCRAELLE ) B
PR, FELPAHE R AR
BT, BN 2 AT
POIRZS T 21 70 Bh ek g R S
18

X- 0SS- 0obj ect-type

PR

FRObjectit2RAY,
it PutObject I f%#Object
271 Normal,
@13 AppendObject 1%
Object2#1 FAppendable
@3 MultipartUpload A% 4]
Object2k# % Multipart,

X- 0SS- next - append-
posi tion

TAEH

*IFAppendable2: %! it Object
£iRFl tkHeader , ¥§B T —IX
TR B 24 $2fiE Y position.




HIR

P

X- 0Ss- hash-crc64ecnma

#71:1%O0bjectf#64{CRC{H.
%64/ CRCHREECMA-182
PRt s, EER A
B [ Object i BEBLA XA
Header,

X-0SS-expiration

TAFER

IR P Az Object BEE. 7 4E
i JE BHFN ( Lifecycle ) , m
W Hf4 4y x-0ss-expiration
header, HHexpiry-datefiJ{E
FenizObjectf ) BIH B |, rule
-id ) (B 7~ AH DEEC A LD .

X-0Ss-restore

TR Bucketzi# 5 Archive , H

PB4 Restoreid=k , N

e 7 3L Hp 2> P x-oss-restore iz [v]

ZObjectfjRestorefk 45 , 431N

TILRMEAL :

« WERBATE A Restoreml #
Restore &R , M4 R
] 2% 7 Bl o

- MR CLE L Restore , H
Restoredt 58/, , Mk
[7] fYjx-0ss-restore g h:
ongoing-request="true”.

o IR LA Restore , H
RestoreL & 58, , Wik
[B] f¥)x-0ss-restore{t -
ongoing-request="false”,
expiry-date="Sun, 16 Apr
2017 08:12:33 GMT” , Hrr
expiry-date&Restore 52 il i
Objectk \ Al R
I} A o

X- 0SS-process-status

THEH

2 @ MNS I 2R 4541
HOSSHFEM)E | fEHATIH
SROSSHI KA AT a2 A7 DL i
PR A S A D] g £
X MHeader , {H 40t




HIR

P

Base64 % idjsons = i 25418
EER.

X- 0Ss-request - char ged

TAFH

24 Objectfif & I Buckettl % &
FEREMN TR, HiFRE
RBucket A H i , Wi
7 H s ik Header |, {4
requester,

Cont ent - M5

%tFNormalZ;ZftjObject , #

PERFC 1864FRHEXTH BN

& ( AMifEHeader ) & Md5

EARFF1 28 LR T XHEEL
Fpkfrbaseb4 4 i lE A — MK

B HContent-Md5{E . Multipart
FAppendable BB S A4
iR Al ix ~Header,

Last - Modi fi ed

Objectir Ja — K IEHHI H
W ARFEONHTTP 1A AL
SE HGMTIH ] o

Access- Control - Al | ow
Oigin

TAFH

M ObjectfffERBucketfit & T
CORSHLM , fnstiF=R#Origin
1 /245 5E 1 CORSHLIM Iy 25 7
Mg B 153X A~ Orrigin

Access- Control - Al | ow
Met hods

FAF R

4 Objectfr £ Bucketfit &
TCORSHLN , 4nRiFRH)
Access-Control-Request-
Methodi i 5 & HCORSHL
D) k2 g 7 e 55 SR
Methods,

Access- Cont r ol - Max- Age

TAEH

4 Objectfir £ Bucketfit &
TCORSHLM , T 2R i K i
Bucketfii. & i) CORSHILI I £x
TEW ¥ 71434 MaxAgeSeconds

o

Access-Control - Al | ow
Header s

T H

4 Object i fE ) Bucketfit & 1
CORSHU , G518 K it e fi




HIR R P

SE H CORS ML i £ 7 i b

£14&3x tHeaders,

Access- Control - Expose- | %44 H FoR AT 8% P sJavaScript
Header s T Frheaders’l . 240bject
B e Bucketfid & 7 CORS
R, G0 SRR 45 E
CORS LI i 2 75 i bz Hh A2 15

ExposeHeader,

WA

AIEIEHR R M200 OKiAZIEIEH & | , Head Object#fiA~ik [l {4 B4 .
HeadObject 7 #:75 3L Fr % € If-Modified-Since, If-Unmodified-Since, If-Match , [f-None-Match¥)
A BARMINE 2 W.GetObjectH X} BLHZET . ARIAEHL , 1% 51304 Not Modified.
3 P 7EPutObject i 1% X\ L x-oss-meta->k I 3L fijuser meta , Hlilix-oss-meta-location
, IR EE R, 3R FX Huser meta.
WA AR FEEER 11404 Not Found#i% .

1% Object g AT IR 55 e vl A I3 A7 B0, W 7EHead iR m B3k rp , 43R [AIx-oss-server-
side-encryption , HAK W i%Object i) IR 55 a4 5475 -
WERSCHER BN S48 . mipzkHCont ent - Lengt h. ETag. Cont ent - MI5 52 HFR3CfF:
HIefE S 5 Last - Modi fi ed& HARSCHRIFF SR RO ME  HARE NRF S-8E% 05 B -
WARSAFRBONAFS 5%, IF B BRI AAAAE | iR 51404 Not FoundffiR. 4585
SymlinkTargetNotExist.
USRS REUON AT S5, JF B BRI R BLRAF 5454 | iR 191400 Bad requestfifizt. $HiR
% : InvalidTargetType,
x-oss-storage-class i/~ Objectf 77fi% 2 %! : Standard , IA , Archive,
R Bucketzi % HArchive , H A P B &3k Restoreid>k , N 3L Fr 2> DI x-oss-restoreii [#]
ZObjectfjRestore) ]k %5 , 4340 FJLFHE A -

— WRBA TR 5 Restore s # Restore L4 I, AR 1713 5 B
— R L ERestore , HRestored& A i 58 % , MR Bl it x-oss-restore{d J4: ongoing-request

="true”.




— IR E 443 Restore , HRestore 2258 i , Mk [l fjx-oss-restoreff 4y: ongoing-request="
false”, expiry-date="Sun, 16 Apr 2017 08:12:33 GMT” , H rexpiry-dateZRestore 5 ik J5 X
A3 N T PR A 3 S ]

il
R

HEAD / o0ss.jpg HITP/ 1.1

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

Date: Fri, 24 Feb 2012 07:32:52 GMVI

Aut hori zation: OSS gn6grrgxo2oawuk53ot fj byc: JbzF2LxZUt anl J5dLA092wpDC/
E=

R [l 7R

HTTP/ 1.1 200 OK

X-0Ss-request-id: 559CCI9BDC755F95A64485981
X- 0SS-0obj ect-type: Nor nal

X- 0ss- st orage-class: Archive

Date: Fri, 24 Feb 2012 07:32:52 GVI
Last-Modified: Fri, 24 Feb 2012 06:07:48 GVI
ETag: "fba9dedeb5f27731c9771645a39863328"
Cont ent - Lengt h: 344606

Cont ent - Type: i mage/|j pg

Connecti on: keep-alive

Server: AliyunCSS

&4 Restoreif >R {HrestoreR 47 5¢ U 1R 7~

HEAD / o0ss.jpg HITP/ 1.1

Host: oss-archive-exanpl e. oss-cn- hangzhou. al i yuncs. com

Date: Sat, 15 Apr 2017 07:32:52 GVl

Aut hori zation: OSS elUnnbmilr gdnpl : KKxkdNr UBu2t 1kgl DhOM_bDb99I =

AL N

HTTP/ 1.1 200 OK

X-0Ss-request-id: 58F71A164529F18D7F000045
X- 0Ss- obj ect-type: Nor nal

X- 0Ss- st orage-cl ass: Archive

X- 0SS-restore: ongoi ng-request="true"

Date: Sat, 15 Apr 2017 07:32:52 GVI
Last-Modified: Sat, 15 Apr 2017 06:07:48 GVI
ETag: "fba9dede5f27731c9771645a39863328"
Content - Lengt h: 344606

Cont ent - Type: i mage/|j pg

Connecti on: keep-alive

Server: AliyunOSS

{2z Restoreif >k Hrestore B4 56 i i Al i >R 7~ 1)

HEAD / o0ss.jpg HTTP/ 1.1
Host: oss-archive-exanpl e. oss-cn- hangzhou. al i yuncs. com



Date: Sat, 15 Apr 2017 09: 35: 51 GMI
Aut hori zation: OSS elUnnbnilrgdnpl: 21gt GJ+ykDVndu6O6FMInn+WiBw=

A 1] 7 451

HTTP/ 1.1 200 K

X- 0Ss-request-id: 58F725344529F18D7F000055

X- 0Ss- obj ect-type: Nor nal

X- 0Sss- storage-class: Archive

X- 0Ss-restore: ongoi ng-request ="fal se", expiry-date="Sun, 16 Apr 2017
08:12: 33 GvIr"

Date: Sat, 15 Apr 2017 09: 35:51 GVII

Last-Modified: Sat, 15 Apr 2017 06:07:48 GVI

ETag: "fba9dede5f27731c9771645a39863328"

Content - Lengt h: 344606

6.8 GetObjectMeta
Get (hj ect Met aff B F - Bucket F )3/ -Objectit) It A<metafs &, , 115
%ObjectifJETag. Size ( 3K/ ) « LastModified , 3+ A& B H N 2.
HKEE

GET / hj ect Nane?obj ect Meta HTTP/ 1.1

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Date: GMI Date

Aut hori zati on: Si gnatureVal ue

i A

T IEH R AR IE R R ), Get Object Metat’) ASik [l 11 B 44
+ Get Object Metaf5f1 &objectMetaifsk 24 , &N F~Get ObjectiK .
o WRSAFAAFAER H1404 Not FoundfEiR .
+ Get Object Meta#f{[,Head Object i3 & , {iR [Al#E 2 Objectfty /b E I Ametafz & |, £1F51%
ObjectffJETag. Size ( 3C#FKk/N ) . LastModified , HHrSize f 7 3k Content-Length it 5 i 32
TNo
o WCRSCHERACAFF SRR RIS SRR BER.
Al
THARR
GET /o0ss.j pg?obj ect Meta HITP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com
Date: Wed, 29 Apr 2015 05:21:12 GMI



Aut hori zati on: OSS qnéqrrgxo2oawuk53ot f j byc: CTkuxpLAi 4XZ+Ww f NmDFg
br Q=

AN

HTTP/ 1.1 200 K

X- 0Ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GVI

ETag: "5B3ClLA2E053D763E1B002CC607C5A0FE"
Last-Modified: Fri, 24 Feb 2012 06: 07: 48 GVl
Cont ent - Lengt h: 344606

Connecti on: keep-alive

Server: Aliyun0SS

6.9 PutObjectACL

Put Obj ect ACL: 1 H & Objectfiifs M AL FR -

H 1ijObjectf PUFhi4 ML FR : default , private, public-read, public-read-write, Put Object ACL#:4E
i Putif sk i) “x-oss-object-acl” kR ik & , iXAMRAE X fiBucket Owner A AU BRHAT. TSR #A1E
R, MR E1200 5 75003 EAE B SR SR EE 5 S o

PUT / Qbj ect Nanme?acl HTTP/ 1.1

X- 0Ss-obj ect-acl: Perm ssion

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Date: GMI Date

Aut hori zati on: SignatureVal ue

Object ACLE: 3
B4R ik
private ZACLER A Objectt FAH i , BN

ObjectitjOwneri] % Object it S H IR , HiAt
FR P B A BR 3 7 12 Object

public-read ZACLE B HAObjectig /v szt I, BPgE
Object Owner - 1% Object AL R , 1 Object
Owner# 5 1% Object (] 55 AL

public-read-wite ZACLE B HAObjecti2 A Lt 5wt I, BT f
F P 304G %1% Object i 13 5 A FR
def aul t 1Z%ACLF Bl H/~Object 2 i /fBucketis & AL FR

H , RIBucketZ A+ A1UFR , Objectif it
B




EHRtpig )

Al

Objectfi it /Ef14% : GetObject , HeadObject , CopyObjectfiUploadPartCopyH i %}source
objectff)i ; Objectf) 5 #:/Ef1F5 : PutObject , PostObject , AppendObject , DeleteObject ,
DeleteMultipleObjects , CompleteMultipartUpload L/ }; CopyObject # i1 Objectit 5 .
x-oss-object-acl AL FRAMELLBTE LiRAFIMAL R o WRA BT _Lid4FPHIRR , OSSiz[H400
Bad Requestili &, , %1254 : InvalidArgument,

FH P A5 7T L35 PutObjectACLEE: [ K 5 B Object ACL , ¥5 7T L {EObjectiy SHkfEN , TEikR
sk b x-oss-object-aclk % B Object ACL , %i . 5PutObjectA ACLZ: [ . f§]4PutObjectit} 7&
15K 3L _Fx-oss-object-aclm] DL7E_F & —4~Object) [&] i 1% & 3/~ ObjectiJACL.,

XF HA~Object? A A FR E T P U4~ Objectiny , OSSik [l 403 Forbiddenif & , 45iRHS
AccessDenied , 7~ : You do not have read permission on this object.

XFHEAObject? A B AL BRI I/ 5 34~ Objectity , OSSi Al 403 Forbiddenii &, , #HiRAY
AccessDenied , #£7~ : You do not have write permission on this object.

H A Bucket Owner X FR i FI PutObjectACLk 12 1% Bucket T 3/~Object#)ACL., JEBucket
Ownerii fiPutObjectACLE} , OSS;k |5l 403 Forbiddenii4 &, , 45575 : AccessDenied , #2775 :
You do not have write acl permission on this object,

Object ACL{f: 42k = T Bucket ACL. ffjiiBucket ACLZprivateff] , 1fifObject ACLZpublic-read
-writeff] , M5 i) iX~Objectitf , SEFIWrObjectfJACL , it LLBT A H /2 #5884 X 4~ Object #1711
R | R X ~Bucket/&private bucket, 4IRIEA~Object MR Bt BILACL |, W5 FIAL R ETE
Bucket ACL,

WRAH

PUT /test-object?acl HITP/ 1.1

X- 0Ss-obj ect-acl: public-read

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

Date: Wed, 29 Apr 2015 05:21:12 GVI

Aut hori zation: OSS gn6grrgxo2oawuk53ot fj byc: KUSh8YMJUC78M30dXqf 3J
Xr TZHi A=

AR NG

HTTP/ 1.1 200 OK

X- 0Ss-request-id: 559CCIOBDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMI
Content-Length: O

Connecti on: keep-alive



Server: AliyunG0SS

6.10 GetObjectACL
Get Obj ect ACL HISRFKH A Bucket F [ 54 Objectiii AR fi
kit

GET / bj ect Nane?acl HTTP/ 1.1

Host: Bucket Nane. oss-cn- hangzhou. al i yuncs. com
Date: GMI Date

Aut hori zati on: SignatureVal ue

iy oG 2% (Response Elements)

IR

o
fe

fiiid

0
3=

AccessControl Li st

ot

TEACLYE B s
A2 F5 5 : AccessControlPolicy

0
3=

AccessControl Policy

ot

{77 Get Object ACLZ; Hefl 75
s
451 - None

Di spl ayNane FRFER

Bucket$il 7 & #) 44 7K. (HHI
FID—%Y)

A Ti /& : AccessControlPolicy.
Owner

G ant M4 H

ObjectJACLAL [
HRE ;- private , public-
read , public-read-wite
A F5 /5 - AccessControlPolicy.
AccessControlList

ID T H

Bucketifj % ) /1D

A5 4 - AccessControlPolicy.
Owner

b=
a

Owner

o

{R77FBucketiil A # 5 B A

o

< BE

75 AccessControlPolicy




EHRtpig )

ZN /]|

«  HfBucketft 34 & 7 # # B GetObjectACLIX /M2 1 3k JK BiZBucket T 3/ ObjectfACL , JE

Bucket Ownerii %% 10} , % [H403 Forbiddenj B, 451245 : AccessDenied , $#27xYou do

not have read acl permission on this object,

o R MR B NN Objecti% B iFACL |, NI GetObjectACLI) , OSS3k [H] fjObjectACL 2>

JEtdefault , #BHi%Object ACLE EBucket ACL, HJI : fi15Bucket &privatefyj , JijiZobjects &

privatef] ; 15 iZobjectZ&public-read-writeff] , NijiZobjectts 2 public-read-write

WaRaHl

CET /test-object?acl HTTP/ 1.1

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

Date: Wed, 29 Apr 2015 05:21:12 GVI

Aut hori zati on: GOSS qnéqgrrgxo2oawuk53ot fj byc: CTkuxpLAi 4XZ+WwM f NmDFng

br Q=

AR NG

HTTP/ 1.1 200 OK

X- 0Ss-request-id: 559CCIOBDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMI
Content - Length: 253

Cont ent - Tupe: application/xm

Connecti on: keep-alive

Server: AliyunGOSS

<?xm version="1.0" ?>
<AccessContr ol Policy>
<Omner >
<I D>00220120222</ | D>
<Di spl ayNanme>00220120222</ Di spl ayNanme>
</ Omner >
<AccessControl Li st >
<G ant >public-read </ G ant>
</ AccessControl Li st >
</ AccessCont rol Pol i cy>

6.11 PostObject

Post Obj ect {i FHHTMLZE 5. F & 04345 Ebucket,

PostfE APutf A5 , fEREE T W& A% S0 B bucket/f T B Post Objecti i & L4 i it
Z B F B ( multipart/form-data ) 44fi% , fEPut ObjectifErp SHGEM HTTPIE R L1438 | £
Posti /R S50/ T8 8 SL A v (1) 2 sl % 38 .



Post object
TR IEE

POST / HTTP/ 1.1

Host: Bucket Nanme. oss-cn- hangzhou. al i yuncs. com

User - Agent: browser _data

Cont ent - Lengt h : Cont ent Lengt h

Content-Type: multipart/formdata; boundary=9431149156168
--9431149156168

Cont ent - Di sposi tion: formdata; name="key"

key

--9431149156168

Content-Di sposition: formdata; nanme="success_action_redirect
success_redirect

--9431149156168

Content - Di sposi tion: formdata; nane="Content-D sposition”
attachnent ; fil enane=oss_downl oad. j pg

--9431149156168

Cont ent - Di sposi tion: formdata; nane="x-o0ss-neta-uuid"
myuui d

--9431149156168

Content - Di sposition: formdata; nane="x-o0ss-neta-tag"

myt ag

--9431149156168

Content - Di sposition: formdata; nane="0SSAccessKeyl d"
access-key-id

--9431149156168

Cont ent - Di sposition: formdata; nane="policy"

encoded _policy

--9431149156168

Content - Di sposition: formdata; nane="Signature"
signature

--9431149156168

Cont ent - Di sposition: formdata; name="file"; fil ename="MFil enane.j pg"
Content - Type: i mage/|j peg

file_content

--9431149156168

Content - Di sposition: formdata; nane="submt"

Upl oad to OSS

--9431149156168- -

ML

B S R g IR

OSSAccessKeyl d IR Bucket 1 f5 # fiJAccess Key Id, | 541
NN
PR - 24bucketiEpublic-read
-write g3 $2 fit 1 policy ( =X
Signature ) FHIRET , AR
2L

policy FARE policy L T 1 =K [ R BRIk 1) & FEP- il
EE. AL Epolicy & Bk iE




HIR

Tk

RYGA A EAER I H IR
i [a)public-read-writefjbucket.
AR H S % T 3L Post
Policy.

BINE -

PR 24bucketiEpublic-read-
write B & it T OSSAccessKeyld
( B¢ Signature ) FHBLES , L7
PRHEIZ AR B

Si gnature

HiEAccess Key Secretfilpolicyit
BN 2GR, OSSKIFiZE 4
& BT IE 1% Postid >R 1) &1
Yo BEPRAIRIRTE 2% T 3L Post
Signature,

NN

PR - 24bucketiEpublic-read-
write s & 2 it T OSSAccessKeyld
( 5policy ) FKEILIS , AHEHE
R

A AR

Cache- Cont r ol

, Cont ent - Type,

Cont ent - Di spositio
n, Cont ent - Encodi ng
, Expi res

RESTiEK L , HEHEE WPt
Object,
BIME - To

A3k

file

e

A CARNES , IMFUEFR A
HE— M. WS B EMRYE
2Rk ¥ & Content-Type , &7
PR E. OSS—IHAE L
=30

BRNE T

W

key

bfESHobject £ FR. AR
ZFREE AL, nalblc/b.jpg |
MOSS £y A lyf FAH b SCAE o
LN

&
=

success_ac
tion_redirect

AT T )G % P v Bk A 5
FJURL , WRAFE BRI, , iR
[B] 4% B fysuccess_action_status3
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HIR

Tk

AR E . IR AR, OSSR
BRI | FEA AT Bk
BRIME : T8

success_ac
tion_status

R

45 Esuccess_action_redirect#
BB, R E T AR
DI 3 1 25 %5 P iR IR A o

B2 {H 200, 201, 204 ( 2r

W) o ARSI E 42005
%204 , OSSR [l —/~28 SCRYFIAH
PRS0 2 A IR (1
#3201 , OSSiR ol —A~XML 34
F20VIRZSHG . A SR HAEA B E 5L
HWER—NHEEE , OSSR E—
AN SRS FI204 4R 250 o
NN

X-0SSs-neta-*

THEH

H g Efjuser metafi. OSSA
kA B i AR
LN

] i

X- 0SS-server -si de-

encryption

5 & 0SS dtobjectiv (1) Ik 45 #e i
e i ik o
ARl - AES256

X- 0SS-server -si de-

encryption-key-id

SR

FRKMSHEE R - E% 5
ZZ2EEX- oss- server - si de-
encrypti on FKMSHHRK

] i

X- 0Ss- obj ect - acl

e

§i3 s oss il robjecti 7 AL
Fio

44l public-read ,
private , public-read-
wite

] ik

X-0SS-security-
t oken

TAEH

A A YT i i P S TS i
BT, TR 2R € %
“ySecurityTokenf{E , [
FOSSAccessKeyldFs Eiffi 52
BeXT e IsFAccessKeyld |, 1344
), EAdi H %@ AccessKeyld %
HIT A5

] i




i ik WA

BRIME - To

iy iz Header

HR

ik

encryption

X- 0SS-server -si de-

I 2RiER$EE T x-oss-server-
side-encryption/ii 465 , Tl K.
Headerr (14 T %3k , 451
T N

i 7 7. % (Response Elements)

R

fiiid

Post Response

{RFEPostif R 45 R A4 -
F5 45 : Bucket, ETag, Key, Location

Bucket

Bucket4#.
A7 4 PostResponse

ETag

ETag (entity tag) 7£4~Object £ i i {5
Wepl , PostifR el Object , ETagfE
ZObjecty % fijuuid , 7T DL T 2% Object
BRA KA

A2 & : PostResponse

Locati on

A g ObjectURL.,
ﬁc—'—'—‘

5 : PostResponse

Wi A

o 7PostiER/EZ R XtbucketF BAUFRE , dtEbucket Apublic-read-write , T DIAS L2 4445
B HMER G ERE T LI . 5PutiEfERE , Posti{E(f i AccessKeySecretxipolicy
BEFTAE A TR A 40 A B VR Signature K BRI , OSSSUaiiE iz (8 M M K W45 44 1) Eik:

Mo

JitbucketfE: 75 Fpublic-read-write , —H _F{£0SSAccessKeyld, policy, Signature £ ¥l i (i
A WS PRI, RiFOSSLiR EI4HIRY « InvalidArgument.

o posHEAEHEAS 2 4R FD S A “multipart/form-data” , EPheaderdiContent-Type fymul ti part/
f or m dat a;boundar y=xxxxxx X, , boundary kil 747 E




P2 R A URL Abucketisi 4 I T, i 2 AEURLH$5 € object. RIIERTTZ2POST / HITP/ 1.
1, AEEE POST / hj ect Nane HTTP/ 1. 1,

policy e T %k Postif sk o K Bl &v4 (8 , OSS&RPEpolicy A& R Ak , WIRAE
R B © AccessDenied. e policy GikYEIT , policy i AN K ) 2 HUB A BEA TS
o

K Hpolicy /il FHUTF-84i 5 , policy y2:id UTF-8% i FlIbase64 %] JSON.

Postif >R H ] DI S5 K Bkl , OSSR policy X iX L8 Bl & A vk ik o

WA P B4 T Content-MDSiEK 3k , OSS£rit§ibodyf)Content-MD5 6 & —F 1 , WIARA
—3k , ¥3& [FlInvalidDigest4 iR i .

WRPOSTIE R 1t S HeaderZ 447 BB URLAE ZF R, OSSALX BNk A .

R R R DIx-oss-meta- A i 4R A 2 sk, AR Auser meta , Ekllix-oss-meta-location,
—A~Object] LA £ AR S4 , {HFTA Huser metafi K/NASRE i IE 8K

Postif R fjbody B4 A R FEIESG. &K ER K , £ BRI : EntityTooLarge.
iR &35 € 1 x-0ss-server-side-encryption Headerig >R, , Ml.DAJ0 % & HAH WAES256 , 7
£>3R [A1400F14% %55 « InvalidEncryptionAlgorithmError., 15 iZHeader)5 , 15 3kt 233K [1]
#Header , OSS& %t L AL Object BEAT % i A7if , 241X MObjectisly N, iRk H &t
£rx-0ss-server-side-encryption , {E# % B ik iZ%Objectit) i #3 5H:

FHIA KNG AR, (B R I A KNG U o

ZN /|

HRR G

POST / HTTP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com
Content - Length: 344606

Content-Type: multipart/formdata; boundary=9431149156168
--9431149156168

Cont ent - Di sposi tion: formdata; name="key"

[ user/ al obj ect Nane. t xt

--9431149156168

Content - Di sposition: formdata; nane="success_acti on_status"
200

--9431149156168

Cont ent - Di sposition: formdata; name="Content-Di sposition”
content _di sposition

--9431149156168

Cont ent - Di sposition: formdata; nanme="x-oss-neta-uuid"
uui d

--9431149156168

Content - Di sposition: formdata; nane="x-o0ss-neta-tag"

net adat a

--9431149156168

Content - Di sposition: formdata; nane="0SSAccessKeyl d"



44CF9590006BF252F707

--9431149156168

Content - Di sposition: formdata; nane="policy"

eyJl eHBpcnF0aWul j oi M AxMyOxM OwWWQx©M owivDowMFoi LCJj b25kaXRp
b25z1 j pbWJj b250ZWE0LWkI bnd0aCly YWsnZSI s| DAs| DEWNDg 1Nz YWXSx 7

I mi1Y2t | dCl 61 mFoYWhhi nOsl Hsi QSI 61 CJhl nOseyJr ZXki G Al QUIDI n1df Q==
--9431149156168

Content - Di sposition: formdata; nane="Signature"
kZoYNv66bsnt10+dc GKwbx 2PRr k=

--9431149156168

Content-Di sposition: formdata; nane="file"; filename="MFil enamne.
txt"

Content - Type: text/plain

abcdef g

--9431149156168

Content - Di sposition: formdata; nane="submt"

Upl oad to OSS

--9431149156168- -

o« RBEIRA

HTTP/ 1.1 200 OK

X-0Ss-request-id: 61d2042d- 1b68-6708-5906- 33d81921362e
Date: Fri, 24 Feb 2014 06: 03: 28 GMI

ETag: 5B3C1A2E053D763E1B002CC607C5A0FE

Connecti on: keep-alive

Content-Length: O

Server: AliyunOSS

Post Policy

Postif >k fijpolicy & Bk T I iE K &k . policy h— Bt Zid UTF-8Flbase64 4 il JSON L
A, T Postif R b /i A4 . RN T public-read-writeffjbucket £}, post# #uls; Ay mf
BT, FRATTER N A A 138K R il Postig >R
policy R
{ "expiration": "2014-12-01T12: 00: 00. 000Z",
"conditions": [

{"bucket": "johnsmth" },
["starts-with", "$key", "user/eric/"]

]
}

Post policy §7 .00 45 £ &rexpirationficondtions
Expiration

ExpirationIjifg % 7 policy 3t #iiH ] , LIISO8601 GMTH A £ %. fil#n”2014-12-01T12:00:00.
0002”45 % T Postif R b4 & HE 7E20144E12 A1 H 12 5 2 Hif o

Conditions



Conditions&—A%13 , ] LI T8 EPostifi R i K HIRM SvE . TER @ RPN ETER A
policy 2 Ja g7 J& , Bt , policy st i ¢ B ) 5 BB 24 6 B2 9™ i 2 iy Y 2 B 1 o

Policy /3 Frijconditionsii I, T 3% :

FR

ik

cont ent - | engt h-range

AL SO R N K Fe iR K /e iZcondition
% Hrcontion-length-range I it 75 =X

Cache- Control , Cont ent - Type, Cont ent
- Di sposi tion, Cont ent - Encodi ng,
Expi res

HTTP{E >Rk, {Zcondition 7 F5:4% i UT KL AN
starts-withJU i 5=,

key

A& object &4 k. i%condition 37 F k5 T
fit Fistarts-with JC Bt 77 28

success_action_redirect

AL )G BBk URLHEHE . % condition 37 5
51 DT i fiistarts-with DL 75 =X

success_acti on_status

K¥5 Esuccess_action_redirectis} , A& KT
JE IR MR ZS 5. Zcondition 32 RiHS i DT BL N
starts-withJCE i =R,

X- 0Ss-neta-*

F P48 Efuser meta, %condition % F k5 T
fic fistarts-with P IE 77 =X

U RPostER H 612 A FE B, W DLE X L350 1 2 5 A\ Bl policy f conditions H,

conditions N K [ FIG A S BT AR A .

Conditions DL 77 =,

Conditions L it J5 =X, ik

U 2 B4 B0 ) B0 DA 250K 7 DL i condiitions Hp 75 B )
o s Ekey £ Bal M EL Ra - {*key”: “a
Y EFERTLIE N ¢ [“eq”, “Skey”, “a@’]

Starts With FHRIEAEL LTS € BTG Flints Ekey)
{E s Lluser/user1 J1-44 © [“starts-with”, “Skey
7, “userfuser1”]

Fe RN ¥8 R BT A F AR B SO R KNI ANR AN 45

AR HY SR/ A1 EM1077T
length-range”, 1, 10]

[“content-

L]




FAE Post policy i § #7mA8 i, BT LAINSRZR § , TR 7S, Britbz4h , JSON Kx
AT Lo T IEH#R T Post policy #) JSON Al BEREA T4 SCH ¥4

L2 ik

Vv BT

\ SURHL

\’ WEIR=S

\$ FEILFF

\b 2%

\f B

\n BA7

\r HES

\t IR e A
\UXXXX Unicode 544

Post Signature

XTI IERPostifaR , HTMLEE Bdr a4l & policy fiSignaturefF B..  policyds il i =R Hr AR Le{E 2 o

YFH. A Signaturefly BRI FE N -

1. glg—A UTF-8 4ifi3i#) policy.

2. 4 policy 1T base64 %l , HAHHI A policy K HZENIIE , KHZIEA A K ZE LM 545

Ho

3. ffi/i] AccessKeySecret X ZAE A I FAFER BT 4 | 24477k B Head 4 44 IS5 77 1A

] (K 2% 20 45 B B4 09 policy BT )

15 Demo

, iBZ L fEHeader P &% 4

Web i % 5. B f# OSS /= fi] Demo , &2 Il JavaScriptz: p i AR

6.12 Callback

F P U B R 1% 4 OS ST SR ki A Y Callback 245, BIRESEBLIEI o

P7E X FCallBack JAPI #2014 : PutObject. PostObject. CompleteMultipartUpload.




fai&CallBack 2 %

CallBackZ4{ 2 H— Bt & idbase64 4t Json i |, I P Kk Bds € il
callbackUrl ) DL 63 A %5 ( callbackBody ) » E4fIJsonFBN T

a1 3 A R 55 4 URL (

TE

X

115

callbackUrl

A AR ) JE OSS i) b url
RIEERIER , ER ISR
POST , body#callbackBo
dyte eI N A . IEFEI
T, ZurlZEg i ‘HTTP/
1.1 200 OK” , body.Lh%i
JSON#E |, i 3L Content
-Length W& :HIE , H
AN 3MB,

A [ B T e 22 5 urd

, L4y, OSSLRkA
PETE R BB SR B D)
H1E

R T a1 A 2 )
A A Bt & callback,

K FEHTTPSHi4E .

AT ORAEIE WAL IR S %
&ML, callbackUrl&fiurl 4
oAb, Helmht tp: //
exanpl e. conl 1. php
?key=val ue&x &Hr=
SAE T ERAG L http: [/
exanpl e. conl ¥&E4Y8B8%
ADYE6YR6Y87. php?key
=val ue&¥E4YB38YADUEEY%
96987 YE5Y00Y8DYET VA7
9B0=%4 B8 YADYEG YO 6%
87%E5%8098C

T

callbackHost

S 2 [l i R I Host
ke, RAERET
callbackUrlif A B %% o
IR AR E callockHost
» W2 figtrcallbackUrlHr

Cipiay




TR &3 145 I3

url K fEAT H A hostis 7t 21
callbackHostH

callbackBody o Rk B ERbody AR TT
&, il : key=$(key)&
etag=%(etag)&my_var=$(x:
my_var),

« XFOSSAELZARE. HENX
BEMER , XN RGEAE
BRI~ . A&
R RE 77 A AEPUtObject
F1CompleteMultipartH 2 i
itcallback-varsg & | 7E
PostObjectr I & ¥4 £/~ 248
RE T R IOR L

callbackBodyType . B 5 R i Content- B IR
Type , X Frapplication/x
-www-form-urlencoded#i
application/json , BRI\ FHi
Ho

- 1R KHapplication/x-www
-form-urlencoded , N
callbackBody i 725 B
LWL url g RD I
5, i Happlication/json
) SR jsoni S H

IS &

nfilison B 4N

{

"cal | backUrl":"121. 101. 166. 30/t est. php",

"cal | backHost ": "o0ss-cn- hangzhou. al i yuncs. coni',

"cal | backBody": "{\"nmi meType\": ${m meType},\"si ze\": ${si ze}}",

"cal | backBodyType": "application/json"
}

{

"cal | backUrl ":"121. 43. 113. 8: 23456/ i ndex. htm ",

"cal | backBody": "bucket =${ bucket } &obj ect =${ obj ect } &et ag=%{ et ag} &si ze
=${si ze} &m neType=${ m nmeType} & nmagel nf 0. hei ght =${i nagel nf 0. hei ght } &



i magel nf o. wi dt h=${i nagel nf 0. wi dt h} & nmgel nf o. f or mat =${i magel nf o. f or mat
} &ny_var =${x: ny_var}"
}
HrfrcallbackBodyH v I & R4t A=A, Hrfrimagelnfoit X T B g, an R AR E Fig U

I

ROZ R s
bucket bucket
object object
etag XAFetag , B [IZ5 F - i etag 2 B
size object /)N , CompleteMultipartUpload s} A3 A4
object ] K/
mimeType FIRRA | MjpegEl A 1Y ¥ 2R Kimage/jpeg
imagelnfo.height KA
imagelnfo.width P Ry 5 B
imagelnfo.format E g2 . Wjpg. png%%
HEX S

A P 0] DL it callback-var SR L E B & XS5

H & X240 —"Key-ValuefiMap , i LI E A CH{EMSHE X MMap. fEOSSLPOST
BRI | SR IX LS SHOR E— T R 24— R EPOSTis R fbody rh L7 2L
[ J8] J5 AR HL o

W38 H E XS J5 ik Mcallback 24 i 77 ikt — AR, o Dljsontg ok &k . Zjson 74 HR it
—MEIA A E XS Key-ValueffiMap.

il
|:| BEH -
A E XS HKey— @ Z LIk, HWFU /NG . HMOSSE IR [Hl45i%
B P EBCE WA B E LS55 B Aaxovart Fixivar2 , %R RI{E 55 fvalued fivalue2 , Hf4
P Sk fjsontg X R

{

"x:varl":"val uel",
"x:var?2":"val ue2"



}
Fa 3 0] 38 i >R
¥ 1% 52 i b id i callbackficallback-varfi 242 J5 . — A =P 7 L450SS. Hcallback
WIESHL , callback-var Bl £ 240 , WA H & X2H001E T DIASH @ ncallback-var B, X
=M
« FEURLHH#EHT 24,
+ YEHeaderthi&E#H 244,
«  TEPOSTi#KbodyH fifi FI % Fisl R 37 S 40

»

HH
TEf# FIPOSTI# R L& Object i i - BE A F X il 77 sk 4 5 [l i 245

X =07 L RE [ N A —Fh, #OSS 4k [l InvalidArgument iz .

L SEMIBIOSSHTER P | L2 EICHE i json 745 B3 (il filbase64 2wt , AR5 U T i1
J7 ¥R B OSSR H

o IMEFEURLHER 244, #cal | back=[ Cal | Back] ##cal | back- var =[ Cal | BackVar ] /¢
F—AurlBHHENITER £, HEZ 4 CanonicalizedResourcelt , ¥callbacksl# callback-
varX4fifi— sub-resourceitEAEN

o nRFEHeaderh i 240, #Ex- oss-cal | back=[ Cal | Back] = #x- oss
-cal | back-var =[ Cal | BackVar ]| {fE5—/-head i NigR kif. 7EiFELS
4 CanonicalizedOSSHeadersk} , ¥x-oss-callback-varfiix-oss-callbackit & 1EHN . TRl

PUT /test.txt HITP/ 1.1

Host: cal |l back-test.oss-test.aliyun-inc.com

Accept - ncodi ng: identity

Content-Length: 5

X- 0ss-cal | back-var: eyJ40m5X3Zhci | 61 nZvci 1j YWksYnTFj ay10ZXNOI nO=
User - Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.
el 5. x86_64/x86_64; 2. 5. 4)

X-0ss-cal | back: eyJj YWsYnFj alVybCl 61 ] Ey M540My4x MTMuODoy Mz QLNi 9pbm
Rl eC50dGlsl i wgl CJj YWksYnFj a0JvZHKi O Ji dWNr ZXQOJHt i dWNr ZXR9Jm

9i anVj dDOke29i anVj dHOMZXRhZz0ke2VOYWI9JnNpemJ9JHt zaXpl f SZt aW

11 VH wZTOke21pbW/UeXBI f SZpbWFnZU uzZnBuaGVpZ2hOPSR7aWLhZ2VJbm
ZvLmhl aWwdodHOmaWLhZ2VJbnzvLndpZHRoPSR7aWLhZ2VJbnyZvLndpZHRof S
ZpbWrnZUl uZnBuzndybWFOPSR7aWLhZ2VJbrzvLnZzvenLlhdHOnb Xl f dnfFy PS

R7eDpt eV92YXJ9l n0=

Host: cal |l back-test.oss-test.aliyun-inc.com

Expect: 100- Conti nue

Date: Mon, 14 Sep 2015 12:37:27 GV

Content - Type: text/plain

Aut hori zation: OSS m epou3zr4u7bl4: 5a74vhd4UXpmyuudV14Kaen5cY4=



Test

© MRFTFEAEPOST AL Objectiy i ki [ul i 28 LM % — i, callbackZHZ A 3L i)
FERBORM , W R TR

--9431149156168

Content-Di sposition: formdata; name="call back"

eyJj YWksYnFj alVybCl 61 j EwLj EWMVBAXN] YuMz A6 CDA4MY 9] YWks YnFj ay5w
aHAI LCJj YWksYnFj aOhvc3Q O | xMCAXVDEUMTY2L] MM i wi Y2FsbGJhY2t C
b2R51 j 0i ZmM sZWshbWU9J ChnaWk| bt ZSknmdGFi bGU9JHE 4OnRhYnx! f Sl s
I M\hbGxi YWNr QrbkeVR5cGUi G JhcHBsaWNhdd vbi 94LXd3dy1nmb3Jt LXVy
bGVUY29kZWQ f Q==

WERINA B E LSHTE , AR K callback-var 240 B N EI L il |, B4 3 E NS
HOR TG B S R R BRI, 21T, AR R B E XS json Tl

"x:varl":"val uel",
"x:var2":"val ue2"

}
IR APOSTIE R L HIEIZI T -

--9431149156168

Cont ent - Di sposi tion: formdata; name="call back"”

eyJj YWsYnFj alVybCl 61 ] Ewj EMVBAXN YuMz A6 CDA4MY 9] YWks YnFj ay 5w
aHAI LCJj YWsYnFj aOhvc3Q O | xMCAXMVDEUMTY2L] MM i wi Y2FsbGIhY2t C
b2R51 j oi Zm sZWshbWJ9J ChmaWk| bt ZSkndGFi bGU9JHt 4OnRhYnk! f Sl s
I M\hbGxi YWAr QmBkeVR5cCUi G JhcHBsaWNhdG vbi 94LXd3dy1nb3Jt LXVy
bGVUY29kZWQ f Q==

--9431149156168

Content - Di sposition: formdata; nane="x:varl"

val uel

--9431149156168

Content - Di sposition: formdata; nane="x:var2"

val ue2

] i o] L ZEpolicy Hh s callback 544 ( anii A incallback |, WA Z S50 i A& 5IE ) a0 -

{ "expiration": "2014-12-01T12: 00: 00. 000Z",
"conditions": |

{"bucket": "johnsnmith" },

{"cal | back": "eyJj YWsYnFj alWybCl 61 j EwLj EMVB4XN YuMz A6ODA4MY9j YW
xsYnFj ay5waHAI LCJj YWsYntj aOhvc3Q G | xMCAXMDEUMIY2L] MM i wi Y2
FsbGIhY2t Cb2R5! j oi ZmM sZWshbWJ9J ChmmaWk| bt ZSki LCJj YWks YnFj a0
JvZH UeXBI | j oi YXBwb@ j YXRpb24veCl3d3ct ZmlybSilcnxl bm\vZGVkl n0="},

["starts-with", "$key", "user/eric/"],

]



}
KRR R

WARSCAE B , OSSR iR s callback 24 il H € X 24k ( callback-varZ:
), K E AR LIPOST i R & k45 I FH IR 55 8% -

POST /index. html HTTP/ 1.0

Host: 121.43.113.8

Connection: close

Content - Lengt h: 181

Cont ent - Type: application/x-ww*-form url encoded

User-Agent: ehttp-client/0.0.1

bucket =cal | back-t est &obj ect =t est . t xt &t ag=D8ES8FCA2DCOF896FD7CB
4CB0031BA249&si ze=5&m neType=t ext ¥2Fpl ai n& magel nf 0. hei ght =& magel nf o.
wi dt h=& magel nf o. f or mat =&x: var 1=f or - cal | back-t est

A% (9] [B] R 25 R
B 2o 7 FH A 55 v 22 D0 4D R 3 3R Ay

HTTP/ 1.0 200 OK

Server: BaseHTTP/ 0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GVl
Content - Type: application/json
Content-Length: 9

{"a":"b"}
15 o] _EAR 45
TR E PR AR

HTTP/ 1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMVI
Content - Type: application/json
Content-Length: 9

Connecti on: keep-alive

ETag: " DBES8FCA2DCOF896FD7CB4CB0031BA249"
Server: AliyunGCSS

X- 0Ss- bucket -versi on: 1442231779
X-0Ss-request-id: 55F6BF87207FB30F2640C548

{"a":"b"}

WEEREMR , R CompleteMultipartUploadiX HEfiE R , FEIR [B1i% R 4% B body H 77 7E N

A (WXMIAEEIEE ), A A& B ThaE e & 8 5 A body N A an{ " a" : "b" } , A EXfit
ARABCF WAL o



[e] A% 4
A B Ecallback 245 , OSSKH IR H /- ¢ B R callbackUrl % 3£ POST [l 15K 45 F = il 1 FH i 55
fro MRS AR G R Z G, 0 R Ay BLIGE 1ol i R i 52 FH OSSR RIS |, B4 A LLdE
TE Bl rpiie 25 2 R IBIEOS S S5 o

B4 1EOSSH & A, RHARSAJEXITR T EEH , PTMAE LR

aut hori zati on = base64_encode(rsa_sign(private_key, url_decode(path)
+ query_string + \‘n’ + body, nd5))

Wi
Hrpprivate_key FA%] , HAGossniE , path 2y [BlEiER AV IR 1S , query_string 25 iH) Z44F
£, body N [BIERTE S, BT AZE A AR i DL R ILA LR

— R AT BRI uFiSE | R ER AR, A EERF,
i R A

— RSAZ:A4 (AR 2 24 FAF AT 254, 44 yhashdi% ymdS

— B A4 G 45 R fikbase64 gty | 5B H A4, 2544 HTE Bl i sk i authorization 3k Hr

WrR

PCST /i ndex. php?i d=1& ndex=2 HTTP/ 1.0

Host: 121.43.113.8

Connecti on: cl ose

Content-Length: 18

aut hori zati on: kKQeGTRccDKyHB3HIVF+xYMSr mhVZj zz1 2/ kdD1kt NvVgb
VEF YTQROG2SU/ RaHBovRCE8OKkQDj C3uG33esH2t x A==

Cont ent - Type: application/x-ww-formurl encoded

User - Agent: ehttp-client/0.0.1

X- 0SS- pub- key-url: aHROcDovL2dvc3NwdW saWWuYWkpY2RuLniNvbS9j
YWsYnFj alowdWIf a2V5X3YxLnBl bQ==

bucket =yonghu-t est

path>4/ i ndex. php , query_string5?i d=1& ndex=2 , body}bucket =yonghu-test , &
R 42 45 Rk KQe GTRe ¢ DKy HB3HIv F+x YMSr mhiVEj zzI 2/ kdD1kt NVgbWEf YTQRO & SU/
RaHBovRCES8OkQDj C3uG33esH2t xA==

© WAL 4



BES A I R R S AR R, R IR S5 @R EE , AR R

Result = rsa_verify(public_key, md5(url_decode(path) + query_string
+ \‘n” + body), base64_decode(aut hori zation))

FEHE U EE AR HAME , Hrpublic_key A2y , authorization a1 3k Hr () %
&, BARIES LR AU ILE

1. [ 3% 3K A x-oss-pub-key-url SLARAE A& A S urib ik base64 4 s , [A i 75 2t H:
fiitbase6Af#iL J5 AR E] 2N 5H | B

public_key = url open(base64_decode(x-0ss- pub-key-url L{H) )

XEFEER , P #EREX- 0ss- pub- key-ur | SL{ELA% LNt t p: / / gosspubl i c
.alicdn.com B#https://gosspublic.alicdn.com JF 3L, HHREHN T HHIEX
Apublickey 2 FOSSHi % 1] »

2. JkHibasebAFIL 5 25 4

signature = base64_decode(aut hori zati onzLi{HE)

3. RWMIFEAFHFE , IEEEA
sign_str = url_decode(path) + query _string + \n’ + body
4. BE% 4

result = rsa verify(public_key, nd5(sign_str), signature)

EAEg 41 :

1. FREB] L A url ekl , BlaHROc DovL2dve3Nwd W s aVWW YWk p Y2 RuL m\v b S9)j
YWks Y al9wdWf a2V5X3YxLnBl bQ==% 1t baseb4 #5145 2]ht t p: / / gosspubl i c.
al i cdn. conf cal | back_pub_key v1.pem

2. %423,k KQe GTRcc DKy HB3HIV F+x YMSr mhVZj zzI 2/ kdD1kt NVgbWEf YTQROG2SU
RaHBovRCEBCK QD) C3uG33esH2t xA==fifbaseb4 /i ( T MARATEN AT , Toik Bim Hif
(EYEIEE )

3. KB 4547 | Blurl_decode(“index.php”) + “?id=1&index=2" + “\n” + “bucket=yonghu
-test” , Fffiimd5

4. BIES 4

I R 55 e s 191



LR h—Bipythonsr il |, 7 7 —/ N B N AR S5 28 . BB R IHRIEZ A 71k, ORI
FEzEEM2Crypto &

inmport httplib
i nport base64
i mport md5
import urllib2
from BaseHTTPSer ver inport BaseHTTPRequest Handl er, HTTPServer
from MCrypto i nport RSA
fromMCrypto inport BIO
def get local ip():
try:
csock = socket. socket (socket. AF_I NET, socket.SOCK DGRAM
csock. connect (('8.8.8.8', 80))
(addr, port) = csock. getsocknane()
csock. cl ose()
return addr
except socket.error:
return ""
cl ass MYHTTPRequest Handl er ( BaseHTTPRequest Handl er) :

def | og nessage(self, format, *args):
return

def do_POST(sel f):
#get public key
pub_key url ="'
try:
pub_key url _base64 = sel f.headers[' x-o0ss-pub-key-url"']
pub_key url = pub_key url base64. decode(' base64')
if not pub_key url.startswith("http://gosspublic.alicdn.
com ") and not pub_key url.startswith("https://gosspublic.alicdn.com
/1"):
sel f.send_response(400)
sel f. end_headers()
return
url _reader = urllib2.urlopen(pub_key url)
#you can cache it
pub_key = url _reader.read()
except :
print 'pub_key url : ' + pub_key_ url
print 'Get pub key failed!
sel f.send_response(400)
sel f. end_headers()
return
#get aut hori zati on
aut hori zati on_base64 = sel f. headers[' aut hori zation']
aut hori zation = authori zation_base64. decode(' base64')
#get cal | back body
content | ength = self.headers[' content-I|ength']
cal | back_body = self.rfile.read(int(content_I|ength))
#conpose aut hori zation string

auth str ="'
pos = self.path.find('?")
if -1 == pos:

auth_str = urllib2. unquote(self.path) + '"\n'" +
cal | back_body
el se:
auth_str = urllib2. unquote(self.path[0:pos]) + self.path
[pos:] + "\n" + call back_body



print auth_str

#verify authorization

aut h_nmd5 = nmd5. new(aut h_str). di gest ()

bi o = Bl O. Menor yBuf f er (pub_key)

rsa_pub = RSA. | oad_pub_key_ bi o(bi o)

try:

result = rsa_pub.verify(auth_nd5, authorization, 'nd5")
except :

result = Fal se
if not result:

print 'Authorization verify failed!"

print 'Public key : %' % (pub_key)

print "Auth string : %' % (auth_str)

sel f.send_response(400)

sel f. end_headers()

return

#do somet hi ng accodi ng to cal | back_body

#response to OSS

resp_body = "'{"Status":"CK"}"'

sel f.send_response(200)

sel f.send_header (' Content-Type', 'application/json')

sel f.send_header (' Content-Length', str(len(resp_body)))

sel f. end_headers()

self.wiile.wite(resp_body)
cl ass MyHTTPSer ver (HTTPSer ver) :

def __init__(self, host, port):

HTTPServer. _init__(self, (host, port), MHITTPRequest Handl er
if ' _min__"' == _ _name__:
server _ip = get_local _ip()
server_port = 23451
server = MyHTTPServer (server _ip, server_port)
server.serve_forever()

HEES LN RS &SR
JavajiiZs :

— ML pExm

— BT fEALIE1T) ava -j ar oss-cal | back-server-deno.jar 9000 ( 9000k
BT, WTRLA S E )

PHPJ A :

— FEMbE : Exm
— Bf705ik - BB 2| Apachedf i T, IIAPHPA B IEF B AL B SR L& AR T 2
Bio FrLARTLLS 25 ) TARGE e 1B B

Pythonhii 7 :

— MR ek
— 1777 - R EBGZ TPyt hon cal | back_app_server. py , igf7is%fR /7 i £ %
Zersafi i o


https://gosspublic.alicdn.com/images/AppCallbackServer.zip
https://gosspublic.alicdn.com/callback-php-demo.zip
https://gosspublic.alicdn.com/images/callback_app_server.py.zip

CHJfUA

— FEGHE ¢ hxm

— 1817757k © f#IE)R 5 READMVE. md.
NETRA

— FHEHHE ¢ phxm

— 1B17757k © f#E)R 2 F README. md.
GoJfiA

— FHEGHE

— 1B17757k © fi#IE)R 2/ README. md.
Rubyf 4

— THEMAL kxR
— &7 771 - ruby aliyun_oss_callback server.rb
AR N
« AL NHcallbacks# callback-var &k |, M2 R A140045% | FHiR6G
S InvalidArgument” | SEERIEHAFELLFILE ¢
— PutObject()F1CompleteMultipartUpload()32 [ HrurlFiiheader|q] I {& A\ callback(x-oss-callback
)5 # callback-var(x-oss-callback-var)Z4§

— callbacks} # callback-var(PostObject() i Fi% A callback-var£%; , FILA MRS , TH)S

otk (HiE5KB )

=— callbackg # callback-var% G &3 baseb64 %415

— callbackl# callback-varZ: i baseb4 i Jg A i A iz Hljsontg =X

— callbackZ 4 fif##fr J5 callbackUrl 5 Be i Srifjurliid fR | ( 54 ) , i urld & Aifportt &
%, ten

{"cal | backUrl":"10.101. 166. 30: test",
"cal | backBody": "test"}

— callback 2 ¥ fi# 7 5 callbackBody = B A 2%

— callback & fi##7 )5 callbackBody Type = B i {E A~ "application/x-www-form-urlencoded” 5,
% ”application/json”


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048926621/callback-server-dotnet.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048926621/callback-server-dotnet.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048745465/callback-server-go.zip
https://github.com/rockuw/oss-callback-server

— callback 24 fi##r J5 callbackBody“y Bt AL B HIKE A G5 |, AikA% h${var}
— callback-varZ 4 fitf Ja A& FiH R jsontg = , WA % A{ " x: var1": "val uel”, "x
:var2":"value2"...}

o WUREVESRIK , MRIE203 , 45255 " CallbackFailed” , [ 4RI 2 2 ROSSHAT I B i
SR IR R, AR IR 55 4% AR FE TR ( HLan b IR 55 2 3 5 ) 1A 255 AN 2 jsoni
X)), B, NS B AR E%E] T OSS

o MRS A3 I8l OSSHY My B WA A5 Content-LengthijHeader , Body K/NASEL B 1 1MB.,

Callback =7 35 1) Hit 35

Callback H A SCFREHIHIRAN T « 424k 2 (dbnt ) - 48R 1 (BN )~ #2461 ()« K2 ( 1

) b= 4R CIRIN) - B AL S (WRRIEEE )  4RAE 3 (5RK I ) « HAKRER
TOMFE) v WRAIET (HA ) « BRIMAHER 1 (250t ) « TWORARE 1 (g ) « SEEIAGHR 1
(AHJEW ) « REVGER 1 (RS ) « WRKRE 2 (BJE ) LUEIKRAKRR 3 ( HES ) -

6.13 PutSymlink

Put Sym i nkal f] T4 xFOSS_E ¥ TargetObjectfl s g , & vl LLilad 4K s

|mj TargetObject.
THRIETE

PUT / Qbj ect Name?sym i nk HTTP/ 1. 1

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Date: GMI Date

Aut hori zati on: SignatureVal ue

X-0ss-synl i nk-target: Target Cbj ect Nane

iEkHeader
BFR et} it
x- 0ss-synl i nk- AR RAEERETR 10 A B AR S
tar get AikfE - AFLETR Object.,
X- 0ss- st or age- cl ass | =455 18 E Objectil T 287,
A
St andar d
I A
« Archive

FRAIFE D - PutObject. InitMultipartUpload.
AppendObject. PutObjectSymlink. CopyObiject.




HIR e <3t ik

B

« niRStorageClassH{EAA: , IR F400 &%,
i=fd : InvalidArgument,

+  PutObjectSymlink ) 17 fif 2 2 s WU S 1 A IADL
ArchiveZs#! (A MIAL Archive & BU i BaAN SCA4-4N
FIR64KB , H64KBIH &5 ) o

© XMTEEAHEEBuUcket , 5 FfZObjectibf 15 &%
18, Mk _ErZ R Object it At E IR AL 1]
m, TEIAR A Bucketrr & Objectihf |, 45 Ex-
oss-storage-class >} Standard , NIji%ObjectE #:7F
f#% Ky Standard.

Wi A

« TargetObjectName[s]ObjectName—#f , FZEURL encode.
o BREEREN H AR SCIFRAIA R AR
© BIEEREER -

— A ARSI FR— AT

— Nk B AR R AR ATk

— A FBR S A ATAR  ]

VA bR, #R4ER 5 GetObject s 5 235 i) H Fn SCAFHIAPL

o KBRS CEAATE  IFEA VT RAR . BRI SO 48 35 JFOR I SO ke R 91200
OK,

« PutSymlinkh} , #7 Lix-oss-meta- FRTZKIM S5 , WAL Fuser meta , Lhllix-oss-meta-location
o —/~Objecti] LA LM RMUM S , [BTA user metaii K/NARE L 8KB.

=
HPRRDI

PUT /Ilink-to-o0ss.jpg?symink HTTP/ 1.1

Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com

Cache-control : no-cache

Cont ent - Di sposition: attachnent;fil ename=oss_downl oad. j pg

Dat e: Tue, 08 Nov 2016 02:00: 25 GVIT

Aut hori zati on: OSS qgnéqgrr gxo2oawuk53ot f j byc: kZoYNv66bsnt 10+dc GKwsx2PR
rk= x-oss-symink-target: o0ss.jpg



X- 0Ss- st orage-cl ass: Standard

BB 7R

HTTP/ 1.1 200 K

Server: AliyunGOSS

Date: Tue, 08 Nov 2016 02: 00: 25 GMVI
Content-Length: O

Connecti on: keep-alive

X-0Ss-request-id: 582131B9109F4EE66CDES56A5
ETag: "0A477B89B4602AA8DECBSE19BFD447B6"

6.14 GetSymlink
Get Syl i nk I FARRAF- 5554 , HLERAEZER AP A5 A AR
ki

CGET / hj ect Nane?symlink HTTP/ 1.1

Host: Bucket Nanme. oss-cn-hangzhou. al i yuncs. com
Date: GMI Date

Aut hori zati on: Si gnatureVal ue

N, Header

B B 3it] (i34

X-0ss-sym i nk-target FAFH -5 pl s 1) B AR SO
45 43 H

R A AN 175K 11404 Not Found4iit. 465 : NoSuchKey
il
R

GET /link-to-o0ss.jpg?synmink HTTP/ 1.1
Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com
Date: Fri, 24 Feb 2012 06: 38: 30 GVl

Aut hori zati on: OSS qnéqgrr gxo2oawuk53ot f j byc: UNQDb7GapEgJCZkcde60

hZ9Jf e8=

AN

HTTP/ 1.1 200 K

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06: 38: 30 GMI
Last-Modified: Fri, 24 Feb 2012 06: 07: 48 GVl
Content-Length: O

Connecti on: keep-alive

X- 0SSs-request-id: 5650BD72207FB30443962F9A
Xx-0ss-syniink-target: o0ss.jpg



ETag: "A797938C31D59EDDO8D86188F6D5B872"

6.15 RestoreObject
Rest or eQbj ect $# 1 H T IRSS it AT RI4ATS5

SR EAY 28 2 () Object sl , 752214 HRestoreObjecti 1L AR &5 i AT A5 « IR —A
Object/&prifE s & AT 282, A EJHHZED .

JH#4 28R ObjectfEthfTRestore i Ja PR AL e FEAN T

1. — A IR 2B ObjectI IR I AL T4 R ES o

2. @35 —kRestorefitfij5 , ObjectéiAb TAERTIRAS | IS5 uibhA TR -

3. FEIRSHRIT S ARV TS 5 Objectyk AMBURIRAS | I 7T LU Object.

4. fRGCIRSBRINFFELAR | 24/ NPy 2K 1 A RestoreObjects [ M AR 25 45 A BIFE K24/
W, B AIEKTR , ZJ5 , Object X [E B HI4E I I HRk 2

RS b= A R T

XA TR RS B ObjectiilfTRestore e/, & A4 Ha U IEl 52 H -
FRRIRZS IR AL TR o I 18] P9 A 75 B A WA HCESC 3 1 5 o
fRRIRZSE G, Object U IE B UIRAS | PR UR BRI 1 U ECBE S OO Hh B 121 5% ] o
S
PCST / Obj ect Nane?restore HITP/ 1.1
Host: archi ve- bucket. oss-cn-hangzhou. al i yuncs. com

Date: GMI' Date
Aut hori zati on: Si gnatureVal ue

i A

R XTHZObject s — ki fl RestoreObject 2 1, ik 11202,
IR E L LhiH it RestoreObjecti% 1, HARSFumiBAL TMEGR , TG AT iR 1409, 4515850
4 : RestoreAlreadyInProgress. k45 uiik FliZfgiR , AREM ST v EfEP S Trestoret i , A
TR EEALSE R, KRR 4N

o WRCELH I idRestoreObjectfi 1, HARS hinfif ik C 45w , FFOCR AR 200 , HosH
objectf il RIS AIE K —K , ML IEKT K.
L Robject N EAE , iR E1404.

o R RHEEHRZE A A Objecti AZrestore |, MIJ3R 51400 |, 45454 : OperationNotSupported.



NG|
Hix$E AL restore i KRl :

POST /oss.jpg?restore HITP/ 1.1

Host: oss-archive-exanpl e. oss-cn- hangzhou. al i yuncs. com
Date: Sat, 15 Apr 2017 07:45:28 GMI

Aut hori zati on: OSS elUnnbmilr gdnpl : ydeyu+4yj e5i oRCr 5PB=

i 8] 4

HTTP/ 1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GVII
Content-Length: O

Connecti on: keep-alive

Server: AliyunGCSS

X-0Ss-request-id: 5374A2880232A65C23002D74

FIRVAR | Hrestorei® A5z

POST /oss.jpg?restore HITP/ 1.1

Host: oss-archive-exanpl e. oss-cn- hangzhou. al i yuncs. com
Date: Sat, 15 Apr 2017 07:45:29 GVI

Aut hori zati on: OSS elUnnbmilr gdnpl: 21qt GJ+ykDVndy4eyu+Nl Us=

i B 4

HTTP/ 1.1 409 Confli ct

Date: Sat, 15 Apr 2017 07:45:29 GVII

Content - Lengt h: 556

Connecti on: keep-alive

Server: AliyunCSS

X-0Ss-request-id: 5374A2880232A65C23002D74

<?xm version="1.0" encodi ng="UTF-8""?>

<Error>
<Code>Rest or eAl r eadyl nPr ogr ess</ Code>
<Message>The restore operation is in progress. </ Message>
<Request | d>58EAF141461FB42C2B000008</ Request | d>
<Host | d>10. 101. 200. 203</ Host | d>

</ Error>

FXIAM |, Hrestore B4 5a i

PCST /oss.jpg?restore HITP/ 1.1

Host: oss-archive-exanpl e. oss-cn- hangzhou. al i yuncs. com

Date: Sat, 15 Apr 2017 07:45:29 GVI

Aut hori zati on: GOSS elUnnbmilr gdnpl : u6O6FMInn+WiBwWbBy Zxml+y4eyu+Nl Us=

A& [B] 7451

HTTP/ 1.1 200 Ok

Date: Sat, 15 Apr 2017 07:45:30 GMVI
Content-Length: O

Connecti on: keep-alive

Server: Aliyun0SS



X-0Sss-request-id: 5374A2880232A65C23002D74

6.16 SelectObject
N

X5 A# ( Object Storage Service , HFROSS ) 2R T H = KCRAMARGRIGR . L
FSER AR ST |, P IH A) ELHR AR RS RSAS . @A $REERESTIUl APL, B

AR GEY R AE ST OSSAMUIEH G S A IR EMA S |, WG a1 BE G i iR
%R SCfE . HijHadoop 3.0E.4 % 0SS , fEEMR Li517Spark/Hive/Presto if 55 LL % b B

WiMaxCompute. HybridDBLJ % 37 I £k fiiData Lake Analytics#i %7+ M\ OSS B A0 £ 42

SRifi, HATOSSHE it GetObject [ phig 1 KA1 5 A REHLOSSHLHE 4k T A A M IR J5 BEAT
AT g FERZ AR TR 7 REH SO & b5 I

SelectObject} & X%t Lk B 7 580 HoAZ O AR KRR -6 K 5544+ Projection £ 2

0SS , iHOSSHELARITIE , T FUR FIA ISR, % 55— 77 LU & sE , B

T > T EAR AR, T T CPURIN AR MMM BE 2 i 25 . X filif28 T OSSN & i

B BRI AT — P RG] IR

SelectObjectffit T JavafiiPython #JSDK. H fij % #RFC 4180Fr#ERICSV ( HETSVEERCSV L

i, SKAFRATH) 53 AT LA Quote FAFER AT B € ), HIUHE4mtE AUTF-8. SR s ( 0SS

SEEEE. KMSIEEEHH ) -

THRHISQLIEEI T ¢

« SQL j&H) : Select From Where

o FE2A : String, int(64bit), float(64bit), decimal(128) , timestamp, Boolean

o PRME . BEEME (AND,ORNOT) , BHARFIRKX (+%), WEBEE=, <, >=, <= 1=), String
#4E (LIKE, ||)

FGetObjecti fit 72T Bytefy 7 i TR , SelectObjecttt iz fit 173y AIMEIHLH] , CLE P
R IT I AT IS Plitsy B o AT o RE R T AR TR B R B, AT
AT RES SE I DA . SplitieOSSH T2 i i — Ml . — A Splitel & 24740 |, &
A-Splitf B K ANKEARSE |, FIXHATR | i Spit B AR m 7 h iR EHAEX FCSVEHEkR
W, FTBytef) 7y i T RE K BERIN | BSpitsr i &g o

KTHHRER , OSSHHCSVEHRBINARZString2& A | F vl LUt F CAST ek B St B a4 ik, Lh
07T T A SQLAR K _AI_285 Wit /5 2EA T LA



Sel ect * from OSSOBj ect where cast (_1 as int) > cast(_2 as int)

[, % SelectObject 3z 5 fEWhere & {1 Hh BEAT KRR FE 4 | bUAN T 1T HIE ) Hh 25— B NS — %)
WA Nt
Select _1 from ossobject where _1 + _2 > 100

SelectObject({si ff i B

Xt HFRCSVIC AT SQLIER |, R BTSRRI Zin 42 A ZRFCSVILfHmetadataf
B ST B 5 545

WG | ZAPIEFI206, MIRSQLIEH AL , SERCSVILIAILRL , N4 IR F4004sE.
- R

POST / obj ect ?x- oss- process=csv/sel ect HTTP/ 1.1
HOST: Bucket Nane. oss-cn- hangzhou. al i yuncs. com
Date: time GV

Cont ent - Lengt h: Cont ent Lengt h

Cont ent - MD5: NMD5Val ue

Aut hori zation: Signature

<?xm version="1.0" encodi ng="UTF-8"7?>
<Sel ect Request >
<Expr essi on>base64 encode(Sel ect * from OSSCbj ect where ...)</
Expr essi on>
<l nput Seri al i zati on>
<Conpr essi onType>None| GZI P</ Conpr essi onType>
<CSv>
<Fi | eHeader | nf o>NONE| | GNORE| USE</ Fi | eHeader | nf 0>
<RecordDel i i t er >base64 encode</ RecordDel i miter>
<Fi el dDel i m t er >base64 encode</Fi el dDel i mi ter>
<Quot eChar act er >base64 encode</ Quot eChar act er >
<Comment Char act er >base64 encode</ Corment Char act er >
<Range>l i ne-range=start-end|split-range=start-end</ Range>
</ CSV>
</l nput Serialization>
<Qut put Seri al i zati on>
<CSv>
<RecordDel i m t er >base64 encode</ RecordDel i mter>
<Fi el dDel i m t er >base64 encode</Fi el dDel i mi ter>
</ CSVv>
<KeepAl | Col ums>f al se| true</ KeepAl | Col ums>
<Qut put Rawbat a>f al se| t r ue</ Qut put RawbDat a>
<Enabl ePayl oadCr c>t r ue</ Enabl ePayl oadCr c>
<Qut put Header >f al se</ Qut put Header >
</ Qut put Seri al i zati on>
<Opti ons>
<Ski pParti al Dat aRecor d>f al se</ Ski pParti al Dat aRecor d>
</ Options>
</ Sel ect Request >

© ERILE



HIR

ok
=

ik

SelectRequest

o
B

{RFfSelectif RN 245
F¥5 & : Expression

, InputSerialization ,
OutputSerialization

A F5 5 - None

Expression

PIBase64 4w SQLiEA)
FFi 4 : None
A2 F5 i SelectRequest

InputSerialization

WNFIULSE (Wi )
7 5:CompressionType,
Csv

R TP : SelectRequest

OutputSerialization

P S (i)
FFi s . CSV, OutputRawD
ata

A2 F & SelectRequest

CSV ( InputSerialization )

HNCSVIHIkE 24 ( ik )
FF7 & : FileHeaderlnfo.
RecordDelimiter. FieldDelim
iter. QuoteCharacter.
CommentCharacter. Range
AZF5 5 ¢ InputSerialization

CSV(OutputSerialization)

ot

i CSVIRE 24 ( Tk )
T35 5 RecordDelimiter.
FieldDelimiter

A2 /5 1 OutputSerialization

OutputRawData

bool , Bti\false

Te i R A s (AR
NIRRT Frametg st )

(Arig )

F¥5 5 : None

AZF5 5 - OutputSerialization

CompressionType

Moz

T8 S 4282 None|
GZIP
FI5 5 : None

Vo)==

T 5 : InputSerialization




HIR

ik

FileHeaderInfo

M2

FRECSVIUILME R (WTik )
HUE

FF5 5 : None

i 1 CSV (#iN)

RecordDelimiter

A

8 ECSVH#AT

¥, LiBase644ifid. BRI\
fER\ N (AL ) o RYwhd
M ERZ A T4 DL
FAFRIANSHE /R |, Lo
feJava B i\ n R 1T
FF7 & : None

AT 0 CSV (HiN HiHi)

FieldDelimiter

TR ECSVHI 5 bafF . LA
Base64%ifit. ERINE N ,
(Arig )

ARG BRI HE AR — A F
5, DAFIIANSHE R R |
nJavalg Jj , FIRES .
T4 : None

A CSV (#iN , Hit)

QuoteCharacter

FEECSVI 5|55

%% , L\ Base644wtig. ERi\A
N7 (FTE ) o FECSVH]
SRR | 55 FRAFH
PR AT A YAl
BHELA R — N4, LFAF
FIANSHE# R | thinJava il
e TR R

FI5 4 None

AT - CSV (#iN )

CommentCharacter

TR ECSVIIER
% , LiBase464%iid. BRINME
h# (WTiE )

Range

T A SCAFRTER (AT
W) o STREMAPHE |




ik

Hdstartflend} Finclusive
. HigzFfiirange get i
range 24—,

T4 : None

ATkl CSV (HiN)

KeepAllColumns

bool

i R ml g5 R rp L S CSV
BHIMALE (ATik , BRINE R
false ) . {HAU{L7Eselect iHH]
RBMSAE , SHBLE
I REs R R 17
FR K5 P BEC SV R I MK
FEHES . e R IEEA)
select 5, 1 from
ossobj ect .

1R KeepAllColumn = true

, RIS EAE R
[l AR AN

Value of 1st column,,,,Value
of 5th column,\n

FFi &4 : None

A2 T & ¢ OutputSerialization

EnablePayloadCrc

bool

TERE~Framerp &7 — 43211
Hycre3215 B fE. % 3 T LA
140 . payload [ Cre32H ik
FTHAE e BT

545 None

A2 & : OutputSerialization

Options

AN AT R 24
ESIRpE

F¥i & . SkipPartia
IDataRecord

AT A . SelectRequest

OutputHeader

bool

TEIR B 25 S L5 L CS VLR
KA - bool , B\ false,
FF7 5 : None

B

AT & - OutputSerialization




HIR

KA

ik

SkipPartialDataRecord

bool

ZBEERIAARIAT . Mi%ESH
Sftruelt , OSS4S 2 M ik e
LG AT AR . Hi%SH
Hfalsefit , CSVILHEH A LA
—fTEAIEA SRR, OSS& 4Rk
FEIFAF IR AR

A : bool , BRI\ false,

F¥5 H:None

AT 5 Options

SEALEAE S

iBREER LI — M FrameBEaig bl . F:4~Framefiig a0+, HHchecksumi4 4 CRC32 :

Version|Frame-Type | Payload Length | Header Checksum | Payload | Payload Checksum

<=1 byte><--3 bytes--><---4 bytes----><-------

Frame B fir 5 1 2 5034 DL oK in 4w % (big endian).  Version H i A1,

%} F-SelectObjectix NMAPI—3L 4 = fh A fliFrame Type , FI2MNTF :

bytes | http status
code | error message
<--8bytes-><--8bytes
......... ><----4 bytes

L Frame-TypefH Payloadig =X ik
Data Frame 8388609 offset | data DataFramefi 4 Select
<-8 bytes><---variable | ;5% 5 [y 5E , 3
~ JoffsetRICAR B |
offset>h 4 {if 434#i fiL
B (ST IR
W), &8HIHEEL,
Continuous Frame 8388612 offset Continuous Frame
<----8 bytes--> F DA #0224 i o J LA
K AEFphttpigdz.
RAZAIAFESS I ARIR
[ 5 2 3R J] — A
Continuous Frame,
End Frame 8388613 offset | total scanned | H rhoffsetfF4 )5 £«

LKWNLE AL | total
scanned bytes &
LS R R

/o http status code




HIR

Frame-TypefH

Payload# =

Tk

T A AL PR EE R
error message 4
RIEE. XHERME
status codef] J5 F &
F-SelectObject }1 i
Response Headerf#]
MR AL B T 56—
/Block, R —4
BlockZi 4 F1SQL & It
BCHY . N 7EResponse
Header [ Status
45206 , (4R T
BRI |A1E
Joi B rHeader /1 i)
Status , HfEfEENd
Frame {3 & R4 1Y)
Status Je H (5 B
P 2 i B 12 AL
FE RS

FEBIER

PCOST / oss-sel ect/ bi gcsv_normal . csv?x- 0ss- process=csv¥%2Fsel ect HTTP/ 1

1

bate: Fri, 25 May 2018 22:11:39 GMI

Cont ent - Type:
Aut hori zati on:
User - Agent :
30319. 42000)

Content-Length: 748

keep-alive

Expect: 100-conti nue
Connecti on:
Host: host nane

<?xm version="1.0"7?>

<Sel ect Request >

0SS LTAI JPXxM_ocAOf D: FC/ 9JRbBGRW402(QqdalL246Pxuvk=
al i yun-sdk-dotnet/2.8.0. 0(w ndows 16.7/16.7.0.0/x86; 4. 0.

<Expr essi on>c2VsZWNOI GN\vdWs0KCopl GZyb20gh3Nzb2JgZWNOI HdozXJl | F

801 D4gNDU=
</ Expr essi on>

<l nput Seri al i zati on>

<Conpr essi on>None</ Conpr essi on>

<CSV>

<Fi | eHeader | nf 0>l gnor e</ Fi | eHeader | nf 0>
<RecordDel i m t er >Cg==</ RecordDel i m ter >
<Fi el dDel i mi ter>LA==</Fi el dDel i mi t er >
<Quot eChar act er >l g==</ Quot eChar act er >
<Comrent s>I w==</ Conmrent s>

</ CSV>




</ I nput Serialization>
<Qut put Seri al i zati on>
<CSV>
<Recor dDel i m t er >Cg==</ Recor dDel i mi t er >
<Fi el dDel i mter>LA==</Fi el dDel i m t er >
<Quot eChar act er >l g==</ Quot eChar act er >
</ CSV>
<KeepAl | Col utms>f al se</ KeepAl | Col ums>
<Qut put RawbDat a>f al se</ Qut put RawDat a>
</ Qut put Seri al i zati on>
</ Sel ect Request >

+ SQLEM IEN LB
SELECT select-list from OSSCbj ect where opt |imt_opt
HH1SELECT, OSSOBJECT L) % WHERE 3 2% i 52 A5 B i o

select list: colum nane

| colum index (kbm_1, _2)
| function(colum index | colum nane)

| select list AS alias

FFffunction AVG,SUM,MAX,MIN,COUNT, CAST (k453 %k). HHCOUNT)S H ik
A*.

Wher e_opt:

| VWHERE expr

expr:

| literal value

| colum nane

| colum i ndex

| expr op expr

| expr OR expr

| expr AND expr

| expr I'S NULL

| expr I'S NOT NULL

| expr IN (valuel, value2,--.)

| expr NOT in (valuel, value2, )
| expr between val uel and val ue2
| NOT (expr)

| expr op expr

|

I

(expr)
cast (colum index or colum name or literal as | NT| DOUBLE
DATETI VE)

op : fifF > <>=<=1== LIKE , +-*/%DI & FZ4F 5 iEH |
cast: XfF[f]—/~column , HfEcastl—FhAl,
limt_opt:

| limit %%



A AILimite I A
Sel ect avg(cast(_1 as int)) fromossobject limt 100
T ERSER  HE SCEFRFERT10047 it HEE —FIRIAVGIE. XAMTRHIMY SQLAE , Ji
P2 7E SelectObjectrf J8-Gr ki MUk ol —F745 4k , BRI 0k 366 o 1t BR ) Hoa L2 2 Rl A
I SelectObject Hlimit ¥4 5% T B & R IT -

* SQLizEH R

— HHMUL S RRUTF-845 i) SUASIAT: L K GZIP 4 id UTF-83CA . GZIPSUfEAS 3 fFideflate
S

— (SRR, A 3ZHFjoin, order by, group by, having

— Wherei&h] B A REAL &8 A 411 (e.g. where max(cast(age as int)) > 100X AN & A L)

— TR IRCR G2 1000 , SQLH K F #4757 41024

— TELIKEIB o, IR Z S %IB AT . “F% MM, RROH L MERTFAF.

— TEINTEA T, Fe % 102441 5.

— Select/5jProjectiont] LIS 4 , 5% 51(_1, _2%) , SE £EAHE , SEECASTH
B, PR HEEAM#EIEX . hlnselect 1+ 2 from ossobject/2 A R4 o

— SRR IR AT Bt KA 452 256K .

— SQLF KK E16K , where)5 I F XA NI L2010 , REXRERLI10E , REHBIERS
1004,

CreateSelectObjectMeta

CreateSelectObjectMetaf] Tk H hRCSVICAFHERIFTEL , EHIZIAEL , LK Splits M. n2Rki%
BRI, WSHIHEA S, 07 IE5: FCSVILM M iR fE R WRIZAPHITIER , iR H
200, AR HARCSVICAE A ARE. B 18 E M 2 FFFH HARCSVAILAL , & 51400,

R RN

POST /sanpl ecsv?x-0ss- process=csv/ neta

<CsvMet aRequest >
<l nput Seri al i zati on>
<Conpr essi onType>None</ Conpr essi onType>
<CSv>
<RecordDel i m t er >base64 encode</ RecordDel i miter>
<Fi el dDel i m t er >base64 encode</Fi el dDel i mi ter>
<Quot eChar act er >base64 encode</ Quot eChar act er >
</ CSV>
</l nput Serialization>
<Overwritel fExists>fal se|]true</OverwitelfExists>



</ CsvMet aRequest >

.« ERILE

R

o
=

fiiig

CsvMetaRequest

ot

R Select Metaif sK i) 25
o

F¥5 & : Expression

.+ InputSerialization.
OutputSerialization

L F5 4 None

InputSerialization

ot

BWNFIMESH (i )
¥ 15, : CompressionType.
Csv

AT 4 - CsvMetaRequest

OverwritelfExists

bool

HE T E SelectMeta , BT
AEE. (TiE , B\ Zfalse
, Biin #Select Meta g 727E M
HZRM )

9545 None

T i - CsvMetaRequest

CompressionType

M2

S E4ER A . BRTA X
FRAEA 4 , #ARE S None
T4 None

Vo)==

T 5 © InputSerialization

RecordDelimiter

TR ECSVH#AT4F , LIBase64
Hitido BRIMEA\N (FIEE ) .
KRG a7 MBI % IS F
¥, DLFEFFIANSHE R R |
nfEJava B N E R T o
FF5 5 : None

AT CSV

FieldDelimiter

PR

18 € CSV3I 51

¥, LiBase644ifid. ERINA
o (A )

A G iy T A AEL AR R — N
5, LEFFMANSHER R | T
nJavallf]  FRES .
T35 5 : None




HIR

ik

KA CSV (M, i)

QuoteCharacter

B ECSVI5]5

¥ , LBase644ih. BRIAAE
M\ (A ) o FECSVHIE]
SNEIRATEE . 55 BRAF I
PARNE L EFFF . A H
IR —ANFAF , LLFAF
FIANSHE R R | thinJavail
N "ERRE15.

FF7 5 : None

A5 0 CSV (HiN )

CsSv

o

FRECSVi A&

F¥5 5 : RecordDelimiter ,
FieldDelimiter , QuoteChara
cter

A2 ¥ & o InputSerialization

Response Body : fliSelectObject 241l , Create Meta AP, L FramefFE R iR bl . A Fifp2RA

HJType : Continuous Framel) X End Meta Frame. Continuous Frame#iSelectObject API52 4>

—H

HIR

Frame-TypefH

Payload#g =,

fhiik

Meta End Frame

8388614

offset | status| splits | offset : 8fi; &%k ,

count | rows count | i aE R SO
columns count | error %.

message

<-8 bytes><--4bytes
><--4 bytes--><--8
bytes><--4 bytes---><

variable size>

status : 40788 | B
& ff)status
splits_count : 4{y; %
5, Bspliti
rows_count : 8{ij %
5, BATEG
cols_count : 4%
B, BINEL
error_message : £
ARG R HIA
FEIRI A2




4R Frame-TypefH Payload# = ik

Meta End FrameH]
ki Create Select
Meta AP 2 4k

iNo

Response Header : 7t %[ Jheader,
« FEBIER

PCST / oss-sel ect/ bi gcsv_nor mal . csv?x- 0ss- process=csv¥%Fmeta HTTP/ 1.1
Date: Fri, 25 May 2018 23: 06:41 GVl

Cont ent - Type:

Aut hori zation: OSS LTAI JPXxM_ocAOf D: 2WF2| 6zozf +hzTj 90SXPDkl QCvE=
User - Agent: aliyun-sdk-dotnet/2.8.0.0(w ndows 16.7/16.7.0.0/x86; 4. 0.
30319. 42000)

Content - Length: 309

Expect: 100-conti nue

Connecti on: keep-alive

Host: Host

<?xm version="1.0""?>
<CsvMet aRequest >
<l nput Seri al i zati on>
<CSsv>
<Recor dDel i m t er >Cg==</ RecordDel i m ter>
<Fi el dDel i mi ter>LA==</Fi el dDel i mi t er >
<Quot eChar act er >l g==</ Quot eChar act er >
</ CSv>
</l nput Serialization>
<Overwitel f Exi sting>fal se</OverwritelfExisting>
</ CsvMet aRequest >

o R [EI0E R

HTTP/ 1.1 200 OK

Server: AliyunCSS

Date: Fri, 25 May 2018 23: 06: 42 GVl
Cont ent - Type: application/vnd. ns-excel
Content-Length: O

Connecti on: cl ose

X- 0Sss-request-id: 5B089702461FB4C07B000C75
X- 0Ss-1 ocation: oss-cn-hangzhou-a

X- 0ss-access-i d: LTAI JPXxM.ocAOf D
X-0Ss-sign-type: Nornmal Si gn

X- 0SS-0bj ect - nane: bi gcsv_normal . csv
Accept - Ranges: bytes

ETag: "3E1372A912B4BCB6E8A51234AECOCAQC- 400"
Last- Modi fied: Wed, 09 May 2018 00: 22: 32 GMI
X- 0Ss-obj ect-type: Miltipart

X- 0Ss- bucket - st orage-type: standard

X- 0Ss- hash-crc64ecma: 741622077104416154

X- 0Ss- st orage-cl ass: Standard

**x-0ss-sel ect-csv-rows: 54000049**
**x-0ss-sel ect-csv-col ums: 4**



**x-0ss-select-csv-splits: 960**

Python SDK 443

i mport os
i mport 0ss2
def select _call _back(consuned bytes, total bytes = None):
print(' Consuned Bytes:' + str(consunmed_bytes) + '\n')
# HeviigikAccessKeyl d. AccessKeySecret . Endpoi nt Z{5 8.,
# B IEAS RARE , g ‘<your AccessKey| d>" Bk B SLAccessKey | d%,
#
# DIBUH XI5 , Endpoi nt /] DU
# http://oss-cn-hangzhou. al i yuncs. com
# https://oss-cn-hangzhou. al i yuncs. com

access_key id = os.getenv(' OSS TEST ACCESS KEY | D, '<yourAccessKeyld
>')

access_key secret = o0s.getenv(' OSS TEST ACCESS KEY_ SECRET', '<

your AccessKeySecret >')

bucket _nane = os.getenv(' OSS_TEST _BUCKET', ' <yourBucket>")

endpoi nt = o0s.getenv(' OSS_TEST ENDPO NT', ' <your Endpoi nt>")

# QUEARH A ] S ), A SCAAE % B8 77 k0 e i o A 2 ) 552 3100 30

bucket = o0ss2.Bucket(o0ss2. Auth(access_key id, access _key secret),
endpoi nt, bucket _nane)

key = 'python_sel ect.csv'

content = 'Tom Hanks, USA 45\r\n' *1024

filename = 'python_select.csv'

# LA

bucket . put _obj ect (key, content)

csv_neta parans = {' CsvHeaderInfo': ' None',
"RecordDelimter': "\r\n'}

sel ect _csv_parans = {' CsvHeaderInfo': ' None',
'"RecordDelimter': '"\r\n',

'Li neRange' : (500, 1000)}

csv_header = bucket.create_sel ect _object neta(key, csv_neta parans)
print (csv_header. csv_rows)

print(csv_header.csv_splits)

result = bucket.sel ect object(key, "select * from ossobject where _3
> 44 limt 100000", select_call_back, select_csv_parans)

content _got = b"'

for chunk in result:

content _got += chunk

print(content_got)

result = bucket.select_object to file(key, filenane,
"sel ect * from ossobject where _3 > 44 [imt 100000", select_call _back
, sel ect_csv_parans)

bucket . del et e_obj ect (key)

Java SDK 4

package sanpl es;

i mport com aliyun. oss. event. ProgressEvent;



i mport com aliyun. oss. event. ProgressLi st ener;
i mport com aliyun. oss. nodel . *;

i mport com aliyun. oss. CSS;

i mport com aliyun. oss. OSSCl i ent Bui | der;

i mport java.i o.BufferedQut put Stream
i mport java.io.ByteArrayl nput Stream
i mport java.io.FileCQutputStream

/**

* Exanpl es of create sel ect object nmetadata and sel ect object.

*

*/
public class Sel ect hj ect Sanpl e {
private static String endpoint = "<endpoint, http://oss-cn-
hangzhou. al i yuncs. conp";
private static String accessKeyld = "<accessKeyl d>";
private static String accessKeySecret = "<accessKeySecret>";
private static String bucket Nane = "<bucket Nanme>";
private static String key = "<object Key>";

public static void main(String[] args) throws Exception {

/1 OSSO ientBuilder HifxtJava SDK 3. 0% DL FFiAs.
CSS client = new OSSC i ent Bui | der (). bui | d(endpoi nt, accessKeyl
d, accessKeySecret);
String content = "nane, school, conpany, age\r\n" +
"Lora Francis, School A Staples Inc,27\r\n" +
"El eanor Little, School B,\"Conectiv, Inc\",43\r\n" +
"Rosi e Hughes, School C, Western Gas Resources Inc, 44\r\

"Law ence Ross, School D, MetLife Inc., 24";

client. put Obj ect (bucket Name, key, new ByteArrayl nput Strean(
content.getBytes()));

Sel ect Obj ect Met adat a sel ect Obj ect Metadata = client.createSele
ct hj ect Met adat a(
new Cr eat eSel ect Obj ect Met adat aRequest (bucket Nane, key)
. W thl nput Serialization(
new | nput Seri alization().w thCsvlnp
ut For mat (
new CSVFor nmat ().w t hHeader | nf o
( CSVFor mat . Header . Use) . wi t hRecordDel inmiter("\r\n"))));
System out . printl n(sel ect Obj ect Met adat a. get CsvOhj ect Met adat a
().getTotal Li nes());
System out . println(sel ect Obj ect Met adat a. get CsvObj ect Met adat a

().getSplits());

Sel ect Obj ect Request sel ect Cbj ect Request =
new Sel ect Obj ect Request (bucket Nanme, key)
.wi thlnputSerialization(
new | nput Serialization().w thCsvlnp
ut For mat (
new CSVFormat (). w t hHeader | nfo
(CSVFor mat . Header . Use) . wi t hRecordDelimiter("\r\n")))
. W t hQut put Seri al i zati on( new Qut put Ser i
alization().w thCsvQut put Format (new CSVFormat ()));
sel ect Obj ect Request . set Expressi on("sel ect * from ossobj ect
where _4 > 40");
OSShj ect ossOhj ect = client. sel ect Obj ect (sel ect Obj ect Request

/1l read object content from ossObj ect



Buf f er edQut put St r eam out put St ream = new Buf f er edQut put St r ean(
new Fi | eCQut put Stream("result.data"));

byte[] buffer =
i nt bytesRead;
while ((bytesRead =

)) '=-1) {

out put Stream wri t e(buffer,

out put Stream cl ose() ;

new byt e[ 1024];

osshj ect . get Obj ect Cont ent () . read( buf fer

0, bytesRead);

}
}
WL SQL Il
SRR/ SQLiEA)
IR [ Fif 10474804 select * from ossobject limit 10

iR B EE G R EE 3 AL, IFH 1B R T 2R3
5

select 1, 3 from ossobject where cast(_1 as
int) > cast(_3 as int)

R[S LURRTF L BE R A (1« teAtlike
Ja i) 3L F Z A UTF -84 14)

select count(*) from ossobject where _1 like

%'

iR [ fF A5 465 251 5} i) & F-2018-08-09 11:30:25 H.
#53%1 K T 200132 %

select * from ossobject where _2 > cast('2018-
08-09 11:30:25' as timestamp) and _3 > 200

R E 25 PR S PI(E , B, ROKME,
/ME

select AVG(cast(_2 as double)), SUM(cast(_2
as double)), MAX(cast(_2 as double)), MIN(
cast(_2 as double))

IR [8] 551 37 F1 55 351 2 i 45 5 b DL Tom' Sy I
3L PI’Anderson ‘% R i T A 1e 5%

select * from ossobject where (_1 || _3) like '
Tom%Anderson'

1R 181 551 5 BE R 3B PRI i A T R

select * from ossobject where (_1 % 3) ==

R B 4E 151 K /NFE1995% 201227 8] (A T A 10 3%

select * from ossobject where _1 between 1995
and 2012

R [ 5555 (9N, M, G LI B A7 ie 3%

select * from ossobject where 5 in ('N', 'M', 'G
l, ILI)

R [E 55251 3 LA 25 341 L 55551 K100 LA _ERY Ty
o

select * from ossobject where _2* 3> 5+
100

SEHFHIS TS X

I TR H kg , SelectObjectn] LK DL F A& A 524% B B 3k die fitimestamps 2y . Lhliicast-
('20121201" as timestamp)2 4t fiidr 52012412 H1H



LEN BLA
YYYYMMDD FAH
YYYY/MM/DD 1A TH
DD/MM/YYYY/ H/H 14
YYYY-MM-DD 4E-A-H
DD-MM-YY H-H -4
DD.MM.YY H.H 4
HH:MM:SS.mss INE A 22D
HH:MM:SS NIRRT

HH MM SS mss /NI A3 B 2D
HH.MM.SS.mss /NI 23D D
HHMM JINE 43k
HHMMSSmss IINIR 53 B 2 FD

YYYYMMDD HH:MM:SS.mss

EFH NGy Bl Rd. 22 8

YYYY/MM/DD HH:MM:SS.mss

SEIRTH N5 6. 20

DD/MM/YYYY HH:MM:SS.mss

HIAAE ANy o3 el 280

YYYYMMDD HH:MM:SS

FEHH N gD

YYYY/MM/DD HH:MM:SS

AETATH NIy B

DD/MM/YYYY HH:MM:SS

F AR Ny bl

YYYY-MM-DD HH:MM:SS.mss

AE-H-H N pph 22D

DD-MM-YYYY HH:MM:SS.mss

Fl- FI 48 /N 53 B 8D

YYYY-MM-DD HH:MM:SS

AE-H-H /NF gy e fp

YYYYMMDDTHH:MM:SS

A HT/ANIS 2 ppofh

YYYYMMDDTHH:MM:SS.mss

AEA BTN Bl #2270

DD-MM-YYYYTHH:MM:SS.mss

H-H-4ET/N oy he b 22 70

DD-MM-YYYYTHH:MM:SS

H - H-4ET/N 5y he b

YYYYMMDDTHHMM

AEA HT/ANE 3

YYYYMMDDTHHMMSS

A HT/NS 3 phED




55 pTni]
YYYYMMDDTHHMMSSMSS 4 H B T/NSHM b 250
1SO8601-0 AE-H-H T/ p+/Nf o, 805 4F-H-HT
AN BN A
X B AR R R AR HER HUTCHITE |, -&RTE)E
o HEEXAMEA T HISO8601-0k %~
1SO8601-1 4E- - HT/NE A b fh+ /N4 eh |, B
4F- H - H T/NEF 43 - /N 43 b
X B AR IR XA ER B UTCHITH |, -RRT7E)E
T XA AT FHIS08601-1k KR
CommonLog Lhin28/Feb/2017:12:30:51 +0700
RFC822 Fetm Tue, 28 Feb 2017 12:30:51 GMT
?D/I?MIYY H/A 4 eAb H A #9707 101k & 20 F# s
?DI?MIYY ?7H:?M H HA4E /N4, 1eAL H A 53-8/ ar AL
BE 2R
?D/?M/YY ?H:?M:?S (S5 R o N s o S = DY S DR B 2 2 N e |
ML & 26 % w

BT LIRS 5EESC , AP & 245 @t

thiincast('20121201" as timestamp format '

YYYYDDMM'") 24420121201 f@Afr 1§ 20124E1 H12H .

#K ]
YYYYDDMM ‘EHA
YYYY/DD/MM EHHA
MM/DD/YYYY I/
YYYY-DD-MM 4E-H-H
MM-DD-YYYY H-H-4
MM.DD.YYYY H.H .4
AR

B ASCHRRR , ARSI A&, R T

1. i Create Select Object Meta APIFR512% SC4F () M Splithl . FHARRS L T 40 SR % 0 H 2
SelectObject , NIZAPURIFFEE AT T F AT, AR LU $ 3 ] o




2. RARE i R LR A BRI & B, AR SpItABR LA & BENIR B A 4 A B ML
HISplitM 4L

3. {Ei%3kBody 1 fli#split-range=1-20 B 1753 J1 22341 o

4. IRFTFERF LA IR

SelectObjectfINormalZ& RIS Fl AP fE £, Multipart L 5 Appendable & il SC i i F H k45
225 SEE R E



7 2T MultipartUpload ¥ #:/E

7.1 W4

B 7@ PUT Objecty 11 L& 3CHFEIOSSLUSL , OSSitfefit 1575 4h—h LAL i ——Multipart
Upload. FIF ] IZERN T HYN 375 ((EAMXFRTF UL ) £ flMultipart Upload - f£455X , 40
o TSR R B
LA 100MB NI S o

Mg T8 FOSSHIIRSF dv 2 I8l FEE L H Wit
o BARSCIEZRT TR A ST RN

7.2 InitiateMultipartUpload

fif FiMultipart Upload & dm i mr , A28 5618 %32 1 kB & OSS )41k —~Multipart
UploadZif4:,

B N iR 15— A~ OSSR 55 %+ B i 42 R ME— g Upload ID , - F4riRA kMultipart Upload =1},
R A AR X AN DR & A R A 44F , 4+ 1k Multipart Upload. £ ifjMultipart Upload= .

THRIE

PCST / Obj ect Nane?upl oads HTTP/ 1.1

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Date: GMI date

Aut hori zati on: Si gnatureVal ue

k2% (Request Parameters)

Initiate Multipart Uploadis} , 7] DLif i encoding-type Xt ik bl 45 5 ih i Key 3EAT 4R i

R KA fiiid

encodi ng-type FAFHR Fi8 % XHR [l Key #1740

14, Bl Rurgsid. Keyfd
MUTF-84F , {Hxml 1.0f5H#E
X FET— L AT, b
Ynasciifd \OZ 10 F4F o

X Key el grxml 1,045 1
SRS F4F , 7T LLE
1135 Eencoding-type X}k 1]
HIKey 1T 2 o




e e 3ii) ik
NN
Al E{ :ourl
iE>kHeader

E i et ik

Cache- Cont r ol FAH 5 ZObjectty T #IN W TR ZZ AT A o LR
{EZMRFC2616,
NI

Cont ent - Di sposi tion | 5fFH F8 €% Objectly N EI I AFR ; HIFAIfRIE S I
RFC2616.,
BNE - T

Cont ent - Encodi ng FAFH T8 & 1% Objectyy N HIN N A gmtts =, TN R
ZBRFC2616,
NI

Expires A 1L JgmtE ( milliseconds ) ; B4R 41 2 i
RFC2616,
LN

X-0ss-server-side- | fFH i %€ b A% Objectds: A~ partihf i i i IR 55 & i i 25 4 5

encryption ¥k, OSS&n) bAR 1 &~ part=k HI iR 55 i i % AL
BTG o
EEE - AES256 B KVS
HE - PR E S G I EKMS (%8R R
%), AERKMS S5, B HiKmsService
NotEnabled4 iR 54,

x-oss-server-side- |5 | FRKMSHEAHN LB,

encryption-key-id % S8 fEX- 0ss- server - si de- encrypti on
HKMSI AL

X- 0ss- st orage-cl ass |4 18 & Objectiy ifif 27,

HUE

. Standard
« |IA

« Archive

FHEAIEE T - PutObject. InitMultipartUpload.
AppendObject. PutObjectSymlink. CopyObject.



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

« lniStorageClassffE ANA1E , X400 £5%. 45
i=fd : InvalidArgument,

o XTAEEAERTBUCKet , 4 L f5Objectith i %
fi5 , MMV LA Objectss 174k hHg I . f
i, 7EIA% A Bucketrf |- fObjectit} , 4 Ex-
oss-storage-class>fStandard , Ilji%ZObject B 32215

fi#%-fStandard.
e 5 75 2% (Response Elements)
Ei it ik
Bucket FRFER ¥tEE—/ ~Multipart UploadZE-{4:f#)Bucket44
FRo
AT 5 ¢ InitiateMultipartUploadResult
InitiateMltipartUpl Kan A Initiate Multipart Uploadi sk 45 58 H) &

oadResul t LT

75 55 1 Bucket, Key, Uploadld
T A None

Key TR #istk—Multipart Upload 344 Object 4

fr
/)N o

A F7 15 ¢ InitiateMultipartUploadResult

J

>

Upl oadl d FAFHR ME—FR7m ik kMultipart Upload 44 f41D
AT 5 ¢ InitiateMultipartUploadResult
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o EEEHEEA L R |, FEEN“?uploads”F]CanonicalizedResource .

«  PfHfkMultipart Uploadisk , SZHen FHrdERHTTPIE K L : Cache-Control. Content-
Disposition. Content-Encoding. Content-Type. Expires , DL} Lix- oss- met a- JF=L AP H
€ X Headers, B4 Y i# 2 NLPutObject,



il

* ##R{kMultipart Uploadi=R |, Jf A2 0 B 247 1L 7] 42 Object.

RS EI R FIEREMultipart Upload iR 5 , £k Il — XML RER K. ZEREN A=A
JG# : Bucket. KeyfilUploadID. i&ids T HH#UploadID , DLA T /5 £ Multipartfi e 454k

s #tA{fkMultipart UploadiisR I , 1% & T x-0ss-server-side-encryption Header , T ¥ i 7 3k
ik [ElZHeader , I HAE LERIEEANpartit |, IR55 54 B sx44>partBEA TR g in & 74k . H
HIOSSHR S5 #viin A S HFAES256 FIKMS N , 45 HoAth fE 212 151400 §55F154 15245 © InvalidEnc
ryptionAlgorithmError ; 7 _b 4% 4/ partist A~ 0h F R i x-oss-server-side-encryption 53Rk , #¥5
SE IR LN OSSR 11400 FiRFI4E RS © InvalidArgument.,

R

PCST /mul ti part. data?upl oads HTTP/ 1.1

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

Date: Wed, 22 Feb 2012 08:32:21 GVl

X- 0Ss- storage-cl ass: Archive

Aut hori zati on: OSS qnéqgrrgxo2oawuk53ot fj byc:/ cl uRFt RMMIZpC2hTj 4F6
7TAGIMA=

314 1 b7l

HTTP/ 1.1 200 K
Content - Lengt h: 230
Server: AliyunG0SS
Connecti on: keep-alive
X-0Ss-request-id: 42c25703-7503-f bd8- 670a- bdaOleaec618
Date: Wed, 22 Feb 2012 08: 32: 21 GMI
Cont ent - Type: application/ xm
<?xm version="1.0" encodi ng="UTF-8"?>
<lnitiateMultipartUpl oadResult xm ns="http://doc. oss-cn-hangzhou.
al i yuncs. coni>

<Bucket > mul ti part _upl oad</ Bucket >

<Key>mul ti part . dat a</ Key>

<Upl oadl d>0004B9894A22E5B1888A1E29F8236E2D</ Upl oadl d>
</lnitiateMiltipartUpl oadResul t >

7.3 UploadPart
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Date: GMI Date

Content-Length: Size
Aut hori zati on: Si gnatureVal ue
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1.1
Host: oss-exanpl e. 0ss-cn-hangzhou. al i yuncs. com
Content-Length : 6291456
Date: Wed, 22 Feb 2012 08:32:21 GMI
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[ 6291456 bytes dat a]
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HTTP/ 1.1 200 OK

Server: AliyunGCSS

Connecti on: keep-alive
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X- 0Ss-request-id: 3e6abab62- leae-d246-6118-8ff42cd0c2la
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7.4 UploadPartCopy
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Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com

Date: GMI' Date

Content-Length: Size

Aut hori zati on: SignatureVal ue
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PUT /mul tipart. data?part Nunber=1&upl oadl d=0004B9895DBBB6ECO8BE36 HTTP/
1.1

Host: oss-exanpl e. oss-cn-hangzhou. al i yuncs. com

Cont ent - Lengt h : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GVII
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HTTP/ 1.1 200 OK

Server: AliyunCSS

Connecti on: keep-alive

X-0Ss-request-id: 3e6aba62- leae-d246-6118-8ff42cd0c2la

Date: Thu, 17 Jul 2014 06:27:54 GMVI'

<?xm version="1.0" encodi ng="UTF-8"?>

<CopyPart Result xm ns="http://doc. oss-cn-hangzhou. al i yuncs. coni>
<Last Modi fi ed>2014-07- 17T06: 27: 54. 000Z </ Last Modi fi ed>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ ETag>

</ CopyPart Resul t >

7.5 CompleteMultipartUpload
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Host: Bucket Nane. oss-cn-hangzhou. al i yuncs. com
Date: GMI Date

Content-Lengt h: Size



Aut hori zation: Signature

<Conpl et eMul ti part Upl oad>

<Part>

<Par t Nunber >Par t Nunber </ Par t Nunber >

<ETag>ETag</ ETag>
</ Part>

</ Corrpl eteMul ti part Upl oad>
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Complete Multipart Uploaditf , £ #filRRE G —HkELAMNITA B KNG R F100KB | JfAa 2 A
AR Partlistrp i) & —~Part 5 iy flIEtag. B A7E LfePartint , % iy 7 & 2l R Part 54
Hh , IBTREL TR EEPartilIh)5 |, k4544 Bl HETagfH.

OSS4t#iComplete Multipart Uploadii R , S ifak—E Mt il FEX BRI, AR % il
OSSZnl ik Ws , OSS{& 4SRRI 5e »

g scfPart Listh |, PartS- il LURAES . Flinss—kiiPart i1 , 55 —hifParts
S,

OSS/4k#Complete Multipart Uploadi&=K i%3h )5 , i%Upload IDg & 728 IR -
[5]—~Objectn] LA [5] i #1144 [F] #f)Upload Id , 24Complete—~Upload IDJ5 , 1%Objecti) H At
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IR AP A% T Content-MD5i# 3K 3k , OSS<rit-#ibodyi#jContent-MD5Ff4i & — &tk . anRA
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POST /multipart. data? upl oadl d=0004B9B2D2F7815C432C9057C03134D4 HTTP/
1.1

Host: oss-exanpl e. 0oss-cn-hangzhou. al i yuncs. com

Content - Lengt h: 1056

Date: Fri, 24 Feb 2012 10:19:18 GMVI

Aut hori zati on: GOSS qnéqgrr gxo2oawuk53ot f j byc: 8VwFhFUWiWecK6j Q H XIVK/
zZMro=

<Conpl et eMul ti part Upl oad>
<Part >
<Par t Nunber >1</ Par t Nunber >
<ETag>"3349DC700140D7F86A078484278075A9" </ ETag>
</ Part >
<Part >
<Par t Nunber >5</ Par t Nunber >
<ETag>" 8EFDA8BBE206636A695359836 FEOAOEQA" </ ETag>
</ Part >
<Part >
<Par t Nunber >8</ Par t Nunber >
<ETag>"8C315065167132444177411FDA149B92" </ ETag>
</ Part >



</ Conpl et eMul ti part Upl oad>

& BRI

HTTP/ 1.1 200 OK

Server: AliyunGOSS

Content - Length: 329

Cont ent - Type: Application/xm

Connecti on: keep-alive

X-0Ss-request-id: 594f0751-3ble-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GVl

<?xm version="1.0" encodi ng="UTF-8"?>
<Conpl et eMul ti part Upl oadResul t xm ns="htt p://doc. oss-cn-hangzhou.

al i yuncs. coni>
<Location>http:// oss-exanpl e. oss-cn- hangzhou. al i yuncs. com /
mul ti part . data</Locati on>
<Bucket >0ss- exanpl e</ Bucket >
<Key>mul ti part. dat a</ Key>
<ETag>B864DB6A936D376F9F8D3ED3BBES40DD- 3</ ETag>
</ Conpl et eMul ti part Upl oadResul t >
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HTTP/ 1.1 204
Server: AliyunGOSS

Connecti on: keep-alive

X- 0Ss-request-id: 059a22ba- 6ba9- daed- 5f 3a- e48027df 344d

Date: Wed, 22 Feb 2012 08:32:21 GMI
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« max- upl oads &% & K{E #1000,
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 List Multipart Uploadsi>R S f:5FiE K S48 : prefix , marker ,delimter , upload-id
- mar ker flimax- upl oads. Eid XML A , W LLE E A fMultipart Uploads 3544 1
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HRAH -

Get /?uploads HITP/ 1.1

Host : oss- exanpl e. 0ss-cn- hangzhou. al i yuncs. com

Date: Thu, 23 Feb 2012 06: 14: 27 GVI

Aut hori zation: OSS gn6grrgxo2oawuk53ot fj byc: IX75Ct QqsnBBz+dci vn7kwBM
vOY=

B E R

HTTP/ 1.1 200

Server: Aliyun0SS

Connecti on: keep-alive

Content-1length: 1839

Content-type: application/xm

X- 0SSs-request-id: 58a41847-3d93-1905-20db- ba6f 561ce67a
Date: Thu, 23 Feb 2012 06: 14: 27 GVI

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Mul ti part Upl oadsResul t xm ns="htt p://doc. oss-cn-hangzhou. al i yuncs

.coni>
<Bucket >0ss- exanpl e</ Bucket >
<KeyMar ker ></ KeyMar ker >
<Upl oadl dMar ker ></ Upl oadl dvar ker >
<Next KeyMar ker >0ss. avi </ Next KeyMar ker >
<Next Upl oadl dMar ker >0004B99B8E707874FC2D692FA5D77D3F</ Next Upl oad
| dMar ker >
<Delimter></Delimnter>
<Prefix></Prefix>
<MaxUpl oads>1000</ MaxUpl oads>
<I sTruncat ed>f al se</| sTruncat ed>
<Upl oad>



<Key>mul ti part . dat a</ Key>
<Upl oadl d>0004B999EF518A1FE585B0C9360DC4AC8</ Upl oadl d>
<l nitiated>2012-02-23T04: 18: 23. 000Z</ I ni ti at ed>

</ Upl oad>

<Upl oad>
<Key>mul ti part . dat a</ Key>
<Upl oadl d>0004B999EF5A239BB9138C6227D69F95</ Upl oadl d>
<l nitiated>2012-02-23T04: 18: 23. 000Z</ I ni ti at ed>

</ Upl oad>

<Upl oad>
<Key>o0ss. avi </ Key>
<Upl oadl d>0004B99B8E707874FC2D692FA5D77D3F</ Upl oadl d>
<Initiated>2012-02-23T06: 14: 27. 000Z</ | ni ti at ed>

</ Upl oad>

</ Li st Ml tipartUpl oadsResul t >

7.8 ListParts
Li st Par t s [ H 412445 & Upload IDF)g i i B4 kA% i D) Part.
W RIE

Get [/ Obj ect Name?upl oadl d=Upl oadld HTTP/ 1.1
Host: Bucket Nane. oss-cn-hangzhou. al i yuncs. com
Date: GMI Date

Aut hori zation: Signature

ik 2% (Request Parameters)

R KA fiiid

upl oadl d PSR Multipart UploadZ544:1#ID .
AIME - T

max- parts L FLEAEOS S . Y Bt
KPart#H .
BRAE - 1, 000

part - number - mar ker B fesEList i E , A Part
Number#{ H X 7% 54
fIPart2 B a1 H o

BRIMAE - T

encodi ng-type FAF R Fi8 2 X [l ) P9 25251 7 4

5, fEEmIS KA. Keyffi
FAUTF-8F4% , {Hxml 1.0%x#E
X FERT— L AT, b
hnasciif MOF 108 745 .

X Key L grxml 1,045 1
SRR T4, 7T LLE




HIR

P

1135 Eencoding-type %tk [1]
HIKeyFE1T 4 A o

L VN

T EAE : url

MG 2% (Response Elements)

FR

P

Li st Part sResul t

b=
a

o

fR77List Partiti R 45 R M 2545 o
F77 15 : Bucket, Key,
Uploadld, PartNumberMarker
, NextPartNumberMarker,
MaxParts, IsTruncated, Part

RAT TG

Bucket

Bucket£z#5 .
A F7 A - ListPartsResult

Encodi ngType

FRHA IR [0 45 SR A7 Y A 1
HIZRAL . RE R 240 ds
% Tencoding-type , LR
1] 45 5% v R Key 3147 Zh o
AL F5 5 - ListPartsResult

Key

Object % #R.
A F5 4 ListPartsResult

Upl oadl d

UploadZ4:1D,
A F5 4 ListPartsResult

Par t Nunber Mar ker

A Yk ListgE B ffjPart Numberiz
WGP E .
AR F7 & : ListPartsResult

Next Par t Nunber Mar ker

2

WRA YRV A 1R 7 42

2cp S VAT B G R R )
4-NextPartNumberMarkerst
#, HTARIAEE T oRIE K
fPartNumberMarker{s .

A F5 4 ListPartsResult

MaxPart s

L2

R EE R PR K FPartg B .
AR F7 A - ListPartsResult




HIR

P

| sTruncat ed

M2 e

FrEAJE A AR YR ] i List Partgh
Ry FBE N . “true” ZRAK
WA R 2FRAE R “false” %
IRARIR CEIR I T 2 aE R
HRfE : true. fal se
AT 5 o ListPartsResult

Par t

TAEER

{RAEPartfF B A
FF7 & : PartNumber,
LastModified, ETag, Size
A2 F7 /& - ListPartsResult

Par t Nunber

Fr~Partif 4
A2 F5 5 - ListPartsResult.Part

Last Mbdi fi ed

H

Part L& # i} a] .
A2 F5 5« ListPartsResult.part

ETag

TAFH

t hfEParty A HIETag.
A2 F7 & - ListPartsResult.Part

Si ze

& EfEPart /N,
A F5 4 ListPartsResult.Part

i A

List Parts 37 rmax-partsfipart-number-marker i firig sk 244 .

« max-partsZ$ i K E 51000 ; ERiA{EHL %1000,

*  JEOSSHJIRH 45 R 1% i Part S i T RS o

o BT ERE AT RE A T DORHERE FList Partti SR 2521 ( Part NumberfIETagfd ) 4R sl
J& Complete MultipartffjPart%1 3 .

Al

KR

Get /nmultipart.data?upl oadl d=0004B999EF5A239BB9138C6227D69F95 HTTP/ 1

1

i—lost . 0ss-exanpl e. oss-cn- hangzhou. al i yuncs. com
Dat e: Thu, 23 Feb 2012 07:13: 28 GMVI




Aut hori zati on: OSS qnéqrrgxo2oawuk53ot f j byc: 4gOnUMe 9UQW kz 8wDqD3
I 1 sa9P8=

AN

HTTP/ 1.1 200

Server: AliyunGOSS

Connecti on: keep-alive

Content-length: 1221

Content-type: application/xm

X-0Ss-request-id: 106452c8-10ff-812d- 736e-c865294af clc
Date: Thu, 23 Feb 2012 07:13:28 GMI

<?xm version="1.0" encodi ng="UTF-8""?>

<Li st Part sResult xm ns="http://doc. oss-cn-hangzhou. al i yuncs. coni>

<Bucket >nmul ti part _upl oad</ Bucket >

<Key>mul ti part . dat a</ Key>

<Upl oadl d>0004B999EF5A239BB9138C6227D69F95</ Upl oadl d>

<Next Par t Nunber Mar ker >5</ Next Par t Nunber Mar ker >

<MaxPart s>1000</ MaxPart s>

<| sTruncat ed>f al se</ | sTruncat ed>

<Part >
<Par t Nunber >1</ Par t Nunber >
<Last Modi fi ed>2012- 02- 23T07: 01: 34. 000Z</ Last Mbdi fi ed>
<ETag>&quot ; 3349DC700140D7F86A078484278075A9&quot ; </ ETag>
<Si ze>6291456</ Si ze>

</ Part >

<Part >
<Par t Nunmber >2</ Par t Nunber >
<Last Modi fi ed>2012-02-23T07: 01: 12. 000Z</ Last Modi fi ed>
<ETag>&quot ; 3349DC700140D7F86A078484278075A9&quot ; </ ETag>
<Si ze>6291456</ Si ze>

</ Part >

<Part >
<Par t Nunmber >5</ Par t Nunber >
<Last Modi fi ed>2012- 02- 23T07: 02: 03. 000Z</ Last Modi fi ed>
<ETag>&quot ; 7265F4D211B56873A381D321F586E4A9&quot ; </ ETag>
<Si ze>1024</ Si ze>

</ Part >

</ Li st Part sResul t >



8 =TFLiveChannel 34k

8.1 LiveChannelj#4y
FA T DU FIRTMPHRSCK5 MR -2 2]OSS |, #4i# hfs kg i g s sci.  bagwi , A
BT EAE#— LiveChannel , DIFRECH B AR HAE , B EEA0E1E 815 S 2% 6 b AP,
183 RTMP Y A& 3 i b B A LR R
HEe M FHRTMPHER I 738, RSB
WAL SR, HAR A% X H264
BRI, I H I SZRAACKS S, HAbAE NS i S E 5
o EEE I EHLS MY .

—/~LiveChannel[&] it S RE A —A™ % P it ] HLAE T

8.2 RTMP#: 7 Mtk [ 25 44

RTMP#: 3 ik 240 : rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel
AN A rtnp: / / ${bucket }. ${ host }/ I i ve/ ${ channel } ?${ par ans}

live A RTMPhisL ffjapp & FR , OSS[E E1ii flive.

params M 250 , #X S5HTTPiERquery stringfi[F , BiJE4n"varA=valueA&varB=
valueB*,

BucketAcldEpublic-read-writelf , i it 7 2485 44 4 7T LU 5 25447515 2RLOSS Uiz
%, AHA L8407 ERRE S5O R BAR BRI o

RTMPH#E S FF i url 2%

HR fifiid
playlistNane PSR E A R m3uBICE AR, HAE B 5

LiveChannel it & . & : £ R AIM3u8 44 Fk
k<1 mhn” ${channel_name}/“wij %% .

ek £ 265 42

— A AR LTS - rtp: /1 ${ bucket }. ${ host}/ | i ve/ ${ channel } ?
OSSAccessKeyl d=xxx&Expi r es=yyy&Si gnat ur e=zzz&${ par ans}



SRR ik

OSSAccessKeyld B Y [FOSSHIHTTPA: 4 i AccessKeyld
Expires o A 1A, #&30R f Unit timestamp
Si gnature BHRTIE ) JE XSRS
par ans H2% , IraM S8 & ES 584

Signaturefh i HHLLN T

base64( hmac- shal( AccessKeySecr et ,
+ Expires + "\n"
+ Canoni cal i zedPar ans
+ Canoni cal i zedResour ce))

ey

Tl

Canoni cal i zedResour ce

R A “/BucketName/ChannelName”

Canoni cal i zedPar ans

% param key = #iLF Pt key:value\n” ¥
R WSEPHER , MRSEAECH0 , IF4
X—I0 k2%, S8+ 44 SecurityToken.
OSSAccessKeyldfilExpire ) ), Signature., 43—
/~param key HHEHIL— Ko

8.3 PutLiveChannelStatus

LiveChannelf5 W##Status : enabledfiidisabled , Fifa] DLAd FH AN3E O e Wi #h Status 2 8] #4744 o

AbFdisablediRZsH , OSS& 2K 1k 7 A% LiveChannel FEATHERERAE ; AARAT I IEFE %
LiveChannel#fEji , AR AL 7 S > BESER BIWOT ( FTRES AT 10s A IAESR ) o

TRIER

PUT /ChannelName?live&status=NewStatus HTTP/1.1Date: GMT dateHost: BucketName.oss-cn-

hangzhou.aliyuncs.comAuthorization: SignatureValue

WHRSH
B it BB
NewSt at us g4ELiveChannelfit H o

FrStatus.

di sabl ed

HRE - enabl ed.




M5Bt
o UIH K i niZLiveChannelie i B}, 8 A PutLiveChannel & #ifi] it LiveChannelt, 7] LA 3|
& Statusi) H i) o
o MEZ FugniZLiveChannel#EF I , FoiEYd fIPutLiveChannel E#i 4] #LiveChannel , HfEiE
A 11& i LiveChannel ik 25 Jydisabled .

Al
AR

PUT /test-channel ?1ive&status=di sabl ed HTTP/ 1.1

Date: Thu, 25 Aug 2016 05:37:38 GMVI

Host: test-bucket. oss-cn-hangzhou. al i yuncs. com

Aut hori zation: GOSS YJj HKOKWDW NLKXv: X/ nBr SbkNogM JoAf RCOyt yQBpY=

AR

HTTP/ 1.1 200

content-length: O

server: AliyunGCSS

connection: close

X- 0Ss-request-id: 57BE8422B92475920B002030
date: Thu, 25 Aug 2016 05:37:39 GVI

8.4 PutLiveChannel
B RTMPEMY EAE SRS AT, D05 %4 1 ok Al @ —-LiveChannel, Z 4R
FRTMPHE R ik , DL W % Rk

FP AT DAUGE TSR ] bk REATHEL . BB S5 4b . AL AT LR Z LiveChannel i) 22 FR R SR AH %
HIERAE , IAHERARES . AORHERIC R SRR A

PUT / Channel Nane?live HTTP/ 1.1
Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Date: GMI date
Content-Length: Size
Aut hori zati on: SignatureVal ue
<?xm version="1.0" encodi ng="UTF-8""?>
<Li veChannel Confi gurati on>
<Descri pti on>Channel Descri pti on</ Descri pti on>
<St at us>Channel St at us</ St at us>
<Tar get >
<Type>HLS</ Type>
<Fr agDur at i on>Fr agDur at i on</ Fr agDur ati on>
<Fr agCount >Fr agCount </ Fr agCount >
<Pl ayl i st Nane>Pl ayl i st Name</ Pl ayl i st Name>
</ Tar get >
<Snapshot >



<Rol eNanme>Snapshot ram r ol e</ Rol eNanme>
<Dest Bucket >Snapshot dest bucket </ Dest Bucket >
<Not i fyTopi c>Notify topic of MNS</NotifyTopic>
<I nterval >Snapshot interval in second</Interval >
</ Snapshot >
</ Li veChannel Confi gurati on>

ikt % (Request Elements)

ey i R Tl

Li veChanne by f-1ELiveChannelfit & H) 25 45 o

| Configuration 545 : Description. Status.
Target

AT

ot

B

Descri ption pad:ch LiveChannel iR fE B , #1285
o
TR

AZFi 4 ¢ LiveChannelConfiguration

4

o

Status MO FRF R e 5zLiveChannel ik 25 .
T

A 77 .+ LiveChannelConfiguration
A% M4 : enabl ed. di sabl ed

BRINE : enabl ed

7|

Tar get fhr TRAFHE i O EL R 4 o

F¥i 5 : Type. FragDuration.

ot

FragCount. PlaylistName
AL ¥ 4 ¢ LiveChannelConfiguration

Type T2 75 e TR E AR AT
TR
AZFi 5« Target
BRE - HLS

FragDur at i on R 2 Type HHLSH} , 38 & & Ms -
B (BB FD ) o

FHE T

A2 ¥ 5 Target

BRIME : 5

B TEH : [1, 100]

FragCount FAFH 2 Type HHLSH} , $5Em3u3C{f:H
£ St ST
TR

17|




ik

AT ¢ Target
BRINME: 3
BUEER : [1, 100]

Pl ayl i st Nane

THEH

2 Type HLSIE |, $i55E 4
MU AR AR , A
PL”.m3u8”45 R , KB (6,
128],

FIR T

A2 ¥ 5« Target

PRINE : pl ayl i st. nBu8
ETEHE - [6, 128]

iy |

Snapshot

o

TRAF 12 A | #: /E Snapshot BET5fH 25
%go

T35 4 : RoleName , DestBucket |,
NotifyTopic , Interval , PornRec

A2 ¥ 5 © Snapshot

7|

Rol eNane

T w S R B R fa e Aa R, %
3R DestBucketf) 5 FL FR 1

5] Notify Topic & 1 B FIAX B o
ERRED A

AZF 45 1 Snapshot

o

Dest Bucket

A

TRAE R SRR ] H FrBucket , R 524
AiiBucketZ []—/~Owner.
THE K

Vo)==

AT 5+ Snapshot

57|

Not i f yTopi c

FHF8 %0 P i A 4 4 R
HIMNS ) Topic.

TARE T

AZF5 45, © Snapshot

17|

I nt erval

A E R PR B (B 0 D) o
T 2R 32 B i) B I i) P 950 A SR At

T (DT ), I8 32 D B P T AN AR T o
TR

A2 ¥ 5 © Snapshot

BUEYEHE - [1, 100]

o




EHRtpig )

+ ChannelName:, %544 &-ObjectNamefi) fy 433G , 54 , ChannelName fSREAL S/,

« FragDurationfiFragCountf BRME S A TEPIE BRARSR E I A S 2R 5 /€ T Hp—A, MH—
A BB LA IHHE R o

o FARRAUNHLSH , OSS&AEA: A MsSUFJG |, BHM3u8ILH: ; m3u8 T i £ (1 & fe i i)
FragCountMs S04

o FEAERBUNHLSE |, B A Y Fits SRR E LA K 1k B FragDurationf5 @ R I K J5 , 0SS
TEWLE] T —A> R S I I B~ — s SCAF: 5 fnmax(2*FragDuration, 60s))E 5 AH ] T
—A K e, OSSIRHIVIHR A , il BE 5 AR R

Wi . JC 2R

FR e <3 fihiid

Cr eat eLi veChannel Resul t | 75t {Rf7CreateLiveChannelif>R 45 R 7
o

S5 5 : PublishUrls,PlayUrls

AR TG

0
¢=4

Publ i shUrl s CRAFHE R HohE 7 25 8%
FF7 & - Url

A ¥ & CreateLiveChannelResult

o

url SR e M
FAE
A F7 & - PublishUrls

0
¢=4

PlayUrls ORAFHE I HLIE D 2525 o
FF s Url

A 35 5 : CreatelLiveChannelResult

o

Url FAFHR R HLhE o
TR
AT 5 PlayUrls

WA 5B
o HERHEER R INZE 48U, dn R Bucket ACLIEpublic-read-write , B4 7525 et 78 4 4 sE ik
7
o IRIHE R RN A HUr |, dniRBucket ACL Ayprivate , R4 T B o744 A BE ATV Al



S

HRR

PUT /test-channel ?live HTTP/ 1.1
Date: Wed, 24 Aug 2016 11:11:28 GVI
Cont ent - Lengt h: 333
Host: test-bucket. oss-cn-hangzhou. al i yuncs. com
Aut hori zation: OSS YJj HKOKWDW NLKXv: hvwQZJRh8t 0Aj 3DZvt suPgf +agA=
<?xm version="1.0" encodi ng="utf-8""?>
<Li veChannel Confi gurati on>
<Descri ption/ >
<St at us>enabl ed</ St at us>
<Tar get >
<Type>HLS</ Type>
<FragDur ati on>2</ FragDur at i on>
<Fr agCount >3</ Fr agCount >
</ Tar get >
<Snapshot >
<Rol eNane>r ol e_for_snapshot </ Rol eNane>
<Dest Bucket >snapshot dest </ Dest Bucket >
<Not i f yTopi c>snapshot noti fy</ Noti fyTopi c>
<l nterval >1</ I nt erval >
</ Snapshot >
</ Li veChannel Confi gurati on>

AR [E] 7R 1)

HTTP/ 1.1 200
content-| ength: 259
server: AliyunGCSS
X-0Ss-server-tinme: 4
connection: cl ose
X-0Ss-request-id: 57BD8419B92475920B0002F1
date: Wed, 24 Aug 2016 11:11:28 GMVI
X- 0SS- bucket - st orage-type: standard
content-type: application/xm
<?xm version="1.0" encodi ng="UTF-8"?>
<Cr eat eLi veChannel Resul t >

<Publ i shUr| s>

<Url>rtnp://test-bucket. oss-cn-hangzhou. al i yuncs. con'live/test-

channel </ Ur| >

</ Publ i shUrl s>

<Pl ayUrl s>

<Url >http://test-bucket. oss-cn-hangzhou. al i yuncs. conit est - channel /

playlist.nBu8</Url >

</ Pl ayUrl| s>
</ Cr eat eLi veChannel Resul t >

8.5 GetVodPlaylist

Get VodPl ayl i st 45 [T IR AR LiveChannel it Az slii | Hi 5 il ] B B35 8051 5%

HRIEE

GET / Channel Nane?endTi ne=EndTi ne&start Ti ne=StartTine HITP/ 1.1
Dat e: GMI date



Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Aut hori zati on: Si gnatureVal ue

HRSH
el Hiih R
ChannelName &€ LiveChannel 4% , iZLiveChannel 1% | &
2}?@7—0
StartTime ¥R A ts SO R LRI, A8k Unix | 2
timestamp,
EndTime ¥R A ts SO BRI, #85X0h Unix | 42
timestamp,
BB
EndTime W4k T StartTime , H.Aija] i
EARRERT 1 K.
il
R

POST /test-channel ?endTi ne=1472020226&st art Ti me=1472020031 HTTP/ 1.1
Date: Thu, 25 Aug 2016 07:13:26 GMI

Host: test-bucket. oss-cn-hangzhou. al i yuncs. com

Aut hori zation: GOSS YJj HKOKWDW NLKXv: ABI i gvnLt CHK+7f MHLeRl QUnzvO0=

R [E] 7R 1)

HTTP/ 1.1 200

content-|ength: 312

server: AliyunCSS

connection: cl ose

etag: "9C6104DDO9CF1A0CADOCFD21F43905D59"
X-0Ss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13: 26 GMI
Content - Type: application/x-nmpegURL

H#EXTM3U
#EXT- X- VERSI ON: 3

#EXT- X- MEDI A- SEQUENCE: 0
#EXT- X- TARGETDURATI ON: 13
#EXTI NF: 7. 120,
1543895706266. t s
#EXTI NF: 5. 840,
1543895706323.t s
#EXTI NF: 6. 400,
1543895706356.t s
#EXTI NF: 5. 520,
1543895706389.ts
#EXTI NF: 5. 240,
1543895706428.ts



#EXTI NF: 13. 320,
1543895706468.ts
#EXTI NF: 5. 960,
1543895706538.t s
#EXTI NF: 6. 520,
1543895706561.ts
#EXT- X- ENDLI ST

8.6 PostVodPlaylist

Post VodPl ayl i st #% [1 Ik M ELiveChannel i it Az o | Fi e il ] BN HOts SCPEA ple— A il 7%
PRS2 (m3u83Lff: )

THRIE

PCST / Channel Nane/ Pl ayl i st Nane?vod&endTi ne=EndTi ne&start Ti ne=St art Ti ne
HTTP/ 1.1

Date: GMI date

Host: Bucket Nanme. oss-cn- hangzhou. al i yuncs. com

Aut hori zati on: Si gnatureVal ue

WRSH
Channel Name 15 ELiveChannel £#5 , % A
LiveChannel A 7E7E
Pl ayl i st Name P R R SRR R 4 | &
PR, LI .m3uB 4 R
StartTine T At SO ARSI a] | A% | A&
7, AUnix timestamp.
EndTi me ¥8E Bt ST LB I] | A% | 2
7, Unix timestamp.
45 M

« EndTimeasZfik FStartTime , HA a5 B AN FERT1K.
* OSSR R I il i [l P # 47 % LiveChanne e it A2 i i ts SC: , 546 HRe o8 — A%
o
il
R

POST /test-channel / vod. nBu8?vod&endTi ne=1472020226&st art Ti me=
1472020031 HITP/ 1.1
Date: Thu, 25 Aug 2016 07:13:26 GMVI




Host: test-bucket. oss-cn-hangzhou. al i yuncs. com

Aut hori zati on:

A& [B] 7451

HTTP/ 1.1 200

content - | engt h:

0SS YJj HKOKVWDW NLKXv: ABI i gvnLt CHK+7f MHLeR OUnzv0=

0

server: AliyunOSS
connection: close

etag: "9C6104DDOCF1A0CADOCFD21F43905D59"
X-0Ss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMVI

8.7 GetLiveChannelStat

Get Li veChannel St at 31 il sk 3EHUE E LiveChannel (I 7k 2345 A

GET / Channel Name?l i ve&conp=stat HITP/ 1.1

Dat e: GMI date

Host: Bucket Nane. oss-cn- hangzhou. al i yuncs. com

Aut hori zati on:

Wi . TG 2R

Si gnat ur eVal ue

FIR

fihiid

Li veChannel St at

o
a

o

{77 GetLiveChannelStat;ik [A]
ZER A2

FF7 /& : Status , ConnectedT
ime , Video , Audio

AR To

St at us

M4 H

LiveChannel 4 5y BOHE IR 53
TIHE L

AZF5 45« LiveChannelStat
A%{f : Di sabl ed , Li ve,
Idle

Connnect edTi ne

TAFH

W Status ALivelf , =24 Hj
% P A e A I ] Al
F1S08601#% 3% /R
TR

A2 35 5 : LiveChannelStat

Renot eAddr

2 Status FyLivelst , Fm2Y4 HiHE
W% i ip ik o




HIR

P

T
A F5 5 : LiveChannelStat

Vi deo

o
0=

ot

2 Status ALivels| , {RIEVR
(EEsY:kasr

545 - Width , Heigth ,
FrameRate , Bandwidth ,
Codec

A2 F5 5 : LiveChannelStat

W dth

FE 7124 AR AR ) 1 TR T
BE (AL ARE) .
TR T

AT ¢ Video

Hei gth

TAEH

E R
BE (AL ARE) .
TR T

AT 4 ¢ Video

FranmeRat e

T H

FTN 24 PR A TR
T
AR F5 4 - Video

Bandwi dt h

TAFH

TR Y ETAR SR (B
i : B/s).

SRR ED=UH W

AT 4 ¢ Video

Codec

M2 ER

FE7R Y R B G A
FI R
T4 Video

Audi o

0
¢=

ot

2 Status ALivels| , {(RIEZ IR
(EISNIEST N

FFi 5 . SampleRate ,
Bandwidth , Codec

A Fi i : LiveChannelStat

Sanpl eRat e

e

FTR Y HI AR B R
T T
AT A Audio




HIR

o
H2

P

Bandwi dt h

4
L
R

FR YT E RIS ER (B
i : BIs).

FAR T

A2 F7 /& - Audio

Codec M2 AF FT™ Z AT G AE =X
TR
AT A - Audio

WYt

* Video , AudioZs#} HUG 7EStatus AyLive i A 4y ik [l , {HStatus AyLivelf A~— g £y ik [ Video ,
AudioZs s , Bl , & unC &k F LiveChannel |, {H Mok & % B AR I AN 23 iR 1l o

*  Bandwidth Ay 4505 AT B — BB 18] P9 P34 85 %, LiveChannel R ELivelR A H , 38
5] () Bandwidth{& 7] fE 40,

il
AR

CGET /test-channel ?live&conp=stat HTTP/ 1.1

Date: Thu, 25 Aug 2016 06:22: 01 GVl

Host: test-bucket. oss-cn-hangzhou. al i yuncs. com

Aut hori zation: OSS YJj HKOKWDW NLKXv: f Ozwk AgVTVSOLVKLPI | nQ0J Yy QA=

PRI

HTTP/ 1.1 200
content-|ength: 100
server: AliyunCSS
connection: cl ose
X-0Ss-request-id: 57BESE89B92475920B002164
date: Thu, 25 Aug 2016 06:22: 01 GVI
content-type: application/xm
<?xm version="1.0" encodi ng="UTF-8"?>
<Li veChannel St at >
<St at us>I dl e</ St at us>
</ Li veChannel St at >

wRAAIN

CGET /test-channel ?live&conp=stat HTTP/ 1.1
Date: Thu, 25 Aug 2016 06: 25:26 GMVI
Host: test-bucket. oss-cn-hangzhou. al i yuncs. com



Aut hori zation: OSS YJj HKOKWDW NLKXv: WeC5j oEaRzf SSS8xKOt | o7WIK1I =

& BRI

HTTP/ 1.1 200
content-| ength: 469
server: AliyunCSS
connection: close
X- 0Ss-request-id: 57BEBF56B92475920B002187
date: Thu, 25 Aug 2016 06:25:26 GMVI
content-type: application/xm
<?xm version="1.0" encodi ng="UTF-8"?>
<Li veChannel St at >
<St at us>Li ve</ St at us>
<Connect edTi me>2016- 08- 25T06: 25: 15. 000Z</ Connect edTi me>
<Renot eAddr >10. 1. 2. 3: 47745</ Renpt eAddr >
<Vi deo>
<W dt h>1280</ W dt h>
<Hei ght >536</ Hei ght >
<Fr aneRat e>24</ Fr aneRat e>
<Bandwi dt h>0</ Bandw dt h>
<Codec>H264</ Codec>
</ Vi deo>
<Audi o>
<Bandw dt h>0</ Bandw dt h>
<Sanpl eRat e>44100</ Sanpl eRat e>
<Codec>ADPCMNK/ Codec>
</ Audi o>
</ Li veChannel St at >

8.8 GetLiveChannelinfo
Get Li veChannel | nf o4 1 i 3k 3k B ELiveChannel it & {E & o
ki

GET / Channel Name?live HTTP/ 1.1

Date: GMI date

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Aut hori zati on: Si gnatureVal ue

M B 7 2%

R it ik

Li veChannel Confi gura Pt 1 GetLiveChannellnfosi [H] 45

tion RIZEAR -
FF5 & : Description. Status.
Target
AR T

Description FAE R LiveChannelff i (5 8 o
THWA K




HIR

P

A F7 5« LiveChanne
IConfiguration

St at us

M ATH

LiveChannel k515 B
TR

A F7 1« LiveChanne
IConfiguration

HHE : enabl ed.
di sabl ed

Tar get

0
¢=4

o

{RAELiveChannel % fif Fic B.HY) 75
o

54 : Type. FragDuration
. FragCount. PlaylistName
A2F5 /5 LiveChanne
IConfiguration

Type

Y Type AHLSH} , +5 € H#E i I
LTV I

TR TG

A5/ - Target

ARE : HLS

FragDur ati on

W Type HHLSH] |, 5 &4
MR (BB D) .
T

o

Fr agCount

9 5 Target
2 Type HLSH] , $§Em3u8L
AL Bt ST AN K
T
AT Target

Pl ayl i st Nane

TAFHR

2 Type HLSI , 45 A2 1%,
FIM3u8 LAY A FR o
THE K

AR F7 s« Target

Wi A

Targetf) -7 s FragDuration , FragCount , PlaylistName H 524 Type B {E HLSH} A2 % 1] o




il

AR

GET /test-channel ?live HITP/ 1.1

Date: Thu, 25 Aug 2016 05:52:40 GVI

Host: test-bucket. oss-cn-hangzhou. al i yuncs. com

Aut hori zation: OSS YJj HKOKWDW NLKXv: D6bDCRXKht 58hi n1BL83wxyGvl 0=

i 8] 4

HTTP/ 1.1 200
content-| ength: 475
server: AliyunGCSS
connection: cl ose
X-0Ss-request-id: 57BE87A8B92475920B002098
date: Thu, 25 Aug 2016 05:52:40 GVI
content-type: application/xn
<?xm version="1.0" encodi ng="UTF-8"?>
<Li veChannel Confi gurati on>
<Descri pti on></ Descri pti on>
<St at us>enabl ed</ St at us>
<Tar get >
<Type>HLS</ Type>
<FragDur ati on>2</ FragDur at i on>
<Fr agCount >3</ Fr agCount >
<Pl ayl i st Nane>pl ayl i st. nBu8</ Pl ayl i st Name>
</ Tar get >
</ Li veChannel Confi gurati on>

8.9 GetLiveChannelHistory

Get Li veChannel Hi st or y32 1 B 5k 3k EE & LiveChannel i i 10 7

ARG

GET / Channel Nanme?l i ve&conp=hi story HTTP/ 1.1
Date: GMI date

Host: Bucket Nane. oss- cn- hangzhou. al i yuncs. com
Aut hori zati on: Si gnatureVal ue

Wi .76

B E3it] ik

Li veChannel Hi story ot {77 GetLiveChannelHistoryik
[ 45 25 48
F¥5 5 : LiveRecord
TR To

Li veRecord e PRAF— R IETR IR A5 B2
%%o




HIR

P

FF7 & : StartTime , EndTime
, RemoteAddr

AN H
X

StartTi ne

FAF R

17445, 1 LiveChannelHistory
HEFRIFIRIS ], f
FHISO8601# X #7m o
TR R
SC—H-‘

EndTi me

e

1 5 : LiveRecord
e S5 R ], i
HIISO860 1A% %7
FHA T
A2 F7 & - LiveRecord

Renot eAddr

TR & P um A ip ik o
FAis
A2 F5 15 : LiveRecord

Wi A

H A % % & 1% a5 %€ LiveChannel 5 VT 1 10 R HE L 18 5%

ZN (]|

AR

GET /test-channel ?1i ve&conp=hi story HTTP/ 1.1
Date: Thu, 25 Aug 2016 07:00: 12 GVI
Host: test-bucket. oss-cn-hangzhou. al i yuncs. com

Aut hori zati on:

A M|

HTTP/ 1.1 200

content - | engt h:

0SS YJj HKOKWDW NLKXv: pqgDBP8JXTXAyt BoXpvNoZf 068k=

1892

server: AliyunOSS
connection: close

X-0Ss-request-id: 57BE977CB92475920B0022FB
date: Thu, 25 Aug 2016 07:00: 12 GMVr

application/ xm
<?xm version="1.0" encodi ng="UTF-8"?>

cont ent -t ype:

<Li veChannel Hi st ory>

<Li veRecor d>

<StartTi ne>2016-07-30T01: 53: 21. 000Z</ St art Ti ne>

<EndTi ne>2016- 07- 30TO1: 53: 31. 000Z</ EndTi nme>

<Renot eAddr >10. 101. 194. 148: 56861</ Renpt eAddr >

</ Li veRecor d>
<Li veRecor d>

<Start Ti me>2016-07- 30T01: 53: 35. 000Z</ St art Ti ne>

<EndTi me>2016- 07- 30T01: 53: 45. 000Z</ EndTi me>




<Renot eAddr >10. 101. 194. 148: 57126</ Renpt eAddr >

</ Li veRecor d>
<Li veRecor d>

<Start Ti me>2016-07- 30T01: 53: 49. 000Z</ St art Ti ne>

<EndTi me>2016- 07- 30T01: 53: 59. 000Z</ EndTi nme>

<Renot eAddr >10. 101. 194. 148: 57577</ Renpt eAddr >

</ Li veRecor d>
<Li veRecor d>

<StartTi me>2016-07-30T01: 54: 04. 000Z</ St art Ti ne>

<EndTi me>2016- 07- 30TO1: 54: 14. 000Z</ EndTi nme>

<Renot eAddr >10. 101. 194. 148: 57632</ Renpt eAddr >

</ Li veRecor d>

</ Li veChannel Hi st ory>

8.10 ListLiveChannel

Li st Li veChannel ¥ 0 H T % %$5 €M LiveChannel,

W RIE
GET /?live HITP/ 1.1
Dat e: GMI date
Host :

Aut hori zati on:

Bucket Nare. oss- cn- hangzhou. al i yuncs. com
Si gnat ur eVal ue
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S F ik BHEBTR
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A o




HIR
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5 5 Prefix , Marker
MaxKeys , IsTruncated ,
NextMarker , LiveChannel

RATH - TG

Prefix
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T

A2 35 5 ListLiveChannelResul
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Zx ¥k ListLiveChannel 2 s .
TR

A2 35 5 ListLiveChannelResul
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MaxKeys
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A2 F7 /&« ListLiveChannelResul
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| sTruncat ed
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A2 F7 /&« ListLiveChannelResul
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HIR

P

A2 35 5 ListLiveChannelResul

—

LiveChannelf#] & .
FTHE X
AT A @ LiveChannel

Descri ption

T H

LiveChannelf ik
FIE
A F5 4 - LiveChannel

St at us

M4 H

LiveChannelfiik 25,

TR

A F 15 : LiveChannel
H#fE : di sabl ed ,

enabl ed

Last Modi fi ed

e

LiveChannelfit & /) & J& 15 5 i}
iH] , A FH1SO86014% K = o
FHE K

A2 ¥ 45 @ LiveChannel

Publ i shUrl s

0
¢

ot

{77 LiveChannel b i i i
AR o

T Url

A2F5 4 LiveChannel

Ur |

TAFH

LiveChannelJ Rz iy i Huhk: o
FHR T
A F5 4 : PublishUrls

PlayUrl s

0
¢=

o

{RALiveChannel X 57 i) 175 i
BiRIEAT

FAT A Ul

AZF5 45« LiveChannel

Ur |

P E
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LiveChannel X} b it 4% il ik -
FHA T
AZF5 45 PlayUrls

ZN ]|

AR

GET /?live&max-keys=1 HITP/ 1.1




Date: Thu, 25 Aug 2016 07:50: 09 GVI
Host: test-bucket. oss-cn-hangzhou. al i yuncs. com
Aut hori zation: OSS YJj HKOKWDW NLKXv: TaX+t | ¢/ Xsgpz6uRugcbmJJs| Ha=

ALEN(

HTTP/ 1.1 200
content-| ength: 656
server: AliyunCSS
connection: close
X-0Ss-request-id: 57BEA331B92475920B00245E
date: Thu, 25 Aug 2016 07:50: 09 GV
content-type: application/xn
<?xm version="1.0" encodi ng="UTF-8""?>
<Li st Li veChannel Resul t >
<Prefix></Prefix>
<Mar ker ></ Mar ker >
<MaxKeys>1</ MaxKeys>
<l sTruncat ed>t rue</ | sTruncat ed>
<Next Mar ker >channel - 0</ Next Mar ker >
<Li veChannel >
<Name>channel - 0</ Nane>
<Descri pti on></ Descri pti on>
<St at us>di sabl ed</ St at us>
<Last Mbdi fi ed>2016- 07- 30TO1: 54: 21. 000Z</ Last Modi fi ed>
<Publ i shUrl s>
<Url>rtnp://test-bucket. oss-cn-hangzhou. al i yuncs. coni|ive/
channel - 0</ Ur | >
</ Publ i shUr| s>
<Pl ayUr| s>
<Url >http://test-bucket. oss-cn-hangzhou. al i yuncs. comf channel - 0/
pl aylist.nBu8</Url >
</PlayUrl s>
</ Li veChannel >

8.11 DeleteLiveChannel
Del et eLi veChannel 321 FH 3k &5 € WLiveChannel ,
HREE

DELETE / Channel Nane?live HTTP/ 1.1

Date: GMI date

Host: Bucket Nanme. oss-cn-hangzhou. al i yuncs. com
Aut hori zati on: Si gnatureVal ue

i A

o MHK P ugIELE R LiveChannelffi it , MiBRiE R & S,
o A0 HSMBxLiveChannelds & |, A2 MRt it A= il SC ko



il
AR

DELETE /test-channel ?live HITP/ 1.1

Date: Thu, 25 Aug 2016 07:32:26 GMVI

Host: test-bucket. oss-cn-hangzhou. al i yuncs. com

Aut hori zati on: OSS YJj HKOKWDW NLKXv: Zbf v @BXwmYEE8 09 CX8KkwWQYNbz Q=

i 8] 4

HTTP/ 1.1 204

content-length: O

server: AliyunGCSS

connection: cl ose

X-0Ss-request-id: 57BE9F0AB92475920B0023E0
date: Thu, 25 Aug 2016 07:32:26 GMVI



	目录
	法律声明
	通用约定
	1 简介
	2 ​API​概览
	3 公共​HTTP​头定义
	4 访问控制
	4.1 用户签名验证
	4.2 在​Header​中包含签名
	4.3 在​URL​中包含签名
	4.4 临时授权访问
	4.5 ​Bucket​权限控制

	5 关于​Bucket​的操作
	5.1 ​PutBucket​
	5.2 ​PutBucketA​​CL​
	5.3 ​PutBucketL​​ogging​
	5.4 ​PutBucketW​​ebsite​
	5.5 ​PutBucketR​​eferer​
	5.6 ​PutBucketL​​ifecycle​
	5.7 ​GetBucket​ (​ListObject​)
	5.8 ​GetBucketL​​ocation​
	5.9 ​GetBucketI​​nfo​
	5.10 ​GetBucketL​​ogging​
	5.11 ​GetBucketW​​ebsite​
	5.12 ​GetBucketR​​eferer​
	5.13 ​GetBucketL​​ifecycle​
	5.14 ​DeleteBuck​​et​
	5.15 ​DeleteBuck​​etLogging​
	5.16 ​DeleteBuck​​etWebsite​
	5.17 ​DeleteBuck​​etLifecycl​​e​

	6 关于​Object​操作
	6.1 ​PutObject​
	6.2 ​CopyObject​
	6.3 ​GetObject​
	6.4 ​AppendObje​​ct​
	6.5 ​DeleteObje​​ct​
	6.6 ​DeleteMult​​ipleObject​​s​
	6.7 ​HeadObject​
	6.8 ​GetObjectM​​eta​
	6.9 ​PutObjectA​​CL​
	6.10 ​GetObjectA​​CL​
	6.11 ​PostObject​
	6.12 ​Callback​
	6.13 ​PutSymlink​
	6.14 ​GetSymlink​
	6.15 ​RestoreObj​​ect​
	6.16 ​SelectObje​​ct​

	7 关于​MultipartU​​pload​的操作
	7.1 简介
	7.2 ​InitiateMu​​ltipartUpl​​oad​
	7.3 ​UploadPart​
	7.4 ​UploadPart​​Copy​
	7.5 ​CompleteMu​​ltipartUpl​​oad​
	7.6 ​AbortMulti​​partUpload​
	7.7 ​ListMultip​​artUploads​
	7.8 ​ListParts​

	8 关于​LiveChanne​​l​的操作
	8.1 ​LiveChanne​​l​简介
	8.2 ​RTMP​推流地址及签名
	8.3 ​PutLiveCha​​nnelStatus​
	8.4 ​PutLiveCha​​nnel​
	8.5 ​GetVodPlay​​list​
	8.6 ​PostVodPla​​ylist​
	8.7 ​GetLiveCha​​nnelStat​
	8.8 ​GetLiveCha​​nnelInfo​
	8.9 ​GetLiveCha​​nnelHistor​​y​
	8.10 ​ListLiveCh​​annel​
	8.11 ​DeleteLive​​Channel​


