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- XfF (Object) 4P, @l x-oss-process, HIT XIS, Wl pubm.
HEESZ AN
- BAWTFRRER RN UTF-8 #3, SHP TR A TR R BT UTF-8 S, M5
AccessKeySecreti HR%% A,
- BAITTIERRFC 21045 XWHMAC-SHA1 5%, H¥Key 1 AccessKeySecret,
* Content-Type fll Content-MD5 TEIHRIPAZLHN, (HRUPHERTEBARIE, SEN
W PAATHT \n AU
- fEFrAIEHTTPHHEE iheaderth, HALL x-oss- Ikiheader, FWEMAZEATENT
t; HAIEHTTPAridEheaderf OSSR (WI'R7j & A HlPiIx-0ss-magice T ZMA
BFITRRY)
* PA x-oss- JFkiheader 24 WUk Al #5247 & DA P IRYE :

- headerfMAFHEZNG

- headert&5 3 EH/NERHE

- sr#lheader namefilvaluelt) § 56 ARER 2345,

- B A HeaderZ )G — AT “\n” , WP Header, CanonicalizedOSSHead
ersitit N7,


http://www.ietf.org/rfc/rfc2104.txt

fox=pN ]l

R BHTRHRITRE AR e

PUT /nelson HTTP/1.0 Signature = base64( “PUT\n eB5eJF1ptW
Content-MD5: eB5eJF1ptW [ hmac-shal(AccessKeyS aXm4bijSPyxw==\n text/
aXm4bijSPyxw== Content- |ecret,VERB+ “\n” + html\n Thu, 17 Nov 2005 18
Type: text/html Date: Thu, |Content-MD5+ “\n :49:58 GMT\n x-0ss-magic:
17 Nov 2005 18:49:58 GMT |” + Content-Type + “\ abracadabra\nx-oss-meta-
Host: oss-example.oss-cn  [n” +Date+ “\n” + author:foo@bar.com\n/oss
-hangzhou.aliyuncs.com |CanonicalizedOSSHeaders |-example/nels
X-0SS-Meta-Author: foo + CanonicalizedResource))

@bar.com X-0SS-Magic:

abracadabra

BN AccessKeyldsg “44CF959******252F707” , AccessKeySecretiz “OtxrzxIsfpFjA7Sw
Frekkx8Bw21TLhquhboDYROV” | wH BLR/5i4THRAE44 (Signature) :

python/= i e :

import base64

import hmac

import sha

h = hmac.new("0txrzxIsfpFjA7Swx*x*x*8Bw21TLhquhboDYROV",
"PUT\NnODBGOERFMDMzQTczRUY3NUE3NzA5QzdFNUYzMDQxNEM=\ntext

/html\nThu, 17 Nov 2005 18:49:58 GMT\nx-oss-magic:abracadabra\nx-oss-

meta-author: foo@bar.com\n/oss-example/nelson", sha)

Signature = base64.b64encode(h.digest())

print("Signature: %s" % Signature)

%4 (Signature) HEE R 1% M 26NBxoKd******Dv6inkoDft/yA=, [K’3Authorization= “

0SS” + AccessKeyld + “:” + Signature, FibAf)5Authorizationy “OSS 44CF95900***
BF252F707:26NBxoKd******Dv6inkoDft/yA=", #AJ5lll_EAuthorization3k R4l kiR)n %

PUT /nelson HTTP/1.0

Authorization:0SS 44CF95900*x*BF252F707 : 26NBxoKd**x*xx*Dv6inkoDft/yA=
Content-Md5: eB5eJFlptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

X-0SS-Meta-Author: foo@bar.com

X-0SS-Magic: abracadabra

VA

- WMBHE AW AccessKeyld A fEfEskinactive, 1&[M403 Forbidden, #5i%#%: InvalidAcc
essKeyld,



- BRI AuthorizationfHAE XA, JEMH400 Bad Request, #5i%#%: InvalidArg

ument,

- OSSHrA R RALAEHHTTP 11 ERERIGMTR HkE R, Hrp, HIIEO:

datel = 2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun
1982)

R R, K7 FRSAEBERR “2 DIGIT” o ik, “Jun2” . “2Jun
1982”7 fi1 “2-Jun-82” #R}2AE%H W4,
- UERBAH BRI R, kb E ADatesk#F FUAIER), &M 403 Forbiddenfiik, #ilk

f4: AccessDenied,

- AR NIRRT ) B 2AE OSSR S5 8% 24 i I 8] Z SR I 153 P BAX, 5 W3R 61403 Forbidden, 5
1% : RequestTimeTooSkewed,

- WkAccessKeyld2activelf), {HOSSHIWH FIERAEZAHD, MR 403
Forbidden, F{EiRHI4HIF responserh i HL P IEFR A T Rbm#ErI%4 # 158, P
A AURIEOSSHresponseskia A H B4 747 Hh 2 45 IR,

B

<?xml version="1.0" ?>
<Error>
<Code>
SignatureDoesNotMatch
</Code>
<Message>
The request signature we calculated does not match the
signature you provided. Check your key and signing method.
</Message>
<StringToSignBytes>
47 45 54 Qa Oa 0a 57 65 64 2c 20 31 31 20 4d 61 79 20 32 30 31
31 20 30 37 3a 35 39 3a 32 35 20 47 4d 54 0a 2f 75 73 72 65 61 6¢C 74
65 73 74 3f 61 63 6¢C
</StringToSignBytes>
<RequestId>
1E446260FF9OB****
</RequestId>
<HostId>
oss—cn-hangzhou.aliyuncs.*x*x
</HostId>
<SignatureProvided>
y5H7yzPsA/tP4+0tH1HHVPEwWUvV8=
</SignatureProvided>
<StringToSign>
GET
Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl
</StringToSign>
<0OSSAccessKeyId>
AKIAIVAKMSMOY7VO** % %
</0SSAccessKeyId>



</Error>

Content-MD5H 8 5%

Content-MD5Ryi8E

PUHE A N "123456789" k¥, HEXANFHFHFContent-MD5
R 7 -

PritErb o SRS B s e -

1. SELFREMDS A R (1286)) |

2. ERXA ikl Thase64%iny (MiARM 3200 FAF i gig)
PAPy thon g i ¥-:

IEFATH RIS |

>>> dimport base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

TR , ‘ ‘
ERGEE: hash.digest(), HARHDEHIELL (12861)

>>> hash.digest()
"x\x1er$]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"'
T BT BUR FHON T 3 200 P AF g3  Thas e 6 44iHd,
B, IR : hash.hexdigest(), RG] WHI32H 71T HigwpY
>>> hash.hexdigest()
'781e5e245d69b566979b86e28d23f2c7"’
THIARIMDS{EjlEfTbase 64 G &S R :

>>> base64.b64encode(hash.hexdigest())
'"NzgxZTV1IMjQ1ZDY5Y3U2Nk30WI4NmUyOGQyM2YyYzc="

43 ZURLFEZER

% 7 A Authorization Header, HFIEnDIAEURLMAE AR, XHEH P in] AL URL
SRERSE = i IS IR ).,

IR
URLHPEMZE A Py thony Bl s :

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss—-example/oss—api.pdf",
sha)

urllib.quote (base64.encodestring(h.digest()).strip())

0SS SDKHHRMI T URLG A 771%, PEAINES % SDK -y p.

OSS SDKIJURLE 4B, iHSH M&:



SDK URLZAT5 % LB
Java SDK 0SSClient.generatePr 0SSClient.java
esignedUrl
Python SDK Bucket.sign_url api.py
.Net SDK OssClient.GeneratePr OssClient.cs
esignedUri
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl Object.js
C SDK oss_gen_signed_url oss_object.c
KMAH
URLZA4 7 :

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-api.pdf?0SSAccessK
eyId=nz2pc56s936**91&Expires=1141889120&Signature=vjbyPxybdZaNmGa%
2ByT272YEA1iv4%3D

URLZB AP Signature, ExpiresflOoSSAccessKeyId=ASEL,

- Expires SEIMESE—AUnix time (FIUTCHRMI19704E1H 1S IFEMAED , HITFHRIR
WURLIGEINI I, Q1H0SSHAKSIX ANURLIRIGI BN T2 4 i SIUExpires SR, 1)
BRI IR, BI: YRR 1141889060, JFA&#MEA0IE—6O0RIE FIZh%
JIFIURL, WInIBAR R Expiresili 1141889120, URLAGABINIBIAN36008), ik

J164800%),

- 0SSAccessKeyId BI#E#H1AccessKeyld,
© Signature FREAER. FiIAMOSSZHIIERMAMHeader2 4, fEURLHHITHEAN
Bk e Headerpigy 5% 44 N BLIEEEAR —FE,

Signature

= urlencode(base64 (hmac-shal (AccessKeySecret,

VERB + "\n"

CONTENT-MD5 + "\n"
CONTENT-TYPE + "\n"
EXPIRES + "\n"
CanonicalizedOSSHeaders

+

+ + +


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/main/java/com/aliyun/oss/OSSClient.java?spm=a2c4g.11186623.2.6.30uUQV&file=OSSClient.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/oss2/api.py?spm=a2c4g.11186623.2.7.30uUQV&file=api.py
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/sdk/OssClient.cs?spm=a2c4g.11186623.2.8.30uUQV&file=OssClient.cs
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/OssClient.php?spm=a2c4g.11186623.2.9.30uUQV
https://github.com/ali-sdk/ali-oss/blob/master/lib/object.js?spm=a2c4g.11186623.2.10.30uUQV&file=object.js
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk/oss_object.c?spm=a2c4g.11186623.2.11.30uUQV&file=oss_object.c
https://baike.baidu.com/item/unix%E6%97%B6%E9%97%B4%E6%88%B3/2078227?fr=aladdin

+ CanonicalizedResource)))

HHeader P &8 EE R :

- W URLEEEAN, ZiifDateZ i RkExpiresZ ),
- AXFFINEURLAIHeader 2 55844,
- WRZRIEASignature, ExpiressROSSAccessKeyld, PAS—R M,
- EREE RN R e T Expiresii ], REHRIERS 4.
- BEATAHBRIREIURLE, FEEXMNURL# Turlencode,
- GNP URLE AN, T8 security-token, HAIR:

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-api.pdf?
OSSAccessKeyId=nz2pc56s936*x*91&Expires=1141889120&Signature=
vjbyPxybdZaNmGa%2ByT272YEAiv4%3D&security-token=SecurityToken

ATt

- EHEURL AR, SRR EHE LRI 01N ) P 5 76 FEM |, s pi s P At i
AR,

- PUTHIGETi# R SHFEURLHIZE A

- fEURLHFENZE AN, Signature, ExpiresfllOSSAccessKeyId/liifynf PAZ i, {H 25
Signature. ExpiresZOSSAccessKeyldHH ' —A8E £Z4, KMH403 ForbiddeniH &,
% : AccessDenied,

< QR T Y i I RN T3 SR i 2 M Expiresi ISR Ak :Uk5 %, 391403 Forbiddeni
B, HiRS: AccessDenied,

- WHURLH 25 Signature, Expires, OSSAccessKeyldHi—Ask#H 24, ¥ HHeader
WEEEANEE, BM400 Bad Requestifi, . #iiR#%: InvalidArgument,

- EREAZIFHBN, BRDatepE K ExpiresSE5b, 5% E content-type. content-md5
% FAivhse W Header GfsRrb B DateixANifiskHeader, HARERDatell N34 ¥
)

4.4 BuckettX PRIz
OSSHIEACL (Access Control List) fUPRZHIFT7, 0SS ACLEEfEtBucketZ sl AL PR [l
#ill, BucketH#if =fiimR: public-read-write, public-readfliprivate, Efi1& X
e



BURME

BURROS 5 a5 FF BRI

public-read-write

BN (EFREA Vi) ARAT DO A7 i )
PISCPERE T 5 1R

R B
HIRW_EARTH P ERR] PO % Bucket PRI
PEREFT Vi, JF HIi% Bucket 5 ANBE. iX
AN REIE PR BAR AN DU S0, A%
NEBFH NEEE RIEr e H B G EN
o BREFRARAN, ARUERCE LS
(i

public-read

b, AYS

/L\\

M

R EAF A IR ] DO A7 i ] N )
AT S BRE, M (RASEATVIRE) &
A DO A fifi s )b R SR T et

F . Wy
HIRM_EATAaT PR RT BAX % Bucket S
HATVIM, 3XA Nl RERS RIS ERE R SN DL B 7%
P, EEEERE,

private

AR

SUZAF RS M HIA 3 nl DO A7 i 22 I P
SCPFRA TS $AE, et N TCi Vi ) A fifi 23 1)
PRI

BEH:

- AP E—ABuckethf, UIRAEBucketifR, 0SSZHAINIZBucket & privatefl

PR

- M T privateBiiR, TREIRZDAREVIF. RTIRPUERL, WIZ% pppsm) o
- MNTF-AELEENBucket, A BRIAIEE ] LLUBEIFOSSH) Put Bucket AcHZ ITBAIZ%

BUCketB(J*XBEO




5 X TFServicelR(E

5.1 GetService (ListBuckets)
TS5 HEHE R Ge it R vf LR 1 R # P i i Bucket, I /7 FoRMtH .
ERIEA

GET / HTTP/1.1

Host: oss.example.com

Date: GMT Date

Authorization: SdignatureValue

ARSEK

GetService(ListBucket)itf, n[PLi@d prefix, markerfllmax-keysxilistitbiie, JRMEIHD 4
3

& 5-1:1FRBH

prefix AT ) R IR Ml bucket name#545i BA prefix{E i
%, NIPAABEE, ABENATIERTISIE B
ERIMiE:

marker TR % peEgi R M marker 2 J5tg 7 BHEF R E — AN FIEIR
|, ARAARBEE, ABEER MSKIFERIREHE,
ERIMiE:

max-keys | FZfFH = FRE Bt mibucketfi KB, WSRAEE, BN
1100, max-keysHUHARER 11000
ZRIME: 100

M N TR

B B Y| ik

ListAlIMyB B {17 Get Serviceifi KRG R 235,

ucketsResult T 18 Owner. Buckets
RYiki: None

Prefix FIFH AR WEE LIRS, YMbucketA 2R M A
Ze)imi=
RYiri: ListAllMyBucketsResult




4R BN ik
Marker FIFH FRBEIX X GetService(ListBucket) i
1, YbucketRAFFIR BN A A Y 5.
Ry si: ListAllMyBucketsResult
MaxKeys TR WAL i SR IR IS SR B KB H, YibucketR 42
VIR ]I A A DL A5
Ry si: ListAllMyBucketsResult
IsTruncated BT R AR EIE SR CLIBm:  “true” FoRA
WA IR M EIREER;  “false” FoRrARELIR
]y 2EE R, MbucketR 2RI MR A 4 I
AHUE: true, false
RAiri: ListAllMyBucketsResult
NextMarker FHH FoR F—IkGetService(ListBucket) nf LA AL
Jamarker, FHRIBEMPGERIER, Ybucket R4
FRIR INA A Y R
RYis: ListAllMyBucketsResult
Owner i HF1HBucketiilfi #H 15 B A .
RYisi: ListAllMyBucketsResult
ID ESET Bucket#lIH#1IH 1D,
RYisi: ListAllMyBucketsResult.Owner
DisplayName AR Bucket#ilifH &4 (HATAID—2),
RAiri: ListAllMyBucketsResult.Owner
Buckets e 17 2/ Bucket{s B2
T¥iski: Bucket
RYiri: ListAllMyBucketsResult
Bucket B fR1fEbucketfs B AR,
F1iri: Name, CreationDate, Location
RYiri: ListAllMyBucketsResult.Buckets
Name T Bucket# ¥k,
RYir: ListAllMyBucketsResult.Buckets.
Bucket
CreateDate I (FX: yyyy- | Bucketfil gt il

mm-ddThh:mm:
ss.timezone, e.g.,

2011-12-01T12:27:

13.000Z)

RYir: ListAllMyBucketsResult.Buckets.
Bucket




AR R fiiid

Location T Bucketfii{EEHEHL
RYir: ListAllMyBucketsResult.Buckets.
Bucket

ExtranetEndpoint | FfFHs Bucket¥j RIS 4
RYir: ListAllMyBucketsResult.Buckets.
Bucket

IntranetEndpoint | FfFH A X IHECS Vi Bucket N MIE 44
R ListAllMyBucketsResult.Buckets.
Bucket

StorageClass TR Bucketf# i, %
¥ “Standard” . “TA” . “Archive” (H#i
R XHEF “Archive” J98)
RYiri: ListAllMyBucketsResult.Buckets.
Bucket

M0

Nl

- GetServiceiX AN AP RIS I H A 3L
- WMRERPEAEHPRIEEE (BERAVIR) , 1&P1403 Forbidden, #5i#%: AccessDeni

ed,

- MfifitbucketdBiEFIN, REBIFxmITAEEPrefix. Marker, MaxKeys. IsTruncated
+ NextMarker iy, WHGEAH G RARIRE, WM LAV E, HrpNextMarker H T-4%8%
A gmarkerit{i.,

R HIL

GET / HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT
Host: oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS nxj7dtlhcyl5hpvnhi:COS30QkfQPNKMYZTEHYV2*%*x** %

B MEREIL

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT

Content-Type: application/xml

Content-Length: 556

Connection: keep-alive

Server: AliyunOSS
x—0ss-request-id: 5374A2880232A65C2300*x*x*
<?xml version="1.0" encoding="UTF-8"7?>

<ListAllMyBucketsResult>

<Owner>

<ID>512x%</ID>



<DisplayName>51264</DisplayName>
</Owner>
<Buckets>
<Bucket>
<CreationDate>2015-12-17T18:12:43.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com</ExtranetEndpoint
>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>
<StorageClass>Standard</StorageClass>
</Bucket>
<Bucket>
<CreationDate>2014-12-25T11:21:04.000Z</CreationDate>
<ExtranetEndpoint>oss—-cn-hangzhou.aliyuncs.com</ExtranetEndpoint
>
<IntranetEndpoint>oss—-cn-hangzhou-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>atestleo23</Name>
<StorageClass>IA</StorageClass>
</Bucket>
</Buckets>
</ListAllMyBucketsResult>

TR HI2

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS nxj7dtwhcyl5hpvnhi:COS30QkfQPNKmMYZTEHYV2*** %

IR [l f12

HTTP/1.1 200 OK
Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml
Content-Length: 545
Connection: keep-alive
Server: Aliyun0SS
x—0ss-request-id: 5374A2880232A65C2300*x**
<?xml version="1.0" encoding="UTF-8"?>
<ListAllMyBucketsResult>
<Prefix>xz02tphky6fjfiuc</Prefix>
<Marker></Marker>
<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>xz02tphky6fjfiuco</NextMarker>
<Owner>
<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>
</Owner>
<Buckets>
<Bucket>
<CreationDate>2014-05-15T11:18:32.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint
>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiucO</Name>



<StorageClass>Standard</StorageClass>
</Bucket>
</Buckets>
</ListAllMyBucketsResult>

SDK
BEZ TTAON RFR) 5 18 &5 SDKAN 1 :

- Java

+ Python
* PHP

- Go

- C

- .NET

- i0S

- Node.js

* Ruby



6 XFBucketHIIR{E

6.1 PutBucketACL
PutBucketACLIEZ T T B M (Bucket) MIViMIARR, A %Bucket) ¥ AR
1T RERAE

BiHH:
Bucket#iifi & &L PutBucket ACLI& R, WHEBucketCATEHFRA—2, KHEHBER,
HBucket M E1E, 1Al Bucket,

ERIEE

PUT /?acl HTTP/1.1

x-oss—acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

iERk
B e Y| proxty A3 s i
x-0ss-acl FrTH ps fREBucketif i I HUR,
PutBucketACL#z [i# i Putii Kb ix-oss-
aclif RICRBEBEBR, WIREAZIERL,
FRIZEAERL
H{fi: public-read-write, public-read.
private
5l
iRl

PUT /?acl HTTP/1.1

x-oss—-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3IxrT
*kk*k

RGN RN

HTTP/1.1 200 OK

x—o0ss-request-id: 534B371674E88A4D8906* x* %
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive



Server: Aliyun0SS

BEEBFRICEIR ] 51

HTTP/1.1 400 Bad Request
x—o0ss-request-id: 56594298207FB3044385*x**
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309
Content-Type: text/xml; charset=UTF-8
Connection: keep-alive
Server: Aliyun0SS
<?xml version="1.0" encoding="UTF-8"?>
<Error>
<Code>InvalidArgument</Code>
<Message>no such bucket access control exists</Message>
<RequestId>5*x**x9</RequestId>
<HostId>**x-test.example.com</HostId>
<ArgumentName>x-oss—-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>
</Error>

SDK
BEFE VRN R 2415 5 SDKAN T «
- Java
+ Python
* PHP
- Go
- C
- .NET
* Android
- Node.js

* Ruby

IR

BTG HTTP IRZ0Y iR

AccessDenied 403 - KiEPutBucketACLIHRE, B&HEANNF
EaTTRFEY S

- B REPutBucket ACLIERINAR, R
ZBucketIRIHEH AR AT IR,




6.2 PutBucket
PutBucketfZ O H FaIEFiEZ M (Bucket) .

BiHA:

- WIEOAZFFEA VM,
- —AHPAER—HE (Region) P2 lE 304 Bucket,
- AR N R ViS4 (Endpoint) |, USRS VIR RN RO RS Wi a4 e
Hk o
ERIBE

PUT / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

x-oss-acl: Permission

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"7?>

<CreateBucketConfiguration>
<StorageClass>Standard</StorageClass>

</CreateBucketConfiguration>

ER*K
e R R LI fiiid
x-oss-acl |FfFH e &% Bucketifi AR,
f¥UE: public-read-write, public-
read, private
BB
W RBIE Bucket BeAHEE VIR, WIEK
MR privatefUHR,
BRTE
%R e it Wik fifiid
StorageClass |FfFh feE Bucket £t %,

HRE: Standard. IA. Archive

DataRedund EZEi i Bucket M EHEA R,
ancyType HRA :

© LRS (AHBAEFRER, BRIME)
- ZRS ([IRAF RIHY)

o




Nl

AR
PUT / HTTP/1.1
Host: oss—-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2017 03:15:40 GMT
x-oss-acl: private

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:77Dvh5wQgIjWjw0/KyRt8dOP
*k k%

<?xml version="1.0" encoding="UTF-8"?>

<CreateBucketConfiguration>
<StorageClass>Standard</StorageClass>

</CreateBucketConfiguration>

R

HTTP/1.1 200 OK

x—0ss-request-id: 534B371674E88A4D8906* x* %
Date: Fri, 24 Feb 2017 03:15:40 GMT
Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

SDK
BERE F1RON BE A #4185 5 SDKAN T «
- Java
* Python
- PHP
- Go
- C
- .NET
* Android
- i0S
- Node.js

* Ruby

RS

AR HTTP RE i

InvalidBucketName | 400 A Bucket AT & i G,




A HTTP K& ik

AccessDenied 403 + RiPutBucketiRIN B & A PR ER
B,
BRI,
TooManyBuckets | 400 At Bucket i atEHd BRR, [Wl—HM P AER—

RegionMin % ] &304 Bucket,

6.3 PutBucketLogging

PutBucketLoggingtZ M T M= (Bucket) JFEVilm H&ICR%RE, Vil HEICR*
ENEG, OSS¥HZhidViMBucketif RIVFEAHE R, I+ LU ARKE i) H & — 4
# (Object) H AfHEEBucket,

BEHA:

- PEBucketB BRI, XA H SRR HCRERSEINER,

- OSSP F i ik Bucket i MIFILOG U, HFFAZRIXA MY A il REBIL R AEIXA
INRILOGAEW, A R[REHPIE E— A 8& F—ANLOGX . Vil H AL S REA TR UE
IR ViME R,

- OSSHAR—/ABucketViMILOGX A, HAE—IXRPUTHAE, FHidsH GHZER, HAZIKE
AR R, LOGHUE, ZEn] PAHEIE @ ObjecCRIR/FIXEELOG LY,

- OSSZRMEHFAL “x-” JFkifquery-string2#, (HiX4 query-stringZ#id #IEVi
FLOGH, WIRFREMMIEGRAIYIF HED, bR —DRERTR, W BAEURLHEHEM—A
“x-” JFkMquery-stringZ L, Hiln:

http://oss-example.regionid.example.com/aliyun-logo.png
http://oss-example.regionid.example.com/aliyun-logo.png?x-user=admin

OSSAbBY EmimiANE R, &5 R, [HREVIMLOGH, fRefPUBIHMER “x-
user=admin” & Hi%iE R,

ERIEE

PUT /?logging HTTP/1.1
Date: GMT Date
Content-Length: ContentlLength
Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled>



<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

BERTE

BEHA:
Vil &I RGBTV, 54,

BucketlLogg |#4% P Vil HAERESE B A 88
ingStatus TIL#: LoggingEnabled
RL&E: k

LoggingEna | &a% Vil HAE RRAS. TR ENGE, X
bled A AT,

Fri#: TargetBucket, TargetPrefix
Ryt#: BucketLoggingStatus

o

TargetBuck |4 e RViMH | eV HERBucket,
et U R P35
BiHA:
- H#rBucketfjiBucket:5i)8 T i —Hb
S

- JiBucketfll HF#Bucketn] BL2 R —4
Bucket, a2 ANPBucket;
] DL 24N Bucketi) H SR 1A E
[A—AHFrBucketN (@tiFsEAFH
TargetPrefix) .

ToeE: k
Ryi#: BucketLoggingStatus.LoggingEna
bled
TargetPref | F4FH: B TR WA Vi) H B SPRRTSR. W BN
ix 2,

TIok: kL
Ryi#: BucketLoggingStatus.LoggingEna
bled




FiEisin B EIERMObjectss 2 AN
[EQLEW

<TargetPrefix><SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

(EZE 5 TR

28 1130

TargetPrefix fa& ObjectRi&H,

YYYY-mm-DD-HH- |i%Objecti @RI E, 50 AE. H. H. /NN 8RFs, Bl
MM-SS 2012-09-10-04-00-00,

UniqueString OSSH¥iln] HEARWUUID, T ME—kRRiZ k.

Object#Finfl :

MyLog-oss-example-2012-09-10-04-00-00-0000

EidRf, MyLog-FnH P HEERObjectiiigi; oss-example FoniiiBucketi#4FR; 2012
-09-10-04-00-00F/RZ%0bjectB AN AN IIL R ; 0000 F/ROSSRGAE I FAFH.

LOGX 183X
BeW:
- OSSHILOGHWIMEM — A, #nIREBE “-7 , TR ARRIEEEEON T4 [ iE Rix 7 BOIC
Ao
- HHETR, OSSHLOGHIRER STERIREIN —227 B, THEIF K LOGAEBL T RIN-5 B3 A 1
fi) 8.,
FR il ik
Remote IP 0.0.0.0 R EEMIPHAE (ProxyfCPEEH P
B K] BE S D% BY)
Reserved - R B
Reserved - RE B
Time [02/May/2012:00:00:04 +0800] | OSSULEIE R AT
Request-URL |GET /aliyun-logo.png HTTP/1.1 | HFiERMURL (fiffiquery-string)
HTTP Status | 200 OSSIZMIRTHTTPIRZER
SentBytes 5576 P MOSS RE I B




€

ZN /]

ik

RequestTime (
ms)

71

FERRA TR I (Z2F))

Referer http: //www.aliyun.com/ iERIHTTP Referer
product/oss
User-Agent curl/7.15.5 HTTPHJUser-Agent header
HostName oss-example.regionid.example. |i&Riiflig%4
com
Request ID 505B0****5037C2AF032593A HFME—bRniziE RIUUID
LoggingFlag |true EBIFE 1 Vil HEYRE
Requester 165713****983691 HREWPRAID; ERAVIRN “-7
Aliyun ID
Operation GetObject TR
Bucket oss-example iR ViM Y Bucketf Fi
Key /aliyun-logo.png MR Key
ObjectSize 5576 ObjectR/h
Server Cost 17 OSSR 55 &AL BEA R SR ALY I
Time (ms) M (=)
Error Code NoSuchBucket OSSI& Il FE 04
Request 302 PR (Byte)
Length
UserID 1657136****83691 Bucket#lli #1D
Delta DataSize | 280 Bucket /ML HHZEILN
Sync Request |- RERCDNEREER; #HARN “-7
Reserved - (PIHES 2

JF ki Bucket i) H& H i 5Ron Bl

PUT /?logging HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 186

Date:

Fri, 04 May 2012 03:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf33J

XrTZHiA=

<?xml version="1.0" encoding="UTF-8"7?>
<BucketlLoggingStatus>




<LoggingEnabled>
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MylLog—-</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

IR R

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88**x*8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

X IBucketifil H&RE R =Bl

BeHA:
2% H— A Bucketi i HA Lk RER, HELE 42 BucketLoggingStatushin], H
75150 BAS#% BL Rl

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: 0SS qgnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf33J
XrTZHiA=

<?xml version="1.0" encoding="UTF-8"7?>

<BucketLoggingStatus>

</BucketLoggingStatus>

RN

HTTP/1.1 200 OK

x-oss-request-id: 534B371674**x*A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

SDK
BEFZ TIRON R 5 1 5 SDKANR «
- Java
- Python
* PHP
- Go
- C
.NET



- Node.js

* Ruby
fHiRED
BN HTTP K& fiiik
NoSuchBucket 404 JFiBucket R 7EfE, FHBucketfl HFBuckets
Si)E T —H P,
InvalidTar 400 PBucketfil HiiBucket )@ Tl — N EdE
getBucketF i
orLogging
InvalidDigest 400 k%7 Content-MDSiH R k)G, OSSEHRAIN

BR Content-MD5SH & —1E, WRA—
IR O] HEFE S

MalformedXML 400

WHRPXMLAGTE,

InvalidTar 403 iHRERE AR HE Bucket (TargetBucket
getBucketF ) B,
orLogging
AccessDenied 403 R EEEASRTE Bucket (BucketName
) WE#H.
6.4 PutBucketWebsite
PutBucketWebsitetZ T T — A bucketi% BRERSMMFEE B, PR ERRE M,
website
websited% 1 ¥ EH WA YIRE:

- BEBIA T OMEIA404 0L,

- B¥ERoutingRule, RoutingRuleAk$a5E 3xx BN LLE BZ BIIEALN

BimA:
BRI AR, BRA,

website =z BFEH) :

<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>




<RoutingRules>
<RoutingRule>
<RuleNumber>1</RuleNumber>
<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>
<Redirect>
<RedirectType>Mirror</RedirectType>
<PassQueryString>true</PassQueryString>
<MirrorURL>http://www.test.com/</MirrorURL>
<MirrorPassQueryString>true</MirrorPassQueryString>
<MirrorFollowRedirect>true</MirrorFollowRedirect>
<MirrorCheckMd5>false</MirrorCheckMd5>
<MirrorHeaders>
<PassAll>true</PassAll>
<Pass>myheader-keyl</Pass>
<Pass>myheader-key2</Pass>
<Remove>myheader-key3</Remove>
<Remove>myheader-key4</Remove>
<Set>
<Key>myheader-key5</Key>
<Value>myheader-value5</Value>
</Set>
</MirrorHeaders>
</Redirect>
</RoutingRule>
<RoutingRule>
<RuleNumber>2</RuleNumber>
<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
<IncludeHeader>
<Key>host</Key>
<Equals>test.oss-cn-beijing-internal.aliyuncs.com</Equals>
</IncludeHeader>
</Condition>
<Redirect>
<RedirectType>AliCDN</RedirectType>
<Protocol>http</Protocol>
<HostName>www. test.com</HostName>
<PassQueryString>false</PassQueryString>
<ReplaceKeyWith>prefix/${key}.suffix</ReplaceKeyWith>
<HttpRedirectCode>301</HttpRedirectCode>
</Redirect>
</RoutingRule>
</RoutingRules>
</WebsiteConfiguration>

BERIEE

PUT /?website HTTP/1.1

Date: GMT Date

Content-Length: ContentlLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>



<ErrorDocument>
<Key>errorDocument.html</Key>
</ErrorDocument>

</WebsiteConfiguration>

iBFXKTE (Request Elements)

PR e it fifiik U
Webs1iteCon By iRt vos
figuration RYiri: &
IndexDocument non N FE AR %A,
RYisi: WebsiteConfiguration IndexDocument
+ ErrorDocum
ent, RoutingRul
es=AM AR
E—o
Suffix EZL LN FHME, R
WERVEE, MYimPLUERIER () 52 | IndexDocument
objecti A 2R [l HEERIA 3258, fEEN BAFEE .
RYir: IndexDocument
ErrorDocument |Z58% 404 VLRI 2 2% %A,
R Yisi: WebsiteConfiguration IndexDocument
+ ErrorDocum
ent. RoutingRul
es=AMEWMEN
E o
Key pasid 404 v i A&, KR
mRfEE, Wik object MEENNR | ErrorDocument
[m] 404 3 i . fEE N IS E
RYi: ErrorDocument
RoutingRules nos RoutingRulell) 7 4% A,
RYixi: WebsiteConfiguration IndexDocument
+ ErrorDocum
ent. RoutingRul
es=AM ARV
E—o
RoutingRule o TRE PN S E B RN, s | &
%E 51 RoutingRule,
R RoutingRules




RuleNumber

IEREL

PLALAIEETRoutingRuleff)55, PUlthH
SR 5 Fe e DL ECRE], G SR PCpE
JRY), WIHETHERRI, JESRRNIAS EBh
7o

Y RoutingRule

&M, RV
RoutingRulef§i
I HFRE o

Condition 7on PLBL A A&, RN
WIRFEEIER R, WIPET LR, Bt | RoutingRuletis@
o PRSI RRRRES, WRERE | INBAEE,
ZeAEER G A DL HL,
R RoutingRule

KeyPrefixEquals |fFE | HAPLECHETZ M object A REPLACHLAR %
B\IIJO
RYiri: Condition

HttpErrorcC HTTPIK | Vil$EEobjectihigm ttstatusA HEPL ¥

odeReturne &Y [ 7L ey S 2 PR A b/ i)

dEquals N, HFBbHN404,
RYiki: Condition

IncludeHeader |%%% HAWERPEEZ THEheader, HIH NS | &
SEERF, AGEPCHECBLRINI, Staasn] DR
ZHEES,
RYi s : Condition

Key PR | REERPES 7 iitheader, HAiHM A, N
Equalst&E iy, A REPLACIEREN], IncludeHeader#s
RYiki: IncludeHeader TEIN BIFERE

Equals R | HAWERPREE T KeyfiEMheader, H [f#MF, KW
{EMFEE AR, A REPLACHERLM IncludeHeader#s
RAii: IncludeHeader EN BIFEE

Redirect oy fEE PUBC LRI S A T I ah T Mk, TN
RYis: RoutingRule RoutingRulef§x

I T E o




RedirectType

T

TR BREL R, UF 200 DA R LI,

- Mirror (8%

- External (AMiiBkE:, HIOSSZiR(m]
—A3xxifR, HHEHEE] S — 1
ik, )

- Internal (PEEBEF:E, BIOSSZ:tRYE
BRI Vi M object 1%k 55 b
—Aobject2, H4TFH I Vikl2
object2, )

- AliICDN (FH ZCDNpkf:, FZH
FMHEAZMCDN, HExternal AR
&, OSSZHAMNGI—4 header, [
HZCDNiRBgtheader a2 ¥ ahpk
HERE ik, R BZH PRSI
Bg, A RE 3Ixx BRI M4 %
Fs )

RYii: Redirect

faE, WA
RedirectiGeE i}
MR

PassQueryString

bool!

AT o B IR, REEEEN R
EIERIERZSE, Hiitruesi#false,
H P IEROSSIHEN i RS 2a=b&c
=d” , FFHITBE Rtrue, ABLWHM
23028k, WHLEBKE M Location 3k
SUMBLIERS8. W” Location:www
stest.com?a=b&c=d” , BkEERAIEBIE
IR, WITE SR it IR SR e th 2 5
RS,

ZRiME: false

R¥iki: Redirect

o

MirrorURL

T

Ht5fERedirectType AMirrorif &
X, FoRBG PRI L,

WL http://sE https://Hk, WHEA
IERER () g5, OSSEfEMFiTHh
[2ERE_En_Eobjecti sk IBIIRIF url,
LedgE Ihttp: / /www. test.com
/, Vilobejct/z” myobject” , W
EIEFurlhttp: / /www. test. com
/myobject, WIRHEENhttp://
www.test.com/dirl/, AR Ml
MurlAhttp: //www.test.com/dirl/
myobject,

R Redirect

faE, W
RedirectTypeh
Mirror W55 E




MirrorPass

QueryString

bool%

EPassQueryStringfEfIHIF, it
#lkPassQueryString#, HRATE
RedirectType Mirrori 34,
ZRIME: false

RYim: Redirect

MirrorFoll

owRedirect

bool®!

ARG RIS R 2 3xx, R H
Hkepk i 245 M LocationdREUEUE,
Fean &R B I SR I, QSRR M)
1302, FHIERE 1V Location, Wit
Ui fytrue, Woss=4k4kiA R Location
feEntil (R Pki10k, afEid
10¢%, WHREIEGERFE) . AR
Jfalse, AL OSSEEZZIRMI302, F7i%
LocationiZt4h X, Hf{ERedirectTy
peMirrorfit 4,

ERIME: true

RYis: Redirect

it

MirrorCheckMd5

bool%

A ERAE R FbodymdS.,

2 5y true HENIE Pl responser
H4 Content-Md53kEf, OSSEAHIEL
FEEmd5 2% S5 ltheaderPLiie, 1
BAILEE, WA EfEoss L. HATE
RedirectType sMirrorit 3L,
ZRIMHA: false

RYir: Redirect

o

MirrorHeaders

M TfE Bg R g N header, R
ftRedirectType sMirrori4:2L,
RYisk: Redirect

o

PassAll

bool®!

REIELE RPN header (BRT R
WML header P4} PLoss-/x-0ss-/x
-drs-JF3kfheader) 2N, RAHE
RedirectType sMirrorit 3L,
IRiMH: false

RYiki: MirrorHeaders

o

Pass

T

B ENheader #EY,, H£10
A, B headerKER£102440 %
T, FIHEN09, A-Z, a-zPANHEIT,
Hf51ERedirectType AMirrorff 434,
RYi ¥ : MirrorHeaders

o




Remove TR | BbiEEfseheaderBIEYS, XN |/
BIIEE, 2104, —M5PassAll
—effifl, ¥/ headerkKfEm£1024
AN, TR S5PassHllFl, HETE
RedirectType lMirrori 434,
RYim: MirrorHeaders

Set o A~/ headerf&EIJHN, AEWHERPZ | &
BT IX g header, RIJRIHERZ%
HiXttheader, ZEMIMEE, BE
1041, HffERedirectTypesMirroriy
A3
RYiri: MirrorHeaders

Key FHRH | Eheaderikey, ®21024407Y, 7| H&ME, MRNH
54 S5PassHl]l, HfifERedirectType |SetiE N HE
JIMirrori 2434,
ik Set

Value Y | ¥ Eheaderffvalue, 210244 B, MR
TN, AREHI” \r\n” . HATE Setfie N A %itE
RedirectTypelMirrorfi 3K, o
R Set

Protocol PR | BRI, HREEUE Mhttpak A%, 4
Hhttps, LAV htest, BEEB | RedirectTypefs
H3www . test.com, MfiHProtocoly: | JExternalsk#
Belhttps, JE4Locationdch AliCDNIW #4445
https://www.test.com/test, Eo
HtifERedirectTypeyExternalsk
HALICDNIAERL,
R Redirect

HostName TR | BREGINIAS, TREA f%ME, 4
AEARTE, tmiim RedirectTypeA
fJobjectlytest, Protocolhttps, Hosjilakxednalsi#
EHMwww . test.com, HB4Location3k |AliCDNINFHERE
Mhttps://www.test.com/test,
Ht5fERedirectTypeyExternalsg
#HALICDNIARL,
RYirki: Redirect

HttpRedire HTTPIR | BbEENR IR, HEN301. 3028% (G50, 4

ctCode N 307, HfifERedirectTypefyExternal |RedirectTypefs
5% AliCDN IR, JExternalsi#
R Redirect ALICDNI #2545

o




ReplaceKey Zr7E | RedirectiiffEobject nameHi%k e, 4
Prefixwith BRI AME, SRRSO 2 WRX RedirectTypeA
AP EG A fEobject namdel¥) i JMExternalsl#
i, ReplaceKeyWithfllReplaceKey | AliCDNI 7245
PrefixWithiX /411 s HBEIL A — 1, o

Lbanfise v KeyPrefixEqualsAabe/, 1§
£ T ReplaceKeyPrefixWith hydef/, i
2R Vimobject abe/test.txtik
ZLocationkW http: / /www.
test.com/def/test.txt, H
fiftRedirectType Externals

# AliCDNIZERL,

Rk Redirect

ReplaceKeyWith |FfFlE |RedirectiiiH{kobject namel§ it e, 4
JRIXAME, PIPASCRE R (HRiSZR rectTypeAH
R S{key}, REHZIHRDH Externalsk#
object name) , ReplaceKeyWithfll | AliCDNI %245
ReplaceKeyPrefixWithiX 4~ Vi si 116 | &,

14

Heinié B ReplaceKeyWith hyprefix/
${keyl.suffix, VillffJobjectlytest, B
2 Location3kW Hhttp: / /www.
test.com/prefix/test.suffix

. HfifERedirectTypeExternals
# AliICDNIAERL,
RY¥iri: Redirect

i REba

- FriEERS P R IR P R SN AR, SRR PRSI TR, fldnJavaScript;
OSSASZFFI e BT SR 55 dhum BRI N Y, BIAPHP, JSP, APS.NET%:,

- WUERARAREER] B S RIRAK Vi T bucket iR AW, nf DUBIIRACNAMER S, HiE
BCE VRS Wy frs2 U440

- AP —Abucket¥ Bk ASMISTEE BN, SAfeR g im, FE0Rum 2 nl k.,

- P —Abucketif BRASMUHEE BN, HHERIERS | UE MR b2 %bucket N —
A~object,

- AER—/bucket B B RERFSMISFEERIUG, NEEMSHISAEA TN, OSSKIRIIZR ]
UL ; XFERS PSSR A IR Vi, OSSHFIEM Get Bucket&i R,

- WA P LY Content-MDS5i#K %, OSS&itHbodyfContent-MDSF R —2E, W
A—3, ¥iRFInvalidDigestHiiAg,



Nl
[GRZNE

PUT /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: 0SS gnéqrrgxxx*xxxxk530tfjbyc:KUS5h8YMxx*xxxQdXqf3IxrT
ZHiA=

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration>

<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>
</WebsiteConfiguration>

IRl :

HTTP/1.1 200 OK

x—oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

SEREIRY

PUT /?website HTTP/1.1

Date: Fri, 27 Jul 2018 09:03:18 GMT

Content-Length: 2064

Host: test.oss-cn-hangzhou-internal.aliyuncs.com

Authorization: 0SS alnBNx*xxxxQMf8u:sNKIHT6c1i/z231yIT5vYnetDLu4=
User-Agent: aliyun-sdk-python-test/0.4.0

<WebsiteConfiguration>

<IndexDocument>

<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

<RoutingRules>

<RoutingRule>

<RuleNumber>1</RuleNumber>

<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>

<Redirect>

<RedirectType>Mirror</RedirectType>
<PassQueryString>true</PassQueryString>
<MirrorURL>http://www.test.com/</MirrorURL>
<MirrorPassQueryString>true</MirrorPassQueryString>
<MirrorFollowRedirect>true</MirrorFollowRedirect>
<MirrorCheckMd5>false</MirrorCheckMd5>
<MirrorHeaders>



<PassAll>true</PassAll>
<Pass>myheader-keyl</Pass>
<Pass>myheader-key2</Pass>
<Remove>myheader-key3</Remove>
<Remove>myheader-key4</Remove>

<Set>

<Key>myheader-key5</Key>
<Value>myheader-value5</Value>

</Set>

</MirrorHeaders>

</Redirect>

</RoutingRule>

<RoutingRule>

<RuleNumber>2</RuleNumber>

<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
<IncludeHeader>

<Key>host</Key>
<Equals>test.oss-cn-beijing-internal.aliyuncs.com</Equals>
</IncludeHeader>

</Condition>

<Redirect>
<RedirectType>AliCDN</RedirectType>
<Protocol>http</Protocol>

<HostName>www. test.com</HostName>
<PassQueryString>false</PassQueryString>
<ReplaceKeyWith>prefix/s{key}.suffix</ReplaceKeyWith>
<HttpRedirectCode>301</HttpRedirectCode>
</Redirect>

</RoutingRule>

</RoutingRules>

</WebsiteConfiguration>

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 27 Jul 2018 09:03:18 GMT
Content-Length: 0

Connection: keep-alive

x—oss-request-id: 5B5ADFDG6ED3CC49176CBE29D
x-oss-server-time: 47

6.5 GetBucketWebsite
GetBucketWebsitefZ O T & B bucket S MUEFEE IR LA BEEEHRN],
ERIEE

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MRz 7o 2% (Response Elements)

[
P
o}
x
S

Eq i KAl i3




WebsiteCon s R R yos
figuration R k&
IndexDocument | Z¥%% A E RS %1,
RYini: WebsiteConfiguration IndexDocument
+ ErrorDocum
ent. RoutingRul
es= 1AMV E
E—A o
Suffix | BRAER A&, RN
R E, Wi PLOERER () 4R | IndexDocument
object Al 22I& [b] HLERIA 32 01, faE I IR E
RYixi: IndexDocument
ErrorDocument | &8y 404 i A5% 54,
i WebsiteConfiguration IndexDocument
+ ErrorDocum
ent, RoutingRul
es= MMM
E—A
Key pod 404 v i fE, KW
mfaE, Wikobject MEFENIE | ErrorDocument
] 404 B 1 . faE I IR E
RYi: ErrorDocument
RoutingRules win RoutingRulef % 8% A,
RYini: WebsiteConfiguration IndexDocument
v ErrorDocum
ent, RoutingRul
es= AR
E—o
RoutingRule in fEE BN BE BUR PR, R2hs | &
54 RoutingRule,
R RoutingRules
RuleNumber IR | PEACHIERE T RoutingRuleff)F5, DUBCH | &0k, R
SIS ST VLECRI, QRPLAE | RoutingRuledi&
JRY), WIHAT RN, SRR I | IR E,
7.
RFir: RoutingRule
Condition bl PLACHY A1 B, RV

RFEE R IARTE I, BT IR, e
A FMBENTROERR, WHRERE
AR A LA,

RYir: RoutingRule

RoutingRuleffxE
I AR E




KeyPrefixEquals | ZfFiE | RAPLALILETZMobjectA REPLAC LA S
8
RYi s : Condition
HttpErrorc HTTPIR | Vil$EEobjectbhig M festatus A REPL | &
odeReturne &Y BrOEAmml, 24 Bk ] B ol Jri ey
dEquals N, BB 404,
RYiri: Condition
IncludeHeader |&# HAERPEE v iEeheader, HIENE | &
SEEIY, A GEPCHECHCRIN, StAasn] DR
ZHEE,
RYiki: Condition
Key R | HAERPES 7 itheader, HiEN fE, KN
Equalsti@ iy, A GEPLACIHERRmI, IncludeHeader#§
RYirs: IncludeHeader TE I BAFEE
Equals TR | HAWHRPES T KeyfiEheader, H |HAMAE, R
{H G MMERY, A REDCHL LA IncludeHeader#s
RYir: IncludeHeader TE N BAFEE
Redirect pass Fa & PUBC AR s AT IR 2 fE, KN
RYixi: RoutingRule RoutingRulefiE
I AR E
RedirectType PR | fRepkE R BUESSNPLRILN, | B, RN
- Mirror (3E&BI1JH) f{ﬁi;;%ect?‘éﬁlﬂdé

- External (AMiBBkF:, HIOSSZziZm|
—A3xxifR, HEPkEE5 1
ik, )

- Internal (PIFBkEL, BIOSSZHE
BERRIIL Vi ¥ object 1 4%k 7 A
—/object2, MY TFHFP Uil
object2, )

- AlICDN (FH ZCDNpkE:, FZH
FIHEAKCDN, SExternal RFIfK
&, OSSZHAMEM— 1 header, Fi
HZCDNiRBIZtheadera 2 T 3hpk
HERE ik, JRmZH RSN
B, A RE 3xxBkEG i RIR 124 %
Fs )

Yk : Redirect




PassQueryString

bool%

AT o B DR, RS R
EEIHRIIERSEL, Bffitruesi#false,
H P IEROSSINHEN T i RS 2a=b&c
=d” , JFHMWEE true, IBAWIEM
23028k, WLEBKE: I Location ki
SUIMBLIERS8. W” Location:www
test.com?a=b&c=d” , BkEERAIEBIHE
IR, WITE SR it IR SRt 5T
iHRZE.

ZRiME: false

RYiri: Redirect

o

MirrorURL

T

HE7ERedirectType Mirrori f &
X, FoRBg PRI L,
alhttp: /K& https:// 7k, S5
IERER () 85, OSSEfEMTITH
&R BN _Eobjecti R IBIRFurl,
LedeE Ihttp: / /www. test.com
/, Vilfobejct/z” myobject” , W
EIEFurlhttp: / /www. test. com
/myobject, WIRHEEMhttp://
www. test.com/dirl/, ABAMITE
MurlAhttp: //www.test.com/dirl/
myobject,

R : Redirect

M, Wi
RedirectTypeh
Mirror | 2555 E

MirrorPass

QueryString

bool!

LPassQueryStringfEfIHIF, it
ZilkPassQueryStrings, HHRALE
RedirectType Mirrori 34,
ERIME : false

RYixi: Redirect

o

MirrorFoll

owRedirect

bool#!

ARG PRI IS R 3xx, A
ekt 2R E M LocationKEUEHE ..
e e SR IR RIS, SR JEGIR [B]
1302, JH¥EE 1 Location, 4%t
i htrue, Woss2x4kskifi*kLocation
el (R BkEe10ik, WmibEid
108k, WK PSR ETRRB) o
Jifalse, ARAOSSEE=IBMIB02, F7¥%
LocationiZféih X, HfifiRedirectTy
peaMirrori A3,

ERIME: true

R Redirect

o




MirrorCheckMd5

bool%

A ERAE R FbodymdS.

2 5y true HENIE Pl responset
4 Content-Md53kEf, OSSEAHIEL
M md52 S S5 ltheaderPLiie, 1
RAILEL, WA AfEoss |, HATE
RedirectType iMirrorit 3L,
ZRIMHA: false

RYir: Redirect

o

MirrorHeaders

MT-fE Bg R g header, R
ftRedirectType sMirrori4:2L,
RYir: Redirect

o

PassAll

bool!

R BELERP i header (B 72
¥ )L header PA M PLoss-/x-0ss-/x
-drs-JF3kfheader) 2Pk, R
RedirectType yMirrorit 3L,
ZRiME: false

RYisi: MirrorHeaders

ot

Pass

TrrH

BiEEENheader #EY,, H£10
A, B headerKER£102440 %
T, FIHEN09, A-Z, a-zPANASEIT,
HA5fERedirectType AMirrorBf 434,
A : MirrorHeaders

o

Remove

TAEH

ki@ e e fheader BIPRNG, XA
B EE, B2104, L PassAll
—&ffifl, ¥/ headerK/ER£1024
AV, FIFE S5PassHll, RATE
RedirectTypelMirrorfi 34,
Y : MirrorHeaders

Set

WA~/ headerf&FIIHYS, AEiERPZ
HHEX e header, PRI HER S
HiX*®header, &M MHEE, BE
1041, HffERedirectTypesMirrori}
A3

Y : MirrorHeaders

Key

TrrH

¥Hheaderfkey, 1£10240515, ¥
11 5PassHlli], Hf{ERedirectType
JaMirrorisfA4ER1,

RYini: Set

HAAE, SRR
Setifi I AT




Value FrreE | 8headerffyvalue, 1%10244 A%, HTE
T, AREHI \r\n” . HA1E Set¥iE I s
RedirectType Mirrori 34, Eo
Ry Set

Protocol P | BREEN PR, HBEHUE Mhttpak e, 4
Hhttps, HUViRFSHEMtest, Bk | RedirectTypef
:Flwww . test.com, i HProtocol¥ | MExternalsi#
Bthttps, HB4Locationsk)y AliCDNI #2456
https://www.test.com/test, 5o
Ht51ERedirectTypeyExternalsg
#HALICDNIARL,
RYirki: Redirect

HostName TR | BREINIE4L, SRR s, 4
BEARIE, tmyim RedirectTypeA
[JobjectMytest, Protocolhttps, Hos|ilakxedinalsk#
% Hwww . test.com, HB4Locationsk | AlICDNIFFE{EE
Mhttps://www.test.com/test,
HtifERedirectType s Externalsk
# AliICDNRER,
RYiri: Redirect

HttpRedire HTTPIR | BeEERR MR, BUE 301, 3028k | 40k, 4

ctCode Y 307, HfifiRedirectTypejExternal |RedirectTypeA
8% AliCDNIA:3%, JExternalsg#
RYisi: Redirect AlLiICDNIEEG

Eo

ReplaceKey Zr7E | RedirectiiffEobject nameHi%k e, 4

PrefixWith R HRIXAME, AT 2 M IX RedirectTypeA
AR Ef A fEobject namdel¥I i JExternalsi#
i, ReplaceKeyWithfilReplaceKey | AliCDNI 755
PrefixWithiX A~ 15 s HBESLfE — A Eo

Lbandise ¥ KeyPrefixEqualsAabe/, 1§
%E 1 ReplaceKeyPrefixWith ydef/, i
2a i object abce/test.txtil
Z.LocationkW http: / /www.
test.com/def/test.txt, H
fiftRedirectType yExternalsk

# AliCDNIZERL,

R¥is: Redirect




ReplaceKeyWith |FfF# | Redirectitiffobject nameld % fafE, 4
JRIXAME, PIBASCRE R (HRiSR rectType/AH
I RR${key}, REHIEFHRDE Externalsk#
object name) ., ReplaceKeyWithfll | AliCDNI 7 E5
ReplaceKeyPrefixWithiX 4~ i s HfE | &

B g 8

teinié B ReplaceKeyWith Myprefix/
${key}.suffix, ViMiobjecthtest, i
ZLocationkW Ahttp: / /www.
test.com/prefix/test.suffix

- HfifERedirectTypeExternalsk
# ALiCDNINARL,

RYir: Redirect

i REba

T

- W BucketA1E1E, iRMI404 no content#iR, HiiRi%: NoSuchBucket,
HfiBucket#ilfi # A G & B Bucketi S MSFEE IR, AR M 403 Forbiddenf
B, 5% : AccessDenied,

- WARYEBucke R B EHEFSMISTEEIRE, OSSZIRIMI40451R, Hid%N: NoSuchWebs

iteConfiguration,

R :

Get /?website HTTP/1.1

Host: oss—example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: 0SS gnéqrrgxxx*xxxk530tfjbyc: BuG4rRK+zNhxxx**xx
INNHD39zXw=

C R BELOGHIMAIR [E7 ) -

HTTP/1.1 200

x—o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<IndexDocument>
<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>
</ErrorDocument>




</WebsiteConfiguration>

ARBEELOGHIM IR 1] 7= :

HTTP/1.1 404

x—o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>
<Error xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Code>NoSuchWebsiteConfiguration</Code>
<Message>The specified bucket does not have a website configurat
jon.</Message>
<BucketName>oss-example</BucketName>
<RequestId>505191BEC4689A033D00236F</RequestId>
<HostId>oss-example.oss-cn-hangzhou.aliyuncs.com</HostId>
</Error>

SEREIRY :

GET /?website HTTP/1.1

Date: Fri, 27 Jul 2018 09:07:41 GMT

Host: test.oss-cn-hangzhou-internal.aliyuncs.com

Authorization: 0SS alnBNx*x*xxxQMf8u:0Jzamofmy**xx*xxsU9HUWomxsus=
User—-Agent: aliyun-sdk-python-test/0.4.0

HTTP/1.1 200 OK

Server: Aliyun0SS

Date: Fri, 27 Jul 2018 09:07:41 GMT
Content-Type: application/xml
Content-Length: 2102

Connection: keep-alive

x—oss-request-id: 5B5AEODD2F7938C45FCED4BA
x-oss-server-time: 47

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration>

<IndexDocument>

<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

<RoutingRules>

<RoutingRule>

<RuleNumber>1</RuleNumber>

<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>

<Redirect>

<RedirectType>Mirror</RedirectType>
<PassQueryString>true</PassQueryString>
<MirrorURL>http://www.test.com/</MirrorURL>
<MirrorPassQueryString>true</MirrorPassQueryString>
<MirrorFollowRedirect>true</MirrorFollowRedirect>
<MirrorCheckMd5>false</MirrorCheckMd5>
<MirrorHeaders>

<PassAll>true</PassAll>



<Pass>myheader-keyl</Pass>
<Pass>myheader-key2</Pass>
<Remove>myheader-key3</Remove>
<Remove>myheader-key4</Remove>

<Set>

<Key>myheader-key5</Key>
<Value>myheader-value5</Value>

</Set>

</MirrorHeaders>

</Redirect>

</RoutingRule>

<RoutingRule>

<RuleNumber>2</RuleNumber>

<Condition>

<IncludeHeader>

<Key>host</Key>
<Equals>test.oss-cn-beijing-internal.aliyuncs.com</Equals>
</IncludeHeader>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>

<Redirect>
<RedirectType>AliCDN</RedirectType>
<Protocol>http</Protocol>

<HostName>www. test.com</HostName>
<PassQueryString>false</PassQueryString>
<ReplaceKeyWith>prefix/${key}.suffix</ReplaceKeyWith>
<HttpRedirectCode>301</HttpRedirectCode>
</Redirect>

</RoutingRule>

</RoutingRules>

</WebsiteConfiguration>

6.6 PutBucketReferer

PutBucketRefereriZ M T BRI (Bucket) MBiZs%E (Referer) . #En] A HE$%
BB Referer Vil 44 M LA R & St Referer 7 BN,

ERIEE

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length: ContentlLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SdignatureValue

<?xml version="1.0" encoding="UTF-8"7?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>



</RefererConfiguration>

BRTE
% RE hewR |k
RefererCon |Z8% = f#f7Refererfit B N A HIA 8-
figuration TVini: AllowEmptyReferer, RefererList
/\—'—l‘“};l_;—.: %
AllowEmpty |BUOEFRF |2 fEE R & firReferer BN IE R VI, HErBlE
Referer H SR AL E,
HUH: true (BRIME) , false
RViri: RefererConfiguration
RefererlLis |%%% yss fR17Refereriill 4 A2 4%
t
BB

PutBucketReferert®{E¥ HRefererListH1)
H44 551808 i 2 BiECE R A4 s, 4L
& RefererList 22 (A& RefereriiRic

#) , EEaE S CHEPNAARYIER, FIER b
it & ¥ RefererList,
R RefererConfiguration
TYiri: Referer
Referer FIFHR 5

?E% ZRefererifiln 444,

: RefererList

il
WERRH (AMLEReferer)
PUT /?referer HTTP/1.1

Host: BucketName.oss.example.com
Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT
Authorization:
* k%%

<?xml version="1.0" encoding="UTF-8
<RefererConfiguration>

0SS gn6qrrgxo2oawuk53o0tfjbyc:KU5h8YMUC78M30dXqf3IxrTZH

ll?>

<AllowEmptyReferer>true</AllowEmptyReferer >

< RefererList />
</RefererConfiguration>

WERAH (L5 Referer)

PUT /?referer HTTP/1.1

Host: BucketName.oss.example.com
Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT




SDK

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3IxrTZ
* k%%

<?xml version="1.0" encoding="UTF-8"7?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >

< RefererlList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>

<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

B

HTTP/1.1 200 OK

x—-0ss-request-id: 534B371674E88A4D8906**x*
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

BEA% VRN LR 25 1 5 SDKAUIR :

- Java

+ Python

- PHP

- Go

- C

* .NET

- Node.js

* Ruby

AR HTTP K& ik

AccessDenied 403 B IRERR, N Bucketfifi H A e L
PutBucketRefererif K.

InvalidDigest 400 %7 Content-MD5iE R kG, OSSEIHHEIN
A Content-MD5 K& —8HE, WA —
BB P L A




6.7 GetBucket (ListObjects)
GetBucke tEEITITHAIKA:M (Bucket) Wi SZfE (Object) MfHE.

BEB:
Objecth A& XIMILlEE, TEGetBucketifRIN A&,

BERIEE

GET / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BEREBHK

B e Y| RHBIE | ik

Delimiter|ZfFH S X Object#A AT NS, FifiObject# 7 ETH
SEMIRTE, B—UilBDelimiter 745 2 M¥Objectfk
—4EE (BlCommonPrefixes) .
ERiME:

Marker FrFER % BE MMarker 2 515 BHIEF 43R [ Object.
Marker FPRSEZP WU mB0R, SEBIKE LG/
1024575,
WA, BMEMarkerfEd# P AL, S
fFaMarker=BHF I N — AN FFERFTEN,
ERiME:

Max-keys |FfFH % feigmObjectfin K%,
BE: KTF0/MhF1000
ZRIME: 100

BiHA:

WRFE IMax-keysHBEE Jeik— RN, IR
mI&E R AMI—4 <NextMarker>fEN F—IRA%
JMarker,




€ P RmRIE |k

o

Prefix FrPH FRSEIR Il S Key #6450 BAPrefix{E i 4%

R Prefix BN A S48, #En] DAFIEE PAt Prefix
TSRS, B R S SR,
£ B PrefixEnl E3gmik EDelimitery / B, &
EE RFEE S RS, SRR IR SR AIR
[BIfECommonPrefixesH, X3 FEBIHMA X
RS RAS R

flgn, —ABucket'f£{E =4 Object : fun/test.jpg

, fun/movie/001.avi, fun/movie/007.avi, #i%
EPrefix’hy fun/, WIEE =4 Object; WIHHMBEE
Delimiter’y /, Wig[HIfun/test.jpgfifun/movie/ .

BiHA:

© SRR ESH/NF102457,
- [ Prefix& Y, BEIKKey Py = & Prefix,
ARIME:

Encoding | FfFH R IR [BF) N ZE A T b T 45 e b Y,
-type BRIME: &
%M url

o

BB
Delimiter, Marker. Prefix. NextMarkerPA
KKeyf FIUTF-875F, i
HDelimiter, Marker, Prefix, NextMarkerl,
KeKeyH 5 XML 1.0brfEA S FF bl =4y, £
Al PR R Encoding-type Xt ig g v
)Delimiter., Marker. Prefix. NextMarkerPA
KeKeyittf4h5,

MRz TTER

g E S ik

Contents B 17 454NB Ml Objectifs B2 25,
Y ListBucketResult

CommonPref |4 ARG RPIEE T Delimiter2 %L, WIS TEIR [l Ry iz
ixes & CommonPrefixesst#E. ELRKMADelimiters
B, A IFEFZObjectAMIMER .

Rk ListBucketResult




€

PRl

ik

Delimiter

TAEH

*ObjectA AT AN TR, A% EHRER RIS
HE—XMDelimiter# 75 Z M ObjectfEh—4L
CommonPrefixes,

RYiri: ListBucketResult

EncodingType

TArTH

AU T IR IS R S i AR, RS8P E
£ ¥ Encoding-type, JREAREIGIRDHDelimiter,
Marker. Prefix. NextMarkerflKeyiX2e o1 14mhd.
R ListBucketResult

DisplayName

TAFH

Object i HE AT
Y ListBucketResult.Contents.Owner

ETag

TATH

ETag (entity tag) £/ ObjectE R G, HFhinR—
AObjectiIN%

RYini: ListBucketResult.Contents

X FPutObjectifi R8I Object, ETagffi2HM%M
MD5é; X T HAh 7 XA Object, ETagflidHMZH
UUID, ETagféin] AH K& ObjectN% @& &L,
AEBEE FHETag R EObject NZF M D SR £ 5 s 2%
T,

ID

TrEH

Bucket#iiE &IH 1D,
R ListBucketResult.Contents.Owner

IsTruncated

BoE AT H

TR IR [P A 45 52 5 BT
BEE: true. false

- truefoRA R IR ZFARETER
- falsefonARELIRIN T 2&HREER,

Y ListBucketResult

Key

TAEH

ObjectijKey,
RYirki: ListBucketResult.Contents

LastModified

I} ]

Objectim )G BB ],
RAiki: ListBucketResult.Contents

ListBucket
Result

Rf7GetBucketifi RE5 R 2%

FYri: Name. Prefix, Marker. MaxKeys.
Delimiter, IsTruncated. Nextmarker, Contents
RYir: None

Marker

TArrH

PiXIXGetBucket (ListObjects) RJEEXL,
RAifi: ListBucketResult

MaxKeys

TAEH

Wi 375 SR PR Il &35 SRR R B H
RV ListBucketResult




€ PRl ik

Name FRFE Bucket4 %
RV ListBucketResult
Owner o R Bucketil i & 15 B A5

Tiri: DisplayName. ID
RYik: ListBucketResult

Prefix IR AIRE WSS RIIRTSE,
RFii: ListBucketResult

Size ESR Objectiy =%,
i ListBucketResult.Contents

StorageClass | fFHs Objecti AR,

Vo ==~

Y. ListBucketResult.Contents

Tl
LN
R

GET / HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:BC+oQIXVR2/ZghT7cGalykbo
*x %k k%

BRI

HTTP/1.1 200 OK
x—o0ss-request-id: 534B371674E88A4D8906* x**
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1866
Connection: keep-alive
Server: Aliyun0SS
<?xml version="1.0" encoding="UTF-8"7?>
<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Name>oss—-example</Name>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter></Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>&quot ; 5B3C1A2E053D763E1BO02CC607C5AOFE&**x*x ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012**x*x</ID>
<DisplayName>user-example</DisplayName>



</Owner>
</Contents>
<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastMod1ified>
<ETag>&quot;5B3C1A2E053D763E1BOO2CC6O7TC5A0FE&*x*x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012**xx</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5B3C1A2EO53D763E1BOO2CC6OTC5A0FE&**x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012*%*xx</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>oss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1BOO2CC6O7TC5A0FE&*x*x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012**xx</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

- W Prefixz#
iRl

GET /?prefix=fun HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gn6qrrgxo2oawuk53o0tfjbyc:BC+0QIXVR2/ZghT7cGalykbo
*k k%

IR R

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906***%

Date: Fri, 24 Feb 2012 08:43:27 GMT

Content-Type: application/xml

Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>

<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Name>oss-example</Name>



<Prefix>fun</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter></Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>&quot ; 5B3C1A2E053D763E1BO02CC607C5AOFE&**x*x ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012***xx</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1BOO2CC6OTC5A0FE&**x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012***x</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastMod1ified>
<ETag>&quot ; 5B3C1A2E053D763E1BO02CC607C5AOFE&**x*x ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012***xx</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

- FPrefixfiiDelimiterZ#{
iRl

GET /?prefix=fun/&delimiter=/ HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnéqrrgxo2oawuk530tfjbyc:DNrnx7xHk3sgysx7I8U9IOIY
*k k%

IR R

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906***%
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 712

Connection: keep-alive

Server: AliyunOSS
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<?xml version="1.0" encoding="UTF-8"7?>

<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>

<Name>oss-example</Name>
<Prefix>fun/</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot ; 5B3C1A2E053D763E1BO02CC607C5AOFE&**x** ;< /ETag>
<Type>Normal</Type>

<Size>344606</Size>

<StorageClass>Standard</StorageClass>

<Owner>

<ID>0022012*x*x**x</ID>

<DisplayName>user_example</DisplayName>
</Owner>

</Contents>

<CommonPrefixes>

<Prefix>fun/movie/</Prefix>

</CommonPrefixes>
</ListBucketResult>

BEFZ 1RO RN #2515 55 SDKAN T :
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BB

HTTP 1750

filiid

NoSuchBucket

404

H#rBucket R ELE,

AccessDenied

403

BA Vil iZBucket AR,




AR HTTP &M filiid
InvalidArgument 400 - Max-keys/hF085% K F1000,
- Prefix, Marker, DelimiterS#KEAR
FFaEaR,
6.8 GetBucketAcl

GetBucketAcUZITH TIREEEN M (Bucket) VIR (ACL) . HfiBucketj#iifi
HA GERIBucketi i AR,

ERIEE

GET /?acl HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

MR T3
e FHl ik
AccessControlList | 8% FAEACLIE B2 8K
RYiri: AccessControlPolicy
AccessCont Fadis: 17 GetBucket ACLES RN A 4%
rolPolicy RYiri: None
DisplayName FHFHR Bucketfiifi &P (HuiRIA P ID—20)
RYisi: AccessControlPolicy.Owner
Grant BOR AT BucketfJACLAFR
HE: private. public-read. public-
read-write
RYisi: AccessControlPolicy.AccessCont
rolList
ID FATER Bucket#ifi &I FID
RYim: AccessControlPolicy.Owner
Owner wn R ffBucketll ¥ 15 BHE &%
RYifi: AccessControlPolicy
N
R

GET /?acl HTTP/1.1
Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 04:11:23 GMT




Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgh

* Kk k*k

RN

HTTP/1.1 200 OK

x—-oss-request-id: 534B371674E88A4D8906*x*x

Date: Fri, 24 Feb 2012 04:11:23 GMT

Content-Length: 253

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>

<Owner>

<ID>0022012***x*x</ID>
<DisplayName>user_example</DisplayName>

</Owner>

<AccessControlList>

<Grant>public-read</Grant>

</AccessControlList>
</AccessControlPolicy>
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HTTP IR

iR

NoSuchBucket

404

H#rBucket R E1E,

AccessDenied

403

BRAERIEPER, HABucketl)HiA & A GETREL
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6.9 GetBucketLocation

GetBucketLocationfEZHFEFEMED M (Bucket) MM EIEE. R BucketJHif & A HE
B Bucketh BiG S

ERIEE

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

MM T ER
e I ik
LocationCo |FfFH: BucketFii{E b
nstraint f%l: oss-cn-hangzhou. oss-cn-gingdao. oss-cn
-beijing, oss-cn-hongkong, oss-cn-shenzhen. oss
-cn-shanghai. oss-us-west-1, oss-us—-east-1. oss
—ap-southeast-1
Bil:
Bucketffife ik 5 Bl O MR R 2 W; a1k 4 5 80
4”00
5l
AR

Get /?location HTTP/1.1
Host: oss-—example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: 0SS gnéqgrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
*kk*k

AN

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906****
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>



<LocationConstraint xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
oss-cn-hangzhou</LocationConstraint >

SDK
IEHZ 1RO A 2436 &5 SDKAN R
- Java
- PHP
- Go
- C
FHIRG
A HTTP K& filiid
AccessDenied 403 A BEBBucket i BfE R, HfBucket
WA B A RER B BucketMHL B S B

6.10 GetBucketinfo

GetBucketInfolZ MM TFABEFIEZM (Bucket) MHRER., HABucketiHi HARER
FHBucketi5E,

BiBH:
iR AAMEM—A0SSIFEndpoint & e,

ERIEE

GET /?bucketInfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MRz TTER

ANt

RN

Get /?bucketInfo HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39
*k k%



BMERE (ORY3REBucketfs &)

HTTP/1.1 200
x—o0ss-request-id: 534B371674E88A4D8906* x**
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive
Content-Length: 531
Server: Aliyun0SS
<?xml version="1.0" encoding="UTF-8"7?>
<BucketInfo>
<Bucket>
<CreationDate>2013-07-31T10:56:21.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>oss—-example</Name>
<Owner>
<DisplayName>username</DisplayName>
<ID>27183473914*x*x</ID>
</Owner>
<AccessControlList>
<Grant>private</Grant>
</AccessControlList>
<Comment>test</Comment>
</Bucket>
</BucketInfo>

BMERE GREUAZfER Bucketfs &)

HTTP/1.1 404

x—o0ss-request-id: 534B371674E88A4D8906* x* %

Date: Sat, 12 Sep 2015 07:51:28 GMT

Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<RequestId>568D547F31243C673BAlx*x*</RequestId>
<HostId>nosuchbucket.oss.aliyuncs.com</HostId>
<BucketName>nosuchbucket</BucketName>

</Error>

BRG] GRIEA BR Vi Bucketfs &)

HTTP/1.1 403

x—0ss-request-id: 534B371674E88A4D8906* x* %

Date: Sat, 12 Sep 2015 07:51:28 GMT

Connection: keep-alive

Content-Length: 209

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>AccessDenied</Code>
<Message>AccessDenied</Message>
<RequestId>568D5566F2DOF89F5COE**x*x</RequestId>
<HostId>test.oss.aliyuncs.com</HostId>



</Error>

SDK
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- Java
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FHiRG

RN HTTP K& ik

NoSuchBucket 404 H#rBucket REAE,

AccessDenied 403 BAEAEBZBucketsz BFHR, HfaBucketi¥)

P EHEAREE B BucketfE B

6.11 GetBucketLogging

GetBucketlLoggingfZ AT EBFMHZM (Bucket) MM HERE, HfABuckettiifi#H
AtiE& B Bucket¥ i HEBCHE

ERIEE

GET /?logging HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue

MRz
R Ny fiiik
Bucketlogg B Vil HS IS5 B A 3.
ingStatus Tt LoggingEnabled

Rye#:

= B

AR PEBucketRBEE HERNM, 0SSy
SRIB ] —ANXMLI S, (R
[fIBucketLoggingStatusyc &M%,




€ Rl ik

LoggingEnabled  |&# Vit HAERRA . LRI RN, X
A AR IR

Toi#: TargetBucket, TargetPrefix
Rt#: BucketLoggingStatus

TargetBucket TI¥ fEE LI Vi H& R Bucket,
ToE: kL
Ryi#: BucketLoggingStatus.LoggingEna
bled

TargetPrefix g3 TR LRIV ) H S SRS
TFIok: kL
Ryi#E: BucketLoggingStatus.LoggingEna
bled

)
LR &N

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3

*kk*k

BRG] (EBE HAEHm)

HTTP/1.1 200

x—0ss-request-id: 534B371674E88A4D8906* x**
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>
<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

BRG] CREEE H G

HTTP/1.1 200

x—-0ss-request-id: 534B371674E88A4D8906**x*
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>
<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>



</BucketLoggingStatus>
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B HTTP &S ik
NoSuchBucket 404 HFrBucket R 71E,
AccessDenied 403 EAEFRBucketi HARCENR, Jf
BucketfJHiH# A fEEF Bucketf i) H AL
H,
6.12 GetBucketReferer

GetBucketReferer{ZIIH T EHE M (Bucket) WP (Referer) HHIGHCEL
ERIEBE

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR o2
AR PRl iR
RefererCon oy fRf7Refererfit B NZF A Ao
figuration RYE: &
Tiri: AllowEmptyReferer, RefererList




€ f

ik

AllowEmptyReferer | #7417 H

TRE RN fLiFReferer B a3 W& K ik,
HUE: true. false

Vo ==~

R¥ini: RefererConfiguration

RefererList ot

{17 Referer i 144 S 25,
RYiri: RefererConfiguration

Fisi: Referer

Referer PR

5 —4%Refererft il 144 4,
i ri: RefererList

5l
SRR

Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc: BuG4rRK+zNhH1AcF51NNHD39

*kk*k

RERA (BB Refererin)

HTTP/1.1 200

x—o0ss-request-id: 534B371674E88A4D8906* x**

Date: Thu, 13 Sep 2012 07:51:28 GMT

Connection: keep-alive
Content-Length: 218
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>

<RefererConfiguration>

<AllowEmptyReferer>true</AllowEmptyReferer >

<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>

<Referer> https://www.?.aliyuncs.com</Referer>

</RefererList>
</RefererConfiguration>

RIBRH R E Refererin)

BiHA:

W Bucket R i#fiRefererfl AL E, OSSZRMIERIAKAllowEmptyRefererfEifllz

fJRefererList,

HTTP/1.1 200

x—0ss-request-id: 534B371674E88A4D8906* x**

Date: Thu, 13 Sep 2012 07:56:46 GMT

Connection: keep-alive
Content-Length: 308
Server: Aliyun0SS




<?xml version="1.0" encoding="UTF-8"7?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >

< RefererList />

</RefererConfiguration>
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404

HtiBucket A #1E,

AccessDenied

403
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6.13 GetBucketLifecycle

GetBucketLifecyclefZMHTEBF AN (Bucket) HEMEUHEN (Lifecycle) . H
fiBucketM#iH # A G AR A E Bucket i 4 i Ja& IR,

ERIEE

GET /?1lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date
Authorization: SdignatureValue

Tl
R

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com
Date: Mon, 14 Apr 2014 01:17:29 GMT




Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
* k%%

BRG] (2 BB i )

HTTP/1.1 200

x—-oss-request-id: 534B371674E88A4D8906*x*x
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 255

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>
<Rule>
<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>1</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

RG] ORI B 4 A 5T )

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906****
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<BucketName>oss-example</BucketName>
<Code>NoSuchLifecycle</Code>
<Message>No Row found in Lifecycle Table.</Message>
<RequestId>534B372974E88A4D8906*x*x</RequestId>

<HostId> BucketName.oss.example.com</HostId>
</Error>

SDK
B VRN R 24185 5 SDKAN T «
- Java
+ Python
* PHP
- Go
- C
.NET



- Node.js

* Ruby
fHiREE
ARG HTTP &Y ik
AccessDenied 403 Forbidden B PR B Bucket W2 Ed AW, RA
BucketJ#if5 8 A He# B Bucket 2k ai J& 0L
I}_\"JO
NoSuchBucketzk 404 Not Found Bucket AN 155k 1545 e B2 o s S0,
NoSuchLifecycle
6.14 DeleteBucket

DeleteBucket H FMIBRMEA A3 M (Bucket) .

BeHA:

- Hf5Bucketi#iifa & A G BRMERZBucket,
- RTRIIEREMBRI A, OSSARVFMER—AIE23 I Bucket,

ERIEE

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Tl
IEH MR

RN

DELETE / HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: -identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */%

Connection: keep-alive

date: Tue, 15 Jan 2019 08:19:04 GMT

authorization: 0SS gné6qrrgxo2ocawuk53o0tfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
*kk*k

Content-Length: 0

N

HTTP/1.1 204 No Content
Server: AliyunOSS
Date: Tue, 15 Jan 2019 08:19:04 GMT



Content-Length: 0

Connection: keep-alive

x—o0ss-request-id: 5C3D9778CC1lC2AEDF85B*x**
x-oss-server-time: 190

R Bucket RETE
RN

DELETE / HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: -identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

date: Tue, 15 Jan 2019 07:53:24 GMT

authorization: 0SS qgné6qrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
*k k%

Content-Length: 0

AR

HTTP/1.1 404 Not Found

Server: AliyunOSS

Date: Tue, 15 Jan 2019 07:53:25 GMT
Content-Type: application/xml
Content-Length: 288

Connection: keep-alive

x—o0ss-request-id: 5C3D9175B6FC201293AD*x**

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<RequestId>5C3D9175B6FC201293AD*x*x*</RequestId>
<HostId>test.oss-cn-hangzhou.aliyuncs.com</HostId>
<BucketName>test</BucketName>

</Error>

iR BucketlE%®
iRl

DELETE / HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: -identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

date: Tue, 15 Jan 2019 07:35:06 GMT

authorization: 0SS qgné6qrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
*k k%

Content-Length: 0

AR

HTTP/1.1 409 Conflict
Server: Aliyun0SS
Date: Tue, 15 Jan 2019 07:35:06 GMT



Content-Type: application/xml

Content-Length: 296

Connection: keep-alive

x-oss-request-id: 5C3D8D2AOACA54D87B43***%

x-oss—-server-time: 16

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>BucketNotEmpty</Code>
<Message>The bucket you tried to delete 1is not empty.</Message>
<RequestId>5C3D8D2AOACA54D87B43x*x*x</RequestId>
<HostId>test.oss-cn-hangzhou.aliyuncs.com</HostId>
<BucketName>test</BucketName>

</Error>
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A HTTP RE iR

AccessDenied 403 Forbidden B MERZBucketIAUR, HABucketiHiE
HBAREMIBRZBucket,

6.15 DeleteBucketLogging
DeleteBucketlLoggingfl RN (Bucket) Wil H&idthiE, HABucketiilf
FAHRB XA Bucket i H & il k.

ERIEE

DELETE /?logging HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date




Authorization: SdignatureValue

N
AR
DELETE /?logging HTTP/1.1
Host: oss-—-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:35:24 GMT
Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/Cn
*kk*k
IR Bl
BibA:

R HbsBucketBe A IF A Vil Hal il ko fE, WHREI2041K7E05,

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906***%

Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive
Content-Length: 0

Server: AliyunOSS

SDK
BEEE 1RO L #4155 SDKANR
- Java
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- PHP
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FHIRED
HHIREY HTTP K& ik
NoSuchBucket 404 HFiBucket R 7 1E,
AccessDenied 403 A XA Bucketiill HA IS NREMIBIRR, H
fiBucketiHiIG#H A W BRI Bucket Vi) H &
WL IRE,




6.16 DeleteBucketWebsite
DeleteBucketWebsitelHHFRAF RN (Bucket) IEFRSMINGFEE B SHkEE N,
LA Bucket#iH H A GERFI Bucket ik MG FEE B,

ERIEE

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

Tl
R

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: 0SS gnéqrrgx*x*xxxxk530tfjbyc:LnNM4AZ10*x*x**x*5vGFWicOME
kVg=

R

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: Aliyun0SS

SeREIRY

DELETE /?website HTTP/1.1

Date: Fri, 27 Jul 2018 09:10:52 GMT

Host: test.oss-cn-hangzhou-internal.aliyuncs.com

Authorization: 0SS alnBNx*x*xxxQMf8u:gPrKwuMx*x*xxxfklpqTCylFsljY=
User-Agent: aliyun-sdk-python-test/0.4.0

HTTP/1.1 204 No Content

Server: AliyunOSS

Date: Fri, 27 Jul 2018 09:10:52 GMT
Content-Length: 0

Connection: keep-alive

x—o0ss-request-id: 5B5AE19C188DC1CE81DAD7C8

IR

PG HTTP IRZ0Y iR

NoSuchBucket 404 Not Found HinBucket AMETE,




RN HTTP K& iR
AccessDenied 403 Forbidden B R Bucketifit S MUSFEE BB, H

fiBucketMHiaEA REXR A Bucket iR M
BB,

6.17 DeleteBucketLifecycle
DeleteBucketLifecycletZ MM FMERfSEFE=EM (Bucket) HY4EdREBIRNI, fF

HDeleteBucketLifecycleti LB E Bucket il i di AL IR,  ZBucketH 3¢
f} (Object) ALBEMER, HABucketiIHiH # A GEMBR1%Bucketft)A: i & IR,

BERIEE

Nl

SDK

DELETE /?1lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SdignatureValue

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:6ZVHOehYzxoClyxRydPQs/Cn

R
DELETE /?1lifecycle HTTP/1.1
Host: BucketName.oss.aliyuncs.com
Date: Mon, 14 Apr 2014 01:17:35 GMT
*kk*k
IR Bl
BiH:
UM AT LER Lifecycle, WHRIE2044K A4S,
HTTP/1.1 204 No Content
x—0ss-request-id: 534B371674E88A4D8906* x* %
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive
Content-Length: 0
Server: AliyunOSS
BEFE 1RO LR %15 5 SDKANR -
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FRiRET

AN HTTP R3S ik

NoSuchBucket 404 HirBucket RME1E,

AccessDenied 403 Bt MR ZBucket 4 ai FHIHAM R, 2
BucketfJ#i43% 4w EUMERBucketi 4 i J2 1
A,

6.18 PutBucketLifecycle

PutBucketLifecyclefZIMH TR EMAMEZM (Bucket) WA, A a5 FIURNIF S
JG, OSSTHEMECERMNI, & HaNMERSMNAHPLER XF (Object) . HfiBucketiiiifa#H

A REREILIE R,

BeHH:

© WERBucket LA BB LA AN, sEadE S QU — AR AR VR R
Bucket St B E oYM, SEERE 2B JeRiiacE,
- HEREal DO ObjectbA e Part (BAor R/ B8, Hiia REEZHI7F) BEEINF],

KRiEZE

PUT /?lifecycle HTTP/1.1

Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Authorization: SdignatureValue
Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>

<Rule>

<ID>RuleID</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>

<Expiration>

<Days>Days</Days>

</Expiration>
<Transition>

<Days>Days</Days>




<StorageClass>StorageClass</StorageClass>
</Transition>
<AbortMultipartUpload>

<Days>Days</Days>

</AbortMultipartUpload>

</Rule>

</LifecycleConfiguration>

BEKTE
e By TRk ik
CreatedBef |¥fFH: Daysfil fE— A HWY, OSS&M % H W Z i Bk
oreDate CreatedBef |{7Z:aIWIANI, HINLFIRMISO8601H)
oreDate ik |14\, JFRRUTCHZ R, #Hldn: 2002-10-
— 11T00:00:00.000Z, ™% 5 i )
2002-10-11T00:00:00.000Z [¥JObject/kRsg
PR HABAARERY, 55T ole TIX AN )
ObjectA = WiMBRelEE 1,
RYini: Expirations{# AbortMulti
partUpload
Days IER%L Daysfll feE A o A WIRNILE Objectin G Hind f5 2/
CreatedBef | K43K,
oreDate—j%& |A1isi: Expiration
Expiration |%8% 4 i3 Object L i Ja TR A3 191 1
TV xi: Days#CreatedBeforeDate
RYiri: Rule
AbortMulti | &% i fEEARTER T AR s
partUpload TRl Days#iCreatedBeforeDate
RYiri: Rule
ID ESET 5 FUMME—RID, 12 M255MF V4R, Wik
ffae, BEZEENEN, 0SS&HNAER—
A E—ID,
TR K
RYixi: Rule
LifecycleC | &4% 2 LifecyclefC BRI, W2 HI10005%M
onfiguration i,
TYisi: Rule
RYiri: K
Prefix AT v faE NIFIE RS, A PLACRTZRN
ObjectA A EIZIMIFIEN, RisEAn] &
B
TR K
RYiri: Rule




€

il

?;

Rule

&

R — RN,

BiHA:

- AEFiArchvie Bucket @@t #: iR,
- ObjectBEE i W1 [a) »5250K T Fe it M TA K
# Archivef# i3RI ],

T ¥xi: ID, Prefix, Status, Expiration
YR LifecycleConfiguration

Status

T

&

WIR{E MEnabled, IBA0SSEEWHIITIZM
;s @ kDisabled, HR20SSEZME %R
i,

RYiri: Rule

£%Ut: Enabled, Disabled

StorageClass

TrEH

AR K
Transitiont2
BEE, W
i%

T Object#&ifi 7 iR,

BLW:
IA Bucket#1Objectn] BA¥: i Archivef#fifi
F, HAS R Standard 7B,

Hufi: IA, Archive
ALY Transition

Transition

o

fEEObjectfEA XL A A LI, OSSRy
Objecti& i MIABH Archivef# il %Y .

BLW:
Standard BucketH'ffjStandard Objectn]
PUEEREMIA. Archivef#fiEiRy, (0%
fiE Archivef# S RYII I [h) 520 LL R HRTA L7
FERRYRIN R, BliTransition IAB
¥iDays}30, Transition Archivei
HDays# ik FIA,

Tag

o

FEE R FH A R bR 3,
RYini: Rule
T 1 Key, Value

HREZA,

Key

T

£i X Vi miTag
CBE, R

Tag Key
/\4—!‘.]_;“ Tag




At

€ P IR Tk

Value T fikViniTag |Tag Value
CiRE, W [ Vk: Tag
R

PUT /?1lifecycle HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Content-Length: 443
Date: Thu , 8 Jun 2017 13:08:38 GMT
Authorization: 0SS gnéqrrgxo2oawuk530tfjbyc:PYbzsdWAIWATMWS Luk*****
<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>
<Rule>
<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>1</Days>
</Expiration>
<AbortMultipartUpload>
<Days>1</Days>
</AbortMultipartUpload>
</Rule>
<Rule>
<ID>transit objects to IA after 30, to Archive 60, expire after 10
years</ID>
<Prefix>data/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>
<Transition>
<Days>60</Days>
<StorageClass>Archive</StorageClass>
</Transition>
<Expiration>
<Days>3600</Days>
</Expiration>
</Rule>
<Rule>
<ID>transit objects to Archive after 60 days</ID>
<Prefix>important/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>6</Days>
<StorageClass>Archive</StorageClass>
</Transition>
</Rule>
<Rule>
<ID>delete created before date</ID>
<Prefix>backup/</Prefix>
<Status>Enabled</Status>
<Expiration>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z</CreatedBeforeDate>
</Expiration>




<AbortMultipartUpload>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z</CreatedBeforeDate>
</AbortMultipartUpload>
</Rule>
<Rule>
<ID>r1</ID>
<Prefix>rulel</Prefix>
<Tag><Key>xx</Key><Value>1</Value></Tag>
<Tag><Key>yy</Key><Value>2</Value></Tag>
<Status>Enabled</Status>
<Expiration>
<Days>30</Days>
</Expiration>
</Rule>
<Rule>
<ID>r2</ID>
<Prefix>rule2</Prefix>
<Tag><Key>xx</Key><Value>1</Value></Tag>
<Status>Enabled</Status>
<Transition>
<Days>60</Days>
<StorageClass>Archive</StorageClass>
</Transition>
</Rule>
</LifecycleConfiguration>

R

HTTP/1.1 200 OK

x—0ss-request-id: 534B371674A4D890*x*xx*
Date: Thu , 8 Jun 2017 13:08:38 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

SDK
BEEE FIFON L #4155 SDKANR «
- Java
- Python
* PHP
- Go
- C
- .NET
- Node.js

* Ruby



IR HTTP IR iR

AccessDenied 403 BABRERR, 2 BucketIif & A ekt
PutBucketLifecycleif k.

InvalidArgument 400 - 0SS¥%#iStandard Bucket#'Standard

Objects#: i NIA, Archivef# iy,
Standard Bucketn] EAEHX%t—4>Object [
AL B BEIAMIArchive{F AN, #:hE
Archive £ IN ) 255 LLAE RRTA F7 6%
FARIF R

- Objectiyfia e id WA i) 625 LLEE R TA B E
Archivef# IR HL,




7 XFObjectiR(E

7.1 PutObject
PutObjectiZOH T LIESXfE (Object) .

BeHH:

- VRSO NREES GB,

- WRESFERANIObject, 3 EA VIR, WINPT BRI, HRINE
[200 OK.,

- OSSUH IR, it e AR BUSCPERAE N, HET] BUEIL Al A %2Object B4k
BUDSCRESe, RS MOSS 3y pvce

EREE

PUT /ObjectName HTTP/1.1

Content-Length: ContentlLength

Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

BERK

BeW:
OSSZFFHTTPHMMENISA R L: Cache-Control. Expires. Content-
Encoding. Content-Disposition. Content-Type, 43 E{f£ObjectifBEE v ixstigRk, M
iZObject REU, HIRIIERLAE 2 H BB B L IIME,

eq e Y| prexay 437 iR
Authorizat] FiFH: B FORHERA GO, TEAIRSERFC2616,
ion —% 155 FAuthorizationjg %R L, HEH R
HURLE&EEA, nTDUARBERZERL, Ediids
B eURL 5% 40
ERIME:
Cache- TR % fEEZODbjectd FEN MR E1T N, THEAIHiAS
Control FRFC2616,
BRIME: &



https://help.aliyun.com/knowledge_detail/39527.html?spm=5176.11065259.1996646101.searchclickresult.965e5d0fkji5gj
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

AR et ERLE | ik

Content- |ZfFH 5 fiE %Objecti FEINIARR, TEAMIASH

Dispositig RFC2616,

n BRIME: T

Content- |ZfFH e fisE %Objecti FEINTINERISHIN, TEHMIAES

Encoding #RFC2616,
BRIME: T

Content- |ZfFH i MTFREHENE R E S KIEN—3, Content-MD5

MD5 R—HIEMDSRIEERIE, 1% T Content-MD5i#
KLJE, OSSZHRHEAKIContent-MDSF ki —
ﬁ‘lio
BIMA: &

Content- |ZfFH e M T HEHTTPH R RIE RN

Length ARG R LI Content-Lengthffi/MF92bs
THRAPEEIIBAE R, OSSRy Rl
fF, {HObjectIR/MNAEF Content-LengthHisE X
IR/, HAEHE R B T

ETag FIFH D Object’L ki) 2 A BAYETag (entity tag) ,
ETagll THim—AObjectiIN%, X FPutObjectif
KA Object, ETagliidHMNAEMMDSE; T
Hty5 X1 RIObject, ETaglfif2 HNZEKUUID,
ETag{tin] DUH FK A Object N R 5 R AL, Akt
BOH P ETag R/ Object A IRIMD SE 5 £ ¢
ﬁi‘%‘l&o
MIME: Jc

Expires |ZfFH 5 I W), PRI S RFC2616,
BiME: &

X-0SS- TR i fa2 OSSN E Objectf iARSS axum I & g 3TE,

server HUH: AES256 3R KMS (EHRZEWLKMSE

-side- i, AnfRAEH KMS &RE, S

encryptior KmsServiceNotEnabled #5136%)
e SEG, EMRCSkhRIREIRSE, OSSEN
L Object#EATIME MG, 4 FEiIZObject
I, MR ke 2x4u 5 x-oss-server-side-encryption
, HIZESBEE R IZObject MME B IX,

X—-0SS— g2l i KMSHEER P £,

server ZZSH{Ex-oss-server-side-encryption

-side- JKMSIA R,

encryption

-key-id



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

ANt

AR et Ak | ik

X-0SS- TR 5 faE0SSldtObject i MR,

object- A1 public-read, private, public-read-

acl write

X-0SS- T e faEEObject MBI,

storage- ARSI Bucket, #5 EfE0ObjectifHiw it

class S8, WIKR EERObjecti it iR eI, #i
n, 7EIAREIBucketth Lf£Objectl, #itheEx-
oss-storage-classiStandard, WiZObjectEH A7
fiiaStandard.
HUE: Standard, IA. Archive
XFEHEI . PutObject. InitMultipartUpload
« AppendObject. PutObjectSymlink,
CopyObject,

X-0SS- I i i HPutObjectiZ I, WIRACHE PAx-oss-meta-*H

meta-* RIS, WZSER N 8IE, Hlanx-oss-meta
-location, —A"Objectn] i ZANREINSE, H
FRA R CEHa SR NARERIESKB,  JeEh <+ b
% ) . B EXTEE (az) , EXTRHRE T
BESW VNG B, AR MR (L) TR A
ESHN

X-0SS- FHFHR i fsEObjectiIbnss, wIRIINBEE 2R, Bla:

tagg in g TagAZA&TagBZBO

BLW:

KeyMValuefZ/eil i T URL gAY, WIRAEDRBE
A"=", WFEValue hB7H/FH,

(UL MRS SER ]

PUT /test.txt HTTP/1.1
Host: test.oss-cn-zhangjiakou.aliyuncs.com
User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept:

* [ %

Connection: keep-alive
Content-Type: text/plain
date: Tue, 04 Dec 2018 15:56:37 GMT

authorization: 0SS gn6qrrqxo2ocawuk53o0tfjbyc:kZoYNv66bsmcl0+dcGKw5x2P

* Kk k%

Transfer-Encoding: chunked

IR R

HTTP/1.1 200 OK




SDK

Server: Aliyun0SS

Date: Tue, 04 Dec 2018 15:56:38 GMT
Content-Length: 0

Connection: keep-alive

x-o0ss-request-id: 5CO6A3B67B8B5A3DA422299D
ETag: "D41D8CDO8FQOOB204E9800998ECF8**x*"
x—oss—hash-crc64ecma: 0

Content-MD5: 1B2M2Y8AsgTpgAmY7PhCfg==
x-oss-server-time: 7

A RS AR 1 SRR B

PUT /oss.jpg HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=oss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: 1image/jpg

Content-Length: 344606

x-oss-storage-class: Archive

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:kZoYNv66bsmcl0+dcGKw5x2P
* k%%

[344606 bytes of object data]
IR [R5
HTTP/1.1 200 OK
Server: AliyunOSS
Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Type: 1image/jpg
Content-Length: 0
Connection: keep-alive
x-oss-request-id: 5650BD72207FB30443962F9A

X-0ss-bucket-version: 1418321259
ETag: "A797938C31D59EDD0O8D86188F6D5B872"

- Java

+ Python
* PHP

- Go

- C

- .NET

- Android
- i0S

+ Node.js

+ Browser,js



* Ruby

G
ol it . Content-MD5?

ERHHREMDSINE R —iEH8BE (12860) , AR —ERBE#Tbase64mtd (MiAx
X320 AR R ES) o BN, HPythonil#0123456789fContent-MD5, X% :

>>> dimport base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

BEHA:

IEMTHFR 308 hash.digest (), HHRM#EREE (128fi) >>> hash.digest() 'x\
x1e”r$]7\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7',

WU AR TR 3260747 th it i Thase64%hi%. HldN: ffiflhash.hexdigest
OHERR, RSN K320 4 BHES >>> hash.hexdigest() '78le5e245d

69b566979b86e28d23f2c7"' . HHIRHIMDSIHIEThbase644it /GG RN : >>> base64.
b64encode(hash.hexdigest()) 'NzgxZTVIMjQ1lZDY5YjU2Njk30WI4NmUyOGQyM2Yy

Yzc=",

§HIREY
TR HTTP RZ&0 fifiid
MissingCon 411 iR 3k R M chunked encoding%ih% /i, H.
tentLength ¥ficontent-LengthZS¥L,
InvalidEnc 400 faxEx-oss-server-side-encryptionff{E I
ryptionAlg M. HREHAES2568KKMS,
orithmError
AccessDenied 403 MBI A MObjectifBucket ¥ A ikl bR,
NoSuchBucket 404 KE 7 MObjectBucket MELE,
InvalidObjectName | 400 & AFJObject key KIE R T 10231,
InvalidArgument 400 - MBSO E R NESE S GB.

- x-oss-storage-classHSEMIETCIL,



https://tools.ietf.org/html/rfc2616#section-3.6.1

7

B

HTTP IR&H

ik

RequestTimeout

400

fEE T Content-Length, {HREAKIXHE
1k, BEREMHEEHRNTFEERD IXF G
PHRSSaR=—HY%1Y, EHEFtime out,

KmsService
NotEnabled

403

¥¥x-oss-server-side-encryption#iE NKMS
, [HEA FCSEKMSELF,

.2 CopyObiject

CopyObjecti I FEA# A= (Bucket) MISRFMRIYBucketZ ¥ (Object) .
H1CopyObjectii FTA] BL& % — A Putilf REA0SS, 0SSZEIZN MM — A5 IIRME, FFE
BN S5 BT R

i FA PR

- CopyObjectiZ I+ J/NF1 GBIObject, M ZH VUK TF1 GBMObject, #&nf DA
FUploadPartCopy$% IiEf T4,

- CopyObjectiZ 3B Objectiyc i (JiObject 5 HbRObject—3), AN ZH#HEN48

.8 TBHObject,

- SR OO RODbjectf AR,

- JHODbjectfll HFrObject 25 il —Hi,
- AREFE DLEILIE M A% 7 S A Object,

- WSRPEODbjectiR Rz, WIHFE VKR, JCIAFS WAKBERARMISUFNA

it

- AR CopyObjectiZ £ JRObjectifEf Bucke i ill—IX Getif R IR EL,

- HR{EH CopyObjectiZ 2 HbrObjectfifE Bucketg il— X Putif Rix %L,

- il CopyObjectfZ 1234} HFRObjectFifER Buckethd MIAH ML TE I &

- ffiHCopyObjectiZ I 1H X ObjectfAfifi R K FIBIRE o, WHRIASArchive ¢ Object
S AHEQIE G 30RI60 K I E i, WIEN 2 A RaiMBReH, i, TARIObjectfl#10K
Jh, #eEmmRArchivesiStandard, WI<x™=4:20 K aiMER 3% .

KRiEE

PUT /DestObjectName HTTP/1.1
Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SdignatureValue




Xx-0ss-copy-source: /SourceBucketName/SourceObjectName

Rk

= B

FEUURIED S B SRR IR PAx-oss-TF3k, P DAFTA il RSB 4 7 4F s,

-source-if

-modified-

since

B Y} RAE | ik
X-0SS—Copy- FrTH yis FaE 5 VL PRshL,
source RIMAE: &
X-0SS-Ccopy FrFR % WIRIEObject M ETaglH ARt ETagh
-source-if- &, WIPTHE UERE, FHIRMI200 OK; MR
match [01412 Precondition Failed#§i6g (Hikbag
JWO)
iME: &
X-0SS-Ccopy EZELE i R PHODbjectMETagli MR L ETag A
-source-if- &, WIHETEE DLERPE, FEIRII200 OK; 75 MK
ERIME: &
X—-0SS—Ccopy PR % QT € ) I ) 51 B W T S A S B s sy
-source-if- M, WIHEHEVSE, FFRM200 OK; #A0ER
unmodi fied- [7]1412 Precondition Failed45i%h% (PPt
since RO o
RME: &
X—-0SS-Ccopy g2l e WMARIRObjectE Fl F e I ) PAG HE 18

Bod, WPITHEVERSE; S R M 304 Not
Modified#iieis (BAEBERE) o
BIME: JC




AR Y} ERBE | e
X-0SS-— PR % R UM E HRObjectiofs B, HUEM
metadata- T

directive

-+ COPY (BRIMED
HillJHObjecti el E| HbrObject,

-

= Wim:
A2EHIJRODbjectifx-oss-server-
side-encryption, H#nObject}2#&
REAT IR 55 25 Vi o0 25 i AR 4 i 5 L
BRIEREIRE 1 x-0oss-server-side-
encryptionPtE,

* REPLACE

BRgEIRObjectfyeBs, HESRMIERD
TR e,

-

= B
MR VURERI TR ODbjectittht Al H
FrObjectitht IR, WIICiEx-oss-
metadata-directive N, #R=EHIER
#JRObjectI L,




€

f

filiidk

X—-0SS—
server-side-

encryption

TAEH

FEEOSSAlE HFrObjecti, i35 arsnkiignig
&R

BUE: AES256 . KMS (ZEFEL KMS
M, AnPERKMSIN®RE, SR
[ KmsServiceNotEnabled#fi#6%)

BEHA:

- MR EP ARG EXx-0ss-server-
side-encryption, WIJEiEIHODbject;z
EATIIIRSS s i, #5025
HARODbjectili AR RES T IR 55 a5 i I 25 Sihi .

- WS DR R T x-oss-server-
side-encryption, WIJEEIHODbject;?
EHATIIIRSS R i, 02 A
HAnObjectfili 117 IR 55 a i I 25 Sihi .
I BB UURERIIA B Sk 2l B x -os s
server-side-encryption, fHNH
PrObjectiNERIL, 1fEHbRObject#i T
i, Wp Sk Sl Ex-oss-server
-side-encryption, fHNiZObjecti
&R,

X—-0SS—
server-side
—encryption-

key-id

EZ s

o

FoRKMSEERMH P %8,
&S E{Ex-oss-server-side-
encryption AKMSHH R,

X-0Sss-object-

acl

TATH

o

TR OSSN HFrObjecti ¥y i AR,
HUfi: public-read. private, public-

read-write, default




€

f i

filiidk

Xx-oss-storage

-class

TAEH &

e ObjectMT#IfRY,

HUH: Standard. IA. Archive
XFHO: PutObject. InitMultip
artUpload. AppendObject. PutObjectS
ymlink, CopyObject

BEHA:

- TA5 ArchiveRRUR SR SUAFINAS e 64
KB, =1464 KB it&itd, @i
CopyObjectiZ INAZERF Object i1 %
FRGEE MIAK Archive,

- NFHEEEWREBucket, # 1%
Objectif s b4, WILIR LT
ObjectiF A i MIREHIREL, Hlan, fEIA
Ft Bucket LiZObjectl, FitaE
x-oss-storage-classyStandard, W%
ObjectH##f#{ii hStandard,

- B Object{# i N B E o, W
RIABArchiveFRObject s HIE GG
3060 KRR i, WIEMTZ™ A5
FREH,

x-oss-tagging

TAEH

o

f5Z ObjectM R br%s, W [RI%E 24
%, PBlan: TagA=A&TagB=B,

Bil:
KeyfIValue® 2 TURLSAS, WISRKED
BA"=", WHEEValuehZEF1 .

x-oss-tagging-

directive

TAFH

o

faE a8 B HFRObject i §bi %, B
T:
- Copy (BRIME) : HHIJRObjectiM 5 br
%3 H#x Object,
- Replace: ZIgJHObjectI4hnss, H
HER TR FEE A R R

MRz TTER

iR

Pl

fifiid

CopyObjectResult | FfFHs

CopyObjectigh#L,
BiMA:




€ PRl Tk

ETag T H#rObjectiETaglH.
Ryi#: CopyObjectResult
LastModified SR HArObjectsx)q S Hil [l
Rjt#E: CopyObjectResult
ANt
N
(R &R/

PUT /copy_oss.jpg HTTP/1.1

Host: oss—example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 07:18:48 GMT
x-oss-storage-class: Archive
X-0Ss-copy-source: /oss-example/oss.jpg

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:gmnwPKuu20LQEjd+iPkL259A
*k k%

AN

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981

Content-Type: application/xml

Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>

<CopyObjectResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT</LastModified>
<ETag>"5B3C1A2E053D763E1BOO2CCEO7C5x*x*x"</ETag>
</CopyObjectResult>

il 2
R

PUT /test%2FAK.txt HTTP/1.1

Host: tesx.oss-cn-zhangjiakou.aliyuncs.com
Accept-Encoding: -identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)
Accept: */*

Connection: keep-alive

X-0ss-copy-source: /test/AK.txt

date: Fri, 28 Dec 2018 09:41:55 GMT

authorization: 0SS gn6qrrgxo2ocawuk53otfjbyc:gmnwPKuu20LQEjd+iPkL259A
* k%%

Content-Length: 0

AN

HTTP/1.1 200 OK
Server: AliyunOSS



Date: Fri, 28 Dec 2018 09:41:56 GMT
Content-Type: application/xml
Content-Length: 184

Connection: keep-alive

x—-oss-request-id: 5C25EFE4462CEOOEC6D87156
ETag: "F2064A169EE92EQ7T75EE5324D0OB1lx*x*"
x-oss—hash-crc64ecma: 12753002859196105360
X-oss-server—-time: 150

<?xml version="1.0" encoding="UTF-8"7?>
<CopyObjectResult>

<ETag>"F2064A169EE92E9775EE5324D0OB1x*x*x"</ETag>
<LastModified>2018-12-28T09:41:56.000Z</LastModified>

</CopyObjectResult>

BLIA:

x-0ss-hash-crc64ecmaRIHObject64iCRCH, %64 CRCIEMIZEECMA-182k5#EH 1%
i, #17CopyObjectiRER, A RAJObject AMRUERAT IEAE,

SDK

e FVRfON RE AN 2415 5 SDKAN T «

- Java

- Python

- PHP

- Go

- C

- .NET

- Android

- i0S

- Node.js

* Ruby

Y HTTP 1RZ&0Y filiid

InvalidArgument  |400 x-oss-storage-class&SEIMETLRL,

Precondition Failed [412

- 8 T x-oss-copy-source-if-match
iERL, HIEODbjectiETaglE M ik
IETag A%

- 8 T x-oss-copy-source-if-
unmodified-sinceliRk, HIEEMINH
BSOSz R B n ),



http://www.ecma-international.org/publications/standards/Ecma-182.htm

AR HTTP &M filiid

Not Modified 304 - 8% T x-oss-copy-source-if-none-
matchifksk, HIFObjectJETaglEfI%
P ETagii %,

- 8 T x-oss-copy-source-if-

modified-sinceifik, {HIHODbject{Eti
SE RN TR J5 e oL,

KmsService 403 ¥x-oss-server-side-encryptionfix

NotEnabled HMEKMS, {HEA W LKMSE:,

7.3 GetObject

GetObjectiZITH TIKHIEAN U (Object) . BLER/EFTRZN ZObjectH B,

BEIA:

MARObjectZRAUNITFRAY, THESEsekRestoreObjectifisk Hikif KA RERIN

BERIEE

GET /ObjectName HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
Authorization: SdignatureValue
Range: bytes=ByteRange (nJj%)

BERK

BeHA:

* OSSEHAFEGET I RHHEIEIE R IR A SR sk, HRAERES (HREESS 200 OK
) A SHEma RSk A B B R GET i R ke i,

- OSSASCHRHERE A ViFIIGET il R ep B & SR 3k,

-« HPRIZMGETH R 25 %4

e By R LIE fiiik

response TR A 552 0SSi& [mlif K content-type k.
-content- ERIMAE:

type

response AT & e 0SSi&Hli# K content-language k.
-content- ZRIMAE:

language




B R Ik fifiid
response- | FFH i fEREOSSIE [lif Kt expiresk,
expires BRIMAE: &
response FIFH i R 0SSR MiE R cache-controlsk,
-cache- ERIMAE:
control
response FIFH e e 0SSigMliE K content-dispositionk,
-content- BRIMA:
dispositio
n
response AT N fa€ 0SSi&[Hlif K content-encoding 3k,
-content- EMH: T
encoding
Range FrFR % feE SR mRITE I,
ZRIMAE:
- AREENEEF A ME, BEEEh A
TRAObject /ML UGR M TE L, B
fll: Content-Range: bytes 0-9/44, i
BAObject K/NA44, BEUGRIIERIRO-
90
- R ERVEEAT STEERTE, LA
Object, I HATEGI R Content-
Range,
If- FrFER e QSR RIS ) T 2 B BN 1) slfis e A I 1)
Mod1ified- AFFERNE, SEERIRNObject, FFiRMI200
Since OK; #Mj%M 304 Not Modified,
ZRIMAE:
B : GMT, HlMiFri, 13 Nov 2015
14:47:53 GMT
If- FrFER G SR E IR ) 55 T 85 e T ObjectSe gk
Unmod1ified IFE], WIEF&HiObject, FFiEM200 OK; #%
~Since MR 412 Precondition Failed,

ERIME: T

Ak N: GMT, #llFri, 13 Nov 2015
14:47:53 GMT
If-Modified-SincefilIf-Unmodified-Since
a] DA IS




€ i

ik

If-Match I

o

WS NI ETagfObjectETagpt

Ad, WIE#fEHODbject, JHEM200 OK; &AW
12412 Precondition Failed,

FRIMAE:

If-None- PR
Match

o

MARE NETag{MObjectETag /DL

fit, WHEHFEHiObject, FFiRM200 OK; 7
1& 304 Not Modified,

ERIMA: k&
If-Matchfillf-None-MatchnJ PA[RII .,

Accept- FrTH

Encoding

o

P gRb (NPT R SITN

SRR EONIR M NI T GZIP s 4if G i, &
T BAER L LR 75 UM Accept-
Encoding:gzip, OSS&AR#EODbjectit)
Content-TypefllObjectk/h (A/hF1 KB
) HIr R AR MIZRE GZIP R4 5.

BiHA:

- WSESRA T GZIP AR WA ZKFETaglH
SIS

- HAjOSSXFGZIPH:4iff)Content-Type
JJHTML, Javascript. CSS. XML,
RSS. JSON,

WRZ S

BeHH:

WRObject KA N Sk, XRM HFObjectN%, M kHiContent-Length, ETag.
Content-Md5 ¥ HFnObjecti el ; Last-Modi fiedit HAnObjectFfF S HEH N B i
KA (BIAEPME P BRI Ta]) 5 HAS AT SBER R,

encryption

4 Rl ik
x-oss-server-side- EZEi #iObject{E Ik 55 %R F 4R

g fEhE, fERGETIE
Ry, RGieHANEERIRDIZ
P, IF HAEW R Sk AR ) x -
oss-server-side-encryption
, #FeMHIZObjectIfR S5 A
HHI%,




€ PRl Tk

x-0ss-tagging-count PR MR KIRRIBRBERIAN S, 1Y
JH P BRI 3R [l

Tl
T GETIF R

GET /oss.jpg HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEglkcde60hzZ9]
*kk k%

R

HTTP/1.1 200 OK

x—o0ss-request-id: 3a8f-2e2d-7965-3ff9-51c875bx*xx*x*
x-o0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "5B3ClA2EQ563E1BOO2CC6OT7CH**x*x"
Content-Type: image/jpg

Content-Length: 344606

Server: Aliyun0SS

[344606 bytes of object data]

i A Range 2 BT Ron il

GET //oss.jpg HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: 0SS qnéqrrgxo2oawuk5jbyc:qZzjF3DUtd+yK16BdhGtFcCx*x**

IR R

HTTP/1.1 206 Partial Content
x-oss-request-id: 28f6-15ea-8224-234e-cOced4Q7xx**x*
x—oss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3ClA2EQ5E1BO02CCHOT7CHx*x%"
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg

Content-Length: 801

Server: Aliyun0SS

[801 bytes of object data]

i U SO 1 2 Sk 3 ol

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00
%20GMT& response-content-type=text&response-cache-control=No-cache&
response-content-disposition=attachment%253B%2520f1ilename%253Dtesting



.txt&response-content-encoding=utf-8&response-content-language=%E4%B8%
AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

BRI

HTTP/1.1 200 OK

x—oss-request-id: 559CCIOBDC75A644x*x**
x-oss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1lA2EQ53D1B0OO2CCEOT****x%"
Content-Length: 344606

Connection: keep-alive

Content-disposition: attachment; filename:testing.txt
Content-language: ¢

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT
Server: Aliyun0SS

[344606 bytes of object data]

ObjectADNIF SRER T R Bl

GET /link-to-oss.jpg HTTP/1.1

Accept-Encoding: -identity

Date: Tue, 08 Nov 2016 03:17:58 GMT

Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS gnéqrrgxok53otfjbyc:qZzjF3DUtd+yK16BdhGtFcx***xx

IR R

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive
x-oss-request-id: 582143E6A212ADx**x*%
Accept-Ranges: bytes

ETag: "8086265EFCO21FOA2FO9BF4x*x%"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-oss-object-type: Symlink
Content-MD5: gIYmXvwCEeOfmi8JvOY***x*

Restoref i C& 5 K7

GET /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn—-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: 0SS gnéqrrgxo2o*xxk530tfjbyc:zUglwRPGkbByZxml+y4eyu
+Xkxk k%

AN

HTTP/1.1 200 OK
x-oss-request-id: 58F723829F29F18D7FQO****x



SDK

x-oss-object-type: Normal

x-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017
08:12:33 GMT"

Date: Sat, 15 Apr 2017 09:38:30 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "5B3ClA2EQ763E1BOO2CC6OT7TCH ***%x"

Content-Type: 1image/jpg

Content-Length: 344606

Server: AliyunOSS

[354606 bytes of object data]

GetObjectiZ 1A ML) #4 75 5 SDKUN R :

- Java

- Python

- PHP

- Go

- C

« .NET

* Android

- Node.js

 Browser,js

* Ruby

5

BLARY HTTPIRZERS BiW

NoSuchKey 404 HFrObject RMETE,

SymlinkTargetNotExist |404 ObjectRUNFTSHE%, HHMObjectA s
1E,

InvalidTargetType 400 ObjectI BN S8R, HHPRObject3Uy
PLNREY 317

InvalidObjectState 403 TR Objecti,
- B2 RestoreObjectifiRok#H L —kd

zZRestoreObjectE.& Y,
- B&¥EsiRestoreObjectif=k, {HEWEN
RestoreObjectiR{EE B 52 Ko




A HTTPIRER B

Not Modified 304 - $&E T If-Modified-Sinceifiksk, MH
JRODbjectfEdHE IS 5 BeHE oL .

- fRE T If-None-MatchigRk, H
JRObjectETag E MR S ETagiH s,

Precondition Failed 412 - 8% T If-Unmodified-Since, {HIEEM
I} ] 51 F Object Sz bafBek b ]

- {8 Y If-Match, {HJFObjectiJETagfEiAfl
BRI ETag A%,

7.4 AppendObject
AppendObjectiZITH T RUBME 77 L& XfF (Object) . i@id AppendObjectf{E
[fJObjectR N Appendable Object, iid@idPutObject £ jObject/2Normal Object,

fERMRH!

- AppendObject/ ) Object K/INE IS5 GB,
- EFWORMA IR IObject A X FiAppendObjectiffk,
- AppendableObjectA 32 FifiE CMK ID#EATAR S5 5 KM SN

BERIEE

POST /ObjectName?append&position=Position HTTP/1.1
Content-Length: ContentlLength

Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

BERK

BEH:
appendfilposition#’yCanonicalizedResource, 5% F{EZ4 .,

gy R RABIE |k

Append T T e —A AppendObjectf#{F,

&I




€

f

ik

Position

TAEH

FIF-Ha5E MR RETTIE N,

HIXBIMRER position N0, JRSLBMERE
fposition;2Object® X Fi R/, Flan, H—k
AppendObjectifkfiEpositionfli’0, content-
length/265536, W% —ikAppendObjectiZHiE
position 65536,

RIBERI)G, MIRH S kx-oss-next-append-
positiontl ZHH] F—XiB i position,

BiHA:

- HpositionfE NOK}, WIREA R Objectf?
£, 2 AppendObjectn] ARIPutObjecti
R—FE, ¥ x-oss-server-side-encryption
FERL, WERMA T IE#FX-0ss-server-
side-encryption3k, H4JEZiHIAppendObje
ctii R Sk 23 fi 5 x-0ss-server-side-
encryptionsk, JagNGEBESOCEIE, nIPAE
FCopyObject%I,

- FIXPITAppendObjectfii 2 #§ii%Objecti
JeAB LN ],

- {EpositionfHIEMITER T, MNEEER
Appendable Objecti&ll—AK/NAOKIA
7, BEEAZMZEODbjectIiR,

Cache-
Control

FArrH

o

fEEZObjectMIM L RF 1T N, HEIESHERFC2616,
BRIMA:

Content-
Dispositig

n

EZ i

o

fEEZObject FEINTIAFR, IS ERFC2616,
BIME:

Content-

Encoding

T

o

fEEZODbjectMINZHimSi%. THIHESHERFC2616,
BRIME: T

Content-
MD5

T

o

Content-MD5j2 —HBHMDSH A RIME, ZilRk
HATREHENERS S RIEN—F,

K Content-MD5fH: AHEMNE (AL h
FTMDSH ARG 128 LR B, RGBT
base64%ih%,

ERIME:

RRY: T

Expires

GMT

o

SN R, PEES%ERFC2616,
ERIME:



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

R L ERBE | iR
X-0SS-— TR Eh fasE IR 55 d v & g 3%
server Aikff: AES256 R KMS
-side-
encryption BiHA:
EREWSEKMSEN, A PAEHKMSIg R
%, EBW£R M KmsServiceNotEnabled,
X-0SS~ TR Eh faE Object i AR,
object- Hi4fH: public-read. private. public-read-
acl write
X-0SS- FIFH Eh feEObjectMfEIfiAY,
storage- HUi: Standard. IA. Archive
class XFHWEO: PutObject, InitMultipartUpload
. AppendObject, PutObjectSymlink,
CopyObject,
BEH:
- WFERFAEIAYBucket, #5 Lf&Objectibi i

EMLSE, WX EEObjecti 1t e

P, filan, EIARAEBuckets L{&Object

I, #HfEEx-oss-storage-classHStandard, W

#ZObjectE#A# it Standard,

- ZAENAEE R TAppendObjecti&fERT
N, FRSEMNASERL
Bibg:

- fifAppendObjectiZ 1, WAL E PAx-oss-meta-* MRiZINISE, WiZSEM R
5, Hillix-oss-meta-location, —4~Objectn] A 2AREINSEL, (HFTA FCEHE SR/
AREEII8KB, LB HRMZR (1) . B PR (a-z) , EXFRFNRE PRI
BRUNG TR, AZFTRRIL (O TENRHRTE,

- Qi AppendObjectif o] PAZRIx-oss-meta-*, ZKSZIBINN ARl LA LS5,

BV S
LIVATE)SBS R fiiid
Xx-0ss-next 6444 TR Gt position, HIYiiObject K/,
-append- 5 AppendObjectif78Y), Bi2FpositionfllObjectk
position INASUERET 5 | REAT409 55 1IN, 230% [B i 2 3k




UTJVATEESS S PRl fiiid

x-oss-hash- | 64iHERY FHODbject64iCRCIH, %64.CRCHECMA-182bnifk
crc64ecma HESH,
CRCo4MIITE AT

Appendable ObjectJCRCRHIECMA-182F5ifk, ] LA DUR /5 i34 7ML :
FiBoost CRCEH /5 it

typedef boost::crc_optimal<64, Ox42FOE1EBA9EA3693ULL, Oxffffffff
ffffffffuLL, OxffffffffffffffffuULL, true, true> boost_ecma;
uint64_t do_boost_crc(const charx buffer, int length)

boost_ecma crc;
crc.process_bytes(buffer, length);
return crc.checksum();

}

HiPython cremodi¥ 7535

do_crc64 = crcmod.mkCrcFun(Ox142FQE1EBA9EA3693L, 1initCrc=0L, xorOQut=
oxffffffffffffffffL, rev=True)
print do_crc64(“123456789”)

Tl
RN

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

x-oss-storage-class: Archive

Content-Disposition: attachment;filename=oss_download.jpg
Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: 1image/jpg

Content-Length: 1717

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmcl0+dcGKw5x2P
*k k%

[1717 bytes of object data]

BRI

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "OF7230CAA4BE94CCBDC99C550000**x*"
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x—oss—hash-crc64ecma: 14741617095266562575
x—-0ss—-next-append-position: 1717


http://www.ecma-international.org/publications/standards/Ecma-182.htm
http://www.ecma-international.org/publications/standards/Ecma-182.htm

x-oss-request-id: 559CC9BDC755F95A64485981

SDK

MHE

B TTAON RFR) 25 1 &5 SDK4N T :

- Java

 Python

- PHP

- Go

- C

* .NET

» Android

- i0S

* Ruby

iR ERI X &

HAtr A P 3L

PutObject WX —A B &7 e Appendable Objecti#{7PutObjectifk, %
Appendable Object#HiIObject® &%, 4 I Normal Object

HeadObject *fAppendable Object{ifTHeadObjectifE<2iRHx-0ss-next-
append-position, x-oss-hash-crc64ecmall}zx-oss-object-type
- Appendable Objectifjx-oss-object-type JAppendable.

GetBucket GetBucketifi Riymapirh, ZfAppendable ObjectfTypeh
Appendable,

CopyObject AREfE A CopyObject k5l —4~Appendable Object, HAREMEH
CopyObjectttZE Appendable Objectfffii 55 Az @k, nl LA
CopyObject2 HiE XITfE B

5

AT HTTP RS0 Bl

ObjectNotA 409 f—4~4EAppendable Objecti#f7AppendObjecti

ppendable ko




B HTTP R30S Bl

PositionNo 409 - positionffFAI Y FObject K EA—K,
tEqualToLe
ngth Be3:

o] LB IR Skx-0ss-next-append-position
#'F—Kposition, FHEKEITIHR, HTIH
RIRR, BMEfpositionfFHEPEHN T x-0ss-
next-append-position, %iERIKAHER
JHPositionNotEqualToLengthifi J I,

- positionfE NORY, R EFFRI%Appendable
Object, Z#F4Appendable Objecti)EH0, %
R ; HARKE B A positionflObject K EA
PLRECHINGTE, &I EETEY,

InvalidArg 400 x-oss-storage-classFHHILRL,
ument

7.5 DeleteObject
DeleteObjectH TMIBRHEA X (Object) . fifiDeleteObjectiFZ A iZObjectiEH R,

BiHA:
W ObjectRAD IR EERE, flifHl DeleteObjectN S MIBR %R EERE

BERIEE

DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

ANt

RN

DELETE /AK.txt HTTP/1.1

Host: test.oss-cn-zhangjiakou.aliyuncs.com

Accept-Encoding: -identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

date: Wed, 02 Jan 2019 13:28:38 GMT

authorization: 0SS gnéqrrqgxo2ocawuk53o0tfjbyc:zUglwRPGkbByZxml+y4eyu+
NIUS=ZVO***x

Content-Length: 0

IR R

HTTP/1.1 204 No Content



Server: Aliyun0SS

Date: Wed, 02 Jan 2019 13:28:38 GMT
Content-Length: 0

Connection: keep-alive

x—-oss-request-id: 5C2CBC8653718B5511EF4535
x-oss-server-time: 134

SDK

DeleteObjectf# 1t MY #5155 SDKA

- Java

* Python

+ PHP

- Go

- C

- .NET

* Android

- i0S

- Node.js

* Browserjs

* Ruby

tHIR

BEY HTTP IRZ0Y iR

Not Found 404 H#rBucket R ELE,

No Content 204 HirObject R E1E,

7.6 DeleteMultipleObjects

3=
1]

DeleteMultipleObjectsiZ AT MERE—A 2 (Bucket) HHIZA S (Object) .
KiBiE

POST /?delete HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
Content-Length: ContentlLength
Content-MD5: MD5Value
Authorization: SignatureValue
<?xml version="1.0" encoding="UTF-8"7?>
<Delete>
<Quiet>true</Quiet>
<Object>



<Key>key</Key>

</Object>
z/Delete>
ERkK
OSSEHRIE LA iR LB EIE, HEAIERA S PITIMERRIE,
e R | RERIE filiid
Encoding- |FfF |& KeyiFHUTF-874%. WIRKey & XML 1.05R4EA
type Hh ZFE Ay, el piEid fiEencoding-typeXti&
mgs R KeyEf 74w,
BRIME:
nfiEfE: url
Content- |2 AT HGRHTTPIE B RE K,
Length Hh OSSZHRPBILIE R LB UK S, HEA EA
SPITIERIRE
Content- | Content-MD52 —HHMDSR A RINE, bRk
MD5 Hh ATFRENBNA RS S RIEN—%. L% 7T Content-
MD5iERLIG, OSSEHRHEMARContent-MD5IF
K —8hk,
= WimA:
¥ DeleteMultipleObjectsiiRiH A LEMDS5M
BRGE 12807 WA, AR R
Hibase645 %409, 4ahdfn1921M 74 BlContent-
MD55BN% .
BERTER
2 eyt p U35 fifiid
Delete o o {17 DeleteMultipleObjectsi KK
g%%o
FhR: —AEZA0bjectit &,
Quietjt £
RYiri: None
Object B ys f-1E—AObjectfs B A,
TR Key
RYiri: Delete
Key I s PiMERODbjectf447,
RYiri: Object




HFR e Y| R Ik iR
Quiet BB 7R 3 FTIF ) B BB %
DeleteMultipleObjectsf2fit L R
JUIME)SRUAME oW
- B (quiet): OSSIR MK
SRy Ne YRR TN ESOY it ek vt ]
Object&iH, WISLAA MBRER K
1, WA WA,
- PRI (verbose): OSSI&mf)
HEAEP S EHAMERObjecty
259, BRI,
A3UE: true OFERHE) |
false OFREAIBIR)
BRiME: false
Y Delete
M R Fo 3
B e Uy iR
Deleted pasid PRIABRIIMERFIObject 73 2%,
TV Key
RYirk: DeleteResult
DeleteResult B {17 DeleteMultipleObjectsif R4k B2
o
F1i 8 Deleted
R¥is: None
Key g2l PeIBRObjectif 44,
R Deleted
EncodingType ek RSP gRRg e IR, W RIS
HifgsE T encoding-type, WIRMEIFIZE 20
Key#Ef74ihd,
RYri: B

Nt

KAV B A S 1 SR B

POST /?delete HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length:151
Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:+z3gBfnFAxBcBDgx27Y/jEfb

* kK k




<?xml version="1.0" encoding="UTF-8"7?>
<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>
<Object>
<Key>test.jpg</Key>
</Object>
<Object>
<Key>demo.jpg</Key>
</Object>
</Delete>

R

HTTP/1.1 200 OK
x-oss-request-id: 78320852-7eee-b697-75el1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length: 244
Content-Type: application/xml
Connection: keep-alive
Server: Aliyun0SS
<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Deleted>
<Key>multipart.data</Key>
</Deleted>
<Deleted>
<Key>test.jpg</Key>
</Deleted>
<Deleted>
<Key>demo.jpg</Key>
</Deleted>
</DeleteResult>

FYTT B A 37 SR il

POST /?delete HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length:151
Content-MD5: ohhnqLBJFiKkPSBOleNaUA==
Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:WuVOIks8RyGSNQrBca64kEEXx
*k k%
<?xml version="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>
<Object>
<Key>test.jpg</Key>
</Object>
<Object>
<Key>demo.jpg</Key>
</Object>



</Delete>

BRI

HTTP/1.1 200 OK

x—oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length: 0
Connection: keep-alive
Server: Aliyun0SS

SDK
- Java
* Python
+ PHP
- Go
- C
« .NET
- i0S
- Node.js
+ Browser,js
* Ruby
FHIRIG
TR HTTP K& filiik
InvalidDigest {400 %Y Content-MD5##3R k)G, OSSRTHRIHEAR
Content-MD5IFK A& — &1k, WRA—BZIR M TR
TN
MalformedXML 400 - WEEEA R VF2 MBI, fid2 MB IG5
B,
- DeleteMultipleObjects I 1#5 2 3 Fe ki RIMER
1000/™Object, HXiFRiEIE10004Objectik mlitt
A,
7.7 HeadObject

HeadObjecti#Z TR XMF (Object) HIEER. MHMEOAZIBRIIFNE,

BeHA:




WIRELEPutObject I 5:fE A PAx-oss-meta- B IF kffuser meta, Lbllix-oss-meta-
location, BEIFHEN, &MiXEuser meta,

BERIEE

HEAD /ObjectName HTTP/1.1

Host: BucketName/oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

ERkK

e L REBE | ik

If- EZETi % AR AS B PRI A LT S PR B R ), W& 91200

Modified- OKflObject Meta; #Mi&[H304 not modified,

Since ERIMA: &

If- EZETi £ QNSRS NS BT RIN [R) 55 T B e T SRS b igs e g

Unmodified [, WHEE200 OKAIObject Meta; & Wik M412

~Since precondition failed,
BIMA: &

If-Match |FFFH i WmUE AWM ETagflObjecti) ETagPtfc, W
i&I91200 OKflIObject Meta; W& M412
precondition failed,

HMIME: Jc

If-None- |fFHh B WARIE NI ETagffif1ObjectiETag APLAE, W

Match 12200 OKAfllObject Meta; 5 Mi&I1304 Not
Modified,

BIME: &
M Rz 3k
Bil:

IR SRR EERE, MR SkHContent-Length, ETag., Content-Md5 ¥8 HERSXAFIIIE
{58 ; Last-Modified2 Hbn XM BERRMI R RAE ; HARS MR BEE CE B

4R FH ik

x-oss-meta |FHFH PAx-oss-meta- WSS BN P HE X meta header,

—x S P{EPutObjecti ¥ E 1 PAx-oss-meta- A RiS; T EE X
meta, WIWIRIH S EIXEHE X meta,




€ i filiid

JEx-oss-meta | ZRFH P {EPutObject, HE X —2Ex-o0ss-
-FESLI ELE X meta i Header, Uix-oss-persistent-
header headers:keyl:base64_encode(valuel),key2:base64_emncode(valt

, WIREPZBUMATRIY F & X Header,
VIR 2 WOSS iy fx-0ss-meta-J1 Sy 1 & Lo

X—-0SS— FrrH 41 ZO0bjectyREf T IR S5 Asi i Bl 2 AA BB, W0 S Sk
server SIRMIESE, HAHZIZObjectitIAR S5 A & 8%,
-side-

encryption

X-0SS-— IR WA P TERIE Objectin i v IRS5omME, HMETiER
server KMS, mmpirp2 s tkHeader, FR3Ma i o
—side- KMS key 1D,
encryption
-key-1id
X—-0SS— ESHT FoR0bjectFERERE, 73500 : brifEfEiER
storage- % (Standard) . VIR ERE (Infrequent
class Access) . JIFf##EREY (Archive)
- PRUEAARERAR AL TR, SRl RPERERIR R AE AR
55, REME SRR BIE Vi),
- ARSI 2RISR B K WA BB AR B Vi Tl (5K
i CEXH ViR13121%)
- HPMAERRLE SR E R CEVCEERL L) BRI
#5, TEAEREREIINR D im), BaEidE A ] iRBR SR EL
53 BRI AR URIN )
X-0SS~- AT H FIRObjectfAY,
object- - jAjidPutObject Ef£FObjectI Ry Normal,
type - J@idAppendObject E{%£¥ObjectA Appendable
- j@dMultipartUpload _Ef£#ObjectZRE A Multipart.
x-oss-next |FfFH ¥ Appendable#¥jObject2zi& Mt Header, A F—IX
-append- R Rt position,
position
x-oss—hash | FfFH FIR%O0bject64iCRCIH, %641 CRCHHIEECMA-182FnE
-crc64ecma HESH, EER, AYRERNObjectn iR IX"Header,
X-0SS~- EZEli WA P % Object B8 v aEIRIN (Lifecycle) , Mapy
expiration rhf44 & x-oss-expiration header, Hexpiry-dateffJ{Ei7:

AiZObjectd I HI, rule-idiE A HPLELANIID,



https://yq.aliyun.com/articles/499171

e R filiik

X—0SS— TR W Bucket® M Archive, HHIF'E4$E%iRestoreifizk, W

restore iRz Sk 22 PAx-oss-restorei& [ili%Object i RestoredkZs, 47
R JLRPE DL :

- WIRBEE PEZZ Restoresk #F Restore & @IY, WIAIRHIi% T
B

- AR ELEZRestore, HRestore®f5emR, MR MK)x-
oss-restoreffi’h: ongoing-request="true” .

- MR ELEZRestore, HRestoreB&5emk, MR MIF)x-
oss-restorefii’h: ongoing-request=" false” , expiry-
date=" Sun, 16 Apr 2017 08:12:33 GMT” , HHpexpiry-
date/2RestoresefkJGObjectith A rfisziR A i JAT ],

X-0SS- FAFH X P B MNSTH AR SS BROSSHMF ARG, fERTIEROSS

process- FHSCTRAEIT QSR A LRSS AR, Jufugig . rp S 5 XA

status Header, {i’h%idBase64%itdjsonts=\iSifFidRIgs R,

X-0SS- FAFH ZObjectfig@IBucket i B IEREMN BN, HiHR

request- BARBucket &N, WpHREE tHeader, {H

charged requester,

Content- FIFH T Normal#iObject, HHERFC 1864 iR EM

Md5 % (FMuffiHeader) IHEMAS{EIRA 128 LRI, M
Bt Thase644itE — M B i Content-Md51H,
MultipartfilAppendable ¥ XA iR X A Header,

Last- FAT R Objectht/a—RIBERIA M, FFAMHTTP 11T RE R

Modified GMTIH ],

Access- AT Y ObjectfifEBucketitE ¥ CORSHIN, ik RIYOrigin

Control Wi e Fi55E I COR SRR I 2AEMi R 253X 4 Origin,

-Allow-

Origin

Access- AR % ObjectfifEfBucketfit & ¥ CORSHINI, anii&RiYAccess

Control -Control-Request-Methodi#i /& $55€ it CORS MRS 2 FE N B

-Allow- i e PriMethods,

Methods

Access- AT Y ObjectfiifEfIBucketfic B 7 CORSHIM, 4nSiFRi e

Control- Bucket/ic B CORSHM IR ZAEmi 15 MaxAgeSeconds

Max-Age

o




e E i) ik
Access- EZk: A ObjectfiifEfIBucketfit B 7 CORSHIM, 4nSiFRid e feE
Control FICORSHEM B2 £Ema v (1 & iX e Headers,
-Allow-
Headers
Access- FIFH FERRLVFViIN% FiJavaScriptiEFiheadersll#, 4
Control ObjectfrfEBucketlit B 7 CORSHEMI, Q1S i# K e 5 i
-Expose- CORSHUMIR A2 R H 2 5 ExposeHeader,
Headers
X-0SS- I ML RPN EL DY P A B RPR I IR ]
tagging-
count
Al
R B

HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:32:52 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:JIbzF2LxZUtan1J5dLAG92wpDC/
E=

IR R

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
x—oss-object-type: Normal
x-oss-storage-class: Archive

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: Aliyun0SS

{232 Restoreil Ki{HRestore& f 5k 1iE Rl

HEAD /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:32:52 GMT

Authorization: 0SS elUnnbmlrgdnpI:KKxkdNrUBu2t1kqlDhOMLbDb99I=

B

HTTP/1.1 200 OK

x—o0ss-request-id: 58F71A164529F18D7F000045
x-oss-object-type: Normal
x-oss-storage-class: Archive
x—oss-restore: ongoing-request="true"



Date: Sat, 15 Apr 2017 07:32:52 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type:

image/jpg

Connection: keep-alive
Server: AliyunOSS

iz Restoreiii sk Hrestore 52k I it K3

HEAD /oss.jpg HTTP/1.1
Host: oss—-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:35:51 GMT

Authorization: 0SS elUnnbmlrgdnpI:21qtGJ+ykDVmdu606FMInn+WuBw=

R

HTTP/1.1 200 OK
x-oss-request-id: 58F725344529F18D7F000055

x-oss-object-type: Normal
x-oss-storage-class: Archive

x-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr 2017

08:12:33 GMT"

Date: Sat, 15 Apr 2017 09:35:51 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

g
TR HTTP K& ik
NoSuchKey 404 XA
SymlinkTar 404 SRR B
getNotExist
InvalidTar 400 PERRUONEREERE, HHW SRR e,
getType
Not Modified | 304 - $552 T If-Modi fied-Sinceiikk, {HJHObjectfE
FEERIN R 5 s ol
- fERE T If-None-MatchifRk, H
JHODbjectETag{H A& L ETagil %%,
Precondition 412 - $5E T If-Unmodified-Since, (HIGZAIN L
Failed TFObjectshMEs i .
- FEE T If-Match, {HJFEObjectiETaglHME it
ETag AMHY




7.8 GetObjectMeta

GetObjectMetafZ M TR —A X (Object) WICBHER,
#ObjectffETag. Size. LastModifiedfs, I HAIRMIZObjectfIPIZ,

BEIA:

 WERObjectAUNTSHERE, RIBMFFSHEHEA B ER.
- KIRIEFIEMIERIFER &R, GetObjectMetat I AR I A,

BERIEE

HEAD /ObjectName?objectMeta HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Authorization: SdignatureValue

MRz Sk

My o7 ke Ry

iR

Content-Length gl

Objectify St/

ETag AT H

Object’k ki &I ETag (entity tag), ETag
HFHrR"—4ObjectiIN%.

X FPutObjectifiR i Object, ETagfiij2
HAEFRMDSE; * T HAth)5 X8l Object
, ETagliRHMNAEMUUID, ETagffinl AHTF
Ki&ObjectNA R G AL, AR
HETag kAR 0bject NAIIMD SEFEE ¢
BEE

BRiME:

Tl
RN

HEAD /oss.jpg?objectMeta HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:CTkuxpLAi4XZ+WwIfNmO@Fmgb

*kk*k

B

HTTP/1.1 200 OK

x—oss-request-id: 559CC9BDC755F95A64485981

Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5B3C1A2EQ53D763E1BOQ2CCHOTCS*x*xx%"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

Content-Length: 344606




Connection: keep-alive
Server: Aliyun0SS

SDK
GetObjectMetatZ Xt MY #5155 SDKAN
- Java
- Python
* PHP
- Go
- C
- .NET
- Android
- i0S

iR

AR HTTP K& A

Not Found 404 HbRObject R E1E,

7.9 PutObjectACL

PutObjectACLIEOIH BB (Object) MIVTMIMIR (ACL) . B#{EH A Bucket
OwnerfARRIAT, HFMObjectfiiE R,

BEHA:

- Object ACLILES = FBucket ACL, fil@liBucket ACLi2privatel#, MiObject ACL2
public-read-writeft), W H P EHIAIX A Object i AR, BIfEiX/Bucketid
private bucket, IREFEAObject NKEBEITIACL, MV BRENGBucket ACL,

- ObjectiifEfats: GetObject. HeadObject. CopyObjectfiUploadPartCopy*H
IXRODbjectiz; Objectf)’s #fEfLHE: PutObject. PostObject. AppendObject,
DeleteObject, DeleteMultipleObjects. CompleteMultipartUpload AKX CopyObject
XF#iObjectf5

- KEIEV] AEODbject i 5 #R1EI, 1EiF Rk Lx-oss-object-aclki EObject ACL, R
5PutObjectA ACLF[H, BliPutObjectiyfEik Rk Ex-oss-object-aclnf PATE L{&—
AObjectiyF]I iz Btk ObjectiACL.



ACLiEAR

PutObjectACLIZIEII PutifiRPi¥Ix-oss-object-ac kK E, HiijObjectf L FPYFIi
3N

e filiik

private Object/2 A IR, R i%ObjectiOwner#iifi i%Objectityisk
HHR, HAthH P A BEREEEZODbject,

public-read Objecty2 22 3Li¥i I, Object Owner#iifiiZObjecti i 5
B, dEObject Owner X fii%ObjectiyiFAbR,

public-read-write Object@ ABEEF RN, B Pl N iZO0bjectii% 5
R,

default Objecti# AT fEBucket® i F B, BIBucket2 {2 KR,
Objectst@ 2K,

BERIBE

PUT /ObjectName?acl HTTP/1.1
x-oss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

Tl
R

PUT /test-object?acl HTTP/1.1

x-oss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3IxrTZ
*k k%

RN

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

SDK
BEA% UM LR 25 1 5 SDKAIR «

- Java

- Python



© PHP

- Go
- C
- .NET
+ Node.js
 Browser,js
* Ruby
fHiREG
IR HTTP K& fifiik
AccessDenied |[403 I EARBucket Owner, mXBucket OwnerXf
ObjectBHE IR,
InvalidArg 400 faEMIx-oss-object-ac AT,
ument
7.10 GetObjectACL
GetObjectACLIZITHRIKBUEANTEMEZE M (Bucket) TR (Object) Wi
FR (ACL) ,
BeHA:

W —/4Object NAREIFACL, WM GetObjectACLEY, RIIFObjectACL ydefault, #
MiZObjectMACLEfBucket ACL, HII Bucketf iR 2 private, WiZObjectifiii
PRt 2 private,

BERIEE

GET /ObjectName?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

MRzITER
e R fifiik
AccessCont o TEEACLAE B 2%
rolList RYisi: AccessControlPolicy
AccessCont o f#17Get Object ACL&S RINZA 4%
rolPolicy LViri: None




Nl

SDK

€ Rl Tk

DisplayName |FHFH Bucket#if5 #4495 (H aiFH FID—5)

RYisi: AccessControlPolicy.Owner

Grant BOEELT Object ACLALR

AR private, public-read, public-read-
write

RYisi: AccessControlPolicy.AccessControlList

ID PR Bucketii5 & A 1D
5&4—!‘

TR AccessControlPolicy.Owner
Owner o) /17 BucketillH# 5 B AT
5&—'—"

Tri: AccessControlPolicy

HRRH

GET /test-object?acl HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgh
* k%%

BRI

HTTP/1.1 200 OK
x—o0ss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253
Content-Tupe: application/xml
Connection: keep-alive
Server: Aliyun0SS
<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</1ID>
<DisplayName>00220120222</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

BEFZ TTAON REFR) 2518 &5 SDKAN T :
- Java

* Python

- PHP




- Go

* .NET
B0
AR HTTP & | HREER ik
2]
AccessDeni| 403 You do not have read | AR, HfBucketM#lHEA
ed acl permission on this |BEfEfIGetObjectACLIXMEITRIKHL
object. ZBucket FH4ObjectiJACL,

7.11 PostObject
PostObjectflifHHTMLZ ¥ -f£0bjectFlfii%E Bucket,

PostObject

R

POST / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

User—-Agent: browser_data

Content-Length: ContentLength

Content-Type: multipart/form-data; boundary=9431149156168
--9431149156168

Content-Disposition: form-data; name="key"

key

--9431149156168

Content-Disposition: form-data; name="success_action_redirect"
success_redirect

--9431149156168

Content-Disposition: form-data; name="Content-Disposition"
attachment;filename=oss_download. jpg

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-uuid"
myuuid

--9431149156168

Content-Disposition: form-data; name='"x-oss-meta-tag"
mytag

--9431149156168

Content-Disposition: form-data; name="0SSAccessKeyId"
access—-key-id

--9431149156168

Content-Disposition: form-data; name="policy"
encoded_policy

--9431149156168

Content-Disposition: form-data; name="Signature"
signature

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.
jpg"

Content-Type: 1image/jpeg

file_content

--9431149156168

Content-Disposition: form-data; name="submit"



Upload to 0SS

Akl AMeEpolicy#
PASRTE RGN R E A E

R, JHEEVIlpublic-read-
writeffJBucket,

BiME:

Rl BucketyiEpublic-
read-writes# $2{i

T 0OSSAccessKeyld (Signatur
B, s fEpolicy# B,

--9431149156168--
- ii*kHeader

ey HH ik IR

0SSAccessKeyId |FfFH: Bucket #fi # I AccessKeyld, | &Mk
BIMA: T
BR#l: 24Bucket}iEpublic-
read-writes{ #FH4it 1 policy
(BSignature) FKMIHN, L5
PIEOSSAccessKeyld # i,

policy FrH PolicyHE5E 1 i SR sty f %t

p)

Signature

TArrH

i
#iAccessKeySecretfllpolicyit
BWEAER, OSSRIFiZZA
15 BN 5 E % Postity Rk &1k
T, BIEARIRIE S % P Post
Signature,

BIMA: X

RRifl: 24Bucket}iEpublic-
read-writesk##{ik

TOSSAccessKeyld (policy) #

MR, A iESignature
ﬁc

A

Cache-Control
, Content-
Type, Content
-Dispositio
n, Content
-Encoding,

Expires

AT

HTTPi&kHeader, Hit4lz5E
2 WPutObject,
BRIME:

nJig




e

PRl

filiidk

(53
=

file

TATHR

XHFSSCANE, AR R
Bfa—AiR. DIYEER 2 HahRE L
PERADE R E Content-Type, I
BSEHPEE, OSS—IkRHAE 1
fe—A3fts
MIME: T

=

key

TATHR

Ef&Objectififafr. W44
WEEgT2, Wa/b/c/b.jpg,
MOSSZ: H A QI EFH LI S
BRIMAE: X

B

-

success_ac

tion_redirect

AT

e RIE% P onpkEE R URL,
WMERRIEEZER A, BREIER
Hisuccess_action_status#é #il
faE. WIR EAERM, OSSRl
B, AT RS,

ERIME: T

nJig

success_ac

tion_status

TAFH

P S i1

sEsuccess_action_redirectF

BN, EFAEEEE T HRRY)G

B M43 PR SR,

ZRIME: T

AH¥UE: 200, 201, 204 (B

/NS

il

= B

- WEREERE N 2008# 204
, OSSI& [A]—A~ 23 TR FIAH L
IR,

- WA E 201,
OSSRl —ANXML {1201
K&,

- WEREERE AR B
A EEE, OSSR —A4
B204R 51,

(277

X—0ss—-meta—*

TATHR

M PfeEruser metaffi,
ERIME:

nJig




e PRl

filiidk DUy

X—0ss—-server-— ?ﬁ%

side-encryption

faEO0SSlidtObjectb k55 A | nli%
I gmpsBIE,

BUii: AES256 3R KMS (BT
W SEKMSESNE, A 0] A

M KMS &R, Sk
KmsServiceNotEnabled #5i%
)

fRES8UG, fEmRLh RN
WS, 0SS&M LiZObjecti#
ITmE g EiE. 4 FEi%O0bject
I, MRSk 2% x-0ss-server
-side-encryption, HIZHEH
PR IZObjecti &R,

X-0ss—server- FrFER
side-encryption

-key-1id

FORKMSIEEH P R %89, nJi%
%S B {Ex-oss-server-side-

encryptionBHEIKMSIAAEL,

x-oss-object- FrFH
acl

FEEOSSAIEObject MR | Wik
B

Hikfl: public-read,
private. public-read-

write

x-oss-security- |FfFH
token

ARV ) 25 P ST SN nJ ik
RUTHA, MBLERE %
JHSecurityToken(¥{H, [F
IFOSSAccessKeyld il 5~
BEX IS AccessKeyld, iM%
2, Sl EAccessKeyld%

HBITR—F
BRIME: &
- Wi Header
HR Ry iR
x-oss-server-side- TR WIE RS E 1T x-oss-server-side-

encryption

encryptionfi%its, Wi Headerr
WE T, FUT AR R
?%O




- MR TR

£

filiid

PostResponse

{R17Postifi RETRII A 35
TYisH: Bucket, ETag, Key, Location

Bucket

Bucket#4F#.
RYiri: PostResponse

ETag

TrEH

ETag (entity tag) {51 Object ki sy &

i, PostifiROIEHKObject, ETagffij2i%0bjectPN%s
Muuid, PIPAHFRAZODbject NA RS &AL,
RYim: PostResponse

Location

FATH

HitldObjectJURL,
RYixi: PostResponse

- HIYI

- PostBfETEX Bucketiia 5 MR, W Buckethpublic-read-write, WA Lf£%44
HR, HMERMNZRIERTEAKIE, SPutifEARR, PostifEflifl AccessKeySecret




Xpolicyi# 154, HHHINEAZIFBIENSignature R RIRIME, OSSEUUEZE M H
W4 M S TATE,

Jiit Bucket 270 public-read-write, —H _Ef& OSSAccessKeyld. policy.
Signature FHBPRHEE A, W53 AR Ay T, BRIOSSRIR MY :
InvalidArgument,

PostiffEHR 2 T % 25 multipart/form-data, HBHeader#Content-Typeh
multipart/form-data;boundary=xxxxxx XFEMIEN, boundaryhiliH71FH,
PR URL Bucket A ], ATRELEURLHSEODbject, HNFERITRPOST /
HTTP/1.1, AREEKPOST /ObjectName HTTP/1.1,

FHflipolicy il UTF-8%ih5,

B P L% Y Content-MD5iEkHeader, 0SS&it#bodylContent-MD5)FH:#—5(
%, WA, KiBklInvalidDigestiiizag.,

WHRPOSTIE Rl 5 Header¥ A5 EBURLEAG R, OSSAZMN BN,

WRIE R PAx-oss-meta- MHGSRI R A, WP Huser meta, LLllIx-oss-meta-
location, —4~Objecti] AGZAMRMUNSE, Hrfuser meta/s K/MARERIE 8 KB
PostifiRibody 8 KEARWBIESGB, A XXFKER KR, WIRMIFHGHS: EntityTooL
arge,

W &R 1 x-oss-server-side-encryption Headeri&sRiK, W20k 8 HAG N
AES256 5KMS, #HM£RMI400 #iiR, %S : InvalidEncryptionAlgorithmError,
feeZHeader)q, fEMp Sk hszigmliZHeader, OSSEX LEf&EObjectidlf 7 gmis 17
fii, X4 Object¥ P&, Wi Header 2 5x-o0ss-server-side-encryption, {H#%
PEERIZObject M HIL,

FEPIION KNG AU, AHFASRIEDN KNG UK,

N

RSN E

POST / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168
--9431149156168

Content-Disposition: form-data; name="key"
/user/a/objectName. txt

--9431149156168

Content-Disposition: form-data; name="success_action_status"
200

--9431149156168

Content-Disposition: form-data; name="Content-Disposition"
content_disposition



--9431149156168

Content-Disposition: form-data; name="x-oss-meta-uuid"

uuid

--9431149156168

Content-Disposition: form-data; name='"x-oss-meta-tag"
metadata

--9431149156168

Content-Disposition: form-data; name="0SSAccessKeyId"
44CF9590006BF252F707

--9431149156168

Content-Disposition: form-data; name="policy"
eyJleHBpcmFOaW9uIjoiMjAxMyOxMiOwMVQxMjowMDowMFoilLCJjb25kaXRp
b25zTjpbWyJjb250ZW50LWx1bmd0aClyYW5nZSIsIDASIDEWNDgINzYwXSx7
ImJ1Y2t1dCI6ImFoYWhhInOsIHsiQSI6ICIhInOseyJrZXkiOiAiQUIDIN1dfQ==
--9431149156168

Content-Disposition: form-data; name="S-ignature"
kZoYNv66bsmc10+dcGKw5x2PRrk=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.
txt"

Content-Type: text/plain

abcdefg

--9431149156168

Content-Disposition: form-data; name="submit"

Upload to 0SS

--9431149156168--

- BRI

HTTP/1.1 200 OK

x-oss-request-id: 61d2042d-1b68-6708-5906-33d81921362¢
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1BOO2CCEOTCS5****%

Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Post Policy

Postif R policy & ¥ H T RE R &TETE, policy h—B& I UTF-8fbase644ihisi
JSONSIA, 7B Y Postid R RRIFIE, BN T public-read-writefjBucket &I,
Post g i, (HIRATIHREZNE B 0K BRI Postif K.

policy Rl

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [
{"bucket": "johnsmith" },
["starts-with", "$key", "user/eric/"]
]
h

Post policy i fil % expirationfllconditions,



- Expiration

ExpirationWiti& 1 policy Mt WAl ), LAISO8601 GMTHRIF R, Hla2014-12-01T12:
00:00.000Zf5E T Postif R & AELE20144E12H 1 H12 58 Z Hijo

- Conditions

Conditions2 —4"%I3K, wDUHTHEEPostif R ZR BRI S5 MH,

BiHA:

RIS PIMEERE A policy ZJR i RE,  RIBE, policyHise it s 5 1A W 25X b

TR Z i BAIAEL

Policy*h3ZHficonditions¥ii Wl 3

e

Tk

content-length-range

_EtEObjectiii /MR SLVFRMN. %
conditionZ¥fcontion-length-rangeVLHt

Jiko

Cache-Control, Content-Type, Content
-Disposition, Content-Encoding,

Expires

HTTPi#%kHeader, iZ%condition3Z+ksifi
VLt filstarts-with PCfe /5 .

key

_f&Objectifjobjectf 5, #conditions¢
FeRiHPCAt fMstarts-withPUlt 7y X,

success_action_redirect

RGPk URLHE, Z%conditionsZ
FPRS MDA fistarts-with Pt 5 3.

success_action_status

Kfgasuccess_action_redirecthy, Ff&pk
WG HNREIRAER,  ZconditionZHRERgHiPL
fidfistarts-with Pt 75 =X,

X—0ss—-meta—-*

M EE R user meta, %condition 3z
HaPCht fistarts-with PCfd /5 X,

SR Postif R R EHIIMAZR IR, OSSH]BURAX LM HIgi A 2lpolicy¥conditions

RIS TEM
- ConditionsVLht 75 =
ConditionsPLft 53X ik
FEHPLEC FPIEIE RSP AL conditions P IAINE, FEEkey

RHHH RS Na: { “key” :
eq” , “$key” , “a” ]

“a” }Iﬁlﬁﬁ[ugﬁ' [ «




ConditionsPLht /5 = fifiik

Starts With FEPIE LA DR E AT, FlantsEkey i 255 Lluser/
userlJFtf: [ “starts-with” ; “$Skey” , “user/userl” ]

faE SR /INEH FRE PR SOVF AR SO KR/ NE R, Sl se it ek
HM1#107%5: [ “content-length-range” , 1, 10]

L EL ]

f£ Post policy ¥ $ i, WCREGNIA S, TRMME L7 \S. FRitZS, JSON i —
Bep RFHEITHE L. TRMIIR T Post policy ¥ JSON R Zi i T#: UM F74F,

LI E L ik

\/ FHL

\ FARHL

\” 515

\$ =Sy )

\b K+

\f 5

\n IR

\r ] %

\t IKPIRAT
\uxxxx Unicode F5F

Post Signature

XFRAERPostig Rk, HTMLZEfrh24if & policyMSignaturefsa. Policyiillis kLt (F

oy masiie

¥ SignatureM AN :

1. BlE—4 UTF-8 gafidid) policy.

2. ¥ policy 317 base64 %%, HAHHI policy FMMIHINNIE, KA IFEEANEN

$O

3. fill AccessKeySecret MEZAM TR T84, SH Tk SHeader PB4 TR
Ml CREEZBANZI BN policy BIRD) |, 145 WpHeaderfuy 5% 40

15l Demo

Web Ui #é S Eif% OSS 713l Demo, 1% WJavaScriptzg pigss 4 Eifso



7.12 Callback
P R BAER %L 0SS Wi RP#E NI Callback 2%, WIRESZIRMIVE, A SZPEdisr
FCallbackiy S BL,
BERER
- HAi%$F Callback ) API #1145 : PutObject, PostObject, CompleteMultipartUpload,
- HilisZFfCallbackifiisif : 4L 2 (k) . R 1 (B . el GBR) . 4R 2 (L
) . LR, 1 SMa . EE 1 GOD C FB LS (R . EdE3 Gk
KD o WERE L GAE) . EAARIE T (HA) o BB 1 GE25HD) o JERIRR 1
Gorhndge) . REREE 1 (OBS)E) . EEH 1 D) . EARE 2 (BJE) PIRIEKHR
w3 (RN .
- W% Callback PEHZ W g 4230



HE1: HESE
- Callback &%k

Callback 2802 H—B£:5d base64 4t Json 47 (2B . #E callback SEU1
SRR EIAMARS# url (callbackUrl) PARFIVAIIPNZ (callbackBody)

Json FEAUIR:

TB P4 RGBT

callbackUrl - P LSRG, OSS Fdt url &% =
WiFR, EKRITEN POST, body h
callbackBody fR@IN%. IEHEWERT, %
url FEMIR. HTTP/1.1 200 OK, body #
5k Json k8=, WiR3k Content-Length &
HMAENE, HAEE 3 MB,

- XFFRINECERZ 54 url, oS ) o
#l, 0SS £ARKEIXFEREAFNE IR WK
ik,

- WERBARCE R MA N A B E
callback,

- %¥F HTTPS Hbdt,

- AT RURERRAE RS E L, callbackUrl
Tt url apdAbBy, ktliihttp://example.
com/pxz.php?key=value&fr x4 Fr=H ¢
i TFEYRISHR http: //example.com/%E4
%B8%AD%EG%96%87 . php?key=value&%E4
2%6B8%ADXBEG%962%87T%ES5%90%8DBET%AT%BO
=%E4%B8%AD%EG6%96%87%E5%80%BC

o

callbackHost - REEMERI Host Skiyfl, NAERET
callbackUrl B A B3,

- B ECE callbckHost, W& fibi
callbackUrl Hit) url J+¥#HT B host 1
7t# callbackHost 1,




TB

X RELT

callbackBody

T

KM IER body MfE, Hill: key=$(
key)&etag=$(etag)&my_var=$(x:my_var
)o

XHF 0SS &gk, HENZERMER, X
FIRGE RN IRIR . HE SRR

% $#/i 4E PutObject flCompleteMu
Itipart H2iliid callback-var SRf&i#, 1
PostObject IR 244~ 2% kiaid 2% sk
&3,

callbackBodyType

o

KmiEiE R Content-Type, ZF¥
application/x-www-form-urlencoded #
application/json, BRIAMHiH .
callbackBodyTypeRJHt{H} applicatio
n/x-www-form-urlencoded, W)
callbackBody HHZ RSB url %ild
AR s, sk application/json, W
2% json MBI R,

Json FBORBIAN R :

{

"callbackUr1l":"121.101.166.30/test.php",
"callbackHost":"oss-cn-hangzhou.aliyuncs.com",
"callbackBody":"{\"mimeType\":${mimeType},\"size\":${size}}",
"callbackBodyType":"application/json"

}

{

"callbackUr1l":"121.43.113.8:23456/1index.html",
"callbackBody":"bucket=${bucket}&object=${object}&etag=${etagl&size
=${size}l&mimeType=${mimeType}l&imageInfo.height=${imageInfo.height
}&imageInfo.width=${imageInfo.width}&imageInfo.format=${imageInfo.
format}&my_var=${x:my_var}"

callbackBody "Hv] AB B RGESEA FRFR:

RHESH 94

bucket el ]

object Mg L)

etag AFR) ETtag, BHRRIZEH PR ETag 7B

size Object K/, CompleteMultipartUpload i l#A4™
Object IR/




RIS aX
mimeType VEIRRAY, 4 jpeg BERHIBEIRRAN image/jpeg
imageInfo.height P ea g
imagelInfo.width P i
imageInfo.format B, W jpg. png &
BEW:

imageInfo ¥ B A kg, W MAERE AAgaX
, imagelnfo.height, imageInfo.width. imageInfo.format #h%3,

- callback-var HE XS

M PR PAEE callback-var ZBCRACE A& XS, HEXSEZ A Key-Value i) Map
, AP DIACE A CRZENSHEZ Map, 18 0SS R POST FHIF RN, 2#ixtesi)
M ERRRGES B —IIAE POST 5K body H BA7 {2 ImT 8 75 3REL,

Fi e LSR5 TEM callBack 2807582 —FEK, 2L Json FEURIZEE. 1% Json
AR — MRS BE XS Key-Value 1) Map,

BEHA:
HP HEXSEIN Key —@&ZPL x: Sk HLF00NE, B0 0SS 2R M HEiR,

B P EEBESERA B2 XS E 0 xovarl fil xavar2, SRME 7318 valuel Fi
value2, HB2H9iE KN Json HEXUH:

{
"x:varl":"valuel",
"x:var2":"value2"

}

BB
W% A callback 3¢# callback-var Z28AEE, WLiRM 400 #%, HHiEG
4”7 InvalidArgument” , AETEMERERERLFILA:

- PutObject() fil CompleteMultipartUpload() 10 url #1 header FI%E A callback(x-
oss-callback) 8%# callback-var(x-oss-callback-var) 2%,

- callback #¢# callback-var ( PostObject() HiT#%f callback-var 2%, KA IR
i, TRE)ZEERK (B 5KB) .

- callback 3# callback-var 251453 base64 #ilduke2id base64 IS E AR &Sk
Json F§3k,



- callback Z28U##i)5 callbackUrl ZEBAL S url BIIFREI (54) , 3F url PEAR
port ANGTE, el

{"callbackUr1l":"10.101.166.30:test",
"callbackBody":"test"}

- callback Z25fi##i)5 callbackBody 7B hZ,

- callback Z¥#th)5 callbackBodyType FEIMEARE application/x-www-form-
urlencoded B%3# application/json,

- callback Z5f##i)G callbackBody B2 RIS AETE, ALK ${var).

- callback-var ZEH G A2 HUIR JsonfdaX, MHIREERIZ M {"x :var1": "valuel

" Mx:ivar2":"value2". ..}
S22 WEEEAFER
FiE5e R LRI callback # callback-var WA EUGE, TSSEENE] 0SS WiERH,
BRI AL =, J7Ranre:

- 1€ URL 5528,
- 1£ Header "S5
- 1€ POST &R body i Fi # SR 2 5L

BLIA:
FEEH POST 13K L% object I S REAE XA SRR E I S8

PA B =H075 X RERIINE F Hh—Fp, B0 OSS £3& M InvalidArgument %%,

RS2 0SS KiFRrp, BB ESOHIER Json FAFHREA] base64 4ifid, IR
TR IEMEME] 0SS KR,

- WNSHE URL i S8, flicallback=[CallBack]®# callback-var=[CallBackVar
1ER—A url BEEEAEREE, %4 CanonicalizedResource B, ¥ callback 28#
callback-var %fff—4> sub-resource HH1EMN.

- WIHRA1E Header iS5, fx-oss-callback=[CallBack]®# x-oss-callback-var
=[CallBackVarfE3—A Header i AR &%, fEiIHZE$ CanonicalizedOSSHeaders
i, ¥ x-oss-callback-var fil x-oss-callback iH&EfEM, RHIUT:

PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com

Accept-ncoding: -+identity

Content-Length: 5

x-oss-callback-var: eyJ40m15X3ZhciI6ImZvciljYWxsYmFjaylOZXNOInO=
User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.
el5.x86_64/x86_64;2.5.4)



x-oss-callback: eyJjYWxsYmFjalVybCI6IjEyMS40My4xMTMuODoyMzQ1Ni9pbm
R1eC50dG1sIiwgICIjYWxsYmFja0JvZHki01JidWNrZXQ9JHtidWNrZXR9Im
9iamVjdDOke29iamVjdHOMZXRhZz0ke2VOYWd9InNpemU9JHtzaXplfSZtaW
1TVHIwZTOke21pbWVUeXBlfSZpbWFnZUluZm8uaGVpZ2hOPSR7aW1lhzZ2VJIbm
ZvLmhlaWdodHOmaW1hZ2VIbmZvLndpZHRoPSR7aW1hZ2V3IbmZvLndpZHRofS
ZpbWFNZUluZm8uZm9ybWFOPSR7aW1lhzZ2VIbmZvLmZvcmlhdHOmbX1fdmFyPS
R7eDpteV92YXJ9InO=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: 0SS mlepou3zr4u7bl4:5a74vhd4UXpmyuudVi4Kaen5**x*
Test

- {£ POST iR i) body i I sk 53 S 8L

- WERTEEAE POST L% Object WHRFRIHS M SMMER—, callback ZECLEERTIEN
2 BASIDRBRHN, RGBT :

--9431149156168

Content-Disposition: form-data; name="callback"
eyJjYWxsYmFjalVybCI6IjEwLjEWMS4xNjYuMzA60DA4My9]jYWxsYmFjay5w
aHAiLCIjYWxsYmFja®hvc3QiOiIxMC4XMDEUMTY2LjMwIiwiY2FsbGJhY2tC
b2R5IjoiZmlsZW5hbWU9JChmaWx LbmFtZSkmdGFibGU9JIHt40nRhYmx1fSIs
ImNhbGx1YWNrQm9keVR5cGU101JhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVy
bGVuY29kZWQi fQ==

- WERPIA B XSS, AEEHEN callback-var SEEEHIMEIF A, SAAE X
A2 AR o B VIR AR SRR SRBIAn s, AR B X248 Json BN

{

"x:varl":"valuel",
"x:var2":"value2"

}
IR POST i3RI AION :

--9431149156168

Content-Disposition: form-data; name="callback"
eyJjYWxsYmFjalVybCI6IjEwL]jEWMS4XxNjYuMzA60DA4My9]YWxsYmFjay5w
aHAiLCIjYWxsYmFja0hvc3Qi0iIxMC4xMDEUMTY2LjMwIiwiY2FsbGJIhY2tC
b2R5IjoiZmlsZW5hbWU9JChmaWx LbmFtZSkmdGFibGU9JIHt40nRhYmx1fSIs
ImNhbGx1YWNrQm9keVR5cGU101JhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVy
bGVuUY29kZWQi fQ==

--9431149156168

Content-Disposition: form-data; name="x:varl"

valuel

--9431149156168

Content-Disposition: form-data; name="x:var2"

value2

IRl a] BAYE policy Wi callback 4 (WIRAERM callback, WIAMZSEIM &%
uE) -
{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [
{"bucket": "johnsmith" },



{"callback": "eyJjYWxsYmFjalVybCI6IjEwLjEWMS4xNjYuMzA6
ODA4My93 YWxsYmFjay5waHAiLCIjYWxsYmFja®hvc3QioiIXMC4XMDEUMTY?2
LjMwIiwiY2FsbGIhY2tCb2R5IjoiZmlsZW5hbWU9IChmaWxlbmFtZSkilLCJj
YWxsYmFja@JvZHlUeXB1lIjoiYXBwbG1ljYXRpb24veC13d3ctZm9ybS1llcmxl
bmNvZGVKkInG="},

["starts-with", "$key", "user/eric/"],

]

}
TSR3 KELEFEXR

Mk BAERY, 0SS SH3EH iRy callback S8 callback-var HE XS5, 545
ENZE LA POST 75 R IELA B IR SS 2o

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded

User—-Agent: ehttp-client/0.0.1
bucket=callback-test&object=test.txt&etag=D8ES8FCA2DCOF896FD7CB
4CBOO31BA249&size=5&mimeType=text%2Fplain&imageInfo.height=&imageInfo.
width=&imageInfo.format=&x:varl=for-callback-test

(FNik) $R4: ERAER

P callback 2805, OSS ¥l P ER callbackUrl %% POST MG R4 H P
MRS . BHRSS aEImlEER 2 5, WERA Sk IR E R 2 B OSS &ZeEif, nlbA
B LE R A REE OSS 87,
- EREA
B REAE OSS Ui, R RSA AEXTFR)T 3o
RAHMEE R AR
authorization = base64_encode(rsa_sign(private_key, url_decode(path)

+ query_string + ‘\n’ + body, md5))

BLIA:



Hrp private_key WFARH, RA OSS HiIl%, path RIEIERKEERR, query_string ly
R, body MmENIE R,
BRI AR =20
1. KRBT . RS url RESE, W ERGHERRFES, mE—Am%E
75, EEvEE Rk
2. RSA% 44 (HRHNTEE AP RT%4, %40 hash FECh md5

3. BRGNS base64 %, 19RIRENES, ZHBAERIVEIE KT authorization 3k
H

ZN/ILIN

POST /index.php?id=1&index=2 HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization: kKQeGTRccDKyHB3HI9VF+xYMSrmhMZjzz12/kdD1ktNVgb
WETYTQGOG2SU/RaHBoVvRCE8OKQDjC3uG33esH2tx*x*x*

Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1

x-oss—-pub-key-url: aHROcDovL2dvc3NwdWIsaWMuYWxpY2RuLmNvbS9j
YWxsYmFjalowdWJfa2V5X3YxLnBlbQ==

bucket=yonghu-test
path JJj/index.php, query_string }?id=1&index=2, body HMbucket=yonghu-test
, A KKQeGTRccDKYHB3HIVF+xYMSrmhMZjzz12 /kdD1ktNVgbWEfYTQGOG2

SU/RaHBovRCE80kQDjC3uG33esH2txA==,
- BUEE A

RIS A RS RN SRR, BN IR SRIE, SR :

Result = rsa_verify(public_key, md5(url_decode(path) + query_string
+ ‘\n’ + body), base64_decode(authorization))

FEIE L S% AP RAMEE, Hp public_key 2%, authorization Ik
B4, BAKURBARER ALY :

1. IR x-o0ss-pub-key-url SER{FRI2 2] url Mk base64 Sk, RIEH 20
base64 fRfS G IREEI~8H, B

public_key = urlopen(base64_decode(x-oss—-pub-key-url3LifHi))

BeHH:



THRUEIXA publickey 521 OSS Wik, H P TRZERLXx-0ss-pub-key-ur UkIN{E %50
PAhttp://gosspublic.alicdn.com/8#FHhttps://gosspublic.alicdn.com/F
2. 3K base64 i JG 1% 44
signature = base64_decode(authorizationsLi{E)
3. RHUFBA I, THRS84
sign_str = url_decode(path) + query_string + ‘\n’ + body

4, BIEE4

result = rsa_verify(public_key, md5(sign_str), signature)

PA LB R :

1. SR url Hohk, BlaHROcDovL2dvc3NwdWIsaWMuYWxpY2RulmNvbS93j
YWxsYmFjal9wdwWJfa2V5X3YxLnB1lbQ==&jdbase64 )543 lhttp: //gosspublic.
alicdn.com/callback_pub_key_v1.pem,

2. %44)kKQeGTRccDKyHB3HOVF+xYMSrmhMZjzz12/kdD1ktNVgbWEfYTQGOG2SU/
RaHBovRCE80KQDj C3uG33esH2txA=={{ base64 @i (BT MIETENESY, KikERH
FRRSSS ISR .

3. FWFFZEA T, W url_decode( “index.php” )+ “’id=1&index=2" + “\n” + “
bucket=yonghu-test” , J{{ff MD5#%%5,

4. Bk,

- MRS5S gl

PAR—B Python /ifil, HORT — AR HIRS S, FERBEWRIEZARNTTE, HRE)
L M2CryptoFi,

import httplib
import base64
import md5
import urllib2
from BaseHTTPServer +import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA
from M2Crypto import BIO
def get_local_ip():
try:
csock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))
(addr, port) = csock.getsockname()
csock.close()
return addr
except socket.error:
return ""
class MyHTTPRequestHandler (BaseHTTPRequestHandler):



def

def

log_message(self, format, xargs):
return

do_POST(self):

#get public key

pub_key_url = "'

try:
pub_key_url_base64 = self.headers['x-oss-pub-key-url']
pub_key_url = pub_key_url_base64.decode('base64')
if not pub_key_url.startswith("http://gosspublic.alicdn.

com/") and not pub_key_url.startswith("https://gosspublic.alicdn.com

/")

self.send_response(400)
self.end_headers()
return
url_reader = urllib2.urlopen(pub_key_url)
#you can cache it
pub_key = url_reader.read()
except:
print 'pub_key_url : ' + pub_key_url
print 'Get pub key failed!'
self.send_response(400)
self.end_headers()
return
#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64"')
#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))
#compose authorization string
auth_str = "'
pos = self.path.find('?")
if -1 == pos:
auth_str = urllib2.unquote(self.path) + '\n' +

callback_body

else:
auth_str = urllib2.unquote(self.path[0:pos]) + self.path

[pos:] + '\n' + callback_body

print auth_str
#verify authorization
auth_md5 = md5.new(auth_str).digest()
bio = BIO.MemoryBuffer (pub_key)
rsa_pub = RSA.load_pub_key_bio(bio)
try:
result = rsa_pub.verify(auth_md5, authorization, 'md5')
except:
result = False
if not result:
print 'Authorization verify failed!'
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()
return
#do something accoding to callback_body
#response to 0SS
resp_body = '{"Status":"OK"}'
self.send_response(200)
self.send_header ('Content-Type', 'application/json')
self.send_header ('Content-Length', str(len(resp_body)))
self.end_headers()
self.wfile.write(resp_body)



HIE5:

class MyHTTPServer (HTTPServer):
def __init__(self, host, port):
HTTPServer.__1init__(self, (host, port), MyHTTPRequestHandler
)

if '_ _main__' == __name__:

server_ip = get_local_ip()
server_port = 23451
server = MyHTTPServer (server_ip, server_port)
server.serve_forever()

HAEE S RS s

Java iiAs :

- M gz

- BTk EfIE T java -jar oss—callback-server-demo.jar 9000 (9000 %t
B1TRNRE, WTBAA CfEE)

PHP fiit A :

- FEME: pigsxom
- Bf177i: #BR Apache BB, [ PHP ABiES RS, BBl L ST
Wi, i DAR] PAS % RSB A E SR BB L

Python JjitAs:

- FEME: pigsxom
- BT MEEERGE Tpython callback_app_server.py, BT T2
RSA K

NET fiiiA:

- FEME: pigsxm

- Bf7)ik: RS2 %E README . md,
Go JiA:

- REBbAL: pgsxm

- Bk WEJG£E README .md,
Ruby A :

- REBbAL: pigsxm

- JBf17i14: ruby aliyun_oss_callback_server.rb

R[EIEIAZ

LRSS 2538 B R 45 0SS,


https://gosspublic.alicdn.com/images/AppCallbackServer.zip
https://gosspublic.alicdn.com/callback-php-demo.zip
https://gosspublic.alicdn.com/images/callback_app_server.py.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048926621/callback-server-dotnet.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048745465/callback-server-go.zip
https://github.com/rockuw/oss-callback-server

IR 1] g 1l 375 >R -

HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

{"a” : "b”}

B
MRS 85iR [0] OSS IR %047 f Content-Length [¥) Header, Body A/MNZ&id
1MB,

6. RO EFER
OSSHER IR S5 E1& MR 125 I
TR [ ] P TN <

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

Connection: keep-alive

ETag: "DS8E8S8FCA2DCOF896FD7CB4CBOO31BA249"
Server: AliyunOSS

x-oss—-bucket-version: 1442231779
x-oss-request-id: 55F6BF87207FB30F2640C548
{llaH:lle}

Bil:

- W CompleteMultipartUpload IXFERYIER, 1EIRMIERA S body FAENZE (W
XML #AMER) , M HERERES 28 S A 1 body HRINZEM {"a" :"b"}, W
X IR S P e Ak B

< WEREPASE, WM 203, iR 7 CallbackFailed” . XfFE&ksh &3] T 0SS
, AEMASM, WIAZRBUR SR OSS B BRI Bl mIpaming, AR IR S5 3 eH Bz
FEER (B IRSS 2HE RN A AR Json #8x0)

7.13 PutSymlink
PutSymlinkiZ T HOSSI TargetObject il Pz, #&nl DB XK BERE Vi

il TargetObject.
BERIEE

PUT /ObjectName?symlink HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com



Date: GMT Date
Authorization: SignatureValue
x-oss-symlink-target: TargetObjectName

ERkK
4R FR | Rk fiiik
X-0SS- EZEIP /G E P LTS SETRVA L N
symlink- H BIAE: mAMER Object
target
Bil:
- TargetObjectNamel[f]ObjectName—#+¥, %
URL encode,
- ERBER R H bR SR RE N R
X—-0SS- EZ S & Object At EY,
storage- Hh HUH: Standard. IA. Archive
class
BiH:
- IA5Archive BRI AANSPFIIA /264 KB, &%
64 KBit&itdh, HIELEMHSymlinkiZ TIA
2R ObjectM AR E MIABArchive,
- WNHERAEIREIYBucket, #5 Ef&Objectifs
ENSE, MR EEObjecti$ £ e
P, filan, EIAZBuckets E{&Object
I, #iFEx-oss-storage-class’Standard, W
ZODbject HZf#f M Standard,
XFEE : PutObject. InitMultipartUpload.
AppendObject, PutObjectSymlink, CopyObject
M

- AT PutSymlinki% NI KBEZR I A Z ML RS, PUMEE S7EGetObjectFF i Hix
A APIHREST,
- ARAEHER S,
- AREHBARRR A GTA
- Ak HB SR S A BRI,

- SUABETIE SR E, JFHAVIRRER, Hras e s R s ORI S, BRIk
200 OK.



- fEAPutSymlink#Z O, #3H7Ax-oss-meta- HRiZEISEL, WM Huser meta, HUIx-oss
-meta-location, —/"Objectn] LA Z MRS E, HENuser meta& K/NARERILS
KB,

il
SRR

PUT /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=oss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmcl0+dcGKw5x2
**k*x*k= X-0ss—-symlink-target: oss*x*x

x-oss-storage-class: Standard

IR BRI

HTTP/1.1 200 OK

Server: Aliyun0SS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 582131B9109F4EE66CDE56A5
ETag: "OA477B89B4602AA8DECBS8E19BFD4x*x %"

SDK
PutSymlinkiZ o B4 15 5 SDKAN R

- Java
* Python
- PHP

- Go

- .NET

B HTTP IR0 i

InvalidArgument  |400 StorageClassIEAGTE,




7.14 GetSymlink
GetSymUinkH FIH FAREURBER: . BRI SO IR BE A AU,
ERIB®

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

VS
e R fifiid
x-oss-symlink-target Sl BRuERRA B bR,
Al
Rl

GET /link-to-oss.jpg?symlink HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:UNQDb7GapEglCZkcde60hZ93]
* % k%

B

HTTP/1.1 200 OK

Server: Aliyun0SS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive

x—-0ss-request-id: 5650BD72207FB30443962F9A
x-oss-symlink-target: oss.jpg

ETag: "A797938C31D59EDDO8D86188F6D5x*x*"

SDK
GetSymlinkd% oM B #5155 SDKUI R :
- Java
+ Python
* PHP
- Go
- C
.NET



B HTTP &M 30
NoSuchKey 404 UL,

7.15 RestoreObject
RestoreObjectiZ A FMIHFITRIIE (Archive) B (Object) .

BEW:
- RestoreObjectfZ T HEHN TR RIObject, ASiEH FHnfEIBAMIIR i [ %2 Object.
- WREAZODbjects i — IR RestoreObjecti# M, &M202,
- WRELRYFHIIRestoreObject®, HObjectCedR, MXIMANIEFI200 OK,
RS TENEA
IR ObjectfE AT IR AR G AR R Fan R
1. Objectit TR URIRZ,
2. RE—RRHEFIRIG, Objectlb THHATHIIRE. 7EMRHFIESFEHTEL, BEREWLS
SEMRI T A4/
3. MR55umse RS55G5, Object#E ARURIRA, BEIMEW A Object, fRRIRAEBRINGGS:24
AN, 24N R RestoreObjecti% NMRFIRZE S HENE R 24N, BREZAERTK,
4, RHEIRAEEHG, ObjectHUR MR HRIRE,

eI
RIS A E RS ST «
- TR HIRSMObject I TIEAIR/E, 2 EBaHInI B,

- RAIRERZ IR TR, FELIYIRAS p WO B R S

- WRAIRBETR)G, ObjectXMIZRRURIRG, MHRPVTMRAIRE SWHEBIRE M S
BEXRIEZE

POST /ObjectName?restore HTTP/1.1

Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Authorization: SdignatureValue

Tl
B UOHE TR HIRER Objectid S MRFRIH R



SRR

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT

Authorization: 0SS elUnnbmlrgdnpIl:ydeyu+4yje5i0oRCr**x*

AN

HTTP/1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

x—o0ss-request-id: 5374A2880232A65C23002D74

TR IRZSIObjectid MR AR R
SRR

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: 0SS elUnnbmlrgdnpI:21qtGJ+ykDVmdy4eyu+N***x

AN

HTTP/1.1 409 Conflict

Date: Sat, 15 Apr 2017 07:45:29 GMT

Content-Length: 556

Connection: keep-alive

Server: Aliyun0SS

x—o0ss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>RestoreAlreadyInProgress</Code>
<Message>The restore operation is in progress.</Message>
<RequestId>58EAF141461FB42C2B000008</RequestId>
<HostId>10.101.200.*x*</HostId>

</Error>

XL TR FIRS R ObjectiR AR PRI R
RN

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn—-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: 0SS elUnnbmlrgdnpI:u606FMInn+WuBwbByZxml+y4eyu+N***x*

R

HTTP/1.1 200 Ok

Date: Sat, 15 Apr 2017 07:45:30 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS



x-oss-request-id: 5374A2880232A65C23002D74

SDK

B TTAON RFR) 25 1 &5 SDK4N T :

- Java
 Python
* PHP

- Go

- C

- .NET

IR

BEY

HTTP IR&Y

i

NoSuchKey

404

HFrObject R IE1E,

OperationN
otSupported

400

HAnObject A2 HF4AY,

RestoreAlr
eadyInProgress

409

Emog i RestoreObjectiz I,  HLIRSS S IELE R
TR IRAE, A HE 2 RestoreObject,

7.16 SelectObject
SelectObjectHl F&MHAObject, BIREZRH P XTZObjectfs BAUR,

SelectObject

SelectObject APT H X Hbn X TSQLIEH), R TE R,

IEWHATH, ZAPTIRIN206, WRSQLIGAIAIER, BREMSIIFADLAL, WZIRMI40055 13,

Bim:

% T SelectObjectMIMIRES IS WH KGRI SelectObject,

- TERIETR

- WRRIEA (CSV)

POST /object?x-oss-process=csv/select HTTP/1.1
HOST: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: time GMT
Content-Length: ContentlLength

Content-MD5: MD5Value
Authorization: Signature




<?xml version="1.0" encoding="UTF-8"7?>
<SelectRequest>
<Expression>base64 encode(Select x from 0SSObject where
Expression>
<InputSerialization>
<CompressionType>None|GZIP</CompressionType>
<CSV>
<FileHeaderInfo>
NONE | IGNORE | USE
</FileHeaderInfo>
<RecordDelimiter>base64 encode</RecordDel-imiter>
<FieldDelimiter>base64 encode</FieldDelimiter>
<QuoteCharacter>base64 encode</QuoteCharacter>
<CommentCharacter>base64 encode</CommentCharacter>
<Range>line-range=start-end|split-range=start-end</Range>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSV>
<RecordDelimiter>base64 encode</RecordDelimiter>
<FieldDelimiter>base64 encode</FieldDelimiter>

</CSV>
<KeepAllColumns>false|true</KeepAllColumns>
<OutputRawData>false|true</OutputRawData>
<EnablePayloadCrc>true</EnablePayloadCrc>
<OutputHeader>false</OutputHeader>
</OutputSerialization>
<Options>
<SkipPartialDataRecord>false</SkipPartialDataRecord>
<MaxSkippedRecordsAllowed>
max allowed number of records skipped
<MaxSkippedRecordsAllowed>
</Options>
</SelectRequest>

iHRIEE (JSON)

POST /object?x-oss-process=json/select HTTP/1.1
HOST: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: time GMT
Content-Length: ContentlLength
Content-MD5: MD5Value
Authorization: Sdignature
<?xml version="1.0" encoding="UTF-8"?>
<SelectRequest>
<Expression>
Base64 encode of sql such as (select * from ossobject)
</Expression>
<InputSerialization>
<CompressionType>None|GZIP</CompressionType>
<JSON>
<Type>DOCUMENT | LINES</Type>
<Range>
line-range=start-end|split-range=start-end
</Range>
<ParseJsonNumberAsString> true|false
</ParseJsonNumberAsString>
</JSON>
</InputSerialization>
<OutputSerialization>
<JSON>
<RecordDelimiter>

</



Base64 of record delimiter
</RecordDelimiter>
</JSON>
<OutputRawData>false|true</OutputRawData>
<EnablePayloadCrc>true</EnablePayloadCrc>
</OutputSerialization>
<Options>
<SkipPartialDataRecord>
false|true
</SkipPartialDataRecord>
<MaxSkippedRecordsAllowed>
max allowed number of records skipped
<MaxSkippedRecordsAllowed>
</Options>
</SelectRequest>

- RIER

e

fiiid

SelectRequest

{17 Selectifi RIZF 8%
FYimi: Expression, InputSerialization
, OutputSerialization

Vo=~

RHYiri: None

Expression

THH

PABase64 il SQLIEf1)
T¥isi: None
R SelectRequest

InputSerialization

WAFIILSE (ik)
T1iri: CompressionType, CSV. JSON
RYim: SelectRequest

OutputSeri
alization

witrse S8 (afik)
F1R: CSV. JSON. OutputRawData
RYim: SelectRequest

CSV(InputSeria
lization)

WACSVRRS S (W]ik)

FYiri: FileHeaderInfo. RecordDeli
miter, FieldDelimiter. QuoteCharacter
. CommentCharacter. Range

R

CSV(OutputSeri
alization)

1isi: InputSerialization
it CSVIE A2 (Wik)
FYiri: RecordDelimiter, FieldDelim
iter
R OutputSerialization

JSON(InputSeria
lization)

MAJSONIRASE (n]i%)
T1s: Type. Range, ParseJsonN
umberAsString

JSON(OutputSeri
alization)

HJSONAS AL (W)ik)
T 1ixi: RecordDelimiter




e

PRl

fiiid

Type

B

FEEHAJSONEE : DOCUMENT ,
LINES

OutputRawData

bool, #ilfalse

feeimib B A (2 P SIn T
Framefg:0) (0[i%)

T¥isi: None

R OutputSerialization

CompressionType

B

fiaE 4 . None|GZIP
i None
R InputSerialization

FileHeaderInfo

B

FEECSVIULER (W[ik)

HA :

- Use: ZCSVXHFALER, nIRAHCSVH
46 HSelecthit3 44,

- Ignore: ZCSVXHALER, HARH
CSVHI#1ERSelecthit5144,

- None: EXEAKLER, FNERIME.

Fis5: None

RYirs: CSV &N

RecordDelimiter

TATHR

i i7F, PABase64%ifd, BRIMEN\n
(i) . REFSRTMERZ AR 7F, PA
FRMANSHES R, anfeJava A \nFon
#47,

¥ None

RYiri: CSV A, fitl) , JSON (i
i)

FieldDelimiter

TATH

fRECSVHIFFRTY, PABase64dhis, BRiA
i, (%) . RUESHTRHESBE R —A
P, DAFAFANSHEZR, Hljavall
H, #FRiES,

T¥iri: None

RAisi: CSV A, Hith)

QuoteCharacter

TATHR

fEECSVISISF4F, PABase64%ili, ¥k
IMEDR\”? (R[3%) . FECSVHIEESMNLT
T, Fo AT Bl AT, ARG al
RHER A — AR, PAFRFRIANSHA %
s, teanjavaB A\ " FRg15,

¥¥i%: None

RYixi: CSV (AN




% p it fifiik
CommentCha PR HHECSVINTERAF, DiBase464%itd, BRiME
racter Had (BIBEA TR
Range FAF R fEEWSERITERE (3k) o SZRMiR
7
- ¥47#&W: line-range=start-end
- ¥Split#&i#): split-range=start-end
Hrpstartfilend¥ Binclusive, HigUA
range getfrangeSE—,
I 2E A% 2 CSVER#TSON Type MLINESH
11,
F1i5i: None
Rhisi: CSV (&A) . JSON (HiA)
KeepAllColumns | bool fa iR mgs R W E CSVATA SN E (7]
i%, ERiMEMfalse) ., fHfUNAEselect it
HIBRFI A, AHEEINC%E, &b
SR — TR B R CS VAT MK
[%: 137/ | N TR R
select _5, _1 from ossobject.
a5k KeepAllColumn = true, Bi%—3tf6
FIEHE, TR NS
Value of 1st column,,,,Value of 5th
column,\n
T¥isi: None
Y OutputSerialization (Csv)
EnablePayloadCrc |bool e Frametp A — 43200 cre 3285
i, % Funn] ATHE MM payload ) Cre32{H
HEAT B e B PR
+¥i%: None
R OutputSerialization
Options gasid WM RS EL
IR B
F1isi: SkipPartialDataRecord.
MaxSkippedRecordsAllowed
RYiki: SelectRequest
OutputHeader bool TEIR 45 BRI KAt CSV LA &

J#: bool, i\ false,
T¥isi: None
R OutputSerialization




e

PRl

fiiid

SkipPartia
IDataRecord

bool

RIGERFBIRNTT, MixS80ufalsel,
OSSZ2ME IR KL 51 (IZAHME Y mull) i A
Wi, MizsBhtruel, ZTETER M A
By ARl . kit T B0 FEE iR
KPR EUI OSS 2 b 452 1L Ak PR,

JHI: bool, B\ false,

T 1i%i:None

RYiri: Options

MaxSkipped
RecordsAllowed

Int

TR KRER BRIBEI RITE M — 1780
B ASPLECS QLA IR, 5l S —51 sk
#2518 S HSkipPartialDataRecord
HMTruel, ZITBIESBNI, MRS
B %S EBIME, OSSa s 1k MBI EE

-

= BiM:

MR 7R AEECS VAT, Ebanfe—5vhi
ESSA AR quote ¥, MOSS&Y |
I PRI, ORI GE 2
MEEANCSVLIFRIfENT. RS EHKIA
BOHHERSTEIRM AR, BAMATIRE
ICSVLiE,

JA: int, BRIA O,
T Yisi:None
RYirki: Options

ParseJsonN
umberAsString

bool

¥Json B CREFTZRED RHiRT:
i, HuiJsonH I TE BRI S B ORS
JE, WREie RO R IR GG EE, WIHERA %
B, QR EEITEME T, WM BAfESql
thcastiR T ZMIK%, Ftdllint, double,
decimal,

JH: bool, B\ false,

T1ixi:None

RYir: JSON




- J&MIBody

LRI HTTP Statusigdxx, RUNZHREA @M ISQLIE A Hbn (W]
SRR, R FERE R Body, MGet APTIR [IRYHEIRE R —3L

SRR IISxx, WIFRIIRSSSHPERETLR, BRINHDERHMGet APTRRIFH G R —
ﬁo

LiER IR 2060, Fheader x-oss-select-output-rawffi lytrue, WIFKIHIR ML, R
L8R (MARFramefl 1)) , %/ uin] ASE 2% Get APTRY S ERIUEHE,

Yix-oss-select-output-rawl{li Hfalselst, i&REEHA—N 4 Framefti:UR [N,

Y PR PRI EOutputRawDatafily, OSSHRSS 2RI R rp I ZRIR M EdE. 2P
A OutputRawDataltf, OSSHRSYE HaERE kRN, IXRHERBIA,

S P EUEE OutputRawData i Trueltf, HEIWEMTETUIRIZSQLIR K M A Bis
iBgml, httpifRAlGER A BaRman

YSelect JsonXfiit, WIRSQL selecthfiHiE I Key (Ebdll select s.key, s.key from
ossoobject s) , Wil Header x-oss-select-output-json-dup-keyf¥f ftrue,

A FrameEa T, H¥rchecksum¥ HCRC32:

Version|Frame-Type | Payload Length | Header Checksum | Payload | Payload

Checksum

<1 byte><--3 bytes--><---4 bytes----><------- 4 bytes--><variable><----4bytes---------- >
Frame B i B0 LR gihS (big endian), VersionHii k1,

X FSelectObjectiX A API— 45 =fl A [ Frame Type, FIXUITF:

B Frame- |Payloadf%st R
Typefid
Data Frame 8388609 |offset | data DataFramefil % SelectiifRi& [l %L
<-8 bytes><--- 8, JrHoffsetRiLikilEE, offset
variable-> DGR R (N SESRITFEG D
B) , JEShikEEL,
Continuous 8388612 |offset Continuous FrameH] DAL 24
Frame <----8 bytes--> HER DA R kR httpiEi, WA
WTESSPAR IR [ 8 ) 2338 1] — A
Continuous Frame,




e

Frame-

Typefti

Payload#3X{

Tk

End Frame

8388613

offset | total
scanned bytes |
http status code |
error message
<--8bytes-><--

End FrameHRIR PIRZHIIRZE, H
T B AT RERT B R
Hrpoffset )i i 2 AV B I
#, total scanned bytes i
EREEER/N. http status codey
RAMAERIEE R, error messageh
WAMEER, BERLTS R
ST

iXHg M status codel K {ET
SelectObject i\ #E, Imife%
i%Response Header I AL #E
TH—/"Block, W —1Block#)
PEMSQLZILACH), W{fEResponse
HeaderifStatus k206, {HEIH
TFHEMBHEANE, FATCEEER
Header ¥)Status, HiEfEEnd
Frame# {05 24 Status S HH BE
58 DRI P i B A H R B 2 4R

BNo

- XTError Message

End FrameH[fJError Messagelg 4T :

ErrorCodes.DetailMessage

H¥ErrorCodestl & —A4 k& Z A ErrorCode, HEZ ST, ErrorCodesfliDetailMess
agez S () KJF. HEMErrorCode¥#%iE2 W FiliErrorCode,
- FEBITER

FEBIER (Csv)

POST /oss-select/bigcsv_normal.csv?x-oss—-process=csv%2Fselect HTTP

/1.1
Date:
Content-Type:

Fri, 25 May 2018 22:11:39 GMT

Authorization: 0SS LTAIJPLocAOfD:FC/9JRbBGRw402Qqdal246Pxx***
User-Agent: aliyun-sdk-dotnet/2.8.0.0(windows 16.7/16.7.0.0/x86;4.

0.30319.42000)

Content-Length: 748
100-continue

Expect:

Connection: keep-alive

Host: host name

<?xml version="1.0"?>

<SelectRequest>

<Expression>c2VsZWNOIGNvdW50KCopIGZyb20ghb3Nzb2IqZWNOIHdoZXJI1IF

80ID4gNDU=
</Expression>




<InputSerialization>
<Compression>None</Compression>
<CSV>
<FileHeaderInfo>Ignore</FileHeaderInfo>
<RecordDelimiter>Cg==</RecordDelimiter>
<FieldDelimiter>LA==</FieldDelimiter>
<QuoteCharacter>Ig==</QuoteCharacter>
<CommentCharacter>Iw==</CommentCharacter/>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSV>
<RecordDelimiter>Cg==</RecordDelimiter>
<FieldDelimiter>LA==</FieldDelimiter>
<QuoteCharacter>Ig==</QuoteCharacter>
</CSV>
<KeepAllColumns>false</KeepAllColumns>
<OutputRawData>false</OutputRawData>
</OutputSerialization>
</SelectRequest>

- PEBIER (Json)

POST /oss-select/sample_json.json?x-oss-process=json%2Fselect HTTP
/1.1
Host: host name
Accept-Encoding: -identity
User-Agent: aliyun-sdk-python/2.6.0(Darwin/16.7.0/x86_64;3.5.4)
Accept: */*
Connection: keep-alive
date: Mon, 10 Dec 2018 18:28:11 GMT
authorization: 0SS AccessKeySignature
Content-Length: 317
<SelectRequest>
<Expression>c2VsZWNOICogZnJvbSBvc3NvYmplY3Qub2JqZWNOclsgXSB3aG
VyZSBwYXJ0eSA9ICAEZW1vY3JhdCc=
</Expression>
<InputSerialization>
<JSON>
<Type>DOCUMENT</Type>
</JSON>
</InputSerialization>
<OutputSerialization>
<JSON>
<RecordDelimiter>LA==</RecordDelimiter>
</JSON>
</OutputSerialization>
<Options />
</SelectRequest>

- SQLIEAJIEMFIA X
SELECT select-list from table where_opt limit_opt

HrpSELECT. OSSOBJECTEAK: WHERENKH#EFAMGHL,

select_list: column name
| column +dindex (ktln_1, _2. {YCsv¢ffFfscolumn +index)

| json path (kt#olls.contacts. firstname YW H{EIsonefd)
| function(column index | column name)
|

function(json_path) (XMW H{EIson XfF)



| select_1list AS alias

HHfunction JAVG, SUM. MAX. MIN, COUNT. CASTMs:Hups), Hrp
COUNTJG HAEH™,

table: OSSOBJECT
| OSSOBJECT json_path ({{RFJsonF)

#TCSVHE, table#t%i}10SSOBJECT. #TJSONXfE (f1#5EDOCUMENTHELINES
) , tablen]PAfEOSSOBJECT)G#EE]json_path,

json_path: ['string '] (string A HERE, WMGISTAER; FHi T .'string ")
| [n] (BHTERACED, FoRBntE, MOIFR)

| [*1 OMREBEHREN R, FRMEEFR)

| 'string' (string# %A EHEE*, WIS AER)

| json_path jsonpath (json pathn] PAj%$z, Lkl [n].propertyl.attributes[*])

Where_opt:

| WHERE expr

expr:

literal value

column name

column index

json path (R FIsonsft)

expr op expr

expr OR expr

expr AND expr

expr IS NULL

expr IS NOT NULL

(column name | column index | json path) IN (valuel, value2,...)
(column name | column index | json path) NOT in (valuel, value2,..)
(column name | column index | json path) between valuel and value2
NOT (expr)

expr op expr

(expr)




| cast (column index |column name | json path | literal as INT|
DOUBLE|)

op: fFE>. <. >=, <=, =, =, | LIKE. +. -. *. /. SPARCTFIFERIERE||,

b

cast: X FRl—/column, HfEcasthR—MIA,

limit_opt:
| limit %%
RAMLimitiEM

Select avg(cast(_1 as 1int)) from ossobject limit 100

X RmRES), HE SORFRTERT10017 P iR —SIAVGTE, IXAMTAHIMY SQLAF, 5
K)27E SelectObject 3 &k IRl —A 78, RIS & ok e BRI H H SR 2 R 1,
[HitSelectObjectHlimit ¥ e TR S REIT,

SQLIE AR

- HEAULFFUTE-8il i SC A SUF AR GZIPE SIS I UTF-8 A . GZIP LA S+
deflatetg X,

- AR, A% FEjoin, order by, group by. having,

- Whereit AR SR E %M (e.g. where max(cast(age as int)) > 100i XM EA R
) .

- ZREECRIIAIECR1000, SQLHEKIFIAFR 1024,

- {ELIKEEf)h, ZXHERZ51 @R, *Mo%oREM, Fon0mB MERTER . LIKESH
EscapeXi®, AT Patterni)%* 2Kk fFEscape i il 7 1F Hi,

- {EINIEf, 52 SER102440 8 2,

- Select)qlProjectionf] BIEH44, CSVHIZRGI(_1, _25), BRERRAHE, HHERCAST
FAEL; AR, Hinselect _1 + _2 from ossobject/2 A FvFi,

- HFFCSVERIT B RFIHK A2 256K

- X¥ from f5json pathfEEJSONR AT RNS512K, WARENL0Z, HEHNLER
A8 % 5000,

- JSONFFRISQLH, select Bi#whereffFIFIR NI ARER [*UALBRCTY, BALBACET
HEEHBEfrom/G¥json path®,  (ktlliselect s.contacts[*] from ossobject siEA 5t
YFi¥, {HiZselect * from ossobject.contacts[*]J2RIBAK)

- SQLIAKIELI6K, where/ali#AANEBURZ201, RKEARERZ102, REiRE
1004,



- N TR AR
- CSVIYREATHIR 13 LL 5]

g SkipPartialDataRecord & #ifiane sl HAE M Falself, OSSZFEHRIIFIER L null
FRIHHSQLH A,
YiSkipPartialDataRecord i Trueltf, OSSN XM IZITEIE. XN, WRMaxSkipped
RecordsAllowed Rfi5@& B fa e MHE/N T RIGHIATE, WOSSZRM400%H1% (GEidhttp
status codem#End Framej&[nl) .
tkan: Sqlselect _1, _3 from ossobject

MCSVIE—17 R “GR/hMHEEE” | WYSkipPartialDataRecord M Falsels}, &bz
M7 /M\n” ; Y4SkipPartialDataRecord NTruel), %fr#pkid,

- JSONMJHEEEKey
MCsv—FE, JSONRYHELEX R A]RER ARSQLH R ERIKey, *SkipPartialDataRecord
B s H K Falsel, IXIOSSEHERAK I Key S MNulETHESQLH KX,

i SkipPartialDataRecord Atruelt, OSSWIZ:ZRE % son 1 milfEds . iXmf, Wi
MaxSkippedRecordsAllowed R $i55E B fiaE A/ T RIEHITTE, WMOSSZIR 4005
R’ (@Eidhttp status codesHFEnd Framei&[m)) .

tkan: Sqlk select s.firstName, s.lastName , s.age from ossobject.

contacts[x] s

¥ A Tson fixiR{ “firstName” :” /N’ | 7 lastName” :” 3K” }, *SkipPartia
IDataRecord FalsesURFSER, T RRMHE ] “firstName” :” /" |
lastName” :” 3” }, ¥4SkipPartialDataRecord A Truels W% i #pkidt,

- CSVHIRLEFIALAPLAESQL

Y CSVH— SRR IR S QLR E AU ARVLIEIN, 4788 SR, Al Lmtsis
®, Hi7RmZsIMaxSkippedRecordsAllowed ¥, 4201740k LRREF, b
F#i& 11400,

ketn: SQLKselect _1, _3 from ossobject where _3 > 5
HHECSVAITR/N, PIHEE, FARNBTHEEFIAARBEON, STl
- Jsonth R Key R B APLELSQL
WeBRY iR L, e SQLMselect s.name from ossobject s where s.aliren_age > 5

3son igisd: {"Name": "/, "aliren_age":fF NI}, WY sipdkid,



- JSONI& B Key ALl
RIS Select]soniifith—x &Json LINES, #ith&s i Key dtg R,
- YSQLjEselect * from ossobject..f, WH*REIFINZ R —ANJSONN LM

2{]D, MEFEER; M AR —NsonM R (FLan@ FHF ek & ) , WM —
ADummyKey _1KFR,

tean: BiEh{ “Age” :5}, select x from ossobject.Age s where s = 5, iX
B B RS AR — AN sond R, BORMIMNZE R, “_1” 5}, [Halfsqlhselect *
from ossobject s where s.Age = 5, IXI*NMAINAR] “Age” :5}, BUFFER

IE]O

- YSQLEA Miselect *, TixdtHaE 75N, NWHREINARIRA D {“ 3137 {8, “{12
37 {ﬁ . }o
Hrp{Fn AR5 W :

B YselectPiiae 7iz5IAliasi) HlAlias,

W GRIZSR— 4 Json R Keyh, HiZKeyfEhfihKeyfH,

B 4RIZFRJson A RIEAN LRI R E R RSB, HiZFIEREPRTES (WF
&) I ERigk_fem iR key.

tean: B#Eh{” contacts” :{ “Age” :35, “Children” :[ “childl” ,
“child2” ,” child3” ]}}, sqliselect s.contacts.Age, s.contacts.Children
[0] from ossobjects, WA { “Age” :35, “_2” :” childl” } (K Agesdiii

ANsonXi% ¥ Key, {HChildren[0])2%ZHChildrenf¥sE—4 i, HiembhRs —

5, Bh” _2” : “childl” ) ,

W WIREE T Alias, select s.contacts.Age, s.contacts.Children[0] as firstChild
from ossobject, Wit h{ “Age” :35, “firstChild” :” childl” }.

B 4SQL select max(cast(s.Age as int)) from ossobject.contacts sif, #ith
M{ “_17 :35}, BUOMEHPERGEEE, &an s mE )-S5 m ki _ 1%

~Key,

BEW:
JsonXXARISQLH Key R PLALE R/NVE BURHY, Htlliselect s.Age Fllselect s.age2 AR,

CreateSelectObjectMeta

CreateSelectObjectMeta APTH TR R XS T8L, S5IEC (RFFCSVLtE) , B
Splits/ ™M, WG BAELE, WSHREREA X, 2aPfids FCSVUFR EidEE., BRI



FZAPIN A 2] Eidfs A S EF A, GISNZAPIPUTIER, iRBI200, WIS H
AR ATECSVERFJSON LINES S, sR#HTHEMICSV i basr Al HARCSVAPLAL, WiR[HI400

o

Bil:
CreateSelectObjectMetafRfEFERH P X% Objectfi 5 AR,

- WRIETR
- WRIBIA (Csv)

POST /samplecsv?x-oss-process=csv/meta
<CsvMetaRequest>
<InputSerialization>
<CompressionType>None</CompressionType>
<CSV>
<RecordDelimiter>base64 encode</RecordDel-imiter>
<FieldDelimiter>base64 encode</FieldDelimiter>
<QuoteCharacter>base64 encode</QuoteCharacter>
</CSV>
</InputSerialization>
<OverwriteIfExists>false|true</OverwriteIfExists>
</CsvMetaRequest>

- ¥kiEE (Json)

POST /samplecsv?x-oss-process=json/meta
<JsonMetaRequest>
<InputSerialization>
<CompressionType>None</CompressionType>
<JSON>
<Type>LINES</Type>
</JSON>
</InputSerialization>
<OverwriteIfExists>false|true</OverwriteIfExists>

</JsonMetaRequest>
- HRIER

e by ik

CsvMetaRequest 7o 17t Select csv Metaifi sRINZ 8%,
T4 InputSerialization
LY None

JsonMetaRequest B fR17 012 Select json metaif RI\E A5
Tisi: InputSerialization
RYixi: None

InputSerialization o WMAFIULSEL ([ik)
i CompressionType, CSV. JSON
RYixi: CsvMetaRequest. JsonMetaRequest




% R fifiik

OverwriteIfExists bool HiiltHSelectMeta, EHCAEME. ik, 2
INgfalse, HNSelect MetaC A ENIELIEIR M)
F 1R None
RYixi: CsvMetaRequest. JsonMetaRequest

CompressionType Bz feE X (Afik) . HuiASFHEMTE
45, WILHENNone,
T 1R None
Y InputSerialization

RecordDelimiter FIFH fEECSVHIRITIF, DiBase64%mtt, BRIME
Mo\n’ (%) . RGEHTRHEERZ N T
¥, PIAFFANSHERDR, einfeJaval i \n#onR
17,
TYi5: None
RYir: CSV

FieldDelimiter FIFH fRECSVHIIRTY, LABase64%ii%, ERIMA
H, (A]ik)
RIS ETRMERL TN — TR, PATRIANSIHER
w, tenjavallll, #RiES.
¥¥i5: None
RYimi: CSV (A, Hith)

QuoteCharacter Frr fEECSVISI571F, PABase64dtt, BRIME
J\? (A[ik) . fECSVHSISMNRITRF, %5k
RS @Y. amiSai a0 — A5
¥, PIFFFANSHAEZ R, eanJaval i\ »Fons|
=D
T 15 None
R CSV  (iA)

CSV Eod ] FRECSVEIARE
F¥iri: RecordDelimiter, FieldDelimiter,
QuoteCharacter
R InputSerialization

JSON B FEEJSONHI MG,
Fiisi: Type

R InputSerialization




%R BN ik
Type Bexs faEJsonHY,

AiEE © LINES

Response Body: filSelectObject 28I, Create Meta APItHPIFramelEiRMl,
PR Type: Continuous FramePlA}2End Meta Frame, Continuous Frame#ll

SelectObject API5E%&—H

e Frame- |Payloadf§st iR
Typefé
Meta End 8388614 | offset | total scanned offset: SHI¥EEY, HFM&ATHRINIISL
Frame (Csv) bytes | status| splits GRITIE
count | rows count | total scanned bytes: 8fi%
columns count | error |, BREERITHIBIERN,
message status: 4%, EZMstatus
<-8 bytes><------ 8 bytes |splits_count: 4¥%, XKsplit
—————— ><--4bytes><--4 L
bytes--><--8 bytes><--4 |rows_count: S{i¥%, RITE,
bytes---><variable size> |cols_count: 4{¥%, SSAIEL,
error_message: A
B, BERAHRNAAE,
Meta End Framef Rl
Create Select Meta APTIZEMIR
=
Meta End 8388615 | offset | total scanned offset: 8%, HFM&ATHRINIISL
Frame (Json bytes | status| splits THwES
) count | rows count | total scanned bytes: 8%
error message B, EEEAMERNEBIRRN,
<-8 bytes><------8 bytes |status: %%, H#Mstatus
------ ><--4bytes><--4 splits_count: 4%, LHsplit
bytes--><--8 bytes>< 8
variable size> rows_count: SHi%EEL BATEL
error_message: FEAIIIHIRMS
B, BRI,
Meta End FrameHRiL i)
Create Select Meta APTIZMIR

Response Header: Jt¥%[lheader,




- FEBIIE R
- FEBER (Csv)

POST /oss-select/bigcsv_normal.csv?x-oss—-process=csv%2Fmeta HTTP/1
.1
Date: Fri, 25 May 2018 23:06:41 GMT
Content-Type:
Authorization: 0SS AccessKeySignature
User-Agent: aliyun-sdk-dotnet/2.8.0.0(windows 16.7/16.7.0.0/x86;4.
0.30319.42000)
Content-Length: 309
Expect: 100-continue
Connection: keep-alive
Host: Host
<?xml version="1.0"?>
<CsvMetaRequest>
<InputSerialization>
<CSV>
<RecordDelimiter>Cg==</RecordDelimiter>
<FieldDelimiter>LA==</FieldDelimiter>
<QuoteCharacter>Ig==</QuoteCharacter>
</CSV>
</InputSerialization>
<OverwriteIfExisting>false</OverwriteIfExisting>
</CsvMetaRequest>

- FEHIIER (Json)

POST /oss-select/sample.json?x-oss-process=json%2Fmeta HTTP/1.1
Date: Fri, 25 May 2018 23:06:41 GMT

Content-Type:

Authorization: 0SS AccessKeySignature

User-Agent: aliyun-sdk-dotnet/2.8.0.0(windows 16.7/16.7.0.0/x86;4.
0.30319.42000)

Content-Length: 309

Expect: 100-continue

Connection: keep-alive

Host: Host
<?xml version="1.0"?>
<JsonMetaRequest>
<InputSerialization>
<JSON>
<Type>LINES</Type>
</JSON>

</InputSerialization>
<OverwriteIfExisting>false</OverwriteIfExisting>
</JsonMetaRequest>

Sz iFHYETIEAE

AU IERH P #e e H i ORI & PR N2 — A B Rtimestamp ¥R, Hean
cast('20121201' as timestamp) ¥ 2012412 H1H.,

PA RSO Bah UM S A :

ik BEOA

YYYYMMDD EHH




5 BLAH

YYYY/MM/DD fE/H/H

DD/MM/YYYY/ H/H /4

YYYY-MM-DD 4E-H-H

DD-MM-YY H-H-4

DD.MM.YY H.H 4

HH:MM:SS.mss AN R s B X7
HH:MM:SS VAN s i

HH MM SS mss NI S Y 22 FD
HH.MM.SS.mss VNS s R

HHMM FINRF 53 B

HHMMSSmss INI Sy B RY
YYYYMMDD HH:MM:SS.mss AEH H /NEF 58 228
YYYY/MM/DD HH:MM:SS.mss £/ H/H /N5 228D
DD/MM/YYYY HH:MM:SS.mss H/H 8 /N5 fh . 228D
YYYYMMDD HH:MM:SS AEA H /NS B0
YYYY/MM/DD HH:MM:SS SE/RH /NRE 53 B R
DD/MM/YYYY HH:MM:SS H/H J5E 7N 53 B p

YYYY-MM-DD HH:MM:SS.mss

- -H /N e ph 26

DD-MM-YYYY HH:MM:SS.mss

H-H-4E 7Nk 5Bl Fb. 226D

YYYY-MM-DD HH:MM:SS

4E-H-H /N5 3D

YYYYMMDDTHH:MM:SS

AE H HT/NN 580 F)

YYYYMMDDTHH:MM:SS.mss

AEH HT/N 50870 25D

DD-MM-YYYYTHH:MM:SS.mss

H-H-4ET/NRE 53 b 5D 227D

DD-MM-YYYYTHH:MM:SS

H-H-4ET/INSF 53 3D

YYYYMMDDTHHMM SEH HT/N 5380

YYYYMMDDTHHMMSS AEH HT/NN 533D

YYYYMMDDTHHMMSSMSS 4EH HT/MN S i ib 2D

1S08601-0 4E-H-HT/M 53BN 5030, sRE4E-H-H
T/ 53 - /N 2 53

IXH+FORIN X AERMER B UTCRi IR, -#20R1E
Jam, ERXAHEANHIS08601-0K %R




ik B

1S08601-1 AE-H - HT/D 53 8hF0+ /N 50, o
AE- H - HT/E 43 8- /N 253 B

XA FORN X AR UER M UTCRifR, -1 7E
Ja. XA HIS08601-1k#nR

CommonLog tean28/Feb/2017:12:30:51 +0700

RFC822 kt4n Tue, 28 Feb 2017 12:30:51 GMT

*D/2M/YY H/H /AE BtAk H A ] sk 20 R

°D/?M/YY ?H:?M H HAE /N 5380, sEAE B A 23 8N el B 1A
B 20 FoR

?D/?M/YY ?H:?M:?S H HAE /N 23 308D, sk H A #5508k mf
F 1D sRE 200 Fons

HF ARG X, WP R e, Hlicast('20121201' as timestamp format '
YYYYDDMM') 244201212014 %20124E1 H12H,

5 BLAH
YYYYDDMM EHH
YYYY/DD/MM EHA
MM/DD/YYYY H/H/4E
YYYY-DD-MM 4-H-H
MM-DD-YYYY H-H-4E
MM.DD.YYYY H.H.4
ErrorCode

SelectA FifE R EIErrorCode,

- —RPRMEAOSSIER—FF, fEhttphipiHeaders®Higblhttp status code, F{EbodyHikH]
Error{g i, IXRPHFIR—BOR AR BTIRB LA (LA NSQLANIER) , SREH AR
BRI,

-« Y—FErrorCode2fENINBodyEnd Frame®igml, iXRE I —i% 2 Selectib BB T
b R B A IERERE MSQLALAL  (FEanfedt—17 BB A R BB R — A7, H
SQLHMRE ¥ IZFIRBED , AR 0 Bds S Blse 3 X %% P o H Hitp
status code /52252206,



{£ FRMErrorCode, fi¥ErrorCode (HtlllinvalidCSVLine) wJfiEBLhttp status codelJiE
FIRM, WrlfEPIfEEnd Framerhfstatus codei&ml, iXHPF R AEHIRIICSV 17 HPE 1

HahidE,
ErrorCode fiiidk HTTP Http
Status Status
Code Code
in End
Frame
InvalidSql JEEMSQLEHL, 400 Jc
Parameter WRPSQL Ak SQL K & id s Kk #&
SQLAJ2 ELbase64%ihy,
InvalidInp HERICSVHI T IRTT (A 400 Jc
utFieldDelimiter BB DA Base 649 sl R G R R
T1
InvalidInp EERICSVIT I RRTT (BN ). ZSBA R 400 7
utRecordDelimiter |Base64%4iyok# G KE K T2,
InvalidInputQuote |IEEIICSV Quote AT (HiAN). ZESEAREL | 400 Jc
Base64uty s & G KEERId 1,
InvalidOut THERCSVHIRTT () . ZSBORREL | 400 Jc
putFieldDelimiter | Base644h%sk#H MR KE KT 1,
InvalidOut AERMCSVAT bRt (finth) . IS BA R 400 v/
putRecordDelimiter | Base644if%sk# i 5K IE K T2,
Unsupporte JEEMCompressionZ 8, ZSEUHA R 400 Jc
dCompressi NONESHHEGZIP (WEKRNFILX) .
onFormat
InvalidCom JHEMCSVIER AT, ESEUEA R Base64 | 400 Jc
mentCharacter Sh ol RS R MBI 1,
InvalidRange A Range2 ., 284 Mline-range |400 y.v
=g & split-range=fF N, & rangeldis
B ATF&http rangelii,
DecompressFailure | CompressionZ e GZIP HRE I, 400 Jc
InvalidMax MaxSkippedRecordsAllowedZ 84 2% 400 J
SkippedRec .
ordsAllowed
SelectCsvM fis€ T RangeZ ¥, {HHMRMZR A CSV meta | 400 Jc
etaUnavailable IF, DL Z5EP H Create Select object

MetaAPI,




ErrorCode fifiid HTTP Http
Status Status
Code Code

in End
Frame

InvalidTex M RASE AUTF-8%ih5, 400 Jc

tEncoding

InvalidOSS [FFEE ¥ EnablePayloadCrc A True A 400 g

SelectParameters | ZOutputRawData i Truel¥, FASEIh

%R, BRI,

InternalError OSSR IHTIR, 50088% | K& 500
206

SqlSyntaxError Base64i% G ISQLIRIAHI A, 400 Jc

SqlExceeds SQLHINIEAI M EHMEE Hilid 1024, 400 Jc

MaxInCount

SqlExceeds SQLH %A e A K 1024, 400 @

MaxColumnN

amelLength

SqlInvalid SQLH 4l Index/hF 188 K F1000, 400 Jc

ColumnlIndex

SqlAggrega SQLH R & B HIEAEBUES I, 400 Jc

tionOnNonN

umericType

SqlInvalid SQLH'SUM/AVGE & W 1E HIBIZHY5, 400 g

Aggregatio

nOnTimestamp

SqlValueTy SQLHPINFEH L S AR RIS, 400 x

peOfInMustBeSame

Sqlinvalid SQL LIKEiff) " Escape =4 el %sk*, | 400 J

EscapeChar

SqlOnlyOne SQL LIKEiZ )" Escape7fFKIERF1, 400 v/

EscapeChar

IsAllowed

SqlNoCharA SQL LIKEig4)"Escape 7 F¥ i i 3 1 400 Jc

fterEscapeChar Escape¥ff,

SqlInvalid SQL LimitiHA a1, 400 Jc

LimitValue




ErrorCode fifiid HTTP Http
Status Status
Code Code

in End
Frame

SqlExceeds SQL LIKEE A H @ BLrT ok %o gt i | 400 y9

MaxWildCardCount | KXfé,

SqlExceeds SQL Whereiffyrh &35 8oid ik | 400 Jc

MaxConditi fi.

onCount

SqlExceeds SQL Whereiffyrh 2R E @it s R fH. | 400 v/

MaxConditi

onDepth

SqlOneColu SQLiEAp R —4l# Casti AR A, 400 v/

mnCastToDi

fferentTypes

SqlOperati SQLZFEAH— AN RERT S ER AN AR | 400 JC

onAppliedT 5, edn_coll > 3aHrpcol 2w 1F 8

oDifferentTypes IR SHRIX AR

Sqlinvalid SQLiEA A4 HixS44 I FAECSVLAE | 400 v/

ColumnName Header B3,

SqINotSupp SQL CASTifHyrhaE v IN M, Hiztgal | 400 Jc

ortedTimes AZFS

tampFormat

SqlNotMatc SQL CASTiff5 7 N MEAgX, HixfEX | 400 x

hTimestampFormat | FIF2 LRI BT B ASPLRAL,

SqlInvalid SQL CASTiffhRfsE N Mk, HILR | 400 g/

TimestampValue | INBIEFFFHICIEcastRIN MIEERY,

Sqlinvalid SQL LIKEiEf/eih ARy 4 #EH 5 Indexsk | 400 e

LikeOperand BIEBWHIAR AR, sELIBTFRER,

Sqlinvalid SQL Selectiifyh RN SR SRR | 400 J

MixOfAggre A ER5I4. HlIndex,

gationAndColumn

SqlExceeds SQL Selectiffjh SR SHRERIT R 400 Jc

MaxAggrega {H,

tionCount




ErrorCode fifiid HTTP Http
Status Status
Code Code

in End
Frame

Sqlinvalid SQL Selectiffyrh iy &5* A4, 51 400 Jc

MixOfStarA Index,

ndColumn

Sqlinvalid SQLE SR G/, FINKeepAllColumns% |400 Jc

KeepAllCol B hTrue,

umnsWithAg

gregation

SqlInvalid SQLEFHEEMII4. FIES], FIKF 400 Jc

KeepAllCol KeepAllColumnsZ#hTrue,

umnsWithDu

plicateColumn

Sqlinvalid SQLIE 73 B S8 fa Ikt 400 T

SqlAfterAnalysis

InvalidAri SQLAPERBEM FEAR RN meiE | 400 Jc

thmeticOperand 5,

Sqlinvalid SQLHAND#EEZE MM A RIEXAZEboolk | 400 J

AndOperand ",

Sqlinvalid SQLHORBMEEE MM AN RIEX A EboolK | 400 g

OrOperand ",

Sqlinvalid SQLINOTHEN HTEAEboo R #KIA X, | 400 J

NotOperand

SqlInvalid SQLHIS NULLM FfEH & k. 400 Jc

IsNullOperand

SqlCompare SQLH LR B HITE A AN R R BE T R 400 Jc

rOperandTy

peMismatch

Sqlinvalid SQLA AT HERERME () ERMAH R, 400 Jc

ConcatOperand

SqlUnsupportedSql | SQL 732 A i RISQL TS KM, | 400 Jc

HeaderInfo SQL#EE T it Header{5 &, HHeaderfGE |400 Jc

ExceedsMaxSize i IR K SV B




ErrorCode fifiid HTTP Http
Status Status
Code Code
in End
Frame
OutputExce SQLIH A TBOR S Bk 45 R st 5k | 400 k
edsMaxSize K,
InvalidCsvLine CSVATRIEEN (MHKERBEREAARTINEK  |20680# |40080H 70
), sREBhE T8I MaxSkipped 400
RecordsAllowed,
NegativeRowIndex | SQLH/ENEEHIndexE N A%, 400 Jc
ExceedsMax SQLH ) son @ ki £ 2 L8 i K. 400 i
NestedColu
mnDepth
NestedColu RENEE GSEHHA[NE.) AXFFECSV 400 x
mnNotSuppo ISQLHA,
rtInCsv
TableRootN HAJson X% F5fEFrom ossobject/ai@ i | 400 Jc
odeOnlySup WRBE,
portInJson
JsonNodeEx JSONSLAFISQLIAR 1 FOK/ME feiFie R |4008 | JEE#400
ceedsMaxSize {i. 206
InvalidJsonData JEENTsonEdE B UAIER) 4008%#% | £Ek#E400
206
ExceedsMax JSONSLAFRISQLIAR Y s REN A TR 400808 | L 400
JsonArraySize RGBS RS 206
WildCardNo JSONSUHFISQLHwild card *AhE 400 7
tAllowed Piselectsk & whereffljson)g@ i, el
select s.a.b[*] from ossobject
where a.c[*] > ORAZHN,
JsonNodeEx Json AFFISQLARTY s A ik i i KAH. 4005%#% | JEEk#E400
ceedsMaxDepth 206




7.17 PutObjectTagging

fn] PLgiid PutObjectTagging % B s HFN L H43% (Object Tagging) .

BERIEE

PUT /objectname?tagging

Content-Length: 114

Host: bucketname.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

<Tagging>
<TagSet>
<Tag>
<Key>Key</Key>
<Value>Value</Value>
</Tag>
</TagSet>
</Tagging>
BERTE
e P sty filiid
Tagging o P Tisi: TagSet
TagSet poi o i Tagging
FYisi: Tag
Tag asin] % Rk TagSet
TV Key, Value
Key FrFER E RYixi: Tag
FHR: K
Value T i RYisi: Tag
TR
AT

T#

- IERBTFEAPutObjectTagging R,
- B Tagging#2XHHiObject Last-Modified i,
- EAEFRAUE NG ERE, B, BRI ERS:

+-=._:/

- TR

PUT /objectname?tagging
Content-Length: 114




Host: bucketname.oss-cn-hangzhou.aliyuncs.com
Date: Mon, 18 Mar 2019 08:25:17 GMT
Authorization: OSS *xkxkxkkkkkkkhkkkkkhkkhkkkkkkkkkkkkkx
<Tagging>
<TagSet>
<Tag>
<Key>a</Key>
<Value>1</Value>
</Tag>
<Tag>
<Key>b</Key>
<Value>2</Value>
</Tag>
</TagSet>
</Tagging>

- IR RRA

200 (OK)

content-length: 0

server: AliyunOSS

x—oss-request-id: 5C8F55ED461FB4A64C000004
date: Mon, 18 Mar 2019 08:25:17 GMT

7.18 GetObjectTagging
] Ll GetObject Tagging 2 ITARBUON R IMAR (5 B

BERIEE

GET /objectname?tagging

Host: bucketname.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MRzTER
R gy fiiid
Tagging pogi TYini: TagSet
TagSet 7w Wi Tagging
F1isi: Tag
Tag padis i TagSet
Tir: Key, Value
Key EZET KA Tag
FWR:
Value TR RYiRi: Tag
ER -




Nl

TR

GET /objectname?tagging

Host: bucketname.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 20 Mar 2019 02:02:36 GMT

Authorization: OSS *kxkkkkkkkkkk i kkkhkkAkAkkhkkk Ak kkkkkk

- WARGRBY

200 (OK)
content-length: 209
server: AliyunOSS
x—oss-request-id: 5C919F38461FB42826000002
date: Wed, 20 Mar 2019 02:02:32 GMT
content-type: application/xml
<?xml version="1.0" encoding="UTF-8"7?>
<Tagging>
<TagSet>
<Tag>
<Key>a</Key>
<Value>1</Value>
</Tag>
<Tag>
<Key>b</Key>
<Value>2</Value>
</Tag>
</TagSet>
</Tagging>

7.19 DeleteObjectTagging

BERIE

5

#n] s g DeleteObject Tagging B & 4 L %
&

DELETE /objectname?tagging

Host: bucketname.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

© THRRBI

DELETE /objectname?tagging

Host: bucketname.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 03:00:33 GMT

Authorization: 0SS LTAIbsTkySSptaz**x*/Zr0o6BKgAl71iBtHN2IMC****

- MR

204 (No Content)

content-length: 0

server: Aliyun0SS

x-oss-request-id: 5CACOAD16D0232E2051B****



X G A7 AP1 2% | 7 KT Objecti®fF

date: Tue, 09 Apr 2019 03:00:33 GMT
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8 ZFMultipartUploadayig(E

8.1 &7
B 7 idid PUT Objecti I A& ZEEIOSSPASE, OSSiEH L 1 55 4h—fh_LZBiX—Multipart
Upload, HFPRIPTEM RIS AR (AR T ) i Multipart Upload LA&EiX, i:
- TSR AR,
- &8 100M B/ S,
- Mg RAEREE, MOSSIINRSS &% Z I BEHEEE B T
- AR 20, JCiEE AR SRR

8.2 InitiateMultipartUpload

fFMultipart UploadBi=\UE BT, 25z RIBHOSSHItH{E— A Multipart
Upload%if¥.

BHR 2R 0—ANOSSHR 55 2R Qi 2/ ME— ¥ Upload ID, A FHnilAXMultipart Upload
Bt HP ] ARIEIX N ID R AR EE, anrpikMultipart Upload. &#Multipart
Upload%:,
BKIEE
POST /ObjectName?uploads HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT date
Authorization: SdignatureValue

ARSH

Initiate Multipart Uploadiy, wJPAj@iidencoding-typeXhi& g it KeyiEf 1 gmis.



e Ry i
encoding-type EZE FEE IR B Key 179w
i, HiiXFurlgmib. Keyfd
MUTF-8%4F, {Hxml 1.065
ANSEHERAT— 2l 74, LE
fasciifti MO 10/ 74F
X FKeyt i Exml 10651
XA, vl A
faxEencoding-typetfiginl
M KeyEf T4mb5,
BRIME:
niEfE: url
Rk
B v} ik
Cache-Control vy fEEZObjectii PEIN M R 1T M ; THIEAHI
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UploadId I E—Fn it Multipart Upload S#:1D,

i InitiateMultipartUploadResult

EncodingType TArHR TRR ISR R p ERISRL, anSE RN

SHPEE 1 encoding-type, FRMIE,
R Key 1 74mhd.
R 7%

i REba
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- ZEMEEONER AR, FFEM “?uploads” #F|CanonicalizedResourceH,
- Wik Multipart UploadifisR, SCHFU PARUERHTTPHE Kk : Cache-Control. Content-

Disposition, Content-Encoding, Content-Type, Expires, PAFPAx-oss-meta-Fk
FIH P EE X Headers, B L2 WPutObject,

- FlgifkMultipart UploadiisR, IFAXENCEFERF4Object,
- MRSsEEIwIssfEMultipart UploadifR)G, <i&E—AXMLIEIIERE, ZiERENE=

A& Bucket, KeyfilUploadID, i#ida FHHHUploadID, P TEZ:HIMultipartif
KR,
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ImgELEnE, HaiOSSHRSS & L X FFAES256 FIKMSHNE, e HAE 2R M400 HIRMHIR
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-encryption iERk, HREHIERLMOSSKIEM400 HEAMER: InvalidArgument,

TR :

POST /multipart.data?uploads HTTP/1.1

Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

x-oss-storage-class: Archive

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:/cluRFtRWMTZpC2hTj4F67AG
*k k%
IR R

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 42c25703-7503-fbd8-670a-bdal@leaexx*x
Date: Wed, 22 Feb 2012 08:32:21 GMT

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>



<InitiateMultipartUploadResult xmlns="http://doc.oss-cn-hangzhou.
aliyuncs.com”>

<Bucket> multipart_upload</Bucket>

<Key>multipart.data</Key>

<UploadId>0004B9894A22E5B1888A1E29F823*x*x</UploadId>
</InitiateMultipartUploadResult>

8.3 UploadPart

PRIk — A MultipartUpload Z )&, v PAHYEH EMIObject4fMUpload IDR5H: (Part) Lf%
B, B4 LENPartif A —MRIENS (part number, {EREZ1-10000) .

X —4Upload ID, &S AMEME—bRBUX—H8dE, WARR 7 IXBHRERA SIIF NIRRT

PrE. WERIRHE— A partShe, EETHREBIE, IA0SS LCARIXA- SR Partda s vos
mio T BERTEE1-10000, A5 K/NERIT00KB-5GB, &5 —H Al /T 100KB,

ARIEZE

PUT /ObjectName?partNumber=PartNumber&uploadId=UploadId HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue
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R

PUT /multipart.data?partNumber=1&uploadId=0004B9895DBBB6ECI8E36 HTTP/
1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com



Content-Length: 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: 0SS qgnéqgrrgxo2oawuk53otfjbyc:J/1TICFXEvPmmSW86bBAfMmUm
*kk*k

[6291456 bytes data]

IR R

HTTP/1.1 200 OK

Server: Aliyun0SS

Connection: keep-alive

ETag: 7265F4D211B56873A381D321F586**%*
x-oss-request-id: 3e6aba62-leae-d246-6118-8ff42cdOx**x*
Date: Wed, 22 Feb 2012 08:32:21 GMT

8.4 UploadPartCopy
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UploadPartiZ NHF AL RIS EEParti R/ (BOMARNERE RGP ; REY
CompleteMultipartUpload#if A x5,
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IR [ R 2SR SR K EE AN % DURTER, Bil4n: Content-Range: bytes 0-9/44
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- FiiHInitiateMultipartUpload#% 1, $85% 1'x-0ss-server-side-encryptioni#iR
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encryptionk, HAHRZPartiiRSSmMERIE, RiEWnitiateMultipartUploadig .
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LR &N

PUT /multipart.data?partNumber=1&uploadId=0004B9895DBBB6EC98E36 HTTP/
1.1

Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:J/1TICfXEvPmmSW86bBAfMmUm
*k k%

X-0Ss-copy-source: /oss-example/ src-object
X—0Ss—copy-source-range:bytes=100-6291756
IR BRI

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

Xx—0ss-request-id: 3e6abab62-leae-d246-6118-8ff42cdO*xx*x

Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"7?>

<CopyPartResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1BOO2CC6O7TC5xx*x"</ETag>

</CopyPartResult>

8.5 CompleteMultipartUpload
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POST /ObjectName?uploadId=UploadId HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature
<CompleteMultipartUpload>



<Part>

<PartNumber>PartNumber</PartNumber>

<ETag>ETag</ETag>
</Part>

</CompleteMultipartUpload>
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ETag

TAFHR
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AObjectifJN%. Complete
Multipart Uploadi# Rt
JObject, ETagffi2HM%
[JUUID, ETagffn] DAIHFK:
#ObjectNA R & K2,
RYim: CompleteMu
ItipartUploadResult

Location

AT HR

HitdtObjectfyURL,
RYixi: CompleteMu

ItipartUploadResult

Key

AT HR

Wil Object 447,
R1is: CompleteMu
ItipartUploadResult

EncodingType

TAFHR
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R, SRS B E
Tencoding-type, JRgMIK
SRS KeyilH T4mhd.
RYim: 8%

AT
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- PRI Part Listrp, Part'SinalDURAESN, HIAE P Part SH21, B
Part5i425,

- 0SSt CompleteMultipartUploadif ki), %Upload IDFEZAERRICHL,

- [l—A~Objectn] LARIN A AR Upload Id, *jComplete—4*Upload IDJG, iZ%Objectit)
HithUpload IDAZZ5M,

- FiiHInitiateMultipartUpload% 1IN, 5% 1 x-oss-server-side-encryptionigRk, M
fCompleteMultipartUploadiip kHi& [nlx-oss-server-side-encryption, HAEZIHZX
Objectii55 a5 1%,

- WA P L% Y Content-MDS5i#K %, OSS&itHbodyfContent-MDSFFRE—2E, WK
A8, $iBMInvalidDigestHiiRg,

TRl

POST /multipart.data? uploadId=0004B9B2D2F7815C432C9057C03134D4 HTTP/
1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 1056
Date: Fri, 24 Feb 2012 10:19:18 GMT
Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:8VwFhFUWmVecK6jQLHIXMK/z
* % k%
<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A0784842780*x*x"</ETag>
</Part>
<Part>
<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEQAxx*x"</ETag>
</Part>
<Part>
<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA14*x*x"</ETag>
</Part>
</CompleteMultipartUpload>

IR [l

HTTP/1.1 200 OK
Server: AliyunO0SS
Content-Length: 329
Content-Type: Application/xml
Connection: keep-alive
x-oss-request-id: 594f0751-3ble-168f-4501-4ac71d2lx**x*
Date: Fri, 24 Feb 2012 10:19:18 GMT
<?xml version="1.0" encoding="UTF-8"7?>
<CompleteMultipartUploadResult xmlns="http://doc.oss-cn-hangzhou.
aliyuncs.com”>
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /
multipart.data</Location>
<Bucket>oss-example</Bucket>
<Key>multipart.data</Key>
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<ETag>B864DB6A936D376F9F8D3ED3BBE540**xx*x< /ETag>
</CompleteMultipartUploadResult>
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DELETE /ObjectName?uploadId=UploadId HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Sdignature

SRR

Delete /multipart.data?&uploadId=0004B9895DBBB6EC98E HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:J/1ICfXEvPmmSW86bBAfMm
UmWjI=

B

HTTP/1.1 204

Server: Aliyun0SS

Connection: keep-alive

x-oss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT
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MaxUploads
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B AT

PRHIA IR 9]
MultipartUpload4h#51
FREVEM, “true” #
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B “false” FRARCEIR
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HRUE: false. true
BIME: false

Wi ListMultip
artUploadsResult
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B2,

TR Key, Uploadld,
Initiated

RYini: ListMultip
artUploadsResult

Key

TAFHR

Ptk Multipart Upload 3
ffJObject$47%.
RYiri: Upload

UploadId

TAFHR
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R Upload

Initiated
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Multipart Upload $ #1461k
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ANt

- EOSSHIRImIZE R E feti i Object A T THFHES; X TR —4~Object, WK )
7, THRHE,

- A ARG H prefix2 ¥t bucketNifobjecti# 1T/ BB CRIBUSURINGE)

- ListMultipartUploadsifisRZ+i5RiERS8: prefix. marker, delimiter, upload-
id-markerfllmax-uploads, WIXLESHIIH S, W LABEEMultipart UploadsZ3ift:
AR, RIS R,

R

Get /?uploads HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 06:14:27 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:IX75CtQqsmBBz+dcivn7kwBM

*kk*k

RN

HTTP/1.1 200

Server: Aliyun0SS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x—0ss-request-id: 58a41847-3d93-1905-20db-ba6f561c*x*x**
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"7?>
<ListMultipartUploadsResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs
.com”>
<Bucket>oss-example</Bucket>
<KeyMarker></KeyMarker>
<UploadIdMarker></UploadIdMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadIdMarker>0004B99B8E707874FC2D692FA5D77D3F</NextUpload
IdMarker>
<Delimiter></Delimiter>
<Prefix></Prefix>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>
<Upload>
<Key>multipart.data</Key>
<UploadId>0004B999EF518A1FE585B0C9360DC4C8</UploadId>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>
</Upload>
<Upload>
<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D6****x</UploadId>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>
</Upload>
<Upload>
<Key>oss.avi</Key>
<UploadId>0004B99B8E707874FC2D692FASD7***x</UploadId>
<Initiated>2012-02-23T06:14:27.000Z</Initiated>
</Upload>



8

s
1G]

</ListMultipartUploadsResult>

.8 ListParts
ListPartsiZHTHI%46¢ Upload IDFEMIA L& L%k Part,
KiBE
Get /ObjectName?uploadId=UploadId HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
Authorization: Signature
K EBE(Request Parameters)
e E ik
uploadId FHFH MultipartUpload $4-H1ID,
BRiMAE:
max-parts B FIE LEO S S 7 H i) 5
KPart#(H,
RIME: 1,000
part-number-marker B e ListiiEiahiE, H
fiPart NumberfH K Fi%2
B Part 25,
BIME: T
Encoding-type AT H TSR 0] P PN A A T 20

W, HEmMMIIRE, Keyfd
MUTF-8F4F, {Hxml 1.065
ASFEfR T — e, L
fnasciiffi ORI 10/ 74F

X Keyp & xml 1.0b5i
AR AF, W PAdid
faEEncoding-typeXfign]

M KeyiEf T4h5.

BIME:

A[EfE: url




MRz 7o 2% (Response Elements)

£

Tl

ListPartsResult

fR1£List PartifiR& R%A
o

F¥ini: Bucket, Key,
Uploadld, PartNumber
Marker, NextPartNu
mberMarker, MaxParts,
IsTruncated, Part

Vo ==~ .

RYimi:

Bucket

TAFHR

Bucket# 5.
RYiki: ListPartsResult

EncodingType

TATHR

PSR ER SUZEE T |
PR, QRIS RIS EhHS
% 7 Encoding-type, HF&xf
IR R Key 1 74D,
Wik ListPartsResult

Key

AT

Objectf4F#.
RYisk: ListPartsResult

UploadId

AT

Upload##¥ID,
RYifi: ListPartsResult

PartNumberMarker

AR List&E i Part
Number#2fifi e,
R ListPartsResult

NextPartNumberMarker

TR

WA R A IR 1] 456
g5, MR RS
HNextPartNumberMarkert
#, HT R RiER

fJPartNumberMarkerfd.,
RYiski: ListPartsResult

3

MaxParts

-84

Rl R K Part®H .
Wi ListPartsResult

IsTruncated

BoE AT

FREAARRIZ Ml ListPartsgs
FIFRE BN,  “true”
AR B IR ] A

1, “false” FoRARELIR
[ getehitay 8

£H3¥Ul: true. false

Vo ==~

Rk ListPartsResult




€ PRl Tk

Part A HR {17 Partf5 B 8
TVis: PartNumber,
LastModified, ETag, Size
RYim: ListPartsResult

PartNumber R boRPartiE s,
Wi : ListPartsResult.
Part

LastModified Hig Part AL ],
Wi ListPartsResult.
part

ETag FIFH & Ef&Part AR ETag,
Wi ListPartsResult.
Part

Size R 2 _kf&Part K/,
Wi ListPartsResult.
Part

i REba

ANt

- ListParts%#¥max-partsfllpart-number-markerFfig RS,
- max-partsSEUR A EHN1000; BRiMEH 1000,
- {EOSSHIR g B Par tS i 7 HES

- HTFMIgERTRELES, FTAAHEREAI List Partil kMg R (Part NumberfIETag{f) R4
& Complete MultipartfPart¥ 3,

R :

Get /multipart.data?uploadId=0004B999EF5A239BB9138C6227D69F95 HTTP/1
.1

Host: oss-—example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:4q0OnUMcOUQWgkz8wDqD3
1Isa9P8=

B[R :

HTTP/1.1 200

Server: AliyunO0SS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x—-o0ss-request-id: 106452c8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT



<?xml version="1.0" encoding="UTF-8"7?7>
<ListPartsResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Bucket>multipart_upload</Bucket>
<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95</UploadId>
<NextPartNumberMarker>5</NextPartNumberMarker>
<MaxParts>1000</MaxParts>
<IsTruncated>false</IsTruncated>
<Part>
<PartNumber>1</PartNumber>
<LastModified>2012-02-23T0O7:01:34.000Z</LastMod1ified>
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot;</ETag>
<Size>6291456</S1ize>
</Part>
<Part>
<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z</LastMod1ified>
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot;</ETag>
<Si1ze>6291456</Size>
</Part>
<Part>
<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z</LastMod1ified>
<ETag>&quot;7265F4D211B56873A381D321F586E4A9&quot;</ETag>
<Size>1024</Size>
</Part>
</ListPartsResult>



9.1 &Y
PSIGEIRIE S (CORS) FeiF Webdin N TR Vi A8 T A B B I,
OSS>ZHFCORSHnfE, JifERETE RiGHIT R Web M FIREF, OSSHR v i Nz 175 R e 1k i
[ 25 R RR :
- PutBucketCORS
- GetBucketCORS
- DeleteBucketCORS

- OptionObject

9.2 PutBucketCORS

PutBucketcorsiZIH T RIEENEZ R (Bucket) &E— s L= (CORS) R,
W Bucket© 5 CORSHLN, fEAMtE OB SEEA AN, Bucket®iIAMIFECORSYIRE, Fifs
EEIRIE R I Origin ¥ A SR VFo

BiH:

- N HFFHEH CORSYIRE, Tl A 1F3) LIECORSHMKIF FHCORSYIRE, Bildn, M
www.a.comi@id MR XMLHttpRequestHERViMOSS, & Eilid AR OF4) Lk
CORSHIM, HCORSHWIFHEHXMLSIRHEfTHiIA,

- YOSSKEI— A EEIKIA REOPTIONSIH K, &5tiiBucketif FIAJCORSHN, SRfGREITH
PLRABRAS S, OSSEMRIREG A S E—FFHIM, 5 FH 55— % DLBCAIRRIISK 5 V3 SR IR R0 LR
header, WA RLNIARPLACIIBMAK AT CORSH K header,

- A BucketJCORSEE R % % CORSHMNIFEER), A Bucketie® faVr 1058, L&/
XML A8 K fL1F16 KB,

- CORSHEM PLHL R #6755 /e BA T =A 44 -

- HRMOriginiPLiii —4 AllowedOriginJi,

- RMFTE (GET, PUT) m#OPTIONSI# K Access-Control-Request-Method
S RIS ik SL AL — 4~ AllowedMethod Wi,

- OPTIONSI# R Access-Control-Request-Headers 3k &4 header# 45 PUfic —
AllowedHeaderi,



BERIEE

PUT /?cors HTTP/1.1

Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"7?>

<CORSConfiguration>
<CORSRu'le>

<AllowedOrigin>the origin you want allow CORS request from</

AllowedOrigin>

<AllowedOrigin>..</AllowedOrigin>
<AllowedMethod>HTTP method</AllowedMethod>
<AllowedMethod>..</AllowedMethod>

<AllowedHeader> headers that allowed browser to send</

AllowedHeader>

<AllowedHeader>..</AllowedHeader>
<ExposeHeader> headers 1in response that can access from

client app</ExposeHeader>

<ExposeHeader>..</ExposeHeader>
<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeco

nds>
</CORSRule>
<CORSRule>
</CORSRule>

</CORSConfiguration >

BERTE
CORSRule pagd pr CORSHIMIFI 285

HiHA:
A BucketinZ 72105 CORSHLI,

RYixi: CORSConfiguration

Fol

AllowedOri |ZfFH

gin

TR SEVPIRE IR R AR T

BiHA:
- OSSRV 24 L&k 24 vk
/8
- OSSAVHERRZ —AN RS (%) HWEHR.
WREE RS %), WFERRTFEN
RIRMIEEIRIE K
RAiri: CORSRule




Nl

AR R SRR filiik
AllowedMet |Be% ( v FE5E LRSI R 7T 1%
hod GET,PUT RYiri: CORSRule
,DELETE,
POST,HEAD
)
AllowedHea |FFFH3 S HEHIFEOPTIONSTiltE 2 Access-Control
der -Request-HeaderskH5@iheader2 5 1t
. fEAccess-Control-Request-HeadersH!
faEm 1 headerfB 6 ifE AllowedHeader
A — 4N BRI,
BEWI:
AFRZHEH—ARS () EET .
R¥iri: CORSRule
ExposeHead |FfFH: i Fa5E LV P AR s g i Sk, )
er m, —AJavascriptftiXMLHttpRequesthf
2,
BEW:
ARVERES () @R,
RYirxi: CORSRule
MaxAgeSeco |%¢I % FREN SRR E BRI AE (OPTIONS) i
nds FIR ISR RAE N ], AR,
LR
— 2 CORSHM % sevFili s —
4*MaxAgeSeconds,
R CORSRule
CORSConfig |Z¥a% po3 BucketJCORSHRMZ 3%
uration R
R

PUT /?cors HTTP/1.1

Host:

Date:

Authorization:

*kkkk

186

oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length:
Fri, 04 May 2012 03:21:12 GMT

0SS gnéqrrgxo2ocawuk53o0tfjbyc:KU5h8YMUCT78M30dXqf3IxrT

<?xml version="1.0" encoding="UTF-8"?>




SDK

<CORSConfiguration>
<CORSRu'le>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>
<CORSRu'le>
<AllowedOrigin>http://www.a.com</AllowedOrigin>
<AllowedOrigin>http://www.b.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-testl</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration >

BRI

HTTP/1.1 200 OK

x—0ss-request-id: 50519080C4689A033D0O**x**
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

BEFZ TTAON REFR) 5 1 &5 SDKAN T :
- Java

+ Python

- PHP

- Go

- C++

- .NET

* Ruby

Y HTTP R0 filiid

InvalidDigest 400 %7 Content-MD5iEKL)G, OSS&IHRIN
BA Content-MD5H A A —8ME, WA —

BZIB LR




9.3 GetBucketCORS
GetBucketCORSIEITH TAKHUEE/7ME%: M (Bucket) MRiHIESIEIILSE (CORS) KM,

BKIEE

GET /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SdignatureValue

MaRzITER

e R iR

CORSRule o CORSHIMYZR 3. T4 Bucketin® SeiF 10550,
i CORSConfiguration

AllowedOrigin | ZRFH FSVFRESEGR K, B (F) FoRararRIER
FEHA R
RYiri: CORSRule

AllowedMethod |#% (GET,PUT | faVFRIEsRiGRI7i4,

,DELETE,POST, | X ¥ixi: CORSRule
HEAD)

AllowedHeader | F4FH #HIfEOPTIONSHilis 2 H Access-Control-Request
-Headers#fiEheader &% i iF, fEAccess-
Control-Request-HeadersH 5 &8 headerfiifE
AllowedHeaderH 45 — 5% LI,

RYixi: CORSRule

ExposeHeader |FfFH FEVFHIL P SRR i I B RSk (Bl —As
JavascriptiyXMLHttpRequestifR) .

RYixi: CORSRule

MaxAgeSeconds |%%7% PVE TR BRI it (OPTIONS) ifRiR g )
IR, — AN CORSHEMI i iz 2 feivF A — A
MaxAgeSeconds,

Hfi:
R Yisi: CORSRule

CORSConfig B BucketfJCORSHINIZs 8%

uration RViri: J

5l
[ERIGNG]

Get /?cors HTTP/1.1
Host: oss—example.oss-cn-hangzhou.aliyuncs.com




Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: 0SS gnéqgrrgxo2oawuk53otfjbyc:

*kk*k

RN

HTTP/1.1 200
x—-o0ss-request-id: 50519080C4689A033DOO***x*
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive
Content-Length: 218
Server: AliyunOSS
<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRu'le>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>

<ExposeHeader>x-oss-test</ExposeHeader>

<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration>

BEFZ CIRON REFN 2515 &5 SDKAN T :

- Java

* Python
- PHP

- Go

© C++

- .NET

* Ruby

IR

BuG4rRK+zNhH1AcF51NNHD39

B BY HTTP IR0 iR

NoSuchBucket 404 H#iBucket A #1E,

NoSuchCORS 404 HERCORSHIMIATELE,

Configuration

AccessDenied 403 HABucket#i H A GEIRELCORSHINI,




9.4 DeleteBucketCORS

DeleteBucketcorsHTRIAFREEMD M (Bucket) MMAEBBEIRILSE (CORS) VRIS
A

ERIEE

Nl

SDK

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

AR
DELETE /?cors HTTP/1.1
Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:LnM4AZ10eIduZF5vGFWicOME
*k k%

R

HTTP/1.1 204 No Content

x-oss-request-id: 5051845BC4689A033DO0O***%
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: Aliyun0SS

BEFZ 1RO REFN) 2515 5 SDKAN T «
- Java

- Python

- PHP

- Go

© C++

.NET

* Ruby



fEIRED
RN HTTP K& ik
NoSuchBucket 404 H#rBucket RELE,
AccessDenied 403 BE MR, R Bucket3la H A HHIR
MERBucketf M FICORSHENI,
9.5 OptionObject

=P

WS BSE R IX IS R Z i RiE— A preflightiisk (OPTIONS) 40SS, J#iF LRIk
I, HTTPJji¥fiheader¥fHE, AUUERGKIZHIERIEK,

EE

OPTIONS /ObjectName HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Origin:Origin

Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

ARk
B Bty fifiid
Origin FrFR TR, HRbREsiE R,
BRIME: &
Access- TR FORESBRIE RGBT,
Control- BRIMAE: &
Request-
Method
Access- FAFH FOREERR AR HBIRR 7 W Sk 2 M0k,
Control- ME:
Request-
Headers
MRSk
% %] ik
Access- FrFER WHRPEEMOrigine WASVFZIER, WIWARN AL

Control-Allow

-Origin

%37,




Nl

e I ik
Access- EZE SVFRRIHTTPYS %, WIASRVRZIAR, W S4B
Control-Allow 12558
-Methods
Access- AT HR SeVFiE RN T headerfI5I3R, WUERIERPAE AWV
Control-Allow header, WIARLE LR, WREBFHHEA,
-Headers
Access- AT HR FLVFLES PinJavaScripthe il headersiy3i 3%,
Control
-Expose-
Headers
Access- Bony e YRR R A7 preflight&5 1IN W], AN D,
Control-Max-
Age
TR
OPTIONS /testobject HTTP/1.1
Host: oss—-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT
Access-Control-Request-Headers:x-oss-test
IR BRI
HTTP/1.1 200 OK
x—-0ss-request-id: 5051845BC4689A033D00O**x*
Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive
Content-Length: 0
Server: AliyunOSS
5
Y HTTP K70 filiid
Forbidden 403 0SSH Ui PutBucket CORSHZ IR IT )

BucketfJCORSYifiE. HIECORSYjHENG, OSS
FEW BN YE B8 preflightif Rt SRS
BONPEA RS RFARIE R, WRARTNE
CORSYIREEA TS, W& [l AR,




10 XFLiveChannelBJIR{E

10.1 LiveChannelf&7y

PRl PAE I RTMPHR SR & AR B SI0SS, $efhina NS i,  Ligai, M
B Z A~ LiveChannel, BPURBOWRIHERENE, HIEAERIESE X PAPL

JE IS RTM PR bA% & AU H i A BRI -

- NEEEHRTMPHERIN X, AZFL.

- A E AR, HAR S OVH264,

- EWRURRNER), JF HHSRFAACK, HA Wi SR,
- BRRRIUCCFFHLSHMY

- —A"LiveChannel[r] I L&A — A% i) HHER

10.2 RTMP#E st st K & 2

RTMPHifi A : rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-

channel
HA BRI H: rtmp: //S{bucket}.${host}/live/${channel}?${params}

- live ARTMPHMHY app £ F%, OSSEIEfEMlive,

- params MRS E, HWASHTTPHEREIquery stringtfllFil, HIJEM” varA=valueA&
varB=valueB “,

- BucketAcldEpublic-read-writeltf, Heinidihk T EEAA W CAER ; 2477 EFKLOSSH Url
B4, HA LAY ERIAR], JESCRHE BRI,

RTMPH#ERZ 1 EYurl &%k

A% iR
playlistName R R m3usS R, HAARE &

LiveChannel'PBCE, FE: R m3us

%ﬁﬁﬂﬁ%é\’m%hﬂ” ${Channel_name}/ “ﬁ_lzj
%o




YR E Y 3 AL

— MBI : rtmp: //${bucket}.${host}/live/${channel}?

0SSAccessKeyId=xxx&Expires=yyy&Signature=zzz&${params}

SRR ik
OSSAccessKeyld = X [FIOSSHHTTP3:44 AccessKeyld
Expires I IR, A%3RH Unit timestamp

Signature

BATHRE, R SR RA

params

HWS®, MaNSBMTHEs5%4

SignaturefJTHERMAI T :

base64 (hmac-shal (AccessKeySecret,
+ Expires + "\n"
+ CanonicalizedParams
+ CanonicalizedResource))

g

iR

CanonicalizedResource

XM “/BucketName/ChannelName”

CanonicalizedParams

tilparam key 7T HHE” key:value\n
TR RS EBPEER, WRSEAEON0, T
KXW, SBPAEESecurityToken
. OSSAccessKeyldflExpirePA JzSignature
o F—Aparam key RfEHB—IX,

10.3 PutLiveChannelStatus

LiveChannelfiFiffStatus: enabledfiidisabled, I/ nJ LA A% I 4E iR Status 2 )47

ﬂ]*ﬁo

AbFdisablediRZEm, OSS&ELILH FAiZLiveChanneBEFTHERIERIE; WA H P IELER) %
LiveChannel#fiifi, R2AHERIKIZ ) n S PomBiWor (WEESH10sEARIER) .

BERIEE

PUT /ChannelName?live&status=NewStatus HTTP/1.1Date: GMT dateHost:

BucketName.oss-cn-hangzhou.aliyuncs.comAuthorization: SignatureValue




R A REVHR

NewStatus fgELiveChannelyH p
FrStatus,
H3E: enabled.
disabled

iREbagiin
- MR P mIZLiveChannel#Efil, JHAPutLiveChannel EiflldtLiveChanneltitn] B4
BsNERStatusi HIT,

- MR PN ZLiveChannel#EiR, i PutLiveChannel HiflldtLiveChannel, X
el AR Bk LiveChannel ik & Adisabled,

5l
TR
PUT /test-channel?live&status=disabled HTTP/1.1
Date: Thu, 25 Aug 2016 05:37:38 GMT
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS YJjHKOKWDWINLKXv:X/mBrSbkNogM/JoAfRCOytyQ5pY=
TR
HTTP/1.1 200
content-length: 0
server: AliyunOSS
connection: close
x—0ss-request-id: 57BE8422B92475920B002030
date: Thu, 25 Aug 2016 05:37:39 GMT
10.4 PutLiveChannel
B RTMPHHY FA% FFRUSRARR, BHUEITIEHE DR IR M LiveChannel, %128
[MRTMPEEHHE, AR BBl
AP el ARERTR I b A T HERL, . 595h, FLP ] DU % LiveChannel M A PR &A%
RIERE, W& MHERIRS, AERICR, SRS,
BEKIEE

PUT /ChannelName?live HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Content-Length: Size

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"7?>




<LiveChannelConfiguration>
<Description>ChannelDescription</Description>
<Status>ChannelStatus</Status>
<Target>
<Type>HLS</Type>
<FragDuration>FragDuration</FragDuration>
<FragCount>FragCount</FragCount>
<PlaylistName>PlaylistName</PlaylistName>
</Target>
<Snapshot>
<RoleName>Snapshot ram role</RoleName>
<DestBucket>Snapshot dest bucket</DestBucket>
<NotifyTopic>Notify topic of MNS</NotifyTopic>
<Interval>Snapshot interval +in second</Interval>
</Snapshot>
</LiveChannelConfiguration>

&R ITZE (Request Elements)

gy R fifiid

LiveChanne pagi {7 LiveChannel it &2 45,
1Configuration T 1iri: Description, Status,
Target

RN

Description I LiveChannelJi#iiAE R,
K128%1,
S =t ¥

¥ LiveChannelConfigura
tion

o

Status BRI feZ LiveChannel (IR,

S

RYifi: LiveChannelConfigura
tion

A3k : enabled. disabled
XM : enabled

o

Target Fais CRA7 SE TR B 35

TVisi: Type. FragDuration,
FragCount. PlaylistName
RYifi: LiveChannelConfigura

tion

ol

Type BOEFITH FRE FE BRI,
TR K
RYisk: Target

HRUE: HLS

T




€

PRl

ik

&I

o
Elod

FragDuration

TrEH

Y Type NHLSH, FHE®AMts IR
M AR FD)

TARG: K

Ry mi: Target

BIMH: 5

BYATERE : [1, 100]

o

FragCount

TArH

Y Type SHLSH, fi@m3u8ffH
BEts SR

FHR: K

RYisi: Target

BIMH: 3

BUEERE-: [1, 100]

17|

PlaylistName

T

LType WHLSH, ek
FIm3u8 L AFIIAFE, %

PL” .m3u8” gk, KIENEN(6,
128],

FHR: K

RYisk: Target

ERIME: playlist.m3u8
iR : [6, 128]

o

Snapshot

P17 S E B ESnapshot JEY
s

T¥iri: RoleName, DestBucket
, NotifyTopic, Interval,
PornRec

RYiri: Snapshot

o

RoleName

T

AT ik R iR, %
Rti DestBucketi 5 BUFRAFI

i NotifyTopic & {4 S AR,
FHR: K

RYisi: Snapshot

o

DestBucket

TAFH

P17 =0 E B brBucket, B3R5
HiBucket;2[Fl—4Owner,

T ]

RYiri: Snapshot

o

NotifyTopic

TAEH

FH T @A P e R R
FIMNSHJTopic,

FHR: K

RYiski: Snapshot

o




€ PRl ik

#m
o
(7
Enl

Interval e FEEE R ERRE (b 7)) .
QNS 2 B ) BRI ) P G B

i (I, B2 32 BRI ) AR
THR: K

RHixi: Snapshot

BUYERERE : [1, 100]

o

i REba

- ChannelName2#iff & 0bjectNamelai#4 MG, H4h, ChannelNameARERE” / %
- FragDurationfliFragCount®BRIME R G TEM B RARIEEN A 243 e v Hb—4, W%

— A RE RS E,
- BEREIONHLSIY, OSSR MtsXFG, BHm3u83Xff; m3us i & i
FJFragCount/Mts Ak,

- FAERBRUNHLSE, 5 A\ Y ijts A & R EE R A S| FragDurationfi € INK 5, 0SS
SEE B — AN R DIR 2) R — /A ts ek Wmax(2*FragDuration, 60s) a1/ AU
IR —AREEWE, OSSIEImFIDIe S, BEinl e HERE i,

MRz TTER

ey R fifiid

CreatelLiveChannelResult | &% fif#CreateLiveChanneli# R&5 91
B

T PublishUrls,PlayUrls
RYiri: &

PublishUrls o PRI HERH L 25 850

FHim: Url

RYifi: CreateLiveChannelRes
ult

url FIrH ik,
T K
i PublishUrls

PlayUrls pasind PRAFRE O 235

F Y Url

RYifki: CreateLiveChannelRes
ult

url FAFH i,
TR K
RAiri: PlayUrls




i REba

e

- HERHIIER R N4 Ur], @ Bucket ACLiEpublic-read-write, WATEE #1854
A REEAT Vi),

- BCEHER RN UrL, @13 Bucket ACL Aprivate, WRAFEE I T8H A RERTT I
I"ﬂo

R
PUT /test-channel?live HTTP/1.1
Date: Wed, 24 Aug 2016 11:11:28 GMT
Content-Length: 333
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS YJjHKOKWDWINLKXv:hvwOZIRh8toAj3DZvtsuPgf+agA=
<?xml version="1.0" encoding="utf-8"?>
<LiveChannelConfiguration>
<Description/>
<Status>enabled</Status>
<Target>
<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>
</Target>
<Snapshot>
<RoleName>role_for_snapshot</RoleName>
<DestBucket>snapshotdest</DestBucket>
<NotifyTopic>snapshotnotify</NotifyTopic>
<Interval>1</Interval>
</Snapshot>
</LiveChannelConfiguration>
TR

HTTP/1.1 200
content-length: 259
server: Aliyun0SS
Xx—-oss—-server-time: 4
connection: close
x-oss-request-id: 57BD8419B92475920B000O2F1
date: Wed, 24 Aug 2016 11:11:28 GMT
x-oss-bucket-storage-type: standard
content-type: application/xml
<?xml version="1.0" encoding="UTF-8"7?>
<CreatelLiveChannelResult>
<PublishUrls>
<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-
channel</Ur1l>
</PublishUrls>
<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/test-channel/
playlist.m3u8</Url>
</PlayUrls>



</CreatelLiveChannelResult>

10.5 GetVodPlaylist
GetVodPlayl4sti I KA LiveChannel HERZERI, S5 RIBNIHHRIIZ,
ERIB

GET /ChannelName?vod&endTime=EndTime&startTime=StartTime HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

BEREH
% fifiid oy
ChannelName f&€ LiveChannel ##%, #LiveChanne |2
1 RIRLELE
StartTime R ts PRGN, #5300 Unix | 2
timestamp,
EndTime e AW ts XML IERTT], #4538 Unix | 2
timestamp,
BiBH:
EndTime 2%k F StartTime, HIHIR]
BEARAT 1K,
5l
TRl

GET /test-channel?vod&endTime=1472020226&startTime=1472020031 HTTP/1.1
Date: Thu, 25 Aug 2016 07:13:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:ABIigvnLtCHK+7fMHLeR1lOUnzvO=

B

HTTP/1.1 200

content-length: 312

server: Aliyun0SS

connection: close

etag: "9C6104DDO9CF1A0C4DOCFD21F43905D59"
x-oss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMT
Content-Type: application/x—-mpegURL

#EXTM3U
#EXT-X-VERSION:3
#EXT-X-MEDIA-SEQUENCE: 0



#EXT-X-TARGETDURATION:13

#EXTINF:7.120,
1543895706266.ts
#EXTINF:5.840),
1543895706323.ts
#EXTINF:6.400),
1543895706356.ts
#EXTINF:5.520,
1543895706389.ts
#EXTINF:5.240),
1543895706428.ts
#EXTINF:13.320,
1543895706468.ts
#EXTINF:5.960),
1543895706538.ts
#EXTINF:6.520,
1543895706561.ts
#EXT-X-ENDLIST

10.6 PostVodPlaylist

PostVodPlaylistiZ MR AIEELiveChannel HER L RIK, e B ts SR R — 4 1

HHREEEEIR (m3u8fF) .

BERIEE

POST /ChannelName/PlaylistName?vod&endTime=EndTime&startTime=StartTime

HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

HRBE
B ik p ey A
ChannelName fe&LiveChannel &k, % |2
LiveChannel %71,
PlaylistName fEE R SRR R4 | R
R, &P, “.m3u8” &k,
StartTime HaE A& Wts SUPERTRELGIN ps
i, 3 HUnix timestamp
EndTime e & Wts S Z LN ps
i, %3 AUnix timestamp
MY

- EndTime# ik T StartTime, HIMEEAGERT 1K,




- OSSEA 2 N MYERE MM ZLiveChanne R A kit ts SUHE, K HPFER — MBI
UE

Tl
Rl

POST /test-channel/vod.m3u8?vod&endTime=1472020226&startTime=
14720260031 HTTP/1.1

Date: Thu, 25 Aug 2016 07:13:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:ABIigvnLtCHK+7fMHLeR1OUnzvO=

RN

HTTP/1.1 200

content-length: 0

server: Aliyun0SS

connection: close

etag: "9C6104DDOCF1A0C4DOCFD21F43905D59"
x-oss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMT

10.7 GetLiveChannelStat
GetLiveChannelStat$& I FIREtE € LiveChannel INHER A &AE B
BEKIBE

GET /ChannelName?live&comp=stat HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

MRz TTER

€ Pl Tk

LiveChannelStat pogi fRf#GetLiveChannelStatig
TS SiNpaSin N

T4 Status,
ConnectedTime, Video,
Audio

RYimi: k&

Status BOE 7R LiveChannel 4 ii RIS
13208

TR K

RYiri: LiveChannelStat
HRE: DisabledLiveIdle




€

Pl

Tk

ConnnectedTime

TAFHR

Y Status HLivelf, FmR2ii
B PG HER N M, e
FEHIS08601 18X Fmm,
TR &

RYi: LiveChannelStat

RemoteAddr

TAFHR

Y Status HLivelf, Fos i
HERR P TPHAL
TR

RYisi: LiveChannelStat

Video

Y StatusHLivel, PRAFAL
WilE B2,

il
= Bi:

Video. AudioB#iH_H
fEStatus HLivel A4 22

i, {HStatusALivel}
A— IR X A B4
B, %P ceiER:
#lLiveChannel, {HFAX
X P, XAERAS
1B X P A2
FYixi: Width, Heigth,
FrameRate. Bandwidth,
Codec

Ve E =N

R LiveChannelStat

Width

TAFHR

L4 AL T )
Mihi: B

SR )= 9

A : Video

Heigth

TATH

L4 AL I P
My BH

TR &

A Video

FrameRate

TAFHR

EG ORI,
s
Y Video

Bandwidth

TAFHR

YRGS,
Hifii: B/s
T
RV Video




€

Pl

Tk

Codec

BoE AT H

R R Z b s =Ko
s
LY Video

Audio

WiStatus MLivelf, RS
ils B2,

= B:

Video. Audio&#i_H
{fEStatus HLivel A4 22

&, fHStatusHLivel}
AR FIX B2
B, % PuhcaiER:
FLiveChannel, {H¥AR
REEMEEE, XFMERAS
1B X P A2 4

TVisi: SampleRate.

Bandwidth. Codec
i LiveChannelStat

SampleRate

AT

Y S PRI SRR,
s K
RYir: Audio

Bandwidth

TAFHR

= B

Bandwidth 3555t /41
Wi e i — B IS 1) P )T
Y%, LiveChannell|
Vi Live RN, &m0l
ffIBandwidth{inl g M0,

Hifii: B/s
s
R4 Audio

Codec

BoE AT

i E R S oS K
T K
R4 : Audio

Tl
R 1

GET /test-channel?live&comp=stat HTTP/1l.1




Date: Thu, 25 Aug 2016 06:22:01 GMT
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS YJjHKOKWDWINLKXv:fOzwkAgVTVSOLVKLPIINQOJY****

IR RHI 1

HTTP/1.1 200

content-length: 100

server: Aliyun0SS

connection: close

x-oss-request-id: 57BES8E89B92475920B002164

date: Thu, 25 Aug 2016 06:22:01 GMT

content-type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>

<LiveChannelStat>
<Status>Idle</Status>

</LiveChannelStat>

R 2

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:25:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:WeC5joEaRzfSSS8xKOtTLOTWT ****

BRI 2

HTTP/1.1 200
content-length: 469
server: AliyunOSS
connection: close
x—o0ss-request-id: 57BE8F56B92475920B002187
date: Thu, 25 Aug 2016 06:25:26 GMT
content-type: application/xml
<?xml version="1.0" encoding="UTF-8"7?>
<LiveChannelStat>
<Status>Live</Status>
<ConnectedTime>2016-08-25T06:25:15.000Z</ConnectedTime>
<RemoteAddr>10.1.2.3:47745</RemoteAddr>
<Video>
<Width>1280</Width>
<Height>536</Height>
<FrameRate>24</FrameRate>
<Bandwidth>0</Bandwidth>
<Codec>H264</Codec>
</Video>
<Audio>
<Bandwidth>0</Bandwidth>
<SampleRate>44100</SampleRate>
<Codec>ADPCM</Codec>
</Audio>



</LiveChannelStat>

10.8 GetLiveChannellnfo
GetLiveChannelInfofZ AT KHEE LiveChannel WAL E B

ERIEE

GET /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

MmRzrT &
PR ey fiiid
LiveChannelConfigura o f#1#GetLiveChannelInfoi&
tion [DESPUIEas =8
T ¥ixi: Description.
Status, Target
RYiR: &
Description =] LiveChannel¥Jfiidfs B,
ER -
RYiski: LiveChanne
IConfiguration
Status BRI LiveChannel#JIR&(E B,
TR
Yk LiveChanne
IConfiguration
HAH: enabled.
disabled
Target posi f#1fELiveChannel #ilHc & 1
s
T
Type. FragDuration. FragQ
O3
LR
FragDuration. FragCount,
A Y TypeBUE MHLSH A 23
&,

RYisi: LiveChanne
IConfiguration

ount, Play

PlaylistNa




€

Pl

Tk

Type

BoE AT H

Y Type WHLSH, FHEHERin
FERRAESIFIRY,

TR L

RYini: Target

HRME: HLS

FragDuration

TAFHR

YType WHLSH, f&f
s K,

L

TR K

R

FragCount

AT

1 mi: Target
L Type NHLSH, &
Em3u8 3 Ets A
.
FWR:
Q%

PlaylistName

TArHR

i Target
Y Type WHLSH, w2k
E‘Jm?)USYﬁ:B@% Mo
TR K
RYisi: Target

5

SRR

GET /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 05:52:40 GMT
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:D6bDCRXKht58hin1BL83wxyG****

Bl

HTTP/1.1 200
content-length: 475
server: Aliyun0SS

connection:

x—0ss—-request-id: 57BE87A8B92475920BO0O* x**
date: Thu, 25 Aug 2016 05:52:40 GMT

content-type: application/xml

<?xml version="1.0" encoding="UTF-8"7?>

<LiveChannelConfiguration>
<Description></Description>
<Status>enabled</Status>

<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>

<FragCount>3</FragCount>

<PlaylistName>playlist.m3u8</PlaylistName>

</Target>




</LiveChannelConfiguration>

10.9 GetLiveChannelHistory

GetLiveChannelHistoryt#& AT 3REEE LiveChannel #Efiid 5%, {4
HGetLiveChannelHistoryf k% XiRElTEELiveChannel iz 10k HERIC 5%,

ERIEE

GET /ChannelName?live&comp=history HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

MR TTER

€

Tk

LiveChannelHistory

R
f#GetLiveChannelHistoryj&
[MERPIEaE

TWiski: LiveRecord

RYiri: k&

LiveRecord

PRFE— R I R (5 B
o

T StartTime,
EndTime. RemoteAddr
RYiri: LiveChanne
IHistory

StartTime

AT

HERDT UG ), £l
HISO8601k5XFm.
T I

RAi ki LiveRecord

EndTime

AT HR

HEmas RS,
FHISO8601#4 X FR,
s R

R¥iri: LiveRecord

RemoteAddr

TArHR

HERLZ P p L.
s K
RYiki: LiveRecord




Nl
Rl

GET /test-channel?live&comp=history HTTP/1.1

Date: Thu, 25 Aug 2016 07:00:12 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:pqgDBP8IXTXAytBoXpvNoZfox**x*

IR S

HTTP/1.1 200
content-length: 1892
server: AliyunOSS
connection: close
x-oss-request-id: 57BE977CB92475920B0022FB
date: Thu, 25 Aug 2016 07:00:12 GMT
content-type: application/xml
<?xml version="1.0" encoding="UTF-8"7?>
<LiveChannelHistory>
<LiveRecord>
<StartTime>2016-07-30T01:53:21.000Z</StartTime>
<EndTime>2016-07-30T01:53:31.000Z</EndTime>
<RemoteAddr>10.101.194.148:56861</RemoteAddr>
</LiveRecord>
<LiveRecord>
<StartTime>2016-07-30T01:53:35.000Z</StartTime>
<EndTime>2016-07-30T01:53:45.000Z</EndTime>
<RemoteAddr>10.101.194.148:57126</RemoteAddr>
</LiveRecord>
<LiveRecord>
<StartTime>2016-07-30T01:53:49.000Z</StartTime>
<EndTime>2016-07-30T01:53:59.000Z</EndTime>
<RemoteAddr>10.101.194.148:57577</RemoteAddr>
</LiveRecord>
<LiveRecord>
<StartTime>2016-07-30T01:54:04.000Z</StartTime>
<EndTime>2016-07-30T01:54:14.000Z</EndTime>
<RemoteAddr>10.101.194.148:57632</RemoteAddr>
</LiveRecord>
</LiveChannelHistory>

10.10 ListLiveChannel
ListLiveChanneEHOHF PR LiveChannel,

BERIEE

GET /?live HTTP/1.1
Date: GMT date
Host: BucketName.oss-cn-hangzhou.aliyuncs.com



Authorization: SdignatureValue

BEREH
B iR ERYHR
marker g hmarker 2 JGtes B | %
HIF R — AN JFGIR ],
max-keys Rz bRl LiveChannel | 7%
R, WERABE, BiA
4100, max-keysHUEAREK
F1000,
BRIME: 100
prefix BB i LiveChannel 520 |
PhprefixfE gk, MM
prefix@& iy, RNIkeyH )
Sl Eprefix,
M Rz 7T 3R
B RH fifiid
ListLiveChannelResult 7on P17 ListLiveChannelifi R4,
RIYA AN
T4 Prefix, Marker,
MaxKeys, IsTruncated,
NextMarker, LiveChannel
Riri:
Prefix Sl P, YGRS SIPI R TETES S
TR L
RYirki: ListLiveCh
annelResult
Marker PR AW ListLiveChannel#j
S )= 9
ik : ListLiveCh
annelResult
MaxKeys FrPeR M 2§75 3R PRI [l 48 SR e KB
Ho
TR K

R0 ListLiveCh
annelResult
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Pl

Tk

IsTruncated

TAFHR

FENR SNSRI C &R
ml;  “true” FHERARBAHIR
[l 2EREE S ;  “false” ForA
IREEIR M T 25 R
S 9

RYiri: ListLiveCh
annelResult

NextMarker

TArHR

WA R A 1R ] 4

g5, MR R

& NextMarkerscZ, Wi
BH$E ORI RMarkerfH,
TR K

RYirki: ListLiveCh
annelResult

LiveChannel

1718 4§/ LiveChannel{s
JSliiEs N

T1iri: Name, Descriptio
n, Status, LastModified,
PublishUrls, PlayUrls
RWiski: ListLiveCh
annelResult

Name

AT

LiveChannel )45,
T
RYii: LiveChannel

Description

TATH

LiveChannel iR,
TN
R : LiveChannel

Status

BT AF R

LiveChannel¥Jik7,
S )= 9

RYiri: LiveChannel
UG disabled,
enabled

LastModified

TAFHR

LiveChannelfit & (i 5 1%
eZiFml, fEIHISO8601 %%
Ro

S )= 9

RWiski: LiveChannel




€ PRl Tk

PubLishUrls UL ff1£LiveChannel % B i HER
Hohk 75 3%

T Url

QJ—P

15 LiveChannel
url TR LiveChannelX) i )i i
ke,
s K
i i PublishUrls

PlayUrls Pl 17 LiveChannel %} B 57
HuhERZ 25
TR Url

Ve E =N

RYis: LiveChannel

Url el LiveChanneld Ri#it
hk,

SR )= 9

RYixi: PlayUrls

Tl
R

GET /?1live&max-keys=1 HTTP/1.1

Date: Thu, 25 Aug 2016 07:50:09 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:TaX+tlc/Xsgpz6uRugqcbmUJsIHw=

BRI

HTTP/1.1 200
content-length: 656
server: AliyunOSS
connection: close
x—0ss-request-id: 57BEA331B92475920B00245E
date: Thu, 25 Aug 2016 07:50:09 GMT
content-type: application/xml
<?xml version="1.0" encoding="UTF-8"7?>
<ListLiveChannelResult>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>channel-0</NextMarker>
<LiveChannel>
<Name>channel-0</Name>
<Description></Description>
<Status>disabled</Status>
<LastModified>2016-07-30T01:54:21.000Z</LastMod1ified>
<PublishUrls>
<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/
channel-0</Ur1>



</PublishUrls>
<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/channel-0/
playlist.m3u8</Url>
</PlayUrls>
</LiveChannel>

10.11 DeleteLiveChannel
DeleteLiveChanne & H TR € LiveChannel,

BEHA:

- M PR LR LiveChannel e, MHBRIER ST,

- AROHRZMERLiveChannel A &, AR2BRHERE RIS
BERIBZE

DELETE /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SdignatureValue

5l
TRl
DELETE /test-channel?live HTTP/1.1
Date: Thu, 25 Aug 2016 07:32:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS YJjHKOKWDWINLKXv:ZbfvQ3XwmYEE809CX8kwVQY **x*

AN

HTTP/1.1 204

content-length: 0

server: Aliyun0SS

connection: close

x—0ss-request-id: 57BE9FOAB92475920BO**x**
date: Thu, 25 Aug 2016 07:32:26 GMT

10.12 LiveChannel’s i8] @&
A FEAY LiveChannel HiB i) & W 8 RO &

0SS livechannel #5553 12

BN 0SS livechannel #EmidFRREMR, 1THXAERE, GBTHES livechannel #Erid frhi#
S|y w8,
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PutLiveChannelStat
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HEZIEHIAS %

" i URL

| BEEHERIRE

. RH M3u8 fRK
Ml BOIASHDRAE m3u8 Rfak)a 3 fr, G2 HLS BrstrBRi\siml,

fRITE: H PostVodPlaylist IR EBREEINE ts XHLRS—4 m3u8 5Pk
fiRR,

E] BER:

- EndTime BFiKTF StartTime, HIFHIEEAGERT 1 K,
- 0SS & s NGB MNTE € LiveChannel HEfZE R ts SXfF, FRGHBEE—A
IR,

Z=f: R m3u8 XHERK
WIS : SR m3u8 SR RYIHERZ] 0SS A Bk,

RS nRIER PRIV EA S 24 publish succees Mk, HIXAMPREAFRA 0SS &
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Rf: BERIRTEHTE 0SS
i/ ffmpeg HERA R :

ffmpeg -re -i 0_20180525105430445.aac -acodec aac -strict -2 -f

flv rtmp://xxx.o0ss-cn-beijing.aliyuncs.com/live/test_1000?Expires
=1540458859&0SSAccessKeyId=LTAlujianb6C9z&Signature=qwh31xQsan
mao6ygCFJgovNIg%3D&playlistName=playlist.m3u8

fROVTE:

- i fimpeg HERARIII R BOT BB URII a2 HER, AN —SE RS

- fftii URL 766 & FF5IREA URL H WIS (") #ESEk, Hlan, ffmpeg -re -i
0_20180525105430445.aac -acodec aac -strict -2 -f flv "rtmp://xxx.o0ss-cn-beijing.
aliyuncs.com/live/test_1000?Expires=1540458859&0SSAccessKeyld=LTAlujianb
6C9z&Signature=qwh31xQsanmao6ygCFJgovNIg%3D&playlistName=playlist. m3u8

"
o

- A HK obs HERIIA, WHAREH ffmpeg [ SEIHER I ;
Z=0: F4H M3u8 XHFi
IR HLS I, 5 AN ts XSS BN KIAEIFragbDuration RN K

JG, 0SS ZAEWE] F—AN BRI DI s] B —A4 ts X, W max (2xFragDuration,
60s) JaARKE F—A4N kMG, OSS SfI b, BENnlGES AR,

2651 RH M3u8 XHE&HE TSR

DUR LRI 8 2 H B 55 Sl I3 A Sl RO s 5 -

* AVC header 3# AAC header B KI%, nIRUEEIMEAR,

- RTMP message KE/NF2, 3# sequence header dEH/I,

- EHi Message BIERMIX KN,

+ codec_ ctx MR L RHIREER, WIRBEIR S OIBE SR, e SBEH JI.
Z651: ffmpeg #E 0SS RELEHE SN

- HLASR fimpeg ILRMHE, WEFF it hA K% aac_header,

- ER PRI RTMP i, BEFREKIEZT aac_header,
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515 Last message repeated 2 times
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