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fiObjectNameW|CanonicalizedResourcey” /BucketName/ “, WIS FINH%E
fiBucketNamellly “/” ) .

3. WERERIGEIR RS 7 ¥R (SubResource) , HRAK A I FHIRZRTIVE, WNEIKHES
FERA & MR E R T RIRTAF . fECanonicalizedResourceZfF I 2 FI 7B TR
7, e CanonicalizedResourcedlll: /BucketName/ObjectName?acl&uploadId=

UploadId,

BeHH:



- OSSHii < ##8 ¥ ¥l (sub-resource) fi$f: acl, uploads, location, cors, logging,
website, referer, lifecycle, delete, append, tagging, objectMeta, uploadId,
partNumber, security-token, position, img, style, styleName, replication,
replicationProgress, replicationLocation, cname, bucketInfo, comp, qos, live
, status, vod, startTime, endTime, symlink, x-oss-process, response-content
-type, response-content-language, response-expires, response-cache-control,

response-content-disposition, response-content-encoding¥:

- ¥ (sub-resource)fi =R

- BRI, WEEDBPacl. append. uploadld. symlink®, PEWET Bucketf#
TERSE T Objectfk,
- iR Headers k%, Ul response-*x*, #¥UGetObjectifJRequest Parameters,

- Xtk (Object) %PE)X, Wl x-oss-process, AT XHHMEBG K, nFE R bHL,
HEZE AN

- BANTFTBROION UTF-8 f3. SIS AT R AT UTF-8 %ift, 5
AccessKeySecretitBm&E 4,

- BAMTERREFC 21045 XIWHMAC-SHA1 /5%, H¥Keyl AccessKeySecret,

- Content-Type fll Content-MD5 fEiFRIARLHRY, HRUEIERFTEEZARIE, ZEN
W PAATHT \n AU

- e IEHTTPHHEE iheaderth, HAPL x-oss- Hkiheader, WEMAZATENT
i HAtIEHTTPARfheaderf#OSSRME (W1IR 75 %44 Blhif)x-oss-magic R F Z M AR
EZEZETH T

+ PA x-oss- JFkiheader e 24 Bk Al #2405 & DA P IYE :

- headerfMAFHEZNG

- headert&5 4 EH/NERHER

- sr#lheader namefilvaluelt) B 5 i G ARER 2245,

- A HeaderZJG# A — A 4787 “\n” , WIRBfiHeader, CanonicalizedOSSHead
ersitit N7,


http://www.ietf.org/rfc/rfc2104.txt

fox=pN ]l

R BHTRHRITRE AR e

PUT /nelson HTTP/1.0 Signature = base64( “PUT\n eB5eJF1ptW
Content-MD5: eB5eJF1ptW [ hmac-shal(AccessKeyS aXm4bijSPyxw==\n text/
aXm4bijSPyxw== Content- |ecret,VERB+ “\n” + html\n Thu, 17 Nov 2005 18
Type: text/html Date: Thu, |Content-MD5+ “\n :49:58 GMT\n x-0ss-magic:
17 Nov 2005 18:49:58 GMT |” + Content-Type + “\ abracadabra\nx-oss-meta-
Host: oss-example.oss-cn  [n” +Date+ “\n” + author:foo@bar.com\n/oss
-hangzhou.aliyuncs.com |CanonicalizedOSSHeaders |-example/nels
X-0SS-Meta-Author: foo + CanonicalizedResource))

@bar.com X-0SS-Magic:

abracadabra

BN AccessKeyldsg “44CF959******252F707” , AccessKeySecretiz “OtxrzxIsfpFjA7Sw
Frekkx8Bw21TLhquhboDYROV” | wH BLR/5i4THRAE44 (Signature) :

python/= i e :

import base64

import hmac

import sha

h = hmac.new("0txrzxIsfpFjA7Swx*x*x*8Bw21TLhquhboDYROV",
"PUT\NnODBGOERFMDMzQTczRUY3NUE3NzA5QzdFNUYzMDQxNEM=\ntext

/html\nThu, 17 Nov 2005 18:49:58 GMT\nx-oss-magic:abracadabra\nx-oss-

meta-author: foo@bar.com\n/oss-example/nelson", sha)

Signature = base64.b64encode(h.digest())

print("Signature: %s" % Signature)

%4 (Signature) HEE R 1% M 26NBxoKd******Dv6inkoDft/yA=, [K’3Authorization= “

0SS” + AccessKeyld + “:” + Signature, FibAf)5Authorizationy “OSS 44CF95900***
BF252F707:26NBxoKd******Dv6inkoDft/yA=", #AJ5lll_EAuthorization3k R4l kiR)n %

PUT /nelson HTTP/1.0

Authorization:0SS 44CF95900*x*BF252F707 : 26NBxoKd**x*xx*Dv6inkoDft/yA=
Content-Md5: eB5eJFlptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

X-0SS-Meta-Author: foo@bar.com

X-0SS-Magic: abracadabra

VA

- WMBHE AW AccessKeyld A fEfEskinactive, 1&[M403 Forbidden, #5i%#%: InvalidAcc
essKeyld,



- BRI AuthorizationfHAE XA, JEMH400 Bad Request, #5i%#%: InvalidArg

ument,

- OSSHrA R RALAEHHTTP 11 ERERIGMTR HkE R, Hrp, HIIEO:

datel = 2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun
1982)

R R, K7 FRSAEBERR “2 DIGIT” o ik, “Jun2” . “2Jun
1982”7 fi1 “2-Jun-82” #R}2AE%H W4,
- UERBAH BRI R, kb E ADatesk#F FUAIER), &M 403 Forbiddenfiik, #ilk

f4: AccessDenied,

- AR NIRRT ) B 2AE OSSR S5 8% 24 i I 8] Z SR I 153 P BAX, 5 W3R 61403 Forbidden, 5
1% : RequestTimeTooSkewed,

- WkAccessKeyld2activelf), {HOSSHIWH FIERAEZAHD, MR 403
Forbidden, F{EiRHI4HIF responserh i HL P IEFR A T Rbm#ErI%4 # 158, P
A AURIEOSSHresponseskia A H B4 747 Hh 2 45 IR,

B

<?xml version="1.0" ?>
<Error>
<Code>
SignatureDoesNotMatch
</Code>
<Message>
The request signature we calculated does not match the
signature you provided. Check your key and signing method.
</Message>
<StringToSignBytes>
47 45 54 Qa Oa 0a 57 65 64 2c 20 31 31 20 4d 61 79 20 32 30 31
31 20 30 37 3a 35 39 3a 32 35 20 47 4d 54 0a 2f 75 73 72 65 61 6¢C 74
65 73 74 3f 61 63 6¢C
</StringToSignBytes>
<RequestId>
1E446260FF9OB****
</RequestId>
<HostId>
oss—cn-hangzhou.aliyuncs.*x*x
</HostId>
<SignatureProvided>
y5H7yzPsA/tP4+0tH1HHVPEwWUvV8=
</SignatureProvided>
<StringToSign>
GET
Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl
</StringToSign>
<0OSSAccessKeyId>
AKIAIVAKMSMOY7VO** % %
</0SSAccessKeyId>



</Error>

Content-MD5H 8 5%

Content-MD5Ryi8E

PUHE A N "123456789" k¥, HEXANFHFHFContent-MD5
R 7 -

PritErb o SRS B s e -

1. SELFREMDS A R (1286)) |

2. ERXA ikl Thase64%iny (MiARM 3200 FAF i gig)
PAPy thon g i ¥-:

IEFATH RIS |

>>> dimport base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

FEIE ,

BRI : hash.digest(), B HEREE (1284%)

>>> hash.digest()
"x\x1ers$]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"'

T BT BUR FHON T 3 200 P AF g3  Thas e 6 44iHd,

plan, AR : hash.hexdigest(), THEASEIN] W3 20025 B hS
>>> hash.hexdigest()

'781e5€245d69b566979b86e28d23f2c7'

THIARIMDS{EjlEfTbase 64 G &S R :
>>> base64.b64encode(hash.hexdigest())

'"NzgxZTV1MjQ1ZDY5YjU2Njk30WI4NmUyOGQyM2YyYzc="

43 ZURLFEZER

k% 7 Al Authorization Header, Zi&n]DIfEURLHMAZAGEE, DB IZURLES S =779
PRZAL ).

IS
URLHM%E 4 Py thonas Bl s :

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss—-example/oss—api.pdf",
sha)

urllib.quote (base64.encodestring(h.digest()).strip())

0SS SDKH it Yy URLZ A5, IS4 SDK U,

OSS SDKIJURLE 4, HSH M&:



SDK URLZAT5 % LB
Java SDK 0SSClient.generatePr 0SSClient.java
esignedUrl
Python SDK Bucket.sign_url api.py
.Net SDK OssClient.GeneratePr OssClient.cs
esignedUri
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl Object.js
C SDK oss_gen_signed_url oss_object.c
KA
URLZA4 7 :

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-api.pdf?0SSAccessK
eyId=nz2pc56s936**91&EXxpires=1141889120&Signature=vjbyPxybdZaNmGa%
2ByT272YEAiv4%3D

URLZB AR/ Signature, ExpiresfloSSAccessKeyId=AMSEL,

- Expires SEIMER—AUnix time (HUTCINE19704E1H1EFFERIRED , FTHRIR
ZURLAENI ], 1ROSSEMENX AN URLIE RN e T35 4 h S I ExpiresS (N, N
IR MR AR, Bl Haiiki 21141889060, A& +# A A1 —A60F))E HEh AN

[JURL, WIn] A% B Expiresif il }1141889120,

BEHA:

OSSHil & FPERAURLINA U T 36008, A 648008,

* 0SSAccessKeyId HI#E#IHYAccessKeyld,
© Signature FRFBAGEE. FiAMIOSSZHERASMHeader2 8, fEURLHITHAN
RiEM EHeader P S B A MRTEEA —H

Signature

= urlencode(base64 (hmac-shal (AccessKeySecret,

VERB + "\n"

CONTENT-MD5 + "\n"
CONTENT-TYPE + "\n"
EXPIRES + "\n"
CanonicalizedOSSHeaders

+

+ + +


https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/main/java/com/aliyun/oss/OSSClient.java?spm=a2c4g.11186623.2.6.30uUQV&file=OSSClient.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/oss2/api.py?spm=a2c4g.11186623.2.7.30uUQV&file=api.py
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/sdk/OssClient.cs?spm=a2c4g.11186623.2.8.30uUQV&file=OssClient.cs
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/OssClient.php?spm=a2c4g.11186623.2.9.30uUQV
https://github.com/ali-sdk/ali-oss/blob/master/lib/object.js?spm=a2c4g.11186623.2.10.30uUQV&file=object.js
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk/oss_object.c?spm=a2c4g.11186623.2.11.30uUQV&file=oss_object.c
https://baike.baidu.com/item/unix%E6%97%B6%E9%97%B4%E6%88%B3/2078227?fr=aladdin

+ CanonicalizedResource)))

HHeader P &8 EE R :

- W URLEEEAN, ZiifDateZ i RkExpiresZ ),
- AXFFINEURLAIHeader 2 55844,
- WRZRIEASignature, ExpiressROSSAccessKeyld, PAS—R M,
- EREE RN R e T Expiresii ], REHRIERS 4.
- BEATAHBRIREIURLE, FEEXMNURL# Turlencode,
- GNP URLE AN, T8 security-token, HAIR:

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-api.pdf?
OSSAccessKeyId=nz2pc56s936*x*91&Expires=1141889120&Signature=
vjbyPxybdZaNmGa%2ByT272YEAiv4%3D&security-token=SecurityToken

AT

- EHEURL AR, SRR EHE LRI 01N ) P 5 76 FEM |, s pi s P At i
AR,

- PUTHIGETi# R SHFEURLHIZE A

- fEURLHFENZE AN, Signature, ExpiresfllOSSAccessKeyId/liifynf PAZ i, {H 25
Signature. ExpiresZOSSAccessKeyldHH ' —A8E £Z4, KMH403 ForbiddeniH &,
% : AccessDenied,

< QR T Y i I RN T3 SR i 2 M Expiresi ISR Ak :Uk5 %, 391403 Forbiddeni
B #ii%%: AccessDenied,

- WHURLH 25 Signature, Expires, OSSAccessKeyldHi—Ask#H 24, ¥ HHeader
WEEEANEE, BM400 Bad Requestifi, . #iiR#%: InvalidArgument,

- BRI, FRDateF R ExpiresS 8O, 141 & content-type. content-md5

% FAivhse W Header GfsRrb B DateixANifiskHeader, HARERDatell N34 ¥
fFeEp)

4.4 Bucket PRIz H
X QA7 IROSS B BuCke MLV i 2.

Bucket Haiifs =fifil R : public-read-write, public-readfilprivate, ‘Ef11& LUIR:



BURME

BURROS 5 a5 FF BRI

public-read-write

BN (EFREA Vi) ARAT DO A7 i )
PISCPERE T 5 1R

R B

HIRW_EARTH P ERR] PO % Bucket PRI
PEREFT Vi, JF HIi% Bucket 5 ANBE. iX
AN REIE PR BAR AN DU S0, A%
NEBFH NEEE RIEr e H B G EN
o BREFRARAN, ARUERCE LS
(i

public-read

b, AYS

/L\\

M

R EAF A IR ] DO A7 i ] N )
AT S BRE, M (RASEATVIRE) &
A DO A fifi s )b R SR T et

F . Wy

HIRM_EATAaT PR RT BAX % Bucket S
HATVIM, 3XA Nl RERS RIS ERE R SN DL B 7%
P, EEEERE,

private

AR

SUZAF RS M HIA 3 nl DO A7 i 22 I P
SCPFRA TS $AE, et N TCi Vi ) A fifi 23 1)
PRI

BEH:

- AP E—ABuckethf, UIRAEBucketifR, 0SSZHAINIZBucket & privatefl

PR

- X FprivateBiiR, WERHIAREYIM, R THEBERL, alSHBERER]
- NTFACEAERNBucket, JAERNAIEE ] BLlE OSSH Put Bucket AcHE I HERIZ%

BucketfJHUH,




5 X TFServicelR(E

5.1 GetService (ListBuckets)
TS5 HEHE R Ge it R vf LR 1 R # P i i Bucket, I /7 FoRMtH .

ARIEZE

GET / HTTP/1.1

Host: oss.example.com

Date: GMT Date

Authorization: SdignatureValue

ARSEK

GetService(ListBucket)itf, n[PLi@d prefix, markerfllmax-keysxilistitbiie, JRMEIHD 4
3

& 5-1:1FRBH

prefix FIFH % B3R ¥ bucket name 545 A prefixfi A i
&, "PARE, AR ATIERTHER,
MIME: T

marker EZEE % BoEg R Mmarker 2 J5 &7 BHIEF I — D IFHIRIR
W, RAABEE, ABCER MNLIFRIR RIS, .
BIME: X

max-keys | FFFH N RE I iRIg MIbucketfioREL, WRABEE, Bl
1100, max-keysHUHEAREKR T 1000
BRiMA: 100

MR T 2R

e et iR

ListAllIMyB ol {17 Get Serviceifi R4 R 235,

ucketsResult

FYis: Owner. Buckets

RYii: None




€

PRl

=3

g%

Prefix

T

RE
B

i ListAllMyBucketsResult

oy &

WESRIAIS, 2ibucket R 2 HRIR [HIIN A
=

NO

Marker

TrEH

FRIX X GetService(ListBucket) iz
1, Ybucket AR M A1 BT 2

RAiri: ListAllMyBucketsResult

MaxKeys

T

WL R IR SR RBH, Zbucketk 42
FRIR A LY R

RYisk: ListAllMyBucketsResult

IsTruncated

BoE AT H

TR S A SR CLIRN:  “true” ForAk
RBAIR RGN ;  “false” FoRARCLEIR
By 2REE . 2ibucket R 2 HFIR BN A A AT

H3ti: true. false

RYim: ListAllMyBucketsResult

NextMarker

TIEH

o1 F—XGetService(ListBucket)n] B LA
Jimarker, EARIBMPESEIEN, YjbucketRE
TR BN A BT R

RYisk: ListAllMyBucketsResult

Owner

T HiBucketila# 15 BHIAE S

RAiri: ListAllMyBucketsResult

ID

T

Bucket#iifi & H PID,

RWixi: ListAllMyBucketsResult.Owner

DisplayName

T

Bucket#iliHHIAFR (HETFID—8).

RAiri: ListAllMyBucketsResult.Owner

Buckets

{17 2/ Bucketfs R,

FYiki: Bucket

RAiri: ListAllMyBucketsResult




€

Tk

Bucket

fRfFbucketfs B A 25,

F1irxi: Name, CreationDate, Location

R ListAllMyBucketsResult.Buckets

Name

TATH

Bucket# 5.

R ListAllMyBucketsResult.Buckets.
Bucket

CreateDate

i) (R yyyy-
mm-ddThh:mm:
ss.timezone, e.g.,

2011-12-01T12:27:

13.000Z)

Bucketfil| &1 1)

R ListAllMyBucketsResult.Buckets.
Bucket

Location

T

BucketfifEREHEHL,

RYiri: ListAllMyBucketsResult.Buckets.
Bucket

ExtranetEndpoint

TrEH

Bucketii A4

i ListAllMyBucketsResult.Buckets.
Bucket

IntranetEndpoint

T

[/ X HECS Vi M Bucketf) N4

RYiri: ListAllMyBucketsResult.Buckets.
Bucket

StorageClass

TrrH

Bucketf£fifi#, %

¥ “Standard” . “IA” . “Archive”
R XS “Archive” )
RYis: ListAllMyBucketsResult.Buckets.
Bucket

(H i

AT D

- GetServiceiX AN APIEUEIE# T ) A 3L
- WMREERPEAEHPRIEEE (BEAVIR) , 18[1403 Forbidden, #5i#6%: AccessDeni

ed,




- A bucket#gNI, REIFxmIP A EPrefix, Marker., MaxKeys. IsTruncated
. NextMarkeriss, WHIEHETBERAIRM, WM EA Y, HpNextMarker Hl T4ks:
A markeriif,

il
- SRR

GET / HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS nxj7dtlhcyl5hpvnhi:COS30QkfQPNKMYZTEHYV2*** %%

BRI

HTTP/1.1 200 OK
Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml
Content-Length: 556
Connection: keep-alive
Server: Aliyun0SS
x-oss-request-id: 5374A2880232A65C2300*x*%
<?xml version="1.0" encoding="UTF-8"7?>
<ListAllMyBucketsResult>
<Owner>
<ID>512**</ID>
<DisplayName>51264</DisplayName>
</Owner>
<Buckets>
<Bucket>
<CreationDate>2015-12-17T18:12:43.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com</ExtranetEn
dpoint>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>
<StorageClass>Standard</StorageClass>
</Bucket>
<Bucket>
<CreationDate>2014-12-25T11:21:04.000Z</CreationDate>
<ExtranetEndpoint>oss—-cn-hangzhou.aliyuncs.com</ExtranetEn
dpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>atestleo23</Name>
<StorageClass>IA</StorageClass>
</Bucket>
</Buckets>
</ListAllMyBucketsResult>

C R
GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT
Host: oss-cn-hangzhou.aliyuncs.com



Authorization: 0SS nxj7dtwhcyl5hpvnhi:COS30QkfQPNKmMYZTEHYV2****

BRI EI2

HTTP/1.1 200 OK
Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml
Content-Length: 545
Connection: keep-alive
Server: AliyunOSS
x—-0ss-request-id: 5374A2880232A65C2300**x*
<?xml version="1.0" encoding="UTF-8"7?>
<ListAllMyBucketsResult>
<Prefix>xz02tphky6fjfiuc</Prefix>
<Marker></Marker>
<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>xz02tphky6fjfiuc0</NextMarker>
<Owner>
<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>
</Owner>
<Buckets>
<Bucket>
<CreationDate>2014-05-15T11:18:32.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEn
dpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiucO</Name>
<StorageClass>Standard</StorageClass>
</Bucket>
</Buckets>
</ListAllMyBucketsResult>

SDK
BERE VRN REAY #4185 5 SDKAN T «

- Java

- Python
- PHP

- Go

- C

- .NET

- i0S

- Node.js
- Ruby



6 XFBucketHIIR{E

6.1 PutBucket
PutBucketfZ M F Ol {#E=3M (Bucket) .

BeHH:

- RO FFESA VI,

- —AHPER—HE (Region) PIEZAIAIE 304 Bucket,

- A HIERE X I ViE4 (Endpoint) |, s 55 344 IR R % 52 WL ) el A S
ks

BERIEE

PUT / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

x-oss-acl: Permission

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"7?>

<CreateBucketConfiguration>
<StorageClass>Standard</StorageClass>

</CreateBucketConfiguration>

BRK
S Hi Fo REB% Hik
x-oss-acl | FAFH & $55¢ Bucket i UL,

ARME: public-read-write, public-

read, private

BiHH:
WREIER Bucket B TEE Vi MALRR, WIER
M privatefUR,




BERTE

Nl

SDK

LA eS| pxay 3vi ik
StorageClass |FfFH s Bucket{E i,

H3¥Ul: Standard. IA. Archive

DataRedund TR

17|

fEE Bucket iR A RIAL,

ancyType
FRAE:
LRS (AHu KA, BRIMHE)
+ ZRS ([FIyRARIA)
HRRHI

PUT / HTTP/1.1
Host: oss—-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2017 03:15:40 GMT
x-oss-acl: private
Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:77Dvh5wQgIjWjw0/KyRt8dOP
*k k%
<?xml version="1.0" encoding="UTF-8"7?>
<CreateBucketConfiguration>
<StorageClass>Standard</StorageClass>
</CreateBucketConfiguration>

B[R

HTTP/1.1 200 OK

x—0ss-request-id: 534B371674E88A4D8906* x* %
Date: Fri, 24 Feb 2017 03:15:40 GMT
Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

BEHE 1RO REFN 25 1 55 SDKAN T :

- Java

- Python
- PHP

- Go

- C




NET

- Android

- 10S

- Node.js

- Ruby

3

BN HTTP K& 130

InvalidBucketName |400 A Bucket M5 &5 i A4 AT,

AccessDenied 403 - RAEPutBucketitfRIN LA AP LR

SIS

- RATREAUR,

TooManyBuckets | 400 B BucketEEd LR,  [W—H P ALER—
Region M % [ l]# 30/ Bucket,

6.2 DeleteBucket

=P

Nl

DeleteBucket H FMIBRMEA a3 (Bucket) .

BeHA:

- HfBucketi#il & A HRUIRMIERZBucket,
- AT RIERMERR R, OSSA VMR — 41K Bucket,

B

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

- IEFEHERIIE SRR B

DELETE / HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: -identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)
Accept: */%

Connection: keep-alive

date: Tue, 15 Jan 2019 08:19:04 GMT

authorization: 0SS qgnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
* % k%



Content-Length: 0
IR [H]R A

HTTP/1.1 204 No Content

Server: Aliyun0SS

Date: Tue, 15 Jan 2019 08:19:04 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5C3D9778CCLC2AEDF85B****
x-oss-server-time: 190

- BRI Bucket MFLERT R

DELETE / HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: -identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

date: Tue, 15 Jan 2019 07:53:24 GMT

authorization: 0SS gné6qrrgxo2ocawuk53otfjbyc:ceO0EyZavKY4QcjoUWYSpYbJ3
*k k%

Content-Length: 0
B [

HTTP/1.1 404 Not Found

Server: Aliyun0SS

Date: Tue, 15 Jan 2019 07:53:25 GMT
Content-Type: application/xml
Content-Length: 288

Connection: keep-alive

x—o0ss-request-id: 5C3D9175B6FC201293AD* *x**

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<RequestId>5C3D9175B6FC201293AD***x</RequestId>
<HostId>test.oss-cn-hangzhou.aliyuncs.com</HostId>
<BucketName>test</BucketName>

</Error>

- THEREIBucketdE B i R B

DELETE / HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: -identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

date: Tue, 15 Jan 2019 07:35:06 GMT

authorization: 0SS qgnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
*x k%%

Content-Length: 0

RN

HTTP/1.1 409 Conflict



Server: AliyunOSS

Date: Tue, 15 Jan 2019 07:35:06 GMT
Content-Type: application/xml
Content-Length: 296

Connection: keep-alive

x—oss-request-id: 5C3D8D2AOACA54D87B43*x**
x-oss-server-time: 16

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>BucketNotEmpty</Code>
<Message>The bucket you tried to delete is not empty.</Message>
<RequestId>5C3D8D2AOACA54D87B43*x*x</RequestId>
<HostId>test.oss-cn-hangzhou.aliyuncs.com</HostId>

<BucketName>test</BucketName>
</Error>
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RS

AR HTTP RE i

AccessDenied 403 Forbidden B MERiZBucketBUR, KA BucketiHie
FHA sEMERIZBucket,

6.3 PutBucketACL

PutBucketACLIEZIHHIFBH A2 M (Bucket) MViMIAIR, HAZBucket) i AR
TTUEERAE,

-

BeHA:



Bucketiili # & PutBucket ACLIF R, R BucketCATEHARA—Z, HFHEHHR,
RBucketHM£TE, 1@ Bucket,

BERIEE

PUT /?acl HTTP/1.1

x-oss—-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

=R S S
AR R p o3y fiiik
xoss-acl | & s Bucket i ALRL,
PutBucketACL#Z [1i@id Putif kP ix-oss-
aclFRICKBEEBR, REAIZHRL, N
PRI E AR
Hfi: public-read-write, public-read.
private
il
TR

PUT /?acl HTTP/1.1

x-oss—-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3IxrT
*kk*k

BRI
- IEHIRIRA

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906***%
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

- BEEBFRICEEIR M)

HTTP/1.1 400 Bad Request

x—0ss-request-id: 56594298207FB3044385*x**
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8



Connection: keep-alive
Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>InvalidArgument</Code>
<Message>no such bucket access control exists</Message>
<RequestId>5*x**x9</RequestId>
<HostId>**x-test.example.com</HostId>
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>
SDK
IEFE 1RO LAY #4515 & SDKAN R
- Java
- Python
- PHP
- Go
- C
- .NET
- Android
- Node.js
- Ruby
tHiRED
TR HTTP &0 fifiid
AccessDenied 403 - RiEPutBucketACLi& RN, A&
UANR IS
- P8 RiEPutBucket ACLIERIAR, R
ZBucket i) Q15 A BRI TIEIRTE,
6.4 GetBucketAcl

GetBucketAc UM TIRIBIEAN#EA M (Bucket) MBI (ACL) . HfiBucket#ifi
FA R I Bucketf i AR,
BERIEE
GET /?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date



Authorization: SdignatureValue

MmN T3
e I 30
AccessControlList | &% FEBACLES B2 Bk
RYifi: AccessControlPolicy
AccessCont o fRf£GetBucketACLES I A4
rolPolicy
RYiri: None
DisplayName TATH Bucket$ll5&14F (HETFAFID—80)
RYisi: AccessControlPolicy.Owner
Grant BRI Bucket/JACLAU
%l private. public-read. public-
read-write
RYiri: AccessControlPolicy.AccessCont
rolList
ID T Bucket$il5 &I P ID
RYiri: AccessControlPolicy.Owner
23
Owner i BRA7Bucket i #15 KLy
i AccessControlPolicy
5l
AR

GET /?acl HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgh

* Kk k%

IR R

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906***%




SDK

Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253
Content-Type: application/xml
Connection: keep-alive
Server: Aliyun0SS
<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>0022012**xx</ID>
<DisplayName>user_example</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read</Grant>
</AccessControlList>
</AccessControlPolicy>

BEFZ TIPS RN #2515 55 SDKAN T :
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BEY HTTP IR0 ik

NoSuchBucket

404

HtxBucket A #1E,

AccessDenied

403

AR, R BucketIia & A GEIREL
Bucket i AR,

6.5 PutBucketLifecycle

PutBucketLifecyclefZ MM TBLEL M (Bucket) WZEam)aIIIRIN, A an & RN
Ja, OSSHHEMACERN, I EShMER S MNHPLACH S AE (Object) . RfiBucketiiiliH

ARER IR,

BEHA:




- WSRBuckett B A BB an RPN, e 2 A — AN AR RLUTE ;SR
Bucket I ifj 5 B A ai UM, EERAE S T SRR E.

- PutBucketLifecycle/d# i . WFiEMLifecycle rule, i§/c)AMHGetBucketLifecycle
RECY i LifecycleficE, AfGiEMFiILifecyclefic®E, IFiHMPutBucketLifecycleffl1H
WiBucket Lifecyclefit .

- PutBucketLifecycletffEn] BAXtObject B Part (BA%rF /i kg, {HIRaAREER 5
J) BRI,

BERIEE

PUT /?lifecycle HTTP/1.1
Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss.aliyuncs.com
<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>
<Rule>
<ID>RuleID</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>
<Expiration>
<Days>Days</Days>
</Expiration>
<Transition>
<Days>Days</Days>
<StorageClass>StorageClass</StorageClass>
</Transition>
<AbortMultipartUpload>
<Days>Days</Days>
</AbortMultipartUpload>
</Rule>
</LifecycleConfiguration>

BRTE
i For) REWSE |k
CreatedBef | ¥ Daysfi He AN FIB, OSSZATIZ FI.Z MBI
oreDate CreatedBef

oreDate —y | T EATRIBIRN.  HILENMISO860 LI
— B, HERUTCHZ R, Hlan: 2002-10-
11T00:00:00.000Z, it sgilt b ¥
2002-10-11T00:00:00.000Z [#JObject/lkxsk
R AR, 5T el TIX AN
Object AN MRk i,

RYi s Expirationst# AbortMulti
partUpload




e gyl TR IE iR
Days R -2 Days#l Fas L SR IAE Obje il S B IS 270
CreatedBef
oreDate % RER
- RYisi: Expiration
Expiration | %% & Fei5i2 Object’E: i IR I WU P
T 1xi: Days#tCreatedBeforeDate
R4k Rule
AbortMulti | %3 & FRERSERA I AL IR
partUpload
TR Days#iCreatedBeforeDate
R Rule
A
ID TR 2 BUNME—RIID, B2 H2554 5 ialR, ik
fitae, SEHEZE NN, OSSEHINER—
MfE—ID,
TR K
Rk Rule
LifecycleC | &% 2 Lifecyclefit ErI7E4s, H%I%a110005M
onfiguration
U
T Yir: Rule
Vs
Prefix g2 P

TR MUMATIE RIS, DA VLACRTSR
ObjectA nl REMHZ UM PEN, RiZEA R




B Foll ik E11320)
Rule ot P> FIR— BN,
BeHH:
- A& Archvie Bucket 8@t fiERM],
- ObjectBE B id WIS ) #6250k T Fe it M TA 8K
# Archive 7B N ),
¥R ID, Prefix, Status, Expiration
R¥ixi: LifecycleConfiguration
Status T = MR MEnabled, HE40SSE AT
Wi; i mDisabled, AR40SSERNEIZM
iy,
RYir: Rule
£%li: Enabled, Disabled
StorageClass PR ARA Y A J’E%Objectﬂ‘ﬁ%mﬁﬁﬁé’éﬁo
Transitiont2
BEHE, W .
ii ﬁiﬂ}q:
IA Bucket#1Objectn] A¥: i Archivef#fifi
PR HA R B M Standard AR,
Hfi: IA, Archive
RYik: Transition
Transition |%8% %

T Object{fEA L M JAWIh, OSSR K
Object¥& i AMTAB#H Archive filR!

Be:
Standard Bucket{'fJStandard Objectr]
PUEEREMIA, Archivef# iRy, {HE:
fiE Archive ¢ HESERLI I [ 520 L LRI ALF
PRI, BN Transition IAE
i Days}30, Transition Archiveit
B Days@24iKk T30,




€ P ik Tk

y
Tag s & T BN RS RN S b5, nlBEEZA
RYiki: Rule

TYis: Key, Value

Key FITH HRVimTag | Tag Key
Egﬁ’ s RYimi: Tag

Value ELET #iMisiTag |Tag Value
E;ﬁ%ﬁ’ " RYisi: Tag

Tl
© ANBZIRAPEHI B R SIC L Rl

PUT /?Llifecycle HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Content-Length: 443
Date: Thu , 8 Jun 2017 13:08:38 GMT
Authorization: 0SS gnéqrrgxo2oawuk530tfjbyc:PYbzsdWAIWATMWS Luk**x**
<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>
<Rule>
<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>1</Days>
</Expiration>
<AbortMultipartUpload>
<Days>1</Days>
</AbortMultipartUpload>
</Rule>
<Rule>
<ID>transit objects to IA after 30, to Archive 60, expire after
10 years</ID>
<Prefix>data/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>
<Transition>
<Days>60</Days>
<StorageClass>Archive</StorageClass>
</Transition>
<Expiration>
<Days>3600</Days>
</Expiration>
</Rule>
<Rule>
<ID>transit objects to Archive after 60 days</ID>
<Prefix>important/</Prefix>



SDK

<Status>Enabled</Status>
<Transition>
<Days>6</Days>
<StorageClass>Archive</StorageClass>
</Transition>

</Rule>
<Rule>

<ID>delete created before date</ID>

<Prefix>backup/</Prefix>

<Status>Enabled</Status>

<Expiration>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z</CreatedBeforeDate

</Expiration>
<AbortMultipartUpload>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z</CreatedBeforeDate

</AbortMultipartUpload>

</Rule>
<Rule>

<ID>r1</ID>
<Prefix>rulel</Prefix>
<Tag><Key>xx</Key><Value>1</Value></Tag>
<Tag><Key>yy</Key><Value>2</Value></Tag>
<Status>Enabled</Status>
<Expiration>

<Days>30</Days>
</Expiration>

</Rule>
<Rule>

<ID>r2</ID>
<Prefix>rule2</Prefix>
<Tag><Key>xx</Key><Value>1</Value></Tag>
<Status>Enabled</Status>
<Transition>

<Days>60</Days>
<StorageClass>Archive</StorageClass>
</Transition>

</Rule>
</LifecycleConfiguration>

AN

HTTP/1.1 200 OK

x-oss-request-id: 534B371674A4D890*x*x*
Date: Thu , 8 Jun 2017 13:08:38 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

BEFZ 1RO REFN 2515 &5 SDKAN T :
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- Ruby
FRIRES
e HTTP K& fifiid
AccessDenied 403 AR, R BucketfIIia HEA ERL

PutBucketLifecyclei k.

InvalidArgument 400

- 0SS¥%¥H§Standard Bucket#Standard
Objects#:fiENIA. Archivef#fifidi%y,
Standard Bucketn] PAE4—4~Objectlm] it
A B EEHEIAMArchivefF AN, #56%
Archivef#iiS RN ) 255 ELEERRTA 7 (i
AN R

- Objectiyfiase i WA ] 6% LR i M TA 8k
Archivef# il R,

6.6 GetBucketLifecycle

GetBucketLifecyclelZNHTFEBEMEEM (Bucket) MAarEIAMN (Lifecycle) . X
fiBucketi#il5H A AR A F Bucke tiy 4 i JA LW,

BERIEE

GET /?1lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com

Date: GMT Date
Authorization: SignatureValue

Nl
RN

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com
Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3

*kk*k
RN

- BB IR [ Re)

HTTP/1.1 200

x—0ss-request-id: 534B371674E88A4D8906* x* %




Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive
Content-Length: 255

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>
<Rule>
<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>1</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

- ARBEE R RRIR R R

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906***%
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<BucketName>oss-example</BucketName>
<Code>NoSuchLifecycle</Code>
<Message>No Row found in Lifecycle Table.</Message>
<RequestId>534B372974E88A4D8906*x*x</RequestId>

<HostId> BucketName.oss.example.com</HostId>
</Error>
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)
ARG HTTP RZEY g
AccessDenied 403 Forbidden B PURA S Bucket 4 i AN, R
BucketiHiH #H A GEA B Bucket 4 4 & R
iy,
NoSuchBuckets§, 404 Not Found Bucket ANM#ATESLE A HC B i e R,
NoSuchLifecycle

6.7 DeleteBucketLifecycle

DeleteBucketLifecycleiZ A TMERFTERZIEZM (Bucket) HYZ:dan RGN,
HiDeleteBucketLifecyclef LB & Bucket it 4 & I WIING, ZBucket ¢
fi: (Object) A2EEHZNMER. A BucketiHifi & A REMIBRIZBucket 24 i & BRI,

=P

ANt

SDK

EE

DELETE /?1lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SdignatureValue

RN

DELETE /?1lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:6ZVHOehYzxoClyxRydPQs/Cn

*kk*k

B R

BiHA:

AUERMBRA{EER Lifecycle, WHRRI2041K409,

HTTP/1.1 204 No Content
x—0ss-request-id: 534B371674E88A4D8906* x**

Date: Mon, 14 Apr 2014 01:17:35 GMT

Connection: keep-alive

Content-Length: 0
Server: AliyunOSS

BEA% IR LR 25 1 5 SDKAIR :




- Java
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§EIRIG

AN HTTP K759 ik

NoSuchBucket 404 HirBucket RETE,

AccessDenied 403 Bt MR ZBucket 4 ai FIHRIMRR, 2
BucketfJ#i43% 4w EAMERBucketiy 4 i J21 1
F,

6.8 GetBucket (ListObjects)
GetBucketiE I FHIHAEI%:H (Bucket) HitisctE (Object) MIMEEL,

BEHA:

Objecth B XIMIEfEE, fEGetBucketifRIfAZiRMH,

BERIEE

GET / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SdignatureValue

BERBEK
B | ERBIE | ik
Delimiter| T H %

XObject = T A7, FifiObject4 7l &4
SERISE, B HMDelimiters4F Z M Objectf
h—#reE (BICommonPrefixes) ,

BIME: T




R C] REME  |H0k

Marker —|FHFHE | & ¥z MMarker 2 JE s REHEF IS M Object.
Marker I SZBA BT RAR, SR K BHUNT
102475,
TEWSRAEA W, BMfEMarkerfEFRPAATE, L
T &rMarker-2REEFFH R — A JFAEHTED,
BRINE: T

Max-keys |FHHH & $5IBRObjectii AL,
Hifti: KFONF1000
RiME: 100
= B
IR M Max-keysiB ok —IRoeRAIE, I8
gERS—A <NextMarker>fER F—IRH%E
Marker,

Prefix PR N

BRI 1S P FR K ey 2050 APrefix fE i 4%

IR Prefix B A SR 44, SR A2 DAt Prefix
FESLH SO, BSOS RIS IR SRSk,
1E B B Prefix Rl EHE B E Delimitery / I, &M
{ER RS SR RS, SR IR TSR AR
[BIfECommonPrefixesH, F ¥ REBIHMA X
HSFRA B,

pilan, —ABucket f£{E =4 Object : fun/test.jpg
, fun/movie/001.avi, fun/movie/007.avi, #5i%
EPrefix’hy fun/, WIEEI=4Object; WHHIMsEE
Delimiter’y /, WH&M fun/test.jpgfifun/movie/ .

-

= B

- ZRIREBHUNT1024575,
- i Prefix&il, BIKey i & Prefix,

ARIME:




€ PRl

ik

-type

Encoding | FfFH

R B P2 A T g I He e gl i 2o,
PRIME: I
nJiEfE: url

BiBA:
Delimiter, Marker, Prefix, NextMarkerl,
KKeyfi FIUTF-875F, 0l
HDelimiter, Marker, Prefix, NextMarkerl,
KeKey 5 XML 1.0bR A LRI AF, &
A Pl FEE Encoding-type Xt iR g i
)Delimiter, Marker, Prefix, NextMarkerPA
FeKey itk 74hs,

MR TTER

£

i

Contents

17 454NB Ml Object ifs B2 25,

RYir: ListBucketResult

CommonPref
ixes

TATH

WG RYPIEE T DelimiterS %L,  WISAEIR [l iz
%5 CommonPrefixesytE, %LRFEHPADelimitersh
E, I FAZMObjectAMINES.

RV ListBucketResult

Delimiter

TAEH

XtObject# FHHAT /AN TRY, Firfi 4 S e i
HE— & HBDelimiter ¥4 Z MJObjectfi h—4u s

CommonPrefixes,

Rk ListBucketResult

EncodingType

T

B T IR IS R b i e AR, RiERSEhiE
£ ¥ Encoding-type, B2 RNIE R Delimiter,
Marker. Prefix. NextMarkerflKeyiX® ¢ £ 14mhd.,

RYiki: ListBucketResult
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PRl

ik

DisplayName

TAEH

Object HiiHE AT

R ListBucketResult.Contents.Owner

ETag

TArrHR

ETag (entity tag) fE4~Object/E IV, HThimn—
AObjectfIN%

RAiki: ListBucketResult.Contents

X FPutObjectif Rkl @t HObject, ETagffi2 LM% N
MD5{; *FFHAl 5 X alE#Object, ETagfti/2HM%H
UUID, ETagftin] I FK#ObjectNZ 2 &2EE 1k,
AL ETag R E HObject N2 MIMD SER B 52
T

ID

EZ s

Bucket#iii A HIHFID,

i ListBucketResult.Contents.Owner

IsTruncated

BoE AT H

R IR ] 435 SR 75 N
BEME: true. false

- truefoRA R IR ZFRETR
- falseForARELIR I 1 2HREER,

RV ListBucketResult

Key

TAEH

ObjectiKey,

RIiki: ListBucketResult.Contents

LastModified

fisf i)

Objecti/E BN .

RYisi: ListBucketResult.Contents

ListBucket
Result

1 GetBucketif K45 A 25,

Tisi: Name, Prefix, Marker. MaxKeys.

Delimiter, IsTruncated. Nextmarker, Contents

ik None




€ PRl i

5

Marker ERELE FIIX X GetBucket (ListObjects) IR,

RAiki: ListBucketResult

MaxKeys T W SR PR Il R R KB

RYifi: ListBucketResult

Name TATH Bucket# %,

RYir: ListBucketResult

Owner was fRf¢Bucketillfi &5 BRI
FHisi: DisplayName. ID

RV ListBucketResult

Prefix PR AR WILE PRI

N

=

XYisi: ListBucketResult

Size ERELE Objectiy 554K,

RYirki: ListBucketResult.Contents

StorageClass | “#fFH: Objectiff# ik,

Y ListBucketResult.Contents

Tl
- T BT RN B

GET / HTTP/1.1
Host: oss—-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykbo
*k k%

RN

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906***%
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1866

Connection: keep-alive



Server: AliyunOSS
<?xml version="1.0" encoding="UTF-8"7?>
<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Name>oss-example</Name>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter></Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1BOO2CC6OTC5A0FE&**x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012***x</ID>
<DisplayName>user—-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>&quot ; 5B3C1A2E053D763E1BO02CC607C5AOFE&**x*x ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012***xx</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5B3C1A2EO53D763E1BOO2CC6OTC5A0FE&**x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012***x</ID>
<DisplayName>user—-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>oss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z</LastModified>
<ETag>&quot ; 5B3C1A2E053D763E1BO02CC607C5AOFE&**x*x ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012***xx</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

- W Prefix 2B KRB

GET /?prefix=fun HTTP/1l.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com



Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnéqrrgxo2oawuk530tfjbyc:BC+0QIXVR2/ZghT7cGalykbo
*k k%

AN

HTTP/1.1 200 OK
x-oss-request-id: 534B371674E88A4D8906***%
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1464
Connection: keep-alive
Server: AliyunOSS
<?xml version="1.0" encoding="UTF-8"7?>
<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Name>oss—-example</Name>
<Prefix>fun</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter></Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastMod1ified>
<ETag>&quot;5B3C1A2E053D763E1BOO2CC6OTC5A0FE&*x*x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012**xx</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>&quot;5B3C1A2EO53D763E1BOO2CC6OTC5A0FE&**x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012***x*x</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1BOO2CC6OTC5A0FE&*x*x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012**xx</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

- HPrefixfiDelimiterS G Kl

GET /?prefix=fun/&delimiter=/ HTTP/1.1



Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx7I8U9I9TY
*x k%%

BRI

HTTP/1.1 200 OK
x—o0ss-request-id: 534B371674E88A4D8906* x**
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 712
Connection: keep-alive
Server: Aliyun0SS
<?xml version="1.0" encoding="UTF-8"7?>
<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Name>oss—-example</Name>
<Prefix>fun/</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot ; 5B3C1A2E053D763E1BO02CC607C5AOFE&**x** ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012**xx</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<CommonPrefixes>
<Prefix>fun/movie/</Prefix>
</CommonPrefixes>
</ListBucketResult>

SDK

BEFZ CIRON REFN 2515 5 SDKAN T :

- Java

- Python
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- C
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RN HTTP K& ik
NoSuchBucket 404 H#iBucket R ELE,
AccessDenied 403 B Vil iZBucket R,
InvalidArgument 400 - Max-keys/MF08£% K F1000,
- Prefix, Marker, DelimiterZEKEAR
AR,

6.9 PutBucketLogging
PutBucketLoggingtZdH Fu1Elif= M (Bucket) JFEVill H&AE®MGE, Vil H&ELSY)
REFFIEIG, OSS¥ HahidFtViMBucketifRIVIFAMER, I UM AR I% i) H &V —A
ff (Object) H AfGERBucket,

BeHA:

- PiBucket#MHBRI, *FRIFK H &R -tRs g RR,

- OSSEUNN M pf A i Bucket i MIILOG S, (HIFAFRZA MY RIFA i RAR I FAEX A
/INRHILOGXAE, A TREHIRTE E— ek B —ALOGX ., Vil H AL RINGEAPRUE
IRV MG R

- OSSE—/"BucketiRIFILOG A, BfE—IXPUTHAE, FHidsH LA RN, HAZIE
SRR E, LOGERIG, 0] DUZIRI R ObjecREMEIXEELOG T,

- OSSZRMEHFALL “x-” HkMquery-string2#, {HiX4query-string Pl F1Ei
FLOGH, GRIRAEMNERATIF HED, boR—ARRRER, ol EURLPEM—4
“x-7 Fkquery-stringZ%L, Hlan:

http://oss-example.regionid.example.com/aliyun-logo.png
http://oss-example.regionid.example.com/aliyun-logo.png?x-user=admin

OSS/CPE LiimiANiE R, &8558 R, [HREVIMLOGH, fRefPUBIHMER “x-
user=admin” &N Hi%iERK,

BERIEE

PUT /?logging HTTP/1.1

Date: GMT Date

Content-Length: ContentlLength

Content-Type: application/xml

Authorization: SdignatureValue

Host: BucketName.oss-cn-hangzhou.aliyuncs.com



<?xml version="1.0" encoding="UTF-8"7?>
<BucketlLoggingStatus>
<LoggingEnabled>
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

BERTE

BiHA:
Vit HaS IR REA R A YW, T4,

<1 =}
Bucketlogg | i = Vil R A S R A,
ingStatus

Tt LoggingEnabled

RycE: k
. . -
LoggingEna | % H Vil H S RIAs, BRI, %
bled X
© IR,
T7i#: TargetBucket, TargetPrefix
Ryt#: BucketLoggingStatus
TargetBuck | FHFH: TEIRVITE | peeose il 259 Bucket,
et iR § (P23
BEHA:
- Hb#BucketfljJiiBucket 4@ T [a]—H
428

- JiBucketfil HbnBucketn] B2 F—4
Bucket, tn]PURAFBucket; HF
tn] UK 24N Bucket¥) H EH 1A 1E
[F—4>HFnBucket CGRFEEARFIT
TargetPrefix) .

TLE: kL

Ryi#E: BucketLoggingStatus.LoggingEna
bled




3 1) REGE |k
TargetPref | FAFH i st BRI i FL G ORI, T Bk
1X ?EO

Frik: K

X7t BucketLoggingStatus.LoggingEna
bled

FiEisin B EIERMObjectss 2 AN
[EQLEW

<TargetPrefix><SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

(EZE 5 TR

28 1130

TargetPrefix fa& ObjectRi&H,

YYYY-mm-DD-HH- |i%Object# @RI E, B AE. H. H. /NN 8RFs, Bl
MM-SS 2012-09-10-04-00-00,

UniqueString OSSH¥il] HEARWUUID, T ME—kRRiZ e,

Object#Fimfil:

MyLog-oss—-example-2012-09-10-04-00-00-0000

EidRf, MyLog-FnH P HEERObjectiiigi; oss-example FoniiBucketj#4FR; 2012
-09-10-04-00-00F/RZ%0bject B BN MIAL RN ; 0000 F/ROSSRGAE I FAFH.

LOGX {418
BEHA:
- OSSILOGHIWUTAM—A2BE, #nlREtHEE “-7 | FTFFORAKHIBIESON T S 515 R iz B
o

- MRETER, OSSHILOGH KSR EERMIM —Le 7B, IR LOGHBE LRI B A 1
)8



e ZN/]| ik

Remote IP 0.0.0.0 SRR IPHENE (ProxyfCBsk A F
B KB n BE 2 %7 B

Reserved - (ZIHEL 2

Reserved - R B

Time [02/May/2012:00:00:04 +0800] | OSSHEI RN i)

Request-URL | GET /aliyun-logo.png HTTP/1.1 | FF'i#RMURL (f2ffiquery-string)

HTTP Status |200 OSSIZMIHTTPIRZEHY

SentBytes 5576 FHFMMOSS &) it

RequestTime (|71 FERA R RAIIT] (ZF))

ms)

Referer http: / /www.aliyun.com/ WRIHTTP Referer
product/oss
User-Agent curl/7.15.5 HTTPHJUser-Agent header
HostName oss-example.regionid.example. |i&Riifli%4
com
Request ID 505B0****5037C2AF032593A T ME—FRiZiERIUUID
LoggingFlag |true AT Y Vil HSRE
Requester 165713****983691 WHREWPIRAID; ERAVIRN “-7
Aliyun ID
Operation GetObject RIS
Bucket oss-example i R Vim i Bucket£4 i
Key /aliyun-logo.png H P REIKey
ObjectSize 5576 Object A/
Server Cost 17 OSSHR S5 SR PEA IR i SR ALK i
Time (ms) H (ZF)
Error Code NoSuchBucket OSSPl FE A0
Request 302 MPERKE (Byte)
Length
UserID 1657136****83691 Bucket#llfi #1D
Delta DataSize | 280 Bucket K/MEIL R HRA LA

€

Sync Request

RECDNEIJEIER; FHARN “7




€ ZN /] ik

Reserved - (F3FES

Nl
- JFEBucketill H SR Kol

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT
Authorization: 0SS gnéqgrrgxo2oawuk53o0tfjbyc:KU5h8YMUC78M30dXqf3J
XrTZHiA=

<?xml version="1.0" encoding="UTF-8"7?7>
<BucketLoggingStatus>

<LoggingEnabled>
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MyLog-</TargetPrefix>
</LoggingEnabled>

</BucketLoggingStatus>

AN

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88*x*8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

- KMIBucketii ] HAEHE Rl

BibA:
LR —ABucketiy Vi Hid g ohaER, HERIE 14 BucketLoggingStatusH)!
nf, BTN BASE BU R,

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf33J
XrTZHiA=

<?xml version="1.0" encoding="UTF-8"7?>

<BucketlLoggingStatus>

</BucketLoggingStatus>

IR R

HTTP/1.1 200 OK

x-oss-request-id: 534B371674***A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: 0

Connection: keep-alive



Server: AliyunOSS

SDK

B TTAON RFR) 25 1 &5 SDK4N T :

- Java

- Python

- PHP

- Go

- C

- .NET

- Node.js

- Ruby

fRiRtg

A HTTP K04 g

NoSuchBucket 404 PFBucket R EfE, THBucketfl HFRBuckets
g FE—HP,

InvalidTar 400 PFiBucketfl HFrBucket )@ T —A B

getBucketF i,

orLogging

InvalidDigest 400 kA% ¥ Content-MDSiE R k)5, OSSEHHIH
B Content-MD5IF KA —8(1E:, WHRA—
e Ui T

MalformedXML 400 WRPEXMLAR .

InvalidTar 403 R EEE A2 Hbs Bucket (TargetBucket

getBucketF ) R,

orLogging

AccessDenied 403 iR EEE AL Bucket (BucketName
) WHEH.

6.10 GetBucketLogging

GetBucketLoggingtZMHTFEE M (Bucket) Wi HERE, RAABucketiifa4
A e B Bucket i M H ERLE,

BERIEE

GET /?logging HTTP/1.1



Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SdignatureValue

MmRzTER

ANt

iR

A

[

BucketLogg
ingStatus

Vil HASRSE B A &8
Tot#: LoggingEnabled
Rit#: k&
£
= WiA:
WRPEBucket R B E HAERM, 0SS

SRIB ] —ANXMLIFE A, HHEA
ffIBucketLoggingStatusyc &M%,

LoggingEnabled

Vit 85 R ES, BRI ERIER, 3%
AR,

Tot#: TargetBucket, TargetPrefix

Rt#: BucketLoggingStatus

TargetBucket

N

TEEA7 Vi B SR Bucket,
Te#: Kk

Jt#: BucketlLoggingStatus.LoggingEna
bled

TargetPrefix

T

TR BB WA I V3 ) H SRS
To#: &k

Ryi#: BucketLoggingStatus.LoggingEna
bled

RN

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT




Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
* k%%

R
- CRCE HERIR BB

HTTP/1.1 200

x—o0ss-request-id: 534B371674E88A4D8906* x**
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>

<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com
”>
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

- ARBEE HAERMEIE [R5

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906***%
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com
”>

</BucketLoggingStatus>
SDK
BERE VRN R #4185 5 SDKAN T :

- Java

- Python
- PHP

- Go

- C

- .NET

- Node.js
- Ruby



RN HTTP K& iR

NoSuchBucket 404 H#rBucket RELE,

AccessDenied 403 B & A Bucketi HAEBEMPR, Rf
BucketJ#iH & A G B Bucketiii i) H HHL
.

6.11 DeleteBucketLogging

DeleteBucketLogging Ml FRMAEMEM (Bucket) il HEICFRIGE, KA Bucket#ilf
HAF PR Bucketii i) H & id kg,

BERIEE

ANt

SDK

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

SRR

DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:6ZVHOehYzxoClyxRydPQs/Cn
*k k%

LS

BEH:
YR HbrBucketB AT R Vi) HaiL R INRE, WHR[H2044R7505,

HTTP/1.1 204 No Content

x—o0ss-request-id: 534B371674E88A4D8906* x* %
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

e VRN RN 2415 5 SDKAN T :

- Java

- Python




- PHP

- Go

- C

- .NET

- Node.js

- Ruby

FEIRG

AR HTTP R3S ik

NoSuchBucket 404 HFrBucket R 71E,

AccessDenied 403 ¥eh KA BucketVi ) HA I S RERIBUR, H
fiBucketJ#il & A4 ] AL Bucket i Hi
W IIRE,

6.12 PutBucketWebsite
PutBucketWebsitelZ T T — A bucketi% BRESMWMFEE B, P EBREL N,

website
websiteff 1 EEAMAIHE:

- BEEEGA T BIMERIN404 5L,
- BERoutingRule, RoutingRuleIHa5E 3xx Bk M| LR 54 BRI,

BimA:
BRI AR, BRA,

website = BeFEH) :

<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
<RoutingRules>
<RoutingRule>
<RuleNumber>1</RuleNumber>
<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>
<Redirect>
<RedirectType>Mirror</RedirectType>



<PassQueryString>true</PassQueryString>
<MirrorURL>http://www.test.com/</MirrorURL>
<MirrorPassQueryString>true</MirrorPassQueryString>
<MirrorFollowRedirect>true</MirrorFollowRedirect>
<MirrorCheckMd5>false</MirrorCheckMd5>
<MirrorHeaders>
<PassAll>true</PassAll>
<Pass>myheader-keyl</Pass>
<Pass>myheader-key2</Pass>
<Remove>myheader-key3</Remove>
<Remove>myheader-key4</Remove>
<Set>
<Key>myheader-key5</Key>
<Value>myheader-value5</Value>
</Set>
</MirrorHeaders>
</Redirect>
</RoutingRule>
<RoutingRule>
<RuleNumber>2</RuleNumber>
<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
<IncludeHeader>
<Key>host</Key>
<Equals>test.oss-cn-beijing-internal.aliyuncs.com</Equals>
</IncludeHeader>
</Condition>
<Redirect>
<RedirectType>AliCDN</RedirectType>
<Protocol>http</Protocol>
<HostName>www. test.com</HostName>
<PassQueryString>false</PassQueryString>
<ReplaceKeyWith>prefix/s{key}.suffix</ReplaceKeyWith>
<HttpRedirectCode>301</HttpRedirectCode>
</Redirect>
</RoutingRule>
</RoutingRules>
</WebsiteConfiguration>

BERIEE

PUT /?website HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>errorDocument.html</Key>
</ErrorDocument>



</WebsiteConfiguration>

ERITE (Request Elements)

R B | iR e S0
WebsiteCon pas H yes
figuration
Ry k&
IndexDocument |Z#% BRI TR A A,
IndexDocument
RYixi: WebsiteConfiguration « ErrorDocum
ent, RoutingRul
es=A MM E
E
Suffix FITH BRI\ T ﬁ%‘ﬁF RN
IndexDocument
WREE, WY PAERER () 5B | fEER SHHEE.
object#EREIR [l HLERIA 32 00,
RYiri: IndexDocument
ErrorDocument |ZF5% 404 T3 28 £ %AE,
IndexDocument
ki WebsiteConfiguration + ErrorDocum
ent, RoutingRul
es= AN EREPE
E—A
ErrorDocument
mRfeE, Wik object MEENINER | FEEN BAFEE.
[l k404 v T,
A : ErrorDocument
RoutingRules gt RoutingRulefy 7% %A,
IndexDocument
RYiri: WebsiteConfiguration . ErrorDocum
ent, RoutingRul
es= M ama/ i
E—o




RoutingRule

TR BRI o B B R I, B4
%51 RoutingRule,

Y RoutingRules

o

RuleNumber

R:8

PLECFIERfTRoutingRulef¥j75, PLACHS
SR S VLECRI,  anipCpd
FRY, TIHRETREREN, S SLRAS Bk
7o

R RoutingRule

&M, RVA
RoutingRulef§i
I HFRE o

Condition

PLACH) 1

QAR IR RS, IR TR, 1
Ha PSR RRRREYS, WHRENH
FA AR A RILAL,

R RoutingRule

M, KW
RoutingRulef§
I AR o

KeyPrefixEquals

EZE

HAVLALIERTZ N object A BEPLAL LA
B\IIJO

i B Condition

o

HttpErrorC
odeReturne
dEquals

HTTPIR

Villf§E objectihfi& B ftstatus 4 HEPL
BEAEREI, 2 Bk B2 BE (4 n] PR Y
N, BB 404,

RYi: Condition

it

IncludeHeader

HAERPEE riiEheader, HIEME
SEAAIRT, A REPLACUERNI, Bb7ds v DA
ZHEST,

RYisi: Condition

o

Key

T

HAWERPE 7 itheader, HHM
EqualstiE iy, A GEPLACIHERRmI,

RYisi: IncludeHeader

fafE, KR
IncludeHeader?s
TE B IR RE




Fquals FER | rugike@a T KeytizWheader, 1| AT SN
e . IncludeHeader#§
MR EERE, A REPCHLERN SN
RYixki: IncludeHeader
Redirect FR | R T, AR, 0
RoutingRulef§i
R RoutingRule I E
RedirectType |\FHIM | peoppeenodon mutwsinpl FLs, | A, SR
Redirect¥ie iy £
- Mirror (Bi{%mIJR) SifaE
- External (AMi#iBkE:, HIOSSZig(m]
—AN3xxif R, FREBkER M4
k. )
- Internal (PFEBEF:E, BIOSSZxtR¥E
BERLKE i Tl object 1 #5407 b
—A~object2, %PVl 2
object2, )
- AliICDN (FIH ZCDNpké%, FZAH
THHEZMFCDN, HExternal [
&, OSSZHAMNAI—4 header, F
HZCDNiRBgtheader a2 ¥ shpk
HFFREbhL, 3R PSP REEI
Bg, A RR3xxBEEIE RIR 4%
Fo )
RYix: Redirect
PassQueryString|bool’! %

PUTHEEE s H SR IR, RSB R
EEIHRIERSE, BHtrues#Hfalse,

P EROSSINHEH TR S8 2a=b&c
=d” , I HHBEE Mtrue, AELWHHM
M23028k5:, WTEBkF M LocationkH
KUMILIE RS, W7 Location:www
.test.com?a=b&c=d” , PkERAILEBR
IR, TAE AR Il 5 SR vt 2 53 it
RS

BiME: false

Y Redirect




MirrorURL

T

HtifERedirectType AMirrorif {5 &
X, FoRBG BRI HbAE,
ablhttp: /K& https:// Ik, S5
IERER () 45R, OSSRTEML71FH
ERE B _Eobjecti kIR url,
FEaIFEE ahttp: / /www. test. com
/, Vilfobejct/2” myobject” , W
EYERurlhttp: //www. test. com
/myobject, WIRIEEMhttp://
www.test.com/dirl/, ARz M
MurlAhttp: //www.test.com/dirl/

myobject,

RYir: Redirect

M, g
RedirectTypeh
Mirror | 455 E

MirrorPass

QueryString

bool!

5PassQueryStringfEHItHE, ik
#ittPassQueryString, HRATE
RedirectTypelMirrorff 434,

BRiME: false

Yk : Redirect

ot

MirrorFoll

owRedirect

bool!

AERBHR PRI R R 3xx, RAHE
Pk B E M LocationZREUEHE,

Pz eC G IR SR, QSR B
7302, JHiEE T Location, Nt
YWiktrue, WossZ4kskilRLocation
faeitil (R Bki%10i%, Wil
104%, WHREBIEAGPIERL) . Wk
JHifalse, HBAO0SSHEEZ:IRINIZ02, FiHF
LocationiZféth X, HfifiRedirectTy
peMirrorfit 4R,

BRIME : true

RYifi: Redirect

o




MirrorCheckMd5

bool%

RAERA R PFEbodymdS5,

A ki true HIENIR M response
H 4 Content-Md53kHY, OSSK:EHIHL
FEEmd52 & S5 ltheaderPLiie, 1
BAPLEL, MAR{F Eoss L. HATE
RedirectType lMirrori 234,
ERIMHA: false

RYir: Redirect

o

MirrorHeaders

M T-faE Bg R g header, R
ftRedirectType sMirrori 2L,

LY Redirect

o

PassAll

bool%!

RmEEE R P header (BRT 1
W)L header A M PLoss-/x-0ss-/x
-drs-JFkiheader) #JJEN;, HATE
RedirectType yMirrorit 3L,

BRiME: false

e

RYisi: MirrorHeaders

o

Pass

T

iEfetaE M headerfJiys, H210
1, HAheaderKER%10244
W, FRFEN0-9. A-Z. a-zPARHBEHL,
HfifERedirectType sMirrorif 434,

»

Rk MirrorHeaders

Remove

TrEH

LB s e header B[R, XANF
B[R, w2104, —i5PassAll
—&fEH, B headerKER£1024
A, TR SPassHlFl, HATE
RedirectTypesMirror i 34,

»

Rk MirrorHeaders
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Set O m - iheaderfEBIgs, AR |8
AHAIX e M header, [PIJRIHERZIE
HiXtheader, AW DEE, RS
1041, HfifERedirectTypesMirrorif
3
RYiski: MirrorHeaders
Key T ¥Hheaderfkey, H£1024051, & LRI E
) SetfiE N LARTEE
11 5PassHll], HffERedirectType
JIMirrori 2434,
Y Set
value T BBheaderftivalue, 5%£10244 HIRME, S50
. . SettiE N 2t
T, AR \r\n” . HA1E -
RedirectType sMirrorit 3,
R Set
Protocol TR peentnapyiy, AR htpst FRtE
e RedirectType
%httpso ttﬁﬂlﬁl'ﬂﬁ‘]?#jﬂtest, BBk JyExternalsi#
#3www. test.com, fiHProtocol¥ |AliCDNNET{E
Bhhttps, #E2Locationskh Ao
https://www.test.com/test,
HtfERedirectTypeyExternalsk
#HALICDNRFA3Y,
RYiri: Redirect
HostName iy BREEI 4. B ﬁ%’%ﬁ:, |
~ . ’ L RedirectType
njﬁ%ﬂ‘(ﬂo ttﬁnlﬁlﬁj ngXternalEE%
fflobject’itest, Protocol’https, Hostnhael§ifE s
& hwww . test.com, Fi4Locationsk |Eo

Mhttps://www.test.com/test,
Hf51ERedirectTypeExternals
FHALICDNIA:3YL,

RYir: Redirect




HttpRedire

HTTPIX

BRECIIR MRS, HEM301. 30288

A, 4

tCod 0 RedirectType
ct-ode 307, HfifERedirectTypejExternal ?yExterrzlﬁ)E%
5k#% AliCDNI 43, AliICDNHF#HE 45
R Redirect -
ReplaceKey T Redirecti¥iobject namel¥ij%i f?{;ﬁg %Ii‘y
PrefixWith . U . edirectType
R HBIX ME.  QRRTSZ NWHIX JyInternal.
AR A fEobject namdell i Externalst#
fii, ReplaceKeyWithfilReplaceKey |AlICDNI#ZG
PrefixWithiX WA i REIE s |
Leadse v KeyPrefixEqualshabe/,
%€ | ReplaceKeyPrefixWith lidef/, i
24 i object abce/test.txtil
Z.LocationkW http: / /www.
test.com/def/test.txt, H
fiftRedirectTypeJExternal=k
#H ALICDNIN AR,
YR Redirect
ReplaceKeywith | 5fFHi Redirectffi{Ezobject name§% it i ,#’ =
. ot bt e RedirectType
JRIXAME, PIRARPR R (HiSCH JyInternal.
KRR Skey}, REBZIHRDIT Externalsk#
object name) . ReplaceKeyWithfil |AliCDNINE
Eo

ReplaceKeyPrefixWithiXpi4~ 15 s g
B g

Leanit B ReplaceKeyWith Jyprefix/
${key}.suffix, VillifJobjecthtest, B
2 Location3kW http: //www.
test.com/prefix/test.suffix

. HfifERedirectTypelExternalsg
# AliCDNIAERL,

RYir: Redirect




i REba

Nl

- WS P RTERTA I AR RSN AR, SRR PRI TROEA, flanJavaScript; OSSA

SRR R BITR B S5 a L BRI %Y, BIQIPHP, JSP, APS.NET5¥,

 QERIRAREER B RIS R VIR T bucket SIS, W] DB YA CNAMER S, Ak

BB T IEIES WHE H e S84

- PR —Abucket B B AMUSTEE BN, Safcea s i, B0 o m W nl &,
- PR —/Abucket B B REFSPIUSFLE BN, 50 R S ME 2 %bucket MK —

A object,

- AER— A bucket B ERESMIGTEEBIG, MNEESPBHRBAREA VIR, OSSKIRMHZKSI]

GO ONERSPISHISA REA Vi), OSSHHRIGet Bucket4i2R,

- WA P L% Y Content-MD5i#K %, OSS&itHbodyfContent-MDSIFE—FE, WK

A—8, iR InvalidDigestHiiRig,

R

PUT /?website HTTP/1.1

Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: 0SS gnéeqrrgx*xxxxxk530tfjbyc:KUS5h8YM*x*xxxx0dXqf3IxrT
ZHiA=

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration>

<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>
</WebsiteConfiguration>

SRS

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

SeREIRY

PUT /?website HTTP/1.1

Date: Fri, 27 Jul 2018 09:03:18 GMT

Content-Length: 2064

Host: test.oss-cn-hangzhou-internal.aliyuncs.com

Authorization: 0SS alnBNx*x*xxxQMf8u:sNKIHT6c1i/z231yIT5vYnetDLu4=



User-Agent: aliyun-sdk-python-test/0.4.0

<WebsiteConfiguration>

<IndexDocument>

<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

<RoutingRules>

<RoutingRule>

<RuleNumber>1</RuleNumber>

<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>

<Redirect>

<RedirectType>Mirror</RedirectType>
<PassQueryString>true</PassQueryString>
<MirrorURL>http://www.test.com/</MirrorURL>
<MirrorPassQueryString>true</MirrorPassQueryString>
<MirrorFollowRedirect>true</MirrorFollowRedirect>
<MirrorCheckMd5>false</MirrorCheckMd5>
<MirrorHeaders>

<PassAll>true</PassAll>
<Pass>myheader-keyl</Pass>
<Pass>myheader-key2</Pass>
<Remove>myheader-key3</Remove>
<Remove>myheader-key4</Remove>

<Set>

<Key>myheader-key5</Key>
<Value>myheader-value5</Value>

</Set>

</MirrorHeaders>

</Redirect>

</RoutingRule>

<RoutingRule>

<RuleNumber>2</RuleNumber>

<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
<IncludeHeader>

<Key>host</Key>
<Equals>test.oss-cn-beijing-internal.aliyuncs.com</Equals>
</IncludeHeader>

</Condition>

<Redirect>

<RedirectType>AliCDN</RedirectType>
<Protocol>http</Protocol>

<HostName>www. test.com</HostName>
<PassQueryString>false</PassQueryString>
<ReplaceKeyWith>prefix/s{key}.suffix</ReplaceKeyWith>
<HttpRedirectCode>301</HttpRedirectCode>
</Redirect>

</RoutingRule>

</RoutingRules>

</WebsiteConfiguration>

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 27 Jul 2018 09:03:18 GMT
Content-Length: 0

Connection: keep-alive

x—-oss-request-id: 5B5ADFDGED3CC49176CBE29D



X-0ss-server-time: 47

6.13 GetBucketWebsite
GetBucketWebsited AT AHBIFIEAN (Bucket) [MIFAMISNFEREIRA DA BB,
ERIEE

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

| v
B iy} A
. Ze

WebsiteCon ot T

figuration
RWR: &

IndexDocument pagi BRIN 2 B2 58
RYiri: WebsiteConfiguration

Suffix Evi: BRI\ T

RYii: IndexDocument

e
ErrorDocument e 404 T2 58

i WebsiteConfiguration

x

Key BN | 40470

e

RYis: ErrorDocument

RoutingRules pasi RoutingRuleff17:%

N

i WebsiteConfiguration

RoutingRule | #¥3% | e paviok & B fgml o]

Y RoutingRules




€

f

filiid

RuleNumber

IERERL

PLAELfIP T RoutingRule75

PLACH 5 ML S A TR SRS, WRDEACHY), WIERTT L
AU, HSSRHRNA BT

RYis: RoutingRule

Condition

PLACH) & 1F

SR RIAR I, MIPATRER. B2 88 PRI T ROER
5, PSR AR e A R LA,

N

CYisk: RoutingRule

KeyPrefixEquals

TAEH

HAVLALIERTZRObject A REPLACIEL I,

i Bi: Condition

<

HttpErrorC
odeReturne

dEquals

HTTPiR

VilliEE Objectivfig [l BLARZAHS A REPLAC LR, 5 BkeE L2
BRI PRI, by B i 404,

R Condition

IncludeHeader

RAHERPEE TiREHeader, B HFREMHN, A GEVCACHE
A, Bt s n] Dl 2 A5,

R s Condition

Key

T

HAERPEETIL, HIEMEqualstiiE iy, AREPLhcit
A,

R IncludeHeader

Equals

T

HATFERPERE 7 KeytwZ 9%, HAMIREHER, A HEVLAC
BERRI,

RYisi: IncludeHeader

Redirect

T PLRC LRI EAE T I B

R RoutingRule




€

f

filiid

RedirectType

TAEH

BEREH R, A :

- Mirror (B{%MmIH)

- External (MEBkE:, BIOSSZiRM—AN3xxiER, Hhebk
35— A bk, )

- Internal (PFRBEE:E, BIOSSZHRHEHLANIE iMobjectl
A b —1object2, 4T HFP ViR Zobject2, )

- AliCDN (P A=CDNBk:, FEHAHTFPHEZAMCDN, 5
External AFE, OSSEHAMFI—4header, FIH =
CDN Izl ttheader )G EahpkiLBIfa @ rstit, RMIZH
FERIENEDE, miARE3xxBbEIERIBMAR . )

RYisi: Redirect

PassQueryString

bool%!

IATREEE B BHR IR, 25 2N SRR ITRR S 8L

LHPIEROSSINEEN TIERSE” 2a=b&e=d” , HUMLWI¥HE
Htrue, FBZGIEBNZ3028k5:, WHLEBEF: Y LocationkH
RUSMULTE RS BIAERINENF T Location:www. test.
com?a=b&c=d” , BkEEIRBURBHGMIIR, WL BIRTE R
il SHET I RS

BRIME: false

RYisi: Redirect

MirrorURL

T

HtifiRedirectType Mirrorif 5= X, FRBH% B IR IRk
ik,

fnihttp://sKhttps: /3%, WRBHPLEML (/) g8, 0SS&
FESE 7T ER I EERE_ N _EObjectl)XmIIRURL, B, Vil
fIObejcti2” myobject” , WHEEMILIhttp: //www. test
.com/, WIEYEFURLAMhttp://www. test.com/myobject
s sk http: / /www. test.com/dirl/, ARAMIE
MURLAhttp://www.test.com/dirl/myobject,

RYisi: Redirect




B e Uy ik
M1 rrorpas_‘s bool®! HPassQueryStringfEHHHF, {L7EgittPassQueryString
Querystring %, fHHfTERedirectType Mirrorif 434,
PRiME : false
i Redirect
Mirrorfoll bool® | st RIS R 3k, R ARG S
owRedirect LocationdKIEidi.
Bilgn, g EIEE RN, JER5RE 302, JFHAEE T
Location, IR Ntrue, MOSS&4kLLiH K Locationds
SEfME (2 Bk 10MR, WAYEIE10iR, IR B4 bl IR
O 5 npeyihfalse, MOSS£EiRM302, F¥LocationiE L
2, 2B {HERedirectType sMirrorif 43K,
BRIME: true
RYiki: Redirect
MirrorCheckMds |bool%! %@%KTZEIEWIMSEQMDS
Y twiytrue IR Fresponser} &4 Content-MD53k
I, OSSEKAHIHUEHEMDS e 5 e LUChL, aASPCHEL, W
ARRIFFEOSS |, kB EUNERedirectType sMirrorhi 434,
RN false
i Redirect
MirrorHeaders |%FiF | pp i pa MBSk, EBIVEERedirectTypety
MirroriJZE3,
R Redirect
PassAll bool®

REELERP G Nheader (B TE L Mheader B4R
Ploss-/x-oss-/x-drs-JFki¥Theader) G, HSEIUE
RedirectType lMirrori 34,

BRiME: false

»

ARk : MirrorHeaders




e S| 30

Pass ESET BEEfsEheader 8P, 52104, $//header KRS
102447, FRFEN0-9. A-Z. a-zPARBSFL, SBIE
RedirectTypelMirrorii 3K,
R MirrorHeaders

Remove TR | gt iheader BT, XA FETMEE, B210
A, —H5PassAll -, F4headerKER%10244 %
W, RS Passtlil, S ERedirectType IMirror
A3
RAifi: MirrorHeaders

Set B m—/headerfE SIS, AT RPRAIHNIXEIEN
header, FIJEBERSIEEIX Y header, ZAMALEE, BZ
1041, HfifERedirectType sMirrorif4E34,
RYi s MirrorHeaders

Key TAFH ¥ Hheaderikey, 2102440, FIF#5PassHlF, X
fifERedirectType IMirrorifAE34,
RYE: Set

value ERALE ¥ Hheaderfivalue, 2102440, HAGELIL \r\n”
» {X{ERedirectType AMirrorf4:34,
RYiE: Set

Protocol il

BREEIN PR, BN, ViR ftest, BeEBkEEEwww .
test.com, HProtocolBthttps, WLocationfkH

https://www.test.com/test,
S H I ERedirectType External sRAliCDN IR,
HBUii: http. https

R Redirect




B 3R fiiid
HostName TR\ b, AT AMGHIE, i, ik
ffJObjecthitest, Protocolyhttps, HostnamefiE Hwww
.test.com, WLocation3kHhttps://www.test.com/
test, ZE{UERedirectTypeExternalsi# AliCDNIA:
o
A Redirect
HttpRedire ig”ﬁ BEEC IR AT, S8 IUERedirect TypeyExternal sk
tCod A
cthode % AlICDNINAEL,
HU#: 301, 302, 307
Wi Redirect
Replacekey FHH | RedirectiObject NamelIRiSHF BRI, WIRFZ N
PrefixWith

WX A 745 4l AfEObject Namel¥ i, ReplaceKey
WithfilReplaceKeyPrefixWithiX i/ 15 i R 7 — 4

flan, faEKeyPrefixEqualshabe/,
£ ReplaceKeyPrefixWithhidef/, @WRViMFObjectabe/
test.txt, WLocationfJ3kMhttp://www.test.com/def/

test. txt,

2B ERedirectType Hinternal, Externalsi# AliCDN
A3

ik : Redirect




AR R ik

ReplaceKeyWith | TR | yiiiRedirect S AIFHHIRILIL, ILEHCERFER (H
Wi FERES{key}, EZIERTPHODbject Name) .
ReplaceKeyWithfllReplaceKeyPrefixWith /4~ 1i s L fig 1t
=1
Biln, BB ReplaceKeyWithhprefix/${key}.suffix, Vil
ff)Object iytest, WLocationf)J http://www.test.com
/prefix/test.suffix,
WS B ERedirectType Internal, Externals# AliCDN
AR
RYiki: Redirect

il
(RN

Get /?website HTTP/1.1

Host: oss—example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT
Authorization: 0SS gnéqrrgxxx*xxxk530tfjbyc: BuG4rRK+zNhxxx**xx

INNHD39zXw=

R

- EBALOGRUNIR R

HTTP/1.1 200

x—oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com

”>

<IndexDocument>
<Suffix>index.html</Suffix>

</IndexDocument>
<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

- RBEELOGHUNIIR a5

HTTP/1.1 404




x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"?>
<Error xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Code>NoSuchWebsiteConfiguration</Code>
<Message>The specified bucket does not have a website configurat
ion.</Message>
<BucketName>oss-example</BucketName>
<RequestId>505191BEC4689A033D00236F</RequestId>
<HostId>oss-example.oss-cn-hangzhou.aliyuncs.com</HostId>
</Error>

AR

GET /?website HTTP/1.1

Date: Fri, 27 Jul 2018 09:07:41 GMT

Host: test.oss-cn-hangzhou-internal.aliyuncs.com

Authorization: 0SS alnBNx*xxxxQMf8u:0Jzamofmyx*xxxxsU9HUWomxsus=
User—-Agent: aliyun-sdk-python-test/0.4.0

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 27 Jul 2018 09:07:41 GMT
Content-Type: application/xml
Content-Length: 2102

Connection: keep-alive

x—-o0ss-request-id: 5B5AEODD2F7938C45FCED4BA
X-0ss-server-time: 47

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration>

<IndexDocument>

<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

<RoutingRules>

<RoutingRule>

<RuleNumber>1</RuleNumber>

<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>

<Redirect>

<RedirectType>Mirror</RedirectType>
<PassQueryString>true</PassQueryString>
<MirrorURL>http://www.test.com/</MirrorURL>
<MirrorPassQueryString>true</MirrorPassQueryString>
<MirrorFollowRedirect>true</MirrorFollowRedirect>
<MirrorCheckMd5>false</MirrorCheckMd5>
<MirrorHeaders>

<PassAll>true</PassAll>
<Pass>myheader-keyl</Pass>
<Pass>myheader-key2</Pass>
<Remove>myheader-key3</Remove>
<Remove>myheader-key4</Remove>

<Set>

<Key>myheader-key5</Key>



SDK

<Value>myheader-value5</Value>

</Set>

</MirrorHeaders>

</Redirect>

</RoutingRule>

<RoutingRule>

<RuleNumber>2</RuleNumber>

<Condition>

<IncludeHeader>

<Key>host</Key>
<Equals>test.oss-cn-beijing-internal.aliyuncs.com</Equals>
</IncludeHeader>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>

<Redirect>

<RedirectType>AliCDN</RedirectType>
<Protocol>http</Protocol>

<HostName>www. test.com</HostName>
<PassQueryString>false</PassQueryString>
<ReplaceKeyWith>prefix/${key}.suffix</ReplaceKeyWith>
<HttpRedirectCode>301</HttpRedirectCode>

</Redirect>

</RoutingRule>

</RoutingRules>

</WebsiteConfiguration>

e VRN R 2415 5 SDKAN T :

- Java

- Python
- PHP

- Go

- C++

- C

- .NET

- Node.js
- Ruby

IR

A HTTP RE ik

NoSuchBucket |404 HirBucket AMETE,

AccessDenied |403 BAMMERIEPR, HABucketHifa EA W IER

BucketHi ML E IR,




A HTTP &Y ik

NoSuchWebs 404 HirBucket AR ¥ il SMUGHEE YIRE,
iteConfigu
ration

6.14 DeleteBucketWebsite

DeleteBucketWebsitelZNHTF XA M (Bucket) FIHFESMMGTEE B DLk,
A Bucket#i1A #H A REL I Bucket ik AP FEE B,

BERIEE

ANt

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

SRR

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: 0SS gnéqrrgxxx*xxxxk530tfjbyc:LnNM4AZ10***x**x5vGFWicOME
kVg=

B[R

HTTP/1.1 204 No Content

x—0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

SeREANY

DELETE /?website HTTP/1.1

Date: Fri, 27 Jul 2018 09:10:52 GMT

Host: test.oss-cn-hangzhou-internal.aliyuncs.com

Authorization: 0SS alnBNx*x*x*xxQMf8u:gPrKwuMx*x*xxxfklpgqTCylFsljY=
User-Agent: aliyun-sdk-python-test/0.4.0

HTTP/1.1 204 No Content

Server: AliyunOSS

Date: Fri, 27 Jul 2018 09:10:52 GMT
Content-Length: 0

Connection: keep-alive




x-oss-request-id:

5B5AE19C188DC1CE81DAD7C8

fRiRtg
IR HTTP K& iR
NoSuchBucket 404 Not Found H#rBucket R ELE,
AccessDenied 403 Forbidden B R Bucketifit SMUSFEEBAPIBR, H
fi BucketJHif & A GER A Bucke t i 25 Wk
FEEBI,

6.15 PutBucketReferer

PutBucketRefereriZ M T B GR M (Bucket) WBiZs5% (Referer) . #En]PAfd A L%
B E Referer Vil H4 M LAR 5 St Referer 7 BEN =S,

ERIEE

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length: ContentlLength
Content-Type: application/xml

Host: BucketName.oss.aliyuncs.com

Authorization: SdignatureValue

<?xml version="1.0" encoding="UTF-8"7?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >

<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>

<Referer> https://www.?.aliyuncs.com</Referer>

</RefererList>

</RefererConfiguration>

BERTE

iR Rl

REBTG |

[

RefererCon |Z&#%

figuration

b
Ir

2 [ Refererfil FINA A 3.
T si: AllowEmptyReferer, RefererList

i




T

AllowEmpty |HAETFHF

fEE R A serReferer BN IIE R VT, HErBlE
Referer H

1R B L
HUH: true (BRIME) , false

RYixi: RefererConfiguration

b

RefererLis |&#S
t

fR1#Refereriill 44 A2 4%

BB
PutBucketReferer##{E¥f H RefererListi1)
144 55380 i Z AECE N F1 44 50028, 4% Lk
f&iRefererList W2 (AflFRefererifiRic
), HRMESEECRCEN A5, BIMERZ &
it B ¥ RefererList,

RYiri: RefererConfiguration

FVisi: Referer

Referer FIF R

o

e —%Refererifi 41,

R ri: RefererList

ANl
- iR
- A ERefereriyiF Rl

PUT /?referer HTTP/1.1

Host: BucketName.oss.example.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf33J
XrTZH** %%

<?xml version="1.0" encoding="UTF-8"7?7>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

- fu & Refererityi Kril

PUT /?referer HTTP/1.1
Host: BucketName.oss.example.com
Content-Length: 247



Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf33J
XETZ*x %%

<?xml version="1.0" encoding="UTF-8"7?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >

< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>

<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

IR [l

HTTP/1.1 200 OK
x—o0ss-request-id: 534B371674E88A4D8906* x* %

Date:

Fri, 04 May 2012 03:21:12 GMT

Content-Length: 0
Connection: keep-alive
Server: AliyunOSS

SDK
e TN LY 2% 15 5 SDKAITR «
- Java
- Python
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- Node.js
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iR
BLARY HTTP 1R3EH fifiid
AccessDenied 403 BHBRER, N BucketiifG ¥ A g kit
PutBucketRefereri R,
InvalidDigest 400 %77 Content-MD5i# K L)G, OSS&IHRIN
A Content-MD5 IR & —8HE, WA —
BB [Pl L F A




6.16 GetBucketReferer
GetBucketRefereriZ I HTEE M (Bucket) HIBii%EHE (Referer) HGACHE.

BERIEE

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SdignatureValue

MRz TTER
AR R fiiik
Refere1.rCon i R 17 Refererfit E AR 25
figuration
ARYiri: K
T ri: AllowEmptyReferer. RefererList
AllowEmptyReferer | A1 H $s B S VFReferer 2 BN 2SI R Vil
BUi: true. false
R RefererConfiguration
RefererList i {17 Refereri ] F144 S 2 8o
RYis: RefererConfiguration
Tiri: Referer
Referer Bk st — & Referer i E1 4 .
R RefererList
)
KRB

Get /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39

*kk*k

AN
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- B EReferer MR [Bl55 5]

HTTP/1.1 200

x—0ss-request-id: 534B371674E88A4D8906* x* %

Date: Thu, 13 Sep 2012 07:51:28 GMT

Connection: keep-alive

Content-Length: 218

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>

<RefererConfiguration>

<AllowEmptyReferer>true</AllowEmptyReferer >

<RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>

<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>

</RefererConfiguration>

- K& EReferer BN B335

BimA:

W BucketR i Refererfi XA E, OSSZHRMEIAKAllowEmptyReferer{Hfl=
i) RefererList,

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906***%
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>
<RefererConfiguration>

<AllowEmptyReferer>true</AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

BERE FVRfON RE A 2415 5 SDKAN T «

- Java

- PHP

- Python

- Go

- C
NET

- Node.js

- Ruby



ARG HTTP IR g

NoSuchBucket 404 H#Bucket A #1E,

AccessDenied 403 % & E Bucketi Refererfit B 15 B
PR, R fBucketi#iiH & A HEA B Bucketity
Refererfit E15 6.

6.17 GetBucketLocation

GetBucketLocationfZ N TFAEFBMEMEM (Bucket) WM EIEE., R BucketHif & A HE
EBBucketip BiG B,

BERIEE

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MRz 7T
e I ik
LocationCo | ¥ Bucket /T EIHLI%
nstraint
HRE: oss-cn-hangzhou. oss-cn-gingdao, oss-cn
-beijing, oss-cn-hongkong, oss-cn-shenzhen. oss
-cn-shanghai. oss-us-west-1, oss-us—-east-1., oss
-ap-southeast-1
BLWI:
Bucket /et 5 Ba DR OE R 2 WG b4 55 80
b,
5l
AR

Get /?location HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
* k%%




BRI

HTTP/1.1 200

x—o0ss-request-id: 534B371674E88A4D8906* x**
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>
<LocationConstraint xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
oss—-cn-hangzhou</LocationConstraint >

SDK

BEFZ TIRON REFR 2515 5 SDKAN T :

- Java
- PHP
- Go
- C
IR
HIY HTTP IRAERS iR
AccessDenied 403 B EEBucketh Bi5 BEHBR, HfBucket
WA A fE# B Bucketh B B

6.18 GetBucketinfo

GetBucketInfolk M TEHEBEMEMH (Bucket) BIHHXIEE., RfBucketIPa ZA HESE
FHBucketifz .,

BiHH:
i R A AMEM — A~ 0SS Endpoint & .
WREE
GET /?bucketInfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date



Authorization: SdignatureValue

MRz TTER

Eq ] PRl i3

[

2
BucketInfo win 17 Bucket(s BN A 5%
T Bucketir

>

S
<
ar

Bucket e 17 Bucket A5 B A 4%

RYixi: BucketInfo 1isi

CreationDate sl Bucket @I
k% E: 2013-07-31T10:56:21.000Z

RYisi: BucketInfo.Bucket

ExtranetEndpoint |F4FH Bucketfty¥hmisis

Y s BucketInfo.Bucket

IntranetEndpoint |F4FH: [f] X IRECS Vi W Bucketft P 54

N

%

XY BucketInfo.Bucket

Location TATH BucketfJHiis

N

XY BucketInfo.Bucket

Name THFH Bucket£ i

Rk BucketInfo.Bucket

Owner w HTA7itBucketiif #3 B0R 5

i ri: BucketInfo.Bucket

b

ID TR BucketHi &K F*1D

RFiri: BucketInfo.Bucket.Owner




€

f

ﬁ\

&

DisplayName

TAEH

Bucket#iliH K4 (HAETMAID—E)

»

RAifi: BucketInfo.Bucket.Owner

AccessControlList

fAIEACLYS RN A ds

RYisi: BucketInfo.Bucket

Grant BOETATH BucketfJACLABR
fA%E: private, public-read. public-
read-write
R BucketInfo.Bucket.AccessCont
rolList
DataRedund B ZR BB A G A0
ancyType
HRUE: LRS. ZRS
RYiri: BucketInfo.Bucket
StorageClass FrFR Bucket{7 i3
H¥Ul: Standard. IA. Archive
Comment SRELE Bucket#{1:MN%
RYirki: BucketInfo.Bucket
ServerSide Ha 25 S R 2528,
EncryptionRule
RYir: BucketInfo.Bucket
ApplyServe a 25 SR IA 2 75 S 2 S
rSideEncry
ptionByDefault i BucketInfo.Bucket
SSEAlgorithm FrPeR

BRIk S5 SER AN T 3o

BH3E: KMS. AES256




Nl

€ f ik

KMSMasterkeyID |t R M R I KMSEHAID, {24SSEAlgorit
hm}KMS, HigE 7 &PIIDIHE R,
MISH R, JBEHZ,

R

Get /?bucketInfo HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39
*k k%

B
- JRIEREBucket]s B IFIA [

HTTP/1.1 200
x-oss-request-id: 534B371674E88A4D8906***%
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive
Content-Length: 531
Server: Aliyun0SS
<?xml version="1.0" encoding="UTF-8"7?>
<BucketInfo>
<Bucket>
<CreationDate>2013-07-31T10:56:21.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint
>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>oss—-example</Name>
<Owner>
<DisplayName>username</DisplayName>
<ID>27183473914*x*x</ID>
</Owner>
<AccessControlList>
<Grant>private</Grant>
</AccessControlList>
<Comment>test</Comment>
</Bucket>
</BucketInfo>

© RIAAERBucket (s IR 6735

HTTP/1.1 404

x—o0ss-request-id: 534B371674E88A4D8906* x**
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>




<Error>
<Code>NoSuchBucket</Code>

<Message>The specified bucket does not exist.</Message>
<RequestId>568D547F31243C673BAlx*x*</RequestId>
<HostId>nosuchbucket.oss.aliyuncs.com</HostId>
<BucketName>nosuchbucket</BucketName>

</Error>
- R BBR Y5 Tl i Bucket s B IR [R5

HTTP/1.1 403

x-oss-request-id: 534B371674E88A4D8906*x**
Date: Sat, 12 Sep 2015 07:51:28 GMT

Connection: keep-alive
Content-Length: 209
Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>AccessDenied</Code>
<Message>AccessDenied</Message>

<RequestId>568D5566F2DOF89F5COEx**x*</RequestId>
<HostId>test.oss.aliyuncs.com</HostId>

</Error>

SDK

BEA% VM LR 25 1 5 SDKAUR :

- Java
- Python
- PHP
- Go
- C
§EIRIG
AN HTTP R3S ik
NoSuchBucket 404 HirBucket RETE,
AccessDenied 403 B ERZBucketfz BB, R fiBucketiy
W H A RER B BucketfIfE B

6.19 PutBucketEncryption

PutBucketEncryption#% 1A FH B Bucket &N,

BERIEE

PUT /?encryption HTTP/1.1

Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com




Authorization: SdignatureValue
<?xml version="1.0" encoding="UTF-8"7?7>

<ServerSideEncryptionRule>

<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>AES256</SSEAlgorithm>
<KMSMasterKeyID></KMSMasterKeyID>

</ApplyServerSideEncryptionByDefault>

</ServerSideEncryptionRule>

BERTER
4R HHY Pl ik
ServerSide ¥4 & S I B 752
EncryptionRule
TtE: ApplyServerSideEncry
ptionByDefault
ApplyServe | %k = S SRR 7 A 23
rSideEncry
ptionByDefault Tt SSEAlgorithm,
KMSMasterKeylD
SSEAlgorithm 554 & BRI TRER A5 .
HUE: KMS, AES256
KMSMasterK | 2% N 2 SSEAlgorithm{ihKMS, HAEH
eylD TR EHIMER, HHAEPID,
HE R, 2ah=,
MO

- S BucketHiE # B AR A RE M Bucket B BB RN, BWHRM4035H1R,

- fEHKMSHE HREN 27/ BIIKMSEHAPIM M, SIS EKMSITH i,

- YSSEAlgorithmBUAEARKMSE#HAES256, WiRM400 InvalidEncryptionAlg
orithmError§fi, #ii%#én: The Encryption request you specified is not valid.

Supported value: AES256/KMS,

- YSSEAlgorithmHEUAHAES256, 5 Y KMSMasterKeyID, WHEM400 InvalidArg
ument#iiR, #HiRPER: KMSMasterKeylID is not applicable if the default sse

algorithm is not KMS,

Nl

- TR

PUT /?encryption HTTP/1.1




Date: Tue, 20 Dec 2018 11:09:13 GMT
Content-Length: ContentLength
Content-Type: application/xml
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS gnéqrrgxo2oawuk53o0tf**xx*:ceOEyZavKY4QcjoUWYSpYbJ3
*k k%
<?xml version="1.0" encoding="UTF-8"?>
<ServerSideEncryptionRule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>KMS</SSEAlgorithm>
<KMSMasterKeyID>9468da86-3509-4f8d-able-6eableacx*xx</KMSMasterK
eyID>
</ApplyServerSideEncryptionByDefault>
</ServerSideEncryptionRule>

- BRI

HTTP/1.1 200 OK
x—-oss-request-id: 5C1B138A109F4E405B2DS8AEF
Date: Thu, 20 Dec 2018 11:11:06 GMT

6.20 GetBucketEncryption
GetBucketEncryption$Z I 1HF3RE Bucket imE LM,
BERIEE

Get /?encryption HTTP/1.1

Date: GMT Date

Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

MRz TTER

e JHl poaied Ao ik

ServerSide | %k = 55O I 2535

EncryptionRule
T ApplyServerSideEncry
ptionByDefault

ApplyServe | %} - 5 SR I 7 2R 2

rSideEncry

ptionByDefault Toi#: SSEAlgorithm,
KMSMasterKeyID

SSEAlgorithm | S = SRS SRR 77 K,
Huffi: KMS, AES256




€ Rl Pyl Tk

KMSMasterK | fFH B SR Y RHE R KMSEHID, 1034
eylD SSEAlgorithmNKMS HiFE 1 %

IDIFRII, AR T, WA=,

i REba

A BucketiHiA & BAZBF K A GEE B Bucket MmN,  #03R M 403 Forbidden®
B, A% : AccessDenied,

- WRBucketAR7ETE, IRMI404551%, H5i%6%: NoSuchBucket,
- WRBucket REEE MW, RMI404551%, #HIAS: NoSuchServerSideEncryptionRule

o

Tl
TR

Get /?encryption HTTP/1.1
Date: Tue, 20 Dec 2018 11:20:10 GMT
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS gnéqrrgxo2oawuk53o0tf**xx*:ceOEyZavKY4QcjoUWYSpYbJ3
* % k%

- BRI

HTTP/1.1 204 NoContent
x—-oss-request-id: 5C1B138A109F4E405B2D8AEF
Date: Tue, 20 Dec 2018 11:22:05 GMT
<?xml version="1.0" encoding="UTF-8"?>
<ServerSideEncryptionRule>
<ApplyServerSideEncryptionByDefault>
<SSEAlgorithm>KMS</SSEAlgorithm>
<KMSMasterKeyID>9468da86-3509-4f8d-a6le-6eableac*xxx</KMSMasterK
eyID>
</ApplyServerSideEncryptionByDefault>
</ServerSideEncryptionRule>

6.21 DeleteBucketEncryption
DeleteBucketEncryption#% 1 FMERBucket/ns M,
BERIBE

DELETE /?encryption HTTP/1.1
Date: GMT Date
Host: BucketName.oss.aliyuncs.com



Authorization: SdignatureValue

AT D

LA Bucket#i4 8 B IZBU 71K A BEMERBucketiinsgm), & 0i&m403 Forbidden%
%, HiR%: AccessDenied,
- WIRBucketAMEfE, RMI404551%, #iAHS: NoSuchBucket,

Tl
- R

DELETE /?encryption HTTP/1.1

Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 20 Dec 2018 11:35:24 GMT

Authorization: 0SS gnéqgrrgxo2oawuk53otf*x**x:6ZVHOehYzxoClyxRydPQs/Cn
* k%%

© WARGRBY

HTTP/1.1 204 OK
Xx—0ss-request-id: 5C22EOEFD127F6810B1A92A8

Date: Tue, 20 Dec 2018 11:37:05 GMT
Connection: keep-alive
Content-Length: 0

6.22 PutBucketRequestPayment
PutBucketRequestPayment$% THIF 35 B il R & 1 S8,

Bil:
#n] PAfEE Bucketif 2K BucketOwnersRequester,

- —HBucketi% B MRequester{} 3, BEAERIGHIEL IR,
- JEOwner¥im % B HRequesterf} ¥ Bucketh), FEHENH IR K" x-0ss-request-payer
s requester", FHHIHRE RGN SERNE, SWREHHEA I, AR S5 AR s 5" x-oss-

request-charged: requester",
BRIEE

PUT /?requestPayment HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss.aliyuncs.com

Authorization: SdignatureValue

<?xml version="1.0" encoding="UTF-8"7?>

<RequestPaymentConfiguration>
<Payer>Requester</Payer>



</RequestPaymentConfiguration>

BERTER
FR R BT fiiik
RequestPay won = TR SRAL BRI
mentConfiguration TR Payer
Payer TR Pos i Bucketf 23
i,
HUE: BucketOwner
. Requester
RYifi: RequestPay
mentConfiguration
il
R
PUT /?requestPayment
Content-Length: 83
Host: oss—-example.oss-cn-hangzhou.aliyuncs.com
Date: Tue, 23 Jul 2019 01:33:47 GMT
Authorization: 0SS LTAICx*x*xkxx*xx*xx*:FSDgQiO+RMwLQ***x**x*x*kx**
<RequestPaymentConfiguration><Payer>Requester</Payer></RequestPay
mentConfiguration>
IR [
200 (OK)
content-length: 0
x—o0ss-request-id: 5D3663FBBOO7B79097FCxx*x*
date: Tue, 23 Jul 2019 01:33:47 GMT
SDK
BERE FIFON L2415 5 SDKANR
- Java
- Python
- Go

- C++



ARG HTTP IREH fifiid
NoSuchBucket |404 Vil Bucket RELE,

6.23 GetBucketRequestPayment
GetBucketRequestPayment$ 1 F3KHUH R E 1+ BN EE B
ERIEE

GET /?requestPayment HTTP/1.1

Date: GMT Date

Host: BucketName.oss.aliyuncs.com
Authorization: authorization string

MRz TR
ey Pl filii
RequestPaymentConfig on R SRAL B AR
uration F4ifki: Payer
Payer EZETi faEBucketf #2234,
HUfi: BucketOwner,
Requester
RYimi: RequestPay
mentConfiguration
il
R

GET /?requestPayment

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 23 Jul 2019 01:23:20 GMT

Authorization: 0SS LTAICQmylkx*xx*xx*xx*:RK7tT30yhDO3D* % %% %% % x* X %

Bl

200 (OK)

content-length: 129

server: Aliyun0SS

x-oss-request-id: 5D366188BOO7B79097EC***%
date: Tue, 23 Jul 2019 01:23:20 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<RequestPaymentConfiguration>



<Payer>BucketOwner</Payer>
</RequestPaymentConfiguration>

SDK

BERE VRN R #4185 5 SDKAN T :

- Java
- Python
- Go
- C++
FHIRG
TR HTTP K& fiiid

NoSuchBucket |404 Vil Bucket AMELE,




7 XFObjectiR(E

7.1 PutObject
PutObjectiZOH T LIESXfE (Object) .

BeHH:

© IIESERNAMFERS GB,

- WERELAFERARODbject, FFHAVIFBR, WEHEMESIOFR B S EORISIE, FFRIE
#1200 OK,

© OSSEAXMFRIIMEE, P Al DR, (H20] DS Ald — /22 0bject il
BECcAR, BAZROSSSLAK,

BERIEE

PUT /ObjectName HTTP/1.1

Content-Length: ContentlLength

Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

BERK

BiH:
OSSXFFHTTPHHBERISAIE KL : Cache-Control. Expires, Content-
Encoding. Content-Disposition, Content-Type, @I Ef£Objecti}EE v ixseigRk, M
ZObjecttt FHEIN, HMAIERLESHHZN B E R FENIE,

S FR e REBE | b
Authorizat FRH A FORIRA L CWZ, PEAA S ERFC2616,
10N

—% % FAuthorizationg %Rk, HREF R
HURLEE%4, WTAARBEREER L, HdfiES
ZHEURLHPHEEE 4,

AIME: T



https://help.aliyun.com/knowledge_detail/39527.html?spm=5176.11065259.1996646101.searchclickresult.965e5d0fkji5gj
https://www.ietf.org/rfc/rfc2616.txt

w4 Jomy REME |0k
Cache- | FHFH & Fa5EZObjecti FEIMMBIINEETAT Y, PEAIAS
Control
F#RFC2616,
MIME:
Content- |FfFH & $a5z%Objectly RN, HAliss %
Dispositig
RFC2616,
N
MIME: T
Content- | ¥ & Fesz%Objecti FEIMIINAGIER, TFAINAS
Encoding
FZRFC2616,
MIME: T
Content- | ¥ & FRATN BN RS S REN 5, Content-MD5
Mbs 2 IMDSEA RO, % T Content-MDS51H
KLE, OSSZiHEIEEAR Content-MD5IFR A —
ik,
BIME: K
Content- | F*HFH & F TR TTP R B RIS AN,
Length
WE R kP Content-Leng th{E/NF92hs
RIS RITORARAD, OSSUHERI IR
fF, fHObjectiIR/MHTETContent-LengthHiE X
b, HAEORIS T,
ETag FRFH S

Object’E ki 2 QA H M ETag (entity tag) ,
ETaghl THim—A"ObjectiIN%, X FPutObjectif
RENEFIObject, ETagltiRHMNAEMMDSE; MT
HAth 75 XA Object, ETaglti2 HNZHUUID,
ETagffin] U TR & ObjectN A e &5 &2k, ikt
BUR P ETag kB MObject A IIMD 5K B 5
HEPE,

AIME: T



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

R L ERLE R

Expires |\fHRE 1@ IR, AR S RFC2616,
BRiME: K

x-oss- ¥ |& 652 OSSRIERObjectiH IR 25 A &I 11 1,

server

—side- HUffi: AES256 R KMS (IEFEWILKMSE

encryption fF, AP KMS g8k, Sk
KmsServiceNotEnabled #513%44)
RS 8G, EmpsSkh IR RS, OSSN
HEIObject#EfTMEHMS {7 fifi. 4 F#Zi%Object
i, MR k225 x-oss-server-side-encryption
, HiZHSWERiIZObject M Hik,

x-oss- TR & KMSHEFI P 129,

server

-side- BB E{Ex-oss-server-side-encryption

encryption JKMSHE R,

-key-1id

x-oss= T & 15 0SSQIEEOb et Vi T hURL.

object-

acl Bl public-read, private, public-read-
write

x-oss— | FIH f F52Object it ML,

storage-

class AR Bucket, #5 EfEObjectiffiE it

S8, MR EA&IObjectis i g ay, i
1, 7EIAFRBucketh f&£Objecthf, FHfEEx-
oss-storage-class Standard, W/i%ObjectEi 17
fi’hStandard.,

HUEi: Standard. IA. Archive

XFFEEIT: PutObject. InitMultipartUpload
« AppendObject. PutObjectSymlink,
CopyObject,



https://www.ietf.org/rfc/rfc2616.txt

]l

4R Y| EEBE |

XT0ss™ T a i HPutObjectiZ 1IN, WIRACHE PAx-oss-meta-*h

metaT RISHNSH, WIESERITCRE, Bllix-oss-meta
-location, —/Objectn] LG ZANREINSE, H
P R CBR SR NARERESKB, e X HE M
& () . B EXER (az) , BLEHRE ¢
BESWEERUNG T8, A RRIL (O fEPRH A
T,

X-0SS- AT i faEObjectiIbn%, WIIFINBEEZ PR, Hlan:

tagging TagA=A&TagB=B,

BE:

KeyfIValue T2/ TURLSRYS, AR HIE
A"=", WHMEValue B FFFH,

L MRS )RR

PUT /test.txt HTTP/1.1
Host: test.oss-cn-zhangjiakou.aliyuncs.com

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)
Accept: */*
Connection: keep-alive
Content-Type: text/plain
date: Tue, 04 Dec 2018 15:56:37 GMT

authorization: 0SS gné6qrrgxo2ocawuk53o0tfjbyc:kZoYNv66bsmclO+dcGKw5x2P

*kk*k

Transfer-Encoding: chunked

B

HTTP/1.1 200 OK

Server: Aliyun0SS

Date: Tue, 04 Dec 2018 15:56:38 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5CO06A3B67B8B5A3DA422299D
ETag: "D41D8CD98FOOB204E9800998ECF8*x*x*"
x-oss—hash-crc64ecma: 0

Content-MD5: 1B2M2Y8AsgTpgAmY7PhCfg==
Xx-oss-server-time: 7

R VR =T e ENL R AN

PUT /oss.jpg HTTP/1.1

Host: oss-—-example.oss-cn-hangzhou.aliyuncs.com Cache-control:

cache
Expires: Fri, 28 Feb 2012 05:38:42 GMT

no-—



Content-Encoding: utf-8

Content-Disposition: attachment;filename=oss_download.jpg
Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: 1image/jpg

Content-Length: 344606

x-oss-storage-class: Archive

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmcl0+dcGKw5x2P
*k k%

[344606 bytes of object data]
TN

HTTP/1.1 200 OK
Server: Aliyun0SS
Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Type: 1image/jpg
Content-Length: 0
Connection: keep-alive
x—-0ss-request-id: 5650BD72207FB30443962F9A

X-0ss-bucket-version: 1418321259
ETag: "A797938C31D59EDDO8D86188F6D5B872"

SDK

- Java
- Python
- PHP
- Go
- C
- .NET
- Android
- i0S
- Node.js
- Browser.js
- Ruby
A
a3 Content-MD5?
BEEHREMDSINER —#H8El (12861 , AREIXA Bt Tbase64%ity (A2
XF32PLFAFERNEY) o BN, FPythonil#0123456789fContent-MD5, X% :

>>> import base64,hashlib
>>> hash = hashlib.md5()



>>> hash.update("0123456789")
>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

BEHA:

IEMIET XN hash.digest(), IHEMEREE (1286%) >>> hash.digest() 'x\
x1er$]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7',

WL DR BHON THR R 320 74 Hh gt frbase644it%, HIaN: ffifflhash.hexdigest
OWEARX, HBREAN WR32M FrF 4 >>> hash.hexdigest() '78le5e245d

69b566979b86e28d23f2c7"' o HIRIIMDS{HIE Tbase64td/alIET R N: >>> base64.
b64encode(hash.hexdigest()) 'NzgxZTVIMjQ1lZDY5YjU2Njk30WI4NmUyOGQyM2Yy

Yzc="',
THixEY
BN HTTP R0 ik
MissingCon 411 iRk K M chunked encodinggih% /5
tentLength N, H¥fiContent-LengthS%L,
InvalidEnc 400 fEEx-oss-server-side-encryption#JfHjc
ryptionAlg M. BRUEMAES2568KKMS,
orithmError
AccessDenied 403 MHXEFMObjectBucketi® A il BLFR,
NoSuchBucket 404 RKEZMObjectiBucket METE,
InvalidObjectName |400 & AfIObject key KJE K F102355,
InvalidArgument  |400 - BRIMBSCE R NS5 GB,
- x-oss-storage-classESEUINMEHTICRL,
RequestTimeout 400 fi%E ¥ Content-Length, {HR¥EEA RIXHE
7k, B RIANHRENTEE R XD
PHRSSa=—HY%1F, EHEFtime out,
KmsService 403 #x-oss-server-side-encryptionfi& WKMS
NotEnabled , {HEA P SEKMSE:,



https://tools.ietf.org/html/rfc2616#section-3.6.1

7.2 CopyObject
CopyObjectiZOHFIEAHifZ M (Bucket ) WERFEBEABucket 2 MI#E UL (Object) .
f#fl CopyObjectiZ ] LR X — A PutifRL0SS, OSSZxHAHIWiHIXR— A WHE, IFE
FRAENRSS SRt T I% IR

£ FA PR

- CopyObjectiZ I I/NF1 GBIObject, R ZEH VUK T 1 GBMObject, #5nf DAf#
FlUploadPartCopy# I HEf THAE,

- CopyObjectiZ 3B Object Myt (JObject'5 HbnObject—8), BARISZHHEN48
.8 TBI¥JObject,

- I D0 RO et AR,

- JHODbjectfl HFnObject %) ¥ r]— i,

- RS DA B %75 50 A Object,

- WERIEODbject X BERE, WINFEVUERBERE, TCIAHS WURBEEIRIAIN LN

tEitE

- R {EH CopyObjecti# 20 JRObjectifEf Bucketh l—IX Getif RiIREL,

- R CopyObject#% 1254 HARObjectfifEffBucketigil— X Putif Rk L,

- fill CopyObjectfZ 124t HFRObject i fER Bucket s MIAH NI TE R &

- {fifl CopyObjectiZ ¥ & Object{# iR N BB E %, WIHRIABArchiveZ#I¥jObject

SHERIR S 30RI60 R N &, eI ERaiMBRSH. i, TARKRIObject@#10K

Ja, s ArchivesiStandard, W<=4:20 KA RiMER 2.
BKIEE
PUT /DestObjectName HTTP/1.1
Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue
X-0ss-copy-source: /SourceBucketName/SourceObjectName

ERK

BeHA:
5 ULBRPEDS R I R LB 2 PAx—oss- T3k, Tl AP A i 3R SL BB B 2155 & 245 v,



AR eS| EERBE | iR
x-oss-copy~ ¥ = ot A LN L
source
ERIMA:
x-oss—copy | FHFH B QIR THObjectME Tag AR BRI E TagH
;zz;ceﬂf- %, WPETHE IR, JEIRII200 OK; NS
[11412 Precondition Failed$i®eg (Fdif
R0
BRiIME: &
x—oss—co?y g2l & WMRIRObject M ETaglEMEHR LR ETag A
~source-if- %, WPATEIRME, JFIRRI200 OK; 75
none-match
11304 Not Modified$5i#6% (FALPEIBD)
ERIMHA:
X‘OSS‘COF.’V SRELE & Q0 SRR AR IS ) 55 R e T S S BB S
~source-if- W, WIEH U, FFEFE200 OK; Mg
unmodified-
e [11412 Precondition Failed§i%mg (Fkkp
R0
ZRIMA:
X—-0SS-copy PR i

-source-if
-modified-

since

GnIRIRODbjectfE 5 AU ] UGB
SO, WP IR SR M 304 Not
Modified#53ei4 (FAEPERIE) .

BRIME: &




i Fom REBE | b
X-055- TH & HsE ATUEE I ARObjectityel3 i, Bl
metadata-

directive

T:
- COPY (ERIMA)
HililJEObjecti s HFnObject,

-

= Wim:
A2EiPHODbjectif)x-oss-server-
side-encryption, HFRObject2#
REAT IR S5 25 Vi o0 25 i AR 24 i 5 DL
BRIEREIRE T x-0oss-server-side-
encryptionPtE,

+ REPLACE

BWEIRODbjectFyLlUl, HESRMIFRP
TR e

-

= BM:
RS WURAER IR ODbjectiizhilfl H
FrObjectibhttflE], WMICiEx-oss-
metadata-directive Mfl, #EEHE
#eJiObject i yCEdE.




€

f

filiidk

X—-0SS—
server-side-

encryption

TAEH

FeEOSSEIE HFrObjecti, kS5 25miismag
R
HUti: AES256 . KMS (FEFZEL KMS

B, AR DUMEHKMSINE R, SN&S8
B KmsServiceNotEnabled’i%69)

BeHA:

- WS UL P RTEE x-0ss-server-
side-encryption, WIJEEIHODbject;2
MIHEATIINRSS sm I b, #5251
HFRODbjectff AL TR 55 %5 1 25 wifih o

RS MR PR 1 x-0oss-server-
side-encryption, WIJCiEJHObject;2
BIHATIINRSS sm I b, #5251
HFrODbjectf AT IR 55 25w i 25 wihd .
I B VR RN Sk 2 x-oss -
server-side-encryption, {ENH
PrObjectiMER L, TEHRObject#i B
iy, MRSkt & x-oss-server
-side-encryption, {HNiZObjecti
R,

X—0SS—
server-side
-encryption-
key-1id

TArH

o

FoRKMSILERIA P 28,

%S EfEx-oss-server-side-

encryptionHKMSIHAH R,

X—-0Ss-object-

acl

TATH

o

52 OSSEIE HArObject i ALK,

Hffi: public-read. private. public-

read-write., default




€

f

filiidk

Xx-oss-storage

-class

TAEH

fEEObjectIfAIEIAL,

HUE: Standard. IA. Archive

XF§EEO . PutObject, InitMultip
artUpload. AppendObject. PutObjectS
ymlink, CopyObject

BEHA:

- IA5 Archive BRI B SUAFANAS e 64
KB, &f464 KB it&il 2, BB
CopyObjectiZ INAZERF Object i1 1#
PR E MIAK Archive,

- NP EEEMIRYBucket, # Ef&
ObjectiffREILSE, WL LK)
ObjectifAfif IR ERIREL, Hldn, fEIA
FRBucketh Ef£Objectit, #HfgwE
x-0ss-storage-class jStandard, W%
ObjectEfZf#{iiaStandard,

- HKObject{AifiR ) KBS IR o5, W
RIABArchive®Object s I GG
3060 KRR i, WIS 5
PR,

x-0ss-tagging

TAEH

o

fEE ObjectiP RbR%s, nIRINBEE 2 MR
%, flll: TagA=A&TagB=B,

BEW:
KeyfllValue#ZEEfTURLSAS, SR HED
BA"=", WEEValue W27,

x-oss—-tagging-

directive

TAFH

o

FaE a3 B HFRObjectxt S hr%s, Hfin

e

- Copy GBRIMA) : HFlJHODjecti Gz
%3 H#x Object,

- Replace: ZIJHObjectfNZFr%, H

R TR P FEE I R




MRz ER

AR R ik

CopyObjectResult | FZHFH CopyObjectiti&s4t,
BRIME: T

ETag TR E#ObjectitETagfi.,
Ryt#: CopyObjectResult

LastModified | HFHH FIF#Objectist i T §iik i,
Rit#: CopyObjectResult

- KRR

PUT /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 07:18:48 GMT
x-oss-storage-class: Archive
X-0Ss—-copy-source: /oss-example/oss.jpg

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:gmnwPKuu20LQEjd+iPkL259A
* % k%

B

HTTP/1.1 200 OK

x—oss-request-id: 559CC9BDC755F95A64485981

Content-Type: application/xml

Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"7?>

<CopyObjectResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT</LastModified>
<ETag>"5B3C1A2E053D763E1BOO2CC6O7TC5x*x*x"</ETag>
</CopyObjectResult>

TR BI2

PUT /test%2FAK.txt HTTP/1.1

Host: tesx.oss-cn-zhangjiakou.aliyuncs.com
Accept-Encoding: identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)
Accept: */*

Connection: keep-alive

Xx—0ss—-copy-source: /test/AK.txt

date: Fri, 28 Dec 2018 09:41:55 GMT

authorization: 0SS qgné6qrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd+iPkL259A
* % k%




SDK

Content-Length: 0
IR [H]R A

HTTP/1.1 200 OK

Server: Aliyun0SS

Date: Fri, 28 Dec 2018 09:41:56 GMT

Content-Type: application/xml

Content-Length: 184

Connection: keep-alive

x—-oss-request-id: 5C25EFE4462CEOOEC6D87156

ETag: "F2064A169EE92EQ7T75EE5324DOBLlx*x*"

x-oss-hash-crc64ecma: 12753002859196105360

x-oss-server-time: 150

<?xml version="1.0" encoding="UTF-8"7?>

<CopyObjectResult>
<ETag>"F2064A169EE92E9775EE5324D0OB1x*xx"</ETag>
<LastModified>2018-12-28T09:41:56.000Z</LastModified>

</CopyObjectResult>

LR
x-0ss-hash-crc64ecma®MHObject64iCRCIEH, %641 CRCIEMIEECMA-182bn k5
15, #H#17CopyObjectRfERF, “EMIFIObject MRUERF BHHE,

BEFZ TIRON REFN 251 5 SDKAN T :

- Java

- Python
- PHP

- Go
- C
- .NET

- Android
- 108

- Node.js
- Ruby

iR

AR HTTP K& A

InvalidArgument  |400 x-oss-storage-classSEIHHTCRL



http://www.ecma-international.org/publications/standards/Ecma-182.htm

ARG HTTP RE

ik

Precondition Failed |412

- i T x-oss-copy-source-if-match
WKL, HIEObjectiETaglEfMz it
IIETag A%,

- 8% 1 x-oss-copy-source—1if-
unmodified-sinceifgRk, HFFERINE]
BT S SERR B 2N ).

Not Modified 304 - {5 T x-oss-copy-source-if-none-
matchifRk, HIHObjectiJETagfHMI
PR ETaghl,

- ¥8% T x-oss-copy-source-if-

modified-sinceiik3k, {HIHODbject{Eth
S YIS TR) 5 BB 0T

KmsService 403 Fix-oss-server-side-encryptionfix

NotEnabled HMKMS, HEA R EKKMSEF,

7.3 GetObject

GetObjectiZ LT TIREBEAN X (Object) . BLARIEFFERNIZODbjectfi R,

BLIA:

WRObjectZADNITHZAY, THEJEsEkRestoreObjectifisk HiZid KA RERI

BERIEE

GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Authorization: SdignatureValue
Range: bytes=ByteRange (nJj%)

ARk

BeHA:

- OSSSZRHEGETF Rl i R Ik B KRSk, HEATHRRS (HH&EESH 200 OK
) A SFEMpSkEE B B R GET i R ke .
- OSSASIHRHERE A ViFIIGET i R ep B 52 SR 3k,

- P RIEGETHE R AL 4




AR E i) prexay 4315 ik
5
response I e 52 0SSig i R ¥icontent-type k.
-content-
type EMH: T
A
response FrFH & a2 0SSR R content-language k.
-content-
language ERIME: T
B 75
response s & 52 0SSIE [ sk iexpiresk,
expires
ERIMA: T
% 5
response FrrH = 52 0SS MiE kM cache-controlk.,
-cache-
control ERIME: T
A
response FrFER 2 e 0SSIg i K content-dispositionk,
-content-
dispositio ARIMH: JC
n
% 5
response Fr & 552 0SSig i KK content-encoding 3k,
-content-
encoding BRIME: T
Range FrFR g

TR SCPHE RN
MIMHE: T

- MRTEERTEEIR SR, BENERP 2R
A Objecty R/ UGE IR, B
f: Content-Range: bytes 0-9/44, F&R
A Objectk/Nh44, BLIRIREIFTER0-
9

© MRTEEREEIAT ST ERLE, WIHRIA%E
Object, I HATES: Rrhid fContent-

Range,




AR E i) prexay 4315 ik
e FRE Gl TSI T TSSO T R O
Z‘,’dmed_ REFOHGE, ZHEREObject, JHEM200
Tnce
OK; #Wi&M 304 Not Modified,
EMH: T
B R: GMT, #lUFri, 13 Nov 2015
14:47:53 GMT
N ik & W1 I %5 SR W F ObjectJekinse
U2T°d1ﬁed Wi, WIEREHObject, JFER200 OK; 7
—d1nce
Ni&M412 Precondition Failed,
ERIMA: T
Ak N: GMT, #lFri, 13 Nov 2015
14:47:53 GMT
If-Modified-SincefllIf-Unmodified-Since
uJ DA] I
Lf-Match I B WL NI ETagflObjectfETagPt
Ad, WIE¥{EHObject, JFiEM200 OK; %W
i&M412 Precondition Failed,
EMHE: T
If-None- | FFFH: A WIS AETaglfRIObjectiETag AP
Match

fit, WHEHFEHiObject, JFiRM200 OK; 7
&304 Not Modified,

EMHE: T
If-MatchflIf-None-MatchnJ BA[R] i B




€

i

ik

Accept-
Encoding

TATHR

TR P I mig AL,

RTEIR BN AT GZIP R Stk b, &
i B R PR AR T UM Accept-
Encoding:gzip, OSSZAEODbjecti
Content-TypefllObjectk/h (A/hF1 KB
) B EIR M2R5E GZIP FEa I A

WL
- WSCRH T GZIPHAGMA ZMAFETagls
IE‘O
- HiljOSSFFGZIPH:4iiff)Content-Type
JNHTML, Javascript, CSS. XML,
RSS. JSON,

IRz Sk

ANt

BeW:
WIRObject AT SRR, 2XRM HFRObjectIN%, MipSkHContent-Length, ETag.
Content-Md5 ¥ HARObjectfycEiis; Last-Modi fiedHBt HARObjectRIfF S EH M B %
KA (BRTEPME P EU R a)) 5 HAS AT SRR e Ui,

Eq ]

Pl

Tk

X-0Ss-server-side-
encryption

TAFHR

41 Object /Il 55 o i R HI
gmbdmELEns, HEHGETIH

R, RGEXHNREIR IS
AP, FF HAEMIRE S HpiR o] x -
oss-server-side-encryption
, 2<W]iZODbjectiIiRS5 A
wRIL,

x-0ss-tagging-count

AT

XMERERIIRERI AR X
JH P IR SR R 3 [l

- FARGETIE Rl

GET /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date:

Fri, 24 Feb 2012 06:38:30 GMT




Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEglkcde60hz9]
*kk k%

IR [

HTTP/1.1 200 OK

x—o0ss-request-id: 3a8f-2e2d-7965-3ff9-51c875bx*xx*x*
x-o0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "5B3ClA2EQ563E1BOO2CCHOTCH*x*x*"
Content-Type: 1image/jpg

Content-Length: 344606

Server: Aliyun0SS

[344606 bytes of object data]

- A RangeZ B R B

GET //oss.jpg HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: 0SS qnéqrrgxo2oawuk5jbyc:qZzjF3DUtd+yK16BdhGtFcCx*x**

IR R

HTTP/1.1 206 Partial Content
x—oss-request-id: 28f6-15ea-8224-234e-cOced40Q7xx**x*
x-oss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3ClA2EQ5E1BO02CC6OT7CHx**%x"
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: 1image/jpg

Content-Length: 801

Server: Aliyun0SS

[801 bytes of object datal]

© 4 L SGR 1 R SR R

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00
%3A00%20GMT& response-content-type=text&response-cache-control=No
—-cache&response-content-disposition=attachment%253B%2520f1ilename%
253Dtesting. txt&response-content-encoding=utf-8&response-content-
language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

R

HTTP/1.1 200 OK

x-oss-request-id: 559CCOBDC75A644****x
x—-oss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "5B3C1lA2EQ53D1B0OO2CCOEO7**x***"

Content-Length: 344606

Connection: keep-alive

Content-disposition: attachment; filename:testing.txt



SDK

Content-language: ¢
Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT
Server: AliyunOSS

[344606 bytes of object data]

- Object M AT S e Rl

GET /link-to-oss.jpg HTTP/1.1

Accept-Encoding: -identity

Date: Tue, 08 Nov 2016 03:17:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS qgnéqrrgxok53otfjbyc:qZzjF3DUtd+yK16BdhGtFcx*x*%

Bl

HTTP/1.1 200 OK

Server: Aliyun0SS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive
x—0ss-request-id: 582143EGA212AD***x*
Accept-Ranges: bytes

ETag: "8086265EFCO21F9A2F09BF4x**x"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-oss-object-type: Symlink
Content-MD5: gIYmXvwCEeOfmi8JvOYx**xx

- Restoref#fEE 52T iE Rl

GET /oss.jpg HTTP/1.1
Host: oss-archive-example.oss—-cn-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 09:38:30 GMT

Authorization: 0SS gnéqrrgxo2o*xxxk530tfjbyc:zUglwRPGkbByZxml+y4eyu
+ Xk xk k%

B

HTTP/1.1 200 OK

x—o0ss-request-id: 58F723829F29F18D7FQO****x
x-oss-object-type: Normal

x-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr
2017 08:12:33 GMT"

Date: Sat, 15 Apr 2017 09:38:30 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "5B3ClA2EQ763E1BOO2CC6OTCH **x*%x"
Content-Type: 1image/jpg

Content-Length: 344606

Server: AliyunOSS

[354606 bytes of object data]

GetObjectiZ i M) #4 75 5 SDKAN T :

- Java



- Python

- PHP
- Go
- C
NET
- Android
- Node.js
- Browser.js
- Ruby
FHIRG
B HT TP Bl
NoSuchKey 404 HbRObject R E1E,
SymlinkTargetNotExist |404 ObjectBRUNTTSHEE, HHMObjectA s
1Eo
InvalidTargetType 400 ObjectIEINFF S8R, HHPRObject3 %y
POLEREY: 278
InvalidObjectState 403 TEITHZERFObjectit,
- B % RestoreObjectif Rok#H L —xHd
zZRestoreObject L&,
- B&E%iRestoreObjectif=k, {HEWEN
RestoreObject¥#EIE LA 72K,
Not Modified 304 - $5E T If-Modi fied-SincelRk, {0
JRODbjectfEHHE N 5 BB S0,
- iR T If-None-MatchifRk, H
JRObjectETagli S it ETagh %,
Precondition Failed 412 - & TIf-Unmodified-Since, {HI§REM
i ) 5L Object JzpnfB iy ) .
- ¥HE T If-Match, {HIEODbjectiETagFifl
BRI ETag A,




7.4 AppendObject
AppendObjectiZ AT RIBME )T KL XF (Object) . i@iEAppendObjecti{E A
ffJObjectR N Appendable Object, iid@idPutObject {£ifjObject/2Normal Object,

{5 FA R

- AppendObject/ ) Object K/INH IS5 GB,
- EFWORMAYHIRIObject A X FiAppendObjectiffk,
- AppendableObjectA 3¢ FifiE CMK ID#EA TR S5 B KM SN

BERIEE

POST /ObjectName?append&position=Position HTTP/1.1
Content-Length: ContentLength

Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

ERk
L
append#filposition¥3JyCanonicalizedResource, FTHEAFIERESAF,
iR &L REGHE |k
Append |1 FiFfesizix 24 AppendObjectifE,




€

f

ik

Position

TAEH

T M TIB AN,

BB IHEER position R0, 8B ke
fposition;2Object X fi R/, Flan, H—X
AppendObjecti#RigEpositionfi’ 0, content-
length/265536, W% —ikAppendObjectFiEHiE
position’h65536,

RIS, WRHH R kx-oss-next-append-
positiont ZHH F—iXiB i position,

BEW:

- ZpositionfE NOK}, WIREA R Objectf?
1t, M2 AppendObjectn] BLfIPutObjectid
R—FE, ¥ x-oss-server-side-encryption
FiERL, GERMA T IE#X-0ss-server-
side-encryptionk, H4JG8iAppendObje
ctii i kit 22 f 5 x-0ss-server-side-
encryptionsk, JGZHNHEESOCEIE, W DUE
FCopyObjectf%I,

- FIXIITAppendObjectfil 2 #§ii%Objectix
JAB N ),

- {EpositionfHIEFREH T, X CHFER
Appendable Objecti&ll—AK/NAOKIA
7, BEEAZMZEODbjectyiRZ,

Cache-
Control

TrrH

o

T 1ZObjectMPIZRAF 1T, HERZSHERFC2616,

ARIME: T

Content-
Dispositig

n

TAEH

o

fEE ZObjectii FEINIIAFR, HEHZHBRFC2616,
AIME: T

Content-

Encoding

FATH

o

A 1ZObjectINEHER, HEHSHERFC2616,
AIME:



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

B BNy iy A3v 11 320)
Content- |7 & Content-MD52—Hi HIMD5 BRI, i8Rk
MD> F TR BN AR 5 5 B PN — 5K,
FKELContent-MD5fH: MIHEHNE (AEFELEE)
FIIMDSRIEIRIF1 28 LR i B, SR W iz iy
base64%ih5,
RIME: T
BRI JE
Expires  |GMT & L, FES%ERIC2616,
RIME: &
x-oss= | FRHH & Fa IR 25 B Y B,
server
-side- A1l AES256 BE KMS
encryptior CJ
= B
TS LKMSEM:, Al DLEHKMSH®ER
%, EBW4£R M KmsServiceNotEnabled,
x-oss- | FRHH & Fa52Objectiy i AU,
object-
acl AiE: public-read. private., public-read-

write



https://www.ietf.org/rfc/rfc2616.txt

€ f i

ik

X-0SS- ESET 5
storage-

class

155 Object A EARRY,

HUli: Standard. IA. Archive

XFFEE: PutObject. InitMultipartUpload
+ AppendObject. PutObjectSymlink,
CopyObject,

BiHA:

- NFEEFEFAYBucket, # Ef£Objectiii
EHSEL, WX EEObjecti it T
R, B, EIAFREBucketd Ef£0bject
I, #fEEx-oss-storage-classAStandard, W
ZObjectE#1# i Standard,

- BEAEE R TAppendObjectifERT
B, JRSHEMNASARL,

BEIA:

- ffifiAppendObjectiZ IR, WIHACE PAx-0ss-meta-*HHiZINISEL, WS
#i%, Plnx-oss-meta-location, —4~Objectn] A5 ZARBISEL, HFTARCEH SN
AREEII8KB, Julia R () \ B EXTR (a-z) , RXFHIRT TR
BRUNGFRE, AR RRIZ (O TENRHARTFT,

- @l AppendObjectin] PAZsMIx-0ss-meta-*, FREEMINAR] LAEEH 25

e oz Sk
VA=) SSS | ik
x-oss-next | GHirkeR R BRI R position, 1M iTObjecth,
—-append-
INASPEECTT G 240955 AN, 23R ] e A k.
x-oss-hash- | 64{irkel HWIObjectiI64fICRCH, #%64fCRCHIECMA-1824
64
crevnecna WL,
CRC64HIHHE SR

Appendable ObjectifJCRCRAIECMA-182knifE, ZEn] A LR/ iEEf i3



http://www.ecma-international.org/publications/standards/Ecma-182.htm
http://www.ecma-international.org/publications/standards/Ecma-182.htm

Nl

SDK

FiBoost CRCEHL) 75 it 5

typedef boost::crc_optimal<64, Ox42FOE1EBA9EA3693ULL, Oxffffffff
ffffffffuLL, oxffffffffffffffffULL, true, true> boost_ecma;
uint64_t do_boost_crc(const charx buffer, int length)
{

boost_ecma crc;

crc.process_bytes(buffer, length);

return crc.checksum();

HiPython cremodi¥ 75305

do_crc64 = crcmod.mkCrcFun(Ox142FQE1EBA9EA3693L, initCrc=0L, xorQut=
oxffffffffffffffffL, rev=True)
print do_crc64(“123456789”)

- TR

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

x-oss-storage-class: Archive

Content-Disposition: attachment;filename=oss_download.jpg
Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: +image/jpg

Content-Length: 1717

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:kZoYNv66bsmcl0+dcGKw5x2P
*k k%

[1717 bytes of object data]

RN

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "OF7230CAA4BE94CCBDCO99C550000**x %"
Connection: keep-alive

Content-Length: 0

Server: Aliyun0SS

x-oss—-hash-crc64ecma: 14741617095266562575
x-oss-next-append-position: 1717
x—oss-request-id: 559CC9BDC755F95A64485981

BEFZ TIPS RN 2515 55 SDKAN T :

- Java

- Python
- PHP

- Go



ME

- C

- .NET
- Android
- i0S
- Ruby
thRERIX R
H At F REfIE
PutObject WS —A &7 fEAppendable Objecti#fiPutObjecti®fk, %
Appendable Object&##HiIObjectiE i, J%3 HNormal Object
HeadObject XfAppendable ObjectiifTHeadObjectifE£2i& Mlx-0ss-next-
append-position. x-oss-hash-crc64ecmallfx-oss-object-type
- Appendable Objectifjx-oss-object-type JAppendable.
GetBucket GetBucketif Riymipirh, 2fttAppendable ObjectiTypeish
Appendable,
CopyObject Afigfii Al CopyObjectk#5 Il —4 Appendable Object, tHAGEfEH
CopyObject¥tZE Appendable Object¥fik55 & mE @ k. wILAEH
CopyObjectRtZ H & XHIyTiE K.
5
BRI HTTP R3S Bl
ObjectNotA 409 Xf—4~4EAppendable Objecti#f7AppendObjecti}
ppendable (8
PositionNo 409 - positionfEM Y iiObject K EA—,
tEqualToLe
ngth B0
fn] L@ Sk x-0ss-next-append-positionfs
#'F—Kposition, FFEHREITIHR, HTIHF
RIRR, BMEftpositionfFEPEN T x-0ss-
next-append-position, i RIEIAATHER
JHPositionNotEqualToLengthifi J I,
- positionfi N0, R FHBAppendable
Object, m#HF4Appendable Objecti)¥R0, %
R, HAE I positionfllObjectK EEA
PLACHINGTE, IR mIEESE,
InvalidArg 400 x-oss-storage-classFHILR,
ument




7.5 DeleteObject
DeleteObjectH TMERHEA X (Object) . ffiliDeleteObjectiwZiXfiZObjectfi HHR,

BiHA:
AR Object AR R, il DeleteObject{U X MBRIZEX iR

BERIEE

DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

5
© THRRBI

DELETE /AK.txt HTTP/1.1

Host: test.oss-cn-zhangjiakou.aliyuncs.com

Accept-Encoding: ddentity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */x

Connection: keep-alive

date: Wed, 02 Jan 2019 13:28:38 GMT

authorization: 0SS gné6qrrgxo2ocawuk53o0tfjbyc:zUglwRPGKkbByZxml+y4eyu+
NIUs=zVO*x*xx*

Content-Length: 0

AT AN

HTTP/1.1 204 No Content

Server: Aliyun0SS

Date: Wed, 02 Jan 2019 13:28:38 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5C2CBC8653718B5511EF4535
X—-0ss—-server—-time: 134

SDK
DeleteObjectf 1A Bif) #5155 SDKAI R :

- Java

- Python
- PHP

- Go

- C

- .NET



- Android

- i0S
- Node.js
- Browser.js
- Ruby
iR
TR HTTP K& 130
Not Found 404 HbrBucket RMETE,
No Content 204 HFrObject R ELE,

7.6 DeleteMultipleObjects
DeleteMultipleObjectst&ITHTMERFE—M#if4 M (Bucket) HRIZAF (Object)

BiHH:
DeleteMultipleObjectsi#II—Xix% FLVFMER10004 S0,

BERIEE

POST /?delete HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
Content-Length: ContentlLength
Content-MD5: MD5Value
Authorization: SignatureValue
<?xml version="1.0" encoding="UTF-8"7?>
<Delete>

<Quiet>true</Quiet>

<Object>

<Key>key</Key>
</Object>

2/De1ete>
wERk
OSSZARME DL KLU BIE, THEEIERA ST TIHBRIRIE,



4R B | RE DI iR
Encoding- iﬁ & KeyHiIUTF-851F, WIRKey 8 aXML 1.0FBAR
type XA AY, 0] Dhdid i€ encoding-typetfi&
Mg R KeyEf T 4miY.
BiMa: 1
nJiEfH: url
Content- |Fff |2 TR HTT PR BB .
Length H
OSSZHURILIE R LB UEBRNT A, FRAIEMA
S TIBRERAE
Content- iﬁ s Content-MD52—Hi HIMDS ELE RIGE, iRk
bs PO RN AR 5 RN —5, 4% T Content-
MD5iER LG, OSS&HR B Content-MD53
R s,
= WW:
¥ DeleteMultipleObjectsiiRiH SALEMDSM
BRHH AN 1280 AL, AR %R
Hibase645 {4409, 4nhdfn1921M 74 ElContent-
MD5%EBMN%
ERTE
e e Y| SR E 130
Delete waw = f#17DeleteMultipleObjectsi& R
o
TR —AHZA0bjectyi,
Quietjt £
RAir: None
Object i & 47— A Objectfs A 55,
FHiRi: Key
A Delete




€

Rl

Tk

Key

TAFH

PiMERObjectf144 7.

RYisk: Object

Quiet

B AT

T

FIOFf B A TR

DeleteMultipleObjectsHifit LA R

FiiH BLIR X

- FABi(quiet): OSSR
Bk QSR b
Object&5 %, WA MERER K
o), MBI,

- PEEIK (verbose): OSSIEIHIfY
MR AP 2EEFHMERObjecti
Z50L BRIAR AR,

ARE: true OFERIAED) |
false OFEEAIBIzX)

BRiME: false

RYisk: Delete

MR TR

g

iR

Deleted

TR BURIIMERIObject A 5.

TR Key

Vi DeleteResult

DeleteResult

{17 DeleteMultipleObjectsii K& 12

o

T Y Deleted

x

¥ None




€ f i

&

Key TR BEMFRODbjectii4 7,

RFik: Deleted

EncodingType FAHH SEIEE R PR I, QRS RIS 5
HhiEE T encoding-type, WK [BIFEE 20
Key {745,
RV

Nl
© R RS 1 SRR B

POST /?delete HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length:151
Content-MD5: ohhnqLBJFiKkPSBOleNaUA==
Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:+z3gBfnFAxBcBDgx27Y/jEfb
*k k%
<?xml version="1.0" encoding="UTF-8"7?>
<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>
<Object>
<Key>test.jpg</Key>
</Object>
<Object>
<Key>demo. jpg</Key>
</Object>
</Delete>

B[R

HTTP/1.1 200 OK
X—0ss-request-id: 78320852-7eee-b697-75el-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length: 244
Content-Type: application/xml
Connection: keep-alive
Server: Aliyun0SS
<?xml version="1.0" encoding="UTF-8"7?>
<DeleteResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Deleted>
<Key>multipart.data</Key>
</Deleted>
<Deleted>
<Key>test.jpg</Key>
</Deleted>
<Deleted>
<Key>demo.jpg</Key>



</Deleted>
</DeleteResult>

- FTITfe) B LTI SRR Bl

POST /?delete HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length:151
Content-MD5: ohhnqLBJFiKkPSBOleNaUA==
Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBca64kEEX
*k k%
<?xml version="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>
<Object>
<Key>test.jpg</Key>
</Object>
<Object>
<Key>demo. jpg</Key>
</Object>
</Delete>

IR [R5
HTTP/1.1 200 OK
x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: 0

Connection: keep-alive
Server: Aliyun0SS

SDK

- Java
- Python
- PHP
- Go
- C
.NET
- 108
- Node.js
- Browser.js

- Ruby



FEIREG
BN HTTP R0 ik
InvalidDigest {400 %7 Content-MD5iH K L)G, OSSR EAR
Content-MD5IFK A& — &Mk, WRA—BZIR M TR
Ego
MalformedXML | 400 - HEMAEK S VF2 MBINKZ, Bid2 MB2IR I #
PR,
- DeleteMultipleObjects I 1#5 2 3 Fe ki RIMER
1000/ ™Object, HXiFRiEIE10004Objectik mlitt
B,
7.7 HeadObject

=P

HeadObjectf#Z TR XMF (Object) HIEER. HMEOAZIBRISIFNE,

BeHH:

WREELEPUutObject M4 A PAx-oss-meta- A kifjuser meta, Ltdllx-oss-meta-
location, BEIHER, &MiXEuser meta,

B

HEAD /ObjectName HTTP/1.1
Host: BucketName/oss-cn-hangzhou.aliyuncs.com

Date: GMT

Authorization: SdignatureValue

Date

ER*K

AR R Py U3 1in filiid
If- FHFH £ SR NS BRI R LT SE PRI ), W& [R1200
Modified- OKfObject Meta; #Mi&[H304 not modified,
Since RIMA: R
If- EZETi % QSRR NS BRI [R) 55 T B e T SRS b s e
Unmod1i fied i), WEM200 OKMIObject Meta; W& MI412
—Since precondition failed,

BRIME: T




€ Pl RHBE (R

If-Match |ZFFH 5 WL NI ETagflObjecti) ETagPtfc, W
121200 OKAIObject Meta; W& [MI412
precondition failed,

BRIME: T
If-None- |FfFH: G WIRE N ETaglfiflObjectiETag ANPLAL, W
Match 12200 OKAFlObject Meta; 5 Mi&[rI1304 Not
Modified,
BRIME: T
EVES
BibA:

WSRO RS, WM Sk Content-Length, ETag., Content-Md5 ¥58 Hbs SXHEIIC
f88; Last-Modifiedi@Hin XM BERE RN ; HAB R BERE LG B

% gyt iR
x-oss-meta | FIFH PAx-oss-meta- MHGRIIZEE N P HE X meta header,
—x X P {EPutObjectif ¥ B 1 PAx-oss-meta- R H & X
meta, MR HPEAEIXEHE X meta,
JEx-oss-meta | FZRFH P {EPutObject, FE X —{Ex-o0ss-
LI EE X meta Mg Header, Wix-oss-persistent-
header headers:keyl:base64_encode(valuel),key2:base64_emncode(vall

, MR AH B E 2 X Header,
TEIEIE S WO SSUM M AEX-oss-meta-J1 3L H & X

X-0SS— FATH 11 %Object RE TR 55 SR g b B A2 BB,  WITEMA R Sk Sk
server IR, HAGKBIZODbjectPAR S5 ARumh 7k,
-side-

encryption

X-0SS-— TR IR PRI Object N 7RSS HME:, HNE 5N
server KMS, Wil ttHeader, Fonmm&afd HIrH
cide- KMS key ID,

encryption

-key-id



https://yq.aliyun.com/articles/499171

e P 130

X-0SS- A FoRODbjectMEESAL, 70l b7
storage- % (Standard) . EHVIMA#ERE (Infrequent
class Access) . AFA#EREY (Archive)

- bR B T SR, DL RPERERDN RAFIEAR
55, BENSSLRPBERIBAEIT,

- ARSI 7 A & TR R IR EAZ W M L
#i CEEIEEAVIRBR122%)

- RIS SR E R CRBCEERL L) MR
i, EAFIERIBIPIR DB, BRSNS R 2 1
ST AR ).,

X—-0SS— FIFH FERO0bjectyRAEY,
object- - jlidPutObject L{%£HObject % yNormal,
type - j@id AppendObject Lf£IObjecti%Appendable

- j@dMultipartUpload Ef£Object¥AhMultipart,
x-oss-next |FfFH %t FAppendable#ffjObject2ig M ftHeader, 5 F—IX
-append- R i position,
position
x-oss—hash | ZfFH FrZO0bjecti64iCRCIH, %64 CRCHYEECMA-182FxifE
-crcé64ecma RS, BEE, FLERNObjectnfHEE X1 Header,
X-0SS- A R P iZODbjectd B v Eai AN (Lifecycle) , MRy
expiration Hhf$ 4 & x-0ss-expiration header, HHexpiry-dateff/fi#

RiZObjectid A HI, rule-idfE R HICALKBNIID,

X—0SS— TR W Bucket® M Archive, HHI ' E4 % Restoreiizk, N
restore MRz Sk 22 PAx-oss-restorei& [ili%Object I RestoredRZs, 47

LRS-

- WIRBEE PR Restoresk & Restore & @IY, WIAIRPIi%5:
B

- AR ELEZRestore, HRestore®f5emR, MR MK)x-
oss-restoreffi’h: ongoing-request="true” .

- R ELEZRestore, HRestoreC&5emR, MR MIF)x-
oss-restorefii’h: ongoing-request=" false” , expiry-
date=" Sun, 16 Apr 2017 08:12:33 GMT” , HHpexpiry-
date/2Restorese/ikJGObjectith A nfisziR A i JAT ],

X-0SS- AT X Pl MN ST ERS5 AROSS HF @G, 1ENEfTiEROSS
process- FASCHRAE I QN SR A DUBCH AR AR, i R v S5 A

status

Header, {f’h%idBase64%itdjsonts=\iSifFiaRIgs R,




Nl

B R fifiik

X-0SS- TR YObjectfi@iBucketd i B WiERE M RN, Higk

request- BARBucket G E N, MNpHEHE ltHeader, {63

charged requester.

Content- THFH X FNormalZ&#ifjObject, HRHERFC 1864FnHEXiHEM

Md5 % (AMuffHeader) HRMASEEF128LRE T, X
BRI Tbase644miS e — i B Content-Md 5 AL,
MultipartfilAppendable ¥t A XIR BIIX 4 Header,

Last- AR Objectimfa—XIBARIHY], X WHTTP 1. 10MPRER

Modified GMTIH} ],

Access- AR % ObjectfifEfBucketfit & ¥ CORSHN, iR Origin

Control Wi R AR E I CORS MRS 2 AL i i P 43X A~ Orrigin,

-Allow-

Origin

Access- FATH YObjectfifEfIBucketit & ¥ CORSHEM, WiRifRMAccess

Control -Control-Request-Method i & Hi5 % it CORSHEMIISF 23 7E M

~Allow- L feiriMethods.

Methods

Access- S Y ObjectfifERIBucketfit B v CORSHRM, ansiFRisi &

Control- Bucketfit & IF CORS B2 £ b 4 £ MaxAgeSeconds

Max-Age °

Access- T 20bjectfrfEBucket it B 7 CORSHENMI, IR e iie

Control ICORSHENIIN ZAEM N Pl X e Headers.

-Allow-

Headers

Access- EZE TRV % P ifJavaScriptiiF i headersHl| &, %4

Control ObjectfifEffBucketfit & ¥ CORSHEM, WI5LiE R e 5 e

~Expose- CORSHUMIN 2 AEN B H 2 ExposeHeader,

Headers

X-0SS- TR MR RERAIPRBRIAN L DS P A R BRI & 5],

tagging-

count

- IEWTERR

HEAD /oss.jpg HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com




Date: Fri, 24 Feb 2012 07:32:52 GMT
Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtan1J5dLAG92wpD
*k k%

AN

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
x-oss-object-type: Normal
x-oss-storage-class: Archive

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a3986*x**"
Content-Length: 344606

Content-Type: +image/jpg

Connection: keep-alive

Server: Aliyun0SS

- % RestoreifiK{HRestore st f 5 kI i Rl

HEAD /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 07:32:52 GMT

Authorization: 0SS elUnnbmlrgdnpI:KKxkdNrUBu2tlkqlDhOMLbDb***x

IR [

HTTP/1.1 200 OK

x—o0ss-request-id: 58F71A164529F18D7F000045
x-oss-object-type: Normal
x-oss-storage-class: Archive
x-oss-restore: ongoing-request="true"
Date: Sat, 15 Apr 2017 07:32:52 GMT
Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a3986x*x*"
Content-Length: 344606

Content-Type: 1image/jpg

Connection: keep-alive

Server: Aliyun0SS

- #ZZRestoreiii R HRestore C& 52k I i Rl

HEAD /oss.jpg HTTP/1.1

Host: oss-archive-example.oss-cn-hangzhou.aliyuncs.com

Date: Sat, 15 Apr 2017 09:35:51 GMT

Authorization: 0SS elUnnbmlrgdnpI:21qtGJ+ykDVmdu606FMInn+W***x

IR R

HTTP/1.1 200 OK

x-oss-request-id: 58F725344529F18D7F000055

x-oss-object-type: Normal

x-oss-storage-class: Archive

x-oss-restore: ongoing-request="false", expiry-date="Sun, 16 Apr
2017 08:12:33 GMT"

Date: Sat, 15 Apr 2017 09:35:51 GMT

Last-Modified: Sat, 15 Apr 2017 06:07:48 GMT

ETag: "fba9dede5f27731c9771645a3986x*x*"



Content-Length: 344606

FHIRED
T IR HTTP K& fifiid
NoSuchKey 404 SAEATES
SymlinkTar 404 SAFRRON R e
getNotExist
InvalidTar 400 PERRUONEREERE, HHW SRR e,
getType
Not Modified  |304 - ¥§E TIf-Modified-Sincelfikk, {HIEObjectft
Fa5E AN 1) J5 e B 0
- ¥HE T If-None-Matchifkk, H
JHObjectETagl AT AL ETagil %,
Precondition  |412 - $5E T If-Unmodified-Since, {HHG NN
Failed FObjectzhfEBtil .
- f8E T If-Match, {HIFEObjectiETaglHAIZE it
WETag A%
7.8 GetObjectMeta

GetObjectMetat#Z A TR —A XM (Object) HICEIBER, MHE
#ZObjectfETag. Size. LastModifiedf5 &, JHARMIZObjectIN%

BeHH:

- WRObjectRERUNFF S 4k, ZIRMIFFSHEEH GG,
- KIIEFIRNERIEIER IR, GetObjectMetaly AR mH B4,

ERIEE

HEAD /ObjectName?objectMeta HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

o] VES
M 7 Sk BN ik
Content-Length EZETiH

ObjectI LR/




T

SDK

W S FeH

ik

FTag TR

Object’E iy X ETag (entity tag), ETag
HFFR—4ObjectN%

X T PutObjectifi R A& R)Object, ETagfli2
HAEMMDSME; AT HAth)5 IR Object
, ETagliRHMNEUUID, ETagftin] DUHT
Ki# ObjectNA B R AL, AEBUH
HIETag ke HObject N MDD SR B 5¢

0 8

ARIME:

TR

HEAD /oss.jpg?objectMeta HTTP/1.1

Host: oss—example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Apr 2015 05:21:12 GMT
Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgb

*kk*k

B

HTTP/1.1 200 OK

x—o0ss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag:
Last-Mod-ified:
Content-Length: 344606
Connection: keep-alive
Server: AliyunOSS

GetObjectMetat& 1% Mif)#4 15 5 SDKAITT -

- Java

- Python
- PHP

- Go

- C

- .NET

- Android

"5B3C1A2E053D763E1BOO2CC6OT7CS5****x"
Fri, 24 Feb 2012 06:07:48 GMT




- i0S

HiRIG
B HTTP K3 filiid
Not Found H##Object AMELE,

7.9 PutObjectACL

PutObjectACLIZIIH TS (Object) MIVTMIIR (ACL) . BE#R{EHf Bucket
OwnerfGBBRNTT, HFEAObjectiE IR,

BimA:

- Object ACLILE = FBucket ACL, fil@liBucket ACLi2privatel, TiiObject ACL2
public-read-writeffJ, WA HFPEMEIX A Objecti ViR, HHEXMBucket/2
private bucket, IREFEAObject NKBBEEITACL, MV REIGBucket ACL,

- ObjectMisfEfusi: GetObject, HeadObject. CopyObjectfilUploadPartCopy*
IIXHRODbjectiz; Objectft)’ 5 #fEfLHE: PutObject. PostObject. AppendObject,
DeleteObject. DeleteMultipleObjects. CompleteMultipartUpload Pl CopyObject

XHiObjecti s,

- BER] PIAEODbject M5 1RMEI, TEiHRLH kx-oss-object-acRik E Object ACL, #R
5PutObjectA ACLF [, BlaPutObjectif £k ki Fx-oss-object-acln] BAfE Ff5—
A~Objectity[F i E it ObjectACL,

ACLiEH

PutObjectACLIZIIEI PutifR 1 Ix-oss-object-ac UKt E., HiijObjectf L FPYFIi

AR,
e ik
private Object2fAFH ¥, R ZObjectiOwnerfiifi i%Objectiyis:

HRR, HAlH P RARREAEZODbject,

public-read

Object/2A3Li¥iIH, Object Owner#iifii%Object¥i 5
B, dEObject Owner i i%ObjectiyiFAER,

public-read-write

Object2 AT B, Arfa P il X iZ0bject i s
{E8

default

Object¥f HifE Bucketityies B, HIBucketiH 2 hR,
Objectit 2+ 2.




BERIEE

Nl

SDK

PUT /ObjectName?acl HTTP/1.1
x-oss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SdignatureValue

R

PUT /test-object?acl HTTP/1.1

x-oss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3IxrTZ

*kk*k

AN

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

Content-Length: 0
Connection: keep-alive
Server: AliyunO0SS

BEA% VRN LR 25 1 5 SDKAI R «

- Java

- Python
- PHP

- Go
- C
- .NET

- Node.js

- Browser.js

- Ruby

A HTTP IR&Y

Tk

AccessDenied |403

ZIEHE A RBucket Owner, mBucket OwnerXf
Objecti&H G,




A HTTP &Y ik

InvalidArg 400 fEEMx-oss-object-ac ALK
ument
7.10 GetObjectACL
GetObjectACLIEITHIRARBUE MEf 4 M (Bucket) FRIREASUMF (Object) WM
R (ACL) .
BiB:

AIR—AObject NABEBITACL, WA GetObjectACLE, i&MIFJObjectACLAdefault, #
RiZObjectiACLE fiBucket ACL, IR Bucket® iR Z2private, Wi%Objecti i

BBt 2 private,
ERIBE

GET /ObjectName?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MRz 7T

e S ik

AccessCont ﬁ%% ﬁﬁ%ACL{%Eﬁ‘]ﬁ%‘E

rolList
RYiri: AccessControlPolicy

e

AccessCont | % {47 Get Object ACLESF7 5

rolPol-icy
RYir: None

DisplayName | BucketiF# #1145 H A ID—%0)
R AccessControlPolicy.Owner

Grant USSR ObjectiJACLAUR
H3¥UE: private, public-read, public-read-
write
RYisi: AccessControlPolicy.AccessControlList




€ Rl Tk

ID TR BucketHi i &K1 ID

RYis: AccessControlPolicy.Owner

Owner w 47 Bucketii A #15 Rt 70 48

x

Tri: AccessControlPolicy

5l
R

GET /test-object?acl HTTP/1.1
Host: oss—example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk530tfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgb
* % k%

B

HTTP/1.1 200 OK
x—o0ss-request-id: 559CC9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253
Content-Tupe: application/xml
Connection: keep-alive
Server: Aliyun0SS
<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</1ID>
<DisplayName>00220120222</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

SDK
IR 1RO 2436 &5 SDKAN R
- Java
- Python
- PHP

- Go
- .NET



iR

object.

A HTTP KL | #HAR g

g
AccessDeni| 403 You do n(')t l.lave reaq SRR, N BucketiyhiG &4
ed acl permission on this

Effi ] GetObjectA CLIXAME IR AKEL
#Bucket R34 ObjectiACL,

7.11 PostObject
PostObjectflifHHTMLZ ¥ f£0bjectFlfi5%E Bucket.

PostObject

- WRIETR

POST / HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
User—-Agent: browser_data

Content-Length: ContentLength
Content-Type: multipart/form-data; boundary=9431149156168
--9431149156168
Content-Disposition: form-data; name="key"

key

--9431149156168
Content-Disposition: form-data; name="success_action_redirect"
success_redirect
--9431149156168

Content-Disposition: form-data; name="Content-Disposition"
attachment;filename=oss_download. jpg
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

myuuid

--9431149156168
Content-Disposition: form-data; name='"x-oss-meta-tag"

mytag

--9431149156168
Content-Disposition: form-data; name="0SSAccessKeyId"
access—key-1id
--9431149156168
Content-Disposition: form-data; name="policy"
encoded_policy
--9431149156168
Content-Disposition: form-data; name="Sdignature"
signature
--9431149156168
Content-Disposition: form-data; name="file"; filename="MyFilename.

jpg"

Content-Type: +image/jpeg
file_content
--9431149156168

Content-Disposition: form-data;

Upload to 0SS

name="submit"




--9431149156168--

- ifRkHeader

-

= BimA:
PostObjectiF B 9@ 2 HFE KN (multipart/form-data) %if%, fEPutObjecti}
b 2 B0EI HTTPIE R k%58, {EPostObjectfRfE-RNI/E T BN g%,

e R filiik W
0SSAccessKeyId |F4FH Bucket #iifi# M AccessKeyld, | %tk
ZRIMHE:

BEl: 24Bucket}iEpublic-
read-writeB(F 2t 1 policy
(BiSignature) FKHSN, L%
PALOSSAccessKeyld# s,

policy TR Policy & 1 i R i) EEF N GR
HiEt. A Epolicy#
P RPN 2 B4 T
R, FHuEViMpublic-read-
writeffJBucket,

ARIME: T

BRI : %BucketAiEpublic-
read-writes# $2{it

TOSSAccessKeyld (3kSignaturg) #
N, i fitpolicy &bk,

Signature FAFH i f %A
#iAccessKeySecretfllpolicyit
HIBEAER, OSSKIE%%EA
15 B RIEZ Postif RV &%
T, HIFIRIES % R Post

Signature,
AIME: Jc

Rl : 24BucketiEpublic-
read-writes{# it
TOSSAccessKeyld (#(policy) #
M, SipfitSignature®X m
'8




£ R filiik IR

Cache-Control I HTTPi&RkHeader, Hit4EE |nlik

s Content- i%%*)”uPutObjecto

Type, Content BRIAME: T

-Dispositio

n, Content

-Encoding,

Expires

file AT XA, BAURRAPN | 25
Ba—AR. DIYEER 2 EHahE S
AR E Content-Type, I
M PBRE, OSS—XHEE L
fe—Afk,
AIMHE: Jc

key AT kf&ODbjecti#FR, WIRAFR W
WEKIE, Wa/b/c/b.jpg,
MOSSZ B 3 B EAH M ST,
AIMH: 2

success_ac FrFR RGP Bk FIRURL, | nlik

tion_redirect

WERARTE S RN, RESR
Hisuccess_action_status#é#il
faE. W BAERM, OSSRl
B, FEAE TRk

AIME: T




e

PRl

filiidk

DR

success_ac

tion_status

TATHR

ARG
sEsuccess_action_redirect7H
W, EFRAEIEE T KRG
B IIZ5% PR,

BIME: T

FRE: 200, 201, 204 (Ek
SR

-

=1 B

- WERIZEIE 20088 204
, OSSI&[H]— A7 SR A
AR,

- AR IE B E 201,
OSSIZ [l — A XML {1201

- RIS E R Y B B B A
JR—MEIRME, OSSiBM—4
2SR A2044R 7505,

B

X—-0ss—-meta—-*

TATHR

M e user metaffi,
BRIME:

nJig

X—0ss—server-—

side-encryption

TArHR

faE 0SStldt Objecti IR 55 Ay i
I b RTA,

HUA: AES256 R KMS (f&TR

B SEKMSELE, ARl PAE

M KMS R, Sk
KmsServiceNotEnabled #5i%
)

TREWSEUG, TEWIR Sk ZiE 0
S8, 0SS&X LfZRODbjectitt
TIMEmS AN, 2 FEiZODbject
B, mpzskrb2rfil & x-oss-server
-side-encryption, HIZHEH

BB RiZObject M HIL,

nJig




e PRl

filiidk

X-0ss—server- FrFER
side-encryption

-key-1id

FoRKMSILE R 28, nJig

ZZSB{Ex-oss-server-side-

encryptionBHENKMSIAEL,

X-0Ss-object- FrTH
acl

FREOSSAEObject I AL | Ik

BEO

Bkl public-read.

private. public-read-

write

x-oss-security- |FFFH
token

A AR K i 12 5 A STSIR nJig

ZRUT, MFTERE %
JHSecurityToken(¥{H, [H
IFOSSAccessKeyld i 52
BEX RIS AccessKeyld, HR%
2, SR @EAccessKeyld%:

HBTTR—F
ERIMA: T
- I Header
R e Y| iR
x-0ss-server-side- PR WIHIE RIS E T x-oss-server-side-
encryption encryptionfiigity, Wi Header
(RN @ N S = Y (0 (191 P o=
%
- MR TR
HR Y| iR

PostResponse |%¢%n

PRI Postifi k&5 R 2 a5

TV ri: Bucket, ETag, Key, Location

Bucket PR

Bucket# 5.

RYiri: PostResponse




e PRl ik

ETag T ETag (entity tag) f£4&4>Object’f: i &1

i, PostifiROIEHKObject, ETagffij2i%0bjectPN%s
Muuid, AT FRAZObjectNA 2 6 &1L,

R PostResponse

Location T Hitl&ObjectURL,

R PostResponse

% RFi]

PostiffETR Zx Bucket¥l A 5 R, W Bucketypublic-read-write, W PR L5544
HR, HMERMNIZRIERITERRIE, SPutiRfEARR, PostifEflifi AccessKeySecret
Xtpolicyi# 1154, HHRINBEA 2RI NSignature X e, OSSEEUEZAE M i)
Wi A4 IS IATE,

Jiit Bucket 274 public-read-write, —H _Ef% OSSAccessKeyld, policy,
Signature RPBPIHERE A, W55 MR A0 D, HUROSSXIR IR :
InvalidArgument,

PostipfEHR 2 F G4 Amultipart/form-data, BlHeader¥Content-Typek
multipart/form-data;boundary=xxxxxx XHMIER, boundary iR,
R AHIURL NBucketh kA BIR], A EAEURLHPHEEObject, HIERITRPOST /
HTTP/1.1, ABEHRPOST /ObjectName HTTP/1.1,

FHfpolicy L UTF-8%ih5,

W P _ L& T Content-MD5i R Header, 0SS£ i3 bodyl¥JContent-MD5F K —5
%, WRA—, ¥iBkInvalidDigestiiiAig,

WRPOSTIE Rl S HeaderB A fH B URLEAGR, OSSASAENIMKZA,

R R 5 PAx-oss-meta- MHGSRIR FbE, W user meta, bEllix-oss-meta-
location, —/~Objectr] AGZARMNISE, Hfifuser metaS K/MREEIT 8 KB
PostifiRibody S KEARVFEIESGB, A XFKERKR, WHRRIEEGY: EntityTooL
arge,

R B4 1 x-oss-server-side-encryption Headeri&Ris, Wik B HE N
AES256 5KMS, #HWZiRMI400 #5%, #i%Y: InvalidEncryptionAlgorithmError,
feeiZHeader)q, EMIRSkHYRMIZHeader, OSSEM EAEIObjectiff TN amS {7




fii, 4iX4-Objectd &M, Wi Headert £l 5x-0ss-server-side-encryption, {E#
PEEMRIZObject M HIL,

- FRAOR/NG AR, (R AIRER KNG U,

- il

- HRoRBI:

POST / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168
--9431149156168

Content-Disposition: form-data; name="key"
/user/a/objectName. txt

--9431149156168

Content-Disposition: form-data; name="success_action_status"
200

--9431149156168

Content-Disposition: form-data; name="Content-Disposition"
content_disposition

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-uuid"

uuid

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"
metadata

--9431149156168

Content-Disposition: form-data; name="0SSAccessKeyId"
44CF9590006BF252F707

--9431149156168

Content-Disposition: form-data; name="policy"
eyJleHBpcmFOaW9uIjoiMjAxMyOxMiOwMVQxMjowMDowMFoilLCJIjb25kaXRp
b25zTjpbWyJjb250ZW50LWx Lbmd@aClyYW5nZSISIDASIDEWNDg1INZYWXSX7
ImJ1Y2t1ldCI6ImFoYWhhINO®sIHsiQSI6ICIhInOseyJrZXkiOiAiQUIDIN1dfQ==
--9431149156168

Content-Disposition: form-data; name="S-ignature"
kZoYNv66bsmc10+dcGKw5x2PRrk=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.
txt"

Content-Type: text/plain

abcdefg

--9431149156168

Content-Disposition: form-data; name="submit"

Upload to 0SS

--9431149156168--

- BRI

HTTP/1.1 200 OK

x-oss-request-id: 61d2042d-1b68-6708-5906-33d81921362e
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1BOO2CCEOTC5****

Connection: keep-alive

Content-Length: 0



Server: AliyunOSS

Post Policy

PostifR i policy# M TR UEIR R GTEME.  policy h—B& I UTF-8f1base 6455
JSONUA, FHIT PostifRLHH R IR, B Tpublic-read-writeffjBucket %I,
PostR S kR, [HIRATIRZH A H 0K B Postirg K.

policyfi

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [
{"bucket": "johnsmith" },
]
] ["starts-with", "$key", "user/eric/"]
h

Post policy Hifil % expirationfllconditions,
- Expiration

ExpirationWiti& 1 policy M WAl ), LAISO8601 GMTHfRIF R, Hla2014-12-01T12:
00:00.000ZF%E T Posti RO L EAE20144E12 H 1 H 125 2 Hijo

- Conditions

Conditions2— A7, 7 LA 5@ Postifi RIYF s G4 MA.

Bil:
RO M EER A policy G TY E, K, policyrhisk B2 st & TAE B 21 %W
T Z wii % S
Policy % #fconditionslii W F#:

R fiiid

content-length-range kf&Objectii/MIEB RSN, %
condition¥%#¥contion-length-rangePLit
75

Cache-Control, Content-Type, Content | HTTPii*kHeader, i%conditionZF5if

-Disposition, Content-Encoding, PLficfiistarts-withPCft 753X,

Expires

key _kf%#0bjectifobject#fi. FconditionsZ
FEREPCELAIstarts-withPSEt /5 3%

success_action_redirect FERIEREkE URLHNE, #ZconditionsZ
FERGHPCALMstarts-withPSAt 5 3%,




e fiiid

success_action_status AfaEsuccess_action_redirecth, Ff&m&
LR BIRAR, ZconditionZFERsHfPT
ficfistarts-with VLt 75 X,

Xx-0ss—-meta-* H P EE R user meta, Zcondition3Z+§ki

WLt fistarts-with PCfe /5 X,

GERPostif R L EHIMYER IR, OSSHI LLRFIX LRy sk A #lpolicyfconditions
FPIFRE S IATE,

- ConditionsPtfit 5 X

ConditionsPEft 752X fifiid

{1 U FAWE AR HIPCAL conditionsHP F BAIE, WiFEEkey
FPBRER S Na: { “key” @ “a@” }EFERIAE Ry [ ¢
eq” , “$key” , “a” ]

Starts With FPRE LA DS E TG, HlandsEkey I E %55 Lluser/
userlJFgf: [ “starts-with” ; “$key” , “user/userl” ]

fEE SR/ INER TR FLVF ISR SO R INE R, I sevri SR/
1310575 [ “content-length-range” |, 1, 10]

L E L

{£ Post policy w $ i, WUREGNA S, TRMME L 74TF\$. BRIt ZSt, JSON i —
B RFEfTEE L. FRIIIR T Post policy ¥ JSON g Bl T#s UM 74T,

LS fiiid

\/ BHL

\ AL

\” 515

\$ =Sy )

\b 2

\f 51

\n L OR)

\r [ %

\t IKFHIRSF
\uxxxx Unicode F%F




Post Signature
PRI Postil sk, HTMLZHrpsifl & policyfiSignaturefs 8. Policyahilis Rt (i
oy masiie
HHSignature Bk :
1. BIE—4 UTF-8 gahidid) policy.

2. ¥ policy 317 base64 %ifh, HAEHA policy FHMBINNME, KA FEEARN TR
$O

3. il AccessKeySecret MEZE AN FIFHRMEITES, BTk SHeader P BA MR TTEM
Ml CEEZARNZR RSN policy BIM)) |, % WitHeader 5% 4,

75l Demo

Web i % 0SS 73 Demo, 152 WJavaScript% ) %4 k.

7.12 Callback

H P JFEEALERIEL 0SS id Rrp#si I Callback 28, BIRESCIREIE, ALy
ZiCallbackiy sz B,

il
|:| Bing:
Hifi#¥ Callback i) API #4114 : PutObject. PostObject, CompleteMultipartUpload.
¥ % Callback FEHIHZ WL 41,



HE1: HESE
- Callback &%k

Callback 2802 H—B£:5d base64 4t Json 47 (2B . #E callback SEU1
SRR EIAMARS# url (callbackUrl) PARFIVAIIPNZ (callbackBody)

Json FEAUIR:

TB P4 RGBT

callbackUrl - P LSRG, OSS Fdt url &% =
WiFR, EKRITEN POST, body h
callbackBody fR@IN%. IEHEWERT, %
url FEMIR. HTTP/1.1 200 OK, body #
5k Json k8=, WiR3k Content-Length &
HMAENE, HAEE 3 MB,

- XFFRINECERZ 54 url, oS ) o
#l, 0SS £ARKEIXFEREAFNE IR WK
ik,

- WERBARCE R MA N A B E
callback,

- %¥F HTTPS Hbdt,

- AT RURERRAE RS E L, callbackUrl
Tt url apdAbBy, ktliihttp://example.
com/pxz.php?key=value&fr x4 Fr=H ¢
i TFEYRISHR http: //example.com/%E4
%B8%AD%EG%96%87 . php?key=value&%E4
2%6B8%ADXBEG%962%87T%ES5%90%8DBET%AT%BO
=%E4%B8%AD%EG6%96%87%E5%80%BC

o

callbackHost - REEMERI Host Skiyfl, NAERET
callbackUrl B A B3,

- B ECE callbckHost, W& fibi
callbackUrl Hit) url J+¥#HT B host 1
7t# callbackHost 1,




TB

X RELT

callbackBody

T

KM IER body MfE, Hill: key=$(
key)&etag=$(etag)&my_var=$(x:my_var
)o

XHF 0SS &gk, HENZERMER, X
FIRGE RN IRIR . HE SRR

% $#/i 4E PutObject flCompleteMu
Itipart H2iliid callback-var SRf&i#, 1
PostObject IR 244~ 2% kiaid 2% sk
&3,

callbackBodyType

o

KmiEiE R Content-Type, ZF¥
application/x-www-form-urlencoded #
application/json, BRIAMHiH .
callbackBodyTypeRJHt{H} applicatio
n/x-www-form-urlencoded, W)
callbackBody HHZ RSB url %ild
AR s, sk application/json, W
2% json MBI R,

Json FBORBIAN R :

{

"callbackUr1l":"121.101.166.30/test.php",
"callbackHost":"oss-cn-hangzhou.aliyuncs.com",
"callbackBody":"{\"mimeType\":${mimeType},\"size\":${size}}",
"callbackBodyType":"application/json"

}

{

"callbackUr1l":"121.43.113.8:23456/1index.html",
"callbackBody":"bucket=${bucket}&object=${object}&etag=${etagl&size
=${size}l&mimeType=${mimeType}l&imageInfo.height=${imageInfo.height
}&imageInfo.width=${imageInfo.width}&imageInfo.format=${imageInfo.
format}&my_var=${x:my_var}"

callbackBody "Hv] AB B RGESEA FRFR:

RHESH 94

bucket el ]

object Mg L)

etag AFR) ETtag, BHRRIZEH PR ETag 7B

size Object K/, CompleteMultipartUpload i l#A4™
Object IR/




RIS aX
mimeType VEIRRAY, 4 jpeg BERHIBEIRRAN image/jpeg
imageInfo.height P ea g
imagelInfo.width P i
imageInfo.format B, W jpg. png &
BEW:

imageInfo ¥ B A kg, W MAERE AAgaX
, imagelnfo.height, imageInfo.width. imageInfo.format #h%3,

- callback-var HE XS

M PR PAEE callback-var ZBCRACE A& XS, HEXSEZ A Key-Value i) Map
, AP DIACE A CRZENSHEZ Map, 18 0SS R POST FHIF RN, 2#ixtesi)
M ERRRGES B —IIAE POST 5K body H BA7 {2 ImT 8 75 3REL,

Fi e LSR5 TEM callBack 2807582 —FEK, 2L Json FEURIZEE. 1% Json
AR — MRS BE XS Key-Value 1) Map,

BEHA:
HP HEXSEIN Key —@&ZPL x: Sk HLF00NE, B0 0SS 2R M HEiR,

B P EEBESERA B2 XS E 0 xovarl fil xavar2, SRME 7318 valuel Fi
value2, HB2H9iE KN Json HEXUH:

{
"x:varl":"valuel",
"x:var2":"value2"

}

BB
W% A callback 3¢# callback-var Z28AEE, WLiRM 400 #%, HHiEG
4”7 InvalidArgument” , AETEMERERERLFILA:

- PutObject() fil CompleteMultipartUpload() 10 url #1 header FI%E A callback(x-
oss-callback) 8%# callback-var(x-oss-callback-var) 2%,

- callback #¢# callback-var ( PostObject() HiT#%f callback-var 2%, KA IR
i, TRE)ZEERK (B 5KB) .

- callback 3# callback-var 251453 base64 #ilduke2id base64 IS E AR &Sk
Json F§3k,



- callback Z28U##i)5 callbackUrl ZEBAL S url BIIFREI (54) , 3F url PEAR
port ANGTE, el

{"callbackUr1l":"10.101.166.30:test",
"callbackBody":"test"}

- callback Z25fi##i)5 callbackBody 7B hZ,

- callback Z¥#th)5 callbackBodyType FEIMEARE application/x-www-form-
urlencoded B%3# application/json,

- callback Z5f##i)G callbackBody B2 RIS AETE, ALK ${var).

- callback-var ZEH G A2 HUIR JsonfdaX, MHIREERIZ M {"x :var1": "valuel

" Mx:ivar2":"value2". ..}
S22 WEEEAFER
FiE5e R LRI callback # callback-var WA EUGE, TSSEENE] 0SS WiERH,
BRI AL =, J7Ranre:

- 1€ URL 5528,
- 1£ Header "S5
- 1€ POST &R body i Fi # SR 2 5L

BLIA:
FEEH POST 13K L% object I S REAE XA SRR E I S8

PA B =H075 X RERIINE F Hh—Fp, B0 OSS £3& M InvalidArgument %%,

RS2 0SS KiFRrp, BB ESOHIER Json FAFHREA] base64 4ifid, IR
TR IEMEME] 0SS KR,

- WNSHE URL i S8, flicallback=[CallBack]®# callback-var=[CallBackVar
1ER—A url BEEEAEREE, %4 CanonicalizedResource B, ¥ callback 28#
callback-var %fff—4> sub-resource HH1EMN.

- WIHRA1E Header iS5, fx-oss-callback=[CallBack]®# x-oss-callback-var
=[CallBackVarfE3—A Header i AR &%, fEiIHZE$ CanonicalizedOSSHeaders
i, ¥ x-oss-callback-var fil x-oss-callback iH&EfEM, RHIUT:

PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com

Accept-ncoding: -+identity

Content-Length: 5

x-oss-callback-var: eyJ40m15X3ZhciI6ImZvciljYWxsYmFjaylOZXNOInO=
User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.
el5.x86_64/x86_64;2.5.4)



x-oss-callback: eyJjYWxsYmFjalVybCI6IjEyMS40My4xMTMuODoyMzQ1Ni9pbm
R1eC50dG1sIiwgICIjYWxsYmFja0JvZHki01JidWNrZXQ9JHtidWNrZXR9Im
9iamVjdDOke29iamVjdHOMZXRhZz0ke2VOYWd9InNpemU9JHtzaXplfSZtaW
1TVHIwZTOke21pbWVUeXBlfSZpbWFnZUluZm8uaGVpZ2hOPSR7aW1lhzZ2VJIbm
ZvLmhlaWdodHOmaW1hZ2VIbmZvLndpZHRoPSR7aW1hZ2V3IbmZvLndpZHRofS
ZpbWFNZUluZm8uZm9ybWFOPSR7aW1lhzZ2VIbmZvLmZvcmlhdHOmbX1fdmFyPS
R7eDpteV92YXJ9InO=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: 0SS mlepou3zr4u7bl4:5a74vhd4UXpmyuudVi4Kaen5**x*
Test

- {£ POST iR i) body i I sk 53 S 8L

- WERTEEAE POST L% Object WHRFRIHS M SMMER—, callback ZECLEERTIEN
2 BASIDRBRHN, RGBT :

--9431149156168

Content-Disposition: form-data; name="callback"
eyJjYWxsYmFjalVybCI6IjEwLjEWMS4xNjYuMzA60DA4My9]jYWxsYmFjay5w
aHAiLCIjYWxsYmFja®hvc3QiOiIxMC4XMDEUMTY2LjMwIiwiY2FsbGJhY2tC
b2R5IjoiZmlsZW5hbWU9JChmaWx LbmFtZSkmdGFibGU9JIHt40nRhYmx1fSIs
ImNhbGx1YWNrQm9keVR5cGU101JhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVy
bGVuY29kZWQi fQ==

- WERPIA B XSS, AEEHEN callback-var SEEEHIMEIF A, SAAE X
A2 AR o B VIR AR SRR SRBIAn s, AR B X248 Json BN

{

"x:varl":"valuel",
"x:var2":"value2"

}
IR POST i3RI AION :

--9431149156168

Content-Disposition: form-data; name="callback"
eyJjYWxsYmFjalVybCI6IjEwL]jEWMS4XxNjYuMzA60DA4My9]YWxsYmFjay5w
aHAiLCIjYWxsYmFja0hvc3Qi0iIxMC4xMDEUMTY2LjMwIiwiY2FsbGJIhY2tC
b2R5IjoiZmlsZW5hbWU9JChmaWx LbmFtZSkmdGFibGU9JIHt40nRhYmx1fSIs
ImNhbGx1YWNrQm9keVR5cGU101JhcHBsaWNhdGlvbi94LXd3dy1lmb3JtLXVy
bGVuUY29kZWQi fQ==

--9431149156168

Content-Disposition: form-data; name="x:varl"

valuel

--9431149156168

Content-Disposition: form-data; name="x:var2"

value2

IRl a] BAYE policy Wi callback 4 (WIRAERM callback, WIAMZSEIM &%
uE) -
{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [
{"bucket": "johnsmith" },



{"callback": "eyJjYWxsYmFjalVybCI6IjEwLjEWMS4xNjYuMzA6
ODA4My93 YWxsYmFjay5waHAiLCIjYWxsYmFja®hvc3QioiIXMC4XMDEUMTY?2
LjMwIiwiY2FsbGIhY2tCb2R5IjoiZmlsZW5hbWU9IChmaWxlbmFtZSkilLCJj
YWxsYmFja@JvZHlUeXB1lIjoiYXBwbG1ljYXRpb24veC13d3ctZm9ybS1llcmxl
bmNvZGVKkInG="},

["starts-with", "$key", "user/eric/"],

]

}
TSR3 KELEFEXR

Mk BAERY, 0SS SH3EH iRy callback S8 callback-var HE XS5, 545
ENZE LA POST 75 R IELA B IR SS 2o

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded

User—-Agent: ehttp-client/0.0.1
bucket=callback-test&object=test.txt&etag=D8ES8FCA2DCOF896FD7CB
4CBOO31BA249&size=5&mimeType=text%2Fplain&imageInfo.height=&imageInfo.
width=&imageInfo.format=&x:varl=for-callback-test

(FNik) $R4: ERAER

P callback 2805, OSS ¥l P ER callbackUrl %% POST MG R4 H P
MRS . BHRSS aEImlEER 2 5, WERA Sk IR E R 2 B OSS &ZeEif, nlbA
B LE R A REE OSS 87,
- EREA
B REAE OSS Ui, R RSA AEXTFR)T 3o
RAHMEE R AR
authorization = base64_encode(rsa_sign(private_key, url_decode(path)

+ query_string + ‘\n’ + body, md5))

BLIA:



Hrp private_key WFARH, RA OSS HiIl%, path RIEIERKEERR, query_string ly
R, body MmENIE R,
BRI AR =20
1. KRBT . RS url RESE, W ERGHERRFES, mE—Am%E
75, EEvEE Rk
2. RSA% 44 (HRHNTEE AP RT%4, %40 hash FECh md5

3. BRGNS base64 %, 19RIRENES, ZHBAERIVEIE KT authorization 3k
H

ZN/ILIN

POST /index.php?id=1&index=2 HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization: kKQeGTRccDKyHB3HI9VF+xYMSrmhMZjzz12/kdD1ktNVgb
WETYTQGOG2SU/RaHBoVvRCE8OKQDjC3uG33esH2tx*x*x*

Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1

x-oss—-pub-key-url: aHROcDovL2dvc3NwdWIsaWMuYWxpY2RuLmNvbS9j
YWxsYmFjalowdWJfa2V5X3YxLnBlbQ==

bucket=yonghu-test
path JJj/index.php, query_string }?id=1&index=2, body HMbucket=yonghu-test
, A KKQeGTRccDKYHB3HIVF+xYMSrmhMZjzz12 /kdD1ktNVgbWEfYTQGOG2

SU/RaHBovRCE80kQDjC3uG33esH2txA==,
- BUEE A

RIS A RS RN SRR, BN IR SRIE, SR :

Result = rsa_verify(public_key, md5(url_decode(path) + query_string
+ ‘\n’ + body), base64_decode(authorization))

FEIE L S% AP RAMEE, Hp public_key 2%, authorization Ik
B4, BAKURBARER ALY :

1. IR x-o0ss-pub-key-url SER{FRI2 2] url Mk base64 Sk, RIEH 20
base64 fRfS G IREEI~8H, B

public_key = urlopen(base64_decode(x-oss—-pub-key-url3LifHi))

BeHH:



THRUEIXA publickey 521 OSS Wik, H P TRZERLXx-0ss-pub-key-ur UkIN{E %50
PAhttp://gosspublic.alicdn.com/8#FHhttps://gosspublic.alicdn.com/F
2. 3K base64 i JG 1% 44
signature = base64_decode(authorizationsLi{E)
3. RHUFBA I, THRS84
sign_str = url_decode(path) + query_string + ‘\n’ + body

4, BIEE4

result = rsa_verify(public_key, md5(sign_str), signature)

PA LB R :

1. SR url Hohk, BlaHROcDovL2dvc3NwdWIsaWMuYWxpY2RulmNvbS93j
YWxsYmFjal9wdwWJfa2V5X3YxLnB1lbQ==&jdbase64 )543 lhttp: //gosspublic.
alicdn.com/callback_pub_key_v1.pem,

2. %44)kKQeGTRccDKyHB3HOVF+xYMSrmhMZjzz12/kdD1ktNVgbWEfYTQGOG2SU/
RaHBovRCE80KQDj C3uG33esH2txA=={{ base64 @i (BT MIETENESY, KikERH
FRRSSS ISR .

3. FWFFZEA T, W url_decode( “index.php” )+ “’id=1&index=2" + “\n” + “
bucket=yonghu-test” , J{{ff MD5#%%5,

4. Bk,

- MRS5S gl

PAR—B Python /ifil, HORT — AR HIRS S, FERBEWRIEZARNTTE, HRE)
L M2CryptoFi,

import httplib
import base64
import md5
import urllib2
from BaseHTTPServer +import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA
from M2Crypto import BIO
def get_local_ip():
try:
csock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))
(addr, port) = csock.getsockname()
csock.close()
return addr
except socket.error:
return ""
class MyHTTPRequestHandler (BaseHTTPRequestHandler):



def

def

log_message(self, format, xargs):
return

do_POST(self):

#get public key

pub_key_url = "'

try:
pub_key_url_base64 = self.headers['x-oss-pub-key-url']
pub_key_url = pub_key_url_base64.decode('base64')
if not pub_key_url.startswith("http://gosspublic.alicdn.

com/") and not pub_key_url.startswith("https://gosspublic.alicdn.com

/")

self.send_response(400)
self.end_headers()
return
url_reader = urllib2.urlopen(pub_key_url)
#you can cache it
pub_key = url_reader.read()
except:
print 'pub_key_url : ' + pub_key_url
print 'Get pub key failed!'
self.send_response(400)
self.end_headers()
return
#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64"')
#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))
#compose authorization string
auth_str = "'
pos = self.path.find('?")
if -1 == pos:
auth_str = urllib2.unquote(self.path) + '\n' +

callback_body

else:
auth_str = urllib2.unquote(self.path[0:pos]) + self.path

[pos:] + '\n' + callback_body

print auth_str
#verify authorization
auth_md5 = md5.new(auth_str).digest()
bio = BIO.MemoryBuffer (pub_key)
rsa_pub = RSA.load_pub_key_bio(bio)
try:
result = rsa_pub.verify(auth_md5, authorization, 'md5')
except:
result = False
if not result:
print 'Authorization verify failed!'
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()
return
#do something accoding to callback_body
#response to 0SS
resp_body = '{"Status":"OK"}'
self.send_response(200)
self.send_header ('Content-Type', 'application/json')
self.send_header ('Content-Length', str(len(resp_body)))
self.end_headers()
self.wfile.write(resp_body)



$IE5:

class MyHTTPServer (HTTPServer):
def __init__(self, host, port):
HTTPServer.__1init__(self, (host, port), MyHTTPRequestHandler
)

if '_ _main__' == __name__:

server_ip = get_local_ip()
server_port = 23451
server = MyHTTPServer (server_ip, server_port)
server.serve_forever()

HeESHRS ST :
Java iiAs :
- PEMuHE: SERIXH

- BTk MR8 Tjava -jar oss—callback-server-demo.jar 9000 (9000 %k
BT E, "R H R E)
PHP fijiAs :

- RESMBE: RdhxE
- 38177 REE] Apache MR, 2 PHP ASIEE IR, B Bdi L 2R
Wi, Bt Al AZ 5 B YRR BB

Python ftA:

- FEMbbE: SEXHE
- BT R EEEBTTpython callback_app_server.py, BfT%FER B
RSA i,

.NET JijitA :

- FEMbhE: SdxHE
- 87751k RSG5 README .md,

Go JftAs :

- FEMuhE: sdnxE
- i8f775i%: )5 README .md,

Ruby fiftAs :
- FEStbbE: X E

- JBf7ii4: ruby aliyun_oss_callback_server.rb

R ERSR

IS FI IR 55 4338 Bl 25 0SS,


https://gosspublic.alicdn.com/images/AppCallbackServer.zip
https://gosspublic.alicdn.com/callback-php-demo.zip
https://gosspublic.alicdn.com/images/callback_app_server.py.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048926621/callback-server-dotnet.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048745465/callback-server-go.zip
https://github.com/rockuw/oss-callback-server

IR 1] g 1l 375 >R -

HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

{"a” : "b”}

B
MRS 85iR [0] OSS IR %047 f Content-Length [¥) Header, Body A/MNZ&id
1MB,

6. RO EFER
OSSHER IR S5 E1& MR 125 I
TR [ ] P TN <

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

Connection: keep-alive

ETag: "DS8E8S8FCA2DCOF896FD7CB4CBOO31BA249"
Server: AliyunOSS

x-oss—-bucket-version: 1442231779
x-oss-request-id: 55F6BF87207FB30F2640C548
{llaH:lle}

Bil:

- W CompleteMultipartUpload IXFERYIER, 1EIRMIERA S body FAENZE (W
XML #AMER) , M HERERES 28 S A 1 body HRINZEM {"a" :"b"}, W
X IR S P e Ak B

< WEREPASE, WM 203, iR 7 CallbackFailed” . XfFE&ksh &3] T 0SS
, AEMASM, WIAZRBUR SR OSS B BRI Bl mIpaming, AR IR S5 3 eH Bz
FEER (B IRSS 2HE RN A AR Json #8x0)

7.13 PutSymlink
PutSymlinkiZ T HOSSI TargetObject il Pz, #&nl DB XK BERE Vi

il TargetObject.
BERIEE

PUT /ObjectName?symlink HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com



Date: GMT Date

Authorization: SignatureValue

x-oss-symlink-target: TargetObjectName

ERK
4R FR | Rk ik
x-0ss- S SR EL b SC P,
symlink- H
target BIEE: wmAMIERIObject
Bl
- TargetObjectNamel[f]ObjectName—+¥, T%
URL encode,
- BREERER) H bR SRS RE N A e
xcoss=|FHE A s Objectify Mk,
storage- H
class Hiffi: Standard. IA. Archive
Bil:
- IA5Archive BRI AN SAFIIA 264 KB, &%
64 KBil&itdh, BIETEMH SymlinkdZ INA
2R ObjectM AR E MIABArchive,
- MPEEAEIRBucket, #5 EfZ0Objectibf
EMSE, MR EEObjecti$ 2 faEn
PR, filan, EIAZEBucketd Lf£Object
I, #fEEx-oss-storage-classStandard, W
ZODbject HiZA# i M Standard.
XD : PutObject, InitMultipartUpload.
AppendObject, PutObjectSymlink. CopyObject
M

- A PutSymlinki% NI KBEZR I A Z ML RS, PUMEE S7EGetObjectFF i Hix

S APTHEST

- ARAEHER S,

- AREHBARRR A GTA
- Ak HB SR S A BRI,

- SUABETIE SR E, JFHAVIRRER, HrEas e s res s ORI S, BRIk

200 OK.




- fEAPutSymlink#Z O, #3H7Ax-oss-meta- HRiZEISEL, WM Huser meta, HUIx-oss
-meta-location, —/"Objectn] LA Z MRS E, HENuser meta& K/NARERILS
KB,

il
© THRR B

PUT /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=oss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmcl0+dcGKw5x2
**k*x*k= X-0ss—-symlink-target: oss*x*x

x-oss-storage-class: Standard

IR B

HTTP/1.1 200 OK

Server: Aliyun0SS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 582131B9109F4EE66CDE56A5
ETag: "OA477B89B4602AA8DECBS8E19BFD4x*x %"

SDK

PutSymlink#% [ B R4 7E 5 SDKAN

- Java

- Python
- PHP

- Go

- C

- .NET

A HTTP K& ik

InvalidArgument  |400 StorageClassiEAGTE,




7.14 GetSymlink
GetSymUinkH FIH FAREURBER: . BRI SO IR BE A AU,
ERIB®

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

DRz Sk
e P 3%
x-oss-symlink-target Sl BRuERRA B bR,
ANt
< R
GET /link-to-oss.jpg?symlink HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 06:38:30 GMT
Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:UNQDb7GapEglCZkcde60hZ93]
*k k%
IR [R5
HTTP/1.1 200 OK
Server: Aliyun0SS
Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0
Connection: keep-alive
x—o0ss-request-id: 5650BD72207FB30443962F9A
x-oss-symlink-target: oss.jpg
ETag: "A797938C31D59EDDO8D86188F6D5**x*"
SDK

GetSymlinkd% oM B #5155 SDKUI R :

- Java

- Python
- PHP

- Go

- C

- .NET



B HTTP &M 30
NoSuchKey 404 UL,

7.15 RestoreObject
RestoreObjectiZ A FMIHFITRIIE (Archive) B (Object) .

Bib:
- RestoreObjectfZ T HEHN TR RIObject, ASiEH FHnfEIBAMIIR i [ %2 Object.
- WREAZODbjects i — IR RestoreObjecti# M, &M202,
- WRELRYFHIIRestoreObject®, HObjectCedR, MXIMANIEFI200 OK,
RS RZER
JHRSRHIR Object/EH T AR ER T G IR B FEan T
1. IR Object MR AL T R HRIRE,
2. RER—RIRIFWERIG, Objectit TREFPIIIRE, SERMATESERTELD#, BRKEWES
FEIRIN [ 47N
3. RG5omERMRAEITESS G, ObjectiE NRAHIRA, BLINMER] DI Object, RARIREBRIAFS:24
AN, 247N R AT RestoreObjectfZ NMRURIRS S HANE K 24/, 3 F RGP L
B, —WRERRFEPI AR 71X RestoreObjecti® ik 8l K 7 K MRt ).,
4, fRHFIRSEHG, ObjectEHIXIBMIFNAHIRE,

A
KB HGEREAE SR :

© XMETFREFIRERIObject P ATIEVRIRME, 27 ERBARIII B
- ARSI IR TR, LELEIIRIAS PR SO ) 2 A
- RAIRBETR)G, ObjectXMIZRSUIRG, MHRPUTMRAIRIE SWORBIRI IS,

ERIEE

POST /ObjectName?restore HTTP/1.1
Host: archive-bucket.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date




Authorization: SdignatureValue

Tl
© HUOME TR HRIRERIObjectid SR HRIH R
RN

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn—-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:28 GMT

Authorization: 0SS elUnnbmlrgdnpIl:ydeyu+4yje5i0RCr**x*

RN

HTTP/1.1 202 Accepted

Date: Sat, 15 Apr 2017 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

x—o0ss-request-id: 5374A2880232A65C23002D74

TR IR ObjectiR A MR FRIF R
RN

POST /oss.jpg?restore HTTP/1.1

Host: oss-archive-example.oss-cn—-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:29 GMT

Authorization: 0SS elUnnbmlrgdnpI:21qtGJ+ykDVmdy4eyu+N***x

RN

HTTP/1.1 409 Conflict

Date: Sat, 15 Apr 2017 07:45:29 GMT

Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x—oss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>RestoreAlreadyInProgress</Code>
<Message>The restore operation is in progress.</Message>
<RequestId>58EAF141461FB42C2B000008</RequestId>
<HostId>10.101.200.***x</HostId>

</Error>
- AT REFIRERObjectiR &2 i K
[ERIZN]

POST /oss.jpg?restore HTTP/1.1
Host: oss-archive-example.oss-cn—-hangzhou.aliyuncs.com
Date: Sat, 15 Apr 2017 07:45:29 GMT



Authorization: 0SS elUnnbmlrgdnpI:u606FMInn+WuBwbByZxml+y4eyu+N***x
IR [H]R A

HTTP/1.1 200 Ok

Date: Sat, 15 Apr 2017 07:45:30 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

x-oss-request-id: 5374A2880232A65C23002D74

SDK

B TTAON RFR) 5 1 &5 SDKAN T :

- Java

- Python

- PHP

- Go

- C

- .NET
IR

B HTTP A& | ik

NoSuchKey 404 HFrObject R IE1E,

OperationN 400 HFrObject A2 IHFRY,

otSupported

RestoreAlr 409 gt RestoreObjecti %I,  HARSS S IELER

eadyInProgress TR IRE, A HE 2 RestoreObject,
7.16 SelectObject

SelectObjectH TAEMIEAObject, MIRELRM P M iZObject B,
SelectObject

SelectObject API Al -4 HbasXfFAITSQLIEA), BREIHITER,

IEWSTIR, ZAPLRII206, QIRSQLIBAIAIER, sERASEADLAL, WXREI40053R,

BEW:
KT-SelectObjectiyUhRENT4iifi S WITF K farirhiiSelectObject,



- TERIBTA
- WRRIEA (CSV)

POST /object?x-oss-process=csv/select HTTP/1.1
HOST: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: time GMT
Content-Length: ContentLength
Content-MD5: MD5Value
Authorization: Sdignature
<?xml version="1.0" encoding="UTF-8"7?>
<SelectRequest>
<Expression>base64 encode(Select x*x from 0SSObject where ...)</
Expression>
<InputSerialization>
<CompressionType>None|GZIP</CompressionType>
<CSV>
<FileHeaderInfo>
NONE | IGNORE | USE
</FileHeaderInfo>
<RecordDelimiter>base64 encode</RecordDelimiter>
<FieldDelimiter>base64 encode</FieldDelimiter>
<QuoteCharacter>base64 encode</QuoteCharacter>
<CommentCharacter>base64 encode</CommentCharacter>
<Range>line-range=start-end|split-range=start-end</Range>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSV>
<RecordDelimiter>base64 encode</RecordDel-imiter>
<FieldDelimiter>base64 encode</FieldDelimiter>

</CSV>
<KeepAllColumns>false|true</KeepAllColumns>
<OutputRawData>false|true</OutputRawData>
<EnablePayloadCrc>true</EnablePayloadCrc>
<OutputHeader>false</OutputHeader>
</OutputSerialization>
<Options>
<SkipPartialDataRecord>false</SkipPartialDataRecord>
<MaxSkippedRecordsAllowed>
max allowed number of records skipped
<MaxSkippedRecordsAllowed>
</Options>
</SelectRequest>

- i§RiEE: (JSON)

POST /object?x-oss-process=json/select HTTP/1.1
HOST: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: time GMT
Content-Length: ContentlLength
Content-MD5: MD5Value
Authorization: Signature
<?xml version="1.0" encoding="UTF-8"7?>
<SelectRequest>
<Expression>
Base64 encode of sql such as (select * from ossobject)
</Expression>
<InputSerialization>
<CompressionType>None|GZIP</CompressionType>
<JSON>



<Type>DOCUMENT | LINES</Type>
<Range>
line-range=start-end|split-range=start-end
</Range>
<ParseJsonNumberAsString> true|false
</ParseJsonNumberAsString>
</JSON>
</InputSerialization>
<OutputSerialization>
<JSON>
<RecordDelimiter>
Base64 of record delimiter
</RecordDelimiter>
</JSON>
<OutputRawData>false|true</OutputRawData>
<EnablePayloadCrc>true</EnablePayloadCrc>
</OutputSerialization>
<Options>
<SkipPartialDataRecord>
false|true
</SkipPartialDataRecord>
<MaxSkippedRecordsAllowed>
max allowed number of records skipped
<MaxSkippedRecordsAllowed>
</Options>

</SelectRequest>

© TERITR

£

Rl Tk

SelectRequest o f1ESelectil R A

T 1. Expression, InputSerialization

, OutputSerialization

RYiki: None

Expression FAFH DIBase64 HiiSISQLIEA

FYi s None

Ve ==~

RYisi: SelectRequest

InputSerialization |%&4% OISR (A3

¢.H

Fii: CompressionType. CSV. JSON

N

CiRi: SelectRequest

OutputSeri L WIS (%)

alization

Tiri: CSV, JSON, OutputRawData

RYik: SelectRequest




e

fiiid

CSV(InputSeria
lization)

MACSVHIRASEL (W]ig)

T FileHeaderInfo, RecordDeli
miter, FieldDelimiter. QuoteCharacter

. CommentCharacter. Range

R InputSerialization

CSV(OutputSeri
alization)

i CSVIIRAS R (W]ig)

FYifi: RecordDelimiter. FieldDelim

iter

R OutputSerialization

JSON(InputSeria
lization)

FIAJSONIEASE (ANiE)

T1ix: Type. Range. ParseJsonN

umberAsString

JSON(OutputSeri
alization)

fthJSONIRASE (W]i%)

Fi55: RecordDelimiter

Type

B

R AJSONZAL: DOCUMENT .
LINES

OutputRawData

bool, #ilfalse

e B Al O PhisdaIn 3T
Framef%:X) (nfi%)

Fisi: None

R OutputSerialization

CompressionType

Bog

fae 43 . None|GZIP
T¥isi: None

R InputSerialization




B B Uy iR
FileHeaderlnfo B0 HRECSVSLIFLFEL (D)
i :
- Use: ZCSVXHEELIER, nIELHCSVA
2 RSelecthitF 44,
- Ignore: ZCSVXAFA KGR, HAH
CSVHI41EhSelecth i34,
- None: &XFEAKLER, FNERIME.
FYiri: None
RYiski: CSV (HiA)
RecordDelimiter ?ﬁ% *Eiiﬁf?ﬁ:, L‘ABase64€ﬁE£&o %ﬁi}dﬁ?y\n
(%) . REmSRiHERZ WA TR, BA
FIRAPANSHEZR R, LelifeJavaB i \n#on
47,
FYi5: None
RYiri: CSV (BN, Hitt) , JSON (i
i)
FieldDelimiter | 5*ffH $SECSVIISTRITE, MBase64%iiG, TRk
HR, (%) . REhdnirE L8 —A4
I, PAFIPIANSHEZ R, ttinJavall
H, FRiEgs,
T¥i s None
R CSV A, )
QuoteCharacter TR

fRECSVIS IS4, DABase64%ilh, ¥k
IMER\”? (W3%E) . fECSVHSIE NI T
T, H05 R PRl T, AR GmA i
FHE B —AFHF, PAFRRIANSHA R
w, tanjavaB N\ »#oR515,

Y None

R¥iri: CSV (§iA)




e

PRl

fiiid

CommentCha
racter

TATHR

e CSVIIERAY, PABased464%ili, ERIMH
it (MAETERET) o

Range

TAFH

HEEWSHFNTaRE (A1) . SRRk
I\

- $%fi#&#): line-range=start-end
- ¥Split#i#: split-range=start-end

Hrpstartfllend?y Minclusive, HAxHI
range gethirangeZH—3L,

{1E SCRHRCSVERHTSON Type HLINESH
i

FYifi: None

RYiri: CSV (iA) . JSON CHiA)

KeepAllColumns

bool

fRE iR Mg PR S CSVRTE SN E (nf
i%, BRiME hfalse) . fHIU{Eselect iEf)
BRI SAE, ASHIEFINZ, &6
S 1T BRI IR CS VAR MES
FHEE,  Fed R A

select _5, _1 from ossobject.

i KeepAllColumn = true, Bi%—If6
FIEHE, TR R R R :
Value of 1st column,,,,Value of 5th

column,\n

Fi%: None

>

Rk OutputSerialization (Csv)




e

PRl

fiiid

EnablePayloadCrc

bool

£ A Frameh 28 —4 320 M ere 325
fi. % unnl A AR payloadfCre32{E
TR e R R

F¥i & None

R OutputSerialization

Options

BN ES L
HHY: B

F1isi: SkipPartialDataRecord.
MaxSkippedRecordsAllowed

RYirk: SelectRequest

OutputHeader

bool

1EIR P& I L CS VLG B
¥H1: bool, B\ false,
FYiki: None

Ly

RYiri: OutputSerialization

SkipPartia
IDataRecord

bool

RIFERRBIRAT. HixS B0 alsell,
OSS £ Mg IR KL 5 (iZHME Y fmull) A
iE. Yz htruel, ZITBIRE AL
By Aphd, kit eI fEE i
KB EUI OSS X a H452 11 Ak PR,

J%1: bool, B\ false,

F1iri:None

RYiri: Options




e

PRl

fiiid

MaxSkipped
RecordsAllowed

Int

R KRR BMPNIATEL MR 178U
B ASPLECS QLA IR, sl S —%1k
#H 25 EEES: HSkipPartialDataRecord
HTruel), ZATBEESWE ., RBOI 1T
BB %S8O, OSSEEILEBIIFHRES.

-

= Wim:

WUREE TR IEIECS VAT,  HednfE—5v)
EG AT quote #AF, MOSS& L
5 A PR, OB IR ] RE SR
XA CSVUHREHT. BNZS BRI
B APRST BRI A RE, AN FIEA
KICSV L,

B int, Bk O,
Fi5:None

RYiri: Options

ParseJsonN
umberAsString

bool

¥eJsonrh By CRERIERBD TRHTRT
TrH.  HuiJson gz SOBEDTIN SR
B, WAREEROR R R AR B, WIHER %
I, GURFTERETBURTER, WA PATESq]
theastiKTHEMIE, tdlint, double.

decimal,
J: bool, i\ false,
T si:None

RYir: JSON




- J&MIBody

LRI HTTP Statusigdxx, RUNZHREA @M ISQLIE A Hbn (W]
SRR, R FERE R Body, MGet APTIR [IRYHEIRE R —3L

SRR IISxx, WIFRIIRSSSHPERETLR, BRINHDERHMGet APTRRIFH G R —
ﬁo

LiER IR 2060, Fheader x-oss-select-output-rawffi lytrue, WIFKIHIR ML, R
L8R (MARFramefl 1)) , %/ uin] ASE 2% Get APTRY S ERIUEHE,

Yix-oss-select-output-rawl{li Hfalselst, i&REEHA—N 4 Framefti:UR [N,

Y PR PRI EOutputRawDatafily, OSSHRSS 2RI R rp I ZRIR M EdE. 2P
A OutputRawDataltf, OSSHRSYE HaERE kRN, IXRHERBIA,

S P EUEE OutputRawData i Trueltf, HEIWEMTETUIRIZSQLIR K M A Bis
iBgml, httpifRAlGER A BaRman

YSelect JsonXfiit, WIRSQL selecthfiHiE I Key (Ebdll select s.key, s.key from
ossoobject s) , Wil Header x-oss-select-output-json-dup-keyf¥f ftrue,

A FrameEa T, H¥rchecksum¥ HCRC32:

Version|Frame-Type | Payload Length | Header Checksum | Payload | Payload

Checksum

<1 byte><--3 bytes--><---4 bytes----><------- 4 bytes--><variable><----4bytes---------- >
Frame B i B0 LR gihS (big endian), VersionHii k1,

X FSelectObjectiX A API— 45 =fl A [ Frame Type, FIXUITF:

Eq Frame- |Payloadf%st ik
Typefid
Data Frame 8388609 | ,frset | data DataFramefi{Selectid Kk [l %)
2, FiHoffsetRiLfit)E, offset
<-8 bytes><--- YR E OSSP AR
variable-> %) , E8NhIEEL
Continuous 8388612 | Jfreot Continuous Frame ] PAL k241
Frame R D R R httpifi, Wiz
<----8 bytes--> HITESSPA IR [l Z5Hs | 23R [B]— A~
Continuous Frame,




e

Frame-

Typefti

Payload#3X{

Tk

End Frame

8388613

offset | total
scanned bytes |
http status code |

error message

<--8bytes-><--

End FrameHRIR PIRZHIIRZE, H
T B AT RERT B R
Hrpoffset )i i 2 AV B I

#, total scanned bytes i
EREEER/N. http status codey
RAMAERIEE R, error messageh
HREER, EFAMEBNINTS RH
ST

iXHg M status codelEIF{ET
SelectObject it BE, [Klmife%k
i%Response Header ¥} {2Vt BE
TH—/Block, WHRE—1Block#
PERISQLZPLHAL), WIfEResponse
Header fStatus k206, {HIH
TFHBIEEE, WANCTEER
Header"f¥JStatus, HHEFEEnd
Frame ¥ {05 24 Status S H B

R B P omp % b iR 24 IR

7N
PIARSS)

- XFError Message

End FrameH'[fJError Messagefg=(l

ErrorCodes.DetailMessage

HpErrorCodesfl & —A8k#& £ 4 ErrorCode, HEZ ST, ErrorCodesfliDetailMess
ageZ 4SS () BRI, HEMErrorCoded#iE2 W FHEiErrorCode,

- FEBIIGR

- FEBER (Csv)

POST /oss-select/bigcsv_normal.csv?x-oss-process=csv%2Fselect HTTP

/1.1
Date:

Content-Type:
Authorization: 0SS LTAIJPLocAOfD:FC/9JRbBGRw402Qqdal246Px**xx%
User-Agent: aliyun-sdk-dotnet/2.8.0.0(windows 16.7/16.7.0.0/x86;4.
0.30319.42000)
Content-Length: 748

Expect:

100-continue

Fri, 25 May 2018 22:11:39 GMT

Connection: keep-alive
Host: host name




<?xml version="1.0"?>
<SelectRequest>
<Expression>c2VsZWNOIGNvdW50KCopIGZyb20ghb3Nzb2IqZWNOIHdoZXJ1IF
80ID4gNDU=
</Expression>
<InputSerialization>
<Compression>None</Compression>
<CSV>
<FileHeaderInfo>Ignore</FileHeaderInfo>
<RecordDelimiter>Cg==</RecordDelimiter>
<FieldDelimiter>LA==</FieldDelimiter>
<QuoteCharacter>Ig==</QuoteCharacter>
<CommentCharacter>Iw==</CommentCharacter/>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSV>
<RecordDelimiter>Cg==</RecordDelimiter>
<FieldDelimiter>LA==</FieldDelimiter>
<QuoteCharacter>Ig==</QuoteCharacter>
</CSV>
<KeepAllColumns>false</KeepAllColumns>
<OutputRawData>false</OutputRawData>
</OutputSerialization>
</SelectRequest>

- FEHIER (Json)

POST /oss-select/sample_json.json?x-oss-process=json%2Fselect HTTP
/1.1
Host: host name
Accept-Encoding: 1identity
User-Agent: aliyun-sdk-python/2.6.0(Darwin/16.7.0/x86_64;3.5.4)
Accept: */%
Connection: keep-alive
date: Mon, 10 Dec 2018 18:28:11 GMT
authorization: 0SS AccessKeySignature
Content-Length: 317
<SelectRequest>
<Expression>c2VsZWNOICogZnJIvbSBvc3NvYmplY3Qub2JqZWNOclsgXSB3aG
VyZSBwYXJ0eSA9ICdEZW1vY3JhdCc=
</Expression>
<InputSerialization>
<JSON>
<Type>DOCUMENT</Type>
</JSON>
</InputSerialization>
<OutputSerialization>
<JSON>
<RecordDelimiter>LA==</RecordDelimiter>
</JSON>
</OutputSerialization>
<Options />
</SelectRequest>

- SQLIEAJIEMFRX
SELECT select-list from table where_opt limit_opt

HrpSELECT. OSSOBJECTEAK: WHERENKH#EF A HL,

select_1list: column name



column index (pt&n_1, _2. {XCsvfEfHcolumn index)

|

| json path ([tdlls.contacts. firstname XM HI{EIsonef)
| function(column index | column name)
|
|

function(json_path) (XMW H{EIson XfF)
select_list AS alias

XFiffunction’ JAVG, SUM, MAX, MIN, COUNT. CAST(HIE:Hurh%y), Hrp
COUNT)G HREAT™,

table: OSSOBJECT
| OSSOBJECT json_path ({{HFJsonfF)

XFCSVE, table2ZiOSSOBJECT, X TJSONXF (H2F5DOCUMENTE#ALINES
) , tablen] BAfEOSSOBJECT)G#&Ejson_path,

json_path: ['string '] (string#BABHEE*, WSS PAER; F6i T 'string ")
| [n] OMAAERGCED, FrBnixk, MO

| [¥] (MREBEHSRE N R, FMEETLR)

| 'string' (string &AM EE", W55 AERED

| json_path jsonpath (json pathn]PA¥%$%, b4l [n].propertyl.attributes[*])

Where_opt:

| WHERE expr

expr:

literal value

column name

column dindex

json path (YR HTIsoncff)

expr op expr

expr OR expr

expr AND expr

expr IS NULL

expr IS NOT NULL

(column name | column index | json path) IN (valuel, value2,...)
(column name | column 1index | json path) NOT in (valuel, value2,..)
(column name | column index | json path) between valuel and value2
NOT (expr)

expr op expr

(expr)




| cast (column index |column name | json path | literal as INT|
DOUBLE|)

op: fFE>. <. >=, <=, =, =, | LIKE. +. -. *. /. SPARCTFIFERIERE||,

b

cast: X FRl—/column, HfEcasthR—MIA,

limit_opt:
| limit %%
RAMLimitiEM

Select avg(cast(_1 as 1int)) from ossobject limit 100

X RmRES), HE SORFRTERT10017 P iR —SIAVGTE, IXAMTAHIMY SQLAF, 5
K)27E SelectObject 3 &k IRl —A 78, RIS & ok e BRI H H SR 2 R 1,
[HitSelectObjectHlimit ¥ e TR S REIT,

SQLIE AR

- HEAULFFUTE-8il i SC A SUF AR GZIPE SIS I UTF-8 A . GZIP LA S+
deflatetg X,

- AR, A% FEjoin, order by, group by. having,

- Whereit AR SR E %M (e.g. where max(cast(age as int)) > 100i XM EA R
) .

- ZREECRIIAIECR1000, SQLHEKIFIAFR 1024,

- {ELIKEEf)h, ZXHERZ51 @R, *Mo%oREM, Fon0mB MERTER . LIKESH
EscapeXi®, AT Patterni)%* 2Kk fFEscape i il 7 1F Hi,

- {EINIEf, 52 SER102440 8 2,

- Select)qlProjectionf] BIEH44, CSVHIZRGI(_1, _25), BRERRAHE, HHERCAST
FAEL; AR, Hinselect _1 + _2 from ossobject/2 A FvFi,

- HFFCSVERIT B RFIHK A2 256K

- X¥ from f5json pathfEEJSONR AT RNS512K, WARENL0Z, HEHNLER
A8 % 5000,

- JSONFFRISQLH, select Bi#whereffFIFIR NI ARER [*UALBRCTY, BALBACET
HEEHBEfrom/G¥json path®,  (ktlliselect s.contacts[*] from ossobject siEA 5t
YFi¥, {HiZselect * from ossobject.contacts[*]J2RIBAK)

- SQLIAKIELI6K, where/ali#AANEBURZ201, RKEARERZ102, REiRE
1004,



- N TR AR
- CSVIYREATHIR 13 LL 5]

g SkipPartialDataRecord & #ifiane sl HAE M Falself, OSSZFEHRIIFIER L null
FRIHHSQLH A,
YiSkipPartialDataRecord i Trueltf, OSSN XM IZITEIE. XN, WRMaxSkipped
RecordsAllowed Rfi5@& B fa e MHE/N T RIGHIATE, WOSSZRM400%H1% (GEidhttp
status codem#End Framej&[nl) .
tkan: Sqlselect _1, _3 from ossobject

MCSVIE—17 R “GR/hMHEEE” | WYSkipPartialDataRecord M Falsels}, &bz
M7 /M\n” ; Y4SkipPartialDataRecord NTruel), %fr#pkid,

- JSONMJHEEEKey
MCsv—FE, JSONRYHELEX R A]RER ARSQLH R ERIKey, *SkipPartialDataRecord
B s H K Falsel, IXIOSSEHERAK I Key S MNulETHESQLH KX,

i SkipPartialDataRecord Atruelt, OSSWIZ:ZRE % son 1 milfEds . iXmf, Wi
MaxSkippedRecordsAllowed R $i55E B fiaE A/ T RIEHITTE, WMOSSZIR 4005
R’ (@Eidhttp status codesHFEnd Framei&[m)) .

tkan: Sqlk select s.firstName, s.lastName , s.age from ossobject.

contacts[x] s

¥ A Tson fixiR{ “firstName” :” /N’ | 7 lastName” :” 3K” }, *SkipPartia
IDataRecord FalsesURFSER, T RRMHE ] “firstName” :” /" |
lastName” :” 3” }, ¥4SkipPartialDataRecord A Truels W% i #pkidt,

- CSVHIRLEFIALAPLAESQL

Y CSVH— SRR IR S QLR E AU ARVLIEIN, 4788 SR, Al Lmtsis
®, Hi7RmZsIMaxSkippedRecordsAllowed ¥, 4201740k LRREF, b
F#i& 11400,

ketn: SQLKselect _1, _3 from ossobject where _3 > 5
HHECSVAITR/N, PIHEE, FARNBTHEEFIAARBEON, STl
- Jsonth R Key R B APLELSQL
WeBRY iR L, e SQLMselect s.name from ossobject s where s.aliren_age > 5

3son igisd: {"Name": "/, "aliren_age":fF NI}, WY sipdkid,



- JSONI& B Key ALl
RIS Select]soniifith—x &Json LINES, #ith&s i Key dtg R,
- YSQLjEselect * from ossobject..f, WH*REIFINZ R —ANJSONN LM

2{]D, MEFEER; M AR —NsonM R (FLan@ FHF ek & ) , WM —
ADummyKey _1KFR,

tean: BiEh{ “Age” :5}, select x from ossobject.Age s where s = 5, iX
B B RS AR — AN sond R, BORMIMNZE R, “_1” 5}, [Halfsqlhselect *
from ossobject s where s.Age = 5, IXI*NMAINAR] “Age” :5}, BUFFER

IE]O

- YSQLEA Miselect *, TixdtHaE 75N, NWHREINARIRA D {“ 3137 {8, “{12
37 {ﬁ . }o
Hrp{Fn AR5 W :

B YselectPiiae 7iz5IAliasi) HlAlias,

W GRIZSR— 4 Json R Keyh, HiZKeyfEhfihKeyfH,

B 4RIZFRJson A RIEAN LRI R E R RSB, HiZFIEREPRTES (WF
&) I ERigk_fem iR key.

tean: B#Eh{” contacts” :{ “Age” :35, “Children” :[ “childl” ,
“child2” ,” child3” ]}}, sqliselect s.contacts.Age, s.contacts.Children
[0] from ossobjects, WA { “Age” :35, “_2” :” childl” } (K Agesdiii

ANsonXi% ¥ Key, {HChildren[0])2%ZHChildrenf¥sE—4 i, HiembhRs —

5, Bh” _2” : “childl” ) ,

W WIREE T Alias, select s.contacts.Age, s.contacts.Children[0] as firstChild
from ossobject, Wit h{ “Age” :35, “firstChild” :” childl” }.

B 4SQL select max(cast(s.Age as int)) from ossobject.contacts sif, #ith
M{ “_17 :35}, BUOMEHPERGEEE, &an s mE )-S5 m ki _ 1%

~Key,

BEW:
JsonXXARISQLH Key R PLALE R/NVE BURHY, Htlliselect s.Age Fllselect s.age2 AR,

CreateSelectObjectMeta

CreateSelectObjectMeta APTH TR R XS T8L, S5IEC (RFFCSVLtE) , B
Splits/ ™M, WG BAELE, WSHREREA X, 2aPfids FCSVUFR EidEE., BRI



JZAPTI 2 2 _EIRME i A2 BB A SCfE. WERIZAPTHTIER, JBMI200, ISR HER
MAEARGIECSVE#]TSON LINESF, sREHREMCSVIrFafsfl HRCSVAILAL, WHRMI400

o

Bil:
CreateSelectObjectMetafRfEFERH P X% Objectfi 5 AR,

- WRIETR
- WRIBIA (Csv)

POST /samplecsv?x-oss-process=csv/meta
<CsvMetaRequest>
<InputSerialization>
<CompressionType>None</CompressionType>
<CSV>
<RecordDelimiter>base64 encode</RecordDel-imiter>
<FieldDelimiter>base64 encode</FieldDelimiter>
<QuoteCharacter>base64 encode</QuoteCharacter>
</CSV>
</InputSerialization>
<OverwriteIfExists>false|true</OverwriteIfExists>
</CsvMetaRequest>

- ¥kiEE (Json)

POST /samplecsv?x-oss-process=json/meta
<JsonMetaRequest>
<InputSerialization>
<CompressionType>None</CompressionType>
<JSON>
<Type>LINES</Type>
</JSON>
</InputSerialization>
<OverwriteIfExists>false|true</OverwriteIfExists>

</JsonMetaRequest>
- HRIER

e R ik

CsvMetaRequest ok 17 Bl Select csv Metaifi R 2.
TV InputSerialization
RYiri: None

JsonMetaRequest aak 17 Select json metaif RI¥Z 2.
FYisi: InputSerialization
RYixi: None




R R fifiik
InputSerialization o HOAFSULS R (W]3%)
Tifi: CompressionType. CSV. JSON
RYixi: CsvMetaRequest, JsonMetaRequest
OVQI‘WI‘iteIfEXiS’[S bOOl i%ﬁi+ﬁselectMeta’ %%Eﬁﬁﬁo (E‘[ii, %k
INgfalse, HldNSSelect MetaB 7N EiZIR )
¥ None
iRl CsvMetaRequest, JsonMetaRequest
CompressionType | #0 Hisi SCPEIRS (AIYE) o RS RS
4, "AREINone,
Tiri: None
RYix: InputSerialization
RecordDelimiter FIFH FEECSVIMTIT, DlBase64%iis, BRMA
AN’ (W[iE) o ARGESHTE R 2 NN T
5, PAFRFRIANSHESR R, anfeJavalll\n#oR
17,
T4 None
RYimi: CSV
FieldDelimiter FIFH

FRECSVHIIEAY, PABase644mty, BERIMA
. (afik)

’

ARG ATAHE LN — 7R, PAAANSHARR
s, tenjavall il F#RiES.

FYi i None

RYig: CSV (A, Hth)
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PRl

filiid

QuoteCharacter

T

FECSVIISISF4F, PABase64%iltd, FRIME
J\” (k) o FECSVHSISHNIITRY, 5orke
PR ER B AT R ShS RTRE R — 7
5, DAPFIRIANSHAZSR, teanjavaB i\ »2ongl
o

T1iri: None

R¥iri: CSV (iA)

CSv

52 CSVHIAH I,

T4 RecordDelimiter, FieldDelimiter,

QuoteCharacter

R InputSerialization

JSON

FaEJSONH Ao
TR Type

Ve ==

RYisi: InputSerialization




B e Uy A
Type B feEJsonkHy,

&8 : LINES

Response Body: FiSelectObject #{8l, Create Meta APItPAFramefjEigM, H
FiRiEIType: Continuous Framell2End Meta Frame, Continuous Framefil

SelectObject API5E%&—H

Frame (Csv)

offset | total scanned
bytes | status| splits
count | rows count |
columns count | error

message

<-8 bytes><------ 8 bytes
—————— ><--4bytes><--4
bytes--><--8 bytes><--4

bytes---><variable size>

Zq Frame- |Payloadf§st ik
Typefti
Meta End 8388614

offset: SHIEEL, &S RIS
w2,

total scanned bytes: 8fii%

B, EEAMERBIERN
status: 4%, EZMstatus
splits_count: 4i¥%%, Wsplit
L

rows_count: S{i¥%, 2175
cols_count: 4i¥eEL, S2FIEL

error_message: NS
B, HAHRENNE,

Meta End FrameH SRR
Create Select Meta APTIRZ IR

N
PIARYe)




Zq Frame- |Payloadf§t ik
Typeféi
Meta End 8388615

Frame (Json

offset | total scanned
bytes | status| splits
count | rows count |

€rror message

<-8 bytes><------ 8 bytes
------ ><--4bytes><--4
bytes--><--8 bytes><

variable size>

offset: SHIEEL, &S RIS
w2,

total scanned bytes: 8fii%

B, EEAMEREBIERN
status: 4%, mZMstatus
splits_count: 4i¥%%, Wsplit
L

rows_count: S{i%%, 2175

error_message: IS
B, BEABERENAZ,

Meta End Frame ik
Create Select Meta APTIZ IR

FEBIIER (Csv)

Response Header: Jc¥%[Theader,
- FEBIIESR

POST /oss-select/bigcsv_normal.csv?x-oss-process=csv%2Fmeta HTTP/1

.1

Date: Fri, 25 May 2
Content-Type:
Authorization: 0SS

018 23:06:41 GMT

AccessKeySignature

User-Agent: aliyun-sdk-dotnet/2.8.0.0(windows 16.7/16.7.0.0/x86;4.

0.30319.42000)
Content-Length: 309
Expect: 100-continu
Connection: keep-al
Host: Host
<?xml version="1.0"
<CsvMetaRequest>
<InputSerializatio
<CSV>

e
ive

?>

n>

<RecordDelimiter>Cg==</RecordDelimiter>

<FieldDelimiter>LA==</FieldDelimiter>
<QuoteCharacter>Ig==</QuoteCharacter>

</CSV>
</InputSerializati

on>

<OverwriteIfExisting>false</OverwriteIfExisting>




</CsvMetaRequest>
- PR (Json)

POST /oss-select/sample.json?x-oss-process=json%2Fmeta HTTP/1.1
Date: Fri, 25 May 2018 23:06:41 GMT

Content-Type:

Authorization: 0SS AccessKeySignature

User-Agent: aliyun-sdk-dotnet/2.8.0.0(windows 16.7/16.7.0.0/x86;4.
0.30319.42000)

Content-Length: 309

Expect: 100-continue

Connection: keep-alive

Host: Host
<?xml version="1.0"?>
<JsonMetaRequest>
<InputSerialization>
<JSON>
<Type>LINES</Type>
</JSON>

</InputSerialization>
<OverwriteIfExisting>false</OverwriteIfExisting>
</JsonMetaRequest>

SZIFHIETEAE

HENRGEFEH P ETREE H IR UREEHERT & P iifs X 2 — MM B sitimestampdRY, kLN
cast('20121201' as timestamp) ¥ fEHT 2012412 H1H.,

PU R R E AR RE X

5 B
YYYYMMDD AEAH
YYYY/MM/DD 4E/H/H
DD/MM/YYYY/ H/H /4
YYYY-MM-DD f-H-H
DD-MM-YY H-H-4
DD.MM.YY H.H .4
HH:MM:SS.mss AN s b 7
HH:MM:SS INIRF: 3 B

HH MM SS mss INI 538 7Y 28
HH.MM.SS.mss AN s X7
HHMM TINIRE 53 B
HHMMSSmss IN TR ED D
YYYYMMDD HH:MM:SS.mss SEH H N5 R 2R




5 BLAH

YYYY/MM/DD HH:MM:SS.mss AE/H JH /NBE 5Pl FY. 228D
DD/MM/YYYY HH:MM:SS.mss H/H JAE /53 b 20
YYYYMMDD HH:MM:SS AEH H /ISR
YYYY/MM/DD HH:MM:SS AE/H/H NSy
DD/MM/YYYY HH:MM:SS H/H [4E /N 53 e b

YYYY-MM-DD HH:MM:SS.mss

fE-H-H /Mo phfh 228

DD-MM-YYYY HH:MM:SS.mss

H-H-4E /N5y fh 2280

YYYY-MM-DD HH:MM:SS

E-H-H /NN 250 Fb

YYYYMMDDTHH:MM:SS

£ H HT/ME 53 8 #

YYYYMMDDTHH:MM:SS.mss

SEH HT/D 53 3R 2260

DD-MM-YYYYTHH:MM:SS.mss

H-H-4ET/ 53 3R 2260

DD-MM-YYYYTHH:MM:SS

H-H T/ 53 85D

YYYYMMDDTHHMM EH HT/M 55 8h
YYYYMMDDTHHMMSS £ H HT/M 53 30D
YYYYMMDDTHHMMSSMSS AEH HT/NS 3 3ib i)
1508601-0 SE-- BT/ 5Bl 530, BR#4E-H-H
g AN B3 s AN
X BRA+FoRI X AEARYERN BIUTCHIH, - {E
e, FEEGXAME A HIS08601-0K# R
1508601-1 A1 - FVT/N 53 Bl fh-+ N 30, 5%
AE-H - T/ 53 8-/ 2 53
X B+ PRI X AEbRHE M UTCR I, -FRqE
Ja . XM HIS08601-13k %R
CommonLog Lein28/Feb/2017:12:30:51 +0700
RFC822 kt4n Tue, 28 Feb 2017 12:30:51 GMT
*D/?M/YY H/ A /4E e 3 A 0] R 1 hek# 20 3

?D/?M/YY ?H:?M

HOAAE /5 8h, st H O 53 8h/Ns sy a] B 14
o 20 #oR

?D/?M/YY ?H:?M:2S

H H AE /NSE: 23 808D, sk H A #5508k mf
FIEE 20 R




HF ARG X, WP RE S ERN, Hlicast('20121201' as timestamp format '
YYYYDDMM") 2420121201 f## k2012461 H12H,

iiEa BLAH
YYYYDDMM EHA
YYYY/DD/MM AEHA
MM/DD/YYYY H/H/4E
YYYY-DD-MM 4-H-H
MM-DD-YYYY H-H-4E
MM.DD.YYYY H.H.4E
ErrorCode

Selecti HiflE R PIErrorCode,

- —RPRMEAOSSIER—FF, fEhttphipiHeaders®Higblhttp status code, F{fEbodyHikH|
Error{gid, XA RO AR SIRB LA (LA ASQLANIER) , SiEHmiE
BRI,

- YW—FErrorCode2fEMINBodyEnd Frame®igml, iXRE I —% 2 Selectib BB T
FErh R B A IERERE MSQLALAL  (FEanfedt—17 HURA R BBAHIME R — 7, H
SQLHMRE ¥ IZFIRBED , XAMREAE 0 Bds S Blse 3 X 5% P i H Hitp
status code /52252206,

{£ FEErrorCodet, f:ErrorCode (LtllInvalidCSVLine) WHERLhttp status codefE
FIRM, WrlfEPIfEEnd Framerbfstatus codei&ml, iXHULT R AEHIRICSV 17 HPLE L1
(XA S

ErrorCode fiiik HTTP Http
Status Status
Code Code
in End
Frame
InvalidSql JHEMSQLSEL, 400 Jc
Parameter e . e
WHRYSQLZ e SQL K JE i id i K (s #&
SQLAE P base64 4y,




ErrorCode fifiid HTTP Http
Status Status
Code Code
in End
Frame
InvalidInp JHERICSVIIRET (BIA) o 400 Jc
utFieldDelimiter -
S EAE Base 64t B R IR KR IE R
FL
InvalidInp TEERICSVIT A RRTT (BN ). ZS AR 400 g
utRecordDelimiter |Base64%4iok# AdGKE K T2,
InvalidinputQuote |JEIEIICSV Quote 7FF(HiN). ZSEARLL  [400 "
Base644uhy B i KEERIE 1,
InvalidOut HERICSVHIRTT (th) . ZSBORREL | 400 Jc
putFieldDelimiter |Base64%4if%sk# s KE KT 1,
InvalidOut HERICSVIT o bRFT (il . S8R A 400 Jc
putRecordDelimiter | Base64%4ii%sk # il 5 K T2,
Unsupporte JEEMCompression2 8, ZSEUHA R 400 Jc
dCompressi NONE##HGZIP (JEKNFIER)
onFormat
InvalidCom JHERICSVIER AT, ZSEUEA R D Base64 | 400 Jc
mentCharacter S bt B RS e RO(EDRE 1,
InvalidRange LM Range2 8. %S84 2 Aline-range |400 Jc
=m#split-range={E Mgk, frangefihk
B ATF&http rangelii,
DecompressFailure | CompressionZ#U2GZIP H S, 400 Jc
InvalidMax MaxSkippedRecordsAllowed S5 A 2% | 400 v
SkippedRec .
ordsAllowed
SelectCsvM fis€ T RangeZ %, {HHMRMZR A CSV meta | 400 Jc
etaUnavailable IF, DL Z5EPE H Create Select object
MetaAPI,
InvalidTex M RAE AUTF-8%ih5, 400 Jc
tEncoding
InvalidOSS B8 ¥ EnablePayloadCrc i TruelA 400 Jc
SelectParameters | ZOutputRawDatayTruel, FASEh

K, B,




ErrorCode fifiid HTTP Http
Status Status
Code Code

in End
Frame

InternalError OSSARGLHIHITR, 5008k# | EE#S500
206

SqlSyntaxError Base64fRh)aISQLIEIR IR, 400 g

SqlExceeds SQLHINEM S HIMEE HEiZ 1024, 400 Jc

MaxInCount

SqlExceeds SQLH %44 i K KN 1024, 400 T

MaxColumnN

ameLength

SqlInvalid SQLH¥Index/h 184K F1000, 400 Jc

ColumnIndex

SqlAggrega SQLH &R & B FITEARBUES I, 400 Jc

tionOnNonN

umericType

SqlInvalid SQLHSUM/AVGE & W I 1E H IS5, 400 J

Aggregatio

nOnTimestamp

SqlvalueTy SQLHINEA AL &AM IIME, 400 Jc

peOfInMustBeSame

SqlInvalid SQL LIKEi& A" EscapeIF4F el %sk*, | 400 Jc

EscapeChar

SqlOnlyOne SQL LIKEif ) Escape 7 fFKIERF 1, 400 Jc

EscapeChar

IsAllowed

SqINoCharA SQL LIKEif ) Escape 71 Jq i 5 % 400 Jc

fterEscapeChar Escape4¥,

SqlInvalid SQL Limitiff) G T/M 1, 400 Jc

LimitValue

SqlExceeds SQL LIKE A H @ LAy sk oo gt i | 400 y9

MaxWildCardCount | Kfé,

SqlExceeds SQL Whereififyh & EF0A AN B R K | 400 Jc

MaxConditi 1H,

onCount




ErrorCode fifiid HTTP Http
Status Status
Code Code

in End
Frame

SqlExceeds SQL Whereiffyh IR ES B i K MH, | 400 Jc

MaxConditi

onDepth

SqlOneColu SQLiEAy R — | # CasthRA W] Y, 400 Jc

mnCastToDi

fferentTypes

SqlOperati SQLZAFEAIP — N RIERF RN A R %Y | 400 Jc

onAppliedT IR, belil_coll > 3WE Hrpcol L2 4FH

oDifferentTypes IR S HRIX A BT R

SqlInvalid SQLiGA P ERS44 HiZEAAFFAECSVLHE | 400 Jc

ColumnName Header i3,

SqINotSupp SQL CASTiEfhEE T INHEAEN, Hiztgk | 400 y»

ortedTimes A HEo

tampFormat

SqlNotMatc SQL CASTiEAhEE 1IN B, {HiZigK | 400 Jc

hTimestampFormat | FIHR LRI 845 H A PLL,

SqlInvalid SQL CASTiffhAIEEN MR, HEREL | 400 Jc

TimestampValue INf R AT R JC 2 castilh R R RY,

Sqlinvalid SQL LIKEEA LA RSB E S IndexsX | 400 y»

LikeOperand BRIBRFIAR PR REY, sSRELLTFRF R,

Sqlinvalid SQL Selectififyrh RIS R EEEDUAEE | 400 Jc

MixOfAggre AEERNY%4. Flindex,

gationAndColumn

SqlExceeds SQL SelectififyrP SRR GH/HBIT Bk 400 Jc

MaxAggrega {H,

tionCount

SqlInvalid SQL Selectiffyh I e 5* LA A4, 1 400 Jc

MixOfStarA Index,

ndColumn

Sqlinvalid SQLAEEZRAHME, FifKeepAllColumnsZ: |400 J

KeepAllCol B hTrue,

umnsWithAg

gregation




ErrorCode fifiid HTTP Http
Status Status
Code Code

in End
Frame

Sqlinvalid SQLuSHEEMNHA. FIR, R 400 Jc

KeepAllCol KeepAllColumnsZ¥ hTrue,

umnsWithDu

plicateColumn

SqlInvalid SQLd 7 E A S B B fa Jeik i 400 Jc

SqlAfterAnalysis

InvalidAri SQLAEREREM HITEAR SRR mEE | 400 Jc

thmeticOperand 5,

SqlInvalid SQLHANDEMEZEFE M RIEXA Ebool %k | 400 g/

AndOperand ",

Sqlinvalid SQLHIORIEEZ MM RIEXARbool | 400 Jc

OrOperand ",

Sqlinvalid SQLHNOTHEN FfEIEbool 8B FeA K, | 400 Jc

NotOperand

Sqlinvalid SQLH'IS NULLM FfEH & k. 400 Jc

IsNullOperand

SqlCompare SQLH LA ERE N HAE A AR RN 2 400 Jc

rOperandTy

peMismatch

Sqlinvalid SQLHY ZRFHIEIERME () MR R, 400 Jc

ConcatOperand

SqlUnsupportedSql | SQLIE 735 A MimiA: ki SQL R e K fE. | 400 Jc

HeaderInfo SQLIFE s it Header{5E, HHeaderfG& |400 ¥

ExceedsMaxSize i R K FE VIR

OutputExce SQL A BOR S8 th a5 b a1 ok | 400 Jc

edsMaxSize K,

InvalidCsvLine CSVATRAEEN (ASKEEERAARFIK |20680% |4005#5 %

), sREHEHI T SEIE MaxSkipped 400
RecordsAllowed.,
NegativeRowIndex | SQLH/WEREZHIndexMHE M A2, 400 Jc




ErrorCode fifiid HTTP Http
Status Status
Code Code
in End
Frame
ExceedsMax SQLHJson)& ki £ E B0 oK A, 400 k
NestedColu
mnDepth
NestedColu REMEE GEAEBUL[[EE.) AXHFHECSV (400 J
mnNotSuppo ISQLH,
rtinCsv
TableRootN HAJson XX F#fEFrom ossobject/aHiER | 400 J
odeOnlySup T RRAE,
portinJson
JsonNodeEx JSONSLAERISQLAYAR T iR/ IvEid e ir i R 400884 | JEEk#400
ceedsMaxSize {H, 206
InvalidJsonData JEERsonZ . (FEXAIER) 4008# | JEE#E400
206
ExceedsMax JSONSLAERISQLIHR T i AN BEICE | 4008kF | L& 400
JsonArraySize RGBT, 206
WildCardNo JSONSLHFISQLHwild card *AHEH 400 Jo
tAllowed PiselectskFHwherelfjsonjg i, el
select s.a.b[*] from ossobject
where a.c[*] > ORAIFFT,
JsonNodeEx Json SR SQLAR Y SR B 5 K AL 4008k | EE#400
ceedsMaxDepth 206

7.17 PutObjectTagging

KiEE

PUT /objectname?tagging
Content-Length: 114
Host: bucketname.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

<Tagging>
<TagSet>
<Tag>

<Key>Key</Key>
<Value>Value</Value>

] PLidiid PutObjectTagging & I B HE B £ 8#% (Object Tagging) .




</Tag>

</TagSet>
</Tagging>
ERITE
B v} RHOHE ik
Tagging 2o =2 Fiski: TagSet
23 =)
TagSet pagis i R Tagging
TR Tag
Tag Gl a RYiri: TagSet
Tifi: Key, Value
Key TR & RAifi: Tag
T K
Value PR B RAisi: Tag
TNk
MR

T#

- IERBTFEAPutObjectTagging iR,

- B Tagging# X HHiObject Last-Modified i,

- EGTATRRER NG TR, B SRS

+=._:/

© R

PUT /objectname?tagging

Content-Length: 114

Host: bucketname.oss-cn-hangzhou.aliyuncs.com

Date

Authorization:

: Mon, 18 Mar 2019 08:25:17 GMT

<Tagging>
<TagSet>

<Tag>
<Key>a</Key>

<Value>1</Value>

</Tag>
<Tag>
<Key>b</Key>

0SS *kkk ko kkkkk 2 ok Kk k %k 5k o ok Kk Kk & %k ok ok Kk ok ok ok ok ok k ok




<Value>2</Value>
</Tag>
</TagSet>
</Tagging>

- BRI

200 (OK)

content-length: 0

server: AliyunOSS

x—-oss-request-id: 5C8F55ED461FB4A64C000004
date: Mon, 18 Mar 2019 08:25:17 GMT

7.18 GetObjectTagging
#n] Ll IE GetObject Tagging 2 ARBUN R IMAR %5 B

BERIEE

GET /objectname?tagging

Host: bucketname.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

MR T2
e Ry i
Tagging 7y FYini: TagSet
TagSet o ARV : Tagging
FYini: Tag
Tag i RYini: TagSet
TR Key, Value
Key ERELE RYWiR: Tag
TR K
Value TR RYisi: Tag
Fhsi:
51
PN

GET /objectname?tagging



Host: bucketname.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 20 Mar 2019 02:02:36 GMT
Authorization: OSS *xxkxkkkkkkkk s hkkkkhkhkhkkkkkkkkkkkkkx

- MR

200 (OK)
content-length: 209
server: Aliyun0SS
x-oss-request-id: 5C919F38461FB42826000002
date: Wed, 20 Mar 2019 02:02:32 GMT
content-type: application/xml
<?xml version="1.0" encoding="UTF-8"?>
<Tagging>
<TagSet>
<Tag>
<Key>a</Key>
<Value>1</Value>
</Tag>
<Tag>
<Key>b</Key>
<Value>2</Value>
</Tag>
</TagSet>
</Tagging>

7.19 DeleteObjectTagging

] Ll id DeleteObjectTagging B i 4 £ IbR%

ERIEE

Nl

DELETE /objectname?tagging

Host: bucketname.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

- TR

DELETE /objectname?tagging

Host: bucketname.oss-cn-hangzhou.aliyuncs.com

Date: Tue, 09 Apr 2019 03:00:33 GMT

Authorization: 0SS LTAIbsTkySSptaz*xxx*/Zr0o6BKgAl7iiBtHN2IMC***x*

- WRGRB

204 (No Content)

content-length: 0

server: AliyunOSS

x—o0ss-request-id: 5CACOAD16D0232E2051B**x**
date: Tue, 09 Apr 2019 03:00:33 GMT



8 ZFMultipartUploadayig(E

8.1 &7t
B 7@ PUT Objecti& N A& XAEEIOSSLASE, OSSIEHREL T 5 4h—fh LEHI\—Multipart
Upload,

R AR PRI RN AR TIE) I Multipart Upload Ff&#i\:

- ESRN B

- kA& 100MBR/ME S,

- IS REEEE, MIOSSHINRSS & & MM kLR H T
- kARSI Z A, JCIEWE LA SUFRIR /N

8.2 InitiateMultipartUpload
il Multipart Upload Bl HEdinG, 2% RIEHOSSHIiH{L— " Multipart
Upload¥i¥,

B
- BRI RIRE—A0SSHRSS ay QI 2R ME— Upload ID, M FFriA X Multipart
Upload 3, £ DARIEIXAIDRZEMRHIIRIE, WirhikMultipart Upload. #if)
Multipart Upload%:,
- PigGfkMultipart Uploadifisk, AN CAATERFI40Dbject,
- GESEHRONER AR, TEM “?uploads” F|CanonicalizedResource .

BERIEE

POST /ObjectName?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Authorization: SdignatureValue

ARSEK

Initiate Multipart Uploadi, nfPlliidencoding-typextigmgs R itKey il f74mhg.



e PR iR
encoding-type FrEH XTI B Key itk 74

i, HiiXFurlgmib. Keyfd
MUTF-8%4F, {Hxml 1.065
AR — 2P 24T, b
Nasciifii MO 10/ 74F

T Keyh il &Fxml 1.0bRiE
AR, ) DA
faxEencoding-typetfiginl
Keyi1 1 omh5,

BRIME: JC
niEfH: url

ERK

= B

PldifkMultipart Uploadif=k, <l FARfERHTTPIHSKk: Cache-Control, Content-
Disposition, Content-Encoding. Content-Type. Expires, PAMPAx-oss-meta-FF3kiH
P HE X Headers, BiAE LiES W PutObject,

gy

Pl

fifiid

Cache-Control

TAFH

fEE 1ZObjectii MEINHIMIBIHIERAAT R IR
RiEZKRFC2616,

ARIME:

Content-Disposition

TAEH

EZObject FEININATR; HIEARNAW S
RFC2616,

AIME: T

Content-Encoding

TAFH

fEEZObjectii PEINHINERISFEN; HIEIHA
S HRFC2616,

MIME: T

Expires

B

IR (milliseconds) ; Hit4IA ISR
RFC2616,

AIME:



https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt

€

f

ik

X-0Ss-server-side-

encryption

TAEH

i _LA&2i%O0bject&E A parti i FH kIR 55 25 i 2 i
W5IE, OSSEXT AL partsR IS5 &5 i I 2 S
WA T A7 R

Sl : AES256 B KMS
BeHH:

BREEPREIHEKMS (BHERIRS) K&, A0
fEHKMSIE R,

X-0Sss-server-side-

encryption-key-id

TAEH

FORKMSHEE R P 1%,
%S HHEx-0oss-server-side-encryption

HKMSINERL,

x-oss-storage-class

TAFH

faEObjectMf#IEIARY,
HUH:

- Standard
- IA

+ Archive

XFFEE: PutObject. InitMultipartUpload
« AppendObject. PutObjectSymlink,
CopyObject,

BiHA:

- WifStorageClassHEA G, IB[MI400 F#iR,
%A% InvalidArgumet,

- WP EREFIEIABucket, 5 Ef£0bjectih
EE, WX EERObjecti i e m
FAR, filan, EIARABucket L{&Object
I, fifaEx-oss-storage-class’yStandard, W
ZObject E ¢ Standard,

x-oss-tagging

T

fEEObjectbnss, nFNBEEZ PR, Bildn:
TagA=A&TagB=B

BEW:
KeyfIValue# 2Lt TURLSGAYS, WISRAEN%E
A"=", WHEEValue hZ 715,




MRz ER

]l

BiH:

Nz 55 g wrskMultipart UploadiR)G, Si&H—AXMLISRE RIS, RN E
FBucket, KeyfilUploadID=A"7t&,

g

Rl

Tk

Bucket

TATHR

YIisIk—4Multipart Upload %4
FIBucket£F#.

RYix: InitiateMultipartUploadResult

InitiateMultipartUpl
oadResult

{17 Initiate Multipart Uploadi#R&s 5
7o

Tir: Bucket, Key, UploadId

RYiki: None

Key

TATHR

PIdgft—A"Multipart Upload$if¥
ifJObjectf4 i,

R InitiateMultipartUploadResult

UploadId

TAFH

ME—FiR itk Multipart Upload H:1ID,
R InitiateMultipartUploadResult
BeH:

HidSt PP UploadID, BN TIGS:
FIMultiparth 4%,

EncodingType

AT HR

TR MISS R P i EE YR, QSRR
SHPEE T encoding-type, JRRMIKES
R KeyiE 174,

R B

HRRH

POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

x-oss-storage-class: Archive




Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:/cluRFtRWMTZpC2hTj4F67AG
* k%%

R

HTTP/1.1 200 OK
Content-Length: 230
Server: AliyunOSS
Connection: keep-alive
x-oss-request-id: 42c25703-7503-fhd8-670a-bdal@leaex*x*x
Date: Wed, 22 Feb 2012 08:32:21 GMT
Content-Type: application/xml
<?xml version="1.0" encoding="UTF-8"?>
<InitiateMultipartUploadResult xmlns="http://doc.oss-cn-hangzhou.
aliyuncs.com”>
<Bucket> multipart_upload</Bucket>
<Key>multipart.data</Key>
<UploadId>0004B9894A22E5B1888A1E29F823**x*x</UploadId>
</InitiateMultipartUploadResult>

SDK
BEEE FIFON L #4155 SDKANR
- Java
- Python
- Go
- G+t
- PHP
- C
- .NET
- Node.js
HiRED
B HTTP R0 fifiid
InvalidEnc 400 HiE OSSHR S5 BHmbRAES256 HIKMS BASMI N2
ryptionAlg Jik
orithmError
InvalidArgument  |400 1e_ L&A parti k8 Mix-oss-server-side
-encryption &Rk
KmsService 403 FEHKMSIER AR, AR GIHEKMS
NotEnabled (HBYIERIRSS)




8.3 UploadPart

PGk — MultipartUpload 2 )&, nfPAHRIEREERIObject#4fUpload IDXKSr4t (Part) kA%

BeHA:

- VMO EEPartEdEni, »400EH M InitiateMultipartUpload# FRIKEL— 4N OSSR 5%
Wi L I Upload ID, % FF—4"Upload ID, &%SSAHME—FRBUX—He8dE, Wbt 7ix
PBURTERA SR AL

- A EEMPartii A — MR ERER (part number, JEREE-1-10000) , A4 Partk
/NEREI100KB-5GB, MultipartUpload 2 RERi )G — 4 PartAsh, HABPart K/MERER
F100KB, HAHIE RS I —4Part, UploadPartiEIFFAZy, IR L& Partifk
/N, A Y CompleteMultipartUploadfIid A 288

- WERIRAFl— A part number L& Y #HiBdE, B2 0SS LA RIXA-SHENPar ke

E
ko

- OSSR S5 Aesml B Par t B IMDSEMAEETag Sk IR IS5 H

- #iHInitiateMultipartUpload#Z 1IN, 5% 1 x-oss-server-side-encryptionis
Rk, MM EERPartiTINEHES, IH{EUploadParthii k& [H]x-oss-
server-side-encryptionsk, HGXHZPartiIRSHAmmMERE, HIEHES
*#InitiateMultipartUpload,

BERIEE

Nl

PUT /ObjectName?partNumber=PartNumber&uploadId=UploadId HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

RN

PUT /multipart.data?partNumber=1&uploadId=0004B9895DBBB6ECO98E36 HTTP/
1.1

Host: oss—example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:J/TICFXEvPmmSW86bBAfMmUm

* k%%



[6291456 bytes data]

BRI

HTTP/1.1 200 OK

Server: Aliyun0SS

Connection: keep-alive

ETag: 7265F4D211B56873A381D321F586% % %%
x-o0ss-request-id: 3e6aba62-leae-d246-6118-8ff42cdO*xx*x
Date: Wed, 22 Feb 2012 08:32:21 GMT

SDK

B TTAON RFR) 5 1 &5 SDKAN T :

- Java
- Python
- Go
. Gt
- PHP
- C
NET
- Node.js
iR
AR HTTP &S ik
InvalidArgument  |400 @t Part numberitifE (1-10000)
InvalidDigest 400 N T PREEIRE M gt End R AN IHBRER I,
PR RIS P Content-MD5, OSSit
B EEBHERMDS S P EAERIMDSIEA—
8.4 UploadPartCopy

UploadPartCopyiliid \—/ CAATER Object# WA K L& — 4 Part,

ER £ UploadPartig R\ 3Lal L3 m—/ Header:x-oss-copy-source R VA %10, 4#% 00—
ANRKFIGBRLERY, 24iffiF UploadPartCopy 77 sUiEf7#5 UL, QA A SR ERS DL/
T1GBRSAF, wBAZ% CopyObject,

BiHH:
- GESEAGER WL PLAppendObject/i 3t L& Object,



- UploadPartCopyJiiBucketisibfl HbnBuckethhik &5 )2 [F]—4~Region,

- RO B PartEdERl, 258 InitiateMultipartUpload$% F1R3REL— 4N OSSR 55
sk I Upload ID,

- fifHInitiateMultipartUpload#% I 1It, #5& 1 x-0ss-server-side-encryptioni#
Rk, M LA PartiE T &4, I#{EUploadParthii kg [plx-oss-
server-side-encryptionsk, HAHRIZPartliRSsamMER L, EEES
*#InitiateMultipartUpload,

- MultipartUpload2RERE G — 4 PartBASh, HABKPart/MBEAT100KB, FA#IE R
ohla— 4 Part, UploadPartf% 3 AL BIRE: L& Partifk/h, HA % CompleteMu
ltipartUpload it A4 285,

BERIEE

PUT /ObjectName? partNumber=PartNumber&uploadId=UploadId HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

Xx-oss-copy-source: /SourceBucketName/SourceObjectName
X-0Ss-copy-source-range:bytes=first-last

ARk

Br 7 @R L, UploadPartCopyifisRHidid Rk K LfaE+5 WK Object il AiEs ULRY
:zfé:o

gy PRl filiid

X-0SS—copy-source PP UL (2 n] A
(53]

BIME: o




€

Pl

Tk

X—-0Ss—Ccopy-source-range

JEODbject¥E WMEE, 0, B
SE bytes=0-9, FoRf&i%H0%
HOX10N AT, LUK
MEObjectf AT 2%
kHeader,

BRIME: T

BiH:

AR EX-08S-copy-source-
rangeifi KL, Forgnl

BAJEODbject, MfaEixib

SRKIF,  WGR R 2

BRI R LR TS

DIfYGEE, flan: Content-
Range: bytes 0-9/44, Fon
BA R N44, 1LRPE

DUFEREM0-9, MFEE e
FBIATTSIGRIRIER, WIFE N
BASE, I HAES TR
K Content-Range.

FiRiE kHeaderfEH Fx-oss-copy-sourceti & MHObject,

g

Pl

ik

X-0Ss-copy-source-if-

match

TATHR

UIRPHObjectiYETAGHEAI
PRSI ETAGHIZE, W
PATH ULERME; SWNR[EI412
HTTPHISRR (Fikbak
0 S

BIME: T

X—-0Ss-copy-source-if-

none-match

TAFHR

WIRE N ETagli
flObjectETag APLRL, W
IEH LIS, JFIER200
OK; #WIRM304 Not
Modified

BIME: T




Nl

SDK

€

Pl

Tk

X—-0Ss-copy-source-if-

unmodified-since

TAFHR

WERIE AS BRI ] 55
FERE T S SE PR B

M, WHERERESF, iR
[71200 OK; #WIi&[M412
precondition failed#i%,

BRIME: T

X-0Ss-copy-source-if-

modified-since

AT QSRR SE I Ta) TSP

M), WNEREGE S, IR
#1200 OK; &M% [I304 not
modified

BRIME: T

IrRfgR: GMTH M), Hlan
Fri, 13 Nov 2015 14:47:53
GMT

TR

PUT /multipart.data?partNumber=1&uploadId=0004B9895DBBB6ECI8E36
HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:J/TICFXEvPmmSW86bBAfMmUm
*k k%

X-0ss-copy-source: /oss-example/ src-object
X-0Ss-copy-source-range:bytes=100-6291756

BRI

HTTP/1.1 200 OK

Server: Aliyun0SS

Connection: keep-alive

x-oss-request-id: 3e6aba62-leae-d246-6118-8ff42cdO*x**x

Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>

<CopyPartResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1BOO2CC6OTC5*x*x"</ETag>

</CopyPartResult>

BEHZ LI REFN 25 1 55 SDKAN T :




- Java

- Python
- Go

- C++

- PHP

- .NET

BEY HTTP IRZ0Y iR

OperationN 400 BucketZA Archivel} i i UploadPart
otSupported Copyi%ll,

8.5 CompleteMultipartUpload

1A BdEParthl Ei&seia, 4 CompleteMultipartUploadfE ISR EEA
ff/MultipartUpload.

TEHITIZERER,, F P 2R A A S BRI PartR (FEPartSFSMIETag) . OSSHE
M PR PartyR)G, 2B —RIESNEIRPartiA S, SrENBdRPartiE@id /G, 0SS
X R g parts & sk — A 52 Object.

BEHA:

- CompleteMultipartUploadif ZHliiABRE G —HL AIMI A BRIV B HRR T 100KB,  Fks
AP RN PartFI RPN G — A Part S MEtag, FibAE LiEPartlh, &/ bR v fa il
Part5i4h, IETHEILFKEFR HEPart )Gl 4R HETaglA.

- BT OSSitBiCompleteMultipartUploadifi sRIN &8 — @M H), X BN TA, W15%
F13ii 5 0SS Z Ml Hz i, OSSIhRdksiis %I K.

- P RZERPartylkrp, Part Sl DAAES:, HIAE P PartSi%21, H _BiParts
4525,

- OSSitH#ICompleteMultipartUploadifkmk¥Yi)a, #%Upload IDFEZAERRICH,

- [F—AObjectn] LM H#iH AR Upload ID, *Complete—4Upload IDJ5, i%Objecti
HfthUpload IDAR3Z5M,

- FiViHInitiateMultipartUpload#% 1, #5%E 1'x-oss-server-side-encryptioni#ikk, M
{tCompleteMultipartUpload i skHi& [mlx-oss-server-side-encryption, HAAFHH
%Object MRS5S A& 5%,




BERIEE

POST /ObjectName?uploadId=UploadId HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Sdignature
<CompleteMultipartUpload>

<Part>

<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

;)éompleteMultipartUpload>

&R 2%k (Request Parameters)

Complete Multipart Uploadit}, W] PAj@iidEncoding-typetfi& &5 R it Key 1 4mAs.,

Eq ] R Tk

Encoding-type FrPH e XTIR Ml Key i1 74

1, HuiZfrurlgiid, Keyfli
MUTF-8F4F, {Hxml 1.065
AR — 21T, b
nasciifd MORI 10775

X FKeyp & xml 1.0b5i
AR FAE, ] DA
fexEencoding-typetfignl

M KeyREf 745,

ERIME:
nJiEfH: url

ARTER

g Pl ik

CompleteMultipartUpload | &a% f#f£Complete Multipart
Uploadif RN 24

FHR: —~AlZ A PartytR

RYimi:

ETag I Parti¥) L1%)5, OSSIig[m|
IETagfé,

N

%

Vi Part




€

Tk

Part

RfFEe LiEPartfERAINE
%%O

FYixi: ETag, PartNumber

RYisH: InitiateMu
ItipartUploadResult

PartNumber

8

Part¥{H.

R Part

MRz ER

e

Pl

Tk

Bucket

AT

Bucket# %,

RYiri: CompleteMu
ItipartUploadResult

CompleteMultipartUpl
oadResult

f#1#Complete Multipart
Uploadif sR&5 B2 4%

TYis: Bucket, Key, ETag,

Location

RYi s : None

ETag

TAFHR

ETag (entity tag) 1
194~ Object s}
R, M hin—
ObjectfJN%, Complete
Multipart Uploadi# =R il
fJObject, ETaglfij2HMN%
JUUID, ETagfin] ARIFkK:
#ObjectNA R B RERIL,

e

RYimi: CompleteMu

ItipartUploadResult

Location

TAFHR

HitldtObjectfURL,

RYiri: CompleteMu
ItipartUploadResult
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Key EZk HielEObjectifA Y,
RYis: CompleteMu
ItipartUploadResult

EncodingType Sl FEHHIR &5 R g s YR

B, MRERSEP R E
Tencoding-type, H&MI
g R Key 1 T4mAY.,

RN B

- TR

POST /multipart.data? uploadId=0004B9B2D2F7815C432C9057C03134D4
HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 1056
Date: Fri, 24 Feb 2012 10:19:18 GMT
Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:8VwFhFUWmVecK6jQLHIXMK/z
*xk k%
<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A0784842780*x*x"</ETag>
</Part>
<Part>
<PartNumber>5</PartNumber>
<ETag>"8EFDA8SBE206636A695359836FEQAxx*x"</ETag>
</Part>
<Part>
<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA14*x*x"</ETag>
</Part>
</CompleteMultipartUpload>

R

HTTP/1.1 200 OK
Server: AliyunOSS
Content-Length: 329
Content-Type: Application/xml
Connection: keep-alive
x-oss-request-id: 594f0751-3ble-168f-4501-4ac71ld21lx**x
Date: Fri, 24 Feb 2012 10:19:18 GMT
<?xml version="1.0" encoding="UTF-8"7?>
<CompleteMultipartUploadResult xmlns="http://doc.oss-cn-hangzhou.
aliyuncs.com”>
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /
multipart.data</Location>
<Bucket>oss-example</Bucket>
<Key>multipart.data</Key>
<ETag>B864DB6A936D376F9F8D3ED3BBE540*x*x*x</ETag>




</CompleteMultipartUploadResult>
SDK
BERE CIFON LA 2415 = SDKIN R

- Java

- Python
- Go

- C++

- PHP

- .NET

AR HTTP K& A

InvalidDigest 400 h 7 BREEEEE g eI FE P A IR e, W
Fr &%V RIS ] A Content-MD5, OSSit
B HEBEEMMDS 5 H P _EERMDS{EA—3

8.6 AbortMultipartUpload

AbortMultipartUploadiZ I T2 1EMultipartUpload¥iff, #EFEHR
ftMultipartUpload $#AHRM Y Upload ID.

Bil:
- f—AMultipartUpload$Fg k)G, LICEmHENIXA Upload IDMUEMERE, C£ L%
I Par tBuk th S HMER,
- Hik—A"MultipartUpload 31y, WRHERIELEPartiR1E 1%, IBARX R ILERER
JCIEMIBRIX 2 Part, P BAINSRAATEF R Vi mIATE DL, 2 HJLIRAbortMultipartUploadi#
T RABECRE R OSS k=3l
ERIEZE

DELETE /ObjectName?uploadId=UploadId HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date




Authorization: Sdignature

5l
LR &N
Delete /multipart.data?&uploadId=0004B9895DBBB6ECO98E HTTP/1.1
Host: oss-—-example.oss-cn-hangzhou.aliyuncs.com
Date: Wed, 22 Feb 2012 08:32:21 GMT
Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:J/1TICFXEvPmmSW86bBAfMm
UmWj I=
BN
HTTP/1.1 204
Server: AliyunO0SS
Connection: keep-alive
x-oss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT
SDK
BERE FIFON LA 2415 5 SDKIN R
- Java
- PHP
- Go
- C
- .NET
THIREY
TR HTTP RE&WH fiiik
NoSuchUpload 404 Upload IDAMEE,

8.7 ListMultipartUploads
ListMultipartUploadsHIRFIE A T Multipart Upload ¥k, BIC&914kLHIE
ACompletes{# AbortiJMultipart Upload$fF,

R RS OSSR [ I &S M Multipart Upload{s B W% H, nf eI RpEMmax-
uploadsZ%, %Ak, OSSIEEIFEELS F M IsTruncated e IR S A Kl Multipart
Upload,

BeHA:



- max-uploadsiAfE 1000, FHHOSSIE MIFA|AEES i 2 1751000 Multipart

Uploadfs 2.
- OSSHRME R RObject% FFM)FFHFHES; X TR —4~Object, WL IN [k
5,

BEXRIEZE
Get /?uploads HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Authorization: Signature

BEW:
ListMultipartUploadsi&ik % ffprefix. marker. delimiter, upload-id-markerfll
max-uploadsSMiERSE, WTXLESHNA S, WABEE Multipart UploadsZH1-I#E
W, ARG E SR,

B g Y] iR

delimiter FIPH 2 HFXObjectf4 ¥
WAT Y.
FREHEMiSHSE —

WM delimiter24¥F 2 )
object{f h—dlE—

CommonPrefixes,

max-uploads FIFH FRAE BE IR B Multipart
Uploads3Fim KB H,
BABE, BRiAN1000, max
-uploadsHUHARER T1000,
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Tk

key-marker

TAFHR

Hupload-id-markerZ#(—

R SR G2 IR IS5 SR e 4G

A=

- @ tupload-id-marker%
BORUEE, HigiRhas
fiifi Object == L7
KT key-markerZ i)
Multipart¥iff,

- W%upload-id-marker%
B E, Bingiihim

A~ o

=

- PirfiObjectf 7L
J# Kk Fkey-marker£#
i Multipart3t,

- Object#7% Fkey-
marker2¥d, {H2
Upload ID}tupload-
id-markerZEU{E R
Multipart Uploads%
i

prefix

TArHR

PR mlffjobject key#45
Pprefixfiniigh, TEEME
Hprefix#&ifgist, &EIFkey
=t Eprefix,

-

= Wim:

fEn] AR S prefixZ
XbucketMfjobjectiify sy
HEB CRESUERIIRE)
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Tk

upload-id-marker

TAFHR

Hkey-marker 28—
KA IR PSSR AEIE

- Wkey-marker2 KR 1%
H, MOSSZigupload-id-
markerZ#,

- W% key-markerZ 5%
B, g e

- PifiObjectf =18
J¥# Kk Fkey-marker£#
i Multipart3k,

- Object#¥% Tkey-
markerZ%{f, {HR2
Upload ID}tupload-
id-marker i KN
Multipart Uploads$
(i 8

encoding-type

AT HR

TR [0 i Y 7 i

1T9mbYS, FEEmETHIR

%, Delimiter. KeyMarker,
MUTF-8%4¥, {Hxml 1.06%fE
ASERET — LR A, LE
fNasciifti NOFI 10/ 575F
T EExml 1.0FRUEAR S
FROPER A, nl DA s
Eencoding-typextig
fJDelimiter. KeyMarker, P|
(FETITN

BIME: T

Prefix. Ne

refix, Nexi
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£

Tl

ListMultipartUploads
Result

f#f7ListMultipartUploadi&
KGR AR

TYisi: Bucket, KeyMarker
, UploadldMarker

, NextKeyMarker,
NextUploadIdMarker,
MasUploads, Delimiter,
Prefix, CommonPrefixes,

IsTruncated, Upload

Rk : None

Bucket

TAFHR

BUCket% Mo

RYisk: ListMultip
artUploadsResult

EncodingType

AT HR

AHHIR ISR it (i
IR, GERERNZ
€ 1 encoding-

type, HRMEIEER 2
*Delimiter. KeyMarker. P|
L e R TR

Yk ListMultip
artUploadsResult

refix, Nexi

KeyMarker

TArHR

HIRIEELHObject i &,

RYirk: ListMultip
artUploadsResult

UploadIdMarker

TAFHR

H et UploadIDA B,

RYis: ListMultip
artUploadsResult
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NextKeyMarker

TAFHR

QERA IR BATIR 0 25
SR, WAL SRR
FNextKeyMarker st
%, TR TRIER
I KeyMarkerfH.

RYik: ListMultip
artUploadsResult

NextUploadMarker

AT HR

RA IR B IR 8] 4278
S5, WRRLIE SRR L
#NextUploadMarker st
&, WAl TRIER
ffJUploadMarkerf#.,

RYik: ListMultip

artUploadsResult

MaxUploads

TR

B K Upload#( H.
R : ListMultip
artUploadsResult

IsTruncated

BoE AT

PRHIA IR ]
f\IMultipartUpload&s 54l
RPN, “true” &
AR B IR ] 4R Sh

B; “false” FRARCEIR
]y REE R

fH3¥ti: false. true
BRiME: false

Y ListMultip
artUploadsResult

Upload

{17 Multipart Upload {5
JSYiiEas X

T1i5: Key, Uploadld,
Initiated

Yk ListMultip
artUploadsResult
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Key I PidkifeMultipart Upload ¥
fJObject# ¥,

RYimi: Upload

UploadId EZEN Multipart Upload%#{:
HID,

N

R¥iri: Upload

Initiated H i Multipart Upload ¥ #9141k
FRIIRS ],

RYini: Upload

SRR

Get /?uploads HTTP/1.1
Host:oss-example. oss-cn-hangzhou.aliyuncs.com
Date: Thu, 23 Feb 2012 06:14:27 GMT

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:IX75CtQqsmBBz+dcivn7kwBM
*x %k k%

P E RN

HTTP/1.1 200

Server: Aliyun0SS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x-oss-request-id: 58a41847-3d93-1905-20db-ba6f561cx*x*x*
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs
.com”>
<Bucket>oss-example</Bucket>
<KeyMarker></KeyMarker>
<UploadIdMarker></UploadIdMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadIdMarker>0004B99B8E707874FC2D692FA5D77D3F</NextUpload
IdMarker>
<Delimiter></Delimiter>
<Prefix></Prefix>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false</IsTruncated>
<Upload>
<Key>multipart.data</Key>
<UploadId>0004B999EF518A1FE585B0C9360DC4C8</UploadId>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>
</Upload>
<Upload>
<Key>multipart.data</Key>



<UploadId>0004B999EF5A239BB9138C6227D6***x*</UploadId>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>
</Upload>
<Upload>
<Key>oss.avi</Key>

<UploadId>0004B99B8E707874FC2D692FASD7*x*x*</UploadId>

<Initiated>2012-02-23T06:14:27.000Z</Initiated>
</Upload>

</ListMultipartUploadsResult>

SDK

B VRN R 2515 5 SDKAN T «
- Java
- Go
- C++
- PHP
NET

8.8 ListParts
ListPartstEIH 512455 Upload IDFTRINATE C.2% HiERYPart.

Bim:

- OSSHYIR S RIG I Part S THFEHES,

- HTMGHERHTREL S, FiAAHER I ListPartsig5 3 (Part NumberfIETagfi) R4k
JiComplete MultipartifPart3lZ,

ERIEE

Get /ObjectName?uploadId=UploadId HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

Sk

15K B#(Request Parameters)

Eqi RAY fifiid

uploadId EZEiis MultipartUpload 41D,
BIMA:




€

Tk

max—-parts

B LE O S S . v ) £
KPartitH,

RIME: 1,000
BAKME: 1,000

part-number-marker

R

FREListieEnRME, X
fiPart Number¥{H K Fi%%
Bt Part =45,

BIME: T

Encoding-type

TAFHR

TR IR [P N2 T

W, HEMMSIIRE, Keyfd
MUTF-8F4F, {Hxml 1.065
AR — 21y, b
Masciiffi MOFI 10/ Z4F

X Keyp & xml 1.0b5iE
AR ZAF, nf P
fEEEncoding-typextig m

M KeyEf T4mh5,

ERIME:
nJiEfH: url

MRz 752 (Response Elements)

gy

ik

ListPartsResult

f#1£List Partifi K& 1%
o

T 1 ri: Bucket, Key,
Uploadld, PartNumber
Marker, NextPartNu
mberMarker, MaxParts,

IsTruncated, Part

R

Bucket

TArHR

BUCket% Mo

RYisi: ListPartsResult
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EncodingType

TAFHR

PSR AP SUTRE T
R, WiE RS BhiE
% T Encoding-type, HE&*f
B [EEs R Key E T4 A9

RYirk: ListPartsResult

Key

TAFHR

Objectf4F#.

RYisi: ListPartsResult

UploadId

AT

Upload##FID,

RYik: ListPartsResult

PartNumberMarker

AR List&s i Part
Numberi&2&i &,

RYirk: ListPartsResult

NextPartNumberMarker

WIERAR AT IR 8] 423

g5, MR RS
HNextPartNumberMarkert
%, BT iR FRiER
fJPartNumberMarkerff,

RYif: ListPartsResult

3

MaxParts

R

B RP R Parti H,

Wi ListPartsResult

IsTruncated

B AT H

FRIASIRIR I ListParts4h
IR R EHEM, “true” %
AR A 1R 0] R4

H;  “false” FERARELIR
By AR

H¥UE: true. false

Wi : ListPartsResult

Part

FATHR

PR1FPart(s B3

FYis: PartNumber,
LastModified, ETag, Size

Wi : ListPartsResult
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PartNumber R FonParti 87,

RYisi: ListPartsResult.
Part

LastModified HH Part EA&I} R,

Ve E =N

R ListPartsResult.
part

ETag I & Lf&PartN B RYETag,

Rk ListPartsResult.
Part

Size B 2 Ef&EPartk/h,

RYifi: ListPartsResult.
Part

Nl
Rl

Get /multipart.data?uploadId=0004B999EF5A239BB9138C6227D69F95 HTTP/1
odl

Host: oss—example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:4qOnUMcOUQWgkz8wDqgD3
1Isa9P8=

BRI

HTTP/1.1 200

Server: Aliyun0SS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x-oss-request-id: 106452c8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListPartsResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Bucket>multipart_upload</Bucket>
<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95</UploadId>
<NextPartNumberMarker>5</NextPartNumberMarker>
<MaxParts>1000</MaxParts>
<IsTruncated>false</IsTruncated>
<Part>
<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z</LastMod1ified>



<ETag>&quot ;3349DC700140D7F86A078484278075A9&quot ;</ETag>
<Size>6291456</Size>

</Part>

<Part>
<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z</LastMod1ified>
<ETag>&quot ;3349DC700140D7F86A078484278075A9&quot;</ETag>
<Size>6291456</S1ize>

</Part>

<Part>
<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z</LastMod1ified>

<ETag>&quot;7265F4D211B56873A381D321F586E4A9&quot;</ETag>
<Size>1024</Size>
</Part>
</ListPartsResult>

SDK
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9.1 &%
PSIGEIRIE S (CORS) FeiF Webdin N TR Vi A8 T A B B I,
OSS>ZHFCORSHnfE, JifERETE RiGHIT R Web M FIREF, OSSHR v i Nz 175 R e 1k i
Wl 2RI R :
- PutBucketCORS
- GetBucketCORS

- DeleteBucketCORS
- OptionObject

9.2 PutBucketCORS

PutBucketcorsfEIH T MEENITFEIED M (Bucket) & N EEBBEIEILE (CORS) #mj,
W Bucket 5 CORSHM, (it OSE SR AN, BucketBIANIF I CORSYIRE, Fifi
ERE RIWOriginfi A HE fe i,

BEOH:

- AEN IR CORSYIRE, @I AE T4 LIECORSHMEIFIZCORSYIRE, B, M
www.a.comjBid ¥ X MLHttpRequest I RER Fil0SS, T 8@l A T3 kit
CORSHIN, HCORSHEMF XML A TR,

- OSSR — A EIRIE R BLOPTIONSIE R, 2eFMBucketyf MIFICORSHN, SRJEiEFTH
PLRAUBRAS A, OSSEMRIRKAE T —SF I, (5 58— ZR DLBC AR F2 VF i SR T8 D R Y
header, WIFTAHLMIERVCHLRBOUARIME I CORSHI M header,

- /4 BucketJCORSEEE & 1 Z 5 CORSHMIFEEM, M4 Bucketi % VP10 MM, L&
XML Fif A 5ei¥16 KB,

- CORSHEM PLHE R #6755 /e BA T =A™ 44k -

- HRMOrigin Pt — 4 AllowedOriginJi,

- ERMFTE (GET, PUTS%) m#%OPTIONSI# KIfAccess-Control-Request-Method
SOt LR A7 TE AR PLEE— 4~ AllowedMethod i,

- OPTIONSi#KI¥JAccess-Control-Request-Headers k{1 514 header#l £ 55 PLfit—
A AllowedHeaderi,



BERIEE

PUT /?cors HTTP/1.1

Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"7?>

<CORSConfiguration>
<CORSRu'le>

<AllowedOrigin>the origin you want allow CORS request from</

AllowedOrigin>

<AllowedOrigin>..</AllowedOrigin>
<AllowedMethod>HTTP method</AllowedMethod>
<AllowedMethod>..</AllowedMethod>

<AllowedHeader> headers that allowed browser to send</

AllowedHeader>

<AllowedHeader>..</AllowedHeader>
<ExposeHeader> headers 1in response that can access from

client app</ExposeHeader>

<ExposeHeader>..</ExposeHeader>
<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeco

nds>
</CORSRule>
<CORSRule>
</CORSRule>

</CORSConfiguration >

BERTE
AR e S| R ik
73
CORSRule |78 e CORSHIMIII 75 2%,

BEHA:
A BucketinZ st 105 CORSHEN,

R CORSConfiguration

Pl

AllowedOri |ZfFH

gin

FEAE SEPFIEE IR SRR T

BiHA:

- OSSTEFFEM BT KITE 2 VIR
“oﬁo

- OSSRVFifRZ RS () BT,
QREE RS (), WERRTFER
RIRAIBSIIE R

R : CORSRule




B eS| 1 ik filiiR
AllowedNet | HOE ( = i SV TR 771k
hod GET,PUT
,DELETE, RFYisi: CORSRule
POST,HEAD
)
AllowedHea |FHFH & FEHI{EOPTIONSHiHE 2 *H Access-Control
der -Request-Headers3k i E R header2 & 5t
. fEAccess-Control-Request-HeadersH!
e headerfif 25t AllowedHeader
EER S L A ST
= B
RFRZEH MRS () BT .
Y : CORSRule
Exposetead | F4FH & S5 S VE R A RTINSk,
er .
m, —AJavascriptfiXMLHttpRequesthf
2,
BeHH:
ARVHERES ) WET,
RYirk: CORSRule
MaxAgeSeco | %] & FasE NI B I (OPTIONS) i
d
nes ROBEGRIGBA T, RN,
=
—ZCORSHINI % e il —
AMaxAgeSeconds.
Ry : CORSRule
CORSConfig | %k = BucketfiCORSHUMIZ: 22,
uration

RYir: Jt




Nl
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PUT /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3IxrT
* %k k%

<?xml version="1.0" encoding="UTF-8"7?>
<CORSConfiguration>
<CORSRu'le>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT</AllowedMethod>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>
<CORSRu'le>
<AllowedOrigin>http://www.a.com</AllowedOrigin>
<AllowedOrigin>http://www.b.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-testl</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration >

RN

HTTP/1.1 200 OK

x—0ss-request-id: 50519080C4689A033D0O***x*
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunO0SS

SDK
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FEIREG
BN HTTP K70 fiiid
InvalidDigest 400 k%7 Content-MDS5i R k)G, OSSEHRIN
B Content-MDSIFRR A —8(E, WRA—
BURIR [P L F A
9.3 GetBucketCORS

GetBucketCORSIRIMHI T IRUIFE =M (Bucket) SRijiIpsEiditts= (CORS) RN,

BERIEE

GET /?cors HTT

P/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

MRzTER
e L ik
CORSRule T CORSHUNIIZ RS, /1 Bucketf: % f ¥ 104500,
RYiri: CORSConfiguration
AllowedOrigin | FHFHS VPRSI REIR, BS () FoRavriiareRIEN
PSR
RYixi: CORSRule
AllowedMethod [#% (GET,PUT VRIS I R 7y
,DELETE,POST,
HEAD) R Yiri: CORSRule
AllowedHeader |F4FHi #HIfEOPTIONSHilE 2 H Access-Control-Request
-Headersfs&fheader & 7 fe¥F. fEAccess-
Control-Request-HeadersH &5 M headerfiifE
AllowedHeader 45 — 0 ML,
RYir: CORSRule




5

SDK
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ExposeHeader | HfH: SV ANV RRS e AR (B —A~
JavascriptiI XMLHttpRequestifR) .

1iri: CORSRule

MaxAgeSeconds | %% B SRS TR TR (OPTIONS) i#RiBIFISH
(BAZIT I,  — 4 CORSRUN TS 2 foVr thBl— A
MaxAgeSeconds,

B B

RYirs: CORSRule

CORSConfig pagis Bucketf JCORSHIMI 755,
uration
RN
iRl

Get /?cors HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: 0SS qgnéqgrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39
*kk*k

BRI

HTTP/1.1 200
x—0ss-request-id: 50519080C4689A033D0O0O* x**
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive
Content-Length: 218
Server: AliyunOSS
<?xml version="1.0" encoding="UTF-8"7?>
<CORSConfiguration>
<CORSRu'le>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration>

B TTAON RFR) 25 1 &5 SDK4N T :



- Java

- Python
- PHP

- Go

- C++

- C

- .NET

- Ruby

BEY HTTP IR0 ik

NoSuchBucket 404 HinBucket AMETE,

NoSuchCORS 404 HFRCORSHUWIATETE,
Configuration

AccessDenied 403 R Bucket#i #H A GEZRELCORSHINI,

9.4 DeleteBucketCORS

DeleteBucketcorsH TR EFEEDR M (Bucket) XMIEsEGEHEILE (CORS) WHEFHHE
2SR,

BERIEE

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:LnM4AZ10eIduZF5vGFWicOME
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HTTP/1.1 204 No Content

x—-o0ss-request-id: 5051845BC4689A033DOO****
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0



Server: Aliyun0SS
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9.5 OptionObject

DAL R IR BB R Z i & 21X — A preflightifik (OPTIONS) £50SS, J#4F LFFErIRIE
M. HTTPJiji%ifheader&(HE, PAUGERGKIZHIERIFHRK,

BERIEE

OPTIONS /ObjectName HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Origin:Origin

Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers
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RN

OPTIONS /testobject HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT




Access-Control-Request-Headers:x-oss-test

BRI

HTTP/1.1 200 OK

x—o0ss-request-id: 5051845BC4689A033D0O0O* x**

Date: Fri, 24 Feb 2012 05:45:34 GMT

Access-Control-Allow-Origin: http://www.example.com

Access-Control-Allow—Methods:

PUT

Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: 0
Server: AliyunOSS
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10 XFLiveChannelBJIR{E

10.1 LiveChannel{&7t
#0] DS FIRTMP PRGSO EE EAEFI0SS, Bk s ta NS imisctt, HEniEEel
#—ALiveChannel, PEREO R HERIIL,
R RTMPHRY A5 PEE H i B R -
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RTMPHii LA : rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-

channel
HEH RN N: rtmp: //${bucket}.${host}/live/${channel}?${params}

- live ARTMPHMYapp 44 F5, OSSEIEfEMlive,
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varB=valueB
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— AN ELANHERMIEN . rtmp: //${bucket}.${host}/1live/${channel}?
0SSAccessKeyId=xxx&Expires=yyy&Signature=zzz&${params}
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Signaturef®iHE MG R :

base64 (hmac-shal (AccessKeySecret,
+ Expires + "\n"
+ CanonicalizedParams
+ CanonicalizedResource))
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CanonicalizedResource

RN “/BucketName/ChannelName”

CanonicalizedParams

il param key M7 HHE” key:value\n

7 ORIARNS BN, QIERSEAEON0, TR
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10.3 PutLiveChannel

A RTMPHMY A& S B ERG, 2z O3 —4 LiveChannel, i
M PutLiveChannel$#% 123 M RTMPHE R HEbE, BB R IG bk,
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BERIEE

PUT /ChannelName?live HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT date
Content-Length: Size
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"7?>




<LiveChannelConfiguration>
<Description>ChannelDescription</Description>
<Status>ChannelStatus</Status>
<Target>
<Type>HLS</Type>
<FragDuration>FragDuration</FragDuration>
<FragCount>FragCount</FragCount>
<PlaylistName>PlaylistName</PlaylistName>
</Target>
<Snapshot>
<RoleName>Snapshot ram role</RoleName>
<DestBucket>Snapshot dest bucket</DestBucket>
<NotifyTopic>Notify topic of MNS</NotifyTopic>
<Interval>Snapshot interval +in second</Interval>
</Snapshot>
</LiveChannelConfiguration>
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Createlive pagis fR1£CreateLiveChannelifi R4 B2 & o

ChannelResult ¥ st PublishUrls,PlayUrls

RYim:

PublishuUrls o PRAFHER UL 2555
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€ PRl ik

url T Heis ik,
Tk

i ki PublishUrls

BEW:

- HERBIE R R MBI URL, diBucket ACL
{Epublic-read-write, WHLHITHEHA A
Vi,

- RO R AR URL, @WBucket ACL
Jprivate, WIFREHITEBA W ViM,

PlayUrls o PRAATEOIIE R 2548
FYis: Url

i ki: CreateLiveChannelResult

url FIFER ik,
T K

RYiri: PlayUrls

Rl

PUT /test-channel?live HTTP/1.1
Date: Wed, 24 Aug 2016 11:11:28 GMT
Content-Length: 333
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS YJjHKOKWDWINLKXv:hvwOZIRh8t0oAj3DZvtsuPgf+axx*x
<?xml version="1.0" encoding="utf-8"7?>
<LiveChannelConfiguration>
<Description/>
<Status>enabled</Status>
<Target>
<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>
</Target>
<Snapshot>
<RoleName>role_for_snapshot</RoleName>
<DestBucket>snapshotdest</DestBucket>
<NotifyTopic>snapshotnotify</NotifyTopic>
<Interval>1</Interval>
</Snapshot>



</LiveChannelConfiguration>

BRI

HTTP/1.1 200
content-length: 259
server: AliyunOSS
Xx-0ss-server-time: 4
connection: close
x-oss-request-id: 57BD8419B92475920B0002F1
date: Wed, 24 Aug 2016 11:11:28 GMT
x-oss-bucket-storage-type: standard
content-type: application/xml
<?xml version="1.0" encoding="UTF-8"7?>
<CreatelLiveChannelResult>
<PublishUrls>
<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-
channel</Ur1l>
</PublishUrls>
<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/test-channel/
playlist.m3u8</Url>
</PlayUrls>
</CreatelLiveChannelResult>

10.4 ListLiveChannel
ListLiveChanne UZIOH T PHlf5EM LiveChannel,
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GET /2live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue
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Name
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LiveChannel IR,
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url
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SRR

GET /?1live&max-keys=1 HTTP/1.1




Date: Thu, 25 Aug 2016 07:50:09 GMT
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS YJjHKOKWDWINLKXv:TaX+tlc/Xsgpz6uRugcbmUJs**x*

RN

HTTP/1.1 200
content-length: 656
server: Aliyun0SS
connection: close
x—-oss-request-id: 57BEA331B92475920B00245E
date: Thu, 25 Aug 2016 07:50:09 GMT
content-type: application/xml
<?xml version="1.0" encoding="UTF-8"7?>
<ListLiveChannelResult>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>channel-0</NextMarker>
<LiveChannel>
<Name>channel-0</Name>
<Description></Description>
<Status>disabled</Status>
<LastModified>2016-07-30T01:54:21.000Z</LastModified>
<PublishUrls>
<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/
channel-0</Ur1>
</PublishUrls>
<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/channel-0/
playlist.m3u8</Url>
</PlayUrls>
</LiveChannel>

10.5 DeleteLiveChannel
DeleteLiveChanne UZ I H TR €K LiveChannel,

Bim:

- WHEPEIEFEM LiveChanne MR, BRI R,

- AEgOHSMERLiveChannel & 5, AR2MIFRHER A RS,
BERIEE

DELETE /ChannelName?live HTTP/1.1

Date: GMT date
Host: BucketName.oss-cn-hangzhou.aliyuncs.com



Authorization: SdignatureValue
N
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DELETE /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 07:32:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:ZbfvQ3XwmYEE809CX8kwVQY ** %

BRI

HTTP/1.1 204

content-length: 0

server: AliyunOSS

connection: close

x—o0ss-request-id: 57BE9FOAB92475920BO**x**
date: Thu, 25 Aug 2016 07:32:26 GMT

10.6 PutLiveChannelStatus
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PUT /ChannelName?live&status=NewStatus HTTP/1l.1Date: GMT dateHost:
BucketName.oss-cn-hangzhou.aliyuncs.comAuthorization: SignatureValue
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PUT /test-channel?live&status=disabled HTTP/1.1

Date: Thu, 25 Aug 2016 05:37:38 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:X/mBrSbkNogM/JoAfRCOytyQ*x*x*
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HTTP/1.1 200

content-length: 0

server: Aliyun0SS

connection: close

x-o0ss-request-id: 57BE8422B92475920B002030
date: Thu, 25 Aug 2016 05:37:39 GMT
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GetLiveChannelInfo#% M FIEEE LiveChannel it &5 B
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Date: GMT date
Host: BucketName.oss-cn-hangzhou.aliyuncs.com



Authorization: SdignatureValue

e R 7T 2R

B eyt ik

LiveChannelConfigura padi f#1#GetLiveChannelInfoi&

tion [P IINERS AR
TYisi: Description,
Status, Target
RYigi: JE

Description PR LiveChannel it {5 .
TR L
RYiri: LiveChanne
IConfiguration

Status BOEELRT R LiveChannel*IR&E(E B,
TR K
RYiri: LiveChanne
IConfiguration
HARE: enabled.
disabled

Target B f#17LiveChannel #fifilic &1

B
TR
Type. FragDuration, Frag(
~
= BiM:
FragDuration. FragCount.,
4 Type I NHLSINA 2
R,
RYisi: LiveChanne

IConfiguration

ount, Play

PlaylistNa




€

Pl

Tk

Type

BoE AT H

Y Type WHLSH, HaEHERin
BEffC I,
S =t W

R Target

HRME: HLS

FragDuration

s

LType NHLSH, &%
MR K,

B #

FhR:

o

M

D

)N

ARYi: Target

FragCount

TArHR

L Type NHLSH, 1§
Em3u8 I S ts SFIA
ﬁo

s K

N

RYisi: Target

PlaylistName

AT

L Type WHLSH, #5edm
FIm3u8 L1445

T &

RYisi: Target

Nl

Rl

GET /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 05:52:40 GMT
Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:D6bDCRXKht58hinl1BL83wxyG****

B[R

HTTP/1.1 200
content-length: 475
server: AliyunOSS

connection:

x-oss-request-id: 57BE87A8B92475920BO0O*x*%
date: Thu, 25 Aug 2016 05:52:40 GMT

content-type: application/xml




<?xml version="1.0" encoding="UTF-8"7?>
<LiveChannelConfiguration>
<Description></Description>
<Status>enabled</Status>
<Target>
<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>
<PlaylistName>playlist.m3u8</PlaylistName>
</Target>
</LiveChannelConfiguration>
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GET /test-channel?live&comp=stat HTTP/1l.1
Date: Thu, 25 Aug 2016 06:22:01 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com
Authorization: 0SS YJjHKOKWDWINLKXv:fOzwkAgVTVSOLVKLPITINQOJY**x**

B RRHI 1

HTTP/1.1 200

content-length: 100

server: Aliyun0SS

connection: close

x-oss-request-id: 57BES8E89B92475920B002164

date: Thu, 25 Aug 2016 06:22:01 GMT

content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<LiveChannelStat>
<Status>Idle</Status>

</LiveChannelStat>

 WARORBI 2

GET /test-channel?live&comp=stat HTTP/1l.1
Date: Thu, 25 Aug 2016 06:25:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com




Authorization: 0SS YJjHKOKWDWINLKXv:WeC5joEaRzfSSS8xKOtTLoTWT ****

BRI 2

HTTP/1.1 200
content-length: 469
server: AliyunOSS
connection: close
x—0ss-request-id: 57BE8F56B92475920B002187
date: Thu, 25 Aug 2016 06:25:26 GMT
content-type: application/xml
<?xml version="1.0" encoding="UTF-8"7?>
<LiveChannelStat>
<Status>Live</Status>
<ConnectedTime>2016-08-25T06:25:15.000Z</ConnectedTime>
<RemoteAddr>10.1.2.3:47745</RemoteAddr>
<Video>
<Width>1280</Width>
<Height>536</Height>
<FrameRate>24</FrameRate>
<Bandwidth>0</Bandwidth>
<Codec>H264</Codec>
</Video>
<Audio>
<Bandwidth>0</Bandwidth>
<SampleRate>44100</SampleRate>
<Codec>ADPCM</Codec>
</Audio>
</LiveChannelStat>

10.9 GetLiveChannelHistory

GetLiveChannelHistory$Z T 3REHEE LiveChannel #iniid sk, f#
HGetLiveChannelHistoryfZ R Z IR EHEE LiveChannel ik i 10X HE ik 5%

ERIEE

GET /ChannelName?live&comp=history HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

LG VAo S
e e fiiik
LiveChannelHistory o 2
f¢GetLiveChannelHistoryi&
&5 SR E 8

FYir: LiveRecord
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HIS08601t%: X%,

s K

e

RYis: LiveRecord

RemoteAddr gl HER 2 P oniipiiiL,
TR Kk
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5. LiveRecord

Tl
R

GET /test-channel?live&comp=history HTTP/1.1

Date: Thu, 25 Aug 2016 07:00:12 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:pqgDBP8IXTXAytBoXpvNoZfo**xx*

B

HTTP/1.1 200
content-length: 1892
server: Aliyun0SS
connection: close
x—-0ss-request-id: 57BE977CB92475920B0022FB
date: Thu, 25 Aug 2016 07:00:12 GMT
content-type: application/xml
<?xml version="1.0" encoding="UTF-8"7?>
<LiveChannelHistory>

<LiveRecord>

<StartTime>2016-07-30T01:53:21.000Z</StartTime>



<EndTime>2016-07-30T01:53:31.000Z</EndTime>
<RemoteAddr>10.101.194.148:56861</RemoteAddr>

</LiveRecord>

<LiveRecord>
<StartTime>2016-07-30T01:53:35.000Z</StartTime>
<EndTime>2016-07-30T01:53:45.000Z</EndTime>
<RemoteAddr>10.101.194.148:57126</RemoteAddr>

</LiveRecord>

<LiveRecord>
<StartTime>2016-07-30T01:53:49.000Z</StartTime>
<EndTime>2016-07-30T01:53:59.000Z</EndTime>
<RemoteAddr>10.101.194.148:57577</RemoteAddr>

</LiveRecord>

<LiveRecord>
<StartTime>2016-07-30T01:54:04.000Z</StartTime>
<EndTime>2016-07-30T01:54:14.000Z</EndTime>
<RemoteAddr>10.101.194.148:57632</RemoteAddr>

</LiveRecord>

</LiveChannelHistory>

10.10 PostVodPlaylist

PostVodPlaylisti#H T @RI LiveChannelE i — /4~ i IR R, OSSEEMEE
I RVEE N HZLiveChannel i R R ts SUPE,  FHRE BN — A m3u8iliiiyk,

ERIEE

POST /ChannelName/PlaylistName?vod&endTime=EndTime&startTime=StartTime
HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue
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timestamp,
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2 : Unix

timestamp
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SRR

POST /test-channel/vod.m3u8?vod&endTime=1472020226&startTime=
1472020031 HTTP/1.1

Date: Thu, 25 Aug 2016 07:13:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:ABIigvnLtCHK+7fMHLeRLOUN****

B

HTTP/1.1 200

content-length: 0

server: AliyunOSS

connection: close

etag: "9C6104DDOCF1AOC4DOCFD21F4390*x**x"
x-oss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMT

11 GetVodPlaylist
GetVodPlay i sti Il T2 FfLiveChanne MR R, FLREIN BRI,

BERIEE

GET /ChannelName?vod&endTime=EndTime&startTime=StartTime HTTP/1.1
Date: GMT date
Host: BucketName.oss-cn-hangzhou.aliyuncs.com




Authorization: SdignatureValue

ERk
2 Y| prory yvi iR
ChannelName ELREE ys g LiveChannel&F5, %
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], #%3XAUnix timestamp
EndTime B 2 G EE Wts LI
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GET /test-channel?vod&endTime=1472020226&startTime=1472020031 HTTP/1.1
Date: Thu, 25 Aug 2016 07:13:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS YJjHKOKWDWINLKXv:ABIigvnLtCHK+7fMHLeR1OUN***x*

IR [l

HTTP/1.1 200

content-length: 312

server: AliyunOSS

connection: close

etag: "9C6104DD9CF1AOC4DOCFD21F43905D59"
x-o0ss-request-id: 57BE9A96B92475920B002359
date: Thu, 25 Aug 2016 07:13:26 GMT
Content-Type: application/x-mpegURL
#EXTM3U

#EXT-X-VERSION:3
#EXT-X-MEDIA-SEQUENCE: 0
#EXT-X-TARGETDURATION:13
H#EXTINF:7.120,

1543895706266.ts

#EXTINF:5.840),

1543895706323 .ts

#EXTINF:6.400),

1543895706356.ts

#EXTINF:5.520,

1543895706389.ts

#EXTINF:5.240,

1543895706428.ts



#EXTINF:13.320,
1543895706468.ts
#EXTINF:5.960,
1543895706538.ts
#EXTINF:6.520,
1543895706561.ts
#EXT-X-ENDLIST

10.12 LiveChannel= il |a) @&
A EAr 20 LiveChannel s 3 W) i 5 iR 77 4.

0SS livechannel #55:372

B 0SS livechannel #ERIFEEIR, 7RISR, ABITHER livechannel #iiiid fEHi8

S8,
055 BMTP
M
1 = g i s fimpeg & obs H#
SR URL TS EiAE . it
A UHE enljtﬁ; or disable | il AEEFRAES
- FF B MR
PutLiveChannelStat

PutLiveChannel
us

HEIHEIESE
- ZEpR#ERL URL
- WEHERIRS
RH: FH M3u8 &k
WS BRIASERIRAE m3u8 ARG 3 Jv, EHERE HLS PRk,
RIS H PostVodPlaylist fEITRHEEN FTER NI ts SHHERE—4 m3u8 R3IMkK
DR,

@ BEH:



- EndTime ®5KT StartTime, HIFHEEARERT 1 K,
- 0SS AR E R MR E N #HE LiveChannel HERA RN ts XMk, IR HPEE—4
/I,
=6 FH m3u8 KM
BT SR m3u8 S RIHERE] 0SS A Rk,
RUTTE: ADMER PRI AR 2 A publish succees kR, HIXAMREAFRM 0SS 35
P HRY, FRPARIRE FomiEiifAids, (B2 5RA SIS, A Hi—1,
£ BERIHTERRET 0SS
i ffmpeg HERA R :
ffmpeg -re -i ©_20180525105430445.aac -acodec aac -strict -2 -f
flv rtmp://xxx.oss-cn-beijing.aliyuncs.com/live/test_1000?Expires

=1540458859&0SSAccessKeyId=LTAlujianb6C9z&Signature=qwh31xQsan
mao6ygCFJgovNIg%3D&playlistName=playlist.m3u8

fROVTE:

- {8 fimpeg HERA RIS BOT BRI A 2R, AZM—SE RS

- fiEii URL 764 & FF5IFREEA URL H WS (") BESEk, filan, ffmpeg -re -i
0_20180525105430445.aac -acodec aac -strict -2 -f flv "rtmp://xxx.oss-cn-beijing.
aliyuncs.com/live/test_1000?Expires=1540458859&0SSAccessKeyld=LTAlujianb
6C9z&Signature=qwh31xQsanmao6ygCFJgovNIg%3D&playlistName=playlist. m3u8

"
o

- PR obs HERIIA, WIARGE ffmpeg 778 S BUOHER I ;
= R M3u8 X R

FefERN HLS I, 5 AN ts SUPFIRF IAREBHRINHKIEIF ragburation fAE N K
JG, 0SS RTEWEN R —AKEMIRIR DS F—4 ts XfF. % max (2xFragburation,
60s) JRARWEN R—A KM, OSS JRHIYIR I, B nIHES BRI,
RH: R M3u8 XH&H ST
PAR LRV 8 & B & PR A sl e O -
* AVC header #(# AAC header &fRi%, nlLLBIIMUAETR,
- RTMP message KE/NWF2, 8# sequence header IEH/I
- HWi Message BIEZIIX K/,
- codec_ ctx RS L RCHIRRER, MR EWSBIE R, ha SBSHIRK,



=l ffmpeg #REl 0SS REIEEZIM
- HIZEF ffmpeg IR MHE, W& e & A K% aac_header,
- FER PRI RTMP fl, AFRERIET aac_header,

ZU16-10-31166:
2018-10-31T08:
2018-10-31T08:
2018-10-31T08:
2018-10-31T08:
2018-10-31T08:
2018-10-31T08:
2018-10-31T08:
2018-10-31T08:

3/
37
37:
37:
37
37:
37:
37
37:

13+84:

13408

13+08:
13+08:

13+88

13+08:
14+08:

L) aTream #¢:4, o, 1/1408

:00 : Video: h264 (High), 1 reference frai
13+08:
13+08:

@@ 18 fps, 18 tbr, 1k tbn,

8@ 1k tbc

00 Stream #@:1, 8, 1/1000: Eudin: aa
@@ Stream mapping:

:00 (copy)

L et i

00 Last message repeated 2 times
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