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- ARIER B IR RHS ¥ ViR (SubResource) , ABAKEFA II¥ SRR IUE, WNEIERHES

IHBL & BT E R PR H,. fECanonicalizedResource R F BTN 2 M- ZE T
1, B CanonicalizedResourcefll: /BucketName/ObjectName?acl&uploadId=

UploadId,

BEHA:

- OSSHi %5 ¥ ¥t (sub-resource) 2§ acl, uploads, location, cors, logging,

website, referer, lifecycle, delete, append, tagging, objectMeta, uploadId,
partNumber, security-token, position, img, style, styleName, replication,
replicationProgress, replicationLocation, cname, bucketInfo, comp, qos, live

, status, vod, startTime, endTime, symlink, x-oss-process, response-content



-type, response-content-language, response-expires, response-cache-control,

response-content-disposition, response-content-encoding:
- % (sub-resource)fi =R
- WPERR, PP Macl. append. uploadld. symlink%:, W& T Bucket/i#§
TERISEF Object i,
- f5eiRmHeadery B, Ul response-*xx, M GetObjectfflRequest Parameters,
- XfF (Object) 4B, Wl x-oss-process, FATFXIMLEI) T, Wk LR,
HEERZ AN
- BANFRTBROAON UTF-8 3, SH P AN A AT R AT UTF-8 %ifh, Y5
AccessKeySecretit B &% 4,
- BAITEAREC 21045 XIWHMAC-SHA1 /5%, HohKeyl AccessKeySecret,
- Content-Type fll Content-MD5 fEIFRPAZ LN, {HRMRIFEREEZEAEUE, SE
WP TAT \n AU
- A IEHTTPARIEE L iheadert, HADRL x-oss- Hkiheader, #HEMABZH TR
; HAtIEHTTPhrdtheader i OSSRME (41524 Bl i)x-oss-magic2 f ZMA %
HFFTBRE) .
- BA x-oss- HkiTheader?r %44 1 ki 75 24T & DA PRI :

- headerI#AFHEE NG,

- headert&5 )37 EH/NEIRHET

- 4r#lheader namefilvaluelf) B S i A REA 2,

- A HeaderZ )G —AMATHF “\n” , WIRBifiHeader, CanonicalizedOSSHead

ersitid BN,

FRT
R AR AKX BT
PUT /nelson HTTP/1.0 Signature = base64( “PUT\n eB5eJF1ptW
Content-MD5: eB5eJF1ptW | hmac-shal(AccessKeyS aXm4bijSPyxw==\n text/
aXm4bijSPyxw== Content- |ecret,VERB+ “\n” + html\n Thu, 17 Nov 2005 18
Type: text/html Date: Thu, |Content-MD5+ “\n :49:58 GMT\n x-0ss-magic:
17 Nov 2005 18:49:58 GMT |” + Content-Type + “\ abracadabra\nx-oss-meta-
Host: oss-example.oss-cn  |n” +Date+ “\n” + author:foo@bar.com\n/oss
-hangzhou.aliyuncs.com |CanonicalizedOSSHeaders |-example/nels
X-0SS-Meta-Author: foo + CanonicalizedResource))
@bar.com X-0SS-Magic:
abracadabra



http://www.ietf.org/rfc/rfc2104.txt

BanAccessKeyldsg “44CF959******252F707” , AccessKeySecretigz “OtxrzxIsfpFjA7Sw
*kkxk8Bw21TLhquhboDYROV” |, wlHEPLRF7i4iHH2544 (Signature):

python/= RS :

import base64

import hmac

import sha

h = hmac.new("OtxrzxIsfpFjA7Swx*xxx*x8Bw21TLhquhboDYROV",

"PUT\NODBGOERFMDMzQTczRUY3NUE3NzA5QzdFNUYzMDQxNEM=\ntext

/html\nThu, 17 Nov 2005 18:49:58 GMT\nx-oss-magic:abracadabra\nx-oss-
meta-author: foo@bar.com\n/oss-example/nelson", sha)

Signature = base64.b64encode(h.digest())

print("Signature: %s" % Signature)
%44 (Signature) HHEEE RN %M 26NBxoKd******Dv6einkoDft/yA=, [KJJAuthorization=
0SS” + AccessKeyld + “:” + Signature, FiiPARfGAuthorization’y “0OSS 44CF95900***
BF252F707:26NBxoKd******Dv6inkoDft/yA=", )5 L Authorization R4 iip G 2

PUT /nelson HTTP/1.0

Authorization:0SS 44CF95900*x*BF252F707 : 26NBxoKd**x*xx*xDv6inkoDft/yA=
Content-Md5: eB5eJFlptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

X-0SS-Meta-Author: foo@bar.com
X-0SS-Magic: abracadabra

YA

- WYL A AccessKeyldAf#fEsKinactive, i&[F1403 Forbidden, #ii%#%: InvalidAcc
essKeyld,

- PR Authorizationfl kg4, 72400 Bad Request, #iX#%: InvalidArg
ument,

© OSSP HIERABLAEHHTTP LARERIGMTR FkE R, Hep, HIWkEO:

datel = 2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun
1982)

iR, K7 FrhiBERR “2 DIGIT” o ik, “Jun2” . “2Jun
1982” 1 “2-Jun-82” #RRAEEHIWIE,

- WERBABIERINE, kPR A E ADateslE A IEN, i&[M1403 Forbidden®iiR, #Hiix
i%: AccessDenied,

- AEANTRRAIN R OSSR S5 2 S i 1] Z JS 1570 #h AN, &R 91403 Forbidden,
%: RequestTimeTooSkewed.,



- W AccessKeyldS2activelt), {HOSSHIWTH FIIE R EEZHRHIR, WHRMI403
Forbidden, J{Ei&IIZ5H P responseh i ifs H P IEWIH A TR E MR A 715, 1P
A DURHEOSSHresponse ki a F Y44 74T g 5 a1

B

<?xml version="1.0" ?>
<Error>
<Code>
SignatureDoesNotMatch
</Code>
<Message>
The request signature we calculated does not match the
signature you provided. Check your key and signing method.
</Message>
<StringToSignBytes>
47 45 54 Qa Qa Oa 57 65 64 2c 20 31 31 20 4d 61 79 20 32 30 31
31 20 30 37 3a 35 39 3a 32 35 20 47 4d 54 0a 2f 75 73 72 65 61 6¢C 74
65 73 74 3f 61 63 6¢C
</StringToSignBytes>
<RequestId>
1E446260FF9B** %%
</RequestId>
<HostId>
oss—cn-hangzhou.aliyuncs. *x*x
</HostId>
<SignatureProvided>
y5H7yzPsA/tP4+0tH1HHVPEwWUvV8=
</SignatureProvided>
<StringToSign>
GET
Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl
</StringToSign>
<0OSSAccessKeyId>
AKTIAIVAKMSMOY7VO* % % %
</0SSAccessKeyId>
</Error>

Al
Content-MD5JH 875

Content-MD5/Ji8E

DA BN 0" 123456789 " K, HHBRIXANFAFHContent-MD5
ERINH 7 -

FraErf s SIS S B R

1. JeiRMDShNE) iEhlEEl (1284%) ,

2. ERXA ERlE Tbase64%ihy (AN 326074 Hhidihi)
[;LPyj:hon?g{ﬁlJ%:

ERHSIRRES A .

>>> dimport base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

TR ,

EIRE: hash.digest(), HHEEHGEREEL (128(%)

>>> hash.digest()
"x\x1er$]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"'



W WA DUE ELREON TR 326 A itk Tbas e 64414,
flan, HARE: hash.hexdigest(), HHEHFIR] W3 200 74F B g
>>> hash.hexdigest()

'781e5€245d69b566979b86e28d23f2c7"'

THIARIMDS{EjlEfTbase 64 G AT R |
>>> base64.b64encode(hash.hexdigest())

"NzgxZTV1MjQ1lZDY5YjU2Njk30WI4NmUyOGQyM2YyYzc="

4.3 FURLFEEER

k% 7 il Authorization Header, HP'iEnlIEURLIIMAZAEL, R0 DTz URL
SRR =7 IR Al

FHIRE
URLHPHIVE 4 1Py thon m i

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",
sha)

urllib.quote (base64.encodestring(h.digest()).strip())

OSS SDKH#fit Y URLEAJ5iE, PEANIEES % SDKSUH,

0SS SDKIURLZ 4, HSE M.

SDK URLSE 44751k B

Java SDK 0SSClient.generatePr 0SSClient.java
esignedUrl

Python SDK Bucket.sign_url api.py

.Net SDK OssClient.GeneratePr OssClient.cs
esignedUri

PHP SDK OssClient.signUrl OssClient.php

JavaScript SDK signatureUrl Object.js

C SDK oss_gen_signed_url oss_object.c



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/main/java/com/aliyun/oss/OSSClient.java?spm=a2c4g.11186623.2.6.30uUQV&file=OSSClient.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/oss2/api.py?spm=a2c4g.11186623.2.7.30uUQV&file=api.py
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/sdk/OssClient.cs?spm=a2c4g.11186623.2.8.30uUQV&file=OssClient.cs
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/src/OSS/OssClient.php?spm=a2c4g.11186623.2.9.30uUQV
https://github.com/ali-sdk/ali-oss/blob/master/lib/object.js?spm=a2c4g.11186623.2.10.30uUQV&file=object.js
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk/oss_object.c?spm=a2c4g.11186623.2.11.30uUQV&file=oss_object.c

SLIMAN
URLZEA R

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-api.pdf?0SSAccessK
eyId=nz2pc56s936**91&Expires=1141889120&Signature=vjbyPxybdZaNmGa%
2ByT272YEA1iv4%3D

URLZ AWV ESignature, ExpiresfloSSAccessKeyId =S5,

- Expires ZEMER A Unix time (HUTCHH19704E1H 15 GRED , HTFHRIT
ZURLIEININE, aROSSHMAENIX A URLF RN ME T34 h i S ExpiresS 8y, M
IR BRI IRRS, Hlan: YEin R 21141889060, FFARHMBEAE 160G HIIR
MURL, WIRT AR B Expiresif 1141889120, URLIA 3N FIZRIA H3600%), ek
64800,

- 0SSAccessKeyId BI#E#H1AccessKeyld,

- Signature FRFAGEE. FIAIOSSZHFRASMHeaderS %, fEURLHIITHAN
R EHeader PS4 MRTEEA —HE

urlencode (base64 (hmac-shal(AccessKeySecret,
ERB + "\n"
CONTENT-MD5 + "\n"

Signature =
v
+
+ CONTENT-TYPE + "\n"
+
+
+

EXPIRES + "\n"
CanonicalizedOSSHeaders
CanonicalizedResource)))

HHeader PR &AM LRGN :

- JERURLEEEAN, ZiifDateSERExpiresS ¥,
- AXFHFN{EURLAIHeader i 5544,
- WRZ ML ASignature. ExpiressROSSAccessKeyld, PAH— M,
- SRR RIS R ST Expiresii |, A HRIERS 4.
- HEAFIHRMEIURLE, ERZENURL# Turlencode,
- IR P URLEAN, Wi security-token, HXUIF:

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss—api.pdf?
0SSAccessKeyId=nz2pc56s936**91&Expires=1141889120&Signature=
vjbyPxybdZaNmGa%2ByT272YEAiv4%3D&security-token=SecurityToken

i REba
- FEREURLAIBEARTT N, SR ORB BRI I ) PR 2 A8 LI L, i e ivfili i
DS

- PUTHIGETIHRABSIFHEURLHZ 44


https://baike.baidu.com/item/unix%E6%97%B6%E9%97%B4%E6%88%B3/2078227?fr=aladdin

- fEURLHEI AN, Signature, ExpiresfllOSSAccessKeyld/lifynf PAZE#t, {H2uS5Ew»
Signature, ExpiresslOSSAccessKeyldHH—As¥E £ 4, i&MI403 Forbiddeniii &,
% : AccessDenied,

© QIR R 2 R Rl T SR B M Expiresi I SIS ) k% G2, & IM1403 Forbiddenid
B, #i%: AccessDenied,

- WS URLH 25 SSignature, Expires, OSSAccessKeyldH—Ask# 24, ¥ HHeader
W SEAHE, BM400 Bad RequestifE, . #5365 : InvalidArgument,

- BB ATV, BRDate# R ExpiresS A, %1 & content-type. content-md5
% EYivhe ¥ Header Gk AT DateixANifikHeader, {HATREIEDatel A4
)

4.4 BuckettX PRIz
OSSHRHEACL (Access Control List) HUFR$EHIF5i%, 0SS ACLIZ{itBucketZB il AL PR 4%
#ill, BucketH#if =fhiill#FR: public-read-write, public-readfilprivate, B3 XN
T:

U WS 4R BUREDR 5 ) 5 A B
public-read-write | 2A3iEE M (RFEERVIME) #n] DO G2 )
WS T 5 1R A

A0 B

B AT PR a] PO % Bucket P9I SC
AT, JF HiiZ Bucket 5 ANEHE, X
A REXE A BR I AN DU, B FH 0, 5%
NEEG NEEE BB G2 H BN ETEN
. PRFFRARAN, AEBUERCE LT
R

public-read I, BAE SUZA7 S M nl DOSIZA7 i 22 I P
ST E R, RN (RASEATIME) #f
] DO A it Wl SR TR A

AN

FIKIA Ao P B BUR % Bucket PSP
BTV, S I RE AR S U 2
M, BB,

private AERS R A IR ] DO A7 2 W N )
ST #AE,  FAN IRV )% A7 it )
119574 5 28




= BiM:

- HPal#—4Bucketh, WIHEATEEBucketilfR, OSSZHAIMZBucketis Eprivatefl
IIEO

- M TFprivateBilF, TWEIRFHIDA RV, XTIRAVER, nISEPUREES

- NTACEFERBucket, RAERAIEE ] LUl OSSH) Put Bucket AcHEIHBRI%
BucketfA{FR,



5 X TFServicelR(E

5.1 GetService (ListBuckets)
TS5 HEHE R Ge it R vf LR 1 R # P i i Bucket, I /7 FoRMtH .

ARIEZE

GET / HTTP/1.1

Host: oss.example.com

Date: GMT Date

Authorization: SdignatureValue

ARSEK

GetService(ListBucket)itf, n[PLi@d prefix, markerfllmax-keysxilistitbiie, JRMEIHD 4
3

& 5-1:1FRBH

prefix FIFH % B3R ¥ bucket name 545 A prefixfi A i
&, "PARE, AR ATIERTHER,
MIME: T

marker EZEE % BoEg R Mmarker 2 J5 &7 BHIEF I — D IFHIRIR
W, RAABEE, ABCER MNLIFRIR RIS, .
BIME: X

max-keys | FFFH N RE I iRIg MIbucketfioREL, WRABEE, Bl
1100, max-keysHUHEAREKR T 1000
BRiMA: 100

MR T 2R

e et iR

ListAllIMyB ol {17 Get Serviceifi R4 R 235,

ucketsResult

FYis: Owner. Buckets

RYii: None




€

PRl

=3

g%

Prefix

T

RE
B

i ListAllMyBucketsResult

oy &

WESRIAIS, 2ibucket R 2 HRIR [HIIN A
=

NO

Marker

TrEH

FRIX X GetService(ListBucket) iz
1, Ybucket AR M A1 BT 2

RAiri: ListAllMyBucketsResult

MaxKeys

T

WL R IR SR RBH, Zbucketk 42
FRIR A LY R

RYisk: ListAllMyBucketsResult

IsTruncated

BoE AT H

TR S A SR CLIRN:  “true” ForAk
RBAIR RGN ;  “false” FoRARCLEIR
By 2REE . 2ibucket R 2 HFIR BN A A AT

H3ti: true. false

RYim: ListAllMyBucketsResult

NextMarker

TIEH

o1 F—XGetService(ListBucket)n] B LA
Jimarker, EARIBMPESEIEN, YjbucketRE
TR BN A BT R

RYisk: ListAllMyBucketsResult

Owner

T HiBucketila# 15 BHIAE S

RAiri: ListAllMyBucketsResult

ID

T

Bucket#iifi & H PID,

RWixi: ListAllMyBucketsResult.Owner

DisplayName

T

Bucket#iliHHIAFR (HETFID—8).

RAiri: ListAllMyBucketsResult.Owner

Buckets

{17 2/ Bucketfs R,

FYiki: Bucket

RAiri: ListAllMyBucketsResult




€

Tk

Bucket

fRfFbucketfs B A 25,

F1irxi: Name, CreationDate, Location

R ListAllMyBucketsResult.Buckets

Name

TATH

Bucket# 5.

R ListAllMyBucketsResult.Buckets.
Bucket

CreateDate

i) (R yyyy-
mm-ddThh:mm:
ss.timezone, e.g.,

2011-12-01T12:27:

13.000Z)

Bucketfil| &1 1)

R ListAllMyBucketsResult.Buckets.
Bucket

Location

T

BucketfifEREHEHL,

RYiri: ListAllMyBucketsResult.Buckets.
Bucket

ExtranetEndpoint

TrEH

Bucketii A4

i ListAllMyBucketsResult.Buckets.
Bucket

IntranetEndpoint

T

[/ X HECS Vi M Bucketf) N4

RYiri: ListAllMyBucketsResult.Buckets.
Bucket

StorageClass

TrrH

Bucketf£fifi#, %

¥ “Standard” . “IA” . “Archive”
R XS “Archive” )
RYis: ListAllMyBucketsResult.Buckets.
Bucket

(H i

AT D

- GetServiceiX AN APIEUEIE# T ) A 3L
- WMREERPEAEHPRIEEE (BEAVIR) , 18[1403 Forbidden, #5i#6%: AccessDeni

ed,




- A bucket#gNI, REIFxmIP A EPrefix, Marker., MaxKeys. IsTruncated
. NextMarkeriss, WHIEHETBERAIRM, WM EA Y, HpNextMarker Hl T4ks:
A markeriif,

il
R HIL

GET / HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: 0SS nxj7dtlhcyl5hpvnhi:COS30QkfQPNKMYZTEHYV2*** %%

IR

HTTP/1.1 200 OK
Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml
Content-Length: 556
Connection: keep-alive
Server: Aliyun0SS
x-oss-request-id: 5374A2880232A65C2300*x*%
<?xml version="1.0" encoding="UTF-8"7?7>
<ListAllMyBucketsResult>
<Owner>
<ID>512x*x</ID>
<DisplayName>51264</DisplayName>
</Owner>
<Buckets>
<Bucket>
<CreationDate>2015-12-17T18:12:43.000Z</CreationDate>
<ExtranetEndpoint>oss—-cn-shanghai.aliyuncs.com</ExtranetEndpoint
>
<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>
<StorageClass>Standard</StorageClass>
</Bucket>
<Bucket>
<CreationDate>2014-12-25T11:21:04.000Z</CreationDate>
<ExtranetEndpoint>oss—-cn-hangzhou.aliyuncs.com</ExtranetEndpoint
>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>atestleo23</Name>
<StorageClass>IA</StorageClass>
</Bucket>
</Buckets>
</ListAllMyBucketsResult>

SRR HI2

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1
Date: Thu, 15 May 2014 11:18:32 GMT
Host: oss-cn-hangzhou.aliyuncs.com



Authorization: 0SS nxj7dtwhcyl5hpvnhi:COS30QkfQPNKmMYZTEHYV2****

BIMREI2

HTTP/1.1 200 OK
Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml
Content-Length: 545
Connection: keep-alive
Server: Aliyun0SS
x—-0ss-request-id: 5374A2880232A65C2300**x*
<?xml version="1.0" encoding="UTF-8"7?>
<ListAllMyBucketsResult>
<Prefix>xz02tphky6fjfiuc</Prefix>
<Marker></Marker>
<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>xz02tphky6fjfiuc0</NextMarker>
<Owner>
<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>
</Owner>
<Buckets>
<Bucket>
<CreationDate>2014-05-15T11:18:32.000Z</CreationDate>
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint
>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</
IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiucO</Name>
<StorageClass>Standard</StorageClass>
</Bucket>
</Buckets>
</ListAllMyBucketsResult>

SDK
BERE VRN REAY #4185 5 SDKAN T «

- Java

- Python
- PHP

- Go

- C

- .NET

- i0S

- Node.js
- Ruby



6 XFBucketHIIR{E

6.1 PutBucket
PutBucketfZ M F Ol {#E=3M (Bucket) .

BeHH:

- RO FFESA VI,

- —AHPER—HE (Region) PIEZAIAIE 304 Bucket,

- A HIERE X I ViE4 (Endpoint) |, s 55 344 IR R % 52 WL ) el A S
ks

BERIEE

PUT / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

x-oss-acl: Permission

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"7?>

<CreateBucketConfiguration>
<StorageClass>Standard</StorageClass>

</CreateBucketConfiguration>

BRK
S Hi Fo REB% Hik
x-oss-acl | FAFH & $55¢ Bucket i UL,

ARME: public-read-write, public-

read, private

BiHH:
WREIER Bucket B TEE Vi MALRR, WIER
M privatefUR,




BERTE

Nl

SDK

Eq ] PRl e % fiiiik

StorageClass |FfFH s Bucket{E i,

H3¥Ul: Standard. IA. Archive

DataRedund TR

17|

fEE Bucket iR A RIAL,

ancyType
FRAE:
* LRS (RHbRIM, BIMHE)
+ ZRS ([FIyRARIA)
R

PUT / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2017 03:15:40 GMT

x-oss-acl: private

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:77Dvh5wQgIjWjwO/KyRt8dOP
*k k%

<?xml version="1.0" encoding="UTF-8"7?>

<CreateBucketConfiguration>
<StorageClass>Standard</StorageClass>

</CreateBucketConfiguration>

BRI

HTTP/1.1 200 OK

x—o0ss-request-id: 534B371674E88A4D8906* x**
Date: Fri, 24 Feb 2017 03:15:40 GMT
Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

BEHZ TIRON REFR) 2515 55 SDKAN T :

- Java

- Python
- PHP

- Go

- C

- .NET



- Android

- i0S

- Node.js

- Ruby

§HIRMG

B HTTP R0 fifiid

InvalidBucketName | 400 AR Bucket ¥ & i 4 FITTE

AccessDenied 403 - RZEPutBucketifi RN A EAH P RIUEE

4@\0

- RAEREBUR,

TooManyBuckets  |400 G Bucket B LR, Al —H P7ER—
Region N % Al 81304 Bucket.

6.2 DeleteBucket

DeleteBucket H FMIBRMEAEEZ M (Bucket) .

BiHA:

- HfiBucketifil i EA G RERMERZBucket,

- N TRIEBRMEREI R, OSSA VMR — A% K Bucket,

BERIEE

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

Nl

IEFEIRR
TR

DELETE / HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com
Accept-Encoding: identity
User—-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

date: Tue, 15 Jan 2019 08:19:04 GMT

authorization: 0SS gnéqrrgxo2ocawuk53otfjbyc:ceO0EyZavKY4QcjoUWYSpYbJ3

*kk*k




Content-Length: 0

BRI

HTTP/1.1 204 No Content

Server: Aliyun0SS

Date: Tue, 15 Jan 2019 08:19:04 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5C3D9778CCLC2AEDF85B****
x—0ss-server-time: 190

R Bucket SMELE
T8 SRRl

DELETE / HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: -identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */*

Connection: keep-alive

date: Tue, 15 Jan 2019 07:53:24 GMT

authorization: 0SS gné6qrrqgxo2ocawuk53o0tfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
*kk*k

Content-Length: 0

AN

HTTP/1.1 404 Not Found

Server: AliyunOSS

Date: Tue, 15 Jan 2019 07:53:25 GMT
Content-Type: application/xml
Content-Length: 288

Connection: keep-alive

x-oss-request-id: 5C3D9175B6FC201293AD****

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<RequestId>5C3D9175B6FC201293AD***x</RequestId>
<HostId>test.oss-cn-hangzhou.aliyuncs.com</HostId>
<BucketName>test</BucketName>

</Error>

BRI Bucket]E%®
i Rl

DELETE / HTTP/1.1

Host: test.oss-cn-hangzhou.aliyuncs.com

Accept-Encoding: -identity

User-Agent: aliyun-sdk-python/2.6.0(Windows/7/AMD64;3.7.0)

Accept: */%

Connection: keep-alive

date: Tue, 15 Jan 2019 07:35:06 GMT

authorization: 0SS gné6qrrqgxo2oawuk53o0tfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
*kk*k



Content-Length: 0
IR BRI

HTTP/1.1 409 Conflict

Server: Aliyun0SS

Date: Tue, 15 Jan 2019 07:35:06 GMT
Content-Type: application/xml
Content-Length: 296

Connection: keep-alive

x—oss-request-id: 5C3D8D2AOACA54D87B43x*x*

X-0ss-server-time: 16

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>BucketNotEmpty</Code>

<Message>The bucket you tried to delete is not empty.</Message>
<RequestId>5C3D8D2AOACA54D87B43*x*x*</RequestId>
<HostId>test.oss-cn-hangzhou.aliyuncs.com</HostId>

<BucketName>test</BucketName>
</Error>

SDK

B TR RFR) 5 18 &5 SDKAN T :

- Java
- Python
- PHP
- Go
¢

NET
- Android
- i0S
- Node.js
- Ruby

ARG HTTP RER

ik

AccessDenied 403 Forbidden

B MERiZBucketR, R Bucket#if
FA HEMIERiZBucket,




6.3 PutBucketACL
PutBucketACLIZIHTEMAENEZ M (Bucket) WA, R iZBucketia)HEH 45 HERH
1T EHRE

BiH:
Bucket#ilfi & & PutBucket ACLI§ R, WHFBucketCATEHFURA 2, KHHBER,
RBucketHMETE, TG Bucket,

ERIEE

PUT /?acl HTTP/1.1
x-oss-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

BERK
AR P S ATk ik
xoss-acl | AT & HisE Bucketify i FAAL
PutBucketACL$Z i3 Putif R irx-oss-
aclifRISKVCEBIR, WERBHA R, ®
FRIBE B
HUE: public-read-write, public-read.
private
N
LR &N

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf3IxrT
*k k%

IEF R

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906***%
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive



Server: Aliyun0SS

BEEBFRICEIR ] 51

HTTP/1.1 400 Bad Request
x—o0ss-request-id: 56594298207FB3044385*x**
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309
Content-Type: text/xml; charset=UTF-8
Connection: keep-alive
Server: Aliyun0SS
<?xml version="1.0" encoding="UTF-8"?>
<Error>
<Code>InvalidArgument</Code>
<Message>no such bucket access control exists</Message>
<RequestId>5*x**x9</RequestId>
<HostId>**x-test.example.com</HostId>
<ArgumentName>x-oss—-acl</ArgumentName>

<ArgumentValue>error-acl</ArgumentValue>
</Error>

SDK

B TR RFR) 5 18 &5 SDKAN T :

- Java

- Python

- PHP

- Go

- C
NET

- Node.js

- Ruby

BEBY HTTP IR0 ik

AccessDenied 403 - KEPutBucketACLI&RI, BHEANHF
UANR Y S

- B LiEEPutBucket ACLIERIIBR, R
ZBucket i) 115 A BRI T IEIRTE,




6.4 GetBucketAcl

GetBucketAc UZIH TIRBUEEA a3 (Bucket) WIViMAR (ACL) . HfiBucket3if
HBA GEFR B Bucket i AR,

ERIEE

GET /?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SdignatureValue

MM T ER

e P 1130

AccessControlList | &% FEEACLES B2k
RYifi: AccessControlPolicy

AccessCont wan {47 GetBucket ACLE: JLy 758

rolPolicy
RYiri: None

DisplayName FATER Bucket#ilfi &4 F (HATAIAFID—20
R ¥is: AccessControlPolicy.Owner

Grant PR Bucketi{IACLAU
H¥UE: private. public-read. public-
read-write
RYixi: AccessControlPolicy.AccessCont
rolList

ID TR Bucketdli# & 1D
RYisi: AccessControlPolicy.Owner

2

Owner i PR Bucke i &2 B2

RYis: AccessControlPolicy




Nl
R

GET /?acl HTTP/1.1
Host: oss—-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgh
*k k%

RN

HTTP/1.1 200 OK
x—0ss-request-id: 534B371674E88A4D8906**x*
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253
Content-Type: application/xml
Connection: keep-alive
Server: AliyunOSS
<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>0022012***x*x</ID>
<DisplayName>user_example</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read</Grant>

</AccessControlList>
</AccessControlPolicy>

SDK
BERE VRN R 24185 5 SDKAN T :

- Java

- Python
- PHP

- Go

- C

- .NET

- Node.js
- Ruby

A HTTP K& ik

NoSuchBucket 404 H#iBucket R 171,




ARG HTTP RE

ik

AccessDenied 403

BAERIEPR, R BucketiHiAE & A HETREL
Bucket i AR,

6.5 PutBucketLifecycle

PutBucketLifecyclefZ MM TR EMFAMEZMH (Bucket) AR EGIRIN, Ao RIS
JG, OSSIHEIRECERN, W AzhMER S MMAELECR X F (Object) . XA Bucketi#iifi#&

A REREILIE R,

BeHA:

© QRBucketStRTBEA BEE A ar VIR, SRy A AT G A U 2R
Bucket St B E o AN, LIRSS RiACE,
- BERERT PO Object A Part (RAZ3F7iak B4, (HEJG AN ) BB I E,

BERIEE

PUT /?1lifecycle HTTP/1.1

Date: GMT Date

Content-Length: ContentLength
Content-Type: application/xml
Authorization: SdignatureValue
Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"7?>

<LifecycleConfiguration>
<Rule>

<ID>RuleID</ID>

<Prefix>Prefix</Prefix>

<Status>Status</Status>

<Expiration>
<Days>Days</Days>

</Expiration>

<Transition>
<Days>Days</Days>

<StorageClass>StorageClass</StorageClass>

</Transition>
<AbortMultipartUpload>
<Days>Days</Days>
</AbortMultipartUpload>
</Rule>




</LifecycleConfiguration>

ARTER

%R R ST Wik fifiid
CreatedBef | <A DaysAi A ELW, OSSZM I L2 B
oreDate CreatedBef | e " _—
oreDate—i | (TN, HIM2ERMISO8601H)
- X, IHFRRUTCHE R, Hlan: 2002-10-
11T00:00:00.000Z, ¥ e HHiih i 51
2002-10-11T00:00:00.000Z [#JObject/xsk
PRI AR, 25T ole 73X AN I Tl
Object A 2 HiMBRER K,
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partUpload
Days B Days#l 1 2 A UIE O bjecti i ST IR /0
CreatedBef
oreDate —j% RER
- Rk : Expiration
Expiration | %3 f $552 Object’E: A RTHRIN IR T
T 1isi: Days#CreatedBeforeDate
RAir: Rule
AbortMulti 2y o FRAEARSERST LAGIIIR L
partUpload
TVisi: Days#kCreatedBeforeDate
RYirs: Rule
ID FIFH &

FANIME—ID, B2 H255 7 Hali, Wik
e, REZENTN, 0SSEAZNER—
A ME—ID,




B vl T E E11320)
Lifecyde? wa 2 LifecyclefL ERAH, B2 AIAHM10005%M
onfiguration
i,
T 15 Rule
R &
Prefix TR 2 SR BTSN, R DR AT
ObjectA IR NP, FiZEA ] H
B,
Tk
LY Rule
Rule pag s = FER— LB,
BeHH:
- AEFArchvie Bucket Il EE BN,
- ObjectB Bt W Ml 52550 K T4 hif MTABK
# ArchivefFiEFABI ],
TVisi: ID, Prefix, Status, Expiration
RYixi: LifecycleConfiguration
Status T )& WYL HEnabled, HB40SSEEMIMATIEM
s s ADisabled, AR40SSZZMSIZM
i,
RYirs: Rule
£%li: Enabled, Disabled
StorageClass I ARA Y A J’EEObjeCtifgﬁ%mﬁﬁ%%@o
Transitiont2

BEE, WA
%

-

= BiM:
IA Bucket#Objectn] BA¥: il Archivef#fifi
F, HAS R Standard 7B,

Huffi: IA, Archive

RYi: Transition




€ P IR Tk

Transition | % & $a5Object{EA AUE AN, OSSN
Object¥:fifNIAB# Archive f£fili!

BLW:
Standard Bucket"'ffJStandard Objectr]
PUEEREMIA. Archivef# iRy, 0%
fiE Archivef# S RY I [h) 520 LR HETA L7
R A, HlaNTransition IABE
¥iDays}30, Transition Archivei%

B Days#%i Kk ¥ 30,
Tag w £ FE MG RN bR %, WA A,

LY Rule

TR Key, Value

Key FrFH HRWiTag | Tag Key
E;iiﬁ’ s RYisi: Tag

Value EZuT: iR VixiTag |Tag Value
Egﬁ’ s RYisi: Tag

Nl
© ANBZRRAPEH A R IAC L SRR

PUT /?Llifecycle HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Content-Length: 443
Date: Thu , 8 Jun 2017 13:08:38 GMT
Authorization: 0SS gnéqrrgxo2oawuk530tfjbyc:PYbzsdWAIWATMWS Luk** % *
<?xml version="1.0" encoding="UTF-8"7?>
<LifecycleConfiguration>
<Rule>
<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>1</Days>
</Expiration>
<AbortMultipartUpload>
<Days>1</Days>
</AbortMultipartUpload>
</Rule>
<Rule>
<ID>transit objects to IA after 30, to Archive 60, expire after
10 years</ID>
<Prefix>data/</Prefix>



<Status>Enabled</Status>
<Transition>
<Days>30</Days>
<StorageClass>IA</StorageClass>
</Transition>
<Transition>
<Days>60</Days>
<StorageClass>Archive</StorageClass>
</Transition>
<Expiration>
<Days>3600</Days>
</Expiration>
</Rule>
<Rule>
<ID>transit objects to Archive after 60 days</ID>
<Prefix>important/</Prefix>
<Status>Enabled</Status>
<Transition>
<Days>6</Days>
<StorageClass>Archive</StorageClass>
</Transition>
</Rule>
<Rule>
<ID>delete created before date</ID>
<Prefix>backup/</Prefix>
<Status>Enabled</Status>
<Expiration>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z</CreatedBeforeDate

</Expiration>
<AbortMultipartUpload>
<CreatedBeforeDate>2017-01-01T00:00:00.000Z</CreatedBeforeDate

</AbortMultipartUpload>

</Rule>

<Rule>
<ID>r1</ID>
<Prefix>rulel</Prefix>
<Tag><Key>xx</Key><Value>1</Value></Tag>
<Tag><Key>yy</Key><Value>2</Value></Tag>
<Status>Enabled</Status>
<Expiration>

<Days>30</Days>

</Expiration>

</Rule>

<Rule>
<ID>r2</ID>
<Prefix>rule2</Prefix>
<Tag><Key>xx</Key><Value>1</Value></Tag>
<Status>Enabled</Status>
<Transition>

<Days>60</Days>

<StorageClass>Archive</StorageClass>
</Transition>

</Rule>

</LifecycleConfiguration>

AN

HTTP/1.1 200 OK

x-oss-request-id: 534B371674A4D890% x*x*
Date: Thu , 8 Jun 2017 13:08:38 GMT
Content-Length: 0



Connection: keep-alive
Server: Aliyun0SS

SDK

BERE VRN R #4185 5 SDKAN T :
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AccessDenied 403 BRE VPR, RABucketiH & A HER
PutBucketLifecyclei& k.
InvalidArgument 400 - 0SS¥%#iStandard Bucket#'Standard

Objects#4fiNIA. Archivef# i,
Standard Bucketn] A%t —4>Object [}
BCEEHRIAMArchivefEEIAIN, 540k
Archivef# iR ]2 LLEERETA T fifi
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- Objectifiaid I ) 20 bL % it W TA B
Archivef#iERRIRIIN

6.6 GetBucketLifecycle
GetBucketLifecycleZNHTEB MM (Bucket) HAaREIWIAN (Lifecycle) . X
fiBucketfi 5 # A G AR & B Bucket 4 i J& IR,

ERIBE

GET /?1lifecycle HTTP/1.1
Host: BucketName.oss.aliyuncs.com
Date: GMT Date



Authorization: SdignatureValue

Tl
SRR

Get /?lifecycle HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
* %k k%

BRG] (C BB o YR

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906***%
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 255

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled</Status>
<Expiration>
<Days>1</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

BRG] ORBEEE a5 5T

HTTP/1.1 404

x—0ss-request-id: 534B371674E88A4D8906* x* %
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"?>
<Error>
<BucketName>oss-example</BucketName>
<Code>NoSuchLifecycle</Code>
<Message>No Row found in Lifecycle Table.</Message>
<RequestId>534B372974E88A4D8906**x*</RequestId>
<HostId> BucketName.oss.example.com</HostId>
</Error>
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- Python

- PHP

- Go
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- Node.js
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§HIRED

TR HTTP K& filiik

AccessDenied 403 Forbidden EARRESR Bucket AR d EAN, Hf
Bucketi il # A e & B Bucketit) i J 01
,

NoSuchBucketz§ 404 Not Found Bucket AN 1E 85 L L ai A A,

NoSuchLifecycle

6.7 DeleteBucketLifecycle

DeleteBucketLifecycled& N FMBRIGEREMEZMH (Bucket) RIZEdmEILIAM, £
HiDeleteBucketLifecyclefZ CIiBR#EE Bucket i 2 di EIPIRNG, ZBucketHhitisC
i (Object) A=BAFMER. A BucketHilH B A GEMERIZBucketiy 4 i Ja WAL,

BERIEE

DELETE /?1lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

ANt

RN

DELETE /?1lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/Cn

*kk*k

BRI

BEHA:




UURMER A fER Lifecycle, WHE R 2043R2509,

HTTP/1.1 204 No Content

x—0ss-request-id: 534B371674E88A4D8906* x* %

Date: Mon, 14 Apr 2014 01:17:35 GMT

Connection: keep-alive
Content-Length: 0
Server: Aliyun0SS

SDK

BEEE VAN B 2515 5 SDKAN R

- Java

- Python

- PHP

- Go
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- .NET

- Node.js

- Ruby

FRIRES

e HTTP K& fifiid

NoSuchBucket 404 H#rBucket R ELE,

AccessDenied 403 B MIBRZBucketE ai A MBI BR, Rf
Bucket#i5E 4 1l AMERBucketi 4 s J&l 19
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6.8 GetBucket (ListObjects)

GetBucketiZ N THIZ1#=¢ M (Bucket) HifiXfF (Object) KGR

LR
Objectrh HE XL R, TEGetBucketifRINAZIEM,
RiEE

GET / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date




Authorization: SdignatureValue
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MIME: T
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HIME: 100
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IR Prefix B A SR 44, 5] DAFI2E DAt Prefix
FESLHSCPE, B SCPEE RIS SRSk,
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R SR BRSO, SR IR TSR AR
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, fun/movie/001.avi, fun/movie/007.avi, #;i%
EPrefix’hy fun/, WIREI=4Object; WHHIMEE
Delimitery /, WH&M fun/test.jpgfifun/movie/ .

BiHA:

- SRIREBHUNT1024575,
- i Prefix&il, BIIKey P& @& Prefix,

AIME: T

Encoding

-type

TArHR

o

RFIR 0] () R 25 3 T 9m B FF 45 2 Sn D IR Y,
BRIME: I
fi%fE: url

BB
Delimiter, Marker, Prefix, NextMarkerl,
KeKeyfEiHHUTF-874F,
HDelimiter, Marker, Prefix, NextMarker},
KeKey 5 XML 1.0bR A ZF Gl =AY, &
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Contents

CRAF RN IR MlObjectyifs B2 85,

£

RYisi: ListBucketResult

CommonPref
ixes

TAEH

WERERPIEE T DelimiterS L,  WISAER ] )i
1% CommonPrefixesyt®R, LR FRIHLADelimiters)
E, 3EKFAmZMObjectBRINES.

RAiki: ListBucketResult

Delimiter

EZ s

XObject#FHEAT TN THT. i A B S eI aiS]
HA—R I Delimiter7F Z MAObjectfF h—4l iz

CommonPrefixes,

Y ListBucketResult

EncodingType

T

TR T IR ISR E R, RIS RIS Boh s
£ ¥ Encoding-type, HREAERIGIRHPHDelimiter,
Marker, Prefix. NextMarkerflKeyiX2 o1 14mhs.

Y ListBucketResult

DisplayName

TrEH

Object JH HIAT

)

RYirs: ListBucketResult.Contents.Owner

ETag

T

ETag (entity tag) fE4~Object/ERIMIIE, H¥himnR—
AObjectfIN%

RAiki: ListBucketResult.Contents

XFPutObjectif=k Al Object, ETagffi2HM%M
MDS5{i; W F HAt 75 XA Object, ETagfii/2 N
UUID, ETagféin] HFRAEODbject N2 K AEZIL,
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PRl
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ID

TAEH

Bucket#i 5 &I FID,

Vo E"

i ri: ListBucketResult.Contents.Owner

IsTruncated

BT

R IR PR 45 SRE  ET
BE: true. false

- trueFoR AR B IR ] EFREE R
- falseFRARIRELIR M Y 234501,

RAiki: ListBucketResult

Key

EZ i

ObjectiKey,

RYifi: ListBucketResult.Contents

LastModified

i)

Objectiz/a BB IR ],

R ListBucketResult.Contents

ListBucket
Result

P17 GetBucketifi R&5 A 850

F¥isi: Name, Prefix, Marker. MaxKeys,

Delimiter. IsTruncated. Nextmarker. Contents

N

RYii: None

Marker

T

FIIX X GetBucket (ListObjects) M2,

R ListBucketResult

MaxKeys

EZiE

WAIE 35 SR PR I S5 SR A B R BCH

RYiki: ListBucketResult

Name

TAFH

Bucket# %,

RV ListBucketResult

Owner

fR17Bucket#ll# 15 RIS
T ¥ixi: DisplayName, ID

RYisi: ListBucketResult




€ PRl ik

Prefix TR ARG I U 2

RAiki: ListBucketResult

Size ERALE Objectiy554L,

£

RYifi: ListBucketResult.Contents

StorageClass | FFFH: Objecti{IfEREZ,

Y ListBucketResult.Contents

LN
R

GET / HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnégrrgxo2oawuk53otfjbyc:BC+o0QIXVR2/ZghT7cGalykbo
*kk*k

BRI

HTTP/1.1 200 OK
x—0ss-request-id: 534B371674E88A4D8906* x**
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1866
Connection: keep-alive
Server: Aliyun0SS
<?xml version="1.0" encoding="UTF-8"7?>
<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Name>oss-example</Name>
<Prefix></Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter></Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastMod1ified>
<ETag>&quot ; 5B3C1A2E053D763E1BO02CC607C5AOFE&**x*x ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012**x*x</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>




<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastMod1ified>
<ETag>&quot;5B3C1A2E053D763E1BOO2CC6O7TC5A0FE&*x*x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012**xx</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5B3C1A2EO53D763E1BOO2CC6OTC5A0FE&**x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012***x*x</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>oss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z</LastMod1ified>
<ETag>&quot;5B3C1A2E053D763E1BOO2CC6OTC5A0FE&*x*x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012**xx</ID>
<DisplayName>user-example</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

- WPrefix=#
iRl

GET /?prefix=fun HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykbo
*k k%

R

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906***%
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Name>oss-example</Name>
<Prefix>fun</Prefix>

<Marker></Marker>

<MaxKeys>100</MaxKeys>



<Delimiter></Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1BOO2CC6O7TC5A0FE&*x*x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012***xx</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>&quot;5B3C1A2EO53D763E1BOO2CC6OTC5A0FE&**x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012*%*xx</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastMod1ified>
<ETag>&quot;5B3C1A2E053D763E1BOO2CC6O7TC5A0FE&*x*x* ;< /ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>0022012**x*xx</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

- HPrefixfliDelimiterZ${
iRl

GET /?prefix=fun/&delimiter=/ HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: 0SS gn6qrrgxo2oawuk530tfjbyc:DNrnx7xHk3sgysx7I8U9IOIY
*k k%

IR R

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906***%

Date: Fri, 24 Feb 2012 08:43:27 GMT

Content-Type: application/xml

Content-Length: 712

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"7?>

<ListBucketResult xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Name>oss-example</Name>



<Prefix>fun/</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>

<Contents>

<Key>fun/test.jpg</Key>

<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot ; 5B3C1A2E053D763E1BO02CC607C5AOFE&**x** ;< /ETag>

<Type>Normal</Type>
<Size>344606</Size>

<StorageClass>Standard</StorageClass>

<Owner>

<ID>0022012*x*x*x</ID>

<DisplayName>user_example</DisplayName>
</Owner>

</Contents>

<CommonPrefixes>
<Prefix>fun/movie/</Prefix>
</CommonPrefixes>

SDK

</ListBucketResult>
IEAE 1RO LAY 2476 & SDKAN R
- Java
- Python
- PHP
- Go
- C
- .NET
- Node.js
- Browser.js
- Ruby
5
AR HTTP &0 filiik
NoSuchBucket 404 HbrBucket R FE1E,
AccessDenied 403 ¥ villiZBucketMHFR,
InvalidArgument 400 - Max-keys/VF0s# K F1000,
- Prefix, Marker, DelimiterZEKEAR
TFEZER,




6.9 PutBucketLogging
PutBucketLoggingtZdH Fu1Elifizm (Bucket) IRVl H&E®YGE, Vil H&EE Y
REFFRE)G, OSS¥ HahidFtViMBucketifRIVIFAMER, I UM AR i ) H & —A
ff (Object) B AfGERBucket,

BeHA:

- JEBucketPMBRING, XL H SR BLAS RS,

- OSSBUNN M sf A ik BucketVi MIILOG X AF, (HFFAZRIZXA /NN I 7 KRR L R AEIX A
INRILOGSCAEW, A RREHIIAE E— A 8#E F—ALOGXFH, Vil H& il S REACRUE
A& ViE R,

- OSSEp—/ABucketViMILOGX M, FAF—RPUTHAE, FFidsH AR, HAZIK
AR R, LOGARG, %En] PAEIE @R ObjecCRIR/FIXLELOG LT,

- OSSEZMHFALL “x-” JFkMquery-stringZ%, HiXAquery-stringid eV
FLOGHY, WRIRE MRV HED, boR—DRERTR, W RAEURLHPHEM—A
“x-” JFkMquery-stringZ 5L, Hildn:

http://oss-example.regionid.example.com/aliyun-logo.png
http://oss-example.regionid.example.com/aliyun-logo.png?x-user=admin

OSS/bPE FiipiANiE R, &5 %R, [HREVIMLOGH, R PUBIHMER “x-
user=admin” E&HiHi%igR,

BERIEE

PUT /?logging HTTP/1.1
Date: GMT Date
Content-Length: ContentLength
Content-Type: application/xml
Authorization: SdignatureValue
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
<?xml version="1.0" encoding="UTF-8"7?>
<BucketLoggingStatus>
<LoggingEnabled>
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

ARTER

BiHA:
Vil HE I RGBTV, S,



€

filiid

BucketLogg
ingStatus

&

Vil HEWRSE B
TIi#: LoggingEnabled
RyE: &k

LoggingEna
bled

o

Vit LB B RA S, BRI RNTE, X
AR 2

T i#: TargetBucket, TargetPrefix

Ryt#: BucketLoggingStatus

TargetBuck
et

TATH

1EIF Vil H
AR a0 3%

fEEA# Y H S Bucket,

BiHA:

- HhiBucketflJiBucket:55)@ T [F]—Hb
ﬁo

- JEBucketfl HtxBucketn] ELR R —4
Bucket, Wn]DIR2AFBucket; M
thn] L% 2 A EBucketit) H S HR R 1ETE
Fl—4~HbsBucket CaBEEAMIT)
TargetPrefix) .

FreF: Kk

Rt#: BucketlLoggingStatus.LoggingEna
bled

TargetPref

ix

AT HR

oA

TR BB WPRAF I i ) S SCAFRiTSR. I BOh
?EO

Fre#F: Kk

Ryt#: BucketLoggingStatus.LoggingEna
bled




FiEisin B EIERMObjectss 2 AN
[EQLEW

<TargetPrefix><SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

(EZE 5 TR

28 1130

TargetPrefix fa& ObjectRi&H,

YYYY-mm-DD-HH- |i%Objecti @RI E, 50 AE. H. H. /NN 8RFs, Bl
MM-SS 2012-09-10-04-00-00,

UniqueString OSSH¥iln] HEARWUUID, T ME—kRRiZ k.

Object#Finfl :

MyLog-oss-example-2012-09-10-04-00-00-0000

EidRf, MyLog-FnH P HEERObjectiiigi; oss-example FoniiiBucketi#4FR; 2012
-09-10-04-00-00F/RZ%0bjectB AN AN IIL R ; 0000 F/ROSSRGAE I FAFH.

LOGX 183X
BeW:
- OSSHILOGHWIMEM — A, #nIREBE “-7 , TR ARRIEEEEON T4 [ iE Rix 7 BOIC
Ao
- HHETR, OSSHLOGHIRER STERIREIN —227 B, THEIF K LOGAEBL T RIN-5 B3 A 1
fi) 8.,
FR il ik
Remote IP 0.0.0.0 R EEMIPHAE (ProxyfCPEEH P
B K] BE S D% BY)
Reserved - R B
Reserved - RE B
Time [02/May/2012:00:00:04 +0800] | OSSULEIE R AT
Request-URL |GET /aliyun-logo.png HTTP/1.1 | HFiERMURL (fiffiquery-string)
HTTP Status | 200 OSSIZMIRTHTTPIRZER
SentBytes 5576 P MOSS RE I B




€

ZN /]

ik

RequestTime (
ms)

71

FERRA TR I (Z2F))

Referer http: //www.aliyun.com/ iERIHTTP Referer
product/oss
User-Agent curl/7.15.5 HTTPHJUser-Agent header
HostName oss-example.regionid.example. |i&Riiflig%4
com
Request ID 505B0****5037C2AF032593A HFME—bRniziE RIUUID
LoggingFlag |true EBIFE 1 Vil HEYRE
Requester 165713****983691 HREWPRAID; ERAVIRN “-7
Aliyun ID
Operation GetObject TR
Bucket oss-example iR ViM Y Bucketf Fi
Key /aliyun-logo.png MR Key
ObjectSize 5576 ObjectR/h
Server Cost 17 OSSR 55 &AL BEA R SR ALY I
Time (ms) M (=)
Error Code NoSuchBucket OSSI& Il FE 04
Request 302 PR (Byte)
Length
UserID 1657136****83691 Bucket#lli #1D
Delta DataSize | 280 Bucket /ML HHZEILN
Sync Request |- RERCDNEREER; #HARN “-7
Reserved - (PIHES 2

JF ki Bucket i) H& H i 5Ron Bl

PUT /?logging HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 186

Date:

Fri, 04 May 2012 03:21:12 GMT

Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf33J

XrTZHiA=

<?xml version="1.0" encoding="UTF-8"7?>
<BucketlLoggingStatus>




<LoggingEnabled>
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MylLog—-</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

IR R

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88**x*8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

X IBucketifil H&RE R =Bl

BeHA:
2% H— A Bucketi i HA Lk RER, HELE 42 BucketLoggingStatushin], H
75150 BAS#% BL Rl

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: 0SS qgnéqrrgxo2oawuk53otfjbyc:KU5h8YMUC78M30dXqf33J
XrTZHiA=

<?xml version="1.0" encoding="UTF-8"7?>

<BucketLoggingStatus>

</BucketLoggingStatus>

RN

HTTP/1.1 200 OK

x-oss-request-id: 534B371674**x*A4D8906008B
Date: Fri, 04 May 2012 04:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: Aliyun0SS

SDK
BEFZ TIRON R 5 1 5 SDKANR «

- Java

- Python

- PHP

- Go

- C
.NET



- Node.js

- Ruby
FEIRAD
AR HTTP R34 30
NoSuchBucket 404 JiBucket " METE, JHBucketfll HbnBucket
S8 TR —H P
InvalidTar 400 PBucketfil HisBucket )& T [l — M
getBucketF v
orLogging
InvalidDigest 400 k%7 Content-MD5iE k)G, OSSN
B Content-MDSIHF A& —3(1E, WRA—
BB P A
MalformedXML 400 HRPXMLAAE,
InvalidTar 403 iR EEEE AR HFS Bucket (TargetBucket
getBucketF ) WG,
orLogging
AccessDenied 403 HREEE AR Bucket (BucketName
) MHEH,
6.10 GetBucketLogging

GetBucketlLoggingtZ A FAFF#EM (Bucket) Wil HERE, RfBucket#if#
A & B Bucket¥ i HERLE
BERIEZE
GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date



Authorization:

MRz TTER

5

SignatureValue

g

ik

BucketlLogg
ingStatus

Vil HERBE B
TIi#: LoggingEnabled
RLH:
= BiM:
W FBucket R BEE HAEMM, 0SS

SRR —ANXML S, [HE
ffBucketLoggingStatusyt &M%,

LoggingEnabled

Vil HEEBRA S, HoTREIHERIgm, X%
IR,

TIi#: TargetBucket, TargetPrefix

Ryt#: BucketLoggingStatus

TargetBucket

T

REAAIYi H &R Bucket,
TIeE: &k

Ryt#: BucketLoggingStatus.LoggingEna
bled

TargetPrefix

N

TR BB WPRAT I V5 ) FE SRS
FrE: &

Ryi#: BucketlLoggingStatus.LoggingEna
bled

SRR

Get /?logging HTTP/1.1
Host: oss—example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT




Authorization: 0SS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3
* k%%

BRG] (EBE H S

HTTP/1.1 200

x—0ss-request-id: 534B371674E88A4D8906* x* %
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

BIRE] CREEE HAERM)

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906****
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 110

Server: Aliyun0SS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns="http://doc.oss-cn-hangzhou.aliyuncs.com”>
</BucketLoggingStatus>

SDK
BEHZ TTAON REFR) 5 1 55 SDKAN 1 :

- Java

- Python
- PHP

- Go

- C

- .NET

- Node.js
- Ruby

IR

BEY HTTP IRZ0Y iR

NoSuchBucket 404 H#rBucket R E1E,




A HTTP K& ik

AccessDenied 403 et BB Bucketiil BB EPBR, R
Bucketi#i#5 H A EA B Bucket i) H &l
A,

6.11 DeleteBucketLogging

DeleteBucketLogging Ml FRMEMEEM (Bucket) il HEICHIGE, R Bucket#iif
HEAFH PR HBucketii i H &l SRk,

BERIEE

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

ANt
TR
DELETE /?logging HTTP/1.1
Host: oss—example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT
Authorization: 0SS gnéqrrgxo2oawuk53o0tfjbyc:6ZVHOehYzxoClyxRydPQs/Cn

*kk*k

B[R

Bim:
YR HbrBucketB A I G Vil) HaIL R INRE, WHR[H204K7505,

HTTP/1.1 204 No Content

x—o0ss-request-id: 534B371674E88A4D8906* x* %
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

SDK
BERE VRN RE A 2415 5 SDKAN T :
- Java
- Python
- PHP
- Go




- C

- NET

- Node.js

- Ruby

FHiRED

RN HTTP RS iR

NoSuchBucket 404 HtBucket A #1E,

AccessDenied 403 B XA Bucketiiml H &I RITHERRIR, H
i BucketlHiH # A4 vl P Bucket il Hid
id ke,

6.12 PutBucketWebsite
PutBucketWebsitefZ T —bucketibt B akSMUSFEEBI, DL E BN,

website
websited# 1 B M YRE:

- BEEBOA T MERIN404 51,
- BtERoutingRule, RoutingRuleIk$55E 3xx kN LLR BZ BIIEAEN

BEHA:
BRMEZRAL A, SA,

website 7 BeFEH) :

<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
<RoutingRules>
<RoutingRule>
<RuleNumber>1</RuleNumber>
<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
</Condition>
<Redirect>
<RedirectType>Mirror</RedirectType>
<PassQueryString>true</PassQueryString>
<MirrorURL>http://www.test.com/</MirrorURL>
<MirrorPassQueryString>true</MirrorPassQueryString>
<MirrorFollowRedirect>true</MirrorFollowRedirect>



<MirrorCheckMd5>false</MirrorCheckMd5>
<MirrorHeaders>
<PassAll>true</PassAll>
<Pass>myheader-keyl</Pass>
<Pass>myheader-key2</Pass>
<Remove>myheader-key3</Remove>
<Remove>myheader-key4</Remove>
<Set>
<Key>myheader-key5</Key>
<Value>myheader-value5</Value>
</Set>
</MirrorHeaders>
</Redirect>
</RoutingRule>
<RoutingRule>
<RuleNumber>2</RuleNumber>
<Condition>
<KeyPrefixEquals>abc/</KeyPrefixEquals>
<HttpErrorCodeReturnedEquals>404</HttpErrorCodeReturnedEquals>
<IncludeHeader>
<Key>host</Key>
<Equals>test.oss-cn-beijing-internal.aliyuncs.com</Equals>
</IncludeHeader>
</Condition>
<Redirect>
<RedirectType>AliCDN</RedirectType>
<Protocol>http</Protocol>
<HostName>www. test.com</HostName>
<PassQueryString>false</PassQueryString>
<ReplaceKeyWith>prefix/s{key}.suffix</ReplaceKeyWith>
<HttpRedirectCode>301</HttpRedirectCode>
</Redirect>
</RoutingRule>
</RoutingRules>
</WebsiteConfiguration>

ERIEE

PUT /?website HTTP/1.1

Date: GMT Date

Content-Length: ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SdignatureValue

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>
<Key>errorDocument.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

i&XKTE (Request Elements)
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WebsiteCon pagis H s
figuration
RYis: I
IndexDocument |Z&8% SRUA B[S AT,
IndexDocument
RYisi: WebsiteConfiguration . ErrorDocum
ent, RoutingRul
es= A EREE
E o
Suffix I BN T ﬁ%ﬁ:, AN
IndexDocument
WIRBEE, WHMPLERME () g5 N | IEENBITEE.,
objecti#E IR EERIA 3251,
RYiki: IndexDocument
ErrorDocument | &8y 404 T i 7 28 A %A,
IndexDocument
R WebsiteConfiguration . ErrorDocum
ent. RoutingRul
es= WG
E o
ErrorDocument
aiRfEe, Wi object MEENNER | F5E N BATRE.
[l 404 vi i ,
RYifi: ErrorDocument
RoutingRules pogh RoutingRuleft2¢53 AR,
IndexDocument
RYini: WebsiteConfiguration . ErrorDocum
ent, RoutingRul
es= N Ema/ MG
E
RoutingRule e N

P BREE R oE SR IR, B t6
£S5 RoutingRule,

Ve ==~

RYisi: RoutingRules




RuleNumber IS8 | pugungnfiRoutingRuleiypisy, pugny | FIAFF, ST
SR T, e | ungRulefiE
=ity = 5 iy, an H‘J‘ﬁﬁﬁ*ﬁﬁo
FRY), WIHETIERIN, SN A i
.

RYisi: RoutingRule
Condition ot DCE i 2% 1 ﬁ%ﬁ:, RN
RoutingRulef§x
WAL, WIHETIERIN, B | 2SS,
R TFREATARRRES, WEENiH
SR A BV,
RYisi: RoutingRule

KeyPrefixEquals | HHE | pygipemustnisimiobjectt fepcruten | ™
Ij\"JO
RS : Condition

HttpErrore igl”"f Vililfgobjecth & istatus A fEPC | &

odeReturne = BRI, % B B 5 5

dEquals
M, B BHRAIN404,

RYi: Condition

Includetieader | #& | nfiiiibins 1 ifitheader, HADHH | ©
SEIN, A BEDCRCHERIN, 7 Sen] DL
LEE5A
Yk Condition

key TR | gk @A 7 dtheader, Rfy | AR, SN

. . " IncludeHeader}g
Equals*nﬁiﬁﬂi A REPLHCHE RN, EIN SR,
Rk IncludeHeader
Equals FIFH EER i T

HAERPAE T KeythiEMheader, H
{E R R MMER, A GEPTACH AN

RYisi: IncludeHeader

IncludeHeader?s
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Redirect

T PLEC RN SR T I B

RYiri: RoutingRule

HAME, KN
RoutingRulef§i
I HFRE o

RedirectType

T

TEEBRERIAR, B0 PR LI,

- Mirror (B{%MmIH)

- External (AMikpkf:, HIOSSZIRM]
—A3xxifR, FHEHEE] S
ik, )

- Internal (PFEBEF:E, BIOSSZxtR¥E
BRI Vi M object 1%k 5 Ah
—/~object2, H4TH P VikII2
object2, )

- AliICDN (FI¥ = CDNpk#%, FEH
FMHEZMCDN, HExternal AR
2, OSSZHAMAM—/Aheader, B
HZCDNiRBIgtheader a2 F-shpk
HEfe ik, R BZHPIRREIN
Bg, A RR 3Ixx Bk RIR M4 %
Fs )

Y Redirect

H#MF, RN
RedirectfgE iy 4
e

PassQueryString

bool%!

PUTBREL B R IR, REEHIR
EHRIFE RS, BfdtruestFfalse,

P EROSSINHEH Vi RSE” 2a=b&c
=d” , IFHHWEE Mtrue, I2UIRM
M2 3028k5:, WITEBkE: LocationkH
KUSMILTE RS, W” Location:www
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IR, e AR Il 5 R vt 23 153 it
RS

BiME: false

RYii: Redirect
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MirrorURL

T

HtifERedirectType AMirrorif {5 &
X, FoRBG BRI HbAE,
ablhttp: /K& https:// Ik, S5
IERER () 45R, OSSRTEML71FH
ERE B _Eobjecti kIR url,
FEaIFEE ahttp: / /www. test. com
/, Vilfobejct/2” myobject” , W
EYERurlhttp: //www. test. com
/myobject, WIRIEEMhttp://
www.test.com/dirl/, ARz M
MurlAhttp: //www.test.com/dirl/

myobject,

RYir: Redirect

M, g
RedirectTypeh
Mirror | 455 E

MirrorPass

QueryString

bool!

5PassQueryStringfEHItHE, ik
#ittPassQueryString, HRATE
RedirectTypelMirrorff 434,

BRiME: false

Yk : Redirect

ot

MirrorFoll

owRedirect

bool!

AERBHR PRI R R 3xx, RAHE
Pk B E M LocationZREUEHE,

Pz eC G IR SR, QSR B
7302, JHiEE T Location, Nt
YWiktrue, WossZ4kskilRLocation
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JHifalse, HBAO0SSHEEZ:IRINIZ02, FiHF
LocationiZféth X, HfifiRedirectTy
peMirrorfit 4R,

BRIME : true

RYifi: Redirect
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MirrorCheckMd5

bool%

RAERA R PFEbodymdS5,

A ki true HIENIR M response
H 4 Content-Md53kHY, OSSK:EHIHL
FEEmd52 & S5 ltheaderPLiie, 1
BAPLEL, MAR{F Eoss L. HATE
RedirectType lMirrori 234,
ERIMHA: false

RYir: Redirect

o

MirrorHeaders

M T-faE Bg R g header, R
ftRedirectType sMirrori 2L,

LY Redirect

o

PassAll

bool%!

RmEEE R P header (BRT 1
W)L header A M PLoss-/x-0ss-/x
-drs-JFkiheader) #JJEN;, HATE
RedirectType yMirrorit 3L,

BRiME: false

e

RYisi: MirrorHeaders
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Pass
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1, HAheaderKER%10244
W, FRFEN0-9. A-Z. a-zPARHBEHL,
HfifERedirectType sMirrorif 434,
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Rk MirrorHeaders
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RedirectTypesMirror i 34,
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Set O m - iheaderfEBIgs, AR |8
AHAIX e M header, [PIJRIHERZIE
HiXtheader, AW DEE, RS
1041, HfifERedirectTypesMirrorif
3
RYiski: MirrorHeaders
Key T ¥Hheaderfkey, H£1024051, & LRI E
) SetfiE N LARTEE
11 5PassHll], HffERedirectType
JIMirrori 2434,
Y Set
value T BBheaderftivalue, 5%£10244 HIRME, S50
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T, AR \r\n” . HA1E -
RedirectType sMirrorit 3,
R Set
Protocol TR peentnapyiy, AR htpst FRtE
e RedirectType
%httpso ttﬁﬂlﬁl'ﬂﬁ‘]?#jﬂtest, BBk JyExternalsi#
#3www. test.com, fiHProtocol¥ |AliCDNNET{E
Bhhttps, #E2Locationskh Ao
https://www.test.com/test,
HtfERedirectTypeyExternalsk
#HALICDNRFA3Y,
RYiri: Redirect
HostName iy BREEI 4. B ﬁ%’%ﬁ:, |
~ . ’ L RedirectType
njﬁ%ﬂ‘(ﬂo ttﬁnlﬁlﬁj ngXternalEE%
fflobject’itest, Protocol’https, Hostnhael§ifE s
& hwww . test.com, Fi4Locationsk |Eo

Mhttps://www.test.com/test,
Hf51ERedirectTypeExternals
FHALICDNIA:3YL,

RYir: Redirect




HttpRedire

HTTPIX

BRECIIR MRS, HEM301. 30288

A, 4

tCod 0 RedirectType
ct-ode 307, HfifERedirectTypejExternal ?yExterrzlﬁ)E%
5k#% AliCDNI 43, AliICDNHF#HE 45
R Redirect -
ReplaceKey T Redirecti¥iobject namel¥ij%i f?{;ﬁg %Ii‘y
PrefixWith . U . edirectType
R HBIX ME.  QRRTSZ NWHIX JyInternal.
AR A fEobject namdell i Externalst#
fii, ReplaceKeyWithfilReplaceKey |AlICDNI#ZG
PrefixWithiX WA i REIE s |
Leadse v KeyPrefixEqualshabe/,
%€ | ReplaceKeyPrefixWith lidef/, i
24 i object abce/test.txtil
Z.LocationkW http: / /www.
test.com/def/test.txt, H
fiftRedirectTypeJExternal=k
#H ALICDNIN AR,
YR Redirect
ReplaceKeywith | 5fFHi Redirectffi{Ezobject name§% it i ,#’ =
. ot bt e RedirectType
JRIXAME, PIRARPR R (HiSCH JyInternal.
KRR Skey}, REBZIHRDIT Externalsk#
object name) . ReplaceKeyWithfil |AliCDNINE
Eo

ReplaceKeyPrefixWithiXpi4~ 15 s g
B g

Leanit B ReplaceKeyWith Jyprefix/
${key}.suffix, VillifJobjecthtest, B
2 Location3kW http: //www.
test.com/prefix/test.suffix

. HfifERedirectTypelExternalsg
# AliCDNIAERL,

RYir: Redirect




i REba

Nl

- iR PSRRI R A RSN AR, RS PRI, fldnJavaScript;
OSSA S FHI e BT B 55 davin i BRI N Y, BIaPHP, JSP, APS.NET%:,

- WSRPRERAE T B IR Vi T bucket RSN, 7] DUEIRACNAMEXR S, HK
BUEL 551 2 WHE B € U844,

- HP¥—Abucket s BRRFAMGFEE BN, SadEE RS vam, H5i5 o m R el g,

- AP —/Abucketi B RS MISICE BN, fEEmRE AR mE2 %bucket i —
A object,

- fE¥— A bucketB B RFSMUHEERIG, MERSMESHISANERA VIR, OSSIFIRM RS
UL ; XERSMSHURA R Vi, OSSIFIEM Get Bucket&i R,

- WRHP L% 7 Content-MD5i3K %k, OSS=itHbodylfiContent-MD5IFka & —2tE, it
A8, ¥igMInvalidDigestHiiRAg,

RSN E

PUT /?website HTTP/1.1

Host: oss—-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: 0SS gnéeqrrgx*xxxxxk530tfjbyc:KUS5h8YM*x*xxxx0dXqf3IxrT
ZHiA=

<?xml version="1.0" encoding="UTF-8"7?>
<WebsiteConfiguration>

<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>
</WebsiteConfiguration>

IR R :

HTTP/1.1 200 OK

x-oss-request-