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<?xml version="1.0" ?>
<Error xmlns="”http://doc.oss-cn-hangzhou.aliyuncs.com”>
<Code>
AccessDeniied
</Code>
<Message>
Query-string authentication requires the Signature, Expires
and OSSAccessKeyId parameters
</Message>
<RequestId>
1D842BC5425544BB
</RequestId>
<HostId>
oss—-cn-hangzhou.aliyuncs.com
</HostId>
</Error>
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https://tools.ietf.org/html/rfc2616#section-3.6.1
https://workorder.console.aliyun.com/#/ticket/createIndex
https://workorder.console.aliyun.com/#/ticket/createIndex

- BRI IE S CORSHY IR M HERR
- PikiERefererfit B A5 1R HERR
- STSH; W) 8 Rz HE#

SDK/Tool# Wiz Mt

- Java SDK: & UWln)i&i

- Python SDK: # Wil
- CSDK: ¥ Ui

- Node.js SDK: % W8
- ossfs

- ossftp

- ossutil

HTTPIX | 5509 filiik RS54 TE S
MetaOperat e BRI B E I OSSEHX BL FEFERAPLEF T QPSP :
1onQpsLimi QPSHIfiL - ServicefJ#fE: GetService (
tExceeded ListBuckets)
- BucketJ#fE, @WPutBucket.
GetBucketLifecycle
- IR ERRE, WIPutBucketC
ORS. GetBucketCORS%
- LiveChannel##fE, @PutLiveCha
nnel, DeleteLiveChannel3
@ BME, NHRMS03, HIEEER LR
JaE T HEIA,
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HZOSSHITANER, WES%0SSHAHD,
BREIRRHE
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https://error-center.aliyun.com/status/product/Oss
https://help.aliyun.com/document_detail/101135.html

AL IFHIIRIE
MBI LLOSSASZFFHRIER Vi JEAN TR, i8IM1405 Method Not Allowed#5i%,
B Rl -

ABC /1.txt HTTP/1.1

Host: bucketname.oss-cn-shanghai.aliyuncs.com
Date: Thu, 11 Aug 2016 03:53:40 GMT
Authorization: signatureValue

B

HTTP/1.1 405 Method Not Allowed

Server: Aliyun0SS

Date: Thu, 11 Aug 2016 03:53:44 GMT

Content-Type: application/xml

Content-Length: 338

Connection: keep-alive

x-oss-request-id: 57ABF6C8BC4D25D86CBA5SADE

Allow: GET DELETE HEAD PUT POST OPTIONS

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>MethodNotAllowed</Code>
<Message>The specified method is not allowed against this resource

.</Message>
<RequestId>57ABF6C8BC4D25D86CBA5SADE< /RequestId>
<HostId>bucketname.oss-cn-shanghai.aliyuncs.com</HostId>
<Method>abc</Method>
<ResourceType>Bucket</ResourceType>

</Error>

Bil:
AR ViR /bucket/, WIResourceTypefgbucket, iM% R/ bucket/

object, WIResourceTypesEobject.
SEFRVIRERARIN T A2 NS

WIRAEOSSEILMIRIED, BN Y OSSAZHFISEL (HIMNTEPUTHIIE, HMIAIf-Modified-
SinceZ#) , 0SSZ:iRM400 Bad Requestiiix,

ARG -

PUT /abc.zip HTTP/1.1

Host: bucketname.oss-cn-shanghai.aliyuncs.com
Accept: */*

Date: Thu, 11 Aug 2016 01:44:50 GMT
If-Modified-Since: Thu, 11 Aug 2016 01:43:51 GMT
Content-Length: 363

B[R :

HTTP/1.1 400 Bad Request
Server: AliyunOSS
Date: Thu, 11 Aug 2016 01:44:54 GMT



Content-Type: application/xml

Content-Length: 322

Connection: keep-alive

x-oss-request-id: 57ABD896CCB80C366955187E

x-oss—server—-time: 0

<?xml version="1.0" encoding="UTF-8"7?>

<Error>
<Code>NotImplemented</Code>
<Message>A header you provided implies functionality that is not

implemented.</Message>
<RequestId>57ABD896CCB80C366955187E</RequestId>
<HostId>bucketname.oss-cn-shanghai.aliyuncs.com</HostId>
<Header>If-Modified-Since</Header>

</Error>
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ASCAT AU AL BEAEfE BT OSS SDKI v 8 H BHIF) ) 55 3 I [

EEERES

0SS SDKAE A FH A5 rb R e LR £y ) R i £ FH SDK IR M A rp i B, HLAE & i iR
ConnectionTimeOutiNH§iR, HEBSEZH F 8 AR,

i) EHEE
T IZMEICIEE B, BFI2E LR al ERI AR  TIZ —HEE, DARIROSS SDKH 4B )8,
1. PZERsE
IR 1R -
FHLPC --- IBERML - OSS Server

WP RAERI MRS n REAL AR IS E RMEHAGNT,  FISE R PIZE RN LR, nl BARIH
CDNHAGMEN 5L, 8D THL PCIMSHNIZE RIS IR, BOARERAIT

FHLPC -- CONSRIE VI AL -- I E RIMLE -- 0SS Server

BAARIEARTTES W OSSUM I 5 CDN IR 55

WURMEEA e 2R, Uf ConnectionTimeOutMEIRBE R, IHAE MZHCE 735
2. MZACE

DU BB R RS R

"ConnectionTimeoutError&errormsg=Failed to upload some parts with
error: ConnectionTimeoutError: Connect timeout for 60000ms, PUT
https://**x*.0ss-cn—-hangzhou.aliyuncs.com/x**/*x*/*xx .mp4?partNumber=


https://help.aliyun.com/knowledge_detail/59935.html

2&uploadId=x** -2 (connected: false, keepalive socket: false)headers
: {} part_num: 2

MVETERAE Bl DU RS -

- I 60T AT L SING 55 A IR Il 5 B i Wi TP
- SrHICDN#EME HAE, @R RN R Fie e LeRy), st eamior.
© UCR EFRRSCPFRER, TESSMIEEIRBET, &)/ PO KIS RIBIBI AZIOSSAIR 55 as i

.o
LAV Eabidie, BUER UL TSR :

- AR il B, AR MAVER 1IMB,
© USMEFEHUR, PRUESRE—A 70 B RIG e n] DAERE: A%,
© BRI ),

/13s sdk gy Fy Wi BB

let retryCount = 0;
let retryCountMax = 3;

ééast uploadFile = function uploadFile(client) {
if (luploadFileClient || Object.keys(uploadFileClient).length ===
0) {
uploadFileClient = client;
}

console.log( ${file.name} => ${key} );
const options = {
progress,
partSize: 1000 * 1024, //i%® 5 KR/
timeout: 120000, //i% iGN H
13
if (currentCheckpoint) {
options.checkpoint = currentCheckpoint;

return uploadFileClient.multipartUpload(key, file, options).then((
res) => {
console.log('upload success: %j', res);
currentCheckpoint = null;
uploadFileClient = null;
}).catch((err) => {
if (uploadFileClient && uploadFileClient.isCancel()) {
console.log('stop-upload!');
} else {
console.error(err);
//retry
if (retryCount < retryCountMax){
retryCount++;
console.error ("retryCount : " + retryCount);
uploadFile('');

1)
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- SRA AR EAE, A RO EEEIMB, tAZUNF100KB,
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Bil:
OSSHRSS g8 AHSZ/IF 100KBR/MA 53 s
© IR, PR AN BARRUGIE ] ALRSE FA%,
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= B
Android/iOS SDKHELEINTIE, AT TN E
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https://help.aliyun.com/knowledge_detail/59935.html

3 Post Objects&iz R HiE

AL/ 8iPost Object iy H WET IR KR )14,
Post Objectf&i7v
Post Objectfli [l # i L& cFRI0SS, Post Objectf¥ii R sl 2 f & g Xmultipart/

form-data%ifd, FEAIBIIAIESEREC 2388, PutObjecthSEGEII HT TP K k4%, Post
ObjectZBNIE i BRI 2 L 1.,

Post ObjectifEVEGTHE L (Header) FIHEMA (Body) . HeaderfilBody.z[l, Hi\r\n--{
boundary}/r#l. BodyHi—RFIMIZR AR, FydkganT:

Content-Disposition: form-data; name="{keyl}"\r\n\r\n{value}\r\n-—{

boundary}

# Wi HeaderfiHost. User-Agent. Content-Length., Content-Type. Content-

MD55, FMik7Bifikey. OSSAccessKeyld. Signature, Content-Disposition. object
meta(x-oss-meta-*), x-oss-security-token, H'EHTTP Header(Cache-Control/Content-
Type/Cache-Control/Content-Type/Content-Disposition/Content-Encoding/Expires/
Content-Encoding/Expires), file%, FAHHfilebIREIE 1

HE IR 4132 B Post Object,
Post Object® Il $5i%

Post Object# WM T3

5 G JRH iR

1 ErrorCode: R A EOR | RSB HG
MalformedP i) Post Object# s
OSTRequest L{: EaV

ErrorMessage: The
body of your POST
request is not well
-formed multipart/
form-data



https://tools.ietf.org/html/rfc2388

Bk

JRA

i

ErrorCode:
InvalidAccessKeyld
ErrorMessage: The
0SS Access Key 1d
you provided does
not exist in our
records.

AccessKeyID%E
AT, B

F I
F1AccessKeylD, 5%
eI TR ZEE i
fi£STS Token

HEET5 K6
FlInvalidAccessKeylq
DRHEA

ErrorCode:
AccessDenied
ErrorMessage:
Invalid according
to Policy: Policy
expired.

Flgpolicy il
expirationidi

A% policy i
expiration, I
Hexpirationif5X
ISO8601 GMT

ErrorCode:
AccessDenied
ErrorMessage

: SignatureD
oesNotMatch The
request signature
we calculated
does not match
the signature you
provided. Check
your key and
signing method.

BAITIEESE NHER
Post Objecti)%44

ErrorCode

: InvalidPol
icyDocument
ErrorMessage:
Invalid Policy:
Invalid Simple-
Condition: Simple
-Conditions must
have exactly one
property specified.

iGRrhpolicy 2/ M
—/~condition

HZHEFAPost
ObjectiPolicyf&at




75 T JEEA fTk

6 ErrorCode R WpolicytX | iERApolicyls
: InvalidPol A R, "REMmMEK, ¥
icyDocument SCFRF AN
ErrorMessage
: Invalid Policy
: Invalid JSON:
unknown char e

7 ErrorCode WERPMpolicyfX | Epolicy 2
: InvalidPol IR bR
icyDocument
ErrorMessage:
Invalid Policy:
Invalid JSON:, or ]
expected

8 ErrorCode: R ER KkeyH TR T R 2 g,
AccessDenied poli cyBSEIATT keyHHE
ErrorMessage:
Invalid according
to Policy: Policy
Condition failed: [
starts-with” , “$
key” , “user/eric
/]

9 ErrorCode: iR Ebuckety | iikiAendpoint iy
AccessDenied poli cy EMIATF bucketE
ErrorMessage:
Invalid according
to Policy: Policy
Condition failed: [
eq” , “$bucket” ,
“mingdi-bjx” ]

10 ErrorCode: WERFeEI S8R | TERAETE R RIx-oss
AccessDenied x-oss-meta-prop -meta-propfHi
ErrorMessage: HpolicyBsEIATF

Invalid according
to Policy: Policy
Condition failed: [
starts-with” , “$x-
oss-meta-prop” , “
prop- ]




Bk

JRA

i

11

ErrorCode:
AccessDenied
ErrorMessage:
Invalid according
to Policy: Policy
Condition failed: [ “
eq” , “${field}” ,
“${value}” ]

RPBPPIRE{
field}5policyH R
ERHEATY, BT
RepEataE

ERAEERTPI{
field}HE

12

ErrorCode:
AccessDenied
ErrorMessage: You
have no right to
access this object
because of bucket
acl.

=i P AR

HZHOSSHUR )81 f2
i

13

ErrorCode:
InvalidArgument
ErrorMessage:
The bucket POST
must contain the
specified ‘key’ .
If it is specified,
please check the
order of the fields

FPEEATEEKey
, BEE T Fe g
filelg

TR bk key BRI
iy

- Post ObjectF lfs
Post ObjectifRkigX, HLAREERA:

- Header—E%fiContent-Type: multipart/form-data; boundary={boundary

- HeaderfilbodyZMHi\r\n--{boundary} 4#,

FEHE K

Content-Disposition: form-data;




name="{key}"\r\n\r\n{value}\r\n--{boundary}

- RPBATRRNG
&, Wpolicy. key. file, OSSAccessKeyld, OSSAccessKeyld, Content-

Disposition,

R
TR Le SN IR G — R,
- BucketHMpublic-read-writelf, WJPARTHERA
B OSSAccessKeyld. policy. Signature, —H#5&0SSAccessKeyld, policy.
SignatureHHEE—4, Jitbucket@& public-read-write, W5 WA BHFEE,

"R Post Objecti# Rk :

POST / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; zh-CN; rv:1.9.2
.6)

Content-Type: multipart/form-data; boundary=9431149156168
Host: mingdi-hz.oss-cn-hangzhou.aliyuncs.com

Accept: text/html, -image/gif, image/jpeg, *; q=.2, */*; q=.2
Connection: keep-alive

Content-Length: 5052

--9431149156168

Content-Disposition: form-data; name="key"

test-key

--9431149156168

Content-Disposition: form-data; name="Content-Disposition"
attachment;filename=D:\img\1l.png

--9431149156168

Content-Disposition: form-data; name="0SSAccessKeyId"
2NelLx*x*xx*xj2Eb

BEHH:
- _RHHRBIE R\ (\n BT, BT, SRR EIE RS,
- RHRRBONE RTINS, eI RIES A Post Object,
MREIEARER, WHSE RIS :

- C#
- Java

- ]S


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/PostPolicySample.cs
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/PostObjectSample.java

- Post Objectf¥Policyf# X

Post ObjectifR¥Ipoli cy R s TRIUEF R GIETE, HH 1 Post Objectif R4 i)

Ffro PREFAN:

- UTF-8i%: N Json XA, Zidbase64dmt /Gt flkpolicy .
- Policy"h&4ifd Fexpirationflicondtions, HHcondtionsF/VH—Wil,

Fii/&base64gmtidnifpolicy i :

{
"expiration":
"conditions": [

]

["content-length-range", 0, 104857600]

}

"2018-01-01T12:00:00.000Z",

expiration e 1 IR F, 1S08601 GMT Mf4; 41 2018-01-01T12:00:
00. 000 ZHE IR LHLEAE20184F 1 H 1 H 1245,

Post Policy X FFE %M (Conditions) WI'F:

e 30 il
bucket e Bucket# 5, X [{ “bucket” : “johnsmith
FERIRPCAL Y5 2, ” Yk [ “eq” , “$bucket
7, “johnsmith” ]
key MR, ZFRETPL | [ “starts-with” , “$key”

LT U e

“user/etc/]”

content-length-range

SRRV D, BRK
EO

[ “content-length-range
” 0, 104857600]

X-0ss-meta-*

fas€Mobject meta, SZH5kg

[ “starts-with” , “$x-oss-

WAPLACAIAGTSPLAC 75 3K, meta-prop” , “prop- “]
success_action_redirect | LfZRINGERIBHEURLIBIE, |[ “starts-with” |

SRR RRVC AL ARG VAL TS
ito

“$success_action_redirect
“http://www.aliyun.com

”]

success_action_status

At success_ac
tion_redirectl}, Ff&pk3h
Ja PR RS, X FHFEIPL
BCFIRGSRPLAL T Ko

[ “eq” , “$success_ac
tion_status” , “204” ]



http://www.aliyun.com/
http://www.aliyun.com/

e

Tk

il

Cache-Control, Content-
Type, Content-Dispositio

HTTPIFRk, fEhFRMAE
o SCRPRSHRPCACAIRTSR DAL

[ “eq” , “$Content-
Encoding” , “ZLIB” ]

Jiiko

n, Content-Encoding,
Expires®

Post Policyfi PA R e 88, A \ X

LI EZ ] 130
/ FHT
\ FAHL
“ W55
$ e SV i)
\b K4
\f 1158
\n H/OR)
\r I %
\t IR RAT
\uxxxx Unicode#f¥

Post Policy Hit4li 5, 1HZ% Post Policy.
- Post Objectf%:44

P RAERPostil R, i&RkrhassiiflFAccessKeylD, policy, Signature#l, HHEH

AR :

1. QIE—AUTF-85il% i policy.

2. ¥policyilfibase6atith, HIEH ApolicyZ XENIIE, JHFZIEE IS EEAT
FrRH,

3. fillAccessKeySecret M EBRANFIFBIHITES, SeHhmac-shallifi, Fibase64%i
1; %4755 Header 441K 75 HEHIF),

R

Signature = base64(hmac-shal(AccessKeySecret, base64(policy)))

RIS AIER S i gnaturet g, W FFR:

Content-Disposition: form-data; name="Signature"



{signature}
--9431149156168

UEREIEAREN], WS RBUES

- C#

Java

JS

U
- BoiEEkey?
keyBllobject name, fEFflkeyh$aE, wHIUT:

Content-Disposition: form-data; name="key"

{key}
--9431149156168

. EodEEobjectA?
ObjectPyZHilid # bk fi lerisi, 7B R:

Content-Disposition: form-data; name="file"; filename="images.png"
Content-Type: 1image/png

{file-content}

--9431149156168

BEH:
T Le IR RIPPIIRSG — MK, BRI le MBURTERTA RIS
- filenamesd HEMAMSI AR, MiAZEobject name,
- BofaEobjectI M content-type?
ObjectBRIER I i lePfiE Content-Type, TiAEHeaderfiContent-Type, il
R

Content-Disposition: form-data; name="file"; filename="images.png"
Content-Type: 1image/png

{file-content}

--9431149156168

- JBAFEEobjectNAmd5K K content-md5?

fEPost ObjectiiiRLHH5E Content-MD5, TEEMDSIHZEE MbodyIMDS, R 2K s
IMD5, ifikHeader,”EIUWIT:

POST / HTTP/1.1

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; zh-CN; rv:1.9.2
.6)

Content-Type: multipart/form-data; boundary=9431149156168


https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/PostPolicySample.cs
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/PostObjectSample.java

Content-MD5: tdqHe4hT/TuKb7Y4by+nJg==

Host: mingdi-hz.oss-cn-hangzhou.aliyuncs.com

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
Connection: keep-alive

Content-Length: 5246

--9431149156168

- BafaEFASignature?

AR T EESBPostObject 54 , B4 F MBS gnaturedfily,
- B2MERIGE A P STS Tokenhf7Post Object?

B P I AccessKeyID, AccessKeySecret LB/, H MR, Tokenifife#
Mijgix-oss-security-tokenth#fit, RHIUIF:

Content-Disposition: form-data; name="Sdignature"
5L0+KaeugxYygfqWLILoy®ehOmA=

--9431149156168

Content-Disposition: form-data; name="x-oss-security-token"
{Token}

--9431149156168

BEHA:
WIRER T R 2 i RN E R, IESERE Z D,
- BotEE EEDE (callback) ?

L& (callback)idid K ¥udicallbackity, m~HIAT:

Content-Disposition: form-data; name="callback"
eyJjYWxsYmFja0JvZHlUeXBlIjogImFwcGxpY2F0aWouL3gtd3d3LWZvcmOt
dXJIsZW5jb2R1ZCIsICIjYWxsYmFja0JvZHki0iAiZmlsZW5hbWU9JHtvYmpl
Y3R9InNpemU9JHtzaXplfSZtaWllVH1lwZTOke21pbWVUeXBlfSIsICIjYWxs
YmFjalVybCI6ICJodHRwOi18vb3NzLWR1bW8uYWxpeXVuY3MuY29t0jIzNDUwInO=
--9431149156168

Callbackly Bz X2 ¥ 2l & igisaly, mplanp:

Content-Disposition: form-data; name="x:varl"
{varl-value}
--9431149156168

BEHA:
WIRIER T fficallback E 2 N%, E2E LILRIA,

- JB4dEEContent-Transfer-Encoding?

TEFR IR fi lePHiE Content-Transfer-Encoding, fileFRMBRFIMF:

Content-Disposition: form-data; name="file"; filename="images.png"
Content-Type: 1image/png

Content-Transfer-Encoding: base64

{file-content}


https://yq.aliyun.com/articles/58413?spm=a2c4g.11186623.2.17.ogoRhr

--9431149156168
- EBATREN P B OTfE B Object User Meta?
P EESOUE R, WRUEE R AEE, AHlane:

Content-Disposition: form-data; name="x-oss-meta-uuid"
{uuid}

--9431149156168

Content-Disposition: form-data; name="x-oss-meta-tag"
{tag}

--9431149156168

BeW:
AR BE TR B, S E X ifE B Object Meta,
- BofRERE S fFexpiration. Key. Bucket. size. header?

OSSHJPost Object3¢H¢F- & 5T, PIRAW R S L ETEE R, e Conditionsn]
PLEE #Mdpolicy fie, PEMBLNIGE2E Ll Post ObjectiPolicyf, Tz —
A policy il :
{
"expiration": "2018-01-01T12:00:00.000Z",
"conditions": [
[neqn , "Shucket" , "md-hz"] ,

["starts-with", "$key", "md/conf/"],
["content-length-range", 0, 104857600]

}

kmifpolicyszflrh, FF1¥Post ObjectffERIRRE 24U R :

bucket®siygmd-hz,
key % PAmd / conf / JF 3k,
AR E R AE100M EAR,

RN EIfE2018-01-01T12:00:00.000Z 2 Hi,

- JB2$5ECache-Control, Content-Type. Content-Disposition, Content-
Encoding, Expires5HTTP Header?

Cache-ControlContent-Type. Content-Disposition, Content-Encoding
ExpiresfHTTP Header@ EAER IRPIEE, IXLEHTTP Headerit) & LiHZHRFC2616
» fH&Content-MD57 &1 Post Header '¥55E,

Post Object Rl

- C# Post Demo

- Java Post Demo


https://tools.ietf.org/html/rfc2616?spm=a2c4g.11186623.2.20.ogoRhr
https://tools.ietf.org/html/rfc2616?spm=a2c4g.11186623.2.20.ogoRhr
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/PostPolicySample.cs?spm=a2c4g.11186623.2.21.ogoRhr&file=PostPolicySample.cs
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/PostObjectSample.java?spm=a2c4g.11186623.2.22.ogoRhr&file=PostObjectSample.java

- JavaScript Post Demo
w R

- Post Object
- Java PostObject58


https://yq.aliyun.com/articles/30346?spm=a2c4g.11186623.2.25.ogoRhr

4 OSSN PRpIE K HF =

ARSI E OSSR MBI HER 75 128 SRR TT 3R
0SS 403ir]H

0SS 40350SSIZMIMHTTPIR AR 2403, nf LA BARIBRA A BRI, K55 SR 1E
fEAER IR S5, OSS 403551 Bt Flan R :

B BRAYHTRE R BRI fRRIPTL

SignatureD ErrorCode: & PmAIIRSS THRRZE | OSS 40355153 KeHE
oesNotMatch SignatureD HATF
oesNotMatc
hErrorMessage

: The request
signature we
calculated does not
match the signature
you provided.
Check your key and
signing method.

PostObject ErrorCode: PostObjectH'Policy |PostObject
AccessDeni Jek
edErrorMessage:

Invalid according
to Policy: Policy
expired.ErrorCode
: AccessDenied
ErrorMessage:
Invalid according
to Policy: Policy
Condition failed: -




G4 B HIRAE R BRI fRRIPTL

Cors ErrorCode: CORSHANCEBACE | OSSE AN
AccessForb AXf
iddenErrorMessage
: CORSResponse:
This CORS request

is not allowed. This
is usually because
the evalution of
Origin, request
method / Access-
Control-Request-
Method or Access
-Control-Requet-
Headers are not
whitelisted by the
resource’ s CORS
spec.

Refers ErrorCode: iHkABucketft OSSPji% 5k
AccessDeni Refererfit &
edErrorMessage

: You are denied
by bucket referer
policy.

AccessDenied WELURAURE WHR | EPUR NHEEH PER

Hrp PURMEZ403HAR 357, BURMBIEEIR EAccessDenied, PA NG TEANHAIX RS
i’%o
R E W EEIR

BURR 2 5 P B TR BRERIRUR, OSSIR I 32 K S A L R 3% :

5 B Ji

1 ErrorCode: AccessDeni BucketMIEndpoint R 5F
edErrorMessage: The
bucket you are attempting
to access must be
addressed using the
specified endpoint. Please
send all future requests to
this endpoint.




5 R JE Bl

2 ErrorCode: AccessDeni JtlistBucketst it
edErrorMessage: You are
forbidden to list buckets.

3 ErrorCode: AccessDeni JisetObjectAclAUfR
edErrorMessage: You
do not have write acl
permission on this object

4 ErrorCode: AccessDeni JigetObjectAclffR
edErrorMessage: You
do not have read acl
permission on this object.

5 ErrorCode: AccessDeni TH P 3 Bucket R
edErrorMessage: The BB (ligetBucketAcl
bucket you access does not | CreateBucket. deleteBuck
belong to you. et setBucketReferer,

getBucketReferers¥)

6 ErrorCode: AccessDeni S FP i P 3 Vi)
edErrorMessage: You have |Object#{f (diputObject
no right to access this getObject. appendObject
object because of bucket deleteObject. postObject
acl. ) &

7 ErrorCode: AccessDeni IS P i M JeRR, i
edErrorMessage: Access I P f ta b T RS e PR
denied by authorizer’ s W&, IZIZPURME ISR
policy.

8 ErrorCode: AccessDeni SR I P e i R
edErrorMessage: You have |BR (WlinitiateMultipartUpl
no right to access this oad%%)
object.

IPRIB)EHE

POEPIR B, PRI P,

- REREMPREY:

TESEH S A AccessKeyl DR B ATE, WIRAFERIIAR R,



https://ak-console.aliyun.com

- HETHPRBR, B PREBGR

FERERI S Vi bl > R ERE > BB > B P > ' AccessKey, &E M
JAccessKeyID, FFERFUNMIIFHIF; fE3HIG Vi MIEH > BB > B > P SRR g
> AN NIBURIS /I ARG > 28 7K AR

- FAIRGR BB, - B A R -

RIS P 3 I AccessKeylID,  BASTSIHF 3k bb#dr i
I\, Wl “STS.MpsSonrqGM8bGjR6CRKNMoHXe” ., fefil & imiahl > fita e > o
> F RG> BRI,

PR AL AR AN T -

1. B R AR AN B I,

2. K& Action2 & T ZIERE,

3. Resource@ &2 T EIHEEXR,
4. Effecti2 2 Allowili A2 Deny,
S

. ConditionJ2 75 IEH#,
AR TCE RN, TR T

1. 8 Condition i Jeds H 24,
2. EffecthZFRDeny,

3. Resourcefftik “Resource” : o

4. Action¥tpk “Action” : “oss:*” .

-

= BimA:

- DUBRSRIE A 2L RHERE (S O SS BRI E i T ARAM Policy Editor,
- WA 2 TR AVIREEE] (RAM) |, WS W R R .


http://gosspublic.alicdn.com/ram-policy-editor/index.html?spm=a2c4g.11186623.2.11.xeubSy
https://yq.aliyun.com/articles/57895?spm=a2c4g.11186623.2.12.xeubSy

5 0SSPhiRsE (Referer) BoEMiEiRHERR

A AT OSSR BEAC B R WA HER 751
+4 ZReferer

Referer/2HTTP Headerf—iksr, HiMYEasinWeb/lis5 a3 kiR, —Rkai
EReferer, RS aF AR SRIBERIS KA.

RefererB91EE

- PiEsEE. e, PSViRECRIE AR, B R IRSS SRS Referer AW AE H SR
%, GURREARSIT, AR
- Bilgeit, bean, gEibA R AR EERGE R i

RefererA =
“SReferertG2HTTPIE R RefererkiFMINE N4, A HTTPIERP A ERefererskiii,
FHFAE Y Referer %3 :

ORI, HA, VAT SRS T T U,
. WhttpsHH BBV M EHEMERhttp iEN, fEhttpbii 12K A% Refererf,

Rt EY, RFZRefererfifstiFZRefererfifi-A X HINE?

- AERIZ R A AR E D, BUEI a4 R S B Referer, ARAJEIT ISR ENLES H Vi
)% BE IR UR L2 v BA ) 29
- MRARARER S PN Referer, HRAEID NSRS ELHE VT HUR BEE LT,
OSSPA# 5%
OSSP R ilidRe ferer KLMRY, FiLARFFNRe fersrefer, RAIBLIIIESWOSSH)E
B
- OSSP feme B
OSSP HEfLEE:
- R felrReferer B a MR il
- Referer7BtH4 %
OSSP s BE i ik £ Fhill & SRS DK B B bucke t i Pk ok i


https://help.aliyun.com/document_detail/32021.html

- OSSPHEHEE I A
OSSP HERC B A DA M ER A

H P RAIEEURLEA R H EA VI Objectl, A 2biknsit, HRkHeaderh
Authorization B, ARGz BERE,

—ABucketn] BLISZFiZ M RefererS %, XS5 BIH , 577 Mo
RefererZBCHHARLAT« 12, TRANBPRES: WL T s BLAF BEHH

HIP AT LB B R 7 fepRe ferer Bl s NI R i),

HA YD, Aaki&ERefererv Bz NE (AAPA IR SPHER)

A% AN, HEEE rARFRefererZBORZB RN, WIHA Referer)d T HA RMIER
Wiy, HElR (fufiReferer HZMikiR) S,

NRBAABRA N, HEEE T eiFRefererBEAZ N, WReferer W23 iE RS H
ZHRER WV, HEHREB SRR,

Bucket=#pHUR (private, public-read. public-read-write) #i&Ki#Referery
B

TERCAT B :

BEx: FANEEANRF, WREEERUAEWIFSLI—A X fF, HA

BB HAR Sy, WDEAAEW®, &R LAEWIF SLIKFTA SO L

fk, WAEWT.txt. AEWU.EXE, AEWLAII%, Z4/MEEW PARAAEW txt, &R
PAAEWIFL, JERACY JRAI Pk, WAEWIP.txt, AEWDF.txt,

52 RBE—ADFRF. WS ANlover, & PAlove F ki — AN 71545 R SR L

f, lovey, lovei%, Eai/MNEREI LU Nlover.doc, &kPAlove tk, (LR —AN7I78;
B, FHELdochy ARSI, Wlovey.doc. loveh.doc,



- BURIAEE
- P ERER A AV
B “*Refer: filfrefer =
B Refer¥l|#: %
- HLE Refererftig kA GEVi
B ZRefer: Aaiifreferhzs
B Refer¥#: http://*.oss-cn-beijing.aliyuncs.com, http://x.aliyun.
com
- FME R RefererfiFR,. A RefereriiFRu] ELifI
W “ZRefer: stifreferh%
M Refer?l#: http://*.oss-cn-beijing.aliyuncs.com, http://*.aliyun.
com
w IR R HER
YRefererft BN, HTTPIRZERS (http code) 2403, OSSIEMUITHEIR:

<Code>AccessDenied</Code>
<Message>You are denied by bucket referer policy.</Message>

BLH:
- Referertli#fi —Mt2ui iR H, WY n]l#&F HeaderJReferer, WiChrome, #%F12
T EE TR, fENetworkPEBHM LEMHeader,
- OSSR [T OB IREL, WWireshark, fii%sn] i Mhost bucket-name.

oss—-cn-beijing.aliyuncs.com,
AIRERY A A <
- Refereri%3, ifi*kHeadert¥%fiReferer: Btk RefererZB %,
- Referer REMERIRefereriiE N, BLRJLSIETER:
- http://iBRhttps: //BEEBIEHIA,
- a.aliyun.comflib.aliyun.com, PLlCFhttp://x.aliyun.comshttp://?.aliyun.
com;
- domain.comPLfit Fhttp://domain.com, NMifsEhttp://*.domain.com;

- Refererf:\ii%, Referfit B isihttp: //s#Fhttps://, HWICRL
fb.aliyun.com/2 JCUALE .



= BimA:

- fEOSS##ilE > Bucket > Bucket/g@lh > Biizhk rhiid B Referer.
- VAIARHETE SRR

- OSSiRefer L2FfHA M, BHIAZREAM,

HEHRIMHERRIE S/ 0SS 403551 SRR,
HeR#
BEBHREG, N2 curiE2REMBIMR?

- KRS TCDN, CDNI¥Referi BEARENZS, HBidkHE4 AT S50SS—8,
- JiIXOSSHRefereritf, HEHEFRCDNRIFEMI, SEiLrOSSiFReferer, FiiCDNIFReferer,

-

= BiA:
Referer S PRI /41 e AL B 52 W %%



6 _EfZEIEEIR R HR

AL EZA A EAL A H W B o B ik B,
XF L0

OSSTESU M L& 52 il BAFREEIE (Callback) A ImIANRS % (Callback

Server) . TE LAETHRPIEIFHBIAIEIISEL, BIRESCIE LG, S2RF LEemJE AP #1
£i: PutObject, PostObject. CompleteMultipartUpload. SEVE4IMIATE1ES WIF R HERIH
i) A& mliEfICallback APIL,

@ BE:

mEARSS %8 (Callback Server) , AWML ARSS %o

NMARZS

- AL AR R RN AR SRS =05 AR ISR, EAESE G 0SSl
VAR S5 a 2R MR R, AR SS SRR KRG, i EfEE R,
- AP, O, HEHESE. ARG AR MBI R G, M EARRSCP e R, e, SEiEAE.

5 €=
OSS kA&l inirean TH :

— 1. _LfE, HEOiE—

«—4 O FREER——

OSS _Lf&mJHimr R T -
B a X BEHH
1 AR RIS 8 | @ SDKIAHAPIE
RiiZ WPostObject, [T (PutObject, CompleteMultipartUpload| PostObje
o
2 OSSAfifi L) Zke Il i OSSIA) Lf&i R e R CallbackUrl %

EPOSTIFR, DI RIS E25F), @R
PFEEE, ASCHBCE,

AT RPOSTHIRG A THS WA MG K,




Bl P4 B

3 D 55 B I Ak BEES R - [IRARRSS BHE EI R A — 2 B Json #%
e

- OSSINKAE200¥ KM BIAZM, SR
EPRIIR 0% ; B, JEHEERIE M5 0x

o

4 OSSNl 14, [nlgs s - LA, WREGRY, JEl200,

- BRI, [EAKRIBGR 203
, ErrorCodeyCallbackFailed
, ErrorMessageffiiRHii% I [Fl,

SDK/PostObject
AR PLEE BB A SE, eSS URL, ZiXEA RIS s 8dE. #05, bRk
SevCBimEn, FRE— F SR, Wlbucket, object®, W RALRIFE; RHAL R
AN E R ER, EE A LB RHE.

EAEmEEEEL RS

B 294 B

callbackUrl Bl 55 e ik WBIESEL

callbackHost BRIV E kP HosthE | WiESEL, BiAFcallbackurl
callbackBody ol a3 SR i B BIESEL, WNEDEERGE R

HE AR

callbackBodyType MRSk Content- | A[IESH, XHfapplication
TypelfJf, HlcallbackBody |/x-www-form-urlencoded#fll
(RS T application/json, BERIANNHTH

i FAEERIEN LERIRS A MRy
- JEEE L x-oss-callback, HEWMASEL, XM LRER, 7%
- J@idQueryStringffjcallback, #EiFmITEHSEL,

x-oss-callbackBkcallbackM{EZE MM R :

Callback := Base64(CallbackJson)

CallbackJson := '{' CallbackUrlItem, CallbackBodyItem [, CallbackHo
stItem, CallbackBodyTypeItem] '}'

CallbackUr1lItem := '""'callbackUrl'"' ':' '"'CallbackUrlValue'"'
CallbackBodyItem := '"'callbackBody'"' ':' '""'CallbackBodyValue'"'
CallbackHostItem := '"'callbackHost'"' ':' '""'CallbackHostValue'"'

CallbackBodyTypeItem := '"'callbackBodyType'"' : '"'CallbackBodyType



CallbackBodyType := application/x-www-form-urlencoded | application/
json

CallbackJsonifH, ~HIUIT:

{
"callbackUrl" : "http://abc.com/test.php",
"callbackHost" : "oss-cn-hangzhou.aliyuncs.com",
"callbackBody" : "{\"bucket\":${mimeType}, \"object\":${object},\"
size\":${size},\"mimeType\":${mimeTypel},\"my_var\":${x:my_var}}",
"callbackBodyType" : "application/json"
+
o
"callbackUrl" : "http://abc.com/test.php",
"callbackBody" : "bucket=${bucketl}&object=${object}&etag=${etagl}&
size=${size}l&mimeType=${mimeType}&my_var=${x:my_varl}"
+

REGTENREBEXEZE

CallbackJsonmfilHif) callbackBody IS {bucket}. ${object}. ${size} K
&, BhOSSwE MRS &, OSSHIFEB A EPMER MRS TR, OSSEXNRGLTRUT
E

R “X

${bucket} 1= 44 R

${object} XA

${etag} MXAFIETag

${size} SR

${mimeType} XA, Wlimage/jpeg

${imagelnfo.height} B

${imagelnfo.width} P B

${imagelnfo.format} ER A, Wjpg. png
LR

- RGBRKNG UK,
- RO RN ${bucket],
- imageInfo¥h FEIA S, JERAFEh=,



CallbackIsonmnfilfhificallbackBody U {x :my_var} i &, BIEE L ZER, OSSMHI

Ik B SCRMEE it 1 2 SO, 8 SO RIE R] DATE LA sRrpoe SOFSET, A AT MR

Jisk:

- AR L x-oss-callback-var, #5i HE LR, X7 EEH, i)y
E= v

- jBidQueryStringfficallback-var, i HE L E R,

x-oss-callback-var B¢ callback-var FZERERMIQTR

CallbackVar := Base64(CallbackVarJdson)
CallbackVarJdson := '{' CallbackVarItem [, CallbackVarItem]x* '}'
CallbackVarItem := '""''x:'VarName'"' : '"'VarValue'"'

CallbackVarJson fERREIUNT:

{
"x:my_varl" : "valuel",
"x:my_var2" : "value2"
}
BiH:

- B SCERMHIXH K, RKDEGBUR, X 8S{x:my_var},

- BESCERMKEZIFR L, URLIKERS], BiHEXERAEE104, SREARE
512Byte,

SDK{ER R

{853 SDEON LA BT v B3, dNJava, JS, #RZrSDKTEZEfd L roRgmi 2k pk L £ ul 8 2 o
B R, WPython, PHP, C. SDKMfEHRBIUIT:

SDK EAE R E i
Java CallbackSample. HEE CallbackBodyHHEE SL7HF,
java
Python object_callback.py |-
PHP Callback.php f&i¥I$optionsH0SS_CALLBACKHI
0SS_CALLBACK_VARA T Ebase64, SDKZ
AEPE,
C# Uploadcall f#i ] using 2H PutObjectResult
backSample.cs .ResponseStream, {HZEHMIfRRIHA
PutObjectResult.ResponseStream,
JS object.test.js -



https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CallbackSample.java
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/CallbackSample.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_callback.py
https://github.com/aliyun/aliyun-oss-php-sdk/blob/master/samples/Callback.php
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/UploadCallbackSample.cs
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/UploadCallbackSample.cs
https://github.com/ali-sdk/ali-oss/blob/master/test/node/object.test.js

SDK AL W B

C oss_callba
ck_sample.c

Ruby callback.rb
i0S SIS @A <varl> B x:vari,
Andriod J:ﬁ%rﬁ“[ﬁ]iﬁiﬁ%ﬂ ﬁ%%llbackBody*B‘]’f’é)‘(?ﬁo
= BiA:
Go SDKE A K mI,

PostObject{ERA Rl

PostObject=2+§ L&, WMIJESE0EFEMidcallbackiEiy, B 28 RIE M 1K) ki
1, TEIEIE2 WPostObjet,

PostObjectffEFIR T :

SDK A&

Java PostObjectSample.java

Python object_post.py

JS JavaScript% P44 Hi%

C# PostPolicySample.cs
[E1RARSS 23

mARk S #8 (Callback Server) , R—AHTTPARS &, EBIOSSEIEMMIAIER, POSTIH
B [N Ss S URLED EAERTASE P callbackUr L, MRS A2 H P H QSR BEE
W, LHERBIRRICS, HE, B SEHEE,

- A%

1RSS5 250 7 BAREIRPOSTIF R K EH TOSSH) L&, HERIEZPOSTIHEMNZE A,
Il 55 % il ARG UE RS 44, EHEACBZIHR. b 7 RS IRARSS asi e 2k, #IRIEHE
Bdho IR RNTE S W A% 4

-

= Wim:
OSSR S5 # R Bt 73 Ran R SEBE, HEFE ELHEE A 7 g,


https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_callback_sample.c
https://github.com/aliyun/aliyun-oss-c-sdk/blob/master/oss_c_sdk_sample/oss_callback_sample.c
https://github.com/aliyun/aliyun-oss-ruby-sdk/blob/master/examples/aliyun/oss/callback.rb
https://help.aliyun.com/document_detail/32060.html
https://help.aliyun.com/document_detail/32047.html
https://github.com/aliyun/aliyun-oss-java-sdk/blob/master/src/samples/PostObjectSample.java
https://github.com/aliyun/aliyun-oss-python-sdk/blob/master/examples/object_post.py
https://github.com/aliyun/aliyun-oss-csharp-sdk/blob/master/samples/Samples/PostPolicySample.cs

[l 55 e 22 8, XFOSSIIMIYRTERIEATAEI, DURLAGHTER:

- [l SS as AL BEOSSIIPOST I K 5

- OSS[ARERIF M2 57, MJRMESS a5 SFY N e R B FIR [l ;

- [ElRARSS ERIR MIZE OSSHYTH B A S0 2 JSONAH A 5

- [EAIRSS SR AP B CRZH, OSSIREURBIM AR LR S5 I,
- SKBRBI

I 1 e 55 25 R SE BRI T <

e Nl B3k

Java AppCallbackServer.zip ARG dTjava -jar oss-
callback-server-demo.jar
9000,

PHP callback-php-demo.zip Apachep i R I217,

Python callback_app_server.py.zip R fEdTpython callback_a
pp_server.pyo

Ruby oss-callback-server #4Truby aliyun_oss
_callback_server.rb,

BT E

AL PRI RS . e P, AABREIER AR S A, EEOEIEIA% P LA

57, WRAMPARS #aB . PR iRiAse G, FHafT e L& T,

- IR P
2Py, nifEHOSSHLR MR % ashttp: //oss—demo.aliyuncs.com: 23450
, WA E callbackUrl, ZMIVARSS o REER R ROZES, SRR RAMMAER, X
FAARUE R M JEE R, BB {"Status":"0K"}; ZAKIUEIBMPEER, BM400
Bad Request; JEPOSTiHKiRINI501 Unsupported method, fllEliAlRSS 2L IES
Wcallback_app_server.py.zip,


https://gosspublic.alicdn.com/images/AppCallbackServer.zip
https://gosspublic.alicdn.com/callback-php-demo.zip
https://gosspublic.alicdn.com/images/callback_app_server.py.zip
https://github.com/rockuw/oss-callback-server
https://gosspublic.alicdn.com/images/callback_app_server.py.zip

- PAIRARRIR S5 3

[l R S5 g — A SCRAEBEPOSTIHRIMHTTPAR S5 8%, W BA{EOSSTR B R BIALR sk, th
AL A G, OSSHEBER IR 55 il -

Ty N 1B1T 75k

Java AppCallbackServer.zip fRIEfEdTjava -jar oss-
callback-server-demo.jar
9000,

PHP callback-php-demo.zip Apacheh s kg 1217,

Python callback_app_server.py.zip fRIEfEfTpython callback_a
pp_server.py.

C# callback-server-dotnet.zip HikEPiTaliyun-oss-net-
callback-server.exe 127.0.
0.1 80,

Go callback-server-go.zip Hikthfraliyun_oss

_callback_server,

Ruby oss-callback-server #4Truby aliyun_oss

_callback_server.rb,

Il fiii 55 4 ol PO cURL AT IRIR, Tl JLAS a2 nfREZ 21 :

ﬁ\r’ﬂlﬂﬂﬁﬂlﬁ%%%ﬁii?ﬁﬁ%% ‘object=test_obj" [ "POST" iR, WA Rdn

éhrl -d "object=test_obj" http://oss-demo.aliyuncs.com:23450 -v

ﬁ\ el AR S5 e RIE TR SUF “post.txt” N Y POST 5K, WRAMERIW R
ghrl -d @post.txt http://oss-demo.aliyuncs.com:23450 -v

i AIRSS B RIE T RN SCPE T post.txt’ P POST iR, FFHEIHEEIIINE
3. "Content-Type

curl -d @post.txt -H "Content-Type: application/json" http://oss-
demo.aliyuncs.com:23450 -v

BeW:
- VARG SS e, RTRUE RIS A IUER Sy, R cUR LSS 44 ik LR IR M
- BAWIEREOSS/ B &t fdft, HILEEMEH,
- DIEARSS S CE HAEDIRE, ICFEIRETER, ik, B,
- DN SS AR E BRI R G, —@EZEMI200, miARHER20x%,
- IR SS AR MISTOSSHITH EME, —EZRISONI#I, Content-TypeltEN

application/json,


https://gosspublic.alicdn.com/images/AppCallbackServer.zip
https://gosspublic.alicdn.com/callback-php-demo.zip
https://gosspublic.alicdn.com/images/callback_app_server.py.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048926621/callback-server-dotnet.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/31989/cn_zh/1501048745465/callback-server-go.zip
https://github.com/rockuw/oss-callback-server

B RERNER
- InvalidArgument

<Error>
<Code>InvalidArgument</Code>
<Message>The callback configuration is not json format.</Message>
<RequestId>587C79A3DD373E2676F73ECE</RequestId>
<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>
<ArgumentName>callback</ArgumentName>
<ArgumentValue>{"callbackUrl":"8.8.8.8:9090","callbackBody

":"{"bucket":${bucket},"object":${object}}","callbackBodyType":"

application/json"}</ArgumentValue>

</Error>

BEW:
RSO AR, RSB WURREDURAr gumentvalue ZMIKEITASE, &~
EAMISONIE, 1E JSONHI\, " 25 LF7HF, W"callbackBody":"{"bucket":${
bucket},"object":${object}}"Mi%MN"callbackBody":"{\"bucket\":${bucket
},\"object\":${object}}", FHXEMMISDK, &S WM ME EEBIERE, 452

% SDKAE R BIER ST -
S EZ % SCR 4%
\\ \\W
\' W7
\b \\b
\f \\f
\n \\n
\r \\r
\t \\t
- CallbackFailed

CallbackFailed # W3flin R :
- il

<Error>
<Code>CallbackFailed</Code>
<Message>Response body 1is not valid json format.</Message>
<RequestId>587C81A125F797621829923D</RequestId>
<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>

</Error>

BeHA:



[l PR S5 SR 25 OSSHYTH B A IEJSONA# X, R PAdiidcurl ~d "<Content>" <
CallbackServerURL> -vERIMERIIANE . Windows MEFEH] T HWireshark #ii
f, Linux MEHL tcpdumpid, —ARRIREINEAFMT: 0K, \357\273\277{"
Status":"0K"} (BlEfief bb bf=AFWHHBOMkL) 5%,

- p2:
<Error>
<Code>CallbackFailed</Code>
<Message>Error status : -1.0SS can not connect to your

callbackUrl, please check it.</Message>
<RequestId>587C8735355BE8694A8E9100</RequestId>
<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>

</Error>

BeHA:
[l AR 55 2 b BRI g 55, OSSIA iy, Hi mIaAR S5 sk BB R IB R 28, PR
WELESFY AL B2 eI FIR Il 4h 45 0SS,

- aI3:

<Error>
<Code>CallbackFailed</Code>
<Message>Error status : -1 8.8.8.8:9090 reply timeout, cost:
5000ms, timeout:5000ms (err -4, errnoll5)</Message>
<RequestId>587C8D382AEOB92FA3EEF62C</RequestId>
<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>

</Error>
BiHH:
[ AAR 55 A AE BRI )L 55D, OSSIA v,
- a4
<Error>

<Code>CallbackFailed</Code>

<Message>Error status : 400.</Message>
<RequestId>587C89A02AEOB92FA3C7981D</RequestId>
<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>

</Error>

Bim:
IR S5 8 25 OSSIITH B RIIR SR 2 400, TR NIRRT IIEBLZHR,

- a5

<Error>
<Code>CallbackFailed</Code>
<Message>Error status : 502.</Message>
<RequestId>587C8D382AEOB92FA3EEF62C</RequestId>
<HostId>bucket.oss-cn-hangzhou.aliyuncs.com</HostId>



</Error>

il

=

AR AR, SEED EERSERICal Ibackurl, S#E0SSS RIS By
W AE, HEFFEECS EERBIIRIRSS S, SOSSHBMMLIT STk, FINRIERN
i



- JBIHBodyIEJSONAE
AEIE:

<%?xml version="1.0" encoding="UTF-8"%>

“<Error>
<Code>CallbackFailed</Code>
<MessagerResponse bod;s
<RequestId>STE3EGE( BAL486CBFEBES544LA</RequestId>
<HostId»guoping—hangzhou.oss-cn—hangzhou.aliyuncs.com</HostId>
</Error>

BRI BL R MR
- NARSSEHEMIZEOSSHIBody A2 JSONF# K, il REffiaR:

#response to 0SS

resp body =

self.send response(

self.send header( . )

self.send header( , str(len(resp body)))

self.end headers()
self.wfile.write (resp body)

Resp_body N2 FIAMJSONFEN, OSS#iEik kst Xfp— bW, ef bk
Wi FRB RS S B AR rpilih e 8, S B HIRAUIIR MIZR 0SS, Tiiigml ¥ —
RIS E

- MRS 8N MIZE0SSHIBody i fibomsk,
IXPEBHE WT M phpsi 5 IR 8. BT phpi&il Ybomsk, S3(OSSHEI

Body" & 7 =AW, AFGEISONKER, UL EdHR. WUERTERHIIRSS desmiite, ]
DB MER,



Frame 6: 448 bytes on wire (3584 bits), 448 bytes captured (3584 bits)
Ethernet II, Src: Inventec_ Se:4f:5¢ (B@:8c:fa:5e:4f:5c), Dst: Inventec_Se:4b:64 (B@:Bc:fa:5e:4b:64)
Internet Protocol Version 4, Src: 10.181.166.38, Dst: 10.181.166.53
Transmission Control Protocol, Src Port: 8083 (8883), Dst Port: 49607 (49607), Seq: 1, Ack: 518, Len: 382
Hypertext Transfer Protocol

4 Line-based text data: text/html

\357\273\277{ "Status":"0k"}

64 20 48 61 74 2% @d @a 53 65 74 2d 43 6f 6f 6b d Hat).. Set-Cook
69 65 3a 20 59 48 59 53 45 53 53 49 44 3d 66 61 ie: PHPS ESSID=fa
74 37 33 6e 74 6¢c 70 68 30 6e 63 67 38 68 33 30 t73ntlph @ncgBh3@
65 6e 75 35 31 34 67 31 3b 20 48 74 74 70 Af Ge enu514gl ; HttpOn
6c 79 Bd Ba 45 78 70 69 72 65 73 3a 20 54 68 75 ly..Expi res: Thu
2c 20 31 39 290 4e 6f 76 20 31 39 38 31 20 30 38 , 19 Nov 1981 @8
3a 35 32 33 30 30 20 47 4d 54 @d @a 43 61 63 68 :52:80 G MT..Cach
65 2d 43 6f 6e 74 72 6f 6c 3a 20 6e 6f 2d 73 74 e-Contro 1: no-st
6f 72 65 2c 28 6e 6f 2d 63 61 63 6B 65 2c 20 6d ore, no- cache, m
75 73 74 2d 72 65 76 61 6¢c 69 64 61 74 65 2c 28 ust-reva lidate,

78 6f 73 74 2d 63 68 65 63 6b 3d 30 2c 20 78 72 post-che ck=8, pr
65 2d 63 68 65 63 6b 3d 30 ©d @a 50 72 61 67 6d e-check= @..Pragm
61 3a 28 6e 6f 2d 63 61 63 68 65 @d Ba 43 6f be a: no-ca che..Con
74 65 6e 74 2d 4c 65 e 67 74 68 3a 20 31 38 ad tent-Len gth: 18.
Ba 43 6f 6e be 65 63 74 69 6f 6e 3a 208 63 6¢c 6f .Connect ion: clo
73 65 @d Ba 43 6f 6e 74 65 6e 74 2d 54 79 7@ 65 se..Cont ent-Type
3a 20 74 65 78 74 2f 68 74 6d 6c 3b 20 63 : text/h tml; cha

ﬁ rset=UTF -8....

EEhef bb bfiX=AFNtEbomk,

BEHA:
MRS 2R OSSN Y, 15 Ziibom sk,
- HiiRMstatus

IR L, 502, 4005, RHIAITR:

mml version="1.0" encoding="UTF-8'
<Error>

<RequestId>3T763F3 ) RequestId>

<HostId>guoping-hangzhou.oss-cn-hangzhou.aliyuncs.com</HostId>

‘Error>

BeHH:

- 4008H HAthit status kb an404/40355 2 15 M AR 55 251 45 0SSHTHT TP status/24008%
#404/403%, IEFTENFNFHARSS a5 264105 M1 200450SS.
- 50252 H TN RS S RASER A TP iwebliRSS, %A MWTOSS A i iy [l i i 3R



- N
AEIE:

)80 reply timeout, cost:5000ms, timecut:5000ms (err:-4, errno:115)</Message>
Id equestId>

aliyuncs. /HostId>

BLOA:
T ZEHE, OSSR ZFRSD. WERSHIRIEEATIRM, B2 0SSHE LA
5N ARG e iiER:, IR P ImER IR, HEME R P RIIP Rl LU,



7 STSE Wirl@ K HIE

A HISTS AssumeRole (fitadyis) & WA,

s i WHR SRR :

5 B Jit
1 ErrorCode: NoPermission | i/ 3 H F & A H
ErrorMessage: Roles may |AssumeRole, i&f#ifH v/
not be assumed by root I,
accounts.
2 ErrorCode: MissingSec {6 H G IN P R9E B
urityToken ErrorMessa AssumeRole, WEfEHFHF
ge: SecurityToken is W%,
mandatory for this action.
3 Error code: InvalidAcc AccessKeyld i3}, gk
essKeyld.NotFound Error |&5H, FlERiGAREAESS
message: Specified access | .
key is not found
4 Error code: InvalidAcc EHNFHPNER, c8w
essKeyld.Inactive Error Rk, )R RS e
message: Specified access |, BHREAPELL, EE
key is disabled. BRI R > P
R > BB > PR >
F1AccessKeyHih, FFH)H,
5 ErrorCode: InvalidPar P IN S E RSBUR IR IC
ameter.PolicyGrammar o b el AR
ErrorMessage: The B (Policy) , thr]PIAYS
parameter Policy has not | 5&, WIRHGERPUERE, W
passed grammar check. G IS FH P ERVUBIR S 45 1 4%
BURIEA A AR 24 W
RARRE FZPGRNE, I
FHROBURR S f AR, 41
RN, KA ERHZPGR
i Policy, AHEFAIGIHF$)
i R E BRI, W2k
I 2 B2 PR, 5B
BERRAM Policy Editor
A AR



http://gosspublic.alicdn.com/ram-policy-editor/index.html
http://gosspublic.alicdn.com/ram-policy-editor/index.html

iR J5
ErrorCode: InvalidPar pii Rk plINE 5]
ameter.RoleSessio #ERoleSessionNameJt

nNameErrorMessage: The
parameter RoleSessio

nName is wrongly formed.

. WSEHRX AN
ffToken, LPAFRBHUELEREH

I Token, EFHil, t§X:
~la-zA-Z0-9.@-_]+$, 2-324*
o

T IR Z S B U PR
Hll, Wdfa, 1, abc\*
abc, ZRHphtaFARAELR,

ErrorCode: InvalidPar
ameter.DurationSeconds
Error message: The Min
/Max value of DurationSe
conds is 15min/1hr.

TIN5 2 I3 9T ) T2
%, BPAssumeRoleRequest.s
Boesk. sataprisnal DS
ELINT, RN, A
RS RIZ2900 ~ 3600, 1
assumeRoleRequest.
setDurationSeconds (60L

* 20), 205BNAERL,

etDuration



https://help.aliyun.com/document_detail/28763.html
https://help.aliyun.com/document_detail/28763.html

B

JEA

ErrorCode: NoPermissi
onErrorMessage: No
permission perform sts
:AssumeRole on this
Role. Maybe you are not
authorized to perform
sts:AssumeRole or the
specified role does not
trust you

- JE1: AssumeRoleffy

- JRE2: RiEM AP

- R3S

THPEAR

B, HHa PR
T AliyunSTSAssumeRole/
GUZBURIE, WALV P
> PR > 200 > nf %2
BURIE A PR Z5 1 P AL
AliyunSTSAssumeRoleAc

TR SIDS
) “ZERKSID” A
¥, W aldEmmiA
BN, RPN RK
SID, HRIE-FH
FHPIIID; MRk
SID, RpeldmarEmr
MAZMSID, THEW M E
WiMES: Vit > M
R > BB > METER > g
WEAERPEIMEX,

B, s

J CHPaE” f “ARss
@, RS MmeaAterEm
AssumeRole$ il
Fo

\CcCcessFR

CEeSS,

BiH:

- Javaf tabriEinRpl, H2EGitHub,
- HeErREREH AR, H2%STS SDKEH T,
- BB VRPE VIR (RAM) , ESEREIViREGIEHE


https://github.com/baiyubin/aliyun-sts-java-sdk-demo
https://help.aliyun.com/document_detail/28791.html
https://yq.aliyun.com/articles/57895

8 OSSEIEZIFEHE (CORS) FHixMHIF

A PRI (Cross Origin Resource Sharing, fiiFk CORS) Bt E # WA IR KRk
UE S
CORSIIST 41 B B 1S B s BB IR = iR IR,
ALE I
CORSHCE A ALY
- KR (AllowedOrigin)

FEVFRSRIE RIVOKRIE, v PARINEE 24, BLEN G LoeBMEiE e, flihttp://10.100
.100.100:80018khttps: //www.aliyun.com, R, AL 7 HAhttpskhttps, 0l
RIS, EFEN Liil, WIRAGEMERA, n RTINS A shRE, &
FheaderPijorigin, BHASHFHARST*, BMEADRFRSHEH 1, Blillihttps://
*.aliyun.com, UMHORIFHEE N+, WIFTR LA RIFIIEEIGE R,

- Method

Fo AT SR LA A LRI ], PRI A] DL TR
- Allow Header

FevFREs IR Rheader, FLVFACE 2 AR VLAECHI, PAIMI%EMIRE, fEAccess-Control-Request-
HeadersHfg 4 Mheader, #sifEAllowed Headerh X pilii, Headerzs %) it
I, BARRTERMERT, @BOEEN~, FoRFE. KNSABUE,

- Expose Header

RGNS headers3%, B MWRHFEFH Vi RMIRL (HI4n—4 Javascripti
XMLHttpRequestif4) . ALV EAEACRT. HORMNCE T ZRE N T RiE, H#es
W header, YURATERFEN AN, K/NGTABUR, %002 ] AL E i,

- BAEH (MaxAgeSeconds)

DIVEAS AR SRR PIEE R (OPTIONSIHER) BMISRIEAFH M, BANNFD, WIREAAH
RNEOLRI ARSR — 5L, EEAN60RD, WU alidic B I,
CORSIBE E 5 T — B WA Vi MR IR A E BN, A4 22 A RIS — AR, 24~
Z AR NS, HErEm IR Z BRI,
HEIRABR
ek



CORSHCE BB S bl BRI :
- DUIYE AR BN TR :

OPTIONS http://bucket.oss-cn-beijing.aliyuncs.com/

XMLHttpRequest cannot load http://bucket.oss-cn-beijing.aliyuncs.com

/. Response to preflight request doesn't pass access control check:

No 'Access-Control-Allow-Origin' header is present on the requested
resource. Origin '{yourwebsiet}' is therefore not allowed access.

The response had HTTP status code 403.

- OSSR FHER:

<Code>AccessForbidden</Code>

<Message>CORSResponse: This CORS request is not allowed. This is
usually because the evalution of Origin, request method / Access
-Control-Request-Method or Access-Control-Requet-Headers are not

whitelisted by the resource's CORS spec.</Message>

BEHA:
- CORSHRE B uli xR A 3, MR nl ARG RIEN. WChrome, f&F12F1H %
HFT.H, fENetworkh&EFMHMILE,
- OSSIEFIAES IR ] OB P IREL, i Wireshark, idkssn] BLHEE Mhost bucket-

name.oss-cn-beijing.aliyuncs.com,

- OSSIEIIYHE IS 21T L@ CORSIIMIARFoss-h5-upload-js-direct Bl R IR
HCH IS S HOSS 4035 B R,
;
CORSTIAERS B :

s
i

- KR (AllowedOrigin) BtEAIEH

- Method (AllowedMethod) At EH51%

- Allow Header Bt E#51%

- Expose Header FCEHiiR

WIRTTTA:

- ¥ kIR (AllowedOrigin) BB R*, WIANZRCEIIICE, WRBEE RG] PRI L%, Bl
J2KE (AllowedOrigin) BEEFIR, HHIEHMTAERE,

- & Method (AllowedMethod) K4ii%%i (GET. PUT. DELETE. POST. HEAD
), WAZACEBH LR,

- ¥ Allow Header BlE Rk *, BHiMZBCEICIR,

- ¥ Expose Header B NHEMBE A, WIMZACE T,


https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/sample/oss-h5-upload-js-direct.zip

g] BibA:

1EOSSHEMI G, & Bucket)s, WidBucket/®@lt: > BRIV EACE LRk,



9 0SS 40315 i1X M HEE

A SV M OSSHY HPR40 358 A F5 WG R B fig e /5 &%
UserDisable.UserDisableftiz
LV OSSiBEIAN R UserDisableffiix :

<Code>UserDisable</Code>
<Message>UserDisable</Message>

A LIPS :

- RUIIR

WAR B I5ik: £EOSS ERLEHIG EFADFSh.D, KERGRIE. QRRIE, WR5EE,

BEHA:

- OSSREG, Enl AEHREM24/D0, 24/MREZEE iR,

- DIBBIEGRE15K, 15K)G D B BmER,

- AEEHEPOBSIF I ZOSSR VARG, HRIFEE, SWSRRSKIE R,
- RS

fEOSS BRI & EATHAEHD, fEANN L2 S rh AR EMEAL BN EA TR
%, LR OSSR, RIE A B, W,

BLIA:
ERESAMK P THESRE, WSS ERE, SERORIERIKS, AR IEE R,

RequestTimeTooSkewed.The difference between---f§i%
Vi OSSiBEI R RequestTimeTooSkewed % :

<Code>RequestTimeTooSkewed</Code>

<Message>The difference between the request time and the current time

is too large.</Message>

JRIR: RS IE TR 5 OSSR, WIFEHEH v 15508, OSSMLEHIEINNIZIER

RICHE, B BRI, IERERIENRBS IR G T, FFHRIT DX PR S R ),
REnIRESA P REN] :


https://oss.console.aliyun.com/

© RIEWRILERRBE S RGN W), JRbRiR T2 08?

OSSHARSN MR GMTI ], SRR GN R, FFERFEEBIGMTINE, 585 HAHX R
I IXEfRl, GMT (Greenwich Mean Time) R2ZENFXIXEF, B FbRHER ],

fil, i OSSR RGALE R AR /\IX, RGN MRS LLGM TR/, FRIE bRk i)
—JbE R —5 R 4R \ XIS ), QRS RGN R R\ X, IR KE M R GE ) P 2 L 5N )
BT,
- WindowsR&GZEE BN XK J74:
E R > B, RS > BEE BT, FTH HBRIRE, BIXER+08:005%
B BE R X R\ X
- Linux/UnixR& G &R N XK 754!

HITdate -RERMMAKNIX, TEPEK +0800, TR RANXRE/NIX,

/home/yubin.byb]

- EHZAHIOSS, FRAnbN. HomsE. SEE, IR A i ?
BAME, SAMISRKOSSHRAEFIGMTIN ], AR R B RS B2 GMTH ],
InvalidAccessKeyld.The OSS Access Key Id--- 51
VillOSSIB RN R AYFE TR -

<Code>InvalidAccessKeyId</Code>
<Message>The 0SS Access Key Id you provided does not exist in our
records.</Message>

JEIR : ¥ AccessKeyIDEAHISRAATE, HEE XU :
BRPIE AP G AccessKey ERE, WiiAVim OSSR AccessKeyIDIFTE HAE T i HIARZS,

- R AccessKeyI DA FEEHIRE, .
- MR AccessKeyIDAMALEIH I, FFHEHBiIAccessKeyIDiOSS,

AccessDenied.The bucket you are attempting to---$5i%
VilmOSSIEFNa T HYHEIR :

<Code>AccessDenied</Code>


https://ak-console.aliyun.com/#/

<Message>The bucket you are attempting to access must be addressed
using the specified endpoint. Please send all future requests to this
endpoint.</Message>

JiA ;£ Bucketfi Y Endpoint A IER, WERETRZE Y Endpointii¥diE R, W2
BOSS AW E,

EB2RFNEFMEndpointlg?
WRSDK S Phian FHH, SUR M FRER

<Error>
<Code>AccessDenied</Code>
<Message>The bucket you are attempting to access must be addressed
using the specified endpoint. Please send all future requests to this
endpoint.</Message>
<RequestId>56EA*x**x3EE6</RequestId>
<HostId>my-oss—-bucket—**x*x,aliyuncs.com</HostId>
<Bucket>my-oss-bucket-**x*x</Bucket>
<Endpoint>oss-cn—*x*x*.aliyuncs.com</Endpoint>
</Error>
- HrpEndpointHfoss-cn-**xx%.aliyuncs. comit 2 IEMIEndpoint, i&Ef#Hhttp
://oss—cn—xx*xx.aliyuncs.comBlhttps: Jfoss-cn-*xx*.aliyuncs.comff
MEndpoint¥ii 0SS,
- WRERRTP A Endpoint, IHEROSSHMIG, fEBucketEBIPHREIE VM Bucket, i
HEABucketBEYE T E, 0SSis4Hnl LA S MAIAMIEA
AR AP Vi RIOSSTE A 5 I R FSTE R B = R Vi Tl R O SSAE I 844
HAETE S ECS L OSS, v PAREH M4,
- Endpoint/@iss EfiBucketiif sy, M LV, Blan EEHOSSIHIAMIE A Ross—x*xx*.
aliyuncs.com, ERZAMEndpointighttp://oss-cn-*x*x.aliyuncs.com; RK{l, N

MEndpointighttp://oss-cn-*x*x-internal.aliyuncs.com,
ImageDamage.The image file may be damaged$&iz
Vil OSSIEE IR :

<Code>ImageDamage</Code>

<Message>The image file may be damaged.</Message>

R B A SRR MG R B R B, SBOCRIERBUIAEEL, Ealgesf —A15Em, 3
B (A B 1 AR BRES AT PAFTOF, (R EAIOSSALBIINR S, JRERI2, B DSEasSon S
Al P, OSSE AR SS & A XA,



AccessDenied.AccessDenied$tiz

VillOSSIE NN FAYHETR -

<Code>AccessDenied</Code>
<Message>AccessDenied</Message>

JRIR : BRI OSSHIH P 3 M AT EREIBUR, IEMIMEHMAccessKeyID/AccessKeyS
ecret/2IEWI, WEREEHFE FIK-S /1GNP (STS), EHIA S8 H P BPR, Bhilrsik:

FEVi P B BRI S s R P BB, SR SRR, Sadil P BZB0R S > Az
PURMSERIZM P IBIR, Wil & 8 324601 P Bucket/Object HRERFR,

SignatureDoesNotMatch.The request signature we calculated-- 4%

ViklOSSIB RN R AYFHTR -

<Code>SignatureDoesNotMatch</Code>
<Message>The request signature we calculated does not match the
signature you provided. Check your key and signing method.</Message>

AT DU 2D B

1.

Ki#Eendpoint

it &Eendpointiifii%fiBucket, JGHRAZ R/, WA Z RIS, HUTE
lendpoint/@ A 5714M, http://my-bucket.oss-cn-hangzhou.aliyuncs.com. http
://oss—-cn-hangzhou.aliyuncs.com/. M http:// oss-cn-hangzhou.aliyuncs.

com3{ https:// oss-cn-hangzhou.aliyuncs.com@&itEs.

. Ki#&AccessKeyID/AccessKeySecret

it AccessKeyID/AccessKeySecretiEffi, HiffAccessKeylD/AccessKeySecretiifii#h
BeAEks, RO EER 7 RSN Dl

. Ki#&BucketName/ObjectKey

it BucketName/ObjectKey @A ATEE N, TFEER,

- Bucket@i# i : HEEQE/NG TR BB () , BULUNG FRER T
3k, KIERBBHE3-637 15 Z M,

© ObjectMyi ARG : MEAUTF-8%ii%, KEEMBIEL-1023F 120, AHERL “/” B
H 7 PRIk

AR OB A, R OSS SDKEREIIR AT A,

0SS SDK#4it Y URL/HeaderZ A2, TEAES B RAIN,


https://ram.console.aliyun.com/#/overview

5. MERESHIAEAE GHEMSDK, HEHCEKHEN, BANEESHEN P EARIE, (FakEs

PMEHTBL
OSSIitz LIt 7 — A LA TR, HIHRENEATBRARGNESY, S48 THH
hk.
6. WURRSEER 74RPE, kA RPN S5 a2 S UM Header,
HE#HR

FRIESDKGR MY HETIRAS. B G SAWREE, FRETRE R SPORRER, R PRERTRR
MIZEIRA R, i HossutilHEE RIS, ossutil&ZaHnTREMIRFL,


https://bbs.aliyun.com/read/233851.html?spm=a2c4g.11186623.2.10.b19bcf
https://bbs.aliyun.com/read/233851.html?spm=a2c4g.11186623.2.10.b19bcf

10 HE TR

10.1 BERITEXK

j#jt header 5% URL A% 43 signature i, Z#SB3HRZEHAM “The request
signature we calculated does not match the signature you provided” . A& demo i

T API HZ4 L% Object 2] OSS.
fERAZE

[root@izw4z home]# python PutObject.py -h
Usage: PutObject.py [options]

Options:
-h, —-help JRRIEBICRy
-1 AK wrEle LK SsE RAM FIkS) Accesskey | BAjETH
~k SK ZPEHe LK S®E RAM FiikE[) AccessKeySecrety | #A1EIH
-e ED 0SS endpoint Hillk, 0SS Pl EREA Ll AFS, Bk
-b BK 0SS bucket HFg, PIEDI
-0 OBJECTS Ef%%l OSS [j object HFR, &
~f FI VIR M SCPEIRASS, AT

python PutObject.py -i BOg3mdt -k INCA4LOP43Ax -e oss—-cn-shanghai.
aliyuncs.com -b yourBucket -f localfile.txt -o aliyun.txt

BERK

PUT /yuntest HTTP/1.1

Accept-Encoding: didentity

Content-Length: 147

Connection: close

User-Agent: Python-urllib/2.7

Date: Sat, 22 Sep 2018 04:36:52 GMT

Host: yourBucket.oss-cn-shanghai.aliyuncs.com
Content-Type: application/x-www-form-urlencoded
Authorization: 0SS BOg3mdt:INCA4LOP43Ax

IRz Sk

HTTP/1.1 200 OK

Server: Aliyun0SS

Date: Sat, 22 Sep 2018 04:36:52 GMT
Content-Length: 0

Connection: close

x—-o0ss-request-id: 5BA5C6E4059A3C2F

ETag: "DOCAA153941AAA1CBDA3SAF"
x—0ss—-hash-crc64ecma: 8478734191999037841
Content-MD5: OMghU5QbIp3Ujqghy904rw==
Xx—-oss—-server-time: 15

- Signature HFIEMA RIS BAZIRALE header 1, % header Ml Signature —%L,



- PUT LA%I}, Signature i+ Content-Type #4552 application/x-www-form-
urlencoded ,

- J@id header 75 TR AINENTCIA R BN, HAGH A SDK . URL %43 H EId 1]
il

L

#! Jus/bin/envy python
#Author: handle
#Update: 2018-09-29
from optparse import OptionParser
import urllib, urllib2
import datetime

import base64

import hmac

import sha

import os

import sys

import time

class Main():

# Initial 1dinput parse
def __init__(self,options):

self.ak = options.ak

self.sk = options.sk

self.ed = options.ed

self.bk = options.bk

self.fi = options.fi

self.oj = options.objects

self.left = '"\033[1;31;40m'

self.right = '\033[Om'

self.types = "application/x-www-form-urlencoded"

self.url = 'http://{0}.{1}/{2}'.format(self.bk,self.ed,self.o0j)
# Check client dinput parse
def CheckParse(self):
if (self.ak and self.sk and self.ed and self.bk and self.oj and
self.fi) != None:
if str(self.ak and self.sk and self.ed and self.bk and self.oj
and self.fi):
self.PutObject()
else:
self.ConsoleLog("error","Input parameters cannot be empty")
# GET local GMT time
def GetGMT(self):

SRM = datetime.datetime.utcnow()
GMT = SRM.strftime('%a, %d %b %Y %H:%M:%S GMT')
return GMT

# GET Signature
def GetSignature(self):
mac = hmac.new("{0}".format(self.sk),"PUT\n\n{0F\n{1}\n/{2}/{3}".
format(self.types,self.GetGMT(),self.bk,self.o0j), sha)
Signature = base64.b64encode(mac.digest())

return Signature
# PutObject
def PutObject(self):

try:



with open(self.fi) as fd:
files = fd.read()
except Exception as e:

self.ConsoleLog("error",e)

try:
request = urllib2.Request(self.url, files)
request.add_header('Host','{0}.{1}'.format(self.bk,self.ed))
request.add_header('Date','{0}'.format(self.GetGMT()))
request.add_header ('Authorization','0SS {0}:{1}'.format(self.ak,

self.GetSignature()))

request.get_method = lambda:'PUT'
response = urllib2.urlopen(request,timeout=10)
fd.close()
self.ConsolelLog(response.code,response.headers)

except Exception,e:
self.ConsoleLog("error",e)

# output error log
def ConsolelLog(self,level=None,mess=None):

if level == "error":
sys.exit('{0}[ERROR:]{1}{2}"'.format(self.left,self.right,mess))
else:

sys.exit('"\nHTTP/1.1 {0} OK\n{1l}'.format(level,mess))

if __name__ == "__main__":
parser = OptionParser()
parser.add_option("-1i",dest="ak",help="Must fill in Accesskey")
parser.add_option("-k",dest="sk",help="Must fill in AccessKeySecrety
Il)
parser.add_option("-e",dest="ed",help="Must fill in endpoint")
parser.add_option("-b",dest="bk",help="Must fill in bucket")
parser.add_option("-o0",dest="objects",help="File name uploaded to
oss")
parser.add_option("-f",dest="f1i",help="Must fill localfile path")
(options, args) = parser.parse_args()
handler 2 Main(options)
handler.CheckParse()

10.2 fERIBRZE
LA%3 OSS WA a] AEERERN, ARRA R SRAMH, 1 AnalysisVideos T-Hn] L
TS R VE AN L R TELRIRI, FF AR B R,

A T HAl R E 2 fiprobe3 JE, #3<am<M: pip install ffprobe3,
ERAE
IEHER:

[root@izw4z homel# python AnalysisVideos.py test.mp4

[INFO: Stream: 1
[INFO: Frame Rate:30.0
[INFO: Frame Size: (854, 480)

[INFO: Frames:3495
[INFO: Is video: True

]
]
]
[INFO:] Duration:116.5
]
]
[INFO:] video encode:h264



[CheckResult:]Chrom can playing video

[INFO:] Stream: 2

[INFO:] Duration:116.561
[INFO: ] Frames:5465
[INFO:] Is audio: True
[INFO:] audio encode:aac

[CheckResult:]Chrom and FireFox can playing audio
SN ESEREER.
RS

#!/usr/bin/env python
#-*x- coding:utf8 -*-
#Author: hanli
#Update: 2018-09-24

from __future__ dimport print_function

import os

import sys

import subprocess

from ffprobe3 import FFProbe

from ffprobe3.exceptions import FFProbeError

class MainFun():

color
rr

def __init__(self):

self.left "\033[1;31;40m'
self.gren '"\033[1;32;40m'
self.right = '\033[Om'
self.videos = sys.argv[1l]

def CheckModule(self):

try:
from ffprobe3 import FFProbe
from ffprobe3.exceptions import FFProbeError

except:
self.ConsolelLog("Not install ffprobe3, please do 'pip install

ffprobe3'","warn")

return True

checkvideo valid

def CheckVideo(self):
try:
media = FFProbe(self.videos)

for index, stream in enumerate(media.streams, 1):
self.ConsoleLog('\tStream: {0}'.format(index))

try:
if stream.is_video():



frame_rate = stream.frames() / stream.duration_seconds

@)
self.ConsoleLog('\t\tFrame Rate:{0}'.format(frame_rate

))
self.ConsoleLog('\t\tFrame Size:{0}'.format(stream.

frame_size()))
self.ConsoleLog('\t\tDuration:{0}'.format(stream.

duration_seconds()))
self.ConsoleLog('\t\tFrames:{0}'.format(stream.frames()))

if stream.is_video():
self.ConsoleLog('\t\tIs video: True')
self.ConsolelLog('\t\tvideo encode:{0}'.format(stream.

codec()))
self.CheckResult(stream.codec(),"video")
if stream.is_audio():
self.ConsolelLog('\t\tIs audio: True')
self.ConsoleLog('\t\taudio encode:{0}'.format(stream.
codec()))

self.CheckResult(stream.codec(),"audio")

except FFProbeError as e:
self.ConsoleLog(e,"warn")

except Exception as e:
self.ConsoleLog(e,"warn")

return True

except Exception as e:
self.ConsolelLog(e,"warn")

check result
T

def CheckResult(self,codec,types=None):

if types == 'video':
if codec.lower() in ['h264','h265','h263"',"'vp9','vp8', 'theora']:

self.ConsoleLog("Chrom can playing video","result")

elif codec.lower() in ['h264','theora']:
self.ConsoleLog("FireFox and Safari can playing video","result

Il)
else:
self.ConsoleLog("Chrom and FireFox not Support video encode

type {03}".format(codec),"exec"
if types == 'audio':

if codec.lower() in ['vorbis','wmv','aac', 'mp3']:
self.ConsoleLog("Chrom and FireFox can playing audio","result

||)
else:
self.ConsoleLog("Chrom FireFox and Safari not Support audio

encode type {0}".format(codec),"exec")

output log

def ConsolelLog(self,level,tag=None):

if tag == "warn":
sys.exit("{0}[ERROR:]{1}{2}".format(self.left,self.right,level))

elif tag == "result":



print("{0}[CheckResult:]{1}{2}".format(self.gren,self.right,

level))
if tag == "exce":
print("{0}[ERROR:]{1}{2}".format(self.left,self.right,level))
else:

print("[INFO:]{2}".format(self.gren,self.right,level))

Main tdnput
T

if __name__ == '"__main__":

if MainFun() .CheckModule():
if MainFun().CheckVideo() == None:
sys.exit('\033[1;31;40m[ERROR:]\033[0mInput file is not video

file')

10.3 CDNE&E3EiAR]OSSK K
L E{ A CDN [l OSS BN mEn, w A2 HMIA AnalysisCors AT HIAHEERIE
i,
Bil:
i) Z Bl 4% pip install oss2 Bibk,
fERRAE

[root@izwx4z apil# python AnalysisCore.py -h
Usage: AnalysisCore.py [options] #BRHiEIR

Options:

-h, —-help show this help message and exit
1Ak <Accesskey> B ZMANSRE LA 0SS KB RAM TUKE,
ccesskey

-k SK <AccessKeySecrety> PR RSk B&EME 0SS BRI RAM
FMkE, Accesskey Secrety

-e ED dest oss <endpoint> 0SS endpoint, nfPAMEHIE EIREL

-b BK dest oss <bucket> 0SS bucket

-s CDN cors allow <domain> Eshkijjjn] OSS f) CDN 44, WZiHEHPHY
3. HTTPS/HTTP

-m METH cors http method <GET,POST,PUT,HEADER> cors http method

<GET,POST,PUT,HEADER> 5@ stiiy HTTP 35K, 2AWRGIEFHE "," W
-t TYPES cors file type multiparts operate or single operate <

multi,single> REJDUEN A —fF (single) sRERIMFI R (multi) M7 ALk
kA%, T#EI 0SS

CDN [nlj53] OSS B 2SR, WALl FPYME D



K ik
python cors.py —-i LTA43W -k VTqIcMlVNc -e oss-cn-beijing.aliyuncs.com

-b yourBucket -s http://www.zhangyb.com -t multi -m POST
0SS Cors % Access-Control-Allow-Origin Config %4 #1518k,

IXRWIEOSSH T 1o i kA%, TEdRME, (HRRANRCE % Headers, <Etag|etag|*>

[CheckResult]0SS Access-Control-Allow-0Origin Config Error http://www.zhangyb.com, You can fill in * or http://domain

[CheckResult]Multipart operate must set expose <etag|Etag|*>

- TR

python cors.py -i LTA43W -k VTqIcMlVNc -e oss-cn-beijing.aliyuncs.com

-b yourBucket -s http://www.zhangyb.com -t multi -m POST,DELETE,HEADE

CDN [1]551 0SS ByEsIgis K 75 i £ 0SS Cors Access-Control-Allow-Methods Hi#f7
[T

[CheckResult]0SS Access-Control-Allow-Methods Config Error DELETE, You can fill in * or methods

[CheckResult]0SS Access-Control-Allow-Methods Config Error HEADER, You can fill in * or methods

- B=fp

python cors.py -i LTA43W -k VTqIcMlVNc -e oss-cn-beijing.aliyuncs.com

-b yourBucket -s http://www.zhangyb.com -t multi -m POST,DELETE,HEADE

Efe, PEOCHHRIEN, W27 R (multipart) #K, #2#E ETag k.

[CheckResult]Multipart operate must set expose <etag|Etag|*>
- SPUfR:

python cors.py -i LTA43W -k VTqIcMlVNc -e oss-cn-beijing.aliyuncs.com
-b yourBucket -s http://www.zhangyb.com,http://www.taobao.com -t multi

-m POST,DELETE,HEADE
PSRN IR A %A £ OSS Cors Access-Control-Allow-Origin #E7HLE,
JRES

#-x- coding:utf8 -x*-
#!/usr/bin/env python
#Author: hanli
#Update: 2018-09-22

from optparse import OptionParser
import collections

import oss2

import sys

import re



class MainFunction():
def __init__(self,options):

self.args = collections.OrderedDict()
self.args["ak"] options.ak
self.args["sk"] options.sk
self.args["ed"] options.ed
self.args["bk"] options.bk
self.args["cdn"] = options.cdn
self.args["types"] = options.types
self.args["meth"] = options.meth
self.left = "\033[1;31;40m'
self.right = '\033[Om'

# check input parse
def CheckParse(self):
try:

for keys 1in self.args:
if self.args[keys] == None:
self.ConsolelLog(0)
return False

if not (self.args['ed'].startswith("http://") or self.args['ed
'T.startswith("https://")):
self.args['ed'] = "http://"+self.args['ed']

if not (self.args['cdn'].startswith("http://") or self.args['cdn
'T.startswith("https://")):
self.ConsolelLog(1l)
return False

if not re.match("(GET|POST|PUT|HEAD|DELETE|ORIGIN)",self.args['
meth']):
self.ConsolelLog(7)
return False

if not re.match("multi|single",self.args['types']):
self.ConsolelLog(2)
return False

except Exception as e:
self.ConsolelLog(e)

return True
# valid cors config
def ValidConf(self,origins,methods,headers,expose,flag=True):
try:
if not (re.match(self.args['cdn'],origins) or origins=="%"):
flag=False
self.ConsolelLog(3)
for meth in self.args['meth'].split(","):
if not (meth 1in methods.split(",") or methods=="x"):

flag=False
self.ConsolelLog(4,meth)



if self.args['types'] == "multi":
if not (re.match("(etag|Etag| )",expose)):
flag=False
self.ConsolelLog(6)

if headers == None:
flag=False
self.ConsolelLog(5)

except Exception as e:
self.ConsolelLog(e)

return flag
# get oss cors config
def GetCors(self):

try:
auth = oss2.Auth(self.args['ak'], self.args['sk'])
bucket = oss2.Bucket(auth, self.args['ed'], self.args['bk'])
cors = bucket.get_bucket_cors()
except oss2.exceptions.ServerError as e:
self.ConsolelLog(e)
except oss2.exceptions.NoSuchCors as e:
self.ConsolelLog(e)
except oss2.exceptions.NoSuchBucket as e:
self.ConsolelLog(e)
except oss2.exceptions.AccessDenied as e:
self.ConsolelLog(e)
else:
for rule in cors.rules:
if (self.ValidConf(",".join(rule.allowed_origins),",".join(
rule.allowed_methods),
" ".join(rule.allowed_headers),",".join(rule.expose_headers
))):

self.ConsolelLog(8)
# output error log
def Consolelog(self,level,meth=None):

if level == 0:
print('{0}[ERROR]{1}A1ll parameters cannot be empty'.format(self.
left,self.right))

if level == 1:
print('{0}[ERROR]{1}<-s> CDN domain must be http|https start'.
format(self.left,self.right))

if level == 2:
print('{0}[ERROR]{1}<-t> Must be multi|single'.format(self.left,
self.right))

if level == 3:
print('{0}[CheckResult]{1}0SS Access-Control-Allow-Origin Config
Error {2}, You can fill in * or http://domain'.format(self.left,self.
right,self.args['cdn']))

if level == 4:
print('{0}[CheckResult] {1}0SS Access-Control-Allow-Methods
Config Error {2}, You can fill in * or methods'.format(self.left,self.
right,meth))



if level == 5:
print('{0}[CheckResult] {1}Access-Control-Allow-Headers 0SS
Config Error, You can fill in * or headers'.format(self.left,self.
right))

if level == 6:
print('{0}[CheckResult]{1}Multipart operate must set expose <
etag|Etag|*>'.format(self.left,self.right))

if level == 7:
print('{0}[ERROR]{1}<-m> Must be <GET|POST|PUT|HEAD|DELETE|
ORIGIN> ,multiple method please "," split'.format(self.left,self.right
)

if level == 8:
sys.exit("[CheckResult]O0SS CORS Config Alright OK")

if not disinstance(level,int):

print(level)
# exprl = lambda x:x if x.startswith("http://") or x.startswith("
https://") else "https://"+x
# expr2 = lambda y:y if y.startswith("http://") or y.startswith("

https://") else "https://"+y
if __name__ == "__main__":

parser = OptionParser ()

parser.add_option("-1i",dest="ak",help="<Accesskey>")

parser.add_option("-k",dest="sk",help="<AccessKeySecrety>")

parser.add_option("-e",dest="ed",help="dest oss <endpoint>")

parser.add_option("-b",dest="bk",help="dest oss <bucket>")

parser.add_option("-s",dest="cdn",help="cors allow <domain>")

parser.add_option("-m",dest="meth",help="cors http method <GET,POST,
PUT,HEADER>")

parser.add_option("-t",dest="types",help="cors file type multiparts
operate or single operate<multi,single>")

(options, args) = parser.parse_args()

handler = MainFunction(options)

if handler.CheckParse():
handler.GetCors ()
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