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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this
legal disclaimer before you read or use this document. If you have read or used this document, it

shall be deemed as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only.
The content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminat
ed by any organization, company, or individual in any form or by any means without the prior
written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades, adjustment
s, or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and the updated versions of this document will be occasionally released through
Alibaba Cloud-authorized channels. You shall pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products and
services. Alibaba Cloud provides the document in the context that Alibaba Cloud products and
services are provided on an "as is", "with all faults" and "as available" basis. Alibaba Cloud
makes every effort to provide relevant operational guidance based on existing technologies
. However, Alibaba Cloud hereby makes a clear statement that it in no way guarantees the
accuracy, integrity, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial losses incurred
by any organizations, companies, or individuals arising from their download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, bear responsibility for any
indirect, consequential, exemplary, incidental, special, or punitive damages, including lost
profits arising from the use or trust in this document, even if Alibaba Cloud has been notified of
the possibility of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to works, products
, images, archives, information, materials, website architecture, website graphic layout, and
webpage design, are intellectual property of Alibaba Cloud and/or its affiliates. This intellectu

al property includes, but is not limited to, trademark rights, patent rights, copyrights, and trade



secrets. No part of the Alibaba Cloud website, product programs, or content shall be used,
modified, reproduced, publicly transmitted, changed, disseminated, distributed, or published
without the prior written consent of Alibaba Cloud and/or its affiliates. The names owned by
Alibaba Cloud shall not be used, published, or reproduced for marketing, advertising, promotion
, or other purposes without the prior written consent of Alibaba Cloud. The names owned by
Alibaba Cloud include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other
brands of Alibaba Cloud and/or its affiliates, which appear separately or in combination, as well
as the auxiliary signs and patterns of the preceding brands, or anything similar to the company
names, trade names, trademarks, product or service names, domain names, patterns, logos

, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information indicates a
situation that will cause major system Danger:
changes, faults, physical injuries, and Resetting will result in the loss of user
other adverse results. configuration data.
This warning information indicates a
''''' situation that may cause major system | &% Warning:
changes, faults, physical injuries, and | Restarting will cause business
other adverse results. interruption. About 10 minutes are
required to restore business.
This indicates warning information,
supplementary instructions, and other Note:
content that the user must understand. | Take the necessary precautions to
save exported data containing sensitive
information.
This indicates supplemental instructio
ns, best practices, tips, and other Note:
content that is good to know for the You can use Ctrl + A to select all files.
user.
> Multi-level menu cascade. Settings > Network > Set network type
Bold It is used for buttons, menus, page Click OK.
names, and other Ul elements.
Couri er It is used for commands. Runthecd /d C./w ndows command
f ont to enter the Windows system folder.
Italics |[Itisused for parameters and variables. |bae 1 og list --instanceid
I nstance_I D
[] or [a]b] It indicates that it is a optional value, i pconfig[-all]|-t]
and only one item can be selected.
{} or{alb} |Itindicates that it is a required value, swich{stand | slave}
and only one item can be selected.
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1 Ram Policy Editor

Address
RAM Policy Editor
Usage

RAM authorization policies are composed of several rules. Using the RAM policy editor, you can
add or delete rules one by one in the interface, and then a JSON file is automatically generated
for the policy. After adding all the policy rules, copy the JSON file and paste it in the created

authorization policy content box on the Access Control console.

In the RAM policy editor, you must set these fields for each rule: Effect, Actions, Resources, and

Conditions.
« Effect

Specify whether access to this rule is allowed or denied.

« Actions

Specify resource access actions. You can select one or more actions. Generally, it is sufficient

to use the wildcard action provided for users:

— 0SsS: *: allows all actions
- 0SS: Get * allows all read actions

— 0SS: Put * allows all write actions

For more information, see RAM Policy Editor README.

* Resources

Specify the resources of the OSS authorized to access. You can specify multiple ones, and

each would be represented in the following format:

= A bucket: ny- bucket (with no permission on objects in the bucket)

= All objects in a bucket: my- bucket / * (with no permission on the bucket itself, such as
ListObjects)

= A directory in a bucket: my- bucket / di r (with no permission on objects under dir/)

= All objects under a directory in a bucket: my- bucket / di r/ * (with no permission on dir,
such as ListObjects)

= Complete resource path: acs: oss: *: 1234: ny- bucket / di r, 1234 is the user ID

(viewed in the console)


http://gosspublic.alicdn.com/ram-policy-editor/index.html
https://github.com/aliyun/ram-policy-editor/blob/master/README-CN.md

EnablePath

When you want to grant permissions to a directory, you usually need to grant the List
permission on its upper level directory. For example, if you want to grant read and write
permissions to ny- bucket / user s/ di r/ *, you also need to grant the following permissions

so as to view this directory in the console (or in other tools):

Li st Cbj ect s ny-bucket
Li st Obj ects ny-bucket/users
Li st Cbj ects ny-bucket/users/dir

When the EnablePath option is selected, the preceding permissions are automatically added.

» Conditions
Specify the conditions that must be met for authorized access. You can specify multiple ones.
For more information, see RAM Policy Editor README.
Example

To grant all permissions for ny- bucket and its files:

RAM Policy Editor vi.1.0 — O s 2
Add Rules Authorization Policy

mJersion”: "1"
"Statement”: [}

}

Actions None selected «

Resources

« After entering a resource name , press Enter for
confirmation

« Example: my-bucket, my-bucket/dir*

« More.

EnablePath [ Automatically add the parent directory permissions ?

Conditions Show

(Optional)
Generate auth policy

List of Rules

Effact Actions Resources Conditions

For more examples, see RAM Policy Editor README.


https://github.com/aliyun/ram-policy-editor/blob/master/README-CN.md
https://github.com/aliyun/ram-policy-editor/blob/master/README-CN.md

2 ossprobe

Introduction

The ossprobe is an OSS access detection tool used to troubleshoot problems caused by network
errors or incorrect settings of basic parameters during the upload and download processes. If
an error occurs after you run a command to upload or download data, the ossprobe displays the

possible cause to help you identify the error quickly.
Version

Version: 1.0.0
Main features

» Checking whether the network environment is normal
» Checking whether basic parameters are correct

* Testing the upload and download speeds
Platforms

e Linux
* Windows
e Mac

Download software

* windows64 ossprobe
* linux64 ossprobe

* mac ossprobe
Detect download problems
+ Usage

ossprobe --download [-i AccessKeyld] [-k AccessKeySecret] [-p
EndPoi nt] [-b Bucket Nane] [-o ObjectName] [-t Local Pat h]
[-f Ul] [-a Address]

-f --from bj ect Url

- --id AccessKeyl d

-k - - key AccessKeySecr et

-p - - endpoi nt EndPoi nt

-b - - bucket Bucket Nane

-0 - - obj ect bj ect Nane

-t --to Save path for the downl oaded content. By

default, it is the path to a tenporary file in the current directory


https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/tool/ossprobe.exe
https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/tool/ossprobe
https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/internal/oss/0.0.4/assets/tool/macossprobe/ossprobe

-a - - addr Net wor k address for detection. The default
address is ww. aliyun.com |f you are using private cloud, select an
accessi bl e address in the private cloud.
TIP. If the -f paraneter is present, a URL is used for downl oad.
If the -f paraneter is not present, you nust set the AccessKeyl D
AccessKeySecret, EndPoint, and Bucket Nanme paraneters.

+ Example

To check whether URL-based download is normal (How to obtain a URL), run the following

commands:
Method Command
Download from a specified URL ossprobe --download -f Url

Download from a specified URL and save the |ossprobe --download -f Ul -t tnp/
downloaded content to a specified file exanpl e. t xt

Download from a specified URL and detect ossprobe --downl oad -f Ul -a Addr
the network condition of a specified address

To check whether download using specified parameters (AccessKeylD, AccessKeySecret,

EndPoint, and BucketName) is normal, run the following commands:

Method Command

Download a random file ossprobe --downl oad -i AccessKeyld
-k AccessKeySecret -p EndPoint -b
Bucket name

Download a specified file ossprobe --downl oad -i AccessKeyld
-k AccessKeySecret -p EndPoint -b
Bucket Name -o Obj ect Nane

Download a specified file and save the ossprobe --downl oad -i AccessKeyl
downloaded content to a specified local file d -k AccessKeySecret -p EndPoint -
b Bucket Name -o Obj ect Nanme -t tnp/
exanpl e. t xt

Download a random file and detect the ossprobe --downl oad -i AccessKeyld
network condition of a specified address -k AccessKeySecret -p EndPoint -b
Bucket Nane -a Addr

Note:

* The file you downloaded is a binary executable program, and you must add the ossprobe

executable permissions through chnod +x osspr obe in the Linux system.



» By default, the -t parameter indicates the path to a temporary file in the current directory (
the file name format is ossfilestore20160315060101).

+ |If the -t parameter indicates a directory, a temporary file is generated in the directory to
save data (the file name format is ossfilestore20160315060101).

+ If afile is downloaded from a URL, the file is named after the last string following the
forward slash “/“ in the URL. For example, if the URL is htt p: // al i yun. con a. j pg,

then the file is saved as a.jpg.

Detect upload problems

Usage

ossprobe --upload -i AccessKeyld -k AccessKeySecret -p EndPoint -b
Bucket Nane [-m normal | append| nul ti part]
[-s UploadFilePath] [-o0 OhjectNane] [-a Addr]

- --id AccessKeyl D

-k - - key AccessKeySecr et

-p --endpoi nt EndPoi nt

-b - - bucket Bucket Nane

-s --src Path to the file you want to upl oad. By
default, it is the path to a |ocal tenporary file.

-m - - mode Fil e upl oad node. The default is normal upl oad

-0 - - obj ect Upl oaded obj ect nane. By default, the object

nane is the nane of the uploaded file if -s is not null. If -s is

null, by default, the object name is the name of the tenporary file
starting with tem

-a - - addr Net wor k address for detection. The default

address is the address of the Alibaba C oud website. If you are
usi ng private cloud, select an accessible address in the private
cl oud.

Example
Method Command
Generate a temporary file and upload it in ossprobe --upload -i AccessKeyld -
normal mode k AccessKeySecret -p EndPoint -b
Bucket Name
Generate a temporary file and upload it in ossprobe --upload -i AccessKeyld -
append mode k AccessKeySecret -p EndPoint -b
Bucket Name -0 Obj ect Name - m append
Generate a temporary file and upload it in ossprobe --upload -i AccessKeyl
multipart mode d -k AccessKeySecret -p EndPoi nt
-b Bucket Name -0 Cbj ect Nane -m
mul ti part
Upload specified content in multipart mode ossprobe --upload -i AccessKeyl
d -k AccessKeySecret -p EndPoi nt




Method Command

-b Bucket Nane -0 Cbj ect Nane -m
mul tipart -s src

Upload specified content in multipart mode ossprobe --upload -i AccessKeyld -
and specify the object name k AccessKeySecret -p EndPoint -b
Bucket Name -m nultipart -s src -o
exanpl e. t xt

Generate a temporary file, upload it in normal |ossprobe --upload -i AccessKeyld -
mode, and detect the network condition ofa [k AccessKeySecret -p EndPoint -b
specified address Bucket Narme -a Addr

Note:

The name of a randomly generated file starts with ossuploadtmp.

Platform differences

» For Windows, press Win+R to bring up the “Run” dialog box, enter cmd, and press Enter.

On the command-line interface (CLI), enter the path to the tool and enter related detection

parameters to run the tool.

» For Linux and Mac, open the terminal. On the displayed interface, enter the path to the tool and

enter related detection parameters to run the tool.

[adming--"-222 2 Shome/admin/tianwei/fgofile]

$./ossprobe --upload -i

View report data

After command execution, a report named logOssProbe20060102150405.txt is generated (the
numbers following logOssProbe indicate the formatted date of report generation). The possible
error cause is printed in command line mode. If you think the error message is not specific, you
can view the report. If the problem persists, you can submit a ticket attached with the detection

report.
+ Console display

The console displays the following main information:



— After execution, the steps marked with x fail, whereas the steps not marked with x are
successful.

— The result indicates whether the upload or download operation is successful. If the upload
or download operation is successful, the console displays the file size and upload/download
time.

— The “Suggested Change” column shows the error cause or change suggestions.

— |f you are familiar with OSS error codes, you can perform troubleshooting based on the error
message returned by OSS.

— The “Log Info” columns shows the log name and address, allowing you to find the log.

-

Note:

Log files

Different from console display, log files contain network detection details. Ping is used to detect
a specified network or the network of a specified EndPoint, tracert is used to detect the route

for EndPoint access, and nslookup is used for DNS detection.

References

How to obtain a URL



3 OSS tools

Apart from the console, OSS also has the following frequently-used tools that can help you use

OSS efficiently.
Tool Description Note
ossbrowser A graphical object An official tool providing
management tool which features similar to what
supports Windows, Linux, and [Windows Explorer has to
Mac platforms. offer. You can easily browse
, upload, and download files,
and perform resumable upload
ossutil A command line management | An official tool which supports
tool which provides convenient | Linux, Windows, and Mac
, concise, and rich object platforms. It is not dependent
management commands. on any third-party components
and requires no installation.
osscmd A command line management | An official tool based on
tool which provides Python 2.5 to 2.7 versions,
complete bucket and object which supports multiple
management commands. platforms. OSSutil is expected
to become a future substitution
of OSScmd. We strongly
recommend ossutil unless
you require the bucket
management feature which is
not provided in OSSutil.
0ssfs Mount buckets to local file An official tool which supports
systems. You can operate on | Linux.
the objects in OSS through
the local file system to achieve
data access and sharing.
ossftp An FTP tool. It manages An official tool based on
objects in OSS through the Python2.7 and later versions
FTP protocol. You can operate |, which supports Windows,
on OSS through FileZilla, Linux, and Mac.
WinSCP, FlashFXP, and other
FTP clients. OSSFTP is
essentially an FTP server. It
receives FTP requests and



https://help.aliyun.com/document_detail/50452.html

Tool Description Note
maps operations on files and
folders to operations on OSS.

ossimport A data synchronization tool An official tool. It is dependent
which can synchronize files on JRETY or later versions and
stored locally or in a third-party | supports Windows and Linux
cloud to the OSS. platforms.

Ram Policy Editor OSS Authorization Policy Official tools. Web page edition
automation production . Browser chrome, Firefox,
tool. This tool is strongly Safari are supported.
recommended when you
need to generate your own
Authorization Policy.

ossprobe A tool for checking network An official tool which supports

issues. It provides suggestion
s for common errors. When
an error occurs during your
environment’s access to OSS
, we recommend you use this
tool to check the issue first.

Windows, Linux, and Mac.

oss-emulator

Lightweight OSS service
simulator for debugging and
performance testing based on
OSS applications.

An official tool which supports
Windows, Linux, and Mac.



http://gosspublic.alicdn.com/ram-policy-editor/index.html
https://github.com/aliyun/oss-emulator

4 ossutil

4.1 Download and installation

Ossuitil allows you to manage OSS data easily using the command line. The current version does
not provide complete bucket management and multipart management functions. These functions
are available in subsequent versions. If you need these functions, you can use the osscmd

command line tool instead.
Download the tool
e Current version

Current version: 1.4.1

* Runtime environment

— Windows/Linux/Mac

= Supporting architecture

= x86 (32bit, 64bit)

* Download the binary program

— [Linux x86 32bit] ossutil32

= [Linux x86 64bit] ossutil64

= [Windows x86 32bit] ossutil32.zip
— [Windows x86 64bit] ossutil64.zip
= [mac x86 64bit] ossutiimac64

» Install and use the binary program

Download the binary program or corresponding compressed package for your operating
system and run the binary program. (If the binary program is not an executable file, run chnod

755 ossutil to make it executable.) That is:

= For a Linux system: . / ossuti |

— For a Window system, either of the following two methods can be used (64-bit operating

system as an example):

m Decompress the package, double-click the bat file, and enter ossut i | 64. exe.
m Decompress the package, run cmd to enter the directory where the binary program

resides, and enter ossut i | 64. exe.


http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/50452/cn_zh/1524643908776/ossutil32
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/50452/cn_zh/1524643963683/ossutil64
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/50452/cn_zh/1524644014650/ossutil32.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/50452/cn_zh/1524644040363/ossutil64.zip
http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/assets/attach/50452/cn_zh/1524644116085/ossutilmac64

= For a MAC system: ./ ossuti | mac64
Quick start
» Set ossutil language

When running commands of ossultil, you can use the -L option to set the language. The value
can be CH or EN, that is, Chinese or English. The value is case insensitive. The default value
is CH (Chinese).The default language CH (Chinese), if CH (Chinese ), you need to make sure

that your system is UTF-8 encoded, otherwise it may display chaotic code.
For example:

./l ossutil hel p |Is isused to display the Is help in the default language.
.lossutil help Is -L ch isused to display the Is help in Chinese.
.lossutil help Is -L enisused to display the Is help in English.

./lossutil config -L chisused torun an interactive configuration command of ossutil

config. The prompt language is Chinese.

.lossutil config -L enisused torun an interactive configuration command of ossutil

config. The prompt language is English.

Note:
Errors output by ossutil are in English by default, which are not affected by the preceding
options.

» Obtain the command list
.lossutil or./ossutil help

$./ossuti |
Usage: ossutil [command] [args...] [options...]
Run ossutil help to display the command hel p.

Commands:
nb cloud url [options]
Creates a bucket.
I's [cloud url] [options]
Li sts buckets or objects.
rm cloud_url [options]
Del et es a bucket or object.
st at cloud_url [options]
Di spl ays the description of a bucket or object.
set - acl cloud url [acl] [options]
Sets the ACL for a bucket or object.
set-neta cloud url [neta] [options]
Sets the neta informati on of the upl oaded objects.
cp src_url dest_url [options]

Upl oads, downl oads, or copies objects.



restore cloud_url [options]
Restores an object fromthe frozen state to the readabl e
state.
create-symink cloud url target _url [options]
Creates a synbolic |ink
read- synl i nk cloud_url [options]
Reads the description of a synmbolic link file.
Addi ti onal Commands:

hel p [ command]
bt ai ns the hel p docunment of a command.
config [ opti ons]
Creates a configuration file to store configuration itens.
hash file_ url [options]
Conputes the crc64 or MD5 of a local file.
updat e [ opti ons]

Updat es ossutil .

$./ossutil -L en

Usage: ossutil [command] [args...] [options...]

Pl ease use 'ossutil help comand' to show hel p of command
Comuands:

nb cloud_url [options]

Make Bucket
I's [cloud url] [options]

Li st Buckets or Objects
rm cloud url [options]

Renove Bucket or Objects
st at cloud _url [options]

Di splay neta informati on of bucket or objects
set - acl cloud_url [acl] [options]

Set acl on bucket or objects
set - net a cloud url [rmeta] [options]

set nmetadata on al ready upl oaded objects
cp src_url dest _url [options]

Upl oad, Downl oad, or Copy hjects
restore cloud_url [options]

Restore Frozen State Ohject to Read Ready Status
create-symink cloud_ url target_url [options]
Create synlink of object
read- syni i nk cloud _url [options]
Di splay nmeta information of symink object
Addi ti onal Commands:

hel p [ command]
Get hel p about commands
config [ opti ons]
Create configuration file to store credentials
hash file_ url [options]
Get crc64 or nd5 of local file
updat e [ opti ons]

Updat e ossuti |

View the help document of a command

.lossutil hel p cnmdYou are strongly advised to run the help command to view the help

document before running a command.

./lossutil help config -L ch
SYNOPSI S

Creates a configuration file to store configuration itens.
SYNTAX



ossutil config [-e endpoint] [-i id] [-k key] [-t token] [-L
| anguage] [--output-dir outdir] [-c file]
DETAI L DESCRI PTI ON

This command is used to create a configuration file, store
custom zed configuration itenms in the configuration file, and
provi de access informati on when the OSS is accessed using the

configuration itens. (Wether a comand requires configuration itens
depends on whether it supports the --config-file option. For nore
i nformati on, see the command hel p.)

You can specify the path for storing the configuration file. The
default path is /hone/adm n/.ossutilconfig. If the configuration
file (for exanple, a) exists, ossutil stores "a" in a.bak, creates
file a again, and wites file a to the configuration. If a.bak

al ready exists, it is overwitten by file "a".

NOTE:

(1) If the specified path of the configuration file is not the
default path, set the --config-file option to your specified path
of the configuration file. (If the --config-file option is not

specified, the /home/adm n/.ossutilconfig path is read by default
when the command is run.)

(2) Sone configuration itenms can be set using options, such
as the --endpoint and --access-key-id options, when a comand is
run (for nore information about the options, see the help for each

command). |If you specify the options when running a command and
configure the information in the configuration file, the priority is
options > configuration file.

(3) If you specify the --endpoint, --access-key-id, --access-
key-secret, and --sts-token options when running a conmand, ossutil
does not forcibly require a configuration file.

Usage:

This command can be used in 1) interactive node or 2) non-
interactive node. The interactive node is reconmended because it
guar ant ees hi gher security.

1) ossutil config [-c file]

Thi s node supports interactive information configuration.
Gssutil interactively asks you about the foll owing information:
(1) config file
Specifies the path of a configuration file. If you press
Enter, ossutil uses the default configuration file in
/ hone/ adm n/ . ossutil config.

If you specify a configuration file, set the --config-
file option to the path of your configuration file when running the
command. For nore informati on about commands that support the --

config-file option, see the help of each conmand.
(2) | anguage
During first configuration (the configuration file does
not exist), ossutil requires you to set the | anguage. The val ue
can be CH (Chinese) or EN (English). If you press Enter, ossutil
configures the | anguage based on the val ue of the --1language option
If you do not set the --language option, ossutil sets the |anguage
to CH by default.
If a configuration file exists, ossutil configures
the | anguage based on the specified | anguage opti on and | anguage
information in the configuration file.
GCssutil reads the | anguage option fromthe configuration
file during operating. If this option does not exist or is invalid
, the ossutil sets the |anguage to CH by defaul t.
NOTE: This configuration itemtakes effect after the
config command is successfully run. When the config command is
executed, the displayed | anguage is not affected by your configurat
i on.
(3) endpoint, accessKeyl D, accessKeySecr et



Enter indicates that a configuration itemis skipped.
NOTE: The endpoi nt nust be a second-level domain (SLD), for exanple
, 0ss.aliyuncs.com

The precedi ng options are required.

(4) stsToken

To access the OSS using a tenporary token, specify this

option. Otherwi se, press Enter to skip this option.
(5) outputhDir

This option is used to configure the path of the
directory where the output files reside. In interactive node,
configuration of this option is not supported. However, this option
is valid in the configuration file.

The default directory of the outputDir option is
ossutil_output of the current directory. Ossutil generates al
output files in this folder during operating. Currently, the output
files include the report files that record operation errors of each
file when exceptions occur for batch operations by running the cp
conmand.

For nore informati on about the outputDir option and
report files, see the cp command hel p.

NOTE: If the outputDi r option does not exist, ossuti
automatically creates the directory when generating output files.
If the outputDir option exists but is not a directory, an error is

reported.

The follow ng interactive Bucket-Endpoi nt and Bucket - Chane
options are renoved, but they are still valid in the configuration
file.

(6) Bucket - Endpoi nt

The Bucket - Endpoi nt option is used to independently
configure the endpoint for each specified bucket. This option is
before the default endpoint configuration in the configuration file.

In this version, ossutil renmoves the Bucket-Endpoi nt
pair configuration in interactive node. However, this configuration

itemis still valid in the configuration file. Therefore, if you
want to independently specify the endpoint for each bucket, you can

make configuration in the configuration file. NOTE: The endpoi nt
must be an SLD, for exanple, o0ss.aliyuncs.com

I f the Bucket-Endpoint option is specified, ossuti
searches for the endpoint corresponding to a bucket in the option

when perform ng operations on the bucket. If being found, the
endpoi nt overwrites the endpoint in the basic configuration. However
, if the --endpoint option is specified when the command is run, the
--endpoi nt option has the highest priority.
(7) Bucket - Cnane

The Bucket -Cname option is used to i ndependently

configure the CNAME donai n nane (CDN domain) for each specified
bucket. This option is before the configurations of the Bucket -
Endpoi nt option and endpoint in the configuration file.

In this version, ossutil renoves the Bucket-Cnane pair
configuration in interactive node. However, this configuration item
is still valid in the configuration file. Therefore, if you want to
i ndependent|y specify the CNAME domai n nane for each bucket, you can

make configuration in the configuration file.

If the Bucket-Cname option is specified, ossutil
searches for the CNAME donmi n nane corresponding to a bucket in the
opti on when perform ng operations on the bucket. |If being found, the

CNAME donmai n nane overwites the endpoints in the Bucket-Endpoint
option and basic configuration. However, if the --endpoint option
is specified when the command is run, the --endpoint option has the

hi ghest priority.
Priority: --endpoint > Bucket-Cname > Bucket-Endpoi nt >
endpoi nt > default endpoi nt



2) ossutil config options
If you specify any options except the --language and --
config-file options when running the command, the command enters the
non-interactive node. Al configuration itens are specified using
opti ons.
Configuration file format:
[ Credenti al s]
| anguage = CH
endpoi nt = o0ss. aliyuncs. com
accessKeyl D = your _key id
accessKeySecret = your_key_ secret
st sToken = your_sts_token
outputDir = your output _dir
[ Bucket - Endpoi nt ]
bucket1 = endpointl
bucket 2 = endpoi nt 2

[Buckéi—Cnane
bucket 1
bucket 2

—_

chanel
chanme?2

SAMPLE
ossutil config
ossutil config -e oss-cn-hangzhou. aliyuncs.com-c ~/.myconfig
OPTI ONS
-c, --config-file
Specifies the configuration file path of ossutil. Ossutil
reads configuration fromthe configuration file during startup and
wites configuration to the file using the config conmand.
-e, --endpoint
Speci fies the basic endpoint configuration of ossutil (the
option value overwites the corresponding settings in the configurat
ion file). It must be an SLD.
-i, --access-key-id
Speci fies the AccessKeyl D used to access the OSS (the option
val ue overwrites the corresponding settings in the configuration
file).
-k, --access-key-secret
Speci fies the AccessKeySecret used to access the OSS (the
option value overwites the corresponding settings in the configurat
ion file).
-t, --sts-token
Speci fies the STSToken used to access the OSS (the option
val ue overwrites the corresponding settings in the configuration
file). It is optional
--out put -di r=ossutil _out put
Specifies the directory in which output files are |ocated
The output files include the report files generated when errors
occur for copying files in batches using the cp conmand. (For nore
i nformati on about the report files, see the cp conmand hel p.) The
default value is the ossutil_output sub-directory in the current

directory.
-L CH, --language=CH
Speci fies the | anguage of ossutil. The value can be CH or EN

, and the default value is CH |If the value is CH nake sure that
your systemis UTF-8 encoded.

» Configure ossutil

When using a command to access the OSS, configure the AccessKey pair first. For more

information about the AccessKey pair, see RAM and STS introduction.



ossutil can be configured to interactive mode or non-interactive mode.

To view the help document of the configuration command, run ossuti| hel p confi g.

= Configure ossutil in interactive mode

./lossutil config

$./ossutil config -L ch

This command is used to create a configuration file and store
configuration information in it.

You can specify the path for storing the configuration file. The
default path is /honme/adm n/.ossutilconfig. If you press Enter,
the default path is used. If you specify another path, set the --
config-file option to this path when running the command.

= Configure ossutil in non-interactive mode

./ossutil config -e oss.aliyuncs.com-i your_id -k your_key

4.2 View all supported options

You can use the -h option to view all options supported by ossutil.

$./ossutil -h
Usage of ossutil:
Opti ons:

-S

--short - f or mat Used to display the short format. If this

option is not specified, the long format is displayed by default.

- - snapshot - pat h= Used to accel erate incremental uploading

of files in batches in sone scenarios. (File downl oadi ng and copyi ng
do not support this option currently.) This option is used when
ossutil uses the cp conmand to upload files. Ossutil takes a snapshot
of file uploads and stores it in the specified directory. It will
read the snapshot fromthe specified directory for increnental
upl oad when this option is used the next tinme. The specified snapshot
directory nmust be a witable directory in the local file system
If the directory does not exist, ossutil creates a file to record
t he snapshot information. If the directory already exists, ossuti
reads the snapshot information in the directory, perfornms increnental
upl oadi ng accordi ngly, and updates the snapshot information. (Gssutil
only uploads files that fail to be uploaded |ast tine and have been
locally nodified.) NOTE: By using this option, the |ocal |astMdifi
edTinme of files that have been successfully upl oaded is recorded and
conpared with that of files to be upl oaded next tine to deternine
whet her to skip uploading of sane files. Wen using this option,
ensure that the correspondi ng objects on the GOSS are not nodified
during the two upl oading periods. In other scenarios than this one,
use the --update option to increnentally upload files in batches. In
addi tion, ossutil does not actively delete the snapshot information
under snapshot-path. To avoid too nuch snapshot information, clear
snapshot - pat h when confirm ng that the snapshot information is usel ess

o

--j obs= Speci fies the nunber of concurrent tasks

when multiple files are operated. The value ranges from1 to 10000,
and the default value is 5.



-V --version Used to display ossutil version (1.0.0
Bet a2) and exit.

--output-dir= Specifies the directory in which output
files are located. The output files include the report file generated
when an error occurs for copying files in batches using the cp command

(For details about the report file, refer to the cp command hel p.)
The default value is the ossutil_output sub-directory in the current
directory.

--parallel= Speci fies the nunber of concurrent tasks

operated in a single file. The value ranges from1 to 10000. The
default value is determ ned by ossutil based on the operation type and
file size.

-L - -l anguage= Speci fies the | anguage of ossutil. The
val ue can be CH or EN, and the default value is CH
-t --sts-token= Speci fies the STSToken used to access the

0SS (the option value will overwite the corresponding settings in
the configuration file). It is optional
-m --multipart I ndi cates that the operation objects are
the inconplete Multipart events in the bucket, rather than the default
obj ect s.

-b - - bucket Used to operate a bucket, confirm ng that
an operation is for the bucket.
--delete Used to del ete an operati on.
-e - -endpoi nt = Speci fies the basic endpoi nt configurat

ion of ossutil (the option value will overwite the correspondi ng
settings in the configuration file). It nust be a second-|evel donmin.

-k --access-key-secret= Specifies the AccessKeySecret used to
access the OSS (the option value will overwite the corresponding
settings in the configuration file).

--bigfile-threshold= Specifies the threshold for enabling the
resumabl e data transfer for large files. The value ranges fromO B to
9223372036854775807 B, and the default value is 100 MB

--retry-tinmes= Speci fies the nunber of retries when an
error occurs. The value ranges from1l to 500, and the default value is

3

-a --all-type I ndi cates that the operation objects are
the objects and inconplete Multipart events in the bucket.
-r --recursive I ndi cates a recursive operation. If this

option is specified, commmands supporting this option will operate
on all objects neeting the criteria in the bucket. Oherw se, the
commands operate only on a single object specified in the URL.

-f --force I ndicates a forcible operation w thout
aski ng.

-u - -updat e | ndi cat es an updat e operati on.

-C --config-file= Specifies the configuration file path
of ossutil. Ossutil reads configuration fromthe configuration file

during startup and wites configuration to the file using the config
conmand.
- --access-key-id= Speci fies the AccessKeyl D used to access
the OSS (the option value will overwite the correspondi ng settings in
the configuration file).
--acl = Used to configure the ACL.
-d --directory Used to return files and sub-directorie
s in the current directory, rather than recursively displaying al
objects in all sub-directories.
--checkpoint-dir= Speci fies the checkpoint directory path
(the default value is .ossutil_checkpoint). If a resunabl e data
transfer fails, ossutil automatically creates this directory and
records the checkpoint information in the directory. If a resumabl e
data transfer succeeds, ossutil deletes this directory. If this option
is specified, ensure that the specified directory can be del et ed.



--type= Specifies the cal cul ation type. The val ue
can be crc64 or md5, and the default value is crc64.
-h --help Show usage nessage

All commands of ossutil supports part of the preceding options. Use the ossutil help command to

check options supported by each command.

4.3 Bucket-related commands

Related commands for Bucket

Ossuitil allows you to create, delete, and list buckets, and set the ACL for a bucket. Other
management functions related to the bucket are not supported currently. If you want to use these

functions, see osscmd.
Before running these commands, run the conf i g command to configure the AccessKey pair.
» Create a bucket

ossutil nb oss://bucket [--acl=acl] [--storage-class sc] [-c fileg]

If the ACL is not specified, the bucket has the private permission by default. After a bucket
is created, ossutil prints the consumed time and exits. Otherwise, ossutil outputs error

information. You can use the - - st or age- cl ass option to specify the storage mode.
Run ossutil hel p nb to view help information about creating a bucket.

$./ossutil nb oss://test
0. 220478(s) el apsed

* Delete a bucket

Run ossutil hel p r mto view help information about deleting a bucket.

Note:

* The -b option must be specified for deleting a bucket.
* The deleted bucket may have been re-created by another user and does not belong to you
anymore.

* Once deleted, data in the bucket cannot be recovered.
= |f you bucket does not contain any data:

ossutil rmoss://bucket -b

$./ossutil rmoss://test -b
Do you really nean to renpve the Bucket: test(y or N)? y



0. 220478(s) el apsed

— If your bucket contains the object, multipart, or other data, delete all data before deleting the

bucket. You can run the following command to delete all data and your bucket:
ossutil rm oss://bucket -bar

Run ossuti|l hel p r mto view help information about deleting a bucket.

« List buckets
./ossutil Isor ./ossutil |Is oss://

You can use the - s option to display the short format. Run ossuti| hel p | s to view more

help information.

$./ossutil Is

CreationTi e Regi on St or aged ass
Bucket Name

2016-10-21 16:18: 37 +0800 CST 0Ss- cn- hangzhou Ar chi ve
oss:// go-sdk-test-bucket-xyz-for-object

2016-12-01 15:06:21 +0800 CST 0Ss- cn- hangzhou St andard
oss://ossutil-test

2016-07-18 17:54:49 +0800 CST 0ss- cn- hangzhou St andar d
oss://ossutilconfig

2016-07-20 10: 36: 24 +0800 CST 0ss- cn- hangzhou I A
oss://ossutil update

2016-11-14 13:08: 36 +0800 CST 0Ss- cn- hangzhou I A
oss://yyyyy

2016-08-25 09: 06: 10 +0800 CST 0Ss- cn- hangzhou Ar chi ve
oss://ztzt

2016- 11-21 21:18: 39 +0800 CST 0SS- cn- hangzhou Ar chi ve

oss:// zt zt zt
Bucket Nunber is: 7
0. 252174(s) el apsed

» Listfiles in a bucket

Ossutil can list objects and UploadIDs in a bucket. The objects are displayed by default. You
can use the - moption to display UploadIDs and use the - a option to display the objects and

UploadIDs simultaneously.

— List objects

./lossutil |s oss://bucket

$./ossutil |s oss://ossutil-test

Last Modi fi edTi ne Si ze(B) StorageCd ass ETAG
bj ect Nane

2016-12-01 15:06: 37 +0800 CST 10363812 St andar d

61DE142E5AFFO9A6748707D4A77BFBCFB oss://ossutil-test/al

2016-12-01 15:06: 42 +0800 CST 10363812 St andar d

61DE142E5AFF9A6748707D4A77BFBCFB oss://ossutil-test/ a2

2016-12-01 15:06: 45 +0800 CST 10363812 St andar d

61DE142E5AFF9A6748707D4A77BFBCFB oss://ossutil-test/a3



bj ect Nunber is: 3
0.007379(s) el apsed

— List objects and multiparts

./ossutil |s oss://bucket -a

$ ossutil |Is oss://bucketl -a
Last Mbdi fi edTi ne

2015- 06- 05 14:06: 29 +0000 CST
TE2FAA7TF1ACOD2F0996E8332D5EAS5B4 1
2015- 06- 05 14:36: 21 +0000 CST
6185CA2EBEB8510A61B3A845EAFE4174
2016- 04- 08 14:50: 47 +0000 CST
4F16FDAE7 ACA04CEC8B727FCC67779D6
Ohj ect Nunber is: 3
InitiatedTi me
bj ect Nane
2017- 01-13 03:45: 26 +0000 CST
oss:// bucket 1/ obj 1
2017-01-13 03:43: 13 +0000 CST
oss:// bucket 1/ obj 1
2017-01-13 03: 45: 25 +0000 CST
oss:// bucket 1/ obj 2
2017-01-20 11:16:21 +0800 CST
oss: // bucket 1/t obj
Upl oadl d Nunber is: 4
0.191289(s) el apsed

$ ossutil Is oss://bucketl -d
oss://bucket 1/ obj 1

oss:// bucket 1/ sanpl e. t xt
oss:// bucket 1/dir1/

bject and Directory Nunmber is: 3

Upl oadl D
15754AF7980C4DFB8193F190837520BB
2A1F9B4A95E341BDO285CC4A2BB950EED
3998971 ACAF94ADIACABEAC1988BES63
A20157A7B2FECA670626 DAEOF4C0073C
Upl oadl d Nunber is: 4
0.119884(s) el apsed

Set the ACL for a bucket

Si ze(B) Storaged ass ETAG
bj ect Nane
201933 St andard
oss:// bucket 1/dir1/obj 11
201933 St andard
oss://bucket 1/ obj 1
6476984 St andard

oss:// bucket 1/ sanpl e. t xt
Upl oadl D
15754AF7980CADFB8193F190837520BB
2A1F9B4A95E341BDO285CC4A2BBO950EED
3998971ACAF94ADIACABEACL988BES63
A20157A7B2FEC4670626 DAEOF4C0073C

You can use the - s option to display the short format.

You can use the - d option to display content in the level 1 directory.

bj ect Nane

oss:// bucket 1/ obj 1
oss://bucket 1/ obj 1
oss: // bucket 1/ obj 2
oss:// bucket 1/t obj

When a bucket is created, the default ACL for the bucket is private. You can run the set - acl
command to modify the ACL for a bucket. You must specify the- b option when setting the

ACL for a bucket.



Grant the private permission for bucket1:
./ossutil set-acl oss://bucketl private -b

Run the help set set - acl command to view more information about setting the ACL.

4.4 Object-related commands

Ossuitil allows you to upload/download/copy a file, set the ACL and meta of an object, and view

the meta information of an object.

Run the config command to configure the AccessKey pair before running these commands.

Upload/Download/Copy a file

You are strongly advised to use ossutil help cp to view the help information before running the

cp command.

You can run the cp command to upload/download/copy a file, and use the -r option to copy a
folder. Ossutil implements multipart upload by default for large files and supports the resumable
data transfer (the threshold of large files for which multipart upload is enabled can be set using

the - - bi gf i | e-t hreshol d option.)

Use the -f option to forcibly upload a file by default. If a file exists with the same name on the

target end, the file is overwritten directly.

If an error occurs to a file during file uploading/downloading/copying in batches, ossutil logs the
error information in the report file by default, skips this file, and performs operations on other
files. (Ossutil does not continue to copy other files if the bucket does not exist, or permission
verification is invalid due to incorrect accessKeylD/accessKeySecret.). For more information,

see ossutil help cp.

Ossutil supports the incremental uploading policies - - updat e and - - snapshot - pat h in

specific scenarios. For more information, see ossutil help cp.
From ossutil 1.0.0. Beta1, crc64 is enabled by default during file uploading.
(1) Upload a single file:

$./ossutil cp a oss://ossutil-test
Succeed: Total num 1, size: 230. OK num 1(upload 1 files).
0. 699795(s) el apsed

(2) Upload a folder:

$./ossutil cp -r dir oss://ossutil-test



Succeed: Total num 35, size: 464,606. OK num 35(upload 34 files, 1
directories).
0. 896320(s) el apsed

= Performance tuning for uploading/downloading/copying a file

In the cp command, the j obs and - par al | el options are used to control the number of
concurrent operations. The - j obs option controls the number of concurrent operations
enabled between files when multiple files are uploaded/downloaded/copied. The- par al | el
option controls the number of concurrent operations enabled for a large file when the large

file is uploaded/downloaded/copied in multiparts.

Ossutil calculates the number of parallel operations based on the file size by default (

this option does not work for small files, and the threshold for large files to be uploaded/
downloaded/copied in multiparts can be controlled by the —bigfile-threshold option). When
large files are uploaded/downloaded/copied in batches, the actual number of concurrent
operations is calculated by multiplying the number of jobs by the number of parallel
operations. If the default number of concurrent operations set by ossutil cannot meet your
performance requirements, you can adjust these two options to improve or reduce the

performance.

Note:

*  We recommend that you adjust the concurrent operations to a value smaller than100
. If the network bandwidth, memory, and CPU are not fully occupied, you can set the
concurrent operations to a bigger value.

» If the number of concurrent operations is too large, the uploading/downloading/copying
performance of ossutil may be reduced, or even an EOF error may occur due to inter-
thread resource switching and snatching. Therefore, adjust the values of - j obs #ll-

par al | el based on the actual machine conditions.

To perform pressure testing, set the two options to small values first, and slowly adjust
them to the optimal values. If the values of the —jobs and —parallel options are too large,
an EOF error may occur due to the slow network transfer speed if machine resources are
limited. In this case, appropriately reduce the values of the —jobs and —parallel options.

» Configure the ACL of an object

Ossutil uses the set-acl command to configure the ACL of an object. You can use the -r option

to configure the ACLs of objects in batches.



For more information, see ossutil help set-acl.

$./ossutil set-acl oss://dest/a private
0. 074507(s) el apsed

Configure the ACLs of objects in batches:

$./ossutil set-acl oss://dest/a private -r
Do you really nean to recursivlly set acl on objects of oss://dest/a

(y or N?y _ ,
Succeed: Total 3 objects. Setted acl on 3 objects.
0. 963934(s) el apsed

Configure the meta of an object

Ossutil uses the set-meta command to configure the meta information of an object. You can

use the -r option to configure the metas of objects in batches.
For more information, see ossutil help set-meta.

./ossutil set-neta oss://dest/a x-o0ss-object-acl:private -u

View the object description (meta)
Ossutil uses the stat command to view the object description (meta).
For more information, see ossutil help stat.

$./ossutil stat oss://dest/a

ACL . defaul t

Accept - Ranges . bytes

Cont ent - Lengt h . 230

Cont ent - Md5 . +5vbQC/ MBQKOXXSi yKBZog==

Cont ent - Type . application/octet-stream

Et ag : FB9BDB402FCC4902B4C574A2C8A059A2
Last - Modifi ed : 2017-01-13 15:14:22 +0800 CST
Owner : aliyun

X- Gss- Hash- Cr c64ecna : 12488808046134286088

X- Gss- bj ect - Type > Nor mal

0. 125417(s) el apsed

Restore an object from the frozen state to the readable state

Ossutil uses the restore command to restore an object from the frozen state to the readable
state. You can use the - r option to restore objects from the frozen state to the readable state

in batches.
For more information, see ossutil help restore.

$./ossutil restore oss://utiltest/a
0. 037729(s) el apsed

Create a symbolic link



Ossutil uses the create-symlink command to create a symbolic link.

For more information, see ossutil help create-symlink.

$./o0ssutil create-symink oss://utiltest/b a
0.037729(s) el apsed

* Read the description of a symbolic link file

Ossutil uses the read-symlink command to read the description of a symbolic link file.

For more information, see ossutil help read-symlink.

$./ossutil read-symink oss://utiltest/b

Et ag . D7257B62AA6A26D66686391037B7D61A
Last - Modi fi ed : 2017-04-26 15:34:27 +0800 CST
X- Gss- Synl i nk- Tar get a

0. 112494(s) el apsed

4.5 Multipart-related

commands

Ossutil allows you to list an UploadID and delete all UploadIDs of the specified object.

For more information about the multipart, see Multipart upload.

Note:

When uploading/copying a large file, ossutil automatically implements multipart upload and

resumable data transfer, without running the UploadPart command.

» List an UploadID

Use the -m option to list all incomplete UploadIDs of the specified object, and use the -a option

to list objects and UploadIDs.

$ ossutil I|s oss://bucketl/objl -m
InitiatedTi me Upl oadl D
bj ect Nane
2017-01-13 03: 45: 26 +0000 CST 15754AF7980C4ADFB8193F190837520BB
oss: // bucket 1/ obj 1
2017-01-13 03:43: 13 +0000 CST 2A1F9B4A95E341BDO285CC42BB950EED

oss://bucket 1/ obj 1
Upl oadl d Nunber is: 2
0. 070070(s) el apsed

» Delete all UploadIDs of the specified object



Use the -m option to delete all incomplete UploadIDs of the specified object. If the -r option is
specified simultaneously, incomplete UploadIDs of all objects that use the specified object as

the prefix are deleted.

Assume that bucket1 contains the following objects:

$ ossutil Is oss://bucketl -a
Last Modi fi edTi ne Si ze(B) Storaged ass ETAG
bj ect Nane
2015- 06- 05 14:06: 29 +0000 CST 201933 St andar d
TE2F4A7F1ACOD2F0996E8332D5EASB4 1 oss:// bucket 1/ dir1/obj 11
2015- 06- 05 14:36: 21 +0000 CST 241561 St andar d
6185CA2ESEB8510A61B3A845EAFE4A174 oss:// bucket 1/ obj 1
2016- 04- 08 14:50: 47 +0000 CST 6476984 St andard
4F16FDAE7AC404CEC8B727FCC67779D6 oss:// bucket 1/ sanpl e. t xt
bj ect Nunmber is: 3
InitiatedTi me Upl oadl D
bj ect Nane
2017-01-13 03: 45: 26 +0000 CST 15754AF7980CADFB8193F190837520BB
oss://bucket 1/ obj 1
2017-01-13 03:43:13 +0000 CST 2A1F9B4A95E341BD9285CC42BBI50EEQ
oss://bucket 1/ obj 1
2017- 01-13 03: 45: 25 +0000 CST 3998971 ACAF94ADOACABEACL988BES63
oss:// bucket 1/ obj 2
2017-01-20 11:16:21 +0800 CST A20157A7B2FECA670626 DAEOF4C0073C

oss: // bucket 1/t obj
Upl oadl d Nunmber is: 4
0.191289(s) el apsed

Delete the two UploadIDs of obj1:

$./ossutil rm-m oss://bucket 1/ obj1
Succeed: Total 2 uploadlds. Renmobved 2 upl oadl ds.
1.922915(s) el apsed

Delete the four UploadIDs of obj1 and obj2:

$./ossutil rm-m oss://bucket 1/ ob
Succeed: Total 4 uploadlds. Renmoved 4 upl oadl ds.
1.922915(s) el apsed

Delete obj1 and the three UploadIDs of obj1 and obj2 simultaneously:

$./ossutil rm oss://destl/.a -a -r -f

Do you really nean to renobve recursively objects and nultipart
upl oadl ds of oss://destl/.a(y or N)? vy

Succeed: Total 1 objects, 3 uploadlds. Renpbved 1 objects, 3
upl oadl ds.
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