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1.2 APl overview

This page lists all of the available RAM APIs. For more OpenAPI resources, go to APl Explorer.

User management APls

API Description

CreateUser Used to create a RAM user

GetUser Used to obtain user details
UpdateUser Used to update basic user information
DeleteUser Used to delete a RAM user
ZH-CN_TP_12390.dita Used to list all RAM users



https://api.aliyun.com/
SP_65/DNRAM11849293/ZH-CN_TP_12390.dita

API Description

CreatelLoginProfile Used to enable web console logon for a RAM
user

GetLoginProfile Used to view the logon configuration of a RAM
user

Deletel oginProfile Used to disable web console logon for a RAM

user

ZH-CN_TP_12394.dita

Used to modify user logon configuration

CreateAccessKey Used to create an access key for a RAM user

UpdateAccessKey Used to change the access key status of a
RAM user

DeleteAccessKey Used to delete the access key of a RAM user

ListAccessKeys

Used to list the access keys of specified users

CreateVirtualMFADevice Used to create a virtual MFA device
ListVirtualMFADevices Used to list virtual MFA devices
DeleteVirtualMFADevice Used to delete virtual MFA devices
BindMFADevice Used to bind an MFA device
UnbindMFADevice Used to unbind an MFA device
GetUserMFAInfo Used to obtain the MFA device bound to a
specified RAM user
ChangePassword Used to change the password for a RAM user

Group management APls

API Description

CreateGroup Used to create a user group

GetGroup Used to obtain user group information

UpdateGroup Used to update user group information

ListGroups Used to list all user groups

DeleteGroup Used to delete a specified user group

AddUserToGroup Used to add RAM users to a specified user
group

RemoveUserFromGroup Used to remove a RAM user from a user group



SP_65/DNRAM11849293/ZH-CN_TP_12394.dita

API

Description

ListGroupsForUser

Used to list the information about the group to
which a specified RAM user is added

ListUsersForGroup

Used to list the RAM users included in a
specified user group

Role management APIs

API Description

CreateRole Used to create a role

GetRole Used to obtain role information

UpdateRole Used to update role information
ListRoles Used to list roles

DeleteRole Used to delete a specified role

Authorization policy management APls

API Description

CreatePolicy Used to create an authorization policy

GetPolicy Used to obtain information about a specified
authorization policy

DeletePolicy Used to delete a specified authorization policy

ListPolicies Used to list authorization policies

CreatePolicyVersion

Used to create a new authorization policy
version

GetPolicyVersion Used to obtain the version information about an
authorization policy
DeletePolicyVersion Used to delete a version of a specified

authorization policy

ListPolicyVersions

Used to list all versions of an authorization
policy

SetDefaultPolicyVersion

Used to set the default version of an authorizat
ion policy

AttachPolicyToUser

Used to add an authorization policy to a
specified user




API Description

DetachPolicyFromUser Used to remove an authorization policy from a
user

AttachPolicyToGroup Used to add an authorization policy to a
specified user group

DetachPolicyFromGroup Used to remove an authorization policy from a
user group

AttachPolicyToRole Used to add an authorization policy to a
specified role

DetachPolicyFromRole Used to remove an authorization policy from a
role

ListEntitiesForPolicy Used to list the entities under an authorization

policy

ListPoliciesForUser

Used to list the authorization policies assigned
to a specified user

ListPoliciesForGroup

Used to list the authorization policies assigned
to a specified user group

ListPoliciesForRole

Used to list the authorization policies assigned
to a specified role

Security setting APls

API Description

SetAccountAlias Used to set a cloud account alias

GetAccountAlias Used to view a cloud account alias

ClearAccountAlias Used to remove a cloud account alias

SetPasswordPolicy Used to set the password policy for a user,
including the password strength

GetPasswordPolicy Used to obtain the password policy of a user,

including the password strength

SetSecurityPreference

Used to set the global security preferences

Data types
Type Description
User User information




Type Description

LoginProfile User logon configuration
MFADevice MFA device
VirtualMFADevice Virtual MFA device
AccessKey Access key

Group Group information

Role Role

Policy Authorization policy
PolicyVersion Authorization policy version
PasswordPolicy Password policy
SecurityPreference Security preference Download PDF
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1.3.2 N EB 8

Format

«  £FR: Format

« 28%Y: String

/Y

o PEHRIEMEAZER , ZFISONSXML , BRI\ XML,

Version

«  ZFR: Version

« 28%Y: String

/Y 5

o« WEA: APIRASE , SHHIIER : YYYY-MM-DD , Z<piA% R 42015-05-01,

AccessKeyld

s 4% AccessKeyld

* J8#Y: String

/Y 5

I PTRIEHAID
Signature

s Z%R: Signature
27 String
WAL Je

B MRS

SignatureMethod

s Z¥R: SignatureMethod
« 28%Y: String
o M A

Vi 2475, B MY ZRHMAC-SHA1

SignatureVersion

s £ %R: SignatureVersion



o U BAFIERA , BAETRAZ1.0
SignatureNonce

« 4K SignatureNonce
8% String
o BB MERENUE , TR L M E RGP FEAS R R TR AR A ] B A LA

Timestamp

s ZFR: Timestamp
« 8% String

o BB RIS R  H IR BISO8601hRHER R , JF T Z M HUTCH . A%

YYYY- MM DDThh: nm ssZ
it , 2013-01-10T12:00:00Z ( b3 I20134E1 10 H20 504505 )
5 Kl

https://ram aliyuncs. conl
?For mat =xm
&Ver si on=2015- 05- 01
&Si gnat ur e=Pc5WWB8gokVnOxf eu¥2FZV92Bi NMLdgl %8D
&Si gnat ur eMet hod=HVAC- SHAL
&Si gnat ur eNonce=15215528852396
&Si gnat ur eVer si on=1. 0
&AccessKeyl d=key-t est
&Ti mest anp=2012- 06- 01T12: 00: 00Z

R R ER RO RER , TIERIDEE , RGEHSRE—HE—iR 5] GRequestidZy i & -
B2 TR R IR

Al
© XMLz

<?xm version="1.0" encodi ng="utf-8"?>
<! —ZERHIMREE - - >



<} 4 Fr+Response>

<! —iR I RARAE- - >
<Request | d>4C467B38- 3910- 447D- 87BC- AC049166F216</ Request | d

<! — 3R R - >
</ 11 4Fr+Response>

* JSONJRA

{
"Request | d": "4C467B38-3910-447D- 87BC- AC049166F216"

i* M S 6 I

1.3.3 & [ 5551

P FAPIRSS J R R 48— 453X, SR IR HTTRARZS IS 92xx , AT 5 iR 151 4xxl 5xx
BIHTTPARZS TS TR I8 A2k el A X 32 A XMLFIJSONP il | AMIRARZE AT L
FETR RISt NS HOR il 12 8] ) BHRAS Z , BRUCXMUAE I AR SORS AR Iml R 49 2 1 1 P 2
B Al CARSABAREE | SCRRR B A RR BT A THAT . A AL B .

G R

© XML/
XML [a] 5 SR A4 1 K2 A5 5 B AR E L 554 . = plan T

<?xm version="1.0" encodi ng="utf-8""?>
<! —ZURAIMELE - - >
<¥: [ &FR+Response>

<! R R - >
<Request | d>4C467B38- 3910- 447D- 87BC- AC049166F216</ Request | d>

<! 3 45 R - - >
</ # 4%R+Response>

* JSONZRf

{
"Request | d": "4C467B38-3910-447D- 87BC- AC049166F216",

[* RIEERA R *1
HHRGTR
VRN EER |, B AR 1o S5 R AR . RT3 AR 5 AR 2ok 2 fn 4R s 1A o

S HBER , HTTPE RO IR B AxxEOXXIHTTPARZS i o 3 181 A 3 S A v o R R B R AR S
REE. FINEEE—A2RME—#IERID : Requestldfl— A% Ui R 1 F 3 51D : Hostld.,



TEV T B BB R I I, W DR AR BT =% K, Ffefti%HostidfIRequestld , DIERAT R el
A e )

© XMLR/

<?xm version="1.0" encodi ng="UTF-8"?>
<Error>

<Request | d>8906582E- 6722- 409A- A6C4- OE7863B733A5</ Request | d>
<Host | d>ram al i yuncs. conk/ Host | d>
<Code>| nval i dPar anet er </ Code>

<Message>The specified paraneter "Action or Version" is not valid
. </ Message>

</ Error>

* JSONZRf

{
"Request | d": "7463B73D- 35CC- 4D19- A010- 6B8D65D242EF" ,
"Hostld": "ramaliyuncs. cont,
"Code": "lnvalidParanmeter",
"Message": "The specified parameter \"Action or Version\" is not
valid."
}
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RAMIIR 55 2 %454 U7 8] R BEA T B Oy SiiE , Bt AR FTHT TPIE & HTTPSEULER 21K | #B
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Timi ke Vi (T LOEE P R E T M EE A ), HrhAccess Key ID I FARIRY [FI #)
H1y ; Access Key SecretE: il TN %5 4 7 4F BRI IR 55 48 I B LERS 42 AT B U BB, L 2B s A
%, FAPT R ZFA P RE.

e 82

1. AR SE MR 7458 ( Canonicalized Query String ) .

a. ZIMSECAFRI T I RHER P I A AR SA (G4 SO Tl i A LR 2440 &
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b. A R B A FR 05 . 4B B UTF-8 748 463 1 7URLSTS , URLE
A SR HU R
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o T EA TR XY IR, FXY T4 ASCI R 165 1 %7 . HAnsise
HOAEI () S BEH SR A % 22

o TERIIRICCAH () BEWAILR%20 , TG (+) .

|£| W
— & FHURLYw %) % ( EkinJavadffjjava.net. URLEncoder ) #f23% fd “application/x-www-
form-urlencoded” A MIMEZS BRI FEAT 2 i o - SEBILIN T DL BLHR 08 FH X 28 77 sk A7 4
W, EREER AR RIS (+) Bk %20. 25 (*) B %2A. %7ER:HE kR
F(~) , BIATAG B bR i 2 5 A £ o

C. XYILJE I S B AFRAME M IS5 (=) BfTidds.

d. FRESSCAS A B W AF R SR TR U O 8455 4 | RIS BIRLAL S
RFFFH

S 0 W e’ 2 bl R e s Sk 3 G = b LR B e g R O s

StringToSi gn= HTTPMet hod + “&” + percent Encode(“/”) + & + percent Enc
ode( Canoni cal i zedQueryStri ng)

HAHTTPMethod 23245 i K FIRIHTTP /3 , tLGET. percentEncode(“/”) 244 fE1.brh iR Y
URLZR AN F45 7 AT A3 BRI , BR“%2F”,

percentEncode(CanonicalizedQueryString)Jg 4 7 14 Hh#) i B RL T AR 15 5K 74 B 42 1. bRt R 14
URLZs #0045 5 43 2 1 45 B

- FHARFC2104f5€ 3 , il LI T4 FAF RIS ZHMACTE . TER © P44 i
HKeysl 2 P R HIAccess Key Secretdffil_E—A~“&”F4F(ASCII:38) , fff AT IS Ay vk
JESHA1,

- ¥ iBase64m i ALt LI HMAC H SR i 745 88, BV BI25 4414 ( Signature ) o

- AR B I02 A EAE R Signature ZEUR N BTER 2401, BISEBOIEREZAMER. TE - #
B2 A AETENE B G W R S HUE IR R ARAMIRSS 2R B3, SR SH—H , &
RFC3986H ML 4 TURLYHHS ) o


http://www.ietf.org/rfc/rfc2104.txt

Al
Pl CreateUser il , 254 HiHiERURLY -

https://ram al i yuncs. conl ?User Nane=t est &Si gnat ur eVer si on=1. 0&For mat =
JSON&Ti mest anp=2015- 08- 18TO3¥BAL5YBA45Z&AccessKeyl d=t est i d&Si gnat ur eM
et hod=HVAC- SHA1&Ver si on=2015- 05- 01&Act i on=Cr eat eUser &Si gnat ur eNonce=
6a6elOcab- 4557- 11e5- 86a2- b8e8563dc8d2

%ot I ) String ToSign 2

CET&YRF&AccessKeyl d¥BDt est i d¥26Act i on¥3DCr eat eUser %26For mat %8DJ SONY%
26Si gnat ur eMet hod¥3DHMAC- SHA1926Si gnat ur eNonce¥8D6a6e0cab- 4557- 11e5-
86a2- b8e8563dc8d2%26Si gnat ur eVer si on¥3D1. 0%26Ti mest anp%3D2015- 08- 18T03
9R253A15%253A4572%26User Name¥3Dt est ¥26Ver si on¥38D2015- 05- 01

B4t F it Access Key Idj:“testid” , Access Key Secretfi:“testsecret” , fl T HMACH ] Keyt
& “testsecret®” | MTT 513 B MA A EHAL

kRA2cnpJVacl hDMz XnoNZ&G3t DCl 8D

B4 JEHITERURLA (N T Signature2:4f )

https://ram al i yuncs. conl ?User Nane=t est &Si gnat ur eVer si on=1. 0&For mat =
JSON&Ti mest anp=2015- 08- 18TO3%BAL5%BA45Z&AccessKeyl d=t est i d&Si gnat ur eM
et hod=HVAC- SHA1&Ver si on=2015- 05- 01&Si gnat ur e=kRA2cnpJVacl hDivz XnoN

Z3Ot DCl ¥8D&Act i on=Cr eat eUser &Si gnat ur eNonce=6a6e0cab- 4557- 11e5- 86a2-
b8e8563dc8d2

1.4 HP &8N
1.4.1 CreateUser

Interface description
Creates an RAM user.
Request parameters
Action
« Type: String
« Required: Yes
+ Description: Operation interface, required. The parameter value is “CreateUser”.

UserName

. Type: String



. Required: Yes
« Description: User name. It consists of a maximum of 64 characters.
. Format:
ANa-zA-Z0-9\. @\-_]+$
DisplayName
. Type: String
. Required: No
. Description: Display name. It consists of a maximum of 12 characters.
. Format:
A a-zA-Z0-9\. @ -\ ud4e00-\ u9f as5] +$
MobilePhone
. Type: String
. Required: No
+ Description: An RAM user’s mobile number.
. Format: International area code-number such as 86-18600008888
E-mail
. Type: String
. Required: No
+ Description: An RAM user’s email address.
Comments
« Type: String
« Required: No

. Description: Remark information. It consists of a maximum of 128 characters.



Required permissions
Action
ram Cr eat eUser
Resource
ACS: Ram *: $ {accountant}: User /[*
AP
User
o B8 . User Type
« Description: user information
Error messages
InvalidParameter.UserName.InvalidChars

o HTTP Status : 400

. Error Message : The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

o HTTP status: 400

« Error Message : The parameter - "UserName" beyond the length limit.

InvalidParameter.DisplayName.InvalidChars

. HTTP Status : 400

. Error Message : The parameter - "DisplayName" contains invalid chars.
InvalidParameter.DisplayName.Length

« HTTP Status : 400

. Error Message : The parameter - "DisplayName" beyond the length limit.

InvalidParameter.Comments.Length

« HTTP Status : 400

. Error Message : The parameter - "Comments" beyond the length limit.

InvalidParameter.MobilePhone.Format



« HTTP Status : 400

. Error Message : The format of the parameter - "MobilePhone" is incorrect.

InvalidParameter.Email.Format

. HTTP Status : 400

. Error Message : The format of the parameter - "Email" is incorrect.
EntityAlreadyExists.User

o HTTP Status : 409

. Error Message : The user does already EXIST.

LimitExceeded.User

« HTTP Status : 409

. Error Message : The count of users beyond the current limits.

Operation examples

Request example

Note:

To facilitate reading, parameters are not encoded in the following request examples.

https://ram aliyuncs. conl ?Acti on=Cr eat eUser
&User Name=zhangqi ang

&Di spl ayNanme=zhangqi ang

&\obi | ePhone=86- 18688888888

&Emai | =zhangqi ang@xanpl e. com

&Comrent s=This is a cl oud conputing engi neer.
&<Publ i ¢ request paraneters>

Response example

« XML format

<Cr eat eUser Response>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<User >
<User| d>1227489245380721</ User | d>
<User Nanme>zhangqi ang</ User Nanme>
<Di spl ayNane>zhangqgi ang</ Di spl ayNanme>
<Mbbi | ePhone>86- 18600008888</ Mbbi | ePhone>
<Emai | >zhangqi ang@xanpl e. conx/ Emai | >
<Comment s>This is a cloud conmputing engi neer. </ Conment s>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
</ User >



</ Cr eat eUser Response>

« JSON format

"Request|d": "04F0F334-1335-436C- A1D7- 6C044FE73368",
"User":

"Userld": "1227489245380721",

"User Nane": "zhangqi ang"”,

"Di spl ayNane": "zhanggi ang",

"Mobi | ePhone": "86-18600008888",

"Email": "maid ",

"Coments": "This is a cloud conputing engi neer"

"CreateDate": "2015-01-23T12: 33: 182"

1.4.2 GetUser

®BOfR

REUH PR B
HRSH

Action

o ZFF : Action

o 2KAI : String

o LI 2
o Wb BMEEOL  REMESSE, BUE : GetUser

UserName

o ZFR : UserName
o 2KA : String

- =
MR - RE

5

< iR f5EH 4. fil:zhanggiang
5=
AMa-zA-Z0-9\. @- ] +$%
SAEE 24
User

o KA : User



- ik HPER
B ABR

Action
ram Get User
Resource

acs:ram *: ${ Account | d} : user/ ${ User Nane}

RME R
InvalidParameter.UserName.InvalidChars
o HTTP Status : 400

. Error Message : The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

. HTTP Status : 400

« Error Message : The parameter - "UserName" beyond the length limit.

EntityNotExist.User

. HTTP Status : 404

« Error Message : The user does not exist.

Bt Rl

IER N

https://ram aliyuncs. conl ?Acti on=CGet User
&User Narme=zhangqi ang

&< N IHERSH>
A& B 7451
© XMLigEX

<Cet User Response>
<Request | d>2D69A58F- 345C- 4FDE- 88E4- BF5189484043</ Request | d>
<User >
<User | d>1227489245380721</ User | d>
<User Nane>zhangqi ang</ User Nane>
<Di spl ayNanme>gkgr</ Di spl ayName>
<Mbbi | ePhone>86- 18600008888</ Mbbi | ePhone>
<Emai | >zhangqgi ang@xanpl e. conx/ Emai | >
<Commrent s>iX&—fii =& TFEfi</ Comment s>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>



<Updat eDat e>2015- 02- 11T03: 15: 21Z</ Updat eDat e>
<Last Logi nDat e>2015- 01- 23T12: 33: 18Z</ Last Logi nDat e>
</ User >
<User| d>1227489245380721</ User | d>
</ Get User Response>

« JSONHEH

{
"Request | d": "2D69A58F- 345C- 4FDE- 88E4- BF5189484043",

"User": {
"Userld": "1227489245380721",
"User Nane": "zhangqi ang",
"Di spl ayName”: " 3KiE"
" Mobi | ePhone": "86-18600008888",
"Emai | ": "zhangqi ang@xanpl e. cont',
"Comment s": " IXE—fi st E TR,
"CreateDate": "2015-01-23T12: 33: 182",
"Updat eDat e": "2015-02-11T03: 15: 217",
"Last Logi nDate": "2015-01-23T12: 33: 182"

1.4.3 UpdateUser
Ok
T AR B

wRSH

Action

. R

= -

String

Y

M

o JA  BRAEEO A RGHESE , BUE © UpdateUser

Hm

7

UserName

« 8% : String
VY
o R fREM 4
-
Ala-zA-Z0-9\. @- _]+$

NewUserName

« J8HY : String



VY
o iR IEEHHF 4
o g
N a-zA-Z0-9\. @- _]+%
NewDisplayName
« Z{H : String
I/ R
o IR FREER BR AR

NewMobilePhone

BE
e

: String
D

R ERAMA PR FALS
- N ERRX-585  filhn - 86-18600008888

L]
‘4
éﬁ

7

EF
5

NewEmail

o JHIR : fiEERAM T HRAE
NewComments

« 8% : String

oM AR

o IR RRERTATE, RRK 12804

o KA . User

- ik HPER



7 ZEABLRR

Action
ram Updat eUser
Resource

acs: ram *: ${ Account | d} : user/ ${ User Nane}
HEBE
InvalidParameter.UserName.InvalidChars
. HTTP Status : 400
. Error Message : The parameter - "UserName" contains invalid chars.
InvalidParameter.UserName.Length
. HTTP Status : 400
. Error Message : The parameter - "UserName" beyond the length limit.
InvalidParameter.NewUserName.InvalidChars
. HTTP Status : 400
« Error Message : The parameter - "NewUserName" contains invalid chars.
InvalidParameter.NewUserName.Length
. HTTP Status : 400
« Error Message : The parameter - "NewUserName" beyond the length limit.
InvalidParameter.NewDisplayName.InvalidChars
. HTTP Status : 400
. Error Message : The parameter - "NewDisplayName" contains invalid chars.
InvalidParameter.NewDisplayName.Length
. HTTP Status : 400
. Error Message : The parameter - "NewDisplayName" beyond the length limit.
InvalidParameter.NewComments.Length

. HTTP Status : 400

. Error Message : The parameter - "NewComments" beyond the length limit.



InvalidParameter.NewMobilePhone.Format

o« HTTP Status : 400

. Error Message : The format of the parameter - "NewMobilePhone" is incorrect.

InvalidParameter.NewEmail.Format

o« HTTP Status : 400

. Error Message : The format of the parameter - "NewEmail" is incorrect.

EntityNotExist.User

. HTTP Status : 404

. Error Message : The user does not exist.

EntityAlreadyExists.User

o HTTP Status : 409

« Error Message : The user does already EXIST.

BBl
IER N

https://ram aliyuncs. conl ?Act i on=Updat eUser
&User Name=zhangqi ang

&NewUser Nanme=xi aoqi ang

&Newibbi | ePhone=86- 18600008888

&N\ewEmai | =zhangqi ang@xanpl e. com

&N ILHRSH>
RN
© XMLigK

<Cr eat eUser Response>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<User >
<User| d>1227489245380721</ User | d>
<User Name>xi aogi ang</ User Name>
<Di spl ayNanme>gk </ Di spl ayName>
<Mobi | ePhone>86- 18600008888</ Mbbi | ePhone>
<Emai | >zhangqgi ang@xanpl e. conx/ Enai | >
<Comment s>iX & =1 5H LiIfi</ Conment s>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat e>2015- 02- 11T03: 15: 21Z</ Updat eDat e>
</ User >



</ Cr eat eUser Response>

« JSON#E=:
{
"Request|d": "04FOF334-1335-436C- A1lD7- 6C044FE73368",
"User":
"Userld": "1227489245380721",
"User Nanme": "xi aogi ang",

"Di spl ayName”: " K",
" Mobi | ePhone": "86-18600008888",
"Emai | ": "zhangqi ang@xanpl e. cont',

" Comment " " B —{i 2 L LRI
"CreateDate": "2015-01-23T12: 33: 182",
"Updat eDat e": "2015-02-11T03: 15: 217"

1.4.4 DeleteUser
2 OHA
g — N RAM 5
W PP B, BEARAIE P AR A AL A (Policy) , I FLASE TAEAT i 4L

WRZH

Action

. Action

x
=

E
[

. String
L

- i RGEHESE , BUE : DeleteUser

L]

7

UserName

« 4R : UserName
o 2K# : String

R

5

7

M.

=

IR EM 4. fil:zhanggiang
- &

Ala-zA-Z0-9\. @- ] +$

HARIGREIZH, A



7 ZEABLRR

Action
ram Del et eUser
Resource

acs: ram *: ${ Account | d} : user/ ${ User Nane}
HirfE R
InvalidParameter.UserName.InvalidChars
. HTTP Status : 400
. Error Message : The parameter - "UserName" contains invalid chars.
InvalidParameter.UserName.Length

« HTTP Status : 400

. Error Message : The parameter - "UserName" beyond the length limit.

EntityNotExist.User

o« HTTP Status : 404

. Error Message : The user does not exist.

DeleteConflict.User.Group

. HTTP Status : 409

« Error Message : The user CAN NOT be in any group while deleting the user.
DeleteConflict.User.AccessKey

o HTTP Status : 409

. Error Message : The user CAN NOT has any access key while deleting the user.

DeleteConflict.User.LoginProfile

o HTTP Status : 409

. Error Message : The user CAN NOT has any login profile while deleting the user.

DeleteConflict.User.MFADevice

. HTTP Status : 409

. Error Message : The user CAN NOT has any mfa device while deleting the user.



DeleteConflict.User.Policy

. HTTP Status : 409
. Error Message : The user CAN NOT has any attached policy while deleting the user.
BAER A
AR
https://ram aliyuncs. conl ?Act i on=Del et eUser

&User Name=zhangqi ang
&N ITHERS >

A& 5] 7R A

© XMLigEX

<Del et eUser Response>
<Request | d>1C488B66- B819- 4D14- 8711- CAEAAA13ACO1</ Request | d>
</ Del et eUser Response>

« JSON#EZ

"Request|d": "1C488B66-B819-4D14-8711- CAEAAALI3ACOL"

1.4.5 ListUsers
O

51t AT RAMA 5
HRSH

Action

o £ : Action
« ZJ8H : String
=]

M AV B =

o iR RGEMESE, BUE : ListUsers

o ZFR : Marker
« J8H : String

/Y1



o W MUER IR b g R R , W] LU Marker RO X4 i B B S I N A
Maxltems

« A : Maxltems

« 8% : Integer

o W R

« HUYE7ER : [1-100]

« BRIME : 100

o IR R ER I ARAY SRR, Rk E A5 Rk B Maxitems BRI BRI , iR 15 2% sTruncat ed
¥4 Ftrue

ALIE S
IsTruncated
« 2R% : Boolean

o iR SRR B A5 R TR

« J8HY : String
o b 0 241 sTruncat ed At ruelf A A FE , YR Etruel) , FFE4kLHHEO , HHME
FMar ker 3RBUE KT 5 B 2

>

Users
o Z2RA . User
- ik P EEAES
TR
Action
ram Li st Users
Resource

acs:ram *: ${ Account I d} : user/*

(N
IER N

https://ram al i yuncs. conml ?Acti on=Li st Users



&N HER S
i [ R A
.« XML#%

<Li st User sResponse>
<Request | d>4B450CAL- 36E8- 4AA2- 8461- 86B42BF4CCAE</ Request | d>
<User s>
<User >
<User | d>1227489245380721</ User | d>
<User Nane>zhangqi ang</ User Name>
<Di spl ayName>gk5</ Di spl ayNane>
<Mbbi | ePhone>86- 18600008888</ Mbbi | ePhone>
<Emai | >zhangqi ang@xanpl e. conx/ Emai | >
<Comment s>iX&—fi =& TFEfi</ Comment s>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat €>2015- 01- 23T12: 33: 18Z</ Updat eDat e>
</ User >
<User >
<User | d>1406498224724456</ User | d>
<User Nanme>l i | i </ User Nane>
<Di spl ayName>Zsyji</ Di spl ayNane>
<Mbbi | ePhone>86- 18600009999</ Mbbi | ePhone>
<Emai | >li | i @xanpl e. conx/ Emai | >
<Comment s> R &P Fi </ Comment s>
<Cr eat eDat €>2015- 02- 18T17: 22: 08Z</ Cr eat eDat e>
<Updat eDat e>2015- 02- 18T17: 22: 08Z</ Updat eDat e>
</ User >
</ User s>
<l sTruncat ed>t rue</| sTruncat ed>
<Mar ker >EXAMPLE</ Mar ker >
</ Li st User sResponse>

« JSONEH

{
"Request | d" : "4B450CAl- 36E8- 4AA2- 8461- 86B42BFACCAE",

"I sTruncated": true,
"Mar ker": "EXAMPLE",

"Users" : {
"User" : [
{
"Userld" : "1227489245380721",
"User Nane" : "zhanggi ang”,

"D spl ayName” " g
"Mobi | ePhone": "86-18600008888",

"Emai | ": "zhangqi ang@xanpl e. cont',

"Comment s": " X (LA THE TR,

"CreateDate" : "2015-01-23T12: 33: 182",

"Updat eDate" : "2015-01-23T12: 33: 182"
{ 1

"Userld" : "1406498224724456",

"User Nane" : "lili",

"Di spl ayNane": " Z=§",
"Mobi | ePhone": "86-18600009999",
"Emai l": "lili @xanpl e.cont,



"Comments": "AUPREPEL",
"CreateDate" : "2015-02-18T17:22: 082",
"Updat eDat e" : "2015-02-18T17: 22: 08Z"

}
]
}
}

1.4.6 CreateLoginProfile
B OHR
Jg—A-RAMT-FH 7 i Fl Web i il & % 5%

wRZH

Action

o 2KA : String

v

M R

o i BAEEDO A, REHESE, BUE : CreateLoginProfile

UserName

« Z{H : String

o WA

IR FREH 4
Password

o A : String

o IR FEEER , HILATT A RIS EOR . RTEMRERERD , i§S
# GetPasswordPolicy

PasswordResetRequired

. %

[

: Boolean

1R

=

Y
« ERi)\ : False

o IR HREH P TER R T T B MUK
MFABiIndRequired

« 2KA : Boolean



o WM A
« ERi\ : False
o Wb FRE M PTE TN IRE SRR MBS E 2 H F N IER

pALIE S
LoginProfile

« 2K# : LoginProfile
o IR BREECES R
TR
Action
ram CreateLogi nProfile
Resource
acs: ram *: ${ Account | d}: user/ ${ User Nane}
HinfE R
InvalidParameter.UserName.InvalidChars

. HTTP Status : 400

« Error Message : The parameter - “UserName” contains invalid chars.
InvalidParameter.UserName.Length

o HTTP Status : 400

« Error Message : The parameter - “UserName” beyond the length limit.
InvalidParameter.Password.TooWeak

o HTTP Status : 400

+ Error Message : The parameter - “Password” is not compliant with the password policy.
EntityNotExist.User

« HTTP Status : 404

. Error Message : The user does not exist.

EntityAlreadyExists.User.LoginProfile

. HTTP Status : 409



. Error Message : The user login profile does already EXIST.

(N
LR N

https://ram aliyuncs. conl ?Acti on=Creat eLogi nProfile
&User Name=zhangqi ang

&Passwor d=nypasswor d

&Passwor dReset Requi r ed=t r ue

&< N IIERSH>
A& 5] 7451

© XMLigEX

<Cr eat eLogi nProfil e>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Logi nProfil e>
<User Name>zhangqi ang</ User Nanme>
<Passwor dReset Requi r ed>t r ue</ Passwor dReset Requi r ed>
<MFABi ndRequi r ed>t r ue</ MFABi ndRequi r ed>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
</ Logi nProfil e>
</ Creat eLogi nProfil e>

« JSON#&EH

{
"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FE73368",

"Logi nProfile": {
"User Nane": "zhangqi ang",
"Passwor dReset Requi red": true,
" MFABI ndRequi red": true,
"CreateDate": "2015-01-23T12: 33: 182"

1.4.7 GetLoginProfile
Ok
57—/ RAMT P 8 S i

WRZH

Action

« &% : String

o WA BMEROS , REMESE , BUE : GetLoginProfile

UserName



pALIE S
LoginProfile

« 2K# : LoginProfile
o IR BREECES R
TR
Action
ram Get Logi nProfile
Resource

acs: ram *: ${ Account | d}: user/ ${ User Nane}
BT B
InvalidParameter.UserName.InvalidChars

o HTTP Status : 400

. Error Message : The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

. HTTP Status : 400

. Error Message : The parameter - "UserName" beyond the length limit.

EntityNotExist.User

. HTTP Status : 404

« Error Message : The user does not exist.
EntityNotExist.User.LoginProfile

o HTTP Status : 404

. Error Message : The user login profile does not exist.



Bt Rl
AR

https://ram aliyuncs. coml ?Acti on=CGet Logi nProfile
&User Name=zhangqi ang

&<\ iR BH>
RAEENY)
. XMLt

<Cet Logi nProfil e>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Logi nProfil e>
<User Name>zhangqi ang</ User Nanme>
<Passwor dReset Requi r ed>t r ue</ Passwor dReset Requi r ed>
<MFABi ndRequi r ed>t r ue</ MFABi ndRequi r ed>
<Cr eat eDat e>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
</ Logi nProfil e>
</ Get Logi nProfil e>

« JSONEH

{
"Request|d": "04F0F334-1335-436C- A1D7- 6C044FE73368",
"Logi nProfile": {
"User Nane": "zhangqi ang"”,
"Passwor dReset Requi red": true,
" MFABI ndRequi red": true,
"CreateDate": "2015-01-23T12:33:182"

1.4.8 DeleteLoginProfile
WK 30
S PG R T P8 3 Web Pl & HI T g

wRSH

Action

o A : String

< iR RGEHESE , BUE - DeleteLoginProfile
UserName

s 2RA : String

v

4

M R



o iR f8EH 4. fil:zhanggiang

A RIGREZE, FRILA LS
T E AR
Action
ram Del et eLogi nProfile
Resource

acs:ram *: ${ Account | d} : user/ ${ User Nane}
G B
InvalidParameter.UserName.InvalidChars

o HTTP Status : 400

. Error Message : The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

« HTTP Status : 400

. Error Message : The parameter - "UserName" beyond the length limit.

EntityNotExist.User

. HTTP Status : 404

. Error Message : The user does not exist.
EntityNotExist.User.LoginProfile

o HTTP Status : 404

« Error Message : The user login profile does not exist.
BAERN
RN

https://ram aliyuncs. conl ?Acti on=Del et eLogi nProfile
&User Name=zhangqi ang

&< N ITHRSH>

A& B 751



o XML#EZ

<Del et eLogi nProfi | eResponse>
<Request | d>1C488B66- B819- 4D14- 8711- CAEAAAL13ACO1</ Request | d>
</ Del et eLogi nProf i | eResponse>

« JSON#EZ
{
"Request|d": "1C4A88B66-B819-4D14-8711- CAEAAAL3ACOL"

1.4.9 UpdateLoginProfile
EAMELBU
S50 PR 5 B i

HRSH
Action
« %A : String
VY =
o Wb BMEREIO 4 REMESEL, BUE : UpdateLoginProfile

UserName

Password

« 2{# : String

Y R

o IR TREETD BRI KT R AR B EOR
PasswordResetRequired

« K7 : Boolean

o A AREN PR SRR S H B R

MFABiIndRequired



« KA : Boolean

=

o W R

o IR REH PTE TR IRE SRR B LA EMFA
pALIE S

LoginProfile

« 8% : LoginProfile

« IR BRI ES R
T3 R R

Action

ram Updat eLogi nProfile

Resource

acs: ram *: ${ Account | d}: user/ ${ User Nane}
RE B
InvalidParameter.UserName.InvalidChars

. HTTP Status : 400

« Error Message : The parameter - “UserName” contains invalid chars.
InvalidParameter.UserName.Length

o HTTP Status : 400

« Error Message : The parameter - “UserName” beyond the length limit.
EntityNotExist.User

. HTTP Status : 404

. Error Message : The user does not exist.
EntityNotExist.User.LoginProfile

« HTTP Status : 404

. Error Message : The user login profile does not exist.



Bt Rl
AR

https://ram aliyuncs. conl ?Act i on=Updat eLogi nProfile
&User Name=zhangqi ang

&Passwor d=nypasswor d

&Passwor dReset Requi r ed=t r ue

&< AR S
iR [ R
.« XML#%

<Updat eLogi nProfil e>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
</ Updat eLogi nProfi | e>

« JSON#EZ

"Request|d": "04FOF334-1335-436C Al1D7- 6C044FE73368"

1.4.10 CreateAccessKey
A ETiUY
FIRAMT-H P g1 i AccessKey

WRZH

Action

o 2R : String
o W R
< WA BMEROS  REMESE , BUE : CreateAccessKey

UserName

o R fREM A, PSRRI, BHAC B S Al AccessKey

AccessKey

o 2K# . AccessKey



o il Vi
B ABR

Action
ram Cr eat eAccessKey
Resource

acs:ram *: ${ Account | d} : user/ ${ User Nane}

RME R
InvalidParameter.UserName.InvalidChars
o HTTP Status : 400

. Error Message : The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

. HTTP Status : 400

« Error Message : The parameter - "UserName" beyond the length limit.

LimitExceeded.User.AccessKey

« HTTP Status : 409

. Error Message : The access key count of the user access keys beyond the current limits.

Bt Rl

IER N

https://ram aliyuncs. conl ?Act i on=Cr eat eAccessKey
&User Narme=zhangqi ang

&< N IHERSH>
A& B 7451
© XMLigEX

<Cr eat eAccessKeyResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<AccessKey>
<AccessKeyl d>0WMNEpMM zy7szvai </ AccessKeyl d>
<AccessKeySecr et >PupkTg8j dmaulcXxYacgE736PJj 4cA</ AccessKeyS
ecret>
<St at us>Act i ve</ St at us>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
</ AccessKey>



</ Cr eat eAccessKeyResponse>

« JSONHEZ

{
"Request | d": "O04FO0F334-1335-436C- A1D7- 6C044FE73368",

"AccessKey": {
"AccessKeyl d": "OwWNEpMM zy7szvai ",
"AccessKeySecret": "PupkTg8j dnaulcXxYacgE736PJj 4cA",
"Status": "Active",
"CreateDate": "2015-01-23T12: 33: 182"

1.4.11 UpdateAccessKey

#OHE
A5 FHRAMT-F F* AccessKey IR 2

HRBH
Action
« Z8HY : String
/Y
< W BEROA , REMESE , BUE : UpdateAccessKey

UserAccessKeyld

o ZJ8AY : String
DY

IR ¢ fREEE R AccessKeyld

« 2RA : String
/Y T =

« iR 1 AccessKeyHi k7%, Active/lnactive
UserName

o Z{H : String

S/

© i RER A



AR S g

RASIGRESH, HERAISH.

N

T HIRLR
Action
ram Updat eAccessKey
Resource
acs: ram *: ${ Account | d}: user/ ${ User Nane}
HiRfE R
InvalidParameter.UserName.InvalidChars

. HTTP Status : 400

« Error Message : The parameter - "UserName" contains invalid chars.
InvalidParameter.UserName.Length

. HTTP Status : 400

. Error Message : The parameter - "UserName" beyond the length limit.
EntityNotExist.User

« HTTP Status : 404

. Error Message : The user does not exist.
EntityNotExist.User.AccessKey

« HTTP Status : 404

. Error Message : The user access key does not exist.

(N
AR

https://ram al i yuncs. conf ?Act i on=Updat eAccessKey
&User Nanme=zhangqi ang

&User AccessKeyl d=0WNEpMM zy7szvai

&St at us=l nacti ve

&N IHRSH>

i 8] 4



o XML#EZ

<Updat eAccessKeyResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
</ Updat eAccessKeyResponse>

« JSON#EZ
{
"Request | d": "04FOF334-1335-436C AlD7- 6C044FE73368"

1.4.12 DeleteAccessKey
EAMELBU
HERRAMT-H F il AccessKey

HRZH
Action
« %A : String
/Y
o Wb BMEEIOA  REMESEL, BUE : DeleteAccessKey

UserAccessKeyld

o R 5 EEMIG Y AccessKeyld

UserName

« 2{# : String

© DAL
o R HEER A
AR S

HARNRESH, FEIA S



7 ZEABLRR

Action
ram Del et eAccessKey
Resource

acs: ram *: ${ Account | d} : user/ ${ User Nane}
HirfE R
InvalidParameter.UserName.InvalidChars
. HTTP Status : 400
. Error Message : The parameter - "UserName" contains invalid chars.
InvalidParameter.UserName.Length

« HTTP Status : 400

. Error Message : The parameter - "UserName" beyond the length limit.

EntityNotExist.User

. HTTP Status : 404

. Error Message : The user does not exist.
EntityNotExist.User.AccessKey

. HTTP Status : 404

. Error Message : The user access key does not exist.
BAE R
TR

https://ram al i yuncs. conf ?Acti on=Del et eAccessKey
&User Narme=zhangqi ang
&User AccessKeyl d=0OWNEpMM zy7szvai

<A iR B>
AT
o XMLAER

<Del et eAccessKeyResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>



</ Del et eAccessKeyResponse>

« JSONHEZ

"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FE73368"

1.4.13 ListAccessKeys
EAMELBU
H g <& Fl P i AccessKeys

WRZH

Action

o 2KAI : String

o MR RGEHMESEL , WU © ListAccessKeys
UserName

C %

[

. String

v

M S

P2

o MR HREH T, PRSI AR SHONF RS H A CHJAccessKeys .
AT e

AccessKeys

o KA : AccessKey Array

« R HPEERES
T HIRLR

Action

ram Li st AccessKeys
Resource

acs: ram *: ${ Account | d}: user/ ${ User Nane}

HERAER

InvalidParameter.UserName.InvalidChars



« HTTP Status : 400

. Error Message : The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

. HTTP Status : 400

. Error Message : The parameter - "UserName" beyond the length limit.
EntityNotExist.User

o HTTP Status : 404

- Error Message : The user does not exist.

BAER A
AR
https://ram aliyuncs. conl ?Acti on=Li st AccessKeys
&< IERSH>
18 [ 7R
© XML

<Li st AccessKeysResponse>
<Request | d>4B450CAL- 36E8- 4AA2- 8461- 86B42BF4CCAE</ Request | d>
<AccessKeys>
<AccessKey>
<AccessKeyl d>0WMNEpMM zy7szvai </ AccessKeyl d>
<St at us>Act i ve</ St at us>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
</ AccessKey>
<AccessKey>
<AccessKeyl d>Whl WUr uvf aDT37vQ</ AccessKeyl d>
<St at us>l nacti ve</ St at us>
<Cr eat eDat €>2015- 03- 24T21: 12: 21Z</ Cr eat eDat e>
</ AccessKey>
</ AccessKeys>
</ Li st AccessKeysResponse>

« JSON#EZ

{
"Request | d" : "4B450CAl- 36E8- 4AA2- 8461- 86B42BFACCAE",

"AccessKeys": {
"AccessKey": [

"AccessKeyl d": "OwWNEpMM zy7szvai ",
"Status": "Active",
"CreateDate": "2015-01-23T12: 33: 182"

},
{

"AccessKeyl d": "Wil WJruvfaDT37vQ',
"Status": "lnactive",



"CreateDate": "2015-03-24T21:12: 212"
}
]
}
}

1.4.14 CreateVirtualMFADevice
#OHE
e 2 VEASESINTRE &=
WRZH
Action
o 8% : String
Y 3
© A BEROS  RGEMESEL , BUE : CreateVirtualMFADevice
VirtualMFADeviceName
o 8% : String
o W
o MR IRERE LR, KK O FAF
© PR
[a-zA-Z0-9-1*
PALIE S
VirtualMFADevice
o KA : VirtualMFADevice

S P £V EASE SN RS



7 ZEABLRR

Action
ram Creat eVirtual MFADevi ce
Resource

acs: ram *: ${ Account I d}: nfa/*
B
InvalidParameter.VirtualMFADeviceName.InvalidChars
. HTTP Status : 400
. Error Message : The parameter - "VirtualMFADeviceName" contains invalid chars.
InvalidParameter.VirtualMFADeviceName.Length
. HTTP Status : 400
. Error Message : The parameter - "VirtualMFADeviceName" beyond the length limit.
EntityAlreadyExists.VirtualMFADevice
. HTTP Status : 409
. Error Message : The virtual mfa device does already EXIST.
LimitExceeded.VirtualMFADevice

. HTTP Status : 409

. Error Message : The count of virtual mfa devices beyond the current limits.

(N
R AR

https://ram al i yuncs. coml ?Acti on=Cr eat eVi rt ual MFADevi ce
&Vi r t ual MFADevi ceName=devi ce001

&< N IIHERSH>
A& 5] 7451

© XMLigX

<Cr eat eVi rt ual M~ADevi ceResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Vi r t ual MFADevi ce>
<Seri al Nunber >acs: ram : 1234567890123: nf a/ devi ce001</
Vi r t ual MFASer i al Nunber >



<Base32St ri ngSeed>DSF98HADO82KJ A9SDFNAS9 D8 FU839B8 ADHBGSD7 A8
</ Base32St ri ngSeed>
<QRCodePNG>YXNk Zntz zDl meWbhc 2@ 0GZo0ODd4bXJnt ThhaGU5
aSBmYXNkZi Bz YWRM GFG DRxd2Vj | GEgdHEz dCAg</ QRCodePNG>
</ Vi rt ual MrADevi ce>
</ Creat eVi rtual MFADevi ceResponse>

« JSONEZ

{
"Request | d": "04FOF334-1335-436C- A1D7- 6C044FE73368",

"Virtual MFADevi ce": {
"Serial Nunber": "acs:ram:1234567890123: nf a/ devi ce001",
"Base32Stri ngSeed": " DSF98HADO82KJA9SDFNASIDEFUS39B

8ADHBGSD7A8" ,
"QRCodePNG': " YXNkZnFzZDl meWbhc2Q0&ZoODd4bXJnt ThhaGJs

aSBmYXNkZi Bz YWRN GFG DRxd2Vj | GEgdHEzdCAg"
}
}

1.4.15 ListVirtualMFADevices

B OHR
B i AU 2 R S LB A

RS

Action

« 2R : String

< W R

o MR BEREOL , REMESS , BUE : ListVirtualMFADevices
AL e

VirtualMFADevices

« 2R’A : VirtualMFADevice Array

© Jid : ERIMFAR 13



7 ZEABLRR

Action
ram Li st Vi rt ual MFADevi ces
Resource

acs: ram *: ${ Account I d}: nfa/*

BBl
AR

https://ram al i yuncs. conf ?Act i on=Li st Vi rt ual MFADevi ces
&N IGERS >

ARSI

© XMLigK

<Li st Vi rt ual MFADevi cesResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Vi r t ual MFADevi ces>
<Vi r t ual MFADevi ce>
<Seri al Nunber>acs: ram : 1234567890123: nf a/ devi ce001</
Seri al Nunber >
</ Virtual MFADevi ce>
<Vi r t ual MFADevi ce>
<Seri al Nunber >acs: ram : 1234567890123: nf a/ devi ce002</
MFASer i al Nurmber >
<Acti vat eDat e>2015- 02- 18T17: 22: 08Z<Act i vat e>
<User >
<User| d>1227489245380721</ User | d>
<User Name>zhangqi ang</ User Nanme>
<Di spl ayNane>gkig</ Di spl ayNanme>
</ User >
</ Vi rt ual MFADevi ce>
<Vi r t ual MFADevi cess>
</ Li st Virtual MFADevi cesResponse>

« JSONEZ

{
"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FE73368",

"Virtual MFADevi ces": {
"Virtual MFADevi ce": [

{
"Serial Nunmber": "acs:ram:1234567890123: nf a/
devi ce001"
% )
"Serial Nunber": "acs:ram:1234567890123: nf a/
devi ce002",

"ActivateDate": "2015-02-18T17:22: 082",
"User": {



"Userld": "1227489245380721",
"User Nane": "zhangqi ang",

"Di spl ayNane": " g5m"

1.4.16 DeleteVirtualMFADevice
O
LIS 2 VEAiE SINTIR 4

WRZH

Action

« &% : String

2

o I 2
< W BEROS  REMESE , BUE - DeleteVirtualMFADevice
SerialNumber

KA String

Y
A HEEMFABE TS
AT S ¢

RARIGREIZH, HERAISH

)

B AR

Action
ram Del et eVi rt ual MFADevi ce
Resource
${ Seri al Nurmber }
HinfE R
EntityNotExist.VirtualMFADevice

. HTTP Status : 404



. Error Message : The virtual mfa device does not exist.
DeleteConflict.VirtualMFADevice.User
. HTTP Status : 409

. Error Message : The virtual mfa device CAN NOT been bound to any user while deleting it.

BBl
AR

https://ram aliyuncs. conl ?Acti on=Del et eVi rt ual MFADevi ce
&Seri al Nunber =acs: ram : 1234567890123: nf a/ devi ce002

<A SRS H>
S A
o XMLAZR

<Del et eVi rt ual M~ADevi ceResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
</ Del et eVi rt ual MFADevi ceResponse>

- JSON#&%,
L Request | d": " 04FOF334- 1335- 436C- ALD7- 6C044FE73368"
1.4.17 BindMFADevice
e WETUS
WE L FHEINIEB &
WRZH

Action

« ZJ8H : String

o R BEEO A REHESE, BUE : BindMFADevice

SerialNumber



UserName

« 28# : String

o W

« IR FREM A
AuthenticationCode1

« Z8HY : String

o WA R

o IR BRI AEY

AuthenticationCode2

a
r%;
=
#
i
AN
5
o
=
IH

AEAHGREZE, A,
TR
Action
ram Bi ndMFADevi ce
Resource

acs: ram *: ${ Account | d}: user/ ${ User Nane}
HIRE R
InvalidParameter.UserName.InvalidChars

. HTTP Status : 400

« Error Message : The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

o HTTP Status : 400

. Error Message : The parameter - "UserName" beyond the length limit.

InvalidParameter.AuthenticationCode.Format



« HTTP Status : 400

. Error Message : The parameter - "AuthenticationCode" MUST be 6 numbers.

CheckAuthenticationCodeFail

. HTTP Status : 403

. Error Message : The authentication code is incorrect.

EntityNotExist.User

o HTTP Status : 404

- Error Message : The user does not exist.
EntityNotExist.VirtualMFADevice

o« HTTP Status : 404

. Error Message : The virtual mfa device does not exist.

EntityAlreadyExists.User.MFADevice

. HTTP Status : 409

. Error Message : The user has already bound a MFA device.

EntityAlreadyExists.VirtualMFADevice.User

. HTTP Status : 409

. Error Message : The virtual mfa device does already been bound to a user.
(N ]

TR

https://ram aliyuncs. conl ?Act i on=Bi ndM~ADevi ce
&Seri al Nunber =acs: ram : 1234567890123: nf a/ devi ce002
&User Name=zhangqi ang

&< FiERSH>
A TN
« XML#%

<Bi ndMFADevi ceResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
</ Bi ndMFADevi ceResponse>

«  JSONEZ

{



"Request | d": "04FO0F334-1335-436C- AlD7- 6C044FE73368"

1.4.18 UnbindMFADevice

#O#

fife g 22 A FINIE R 5
WHRSH

Action

o 2KA : String

o W

o Jd  BAEEO 4 RGHUESE, BUE © UnbindMFADevice

UserName

o Z{H : String

DY

IR FREH 4
AL S /e

MFADevice

o KA : MFADevice

R @ MFABE(E R
TR

Action

ram Unbi ndMFADevi ce

Resource

acs:ram *: ${ Account | d} : user/ ${ User Nane}
R B
InvalidParameter.UserName.InvalidChars

o HTTP Status : 400

. Error Message : The parameter - "UserName" contains invalid chars.



InvalidParameter.UserName.Length

. HTTP Status : 400

. Error Message : The parameter - "UserName" beyond the length limit.
EntityNotExist.User

. HTTP Status : 404

. Error Message : The user does not exist.
EntityNotExist.User.MFADevice

. HTTP Status : 404

« Error Message : The user has not bound any MFA device.

Bt Rl
AR

https://ram al i yuncs. conf ?Act i on=Unbi ndM~ADevi ce
&User Name=zhangqi ang

&N IHERSH>
A& 8] 751
© XML##3

<Unbi ndM~ADevi ceResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<MFADevi ce>
<Seri al Nunber >acs: ram : 1234567890123: nf a/ devi ce002</
Seri al Nunber >
</ MFADevi ce>
</ Unbi ndMFADevi ceResponse>

« JSONEZ

{
"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FE73368",

"MFADevi ce": {
"Serial Nunber":"acs: ram : 1234567890123: nf a/ devi ce002"
}

1.4.19 GetUserMFAInfo
O

AR E T H P 2 HFEIMER&EFE



Action

« 2KA : String

o W

o I BRAEEO A RGHESE, BUE ¢ GetUserMFAInfo
UserName

« Z{HY : String

DY

o R HEEMF A

AR =
MFADevice

« Rk : MFADevice
iR - MFAREEE
TR AR
Action
ram Get User MFAI nf o
Resource
acs: ram *: ${ Account | d} : user/ ${ User Nane}
HRER
EntityNotExist.User

. HTTP Status : 404

. Error Message : The user does not exist.

EntityNotExist.User.MFADevice

. HTTP Status : 404

. Error Message : The user has not bound any MFA device.
(N ]

AR

https://ram aliyuncs. conl ?Act i on=Get User MFAI nf o



&User Nanme=zhangqi ang
&N IERSH>

AN
© XMLigX

<Cet User MFAI nf oResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<MFADevi ce>
<Seri al Nunber >Vi r t ual - MFA- devi ce002</ Ser i al Nunber >
</ MFADevi ce>
</ Get User MFAI nf oResponse>

« JSON#EZ

{
"Request | d": "04FO0F334-1335-436C- AlD7- 6C044FE73368",

"MFADevi ce": {
"Seri al Nunber": " Vi rtual - MFA- devi ce002"
}

1.4.20 ChangePassword
£ WE[3)
BT 5 1

LR 5

o W BEROA , REMESE , BUYE - ChangePassword
OldPassword

« 2B%I : String

© W R

.« IR B

NewPassword

o 2R : String

/Y 5



o IR TEEET , WILARF S H IR EEOR . RT R ERERED , 1§23
# SetPasswordPolicy
AL S /e
HERREZH, HEWAIESH
TR
Action
ram ChangePasswor d

Resource

acs:ram *: ${ Account | d} : user/ ${ User Nane}
HiE S
NotSupport.Account
. HTTP Status : 400
. Error Message : This method can be only invoked by sub user.
InvalidParameter.OldPassword.Incorrect
. HTTP Status : 400
+ Error Message : The parameter - “OldPassword” is incorrect.
InvalidParameter.NewPassword.TooWeak
« HTTP Status : 400
« Error Message : The parameter - “NewPassword” is not compliant with the password policy.
InvalidParameter.NewPassword.ReusePrevention
. HTTP Status : 400

+ Error Message : The parameter - “NewPassword” is not compliant with the reuse prevention

password policy.

(N
AR

https://ram aliyuncs. conl ?Acti on=ChangePassword
&0 dPasswor d=123456
&NewPasswor d=aw$2ad) d



&N HER S
i [ R A
.« XML#%

<ChangePasswor d>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
</ ChangePasswor d>

« JSONHEH

"Request|d": "04FOF334-1335-436C A1D7- 6C044FE73368"

1.5 HEFF
1.5.1 CreateGroup

e WETUS
A A

WRZH

Action

« &% : String

D

o filadk c BRAEARR, BUE

5

MY

Creat eG oup
GroupName
« Z{H : String
VY

o IR AAFR , KK E6ANFAT

A a-zA-Z0-9\-]+$
Comments

e 8% : String



o MR
o b FIEGE, BRKE1280 4.

E
[

. Group

ik s R

[

it ZLAAL IR

Action
ram Cr eat eG oup
Resource

acs:ram *: ${ Account | d}: group/ *

HERAE R

InvalidParameter.GroupName.InvalidChars

. HTTP Status : 400

. Error Message : The parameter - "GroupName" contains invalid chars.
InvalidParameter.GroupName.Length

. HTTP Status : 400

. Error Message : The parameter - "GroupName" beyond the length limit.
InvalidParameter.Comments.Length

. HTTP Status : 400

« Error Message : The parameter - "Comments" beyond the length limit.
EntityAlreadyExists.Group

. HTTP Status : 409

. Error Message : The group does already EXIST.
LimitExceeded.Group

« HTTP Status : 409

. Error Message : The count of groups beyond the current limits.



Bt Rl
AR

https://ram al i yuncs. conl ?Act i on=Cr eat eG oup
&G oupNanme=Dev- Team

&Comment s=JF % B\

&</ itk B8
35 15 7
. XMLt

<Cr eat eG oupResponse>
<Request | d>D3F0679E- 9757- 95DB- AF2D- 04D5188C69C5</ Request | d>
<G oup>
<G oupNane>Dev- Teanx/ Gr oupNane>
<Coment s> % @ A</ Conment s>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
</ &G oup>
</ Cr eat eG oupResponse>

« JSONEZ

{
"Request | d": "D3F0679E-9757-95DB- AF2D- 04D5188C69C5" ,
"Goup": {
"G oupNane": "Dev-Teant,

"COITTT'Bnt sll: n ﬂ:ﬁﬁlly\",
"CreateDate": "2015-01-23T12: 33: 182"

1.5.2 GetGroup
EAmE o
HEUH P15 8

LR 5

Action

L]
ot

ik RAEAAR , BUE
Get G oup

GroupName



« K%Y : String
\ =i

M) /Y Sy =3

o b 4. fldev

A a-zA-Z0-9\ -] +$

AL S/

i LA R

Action
ram Get G oup
Resource

acs: ram *: ${ Account | d}: gr oup/ ${ G oupNane}

HERAER

InvalidParameter.GroupName.InvalidChars

. HTTP Status : 400

. Error Message : The parameter - "GroupName" contains invalid chars.
InvalidParameter.GroupName.Length

. HTTP Status : 400

« Error Message : The parameter - "GroupName" beyond the length limit.
EntityNotExist.Group

o HTTP Status : 404

. Error Message : The group does not exist.

B Rl

AR

https://ram aliyuncs. conl ?Acti on=CGet G oup
&G oupNane=Dev- Team



&N HER S
i [ R A
.« XML#%

<Get G oupResponse>
<Request | d>D4065824- E422- 3ED6- 68B1- 1AF7D5C7804C</ Request | d>
<G oup>
<G oupNane>Dev- Teanx/ G oupNanme>
<Comment s>F % @ PA</ Conment s>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat €>2015- 02- 11T03: 15: 21Z</ Updat eDat e>
</ G oup>
</ Get G oupResponse>

« JSONEH

{
"Request | d": "D4065824- E422- 3ED6- 68B1- 1AF7D5C7804C",

"Group": {
"G oupNane": "Dev-Teant,

"Comments": " H KB\,
"CreatebDate": "2015-01-23T12:33: 187",
"Updat eDate": "2015-02-11T03: 15: 212"

1.5.3 UpdateGroup
EAMELBU
Gik i1 Vel AP

RS H

Action

o 8% : String

L

5

M AV
o IR EREAFR, BUE
Updat eGr oup

GroupName

« Z{HY : String

2

4
M

o ik fEEA AR

DR

b=

[



-
A a-zA-Z0-9\ -] +$
NewGroupName
« 2{# : String
o W AR
© R A4
- M
" a-zA-Z0-9\-]+$

NewComments

ok
i

: String

2

.

Sy
N

=

B

DA R, RORR 12874

ot
Be
(=4

ik [0 2
Group

E
e

: Group
CAFE

EF
5

7 E AR

Action
ram Updat eG oup
Resource

acs: ram *: ${ Account | d} : gr oup/ ${ G oupNane}
B R
InvalidParameter.GroupName.InvalidChars

. HTTP Status : 400

« Error Message : The parameter - "GroupName" contains invalid chars.

InvalidParameter.GroupName.Length

o HTTP Status : 400



« Error Message : The parameter - "GroupName" beyond the length limit.

InvalidParameter.NewGroupName.InvalidChars

o HTTP Status : 400

. Error Message : The parameter - "NewGroupName" contains invalid chars.

InvalidParameter.NewGroupName.Length

. HTTP Status : 400

« Error Message : The parameter - "NewGroupName" beyond the length limit.

InvalidParameter.NewComments.Length

o HTTP Status : 400

. Error Message : The parameter - "NewComments" beyond the length limit.

EntityNotExist.Group

« HTTP Status : 404

. Error Message : The group does not exist.

EntityAlreadyExists.Group

. HTTP Status : 409

« Error Message : The group does already EXIST.

(N
AR

https://ram al i yuncs. conf ?Act i on=Updat eG oup
&G oupNanme=Dev- Team
&NewG oupNanme=NewDev- Team

<R IERSH>
AL
© XMLigEX

<Updat eGr oupResponse>
<Request | d>EC6647CC- 0A36- EC7A- BA72- CC81BF3DE182</ Request | d>
<G oup>
<G oupNane>NewDev- Teank/ G oupNanme>
<Coment s> % @ PA</ Commrent s>
<Cr eat eDat e>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat e>2015- 01- 23T12: 33: 18Z</ Updat eDat e>
</ G oup>



</ Updat eG oupResponse>

« JSONHEZ

{
"Request | d": "EC6647CC- 0A36- EC7A- BA72- CC81BF3DE182",

"Goup": {
"GroupNane": "NewDev- Teant,
n Con,.n,ent SII . n J:I:EE]F}\" ,
"CreateDate" : "2015-01-23T12: 33: 182",
"Updat eDate" : "2015-01-23T12: 33: 182"

1.5.4 ListGroups

WK 0

B H i A B P P A
WRZH

Action

* 2RA : String

o W

o IR BAERTR, BRUE
Li st G oups

Marker

s AWK . Marker

- R

P2

i

: String
LA

o YR IR 15 5 SRR AT LA A MarkerzR BOM 24 AT kb (7 B2 i B N 2

L]
<
t::;l

P2

A)

L]
ot

MaxlItems

o ZF : Maxiter

o 2K : Integer
 HYEYEH : [1-1000]
« #AfH - 100



o b PR R B IRATSAEL , MR 45 R A B MaxItems R Hil g aR Wi, & 812451 sTruncat ed
BEETFtrue,

R B 25

Groups

o 2KA : Group Array
o Wb AERESE
IsTruncated

« K%Y : Boolean
o IR iSRG 4 SRR T R T

o 2KA : String

o iR : M1 sTruncat ed it ruelf A FE , KR Etruel) , FFEARSHHAED , FEHM
FHMar ker ARERE WG N 2

T B AR

Action
ram Li st G oups
Resource

acs: ram *: ${ Account | d}: group/ *

BAER
R
https://ram aliyuncs. conl ?Acti on=Li st G oups
&< IER SH>
18 [l 7R
© XMLAg

<Li st G oupsResponse>
<Request | d>065527AA- 2F2E- AD7C- 7484- F2626CFE4934</ Request | d>
<l sTruncat ed>t rue</ | sTruncat ed>
<Mar ker >EXAMPLE</ Mar ker >
<@ oups>
<& oup>
<G oupNane>Dev- Teanx/ G oupName>



<Comment s>H %4 B BA</ Conment s>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat €>2015- 01- 23T12: 33: 18Z</ Updat eDat e>
</ G oup>
<G oup>
<G oupNane>QA- Teanx/ G- oupNane>
<Comment s>l F PA</ Conment s>
<Cr eat eDat €>2015- 02- 18T17: 22: 08Z</ Cr eat eDat e>
<Updat eDat e>2015- 02- 18T17: 22: 08Z</ Updat eDat e>
</ G oup>
</ Groups>
</ Li st G oupsResponse>

« JSONHEH

{
"Request | d": "065527AA- 2F2E- AD7C- 7484- F2626CFE4934" ,

"l sTruncated": true,
"Mar ker": "EXAMPLE",

"Groups": {
"Goup": |
{
"G oupNane": "Dev-Teant,
"COITTT'Bnt SII: " }FEEMH,
"CreateDate" : "2015-01-23T12: 33: 182",
"Updat eDate" : "2015-01-23T12: 33: 187"
} ’
{
"G oupNanme": "QA-Teant',
n Com'TEnt SII : n ?muiﬁ@ly\" ,
"CreateDate" : "2015-02-18T17:22: 082",
"Updat eDat e" : "2015-02-18T17: 22: 082"
}
]
}

1.5.5 DeleteGroup
P mE 34
TS g ) 20

o« MBRELHT , T EORIEL AT T B NE (Policy)
o MERZHET , FFELRIEL AT A M P (User)

WRZH

Action
o 2KA : String

o M R



o IR BAEARR, BUE
Del et eGr oup

GroupName

« 2R : String

Y

© MR REHSA. fldev

- kg

Al a-zA-Z0- 9\ -1 +$

HARNRESH, A SH

i ZLAAL R

Action
ram Del et eGr oup
Resource

acs: ram *: ${ Account | d} : gr oup/ ${ G oupNane}

HRAE R

InvalidParameter.GroupName.InvalidChars

« HTTP Status : 400

. Error Message : The parameter - "GroupName" contains invalid chars.

InvalidParameter.GroupName.Length

. HTTP Status : 400

. Error Message : The parameter - "GroupName" beyond the length limit.
EntityNotExist.Group

o HTTP Status : 404

. Error Message : The group does not exist.

DeleteConflict.Group.User



o HTTP Status : 409

. Error Message : The group CAN NOT has any user member while deleting the group.

DeleteConflict.Group.Policy
« HTTP Status : 409

. Error Message : The entity CAN NOT has any attached policy while deleting the group.

Bt Rl
AR

https://ram aliyuncs. conl ?Act i on=Del et eG oup
&G oupNane=Dev- Team

&< N IIHERSH>
A& 5] 7451
© XML##3

<Del et eG oupResponse>
<Request | d>FCF40AB5- 881C- AOF9- 334C- BOAD423AA69D</ Request | d>
</ Del et eG oupResponse>

« JSONHE=

"Request | d": "FCF40AB5-881C- AOF9- 334C- BOAD423AA69D"

1.5.6 AddUserToGroup
EEAME T30

K P BN E 5 %€ 0 R P 240

Action
o 2{H : String
/Y

o R BREATR , BUE
AddUser ToG oup
UserName

o 2KA : String



Y =

o iR P TR
GroupName

o ZiH : String
VY =

IR TR

A RIGREZH, TR ALSH
T E AR
Action
ram AddUser ToG oup
Resource
acs: ram *: ${ Account | d} : user/ ${ User Nane}
acs: ram *: ${ Account | d} : gr oup/ ${ G oupNane}
HiRfE R
InvalidParameter.UserName.InvalidChars
« HTTP Status : 400
« Error Message : The parameter - "UserName" contains invalid chars.
InvalidParameter.UserName.Length
. HTTP Status : 400
. Error Message : The parameter - "UserName" beyond the length limit.
InvalidParameter.GroupName.InvalidChars
. HTTP Status : 400
. Error Message : The parameter - "GroupName" contains invalid chars.
InvalidParameter.GroupName.Length

« HTTP Status : 400

. Error Message : The parameter - "GroupName" beyond the length limit.



EntityNotExist.User

o HTTP Status : 404

- Error Message : The user does not exist.

EntityNotExist.Group

o HTTP Status : 404

. Error Message : The group does not exist.

EntityAlreadyExists.User.Group

. HTTP Status : 409

. Error Message : The user has already joined the group.

LimitExceeded.User.Group

« HTTP Status : 409

. Error Message : The count of groups the target user joined beyond the current limits.
BAERH

ZRN

https://ram aliyuncs. conl ?Acti on=AddUser ToG oup
&User Name=zhangqi ang
&G oupNane=Dev- Team

&< iR B>
AR
o XMLAEF

<AddUser ToG oupResponse>
<Request | d>1B968853- B423- 63A6- FE1F- 45E81BC2AD61</ Request | d>
</ AddUser ToGr oupResponse>

« JSON#E=
"Request|d": "1B968853- B423- 63A6- FE1F- 45E81BC2AD61"
1.5.7 RemoveUserFromGroup

e W30

B+ RP D P4l p R BR



« 2KA : String

Y4 =]

e \/ﬁ LB
o R BRAEARR, BUE
RenmoveUser Fr onr oup

UserName

GroupName
« 8% : String
DY

o R TR

A RIGREZH, TEILALSH
TR
Action
ram RenmoveUser Fr on oup
Resource
acs:ram *: ${ Account | d}: user/ ${ User Nane}

acs:ram *: ${ Account | d}: gr oup/ ${ G oupNane}

HiRE R
InvalidParameter.UserName.InvalidChars
o HTTP Status : 400

. Error Message : The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length



« HTTP Status : 400

. Error Message : The parameter - "UserName" beyond the length limit.

InvalidParameter.GroupName.InvalidChars

. HTTP Status : 400

« Error Message : The parameter - "GroupName" contains invalid chars.
InvalidParameter.GroupName.Length

o HTTP Status : 400

« Error Message : The parameter - "GroupName" beyond the length limit.

EntityNotExist.User

. HTTP Status : 404

. Error Message : The user does not exist.
EntityNotExist.Group

« HTTP Status : 404

. Error Message : The group does not exist.
EntityNotExist.User.Group

o HTTP Status : 404

. Error Message : The user has not joined the group.
BAERH
ZRN

https://ram aliyuncs. conl ?Act i on=RenoveUser Fr onGr oup
&User Nanme=zhangqi ang
&G oupNane=Dev- Team

&< FiERSH>
A TN
« XML#%

<RenpveUser Fr onGr oupResponse>
<Request | d>A07EF215- B9B3- 8CB2- 2899- 3F9575C6E320</ Request | d>
</ RenoveUser Fr om& oupResponse>

«  JSONEZ

{



"Request|d": "AO07EF215- B9B3- 8CB2- 2899- 3F9575C6E320"

1.5.8 ListGroupsForUser
2 ANE 1S
B 52 - TN B2 £55

wRSH

Action

o 2KA : String

v

4

‘/Jﬁ :

B BRAEATR, BUE

Ao

EF

Li st G oupsFor User
UserName

o 8% : String

DY

S i::3 YR 1 D

o KA : Group Array
o R AERES
T3 R R
Action
ram Li st G oupsFor User

Resource

acs: ram *: ${ Account | d}: user/ ${ User Nane}

HRAER

InvalidParameter.UserName.InvalidChars

. HTTP Status : 400



. Error Message : The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

o HTTP Status : 400

. Error Message : The parameter - "UserName" beyond the length limit.

EntityNotExist.User

. HTTP Status : 404

. Error Message : The user does not exist.

Bt Rl
AR

https://ram aliyuncs. coml ?Acti on=Li st G oupsFor User
&User Name=zhangqi ang

&< N IIHRSH>
A& 5] 7451
© XML#g3

<Li st Gr oupsFor User Response>
<Request | d>0945BF6F- 54A4- C384- C89C- C500DCEE367C</ Request | d>
<& oups>
<G oup>
<& oupName>Dev- Teanx/ G oupName>
<Comment s>F & F A</ Conment s>
<Joi nDat e>2015- 01- 23T12: 33: 18Z</ Joi nDat e>
</ G oup>
<G oup>
<G oupNane>QA- Teanx/ G oupNane>
<Comment s>lR A PA</ Conment s>
<Joi nDat e>2015- 02- 18T17: 22: 08Z</ Joi nDat e>
</ G oup>
</ Groups>
</ Li st G oupsFor User Response>

« JSON#E
{
"Request 1 d": "0945BF6F- 54A4- C384- C89C- C500DCEE367C",
"Groups": {
"Group": [
{
"G oupNane": "Dev-Teant,
"COITTT'Bnt SII: n }FEEMH,
"Joi nDate" : "2015-01-23T12: 33: 187"
1,
{

"G oupNane": "QA-Teant,
"Coment s": " IR HIPL",



"Joi nDate" : "2015-02-18T17: 22: 082"

}
1.5.9 ListUsersForGroup
Ok
B i R P AL LS T P

WHRSH
Action
o 8% : String
- R

AT ¢ R
¢ AT R

Li st User sFor Gr oup

GroupName

=

o 287 : String

LT ¢ A

Wik - 445, fi:Dev-Team

o

[

Marker

o B ¢ THRAR G5 RSN, W] LUAE AT Markerak BUM 24 B (0 B2 5 I A A
Maxitems

o £ . Maxiter

« 5% : Integer

L ORELT B

« BUEVEHE : [1-1000]

« BRIMAE : 100



o b FEER B RAT S, MR 45 R B Maxitems R Hil g Wi , 4% 812450 sTruncat ed
BEETFtrue,

R B 25

Users

o 2K# . User Array

o R HPERES
IsTruncated

« K%Y : Boolean

o IR ¢ iEROR 4 SRR AR K

o 2KA : String

o iR : Ml sTruncat ed it ruelf A F T B, iRt ruel) , FFEARSHHMED , FEHM
FAMar ker KRBT G I 2

TR AR
Action
ram Li st User sFor G oup
Resource

acs: ram *: ${ Account | d} : gr oup/ ${ G oupNane}
HME R
EntityNotExist.Group

« HTTP Status : 404

. Error Message : The group does not exist.

InvalidParameter.GroupName.InvalidChars

. HTTP Status : 400

+ Error Message : The parameter - “GroupName” contains invalid chars.
InvalidParameter.GroupName.Length

« HTTP Status : 400



+ Error Message : The parameter - “GroupName” beyond the length limit.
EntityNotExist.Group

o HTTP Status : 404

. Error Message : The group does not exist.

BBl
AR

https://ram aliyuncs. conl ?Acti on=Li st User sFor Gr oup
&G oupNane=dev

&< IGIHRSH>
AN
.« XML#%

<Li st User sFor G oupResponse>
<Request | d>5756784B- 79C4- ES2E- 24C2- FC3E171E5AB3</ Request | d>
<User s>
<User >
<User | d>1227489245380721</ User | d>
<User Name>zhangqi ang</ User Name>
<Di spl ayName>gk5</ Di spl ayNane>
<Joi nDat e>2015- 01- 23T12: 33: 18Z</ Joi nDat e>
</ User >
<User >
<User | d>1406498224724456</ User | d>
<User Name>l i | i </ User Nane>
<Di spl ayName>Z=fjj</ Di spl ayNane>
<Joi nDat e>2015- 02- 18T17: 22: 08Z</ Joi nDat e>
</ User >
</ User s>
</ Li st User sFor G oupResponse>

+ JSON#E=
{
"Request|d" : "4B450CAl- 36E8- 4AA2- 8461- 86B42BF4CCAE",
"Users" : {
"User" : [
{
"Userld" : "1227489245380721",
"User Nane" : "zhanggi ang”,
" D Spl ayNalTE" " gﬁgﬁu ,
"Joi nDate" : "2015-01-23T12: 33: 182"
%,
"User| d" : "1406498224724456",
"User Name" : "lili",
" D Spl ayl\b.n,eu : " $W|I ,
"Joi nDate" : "2015-02-18T17:22: 082"

}
]



1.6 AOEHER
1.6.1 CreateRole
SEAME S

61 €5

RS

Action

2R String

WA

ik RO A REMESE , BUE © CreateRole
RoleName

kA String

WL ¢

Wik lMEMOY  REZ US04 T
-

A a-zA-Z0-9\. @-]+$

Description

KA : String

WA A

TR e, BRK 102457757

AssumeRolePolicyDocument

2R String

W S

ik —ARIESOA | 45 E ZFER RV S A A — A 8 E A £ (Principal) , XA AR
PLSERAMA] = 2 B 2 R 55 -

FEFIBER



— U SKRBE R A VR % A (0 325 £ 4R = k-5 (AccountlD=123456789012345678) T #
FAVHRAMA F:

"Statenment”: [

{

"Action": "sts:AssuneRol e",
"Effect": "Alow',
"Principal": {
"RAM': [
"acs:ram :123456789012345678: r oot "
]
}
}
I
"Version": "1"
}

— YN SRS R AP A A B A5 A S FiTAL S R AIECS e (A 1) i ECS S i v
DUt E i HZRAMA €0, S0 305 H5 BEARFHZRAMA (G STS-Token ) :

"Statenent”: [

"Action": "sts:AssuneRol e",
"Effect": "Allow',
"Principal": {
"Service": |
"ecs. al i yuncs. conf

]
}

"Version": "1"

}

SAEE 3¢
Role

« KA : Role

.« i AEER



7 ZEABLRR

Action
ram Cr eat eRol e
Resource

acs:ram *: ${ Accountld}:rol e/ *
BRE R
InvalidParameter.RoleName.InvalidChars

o HTTP Status : 400

« Error Message : The parameter - “RoleName” contains invalid chars.
InvalidParameter.RoleName.Length

« HTTP Status : 400

+ Error Message : The parameter - “RoleName” beyond the length limit.
InvalidParameter.AssumeRolePolicyDocument.Length

« HTTP Status : 400

« Error Message : The parameter - “AssumeRolePolicyDocument” beyond the length limit.
EntityAlreadyExists.Role

« HTTP Status : 409

« Error Message : The role does already EXIST.

MalformedPolicyDocument

. HTTP Status : 400

. Error Message : {The error details}

LimitExceeded.Role

o HTTP Status : 409

. Error Message : The count of roles beyond the current limits.

BBl
AR

https://ram al i yuncs. conl ?Acti on=Cr eat eRol e
&Rol eName=ECSAdm n



&AssuneRol ePol i cyDocunent ={ "Statenment”: [ { "Action": "sts:AssuneRol e
", "Effect": "Allow', "Principal": { "RAM': "acs:ram : 1234567890
12345678:root" } } ], "Version": "1" }

&Descri pti on=ECSEH f {0

&< IIER S >

BN
© XMLigK

<Cr eat eRol eResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Rol e>
<Rol el d>901234567890123</ Rol el d>
<Rol eName>ECSAdm n</ Rol eName>
<Arn>acs:ram : 1234567890123456: r ol e/ ECSAdm n</ Ar n>
<Descri pti on>ECSE ¥ ffa</ Descri pti on>
<AssumeRol ePol i cyDocument >{ "Statenent": [ { "Action": "
sts: AssuneRol e", "Effect”: "Allow', "Principal": { "RAM: "acs:
ram :123456789012345678:root" } } ], "Version": "1" }</AssuneRol e
Pol i cyDocunent >
<Cr eat eDat e>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
</ Rol e>
</ Cr eat eRol eResponse>

« JSONEZ

{
"Request|d": "04FOF334-1335-436C- A1lD7- 6C044FE73368",
"Rol e": {
"Rol el d": "901234567890123",
"Rol eNanme": "ECSAdn n",
"Arn": "acs:ram:1234567890123456: r ol e/ ECSAdmni n",
"Description": "ECSEMME",
"AssunmeRol ePol i cyDocunent": "{ \"Statenent\": [ { \"Action
\": \"sts: AssuneRole\", \"Effect\": \"Allow", \"Principal\": { \"
RAM ": \"acs:ram: 123456789012345678:root\" } } ], \"Version\": \"1
\" o,

}

"CreateDate": "2015-01-23T12: 33: 182"

1.6.2 GetRole

WK 30
AR 5 R
HRZH
Action
« 2Z{# : String

© R



o IR BMEEED A, REMESH, BUE © GetRole

RoleName

o
e

: String
L&

CHREMAOS RS E64NFIF
. g

L]
‘4
éﬁ

7

ot
By
5

AN a-zA-Z0-9\. @-] +%

TR
Action
ram Get Rol e
Resource
acs:ram *: ${ Accountld}:rol e/ *
HinE R
InvalidParameter.RoleName.InvalidChars

o HTTP Status : 400

. Error Message : The parameter - "RoleName" contains invalid chars.

InvalidParameter.RoleName.Length

. HTTP Status : 400

. Error Message : The parameter - "RoleName" beyond the length limit.

EntityNotExist.Role

o HTTP Status : 404

« Error Message : The role does not exist.



Bt Rl
AR

https://ram aliyuncs. conl ?Acti on=Cet Rol e
&Rol eNanme=ECSAdmi n

&<\ R BH>
RAEENY)
. XMLt

<Cet Rol eResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Rol e>
<Rol el d>901234567890123</ Rol el d>
<Rol eName>ECSAdm n</ Rol eNane>
<Arn>acs:ram : 1234567890123456: r ol e/ ECSAdm n</ Ar n>
<Descri pti on>ECSEH ffi i</ Descri pti on>
<AssuneRol ePol i cyDocunment >{ "Statement": [ { "Action": "
sts: AssuneRol e", "Effect”: "Allow', "Principal": { "RAM: "acs:
ram : 123456789012345678:root" } } ], "Version": "1" }</AssuneRol e
Pol i cyDocumnent >
<Cr eat eDat e>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat e>2015- 01- 23T12: 33: 18Z</ Updat eDat e>
</ Rol e>
</ Get Rol eResponse>

«  JSONEZ

{
"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FE73368",

"Rol e": {

"Rol el d": "901234567890123",

"Rol eNanme": "ECSAdni n",

"Arn": "acs:ram:1234567890123456: r ol e/ ECSAdmni n",

"Description": "ECSEMME",

"AssunmeRol ePol i cyDocunent": "{ \"Statenent\": [ { \"Action
\": \"sts: AssuneRole\", \"Effect\": \"Allow", \"Principal\": { \"
RAM ": \"acs:ram: 123456789012345678:root\" } } ], \"Version\": \"1
VU

"CreateDate": "2015-01-23T12: 33: 182",

"Updat eDat e": "2015-01-23T12: 33: 182"

1.6.3 UpdateRole
e ANE 0
B AR

wRSH

Action



o 8% : String

o Jd  BAEEO S RGHESE , BUE @ UpdateRole

RoleName

o
e

. String

. “ I%
B fREMOS  REZUE64 T

< &K

4
M.

[

P2

EF

Ala-zA-Z0-9\. @-] +$

NewAssumeRolePolicyDocument

o Z{H : String
. WA B

o B ARRE T A LA ) B o

« KA : Role
© i ARER
7 E AR
Action
ram Updat eRol e

Resource

acs:ram *: ${ Accountld}:rol e/ *
G B
InvalidParameter.RoleName.InvalidChars

. HTTP Status : 400

. Error Message : The parameter - "RoleName" contains invalid chars.

InvalidParameter.RoleName.Length



« HTTP Status : 400

. Error Message : The parameter - "RoleName" beyond the length limit.

InvalidParameter.NewAssumeRolePolicyDocument.Length

. HTTP Status : 400

. Error Message : The parameter - "NewAssumeRolePolicyDocument" beyond the length limit.
EntityNotExist.Role

o HTTP Status : 404

. Error Message : The role does not exist.

MalformedPolicyDocument

o HTTP Status : 400

. Error Message : {The error details}

(N
R

https://ram aliyuncs. conl ?Act i on=Updat eRol e
&Rol eName=ECSAdm n
&NewAssuneRol ePol i cyDocunent =xxxx // TODO

&< N IIHERSH>
A& 5] 7451
© XML#E3K

<Updat eRol eResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Rol e>
<Rol el d>901234567890123</ Rol el d>
<Rol eName>ECSAdm n</ Rol eNane>
<Arn>acs:ram : 1234567890123456: r ol e/ ECSAdm n</ Ar n>
<Descri pti on>ECSEH fi i</ Descri pti on>
<AssuneRol ePol i cyDocunent >{ "Statement": [ { "Action": "
sts: AssuneRol e, "Effect”: "Allow', "Principal": { "RAM: "acs:
ram : 123456789012345678:root" } } ], "Version": "1" }</AssuneRol e
Pol i cyDocumnent >
<Cr eat eDat e>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat e>2015- 01- 23T12: 33: 18Z</ Updat eDat e>
</ Rol e>
</ Updat eRol eResponse>

«  JSONEZ

{
"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FE73368",



"Rol e":
"Rol el d": "901234567890123",
"Rol eNanme": " ECSAdm n",
"Arn": "acs:ram :1234567890123456: r ol e/ ECSAdni n",

"Description": "ECSEMAMAM",

"AssuneRol ePol i cyDocunent": "{ \"Statenent\": [ { \"Action
\": \"sts: AssuneRole\", \"Effect\": \"Allow", \"Principal\": { \"
RAM ": \"acs:ram:123456789012345678:root\" } } ], \"Version\": \"1

\ "o,
"CreateDate": "2015-01-23T12: 33: 182",
"Updat eDat e": "2015-01-23T12: 33: 182"

1.6.4 ListRoles
A i 38

B A
AR 2

Action

« A : String
L] \/E . 7%

o Wb RERESE, BUHE : ListRoles

Roles
* KA : Role Array
.« IR AEOATEREYIE
LT
Action
ram Li st Rol es
Resource

acs:ram *: ${ Accountld}:rol e/ *

BAEbRA
A RERAC

https://ram aliyuncs. conl ?Acti on=Li st Rol es



iR EIER AR
« XMLAER,

<Li st Rol esResponse>
<Request | d>7B8A4E7D- 6CFF- 471D- 84DF- 195A7A241ECB</ Request | d>
<Rol es>
<Rol e>
<Rol el d>901234567890123</ Rol el d>
<Rol eName>ECSAdm n</ Rol eNanme>
<Arn>acs:ram : 1234567890123456: r ol e/ ECSAdm n</ Ar n>
<Descri pti on>ECS## fjft,</ Descri pti on>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat e>2015- 01- 23T12: 33: 18Z</ Updat eDat e>
</ Rol e>
<Rol e>
<Rol el d>901234567890456</ Rol el d>
<Rol eNanme>0SSReadonl yAccess</ Rol eNane>
<Arn>acs:ram : 1234567890123456: r ol e/ OSSReadonl yAccess</
Ar n>
<Descri pti on>0SSH i#Ei [ /A </ Descri pti on>
<Cr eat eDat e>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat €>2015- 01- 23T12: 33: 18Z</ Updat eDat e>
</ Rol e>
</ Rol es>
</ Li st Rol esResponse>

« JSON#E=;
{
"Request|d": "7BBA4E7D- 6CFF- 471D 84DF- 195A7A241ECB",
"Rol es": {
"Rol e": [

{
"Rol el d": "901234567890123",
"Rol eNanme": "ECSAdmi n",
"Arn": "acs:ram :1234567890123456: r ol e/ ECSAdni n",
"Description": "ECSEHM@",
"CreateDate": "2015-01-23T12: 33: 187",
"Updat eDat e": "2015-01-23T12: 33: 182"

% 1
"Rol el d": "901234567890456",
"Rol eNane": " OSSReadonl yAccess",
"Arn": "acs:ram:1234567890123456: r ol e/ OSSReadonl

yAccess",

"Description": "OSSHEMMAE",
"CreateDate": "2015-01-23T12: 33: 182",
"Updat eDat e": "2015-01-23T12: 33: 182"

}



1.6.5 DeleteRole
Ot

Tl B34 < B4 A

Action
« 8% : String
Y

o filik  REMESEL , BA : DeleteRole

RoleName
« Z{H : String
o M R

.« i REMAOLIR

HERIGREIZE, PEILA S
T EE AR
Action
ram Del et eRol e
Resource
acs:ram *: ${ Account I d}: r ol e/ ${ Rol eNane}
e R
InvalidParameter.RoleName.InvalidChars

« HTTP Status : 400

. Error Message : The parameter - "RoleNam" contains invalid chars.

InvalidParameter.RoleName.Length

« HTTP Status : 400



. Error Message : The parameter - "RoleName" beyond the length limit.

EntityNotExist.Role

o HTTP Status : 404

. Error Message : The role does not exist.

DeleteConflict.Role.Policy

. HTTP Status : 409

. Error Message : The role CAN NOT has any attached policy while deleting the role.
R

https://ram al i yuncs. conl ?Acti on=Del et eRol e
&Rol eNanme=ECSAdmi n

&N IIHERSH>
P AT RN
© XML#g3

<Del et eRol eResponse>
<Request | d>898FAB24- 7509- 43EE- A287- 086FE4C44394</ Request | d>
</ Del et eRol eResponse>

« JOSNHEH

{
"Request | d": "898FAB24- 7509- 43EE- A287- 086FE4C44394"

1.7 BRI E PR
1.7.1 CreatePolicy

Interface description
Creates an authorization policy.

Request parameters

Action
. Type: String
« Required: Yes

+ Description: Required. The parameter value is “CreatePolicy”.



PolicyName

« Type: String
. Required: Yes
. Description: Authorization policy name. It consists of a maximum of 128 characters.

. Format:
AN a-zA-Z0-9\ -] +$
Description

. Type: String
. Required: No

. Description: Authorization policy description. It consists of a maximum of 1,024 characters.

PolicyDocument

. Type: String
. Required: Yes

. Description: Authorization policy content. It consists of a maximum of 2,048 characters.
Return parameters
Policy

. Type:Policy

« Description: Authorization policy content.
Required permissions
Action
ram Cr eat ePol i cy
Resource
acs:ram *: ${ Account | d}: pol i cy/ *

Error messages

InvalidParameter.PolicyName.InvalidChars

o HTTP Status: 400

. Error Message: The parameter - "PolicyNam" contains invalid chars.



InvalidParameter.PolicyName.Length

. HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.
InvalidParameter.PolicyDocument.Length

« HTTP Status: 400

« Error Message: The parameter - "PolicyName" beyond the length limit.
InvalidParameter.Description.Length

. HTTP Status: 400

. Error Message: The parameter - "Description" beyond the length limit.
MalformedPolicyDocument

. HTTP Status: 400

« Error Message: {The error details}

EntityAlreadyExists.Policy

. HTTP Status: 409

. Error Message: The group does already EXIST.
LimitExceeded.Policy

. HTTP Status: 409

. Error Message: The count of policy beyond the current limits.

Request example

https://ram aliyuncs. conf ?Acti on=Creat ePol i cy
&Pol i cyName=0SS- Admi ni strat or

&Pol i cyDocunment={ "Statenent": [{ "Action": ["oss:*"], "Effect"
Al'l ow', "Resource": ["acs:o0ss:*:*:*"]1}], "Version": "1"}
&Descri pti on=0SS admi ni strator pernission

&<Publ i ¢ request paraneters>

Return example

« XML format

<Cr eat ePol i cyResponse>

<Request | d>9B34724D- 54B0- 4A51- B34D- 4512372FE1BE</ Request | d>

<Pol i cy>
<Pol i cyNane>0SS- Admi ni st r at or </ Pol i cyNane>
<Pol i cyType>Cust onx/ Pol i cyType>

<Descri pti on>0SS admi ni strator perm ssion</Description>



<Def aul t Ver si on>v1</ Def aul t Ver si on>
<Cr eat eDat e>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
</ Policy>
</ Cr eat ePol i cyResponse>

« JSON format
"Request | d": "9B34724D- 54B0- 4A51- B34D- 4512372FE1BE",
"Policy": {
"Pol i cyNanme": " OSS- Admi nistrator”,
"PolicyType": "Custoni,
"Description": "OSS admi ni strator perm ssion",

"Def aul t Version": "v1",
"CreateDate": "2015-01-23T12:33:182"

1.7.2 GetPolicy

Interface description
Obtains the information about a specified authorization policy.

Request parameters

Action

. Type: String

. Required: Yes

+ Description: Required. The parameter value is “GetPolicy”.
PolicyType

. Type: String

« Required: Yes

+ Description: Authorization policy type. Value: “System” or “Custom”.
PolicyName

« Name: PolicyName

. Type: String

« Required: Yes

. Description: Authorization policy name.

Return parameters

Policy

. Type:Policy



« Description: Basic information about an authorization policy.
Required permissions
Action
ram Get Pol i cy
Resource
acs:ram *: ${ Account 1 d} or system policy/ ${Pol i cyNane}

Error messages

InvalidParameter.PolicyType

- HTTP Status: 400

. Error Message: The parameter - "PolicyType" is incorrect.
InvalidParameter.PolicyName.InvalidChars

o HTTP Status: 400

. Error Message: The parameter - "PolicyNam" contains invalid chars.

InvalidParameter.PolicyName.Length

o HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.

EntityNotExist.Policy

- HTTP Status: 404

« Error Message: The policy does not exist.
Request example

Https://ram aliyuncs.com/? Action = getpolicy
&Pol i cyName=0SS- Admi ni strat or
&<Publ i ¢ request paraneters>

Return example

« XML format

<Cet Pol i cyResponse>
<Request | d>697852FB- 50D7- 44D9- 9774- 530C31EAC572</ Request | d>
<Pol i cy>
<Pol i cyNanme>C0SS- Adni ni st rat or </ Pol i cyNane>
<Pol i cyType>Cust onx/ Pol i cyType>
<Descri pti on>0SS adni ni strator perm ssion</Description>



<Def aul t Ver si on>v1</ Def aul t Ver si on>
<Cr eat eDat e>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat €>2015- 01- 23T12: 33: 18Z</ Updat eDat e>
<At t achnment Count >0</ At t achnment Count >
</ Policy>
</ Get Pol i cyResponse>

« JSON format

"Request | d": "697852FB-50D7- 44D9- 9774- 530C31EAC572",
"Policy": {
"Pol i cyNanme": " OSS-Administrator",
"Pol i cyType": "Custoni,
"Description": "OSS admi ni strator perm ssion",
"Def aul t Versi on": "v1",
"CreateDate": "2015-01-23T12: 33: 182",
"Updat eDat e": "2015-01-23T12: 33: 187",
"Attachnment Count”: O

1.7.3 DeletePolicy

Interface description
Deletes a specified authorization policy.

Request parameters

Action

. Type: String
« Required: Yes

 Description: Required. The parameter value is “DeletePolicy”.
PolicyName

. Type: String
. Required: Yes

. Description: Authorization policy name.
Return parameters

Only public parameters are returned. For details, see/y 3244



Required permissions

Action
ram Del et ePol i cy
Resource
acs:ram *: ${ Account I d}: pol i cy/ ${ Pol i cyNane}

Error messages

InvalidParameter.PolicyName.InvalidChars

o HTTP Status: 400

. Error Message: The parameter - "PolicyNam" contains invalid chars.

InvalidParameter.PolicyName.Length

- HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.
EntityNotExist.Policy

o HTTP Status: 404

« Error Message: The policy does not exist.

DeleteConflict.Policy.User

o HTTP Status: 409

. Error Message: The policy CAN NOT been attached to any user while deleting the policy.

DeleteConflict.Policy.Group

- HTTP Status: 409

. Error Message: The policy CAN NOT been attached to any group while deleting the policy.

DeleteConflict.Policy.Version

- HTTP Status: 409

. Error Message: The policy CAN NOT has any version except the defaul version.
Request example

https://ram aliyuncs. conl ?Acti on=Del et ePol i cy
&Pol i cyName=0SS- Admi ni strat or



&<Publ i c request paraneters>

Return example

« XML format

<Del et ePol i cyResponse>
<Request | d>898FAB24- 7509- 43EE- A287- 086FE4C44394</ Request | d>
</ Del et ePol i cyResponse>

. JSON format

"Request | d": "898FAB24- 7509- 43EE- A287- 086FE4C44394"

1.7.4 ListPolicies

Interface description
Lists authorization policies.

Request parameters

Action

. Type: String

. Required: Yes

« Description: Required. The parameter value is “ListPolicies”.
PolicyType

. Type: String

« Required: No

 Description: Authorization policy type. Value: “System” or “Custom”. If this parameter is not set

, all authorization policies will be listed.
Marker
. Name: Marker
. Type: String
« Required: No

« Description: If a return result is intercepted, you can use “Marker” to obtain the followed

content in the return result.

MaxItems



. Name: Maxler

. Type: Integer

. Required: No

. Value range: [1 - 1000]
« Default value: 100

. Description: Quantity of return result items. If a return result is intercepted when it reaches the

“Maxltems” restriction, the value of the return parameter | sTr uncat ed will be t r ue.

Return parameters

IsTruncated

. Type: Boolean

. Description: Whether a return result is intercepted.
Marker

. Type: String
. Description: This parameter is available only when the value of the parameter | sTr uncat ed

ist rue. If the value is t r ue, you need to invoke this interface and use Mar ker to obtain the

content following the intercepted part in the return result.
Policies

. Type: Policy Array

. Description: Authorization policy name list.

Required permissions

Action
ram Li st Pol i ci es
Resource
acs: ram *: ${ Account I d}: pol i cy/*
Request example

https://ram al i yuncs. conif ?Acti on=Li st Pol i ci es



&<Publ i c request paraneters>

Return example

« XML format

<Li st Pol i ci esResponse>
<Request | d>7B8A4E7D- 6CFF- 471D- 84DF- 195A7A241ECB</ Request | d>
<l sTruncat ed>t rue</| sTruncat ed>
<Mar ker >EXAMPLE</ Mar ker >
<Pol i ci es>
<Pol i cy>
<Pol i cyNanme>C0SS- Adni ni st rat or </ Pol i cyNane>
<Pol i cyType>Cust onx/ Pol i cyType>
<Descri pti on>0SS admi ni strator perm ssi on</Description>
<Def aul t Ver si on>v1</ Def aul t Ver si on>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Updat eDat e>2015- 01- 23T12: 33: 18Z</ Updat eDat e>
<At t achment Count >0</ At t achnent Count >
</ Policy>
<Pol i cy>
<Pol i cyName>ReadOnl yAccess</ Pol i cyNane>
<Pol i cyType>Syst enx/ Pol i cyType>
<Descri pti on>ReadOnl yAccess</ Descri pti on>
<Def aul t Ver si on>v1</ Def aul t Ver si on>
<Cr eat eDat e>2015- 02- 11T18: 39: 12Z</ Cr eat eDat e>
<Updat eDat €>2015- 02- 19T09: 43: 16Z</ Updat eDat e>
<At t achment Count >0</ At t achment Count >
</ Policy>
</ Policies>
</ Li st Pol i ci esResponse>

. JOSN format

"Request|d": "7BB8A4E7D- 6CFF- 471D 84DF- 195A7A241ECB"
"l sTruncated": true

"Mar ker": "EXAMPLE"
"Policies": {
"Policy": [

"Pol i cyName": " OSS-Admini strator™,
"PolicyType": "Custoni,

"Description": "OSS admi ni strator perm ssion",
"Def aul t Version": "v1",

"CreateDate": "2015-01-23T12:33:182"

"Updat eDate": "2015-01-23T12: 33: 182",
"Attachment Count": 3

"Pol i cyName": "ReadOnl yAccess",
"PolicyType": "Systeni,

"Description": "Read-only perm ssion",
"Defaul t Version": "v1",

"CreateDate": "2015-02-11T18: 39: 122"
"Updat eDat e": "2015-02-19T09: 43: 167",
"Attachnment Count": 1



1.7.5 CreatePolicyVersion
Interface description
Creates an authorization policy version.

Request parameters

Action

« Type: String

« Required: Yes

+ Description: Required. The parameter value is “CreatePolicyVersion”.

PolicyName

. Type: String

. Required: Yes

« Description: Authorization policy name.

PolicyDocument

. Type: String

. Required: Yes

. Description: Authorization policy content. It consists of a maximum of 2,048 characters.
SetAsDefault

. Type: String

« Required: No

+ Description: Whether to set as the default authorization policy. The default value is “false”.

Return parameters

PolicyVersion

. Type:PolicyVersion

. Description: Information about the newly created authorization policy version.



Required permissions
Action
ram Cr eat ePol i cyVer si on
Resource
acs:ram *: ${ Account I d}: pol i cy/ ${ Pol i cyNane}
Error messages
InvalidParameter.PolicyName.InvalidChars
« HTTP Status: 400
« Error Message: The parameter - "PolicyNam" contains invalid chars.
InvalidParameter.PolicyName.Length
. HTTP Status: 400
. Error Message: The parameter - "PolicyName" beyond the length limit.
EntityNotExist.Policy
« HTTP Status: 404
. Error Message: The policy does not exist.
LimitExceeded.Policy.Version
« HTTP Status: 409
. Error Message: The count of policy version beyond the current limits.
Request example

https://ram al i yuncs. conl ?Acti on=Cr eat ePol i cyVer si on

&Pol i cyName=0SS- Admi ni strat or

& Pol i cydocunent = {"statenment": [{"action": ["Oss: * "]," effect
allow"," resource ": [" ACS. OSS: * "]}]," version ":" 1 "}
&<Publ i ¢ request paraneters>

Return example

o XML format

<Cr eat ePol i cyVer si onResponse>
<Request | d>9B34724D 54B0- 4A51- B34D- 4512372FE1BE</ Request | d>
<Pol i cyVer si on>
<Ver si onl d>v3</ Ver si onl d>
<| sDef aul t Ver si on>f al se</ | sDef aul t Ver si on>
<Cr eat eDat €>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>



</ Policy>
</ Cr eat ePol i cyVer si onResponse>

« JSON format
"Request | d": "9B34724D- 54B0- 4A51- B34D- 4512372FE1BE",
"PolicyVersion": {
"Versionld": "v3",

"| sDef aul t Versi on": fal se,
"CreateDate": "2015-01-23T12:33:182"

1.7.6 GetPolicyVersion
Interface description
Obtains an authorization policy version.

Request parameters

Action

« Type: String

« Required: Yes

 Description: Required. The parameter value is “GetPolicyVersion”.
PolicyType

. Type: String

. Required: Yes

« Description: Authorization policy type. Value: “System” or “Custom”.
PolicyName

. Type: String

« Required: Yes

. Description: Authorization policy name.

Versionld

. Type: String
« Required: Yes

« Description: Target version ID.

Return parameters

PolicyVersion



« Name:PolicyVersion
. Type: String
. Description: Authorization policy version information.
Required permissions
Action
ram Get Pol i cyVer si on
Resource

acs:ram *: ${ Account | d} or system group/ ${ Pol i cyNane}

Error messages

InvalidParameter.PolicyType

« HTTP Status: 400

. Error Message: The parameter - "PolicyType" is incorrect.
InvalidParameter.PolicyName.InvalidChars

« HTTP Status: 400

. Error Message: The parameter - "PolicyNam" contains invalid chars.
InvalidParameter.PolicyName.Length

. HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.
InvalidParameter.Versionld.Format

« HTTP Status: 400

. Error Message: The format of the parameter - "Versionld" is incorrect.
EntityNotExist.Policy

« HTTP Status: 404

. Error Message: The policy does not exist.
EntityNotExist.Policy.Version

o HTTP Status: 404

« Error Message: The policy version does not exist.



Operation examples

Request example

https://ram al i yuncs. conl ?Acti on=Cet Pol i cyVer si on
&Pol i cyName=0SS- Admi ni st rat or

&Pol i cyType=Cust om

&Ver si onl d=v3

&<Publ i ¢ request paraneters>

Return example
« XML format

<CGet Pol i cyVer si onResponse>

<Request | d>9B34724D 54B0- 4A51- B34D- 4512372FE1BE</ Request | d>

<Pol i cyVer si on>
<Ver si onl d>v3</ Ver si onl d>
<| sDef aul t Ver si on>f al se</ | sDef aul t Ver si on>
<Cr eat eDat e>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
<Pol i cyDocunent >

</ Pol i cyDocunent >
</ Pol i cyVersi on>
</ Get Pol i cyVer si onResponse>

« JSON format

"Request|d": "9B34724D- 54B0- 4A51- B34D- 4512372FE1BE",
"Pol i cyVersion": {

"Versionld": "v3",

"1 sDef aul t Versi on": fal se,

"CreateDate": "2015-01-23T12:33:18Z2",

"Pol i cyDocument™: "{ \"Statenment\": [{ \"Action\":

[\"oss: *

\"], \"Effect\": \"Allow", \"Resource\": [\"acs:o0ss:*:*:*\"]}], \"

Version\": \"1\"}"
}

1.7.7 DeletePolicyVersion
Interface description
Deletes a specified authorization policy version.

Request parameters

Action
. Type: String
« Required: Yes

 Description: Required. The parameter value is “DeletePolicyVersion”.

PolicyName



. Type: String
« Required: Yes

. Description: Authorization policy name.
Versionid

. Type: String
. Required: Yes

. Description: Target version ID.
Return parameters
Only public parameters are returned. For details, see/\ 544
Required permissions
Action
ram Del et ePol i cyVer si on
Resource
acs: ram *: ${ Account | d} : pol i cy/ ${ Pol i cyNane}

Error messages
InvalidParameter.PolicyName.InvalidChars
. HTTP Status: 400
. Error Message: The parameter - "PolicyNam" contains invalid chars.
InvalidParameter.PolicyName.Length
« HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.

InvalidParameter.Versionld.Format

« HTTP Status: 400

. Error Message: The format of the parameter - "Versionld" is incorrect.
EntityNotExist.Policy

o HTTP Status: 404

« Error Message: The policy does not exist.



EntityNotExist.Policy.Version

. HTTP Status: 404

. Error Message: The policy version does not exist.
DeleteConflict.Policy.Version.Default

« HTTP Status: 409

. Error Message: The default policy version CAN NOT been deleted directly.
Operation examples

Request example

https://ram aliyuncs. conl ?Acti on=Del et ePol i cyVer si on
&Pol i cyName=0SS- Admi ni strat or

&Ver si onl d=v3

&<Publ i ¢ request paraneters>

Return example

o XML format

<Del et ePol i cyVer si onResponse>
<Request | d>9B34724D- 54B0- 4A51- B34D- 4512372FE1BE</ Request | d>
</ Del et ePol i cyVer si onResponse>

« JSON format

"Request | d": "9B34724D- 54B0- 4A51- B34D- 4512372FE1BE"

1.7.8 ListPolicyVersions
Interface description
Lists authorization policy versions.

Request parameters

Action

« Type: String
« Required: Yes

+ Description: Required. The parameter value is “ListPolicyVersions”.
PolicyType

. Type: String



. Required: Yes

+ Description: Authorization policy type. Value: “System” or “Custom”.
PolicyName

. Type: String
. Required: Yes

. Description: Authorization Policy Name

Return parameters

PolicyVersions

. Type: PolicyVersion Array

. Description: Authorization policy name list.
Required permissions
Action
ram Li st Pol i cyVer si ons
Resource
acs:ram *: ${ Account | d} or system policy/ ${Pol i cyNane}

Error messages

InvalidParameter.PolicyType

o HTTP Status: 400

. Error Message: The parameter - "PolicyType" is incorrect.

InvalidParameter.PolicyName.InvalidChars

- HTTP Status: 400

. Error Message: The parameter - "PolicyNam" contains invalid chars.

InvalidParameter.PolicyName.Length

o HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.

EntityNotExist.Policy

o HTTP Status: 404



. Error Message: The policy does not exist.

Operation examples

Request example

https://ram aliyuncs. conl ?Acti on=Li st Pol i cyVer si ons
&<Publ i c request paraneters>

Return example

o XML format

<Li st Pol i cyVer si onsResponse>
<Request | d>7B8A4E7D- 6CFF- 471D 84DF- 195A7A241ECB</ Request | d>
<Pol i cyVer si ons>
<Pol i cyVer si on>
<Ver si onl d>v3</ Ver si onl d>
<| sDef aul t Ver si on>f al se</ | sDef aul t Ver si on>
<Cr eat eDat e>2015- 01- 23T12: 33: 18Z</ Cr eat eDat e>
</ Pol i cyVer si on>
<Pol i cyVer si on>
<Ver si onl d>v5</ Ver si onl d>
<I sDef aul t Ver si on>t r ue</ | sDef aul t Ver si on>
<Cr eat eDat >2015- 02- 26T01: 25: 52Z</ Cr eat eDat e>
</ Pol i cyVersi on>
</ Pol i cyVer si ons>
</ Li st Pol i cyVer si onsResponse>

« JSON format

"Request | d": "7B8A4E7D- 6CFF- 471D- 84DF- 195A7A241ECB",
"Pol i cyversions ":{
"PolicyVersion": [

"Versionld": "v3",
"| sDef aul t Versi on": fal se,
"CreateDate": "2015-01-23T12:33: 182"

"Versionld": "v5",
"| sDef aul t Versi on": true,
"CreateDate": "2015-02-26T01: 25: 527"

1.7.9 SetDefaultPolicyVersion

Interface description

Sets the default authorization policy version.



Request parameters

Action

. Type: String
« Required: Yes

 Description: Required. The parameter value is “SetDefaultPolicyVersion”.
PolicyName

« Type: String
. Required: Yes

. Description: Authorization policy name.
Versionld

. Type: String
« Required: Yes

« Description: ID of the new default version.
Return parameters
Only public parameters are returned. For details, see/\ 544
Required permissions
Action
ram Set Def aul t Pol i cyVer si on
Resource
acs: ram *: ${ Account | d}: pol i cy/ ${ Pol i cyNane}

Error messages
InvalidParameter.PolicyName.InvalidChars
. HTTP Status: 400
« Error Message: The parameter - "PolicyNam" contains invalid chars.

InvalidParameter.PolicyName.Length

o HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.



InvalidParameter.Versionld.Format

o HTTP Status: 400

. Error Message: The format of the parameter - "Versionld" is incorrect.

EntityNotExist.Policy

o HTTP Status: 404

. Error Message: The policy does not exist.

EntityNotExist.Policy.Version

- HTTP Status: 404

. Error Message: The policy version does not exist.
Operation examples
Request example

https://ram aliyuncs. conl ?Act i on=Set Def aul t Pol i cyVer si on
&Pol i cyName=0SS- Admi ni strat or

&Ver si onl d=v2

&<Publ i ¢ request paraneters>

Return example
. XML format

<Set Def aul t Pol i cyVer si onResponse>
<Request | d>9B34724D- 54B0- 4A51- B34D- 4512372FE1BE</ Request | d>
</ Set Def aul t Pol i cyVer si onResponse>

« JSON format

"Request | d": "9B34724D- 54B0- 4A51- B34D- 4512372FE1BE"

1.7.10 AttachPolicyToUser

Interface description
Attaches an authorization policy to a specified user.

Request parameters

Action

. Type: String

. Required: Yes



+ Description: Required. The parameter value is “AttachPolicyToUser.”

PolicyType

. Type: String
« Required: Yes

 Description: Authorization policy type. Value: “System” or “Custom.”

PolicyName

« Type: String
. Required: Yes

. Description: Authorization policy name.
UserName

. Type: String
« Required: Yes

. Description: User name. Example: zhangqgiang
Return parameters
Only public parameters are returned. For details, see/y 544
Required permissions
Action
ram AttachPol i cyToUser
Resource

acs: ram *: ${ Account | d}: user/ ${ User Nane}

acs:ram *: ${ Account | d} or system policy/ ${Pol i cyNane}

Error messages

InvalidParameter.UserName.InvalidChars

« HTTP Status: 400

. Error Message: The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

- HTTP Status: 400



. Error Message: The parameter - "UserName" beyond the length limit.

EntityNotExist.User

« HTTP Status: 404

. Error Message: The user does not exist.

InvalidParameter.PolicyType

« HTTP Status: 400

. Error Message: The parameter - "PolicyType" is incorrect.

InvalidParameter.PolicyName.InvalidChars

« HTTP Status: 400

« Error Message: The parameter - "PolicyNam" contains invalid chars.

InvalidParameter.PolicyName.Length

. HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.

EntityNotExist.Policy

« HTTP Status: 404

. Error Message: The policy does not exist.

EntityAlreadyExists.User.Policy

. HTTP Status: 409

. Error Message: The user has already been attached this policy.

LimitExceeded.User.Policy

. HTTP Status: 409

. Error Message: The policy count of the user attached policies beyond the current limits.
Operation examples

Request example

https://ram aliyuncs. conl ?Acti on=AttachPol i cyToUser
&Pol i cyType=Cust om

&Pol i cyNanme=0SS- Admi ni strat or

&User Nanme=zhangqi ang



&<Publ i c request paraneters>

Return example

« XML format

<At t achPol i cyToUser Response>
<Request | d>697852FB- 50D7- 44D9- 9774- 530C31EAC572</ Request | d>
</ Att achPol i cyToUser Response>

. JSON format

"Request | d": "697852FB- 50D7-44D9-9774- 530C31EACS72"

1.7.11 DetachPolicyFromUser
Interface description
Detaches a specified authorization policy from a user.

Request parameters

Action

. Type: String

. Required: Yes

+ Description: Required. The parameter value is “DetachPolicyFromUser”.
PolicyType

. Type: String

« Required: Yes

+ Description: Authorization policy type. Value: “System” or “Custom”.
PolicyName

. Type: String

. Required: Yes

« Description: Authorization policy name.

UserName

. Type: String
. Required: Yes

. Description: User name. Example: zhanggiang



Return parameters
Only public parameters are returned. For details, see/\ 544
Required permissions
Action
ram Det achPol i cyFromJser
Resource

acs: ram *: ${ Account | d} : user/ ${ User Nane}

acs:ram *: ${ Account 1 d} or system policy/ ${Pol i cyNane}

Error messages

InvalidParameter.PolicyType

o HTTP Status: 400

. Error Message: The parameter - "PolicyType" is incorrect.
InvalidParameter.UserName.InvalidChars

o HTTP Status: 400

. Error Message: The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

- HTTP Status: 400

. Error Message: The parameter - "UserName" beyond the length limit.

EntityNotExist.User

« HTTP Status: 404

« Error Message: The user does not exist.
InvalidParameter.PolicyName.InvalidChars

. HTTP Status: 400

. Error Message: The parameter - "PolicyNam" contains invalid chars.
InvalidParameter.PolicyName.Length

. HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.



EntityNotExist.Policy

o HTTP Status: 404

. Error Message: The policy does not exist.

EntityNotExist.User.Policy

o HTTP Status: 404

. Error Message: The indicate policy of the user does not exist.
Operation examples
Request example

https://ram aliyuncs. conl ?Acti on=Det achPol i cyFronlser
&Pol i cyType=Cust om

&Pol i cyName=0SS- Adm ni strat or

&User Name=zhangqi ang

&<Publ i ¢ request paraneters>

Return example
« XML format

<Det achPol i cyFr onlJser Response>
<Request | d>697852FB- 50D7- 44D9- 9774- 530C31EAC572</ Request | d>
</ Det achPol i cyFr omJser Response>

« JSON format

"Request | d": "697852FB- 50D7-44D9-9774- 530C31EACS72"

1.7.12 AttachPolicyToGroup

Interface description
Attaches an authorization policy to a specified user group.

Request parameters

Action

. Type: String
. Required: Yes

+ Description: Required. The parameter value is “AttachPolicyToGroup”.
PolicyType

. Type: String



. Required: Yes

+ Description: Authorization policy type. Value: “System” or “Custom”.
PolicyName

. Type: String
. Required: Yes

. Description: Authorization policy name.
GroupName

. Type: String
« Required: Yes

. Description: Group name. Example: dev.
Return parameters
Only public parameters are returned. For details, see/\ 544
Required permissions
Action
ram AttachPol i cyToG oup
Resource

acs:ram *: ${ Account | d}: gr oup/ ${ G oupNane}

acs:ram *: ${ Account 1 d} or system policy/ ${Pol i cyNane}

Error messages

InvalidParameter.GroupName.InvalidChars

o HTTP Status: 400

+ Error Message: The parameter - “GroupName” contains invalid chars.
InvalidParameter.GroupName.Length

« HTTP Status: 400

« Error Message: The parameter - “GroupName” beyond the length limit.
InvalidParameter.PolicyType

- HTTP Status: 400



+ Error Message: The parameter - “PolicyType” is incorrect.
InvalidParameter.PolicyName.InvalidChars

« HTTP Status: 400

+ Error Message: The parameter - “PolicyNam” contains invalid chars.
InvalidParameter.PolicyName.Length

- HTTP Status: 400

+ Error Message: The parameter - “PolicyName” beyond the length limit.

EntityNotExist.Group

. HTTP Status: 404

« Error Message: The group does not exist.

EntityNotExist.Policy

. HTTP Status: 404

. Error Message: The policy does not exist.

EntityAlreadyExists.Group.Policy

. HTTP Status: 409

. Error Message: The group has already been attached this policy.

LimitExceeded.Group.Policy

. HTTP Status: 409

. Error Message: The policy count of the group beyond the current limits.
Operation examples

Request example

https://ram al i yuncs. conf ?Acti on=Att achPol i cyToG oup
&Pol i cyType=Cust om

&Pol i cyName=0SS- Admi ni strat or

&G oupNane=dev

&<Publ i ¢ request paraneters>

Return example

« XML format

<At tachPol i cyToG oupResponse>
<Request | d>697852FB- 50D7- 44D9- 9774- 530C31EAC572</ Request | d>



</ Att achPol i cyToG oupResponse>

« JSON format

"Request|d": "697852FB-50D7- 44D9- 9774- 530C31EACS572"

1.7.13 DetachPolicyFromGroup
Interface description
Detaches a specified authorization policy from a group.

Request parameters

Action

. Type: String

. Required: Yes

« Description: Required. The parameter value is “DetachPolicyFromGroup.”
PolicyType

. Type: String
. Required: Yes

» Description: Authorization policy type. Value: “System” or “Custom.”
PolicyName

. Type: String
« Required: Yes

« Description: Authorization policy name.
GroupName

« Type: String
. Required: Yes

« Description: Group name. Example: dev
Return parameters

Only public parameters are returned. For details, see/\ k244



Required permissions

Action
ram Det achPol i cyFr oG oup
Resource

acs:ram *: ${ Account | d}: gr oup/ ${ G oupNane}

acs:ram *: ${ Account I d} or system policy/${PolicyNane}

Error messages

InvalidParameter.PolicyType

o HTTP Status: 400

. Error Message: The parameter - "PolicyType" is incorrect.

InvalidParameter.GroupName.InvalidChars

« HTTP Status: 400

. Error Message: The parameter - "GroupName" contains invalid chars.

InvalidParameter.GroupName.Length

- HTTP Status: 400

. Error Message: The parameter - "GroupName" beyond the length limit.

InvalidParameter.PolicyName.InvalidChars

. HTTP Status: 400

« Error Message: The parameter - "PolicyNam" contains invalid chars.
InvalidParameter.PolicyName.Length

o HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.

EntityNotExist.Group

- HTTP Status: 404

« Error Message: The group does not exist.
EntityNotExist.Policy

o HTTP Status: 404



. Error Message: The policy does not exist.

EntityNotExist.Group.Policy

o HTTP Status: 404

. Error Message: The indicate policy attached to the group does not exist.
Operation examples
Request example

https://ram aliyuncs. conl ?Acti on=Det achPol i cyFr onzr oup
&Pol i cyType=Cust om

&Pol i cyName=0SS- Admi ni st rat or

&G oupNane=dev

&<Publ i ¢ request paraneters>

Return example
« XML format

<Det achPol i cyFr onar oupResponse>
<Request | d>697852FB- 50D7- 44D9- 9774- 530C31EAC572</ Request | d>
</ Det achPol i cyFr omG oupResponse>

« JSON format

"Request|d": "697852FB-50D7-44D9- 9774- 530C31EACS72"

1.7.14 AttachPolicyToRole

Interface description
Attaches an authorization policy to a specified role.

Request parameters

Action

. Type: String

. Required: Yes

+ Description: Required. The parameter value is “AttachPolicyToRole”.
PolicyType

. Type: String

. Required: Yes

« Description: Authorization policy type. Value: “System” or “Custom”.



PolicyName
« Type: String
. Required: Yes

. Description: Authorization policy name.

RoleName

. Type: String
« Required: Yes

. Description: Role name. Example: dev.
Return parameters
Only public parameters are returned. For details, see/\ 544
Required permissions
Action
ram AttachPol i cyToRol e
Resource

acs: ram *: ${ Account | d}: r ol e/ ${ Rol eNane}

acs:ram *: ${ Account | d} or system policy/ ${Pol i cyNane}

Error messages

InvalidParameter.RoleName.InvalidChars

o HTTP Status: 400

. Error Message: The parameter - "RoleName" contains invalid chars.

InvalidParameter.RoleName.Length

- HTTP Status: 400

. Error Message: The parameter - "RoleName" beyond the length limit.

InvalidParameter.PolicyType

o HTTP Status: 400

. Error Message: The parameter - "PolicyType" is incorrect.

InvalidParameter.PolicyName.InvalidChars



« HTTP Status: 400

. Error Message: The parameter - "PolicyNam" contains invalid chars.

InvalidParameter.PolicyName.Length

- HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.

EntityNotExist.Role

« HTTP Status: 404

. Error Message: The role does not exist.

EntityNotExist.Policy

. HTTP Status: 404

. Error Message: The policy does not exist.

EntityAlreadyExists.Role.Policy

« HTTP Status: 409

. Error Message: The role has already been attached this policy.

LimitExceeded.Role.Policy

. HTTP Status: 409

. Error Message: The policy count of the role beyond the current limits.
Operation examples

Request example

https://ram aliyuncs. conl ?Acti on=AttachPol i cyToRol e
&Pol i cyType=Cust om

&Pol i cyName=0SS- Admi ni strat or

&Rol eName=0SSAdm nRol e

&<Publ i ¢ request paraneters>

Return example

o XML format

<At t achPol i cyToRol eResponse>
<Request | d>697852FB- 50D7- 44D9- 9774- 530C31EAC572</ Request | d>



</ Att achPol i cyToRol eResponse>

« JSON format

"Request|d": "697852FB-50D7- 44D9- 9774- 530C31EACS572"

1.7.15 DetachPolicyFromRole

Interface description
Detaches a specified authorization policy from a role.

Request parameters

Action

. Type: String

. Required: Yes

+ Description: Required. The parameter value is “DetachPolicyFromRole.”
PolicyType

. Type: String
. Required: Yes

» Description: Authorization policy type. Value: “System” or “Custom.”
PolicyName

. Type: String
« Required: Yes

« Description: Authorization policy name.
RoleName

« Type: String
. Required: Yes

« Description: Role name. Example: dev.
Return parameters

Only public parameters are returned. For details, see 2y 3244



Required permissions

Action
ram Det achPol i cyFronRol e
Resource

acs:ram *: ${ Account I d}: r ol e/ ${ Rol eNane}

acs:ram *: ${ Account I d} or system policy/${PolicyNane}

Error messages

InvalidParameter.RoleName.InvalidChars

o HTTP Status: 400

. Error Message: The parameter - "RoleName" contains invalid chars.

InvalidParameter.RoleName.Length

« HTTP Status: 400

. Error Message: The parameter - "RoleName" beyond the length limit.

InvalidParameter.PolicyType

- HTTP Status: 400

. Error Message: The parameter - "PolicyType" is incorrect.
InvalidParameter.PolicyName.InvalidChars

. HTTP Status: 400

« Error Message: The parameter - "PolicyNam" contains invalid chars.
InvalidParameter.PolicyName.Length

o HTTP Status: 400

. Error Message: The parameter - "PolicyName" beyond the length limit.

EntityNotExist.Role

- HTTP Status: 404

« Error Message: The role does not exist.
EntityNotExist.Policy

o HTTP Status: 404



. Error Message: The policy does not exist.

EntityNotExist.Role.Policy

o HTTP Status: 404

. Error Message: The indicate policy attached to the role does not exist.
Operation examples
Request example

https://ram aliyuncs. conl ?Act i on=Det achPol i cyFr onRol e
&Pol i cyType=Cust om

&Pol i cyName=0SS- Admi ni st rat or

&Rol eName=0SSAdm nRol e

&<Publ i ¢ request paraneters>

Return example
« XML format

<Det achPol i cyFr onRol eResponse>
<Request | d>697852FB- 50D7- 44D9- 9774- 530C31EAC572</ Request | d>
</ Det achPol i cyFr onRol eResponse>

« JSON format

"Request|d": "697852FB-50D7-44D9- 9774- 530C31EACS72"

1.7.16 ListEntitiesForPolicy

Interface description
Lists entities referencing an authorization policy.

Request parameters

Action

. Type: String

. Required: Yes

+ Description: Required. The parameter value is “ListEntitiesForPolicy”.
PolicyType

. Type: String

. Required: Yes

« Description: Authorization policy type. Value: “System” or “Custom”.



PolicyName

« Type: String
. Required: Yes

. Description: Authorization policy name.

Return parameters

Groups

« Type: Group Array

. Description: Group information set.
Users

. Type: User Array

« Description: User information set.
Roles

. Type: Role Array

« Description: Role information set.
Required permissions
Action
ram Li stEntitiesForPolicy
Resource
acs: ram *: ${ Account | d}: gr oup/ ${ Pol i cyNane}

Error messages

InvalidParameter.PolicyType

o HTTP Status: 400

+ Error Message: The parameter - “PolicyType” is incorrect.
InvalidParameter.PolicyName.InvalidChars

. HTTP Status: 400

« Error Message: The parameter - “PolicyNam” contains invalid chars.

InvalidParameter.PolicyName.Length



« HTTP Status: 400

+ Error Message: The parameter - “PolicyName” beyond the length limit.
EntityNotExist.Policy

- HTTP Status: 404

. Error Message: The policy does not exist.
Operation examples

Request example

https://ram al i yuncs. conf ?Acti on=Li st Entiti esForPolicy
&Pol i cyName=0SS- Admi ni st rat or

&Pol i cyType=Cust om

&<Publ i ¢ request paraneters>

Return example
« XML format

<Li st EntitiesForPol i cyResponse>
<Request | d>7B8A4E7D- 6CFF- 471D- 84DF- 195A7A241ECB</ Request | d>
<& oups>
<G oup>
<G oupNanme>QA- Teanx/ G oupNanme>
<Coment s>Test t eanx/ Conment s>
<AttachDat e>2015-01- 23T12: 33: 18Z</ At t achDat e>
</ G oup>
<G oup>
<G oupNane>Dev- Teanx/ G oupNane>
<Coment s> Devel opnent Teanx/ coment s>
<AttachDat e>2015-02- 18T17: 22: 08Z</ At t achDat e>
</ G oup>
</ G oups>
<User s>
<User >
<User | d>1227489245380721</ User | d>
<User Name>zhangqi ang</ User Nanme>
<Di spl ayNanme>zhangqi ang</ Di spl ayNane>
<AttachDat e>2015- 01- 23T12: 33: 18Z</ At t achDat e>
</ User >
<User >
<User | d>1406498224724456</ User | d>
<User Name>l i | i </ User Nanme>
<Di spl ayNare>l i | i </ Di spl ayNanme>
<At t achDat e>2015- 02- 18T17: 22: 08Z</ At t achDat e>
</ User >
</ User s>
<Rol es>
<Rol e>
<Rol el d>901234567890123</ Rol el d>
<Rol eName>ECSAdm n</ Rol eName>
<Arn>acs:ram : 1234567890123456: r ol e/ ECSAdm n</ Ar n>
<Descri pti on>ECS Adm ni strator rol e</Description>
<At t achDat e>2015- 01- 23T12: 33: 18Z</ At t achDat e>



</ Rol e>
<Rol e>
<Rol el d>901234567890456</ Rol el d>
<Rol eName>0SSReadonl yAccess</ Rol eNane>
<Descri pti on>0SS read-only access rol e</ Description>
<Arn>acs:ram : 1234567890123456: r ol e/ OSSReadonl yAccess</
Ar n>
<At t achDat e>2015- 01- 23T12: 33: 18Z</ At t achDat e>
</ Rol e>
</ Rol es>
</ListEntitiesForPolicyResponse>

JSON format

"Request | d" : "7B8A4E7D 6CFF- 471D 84DF- 195A7A241ECB",
"G oups" : {
"Group" : |

"G oupNane": "QA-Teani,

"Comments": "Test teant,
"AttachbDate" : "2015-01-23T12: 33: 182"

"G oupNane": "Dev- Teant,

"Coments": "Devel opnent teant,
"AttachbDate" : "2015-02-18T17:22: 082"

"Users" : {

n USer n : [

"Userld" : "1227489245380721",
"User Nane" : "zhanggi ang”,
"Di spl ayNane": "zhanggi ang",
"AttachDate" : "2015-01-23T12: 33: 182"
"Userld" : "1406498224724456",
"User Nanme" : "lili",
"Di spl ayNane": "lili",
"AttachDate" : "2015-02-18T17:22: 082"

"Rol es” : {

"Role" : [

"Rol el d" : "1227489245380721",
"Rol eNane" : "ECSAdni n",
"Arn": "acs:ram:1234567890123456: r ol e/ ECSAdmni n",
"Description": "ECS Administrator role",
"AttachDate" : "2015-01-23T12: 33: 182"
"Rol el d" : "1406498224724456",
"Rol eNanme" : " (OSSReadonl yAccess",

"Arn": "acs:ram:1234567890123456: r ol e/ OSSReadonl yAccess",
"Description": "OSS adm ni strator read-only perm ssion",



"AttachDate" : "2015-02-18T17:22: 082"

1.7.17 ListPoliciesForUser

Interface description
Lists authorization policies granted to a user.

Request parameters

Action

« Type: String

« Required: Yes

+ Description: Required. The parameter value is “ListPoliciesForUser.”
UserName

. Type: String

. Required: Yes

. Description: User name. Example: zhangqgiang

Return parameters

Policies
« Type: Policy Array

« Description: Authorization policy name list.

Error messages

InvalidParameter.UserName.InvalidChars

- HTTP Status: 400

« Error Message: The parameter - "UserName" contains invalid chars.
InvalidParameter.UserName.Length

o HTTP Status: 400

. Error Message: The parameter - "UserName" beyond the length limit.

EntityNotExist.User

o HTTP Status: 404

. Error Message: The user does not exist.



Operation examples

Request example

https://ram al i yuncs. conl ?Acti on=Li st Pol i ci esFor User
&<Publ i ¢ request paraneters>

Return example
« XML format

<Li st Pol i ci esFor User Response>
<Request | d>7B8A4E7D- 6CFF- 471D- 84DF- 195A7A241ECB</ Request | d>
<Pol i ci es>
<Pol i cy>
<Pol i cyNanme>C0SS- Adni ni st rat or </ Pol i cyPol i cyName>
<Pol i cyType>Cust onx/ Pol i cyType>
<Descri pti on>0SS admi ni strator perm ssion</Description>
<Def aul t Ver si on>v1</ Def aul t Ver si on>
<AttachDat e>2015-01- 23T12: 33: 18Z</ At t achDat e>
</ Policy>
<Pol i cy>
<Pol i cyName>ReadOnl yAccess</ Pol i cyPol i cyNane>
<Pol i cyType>Syst enx/ Pol i cyType>
<Descri pti on>ReadOnl yAccess</ Descri pti on>
<Def aul t Ver si on>v1</ Def aul t Ver si on>
<At t achDat e>2015- 02- 18T17: 22: 08Z</ At t achDat e>
</ Policy>
</ Policies>
</ Li st Pol i ci esFor User Response>

« JSON format

"Request | d": "7BB8A4E7D- 6CFF- 471D- 84DF- 195A7A241ECB",
"Policies": {
"Policy": [

"Pol i cyNanme": " OSS-Administrator",

"Pol i cyType": "Custoni,

"Description": "QOSS adnmi ni strator perm ssion”,
"Def aul t Versi on": "v1",

"AttachbDate": "2015-01-23T12: 33: 182"

"Pol i cyName": "ReadOnl yAccess",
"PolicyType": "Systeni,

"Description": "Read-only perm ssion",
"Def aul t Version": "v1",

"AttachDate": "2015-02-18T17:22: 082"



1.7.18 ListPoliciesForGroup
Interface description
Lists authorization policies granted to a group.

Request parameters

Action

« Type: String

« Required: Yes

+ Description: Required. The parameter value is “ListPoliciesForGroup.”
GroupName

. Type: String

. Required: Yes

« Description: Group name. Example: dev.

Return parameters

Policies
« Type: Policy Array

« Description: Authorization policy name list.

Error messages

InvalidParameter.GroupName.InvalidChars

« HTTP Status: 400

« Error Message: The parameter - "GroupName" contains invalid chars.
InvalidParameter.GroupName.Length

. HTTP Status: 400

. Error Message: The parameter - "GroupName" beyond the length limit.
EntityNotExist.Group

o HTTP Status: 404

. Error Message: The group does not exist.



Operation examples

Request example

https://ram aliyuncs. conl ?Acti on=Li st Pol i ci esFor G oup
&<Publ i ¢ request paraneters>

Return example
« XML format

<Li st Pol i ci esFor G oupResponse>
<Request | d>7B8A4E7D- 6CFF- 471D- 84DF- 195A7A241ECB</ Request | d>
<Pol i ci es>
<Pol i cy>
<Pol i cyNanme>C0SS- Adni ni st rat or </ Pol i cyNane>
<Pol i cyType>Cust onx/ Pol i cyType>
<Descri pti on>0SS admi ni strator perm ssion</Description>
<Def aul t Ver si on>v1</ Def aul t Ver si on>
<AttachDat e>2015-01- 23T12: 33: 18Z</ At t achDat e>
</ Policy>
<Pol i cy>
<Pol i cyName>ReadOnl yAccess</ Pol i cyNane>
<Pol i cyType>Syst enx/ Pol i cyType>
<Descri pti on>ReadOnl yAccess</ Descri pti on>
<Def aul t Ver si on>v1</ Def aul t Ver si on>
<At t achDat e>2015- 02- 18T17: 22: 08Z</ At t achDat e>
</ Policy>
</ Policies>
</ Li st Pol i ci esFor G oupResponse>

« JSON format

"Request | d": "7BB8A4E7D- 6CFF- 471D- 84DF- 195A7A241ECB",
"Policies": {
"Policy": [

"Pol i cyNanme": " OSS-Administrator",

"Pol i cyType": "Custoni,

"Description": "QOSS adnmi ni strator perm ssion”,
"Def aul t Versi on": "v1",

"AttachbDate": "2015-01-23T12: 33: 182"

"Pol i cyName": "ReadOnl yAccess",
"PolicyType": "Systeni,

"Description": "Read-only perm ssion",
"Def aul t Version": "v1",

"AttachDate": "2015-02-18T17:22: 082"



1.7.19 ListPoliciesForRole

Interface description
Lists authorization policies granted to a role.

Request parameters

Action

« Type: String

« Required: Yes

+ Description: Required. The parameter value is “ListPoliciesForRole”.
RoleName

. Type: String

. Required: Yes

« Description: Role name. Example: AdminRole.

Return parameters

Policies
« Type: Policy Array

« Description: Authorization policy name list.

Error messages

InvalidParameter.RoleName.InvalidChars

- HTTP Status: 400

. Error Message: The parameter - "RoleName" contains invalid chars.
InvalidParameter.RoleName.Length

o HTTP Status: 400

- Error Message: The parameter - "RoleName" beyond the length limit.

EntityNotExist.Role

o HTTP Status: 404

. Error Message: The role does not exist.



Operation examples

Request example

https://ram aliyuncs. conl ?Acti on=Li st Pol i ci esFor Rol e
&<Publ i ¢ request paraneters>

Return example
« XML format

<Li st Pol i ci esFor Rol eResponse>
<Request | d>7B8A4E7D- 6CFF- 471D- 84DF- 195A7A241ECB</ Request | d>
<Pol i ci es>
<Pol i cy>
<Pol i cyNanme>C0SS- Adni ni st rat or </ Pol i cyNane>
<Pol i cyType>Cust onx/ Pol i cyType>
<Descri pti on>0SS admi ni strator perm ssion</Description>
<Def aul t Ver si on>v1</ Def aul t Ver si on>
<AttachDat e>2015-01- 23T12: 33: 18Z</ At t achDat e>
</ Policy>
<Pol i cy>
<Pol i cyName>ReadOnl yAccess</ Pol i cyNane>
<Pol i cyType>Syst enx/ Pol i cyType>
<Descri pti on>Read-onl y perm ssion</Description>
<Def aul t Ver si on>v1</ Def aul t Ver si on>
<At t achDat e>2015- 02- 18T17: 22: 08Z</ At t achDat e>
</ Policy>
</ Policies>
</ Li st Pol i ci esFor Rol eResponse>

« JSON format

"Request | d": "7BB8A4E7D- 6CFF- 471D- 84DF- 195A7A241ECB",
"Policies": {
"Policy": [

"Pol i cyNanme": " OSS-Administrator",

"Pol i cyType": "Custoni,

"Description": "QOSS adnmi ni strator perm ssion”,
"Def aul t Versi on": "v1",

"AttachbDate": "2015-01-23T12: 33: 182"

"Pol i cyName": "ReadOnl yAccess",
"PolicyType": "Systeni,

"Description": "Read-only perm ssion",
"Def aul t Version": "v1",

"AttachDate": "2015-02-18T17:22: 082"



1.8 ZRXEE
1.8.1 SetAccountAlias

Interface description
Sets the Alibaba Cloud account alias.

Request parameters

Action

. Type: String

« Required: Yes

+ Description: Operation interface, required. The parameter value is “SetAccountAlias.”

AccountAlias

. Type: String
. Required: Yes
« Description: Alibaba Cloud account alias. It consists of 3 to 32 characters.

« Restriction:
NN a-z0-9](([a-z0-9]|-(?! -))*[a-z0-9])7
Return parameters
Only public parameters are returned. For details, see/\ 544
Required permissions
Action
ram Set Account Al i as
Resource
acs: ram *: ${ Account | d} : *

Error messages

InvalidParameter.AccountAlias.Format

« HTTP Status: 400

+ Error Message: The format of parameter - “AccountAlias” is incorrect.



InvalidParameter.AccountAlias.Length

o HTTP Status: 400

+ Error Message: The parameter - “AccountAlias” MUST be in the range of 3 and 32.
EntityAlreadyExists.AccountAlias

« HTTP Status: 409

. Error Message: The account alias does already exist.
Operation examples
Request example

https://ram aliyuncs. conl ?Acti on=Set Account Al i as
&Acccount Al i as=nyal i as
&<Publ i c request paraneters>

Return example

« XML format

<Set Account Al i asResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
</ Set Account Al i asResponse>

« JSON format

"Request|d": "04FOF334-1335-436C AlD7- 6C044FE73368"

1.8.2 GetAccountAlias

Interface description
Views the Alibaba Cloud account alias.

Request parameters

Action

. Type: String
. Required: Yes

+ Description: Operation interface, required. The parameter value is “GetAccountAlias.”
Return parameters

AccountAlias



. Type: String
« Description: Alibaba Cloud account alias.
Required permissions
Action
ram Get Account Al i as
Resource
acs:ram *: ${ Account | d} : *

Operation examples

Request example

https://ram aliyuncs. conl ?Acti on=Cet Account Al i as
&<Publ i ¢ request paraneters>

Return example

« XML format

<Cet Account Al i asResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Account Al i as>mnyal i as</ Account Al i as>

</ Get Account Al i asResponse>

« JSON format

"Request | d": "04FO0F334-1335-436C- A1D7- 6C044FE73368",
"Account Ali as": "nyalias"

1.8.3 ClearAccountAlias

Interface description
Clears the Alibaba Cloud account alias.

Request parameters

Action
. Type: String
. Required: Yes

+ Description: Operation interface, required. The parameter value is “ClearAccountAlias”.



Return parameters

Only public parameters are returned. For details, see/\ 544

Required permissions

Action

ram Cl ear Account Al i as
Resource

acs:ram *: ${ Account I d} : *

Operation examples

Request example

https://ram aliyuncs. conl ?Acti on=Cl ear Account Al i as
&<Publ i ¢ request paraneters>

Return example

« XML format

<Cl ear Account Al i asResponse>

<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
</ Cl ear Account Al i asResponse>

« JSON format

"Request | d": "04FOF334-1335-436C AlD7- 6C044FE73368"

1.8.4 SetPasswordPolicy
Interface description

Sets the password policy for a user, including the password strength.

Request parameters

Action

. Type: String

. Required: Yes

« Description: Operation interface, required. The parameter value is “SetPasswordPolicy”.

MinimumPasswordLength



. Type: Integer
« Required: No
« Description: Minimum password length.

RequireLowercaseCharacters

« Type: Boolean
. Required: No
« Description: Lowercase letters must be included.

RequireUppercaseCharacters

. Type: Boolean
. Required: No
. Description: Uppercase letters must be included.

RequireNumbers

. Type: Boolean
« Required: No

- Description: Numbers must be included.
RequireSymbols

« Type: Boolean
. Required: No

« Description: Special letters must be included.
Return parameters
PasswordPolicy

. Type:PasswordPolicy

. Description: Password policy.



Required permissions
Action
ram Set Passwor dPol i cy
Resource
acs:ram *: ${ Account I d} : *

Error messages
InvalidParameter.MinimumPasswordLength.Range

- HTTP Status: 400

« Error Message: The parameter - "MinimumPasswordLength" MUST be in the range of 8 and 32

Operation examples
Request example

https://ram aliyuncs. conl ?Acti on=Set Passwor dPol i cy
&M ni mumPasswor dLengt h=12

&Requi r eLower caseChar act er s=true

&Requi r eUpper caseChar act er s=true

&Requi r eNunber s=t rue

&Requi r eSynbol s=true

&<Publ i ¢ request paraneters>

Return example

« XML format

<Set Passwor dPol i cyResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Passwor dPol i cy>
<M ni munmPasswor dLengt h>12</ M ni nunmPasswor dLengt h>
<Requi r eLower caseChar act er s>t rue</ Requi r eLower caseChar act er s

<Requi r eUpper caseChar act er s>t r ue</ Requi r eUpper caseChar act er s

<Requi r eNunber s>t r ue</ Requi r eNunber s>
<Requi r eSynbol s>t r ue</ Requi r eSynbol s>
</ Passwor dPol i cy>
</ Set Passwor dPol i cyResponse>

. JSON format

"Request|d": "04F0F334-1335-436C- A1D7- 6C044FE73368",
"Passwor dPol i cy": {

"M ni mumPasswor dLengt h": 12,

"Requi r eLower caseCharacters": true,



"Requi r eUpper caseCharacters": true,
"Requi r eNunmbers": true,
"Requi reSynbol s": true

1.8.5 GetPasswordPolicy
Interface description
Obtains the password policy of a user, including the password strength.

Request parameters

Action

. Type: String
. Required: Yes

+ Description: Operation interface, required. The parameter value is “GetPasswordPolicy”.

Return parameters

PasswordPolicy

. Type:PasswordPolicy

« Description: Password policy.
Required permissions
Action
ram Get Passwor dPol i cy
Resource
acs:ram *: ${ Account I d} : *
Operation examples
Request example

https://ram aliyuncs. conl ?Acti on=Cet Passwor dPol i cy
&Acccount Al i as=nyal i as
&<Publ i ¢ request paraneters>

Return example
« XML format

<Cet Passwor dPol i cyResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<Passwor dPol i cy>



<M ni munmPasswor dLengt h>12</ M ni nunmPasswor dLengt h>
<Requi r eLower caseChar act er s>t r ue</ Requi r eLower caseChar act er s

<Requi r eUpper caseChar act er s>t r ue</ Requi r eUpper caseChar act er s
<Requi r eNunber s>t r ue</ Requi r eNunber s>
<Requi r eSynbol s>t r ue</ Requi r eSynbol s>
</ Passwor dPol i cy>
</ Get Passwor dPol i cyResponse>

« JSON format

"Request|d": "04F0F334-1335-436C- A1D7- 6C044FE73368",
"Passwor dPol i cy": {

"M ni munPasswor dLengt h": 12,

"Requi reLower caseCharacters": true,

"Requi r eUpper caseCharacters": true,

"Requi r eNunbers": true,

"Requi reSynbol s": true

1.8.6 SetSecurityPreference
Interface description
Set global security preferences

Request parameters
Action
. Type: String
« Required: Yes

. Description: Operation interface. System required parameter. Value: SetSecurityPreference.
EnableSaveMFATicket

« Type: Boolean

« Required: No

- Description: Whether to allow users to save the MFA authentication ticket at logon. The ticket
validity period is currently seven days.

AllowUserToChangePassword

. Type: Boolean
. Required: false
. Default: true

. Description: Whether to allow users to modify their own passwords



AllowUserToManageAccessKeys

. Type: Boolean
. Required: false
. Default: false

. Description: whether to allow users to manage their own AccessKeys
AllowUserToManageMFADevices

. Type: Boolean
. Required: false
. Default: true

. Description: whether to allow users to bind or unbind their own MFA devices

Response parameter

SecurityPreference

. Type:SetSecurityPreference

. Description: Setting security preference
Required permissions
Action
ram Set SecurityPreference
Resource
acs: ram *: ${ Account | d} : *
Example operation
Operation example

https://ram aliyuncs. conl ?Acti on=Set SecurityPreference
&Enabl eSaveMFATI cket =t r ue

&Al | owUser ToChangePasswor d=t r ue

&Al | owUser ToManageAccessKeys=f al se

&<Common Request Paraneter >

Response example
« XML format

<Set Securi t yPref erenceResponse>
<Request | d>04F0F334- 1335- 436C- A1D7- 6C044FE73368</ Request | d>
<SecurityPreference>



<Logi nProfi | ePref erence>
<Enabl eSaveMFATi cket >t r ue</ Enabl eSave MFATi cket >
<Al | owmUser ToChangePasswor d>t r ue</ Al | owUser ToChangePas
swor d>
</ Logi nProfil ePreference>Logi nProfil ePreference>
<AccessKeyPr ef erence>
<Al | owUser ToManageAccessKeys>f al se</ Al | omdser ToManageAcc
essKeys>
</ AccessKeyPr ef er ence>
<MFAPr ef er ence>
<Al | owmUser ToManageM-ADevi ces>f al se</ Al | omUser ToManage MFA
Devi ces>
</ MFAPr ef er ence>
</ SecurityPreference>
</ Set Securi t yPr ef erenceResponse>

JOSN format

"Request|d": "04FOF334-1335-436C- A1D7- 6C044FE73368",
"SecurityPreference": {
"Logi nProfil ePreference": ({
"Enabl eSaveMFATi cket": true,
"Al | owUser ToChangePassword": true

"AccessKeyPref erence": {
"Al | owUser ToManageAccessKeys": fal se

" MFAPr ef erence": {
"Al | owUser ToManageM-ADevi ces": true
}
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HTTP Status 400
InvalidParameter
InvalidParameter.UserName.InvalidChars

o HTTP Status : 400

. Error Message : The parameter - "UserName" contains invalid chars.

InvalidParameter.UserName.Length

. HTTP Status : 400

« Error Message : The parameter - "UserName" beyond the length limit.

InvalidParameter.NewUserName.InvalidChars

o HTTP Status : 400

. Error Message : The parameter - "NewUserName" contains invalid chars.

InvalidParameter.NewUserName.Length



« HTTP Status : 400

. Error Message : The parameter - "NewUserName" beyond the length limit.

InvalidParameter.DisplayName.InvalidChars

. HTTP Status : 400

. Error Message : The parameter - "DisplayName" contains invalid chars.
InvalidParameter.DisplayName.Length

o HTTP Status : 400

. Error Message : The parameter - "DisplayName" beyond the length limit.

InvalidParameter.NewDisplayName.InvalidChars

o HTTP Status : 400

. Error Message : The parameter - "NewDisplayName" contains invalid chars.

InvalidParameter.NewDisplayName.Length

. HTTP Status : 400

. Error Message : The parameter - "NewDisplayName" beyond the length limit.

InvalidParameter.MobilePhone.Format

o HTTP Status : 400

« Error Message : The format of the parameter - "MobilePhone" is incorrect.

InvalidParameter.NewMobilePhone.Format

o HTTP Status : 400

. Error Message : The format of the parameter - "NewMobilePhone" is incorrect.

InvalidParameter.Email.Format

« HTTP Status : 400

. Error Message : The format of the parameter - "Email" is incorrect.

InvalidParameter.NewEmail.Format

. HTTP Status : 400

. Error Message : The format of the parameter - "NewEmail" is incorrect.

InvalidParameter.Comments.Length



« HTTP Status : 400

. Error Message : The parameter - "Comments" beyond the length limit.

InvalidParameter.NewComments.Length

. HTTP Status : 400

. Error Message : The parameter - "NewComments" beyond the length limit.
InvalidParameter.Password.TooWeak

o HTTP Status : 400

. Error Message : The parameter - "Password" is not compliant with the password policy.
InvalidParameter.VirtualMFADeviceName.InvalidChars

o HTTP Status : 400

. Error Message : The parameter - "VirtualMFADeviceName" contains invalid chars.

InvalidParameter.VirtualMFADeviceName.Length

. HTTP Status : 400

. Error Message : The parameter - "VirtualMFADeviceName" beyond the length limit.

InvalidParameter.GroupName.InvalidChars

. HTTP Status : 400

« Error Message : The parameter - "GroupName" contains invalid chars.
InvalidParameter.GroupName.Length

o HTTP Status : 400

. Error Message : The parameter - "GroupName" beyond the length limit.

InvalidParameter.NewGroupName.InvalidChars

« HTTP Status : 400

. Error Message : The parameter - "NewGroupName" contains invalid chars.

InvalidParameter.NewGroupName.Length

. HTTP Status : 400

. Error Message : The parameter - "NewGroupName" beyond the length limit.

InvalidParameter.PolicyType



. HTTP Status : 400

. Error Message : The parameter - "PolicyType" is incorrect.
InvalidParameter.PolicyName.InvalidChars

. HTTP Status : 400

. Error Message : The parameter - "PolicyNam" contains invalid chars.
InvalidParameter.PolicyName.Length

. HTTP Status : 400

. Error Message : The parameter - "PolicyName" beyond the length limit.
InvalidParameter.PolicyDocument.Length

« HTTP Status : 400

. Error Message : The parameter - "PolicyName" beyond the length limit.
InvalidParameter.Description.Length

. HTTP Status : 400

- Error Message : The parameter - "Description" beyond the length limit.
InvalidParameter.Versionld.Format

. HTTP Status : 400

« Error Message : The format of the parameter - "Versionld" is incorrect.

InvalidParameter.AccountAlias.Format

. HTTP Status : 400

. Error Message : The format of parameter - "AccountAlias" is incorrect.
InvalidParameter.AccountAlias.Length

« HTTP Status : 400

. Error Message : The parameter - "AccountAlias" MUST be in the range of 3 and 63.
InvalidParameter.MinimumPasswordLength.Range

. HTTP Status : 400

« Error Message : The parameter - "MinimumPasswordLength" MUST be in the range of 8 and

32.



InvalidParameter.AuthenticationCode.Format

o« HTTP Status : 400

. Error Message : The parameter - "AuthenticationCode" MUST be 6 numbers.

MalformedPolicyDocument

o« HTTP Status : 400

. Error Message : {The error details}
HTTP Status 403
NoPermission

« HTTP Status : 403

. Error Message : You are not authorized to do this action.

Inactive

o« HTTP Status : 403

. Error Message : Your ram service is inactive, please activate it.

CheckAuthenticationCodeFail

. HTTP Status : 403

« Error Message : The parameter - "AuthenticationCode" is inccorrect.
HTTP Status 404
EntityNotExistEntityNotExist.User

. HTTP Status : 404

« Error Message : The user does not exist.

EntityNotExist.User.AccessKey

o HTTP Status : 404

. Error Message : The user access key does not exist.

EntityNotExist.User.LoginProfile

o HTTP Status : 404

. Error Message : The user login profile does not exist.

EntityNotExist.User.MFADevice



o HTTP Status : 404

. Error Message : The user has not bound any MFA device.

EntityNotExist.User.Policy

. HTTP Status : 404

. Error Message : The indicate policy of the user does not exist.

EntityNotExist.User.Group

o HTTP Status : 404

. Error Message : The user has not joined the group.

EntityNotExist.VirtualMFADevice

. HTTP Status : 404

. Error Message : The virtual mfa device does not exist.

EntityNotExist.Group

« HTTP Status : 404

. Error Message : The group does not exist.

EntityNotExist.Group.Policy

. HTTP Status : 404

. Error Message : The indicate policy attached to the group does not exist.

EntityNotExist.Policy

. HTTP Status : 404

. Error Message : The policy does not exist.

EntityNotExist.Policy.Version

. HTTP Status : 404

. Error Message : The policy version does not exist.
HTTP Status 409

EntityAlreadyExistsEntityAlreadyExists.User

o« HTTP Status : 409

. Error Message : The user does already EXIST.



EntityAlreadyExists.User.LoginProfile

o« HTTP Status : 409

. Error Message : The user login profile does already EXIST.

EntityAlreadyExists.User.MFADevice

o HTTP Status : 409

. Error Message : The user has already bound a MFA device.

EntityAlreadyExists.User.Group

. HTTP Status : 409

. Error Message : The user has already joined the group.

EntityAlreadyExists.User.Policy

o HTTP Status : 409

. Error Message : The user has already been attached this policy.

EntityAlreadyExists.VirtualMFADevice

« HTTP Status : 409

. Error Message : The virtual mfa device does already EXIST.

EntityAlreadyExists.VirtualMFADevice.User

. HTTP Status : 409

. Error Message : The virtual mfa device does already been bound to a user.
EntityAlreadyExists.Group

« HTTP Status : 409

« Error Message : The group does already EXIST.
EntityAlreadyExists.Group.Policy

. HTTP Status : 409

. Error Message : The group has already been attached this policy.
EntityAlreadyExists.Policy

o« HTTP Status : 409

. Error Message : The group does already EXIST.



EntityAlreadyExists.AccountAlias

o« HTTP Status : 409

. Error Message : The account alias does already exist.

DeleteConflictDeleteConflict.User.Group

o HTTP Status : 409

. Error Message : The user CAN NOT be in any group while deleting the user.

DeleteConflict.User.AccessKey

. HTTP Status : 409

« Error Message : The user CAN NOT has any access key while deleting the user.

DeleteConflict.User.LoginProfile

o HTTP Status : 409

« Error Message : The user CAN NOT has any login profile while deleting the user.
DeleteConflict.User.MFADevice

« HTTP Status : 409

. Error Message : The user CAN NOT has any mfa device while deleting the user.

DeleteConflict.User.Policy

« HTTP Status : 409

. Error Message : The user CAN NOT has any attached policy while deleting the user.

DeleteConflict.VirtualMFADevice.User

. HTTP Status : 409

« Error Message : The virtual mfa device CAN NOT been bound to any user while deleting it.
DeleteConflict.Group.User

. HTTP Status : 409

. Error Message : The group CAN NOT has any user member while deleting the group.
DeleteConflict.Group.Policy

o« HTTP Status : 409

. Error Message : The entity CAN NOT has any attached policy while deleting the group.



DeleteConflict.Policy.User

. HTTP Status : 409

. Error Message : The policy CAN NOT been attached to any user while deleting the policy.
DeleteConflict.Policy.Group

. HTTP Status : 409

. Error Message : The policy CAN NOT been attached to any group while deleting the policy.
DeleteConflict.Policy.Version

. HTTP Status : 409

. Error Message : The policy CAN NOT has any version except the defaul version.
DeleteConflict.Policy.Version.Default

. HTTP Status : 409

« Error Message : The default policy version CAN NOT been deleted directly.
DeleteConflict.Role.Policy

. HTTP Status : 409

. Error Message : The role CAN NOT has any attached policy while deleting the role.
LimitExceededLimitExceeded.User

« HTTP Status : 409

. Error Message : The count of users beyond the current limits.
LimitExceeded.User.AccessKey

« HTTP Status : 409

. Error Message : The access key count of the user access keys beyond the current limits.
LimitExceeded.User.Group

. HTTP Status : 409

. Error Message : The count of groups the target user joined beyond the current limits.
LimitExceeded.User.Policy

o« HTTP Status : 409

. Error Message : The policy count of the user attached policies beyond the current limits.



LimitExceeded.VirtualMFADevice

o« HTTP Status : 409

. Error Message : The count of virtual mfa devices beyond the current limits.

LimitExceeded.Group

o HTTP Status : 409

. Error Message : The count of groups beyond the current limits.

LimitExceeded.Group.Policy

. HTTP Status : 409

. Error Message : The policy count of the group beyond the current limits.

LimitExceeded.Policy

o HTTP Status : 409

. Error Message : The count of policy beyond the current limits.

LimitExceeded.Policy.Version

« HTTP Status : 409

. Error Message : The count of policy version beyond the current limits.

LimitExceeded.Role

« HTTP Status : 409

. Error Message : The count of roles beyond the current limits.

LimitExceeded.Role.Policy

. HTTP Status : 409

. Error Message : The count of policies attached to the role beyond the current limits.
HTTP Status 500
InternalError

. HTTP Status : 500

. Error Message : An internal error occurred.
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<?xm version="1.0" encodi ng="utf-8""?>

<! —ZRAAR S, - - >

<{E [ &FR+Response>
<! —iR [lE KRR - >
<Request | d>4C467B38- 3910- 447D- 87BC- AC049166F216</ Request | d>
<! — [l 25 A A - >

</ # [ 4FRr+Response>

* JSONZRf

{
"Request | d": "4C467B38-3910-447D- 87BC- AC049166F216",
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<?xm version="1.0" encodi ng="UTF-8"?>
<Error>
<Request | d>8906582E- 6722- 409A- A6C4- OE7863B733A5</ Request | d>
<Host | d>st s. al i yuncs. conk/ Host | d>
<Code>Il nval i dPar anet er </ Code>
<Message>The specified paraneter "Action or Version" is not valid
. </ Message>
</ Error>

* JSONZRf

{
"Request | d": "7463B73D- 35CC- 4D19- A010- 6B8D65D242EF" ,

"Host1d": "sts.aliyuncs. conl,
"Code": "lnvalidParaneter",



"Message": "The specified parameter \"Action or Version\" is not
valid."

}
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#r ; Access Key Secret & ] T %25 44 544 H R IR 55 @ i 9 LUERS 44 FA4F B B 81, ™ Ak f
%, AP AR AE.

BB
1. AR SHM iR 74F 4 ( Canonicalized Query String )

1. F IS B FRA - BT 3R b BT SR S (LA SORY Pt i “ 28 SR 2 AR g
THIERE DR B E X SHL, HARREHE A IHER S P2 Signature 24 A & ) BEATHE

J‘?‘Q
-
= W

L HGET AR A TR I, XLEESHORZTFRURIM 285 ( BIURIR?” 2 )5 &7 %
BRI ) o
2. JPGAERSHE LIRS RIS, ZRRREZM A UTF-8 AT URLA S , URLYS
TR A LI 2 -
MTFREAZy az, 0-OVLR 455" “ 7“7 ST ARG
o W T HAMFAFRIDE XY RGN , KXY 2 F4F0 ASCIRGH 163 il KR . Hlnsess
AR5 (") o B A R A R %022
T EVLR RIS () BRRIDR%20 , TIARMS (+) .
O3
=] WM :
— ZRURLZR RS E ( hinJavard ffjjava.net. URLEncoder ) #5244 #g “application/x-www-
form-urlencoded” fMIME 2R R AL AT A ERT o SEBILISS AT LA B30 X 2875 A7 4
1, SEGRADE M AR NS (+) Bii%20. 25 (%) BHU%2A. %TERH b )R
T (~) , BVAARE] AR B G A R o



ZN (]|

3. XMRILIE IS AFRREME ST (=) #f7 R,

4. FRUSESCAE S A B N AT B SRR TRIN - SR U I AT 53 , BV BIRLEAL IS
RFFFH

- R b A R A A B IR T R T A A B T R

StringToSi gn=
HTTPMet hod + “& +

per cent Encode(“/”) + & +
per cent Encode( Canoni cal i zedQueryStri ng)

HAPHTTPMethod 21255 iR FHHHIHTTP /3 , EkGET. percentEncode(“/”) &4 FE1.brp iR Y
URLZw AR X 45 A T m AR B {E , BP“%2F”,

percentEncode(CanonicalizedQueryString) & Xt 5 125 Hp #4) 1i& BTG AL 7B R 455 ER #21 b i By
URL 2 MU 4 5 i o 2 B0 45 i

- HHRFC21041 & X, A LT T2 545 R i A ZHMACH . TERE © HEA AN
FHIKeysit A F P #if [l Access Key Secretdffiil F—A~“&”E4F(ASCII:38) , fifi FH b v SL1:
F=SHA1,

- $ZiHiBase6A gL ML BT K HMAC E ISR 4R , BIE 21254418 ( Signature ) .

- R IR B A EAE Signature LR INENE RS 80P |, RISEHEREA SR, EE:F
B A ETEAE NG IS R SEMEIR A STS RS an i , BERMHASH M, #&R
RFC3986(H#ILI#17TURLZR IS ) -

PIAssumeRole i , 24 HiH)iERURL A :

https://sts.aliyuncs. conl ?Si gnat ur eVer si on=1. 0&For mat =JSON&Ti nest anp=
2015- 09- 01TO5YBA57¥8A34Z&Rol eAr n=acsYBAr an8AY¥8A1234567890123%3Ar ol e%
2Ff i rstrol e&Rol eSessi onNane=cl i ent &AccessKeyl d=t est i d&Si gnat ur eMet hod=
HMVAC- SHA1&Ver si on=2015- 04- 01&Act i on=AssuneRol e&Si gnat ur eNonce=571f 8f b8
-506e- 11e5- 8e12- b8e8563dc8d2

%ot I ) String ToSign 2

CET&YRF&AccessKeyl d¥BDt est i d¥26Act i on¥B8DAssuneRol e%@26For mat %8DJ SONY%
26Rol eAr n%8Dacs%@253Ar an?253A%253A1234567890123%253Ar ol e%252Ffirstrol e
%26Rol eSessi onName%3Dcl i ent %26Si gnat ur eMet hod¥8DHVMAC- SHA1%26Si gnat ur


http://www.ietf.org/rfc/rfc2104.txt

eNonce¥8D571f 8f b8- 506e- 11e5- 8e12- b8e8563dc8d29%26Si gnat ur eVer si on%3D1. 0
%26Ti mest anp¥3D2015- 09- 01TO5%253A57%R253A342%26Ver si on%3D2015- 04- 01

B 4nfd F pfAccess Key Id2“testid” , Access Key SecretfZ“testsecret” , fl T2 HMACH ] Keyxt
& “testsecret&” , MITT 515 B 2 2 (A

gNI 7b0AyKZHxDgj BGPDgJ1Ce3L4=

Z4 R ITERURL Y ((TEEHE N T Signature 24 )

https://sts. aliyuncs. conl ?Si gnat ur eVer si on=1. 0&For mat =JSON&Ti nest anp=
2015- 09- 01TOS5YBA57%3A34Z&Rol eAr n=acs¥YBAr an?/B8AYB8A1234567890123%3Ar ol e%
2Ff i rstrol e&Rol eSessi onNane=cl i ent &AccessKeyl d=t est i d&Si gnat ur eMet hod=
HMAC- SHA1&Ver si on=2015- 04- 01&Si gnat ur e=gNl 7b0AyKZHx Dgj BGPDgJ 1Ce3L4%3D&
Act i on=AssunmeRol e&Si gnat ur eNonce=571f 8f b8- 506e- 11e5- 8e12- b8e8563dc8d2

2.3 RO

2.3.1 AssumeRole
EAMELBU

W R A GG B o
HRZH

Action

o 2R : String

VY =

o ik REMESE , BE © AssumeRole

RoleArn

o R FEE M a4 )RR ERERSF (Aliyun Resource Name |, f&FRAm). AN GHE — M HE—
4 B RS |, ILERR A acs:ram::$accountID:role/$roleName , —/FE4] : acs:ram::
1234567890123456:role/samplerole . #&n[ LIZTERAMEE il & 1) £ €68 31 U1 T RAMEE il & 1/ 4
EHEp PN O T AR A A ARoleAmn,

RoleSessionName

o KA : String



i P

F P EHEX S WBBARX > AR K Token | T - 20 5 il

< R

A a-zA-Z0-9\. @-_]+$

2-32/~ 7 FF

Policy

© AR
.« RE:
Y

o b

Policy
String

i

FALANE Policy k45 , Policy4< BRI 1024575 ; BT DU i itk 245 B i A2 1k

K TokenfALFR , A48 & 3R [l () Token ¥4 A 48 <& i o i T A AR

DurationSeconds

© B

: DurationSeconds

. Integer

DA

S fEE R ], BAAAED . s SN I 0 900 ~ 3600 , BRIAE 43600,

Credentials

e

i P

: Credentials

;7 ) SEIE

AssumedRoleUser

. ik

BBl

LAy I

HTTP Request

https://sts.aliyuncs. con?Acti on=AssuneRol e

&Rol eAr n=acs: ram : 1234567890123456: r ol e/ admi nr ol e
&Rol eSessi onNane=al i ce

&Dur at i onSeconds=3600

&Pol i cy=<url| _encoded_policy>

&< N IHERSH>

HTTP Response



o XML#g%

<AssuneRol eResponse>
<Request | d>6894B13B- 6D71- 4EF5- 88FA- F32781734A7F</ Request | d>
<AssunedRol eUser >
<ar n>acs: sts::1234567890123456: assuned-r ol e/ Adm nRol e/ al i ce
</ arn>
<AssunedRol eUser | d>344584339364951186: al i ce<AssunmedRol
eUser | d>
</ AssunedRol eUser >
<Credenti al s>
<AccessKeyl d>STS. L4aBSCSJVMuKg5UlvFDw</ AccessKeyl d>
<AccessKeySecr et >wyLTSmsyPGP1lohvvw8xYgB29dl G 8KM H2pKCNz9</
AccessKeySecr et >
<SecurityToken>CAESr Al | ARKAAShQquMhLI | bvEcl xO6wCoqJuf s8
sWhv eUxu45hS9AvKNEt eBKRUW JWI6Y+YHAPgNwi 7yf Rec MFydL2uPQgBI 7LD
O00RKbYLmMIf | xHM2NGBPdmM 7k YEOXmJp2aDhbvvw\YI yt / 8i ES/ R6N208wChOPk2bu
+/ 9dval p6wOHF4gk FGhhTVFMUTDRhQ NDUOpWIXVLZz VWMXZGRHci BTQzM cOK
gVvhbd j ZTCpnJj wy Sk6BI Jz YULENUJ uCgEx Gtk KBUFs b 3Eh8KDEF] dd vb
kVxdWFsc x|l GQANOaWbuGgcKBWzczogEj 8KD JI c291cnmNl RXF1YWkz EghSZ
XNvdXJj ZRoj Ci FhY3M6b3NzO o6NDMyNz Q6¢2Ft cGxl YnD4L2FsaVWN Lyo=</
Securi tyToken>
<Expi rati on>2015- 04- 09T11: 52: 19Z</ Expi rati on>
</ Credenti al s>
</ AssuneRol eResponse>

« JSON#%

"Credential s": {
"AccessKeyl d": "STS. L4aBSCSJVMuKg5UlvFDwW',
"AccessKeySecret": "wyLTSmsyPGPlohvvwdxYgB29dl G 8KM H2pKCNZ9

"Expiration": "2015-04-09T11:52: 197",

"SecurityToken": "CAESrAl | ARKAAShQquhLI | bvEcl xO6wCoqJuf s8
sV eUxu45hS9AVKNEL eBKRUW JWI 6 Y+YHAPgNwi 7yf Rec MFydL2uPQOgBI 7LDi
00RKbYLmIf | xHM2NnGBPdm 7k YEOXmI p2aDhbvvw\/YI yt / 8i ES/ R6N208wWChOPk2bu
+/ 9dval p6WOHF4gk FGhhTVFMUTDRhQ NDUOpWIXVLZz VWMXZGRHci BTQzM cOK
gVvhbd j ZTCpnJj wy Sk6BI Jz YULENUJ uCgEx Grk KBUFs b 3Eh8KDEF] dd vb
kVxdWFsc x|l GQAMN0aWbuCGgcKBWOzczogEj 8KD JI c291cnmNl RXF1YWkz EghSZ
XNvdXJj ZRoj Ci FhY3M6b3NzO o6NDMyNz Q6¢c2Ft cGxIl YnmB4L2FsaWNl Lyo="

"AssumedRoI eUser":
"arn": "acs:sts::1234567890123456: assuned-r ol e/ Adn nRol e/
alice",
"AssunedRol eUser | d": "344584339364951186: al i ce"

s
"Request | d": "6894B13B- 6D71- 4EF5- 88FA- F32781734A7F"

2.3.2 GetCallerldentity

Wk 0

WL, AT LGRS AU & R S5 8



A

o WM S

o R REHMESE , BUE ¢ GetCallerldentity

o %A : String
o R YETAHE TR ZikS 47D

s 2KA : String

o M METIHAE R ID. AR Y RTEH AR 2T, R B 5 Accountld A ] .

o A : String
o R METYE A E BB 2 % PR RS (Aliyun Resource Names)
AR R

HTTP Request

https://sts.aliyuncs. con?Acti on=CGetCal l erldentity
&N IERSH>

HTTP Response

o XML#%

<Cet Cal | erl dentityResponse>
<Request | d>2COBE469- 4A35- 44D5- 9529- CAA280B11603</ Request | d>
<Account | d>1968132000123456</ Account | d>
<User | d>216959339000654321</ User | d>
<Arn>acs: ram :1968132000123456: user/ adm n</ Ar n>
</GetCallerldentityResponse>

« JSON#%

{
"Request | d": "2CO9BE469- 4A35-44D5- 9529- CAA280B11603",

"Account | d": "1968132000123456",
"Userld": "216959339000654321",
"Arn": "acs:ram:1968132000123456: user/ adm n"



2.4 HARARA
2.4.1 Credentials
ik

P I 4L i
Vi AR

Credentials

Fi R
AccessKeyld
KA String
o IR TR BIARIR

AccessKeySecret

Expiration

- KA : String

o R AT
2.4.2 AssumedRoleUser
g

I A € TR G I 2
Vi iR

AssumedRoleUser



TR
Arn

o 8% : String

o B %A I B B B DR AT
AssumedRoleUserld

o 8% : String

o gl A EEE SR D

2.5 Fff>x
2.5.1 BEiRAUIER

HTTP Status 400

InvalidParameterinvalidParameter.RoleArn

. HTTP Status: 400

. ErrorMessage: The parameter RoleArn is wrongly formed.
InvalidParameter.RoleSessionName

« HTTP Status: 400

. ErrorMessage: The parameter RoleSessionName is wrongly formed.
InvalidParameter.DurationSeconds

« HTTP Status: 400

. ErrorMessage: The Min/Max value of DurationSeconds is 15min/1hr.
InvalidParameter.PolicyGrammar

« HTTP Status: 400

. ErrorMessage: The parameter Policy has not passed grammar check.
InvalidParameter.PolicySize

« HTTP Status: 400

. ErrorMessage: The size of Policy must be smaller than 1024 bytes.



HTTP Status 403
NoPermission

- HTTP Status: 403

. ErrorMessage: You are not authorized to do this action. You should be authorized by RAM.

HTTP Status 500
InternalError

o HTTP Status: 500

. ErrorMessage: STS Server Internal Error happened.

2.5.2 Ik 55 Hin ik
Jie 55 M1k 3 5 e 3
© BAMRSHHEIIRE S HE , R EFRegionii ] ;
+  Endpointz:#y
— AW BERHI T L
— VPC : WT{E[RIRegion N VPCH ], Fafe T a2 v FIAR |

Jik 55 bk
# 2-1: EAHLL
X35 Wi
A G /N i:sts.aliyuncs.com
# 2-2: RrpAEX
X 15 Regionld 144
AR 1B cn-hangzhou «  /\:sts.cn-hangzhou.
aliyuncs.com
. VPC:sts-vpc.cn-hangzhou.
aliyuncs.com
0K 2- L cn-shanghai - /\Pi:sts.cn-shanghai.
aliyuncs.com




Regionld

e

. VPC:sts-vpc.cn-shanghai.
aliyuncs.com

R -

cn-shenzhen

e /v¥:sts.cn-shenzhen.
aliyuncs.com

. VPC: sts-vpc.cn-shenzhen.
aliyuncs.com

L 1-F 5 cn-gingdao /3 W:sts.cn-gingdao.aliyuncs.
com
4k 2-Jb 3T cn-beijing

*  A¥:sts.cn-beijing.aliyuncs
.com

« VPC:sts-vpc.cn-beijing.
aliyuncs.com

et 3-5k K 1

cn-zhangjiakou

«  /\M:sts.cn-zhangjiakou.
aliyuncs.com

. VPC:sts-vpc.cn-zhangjiako
u.aliyuncs.com

et S-IPRITE R

cn-huhehaote

«  /\yP:sts.cn-huhehaote.
aliyuncs.com

. VPC:sts-vpc.cn-huhehaote.
aliyuncs.com

A cn-hongkong - /\Ri:sts.cn-hongkong.
aliyuncs.com
. VPC:sts-vpc.cn-hongkong.
aliyuncs.com
#2-3: A
X 15 Regionld 144

WRARFE 1 (Hihng)

ap-southeast-1

/¥ :sts.ap-southeast-1.
aliyuncs.com

TWARAEE 2 (RJ2) ap-southeast-2 2y W:sts.ap-southeast-2.
aliyuncs.com
WAL 3 (FHHEHY) ap-southeast-3 4y :sts.ap-southeast-3.

aliyuncs.com




X3 Regionld A
WA 5 (Hhnik) ap-southeast-5 /¥ :sts.ap-southeast-5.

aliyuncs.com

WARZRAE 1 (ARR)

ap-northeast-1

/N W:sts.ap-northeast-1.
aliyuncs.com

WK 1 (F%) ap-south-1 4\ W:sts.ap-south-1.aliyuncs.
com

& 2-4: FEY-BR

X 35 Regionld 4

EEPEE 1 (R us-west-1 /N M:sts.us-west-1.aliyuncs.
com

FKERE 1 (hHEIR) us-east-1 7\ W:sts.us-east-1.aliyuncs.
com

BRI 1 (122 i) eu-central-1 /\#:sts.eu-central-1.aliyuncs.
com

RS 1 (GlFE) me-east-1 /\ i:sts.me-east-1.aliyuncs.

com
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