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STEP 1: ZiFHTAR MRS
TE T AR SRR -
AdministratorAccess
SRR > _ >
EEAFEFEERFENRR
AliyunECSFullAccess > AliyunECSReadOnlyAcc... >
EE LRSS 3R R SS(ECS)RUNER KEiinm RS 2R RS (ECS) AR
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" A RS R MyOSSReadOnlyAccess

KEHR1-1280FF, AFELFS, ¥BF, &

&iF: B 7E M. ¥¥samplebucketfI0SSH B AR, FHEAREIPIRS

HEREAE:

15 |3

"Action": [
"oss:Get*",
"oss:List*"

1

"

"Resource": "acs:oss:*:*:samplebucket/bob/*"

'ffect": "Allow™,

"Condition": {
"IpAddress": {

H

}

"acs:Sourcelp”: "121.@.27.1"

&

SRR SRS ks

BAMEET B E LHIHAURME TR, S RARng AR LRI SRIG PN 25 v B 2 R o A T 44 1)

ARL BB BRI 2o
HEGHFEBIIN T PR

"Version": "1",
"Statenent": [

"Action": [
"oss: Get*",
"oss: List*"

1,
"Effect": "Alow

"Resource": "acs: oss:*:*:sanpl ebucket/bob/*",

"Condition": {
"| pAddress": {

"acs: Sour cel p":

}
}
}
]
}

"127.0.27.1"
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4 BERLTEW T os

4.1 Policy AR

RAM s i JI4AL M ( Policy ) ARSI AR Z | AN A& L) FRAEE « 400 (
Effect ) . % ( Resource ) « %f# IR F B MEAUR ( Action ) LUK IRIZfF ( Condition ) .

%1 ( Effect)

BAL T FEWF - P (Allow ) FIHEZ ( Deny ) o
%t ( Resource )

B IR TE AR BAR R A o

Fedn , 5 0] SREE “ gk =X IR SampleBucket $#if7 GetBucket #4E” 4 it % 2 “SampleBucket

BAEAR ( Action )

PRAETT R R AR G TR AR A

et , 7 ) 5RmE < feir ik = %45 i SampleBucket #4117 GetBucket /o [l /E 42 “GetBucket”
R4+ ( Condition )

I ) 25 A A FR AT AR A R A S 1

Fedn , 15 ) 3RmE“ fo ok =¥E20114E12 A 31 H Z Wi %47 I SampleBucket $1f7 GetBucket 14" Hr i
BR8] 45 R “YE20114E12 A 31T H 2 1o

BRUR M A4

TR MG | EHI IS X 1 SFERE OSS #) samplebucket 47 M Selffe | 2 F1 2 1
REW] P SRJE A 42.160.1.0,

{
“"Version": "1",
"Statenment”:
[{
"Effect”: "Allow',
"Action": ["oss:List*", "oss:Get*"],
"Resource": ["acs:o0ss: *:*:sanpl ebucket", "acs:oss:*:*:
sanpl ebucket/*"],
"Condition":

"| pAddr ess":



{
}

"acs: Sourcel p": "42.160.1.0"

}H
}

4.2 Policyifik 44
A48 RAM AR e ( Policy ) RSTEELEIRIBLIN | A8 A5 IEGRALARAIGE . FIEI R | £

AIFEAS s A 7 LR N4« Policy 45#) , Policy &% , Policy 5e& i , LI Policy #6i.

Policy %54

FAUSKMS ( Policy ) g5#tu4E Policy fRAS K BALEH] ( Statement ) 5% . A ZAGER XA
FHLLF I © Effect (#2408 ) « Action ( #:/E#4FR5IK ) - Resource ( #:AEXTS5%K ) DIk
Condition ( Z&/4:FR#1 ) , HH Condition J& 7] T,

Policy 54 R T

4-1: PolicyZ5#y

Version(fii A& <) A
o Effect(f21F |4 1E)
Statement &

b)) ) Action (1 &)
=statemant-1= L Resource(i{E#5)
<statement-2> x“w\ T e ben )

| Condition(fRFIF) |
<statement-3> ™

k& (JSON)

RAM {37+ JSON # iR . 246t sl Policy I , RAM £ Seki#t JSON A% IE R
o



+ % JSON MiEHshw kil &% RFC 7159,
R LA SRR JSON FszIIIE B FZH B e JSON STARHI AT HE
Policy i5:
Tfit Policy i FEIFYT4F AN , LK Policy HiAi
AR
Policy 14 JSON 44 - { } [ 1 ", & s BB MR F A A 0= < > ()
| o
RN T

© YB—ATLEATLER , HAESFEIES kKR , thin - [ <action_string>, <
action_string> ...]. FEFTAXREZENIEED , FAHBED AN . WHAFEXT
AR - "Action": [<action_string>] f1"Action": <action_string>

© WANRSMITRERRXE—ANAEICE , il - <condi tion_bl ock?>

© ZEZBAMAEL (|) BT, ZRBERRERX B —A. i : ("Allow' | "Deny
")

o ANEIEEIR THIGE  FRERLAH. N : <version_bl ock> = "Version"
("1")

B R

Policy JE¥EHAI T

policy = {
<versi on_bl ock>,
<st at enent bl ock>

}
<version_bl ock> = "Version" : ("1")
<statement _bl ock> = "Statement"” : [ <statenent>, <statenent>, ... ]

<statement> = {
<ef fect bl ock>,
<acti on_bl ock>,
<resour ce_bl ock>,
<condi ti on_bl ock?>

}
<effect block> = "Effect” : ("Alow' | "Deny")
<action_bl ock> = ("Action" | "NotAction")

("*" | [<action_string> <action_string> ...])
<resource_bl ock> = ("Resource" | "Not Resource")

("*" | [<resource_string> <resource_string> ...])
<condi tion_bl ock> = "Condition" : <condition_map>
<condi ti on_map> = {

<condition_type_string> : {
<condi tion_key string> : <condition_ value_ list>,
<condi ti on_key_string> : <condition_value_list>,


http://tools.ietf.org/html/rfc7159

}

<condition_type_string> : {
<condition_key string> : <condition value_ list>,
<condition_key string> : <condition value_ l|ist>,

1
<condition_value list> = [<condition_value> <condition_value> ...]
<condition_value> = ("String" | "Nunber" | "Bool ean")
HEW AT

o BRA : METSCRERY Policy Ak 1.
o BLEA) © —A> Policy W LI £ 5 BAGER] .

— FAABGEM T4 Deny |, TAHE Allow, —54ZHUER |, Action J&—A T HE 2 MEIER)
4% , Resource L& — R ZAXIR T
BABAER M AR 454 ( Condition ) o —ANZEAFHAT DU Rr S P A AR R 1R
, EXX Z i i A o
* Deny {25 : — MR A LR T 24 Policy , 24iX48 Policy f77EL 5 AR BEAL & 4 Allow
XA3#4 Deny B, 384§ Deny 4% ( Sk Deny ik Allow ) JEII
« JLERIUA :

— YA NET ( Number ) 5 /K18 ( Boolean ) It , 548K, TE MG 551 k.
— YR EBUE N FAFEHE (String ) BF, S2HE () F0( 7 ) BOBIDUAC.

W () % 0 A S MERM I T B
W (?) RE 1 MEBRFELTBE
Eeln , ecs: Descri be* W LI# R ecs BT LA Describe J ki) API #4E £ 75K
Policy Ju= M
T fi# Policy &L A& o M AL .
Effect ( #ZA(3H )
Effect B({& & Allow 5 Deny, tktn , "Effect”: "All ow

Action ( #AfEZFRFIK )



ActionZ i MH , BUE I = IRSS e LAPIHEREZFR , HagE LT -
<servi ce- nane>: <acti on- nane>
M

« service-name: fif Bz 7= 5 48R , 11 ecs, rds, slb, oss, ots %,

+ action-name: service F%H) api FAEREIT B R

TR
"Action": ["oss:ListBuckets", "ecs:Describe*", "rds: Describe*"]
Resource ( #1EX5 51K )

Resource @ H 5 #RAEXR | Hin ECS BRIMLILH] , OSS FFHNR . FAVE AN TR iy 43
HLR 5 BT I A 4 0

acs: <servi ce- nane>: <r egi on>: <account-i d>: <rel ati ve-i d>

el

+ acs: Aliyun Cloud Service I F 485 , #nTBEZMAG = FE.

« service-nane: i B =2{tA) Open Service §455 , Ul ecs, oss, ots %,

 region: MIXER . WRASIFZI, 7 LA AERAF "5 R A

« account-id: k= ID, Fbin 1234567890123456 , 1] L “*" 4858k,

- relative-id: 5 service HRHIF IR , HiE X d1 A4k service $5E. X B
SRR T — A SRR IPPIRZE . Ll oss uffi] , rel ative-id = “nybucket/dir1/
obj ect 1. j pg” Fmr~—4 OSS X%,

T -
"Resource": ["acs:ecs:*:*:instance/inst-001", "acs:ecs:*:*:instance/
i nst-002", "acs:oss:*:*:nmybucket", "acs:oss:*:*:nybucket/*"]

Condition ( £&#:FR % )

ZF Ay ( Condition Block ) f—As AN TR M. — AN TR A FRIERRL. Sefh ot
TFRIRAELR SR ERVER B AE B 7 T SO AT R -
S LR W 12 5

A A% AR BRI s



4-2: SR L AR T i

key2: value2a OR value2b

BB

oG DURE A RS (AR | RSP XA A R
A% | BT A

oA BRI R T R A2 S RIS AR T | A A T
I

oMY RO T M AT, A AR A P

SRR

SCRPUN T AT B AR A - A7 R 28 ( String ) « #5284 ( Numeric ) . HJH28%! ( Data and
time ) . fi/R2K#EY ( Boolean ) F IP #hil-25%! ( IP address )

TEPPAATRAER B B SR A 77 i

String Numeric Date and time Boolean IP address
StringEquals NumericEquals DateEquals Bool IpAddress
StringNotEquals | NumericNot DateNotEquals - NotlpAddress
Equals
StringEqua NumericLes DateLessThan - -
IsignoreCase sThan
StringNotE NumericLes DatelLessTh - -
qualsignoreCase |sThanEquals anEquals
StringLike NumericGre DateGreaterThan |- -
aterThan




String Numeric Date and time Boolean IP address
StringNotLike NumericGre DateGreate -
aterThanEquals [rThanEquals

M X7 ( Condition-key )

B HEL 25 e 95 O B BR) S A SR B e AR 5O

acs: <condi ti on- key>

B HEL 25 e 55 O B BRI P A AR SR B AN T

i AR R

KA

]

acs: Current Ti ne

Date and time

Web Server 32§ i =K ) Bf

i, LLISO 8601 #5037 . Wi
2012- 11- 11T23: 59: 59Z

acs: Secur eTr ansport Boolean BIETEREEMGH T 24z
iE , I HTTPS

acs: Sourcel p IP address BIETERBHIE P (P ik

acs: MFAPr esent Boolean FHPBFEN RS T2 HE

WIE ( ZHINIE )

Z 7 A LUE P SO AR SRR T, ARSI

<servi ce- nane>: <condi ti on- key>

TR 277 i e ORISR AE R INE

7= i R FAF R4 3t Bl
ECS ecs: t ag/ <t ag- key> | String ECS#; JRAIFRES %4t
¥, ATHAEEX
RDS rds: Resour ceTag/ < | String RDS#; JF A bR K
tag- key> ¥, ATHAEEX
0SS oss: Delimter String OSSxtObject 4 =317
GrH ) 5y BRAF
oss: Prefix String OSS Object & FRAYHi

%




Policy 4l
R sy Policy #EH , &M BANER ( Statement )

o B FARBLEN] & VR region 42K 1 (BUH ) BT ecs B IERA A F IR (ecs: Descri be*) ;
© 5B 2 FZRBGER AR oss # mybucket R AR H X G B DT AL R (oss: Li st Qbj ect
s, 0ss: Get Obj ect ) , FFBRHIIERER 1P SkiF.L 42, 120. 88. 10542. 120. 66. 0/ 24,

{
"Version": "1",
"Statement": [
{
"Effect": "All ow',
"Action": "ecs: Describe*",
"Resource": "acs: ecs:cn-hangzhou: *: *"
b
{
"Effect": "All ow',
"Action": [
"o0ss: Li st hj ects”,
"o0ss: Cet Qbj ect”
] H
"Resource": |
"acs: oss: *: *: nybucket",
"acs: oss: *: *:nybucket/*"
] 1
"Condition":{
"I pAddress”: {
"acs: Sourcel p": ["42.120.88.10", "42.120.66.0/24"]
}
}
}
]
}
4.3 BUPRA A AN

AT AE RAM H A RIS [5] B 45315 1] 9 DU FRAS FR-AGL AR K RO, 346 Bl S B AR IS5
AR

7E RAM rhijj 5t P A LAENKR S By L RAM TP S i RAM A 6 By =FiETE 5 #1546

FETE . RGHIBACAIB AR R PR

Vil FeVFi AR (RN L )
S B A7 17 1R B8 TSR Owner. FiISh @ DEZF= 5 (4N

SLS ) H#ESHN I =S ACL 424, Qi
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XL _EFER , ] RAM fafa 4 Rixt OSS gl B i 424 »
« =IKS AYERAM Hifld—ANMat , BAGRTAEMSR , 3L appServer ( L RAM A/
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X app W& HE OSS LB/ & HiEm) , appServer m] LI#i#E Mo ( M STS
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I Bf 22 4 A R B B2 1) OSS AP, #RETRFE WARIL. A& M 4 W A& 15 1) o
« appServer ] LLFEf FH £ €00 35— R il 15 B 224 4 RELAR) % DR VEASURR , LS RS 4t Ml s il 44
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i =M*S A ) AccountlD 3y : 11223344, 4 appServer G fifa. HF , FFECEABRAVEAER
BE :

1. ZIk5 A G i (B 4%k oss-readonly ) , JfHE 24 B =Kk 51 03215 =0k
Z, AARERIKS A T RAM B PR EZMA . RAEBREESE MG,

AEAERINE AR UESRRZACKEARAGER
s MEMERATRAM T

acs:ram:11223344:rol e/ oss-readonl y

© MERFEERR (HRF 25 A TH RAM f@RGHEMAE ) T

"Statenent": [

"Action": "sts:AssunmeRol e",



"Effect": "Alow',
"Principal": {
"RAM':
"acs:ram :11223344:root"

]
}
|
" Ver sion": "1"

}

2. ZKkS AL, 15 H P f s ((oss-readonly ) FiHhn i ) OSS AL
FR ( AliyunOSSReadOnlyAccess )

3. ZIk5 A Jy appServer G RAM F /1 By (81 4 appserver ) , 3 4i% RAM

« fi#d AccessKey , HIi47] RAM F f+ ( appserver ) 1 API,
o MHmiEA STS AssumeRole £: 11 fALFE ( AliyunSTSAssumeRoleAccess ) , Bl 1] RAM HJ
7 (‘appserver ) 4 .
R A% A 2 R 5 TR
appClient FREUH i 1 (4.4 WIH H OSS API IR EEINF

Kl 6-2: Heffiiife
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(RAMFF) .
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Wi lic B appServer |t AccessKey , A i M-S A #) AccessKey,

$ aliyuncli sts AssunmeRole --Rol eArn acs:ram:11223344:rol e/ oss-
readonly --Rol eSessi onNane client-001
{
"AssunmedRol eUser ": {
"AssumedRol el d": "391578752573972854: cl i ent - 001",
"Arn": "acs:ram:11223344:rol e/ oss-readonly/client-001"

},
"Credentials": {

"AccessKeySecret": "93ci 2unK1QKNEj a6Wzgi 1Ba7@FvIP
wxZgt VF2WnWvz"

"SecurityToken": "CAES6AI | ARKAAUI wSHpk D3GXRMX9st Dr 3YSVby G
ganqkS+f Pl EEkj Z+dl gFnGdCl 2PV93j ksol e8i j HBdHIr HRA5JAL1YCGsf X5hr zcNVB
7Vr 4e VAWFVCho OWODXBpHv/ / Zcl Tp+ELRr 4MHsny G Er nDs XLkI 7g/ sbuW6PACZ
/] zQF EWQb/ f 7Y1ICGh1TVFMIR) EzR2pzalhUansz OGRCWI ZZe EpOVEEFaay | SMz
kxNTc4NzUyNTczOTcy CDUOKgpj b@ | bnQ MDAXMKT+I | HBKj o GUnNhTUQLCKoK
ATEaRQoFQNksb3c SGro MMNOaVWBuRXF1 YWz EgZBY3Rpb24aAwoBKhi f Cg5S
ZXNvdXJj ZUVxdWFscxI | Umvzb3Vy Y2 UaAwo BKk o FNDMy Nz RSBT1 20DQy Wy9B
Cc3N1LbWKkUmBsZVWz ZXJgAGoSMz kx NTc4Nz Uy NTczOTcyODUOcgl | Y3M YWRt
aWwb44Mbewo/ 26 AE="

"Expiration": "2016-01-13T15: 02: 372",

"AccessKeyl d": "STS. F13G skXTj k38dBY6YxJt XAZk"

b
"Request | d": "E1779AAB- E7TAF- 47D6- A9A4- 53128708B6CE"

3R AssumeRole i I ¥ A T8 Policy 2% , W% 1% STS-Token #4 oss-readonly [
P A RLR .

U 2R ZEN STS-Token WAL R BE— MR , Eln A e il sanpl e- bucket / 2015/ 01/
01/*.jpg , AT LIt Policy 4%} STS-Token HALBRE— ikl Bildn

$ aliyuncli sts AssuneRol e --RoleArn acs:ram:11223344:rol e/ 0ss
-readonly --Rol eSessionNanme client-002 --Policy "{\"Version\":
\"1\", \"Statenent\": [{\"Effect\":\"Allow", \"Action\":\"oss:
Get Obj ect\", \"Resource\":\"acs: oss: *:*:sanpl e- bucket/ 2015/ 01/ 01/

*.jpg\ "}
{

"AssunedRol eUser " :
"AssunedRol el d": "391578752573972854: cl i ent - 002",
"Arn": "acs:ram:11223344:rol e/ oss-readonl y/client-002"

"Credential s": {

"AccessKeySecret": "28Co5Vyx2Xht Tqj 3RIgdud4nt yzr SN
dWNygAj 7xEMow'

"SecurityToken": "CAESNQM ARKAASIgnzMzl XVyJIndKI +Fsysal pTGm
8ns8Y74HVE] 0pCevCBZWKr nnkz4a4r BEPBAdFkh3197GUspr uj si U78Fkszx
hnQPKk QKcyvPi hoXgKvuukr Q Uoudk31KAJEz502E] | NUREcxW RDRSI SMzkxNTc4
Nz UyNTczOTcy CDUOKgpj bA | bnQt MDAXMKnZx | HBKj o GUnNhTUQLON8KATEa
egoFQWsb3cSIwoMMNOaV®uRXF1YWkz EgZBY3Rpb24aDwoNb3Nz Ckdl dE9i
amVj dBJI Cg5SZXNvdXJj ZUVvxdWFscxI | Unvzb3VyY2UaLAogYW\zOnBzczoq
O 06Cc2Ft cGxl LWI1Y2t | dC8yMDEL1LzAXxLzAxLyouanBnSgUOMzI 3NFI FM Y4
NDJaDOFzc 3Vt ZWRSb2x| VXNI cmAAahl zOTELNzg3NTI 1Nz MBNz | 4NTRy CW/j
cy1lhZGlpbnj gxt 7G / boAQ==",

"Expiration": "2016-01-13T15: 03: 392",

"AccessKeyl d": "STS. FI6EMcS1JLZgAcBISTDGLZACE"

}



"Request | d": "98835D9B- 86E5- 4BB5- A6DF- 9D3156ABA567"
}
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Token 1jj i) OSS Xf % (I 1ER4 ( A4 %; client-002 f#] STS-Token ) :

Bt & STS- TokeniEy: - al i yuncli oss Config --host --accessid --
accesskey --sts_token

$ aliyuncli oss Config --host oss.aliyuncs.com--accessid STS.
FIGEMcS1JLZgAcBISTDGLZACE - - accesskey 28Co5Vyx2Xht Tgj 3RJgdud4nt yzr SN
dUvNygAj 7XxEMow - - st s_t oken CAESNQM ARKAASIgnz Mzl XVyJn4KI +Fsysal pTGm
8ns8Y74HVE] OpQevOBZWKr nnkz4adr BEPBAdFkh3197GUspr uj si U78Fkszx

hnQPKk QKcyvPi hoXgKvuukr Q Uoudk31KAJEz502Ej | NUREcXxW RDRSI SMzkxNTc4
Nz UyNTcz OTcy ODUOKgpj bd | bnQ MDAXMKmZx | HBKj o GUnNhTUQLON8KATEa
egoFQMsb3c SIwoMAMNOaVWuURXF1 YWk z EgZBY3Rpb24aDwoNb3Nz Ok dl dE9i

anmVj dBJI Cg5SZXNvdXJj ZUVxdWFscxI | Umvzb3VyY2UaLAoqYWNzOrBzczoq

O 06c2Ft cGxl LW 1Y2t | dCByMDE1LzAXxLzAxLyouanBnSgUOMzI 3NFI FM Y4
NDJaDOFzc 3Vt ZWRSh2x! VXN cmAAahl zOTELINzg3NTI 1Nz M6Nz | 4NTRy CW/j
cy1lhZGlpbnj gxt 7G / boAQ==
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"Statenent": [

"Action": "sts:AssuneRol e",
"Effect": "All ow',
"Principal": {
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