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4. FAA AT,
5. B IR R IIFEBRBISRME, Adisek.

[

BeHA:
Hili A2 AR ¥ sam: recipient, % HAREIE®,

JRBE B
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R GRS, AORATMRRE, iy @] HRONZM ORI FEES
*#: #unique_38,

3.3EERAM AEEFKER

ASCHESFUIET RAM f @IEARE, ©IF RAM fOAF, QEEMFIAI ARN S8,
AR

1. ¥ RAM P&,

2. AE/EMISR, Hieli RAM ff €075 PL,

3. #ERAM FEAHBIR T, i FR RAM fitedif.

4 ASEATIRIKIR, TR RAM fi (0 EARR,

BiHA:
RAM fitaf R HGEE R, AREIEX.

3.4 79 RAM R &aIZ
AN A RAM A aszil. BT OSSN 2065, Bl B 26 55 sk B O PR i i
1 RAM i i1 1AL

(2

. B3k RAM A,

2. M SN HERERLE AT, Al

3. BN

4. EPFRN AT, fiA RAM fEaih, Adid 2 iium RAM fita,

5. fEAMBBRISHIRFIR T, Hdid 257 P RAM M@ R

ot

BLIA:
FEA X ISAE, IEFESEAORMOIF T X, W IZR,

6. Huliffise.

3.5 79 RAM A &EFRINR

=4 RAM f A Ea 2SRRI, w] DURAXSERURESRR . ASSONEST 8RS ER RAM fi (i
IIEO

(2
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1. %3t RAM £2il&.

2. fELEMI SHRIBRRE BT, AR
3. {R3IHF RAM faft, SAdRERIZRL

4. Bhibfil

3.6 4wiE RAM A BB RERAR
ASONEEA G g e i (3 2 i SRS PN AR Fe Vi i (it ) 5 S,
HRER
R Principal $87009E 1 eVriniitiz M @ {9, @3B Principal MINZA AL
BB A E A,
RAED R
1. B35t RAM &,
2. fEEMSHFE, di RAM fEERL,
3. fERAM fataAfpFIFR T, iR RAM fiaf4fx.
4, fEEIERIEEBINE T, AdiB s R,

Bil:
A A% #unique_444iRIGNEE,
5. Hdifih.

3.7 {2°X RAM B8R AI{ELF
HRHEY RAM f GRRMANE, T DUSE RAM fi Gaiaffasei, ASOmRm B i
B RAM 1 ol (e b AT 0, IR 255 S SO R e

f&e4 RAM BRI ERAAMERKS
#iPrincipaldfi RAM 7B, #mni% RAM MRS A0S, BT DgsiE aksS
AU RAM BIFH1iE,

PATRREIE A % RAM fatan] PR 2SS (AccountID=123456789012***) ALY
{2477 RAM H P ¥,

{

"Statement": [

{
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"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"RAM": [
"acs:ram: :123456789012***x:root"
]

}
1Oersion": mn

}

LIEREPrincipal PN BRI, MFoRiZ RAM F o] DLyl A0k
£ (AccountID=123456789012****) R 'testuseriii,

"Principal": {
"RAM": [
"acs:ram::123456789012*x*x*xx :user/testuser"

24 RAM BB IRIERANMERIRS

#iPrincipalHf Service ‘7B, #mi% RAM MRl {ER P AMRSS, Bl PARZIE =
M55 41

PURIRSERIE MG : 3% RAM 1 tan] A4 20K 5 R ECS iS5 Hrid.

{
"Statement": [
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": [
"ecs.aliyuncs.com"
]
}
}
%Oersion": "
+

24 RAM BB ERIE RN B {712 1R

fiPrincipal®fi Federated 7B, Fmiz RAM ftafnl{59:in S Orid b, BInlAgZ(5
SO R R SR P 5,

PURIRSRIE M : 1% RAM fatan] g4 =2KkE (AccountID=123456789012****) ) &{y
fefitfitestprovider FRIH P 31,

{

"Statement": [



"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Federated": [
"acs:ram::123456789012*x*xx:saml-provider/
testprovider"

1
I,
"Condition":{
"StringEquals": {
"saml:recipient":"https://signin.alibabacloud.com/
saml-role/sso"

}

}

}
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ASCE M2 BT 20K S0 RAM f1 €ORESAT 4] RAM JHPadis RAM f 08 st
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[ 8

BEHA:
N ZEEN, PIRAARFRZERZKS A SRS oM, QR DL P B e
RAM fifts, BRI B AC SO, RERH OIS H 3] RAM fit g,

1 RAM fhni, Hld—4 RAM /. % RAM H1F QI Vi ) S sl B 8 R i Filk
TR

1. #unique_47,

2. 9% RAM JH P @t i) 2 9 uk i3 B 8 % 6.
- XTI H, 5% #unique_48,
- KT BB REN, 2% #unique_49,

3. HiZ RAM H P, AUNTRIMRSDBRENE : AliyunSTSAssumeRoleAccess,
KTl RAM P, W5%: 3 RAM H P2

(R
1. RAM /&3 RAM #iill £5,
2. ¥eRlbrads et L gni e, iy,
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3. fEM UM, RIS BB IAA DU s, i,

Bim:
Uis)E, MR EL RAM it by Eoriiil e, ilah LB i Bk Bonmtaty
Or (BSRiE0r) RIEsRE Dy, BERHH RREHI T (S DS U A 5 4

4. fEPrEM OGO, KRB EASKERINE, SdhR b s e pyal AR RIS S0
IEE 2
RAM AP tnf A API $1ii RAM fafa,

2 RAM H 9% AliyunSTSAssumeRoleAccess AUBREIE 2 )5, wf DA L5 )% 54
STS API#unique_50 #2111, PAIREUEANMEINLESM, i %22 =,

3.9 Hilkk RAM 2
MRFHER S RAM A, TR RAM fi o,

HIPEFRLE

BLOA:
MR s €, A AREREMBRR SRS,
(2
1. %3t RAM £iilE.
2. AT, Huadi RAM f @SR
3. fERAM Mo fRsIE T, $REHAR RAM fith, bR,
4. Hhibfil
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4.1 fYPRERBEHEIR
BURFEAERR A B SR VP BB O S L BT IR T3 2L R0, BUPRRI 2 — Vi IR S

PR (Permission)

B A E BRI A, e R STIRNTIRGES, PEMESHAKS. RAM
P, BEIRETEE i B -

- kS GRIET) FbliiA PR,
- BABERA B AR, SRR 2SR A, BRI e e B R,
- BRE AR R R, Bl —4 RAM B P8R 7 eI2 BERrnR, 0 P el
WBRIE T 20KS, AP R RREEHAREIRE .
- RAM HI ($fEb1) BRATCATTALRR,

- RAM MR R, HArG R TS 2KS BB

- WU RAM B P ERABA LR ERR, RAEBEZ )G, A REEEFm G M APT i
- VRAIEE (RAM HF) BRI B IR B A L TR,

- RAM HIP 8w QU BTIRIBR, -l BABIEBEIR,

- RAM WP BRI QU B IRAG B A AEATRRR,  BRAESEIE 30 RAM I A B NI

REREE (Policy)
USRI 2 T TR SRR — BRI S, nT DURS bR Bz AU B IR . $RA iR

PARAZRURAF, AUBRERIS R MR B2 1 — R G S AE, RAM LRGSR S
#: #unique_54.

1E RAM v, BUBRSRNE R —RhBEIRSAE, RAM SZRFEL T PR FR SR :

PR ZEPRGURNG: Gi—-mP A0, R RESY, SRESERA SRR =
g,
- HPVEBLREE SORMG: Pl DL A 00, ERRIMER, SRESRIRA SRR B ChE,

i RAM P, B P disl RAM fghe USRI, w] DERTHUBRR I s i v AR, T
2% #unique_55. #unique_17fl#unique_36,



73 RAM EARGPEN PR KB
J1 RAM EARE, fmir . R alsifn e — el BRI .

© G RVRURR SR T DU 2R GE R thon] DU B A SO
© QISRGRE R PR RIS 3, S a OBUPRSRIE Bah 2B, e BB R A PR SR

4.2 N PRERBRIREY
Ful B A $ 4 7 20K -5 IR B IR ZH RO AT ALGE 11, 28] DURR S 73 TR £ & B Z UYL,

IS ARIER
IS PER: W4 RAM S LRGSR, 2RISR ] S 2 20K 5 IR B
PR, IR R W — Rl R,

=S
Cannn |
T X P XX ¥ X
~ o
- N S & SH & A&
(".’h f—] (‘o [ 3 o =
O =0 :‘ﬂ -— @ﬂ —o .{.ﬂ
RAMIA Il - W - W - 3
DS H < H <=
Br
=RR
RIBARTPIRE
IR NI . TEREABEIRA AT —A4Y RAM S-07 AR GIABRRR IR IS, 2RI Al 525006 BUY
R NI,

BHG: ERFEHAMNMAAINInistratorAccessRYURIGHIA D, G AIEE BRIANEHG,
VRURLH 5 BRI ] PALE SR JREH R 3 S PP LAt i) RAM H P IR 1 SR IREH P T 120



=KS
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(E s i i) | N gt e e e e T B e 1
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H 1 . 11 . 11 . 1
b4 Lo @5 ! N @ B &
A TREER Lot g i

RAMJE424) : an I I — Sy’ :: — I :
DS H SO <

Fir CUEEE mmm By

=ER
43 EENRERBELEFE

ASON R AT EBBRURIERAGE, WRBRUGRISE AR, #E, SRIEIRAES RS
PP B

1. &3 RAM #ifilH.

2. FELEM AT RRRE BRI T, S FRSR I B,

3. fEIRMED, A RIS IRER A TE,

4. SRIEFAESER GRS o) B SORMS, nf LA BB
L

= Wig:
RGURIEH P HGEEBAREIZK, BESCRISHP LA A, ERMIER,

4.4 BE X R
4.4.1 BB E X R
H e SRS AT DL KRR e R IR FE R BR, DA SZ B 8 2 Th IR B,
R %A
I B SCRISHT, T2 7 BRI IE S ARG HMIETE, 2% #unique_60,
RAIED R

1. %3t RAM #HlE,
2. FEREM AR BRI T, S PR R o B
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3. Hdi BT RR R
4. BU5RIEHBRMEETE,
5. BCEBESE R AL LAC B oA B E

- HIEFEATOMEACE . SAdERERUn A, RURREPDR, BRSO, SAERPRMB IR

TR,
- HIEBHARE, ES%#unique_60%m5HRIENZ
6. Hhiffil.

4.4.2 EBRBEXRBBAR
X PR R A TN, T DR R R P25,

HRIEE
YRR AR RN, AIRETAE A R R
- MBI NG, ERBRRREEREARSLAER]
- BBCRIENE G, WSRBRRRISSSA R, T A SRR B R .
(2
1. 3 RAM A,
- AR SRR B R TS, SRR P
. AERRRSRIE A FRFIR T, Hdi HABUR RIS 2 F5R

w N

BeHA:
RAM ZHFRMUBRRRE, HrhRGURISRAER B A ZFHBM, HE SCRISZ R, SFHEB
&O

AERIEAE T T, AHBSORMNA

N

Bi:
[ PAZ# #unique_60ZmiHRIE N2,
. BimiN,

1

Bim:
BUGEE, RESANER—DHRRA, BERARZEERINRA
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4.4.3 BB E R X EBRAR S
AN E B B € SORMEIRAS, WIEEBDBRMA, B8 Y aihik A AR BRI AR
HRiEE
PUBR S EL 25 i A BRAILH -
-« AIRO— AU RIS R B 2 AN hRAR
- R RA R E BRI, FEFISMERATEZRRRA
© NFNMEEZIRARBRERS, DA —MRARTEERR, BRYRiRA ERARA) .
- YniRA (BRIMNRA) HEEER, AREMER.
RAED R
1. &5 RAM #hl6&.
2. LM SHEBEREHSEAT, AdbBBRRIS B,
3. TERBRRIE B ARTIR T, hdi HAABRIRIE A R
4, fERAEMIE R, BoIDAEE. BEEAMERBPRRISRRAR,
- BEPIRRA : A nf A B GRISRIRAS S RIS N
- BEEBARA . $EIHRA, BRI ERIR RSB aihiA, Bf PARF @A B BRI
AR

- MIBRAUPRARA : IREIATRIAERRIARA, A EsIR SRR, Sdigiil, o DUERA
e LIRRAR

4.4.4 HIf% B 7€ X SRBg
UBUPR % A L R AN T B AN B SRR, o] DUMER B %€ SURBS,

W4T
- IHRRRURRSEI B, I BRUEL BRI AT (R, U — M IRARRA, EURI 7 1E %
AR, ST MBRRRIR A 2 SN A
- IRRRURRSEI G, I BRUEL BRI ABES T (M RAM P, A28k RAM ) |
FRURENE TS T, B BRI 15 T PRSI, 5% #unique_64,
BP0
1. 5% RAM PE,
2. {EA DN AR BURAS B R, At 5 8,
3. fERURSRIE A FRII% T, SR8 ERRAURLRNG, R,
4. WA,
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4.5 EEMNIRRIES|I AR
ASOnREA T BRI 5 I, ARG A A PR SR 5 T T SRR ERA R SR 5 1 it %
(2
1. &3 RAM #ilill &,
2. M SHIHIREREBLR R T, S diBRRRI B,
3. ERRRSRIE A FRFIR T, i AR RIS 2R,
4. fESINIER IS, fnl AAH BRI IC Sk,
- AAGIHIES: E DA BN EARREFER,
- MBRSUHIES: (BBRREUBR) : BAhREsIR FARSEREZRL, S diiihn] ABERG IR,

4.6 NRRKES

4.6.1 PRRISEA TR
BURSRI S A T 2SRRI SR RS, RAM s SRS A R FL A S, 32
RIS A LRI AHIISUT BASE AT LR SRES.

BATER

JLR AR fiiik

1 (Effect) RGO EEFIR: VP (Allow) FEAE (

Deny) ,

1% (Action) BTN BAA BRI

%l (Resource) VR IS R IA N 4.

iz (Condition) BRI &A1 R RV B BRI A
fEFFL

- ) (Effect)
Bk : i (Allow) mfEd: (Deny) .

BeHA:
LRI R A o iF (Allow) XATEHS (Deny) HHZRUEAIN, 4§ Deny RSEHIEN,

FEfl: "Effect”: "Allow",
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- 1€ (Action)
PlE2 k28, BUERN: RS E U AP B{E44FR,

-

= BimA:
RGOS BIES 2 i) APT ——X R, {HAHISr, 29 MR35 S
#: #unique_68,

xX: <service-name>:<action-name>,

- service-name: PH =AM,
- action-name: service: XN API #EZ 4R,

FEfl: "Action": ["oss:ListBuckets", "ecs:Describex", "rds:Describex*"]

- %R (Resource)
ERR TR AN 4.

F3X: acs:<service-name>:<region>:<account-id>:<relative-id>,

acs: Alibaba Cloud Service W E R4S, FaPEANAEZER.

- service-name: FIHZE™ A,

- region: MUBMER, WHASHFEI, W] DUEHBRCRT « KA

- account-id: WKS ID, Hll: 123456789012*x**, AfEUHRE,

- relative-id: SRSHXRIGIIRMIRIRSY, HiE SO RIS TRE, X RsScRiby
Rality GRS o BLOSS Mfl, Fomn—4 0SS MARMIKEX N : relative-id =
“mybucket/dirl/objectl.jpg” .

FEBIl: "Resource": ["acs:ecs:*:*x:instance/inst-001", "acs:ecs:k:*:
instance/inst-002", "acs:oss:*:x:mybucket", "acs:oss:x:*:mybucket/

*"]O



- BR#IZAF (Condition)

#fF (Condition Block) H—MERBANFRMA AR, — DR FAHBFRIERR, RO
K P IARPFEAL R,

4-1: FIFRFIETZLE

| Condition 1:
+==| keyl: valuela OR valuelb OR valuelc |
| AND
key2: value2a OR value2b

2R

- AR AR DERE AR AME, ERREN, GERRACHTNES
TREIEH I — I, BIRPHE SR

- FAFFARE . R AR RE AR, HAESNFAIECRY, AR
PRI AL, A RERIE %A AR

- AP . AFBC IR RO RIS R RTEOLT, A RERE %R

AR

FAHREIES . PRI (String) . % (Numeric) . HIIFPR (Date and
time) . fi/RFM (Boolean) FlIP HuhkR%! (IP address) .

SRR XM
TRHIA! (String) - StringEquals
- StringNotEquals

- StringEqualsIgnoreCase

- StringNotEqualsIgnoreCase
- StringLike

- StringNotLike




AR XA

By %! (Numeric) - NumericEquals
- NumericNotEquals
- NumericLessThan

NumericLessThanEquals
NumericGreaterThan
NumericGreaterThanEquals

HiEA (Date and time)

DateEquals
DateNotEquals
DateLessThan
DateL.essThanEquals
DateGreaterThan
DateGreaterThanEquals

fi/RFEAE! (Boolean) Bool
IP Huhk% (IP address) - IpAddress
- NotIpAddress

FAEREET

- PR ZER SRR e Ak

acs:<condition-key>

L IE S S e Y| iR
acs:CurrentTime Date and time Web Server #3135 K1)

), A ISO 8601 fExt#
s, Bln: 2012-11-11T23

:59:597,

acs:SecureTransport Boolean RiEHRREMH 7 Z 205
JE, flan: HTTPS,
acs:Sourcelp IP address RIRE RINTZE P TP

hk,




18 AR R ik
acs:MFAPresent Boolean iV REs &y (0 AT
EJINNE
Sl O L S G P S S S SR L

<service-name>:<condition-key>

PERGONFIER |7 AR R fifiid

By

ecs:tag/<tag | ECS String ECS BRI

-key> Ky, JHE
X

rds: RDS String RDS HHIIARE

ResourceTag/ Xy, WHE

<tag-key> X

oss: 0SS String 0SS *f Object

Delimiter BTN
5T PRATS

oss:Prefix |OSS String 0SS Object #4
FRAUETSE

4.6.2 I PRRBEIEZMEH
ASSCATe RAM USRI ERIS S, FEOMASTE PRI SRR TS,  DASERR OV I 0T AR
SR,

IZ AR RESIEERAIR S 1F
IS RTBUPRSRIE TR, E e v MRBURRSRS 455 b AL R,
- BUBRSRIS F1F

- PRSP EM JSON #/F: { Y [ 1 ", :
- EIREHAERNRR TR = <> () o



A E TR
- LA LR SAR, WTDUER AR REGE, BERMIEL,

B EESMERESHTHRIE, Hl: [ <action_string>, <action_string
e
W AT RIE, Hll: "Action": [<action_string>] fil "Action": <
action_string>,
- JLEWHA M SIORMTER —AEITR, HlU: <condition_block?>,
- ZBIHZ ML | BT, FORBUE R REEBUXLEE PRI A, Bldn: ("Allow" | "Deny
",
- ERNGISREER, FoRoeRERE SR, Hli: <version_block> = "Version" :

(lllll)o

>

PR SRR L1
USRI S A 1 -
© A,
- IRBUEMFIR, BFARPURERERDGN (Effect) | ##fF (Action) . ¥ (Resource
) PAKBRIZAMF (Condition, WIENR)

Version(ffi 4~ 5) s
Effect(#. 1|25 1)

Statement(Z L&) | Action(2{E5H)

<statement-1>

L Resource(#1Fx15)

<statement-2> ~ FTITTTmmTmmmoooo—oooooo—o

<statement-3> b




PR ERBRIE R

policy = {
<version_block>,
<statement_block>

}
<version_block> = "Version" : ("1")
<statement_block> = "Statement" : [ <statement>, <statement>, ... ]

<statement> = {
<effect_block>,
<action_block>,
<resource_block>,
<condition_block?>

h
<effect_block>

= "Effect" : ("Allow" | "Deny")
<action_block> = ("Action" | "NotAction")
("x" | [<action_string>, <action_string>, ...])
<resource_block> = ("Resource" | "NotResource'")
("x" | [<resource_string>, <resource_string>, ...])
<condition_block> = "Condition" : <condition_map>

<condition_map> = {
<condition_type_string> : {
<condition_key_string> : <condition_value_list>,
<condition_key_string> : <condition_value_list>,

I

<condition_type_string> : {
<condition_key_string> : <condition_value_list>,
<condition_key_string> : <condition_value_list>,

s
}
<condition_value_list> = [<condition_value>, <condition_value>, ...]
<condition_value> = ("String" | "Number" | "Boolean")
PR SR «

<A RS BRGRIEARAS N 1,
- BRUEA) . —ARBRRI T DU 2 S B RE )

- BEARPUGEARNZEOIA: AllowskDeny ,

BeHH:
—ZIZRUEh, #E (Action) RIBEJE (Resource) #iXFi21d,
- GETPLEAT RN IR FIZ& 2 (Condition) .

BEHA:
— AT LU R 2 M AR R, AR R AR AL
- Deny fRFCHEM :  —ANH P ol LB 2 MR,  iX SR FRR I R 42 55 A1 Lowfll Deny
iF, 348 Deny HE5EEM,



- JURHUHE:
- YLERBUEONET (Number) Bifi/RfEi (Boolean) W, SRR, HEMAIXG]

o

- YMLEBUE RN TRFERME (String) B, SRR M2 BEF TETIPCAL,
B <R 0 N MEEMI L FZRE, HlAll: ecs:Describex #Fs ECS A L
DescribelFkRIHELE,
W 20FE 1 MEERIL =R/,
R REEE I E
RAM {32FF JSON #3040k i Hrit PSR IS I, RAM 25k JSON #% X Emitk.
- XF JSON WiliEiEis 2% : RFC 7159,
- At Al DA ] —2ELEZR I JSON KRB uESs Al gniiE o R AL JSON SUAIIA R,
4.6.3 PR SRERHE E RN
ASCRIENE T TURAS R AR SRS KL A R, S PR AR SR A K 5 B DL B G i B AR PR SR M
PR KBS

£ RAM Hiji B A= =f8 . DRSS fnyikl. DL RAM WP B4rvill. BA RAM
b fryiml,

N _ IR AR, RGBS BN TR,

Vi) 8 BURRAR A5 R

PLEKS Gy i FMEREREH, BIARTRAVIRIZKS I
FIi A SR,
= B

DRBTRZ™ 5 (Blan: HERSS) s
IKSHATVIREERISIR (ACL) #2480, Wliia
I ACL $zBUk#, Wi i A R BE R
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VikRR! BB A2 AL

PARAM P B3 i il - BIRSX RAM P A 2L
- RAM H PR I 30K 50 B A Vi il
PR

BiHA:
RAM H PV GEIR, BRIABA AT
PR, L LSRN R RAM J P A GV

N 5
BB RNIES% : RAM H P IBBRSR
A 7 A,
EL RAM fiita 5 p3iiml - RAM £ 64 A FH LA BE SR IS
RAM 2 MHXER, 2% STSH
Io
- BEREX RAM fitafs a4zl
- RAM f (i e 1) 32 K -5 0 3 U5 Vi Tl A
BEO
BeHH:

RAM i SR, BRIABAA LA
B, DA EFAFTRFERGE RAM M@ gEvim

FAREBE R,
BARBAE MG S% . RAM M trBRRER
M A 2 RO

RAM F3 F B PR SR BR S E RR N

RAM RIPERABAAEMIRR, K-S RAM AT En 52805, RAM P a] DA ARG B
‘#EO

BEHA:
BRSNS 2+ Allow (5eiF) il Deny (B51k) PRMZEER, XEBHEBE Allow F1 Deny %4
I, 34 Deny f5EHM,



Vi Tl 42k FIFEr /4 BURSEN

¥isFIzE: Deny
(Bh3A)

.

HESEIEhEEN
RS

l

Emﬁ[}e % e o

E?E‘z"ﬁ? v - _"'[ FlEA: EEiE
iﬁa

FEIHSS =

TFEAlowiZ
2

—>  FHEAR: niFamE

FlEd: yFa

[ FlzEh: EHiHE

1. K& RAM H P g SRR SR IS 2 75 320 :
- WA Deny #ZAL, Ak : fE4eiiml,
- W, TWEBLT PR,

2. & RAM HP B 30k S 2 & A ViR :

- WERAT Allow $28L, Fls&h: sevrvibl.
© W, TEET R,

A%IRA . 20190819 33



3. K& RAM MBS 2 S A #5IKS ACL £
WS ACL 828, HEh: evryibl,
© W, AR R,
RAM £ & B9 FRERBRIGE M

RAM fatanf BARERf Gl SRV MR 28800, W #unique_72, RS EPoli cynl DA
Vil pel L B PRIALFR.

¥IAHIEE: Deny
(LA

SR
EL el
FReERs?

E'L,[ FlEdH: EEHE

HEHRSHEENT | «
IREERE

I

=P

Z=oaDeny
L7

ol s BT

=
|=

FEEHES
EEAllowd= 2 | uEw arsE
12

=l FEH: T

HEH: EERn

1. KAV ) 2R 5 A TR A PR
- USRATRE AR, TERERREGH Deny 2L

- WA Deny £, Fh&dh: fRALT.
- AW, TERE RAM G E AR SR,
- QERBEA TS ARGR, WA RAM A G ghE BRI .



2. Kt RAM fi frdi RO RRSR I S 15 A 150 -
© WISRA Deny 28, Flh: HEHaTiR,

L3l R 2 8

3. K RAM fh im0k S2 A ViR B :
- QERA Allow $28, HIER: sevFiiil,
L3l R 2 a

4. Ki#i RAM f gLk SR S H K S ACL £24L:
- QIRA ACL B, FIER: sevryibl,
© WL, Rk fEEYI,



5%PIRE

5.1 ZLI1gEHHR
AT Vil ) — e 2 RIS, Xt BB A ARk S 24,
ERZ (Password)

BT R GRS Or FEUE, T UM P B B O SR E

BEIA:
HZERE RIS Bt

XTU I EEREN, E2%: BUakKSERENA#unique_49,
ZXiAE R (Default domain name)

B Z NN ZIK S T — B4, #5X8: <AccountAlias>.onaliyun.com, RN
R RAM H P8, st (SSO) it Fix Ak S ME—FrilsT,

KT EEBINS A, 2% #unique_76,
155182 (Domain alias)

SRR AW _Ln] AR, IR 2 80T BARERTZ IR A VBRI A, IR i
%o BN TR B4

BEW:
TR0 ML IRABRUE, A REREH, RIS, &n] DA 22U A 2
(LOEENING R (51775
KT B4, ES5%: #unique_77,

ihin#EEA (AccessKey)

ViR Vil B Oy kb 30 AccessKey ID Fll AccessKeySecret, #8n] PAEF il
HH (PSS SDK) Al —4~ APL iR, RAM jdiid i AccessKey ID fil AccessKeyS
ecret MFRIERITTZRRIUERA W RITZIEE G0, SO RERY) a3 n] CAERERE B,

AccessKey ID fil AccessKeySecret —ecffifl, AccessKey ID HTHriHH
F1, AccessKeySecret Hl &S AT A RAM HREUERS 4757 BRI .



= BimA:
AccessKeySecret RN SRR, ASCRER, HZERE.
KTl i &H, 2% #unique_48,
ZRAKRINE (MFA)
ZHFINIERE —F R AR R 2R, TP ANEN MM — 2 Z ey, XELH
EREGERGE MK SR E S22, BHZREFBNEG, BRERMBEZN, R4%
BORMAMB R EER:
1. F—LEEE: P aNED
2. W gERE: ZHBINEEFERNRIEY

KT EZRRINE, H2%: #unique_78fl#unique_79,

5.2 &5

5.2.1 B =KSEREE
N TG EIR R, BRI, WE AT, S  E ORI L KR
it 6 Rrfya,

BT

. BRI ARG,

KBRS e KGRI, MhR R,

3. {ELRVETIN PG REBX, iz,

4. FERUESBYDUIN, MR TSR R SIBI0 7 RORET B B IRE,

5. RIUERIIG, ARG R BRI ABi08 50,

6. M,

5.2.2 1% E RAM AR &858 E

0T BRIPIKAE, RSTT DAL, ELESRY I, S OUR T SRR A R
WAL

1. %3k RAM P&,

2. AEEMBHRI A VRSN, LB,

N =
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3. ELEVENET, HAdigwHEmMN, HIEACETR, ACEHXSE.
- EEREE . W RIETEEDN 8~32(k,

BLIA:
MRS L, #EDVRE 8 il EEEKIE,
- EHh R E LR APRIERRAERS R N TR BERRS,

BeHA:
W BEIOREREN LSRN, AT REKSemE, BidcEh, @iEhak
2 WPk,
- BRAERON: MR, BUETEREIN 0~1095 K, BRINRH 0, Tk,

Bim:
B o A R O T
© EMEIE . RN R G PR, AR A1 A Al SR B AR S

- AR FoRERIENIG B K S EEEN, RAM A REIER R,
- ABREEESL: o8 RAM HP ol DIES RS IYG BT B S0ER, JHR8EL RAM P B

ﬁ%o
© DiSERRARNS . FoRFUEEGT v RER, BUETEREDY 0~24, BUABIEN 0, FoRAE
JH D S e 25 SR

- FEMEIRLR . — /DI B R 2 AR v IR, BUETCEDN 0~32, BRIABEN
0, FoRARHESEIRLIH,

BeHA:
AW IERR IR R IR
4. ik,

BimA:
BERYG, SLEWMNGER T A RAM HIP,

5.2.3 {224 RAM BR &R &5
ZURE AT BT RAM JHP RS es o e DUk 5% 221

(32
1. &% RAM #2116,
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N

AR SHIEIN BVEBLR R, Hdif .

 AERP SRR/ R A RRPIRS, Bk HbS RAM R 458,
4. EINIEBEPLIRE S, MBS E,

5. ERETREMXE T, EEEHE HE LY.
ENFERG, i

-

= B
MR ZMKE i RAM P H SRS, RAM AP el Dig st RAM #iilf, ahiee®
B, TEHmERAERE, B TIBM.

w

=)

53BFRLIRE

531 #TKSLRENE
B3 RAM Z &4l n] OHK S 2k, eIk S 2 2R TR R 5 Al DL A3
ORIk S 2 4,
B B
1. B3t RAM #HlA,
2. fELEM WIS AT, lBREIKS %4,
3. i HARZEW AR, AR, AP BB

JRBE B
H PR A al DURI— Dy & st dy,  HpSI 7 IR S rhredg IR IR

- SubUser: FRalkSH RAM AP AL

- SubUserBindMfa: #/R RAM HFREHE T2 RZRINERHE (MFA) ,

- SubUserWithUnusedAccessKey: #r RAM HIF' AR %8 (AccessKey) A
- RootWithAccessKey: FRalKESENTIMEH (AccessKey) HINELL

- SubUserWithOldAccessKey: #1 RAM HFPHIHM ViM% (AccessKey) A,

- SubUserPwdLevel: & RAM AP & W50 BRI 5ER

- UnusedAkNum: FRARIKSHARSEHBTIMEH (AccessKey) HINELL

- OIdAKNum: FonraMKEHHPVIMEH (AccessKey) BINEL

- BindMfa: FRAIKSREHELRFINERHE (MFA)
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- Score: FRMESLERMEBENT.

Bim:

- ARRSRAR, NI TH R R,
- TGRSR, af DUE AR K S RS L . RIS
*%: #unique_85,

5.3.2 184 RAM BRERIEE
QIRAIE RAM HI P IREA BB GERHRER, KBRS RAM P B .,
B B
1. %3t RAM £ilE.
2. FEREMSHIHIN GVEBLER T, Hdiflf,
3. FER PR R ARRFIR T, Hadi His RAM P 458,
4. FENUEB PO PPN & SR BB,  MhiBERicE, RS,
- PERISEMNEESR: R R RAM APl s il 5.
- BEGREN: FoRRG AV RAM B RE S RiE. S8 Bl ZE A e s A
HE LEY,

BeHA:
W AR HAE RN, RERG, FiEnRsad, SRS,
- EREREEEN: FORREER RAM HIP R RSN 8 B %,
- BEFRZRFRINE: FRR2EZER RAM H PR ZRZEIME,

BeHH:
R ZMKSER RAM HIP R ZREINE, RAM M P EE SN2 HEE 2 R ZINEH
TE AL,
5. Hdihil,

5.3.31%E RAM AP L £ %

ZME T OB RAM JH % 2 B BB AP RAM TP iBURL,
AL

1. %3t RAM B,

2. AE/EMARI A IR, i,
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3. (ERAWHETE T, NEiBK RAM AP 242kE, RENHXSE

- P47 MFA B30RE 7 K FoRRE RUF RAM AP 8 s /47 2 R SN MEVE & 8 5 Ik
&, AR 7R, BRI,

- BEBMEN: FREE Ll RAM H P B8ER.

- HEER AccessKey: FoREE LU RAM H P E RV M &,

- HEEHZHERS: 72880 RAM HP9he g 2 HEINER .

- B3k session MR . FoRk RAM P &G R0H, s /b,

- BERIERG I E B RIERSOUEIFLE 1P ik 222G SR G R, BRI B R, AR
HEESR 1P, WARBEE ¢8RN, MEASME R G (SSO) 328w, MM
Vil RN APL Vi ASSZ M,

4. Hulitil,

BeHH:
VEEEYIG, WSS RAM H P,

5.3.4 HEK S G E B R0
BTV E G RN, 2SS HEEMNSEN IP Mkl 785, PR TS Z e,
RAIED R
1. ERPH ARG,
2. ¥ EFRREEA LASKMRINE, i,
3. ELAEVEE PSR MSXIN, AdidtE,
4, {EBESARRY U, i\ IEWARY S A,

BimA:
L EACE S A TR, TR SR RR SRR, Hln:
192.168.0.0/16;10.0.0.0/8,

5. Hdi A7,
BeHA:

BEERG, ZWKSEHEE Kol it (SSO) WSz, {04 ik 50 &)
API il A2,

54 54%i%E
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5.4.1 EIBEINERE
BAZMKERA AN, RAMAF A PUEIE BN A B R RAMEPSHI &, ASChEE S84
BB RAIGGE, TP ISR A8,
PBAe B
1. ZKSEFRAMEERIG.
2. EEMSHUEN EPISR T, AditE,
3. (ERRIRETE T, nAEEREHERINGA,
- HERINGA : BRINEAHAN <$AccountAlias>.onaliyun.com, MKSH
% (AccountAlias) ERIMERMAccountID, WISARBEEIIMKENS, HETERIAA IR
AN <$AccountID>.onaliyun.com,
- EPIERIAA : SAETERT, ARSI, Sdiil.
IFES7Z
RAMHI P8 %t RAM#EE I 6 I a] BASE I BRIA A4 B %
W RAMAI PR AR <Susername>@<$AccountAlias>.onaliyun.com, BIRAMHIF"
HRAM@BINEA . ENIES WRAMA P &SPkl a,
BAb, MEHERINE A T ARIILSAML SSOMAL B ifife, 1§ iES W#unique_91,

5.4.2 BIEIHRIE
BN AR RN A N4, W SRAEFE 220 L] PAR 044, RAMA P ] DAGE T 0
B FRAMEHIA,
Pl i
1. ZKSEFRAMEERIS.
2. EAMISHRIIN B IEREA R, i,
3. EMBRBENE T, Hditldisg,
4. BG4,
5. Hdiffiih.
. BTV B RIE,

-

= B
QUEEBRRI ARG, SR IORELRER, SIS AT A TX TiC R B e 1
HetE, FITRAIERIE.

=)
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IFE
R4 )6, RAMA P8t RAMER & I n] DAfSE 03 44 %5 5%
HRAMAI P& RN <Susername>@<$DomainAlias>, BIRAMM 1&g AFR@IEM
%o VIS WRAMHA gl &,
SAb, 4% AT ARIELSAML SSOMIBL Einife, TENIEZ Weunique 91,

5.5 15iR A

5.5.1 79 RAM AP 8I&ikir 2R
ViF## (AccessKey) & RAM WP RKIGENE, 43R RAM WP QI T Vim#E#], RAM H
Foaf PAasd APT sRH AT % 1 HL i ) p] B = A
PP TR
1. &3 RAM #il&,
2. EAMSHN BB T, MdiAP,
3. M P ERAFR/ BB IFIRT, HdiHbs RAM HI P 4458,
4. {EMF* AccessKey X3, Hdi@E#ii) AccessKey,

BEHA:
B AN TR PO RS,
. kil

U1

BLIA:

- AccessKeySecret RIEQIEIN WoR, AREEER, HZERE.
- # AccessKey {lt#EsiEKR, WITFHEEAIEH AccessKey, % n]PAAIE 2 4~ AccessKey

o

5.5.2 ERINAZERERER
ASCHER U AR ViSRRG, HATn A0SR L AccessKey ID, 4, KR
HE I R QU .
AP
1. ¥ RAM P&,
2. A/ SRR B RSE A, Sadii e,
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3. M P ERAPR/ BB RFIRT, HdiHbs RAM HI P48,
4. {EMIF AccessKeyXI R, nfAERVIMHETIEEAER,

BEW:
AccessKeySecret JEQIEIN R, AREEE I,

5.5.3 ZHFIREA

M RAM PR AR B AN sl A 75 2@ I APT il B A58 06, vl ARSI H Vi %9,
(R

1. B3t RAM FlE.

2. TELEMSHIN VEBSER T, Rdii P,

3. TEM PR/ BB FIRT, Mdi s RAM P48,

4. TEHF AccessKey X R, HdiZiH,

BeHH:
BATH IS AT LSS Vi ) 25
5. il

5.5.4 #IBRihI1R) 2 $H
MR M REIEIL APL SRHALIFR TV RIBTR ZTEIN, 7T BUMER il 9.

R PRI LF
TR s s i, al OB V5 B PR e 8 R I TR A i Bl R s I 1 O

BEH:
TR s P B PIIE, BRIV ] — BMBR, WIRESIEMRE P B R g,
BRI 3E
. B3k RAM BHlA,
AR SHRIN BVEBSER T, Adii .
- AEM PSRBT/ BB FRFIR T, Hudi Hbs RAM H P #4F5,
. fEFF AccessKeyDXIg T, #diEs,
. Hchifil,

p—t

52 B U \)

5.6 ZRAZRIANE
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5.6.1 AalKSigEZHZIAIE
AL Google Authenticator N B4 h 20K S B 2 FFINE (Multi-factor
authentication, MFA) . HRZHEINEGE, BIPOMEERK-SHRELSE S iy,
(]
1. BPR ARG,
2. W RbREREEL LSRN E, Ml el
3. fER AR EIE FRKS X, wEdE,

BEW:
ZHFRINE (MFA) ¥4 TOTP,
TEIF RSO O, R RIS RMBIET X, SAdiiE,
TERUE B GUT, RS IE 75 RIS Vi R T B DY S
Bl BIRIE, WARIERYE, di R
1EBEhi%a&m, FEIFLE Google Authenticator W, Z3seminhdi F—%,

N o ok

- 10S: 7E App Store H'##Z Google Authenticator.
- Android: 7ER T8 Google Authenticator,

BEW:
L5t Google Authenticator JERIIMNE —4ERSFAMELLIF, i DARRIE T3 ZEAE S AT i 7 vh 4%
RUPEFATIHRE
8. TRt N, ¥k Google Authenticator M,
9. EREEIERTT AN 2 K FINUERE
- PRI GEF) o Al SAdOTRIEE > FIRFIB, TR A S 9E
MFAS B3 i HHBRA — 20
- TGN A&, RAITRE > FAMARIER, HE5HPANEY, adi,

BLIA:
P R ] DOB R B B AP 5 3R, ARS8k B0y il RIOSRE MFA 28%,  Blbnaifs
FERRRGAL, nILAEE R AR,

10AER AP, A R sl S UERS, Hdi B8, SElgE.,

BEHA:
FEAhBEEEuRIIRT B 2 N 22 B B Y Rk S B K UERS, & 30 P EH—R,
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JRE IR
P WKL G, 2[KSHRERPIE AN, RIGFEORMAMRZ 2R

1. B LeEE: HPANEN
2. BB ERE: ZHRNIER LR KUY

BiHA:

- MRS ZRFRINER S, AN RAM H PR,
- I MFA P sBRGEE4r ) MFA B, ECRTERE =M MFA, S0 REJCIR L #
(L A

5.6.2 ARMKSHEHZEEIAIL
MREAHTREN R SIE Z R RINER SRR EE RS RFINER SN, 7TRLRIE R 2R3
INIE &1 TR, AL PA Google Authenticator N MBI/ 30l 20k SHRGE 2 [ ZINIERE
#o

B PR
1. PR ARG,
2. FEbr e EASLEINIE, Al 2ikE,
3. R EBELEA I IR SR XK, RdiER,

Bil:
ZHFINE (MFA) 2¥E4% TOTP,
4. MRS ORI IR EX S, adiEi,
5. fERA% &, ¥ Google Authenticator M,

6. TEFH A&, HiA Google Authenticator BHERIIANSIIER, ki, EmE
éﬁ;o

5.6.3 7 RAM AR igEZHEFEIAIE
ASLRA Google Authenticator BAIABIAT T IRAM H PR 2 HFEIME (Multi-factor
authentication, MFA) . JFRZRZFINEG, 0 PO SHILE =2 25490,

P B
1. ZWKSEER RAM #Hl5.

BEW:
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- AERBR SR RAM H P IR ZRIZRINE, B2 RAM P 8RN 2 B Z I FRIAE
FoEhire, WEEME 5 BTG,

- WERAIKS e VF RAM AP A REBEZ RRINIER S, RAM )/ o DIgEst RAM $il
£, RiLEER, £ MFA RSB, s MFA &40,

2. EAEMSHN BB T, MdiiP,
3. PSR/ B ByIR T, diHbr RAM H P AP,
4. FENIEEBIRRE T, il HEI MFA 864,
5. fEfahidsn, PEIFLE Google Authenticator M,
- 10S: 7£ App Store H4## Google Authenticator.
- Android: 7EMMATHHEZEK Google Authenticator,

BeW:
%5l Google Authenticator JEMHIIME ~HERS AN, P ARSGE TR EAE N i hid
REHEFATHERD
. et seim, B3t Google Authenticator M,
vk S S Eawne ) EAISEJINNNG - &
- PG (HEFR) o TEREEhEA, SALIFIGVEE > AMISIER, R RAM #Hl G ESEE
Wi MR 4, i,
- TR AR, AdITEE > FAaMARIEN, HEHPamEH, nky,

N O

BeHA:
P AMEHAR LS RAM GG, fE8HBIIMFARE s o m, i FimlE BRI
, WPAAFE R P ANEY,

8. £ RAM i, WiABahiaun BriMmalESimahBRiErs, A, R,

BeHH:
Foah 3 2 iR B 2 B 22 Son 8 M i kS 1 SR UERS, B 30 RYEHT—IX,

IEEE 2
P 2N RINER IR, RAM R BHREERPIE 2, RGRERMAMBEZ 2ER:

1. B LEE: NP ANEN
2. BB EEE: ZRFRINERSERNAIESI ) SRR



BEW:
B MFA B sMIBRIEE 4F ) MFA §ii, ECRiiERTE =50 MFA, W n] ETCTE IE H 8 b
Ez‘;o

5.6.4 77 RAM AR BHZHEFRIAILE
WK BN RAM I e 5 1R 2NV 4 sk B TR N HEVE AN, 2305277 DR
RAM Ji P REVSIHFINIERE 4.

WAL
1. ZMkE 5 RAM HIA.

BeHA:
WMRAIKS 2 RAM P E BEEBZEZINERS, RAM B a] PIgs RAM #5l&, Hh
R EEM, £ MFA &SR0T, s i MPA S8 TR,

2. EREMSFHUIIN VEBLERT, Hdiflf,

3. M GERA/ BB AR T, RdiHRs RAM HP 4R,
4. EINIEEPIRE S, SRR MFA B4

5. Bhiffih, SERRYE.
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6 HRERE®E (SSO)

6.1 SSO ik

BB 3¢ F T SAML 2.0 /9 SSO  (Single Sign On, Hpifist) , WS IRG SR, AL
NS AN EE B A B B RSt S BT A SSO.

SSO BEAH=

P ZFR LT SAML 2.0 B i) SSO. Dl v HAFIBEME SSO, T E /&5 SAML / SSO H
K — LR :

St
# (IdP)

N 55 3%
# (SP)

ZEWE il
s (SAML
2.0)

SAML Wt

= (SAML

assertion)

f&#i (Trust)

SSOWAR

—AMMEEARINE B R BRI TCBER RAM 0B, B PRl DLG 3t B (R PRI
55, Bilgn:

- kA IdP : Microsoft Active Directory Federation Service (AD FS
) . Shibboleth %,

- Cloud IdP : Azure AD. Google G Suite, Okta, OneLogin %,

FIH 1dP S BRE, P PREEEREIRSS I, SP 2 1dP B4 P
58, —2tdE SAML X &Gt (Hlti: OpenlD Connect) , AR5 H4E
RIFRVE IdP BHZI85

SRR P B A UERI bR, €52 SP A IdP Z IS BRI SR B 75 3
Z—o SAML 2.0 222 HiiisB L& SSO ) — R sizhrife,

SAML BpUHRBRBGA UL RADAUENIR % Ooc R, Blan: PR E PR
AL DA UEN R T 5 HE

HENIAE SP I IAP Z [ EASHLE, 5 B APRAATRI, SP @575
FREY 1P ) SAML yo¥iE, oS 1dP %% SAML Wi s A RIEAH,
SP M FH 23 B R  WE T 5 1 e e

MLARYE B SR, RS F SAML 2.0 ik IdP (flan: AD FS) S =T SSO. P A
FALLURPFIEE T SAML 2.0 PR SSO Ji=k:



- H1P SSO: PR @ 1dP Wik i) SAML W& W L PSR = RAM FI PRI PR S o

MGG, HEHZ%RAM AP ViR 2, EEES%: #unique_105,

- Mt SSO: P g IdP Wik i) SAML Wi & WiE L H P TER B = B a] AR RAM
fata, AP ESE, 1 SAML WS vhaE i RAM ftainipl =, RS
*%: #unique_106,

SSO AAYELER
SSO 77k SP L iEElr) IdP %&itEny il RAM i | —4> IdP kB | 24 IdP
SSO SSO PSSR | 240 PER A%
5 5
HF* SSO N v X X X
fifa SSO X < v N N
BeHA:
“NT R, “X7 TR

- RTHIP SSO S5t SSO MEZ L, &% : #unique_107,

6.2 SSO FARERT=

BT HAGSZ R MR SSO 753k: fita SSO A SSO, AN RS S MR 75 sUIIE b7 5k
BARYE, WEBRRE R 55 % RIEFE S IEH SSO I3

€ SSO

fata SSO EM T A M ast:

- T EBRAFE, EARHEEZRAVEAERL S, e o o R 5 HR LR,

- REABAEREN SSO RN, JhRMRE —F0 = LA, wBHERM B A EZER, = LA
P EIRGE A DUS B RENIA, 2% sk Id P H PR DSI ) 25 1 6 3% 75 33

- RAEHUER P EARIAPH IR, B3 P BRI ENE, SRIX N1 = ERAURR,
LEATRRR BT, TR AR A AT S A B PE R L

- BHAZAPEANS, HEHSE L P, FHREERY IdP iEE—R, #Enl Agims| 2
PR ZAIK S SSO.

- BB HEZA 1AP, BERVIFIFR MRS, SREE R K-S IR
B2 IdP 17 SSO.

- BRTRERS, A R AR VR 7 ORET SSO,




Vi J 6w /6 HnERER (SSO)

AR S50
FIF SSO MG T BA bR

- BRI G RR R R, AR EHEV I IdP 8 SR L,

- BEEERN AT SR ENAS R A Tin., SKRMavin (ENEl STS Vi) ™
a2 W #unique_68,

- REHY IAP ASSCHRE A HE SURPERL A

- REBEE RIRTEEAE A SSO LSS TR, i XA RRIL 1dP BlE,

6.3 AR SSO

6.3.1 FHF SSO #iA
ASCHES GNP SSO W55, JEA RTS8,

BRER

A5 TR SSO I, R ZRIRG 3R (SP) , midk A K S0y EBLRSN 2 &
Drfteg (IdP) . @MF SSO, MR TAEERG, KA RAM P B vimpH =,

P SSO B4t

6-1: B2

el R IR (DN

( ul
\ P
\. y

SSO %

Alice N o e

LEPLGESE P SSO MM GACE G, &Mk T Alice nf DAE I 4N B s iy 77 128 5 31 i 5L
=t

SCRShRAS : 20190819 51



Alice MR RIVEZ, B ZK SAML IAMEWRIR BIZ %8

MYESRI IdP $% SAML AL R,

IdP #&71 Alice ¥£51, FF1E Alice it pRIa s SAML WiRi3& 455 %k

MYESRE SAML Mapids %45 SSO fik55.

SSO fr55iliid SAML HAGACHE, Jhk SAML MR+ 2544 K Ak SAML Wi S Dy, il
I SAML Wi S Name IDyC#AE, VLACEDN RiF H K-S i) RAM HI P S5

6. SSO fik55 i ¥ 8 Il il 519 URL,

7. DY HE P BB L AP A

AR o

-

= Bi:
1255 1 2vh, k53 TR B RS I AR, Bk 53 Tl DIERE A A IdP 1%
LA R B R BB AR RERE, Rl IAP A 8 R F P L A1) SAML IAER K,

FF SSO WECES B

NN AG W IdP Z BN EFERR, TEETRE AN SP i) SAML BCE R 1dP
) SAML B, MCESeRInAREETTH SSO,

1. A7 ENRTHZ0 ) IdP RGBT, FRER Il IdP BB 2P =,
HHIES%: ZKSH SAMLACE,
2. N7 ENLENE IAP MRRARHEIE, WEAEE IdP HECERE Z 0l {5 SAML SP J#i#17
SAML Wi & JE TErIRCE.,
HI6iE2%: #unique_112,
3. {0l 1dP FIpT R BB NG, T SDK, CLI si 53] RAM #5585 ik
IdP PLiCi) RAM H P,
HWHiES%: Qg RAM H.
FAF SSO =l
T AR IdP KRGS, X T SAML SP AL B MW = @il B rEmife i A se 2 5, RSk
fft—ABLAD FS (Microsoft Active Directory Federation Service) 5B Zi#{7HF* SSO
W, B PRAE A AP 5P B A s B iR,

RIS %: #unique_113,



6.3.2 2= A SSO /Y SAML Ec&
A GBI E T SAML 2.0 )" SSO, KL EHIBLTCHH A S L 250 fll 5 B it
Wi (IdP) ISR, ScBifd IAP SRS SSO GRbIHZ,

R PRI

BEEBINEA. 004 s AH B4 nT BARIL SAML SSO MBCE R, STy s & py B A0k 51
BINEA BN S, 2% #unique_115f1#unique_77,
B PR
1. &% RAM #Hl6.
2. fEAESiRE, i SSO HHL,
3. PSSO, RIER LT SSO BRBTEM KGR,
4. Y, WRARCE SSO ¥R BEEMG G, MARER: SSO WIRkIRAE. kL Cds Rzt &
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- Name)@PEH{E Mhttps: //www.aliyun.com/SAML-Role/Attributes/RoleffJAttribute
JLR
B ERNBIE, A2, HESHAttributeValue o BBUERE SR X mi P BridE

@, BERREU2 AT ARN 5 50052080 ARN 4l &R, HrRAYSGES () BIF. X
P4~ ARN R5n] DLAEREHI 5 3R :

- fift ARN: 1 RAM M@ERGHE, Hdi RAM MOAFRG, FAER s a] IER N B
ARN,

- SRS ARN: 1E SSO HBEGIHIAIA (o SSO vi%% F, M ORI ARG, SOt
i B T ] DA B X R ARN,

MBR A, WINEERR G By, KA LA A G at P ke,

W2 — Role Attribute 7cZ7:0:

<Attribute Name="https://www.aliyun.com/SAML-Role/Attributes/Role">

<AttributeValue>acs:ram::$account_id:role/rolel,acs:ram::$
account_id:saml-provider/providerl</AttributeValue>

<AttributeValue>acs:ram::$account_id:role/role2,acs:ram::$
account_id:saml-provider/providerl</AttributeValue>
</Attribute>

BiH:
$account_idi@e XA g iRt R =K S 1D,



- NameJgPE{E Mhttps: //www.aliyun.com/SAML-Role/Attributes/RoleSessionName

Attributert®

Bt E ik H e 4, HESMAttributevValue B EBUERF MR EFH R
—88 5 Bon el & EIRedri Hagh, QURES 2P ERE—A A, SRR
PAME—FRIH A FIifJRoleSessionNamefti, PAXARIRIAIF, @i T ID, email Hihik3,

H AttributeValuestZ2HUAE R : KEAD PN HARE 3240 7FF, HEER 9y
B, BRI MRS -_e=,+

W’ —4 RoleSessionName Attribute &7/ :

<Attribute Name="https://www.aliyun.com/SAML-Role/Attributes/
RoleSessionName'">

<AttributeValue>user_id</AttributeValue>
</Attribute>

- NameJBPE{E Mhttps: //www.aliyun.com/SAML-Role/Attributes/SessionDuration

MJAttributerc

BoE g, HiZ HReA 4 EENAHE SRS T, HESMAttributevalue
JCRBERF PN STEA R, BN ERIEI S, HEEAttributey
aluestRBUATHL,

HAttributeValuestEBUAZ R : B8, apimfd, HB/ho00Fd (15%7%h) , &
KR3600F) (I/DEY) . FHBICEARGFE, MEERIME3600F),

W R —A SessionDuration Attribute 7eZ5:4:

<Attribute Name="https://www.aliyun.com/SAML-Role/Attributes/
SessionDuration'">

<AttributeValue>1800</AttributeValue>
</Attribute>

6.5.5 fF AD FS #1TM & SSO B
A AR AD FS S T SSO 71, B PRl AP S5BIH ZT SSO 19
SHEIRELELRR.

=
MfEH Active Directory (AD) ¥47R THER, Jiid@id AD FS A B 80 H A 7E L

N, AD EBEGUEIE R T P AURE R TP R A S WA, ARG, &G
PP ZMES (Accountl #l Account2) , ZEEBHAPRM Admin fil Reader, {BMLiR T



Vi J 6w /6 HnERER (SSO)

M40 Alice, ZHIPRTER AD FI 410 Aliyun-<account-id>-ADFS-Admin fil Aliyun-
<account-id>-ADFS-Reader, fMAHZESIM AD FS #] Accountl fil Account2 ) SSO,

o

Bi:
<account-id>HNAMKE Accountl 5% Account2 [IKkS ID, KUt F* Alice FR{ERI AD HIF 41
H44 R RHEA 2SS HH Admin #1 Reader £,

ST & SRS R S E AR :
B AT EEES

FE ==&

AD BRURE RGNS SRR AR, ®WET. (Alice) wfRAEIT 4N E A /5 148 5 5
=G, RS WHunique_134,

ERERIOR, RPEESE, S STa RN, TERA PR = R AR
AT

ERESR
N VI ERERERE, BRI EAEME 20 AD FS _EiEfTPAPACE :
- TERTH = AD FS BCE MRl SAML IdP,

1. 7EFTH Z RAM #2555 & Q1 — 4N 4 ADFSIF Bk, FRECE MM CEdE. AD FS
7cEdE URL M: https://<ADFS-server>/federationmetadata/2007-06/

federationmetadata.xml,

o

BEA:
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<ADFS-server>2#i AD FS k55 84 8% 1P Hisik,

P12 Waunique_135,

2. TEFIE RIS Account] HrEIEMA I EIAARE0 B ORI RAM fife (ADFS-
Admin fil ADFS-Reader) , E£ERINIGIERIADFSTEN G SO ERT, IRt
It FAdministratorAccessfllReadOnlyAccessiUfR, TEIEIES W#unique_136,

3. EHFEIFERJTIELE Account2 I RIFER) B O SR fnfa (.

-

= BiA:
ALE G, AR B 20k S ST AD FS %Ki SAML 5 RH i P By fifiy (a5
4%\0



- {£ AD FS "% Bl B = E v {5 SAML SP,

1€ AD FS /1, SAML SP #FsfEf5#07 (Relying Party) . BB ZEN AD FS [Rnl{5 SP
IR BT F -

1. 1EMRSS S S PRASIT) T H R ArhikEEAD FS B,
2. 7£ AD FS B T HPpHEmE#77 BT,

G EnERsEEas X
e A
R FEEEIERA EERS
@ I{ER
o HFARE BN AR FEATE S e hERE LS MSTERRE - FEPARMEEE
o N FET web, {EHMEPREDPAR Windows FRBHIGE, Follid web RARFAIER
o EFHIHSHIRR FLIHT Extranet 35j8)e (RAEMES(L)
* b =
: fzﬁ”‘“mr‘:ﬁ ® EHmMC)
a O FEBmRm

< E—%F) Bh(s) HEH

3. i G 75 18 LR L AR 6 SSO ) SAML SP ek, se8diE URL Mhttps://

signin.alibabacloud.com/saml-role/sp-metadata.xml,



G ENERAEEFES X
EFEIRE

2= OIS AT RIEX SR SRAHEER:

o KR @ SAEETEATIAFE LR RSAYER 00

o ARBIER RMERA S AN DA R A AR S RN S ) L BRHRIOES o
o BRGNS CATTARMAE (2 VL) (1):

o ERIFFES

|]\ttps://sig\in. alivun, com/saml=role/sp=metadata. uml

@ 5k TPl fs. contoso. com B, https://www. contoso. com/app

O MXHSAEXEHHEIR0)

gﬂg%g%E@%g%%%%%@%gﬁﬁﬁﬁﬂﬂ%ﬂﬁ%ﬁﬂﬁﬁﬁ%°ﬁﬁMKﬁ%
=R L =2 o ER 8 e
BRS TR IR (R):

SR (B). ..

O FehiABXEMHREIET)
FEAEIRF RN X R EBANM L ZEHE -

< k=510 T—%H W) > BUH

4. HEIIA S 5ERACE
- NPEZ SP ALE SAML Wi 5 &1k,

P A% AD FS £ SAML Wi & vh#2fiNameID, Role, RoleSessionNameJg@ft, AD FS
rf g R A S AR ISR S — DI RE

- NamelD

ALE Active Directory H'f) Windows K440 SAML Wi 5 i INameID, HER/EH A
T:

L. N5 e = TR
2. BRI A

@ Bil:



Wik N (Issuance Transform Rules) : f5UMis—AEHFH B, &d
G, W SAML Wi vhiEtE, i TIRATENEH e AD Hi) Windows iK' 44
MR FNameID, PHIHETRZERM— AR,

3. ARSI ERE LS A I,

Qi EnssEERaANES X
TR R
5? EEE ML TR EBRMNIAIHELR - HEARRHE S RERANNERINFAEE -
AR PRI (©):

@ EEABRR $E4A4E ) PR v

FRERMHEARFHEA:

By ST T
BAEE

¥
BN,
ﬁhﬂﬂuﬁﬁ

CE—¥E [F=$Wm> || mH

4. FERWRACERW, FF e,

W SIHBN4FR: NamelD

W Z SRR Windows k144
W ZHEWIERR: SRR ID

W ZHAM ID kX RARIRET

W LERTAFIE: Wik




S AIsERREAUES X
A 2 40

= . - e .
o AR AN ST E A ON A e S B M
o EEEMm FEBRMAMIEFR(C):

| NameID ]

VX N

& AFRBA2EN (1) Windows BRAIR v]
A 10 00

SEERAEO):  [RH D v]
et 1 B E): [REaEme v|
@ fEERHEEE ()

O BN FERHEERANT R &LEERE (R)

HET(B). . .

<E—%@® B

BCESEMRIE, AD FS ¥R IEM A FH L MIName IDKEK, WIT:

<NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:
persistent">

YourDomain\rolessouser
</NameID>



RoleSessionName

BLE Active Directory H'iJ UPN JJy SAML Wi & HiJRoleSessionName, HIR{EL M
B

1. BRI L s R,
2. M BRI B HiZERE LU B UK IS LDAP Rt

G EnsREEaANES X
P Nl i
5? EFE ML TRIELRRAERRNNIGIER - HERREE XS FERNNEREFAREE -
© AN FERANIEL ©):
© FREFRRN WPSBIRAE LIAP $84E v
FRBRRMHEARmREA :
H “u LDAP $%1%” A5 I.IIJ\P ﬁ'l (le] Active Director
F nnﬁﬁaﬁt ’ﬁ% L wﬁﬁﬁmuﬁ *M'j EJ‘#"L'E{"’F%; LY
’ I:l » 15 sy ame [ OTeNam er
Active Director :LEXSRl ﬁéﬁ ,#R@L @g&% %)7
= i HEf. mEE SR,
S B PEL T mE 3 5

< F—5() B

3. FERIANRACERN, FFRidirek.

W SRN4FR: RoleSessionName
B FEA7E: Active Directory

B LDAP $#1%%1: User-Principal-Name (#tin] DURYE AT Rk HAE:,
Email, )

W LHAPRAL: https://www.aliyun.com/SAML-Role/Attributes/

RoleSessionName



Vi

J 6w /6 HnERER (SSO)

S AIsERREAUES
A 2 40

2
@ EFFMMIEE
o EEFEEHm

TR TR Qe Somvn e .

BRI EHR () :

|RoleSe:simHmc

MR LIEBTSEURIE DA it

T4 (s):
Active Directory vl
LDAP iR AEBRZC IR () :
DAPISIEGRRHRALINE o mppaomia it A LUENES)
»  |User-Principal-Name + |hitps://www aliyun com/SAML Role/Attibutes /Ral...

<E50E | =H |

BUH

BLESERG, AD FS ¥4 RIiEMH AT ERoleSessionNamefgst, WIF:

<Attribute Name="https://www.aliyun.com/SAML-Role/Attributes/

RoleSessionName'">

<AttributeValue>rolessouser@example.com<AttributeValue>

</Attribute>
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- Role

IS E A SCRMAERE 2 B P B LS SRR = BRI iR, HIRIES SR

1. B L s R,
2. MNP BRI R A8 B SO 367 W, el B2

G EnsREEaANES

PEEA N
&8 SRR ML T ORRATEBHAMAIE - HEHS XS ERANHBIFAFEE R
© AN FERANIEL ©):
© FRERRN B AR v
FBRIIR 57
SN, TV SRR ANHEFT ORI SESGAMLL A 1S AEHAES
i e e R
i saL Sl
; %%é%g#ﬁ% f“"’%g LDAP HHE77AARYPER
s LE S
. R RASHES SA gaaa-eg*ﬂﬁ
 ERS e A =7
: IR R R A

< E—5® LA

3. SEAIARACERN, I idire k.

W SRR : Get AD Groups,
W EE SR

c:[Type ==
"http://schemas.microsoft.com/ws/2008/06/1identity/claims/
windowsaccount

name", Issuer == "AD AUTHORITY"] => add(store = "Active
Directory",

types = ("http://temp/variable"), query = ";tokenGroups;{0
", param =



c.Value);

G EMEEEEaANES

Bl AR )

B g S . S— _
o EEMMZER SRR ko by oA g ot R o RN - RS
o EESBRA FEBRIMEER (C)

|Get AD Groups

HNHER: 455 8E XML XS

BEX A (1) :

c:[Iype ==
"http://schemas.microscft.com/ws/2008/06/identity/claims/windowsaccount
name”, Issuer == "AD AUTHORITIY"] => add(store = "Active Directory”,
types = ("http://temp/variable™), query = ";tokenGroups;{0}", param =
c.Value);

< E—5¢) ek BUH

@ Bil:

IXAFAREH e AD Fris G R, SREErb 2 Rhttp: //temp/

variable',

4. BhidR e W,
5. HEDL BB, I divemk

W SRR : Role,
W EE SR

c:[Type == "http://temp/variable", Value =~ "(?1i)"*Aliyun-([\d
1+)"]

=> dissue(Type = "https://www.aliyun.com/SAML-Role/Attributes
/Role",

Value = RegExReplace(c.Value, "Aliyun-([\d]+)-(.+)", "acs:ram



$1:role/$2,acs:ram::$1:saml-provider/ADFS"));

G
Bt 51 AR ]
R LB E YR = e = = .
BRI, NEE 215 NFEBRSM, SoL HiETFIRIZEI BRI - BERIEEE
I Ead) )‘(ﬁmﬁ: E%Fﬂ AD FS r’lﬁﬂﬁﬁﬂ'%%ﬁ—jl\ﬁé‘g@l‘ﬁlﬁg&ﬂ—%g&g?’i
o EEFSBHAN PRERAIER (C)
|Role
MHEAR: B E XA ERA
BEX A (1) :
c: [Iype == "http://temp/variable”, Value =~ "(2i)~Aliyun-([\d]+)"]
=> issue (Type = "https://www.aliyun.com/SAML-Role/Attributes/Role”,
Value = RegExReplace(c.Value, "Aliyun-([\d]+)-(.+)", "acs:ram::
§$l:role/$2,acs:ram::5$1:3aml-provider/ADFS"));
< E—5(F) Ak i P

[% BiBH:

FREEXA BN, WA P R AD 4R Aliyun-<account-id>-ADFS-Admin 5§
Aliyun-<account-id>-ADFS-Reader, WK —4 SAML J&tE, WUHEIRH = L
fiits ADFS-Admin 5% ADFS-Reader.

BCESERUR 1dP FIR Il B e 2 SAML Wis, B R:

<Attribute Name="https://www.aliyun.com/SAML-Role/Attributes/Role
||>

<AttributeValue>acs:ram::<account-id>:role/ADFS-Admin,acs:ram

::<account-id>:saml-provider/ADFS</AttributeValue>
</Attribute>

ECEIIE

1. 5% ADFSSSO ']/ (URL: https://<ADFS-server>/adfs/1ls/IdpInitiat
edSignOn.aspx) , EFFRHEZNH, HIAHPBAEN,

[% Bil:



Vi Il il 6 /6 i EEREPE (SSO)

<ADFS-server>2 i) AD FS 55 a4 s% 1P Hihk, WISRMBARTH], nf DL
PowerShell JF)J5: Set-AdfsProperties -EnableIdpInitiatedSignonPage $True

o

AR

RRER.

[Of==cll:: 3
O BRAITASSZ—

2. fEPIH A=t SSO Vi, HEH—ANMEEERNME, AdER,

@ BEW:

QRS R LE AD HEUMA Y — AL, WIHFERHEZ ERSN—Ah, S aiks
*, JoHRiEsEM e,

C‘) P25 savmLsso HERER

| f&sso

HEERE

S : 9876543210545

Admin

) Reader

WS : 1234567890120m48

) Admin

") Reader

6.5.6 EFHAzure AD#H{TRA B SSOR R

AR/ BLAZure AD (Azure Active Directory, BARFiFR AAD) SkH ZHET
SSOMREI,  HEBIH P PR L TA P55 B B 23584 TSSO S iL B i

HRiER
fEApprg, SUHE AP HAKE (Accountl) FI—AMIRTHF (u2) o lknf AR

AADT R TAERE, FFiEid AADBCE WK AZAE IR LR, BEESER)G, RnT DUEAr A
B T, ARl 53 ] DASCEBEM A ADEI BT BL A £ 2SSO,

SCRSRRAS : 20190819 85



Vil el

6 /6 i EEREPE (SSO)

Alibaba Cloud
Service (Role-
based SSO)
1z A

IdP &

=S

SSO (Account1)

REZEHE

EAADERRINN AT

1. BB ERAzurel ],
2. TE/EI SRS,

HigiAzure Active Directory > MU T > Bt B HRERRS

+ sizzE alibaba e X mE RUMAEER - REREER
Azure Active Directary BEE . ibaba - Azure Active Directory
* e « «
O s [p #=cutg | -
= pams 0 ma oo me
WEE [Ny
=it
FEEE BE | = sanmes |
(i ] EiEE & B P——
IS ol 8 & ez
<%> Function App ik EExE
soL EER & EaNsES =28
&7 Azure Cosmos DB I PN i == 3 I FErE
B =um B &= =l
& mmwE I App registrations 9 =%
=ka- 0y I8 App registrations (Legacy) il EAERAIME LR
> EHPE [ Identity Governance W =zEE
I@ Azure Active Directory I i EREEAE = AR
© s & ¥ P
@ ma 4b Azure AD Connect ® EEFEES
0 2esd & mEvEE K semsE
© mF=E - e EIEMDM F MAM o FEEEER
O iy =EEs
N 255
3. Ml TR,
+ srzwEes| 227
LEEREE MEEFRE
T FRTER v = w

86
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https://portal.azure.com/?l=en.en-us#home

4, fEGMB T T H FRMNEPRNEEXE, fHiAAlibaba Cloud Service (Role-based
SSO) I adiiist,

M EEREAN

| Alibaba Cloud %ervice (Role-bazed SSD]| W

1 4 FEEE S Alibaba Cloud Service (Role-based S50)"ILER.

EiF =51
) Alibaba Cloud Service (Role-based 550) IT infrastructure
5. Hudiim,
=iF 0

Alibaba Cloud Service (Role-based 550

ZhiREEE 0
Alibaba Group

EEFEl e
ET SAMLEER

URL @&

hitps:/fwww.aliyun.com




6. fEAlibaba Cloud Service (Role-based SSO) Wil F, B/l Shik: R, EHIFER

FEMNRID,
Alibaba Cloud Service (Role-based SSO) - E1%
ERTEER
“ Hes Xz= O#g
~ fok £ 0 | Alibaba Cloud Service (Role-based SSO) |
' A
ER FEit#l FHURLG | https aliyun.com |
=
S — C
W FEE &t 0
£ FBFfE s |E
D =BT
& ThEg ! EFifpiE URL @ | https://myapps.microsoft.com/signin/Alibaba... |E
C smEsE |
- WFEEREID @ [ Tomngaia 1 ddmlnald sl lod! |E
0 ZimEE
JEID e | |E
& R
S
0 SEEmEFeR) &S5 URL @ | . |E
i&E]
D BE ESFAFEH URL @ | e m - ol |E
iln ERERANEFTERE
E =zEs A=ute | =
= pETE o
szeamrsi o (D = )
EMEIHRE
o EREFE TEFEN? @ T =
EZEAAD SSO

1. BHEEFAzurel 17,

2. fEREMS RIS, ¥diAzure Active Directory > ML HFER > Fifa MR
3. fE&MYIFE R, HidiAlibaba Cloud Service (Role-based SSO) .

4. LIRS, JEEER TR,

e
1 EiE
m FEE
£ RAFfE
|2 === |
> A

C =mMERS



5. FEBBOA—TRBAIN T, HdiSAML,

ERE—ERAIE wnes

E=A {E samL @y s
APsAFEAERPSIESE. {5/ sAML (RS tRCIE =) ke £5123] Azure Active Directory IHIEE
PR ER 2NN FARERESHEIE. HRH/E Office 365 WFESEER
SRR FERS.

6. fEPESAML X BRI THCE.
a) fEW/E LA, Sadi B TBIRSUr, EESUFG, iR,
T EsrEmEs | 9 ERe-BRE S elidteltlEES | O SERE
HETTEUERE,

LU F=EERRI{EE Alibaba Cloud Service (Role-based SS0O) 328, TIEzhs  xEED] HEMECSRY SAML TEHET{E(EH
Alibaba Cloud Service (Role-based 550) 124H).

HEET ] AT
1 T3

= PibH:




f&n] L DL R URLIRBUCEWE XfF: https://signin.alibabacloud.com/saml-

role/sp-metadata.xml,

b) fER PR TER A AR, ki E b,

FAF IS K4
Givenname user.givenname

surname user.surname

Emailaddress user.mail

MName user.userprincipalname

Role user.assignedroles

RoleSessionName user.userprincipalname

E—RPImEE user.userprincipalname

o) LM, WEMTIEG, AR 17
- EARXER, #ilRole,
- fEMAZRIXIT, #HiAhttps://www.aliyun.com/SAML-Role/Attributes,
- AEIRXET, SRR,
- AERBTEXER, M MhiFl#EhiERuser . assignedroles,

EEHR~RH X

* =R | Role o |
F==E | https://fwww.aliyun.com/SAML-Role/Attributes |
B @ EE (OE

* BEE user.assignedroles e

d) EE LB, Bm— A,
- EBMXBER, #iARoleSessionName,

- fEMAZRIXI T, #HiAhttps://www.aliyun.com/SAML-Role/Attributes,
- AEIRKER, ERETE
- fEREPEXIR, M RhidIFEhiZfiuser .userprincipalname,

e) TESAMLAEAUEF XK RRHL & 7C8HEXML, i R,



& URL https://login.microsoftonline.com/bbedeae8-90be-...
Azure AD FRIEFF https://stswindows.net/6bedeae8-90be-48c3-896-...
EE URL https://login.microsoftonline.com/common/wsfede...
EEHEiRE

EMEREREAEBSSO

ol S

SAML =138

Erees e

e B77A0645794DCE04821EFASBR142FD5C345EFBED
135 2022/4/10 £5F11:49:16

Bl HEE u2@yunlongchen.onmicrosoft.com

WY FAEL & TTEEE URL https://lagin.microsoftonline.com/6bedeac8-00be-...
iEF(basesd) =

5 (Raw) i

B TTEEE XML

f) fEZ%Alibaba Cloud Service (Role-based SSO) XIk R, EHil#%URL, Azure

ADHRIRFFRIIERURL,

Z22E Alibaba Cloud Service (Role-based 550)

ESENFERESE RS Arure AD $55.

S (Accountl) BFRRAMEGIS.
fEfc ik, HdiSSOHEHL
TEMOBSSORE T, Sdiifrdt SO,
PR RT A PRAADRIEFTE,

TETCBE SRAE, i ARt

@ BibA:

A% BRSSP AESAML B UE B X R B & e BiE XML,

. ki,

. BB R BERG, SAdiaiTERTERAMA (1,
. N EAFRAADro lefI &L,

- AE FRIFIR RS DR R AAD, Hdi5EK.

@ B

- B[ DURIEFRZNRAMA GMALR, XTI RAMA GEIMAUR, #2

NW#unique_30,


https://ram.console.aliyun.com/

- GO A MR RAMA GRS, AT MIARN, XTUMERARN, HZ
NW#unique_138,



B EZRAMABSAADA P #1TXREX

1. fEAAD OIS o,
a) FiF (u2) BFAAD GraphP¥%igs,
b) MBI,

Graph lz s
QA BHEIIE

u’l

c) M\ RHiFIF A IERE DL IR S BB,

Z SR

Select different permissions to try out Microsoft Graph API endpoints.

Directory.AccessAsUserAll Admin
Directory. Read All Admin
Directory.ReadWrite. All Admin
D EduAdministration.Read A7 Admin
D EduAdministration.ReadWrite A5 Admin
l:‘ EduAssignmentsRead AfLT Admin
D EduAssignments ReadBasic  #foT Adrnin
D EduAssignments ReadWrite A4 Admin
D EduAssignments ReadWriteBasic A7 Admin

il Admin

D EduRoster ReadBasic  A&747

) EETHHIR, WIASETES,

)

grant access 1o your entire organization.

(D You have selected permissions that only an administrator can grant. To get access, an administrator can

= ~



https://developer.microsoft.com/en-us/graph/graph-explorer

E] Bil:

BERRG, REXEEFP]Graphibids,

d) fEGraph%ias iiim, B4 FHFIRPIEREGET, 3 A Fhiglkpikitbeta, fEI%R
HErP#ii Ahttps://graph.microsoft.com/beta/servicePrincipalsifiiliiagfr &
i,
| beta vl ‘ https://graph.microsoft.com/beta/servicePrincipals ‘l

BRI ETk

(@) HiTh - HAES 200, 521ms X

IERFRE AR

b

ontext”: "https://graph.microsoft.com/beta/$metadata#servicePrin

"1 null,
1 true,
=": "Azure Classic Portal”,

E] BE:

WREG2ZAHF, B fEE WX Ahttps: //graph.microsoft.com/beta/
contoso.com/servicePrincipals,

e) fEMIM AT N, MService Principal#@ititiappRoles)d I+ 17,

"appRoles": [

"allowedMemberTypes": [
"User"
1,

"description": "msiam_access",

"displayName": "msiam_access",

"id": "7dfd756e-8c27-4472-b2b7-38c17fc5xx*x*x"
"isEnabled": true,

"origin": "Application",

"value": null

1,

E] BEM:



Bl DB BP i Ahttps: //graph.microsoft.com/beta/servicePri
ncipals/<objectID>¥KENMappRoles@tt, HHobjectIDREFEAAD)E LR TE
i,
f) IBBIGraphi¥igs, 1558 —A FHFIRBCHPATCH, A Fhigl#hikibeta, fEMER
HEP# Ahttps: //graph.microsoft.com/beta/servicePrincipals/<objectID
>, AR AAEHIERIESCh IR Ra T A,

{
"appRoles": [
{

"allowedMemberTypes": [

"User"
1,
"description": "msiam_access",
"displayName": "msiam_access",

"id": "41be2db8-48d9-4277-8e86-f6d22d35%xxx*x"  //appRolesf{ID
"isEnabled": true,

"origin": "Application",

"value": null

}

{,"allowedMemberTypes": [
"User"

1,

"description": "Admin,AzureADProd",

"displayName": "Admin,AzureADProd",

"id": "68adael0-8b6b-47€6-9142-6476078c *x*" //IDAREE (fll:
GUIDA:jkds) SEIA:pRAYID

"isEnabled": true,

"origin": "ServicePrincipal",
"value": "acs:ram::187125022722*x*x:role/aadrole,acs:ram::
187125022722*x**:saml-provider/AAD" / / B i FIRAMA i ARN
}
]
}
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