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https://signin.aliyun.com/oauth2/v1l/auth?
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Host: oauth.aliyun.com

Content-Type: application/x-www-form-urlencoded

code=ABAFDGDFXYZW888&
client_id=123*xx*xx

client_secret="your_client_secret &
redirect_uri=https://yourwebapp.com/authcallback/&

grant_type=authorization_code
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"token_type'": "Bearer",
"expires_in": 3600,
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"id_token": "eyJhbGciOiJIUzIlx*xx"

}
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https://signin.aliyun.com/oauth2/vl/authorize?

client_id=98989%xxx*

redirect_uri=meeting%3A%2F%2Fauthorize%2F

&response_type=code

&scope=openid%20%2Fworksuite%2Fuseraccess

&state=123456x**x*

&code_challenge=E9Melhoa20wvFrEMTIguCHaoeK1t8URWbuGISst**x**
&code_challenge_method=S256
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GET HTTP/1.1 302 Found




Location: meeting://authorize/?code=ABAFDGDFXYZW888&state=123456****
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POST /v1/token HTTP/1.1
Host: oauth.aliyun.com

Content-Type: application/x-www-form-urlencoded

code=ABAFDGDFXYZW888&
client_id=98989***x
redirect_uri=meeting://authorize/&
grant_type=authorization_code&

code_verifier=dBjftJeZz4CVP-mB92K27uhbUJUlplr_wW1lgFWFOEjXk
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{

"access_token": "eyJraWQiOiJrMTIzZNCISImVuYyI6xxxx",
"token_type": "Bearer",
"expires_in": 3600,
"refresh_token": "Ccx63VVeTn2dxV7ovXXfLtAqLLERA*x**%",
"id_token": "eyJhbGciOiJIUzIlx*xxx"

}
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POST /v1/token HTTP/1.1

Host: oauth.aliyun.com

Content-Type: application/x-www-form-urlencoded
refresh_token=Ccx63VVeTn2dxV7ovXXfLtAqQLLERAH***%
client_id=98989%xxx*
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B [R5

{

"access_token": "eyJraWQiOiJrMTIzNCISImVuYyIGx*xxx'"
"token_type": "Bearer",
"expires_in": 3600,

+
BEHA:
AR R IR PUE 5 B AS HeE s P)2AR P —2, HAR S refresh_tokenfil
id_token,
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Native W FHZRHL v Ril#r S5, 60 38 RSB PR B RS AR ESERI, 2655
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TSR 2> R i SR Mkl : https://oauth.aliyun.com/v1/revoke,
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P ZfEMOIDCAR S5 #4iE ¥, =Mt T —Adiscovery endpoint: https://oauth.aliyun.
com/ .well-known/openid-configurationKi{Llc & iife.

Discovery endpointfl FHINA R HIL T :

{
"code_challenge_methods_supported": [
"plain",
||5256|I
1,
"subject_types_supported": [
"public"
1,
"response_types_supported": [
"COde"
1,
"jssuer": "https://oauth.aliyun.com",
"jwks_uri": "https://oauth.aliyun.com/v1l/keys",
"revocation_endpoint": "https://oauth.aliyun.com/vl/revoke",

"token_endpoint": "https://oauth.aliyun.com/v1l/token",
"id_token_signing_alg_values_supported": [

"RS256"
1,

"scopes_supported": [
"openid",
"aliuid",
"profile"

1,

"authorization_endpoint": "https://signin.aliyun.com/oauth2/v1/auth"
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private List getSignPublicKey() {

HttpResponse response = HttpClientUtils.doGet("https://oauth.aliyun.
com/vl/keys");

List rsaKeyList = new ArraylList();

if (response.getCode() == 200 && response.isSuccess()) {
String keys = JSON.parseObject(response.getData()).getString("keys
"
try {

JSONArray publicKeyList = JSON.parseArray(keys);
for (Object object : publicKeyList) {
RSAKey rsaKey = RSAKey.parse(JSONObject.toJSONString(object));
rsaKeylList.add(rsaKey) ;
}
return rsaKeylList;
} catch (Exception e) {
LOG.1info(e.getMessage());
}

LOG.info("GetSignPublicKey failed:{}", response.getData());
throw new AuthenticationException(response.getData());

}
IEFHSHEBIWT (JSON Web Token) 3

Bl UK I B SRR A S ARIWT, BRRENJWSHRIERS256, M HERIKBUT 5B
f, B B2 O B Oy R T IR UE, B DA LA 5 :

- BAKUE: B OAuthRF AL A, Bk S0y S H L MR e,
- AR AR AR I DR 2 R ST T R A S

GRS Bk 45 AR ) B 2 R i 25 A
R

public boolean verifySign(SignedIWT signeddWT) {
List publicKeyList = getSignPublicKey();
RSAKey rsaKey = null;
for (RSAKey key : publicKeyList) {
if (signedJIWT.getHeader () .getKeyID().equals(key.getKeyID())) {
rsakKey = key;

}
}
if (rsaKey != null) {
try {
RSASSAVer-ifier verifier = new RSASSAVerifier(rsakKey.toRSAPubli
cKey());
if (signedIWT.verify(verifier)) {
return true;
}
} catch (Exception e) {
LOG.info("Verify exception:{}", e.getMessage());
}
}

throw new AuthenticationException("Can't verify signature for -id
token") ;
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SR fifiig TN OAuth i
alg (2N openid
kid BN R g1 XS AL T[N openid
W, WP TSR A HRIE
B4, Bilk B S RE.,
% 2-14: Body iR[E1 &%k
SRR fifiid TEN OAuth i
exp A R ST ) openid
sub LML, BRMF UID, | openid
aud LR, OAuthMJHID, |openid
iss SRR, BUEHM: https |openid
://oauth.aliyun.com,
iat 2 A I T openid
name B P BRI, profile
upn XM UPN (User profile
Principal Name) .
login_name RS HERA, profile
aid BB AKSID [aliuid
uid 3P IR RIS ID, aliuid
RN
& Header
{

"alg": "RS256",

"kid": "JC9wxzrhqJogtaCEt2QLUfevEUIwLltFhui40lbhxx*x*"

}

iZ[Body




R T BTE, X RERERAR MBSO SRR R, CRRZERDIMEN S0 2, EEIES
WIAE SO ZITWT (JSON Web Token) %44,

- AZKSHRINEIZ R Body

{
"exp": 1517539523,
"sub'": "123456789012x*x%"
"aud": "4567890123456x*xx*"
"jss": "https:\/\/oauth.aliyun.com", //d[Eu,
"jat": 1517535923,
"name": "alice", //BHFIBRAIR
"login_name":"alice@example.com", // =WERIER4
"aid": "123456789012*xxx*" /[ /WM HE ZKEID
"uid": "123456789012*xxxx" //EFH PRI HE AZKEID
}

- RAM I i#RINIIE | Body

{

"exp": 1517539523,

"sub": "123456789012%xxx*"

"aud": "4567890123456x*xx*"

"jss": "https:\/\/oauth.aliyun.com",

"jat": 1517535923,

"name": "alice", //EBFHPWERLAFR

"upn": "alice@example.com",// RAMHFPWIEF4

"aid": "123456789012%xx*", / /AR AKEID
. "uid": "234567890123xxx%", //EE5k IR B Z kB 1D

BEEZER

bR 7 BRI G O 2R, A n] DUAEARIRS ] 2 R i A User InfofZ FERBUR S B, 15d%
AR F 5 ) 2 A RE I ), 3R IS BN

BiHA:
OIDCH R, BIRA openidaliuidMlprofileiX)LNEEIRINE, WEREIVM SR, A
i 2R GEH T MHUser Infoliz I,

SRBUH P/ B kbl : https://oauth.aliyun.com/vl/userinfo,
i SRRl

GET vl/userinfo HTTP/1.1
Host: oauth.aliyun.com
Authorization: Bearer S1AV32hkKG

i&[nl Body
- AMKSHERINEIEE Body

HTTP/1.1 200 OK



Content-Type: application/json

{
"sub": "123456789012x*xx*"
"name": "alice", //EFHFHERARR
"login_name":"alice@example.com", // =WKENER4
"aid": "123456789012*xxxx" /[ /MM H K-S ID
"uid": "123456789012*xx*x" [/ /&St PRI HE AMEID

+

- RAMJH I RIFHEEI Body

HTTP/1.1 200 OK

Content-Type: application/json

{
"sub": "123456789012*xx*",
"name": "alice", //BHIFETARE
"upn": "alice@example.com",// RAMH P& F4
"aid": "123456789012*xxxx"  / /N K] H kS ID
"uid": "234567890123xxx*" . //EEFH PRI HE AZIKEID



3 EIEO0AuthRr H

3.18IENMA
#5 BB OAUth K QI EE Web i SENative i i, MNTTiSEHUT 13 Kk Vs bl APL

B B

1.

2
3
4.
5}

RS ERRAMEHIG

AR SRR, BAOAuth M EPL,
. ST

R AFRAIN R4 58

. RN AL,

- WebApp: $REETFIYERRZZ E LS N
- NativeApp: IRIRMERGHIBITIIAKMH, FE ISR ERIERG B IR ER G+
(S04

- AR TR B 2 A O K

BEHA:
AR BEETEED : 15823/, BRIA36008D,

- AR TR RO 2 A SO K

BEHA:
ARV BEETEEDY . /MR 14E, BRiIA 259200080,

. FA T b AL
. kil

32EENMAESER
ASCHEAR G BEARR, CERINAR, SRamRRIIREEE,

(R

1.
2.
3.

AMESEFRRAMEERIG
FEAM SR, SAdiOAuth B EPE,
FER AR T, i HBRR AR5,


https://ram.console.aliyun.com/
https://ram.console.aliyun.com/

4. ERAGEEXET, ol PERNMHEAER,

33 BANAREER
ASCHES BUISERLIIEARR, CERNARR, BN RE R SRR BN SR,
AR
1. ZMKEBHRRAMPSHIE,
AEAEMISRERS, OAUth AL,
AEBUNGRSIAT, Wil DB 45
ASEARRIOKT, BESIIEARR.
ABGERR, WA,

g B~ W DN

3.4 AN ASEE

OAuth/Ii 55383 by L ER I FB R BR 2 L 4558 ) 2 6 S ol L 07 O ALRRL
BB

1. ZRSERRAMEERIS

2. fEAEMSRHIF:, HdiOAuthM I EEL,

3. FEM AR, i HAR AR

4. fEMHOAuthfEFI G T, BAAMOAuthitH,

5. WAEMFEESIRT, &5k,

-

= B
openid. aliuidflprofilelXJLANEHYS S0 MG, HAGEES Vb2 %,

6. Huliffise.

3.5 QI AAEH

QRN T R IR AP, 5 SN 2 57 A B ) 4> R S5 LR 5 Dy 9 26
PR

1. ZRSERRAMEERIG .

2. /MR, HAdiOAuthMHIFERL

3. FEMAAFRIIR T, i HARRH AR,

4. ENMHEHAE S, By,


https://ram.console.aliyun.com/
https://ram.console.aliyun.com/
https://ram.console.aliyun.com/

5. AEMMIRIEREPARBUNES], ATl
il
=]
I AR A B, RO HIS QIR R, AR, IR,

3.6 MilERR A
QURAS P S F N RIBUT P 15 sk I B S = AP, af DURBRBI . BRSNS, M s
AREIEH TR,
B 5
1. ZRSERRAMIEERIG .
2. AT, HAdiOAuthMHIFERL
3. FEM AR T, REEHAM, HAdmER
4. Hahibfil


https://ram.console.aliyun.com/

4 OAuth’= FRYSDK !

ASCEET-Spring Boot OAuth2fiiPac4], MEAZI0Auth# FHFSDKR IR CHCE,
Spring Boot OAuth2:xfjl
2% Spring Boot and OAuth2 3R Eonfl, FEMPLFM s :
+ BCE RSO Bl B 00 R

aliyun:
client:
clientId: 415195082384692%**%
clientSecret: 6EwN4qutnZuchG6n677Ie33SsjAhwyTpcOMSoIo6
vOgqJtw4QcHhERVXfgzc*xx %
accessTokenUri: https://oauth.aliyun.com/v1l/token
userAuthorizationUri: https://signin.aliyun.com/oauth2/v1l/auth
tokenName: access_token
authenticationScheme: query
clientAuthenticationScheme: form
resource:
userInfoUri: https://oauth.aliyun.com/vl/userinfo

- BRHEFERURIL,

fBM0Auth2ClientAuthenticationProcessingFilter P mliatit, Soks M PR
BCEAHF, Blan: MAHBCERZhttp: //localhost:8080/login/aliyun, WHEAESHH)
BBk / login/aliyun,

B BIRES AN :

public class WebApplication extends WebSecurityConfigurerAdapter {

@Autowired
OAuth2ClientContext oauth2ClientContext;

@RequestMapping (" /user")
public Principal user(Principal principal) {
return principal;

}

@Override
protected void configure(HttpSecurity http) throws Exception {
// @formatter:off
http.antMatcher ("/x*") .authorizeRequests().antMatchers("/", "/
loginxx", "/webjars/x*").permitAll().anyRequest()
.authenticated().and() .exceptionHandling()
.authenticationEntryPoint(new LoginUrlAuthenticationEntryPoi
nt("/")).and().logout()
. logoutSuccessUr1("/").permitAll().and().csrf()
.csrfTokenRepository(CookieCsrfTokenRepository.withHttpOn
lyFalse()).and()
.addFilterBefore(ssoFilter (), BasicAuthenticationFilter.
class);
// @formatter:on


https://spring.io/guides/tutorials/spring-boot-oauth2/

}

public static void main(String[] args) {
SpringApplication.run(WebApplication.class, args);

@Bean
public FilterRegistrationBean oauth2ClientFilterRegistration(
OAuth2ClientContextFilter filter) {

FilterRegistrationBean registration = new FilterRegistrationBean

oK
registration.setFilter (filter);

registration.setOrder (-100);
return registration;

}

private Filter ssoFilter() {
OAuth2ClientAuthenticationProcessingFilter aliyunFilter =
OAuth2ClientAuthenticationProcessingFilter(
"/login/aliyun");
OAuth2RestTemplate aliyunTemplate = new OAuth2RestTemplate(
aliyun(), oauth2ClientContext);
aliyunFilter.setRestTemplate(aliyunTemplate);

UserInfoTokenServices tokenServices = new UserInfoTokenServices(

aliyunResource() .getUserInfoUri(),
aliyun() .getClientId());
tokenServices.setRestTemplate(aliyunTemplate);
aliyunFilter.setTokenServices(tokenServices);
return aliyunFilter;

}

@Bean

@ConfigurationProperties("aliyun.client")

public AuthorizationCodeResourceDetails aliyun() {
return new AuthorizationCodeResourceDetails();

}
@Bean
@ConfigurationProperties("aliyun.resource'")

public ResourceServerProperties aliyunResource() {
return new ResourceServerProperties();

}

Pac4J =l
2% Pac4)f¥ispring-webmvce-pacdjnfil, HEF7LLTERAE:
- fE#ATiyunOidcClient,

public class AliyunOidcClient extends OidcClient<OidcProfile,
OidcConfiguration> {
public AliyunOidcClient() {

}

public AliyunOidcClient(OidcConfiguration configuration) {
super (configuration);

@Override


http://www.pac4j.org/

protected void clientInit() {
CommonHelper.assertNotNull("configuration", this.getConfigu
ration());
this.getConfiguration().defaultDiscoveryURI ("https://oauth.
aliyun.com/.well-known/openid-configuration");
OidcProfileCreator<OidcProfile> profileCreator = new
OidcProfileCreator(this.getConfiguration());
profileCreator.setProfileDefinition(new OidcProfileDefinitio

n((x) -> {
return new OidcProfile();

1))
thié.defaultProfileCreator(profileCreator);

super.clientInit();

}

-+ %MoidcConfiglfibean,

<bean id="oidcConfiguration" class="org.pac4j.oidc.config.0idcConfig
uration">
<property name="clientId" value=your application id />
<property name="secret" value=your application secret />
<property name="useNonce" value="false" />
<property name="scope" value="openid profile aliuid" />
<property name="clientAuthenticationMethod" value="
client_secret_post" />
</bean>

- #MMaliyunOidcClientfIbean,

<bean id="aliyunOidClient" class="org.pac4j.demo.spring.AliyunOidc

Client">
<constructor-arg name="configuration" ref="oidcConfiguration

n />
<property name="authorizationGenerator">
<bean class="org.pac4j.demo.spring.RoleAdminAuthGenerat
or" />
</property>
</bean>

- fitEbean clientsiJcallbackUrlBifclient)d@ft:,

BeHH:
HrpcallbackUri 77 BHEE 1E R B =35l & v b A9 ol e stk B

<bean id="clients" class="org.pac4j.core.client.Clients">
<constructor-arg name="callbackUr1l" value="http://127.0.0.1:
8080/callback" />
<constructor-arg name="clients">

<list>
<ref bean="aliyunOidClient" />
</list>
</constructor-arg>
</bean>
- Wod dciikds.

<mvc:interceptor>
<mvc:mapping path="/oidc/x" />



<bean class="org.pac4j.springframework.web.SecuritylIn
terceptor">
<constructor-arg name="config" ref="config" />
<constructor-arg name="clients" value="AliyunOidc
Client" />
</bean>
</mvc:interceptor>

- JaEhmRBl, Viklhttp://localhost:8080/0idc/index.html,
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