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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this
legal disclaimer before you read or use this document. If you have read or used this document, it

shall be deemed as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only.
The content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminat
ed by any organization, company, or individual in any form or by any means without the prior
written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades, adjustment
s, or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and the updated versions of this document will be occasionally released through
Alibaba Cloud-authorized channels. You shall pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products and
services. Alibaba Cloud provides the document in the context that Alibaba Cloud products and
services are provided on an "as is", "with all faults" and "as available" basis. Alibaba Cloud
makes every effort to provide relevant operational guidance based on existing technologies
. However, Alibaba Cloud hereby makes a clear statement that it in no way guarantees the
accuracy, integrity, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial losses incurred
by any organizations, companies, or individuals arising from their download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, bear responsibility for any
indirect, consequential, exemplary, incidental, special, or punitive damages, including lost
profits arising from the use or trust in this document, even if Alibaba Cloud has been notified of
the possibility of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to works, products
, images, archives, information, materials, website architecture, website graphic layout, and
webpage design, are intellectual property of Alibaba Cloud and/or its affiliates. This intellectu

al property includes, but is not limited to, trademark rights, patent rights, copyrights, and trade



secrets. No part of the Alibaba Cloud website, product programs, or content shall be used,
modified, reproduced, publicly transmitted, changed, disseminated, distributed, or published
without the prior written consent of Alibaba Cloud and/or its affiliates. The names owned by
Alibaba Cloud shall not be used, published, or reproduced for marketing, advertising, promotion
, or other purposes without the prior written consent of Alibaba Cloud. The names owned by
Alibaba Cloud include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other
brands of Alibaba Cloud and/or its affiliates, which appear separately or in combination, as well
as the auxiliary signs and patterns of the preceding brands, or anything similar to the company
names, trade names, trademarks, product or service names, domain names, patterns, logos

, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information indicates a
situation that will cause major system Danger:
changes, faults, physical injuries, and Resetting will result in the loss of user
other adverse results. configuration data.
This warning information indicates a
''''' situation that may cause major system | &% Warning:
changes, faults, physical injuries, and | Restarting will cause business
other adverse results. interruption. About 10 minutes are
required to restore business.
This indicates warning information,
supplementary instructions, and other Note:
content that the user must understand. | Take the necessary precautions to
save exported data containing sensitive
information.
This indicates supplemental instructio
ns, best practices, tips, and other Note:
content that is good to know for the You can use Ctrl + A to select all files.
user.
> Multi-level menu cascade. Settings > Network > Set network type
Bold It is used for buttons, menus, page Click OK.
names, and other Ul elements.
Couri er It is used for commands. Runthecd /d C./w ndows command
f ont to enter the Windows system folder.
Italics |[Itisused for parameters and variables. |bae 1 og list --instanceid
I nstance_I D
[] or [a]b] It indicates that it is a optional value, i pconfig[-all]|-t]
and only one item can be selected.
{} or{alb} |Itindicates that it is a required value, swich{stand | slave}
and only one item can be selected.
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1 Tag

1.1 AddTags

Add tags for an SLB instance.
Note the following when calling this API:

* You can bind up to 10 tags to a Server Load Balancer instance.
* You can bind up to five pairs of tags at one time.
» All the tags and keys added to a Server Load Balancer instance must be unique.

» If you add a tag of which the key is the same as that of an existing tag but the value is different

, the new tag overwrites the existing one.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
AddTags

Regi onl d String Yes The ID of the region where the SLB instance is
located.

You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc | String Yes The ID of the SLB instance.
erl D
Tags String Yes The list of tags to add.

A maximum of five tags can be contained.

Table 1-1: Tag

Name Type Required Description

TagKey String Yes The key of the tag.
It can contain up to 64 characters, and cannot start
with aliyun or be empty.

TagVal ue String No The value of the tag.
It can contain up to 128 characters, and cannot start
with aliyun.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=AddTags
&Regi onl d=cn- hangzhou
&lLoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Tags=[
{" TagKey": " Key2", " TagVal ue": "Val ue2"}]
{" TagKey": " Key2", " TagVal ue": "Val ue2"}]
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<AddTagsResponse>

<Request | d>365F4154- 92F6- 4AE4- 92F8- 7FF34B540710</ Request | d>
</ AddTagsResponse>

e JSON format

"Request | d": " 365F4154- 92F6- 4AE4- 92F8- 7TFF34B540710",

1.2 DescribeTags

Query the created tags.
Note the following when calling this API:

* You can query the tags by instance ID, tag key, and tag value.

* The specified conditions are of “and” relation, and only tag sets meeting all specified conditions

are returned.

If you only specify a tag key without a value, all tags associated with the key are queried.

* You cannot specify only a TagKey without a TagVal ue.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:




Name Type Required Description

Descri beTags

Regi onl d String Yes The ID of the region where the SLB instance is
located.

You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc | String No The ID of the SLB instance.

erlD

Tags String No The list of tags to query.

PageSi ze Integer No The number of rows per page. Valid value: [ 1, 50]

The default value is 10.

PageNurber | Integer No The number of pages to return. The default value is
1.

Di stinct Ke |String No Whether it is DistinctKey.

y

Name Type Required Description

TagKey String Yes The key of the tag.

It can contain up to 64 characters, and cannot start
with aliyun or be empty.

TagVal ue String No The value of the tag.
It can contain up to 128 characters, and cannot start
with aliyun.

Response parameters

Name Type Description

Request | d String The ID of the request.

TagSet s List The list of tags.

PageSi ze Integer The number of rows per page.

PageNunber Integer The current page number.

Tot al Count Integer The total number of queried tags.




Table 1-2: Tag

Name Type Description

TagKey String The key of the tag.

TagVal ue String The value of the tag.

I nst anceCount Integer The total number of instances
bound to the tag.

Examples
Request example

https://slb.aliyuncs. conl ?Acti on=Descri beTags
&Regi onl d=cn- hangzhou
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beTagsResponse>
<Request | d>87696689- 7951- 4206- B30F- 79D35A95C904</ Request | d>
<Tot al Count >3</ Tot al Count >
<PageNunber >1</ PageNunber >
<PageSi ze>50</ PageSi ze>
<TagSet s>
<TagSet >
<l nst anceCount >1</ | nst anceCount >
<TagKey>Pr ot ocol </ TagKey>
<TagVal ue>HTTPS</ TagVal ue>
</ TagSet >
<TagSet >
<I nst anceCount >1</ | nst anceCount >
<TagKey>net wor k</ TagKey>
<TagVal ue>cl assi c</ TagVal ue>
</ TagSet >
<TagSet >
<l nst anceCount >1</ | nst anceCount >
<TagKey>acs_cl ust er </ TagKey>
<TagVal ue>cb2f 4d713ba634931bf 5851f 08c073256</ TagVal ue>
</ TagSet >
</ TagSet s>
</ Descri beTagsResponse>

» JSON format

{
" PageNurber ": 1,
"Tot al Count ": 3,
" PageSi ze": 50,
"Request | d": "87696689- 7951- 4206- B30F- 79D35A95C904" ,
"TagSet s":{
"TagSet ": [



"l nstanceCount": 1,
"TagVal ue": "HTTPS",
"TagKey": " Protocol "

"] nst anceCount ": 1,
"TagVal ue": "cl assi c",
"TagKey": "net wor k"

"I nst anceCount ": 1,
"TagVal ue": "ch2f 4d713ba634931bf 5851f 08c073256",
"TagKey":"acs_cl uster”

1.3 RemoveTags

Unbind tags from an SLB instance.

Request parameters

Name Type Required |Description
Acti on String Yes The action to perform. Valid value:
RenoveTags
Regi onl d String Yes The ID of the region where the SLB instance is
located.
You can obtain the region ID by calling the
Descri beRegi ons API.
LoadBal anc | String Yes The ID of the SLB instance.
erl D
Tags String No The tags to unbind.
Table 1-3: Tag
Name Type Required Description
TagKey String Yes The key of the tag.
It can contain up to 64 characters, and cannot start
with aliyun or be empty.
TagVal ue String No The value of the tag.
It can contain up to 128 characters, and cannot start
with aliyun.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=RenoveTags
&Regi onl d=cn- hangzhou
&lLoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Tags=[
{" TagKey": " Key2", " TagVal ue": "Val ue2"}]
{" TagKey": " Key2", " TagVal ue": "Val ue2"}]
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<RenpveTagsResponse>
<Request | d>365F4154- 92F6- 4AE4- 92F8- 7FF34B540710</ Request | d>

</ RenobveTagsResponse>

e JSON format

"Request | d": " 365F4154- 92F6- 4AE4- 92F8- 7TFF34B540710",
}



2 APl overview

SLB instances

API

Description

Createl.oadBalancer

Create an SLB instance.

ModifyLoadBalancerinternetSpec

Modify the billing method or specification of an SLB
instance.

Deletel_.oadBalancer

Delete an SLB instance.

Setl.oadBalancerStatus

Set the status of an SLB instance.

Setl.oadBalancerName

Configure the name of an SLB instance.

Describel.oadBalancers

Query created SLB instances.

Describel.oadBalancerAttribute

Query the detailed information of an SLB instance.

ModifyLoadBalancerinstanceSpec

Modify the specification of an SLB instance.

Describeregions Query regions.

DescribeZones Query zones in a region.
Listeners

API Description

TCP listeners

Createl.oadBalancerTCPListener

Create a TCP listener.

Setl.oadBalancerTCPListenerAttribute

Modify the configurations of a TCP listener.

Describel.oadBalancerTCPListenerAttrib

eery the configurations of a TCP listener.

UDP listeners

Createl.oadBalancerUDPListener

Create a UDP listener.

Setl.oadBalancerUDPListenerAttribute

Modify the configurations of a UDP listener.

Describel.oadBalancerUDPListenerAttril

p@aery the configurations of a UDP listener.

HTTP listeners

Createl.oadBalancerHTTPListener

Create an HTTP listener.

Setl.oadBalancerHTTPListenerAttribute

Modify the configurations of an HTTP listener.

Describel.oadBalancerHT TPListenerAttr

iGutery the configurations of an HTTP listener.

HTTPS listeners




API

Description

Createl.oadBalancerHTTPSListener

Create an HTTPS listener.

SetlLoadBalancerHTTPSListenerAttribut

bModify the configurations of an HTTPS listener.

DescribelL oadBalancerHT TPSListenerAltiudey the configurations of an HTTPS listener.

StartlLoadBalancerListener

Start a listener.

Deleteloadbalancerlistener

Delete a listener.

StopLoadBalancerListener

Stop a listener.

Access control

SetlListenerAccessControlStatus

Enable or disable the access control function of a
listener.

DescribelistenerAccessControlAttribute

Query the access control configurations of a listener.

AddListenerWhiteListltem

Configure a whitelist for a listener.

RemovelistenerWhiteListltem

Delete an IP address from the whitelist of a listener.

Forwarding rules

CreateRules Add forwarding rules to an HTTP/HTTPS listener.
DeleteRules Delete forwarding rules.

SetRule Change the target VServer group of a forwarding rule.
DescribeRules Query the forwarding rules associated with a listener.
DescribeRuleAttribute Query the detailed configurations of a forwarding rule.

Domain name extension (Beta)

CreateDomainExtension

Create a domain name extension.

SetDomainExtensionAttribute

Configure an added domain name extension.

DescribeDomainExtensions

Query added domain name extensions.

DeleteDomainExtension

Delete an added domain name extension.

Backend servers

API

Description

Default server group

AddBackendServers Add default servers.
RemoveBackendServers Remove default servers.
SetBackendServers Configure the weights of default servers.




API

Description

DescribeHealthStatus

Perform health check on the default servers of an SLB
instance, and the health status of the default servers is

returned.

VServer group

CreateVVServerGroup

Create a VServer group and add backend servers to
the VServer group.

SetVServerGroupAttribute

Modify the configurations of a VVServer group.

AddVServerGroupBackendServers

Add backend servers to a VServer group.

RemoveVServerGroupBackendServers

Remove backend servers from a VServer group.

ModifyVServerGroupBackendServers

Replace backend servers in a VServer group.

DeleteVServerGroup

Delete a VServer group.

DescribeVServerGroups

Query created VServer groups.

DescribeVServerGroupAttribute

Query the detailed information of a VServer group.

Active/standby server group

CreateMasterSlaveServerGroup

Create an active/standby server group.

DeleteMasterSlaveServerGroup

Delete an active/standby server group.

DescribeMasterSlave ServerGroupAttribl

fAuery the detailed information of an active/standby
server group.

DescribeMasterSlaveServerGroups

Query created active/standby server groups.

Access control

API

Description

CreateAccessControlList

Create an access control list.

DeleteAccessControlList

Delete an access control list.

DescribeAccessControlLists

Query created access control lists.

DescribeAccessControlListAttribute

Query the configurations of an access control list.

SetAccessControlListAttribute

Modify the name of an access control list.

AddAccessControlListEntry

Add an IP entry to the access control list.

RemoveAccessControlListEntry

Delete an IP entry from the access control list.




Tags

API Description

AddTags Add tags to an SLB instance.
DescribeTags Query created tags.

RemoveTags Unbind tags from an SLB instance.

Server certificates

API Description

UploadServerCertificatq Upload a server certificate.

DeleteServerCertificate| Delete a server certificate.

DescribeServerCertificat€uery uploaded server certificates in a region.

SetServerCertificateNafr@onfigure a name for a server certificate.

UploadCACertificate | Upload a CA certificate.

Delete CACertificate Delete a CA certificate.

Describe CACertificates| Query the uploaded CA certificates.

SetCACertificateName | Configure a name for a CA certificate.

Logs

API Description

Access logs

SetAccessLogsDownloadAttribute Add an access log forwarding rule.

DeleteAccessLogsDownloadAttribute | Delete an access log forwarding rule.

DescribeAccessLogsDownloadAttribute | Query access log forwarding rules.

Health check logs

SetlLogsDownloadAttribute Configure the health check log feature.
DescribelogsDownloadAttribute Query the health check log feature.
DeleteLogsDownloadAttribute Delete the health check log feature.
SetlLogsDownloadStatus Enable or disable the health check log feature.
DescribelLogsDownloadStatus Query the status of the health check log feature.

DescribeRealtimelLogs Query health check logs.




Query resource limits

API

Description

Query Quota-
DescribeSIbQuotas

Query the resource limits of Server Load Balancer.




3 Call SLB APIs

Calling an SLB APl is to send an HTTP GET request to the endpoint of SLB. You must add
required parameters in the request. After the APl is called, a response is sent back. The request

and response results are encoded using the UTF-8 character set.
Request Structure
SLB APIs belong to the RPC type. You can call SLB APIs by sending HTTP GET requests.

The request structure is as follows:
htt p: // Endpoi nt/ ?Act i on=xx&Par anet er s

where:

» Endpoi nt : The endpoint of SLB APIs is slb.aliyuncs.com.

» Acti on: The action to perform. For example, call the Descr i beLoadBal ancer s API to query
created SLB instances.

* Ver si on: The version of the API to call. The SLB API version is 05/ 15/ 2014.

+ Par anet er s: Request parameters. Use “&” to separate multiple parameters.

Request parameters consist of common parameters and API specific parameters. Common
parameters include VPI version, credentials and so on. For more information, see Common

parameters.

The following is an example using the Descri beLoadBal ancer s API to query the created SLB

instances:

Note:

To make it easy to read, the API request is displayed in the following format:

https://slb.aliyuncs. coml ?Acti on=Descri beLoadBal ancers
&For mat =xm

&Ver si on=2014- 05- 15

&Si gnat ur e=xxxx%xxx¥aD

&Si gnat ur eMet hod=HVAC- SHAL

&Si gnat ur eNonce=15215528852396

&Si gnat ur eVer si on=1. 0

&AccessKeyl d=key-t est

&Ti meSt anp=2012- 06- 01T12: 00: 00Z



API authorization

For the security of your account, we recommend that you use a RAM user to call APIs. Before
using a RAM user to call an API, you must grant the RAM user the corresponding permission to

call the API by creating an authorization policy and attaching the policy to the RAM user.
For more information, see RAM authentication.
API signature

To ensure the security of your API, you must sign the API request. Alibaba Cloud uses the

signature in the request to verify the identity of the person who calls the API.

SLB uses AccessKey ID and AccessKey Secret for symmetrical encryption to verify the identity of
the requester. AccessKey is an identity credential issued to Alibaba Cloud accounts and the RAM
users (similar to the login password). The AccessKey ID is used to verify the identity of the user,

and the AccessKey Secret is used to encrypt the signature string and is also the key used by the

server to verify the signature string. The AccessKey Secret must be kept strictly confidential.
Add the signature to the API request in the following format:

htt ps://endpoi nt/ ?Si gnat ur eVer si on=1. 0&Si gnat ur eMet hod=HVAC- SHA1&
Si gnat ur e=CT9X0Vt wR86f N\\Bnsc6v8YGO UEYBD&Si gnat ur eNonce=3ee8c1b8- 83d3-
44af - a94f - 4e0ad82f d6¢f

Take the Descri beLoadBal ancer s APl as an example. If the AccessKey ID ist est i d, the

AccessKey Secretis t est secr et , and the original request URL is as follows:

http://slb.aliyuncs. com ?Acti on=Descri beLoadBal ancers
&Ti meSt anp=2016- 02- 23T12: 46: 24Z

&For mat =XM.

&AccessKeyl d=testi d

&Si gnat ur eMet hod=HVAC- SHAL

&Si gnat ur eNonce=3ee8c1b8- 83d3- 44af - a94f - 4e0ad82f d6cf
&Ver si on=2014- 05- 26

&Si gnat ur eVer si on=1. 0

Follow these steps to calculate the signature:
1. Use the request parameters to create a canonicalized query string to sign.

CET&YRF&AccessKeyl d¥B3Dt est i d&Act i on¥BDDescr i beLoadBal ancer s&For mat
¥38DXM_&Si gnhat ur eMet hod¥8DHVAC- SHA1&Si gnat ur eNonce%3D3ee8c1b8- 83d3-
44af - a94f - 4e0ad82f d6cf &Si gnat ur eVer si on%3D1. 0&Ti meSt anp%3D2016- 02-
23T129%253A469253A24Z8&\Ver si on%3D2014- 05- 15

2. Calculate the HMAC value of the string to sign.



Append an ampersand (“&”) to the AccessKey Secret and use the new string as the key to

calculate the HMAC value. In this example, the key is t est secr et &

CT9X0Vt wR86f N\\Bnsc6v8YGJ uE=

3. Add the signature to the request URL.

http://slb.aliyuncs. com ?Acti on=Descri beLoadBal ancers
&Ti meSt anp=2016- 02- 23T12: 46: 24Z

&For mat =XM.

&AccessKeyl d=testid

&Si gnat ur eMet hod=HVAC- SHA1

&Si gnat ur eNonce=3ee8c1b8- 83d3- 44af - a94f - 4e0ad82f d6cf
&Ver si on=2014- 05- 26

&Si gnat ur eVer si on=1. 0

&Si gnat ur e=CT9X0Vt wR86f NWsnsc6v8YGJ uEY3D



4 Common parameters

Common request parameters

Common request parameters are request parameters used by each API.

Table 4-1: Common request parameters

ner Account

Name Type |Require{Description
For mat String [No The format of the response. Valid value:
JSON (default) | XM
Ver si on String | Yes The version of the API in the format of YYYY-MM-DD. Valid
value:
2014- 05- 15
AccessKeyl d |String |Yes The AccessKey ID of the user who calls the API.
Si gnature String | Yes The request signature.
Si gnatureM |String |Yes The algorithm used to create the request signature. Valid
et hod value:
HVAC- SHA1
Ti mest anp String | Yes The time at which the request was signed in the format of
YYYY-MM-DDThh:mm:ssZ.
For example, 2013-01-10T12:00: 00Z.
Si gnatureV |String |Yes The signature version to use. Valid value:
ersi on 1.0
Si gnatureN |[String |Yes A random number for the signature to prevent from network
once attacks.
Different random numbers must be used for different
requests.
ResourceOw |[String [No The account owner of the resource that this request calls.

Example

http://slb.aliyuncs. com ?Acti on=Descri beLoadBal ancers
&Ti meSt anp=2014- 05- 19T10%8A33%BA56Z

&For mat =xmni

&AccessKeyl d=testid
&Act i on=Descri beLoadBal ancer Attri bute
&Si gnat ur eMet hod=Hmac- SHAL

&lLoadBal ancer | d=I oadBal ancer| D

&Si gnat ur eNonce=NwDAxvLU6t FEODVb

&Ver si on=2014- 05- 15
&Si gnat ur eVer si on=1. 0




&Si gnat ur e=Si gnat ur e
Common response parameters

The API response uses unified format. Returning 2XX HTTP status code indicates a successful
call; returning 4xx or 5xx HTTP status code indicates a failed call. When a call succeeds, the
formats of the returned data include XML and JSON. You can specify the format of the returned
data when sending the request. The default format is JSON.

A Request | d is returned no matter the request is successful or not.

« XML format

<? xm version="1.0" encodi ng="utf-8"? >
<! —Fhe root node of the result-->
<Act i on+Response>
< The returned request tag-->
<Request | d>4C467B38- 3910- 447D- 87BC- AC049166F216</ Request | d>
<I Jhe returned result-->
</l nterface name+response>

« JSON format

"Request | d": "4C467B38- 3910- 447D- 87BC- AC049166F216" ,
[ *The returned result*/

}



5 RAM authentication

Before calling SLB APIs using a RAM user, the primary account must grant the RAM user the
corresponding permission by creating an authentication policy. In the authentication policy, an

Alibaba Cloud Resource Name (ARN) is used as the unique identifier of the resource to authorize.
SLB resources

The following table lists the SLB resources that can be authorized and the ARN format.

Resource ARN format

LoadBalancer acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

acs:slb:$regionid:$accountid:loadbalancer/*

acs:slb:*:$accountid:loadbalancer/*

acs:slb:*:*:loadbalancer/*

Certificate acs:slb:$regionid:$accountid:certificate/$servercertificateld

acs:slb:$regionid:$accountid:certificate/*

ACL acs:slb:$regionid:$accountid:acl/*

acs:slb:$regionid:$accountid:acl/$aclid

$regi oni d/ accouti d/ servercertificat el dis the specific resource ID, and * represents

all corresponding resources.
SLB APIs

The following table lists the VPC actions that can be authorized and the ARN format.

API ARN format

Cr eat eLoadBal ancer acs:slb:$regionid:$accountid:loadbalancer/*

Modi f yLoadBal ancer | nt er net [$pscsIb:$regionid:$accountid:loadbalancer/$loadbalancerid

Del et eLoadBal ancer acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid
Set LoadBal ancer St at us acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid
Set LoadBal ancer Nane acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid
Descri beLoadBal ancers acs:slb:$regionid:$accountid:loadbalancer/*

Descri beLoadBal ancer At t ri bjaas:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

Descri beRegi ons acs:slb:*:$accountid:*




API

ARN format

Upl oadServerCertificate

acs:slb:%s:%s:certificate/*

Del eteServerCertificate

acs:slb:%s:%s:certificate/%

Descri beServerCertificate

acs:slb:%s:%s:certificate/%

Set Server Certifi cat eNane

acs:slb:%s:%s:certificate/%

Descri beServerCertificates

acs:slb:%s:%s:certificate/*

Cr eat eLoadBal ancer HTTPLi st

eausts|b:$regionid:$accountid:loadbalancer/$loadbalancerid

Cr eat eLoadBal ancer HTTPSLi s

tasesib: $regionid:$accountid:loadbalancer/$loadbalancerid

acs:slb:%s:%s:certificate/%

Cr eat eLoadBal ancer TCPLi st e

s slb:$regionid:$accountid:loadbalancer/$loadbalancerid

Cr eat eLoadBal ancer UDPLi st e

res:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

Del et el oadbal ancerl i st ener

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

St art LoadBal ancer Li st ener

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

St opLoadBal ancer Li st ener

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

Set LoadBal ancer HTTPLi st ene

st slb e gionid: $accountid:loadbalancer/$loadbalancerid

Set LoadBal ancer HTTPSLi st en

fearct gl iSbegienid:$accountid:loadbalancer/$loadbalancerid

acs:slb:%s:%s:certificate/%

Set LoadBal ancer TCPLi st ener

ddsesIb$regionid: $accountid:loadbalancer/$loadbalancerid

Set LoadBal ancer UDPLi st ener

padsrsb:$regionid:$accountid:loadbalancer/$loadbalancerid

Descri beLoadBal ancer HTTPLI

Ao Aregiobidt$accountid:loadbalancer/$loadbalancerid

Descri beLoadBal ancer HTTPSL

atsestie’$Aegioniduiazcountid:loadbalancer/$loadbalancerid

Descri beLoadBal ancer TCPLi s

t ases|Bibregibnidebaccountid:loadbalancer/$loadbalancerid

Descri beLoadBal ancer UDPLi s

t ansesiBiregibnidebaccountid:loadbalancer/$loadbalancerid

AddBackendSer ver s

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

acs:ecs:$regionid:$accountid:instance/$instanceid

RenoveBackendSer ver s

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

acs:ecs:$regionid:$accountid:instance/$instanceid

Set BackendSer ver s

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

acs:ecs:$regionid:$accountid:instance/$instanceid

Descri beHeal t hSt at us

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid




API

ARN format

Cr eat eVSer ver G oup

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

acs:ecs:$regionid:$accountid:instance/$instanceid

Set VServer G oupAttribute

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

Del et eVSer ver G oup

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

Descri beVServer G oups

acs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

Descri beVServer GroupAttrib

LEas:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

AddVSer ver G oupBackendSer v,

eacs:slb:$regionid:$accountid:loadbalancer/$loadbalancerid

acs:ecs:$regionid:$accountid:instance/$instanceid

RenoveVSer ver G oupBackendS

eaoseslls: $regionid:$accountid:loadbalancer/$loadbalancerid

acs:ecs:$regionid:$accountid:instance/$instanceid

Modi f yVSer ver G oupBackendS

eaoseslls: $regionid:$accountid:loadbalancer/$loadbalancerid

acs:ecs:$regionid:$accountid:instance/$instanceid

Cr eat eAccessControl Li st

acs:slb:$regionid:$accountid:acl/*

Del et eAccessCont rol Li st

acs:slb:$regionid:$accountid:acl/$aclid

Descri beAccessControl Li sts

acs:slb:$regionid:$accountid:acl/$aclid

Descri beAccessCont r ol Li st Atdasisibibeegionid:$accountid:acl/$aclid

Set AccessControl Li stAttrib

Leas:slb:$regionid:$accountid:acl/$aclid

AddAccessControl Li stEntry

acs:slb:$regionid:$accountid:acl/$aclid

RenoveAccessCont r ol Li st Ent

racs:slb:$regionid:$accountid:acl/$aclid




6 Listeners

6.1 StartLoadBalancerListener

Start a listener.
Note the following when calling this API:

+ The API can be called only when the instance status is stopped.
+ After this API is called, the status of the listener changes to starting.

+ If the status of the SLB instance to which the listener belongs is locked, this API cannot be

called.

Request parameters

Name Type Required | Description

Action String | Yes The action to perform. Valid value:
St art LoadBal ancer Li st ener

Regi onl d String | Yes The ID of the region where the SLB instance is located.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc |String |Yes The ID of the Server Load Balancer instance.

erld

Li st ener po |Integer |Yes The front-end port of the listener that is used to receive

rt incoming traffic and distribute the traffic to the backend
servers.

Valid value: 1- 65535

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs.conl ?Acti on=St art LoadBal ancer Li st ener
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =80

&CommonPar anet er s

Response example



« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<St art LoadBal ancer Li st ener Response>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ St art LoadBal ancer Li st ener Response>

+ JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

6.2 StopLoadBalancerListener

Stop a listener.
Note the following when calling this API:

» After the API is successfully called, the listener changes to the stopped status.
+ If the status of the Server Load Balancer instance to which the listener belongs is locked, the

API| cannot be called.

Request parameters

Name Type Required | Description

Action String | Yes The action to perform. Valid value:
St opLoadBal ancer Li st ener

Regi onl d String | Yes The ID of the region where the SLB instance is located.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc |String |Yes The ID of the Server Load Balancer instance.

erld

Li st ener po |Integer |Yes The front-end port of the listener that is used to receive

rt incoming traffic and distribute the traffic to the backend
servers.

Valid value: 1- 65535

Response parameters

Name Type Description

Request | d String The ID of the request.




Examples
Request example

https://slb.aliyuncs. conl ?Acti on=St opLoadBal ancer Li st ener
&lLoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =80

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<St opLoadBal ancer Li st ener Response>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ St opLoadBal ancer Li st ener Response>

« JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

6.3 Deleteloadbalancerlistener

Delete a listener.

Note:

Only the listener in the stopped or running status can be deleted.

Request parameters

Name Type Required| Description

Acti on String Yes The action to perform. Valid value:
Del et el oadbal ancer| i st ener

LoadBal anc | String Yes The ID of the Server Load Balancer instance.
erld You can obtain the region ID by calling the
Descri beRegi ons API.

Li stenerpo |[Integer |Yes The front-end port of the listener that is used to receive
rt incoming traffic and distribute the traffic to the backend
servers.

Valid value: 1- 65535




Response parameters

Name Type Description
Request | d [String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Del et eLoadBal ancer Li st ener
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =80

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eLoadBal ancer Li st ener Response>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Del et eLoadBal ancer Li st ener Response>

e JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"



7 UDPYAT

7.1 CreateLoadBalancerUDPListener

Create a UDP listener.

Note:

The initial status of the newly created listener is stopped. After the listener is created, you must

call the St art LoadBal ancer Li st ener API to start the listener to forward traffic.

Request parameters

eServer Groupl d

Name Type Required| Description

Acti on String Yes The action to perform. Valid value:

Cr eat eLoadBal ancer UDPLi st ener

Regi onl d String Yes The region of the SLB instance.

You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancer | d |String Yes The ID of the SLB instance for which the UDP listener
is created.

Li st ener Port Integer | Yes The frontend port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers.

[1, 65535]
BackendSer Integer | Yes The port opened on the backend server to receive
ver Por t requests. Valid value:
1- 65535
Note:
If the VSer ver Gr oupl d parameter is not specified,
this parameter is required.
VServer G oupl d | String No The ID of the VServer group.
Mast er Sl av String No The ID of the active/standby server group.

Note:
The VSer ver G oupl d parameter and the
Mast er Sl aveSer ver Gr oupl d parameter cannot
be specified at the same time.




Name

Type

Required

Description

Bandwi dt h

Integer

Yes

The peak bandwidth of the listener. Valid value:

+ - 1: The peak bandwidth is not limited.

* [1-5000] : The peak bandwidth of the listener.
The total peak bandwidth for all listeners cannot
exceed the peak bandwidth for the instance.

Descri ption

String

No

Configure the description of the listener.

Schedul er

String

No

The algorithm used to distribute traffic. Valid value:

* wrr (default): Backend servers with higher weights
receive more requests than those with smaller
weights.

* W c: A server with a higher weight will receive
a larger percentage of live connections at any
one time. If the weights are the same, the system
directs network connections to the server with the
fewest established connections.

* rr: Requests are evenly and sequentially
distributed to the backend servers.

+ sch: The consistent hash based on the source
IP address. The same source IP addresses are
scheduled to the same backend server.

* tch: The consistent hash based on the quaternion
(source IP + destination IP + source port +
destination port). The same streams are scheduled
to the same backend server.

* qch: The consistent hash based on the QUIC
Connection ID. The same QUIC Connection IDs
are scheduled to the same backend servers.

-
=] Note:

Only guaranteed-performance instances support sch
,t ch and gch consistent hash.

Acl St at us

String

No

Whether to enable access control.
Valid value: on | of f (default)

Acl Type

String

No

Select an access control method after enabling the
access control function:

* whi t e: Only requests from IP addresses or
CIDR blocks in the selected access control lists
are forwarded. It applies to scenarios where the




Name

Type

Required

Description

application only allows access from some specific
IP addresses.

Enabling whitelist poses some business risks. After
a whitelist is configured, only the IP addresses

in the list can access the listener. If you enable
the whitelist without adding any IP entry in the
corresponding access control list, all requests are
forwarded.

* bl ack: Requests from IP addresses or CIDR
blocks in the selected access control lists are
not forwarded. It applies to scenarios where the
application only denies access from some specific
IP addresses.

If you enable a blacklist without adding any IP
entry in the corresponding access control list, all
requests are forwarded.

This parameter is required when the value of the
Acl St at us parameter is set to on.

Acl | d

String

No

Select an access control list as the whitelist or the
blacklist.

This parameter is required if the value of the

Acl St at us parameter is on.

Heal t hyThr
eshol d

Integer

No

The number of consecutive successes of health check
performed by the same LVS mode server on the same
ECS instance (from failure to success).

Valid value: 2- 10

Unheal t hyT
hreshol d

Integer

No

The number of consecutive failures of health check
performed by the same LVS node server on the same
ECS instance (from success to failure).

Valid value: 2- 10

Heal t hChec
kConnect Ti
nmeout

Integer

No

The amount of time to wait for the response from the
health check. If an ECS instance sends no response
within the specified timeout period, the health check
fails.

Valid value: 1- 300 (seconds)




Name

Type

Required

Description

Note:
If the value of the Heal t hCheckl nt er val
parameter is greater than the value of the
Heal t hCHeckTi meout parameter, the
Heal t hCHeckTi meout parameter is invalid, and
the timeout is set to the value of the Heal t hChec
kl nt er val parameter.

Heal t hChec
kl nt er val

Integer

No

The time interval between two consecutive health
checks.
Valid value: 1- 50 (seconds)

Heal t hCheckReq | String

No

Request string for UDP health check. Only English

letters, digits are allowed. Up to 500 characters can be

entered.

Heal t hCheckExp | String

No

Response string for UDP health check. Only English

letters, digits are allowed. Up to 500 characters can be

entered.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Cr eat eLoadBal ancer UDPLi st ener
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Li st ener Port =443

&BackendSer ver Port =443
&Bandwi dt h=-1
&VSer ver G oupl d=r sp- ci ge6j 5e7p

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eLoadBal ancer UDPLi st ener Response>
<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876 FF7BA984</ Request | d>




</ Cr eat eLoadBal ancer UDPLi st ener Response>

« JSON format

"RequestId": "

CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

7.2 DescribeLoadBalancerUDPListenerAttribute

Query the configurations of a UDP listener.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:

Descri beLoadBal ancer UDPLi st ener Attri bute

Regi onl d String Yes The region of the SLB instance.

You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc String Yes The ID of the SLB instance.

erld

Li stener Port |Integer Yes The frontend port used by the Server Load Balancer

instance.
Valid value: 1- 65535
Response parameters

Name Type Description

Request | d String The ID of the request.

Li st ener Port Integer The frontend port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers.

BackendSer ver Por t Integer The port opened on the backend server to receive
requests.

Bandwi dt h Integer The peak bandwidth of the listener.

St at us String The status of the listener. Valid value:

Starting | running | configuring |
stopping | stopped

Schedul er String The scheduling algorithm.




Name Type Description

+ wr (default): Backend servers with higher weights
receive more requests than those with smaller
weights.

* W c: A server with a higher weight will receive a
larger percentage of live connections at any one
time. When the weight value is the same, a backend
server with a smaller number of connections is more
frequently (and probably) accessed.

* rr:Requests are evenly and sequentially distributed
to the backend servers.

VServer Groupl d String The ID of the VServer group.

Mat er Sl ave String The ID of the active/standby server group.
Server Groupl d

Acl St at us String Whether to enable the access control.

Valid value: on | off (default)

Acl Type String Select an access control method after enabling the

access control function:

* whi t e: Only requests from IP addresses or
CIDR blocks in the selected access control lists
are forwarded. It applies to scenarios where the
application only allows access from some specific IP
addresses.
Enabling whitelist poses some business risks. After
a whitelist is configured, only the IP addresses in the
list can access the listener. If you enable the whitelist
without adding any IP entry in the corresponding
access control list, all requests are forwarded.

* bl ack: Requests from IP addresses or CIDR blocks
in the selected access control lists are not forwarded.
It applies to scenarios where the application only
denies access from some specific IP addresses.
If you enable a blacklist without adding any IP entry
in the corresponding access control list, all requests
are forwarded.

This parameter is required when the value of the
Acl St at us parameter is set to on.




kConnect Por t

Name Type Description

Acl 1d String The ID of the access control list bound to the listener.
This parameter is required when the value of the
Acl St at us parameter is set to on.

Heal t hCheck String Whether to enable health check.

Heal t hyThreshol d Integer The number of consecutive successes of health check
performed by the same LVS mode server on the same
ECS instance (from failure to success).

Unheal t hyThreshol d |[Integer The number of consecutive failures of health check
performed by the same LVS node server on the same
ECS instance (from success to failure).

Heal t hChec Integer The maximum amount of time in seconds to wait for the

kConnect Ti neout response from a health check.

Heal t hCheckl nt erval |Integer The time interval in seconds of health check.

Heal t hChec Integer The port used for health check.

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beLoadBal ancer UDPLi st ene

rAttribute

&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =80
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beLoadBal ancer UDPLi st ener Attri but eResponse>
<Request | d>73B5E961- 8E7B- 4CF9- 9DA9- 1BDC25CC7A47</ Request | d>
<Heal t hCheckHt t pCode></ Heal t hCheckHt t pCode>
<Heal t hCheckType>t cp</ Heal t hCheckType>
<Heal t hyThr eshol d>3</ Heal t hyThr eshol d>
<Schedul er >w r </ Schedul er >
<Unheal t hyThr eshol d>3</ Unheal t hyThr eshol d>
<Bandwi dt h>- 1</ Bandwi dt h>
<Heal t hCheckURI ></ Heal t hCheckURI >
<Heal t hCheck>on</ Heal t hCheck>
<Heal t hCheckConnect Ti meout >5</ Heal t hCheckConnect Ti neout >
<Li st ener Port >80</ Li st ener Port >
<St at us>runni ng</ St at us>
<Heal t hCheckl nt er val >2</ Heal t hCheckl nt er val >
<BackendSer ver Port >80</ BackendSer ver Port >




</ Descri beLoadBal ancer UDPLi st ener Attri but eResponse>

« JSON format

"Request | d": " 73B5E961- 8E7B- 4CF9- 9DA9- 1BDC25CC7A47" ,
"Heal t hCheckHt t pCode": "",

"Heal t hCheckType": "tcp",

"Heal t hyThreshol d": 3,

"Schedul er":"wrr",

"Unheal t hyThr eshol d": 3,

"Bandwi dt h": -1,

"Heal t hCheckURI ":"",

"Heal t hCheck": "on",

"Heal t hCheckConnect Ti neout ": 5,
"Li stener Port": 80,
"Status":"runni ng",

"Heal t hCheckl nterval ": 2,
"BackendServer Port": 80

7.3 SetLoadBalancerUDPListenerAttribute

Modify the configurations of a UDP listener.

Request parameters

Name Type Required| Description

Action String Yes The action to perform. Valid value:
Set LoadBal ancer UDPLi st ener Attri but e

Regi onl d String | Yes The region of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancerld [String |Yes The ID of the SLB instance for which the UDP listener
is created.
Li st ener Por t Integer |Yes The frontend port of the listener that is used to receive

incoming traffic and distribute the traffic to the backend
servers.Valid values:

1- 65535
VServer Groupld [String |No The ID of the VServer group.
Mast er Sl av String [ No The ID of the active/standby server group.
eServer G oupl d
Note:

The VSer ver G oupl d parameter and the
Mast er SI aveSer ver Gr oupl d parameter cannot
be specified at the same time.




Name

Type

Required

Description

Bandwi dt h

Integer

Yes

The peak bandwidth of the listener. Valid values:

+ - 1: The peak bandwidth is not limited.

* [1-5000] : The peak bandwidth of the listener.
The total peak bandwidth for all listeners cannot
exceed the peak bandwidth for the instance.

Schedul er

String

No

The algorithm used to distribute traffic. Valid values:

* wrr: Backend servers with higher weights receive
more requests than those with smaller weights.

* W c: A server with a higher weight will receive
a larger percentage of live connections at any
one time. If the weights are the same, the system
directs network connections to the server with the
fewest established connections.

* rr:Requests are evenly and sequentially
distributed to the backend servers.

* sch: The consistent hash based on the source
IP address. The same source IP addresses are
scheduled to the same backend server.

* tch: The consistent hash based on the quaternion
(source IP + destination IP + source port +
destination port). The same streams are scheduled
to the same backend server.

* qch: The consistent hash based on the QUIC
Connection ID. The same QUIC Connection IDs
are scheduled to the same backend servers.

-
Note:

Only guaranteed-performance instances support sch
,tch and gch consistent hash.

Acl St at us

String

No

Whether to enable access control.

Acl Type

String

No

Select an access control method after enabling the
access control function:

* whi t e: Only requests from IP addresses or
CIDR blocks in the selected access control lists
are forwarded. It applies to scenarios where the
application only allows access from some specific
IP addresses.




Name

Type

Required

Description

Enabling whitelist poses some business risks. After
a whitelist is configured, only the IP addresses

in the list can access the listener. If you enable
the whitelist without adding any IP entry in the
corresponding access control list, all requests are
forwarded.

* bl ack: Requests from IP addresses or CIDR
blocks in the selected access control lists are
not forwarded. It applies to scenarios where the
application only denies access from some specific
IP addresses.

If you enable a blacklist without adding any IP
entry in the corresponding access control list, all
requests are forwarded.

This parameter is required when the value of the
Acl St at us parameter is set to on.

Acl | d

String

No

Select an access control list as the whitelist or the
blacklist.

This parameter is required if the value of the

Acl St at us parameter is on.

Heal t hChec
kConnect Por t

Integer

No

The port used for health check. Valid values:
1- 65535: The port opened on the backend server to
do health check.

Heal t hyThr
eshol d

Integer

No

The number of consecutive successes of health check
performed by the same LVS node server on the same
ECS instance before the ECS instance is declared as

healthy (from failure to success).

Valid values: 2- 10

Unheal t hyT
hr eshol d

Integer

No

The number of consecutive failures of health check
performed by the same LVS node server on the same
ECS instance before the ECS instance is declared as
unhealthy (from success to failure).

Valid values: 2- 10

Heal t hChec
kConnect Ti
nmeout

Integer

No

The amount of time to wait for the response from the
health check. If the backend ECS instance does not




Name Type Required| Description
make correct response in the specified time, the health
check fails.

Valid values: 1- 300 (seconds)
)
=] Note:
If the value of the Heal t hCheckl nt er val
parameter is greater than the value of the
Heal t hCHeckTi neout parameter, the
Heal t hCHeckTi meout parameter is invalid, and
the timeout is set to the value of the Heal t hChec
kl nt er val parameter.

Heal t hChec Integer | No The time interval between two consecutive health

kl nt erval checks.
Valid values: 1- 50 (seconds)

Heal t hCheckReq [String |[No Request string for UDP health check. Only English
letters, digits are allowed. Up to 500 characters can be
entered.

Heal t hCheckExp |[String |[No Response string for UDP listener check. Only English
letters, digits are allowed. Up to 500 characters can be
entered.

VSer ver G oup String [ No Whether to use a VServer group.

Valid value: on| of f
ol
=] Note:
The value of VserverGroup and the value of
MasterSlaveServerGroup cannot be on at the same
time.
Mast er Sl av String [ No Whether to use an active/standby server group.

eServer G oup

Valid values: on| of f

-
=] Note:
The value of VserverGroup and the value of
MasterSlaveServerGroup cannot be on at the same
time.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Set LoadBal ancer UDPLi st ener Attri but e
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =443

&Bandwi dt h=-1

&VSer ver G oupl d=r sp- ci ge6j 5e7p

&CommonPar anet er s

Response example
» XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Set LoadBal ancer UDPLi st ener Attri but eResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876 FF7BA984</ Request | d>
</ Set LoadBal ancer UDPLi st ener Att ri but eResponse>

+ JSON format

"Request|d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"



8 HTTP listener

8.1 CreateLoadBalancerHTTPListener

Create an HTTP listener.

Note:

The status of the newly created listener is stopped. After the listener is created, you must call the

St art LoadBal ancer Li st ener API to start the listener to forward traffic.

Request parameters

Name Type Required| Description

Acti on String Yes The action to perform. Valid value:

Cr eat eLoadBal ancer HTTPLi st ener

Regi onl d String [ Yes The region of the SLB instance.

You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancerl d [String |Yes The ID of the SLB instance for which the HTTP
listener is created.

Li st ener Port Integer |Yes The frontend port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers. Valid values:

1- 65535
BackendSer Integer |Yes The port opened on the backend server to receive
ver Por t requests. Valid values:
1- 6553
Note:
If the VSer ver Gr oupl d parameter is not specified,
this parameter is required.

VServer Groupl d |String |No The ID of the VServer group.

Bandwi dt h Integer |Yes The peak bandwidth of the listener. Valid values:

* - 1: The peak bandwidth is not limited.

* [ 1-5000] : The peak bandwidth of the listener.
The sum of the peak bandwidths of all listeners
cannot surpass the peak bandwidth of the instance.

Acl St at us String [ No Whether to enable access control.




Name

Type

Required

Description

Valid values: on | of f (default)

Acl Type

String

No

Select an access control method after enabling the
access control function:

* whi t e: Only requests from IP addresses or
CIDR blocks in the selected access control lists
are forwarded. It applies to scenarios where the
application only allows access from some specific
IP addresses.

Enabling whitelist poses some business risks. After
a whitelist is configured, only the IP addresses

in the list can access the listener. If you enable
the whitelist without adding any IP entry in the
corresponding access control list, all requests are
forwarded.

* bl ack: Requests from IP addresses or CIDR
blocks in the selected access control lists are
not forwarded. It applies to scenarios where the
application only denies access from some specific
IP addresses.

If you enable a blacklist without adding any IP
entry in the corresponding access control list, all
requests are forwarded.

This parameter is required when the value of the
Acl St at us parameter is set to on.

Acl | d

String

No

Select an access control list as the whitelist or the
blacklist.

This parameter is required if the value of the

Acl St at us parameter is on.

Descri ption

String

No

Configure the description of the listener.

Li st ener Fo
rward

String

No

Whether to enable forwarding from HTTP to HTTPS.
on | off

For war dPor t

Integer

No

The port used for forwarding from HTTP to HTTPS.
Currently only redirecting an HTTP 80 request to
HTTPS 443 is supported.




Name

Type

Required

Description

XFor war dedFor

String

No

Whether to use the XForwardedFor header to obtain
the real IP address of the client. Valid values:
on (default) | off

XFor war ded
For SLBI P

String

No

Whether to use the XForwardedFor_SLBIP header to
obtain the real IP address of the client. Valid values:
on | off (default)

| dl eTi neout

String

No

Specify the idle connection timeout in seconds. The
valid value is 1-60s and the default value is 15s.

If no request is received during the specified timeout
period, Server Load Balancer will temporarily
terminate the connection and restart the connection
when the next request comes.

Request Ti meout

String

No

Specify the request timeout in seconds. The valid
value is 1-180s and the default value is 60s.

If no response is received from the backend server
during the specified timeout period, Server Load
Balancer will stop waiting and send an HTTP 504 error
to the client.

XFor war ded
For SLBID

String

No

Whether to use the XForwardedFor_SLBID header to
obtain the ID of the SLB instance. Valid values:
on | off (default)

XFor war ded
For _proto

String

No

Whether to use the XForwardedFor_proto header to
obtain the protocol used by the listener. Valid values:
on | off (default)

Schedul er

String

No

The algorithm used to distribute traffic. Valid values:

« wr (default): Backend servers with higher weights
receive more requests than those with smaller
weights.

* W c: A server with a higher weight will receive
a larger percentage of live connections at any
one time. If the weights are the same, the system
directs network connections to the server with the
fewest established connections.

* rr: Requests are evenly and sequentially
distributed to the backend servers.

StickySession

String

Yes

Whether to enable session persistence. Valid values:
on | off




Name

Type

Required

Description

StickySess
i onType

String

No

The method used to handle the cookie. Valid values:

¢ insert: Insert the cookie.

Server Load Balancer inserts a cookie to the
first response from the backend server (insert
SERVERID in the HTTP/HTTPS response). The
next request from the client will contain the cookie
and the listener will distribute the request to the
same backend server.

+ server: You can set the cookie name in the
response.
Server Load Balancer will overwrite the original
cookie when it discovers that a new cookie is set.
The next time the client carries the new cookie to
access the Server Load Balancer, the listener will
distribute the request to the previously recorded

backend server.

Note:
When the value of the St i ckySessi on

parameter is set to on, this parameter is required.

Cooki eTi neout

Integer

No

The cookie timeout in seconds. Valid values:
1- 86400

Note:
This parameter is required when the value of the
Sti ckySessi on parameter is on, and the value of
the St i ckySessi onType parameterisi nsert.

Cooki e

String

No

The cookie configured on the backend server.

The cookie must be 1-200 characters in length and
can only contain ASCII characters and numbers. It
cannot contain commas, semicolons or spaces, nor
can it begin with $.

This parameter is required when the value of the

Sti ckySessi on parameter is on and the value of the
Sti ckySessi onType parameter is ser ver.




Name Type Required| Description
Heal t hCheck String | Yes Whether to enable health check. Valid values:
on | off

Heal t hChec String [No The domain name used for health check. Valid values:

kDomai n * $_ip: The private IP of the backend server. When
the $_ip is specified or the health check domain is
not specified, Server Load Balancer uses private
IPs of backend servers as the domain names for
health check.

» donai n: The domain name can be 1-80 characters
in length, and can only contain letters, numbers,
periods, or hyphens (-).

Heal t hCheckURI |String |No The URI used for health check.

Heal t hChec Integer | No The port used for health check. Valid values:

kConnect Port * 1-65535: The port opened on the backend server
to do health check.

Heal t hyThr Integer | No The number of consecutive successes of health check

eshol d performed by the same LVS mode server on the same

ECS instance before the ECS instance is declared as

healthy (from failure to success).

Valid values: 2- 10

Unheal t hyT Integer | No The number of consecutive failures of health check
hreshol d performed by the same LVS node server on the same

ECS instance before the ECS instance is declared as

unhealthy (from success to failure).

Valid values: 2- 10

Heal t hChec Integer |No The amount of time to wait for the response from the
kTi neout health check. If the backend ECS instance does not

make correct response in the specified time, the health
check fails.
Valid values: 1- 300 (seconds)

-

=| Note:

If the value of the Heal t hCheckl nt er val
parameter is greater than the value of the

Heal t hCHeckTi meout parameter, the

Heal t hCHeckTi meout parameter is invalid, and




Name Type Required| Description
the timeout is set to the value of the Heal t hChec
kl nt er val parameter.
Heal t hChec Integer | No The time interval between two consecutive health
kl nt erval checks.
Valid values: 1- 50 (seconds)
Heal t hChec String [No The HTTP status code indicating that the health check
kHt t pCode is normal. Separate multiple HTTP status codes by
commas.
Valid values: http_2xx (Default) | http_3xx
| http_4xx | http_5xx
@&ip String [ No Whether to enable the Gzip compression.
Valid values: on (default) | off

Response parameters

Name Type Description
Request 1 d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Cr eat eLoadBal ancer HTTPLi st ener
&l oadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =80
&BackendSer ver Por t =80
&Bandwi dt h=-1

&Heal t hCheck=on

&Heal t hCheckDomai n=$_i p
&Heal t hCheckURI =/t est/ i ndex. ht nl
&Heal t hCheckConnect Port =8080

&Heal t hyThr eshol d=4
&Unheal t hy Thr eshol d=4
&Heal t hCheckTi meout =3
&Heal t hCheckl nt erval =5

&VSer ver G oupl d=r sp- ci ge6j 5e7p

&CommonPar anet er s

Response example

XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eLoadBal ancer HTTPLi st ener Response>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>



</ Cr eat eLoadBal ancer HTTPLi st ener Response>

« JSON format

"Request|d": " CEF72CEB-54B6- 4AE8- B225- F876FF7BA984"

8.2 SetLoadBalancerHTTPListenerAttribute

Modify the configurations of an HTTP listener.

Request parameters

Name Type Required| Description

Acti on String Yes The action to perform. Valid value:
Set LoadBal ancer HTTPLi st ener Attri bute

Regi onl d String | Yes The region of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancerld [String |Yes The ID of the SLB instance for which the HTTP
listener is created.

Li st ener Por t Integer |Yes The frontend port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers. Valid values:

[1, 65535]

VServer G oup String [No Whether to use the VServer group. Valid values:
on | off

VServer G oupld |String [No The ID of the VServer group.

This parameter must be specified if the value of the
VSer ver G oup parameter is on.

Bandwi dt h Integer |Yes The peak bandwidth of the listener. Valid values:

+ - 1: The peak bandwidth is not limited.

* [1-5000] : The peak bandwidth of the listener.
The sum of the peak bandwidths of all listeners
cannot surpass the peak bandwidth of the instance.

Acl St at us String [No Whether to enable access control.
Valid values: on | of f

Acl Type String [ No Select an access control method after enabling the
access control function:




Name

Type

Required

Description

* whi t e: Only requests from IP addresses or
CIDR blocks in the selected access control lists
are forwarded. It applies to scenarios where the
application only allows access from some specific
IP addresses.

Enabling whitelist poses some business risks. After
a whitelist is configured, only the IP addresses

in the list can access the listener. If you enable

the whitelist without adding any IP entry in the
corresponding access control list, all requests are
forwarded.

* bl ack: Requests from IP addresses or CIDR
blocks in the selected access control lists are
not forwarded. It applies to scenarios where the
application only denies access from some specific
IP addresses.

If you enable a blacklist without adding any IP
entry in the corresponding access control list, all
requests are forwarded.

This parameter is required when the value of the
Acl St at us parameter is set to on.

Acl | d

String

No

Select an access control list as the whitelist or the
blacklist.

This parameter is required if the value of the

Acl St at us parameter is on.

XFor war dedFor

String

No

Whether to use the XForwardedFor header to obtain
the real IP address of the client. Valid values:
on | off

XFor war ded
For SLBI P

String

No

Whether to use the XForwardedFor_SLBIP header to
obtain the real IP address of the client. Valid values:
on | off (default)

XFor war ded
For SLBID

String

No

Whether to use the XForwardedFor_SLBID header to
obtain the ID of the SLB instance. Valid values:
on | off (default)

XFor war ded
For _proto

String

No

Whether to use the XForwardedFor_proto header to
obtain the protocol used by the listener. Valid values:




Name

Type

Required

Description

on | off (default)

Schedul er

String

No

The algorithm used to distribute traffic. Valid values:

* wrr: Backend servers with higher weights receive
more requests than those with smaller weights.

+ W c: A server with a higher weight will receive
a larger percentage of live connections at any
one time. If the weights are the same, the system
directs network connections to the server with the
fewest established connections.

* rr:Requests are evenly and sequentially
distributed to the backend servers.

Sti ckySession

String

Yes

Whether to enable session persistence. Valid values:
on | off

StickySess
i onType

String

No

The method used to handle the cookie. Valid values:

* jnsert: Insert the cookie.

Server Load Balancer inserts a cookie to the
first response from the backend server (insert
SERVERID in the HTTP/HTTPS response). The
next request from the client will contain the cookie
and the listener will distribute the request to the
same backend server.

» server: You can set the cookie name in the
response.
Server Load Balancer will overwrite the original
cookie when it discovers that a new cookie is set.
The next time the client carries the new cookie to
access the Server Load Balancer, the listener will
distribute the request to the previously recorded

backend server.

-

Note:

When the value of the St i ckySessi on

parameter is set to on, this parameter is required.

Cooki eTi meout

Integer

No

The cookie timeout in seconds. Valid values:




Name

Type

Required

Description

[ 1, 86400]

, -
=] Note:

This parameter is required when the value of the
Sti ckySessi on parameter is on, and the value of
the St i ckySessi onType parameterisi nsert.

Cooki e

String

No

The cookie configured on the backend server.

The cookie must be 1-200 characters in length and
can only contain ASCII characters and numbers. It
cannot contain commas, semicolons or spaces, nor
can it begin with $.

This parameter is required when the value of the

Sti ckySessi on parameter is on and the value of the
Sti ckySessi onType parameter is ser ver.

Heal t hCheck

String

Yes

Whether to enable health check. Valid values:
on | off

Heal t hchec
kdonmai n

String

No

The domain name used for health check. Valid values:

* $_ip: The private IP of the backend server. When
$_i p or Heal t hCheckDomai n is not specified,
SLB uses the private IPs of backend servers as the
domain names used by health check.

+ domai n: The domain name can be 1-80 characters
in length, and can only contain letters, numbers,
periods, or hyphens (-).

Heal t hCheck URI

String

No

The URI used for health check.

Heal t hChec
kConnect Por t

Integer

No

The port used for health check. Valid values:

* 1-65535: The port opened on the backend server
to do health check.

Heal t hy Thr
eshol d

Integer

No

The number of consecutive successes of health check
performed by the same LVS mode server on the same
ECS instance before the ECS instance is declared as
healthy (from failure to success).

Valid values: 2- 10

Unheal t hyT
hr eshol d

Integer

No

The number of consecutive failures of health check
performed by the same LVS node server on the same
ECS instance before the ECS instance is declared as
unhealthy (from success to failure).




Name Type Required| Description
Valid values: 2- 10
Heal t hChec Integer | No The amount of time to wait for the response from the
kTi neout health check. If the backend ECS instance does not
make correct response in the specified time, the health
check fails.
Valid values: 1- 300 (seconds)
Note:
If the value of the Heal t hCheckl nt er val
parameter is greater than the value of the
Heal t hCHeckTi neout parameter, the
Heal t hCHeckTi meout parameter is invalid, and
the timeout is set to the value of the Heal t hChec
kl nt er val parameter.
Heal t hChec Integer | No The time interval between two consecutive health
kl nt erval checks.
Valid values: 1- 50 (seconds)
Heal t hChec String [ No The HTTP status code indicating that the health check
kHt t pCode is normal. Separate multiple HTTP status codes by
commas.
Valid values: htt p_2xx | http_3xx | http_4xx
| http_5xx
&ip String [ No Whether to enable the Gzip compression.
Valid values: on | off (default)
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Set LoadBal ancer HTTPLi st ener Attri but e
&lLoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port
&Bandwi dt h=-1

=80

&Heal t hCheck=on
&Heal t hCheckDomai n=$_i p
&Heal t hCheckURI =/t est/i ndex. ht m
&Heal t hCheckConnect Port =8080

&Heal t hyThr es

hol d=4




&Unheal t hy Thr eshol d=4
&Heal t hCheckTi neout =3
&Heal t hCheckl nt er val =5
&VSer ver G oupl d=r sp- ci ge6j 5e7p
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Set LoadBal ancer HTTPLi st ener Att ri but eResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Set LoadBal ancer HTTPLi st ener Attri but eResponse>

e JSON format

"Request | d":

CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

8.3 DescribeLoadBalancerHTTPListenerAttribute

Query the configurations of an HTTP listener.

Request parameters

Name Type Required [ Description
Acti on String Yes The action to perform. Valid value:
Descri beLoadBal ancer HTTPLi st ener Attri bute
Regi onl d String Yes The region of Server Load Balancer instance.
You can obtain the region ID by calling the
Descri beRegi ons API.
LoadBal anc [ String Yes The ID of Server Load Balancer instance.
erld
Li stenerPo |Integer |Yes The frontend port used by the Server Load Balancer
rt instance.
Valid value: 1- 65535
Response parameters
Name Type Description
Request | d String The ID of the request.
Li st ener Port Integer The frontend port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers.




Name Type Description
BackendSer Integer The port opened on the backend server to receive
ver Port requests.
Bandwi dt h Integer The peak bandwidth of the listener.
St at us String The status of the listener. Valid value:
starting | running | configuring | stopping
|
XFor war dedFor String Whether to use the XForwardedFor header to obtain the
real IP address of the client.
XFor war ded String Whether to use the XForwardedFor_SLBIP header to
For SLBI P obtain the real IP address of the client request.
XFor war ded String Whether to use the XForwardedFor_SLBID header to
For _SLBI D obtain the ID of the SLB instance.
XFor war ded String Whether to use the XForwardedFor_proto header to
For _proto obtain the protocol used by the listener.
Schedul er String The algorithm used to distribute traffic.
Sti ckySessi on String Whether to enable session persistence.
StickySess String The method used to process the cookie.
i onType
Cooki eTi neout Integer The timeout of the cookie.
cooki e String The cookie configured on the backend server.
Acl St at us String Whether to enable the access control.
Valid value: on | of f (default)
Acl Type String Select an access control method after enabling the access

control function:

* whi t e: Only requests from IP addresses or CIDR
blocks in the selected access control lists are
forwarded. It applies to scenarios where the application
only allows access from some specific IP addresses.
Enabling whitelist poses some business risks. After
a whitelist is configured, only the IP addresses in the
list can access the listener. If you enable the whitelist
without adding any IP entry in the corresponding

access control list, all requests are forwarded.




Name Type Description
* bl ack: Requests from IP addresses or CIDR blocks in
the selected access control lists are not forwarded. It
applies to scenarios where the application only denies
access from some specific IP addresses.
If you enable a blacklist without adding any IP entry in
the corresponding access control list, all requests are
forwarded.
This parameter is required when the value of the
Acl St at us parameter is set to on.
Acl 1d String The ID of the access control list bound to the listener.
This parameter is required when the value of the
Acl St at us parameter is set to on.
Heal t hCheck String Whether to enable health check.
Heal t hChec String The domain name used for health check.
kDomai n
Heal t hCheckURI | String The URI used for health check.
Heal t hyThr Integer The number of consecutive successes of health check
eshol d performed by the same LVS mode server on the same
ECS instance (from failure to success).
Unheal t hyT Integer The number of consecutive failures of health check
hreshol d performed by the same LVS node server on the same
ECS instance (from success to failure).
Heal t hChec Integer The maximum amount of time in seconds to wait for the
kTi neout response from a health check.
Heal t hChec Integer The time interval between two consecutive health checks.
kl nt erval
Heal t hChec String The HTTP status code indicating that the health check is
kHt t pCode normal.
Heal t hChec Integer The port used for health check.
kConnect Por t
&ip String Whether to enable Gzip compression.
EnableHttp2 String Whether to enable the HTTP/2 feature.
Valid value: on (default)]| off
Rul es List A list of forwarding rules. For more information, see

RulelList.




RuleList

Name Type Description

Rul el d String The ID of the forwarding rule.

Rul eNare String The name of the forwarding
rule.

Domai n String The domain name.

Url String The request URL.

VSer ver G oupl d String The ID of the target VServer
group of the forwarding rule.

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beLoadBal ancer HTTPLi st en

erAttribute

&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Li st ener Por t =80
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Descri beLoadBal ancer HTTPLi st ener Att ri but eResponse>
<Request | d>8D8A6319- FO5A- 4577- B50D- 388B4B30E103</ Request | d>
<Heal t hCheckHt t pCode>ht t p_2xx, htt p_3xx</ Heal t hCheckHt t pCode>

<Cooki eTi meout >1000</ Cooki eTi neout >

<Heal t hCheckTi meout >5</ Heal t hCheckTi neout >
<XFor war dedFor _SLBI D>of f </ XFor war dedFor _SLBI D>
<&i p>on</ &zi p>

<Schedul er >wr r </ Schedul er >

<Heal t hyThr eshol d>3</ Heal t hyThr eshol d>

<Sti ckySessi on>on</ Sti ckySessi on>

<Unheal t hyThr eshol d>3</ Unheal t hyThr eshol d>
<XFor war dedFor _SLBI P>of f </ XFor war dedFor _SLBI P>
<XFor war dedFor _pr ot o>of f </ XFor war dedFor _pr ot 0>
<Bandw dt h>- 1</ Bandw dt h>

<Heal t hCheckURI >/ </ Heal t hCheckURI >

<VSer ver G oupl d>r sp- bplkf a2u3y5yw</ VSer ver G oupl d>
<Heal t hCheck>on</ Heal t hCheck>

<Li st ener Port >8080</ Li st ener Port >

<St at us>r unni ng</ St at us>

<XFor war dedFor >on</ XFor war dedFor >

<Heal t hCheckl nt er val >2</ Heal t hCheckl nt er val >
<Sti ckySessi onType>i nsert </ Sti ckySessi onType>



</ Descri beLoadBal ancer HTTPLi st ener At t ri but eResponse>

« JSON format

"Request | d": "8D8A6319- FO5A- 4577- B50D- 388B4B30E103",
"Heal t hCheckHt t pCode": "http_2xx, http_3xx",

" Cooki eTi neout ": 1000,

"Heal t hCheckTi meout ": 5,

" XFor war dedFor SLBID": "of f",

" &i pII : " On" ,
“Schedul er":"wr",
"Maid": 3,

"StickySession":"on",

"Unheal t hyThreshol d": 3,

" XFor war dedFor SLBI P": "of f",
" XFor war dedFor _proto":"of f",
"Bandwi dt h": -1,

"Heal t hCheckURI ": " /",
"VServer Groupl d": "rsp- bplkfa2u3ys5yw',
"Heal t hCheck": "on",

"Li stener Port": 8080,
"Status":"runni ng",

" XFor war dedFor " : "on",

"Heal t hCheckl nterval ": 2,
"StickySessionType":"insert"



9 TCP listener

9.1 CreateLoadBalancerTCPListener

Create a TCP listener.

Note:
After the listener is created, the listener status is stopped. After the listener is created, call the

St art LoadBal ancer Li st ener API to start the listener to distribute traffic.

Request parameters

Name Type Required| Description

Acti on String Yes The action to perform. Valid value:
Cr eat eLoadBal ancer TCPLi st ener

Regi onl d String Yes The ID of the region where the SLB instance is
located.

You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancer | d |String Yes The ID of the SLB instance for which the UDP listener
is created.
Li st ener Por t Integer |Yes The frontend port of the listener that is used to receive

incoming traffic and distribute the traffic to the backend
servers. Valid value:

[1, 65535]
BackendSer Integer | Yes The port opened on the backend server to receive
ver Por t requests. Valid value:
1- 65535
Note:

If the VSer ver Gr oupl d parameter is not specified,
this parameter is required.

VServer G oupl d |String No The ID of the VServer group.

Mast er Sl av String No The ID of the active/standby server group.
eServer G oupld

Note:




Name

Type

Required

Description

The VSer ver Gr oupl d parameter and the
Mast er SI aveSer ver Gr oupl d parameter cannot
be specified at the same time.

Bandwi dt h

Integer

Yes

The peak bandwidth of the listener. Valid value:

* -1: The peak bandwidth is not limited.

* [ 1-5000]: The peak bandwidth of the listener.
The total peak bandwidth for all listeners cannot
exceed the peak bandwidth for the instance.

Schedul er

String

No

The algorithm used to distribute traffic. Valid value:

* wrr (default): Backend servers with higher weights
receive more requests than those with smaller
weights.

* W c: A server with a higher weight will receive
a larger percentage of live connections at any
one time. If the weights are the same, the system
directs network connections to the server with the
fewest established connections.

* rr:Requests are evenly and sequentially
distributed to the backend servers.

» sch: The consistent hash based on the source
IP address. The same source IP addresses are
scheduled to the same backend server.

* tch: The consistent hash based on the quaternion
(source IP + destination IP + source port +
destination port). The same steams are scheduled
to the same backend server.

Note:
Only guaranteed-performance instances support sch
and t ch consistent hash.

Per si st enc
eTi neout

Integer

No

The timeout value of the session persistence.

Valid value: 0- 3600 (seconds)

The default value is 0. When the default value is used,
the session persistence function is disabled.

Est abl i she
dTi neout

Integer

No

The timeout value of the TCP connection in seconds.
Valid value: 10- 900 (seconds)

Descri ption

String

No

Configure the description of the listener.




Name

Type

Required

Description

Acl St at us

String

No

Whether to enable access control.
Valid value: on | of f (default)

Acl Type

String

No

Select an access control method after enabling the
access control function:

+ whi t e: Only requests from IP addresses or
CIDR blocks in the selected access control lists
are forwarded. It applies to scenarios where the
application only allows access from some specific
IP addresses.

Enabling whitelist poses some business risks. After
a whitelist is configured, only the IP addresses

in the list can access the listener. If you enable
the whitelist without adding any IP entry in the
corresponding access control list, all requests are
forwarded.

* bl ack: Requests from IP addresses or CIDR
blocks in the selected access control lists are
not forwarded. It applies to scenarios where the
application only denies access from some specific
IP addresses.

If you enable a blacklist without adding any IP
entry in the corresponding access control list, all
requests are forwarded.

This parameter is required when the value of the
Acl St at us parameter is set to on.

Acl I d

String

No

Select an access control list as the whitelist or the
blacklist.

This parameter is required when the value of the
Acl St at us parameter is set to on.

Heal t hChec
kType

String

No

Select a health check method.
Valid value:tcp (default) | http

Heal t hChec
kDonmai n

String

No

The domain name used for health check. Valid value:

* $_i p: The private IP of the backend server. When
the $_ip is specified or the health check domain is
not specified, Server Load Balancer uses private




Name

Type

Required

Description

IPs of backend servers as the domain names for
health check.

* donai n: The domain name can be 1-80 characters
in length, and can only contain letters, numbers,
periods, or hyphens.

Note:
This parameter is not required when the TCP health
check method is used.

Heal t hCheck URI

String

No

The URI used for health check.

Note:
This parameter is not required when the TCP health
check method is used.

Heal t hChec
kConnect Por t

Integer

No

The port used for health check. Valid value:

* -520: The backend port that uses the listener
configurations by default.

* 1-65535: The port opened on the backend server
to do health check.

Heal t hyThr
eshol d

Integer

No

The number of consecutive successes of health check
performed by the same LVS mode server on the same
ECS instance (from failure to success).

Valid value: 2- 10

Unheal t hyT
hreshol d

Integer

No

The number of consecutive failures of health check
performed by the same LVS node server on the same
ECS instance (from success to failure).

Valid value: 2- 10

Heal t hChec
kConnect Ti
nmeout

Integer

No

The amount of time to wait for the response from the
health check. If an ECS instance sends no response
within the specified timeout period, the health check
fails.

Valid value: 1- 300 (seconds)

Note:
If the value of the Heal t hCheckl nt er val
parameter is greater than the value of the
Heal t hCHeckTi meout parameter, the
Heal t hCHeckTi meout parameter is invalid, and




Name Type Required| Description

the timeout is set to the value of the Heal t hChec
kl nt er val parameter.

Heal t hChec Integer | No The time interval between two consecutive health
kl nt erval checks.
Valid value: 1- 50 (seconds)

Heal t hChec String No The HTTP status code indicating that the health check
kHt t pCode is normal. Separate multiple HTTP status codes by
commas.

Valid value: htt p_2xx (default) | http_3xx
| http_4xx | http_5xx

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Cr eat eLoadBal ancer TCPLi st ener
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =443

&BackendSer ver Port =443

&Bandwi dt h=-1

&VSer ver G oupl d=r sp- ci ge6j 5e7p

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eLoadBal ancer TCPLi st ener Response>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Cr eat eLoadBal ancer TCPLi st ener Response>

+ JSON format

{
"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"



9.2 DescribeLoadBalancerTCPListenerAttribute

Query the configurations of a TCP listener.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:

Descri beLoadBal ancer TCPLi stener Attri bute

Regi onl d String Yes The region of the SLB instance.

You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc String Yes The ID of the SLB instance.

erld

Li stener Port |Integer Yes The frontend port used by the SLB instance.

Valid value: 1- 65535
Response parameters

Name Type Description

Request | d String The ID of the request.

Li st ener Port Integer The frontend port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers.

BackendSer ver Port Integer The port opened on the backend server to receive
requests.

Bandwi dt h Integer The peak bandwidth of the listener.

St at us String The status of the listener. Valid value:

Starting | running | configuring |
stopping | stopped

Schedul er String The scheduling algorithm.

« wr (default): Backend servers with higher weights
receive more requests than those with smaller
weights.

* W c: A server with a higher weight will receive a
larger percentage of live connections at any one
time. When the weight value is the same, a backend




Name Type Description
server with a smaller number of connections is more
frequently (and probably) accessed.
* rr:Requests are evenly and sequentially distributed
to the backend servers.
VServer Groupl d String The ID of the VServer group.
Mat er Sl ave String The ID of the active/standby server group.
Server Groupl d
Per si st enceTi meout | String Whether the session persistence is enabled. The
session persistence is not enabled when the value is 0.
Est abl i shedTi neout | String The connection timeout.
Heal t hCheckType String The health check method used by the TCP listener.
Heal t hCheck String Whether to enable health check.
Acl St at us String Whether to enable the access control.
Valid value: on | off (default)
Acl Type String Select an access control method after enabling the

access control function:

* whi t e: Only requests from IP addresses or
CIDR blocks in the selected access control lists
are forwarded. It applies to scenarios where the
application only allows access from some specific IP
addresses.
Enabling whitelist poses some business risks. After
a whitelist is configured, only the IP addresses in the
list can access the listener. If you enable the whitelist
without adding any IP entry in the corresponding
access control list, all requests are forwarded.

* bl ack: Requests from IP addresses or CIDR blocks
in the selected access control lists are not forwarded.
It applies to scenarios where the application only
denies access from some specific IP addresses.
If you enable a blacklist without adding any IP entry

in the corresponding access control list, all requests

are forwarded.




Name Type Description
This parameter is required when the value of the
Acl St at us parameter is set to on.

Acl 1d String The ID of the access control list bound to the listener.
This parameter is required when the value of the
Acl St at us parameter is set to on.

Heal t hyThreshol d Integer The number of consecutive successes of health check
performed by the same LVS mode server on the same
ECS instance (from failure to success).

Unheal t hyThreshol d |Integer The number of consecutive failures of health check
performed by the same LVS node server on the same
ECS instance (from success to failure).

Heal t hChec Integer The timeout value.

kConnect Ti neout

Heal t hChec Integer The maximum amount of time in seconds to wait for the

kConnect Ti nmeout response from a health check.

Heal t hCheckl nt erval |Integer The time interval in seconds of health check.

Heal t hCheckDonai n String The domain name used for health check.

Heal t hCheck URI String The URI used for the health check.

Heal t hCheckHt t pCode | String The HTTP status code indicating that the health check is
normal.

SynPr oxy String Whether to enable SynProxy. SynProxy protects SLB
from attacks.
We recommend that you do not adjust this parameter
and use the value set by SLB.
Valid value:
* enabl e: Enable
« di sabl e: Disable

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beLoadBal ancer TCPLi st ene

rAttribute

&lLoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =80
&CommonPar anet er s

Response example




« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beLoadBal ancer TCPLi st ener Attri but eResponse>
<Request | d>73B5E961- 8E7B- 4CF9- 9DA9- 1BDC25CC7A47</ Request | d>
<Heal t hCheckHt t pCode></ Heal t hCheckHt t pCode>
<Per si st enceTi neout >0</ Per si st enceTi neout >
<Heal t hCheckType>t cp</ Heal t hCheckType>
<Heal t hyThr eshol d>3</ Heal t hyThr eshol d>
<Schedul er >wr r </ Schedul er >
<Unheal t hyThr eshol d>3</ Unheal t hyThr eshol d>
<Bandwi dt h>- 1</ Bandwi dt h>
<Heal t hCheckURI ></ Heal t hCheckURI >
<Heal t hCheck>on</ Heal t hCheck>
<Heal t hCheckConnect Ti neout >5</ Heal t hCheckConnect Ti neout >
<Li st ener Port >80</ Li st ener Port >

<St at us>runni ng</ St at us>

<Est abl i shedTi neout >900</ Est abl i shedTi neout >
<Heal t hCheckDomai n></ Heal t hCheckDonai n>
<Heal t hCheckl nt er val >2</ Heal t hCheckl nt er val >
<BackendSer ver Port >80</ BackendSer ver Por t >

</ Descri beLoadBal ancer TCPLi st ener Attri but eResponse>

+ JSON format

"Request | d": " 73B5E961- 8E7B- 4CF9- 9DA9- 1BDC25CC7A47" ,
"Heal t hCheckHt t pCode": " ",
"Per si st enceTi meout " : 0,
"Heal t hCheckType": "tcp",
"Heal t hyThreshol d": 3,
"Schedul er":"wrr",
"Unheal t hyThr eshol d": 3,
"Bandwi dt h": -1,
"Heal t hCheckURI ":"",
"Heal t hCheck": "on",
"Heal t hCheckConnect Ti neout " : 5,
"Li stener Port": 80,
"Status":"runni ng",

"Est abl i shedTi neout ": 900,
"Heal t hCheckDomai n":"",
"Heal t hCheckl nterval ": 2,
"BackendSer ver Port": 80

9.3 SetLoadBalancerTCPListenerAttribute

Modify the configurations of a TCP listener.

Request parameters

Name Type Required| Description
Action String Yes The action to perform. Valid value:

Set LoadBal ancer TCPLi stener Attri bute
Regi onl d String | Yes The region of the SLB instance.




Name

Type

Required

Description

You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancerld

String

Yes

The ID of the SLB instance for which the TCP listener
is created.

Li st ener Port

Integer

Yes

The frontend port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers. Valid values:

1- 65535

VServer G oupl d

String

No

The ID of the VServer group.

Mast er Sl av
eServer Groupl d

String

No

The ID of the active/standby server group.

-
Note:

'IKVSer ver G- oupl d parameter and the
Mast er SI aveSer ver G oupl d parameter cannot
be specified at the same time.

Bandwi dt h

Integer

Yes

The peak bandwidth of the listener. Valid values:

* -1: The peak bandwidth is not limited.

* [1-5000] : The peak bandwidth of the listener.
The total peak bandwidth for all listeners cannot
exceed the peak bandwidth for the instance.

Schedul er

String

No

The algorithm used to distribute traffic. Valid values:

* wrr: Backend servers with higher weights receive
more requests than those with smaller weights.

* W c: A server with a higher weight will receive
a larger percentage of live connections at any
one time. If the weights are the same, the system
directs network connections to the server with the
fewest established connections.

* rr: Requests are evenly and sequentially
distributed to the backend servers.

« sch: The consistent hash based on the source
IP address. The same source IP addresses are
scheduled to the same backend server.

* tch: The consistent hash based on the quaternion
(source IP + destination IP + source port +
destination port). The same steams are scheduled
to the same backend server.




Name

Type

Required

Description

, -
=] Note:

Only guaranteed-performance instances support sch
and t ch consistent hash.

Per si st enc
eTi neout

Integer

No

The timeout value of the session persistence.
Valid values: 0- 3600 (seconds)

Est abl i she
dTi neout

Integer

No

The timeout value in seconds of the TCP connection.
Valid values: 10- 900 (seconds)

Acl St at us

String

No

Whether to enable access control.
Valid values: on | of f

Acl Type

String

No

Select an access control method after enabling the
access control function:

* whi t e: Only requests from IP addresses or
CIDR blocks in the selected access control lists
are forwarded. It applies to scenarios where the
application only allows access from some specific
IP addresses.

Enabling whitelist poses some business risks. After
a whitelist is configured, only the IP addresses

in the list can access the listener. If you enable
the whitelist without adding any IP entry in the
corresponding access control list, all requests are
forwarded.

* bl ack: Requests from IP addresses or CIDR
blocks in the selected access control lists are
not forwarded. It applies to scenarios where the
application only denies access from some specific
IP addresses.

If you enable a blacklist without adding any IP
entry in the corresponding access control list, all
requests are forwarded.

This parameter is required when the value of the
Acl St at us parameter is set to on.

Acl I d

String

No

Select an access control list as the whitelist or the
blacklist.




Name

Type

Required

Description

This parameter is required if the value of the
Acl St at us parameter is on.

Heal t hChec
kType

String

No

Select a health check method.
Valid values:tcp | http

Heal t hChec
kDonmai n

String

No

The domain name used for health check. Valid value:

* $_ip: The private IP of the backend server. When
the $_ip is specified or the health check domain is
not specified, Server Load Balancer uses private
IPs of backend servers as the domain names for
health check.

+ donai n: The domain name can be 1-80 characters
in length, and can only contain letters, numbers,
periods, or hyphens.

Note:
This parameter is not required when the TCP health
check method is used.

Heal t hCheck URI

String

No

The URI used for health check.

Note:
This parameter is not required when the TCP health
check method is used.

Heal t hChec
kConnect Por t

Integer

No

The port used for health check. Valid values:

* 1-65535: The port opened on the backend server
to do health check.

Heal t hyThr
eshol d

Integer

No

The number of consecutive successes of health check
performed by the same LVS node server on the same
ECS instance before the ECS instance is declared as

healthy (from failure to success).

Valid values: 2- 10

Unheal t hyT
hreshol d

Integer

No

The number of consecutive failures of health check
performed by the same LVS node server on the same
ECS instance before the ECS instance is declared as
unhealthy (from success to failure).

Valid values: 2- 10




Name Type Required| Description
Heal t hChec Integer |No The amount of time to wait for the response from the
kConnect Ti health check. If the backend ECS instance does not
meout make correct response in the specified time, the health
check fails.
Valid values: 1- 300 (seconds)
Note:
If the value of the Heal t hCheckl nt er val
parameter is greater than the value of the
Heal t hCHeckTi meout parameter, the
Heal t hCHeckTi meout parameter is invalid, and
the timeout is set to the value of the Heal t hChec
kl nt er val parameter.
Heal t hChec Integer | No The time interval between two consecutive health
kl nt erval checks.
Valid values: 1- 50 ( seconds)
Heal t hChec String [No The HTTP status code indicating that the health check
kHt t pCode is normal. Separate multiple HTTP status codes by
commas.
Valid values: htt p_2xx | http_3xx | http_4xx
| http_5xx
SynPr oxy String [ No Whether to enable SynProxy. SynProxy protects SLB
from attacks.
We recommend that you do not adjust this parameter
and use the value set by SLB.
VServer G oup String [ No Whether to use a VServer group.
Valid values: on | of f
Note:
The value of VserverGroup and the value of
MasterSlaveServerGroup cannot be on at the same
time.
Per si st enc Integer | No The timeout value of the session persistence.

eTi neout

Valid values: 0- 3600 (seconds)

Mast er S| av

eServer Groupld

Whether to use an active/standby server group.
Valid values: on | of f

Note:




Name Type Required| Description

The value of VserverGroup and the value of
MasterSlaveServerGroup cannot be on at the same

time.
Response parameters
Name Type Description
Request | d String The ID of the request.

Examples
Request example

https://slb.aliyuncs. conl ?Acti on=Set LoadBal ancer TCPLi stener Attri bute
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Por t =443

&Bandwi dt h=-1

&VSer ver G oupl d=r sp- ci ge6j 5e7p

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Set LoadBal ancer TCPLi st ener Attri but eResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Set LoadBal ancer TCPLi st ener Attri but eResponse>

» JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"



10 Server Load Balancer instance

10.1 DeleteLoadBalancer

Delete an SLB instance.

Note:

The configurations such as listeners or tags are also deleted after the instance is deleted.

Request parameters

Name Type [Required|Description

Action String | Yes The action to perform. Valid value:
Del et eLoadBal ancer

Regi onl d String | Yes The region of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc String |[Yes The ID of the SLB instance.
erld

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Del et eLoadBal ancer
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Regi onl d=ap- sout heast - 1

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eLoadBal ancer Response>
<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876 FF7BA984</ Request | d>



</ Del et eLoadBal ancer Response>

« JSON format

"Request|d": " CEF72CEB-54B6- 4AE8- B225- F876FF7BA984"

10.2 SetLoadBalancerStatus

Set the status of an SLB instance.

Request parameters

Name Type Required [Description

Acti on String Yes The action to perform. Valid value:
Set LoadBal ancer St at us

Regi onl d String Yes The ID of the region where the SLB instance is
located.

You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc String Yes The ID of the Server Load Balancer instance.
erld

LoadBal anc String Yes The status of the SLB instance. Valid value:
er St at us

* active (default)

You can set the status to act i ve when you want
an active SLB instance to restart distributing

traffic.

By default, the SLB instance status is acti ve.

e inactive

If you set the status of an SLB instance to
i nacti ve, the listeners in the instance cannot

distribute traffic any more.

-

= | Note:
The instance status changes to i nact i ve if all the
listeners of the instance are deleted.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conf ?Acti on=Set LoadBal ancer St at us
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&L oadBal ancer St at us=acti ve

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Set LoadBal ancer St at usResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Set LoadBal ancer St at usResponse>

e JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

10.3 SetLoadBalancerName

Modify the name of an SLB instance.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Set LoadBal ancer Nane

Regi onl d String No The region of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancerl d |String Yes The ID of the SLB instance.
LoadBal anc String Yes The name of the SLB instance.
er Name The name can contain from 2 to 128

characters including a-z, A-Z, 0-9, periods,
underlines, and hyphens, and must start with
an English letter.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Set LoadBal ancer Nane
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&L oadBal ancer Nane=abc

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Set LoadBal ancer NaneResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Set LoadBal ancer NaneResponse>

e JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

10.4 DescribelLoadBalancers

Query created SLB instances.

Request parameters

Name Type Required| Description

Acti on String Yes The action to perform. Valid value:
Descri beLoadBal ancers

Regi onl d String Yes The region of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc String No The ID of the SLB instance.
erld Multi-valued query is supported. You can input up to 10
IDs and separate them by commas.

LoadBal anc String No The name of the SLB instance.
er Name Multi-valued query is supported. You can input up to 10
IDs and separate them by commas.




Name Type Required| Description
Addr essType [String No The network type of the SLB instance. Valid value:
intranet | internet
Net wor kType | String No The network type of the intranet SLB instance. Valid
value:
* vpc: An SLB instance of the VPC network.
» cl assi c: An SLB instance of the classic network.
Vpcld String No The ID of the VPC where the intranet SLB instance is
created.
VSwi t chl d String No The ID of the VSwitch to which the intranet SLB
instance belongs.
Addr ess String No The IP address of the SLB instance.
Serverlintr Integer No The intranet address of the added backend server (ECS
anet Addr ess instance).
Multi-valued query is supported. You can separate
values by commas.
I nt er net Ch String No The payment method of the Internet SLB instance. Valid
argeType value: paybybandwi dt h or paybytraffic
Serverld String No The ID of the added backend server (ECS instance).
Mast er Zonel d | String No The ID of the primary zone of the SLB instance.
Sl aveZonel d | String No The ID of the backup zone of the SLB instance.
Tags String No The tags bound to the SLB instance.
You can specify up to 10 tags.
Table 10-1: Tag
Name Type Required Description
TagKey String No The key of the tag.
Note:
This parameter is required if the Tags parameter is
specified.
TagVal ue String No The value of the tag key. It cannot begin with aliyun.
Note:




Name

Type Required Description

This parameter is required if the Tags parameter is

specified.
Response parameters
Name Type Description
Request | d String The ID of the request.
LoadBal ancers List The list of queried SLB instances.
Table 10-2: LoadBalancer
Name Type Description
LoadBal ancer | d String The ID of the SLB instance.
LoadBal anc String The name of the SLB instance.
er Nane
LoadBal anc String The status of the SLB instance.
erstatus * inactive: When the SLB instance in the inactive status,
the listeners of the instance do not distribute traffic any
more.
« acti ve: After an instance is created, it is in the acti ve
status by default.
* | ocked: The SLB instance is locked.
Addr ess String The IP address of the SLB instance.
Regi onl d String The ID of the region where the SLB instance is located.
Regi onl dAl i as String The name of the SLB instance.
Addr essType String The network type of the SLB instance.
VSwi t chl d String The ID of the VSwitch where the SLB instance is created.
Vpcl d String The ID of the VPC where the SLB instance is created.
Net wor kType String The network type of the intranet SLB instance.
» vpc: The SLB instance of the VPC network
+ cl assi c: The SLB instance of the classic network
Creat eTi ne String The time when the SLB instance was created.
Mast er Zonel d String The ID of the primary zone.




Name Type Description

Sl aveZonel d String The ID of the backup zone.
I nt er net Ch String The billing method used for the Internet SLB instance. Valid
argeType value:

« paybybandwi dt h: Pay by bandwidth
« paybytraffic: Pay by traffic (default)

Note:
HPayTypeS B E N PrePayrt , R EEH Rit 5,

PayType String The billing method of the SLB instance. Valid value:

+ PayOnDenand: Pay-As-You-Go
* PrePay: Subscription

Resour ceG oupl d | String The ID of the enterprise resource group.

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beLoadBal ancers
&Regi onl d=cn- hangzhou
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beLoadBal ancer sResponse>
<Request | d>365F4154- 92F6- 4AE4- 92F8- 7FF34B540710</ Request | d>
<LoadBal ancer s>
<LoadBal ancer >
<LoadBal ancer | d>139a00604ad- cn- east - hangzhou- 01</ LoadBal ancer | d>
<LoadBal ancer Nane>abc</ LoadBal ancer Nane>
<Addr ess>100. 98. 28. 56</ Addr ess>
<Addr essType>i ntr anet </ Addr essType>
<Regi onl d>cn- east - hangzhou- 01</ Regi onl d>
<VSwi t chl d>vsw 255ecr wg4</ VSwi t chl d>
<Vpcl d>vpc- 25dvzy9f 9</ Vpcl d>
<Net wor kType>vpc</ Net wor kType>
<LoadBal ancer St at us>act i ve</ LoadBal ancer St at us>
<Mast er Zonel d>cn- hangzhou- b</ Mast er Zonel d>
<Sl aveZonel d>cn- hangzhou- d</ S| aveZonel d>
</ LoadBal ancer >
<LoadBal ancer >
<LoadBal ancer | d>282b00102ac- cn- east - hangzhou- 01</ LoadBal ancer | d>
<LoadBal ancer Nane>def </ LoadBal ancer Nane>
<Addr ess>100. 98. 28. 55</ Addr ess>
<Addr essType>i ntr anet </ Addr essType>
<Regi onl d>cn- east - hangzhou- 01</ Regi onl d>



<VSwi t chl d>vsw 255ecr wg5</ VSwi t chl d>
<Vpcl d>vpc- 25dvzy9f 8</ Vpcl d>
<Net wor kType>vpc</ Net wor kType>
<LoadBal ancer St at us>act i ve</ LoadBal ancer St at us>
<Mast er Zonel d>cn- hangzhou- b</ Mast er Zonel d>
<Sl aveZonel d>cn- hangzhou- d</ S| aveZonel d>
</ LoadBal ancer >
</ LoadBal ancer s>
</ Descri beLoadBal ancer sResponse>

« JSON format

{
"Request | d": "365F4154- 92F6- 4AE4- 92F8- 7FF34B540710",

"LoadBal ancers": {
"LoadBal ancer": |

"LoadBal ancerld": "139a00604ad- cn- east - hangzhou- 01",
"LoadBal ancer Nane": "abc",
"Address": "100.98.28.56",
"AddressType": "intranet",

"Regi onl d": "cn-east-hangzhou-01",
"VSwi tchld": "vsw 255ecrwg4”,
"Vpcld": "vpc-25dvzy9of 9",

"Net wor kType": "vpc",

"LoadBal ancer Status ": "active",
"Mast er Zonel d": "cn-hangzhou-b",

" Sl aveZonel d": "cn-hangzhou-d"

"LoadBal ancerld": "282b00102ac-cn-east-hangzhou-01",
"LoadBal ancer Nane": "def",
"Address": "100.98. 28. 55",

"Addr essType": "intranet",

"Regi onl d": "cn-east-hangzhou-01",
"VSwi tchld": "vsw 255ecrwg5",
"Vpcld": "vpc-25dvzy9of 8",

"Net wor kType": "vpc",

"LoadBal ancer Status ": "active",
"Mast er Zonel d": "cn-hangzhou-b",

" Sl aveZonel d": "cn-hangzhou-d"

10.5 DescribeLoadBalancerAttribute

Query the detailed information of an SLB instance.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beLoadBal ancer Attri bute




Name Type Required Description

LoadBal anc | String Yes The ID of the SLB instance.
erld
Regi onl d String No The region of the SLB instance.

You can obtain the region ID by calling the
Descri beRegi ons API.

Response parameters

Name Type Description

Request | d String The ID of the request.

LoadBal ancer 1 d String The ID of Server Load Balancer instance.

Regi onl d String The ID of the region where the SLB instance is
located.

Regi onl dAl i as String The alias of the region where the SLB instance
is located.

LoadBal ancer Nane String The name of the SLB instance.

LoadBal ancer St at us | String The status of the SLB instance.

* inactive: When the SLB instance in the
inactive status, the listeners of the instance
do not distribute traffic any more.

e acti ve: After an instance is created, it is in
the act i ve status by default.

* | ocked: The SLB instance is locked.

Addr ess String The IP address of the SLB instance.

Addr essType String The network type of the SLB instance.

Net wor kType String The network type of the intranet SLB instance.

Vpcld String The ID of the VPC where the intranet SLB
instance is created.

VSwi t chl d String The ID of the VSwitch to which the intranet SLB
instance belongs.

Bandwi dt h Integer BHERIT RO L MESEHI T T IEE,

Creat eTi ne String The time when the SLB instance is created.

Li stenerPorts List The list of frontend ports configured in the SLB

instance.




Name

Type

Description

Li st ener Po List The list of frontend ports and protocols

rt sAndPr ot ocol configured in the SLB instance.

BackendSer vers List The list of backend servers added to the SLB
instance.

Mast er Zonel d String The primary zone ID of the SLB instance.

Sl aveZonel d String The backup zone ID of the SLB instance.

LoadBal ancer Spec String The performance specification of the SLB
instance.
If this value is empty, the instance is a shared-
performance instance.

EndTi neSt anp String The end time stamp of the SLB instance.

I nt er net Char geType |String The Internet billing type.

PayType String The instance payment type.

Resour ceG oupl d String The ID of the resource group.

Table 10-3: ListenerPortsAndProtocol

Name Type Description

Li st ener Por t Integer The front-end port of the
listener that is used to receive
incoming traffic and distribute
the traffic to the backend
servers.

Li st ener Pr ot ocol String The frontend protocol used by
the SLB instance.

i stener Forward String Whether to enable listener
forwarding.

f or war dPor t Integer The destination listening port.
It must be an existing HTTPS
listening port.

Table 10-4: BackendServer
Name Type Description
Serverld String The ID of the backend server (

ECS instance).




Name Type Description
Wei ght Integer The weight of the backend
server
Type String The type of the backend server
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beLoadBal ancerAttri bute
&lLoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri belLoadBal ancer Attri but eResponse>
<Request | d>365F4154- 92F6- 4AE4- 92F8- 7TFF34B540710</ Request | d>
<LoadBal ancer | d>139a00604ad- cn- east - hangzhou- 01</ LoadBal ancer | d>
<Regi onl d>cn- east - hangzhou- 01</ Regi onl d>
<LoadBal ancer Nane>abc</ LoadBal ancer Nanme>
<LoadBal ancer St at us>act i ve</ LoadBal ancer St at us>
<Addr ess>42. 250. 6. 36</ Addr ess>
<Addr essType>i nt er net </ Addr essType>
<I nt er net Char geType>paybybandwi dt h</ | nt er net Char geType>
<Bandwi dt h>5</ Bandwi dt h>
<Creat eTi me>2014- 01- 01 00: 00: 00</ Cr eat eTi ne>
<Li st ener Port s>
<Li st ener Port >80</ Li st ener Port >
<Li st ener Port >443</ Li st ener Port >
</ Li st ener Port s>
<BackendSer ver s>
<BackendSer ver >
<Server| d>vm 233</ Server | d>
<Wei ght >100</ Wi ght >
</ BackendSer ver >
<BackendSer ver >
<Server | d>vm 234</ Server | d>
<Wéi ght >90</ Wi ght >
</ BackendSer ver >
</ BackendSer ver s>
<Mast er Zonel d>cn- hangzhou- b</ Mast er Zonel d>
<Sl aveZonel d>cn- hangzhou- d</ Sl aveZonel d>
</ Descri beLoadBal ancer Attri but eResponse>

« JSON format

"Request | d": "365F4154- 92F6- 4AE4- 92F8- 7FF34B540710",
"LoadBal ancer | d": "139a00604ad-cn-east - hangzhou-01",
"Regi onld": "cn-east-hangzhou-01",

"LoadBal ancer Nane": "abc",



"LoadBal ancer St at us "

" Addr essType":

"Createtine":

80,
443
]
}

: "active",
"Address": "42.250.6. 36",

“internet",
"I nt er net Char geType":
"Bandwi dth": "5",
"2014-01-01 00: 00: 00 ",
"Li stenerPorts": {
"Li stenerport ":[

i3ackendServers": {

"BackendServer": [

"paybybandwi dt h",

"Serverld": "vm 233",
"Wei ght": 100
}5
{
"Serverld": "vm 234",
"Wei ght": 90
}
]
I
"Mast er Zonel d": "cn-hangzhou-b",

"S|l aveZonel d":

}

10.6 Describeregio

Query regions.

Request parameters

"cn- hangzhou- d"

ns

Name Type Required |Description
Action String Yes The action to perform. Valid value:
Descri beRegi ons
Accept Lang | String No Supported languages. Valid values:
vage - Chinese: zh-CN
» English: en-US
+ Japanese: ja
Response parameters
Name Type Description
Request | d String The ID of the request.
Regi onEndpoi nt String The endpoint address of the region.
Regi ons List A list of regions.




Table 10-5: Region

Name Type Description

Regi onl d String The ID of the region.

Local Nane String The name of the region.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beRegi ons
&CommonPar anet er s

Response example

« XML format

& t;? xm version="1.0" encodi ng="UTF-8" ? >
<Request | d>6C165435- 22D9- 475F- B722- 123B49274B45</ Request | d>
<Regi ons>
<Regi on>
<Regi onl d>ap- sout heast - 1</ Regi onl d>
<Regi onEndpoi nt >sl b. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>Si ngapor e</ Local Nane>
</ Regi on>
<Regi on>
<Regi onl d>eu- central - 1</ Regi onl d>
<Regi onEndpoi nt >sl b. eu-central - 1. al i yuncs. conk/ Regi onEndpoi nt >
<Local Name>Cer many ( Frankfurt)</Local Nane>
</ Regi on>
<Regi on>
<Regi onl d>ap- sout heast - 5</ Regi onl d>
<Regi onEndpoi nt >sl b. ap- sout heast - 5. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>l ndonesi a (j akarta) </ Local Nanme>
</ Regi on>
<Regi on>
<Regi onl d>cn- gi ngdao</ Regi onl d>
<Regi onEndpoi nt >sl b. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nanme>Chi na (Q ngdao) </ Local Nanme>
</ Regi on>
<Regi on>
<Regi onl d>us- east - 1</ Regi onl d>
<Regi onEndpoi nt >sl b. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nanme>US (Vi rgi ni a) </ Local Nane>
</ Regi on>
<Regi on>
<Regi onl d>ap- sout h- 1</ Regi onl d>
<Regi onEndpoi nt >sl b. ap- sout h- 1. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>| ndi a ( Munbai ) </ Local Nane>
</ Regi on>
<Regi on>
<Regi onl d>cn- bei j i ng</ Regi onl d>
<Regi onEndpoi nt >sl b. al i yuncs. conx/ Regi onEndpoi nt >
<Local Name>Chi na (Beiji ng)</Local Nane>
</ Regi on>
<Regi on>



<Regi onl d>cn- shanghai </ Regi onl d>
<Regi onEndpoi nt >sl b. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>Chi na (Beijing)</Local Name>
</ Regi on>
<Regi on>
<Regi onl d>cn- shenzhen</ Regi onl d>
<Regi onEndpoi nt >sl b. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>Chi na ( Shenzhen) </ Local Nane>
</ Regi on>
<Regi on>
<Regi onl d>ap- nort heast - 1</ Regi onl d>
<Regi onEndpoi nt >sl b. ap- nort heast - 1. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>Japan (Tokyo) </ Local Nane>
</ Regi on>
<Regi on>
<Regi onl d>cn- huhehaot e</ Regi onl d>
<Regi onEndpoi nt >sl b. cn- huhehaot e. al i yuncs. conk/ Regi onEndpoi nt >
<Local Nane>Chi na (Hohhot) </ Local Nane>
</ Regi on>
<Regi on>
<Regi onl d>ap- sout heast - 2</ Regi onl d>
<Regi onEndpoi nt >sl b. ap- sout heast - 2. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>Austral i a (Sydney) </ Local Nane>
</ Regi on>
<Regi on>
<Regi onl d>cn- hongkong</ Regi onl d>
<Regi onEndpoi nt >sl b. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>Chi na (Hong Kong) </ Local Nane>
</ Regi on>
<Regi on>
<Regi onl d>us- west - 1</ Regi onl d>
<Regi onEndpoi nt >sl b. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>US (Silicon Valley)</Local Name>
</ Regi on>
<Regi on>
<Regi onl d>ne- east - 1</ Regi onl d>
<Regi onEndpoi nt >sl b. me- east - 1. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>UAE ( Dubai ) </ Local Nanme>
</ Regi on>
<Regi on>
<Regi onl d>cn- zhangj i akou</ Regi onl d>
<Regi onEndpoi nt >sl b. cn- zhangj i akou. al i yuncs. conk/ Regi onEndpoi nt >
<Local Nane>Chi na (Zhangj i akou) </ Local Name>
</ Regi on>
<Regi on>
<Regi onl d>cn- hangzhou</ Regi onl d>
<Regi onEndpoi nt >sl b. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>Chi na (Hangzhou) </ Local Nane>
</ Regi on>
<Regi on>
<Regi onl d>ap- sout heast - 3</ Regi onl d>
<Regi onEndpoi nt >sl b. ap- sout heast - 3. al i yuncs. conx/ Regi onEndpoi nt >
<Local Nane>Mal asi a (Kual a Lunpur) </ Local Nanme>
</ Regi on>
</ Regi ons>

JSON format

"Request | d": "C2641B81-6C58-43E8- 91E0- 9CCF1AC3A3EA",
"Regi ons": {
"Region": [



"Regi onl d": "ap-sout heast-1",

"Regi onEndpoi nt": "sl b. aliyuncs. coni,

"Local Nane": " Si ngapore"

"Regionld": "eu-central -1",

"Regi onEndpoi nt": "slb.eu-central -1.aliyuncs. cont,

"Local Nane": "Germany (Frankfurt)"

"Regi oni d": ap-southeast-5 ",
"Regi onEndpoi nt": "sl b. ap- sout heast-5. al i yuncs. com

"Local Nane": "lndonesia (Jakarta)"

"Regi onl d": "cn-gi ngdao",
"Regi onEndpoi nt": "sl b. aliyuncs. coni,
"Local Nane": "Chi na (Q ngdao)"

"Regi onl d": "us-east-1"
"Regi onEndpoi nt": "sl b. aliyuncs. coni,
"Local Nane": "US (Virginia)"

"Regi onl d": "ap-sout heast-1",
"Regi onEndpoi nt": "sl b. ap-sout h-1. al i yuncs. cont,
"Local Nane": "India (Minbai)"

"Regi onld": "cn-beijing"
"Regi onEndpoi nt": "sl b. aliyuncs. coni,
"Local Nane": "China (Beijing)"

"Regi onl d": "cn-shanghai"
"Regi onEndpoi nt": "slb.aliyuncs. cont,
"Local Nane": " Chi na (Shanghai)"

"Regi onl d": "cn-shenzhen",
"Regi onEndpoi nt": "sl b. aliyuncs. coni,
"Local Nane": " Chi na (Shenzhen)"

"Regi onld": "ap-northeast-1",

"Regi onEndpoi nt": "sl b. ap-northeast-1.aliyuncs.com
"Local Nane": "Japan (Tokyo)"

"Regi onl d": "cn-huhehaot e",

"Regi onEndpoi nt": "slb.cn-huhehaot e. al i yuncs. cont',
"Local Nane": "Chi na (Hohhot)"

"Regi onl d": "ap-sout heast - 2"
"Regi onEndpoi nt": "sl b. ap-sout heast-2. al i yuncs. com

"Local Nane": "Australia (Sydney)"



"Regi onl d": "cn-hongkong",
"Regi onEndpoi nt": "sl b. aliyuncs. coni,
"Local Nane": "Chi na (Hong Kong)"

"Regionld": "us-west-1",
"Regi onEndpoi nt": "sl b. aliyuncs. coni,
"Local Nane": "US (Silicon Valley)"

"Regionld": "ne-east-1",
"Regi onendpoi nt": sl b. ne-east-1.aliyuncs.com",
"Local Nane": "UAE (Dubai)"

"Regi onl d": "cn-zhangji akou",
"Regi onEndpoi nt": "sl b.cn-zhangj i akou. al i yuncs. com

"Local Nane": "China (Zhangji akou)"

"Regi onl d": "cn-hangzhou",
"Regi onEndpoi nt": "sl b. aliyuncs. coni,
"Local Nane": " Chi na (Hangzhou)"

"Regi onl d": "ap-sout heast-3",
"Regi onEndpoi nt": "sl b. ap-sout heast - 3. al i yuncs. com

"Local Nane": "Mal aysia (Kuala Lunpur)"”

10.7 DescribeZones

Query available active/standby zones in the specified region.

Request parameters

Name Type [Required| Description
Acti on String | Yes The action to perform. Valid value:
Descri beZones

Regi onl d String | Yes The ID of the region to query.
Response parameters

Name Type Description

Request | d String The ID of the request.

Zones List The list of available zones.




Table 10-6: Zone

Name Type Description

Zonel d String The ID of the active zone.
Local Nane String The name of the active zone.
Sl aveZones List The list of standby zones.
Table 10-7: SlaveZone

Name Type Description

Zonel d String The ID of the standby zone.
Local Nane String The name of the standby zone.

Examples

Request example

https://slb.aliyuncs. conf ?Acti on=Descri beZones
&Regi onl d=cn- bei j i ng
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Descri beZonesResponse>
<Request | d>A48D35FF- 440A- 4BC0- A4A2- A9BF69B7E43A</ Request | d>
<Zones>
<Zone>
<Sl aveZones></ Sl aveZones>
<Zonel d>cn- bei j i ng- b</ Zonel d>
<Local Nanme>Bei j i ng ZoneB</ Local Name>
</ Zone>
</ Zones>
</ Descri beZonesResponse>

+ JSON format

"Request | d": "1FF3COEC- 588C-4872- 8F86- 8D88A652D1E4" ,

"Zones": {
"Zone": |
"Zonel d": "cn-beijing-b",
"Local Nane": "Beijing ZoneB",

" Sl aveZones": {
"Sl aveZone": []
}
}



10.8 ModifyLoadBalancerinstanceSpec

Modify the specification of a guaranteed-performance SLB instance.

Request parameters

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Modi f yLoadBal ancer | nst anceSpec
Regi onl d String Yes The region of the SLB instance.
You can query the region ID by calling the
Descri beRegi ons API.
LoadBal anc String Yes The ID of the SLB instance.
erld
LoadBal anc String Yes The specification of the SLB instance. Valid value:
er Spec + slb.s1.small
+ slb.s2.small
* slb.s2.medium
* slb.s3.small
* slb.s3.medium
+ slb.s3.large
The available specifications vary by region. For more
information, see Guaranteed-performance instances.
Note:
When you change a shared-performance instance
to a guaranteed-performance instance, a brief
disconnection of service may occur for 10 to 30
seconds. We recommend that you perform this
operation when the traffic is low or use GSLB to
schedule the service to other SLB instances first.
Response parameters
Name Type Description
Request | d String The ID of the request.
orderld String T3 B L BIRI T 1D,




Examples
Request example

https://slb.aliyuncs. conl ?Acti on=Modi f yLoadBal ancer | nst anceSpec
&Regi onl d=us- east - 01

&lLoadBal ancer | d=139a00604ad- us- east - 01

&LoadBal ancer Spec=sl b. s2. smal |

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Mbdi f yLoadBal ancer | nst anceSpecResponse>

<Request | d>365F4154- 92F6- 4AE4- 92F8- 7FF34B540710</ Request | d>
</ Modi f yLoadBal ancer | nst anceSpecResponse>

+ JSON format

{
"Request | d": " 365F4154- 92F6- 4AE4- 92F8- 7TFF34B540710",

10.9 CreateLoadBalancer

Create a Server Load Balancer instance.
Note the following when calling this API:

» After the instance is created, charges are generated. For more information, see billing.

+ If you do not specify the instance specification (LoadBal ancer Spec), a shared-performance
instance is created. We recommend that you call the LoadBal ancer Spec API to specify the

instance specification when creating a Server Load Balancer instance.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Cr eat eLoadBal ancer

Regi onl d String Yes The region of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

Mast er Zonel d String No The ID of the primary zone. By default, the SLB cluster
in the primary zone is used to distribute traffic.




Name Type Required Description
You can query the primary zone and backup zones in
a region by calling the Descri beZone API.

Sl aveZonel d String No The ID of the backup zone. The backup zone takes
over the traffic distribution only when the SLB cluster
in the primary zone fails.

You can query the primary zone and backup zones in
a region by calling the Descri beZone API.
LoadBal anc String No The specification of the Server Load Balancer
er Spec instance. Valid value:
* slb.s1.small
* slb.s2.small
* slb.s2.medium
+ slb.s3.small
* slb.s3.medium
+ slb.s3.large
ol
= | Note:
If no value is specified, a shared-performance
instance is created.
The supported specifications vary by region. Currently
guaranteed-performance instances are supported
in the following regions: China (Qingdao), China
(Beijing), China (Hangzhou), China (Shanghai), China
(Shenzhen), China (Zhangjiakou), China (Hohhot),
Singapore and US (Virginia). For more information,
see Guaranteed-performance instance.

LoadBal anc String No The name of the SLB instance.

er Name The name can contain 2 to 128 characters. It must
begin with English letters and can contain numbers,
periods, hyphens, and underlines.

Addr essType String No The network type of the SLB instance. Valid value:

* internet: After an Internet Server Load Balancer
instance is created, the system allocates a public
IP address so that the instance can forward
requests from the Internet.

* intranet: After an intranet Server Load Balancer
instance is created, the system allocates an




Name Type Required Description
intranet IP address so that the instance can only
forward intranet requests.
VSwi t chl d String No The ID of the VSwitch to which the SLB instance
belongs.
Note:
When this parameter is specified, the value of the
Addr essType parameter is automatically set to
i ntranet.
Addr ess String No The IP address of the SLB instance of the VPC
network.
To specify this parameter, you must specify the
VSwi t chl d parameter.
PayType String No The billing method of the SLB instance. Valid value:
+ PayOnDenmand: Pay-As-You-Go
I nt er net Ch String No Billing method of Internet SLB instances. Valid value:
argeType paybyt raf fi c: Pay by traffic
d i ent Token String No A client token used to guarantee the idempotence of
requests.
This value is generated by the client and must be
unique, and cannot exceed 64 ASCII characters.
Resour ceG String No The ID of enterprise resource group.
oupld
Addr essi pp String No The IP version, which can be set to ipv4 or ipv6.
version
Note:
Currently, only zone E and zone F in the China
(Hangzhou) region as well as Zone F and Zone G in
the China (Beijing) region supports creating an ipv6
instance and the instance must be a guaranteed-
performance instance.
Response parameters
Name Type Description
Request | d String The ID of the request.




Name Type Description
LoadBal ancer 1 d String The ID of Server Load Balancer instance.
Addr ess String The IP address of the SLB instance.
Vpcl d String The ID of the VPC to which the SLB instance belongs.
VSwi t chl d String The ID of the VSwitch to which the SLB instance belongs.
Mast er Zonel d String The primary zone of the SLB instance.
Sl aveZonel d String The backup zone of the SLB instance.
LoadBal ancer Nane | String The name of the SLB instance.
LoadBal ancer Spec | String The specification of the SLB instance. If no value is specified
, a shared-performance instance is created.
Mast er Zonel d String The ID of the primary zone.
Sl aveZonel d String The ID of the backup zone.
LoadBal ancer Spec | String The specification of the SLB instance.
addr essl PVer si on | String The IP version.
orderl d: String The order ID of a Subscription instance.
Examples

Request example

https://slb.aliyuncs. conf ?Acti on=Cr eat eLoadBal ancer
&Regi onl d=cn- east - hangzhou- 01

&L oadBal ancer Nane=abc
&Addr essType=i nt er net
&Addr essl PVer si on=i pv4

&l nt er net Char geType=paybytraffic
&<CommonPar anet er s>

Response examples

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eLoadBal ancer Response>
<Request | d>365F4154- 92F6- 4AE4- 92F8- 7TFF34B540710</ Request | d>
<LoadBal ancer | d>139a00604ad- cn- east - hangzhou- 01</ LoadBal ancer | d>
<Addr ess>42. 250. 6. 36</ Addr ess>
<Net wor kType>cl assi c<Net wor kType>
<Mast er Zonel d>cn- hangzhou- b<Mast er Zonel d>
<Sl aveZonel d>cn- hangzhou- d<Sl aveZonel d>
<LoadBal ancer Nane>abc</ LoadBal ancer Nane>




</ Cr eat eLoadBal ancer Response>

JSON format

"Request | d": "365F4154- 92F6- 4AE4- 92F8- 7FF34B540710",
"LoadBal ancer | d": " 139a00604ad- cn- east - hangzhou- 01",
"Address":"42. 250. 6. 36",

"Net wor kType": "cl assi c",

"Mast er Zonel d": " cn- hangzhou- b",

" Sl aveZonel d": " cn- hangzhou- d",

"LoadBal ancer Nane": " abc"

}



11 HTTPS listener

11.1 CreateLoadBalancerHTTPSL.istener

Create an HTTPS listener.

Note:
The status of the newly created listener is stopped. After the listener is created, call the

St art LoadBal ancer Li st ener API to start the listener to distribute traffic.

Request parameters

Name Type Required| Description

Acti on String Yes The action to perform. Valid value:
Cr eat eLoadBal ancer HTTPSLi st ener

Regi onl d String Yes The region of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancer | d |String Yes The ID of the SLB instance for which the UDP listener
is created.

Li st ener Port Integer | Yes The frontend port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers.

[1, 65535]

BackendSer Integer | Yes The port opened on the backend server to receive
ver Por t requests. Valid value:
1- 65535

Note:
If the VSer ver Gr oupl d parameter is not specified,
this parameter is required.

VServer G oupl d | String No The ID of the VServer group to add to the listener.
Server Cert String Yes The ID of the server certificate.

ificateld

CACertific String No The ID of the CA certificate.

ateld If both the CA certificate and the server certificate are

uploaded, mutual authentication is adopted; if only the




Name

Type

Required

Description

server certificate is uploaded, one-way authentication
is adopted.

Bandwi dt h

Interger

Yes

The peak bandwidth of the listener. Valid value:

+ - 1: The peak bandwidth is not limited.

* [1-5000] : The peak bandwidth of the listener.
The total peak bandwidth of all listeners cannot
exceed the peak bandwidth of the instance.

Schedul er

String

No

The algorithm used to distribute traffic. Valid value:

* wrr (default): Backend servers with higher weights
receive more requests than those with smaller
weights.

* W c: A server with a higher weight will receive
a larger percentage of live connections at any
one time. If the weights are the same, the system
directs network connections to the server with the
fewest established connections.

* rr:Requests are evenly and sequentially
distributed to the backend servers.

Sti ckySession

String

Yes

Whether to enable session persistence. Valid value:
on | off

StickySess
i onType

String

No

The method used to handle the cookie. Valid value:

e jnsert: Insert the cookie.

Server Load Balancer adds a session cookie to
the first response from the backend server and
identifies the server which has sent the response
. The next request will contain the cookie and the
listener will distribute the request to the same
backend server.

* server: You can set the cookie name in the
response.
Server Load Balancer will overwrite the original
cookie when it discovers that a new cookie is set.
The next time the client carries the new cookie to

access the Server Load Balancer, the listener will




Name

Type

Required

Description

distribute the request to the previously recorded

backend server.

Note:
When the value of the St i ckySessi on

parameter is set to on, this parameter is required.

Cooki eTi meout

Integer

No

The cookie timeout in seconds. Valid value:
[ 1, 86400]

Note:
This parameter is required when the value of the
Sti ckySessi on parameter is on, and the value of
the St i ckySessi onType parameterisi nsert.

Cooki e

String

No

The cookie configured on the backend server.

The cookie must be 1-200 characters in length and
can only contain ASCII characters and numbers. It
cannot contain commas, semicolons or spaces, nor
can it begin with $.

This parameter is required when the value of

Sti ckySessi onis on, and the value of St i ckySess
i onType is server.

| dl eTi neout

String

No

Specify the idle connection timeout in seconds. The
valid value is 1-60s and the default value is 15s.

If no request is received during the specified timeout
period, Server Load Balancer will temporarily
terminate the connection and restart the connection
when the next request comes.

Request Ti meout

String

No

Specify the request timeout in seconds. The valid
value is 1-180s and the default value is 60s.

If no response is received from the backend server
during the specified timeout period, Server Load
Balancer will stop waiting and send an HTTP 504 error
to the client.

Acl St at us

String

No

Whether to enable access control.
Valid value: on | of f (default)

Acl Type

String

No

Select an access control method after enabling the
access control function:




Name

Type

Required

Description

* whi t e: Only requests from IP addresses or
CIDR blocks in the selected access control lists
are forwarded. It applies to scenarios where the
application only allows access from some specific
IP addresses.

Enabling whitelist poses some business risks. After
a whitelist is configured, only the IP addresses

in the list can access the listener. If you enable

the whitelist without adding any IP entry in the
corresponding access control list, all requests are
forwarded.

* bl ack: Requests from IP addresses or CIDR
blocks in the selected access control lists are
not forwarded. It applies to scenarios where the
application only denies access from some specific
IP addresses.

If you enable a blacklist without adding any IP
entry in the corresponding access control list, all
requests are forwarded.

This parameter is required when the value of the
Acl St at us parameter is set to on.

Acl | d

String

No

Select an access control list as the whitelist or the
blacklist.

This parameter is required when the value of the
Acl St at us parameter is set to on.

Descri ption

String

No

Configure the description of the listener.

Heal t hCheck

String

Yes

Whether to enable health check. Valid value:
on | off

Heal t hChec
kDonmai n

String

No

The domain name used for health check. Valid value:

* $_i p: The private IP of the backend server. When
the $_ip is specified or the health check domain is
not specified, Server Load Balancer uses private
IPs of backend servers as the domain names for
health check.




Name Type Required| Description
+ donmai n: The domain name can be 1-80 characters
in length, and can only contain letters, numbers,
periods, or hyphens (-).
Heal t hCheckURI | String No The URI used for health check.
Heal t hChec Integer | No The port used for health check. Valid value:
kConnect Por t * 1-65535: The port opened on the backend server
to do health check.
Note:
If this parameter is not specified, the listener
configuration is used by default.
Heal t hyThr Integer | No The number of consecutive successes of health check
eshol d performed by the same LVS mode server on the same
ECS instance (from failure to success).
Valid value: 2- 10
Unheal t hyT Integer | No The number of consecutive failures of health check
hreshol d performed by the same LVS node server on the same
ECS instance (from success to failure).
Valid value: 2- 10
Heal t hChec Integer | No The amount of time to wait for the response from the
kTi meout health check. If an ECS instance sends no response
within the specified timeout period, the health check
fails.
Valid value: 1- 300 (seconds)
Note:
If the value of the Heal t hCheckl nt er val
parameter is greater than the value of the
Heal t hCHeckTi meout parameter, the
Heal t hCHeckTi neout parameter is invalid, and
the timeout is set to the value of the Heal t hChec
kl nt er val parameter.
Heal t hChec Integer | No The time interval between two consecutive health
kl nt erval checks.
Valid value: 1- 50 (seconds)
Heal t hChec String No The HTTP status code indicating that the health check
kHt t pCode is normal. Separate multiple HTTP status codes by

commas.




Name Type Required| Description
Valid value: htt p_2xx (Default) | http_3xx
| http_4xx | http_5xx
&ip String No Whether to enable the Gzip compression.
Valid value: on (default) | off
TLSG pher P String No You can only specify the TLSCipherPolicy parameter
olicy for guaranteed-performance instances. Each security

policy includes the TLS protocol versions that can be
selected by HTTPS and the supporting cipher suites.
The following four security policies are supported
currently. For more information, see Differences along
TLS security policies. Select the policy according to
actual situation.

« tls_cipher_policy_1_0:

— Supported TLS versions: TLSv1.0, TLSv1.1, and
TLSv1.2.

= Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-AES128
-SHA256, ECDHE-RSA-AES256-SHA384,
AES128-GCM-SHA256, AES256-GCM-SHA384
, AES128-SHA256, AES256-SHA256, ECDHE-
RSA-AES128-SHA, ECDHE-RSA-AES256-SHA
, AES128-SHA, AES256-SHA and DES-CBC3-
SHA.

+ tls_cipher_policy_1_1:

— Supported TLS versions: TLSv1.1 and TLSv1.2.
— Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-

AES256-GCM-SHA384, ECDHE-RSA-AES128

-SHA256, ECDHE-RSA-AES256-SHA384,
AES128-GCM-SHA256, AES256-GCM-SHA384
, AES128-SHA256, AES256-SHA256, ECDHE-
RSA-AES128-SHA, ECDHE-RSA-AES256-SHA
, AES128-SHA, AES256-SHA and DES-CBC3-
SHA.

« tls_cipher_policy_1_2

= Supported TLS version: TLSv1.2.

- Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-




Name

Type Required

Description

AES256-GCM-SHA384, ECDHE-RSA-AES128
-SHA256, ECDHE-RSA-AES256-SHA384,
AES128-GCM-SHA256, AES256-GCM-SHA384
, AES128-SHA256, AES256-SHA256, ECDHE-
RSA-AES128-SHA, ECDHE-RSA-AES256-SHA
, AES128-SHA, AES256-SHA and DES-CBC3-
SHA.

tls_cipher_policy_1_2_strict

== Supported TLS version: TLSv1.2.

= Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-AES128
-SHA256, ECDHE-RSA-AES256-SHA384,
ECDHE-RSA-AES128-SHA and ECDHE-RSA-
AES256-SHA.

Enabl eHt t p2

String No

Whether to enable the HTTP/2 feature.

Valid value: on (default)|

of f

Differences along TLS security policies

Table 11-1: Difference description

policy tls_cipher |tls_cipher [tls_cipher |tls_cipher
_policy_1_ |_policy_1_ | _policy_1_ |_policy_1_
0 1 2 2_strict
TLS 1.21.1/1.0 |1.211.1 1.2 1.2
CIPHER ECDHE-RSA-AES128- v v v v
GCM-SHA256
ECDHE-RSA-AES256- v v v v
GCM-SHA384
ECDHE-RSA-AES128- v v v v
SHA256
ECDHE-RSA-AES256- v v v v
SHA384
AES128-GCM-SHA256 v v v
AES256-GCM-SHA384 v v v




policy tls_cipher |tls_cipher |tls_cipher |[tls_cipher
_policy_1_ |_policy_1_ | _policy_1_ |_policy_1_
0 1 2 2_strict
AES128-SHA256 v v v
AES256-SHA256 v v v
ECDHE-RSA-AES128- v v v v
SHA
ECDHE-RSA-AES256- v v v v
SHA
AES128-SHA v v v
AES256-SHA v v v
DES-CBC3-SHA v v v
Response parameters
Name Type Description
Request 1 d String The ID of the request.

Examples
Request example

https://slb.aliyuncs. conl

&Act i on=Cr eat eLoadBal ancer HTTPSLi st ener
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Li st ener Por t =443

&BackendSer ver Port =80

&ServerCertificatel d=1231579085529123 15dbf 6ff 26f 1991415478
2054196746

&Bandwi dt h=-1

&Heal t hCheck=on

&Heal t hCheckDomai n=$_i p

&Heal t hCheckURI =/t est/ i ndex. ht nd

&Heal t hCheckConnect Port =8080

&Heal t hyThr eshol d=4

&Unheal t hy Thr eshol d=4

&Heal t hCheckTi neout =3

&Heal t hCheckl nt er val =5

&VSer ver G oupl d=r sp- ci ge6j 5e7p

&TLSCi pher Pol i cy=tls_ci pher _policy 1 0
&CommonPar anet er s

Response example



« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eLoadBal ancer HTTPSLi st ener Response>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876 FF7BA984</ Request | d>

</ Cr eat eLoadBal ancer HTTPSLi st ener Response>

+ JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

11.2 DescribeLoadBalancerHTTPSListenerAttribute

Query the configurations of an HTTPS listener.

Request parameters

Name Type Required | Description

Action String Yes The action to perform. Valid value:
Descri beLoadBal ancer HTTPSLi st ener Attri but e

Regi onl d String Yes The region of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc | String Yes The ID of the SLB instance.

erld

Li st ener Po Integer Yes The frontend port used by the SLB instance.
rt Valid values: 1- 65535

Response parameters

starting |

running | configuring |

Name Type Description

Request | d String The ID of the request.

Li st ener Port Integer The frontend port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers.

BackendSer Integer The backend port used by the SLB instance.

ver Por t

Bandwi dt h Integer The peak bandwidth of the listener.

St at us String The status of the listener. Valid values:

st oppi ng




Name Type Description

XFor war dedFor String Whether to use the XForwardedFor header to obtain the
real IP address of the client.

XFor war ded String Whether to use the XForwardedFor_SLBIP header to

For SLBI P obtain the real IP address of the client request.

XFor war ded String Whether to use the XForwardedFor_SLBID header to

For _SLBID obtain the ID of the SLB instance.

XFor war ded String Whether to use the XForwardedFor_proto header to

For _proto obtain the protocol used by the listener.

Schedul er String The algorithm used to distribute traffic.

Sti ckySessi on String Whether to enable session persistence.

StickySess String The method used to process the cookie.

i onType

Cooki eTi meout Integer The timeout of the cookie.

Cooki e String The cookie configured on the backend server.

Acl St at us String Whether to enable the access control.
Valid values: on | of f (default)

Acl Type String Select an access control method after enabling the access

control function:

* whi t e: Only requests from IP addresses or CIDR
blocks in the selected access control lists are
forwarded. It applies to scenarios where the application
only allows access from some specific IP addresses.
Enabling whitelist poses some business risks. After a
whitelist is configured, only the IP addresses in the list

can access Server Load Balancer. If you enable the
whitelist without adding any IP entry in the correspond
ing access control list, all requests are forwarded.

* bl ack: Requests from IP addresses or CIDR blocks in
the selected access control lists are not forwarded. It
applies to scenarios where the application only denies
access from some specific IP addresses.

If you enable a blacklist without adding any IP entry in

the corresponding access control list, all requests are

forwarded.




Name Type Description
This parameter is required when the value of the
Acl St at us parameter is set to on.

Acl 1d String The ID of the access control list bound to the listener.
If the value of the Acl St at us parameter is on, this
parameter is required.

Heal t hCheck String Whether to enable health check.

Heal t hChec String The domain name used for health check.

kDomai n

Heal t hCheckURI | String The URL used for health check.

Heal t hyThr Integer The number of consecutive successes of health check

eshol d performed by the same LVS node server on the same
ECS instance before the ECS instance is declared as
healthy (from failure to success).

Unheal t hyT Integer The number of consecutive failures of health check

hreshol d performed by the same LVS node server on the same
ECS instance before the ECS instance is declared as
unhealthy (from success to failure).

Heal t hChec Integer The maximum amount of time in seconds to wait for the

kTi meout response from a health check.

Heal t hChec Integer The time interval between two consecutive health checks.

kl nterval

Heal t hChec String The HTTP status code indicating that the health check is

kHt t pCode normal.

Heal t hChec Integer The port used for health check.

kConnect Port

VServer G oupl d [String The ID of the VServer group.

Server Cert String The ID of the server certificate.

ificateld

CACertificateld|String The ID of the CA certificate.

&ip String Whether to enable Gzip compression.

Rul es List A list of forwarding rules. For more information, see
RulelList.

Domai nExt e String A list of domain name extensions. For more information,

nsi onLi st

see DomainExtensions.




Name Type Description
Enabl eHt t p2 String Whether to enable the HTTP/2 feature.
Valid values: on (default) | off
TLSCi pher Pol i cy | String You can only specify the TLSCipherPolicy parameter for

guaranteed-performance instances. Each security policy
includes the TLS protocol versions that can be selected by
HTTPS and the supporting cipher suites.

The following four security policies are supported
currently. For more information, see Differences along
TLS security policies. Select the policy according to actual
situation.

+ tls_cipher_policy_1_0:

— Supported TLS versions: TLSv1.0, TLSv1.1, and
TLSv1.2.

- Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-AES128-
SHA256, ECDHE-RSA-AES256-SHA384, AES128
-GCM-SHA256, AES256-GCM-SHA384, AES128-
SHA256, AES256-SHA256, ECDHE-RSA-AES128
-SHA, ECDHE-RSA-AES256-SHA, AES128-SHA,
AES256-SHA and DES-CBC3-SHA.

» tls_cipher_policy_1_1:

= Supported TLS versions: TLSv1.1 and TLSv1.2.

- Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-AES128-
SHA256, ECDHE-RSA-AES256-SHA384, AES128
-GCM-SHA256, AES256-GCM-SHA384, AES128-
SHA256, AES256-SHA256, ECDHE-RSA-AES128
-SHA, ECDHE-RSA-AES256-SHA, AES128-SHA,
AES256-SHA and DES-CBC3-SHA.

+ tls_cipher_policy 1 _2

= Supported TLS version: TLSv1.2.

- Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-AES128-
SHA256, ECDHE-RSA-AES256-SHA384, AES128
-GCM-SHA256, AES256-GCM-SHA384, AES128-
SHA256, AES256-SHA256, ECDHE-RSA-AES128




Name

Type

Description

-SHA, ECDHE-RSA-AES256-SHA, AES128-SHA,
AES256-SHA and DES-CBC3-SHA.

+ tls_cipher_policy_1_2_strict

== Supported TLS version: TLSv1.2.

= Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-AES128-
SHA256, ECDHE-RSA-AES256-SHA384, ECDHE-
RSA-AES128-SHA and ECDHE-RSA-AES256-SHA

Differences along TLS security policies

Table 11-2: Difference description

policy tls_cipher |[tls_cipher |[tls_cipher |[tls_cipher
_policy_1_ | _policy_1_ |_policy_1_ |_policy_1_
0 1 2 2_strict
TLS 1.2/1.1/1.0 [1.2/1.1 1.2 1.2
CIPHER ECDHE-RSA-AES128- v v v v
GCM-SHA256
ECDHE-RSA-AES256- v v v v
GCM-SHA384
ECDHE-RSA-AES128- v v v v
SHA256
ECDHE-RSA-AES256- v v v v
SHA384
AES128-GCM-SHA256 v v v
AES256-GCM-SHA384 v v v
AES128-SHA256 v v v
AES256-SHA256 v v v
ECDHE-RSA-AES128- v v v v
SHA
ECDHE-RSA-AES256- v v v v
SHA




policy tls_cipher |tls_cipher |tls_cipher |[tls_cipher
_policy_1_ |_policy_1_ | _policy_1_ |_policy_1_
0 1 2 2_strict
AES128-SHA v v v
AES256-SHA v v v
DES-CBC3-SHA v v v
DomainExtensions

Name Type Description

Domai nExt e String The ID of the domain name extension.

nsi onl d

Domai n String The domain name.

Server Cert String The ID of the certificate corresponding to the domain

ificateld name.

RuleList

Name Type Description

Rul el d String The ID of the forwarding rule.

Rul eName String The name of the forwarding

rule.

Domai n String The domain name.

Ur | String The request URL.

VServer G oupl d String The ID of the target VServer

group of the forwarding rule.

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beLoadBal ancer HTTPSLi st e
nerAttribute

&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
& Li stenerport

= 443

&CommonPar anet er s

Response example




« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beLoadBal ancer HTTPSLi st ener At t ri but eResponse>
<Request | d>11F52428- 64ED- 40F7- 98C2- DBB6DOBBOAD7</ Request | d>
<Heal t hCheckHt t pCode>ht t p_2xx, htt p_3xx</ Heal t hCheckHt t pCode>
<Heal t hCheckTi meout >5</ Heal t hCheckTi neout >
<ServerCertificatel d>1231579085529123 15dbf 6f f 26f 1991415478 _
2054196746</ ServerCertificatel d>
<XFor war dedFor _SLBI D>of f </ XFor war dedFor _SLBI D>
<G&i p>on</ &i p>
<Heal t hyThr eshol d>3</ Heal t hyThr eshol d>
<Schedul er >w r </ Schedul er >
<Sti ckySessi on>of f </ Sti ckySessi on>
<Unheal t hyThr eshol d>3</ Unheal t hyThr eshol d>
<XFor war dedFor _SLBI P>of f </ XFor war dedFor _SLBI P>
<XFor war dedFor _pr ot o>of f </ XFor war dedFor _pr ot 0>
<Bandwi dt h>- 1</ Bandwi dt h>
<Heal t hCheckURI >/ </ Heal t hCheckURI >
<VSer ver G oupl d>r sp- Oxi j u72xwnr 93</ VSer ver G oupl d>
<Heal t hCheck>on</ Heal t hCheck>
<Li st ener Port >443</ Li st ener Port >
<St at us>runni ng</ St at us>
<XFor war dedFor >on</ XFor war dedFor >
<Heal t hCheckDomai n></ Heal t hCheckDomai n>
<Heal t hCheckl nt er val >2</ Heal t hCheckl nt er val >
<BackendSer ver Por t >443</ BackendSer ver Port >
</ Descri beLoadBal ancer HTTPSLi st ener At t ri but eResponse>

« JSON format

"Request | d": " 11F52428- 64ED- 40F7- 98C2- DBB6DOBBOAD7" ,
"Heal t hCheckHt t pCode": "http_2xx, http_3xx",
"Heal t hCheckTi neout ": 5,
"ServerCertificateld":"1231579085529123 15dbf 6ff 26f 1991415478
2054196746",
" XFor war dedFor SLBID": "of f",
"Gzip":"on",
"Heal t hyThreshol d": 3,
"Schedul er":"wrr",
"StickySession":"off",
"Unheal t hyThreshol d": 3,
" XFor war dedFor SLBI P":"of f",
" XFor war dedFor _proto":"of f",
"Bandwi dt h": -1,
"Heal t hCheckURI ": "/ ",
"VServer Groupl d": "rsp-0xiju72xwnr 93",
"Heal t hCheck": "on",
"Li stenerPort": 443,
"Status":"runni ng",
" XFor war dedFor " : "on",
"Heal t hCheckDomai n":"",
"Heal t hCheckl nterval ": 2,
"BackendServer Port": 443



11.3 SetLoadBalancerHTTPSListenerAttribute

Modify the configurations of an HTTPS listener.

Request parameters

Name Type Required| Description

Acti on String Yes The action to perform. Valid value:
Set LoadBal ancer HTTPSLi st ener Attri bute

Regi onl d String [ Yes The region of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancerld [String |Yes The ID of the SLB instance for which the HTTPS
listener is created.

Li st ener Por t Integer |Yes The frontend port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers. Valid value:

1- 65535

VServer G oup String No Whether to use the VServer group. Valid value:
on | off

VServer G oupld |String [No The ID of the VServer group.

This parameter must be specified if the value of the
VSer ver G oup parameter is on.

Server Cert String | Yes The ID of the server certificate.

ificateld

CACertific String [No The ID of the CA certificate.

ateld If both the CA certificate and the server certificate are

uploaded, mutual authentication is adopted; if only the
server certificate is uploaded, one-way authentication
is adopted.

Bandwi dt h Integer |Yes The peak bandwidth of the listener. Valid value:

* - 1: The peak bandwidth is not limited.

+ [1-5000] : The peak bandwidth of the listener.
The total peak bandwidth of all listeners cannot
exceed the peak bandwidth of the instance.

XFor war dedFor String [ No Whether to use the XForwardedFor header to obtain
the real IP address of the client. Valid value:




Name

Type

Required

Description

on | off

Schedul er

String

No

The algorithm used to distribute traffic. Valid value:

* wrr: Backend servers with higher weights receive
more requests than those with smaller weights.

+ W c: A server with a higher weight will receive
a larger percentage of live connections at any
one time. If the weights are the same, the system
directs network connections to the server with the
fewest established connections.

* rr:Requests are evenly and sequentially
distributed to the backend servers.

Sti ckySession

String

Yes

Whether to enable session persistence. Valid value:
on | off

StickySess
i onType

String

No

The method used to handle the cookie. Valid value:

* jnsert: Insert the cookie.

Server Load Balancer inserts a cookie to the
first response from the backend server (insert
SERVERID in the HTTP/HTTPS response). The
next request from the client will contain the cookie
and the listener will distribute the request to the
same backend server.

» server: You can set the cookie name in the
response.
Server Load Balancer will overwrite the original
cookie when it discovers that a new cookie is set.
The next time the client carries the new cookie to
access the Server Load Balancer, the listener will
distribute the request to the previously recorded

backend server.

-

Note:

When the value of the St i ckySessi on

parameter is set to on, this parameter is required.

Cooki eTi meout

Integer

No

The cookie timeout in seconds. Valid value:




Name

Type

Required

Description

1- 86400

, -
=] Note:

This parameter is required when the value of the
Sti ckySessi on parameter is on, and the value of
the St i ckySessi onType parameterisi nsert.

Cooki e

String

No

The cookie configured on the backend server.

The cookie must be 1-200 characters in length and
can only contain ASCII characters and numbers. It
cannot contain commas, semicolons or spaces, nor
can it begin with $.

This parameter is required when the value of the

Sti ckySessi on parameter is on and the value of the
Sti ckySessi onType parameter is ser ver.

Heal t hCheck

String

Yes

Whether to enable health check. Valid value:
on | off

Heal t hChec
kDonmai n

String

No

The domain name used for health check. Valid value:

* $_ip: The private IP of the backend server. When
the $_ip is specified or the health check domain is
not specified, Server Load Balancer uses private
IPs of backend servers as the domain names for
health check.

+ donai n: The domain name can be 1-80 characters
in length, and can only contain letters, numbers,
periods, or hyphens (-).

Heal t hCheck URI

String

No

The URI used for health check.

Heal t hChec
kConnect Por t

Integer

No

The port used for health check. Valid value:

* 1-65535: The port opened on the backend server
to do health check.

Heal t hyThr
eshol d

Integer

No

The number of consecutive successes of health check
performed by the same LVS node server on the same
ECS instance before the ECS instance is declared as

healthy (from failure to success).

Valid value: 2- 10

Unheal t hyT
hreshol d

Integer

No

The number of consecutive failures of health check
performed by the same LVS node server on the same




Name

Type

Required

Description

ECS instance before the ECS instance is declared as
unhealthy (from success to failure).
Valid value: 2- 10

Heal t hChec
kTi meout

Integer

No

The amount of time to wait for the response from the
health check. If the backend ECS instance does not
make correct response in the specified time, the health
check fails.

Valid value: 1- 300 (seconds)

.
=] Note:

If the value of the Heal t hCheckl nt er val
parameter is greater than the value of the

Heal t hCHeckTi meout parameter, the

Heal t hCHeckTi neout parameter is invalid, and
the timeout is set to the value of the Heal t hChec
kl nt er val parameter.

Heal t hChec
kl nt erval

Integer

No

The time interval between two consecutive health
checks.
Valid value: 1- 50 (seconds)

Heal t hChec
kHt t pCode

String

No

The HTTPS status code indicating that the health

check is normal. Separate multiple HTTPS status

codes by commas.

Valid values: http_2xx | http_3xx | http_4xx
| http_5xx

&ip

String

No

Whether to enable the Gzip compression.
Valid values: on | of f (default)

Enabl eHt t p2

String

No

Whether to enable the HTTP/2 feature.
Valid values: on | off

TLSG pher P
olicy

String

No

You can only specify the TLSCipherPolicy parameter
for guaranteed-performance instances. Each security
policy includes the TLS protocol versions that can be
selected by HTTPS and the supporting cipher suites.
The following four security policies are supported
currently. For more information, see Differences along
TLS security policies. Select the policy according to
actual situation.

« tls_cipher_policy_1_0:




Name

Type

Required

Description

— Supported TLS versions: TLSv1.0, TLSv1.1, and
TLSv1.2.

- Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-AES128
-SHA256, ECDHE-RSA-AES256-SHA384,
AES128-GCM-SHA256, AES256-GCM-SHA384
, AES128-SHA256, AES256-SHA256, ECDHE-
RSA-AES128-SHA, ECDHE-RSA-AES256-SHA
, AES128-SHA, AES256-SHA and DES-CBC3-
SHA.

+ tls_cipher_policy_1_1:

— Supported TLS versions: TLSv1.1 and TLSv1.2.
— Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-

AES256-GCM-SHA384, ECDHE-RSA-AES128

-SHA256, ECDHE-RSA-AES256-SHA384,
AES128-GCM-SHA256, AES256-GCM-SHA384
, AES128-SHA256, AES256-SHA256, ECDHE-
RSA-AES128-SHA, ECDHE-RSA-AES256-SHA
, AES128-SHA, AES256-SHA and DES-CBC3-
SHA.

« tls_cipher_policy_1_2

— Supported TLS version: TLSv1.2.

- Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-AES128
-SHA256, ECDHE-RSA-AES256-SHA384,
AES128-GCM-SHA256, AES256-GCM-SHA384
, AES128-SHA256, AES256-SHA256, ECDHE-
RSA-AES128-SHA, ECDHE-RSA-AES256-SHA
, AES128-SHA, AES256-SHA and DES-CBC3-
SHA.

+ tls_cipher_policy_1_2_strict

== Supported TLS version: TLSv1.2.

= Supported encryption algorithm suites: ECDHE
-RSA-AES128-GCM-SHA256, ECDHE-RSA-
AES256-GCM-SHA384, ECDHE-RSA-AES128
-SHA256, ECDHE-RSA-AES256-SHA384,




Name

Type

Required

Description

ECDHE-RSA-AES128-SHA and ECDHE-RSA-

AES256-SHA.
Differences along TLS security policies
Table 11-3: Difference description
policy tls_cipher |tls_cipher [tls_cipher |[tls_cipher
_policy_1_ | _policy_1_ | _policy_1_ |_policy_1_
0 1 2 2_strict

TLS 1.21.1/1.0 ([1.2/11 1.2 1.2

CIPHER ECDHE-RSA-AES128- v v v v
GCM-SHA256
ECDHE-RSA-AES256- v v v v
GCM-SHA384
ECDHE-RSA-AES128- v v v v
SHA256
ECDHE-RSA-AES256- v v v v
SHA384
AES128-GCM-SHA256 v v v
AES256-GCM-SHA384 v v v
AES128-SHA256 v v v
AES256-SHA256 v v v
ECDHE-RSA-AES128- v v v v
SHA
ECDHE-RSA-AES256- v v v v
SHA
AES128-SHA v v v
AES256-SHA v v v
DES-CBC3-SHA v v v




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Set LoadBal ancer HTTPSLi st ener Attri bute
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =443

&BackendSer ver Port =80

&Server Certificatel d=1231579085529123_15dbf 6f f 26f 1991415478 _
2054196746

&Bandwi dt h=-1

&Heal t hCheck=on

&Heal t hCheckDomai n=$_i p

&Heal t hCheckURI =/t est /i ndex. ht m

&Heal t hCheckConnect Port =8080

&Heal t hyThr eshol d=4

&Unheal t hy Thr eshol d=4

&Heal t hCheckTi neout =3

&Heal t hCheckl nt er val =5

&VSer ver G oupl d=r sp- ci ge6j 5e7p

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Set LoadBal ancer HTTPSLi st ener At tri but eResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Set LoadBal ancer HTTPSLi st ener At t ri but eResponse>

« JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"



12 VServer groups

12.1 CreateVServerGroup

Create a VServer group and add backend servers to the VServer group.

Request parameters

Name Parametd Required Description

Acti on String Yes The action to perform. Valid value:
Cr eat eVSer ver G oup

Regi onl d String Yes The region ID of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancer | d |String Yes The ID of the Server Load Balancer instance.

VServer G o String No The name of the VServer group.

upNane

BackendSer vers |List No The list of backend servers added to the VServer
group.
A VServer group can contain up to 20 backend
servers.
If you do not specify this parameter, an empty VServer
group is created.

Table 12-1: BackendServer

Name Parametq¢ Required Description

Serverld String Yes The ID of the ECS instance to add.

Por t Integer |Yes The port used by the backend server.
Valid value: 1- 65535

Wei ght Integer |Yes The weight of the backend server. Valid value: [ 0, 100
1
The default value is 100. If the value is 0, no requests
will be forwarded to the backend server.

Type String Yes The type of the backend server. Valid value:
» ecs: ECS instance (Default)
» eni : Elastic Network Interface (ENI)




Response parameters

Name Type Required
Request | d String The ID of the request.
VServer G o String The ID of the VServer group.
upld
Backendser List The list of backend servers.
vers

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Creat eVSer ver G oup

&Regi onl d=cn- hangzhou

&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&VSer ver G oupNanme=G oupl

&BackendSer ver s=[
{"Serverld":"vm 233","Port":"80","Wight":"100"},
{"Serverld":"vm 232","Port":"90", "Wight":"100"},
{"Serverld":"vm 232" ,"Port":"90", "Wei ght":"100"},

]

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encoding="utf-8"? >
<Cr eat eVSer ver G oupResponse>
<Request | d>9DECI9C28- ABO5- 4DDF- 9A78- 6BOBECICE18C</ Request | d>
<VSer ver G oupl d>r sp- ci ge6j 5e7p</ VSer ver G oupl d>
<BackendSer ver s>
<BackendSer ver >
<Server | d>vm 233</ Ser ver | d>
<Port >80</ Por t >
<Wei ght >100</ Wi ght >
</ BackendSer ver >
<BackendSer ver >
<Server | d>vm 232</ Server | d>
<Por t >90</ Por t >
<Wei ght >100</ Wi ght >
</ BackendSer ver >
<BackendSer ver >
<Server | d>vm 231</ Server | d>
<Port >70</ Por t >
<Wei ght >100</ Wi ght >
</ BackendSer ver >
</ BackendSer ver s>
</ Cr eat eVSer ver G oupResponse>

« JSON format



"Request | d": " 9DECI9C28- ABO5- 4DDF- 9A78- 6BOSBECOCEL18C",

"VServer G oupl d":"rsp-ci ge6j 5e7p",

"BackendServers":{

"BackendServer": [
{"Serverld":"vm 233", "Port":"80","Wight":"100"},
{"Serverld":"vm 232","Port":"90", "Wight":"100"},
{"Serverld":"vm 232","Port":"90", "Wei ght":"100"},
]

}

}

12.2 SetVServerGroupAttribute

Modify the configurations of a VServer group.

Request parameters

Name Parametd Requireq Description

Acti on String Yes The action to perform. Valid value:
Set VServer G oupAttri bute

Regi onl d String Yes The ID of the region where the SLB instance is
located.

You can obtain the region ID by calling the
Descri beRegi ons API.

VSer ver G oupl d | String Yes The ID of the VServer group.

VServer G o String No The name of the VServer group.
upNane
BackendSer vers |String No The list of the backend servers.
List A VServer group can contain 20 backend servers at
most.

Table 12-2: BackendServer

Name Parametel Required | Description
Server | d| String Yes The ID of the ECS instance to add.
Por t Integer Yes The port used by the backend server.

Valid value: 1- 65535

Wei ght Integer Yes The weight of the backend server. Valid value: [ 0, 100]
The default value is 100. If the value is 0, no requests will be
forwarded to the backend server.

Type String Yes The type of the backend server.

+ ecs: ECS instance (Default)




Name Parametel Required | Description

» eni : Elastic Network Interface (ENI)

Response parameters

Name Type Description
Request | d String The ID of the request.
VServer G o String The ID of the VServer group.
upld
VServerG o String The name of the VServer group.
upName
BackendSer List The list of backend servers.
vers

Examples

Request example

https://slb.aliyuncs.conl ?Acti on=Set VServer G oupAttri bute

&Regi onl d=cn- hangzhou

&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&VSer ver G oupNane=G oupl

&BackendSer ver s=[
{"Serverld":"vm 233","Port":"80", "Weight":"100"},
{"Serverld":"vm 232", "Port":"90", "Wei ght":"100"},
{"Serverld":"vm 232","Port":"90", "Weight":"100"},

]

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encoding="utf-8"? >
<Set VSer ver G oupAt t ri but eResponse>
<Request | d>9DECIC28- ABO5- 4DDF- 9A78- 6BOSBECICE18C</ Request | d>
<VSer ver G oupl d>r sp- ci ge6j 5e7p</ VSer ver G oupl d>
<BackendSer ver s>
<BackendSer ver >
<Server | d>vm 233</ Ser ver | d>
<Por t >80</ Por t >
<Wei ght >100</ Wi ght >
</ BackendSer ver >
<BackendSer ver >
<Server | d>vm 232</ Ser ver | d>
<Port >90</ Por t >
<Wei ght >100</ Wi ght >
</ BackendSer ver >
<BackendServer >
<Server | d>vm 231</ Ser ver | d>



<Port >70</ Port >
<Weéi ght >100</ Wi ght >

</ BackendSer ver >
</ BackendSer ver s>
</ Set VSer ver G oupAt t ri but eResponse>

» JSON format

{

"Request | d": " 9DECI9C28- ABO5- 4DDF- 9A78- 6BOSBECOCEL18C",
"VServer G oupl d": "rsp-ci ge6j 5e7p",
"BackendServers":{
"BackendServer": [
{"Serverld":"vm 233", "Port":"80", "Weight":"100"},
{"Serverld":"vm 232","Port":"90", "Wight":"100"},
{"Serverld":"vm 232","Port":"90", "Wight":"100"},

]
}
}

12.3 AddVServerGroupBackendServers

Add backend servers to a VServer group.

Request parameters

Name Parameter{ Required| Description

Action String Yes The action to perform. Valid value:
AddVSer ver G oupBackendSer vers

Regi onl d String Yes The ID of the region where the Server Load Balancer
instance is located.
You can obtain the region ID by calling the
Descri beRegi ons API.

VServer G o String Yes The ID of the VServer group.

upld

Backendser List Yes The list of backend servers to add.

vers A VServer group can contain 20 backend servers at
most.

Table 12-3: BackendServer

Name Parametel Required | Description
Server | d| String Yes The ID of the ECS instance to add.
Por t Integer Yes The port used by the backend server.
Valid value: 1- 65535
Wei ght Integer Yes The weight of the backend server. Valid value: [ 0, 100]




Name Parametel Required | Description

forwarded to the backend server.

The default value is 100. If the value is 0, no requests will be

Type String Yes The type of the backend server.

» ecs: ECS instance (Default)
» eni : Elastic Network Interface (ENI)

Response parameters

Name Type Description

Request | d String The ID of the request.

VServer Groupl d |String The ID of the VServer group.

Backendservers |List The list of backend servers.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=AddVSer ver G oupBackendSer ver s
&Regi onl d=cn- hangzhou
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&VSer ver G oupNanme=G oupl
&BackendSer ver s=[
{"Serverld":"vm 233", "Port":"80","Wight":"100", "Type": "ecs"},
{"Serverld":"vm 232", "Port":"90", "Wei ght":"100", "Type": "ecs"},

]

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="utf-8"? >
<AddVSer ver G- oupBackendSer ver sResponse>
<Request | d>9DECI9C28- ABO5- 4DDF- 9A78- 6BOBECICEL18C</ Request | d>
<VSer ver G oupl d>r sp- ci ge6j 5e7p</ VSer ver G oupl d>
<BackendSer ver s>
<BackendSer ver >
<Server | d>vm 233</ Server | d>
<Por t >80</ Por t >
<Weéi ght >100</ Wi ght >
<Type>ecs</ Type>
</ BackendSer ver >
<BackendSer ver >
<Server | d>vm 232</ Server | d>
<Port >90</ Por t >
<Wei ght >100</ Wi ght >
<Type>ecs</ Type>
</ BackendSer ver >



<BackendSer ver >
<Server | d>vm 231</ Ser ver | d>
<Port >70</ Port >
<Wei ght >100</ Wi ght >
<Type>ecs</ Type>
</ BackendSer ver >
</ BackendSer ver s>
</ AddVSer ver G oupBackendSer ver sResponse>

* JSON format

{
"Request | d": " 9DECI9C28- ABO5- 4DDF- 9A78- 6BOSBECOCEL8C"
"VServer Goupld":"rsp-ci ge6j 5e7p",
"BackendServers":{
"BackendServer": [
{"Serverld":"vm 233","Port":"80", "Weight":"100", " Type": "ecs"},
{"Serverld":"vm 232", "Port":" 90", "Weight":"100", "Type": "ecs"},
]
}
}

12.4 RemoveVServerGroupBackendServers

Remove backend servers from a VServer group.

Note:
If the backend server specified in the BackendSer ver s parameter does not exist in the

specified VServer group, it is ignored and no error is returned.

Request parameters

Name Parameter§ Required Description

Action String Yes The action to perform. Valid value:
RenoveVSer ver G oupBackendSer vers

Regi onl d String Yes The ID of the region where the Server Load Balancer
instance is located.

You can obtain the region ID by calling the

Descri beRegi ons API.

VServer G o String Yes The ID of the VServer group.

upld

Backendser String Yes The list of backend servers.

vers List A VServer group can contain 20 backend servers at

most.




Table 12-4: BackendServer

Name Paramet¢ Required Description
Serverld String Yes The ID of the ECS instance.
Por t Integer |Yes The port used by the backend server.

Valid value: 1- 65535

Type String Yes The type of the backend server. Valid value:

+ ecs: ECS instance (Default)
* eni : Elastic Network Interface (ENI)

Response parameters

Name Type Description

Request 1 d String The ID of the request.

VServer G oupl d |String The ID of the VServer group.

Backendservers |List The list of backend servers.
Samples

Request example

https://slb.aliyuncs. conl ?Acti on=RenoveVSer ver G oupBackendSer vers
&Regi onl d=cn- hangzhou
&l oadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&VSer ver G oupNanme=G oupl
&BackendSer ver s=[
{"Serverld":"vm 233","Port":"80","Wight":"100", " Type": "ecs},
{"Serverld":"vm 232","Port":"90", "Wei ght":"100", " Type": "ecs},
]

&conmon r equest par aneters
IR [E] 7R 451
o XML

<? xm version="1.0" encodi ng="utf-8"? >
<RenoveVSer ver G oupBackendSer ver sResponse>
<Request | d>9DECI9C28- ABO5- 4DDF- 9A78- 6BOBECICE18C</ Request | d>
<VSer ver G oupl d>r sp- ci ge6j 5e7p</ VSer ver G oupl d>
<BackendSer ver s>
<BackendSer ver >
<Server | d>vm 231</ Server| d>
<Port >70</ Port >
<Weéi ght >100</ Wi ght >
<Type>ecs</ Type>
</ BackendSer ver >
</ BackendSer ver s>



</ RenpbveVSer ver G oupBackendSer ver sResponse>

« JSON format

{
"Request | d": " 9DECI9C28- ABO5- 4DDF- 9A78- 6BOSBECOCEL8C"
"VServer G oupl d": "rsp-ci ge6j 5e7p",
"BackendServers":{
"BackendServer": [
{"Serverld":"vm 233","Port":"80","Wight":"100", " Type": "ecs},
{"Serverld":"vm 232", "Port":"90", "Wi ght":"100", "Type": "ecs},
{"Serverld":"vm 231", "Port":" 70", "Wei ght":"100", " Type": "ecs}
]
}
}

12.5 ModifyVServerGroupBackendServers

Replace backend servers in a VServer group.

Request parameters

Name Parameter{ Required Description

Acti on String Yes The action to perform. Valid value:
Modi f yVSer ver G oupBackendSer ver s

Regi onl d String Yes The ID of the region where the Server Load Balancer
instance is located.

You can obtain the region ID by calling the

Descri beRegi ons API.

VServer G o String Yes The ID of the VServer group.
upld
A dBackend String Yes The list of backend servers to be removed.
Servers List
NewBackend String Yes The list of backend servers to be added.
Servers List A VServer group can contain 20 backend servers at
most.
Note:

Make sure the number of backend servers in
d dBackendSer ver s is the same as that of
backend servers in NewBackendSer ver s.




Table 12-5: BackendServer

Name Paramet¢ Required Description

Serverld String Yes The ID of the ECS instance to add.

Por t Integer |Yes The port used by the backend server.
Valid value: 1- 65535

Wei ght Integer |Yes The weight of the backend server. Valid value: [ 0, 100
]
The default value is 100. If the value is 0, no requests
will be forwarded to this backend server.

Response parameters

Name Type Description

Request | d String The ID of the request.

VServer Groupl d |String The ID of VServer group.

BackendSer vers |String The list of backend servers.

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Modi f yVSer ver G oupBackendSer ver s
&Regi onl d=cn- hangzhou
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&VSer ver G oupNane=G oupl
&0 dBackendServers=[{"Serverld":"vm 233", "Port":"80","Wight":"100"},
{"Serverld":"vm 232","Port":"90", "Wight":"100"}, ]

&N\ewBackendServer s=[ {" Server|d":"vm 400", " Port":"80","Wi ght":"100"},
{"Serverld":"vm401","Port":"90", "Weight":"100"},]

&CommonPar anet er s

Response example

+ XM format

<? xm version="1.0" encodi ng="utf-8"? >
<Mbodi f yVSer ver G- oupBackendSer ver sResponse>
<Request | d>9DECIC28- ABO5- 4DDF- 9A78- 6BO8BECICE18C</ Request | d>
<VSer ver G oupl d>r sp- ci ge6j 5e7p</ VSer ver G oupl d>
<BackendSer ver s>
<BackendSer ver >
<Server| d>vm 400</ Server | d>
<Port >80</ Por t >
<Wei ght >100</ Wi ght >
</ BackendSer ver >
<BackendSer ver >
<Server| d>vm 401</ Server | d>




<Port >90</ Port >
<Weéi ght >100</ Wi ght >
</ BackendSer ver >
</ BackendSer ver s>
</ Modi f yVSer ver G oupBackendSer ver sResponse>

» JSON format

{
"Request | d": " 9DECI9C28- ABO5- 4DDF- 9A78- 6BOSBECOCEL18C",
"VServer G oupl d": "rsp-ci ge6j 5e7p",
"BackendServers":{
"BackendServer": [
{"Serverld":"vm 233", "Port":"80", "Weight":"100"},
{"Serverld":"vm 232","Port":"90", "Wight":"100"},
]
}
}

12.6 DeleteVServerGroup

Delete a VServer group.

Request parameters

Name Type Required | Description

Acti on String Yes The action to perform. Valid value:
Del et eVSer ver G oup

Regi onl d String Yes The ID of the region where the Server Load Balancer
instance is located.

You can obtain the region ID by calling the

Descri beRegi ons API.

VServer G o |String Yes The ID of the VServer group.

upld
Note:

A VServer group in use cannot be deleted.

Name Type Description

Request | d |String The ID of the request.

Response parameters
Examples
Request example

https://slb.aliyuncs. conl ?Acti on=Del et eVSer ver G oup
&Regi onl d=cn- hangzhou
&VSer ver G oupl d=r sp- ci ge6j 5e7p



&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="utf-8"? >

<Del et eVSer ver G oupResponse>

<Request | d>9DECI9C28- ABO5- 4DDF- 9A78- 6BOSECICE18C</ Request | d>

</ Del et eVSer ver G oupResponse>

« JSON format

"Request | d": " 9DEC9C28- ABO5- 4DDF- 9A78- 6BOSBECICE18C"

}

12.7 DescribeVServerGroups

Query the created VServer groups.

Request parameters

Name Type Required | Description

Acti on String Yes The action to perform. Valid value:
Descri beVSer ver G oups

Regi onl d String Yes The ID of the region where the SLB instance is
located.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc String Yes The ID of the Server Load Balancer instance.

erld

IncludeRule Boolean |[No Whether to return the associated forwarding rules.
Default value:
fal se

IncludeListener |Boolean |No Whether to return the associated listeners. Default
value:
fal se

Response parameters

Name Type Description

Requestid String The ID of the request.

VServerGroups |List The list of the VServer groups.




Table 12-6: VServerGroups

Name Type Description

VServer G oupld |String [The ID of the VServer group.
VServer G o String | The name of the VServer group.
upNane

AssociatedObjects | Object |Associated information.

Table 12-7: AssociatedObjects

Name Type Description
Rul es List A list of associated forwarding rules.
Li steners List A list of associated listeners.

Table 12-8: Rules

Name Type Description

Rul el d String The ID of the forwarding rule.
Rul eNane String The name of the forwarding rule.
Domai n String The request domain.

Ur | String The request URL.

Table 12-9: Listeners

Name Type Description
Pr ot ocol String The protocol used by the listener.
Por t Integer The listener port.

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beVServer G oups
&Regi onl d=cn- hangzhou
&lLoadBal ancer | d=I b- bplyii 0s312x83r 3qpzke
&CommonPar anet er s

Response example




XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<VServer G oups>
<VSer ver G oup>
<VServer G oupl d>r sp- bp12bj r nykyp0</ VSer ver G oupl d>
<VSer ver G oupNane>6</ VSer ver G- oupNane>
<Associ at ed(bj ect s>
<Li st ener s></ Li st ener s>
<Rul es></ Rul es>
</ Associ at edbj ect s>
</ VSer ver Gr oup>
<VSer ver G oup>
<VServer G oupl d>r sp- bpl6rt 0dzbnm23</ VSer ver G oupl d>
<VSer ver G oupNane>t ext 2</ VSer ver G oupNane>
<Associ at ed(bj ect s>
<Li st ener s></ Li st ener s>
<Rul es></ Rul es>
</ Associ at edbj ect s>
</ VSer ver Gr oup>
</ VSer ver G oups>
<Request | d>E3F94C66- 5DDD- 4A6B- B37D- FD237FB31FE6</ Request | d>

JSON format

"VServer G oups": {
"VServer Group": |
{
"VServer G oupl d": "rsp-bpl2bjrnykyp0",
"VServer G oupNane": "6",
"Associ at edObj ects": {
"Listeners": {
"Listener": [ ]
e
"Rul es": {
"Rule": [ ]

"VServer Groupld": "rsp-bpl6rt0Odzbn23",
"VServer G oupNane": "text2",
"Associ at edObj ects": {

"Listeners": {

"Listener": [ ]

},

"Rul es": {

"Rule": [ ]

]
} ’
"Request | d": "E3F94C66- 5DDD- 4A6B- B37D- FD237FB31FEG"



12.8 DescribeVServerGroupAttribute

Query detailed information of a VServer group.

Request parameters

Name Parameter{ Required Description

Acti on String Yes The action to perform. Valid value:
Descri beVServer GroupAttri bute

Regi onl d String Yes The ID of the region where the SLB instance is
located.

You can obtain the region ID by calling the
Descri beRegi ons API.

VServer G o String Yes The ID of the VServer group.
upld

Response parameters

Name Type Required

Request | d String The ID of the request.

VServer G oupl d String The ID of the VServer group.
VSer ver G oupNane String The name of the VServer group.
BackendServers List A list of backend servers.

Table 12-10: BackendServer

Name Type Required

Serverld String The ID of the ECS instance.

Por t Integer The port of the backend server.

Wi ght Integer The weight of the backend server.

Type String The type of the backend server. Valid value:
» ecs: ECS instance (Default)
+ eni : Elastic Network Interface (ENI)




Examples
Request example

https://slb.aliyuncs. conl ?Acti on=Descri beVServer G oupAttri bute
&Regi onl d=cn- hangzhou

&VSer ver G oupl d=r sp- ci ge6j 5e7p

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encoding="utf-8"? >
<Descri beVServer G oupAttri but eResponse>
<Request | d>9DECI9C28- ABO5- 4DDF- 9A78- 6BOBECICE18C</ Request | d>
<VSer ver G oupl d>r sp- ci ge6j 5e7p</ VSer ver G oupl d>
<VSer ver G oupNanme>G oupl</ VSer ver G oupNane>
<BackendSer ver s>
<BackendSer ver >
<Server | d>vm 232</ Server | d>
<Port >80</ Port >
<Wei ght >100</ Wi ght >
</ BackendSer ver >
<BackendSer ver >
<Server| d>vm 233</ Server | d>
<Port >90</ Port >
<Weéi ght >100</ Wi ght >
</ BackendSer ver >
</ BackendSer ver s>
</ Descri beVServer G oupAttri but eResponse>

e JSON format

{
"Request | d": "9DEC9C28- ABO5- 4DDF- 9A78- 6BOSECICEL18C",
"VServer Goupld": "rsp-cige6j5e7p",
"VServer G oupNane": "G oupl",
"BackendServers": {
"BackendServer": [
"Serverld": "vm 233",
"Port": "80",
"Weight": "100"
}1
{
"Serverld": "vm 232",
"Port": "90",
"Weight": "100"
}
]
}



13 Backend server

13.1 AddBackendServers

Add backend servers to a Server Load Balancer (SLB) instance.

Note:

If the ECS instance has already been added, the ECS instances will be ignored.

Request parameters

Name Type Requireq Description
Action String Yes The action to perform. Valid value:
AddBackendSer vers

LoadBal anc String Yes The ID of the Server Load Balancer instance.

erld

BackendSer List Yes The list of backend servers to be added.

vers

Note:
Only backend servers in the running status can be
added. You can add up to 20 backend servers at a
time.
Table 13-1: BackendServer

Name Parametel Required | Description

Server | d| String Yes The ID of the ECS instance.

Wei ght Integer No The weight of the backend server. Valid value: [ 0, 100]
The default value is 100. If the value is 0, no requests will be
forwarded to the backend server.

Type String Yes The type of the backend server. Valid value:

+ ecs: ECS instance (Default)
» eni : Elastic Network Interface (ENI)
Response parameters
Name Type Description
Request | d String The ID of the request.




Name Type Description

LoadBal ancerld |String The ID of the SLB instance.

BackendSer vers List A list of backend servers.

Table 13-2: BackendServer

Name Type Description
Serverld String The ID of the ECS instance.
Wi ght Integer The weight of the backend
server.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=AddBackendSer vers
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&BackendSer ver s=[
{"Serverld":" vm 233", "Wight":"100"},
{"Serverld":" vm 234", "Weight":"100"}]
&CommonPar anet er s

Response example
» XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<AddBackendSer ver sResponse>
<Request | d>365F4154- 92F6- 4AE4- 92F8- 7FF34B540710</ Request | d>
<LoadBal ancer | d>139a00604ad- cn- east - hangzhou- 01</ LoadBal ancer | d>
<BackendSer ver s>
<BackendSer ver >
<Server| d>vm 231</ Server | d>
<Wei ght >100</ Wi ght >
<Type>eni </ Type>
</ BackendSer ver >
<BackendSer ver >
<Server | d>eni - 233</ Server | d>
<Wei ght >100</ W&i ght >
<Type>eni </ Type>
</ BackendSer ver >
</ BackendSer ver s>
</ AddBackendSer ver sResponse>

+ JSON format

{
"Request | d": "365F4154- 92F6- 4AE4- 92F8- 7FF34B540710",

"LoadBal ancer | d": "139a00604ad-cn-east - hangzhou-01",
"BackendServers": {
"BackendServer": [



"Serverld": "eni-231",

"Wei ght": 100,
"Type":"eni ",

}1

{ .
"Serverld": "eni-233",
"Wei ght": 100,
"Type":"eni"

13.2 RemoveBackendServers

Remove one or more ECS instances from the default backend server group.

Note:
No error will be returned if an ECS instance to be removed does not exist in the default backend

server group.

Request parameters

Name Parameters | Required | Description

Action String Yes The action to perform. Valid value:
RenoveBackendServers

Regi onl d String Yes The region ID of Server Load Balancer instance.
LoadBal anc | String Yes The ID of the Server Load Balancer instance.
erld
BackendSer |List Yes A list of backend servers to remove.
vers

Note:

Up to 20 backend servers can be removed at a time.

Response parameters

Name Type Description
Request | d String The ID of the request.
LoadBal ancer | d | String The ID of the SLB instance.

BackendSer ver s |List The list of backend servers.




Examples
Request example

https://slb.aliyuncs. conl ?Acti on=RenpbveBackendSer vers

&lLoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&BackendServers=["i - bpl43t 8c5ural rxxxx","i-bpl2zdi 79965uxxxx" ]
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<RenpveBackendSer ver sResponse>
<Request | d>365F4154- 92F6- 4AE4- 92F8- 7FF34B540710</ Request | d>
<LoadBal ancer | d>139a00604ad- cn- east - hangzhou- 01</ LoadBal ancer | d>
<BackendSer ver s>
<BackendSer ver >
<Server | d>vm 231</ Ser ver | d>
<Wei ght >100</ Wi ght >
</ BackendSer ver >
<BackendSer ver >
<Server| d>vm 232</ Server | d>
<Wei ght >100</ Wi ght >
</ BackendSer ver >
</ BackendSer ver s>
</ RenbveBackendSer ver sResponse>

e JSON format

{
"Request | d": "365F4154- 92F6- 4AE4- 92F8- 7FF34B540710",

"LoadBal ancer 1 d": "139a00604ad- cn-east - hangzhou- 01",
"BackendServers": {
"BackendServer": [

"Serverld": "vm 233",
"Wei ght": 100

}s

{
"Serverld": "vm 234",
"Wei ght": 100

}

]
}



13.3 SetBackendServers

Modify the weight of the backend servers.

Request parameters

ParametJ Required | Description

Name
Acti on String Yes The action to perform. Valid value:
Set BackendSer ver s

Regi onl d String Yes The region ID of the Server Load Balancer instance.
LoadBal anc | String Yes The ID of the Server Load Balancer instance.
erld
BackendSer | String Yes The list of backend servers to be added.
vers JSON

list Note:

Only backend servers in the running status can be
added. You can add up to 20 backend servers at a time.

Table 13-3: BackendServer

Name Parametq Required Description

Serverld String Yes. The ECS instance ID.

Wei ght Integer [No The weight of the backend server. Valid value: [0,100]
The default value is 100. If the value is 0, no requests
will be forwarded to the backend server.

Type String Yes The server type. Valid value:

+ ecs: ECS instance (Default)
+ eni : Elastic Network Interface (ENI)
Response parameters

Name Type Description

Request | d String The ID of the request.

LoadBal ancerld |[String The ID of the Server Load Balancer instance.

BackendServers | String A list of backend servers.

List




Table 13-4: BackendServer

Name Type Description

Serverld String The ID of the ECS instance.

Wi ght Integer The weight of the backend server.

Type String The type of the backend server. Valid value:

» ecs: ECS instance (Default)
+ eni : Elastic Network Interface (ENI)

Examples

Request example

https://slb.aliyuncs. conf ?Acti on=Set BackendSer ver s
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&BackendSer ver s=[
{"Serverld":" vm 233", "Wight":"100"},
{"Serverld":" vm 234", "Weight":"100"}]
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Set BackendSer ver sResponse>
<Request | d>365F4154- 92F6- 4AE4- 92F8- 7FF34B540710</ Request | d>
<LoadBal ancer | d>139a00604ad- cn- east - hangzhou- 01</ LoadBal ancer | d>
<BackendSer ver s>
<BackendSer ver >
<Server | d>eni - 231</ Server | d>
<Wei ght >100</ W&i ght >
<Type>eni </ Type>
</ BackendSer ver >
<BackendSer ver >
<Server | d>eni - 233</ Server | d>
<Weéi ght >100</ Wi ght >
<Type>eni </ Type>
</ BackendSer ver >
</ BackendSer ver s>
</ Set BackendSer ver sResponse>

+ JSON format

"Request | d": "365F4154- 92F6- 4AE4- 92F8- 7FF34B540710",
"LoadBal ancer | d": "139a00604ad-cn-east-hangzhou-01",
"BackendServers": {

"BackendServer": [

"Serverld": "eni-231",
"Weight": 100



"Type":"eni",

"Serverld":

"Wei ght": 100
"Type":"eni"

"eni -233",

13.4 DescribeHealthStatus

Query the health status of the backend servers.

Request parameters

Name Parameter| Requireq Description
Acti on String Yes The action to perform. Valid value:

Descri beHeal t hSt at us
Regi onl d String Yes The region ID of the SLB instance.
LoadBal anc | String Yes The ID of the SLB instance.
erld
Li st ener Po [Integer No The front-end port of the listener. Valid value:
rt Valid value: 1- 65535

Note:
If no port is specified, the health check status of all ports
is returned.
Response parameters

Name Type Description
Request | d String The ID of the request.
BackendSer List A list of backend servers.
vers

Table 13-5: BackendServer

Name Type Description

Serverld String The ID of the ECS instance

Server Heal String The health check status of the backend server:
thStatus * nor mal : The backend server is healthy.




Name Type Description

« abnor nal : The backend server is unhealthy.
* unavai | abl e: The health check is not completed yet.

Examples
Request example

https://slb.aliyuncs. conl ?Acti on=Descri beHeal t hSt at us
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =80

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beHeal t hSt at usResponse>
<Request | d>365F4154- 92F6- 4AE4- 92F8- 7FF34B540710</ Request | d>
<BackendSer ver s>
<BackendSer ver >
<Server | d>vm 233</ Ser ver | d>
<Server Heal t hSt at us>nor mal </ Ser ver Heal t hSt at us>
</ BackendSer ver >
<BackendSer ver >
<Server | d>vm 234</ Ser ver | d>
<Ser ver Heal t hSt at us>abnor nal </ Ser ver Heal t hSt at us>
</ BackendSer ver >
</ BackendSer ver s>
</ Descri beHeal t hSt at usResponse>

+ JSON format

"Request | d": "365F4154- 92F6- 4AE4- 92F8- 7FF34B540710",
"LoadBal ancer | d": "139a00604ad-cn-east-hangzhou-01",
"BackendServers": {

"BackendServer": [

"Serverld": "vm 233",

"Server Heal t hSt at us": "normal "
}l
{

"Serverld": "vm 234",

"Server Heal t hSt at us": "abnornal "
}

]
}
}



14 Master-slave server group

14.1 CreateMasterSlaveServerGroup

Create an active/standby server group. An active/standby server group only contains two ECS

instances. One is the active backend server and the other one is standby backend server.

Request parameters

Name Parametd Requireq Description

Action String Yes The action to perform. Valid value:
Cr eat eMhast er Sl aveSer ver G oup

Regi onl d String Yes The ID of the region where the SLB instance is
located.

You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal ancer | d |String Yes The ID of the Server Load Balancer instance.

Mast er Sl av String No The name of the active/standby server group.
eServerG o

upNane

Mast er Sl av List Yes A list of active/standby backend servers.
eBackendSe An active/standby server group can only contain two
rvers backend servers.

If you do not specify this parameter, an empty active/
standby server group is created.

Table 14-1: MasterSlaveBackendServer

Name Parameters | Required Description

Serverld |String Yes The ID of the ECS instance to add.

Por t String Yes The port used by the backend server.
Valid value: 1- 65535

Wi ght String Yes The weight of the backend server. Valid value: [ O,
100]

The default value is 100. If the value is 0, no requests
will be forwarded to the backend server.

Ser ver Typ¢g String Yes The role of the backend server. Valid value:
Master (Default) | Slave




Name Parameters | Required Description

Type String Yes The type of the backend server. Valid value:

+ ecs: ECS instance (Default)
» eni : Elastic Network Interface (ENI)

Response parameters

Name Type Required

Request | d String The ID of the request.

Mast er Sl av String The ID of the active/standby server group.
eServer&o

upld

Mast er Sl av List A list of active/standby server groups.
eBackendSe

rvers

Table 14-2: Masterslavebackendserver

Name Type Required
Serverld String The ID of the ECS instance.
Por t String The port used by the backend server.

Valid value: 1- 65535

Wi ght String The weight of the backend server. Valid value: [ 0, 100]
The default value is 100. If the value is 0, no requests
will be forwarded to the backend server.

Server Type String The server type. Valid value:
Master (default) | Slave

Type String The type of the backend server. Valid value:

+ ecs: ECS instance (Default)
+ eni : Elastic Network Interface (ENI)

Examples
Request example

https://slb.aliyuncs. conl ?Acti on=Cr eat eMast er Sl aveSer ver Gr oup
&Regi onl d=cn- hangzhou

&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Vast er Sl aveSer ver G- oupNanme=G oupl

&MVast er S| aveBackendSer ver s=[



{"Serverld":"vm 233","Port":"80","Wight":"100", "Server Type":"
Master"},

{"Serverld":"vm 232", "Port":"90", "Wi ght":"100", " Server Type":"
Sl ave"},
&CommoPar anet er s

Response example

« XML format

<? xm version="1.0" encoding="utf-8"? >
<Cr eat eMast er S| aveSer ver G oupResponse>
<Request | d>9DEC9C28- ABO5- 4DDF- 9A78- 6BOBECICE18C</ Request | d>
<Mast er Sl aveSer ver G oupl d>r sp- ci ge6j 5e7p</ Mast er Sl aveSer ver G oupl d
>
<Mast er S| aveBackendSer ver s>
<Mast er S| aveBackendSer ver s>
<Server | d>vm 233</ Server | d>
<Port >80</ Port >
<Wei ght >100</ Wi ght >
<Server Type>Mast er </ Ser ver Type>
</ Mast er S| aveBackendSer ver s>
<Mast er S| aveBackendSer ver s>
<Server | d>vm 232</ Ser ver | d>
<Por t >90</ Por t >
<Wei ght >100</ Wi ght >
<Server Type>S| ave</ Server Type>
</ Mast er Sl aveBackendSer ver s>
</ Mast er Sl aveBackendSer ver s>
</ Cr eat eMast er Sl aveSer ver G oupResponse>

e JSON format

{
"Request | d": " 9DECI9C28- ABO5- 4DDF- 9A78- 6BOSBECOCEL8C",
"Mast er Sl aveSer ver G oupl d": "rsp-ci ge6j 5e7p",
"Mast er S| aveBackendServers": {
"Mast er S| aveBackendServers": [
{"Serverld":"vm 233", "Port":"80", "Wight":"100", " Server Type
":"Master"},
{"Serverld":"vm 232" "Port":"90", " Wi ght":"100", " Server Type
":"Slave"},
]
}
}

14.2 DeleteMasterSlaveServerGroup

Delete an active/standby server group.

Request parameters

Name Type Required| Description

Action String | Yes The action to perform. Valid value:
Del et eMast er Sl aveSer ver G oup




Name Type Required| Description
Regi onl d String | Yes The ID of the region where the SLB instance is located.
You can obtain the region ID by calling the
Descri beRegi ons API.
Master Sl av  [String | Yes The ID of the active/standby server group to be deleted.
eServer&o
upld Note:
A active/standby server group in use cannot be deleted.
Name Type Description
Request | d |String The ID of the request.

Response parameters

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Cr eat eMast er Sl aveSer ver Gr oup
&Regi onl d=cn- hangzhou
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Vast er Sl aveSer ver G- oupNanme=G oupl
&MVast er S| aveBackendSer ver s=[
{"Serverld":"vm 233", "Port":"80","Wight":"100", " Server Type":"

Master"},

{"Serverld":"vm 232","Port":"90", "Wei ght":"100", " Server Type": "

Sl ave"},

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encoding="utf-8"? >
<Del et eMast er Sl aveSer ver G oupResponse>

<Request | d>9DECI9C28- ABO5- 4DDF- 9A78- 6BOBECICE18C</ Request | d>
</ Del et eMast er Sl aveSer ver G oupResponse>

e JSON format

{

"Request | d": " 9DECI9C28- ABO5- 4DDF- 9A78- 6BOSECICE18C!

}




14.3 DescribeMasterSlaveServerGroupAttribute

Query the detailed information of an active/standby server group.

Request parameters

Name Paramef Required | Description

Action String Yes The action to perform. Valid value:
Descri beMast er Sl aveServer G oupAttri bute

Regi onl d String Yes The ID of the region where the SLB instance is
located.

You can obtain the region ID by calling the
Descri beRegi ons API.

Mast er Sl av List Yes The ID of the active/standby server group to query.
eServer Groupl d

Response parameters

Name Type Required

Request | d String The ID of the request.

Mast er Sl av String The ID of the active/standby server group.
eServerG o

upld

Mast er Sl av String The name of the active/standby server group.
eServerG o

upNane

Mast er Sl av List A list of active/standby server groups.
eBackendSe

rvers

Table 14-3: MasterSlaveBackendServer

Name Type Required
Serverld String The ID of the ECS instance.
Por t String The port used by the backend server.

Valid value: 1- 65535

Wi ght String The weight of the backend server. Valid value: [ 0, 100]
The default value is 100. If the value is 0, no requests
will be forwarded to the backend server.




Name Type Required

Server Type String The server role. Valid value:
Master (default) | Slave

Examples
Request example

https://slb.aliyuncs. conl ?Acti on=Descri beMast er S| aveSer ver G oup
Attribute
&Regi onl d=cn- hangzhou
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Mast er Sl aveSer ver G oupNane=G oupl
&\Vast er S| aveBackendSer ver s=[

{"Serverld":"vm 233", "Port":"80","Wight":"100", "Server Type":"
Master"},

{"Serverld":"vm 232", "Port":"90", "Wi ght":"100", " Server Type":"
Sl ave"},
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encoding="utf-8"? >
<Descri beMast er Sl aveSer ver G oupAttri but eResponse>
<Request | d>9DEC9C28- ABO5- 4DDF- 9A78- 6BOBECICE18C</ Request | d>
<Mast er Sl aveSer ver G oupl d>r sp- ci ge6j 5e7p</ Mast er Sl aveSer ver G oupl d
>
<Mast er S| aveBackendSer ver s>
<Mast er S| aveBackendSer ver s>
<Server | d>vm 233</ Server | d>
<Port >80</ Port >
<Wei ght >100</ Wi ght >
<Server Type>Mast er </ Ser ver Type>
</ Mast er S| aveBackendSer ver s>
<Mast er S| aveBackendSer ver s>
<Server | d>vm 232</ Server | d>
<Port >90</ Por t >
<Wei ght >100</ Wi ght >
<Server Type>S| ave</ Server Type>
</ Mast er SI aveBackendSer ver s>
</ Mast er S| aveBackendSer ver s>
</ Descri beMast er Sl aveSer ver G oupAt tri but eResponse>

e JSON format

{
"Request | d": " 9DECI9C28- ABO5- 4DDF- 9A78- 6BOSECOCEL18C",

"Mast er Sl aveSer ver G oupl d": "rsp-ci ge6j 5e7p",
"Mast er S| aveBackendServers": {
"Mast er S| aveBackendServers": [
{"Serverld":"vm 233", "Port":"80", "Wight":"100", " Server Type
":"Master"},
{"Serverld":"vm 232" "Port":"90", " Wi ght":"100", " Server Type
":"Slave"},



14.4 DescribeMasterSlaveServerGroups

Query created active/standby server groups.

Request parameters

erld

Name Parametq Required Description

Action String Yes The action to perform. Valid value:
Descri beMast er Sl aveSer ver G oups

Regi onl d String Yes The ID of the region where the SLB instance is located.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc | String Yes The ID of the Server Load Balancer instance.

Response parameters

Name Type Required

Request | d String The ID of the request.

Mast er Sl av String The ID of the active/standby server group.
eServerG o

upld

Mast er Sl av String The name of the active/standby server group.
eServerG o

upNane

Mast er Sl av List A list of active/standby server groups.
eBackendSe

rvers

Table 14-4: MasterSlaveBackendServer

Name Type Required
Serverld String The ID of the ECS instance.
Por t String The port used by the backend
server.
Valid value: 1- 65535




Name

Type

Required

Wei ght

String

The weight of the backend
server. Valid value: [ 0, 100]
The default value is 100. If
the value is 0, no requests will
be forwarded to the backend
server.

Server Type

String

The role of the backend server.
Valid value:

Master (default) |

Sl ave

Examples

Request example

https://slb.aliyuncs.conl ?Acti on=Descri beMast er S| aveSer ver G- oups

&Regi onl d=cn- hangzhou
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="utf-8"? >
<Descri beMast er Sl aveSer ver & oupsResponse>

<Request | d>2631BB5E- B576- 4925- BDED- 07A66D23E5DE</ Request | d>

<Mast er Sl aveSer ver G oups>

<Mast er Sl aveSer ver G oup>
<Mast er Sl aveSer ver G oupl d>r sp- bplr o3mmp2x2nx/ Mast er Sl aveSer ver G o

upl d>

<Mast er S|l aveSer ver G oupNanme>t est </ Mast er Sl aveSer ver G oupNane>

</ Mast er Sl aveSer ver Gr oup>
</ Mast er Sl aveSer ver G oups>
</ Descri beMast er Sl aveSer ver G oupsResponse>

+ JSON format

{
"Request | d":

"Mast er S| aveSer ver G oupl d":
"Mast er S| aveSer ver G oupNane" :

}
]
}
}

" 2631BB5E- B576- 4925- BDED- 07A66D23E5DE" ,
"Mast er S| aveSer ver G oups":
"Mast er S| aveSer ver G oup":

"rsp-bplro3myp2x2nt,




15 Server certificate

15.1 UploadServerCertificate

Upload a server certificate.

Only one server certificate and the corresponding private key can be uploaded at a time. This API

is transactional, that is, the server certificate and the private key are uploaded either successfully

or not. After the certificate and private key are successfully uploaded, the fingerprints of all server

certificates under your account are returned.

Request parameters

Name Type Required |Description
Action String Yes The action to perform. Valid value:
Upl oadServerCertificate
Regi onl d String Yes The region of the server certificate.
You can obtain the region ID by calling the
Descri beRegi ons API.
Server Cert String No The public key certificate to upload.
ificate
Server Cert String No The name of the server certificate to upload.
i fi cateNane
Pri vat eKey String No The private key to upload.
Al'i Cl oudCe String No The ID of the Alibaba Cloud certificate.
rtificateld
Ali d oudCe String No The name of the Alibaba Cloud certificate.
rtificateName
Resour ceG String No The ID of the enterprise resource group.
oupld
Response parameters
Name Type Description
Request | d String The ID of the request.
Server Cert String The ID of the server certificate.
ificateld




Name Type Description

Server Cert String The name of the server certificate.
i ficateName

Fi nger pri nt String The fingerprint of the server certificate.
Expi reTi me String The time of expiration.

Expi reTi meSt anp Long The timestamp of expiration.
CommonNane String The domain name that corresponds to the

common name field of the certificate.

Subj ect Al t List A list of subject alternative names. For more
er nati veNanes information, see SubjectAlternativeNames.

SubjectAlternativeNames

Name Type Description
SubjectAlternativeName String The alternative domain name.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Upl oadServerCertificate
&Act i on=Upl oadServerCertificate

&Regi onl d=cn- hangzhou- 01

&ServerCertificate=test

&Server CertificateNanme=mycert 01

&Pri vat eKey=wnsad! @23

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Upl oadServer Certifi cat eResponse>
<Request | d>365F4154- 92F6- 4AE4- 92F8- 7FF34B540710</ Request | d>
<ServerCertificatel d>i dkp-123-cn-test-01</ServerCertificatel d>
<ServerCertificat eNanme>mycert 01l</ ServerCertificat eNane>
<Fi nger pri nt >01: DF: AB: CD</ Fi nger pri nt >

</ Upl oadServerCertificat eResponse>

+ JSON format

"Request | d": "365F4154- 92F6- 4AE4- 92F8- 7TFF34B540710",
"ServerCertificateld": "idkp-123-cn-test-01",
"ServerCertificateNane": "mycert01",

"Fingerprint": "01:DF: AB: CD",

"ExpireTime": "2017-06-23T11: 33: 082",



"Expi reTi meSt anp" :

" ComodnName" :

"Subj ect Al ternati veNanes" :
"Subj ect Al ternativeNane": |
"wWww. r zenp. cont',

"rzenp. cont

15.2 DeleteServerCertificate

Delete a server certificate.

Note:

1498217588000,
"www. r zenp. cont',

You cannot delete a CA certificate that is in use.

Request parameters

Name Type Required |Description
Acti on String Yes The action to perform. Valid value:
Del eteServerCertificate
Regi onl d String No The ID of the region where the SLB instance is
located.
You can obtain the region ID by calling the
Descri beRegi ons API.
Server Cert String Yes The ID of the server certificate.
ificateld
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Del eteServerCertificate

&Regi onl d=cn- hangzhou

&Server Certificateld=i dkp-123-cn-test-01

&CommonPar anet er s

Response example




« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eServer Certifi cat eResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Del et eServerCertificat eResponse>

+ JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

15.3 DescribeServerCertificates

Query the uploaded server certificates in a region.

Note:

For security, only the name and the fingerprint are returned instead of the actual certificate

contents and the private key.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Value:
Descri beServerCertificates

Regi onl d String No The region of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

Server Cert String No The ID of the server certificate.
ificateld

Response parameters

Name Type Description

Request | d String The ID of the request.
Server Cert List A list of the server certificates.
ificates

Table 15-1: ServerCertificate

Name Type Description

ServerCertificateld String The ID of the server certificate.




Name Type Description

ServerCertificateNane String The name of the server
certificate.

Fi nger pri nt String The fingerprint of the server
certificate.

CreateTine String The time at which the server
certificate was uploaded.

Creat eti nest anp Long The timestamp of server
certificate uploading.

I sAli O oudCertificate Integer Whether the certificate is an
Alibaba Cloud certificate. O
represents that the certificate
is not an Alibaba Cloud
certificate.

Ali G oudCertificat eNane |String The name of the Alibaba Cloud
certificate.

Ali CoudCertificateld String The ID of the Alibaba Cloud
certificate.

Expi reTi me String The time of expiration.

Expi reTi meSt anp Long The timestamp of expiration.

CommonNanme String The domain name that
corresponds to the
CommonName field of the
certificate.

Subj ect Al t er nati veNanes | List A list of subject alternative
names. For more information,
see SubjectAlternativeNames.

Resour ceGroupl d String The enterprise resource group
ID of the instance.

Regi onl d String The region of the SLB instance

SubjectAlternativeNames
Name Type Description

SubjectAlternativeName

String

The alternate domain name.




Examples
Request example

https://slb.aliyuncs. conl ?Acti on=Descri beServerCertificates
&Act i on=Descri beServerCertificate

&Regi onl d=cn- east - hangzhou- 01

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beServerCertificat esResponse>
<Request | d>9F8232CD- 29B5- 4A21- 86C5- 4154D5F6A578</ Request | d>
<ServerCertificates>
<ServerCertificate>
<Al'i d oudCertificateld />
<Al i C oudCertificateNane />
<Creat eTi me>2018- 03- 14T09: 15: 21Z</ Cr eat eTi me>
<Creat eTi meSt anp>1521018921000</ Cr eat eTi neSt anp>
<Fi nger pri nt >cd: 90: 1b: 7b: 49: 4d: 1d: 90: f 6: 01: de: 9a: 81: 7d:
31: a7: 38: 1d: 84: 8d</ Fi ngerprint >
<I sAl'i d oudCertificate>0</I1sAliC oudCertificate>
<Regi onl d>cn- hangzhou</ Regi onl d>
<Regi onl dAl i as>cn- hangzhou</ Regi onl dAl i as>
<Resour ceG oupl d>r g- acf nxazb4ph6ai y</ Resour ceG oupl d>
<ServerCertificatel d>1231579085529123 16223caelec_ 2
024493633 _797495279</ ServerCertificatel d>
<ServerCertificateName>ww. al i yunt est . cl ub</ Server Cert
i ficateName>
</ ServerCertificate>
<ServerCertificate>
<Al'i C oudCertificateld>0</Ali C oudCertificateld>
<Al i C oudCertificateNane />
<Creat eTi me>2016- 12- 13T09: 57: 49Z</ Cr eat eTi me>
<Cr eat eTi meSt anp>1481623069000</ Cr eat eTi neSt anp>
<Fi nger pri nt >cd: 90: 1b: 7b: 49: 4d: 1d: 90: f 6: 01: de: 9a: 81: 7d:
31: a7: 38: 1d: 84: 8d</ Fi ngerprint >
<I sAl'i d oudCertificate>0</IsAliC oudCertificate>
<Regi onl d>cn- hangzhou</ Regi onl d>
<Regi onl dAl i as>cn- hangzhou</ Regi onl dAl i as>
<Resour ceG oupl d>r g- acf nxazb4ph6ai y</ Resour ceG oupl d>
<ServerCertificatel d>1231579085529123 158f 79de306</
ServerCertificatel d>
<ServerCertificateNanme>test certificate</ServerCert
i ficateName>
</ ServerCertificate>
</ServerCertificates>
</ Descri beServerCertificat esResponse>

« JSON format

"Request|d": "365F4154-92F6- 4AE4- 92F8- 7TFF34B540710",
"ServerCertificates": {
"ServerCertificate": [

{



"ServerCertificateld": "139a00604ad-cn-east - hangzhou

-01",
"ServerCertificateNane": "abe",
"Fingerprint ": "A B E",
"ExpireTime": "2017-06-23T11: 33: 082",
"Expi reTi meSt anp”: 1498217588000,
"CommonNane": "www. r zenp. cont',
"Subj ect Al ternativeNanmes": ({
"Subj ect Al ternativeNane": |
"wWwww. r zenp. cont',
"rzenp. cont

"ServerCertificateld": "282b00102ac-cn-east-hangzhou

- 02",
"ServerCertificateNane": "abf",
"Fingerprint": "A B. F ",
"ExpireTime": "2017-06-23T11: 33: 082",
"ExpireTi meSt amp": 1498217588000,
"CommonNane": "www. r zenp. cont',
"Subj ect Al ternativeNanes": {
"Subj ect Al ternativeNane": |
"wWww. r zenp. cont',
"rzenp. cont

15.4 SetServerCertificateName

Configure a name for a server certificate.

Request parameters

Name Type Required |[Description

Action String Yes The action to perform. Valid value:
Set Server CertificateNanme

Server Cert String Yes The ID of the server certificate.

ificateld

Regi onl d String Yes The ID of the region where the SLB instance is
located.

You can obtain the region ID by calling the
Descri beRegi ons API.

Server Cert String Yes The name of the server certificate.

i fi cateNane The name must start with English letters, and can
contain 1-80 characters including English letters,




Name Type Required | Description
numbers, underscores (_), periods (.), and hyphens
(-)-
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs.conl ?Acti on=Set ServerCertificateNane

&Regi onl d=cn- hangzhou

&ServerCertificatel d=139a00604ad- cn- east - hangzhou- 01
&Server Certifi cat eName=abc
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Set Server Certifi cat eNaneResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FE7BA984</ Request | d>

</ Set ServerCertificat eNameResponse>

« JSON format

"Request | d":

15.5 UploadCACertificate

Upload a CA certificate.

You can only upload one certificate each time. After a certificate is successfully uploaded, the

CEF72CEB- 54B6- 4AE8- B225- F876FE7BA984"

certificate ID, name, and fingerprint are returned.

Request parameters

Name Type Required | Description

Action String Yes The action to perform. Valid value:
Upl oadCACertificate

Regi onl d String Yes The region of the SLB instance.




Name Type Required | Description
You can obtain the region ID by calling the
Descri beRegi ons API.

CACertific String Yes The content of the public key to upload.

ate

CACertific String No The name of the CA certificate.

at eNane

Resour ceG String No The ID of the enterprise resource group.

oupld

Response parameters

Name Type Description

Request | d String The ID of the request.

CACertificateld String The ID of the CA certificate.

CACertificat eNane String The name of the CA certificate.

Fi ngerpri nt String The fingerprint of the CA certificate.

Creat eTi nme String The time when the CA certificate was
uploaded.

Fi ngerpri nt Long The timestamp at which the CA certificate was
uploaded.

Expi reTi ne String The time of expiration.

Expi reTi meSt anp Long The timestamp of expiration.

CommonNane String Corresponds to the common name field of the
certificate.

Examples

Request example

https://slb.aliyuncs.conl ?Acti on=Upl oadCACertificate
&Act i on=Upl oadCACertificate
&Regi onl d=cn- east - hangzhou- 01

&CACerti fi cat e=t est

&CACerti fi cat eName=nycacert 01

&CommonPar anet er s

Response example




« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Upl oadCACerti fi cat eResponse>
<Request | d>365F4154- 92F6- 4AE4- 92F8- 7FF34B540710</ Request | d>
<CACerti fi catel d>i dkp-234-cn-test-02</ CACertificatel d>
<CACerti fi cat eName>mycacert 01l</ CACerti fi cat eNane>
<Fi nger pri nt >02: DF: AB: ED</ Fi nger pri nt >

</ Upl oadCACerti fi cat eResponse>

 JSON format

{
"Request | d": "365F4154- 92F6- 4AE4- 92F8- 7FF34B540710",
"CACertificateld": "idkp-123-cn-test-01",
"CACertificateNanme": "nycert01",
"Fingerprint": "01: DF: AB: CD',
"ExpireTime": "2017-06-23T11: 33: 082",
"ExpireTi meSt amp": 1498217588000,
" CommonName": "symantec basic dv ssl ca - gl"
}

15.6 DeleteCACertificate

Delete a CA certificate.

Note:

Cannot delete a CA certificate that is in use.

Request parameters

Name Type Required | Description

Acti on String Yes The action to perform. Valid value:
Del eteCACertificate

Regi onl d String | Yes The ID of the region where the CA certificate is located.
You can obtain the region ID by calling the
Descri beRegi ons API.

CACertific String | Yes The ID of the CA certificate to delete.
ateld

Response parameters

Parameter Type Description

Request | d String The ID of the request.




Examples
Request example

https://slb.aliyuncs.conl ?Acti on=Del et eCACertificate
&Regi onl d=cn- hangzhou

&CACertifi cat el d=i dkp-234-cn-test-02

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eCACerti fi cat eResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Del et eCACerti fi cat eResponse>

« JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

15.7 DescribeCACertificates

Query the uploaded CA certificates.

Note:
To guarantee security of the certificate, only the fingerprint and name of the certificate are

returned, and the certificate contents are not returned.

Request parameters

Name Type Required |Description

Acti on String Yes The action to perform. Valid value:
Descri beCACertificates

Regi onl d String Yes The region of the Server Load Balancer instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

CACertific |String No The ID of the CA certificate.
ateld
Resour ceGx String No The ID of enterprise resource group.

oupld




Response parameters

Name Type Description
Request | d String The ID of the request.
CACertificates List A list of CA certificates.

Table 15-2: CACertificates

Name Type Description

CACertificateld String The ID of the CA certificate.

CACerti ficat eNane String The name of the CA certificate.

Regi onl d String The region of the CA certificat
e.

Fi nger pri nt String The fingerprint of the CA
certificate.

Creat eTi neSt anp Long The timestamp of CA certificat
e uploading.

Expi reTi me String The time of expiration.

Expi reTi meSt anp Long The timestamp of expiration.

CommonNane String Corresponds to the
CommonName field of the
certificate.

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beCACertificates
&Act i on=Descri beCACertificate

&Regi onl d=cn- hangzhou

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beCACertifi cat esResponse>
<Request | d>6DFA147D- EE7E- 4FE2- 831A- 9FACA1C52AFA</ Request | d>
<CACertificates>
<CACertificate>
<CACertificatel d>1231579085529123_ 15c73d77203_-
986300114 -2110544408</ CACertificatel d>
<CACertificat eNane>CAl</ CACertifi cat eNane>



<Creat eTi ne>2017- 06- 04T16: 01: 58Z</ Cr eat eTi me>
<Creat eTi meSt anp>1496592118000</ Cr eat eTi neSt anp>
<Fi nger pri nt >0d: f 6: 9e: ed: c2: 6d: df : 06: ac: af : 82: f b: 17: 1b:
5b: 08: 39: b3: d9: dO</ Fi ngerpri nt >
<Regi onl d>cn- hangzhou</ Regi onl d>
<Resour ceG oupl d>r g- acf nkazb4ph6ai y</ Resour ceG oupl d>
</ CACertificate>
</ CACertificates>
</ Descri beCACertifi cat esResponse>

« JSON format

"Request|d": "365F4154-92F6- 4AE4- 92F8- 7TFF34B540710",
"CACertificates":{
"CACertificate":[

"CACertificateld": "139a00604bd-cn-east-hangzhou-01

"CACertificateName": "bcd",
"Fingerprint ": "AB:CB: DE",
"ExpireTime": "2017-06-23T11: 33: 082",
"Expi reTi meSt anp”: 1498217588000,
"CommonNane": "www. r zenp. cont

"CACertificateld": "282b00102ac-cn-east-hangzhou-02
"CACertificateName": "cde",

"Fingerprint ": "AC: BE: FD',

"ExpireTime": "2017-06-23T11: 33: 082",

"ExpireTi meSt amp": 1498217588000,
"CommonNane": "www. r zenp. cont

}

15.8 SetCACertificateName

Configure a name for a CA certificate.

Request parameters

Name Type Required [Description

Action String Yes The action to perform. Valid value:
Set CACerti fi cat eNane

CACertific String Yes The ID of the CA certificate.

ateld

Regi onl d String Yes The ID of the region where the CA certificate is
located.

You can obtain the region ID by calling the
Descri beRegi ons API.




Name Type Required | Description

CACertific String Yes The name of the CA certificate.

at eName The name must start with English letters, and can
contain 1-80 characters including English letters,
numbers, underscores (_), periods (.), and hyphens

(-)-

Response parameters

Name Type Description
Requestld String The ID of the request.
Examples

Request example

https://slb.aliyuncs.conl ?Acti on=Set CACertifi cat eNane
&CACerti fi cat el d=139a00604ad- cn- east - hangzhou- 01
&CACerti fi cat eName=mycacert 02

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Set CACerti fi cat eNanmeResponse>
<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FE7BA984</ Request | d>

</ Set CACerti fi cat eNaneResponse>

+ JSON format

"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FE7BA984"



16 Domain name extension (Beta)

16.1 CreateDomainExtension

Create a domain name extension.

Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Cr eat eDorai nExt ensi on
Regi onl d String Yes The ID of the region where the Server Load
Balancer instance is located.
LoadBal anc | String Yes The ID of Server Load Balancer instance.
erld
Li stener Po |Integer Yes The front-end HTTPS listener port of the Server
rt Load Balancer instance. Valid value:
1- 65535
Domai n String Yes The domain name.
Server Cert |String Yes The ID of the certificate corresponding to the
ificateld domain name.

Response parameters

Name Type Description

Request 1 d String The ID of the request.

Li st ener Por t Integer The front-end port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers.

Donmai nExt e String The ID of the created domain name extension.

nsi onl d

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Cr eat eDonmai nExt ensi on

&Regi onl d=cn- hangzhou

&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Li st ener Por t =443

&Domai n=*. exanpl e2. com

&Server Certificatel d=1231579085529123_164b57543a9_464232488_760347667




&CommonRequest Par anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8" ? >

<Cr eat eDomai nExt ensi onResponse>
<Request | d>149A2470- FO10- 4437- BF68- 343D5099C19D</ Request | d>
<Dormai nExt ensi onl d>de- bplk4chwdnhxd</ Donai nExt ensi onl d>
<Li st ener Por t >443</ Li st ener Port >

</ Cr eat eDorai nExt ensi onResponse>

+ JSON format

{
"Request|d": "149A2470- FO10- 4437- BF68- 343D5099C19D",
"Domai nExt ensi onl d": "de-bplk4chwdnhxd",
"ListenerPort": 443

}

16.2 SetDomainExtensionAttribute

Modify the certificate of a domain name extension.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Set Domai nExt ensi onAttri bute

Regi onl d String Yes The ID of the region where the Server Load
Balancer instance is located.

Donmi nExt e |Integer Yes The ID of the domain name extension to be

nsi onl d modified.

ServerCert |String Yes The ID of the new certificate.

ificateld

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Set Dormai nExt ensi onAttri bute
&Regi onl d=cn- hangzhou



&Domai n=*. exanpl e2. com

&Server Certificatel d=1231579085529123_164b57543a9_464232488

&CommonRequest Par anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Set Domai nExt ensi onAttri but eResponse>

<Request | d>149A2470- FO10- 4437- BF68- 343D5099C19D</ Request | d>
</ Set Domai nExt ensi onAt tri but eResponse>

+ JSON format

"Request | d": "149A2470- FO10-4437- BF68- 343D5099C19D"

16.3 DescribeDomainExtensions

Query added domain name extensions.

Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Descri beDonai nExt ensi ons
Regi onl d String Yes The ID of the region where the Server Load
Balancer instance is located.
LoadBal anc | String Yes The ID of Server Load Balancer instance.
erld
Li st ener Po |Integer Yes The front-end HTTPS listener port of the Server
rt Load Balancer instance. Valid value:
1- 65535
Domai nExt e | String No The ID of the domain name extension.
nsi onl d

Response parameters

Name Type

Required

Request | d String

The ID of the request.

Li st ener Port Integer

The front-end port of the listener that is used to receive
incoming traffic and distribute the traffic to the backend
servers.




Name Type Required

LoadBal anc String The ID of the instance.

erld

Donmai nExt e List A list of domain name extensions.
nsi onLi st

Table 16-1: DomainExtensionList

Name Type Description

Domai nExt e String The ID of the domain name extension.

nsi onl d

Domai n Integer The domain name.

Server Cert String The ID of the certificate used by the domain name.
ificateld

Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beDomai nExt ensi ons
&Regi onl d=cn- hangzhou
&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Li st ener Port =443

&CommonRequest Par anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >

<Set Domai nExt ensi onAttri but eResponseResponse>
<Request | d>149A2470- FO10- 4437- BF68- 343D5099C19D</ Request | d>
<Domai nExt ensi onl d>de- bplk4chwdnhxd</ Donai nExt ensi onl d>
<Li st ener Por t >443</ Li st ener Port >

</ Set Domai nExt ensi onAttri but eResponseResponse>

« JSON format

"Request | d":

" Donmai nExt ensi ons":

" Donmai nExt ensi on":

{

" CCC710F8- 285C- 415F-9211- 9BD6BF7BB997" ,

[

"ServerCertificateld": "1231579085529123 164
b57543a9 464232488_760347667",

" Domai n":

"* exanpl e2. cont',

" Domai nExt ensi onl d": "de- bplk4chwdnhxd"




16.4 DeleteDomainExtension

Delete a domain name extension.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Del et eDorai nExt ensi on

Regi onl d String Yes The ID of the region where the Server Load
Balancer instance is located.

Donmi nExt e |Integer Yes The ID of the domain name extension to delete.

nsi onl d

Error codes
Name Type Description
Request I d String The ID of the request.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Del et eDomai nExt ensi on

&Regi onl d=cn- hangzhou
&Domai nExt ensi onl d=de- bplk4chwdnhxd

&ComonRequest Par anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >

<Del et eDomai nExt ensi onResponse>

<Request | d>149A2470- FO10- 4437- BF68- 343D5099C19D</ Request | d>




</ Del et eDormai nExt ensi onResponse>

« JSON format

"Request | d": "149A2470- FO10-4437- BF68- 343D5099C19D"



17 Forwarding rules

17.1 CreateRules

Add forwarding rules to an HTTP/HTTPS listener.

Request parameters

Name Type Required | Description
Acti on String Yes The action to perform. Valid value:
Creat eRul es
Regi onl d String Yes The ID of the region where the SLB instance is located.
You can obtain the region ID by calling the
Descri beRegi ons API.
LoadBal anc | String Yes The ID of the SLB instance.
erld
Li st ener Po| String Yes The frontend listening port of the SLB instance.
rt Valid value: 1- 65535
Rul eLi st List Yes The forwarding rules to add.
Note:
You can add up to 10 forwarding rules in one request.

Table 17-1: RuleList

Name

Type

Required Description

Rul eNane

String

Yes

The name of the forwarding rule.
It can contain 1 to 80 characters and can only contain
letters, numbers, dashes, slashes, dots, and sublines.

Note:
The names of different rules in a listener must be
unique.

Domai n

String

No

The domain name in the request.
It can only contain letters, numbers, dashes, or dots.

Ur |

String

No

The URL.

It can contain 1 to 80 characters, and can contain only
letters, numbers, dashes, slashes, dots, percent signs,
question marks, number signs, or ampersands.




Name Type Required Description
Note:
You must specify a domain name or a URL, or both of
them. The combination of the domain name and the
URL must be unique in a listener.

VSer ver G oupl d | String Yes The ID of the VServer group associated with the

forwarding rule.

Response parameters

Name Type Description
Request | d String The ID of the request.
Rul es List A list of forwarding rules.

Table 17-2: Rule

Name Type Description
Rul el d String The ID of the forwarding rule.
Rul eName String The name of the forwarding
rule.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Cr eat eRul es

&Regi onl d=cn- hangzhou

&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Li st ener Port =80

&Rul es=|[

{"Rul eNane": " Rul el", "Domai n": "abcdef g. cont',"Url":"/inmage","

VServer G oupl d": "G oupl"},
{" Rul eNane": "Rul e2", "Dorai n": "abcdefg. cont',"Url":"/cache", "

VServer G oupl d": "G oup2"},

&ConmmonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="utf-8"? >
<Cr eat eRul esResponse>
<Request | d>9DECIC28- ABO5- 4DDF- 9A78- 6BO8BECICE18C</ Request | d>

<Rul es>




<Rul e>

<Rul el d>r ul e- 3ej hkt kaeu</ Rul el d>
<Rul eName>Rul el</ Rul eName>
</ Rul e>

<Rul e>

<Rul el d>rul e-t ybqgi 6gkp8</ Rul el d>
<Rul eNanme>Rul e2</ Rul eName>

</ Rul e
</ Rul es

>
>

</ Cr eat eRul esResponse>

e JSON format

{ "Reque
"Rul es
" Rul
1
}
]
}
}

stld": "9DECI9C28- ABO5- 4DDF- 9A78- 6BOSECOCEL18C",

B

e ":[

"Rul el d":

nr

" Rul eNanme" :

"Rul el d":

"y

" Rul eNane" ;

17.2 DeleteRules

Delete forwarding rules.

Request parameters

ul e- 3ej hkt kaeu",
"Rul el"

ul e-tybqi 6gkp8",
"Rul e2"

Name Type Required Description

Action String Yes The action to perform. Valid value:
Del et eRul es

Regi onl d | String Yes The ID of the region where the SLB instance is located.
You can obtain the region ID by calling the
Descri beRegi ons API.

Rul el ds List Yes The forwarding rules to delete.

Response parameters
Parameter Type Description
Request | d String The ID of the request.




Examples
Request example

https://slb.aliyuncs. conl ?Acti on=Del et eRul es
&Regi onl d=cn- hangzhou

&Rul el ds=[ rul e-tybqi 6gkp8, r ul e- 3ej hkt kaeu]
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encoding="utf-8"? >
<Del et eRul esResponse>

<Request | d>9DECI9C28- ABO5- 4DDF- 9A78- 6BOBECICE18C</ Request | d>
</ Del et eRul esResponse>

« JSON format

"Request | d": "9DECI9C28- ABO5- 4DDF- 9A78- 6BOSECIOCE18C"

17.3 SetRule

Change the target VServer group of a forwarding rule.

Request parameters

Name Type Required| Description
Acti on String Yes The action to perform. Valid value:
Set Rul e
Regi onl d String Yes The ID of the region where the SLB instance is located.

You can obtain the region ID by calling the
Descri beRegi ons API.

Rul el d String Yes The ID of the forwarding rule.
VServer G o String Yes The ID of the target VServer group of the forwarding rule.
upld

Response parameters

Name Type Description

Request | d String The ID of the request.




Examples
Request example

https://slb.aliyuncs.conl ?Acti on=Set Rul e

&Regi onl d=cn- hangzhou

&Rul el d=[ r ul e- 3ej hkt kaeu &VSer ver G oupl d=r sp- ci ge6j 5e7p]
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encoding="utf-8"? >
<Set Rul eResponse>

<Request | d>9DECI9C28- ABO5- 4DDF- 9A78- 6BOBECICE18C</ Request | d>
</ Set Rul eResponse>

« JSON format

"Request | d": " 9DECI9C28- ABO5- 4DDF- 9A78- 6BOSBECICE18C"

17.4 DescribeRuleAttribute

Query the configurations of a forwarding rule.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Descri beRul eAttri bute

Regi onl d String Yes The ID of the region where the Server Load
Balancer instance is located.

You can obtain the region ID by calling the
Descri beRegi ons API.

Rul el d String Yes The ID of the forwarding rule.

Response parameters

Name Type Description
Request | d String The ID of the request.
Rul eName String The name of the forwarding rule.

LoadBal ancer 1 d String The ID of the Server Load Balancer instance.




Name Type Description

Li st ener Por t Integer The frontend listener port used by the Server
Load Balancer instance.

Domai n String The domain name in the forwarding rule.
Ur String The URL in the forwarding rule.
VServer G oupl d String The ID of the VServer group associated with

the forwarding rule.

Examples
Request example

https://slb.aliyuncs.conl ?Acti on=Descri beRul eAttri bute
&Regi onl d=cn- hangzhou

&Rul el d=r ul e- 3ej hkt kaeu

&CommonPar anet er s

Response example

e XML format

<? xm version="1.0" encodi ng="utf-8"? >
<Descri beRul eAttri but eResponse>
<Request | d>3EO0FA650- 1843- 466E- 8664- 3E7DB8EODD5F</ Request | d>
<Dormai n>exanpl e. conx/ Donai n>
<Url >/index</Url >
<VSer ver G oupl d>r sp- bplt 8kkf af u8b</ VSer ver G oupl d>
<LoadBal ancer | d>I b- bp148milohj 2j uohQua7qc</ LoadBal ancer| d>
<Rul eName>t est </ Rul eNanme>
<Li st ener Por t >8080</ Li st ener Port >
</ Descri beRul eAttri but eResponse>

« JSON format

"Request | d": " 3EOFA650- 1843- 466E- 8664- 3E7D88EODDSF"
"Domai n": " exanpl e. cont',

"Ul":"/index",

"VServer Groupl d": "rsp- bplt 8kkf af u8b",

"LoadBal ancer 1 d": "I b-bpl48mlohj 2j uohQua7qc",

"Rul eNane": "test",

"Li stener Port": 8080



H

17.5 DescribeRules

Query forwarding rules associated with a listener.

Request parameters

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Descri beRul es
Regi onl d String Yes The region ID of the SLB instance.
LoadBal ancer | d | String Yes The ID of the SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.
Li st ener Port String Yes The frontend listening port of the SLB instance.
Valid value: 1- 65535
Response parameters
Name Type Description
Request | d String The ID of the request.
Rul es String A list of rules.
Table 17-3: Rule
Name Type Description
Rul el d String The ID of the forwarding rule.
Rul eNare String The name of the forwarding
rule.
Donai n String The domain name.
Ul String The URL.
VSer ver G oupl d String The ID of the target VServer
group of the forwarding rule.

Examples

Request example

https://slb.aliyuncs. conf ?Acti on=Descri beRul es
&Regi onl d=cn- hangzhou




&LoadBal ancer | d=I b- 152a602e315
&Li st ener Port =80
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="utf-8"? >
<Descri beRul esResponse>
<Request | d>COE4B5F7- 1AA8- 4578- 9D59- 8525C32BAD4 1</ Request | d>
<Rul es>
<Rul e>
<Url >/index</ Ul >
<Domai n>exanpl e. conk/ Domai n>
<VSer ver G oupl d>r sp- bplt 8kkf af u8b</ VSer ver G oupl d>
<Rul el d>r ul e- bpli xgm | 8x92</ Rul el d>
<Rul eNanme>Rul e2</ Rul eName>
</ Rul e>
<Rul e>
<Url >/index</ Ul >
<Domai n>t est . conx/ Domai n>
<VSer ver G oupl d>r sp- bplt 8kkf af u8b</ VSer ver G oupl d>
<Rul el d>rul e-bp16ryr pwbg01</ Rul el d>
<Rul eNanme>t est 2</ Rul eName>
</ Rul e>
</ Rul es>
</ Descri beRul esResponse>

+ JSON format

"Request | d": " COE4B5F7- 1AA8- 4578- 9D59- 8525C32BAD4 1",
"Rul es": {
"Rule ": [
{
"Url":"/index",
"Domai n": "exanpl e. cont',
"VServer G oupl d": "rsp-bplt 8kkf af u8b",
"Rul el d": "rul e-bpli xgm | 8x92",
"Rul eNane": "test"

3
{
URL: "/Index ",
"Domai nName": "t est. coni,
"VServer Groupl d": "rsp- bplt 8kkf af u8b",
"Rul el d":"rul e-bpl6ryrpwog0l"”,
"Rul eNanme": "t est2"
}



18 Access control

18.1 CreateAccessControlList

Create an access control list.

You can create multiple access control lists. Each list contains multiple IP addresses or CIDR

blocks. Limits on access control lists are as follows:

Resource Default limit

The maximum number of access control lists 50
per region.

The maximum number of IP addresses added |50
each time.

The maximum number of entries per access 300
control list.

The maximum number of access control lists 50

per listener.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Creat eAccessControl Li st

Regi onl d String Yes The ID of the region of the access control list.

Acl Nane String Yes The name of the access control list.

Response parameters

Name Type Description
Request | d String The ID of the request.
Acl I d String The ID of the access control
list.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Cr eat eAccessCont r ol Li st
&Regi onl d=us-west - 1
&Acl| Nanme=gr oupl



&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="utf-8"? >

<Cr eat eAccessCont rol Li st Response>
<Request | d>988CB45E- 1643- 48C0- 87B4- 928DDF77EA49</ Request | d>
<Acl I d>acl - rj 9xpxzcwxr ukoi s65yw3</ Acl | d>

</ Creat eAccessControl Li st Response>

+ JSON format

"Acl 1d": "acl-rj 9xpxzcwxr ukoi s65yw3",
"Request | d": "988CB45E- 1643-48C0- 87B4- 928DDF77EA49"

18.2 DeleteAccessControlList

Delete an access control list.

Note:

An access control list can be deleted only when it is not bound to any listener.

Request parameters

Parameter Type Required Description

Action String Yes To action to perform. Valid value:
Del et eAccessCont r ol Li st

Regi onl d String Yes The ID of the region of the access control list.

Acl I d String Yes The ID of the access control list.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Del et eAccessControl Li st
&Regi onl d=us-west - 1
&Acl | d=acl - rj 9xpxzcwxr ukoi s65yw3



&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="utf-8"? >
<Del et eAccessCont rol Li st Response>

<Request | d>988CB45E- 1643- 48C0- 87B4- 928DDF77EA49</ Request | d>
</ Del et eAccessControl Li st Response>

« JSON format

"Request | d":

" 988CB45E- 1643- 48C0- 87B4- 928DDF77EA49"

18.3 DescribeAccessControlLists

Query the created access control lists.

Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Descri beAccessControl Li sts
Regi onl d String Yes The ID of the region of the access control list.
Acl Nane String No The name of the access control list.
Response parameters
Name Type Description
Request | d String The ID of the request.
Acl 1d String The ID of the access control
list.
Acl Nanme String The name of the access
control list.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Descri beAccessControl Li sts

&Regi onl d=en-west -1




&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="utf-8"? >
<Descri beAccessControl Li st sResponse>

<Acl s>
<Acl >

<Acl | d>acl - rj Qwrmaglup8wf y3nr 8pznx/ Acl | d>
<Acl Nane>t est </ Acl Nane>

</ Acl >
</ Acl s>

<Request | d>F7CAE504- 2D62- 45E8- 9017- 336F2FF75A2A</ Request | d>
</ Descri beAccessControl Li st sResponse>

« JSON format

"Request | d":
"Acls": {
"Acl ":

[

"Acl I d":
"Acl Nanme":

"F7CAES04- 2D62- 45E8- 9017- 336F2FF75A2A" ,

"acl -rj 9wmaqlup8wf y3nr 8pzni',
"test"

18.4 DescribeAccessControlListAttribute

Query the configurations of an access control list.

Request parameters

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Descri beAccessControl Li stAttribute
Regi onl d String Yes The ID of the region of the access control list.
Aclid String Yes The ID of the access control list.
Acl Ent ryCo String No The description of the route entry in the access control
mrent list.
Response parameters
Name Type Description
Request | d String The ID of the request.




Name Type Description

Acl 1d String The ID of the access control
list.

Acl Nane String The name of the access
control list.

Acl Entrys List The IP entries in the access
control list.

Rel at edLi st eners List The listeners associated with
the access control list.

Table 18-1: AclEntry

Name Type Description

Acl Entryl P String The IP of the entry in the
access control list.

Acl Ent r yConmrent String The comment of the entry in
the access control list.

Table 18-2: RelatedListener

Name Type Description

LoadBal ancer | d String The ID of the Server Load
Balancer instance.

Li st ener Port Integer The frontend port of the
listener.

Pr ot ocol Integer The protocol used by the
listener.

Acl Type String The access control type:

* bl ack: blacklist
¢ whi t e: whitelist

Examples
Request example

https://slb.aliyuncs.conl ?Acti on=Descri beAccessControl Li stAttribute
&Regi onl d=us-west - 1
&Acl | d=acl - Oxi owxdr 4dr xt n2w8hupo



&CommonPar anet er s

Response examples

XML format

<? xm version="1.0" encodi ng="utf-8"? >
<Descri beAccessControl Li st Attri but eResponse>
<Acl Name>gr oupl</ Acl Name>
<Request | d>6669026E- 067E- 47B6- 8106- EA810382A3BB</ Request | d>
<Acl Ent rys>
<Acl Entry>
<Acl Ent r yConment >1, 10. 10. 0. 0/ 24</ Acl Ent r yComent >
<Acl Entryl P>10. 10. 0. 0/ 24</ Acl Entryl P>
</ Acl Entry>
</ Acl Entrys>
<Acl | d>acl - Oxi owxdr 4dr xt m2w8hupo</ Acl | d>
<Rel at edLi st ener s>
<Rel at edLi st ener >
<Acl Type>whi t e</ Acl Type>
<LoadBal ancer | d>I b- Oxi w3x1l j vd2a5gol ok5v</ LoadBal ancer | d>
<Pr ot ocol >htt ps</ Pr ot ocol >
<Li st ener Por t >443</ Li st ener Port >
</ Rel at edLi st ener >
</ Rel at edLi st ener s>
</ Descri beAccessControl Li st Attri but eResponse>

JSON format

"Acl Nane": "groupl",
"Request | d": "6669026E- 067E- 47B6- 8106- EA810382A3BB"
"Acl Entrys": {

"Acl Entry": |

"Acl EntryConment ": "1, 10. 10. 0. 0/ 24"
"Acl Entryl P'; "10.10. 0.0/ 24"

]

"Acl 1d": "acl -0xi owxdr 4dr xt n2wBhupo",
"Rel at edLi steners": {
"Rel at edLi stener": |

"Acl Type": "white",
"LoadBal ancerld": "I b-0xiw3x1ljvd2a5gol ok5v",
"Protocol": "https",
"Li stenerPort": 443



18.5 SetAccessControlListAttribute

Modify the name of an access control list.

Request parameters

Parameter Type Required Description
Acti on String Yes The action to perform. Valid value:
Set AccessControl Li stAttribute
Regi onl d String Yes The ID of the region of the access
control list.
Acl I d String Yes The ID of the access control list.
Acl Nane String Yes The name of the access control list.

Response parameters

Name Type Description
Request 1 d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Set AccessControl Li stAttri bute

&Regi onl d=us-west - 1

&Acl | d=acl - rj 9xpxzcwxr ukoi s65yw3
&Acl Nane=t est

&ComonPar anet er s

Response example

« XML format

<? xm version="1.0" encoding="utf-8"? >
<Set AccessControl Li st Attri but eResponse>

<Request | d>988CB45E- 1643- 48C0- 87B4- 928DDF77EA49</ Request | d>
</ Set AccessControl Li st Attri but eResponse>

e JSON format

"Request | d": "988CB45E- 1643-48C0- 87B4- 928DDF77EA49"




18.6 AddAccessControlListEntry

Add an IP entry to the access control list.

Each list contains multiple IP addresses or CIDR blocks. Limits on access control lists are as

follows:

Resource

Default limit

The maximum number of IP addresses added |50

each time

The maximum number of entries per access 300

control list

Request parameters

Parameter Type Required Description

Action String Yes The action to perform. Valid value:
AddAccessControl Li stEntry

Regi onl d String Yes The ID of the region of the access
control list.

Acl Id String Yes The ID of the access control list.

Acl Entrys List No You can add IP addresses or CIDR
blocks to an access control list.
Separate multiple IP addresses or CIDR
blocks by commas. For example:
[{“entry”:”10.0.0.1”,"comment”:"Entry 1
" {“entry”:"192.168.0.0/16”,"comment”:”
Entry 27}]

Note:
You can add up to 50 entries at a time.
Response parameters
Name Type Description
Request | d String The ID of the request.




Examples
Request example

https://slb.aliyuncs. conl ?Acti on=AddAccessControl Li stEntry

&Regi onl d=us-west - 1

&Acl | d=acl - rj 9xpxzcwxr ukoi s65yw3

&Acl Entrys=[{"entry":"10.0.0. 1", "coment":"Entry 1"}, {"entry":"192. 168
.0.0/16","conment":"Entry 2"}]

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encoding="utf-8"? >
<AddAccessControl Li st Ent r yResponse>

<Request | d>988CB45E- 1643- 48C0- 87B4- 928DDF77EA49</ Request | d>
</ AddAccessCont r ol Li st Ent r yResponse>

« JSON format

"Request|d": "988CBA45E-1643-48C0-87B4- 928DDF77EA49"

18.7 RemoveAccessControlListEntry

Delete IP entries in an access control list.

Request parameters

Parameter Type Required Description

Action String Yes The action to perform. Valid value:
RermmoveAccessControl Li stEntry

Regi onl d String Yes The ID of the region of the access
control list.

Acl I d String Yes The ID of the access control list.

Acl Entrys List No The IP entries to be deleted. The IP

entry can either be an IP address or

a CIDR block. Separate multiple IP
addresses or CIDR blocks by commas.
For example:
[{“entry”:”10.0.0.1”,"comment”:"Entry 1
" {“entry”:"192.168.0.0/16”,"comment”.”
Entry 27}]




Parameter Type Required

Description

Note:
If the access control list is associated
with a listener, deleting all IP entries in
the access control list is not allowed.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=RenpbveAccessControl Li stEntry

&Regi onl d=us-west - 1
&Acl | d=acl - rj 9xpxzcwxr ukoi s65yw3

&Acl Entrys=[{"entry":"10.0.0.1","coment":"Entry 1"}]

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="utf-8"?
<RenmpveAccessCont rol Li st Entr yResponse>

>

<Request | d>988CB45E- 1643- 48C0- 87B4- 928DDF77EA49</ Request | d>
</ RenoveAccessCont rol Li st Ent r yResponse>

+ JSON format

"Request | d": "988CB45E- 1643-48C0- 87B4- 928DDF77EA49"




19 Access control

19.1 DescribelListenerAccessControlAttribute

Query the access control configurations of a listener.

Request parameters

Name Type Required | Description
Acti on String Yes The action to perform. Valid value:
Descri beli st ener AccessControl Attri bute
LoadBal anc | String Yes The ID of SLB instance.
erld
Li stenerPo |Integer [Yes The frontend port used by the SLB instance.
rt Valid value: 1- 65535
Response parameters

Name Type Description
Request | d String The ID of the request.
AccessCont String Whether to enable the access control. Valid
rol St at us value:

+ open_white_list:Enable the the access

control.

» cl ose: Disable the access control.

Sourcel tens String The access control list.

Examples

Request example

https://slb.aliyuncs.conl ?Acti on=Descri belLi st ener AccessCont r ol A

ttribute

&LoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20
&Li st ener Por t =80
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beLi st ener AccessControl Attri but eResponse>




<Request | d>365F4154- 92F6- 4AE4- 92F8- 7TFF34B540710</ Request | d>
<AccessControl St at us>open_white |ist</AccessControl Status>
<Sourceltenms>1.1.1.1,1.1.1.0/21</ Sourceltens>

</ Descri belLi st ener AccessControl Attri but eResponse>

« JSON format

"Request | d":
"AccessControl St at us":

"Sourceltens":

}

" 365F4154- 92F6- 4AE4- 92F8- 7TFF34B540710" ,
"open_white list",
"1.1.1.1,1.1.1.0/21"

19.2 SetListenerAccessControlStatus

Enable or disable the access control function of a listener.

Request parameters

Name Type Required | Description

Action String Yes The action to perform. Valid value:
Set Li st ener AccessContr ol St at us

Regi onl d String Yes The region of SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc String Yes The ID of SLB instance.

erld

Li st ener Port Integer Yes The frontend port used by the SLB instance.
Valid value: 1- 65535

AccessCont String Yes Whether to enable access control. Valid value:

rol Status + open_white_list:Enable access control.
* cl ose: Disable access control.

Note:
When the access control is enabled, you must
configure a whitelist of IP addresses. Otherwise, no
access is allowed.
Response parameters
Name Type Description
Request | d String The ID of the request.




Examples

Request example

https://slb.aliyuncs. conl ?Acti on=Set Li st ener AccessContr ol St at us
&lLoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =80

&AccessControl St at us=open_white |i st

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Set Li st ener AccessCont r ol St at usResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Set Li st ener AccessContr ol St at usResponse>

+ JSON format

{
"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

19.3 AddListenerWhiteListltem

Configure a whitelist for a listener.

Request parameters

Name Type Required | Description

Action String Yes The action to perform. Valid value:
AddLi st ener Vi teListltem

Regi onl d String Yes The region of SLB instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc String Yes The ID of SLB instance.

erld

Li st ener Po Integer |Yes The frontend listener port used by the SLB instance.

rt Valid value: 1- 65535

Sour cel tens |String Yes Only requests from IP addresses in the whitelist are
forwarded.

Separate multiple IP addresses or IP address ranges
using commas (,).

The IP address 0.0.0.0 or the IP address range 0.0.0.0/0
are not allowed. To disable access control, call the




Name Type Required | Description

Set Li st ener AccessCont r ol St at us APl and set
the value of the AccessCont r ol St at us parameter to
cl ose.

Note:
This is valid when the AccessCont r ol St at us of the
listener is open_white_|ist.

Response parameters

Name Type Description
Request I d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=AddLi st ener Whi teLi stltem
&l oadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =80

&Sour cel t ens=10. 10. 10. 10, 10. 20. 10. 3/ 24

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<AddLi st ener Wi t eLi st | t enmResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ AddLi st ener Wi t eLi st |t enResponse>

e JSON format

{
"Request | d": " CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"

19.4 RemovelistenerWhiteListltem

Delete an IP or IP address range from the access whitelist of the specified listener.

Request parameters

Name Type Required | Description

Acti on String Yes The action to perform. Valid value:




Name Type Required | Description
Reroveli st ener Whi t eLi stltem

Regi onl d String Yes The ID of the region where the SLB instance is located.
You can obtain the region ID by calling the
Descri beRegi ons API.

LoadBal anc | String Yes The ID of the Server Load Balancer instance.

erld

Li stener po |Integer Yes The front-end port of the listener that is used to receive

rt incoming traffic and distribute the traffic to the backend
servers.
Valid value: 1- 65535

Sour cel t em | String Yes The access whitelist of the IP addresses or an IP

S address range to be allowed to access the listener.
Separate multiple IP addresses or IP address ranges
using commas (,).
The IP address 0.0.0.0 or the IP address range 0.0.0.0/0
are not allowed. To disable access control, call the
Set Li st ener AccessCont r ol St at us API and set
the value of the AccessCont r ol St at us parameter to
cl ose.

Note:
If all the IP addresses are deleted, the listener will no
longer forward any requests.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://slb.aliyuncs. conl ?Acti on=RenpvelLi st ener Whi teLi stltem
&lLoadBal ancer | d=I b-t 4nj 5vuz8i sh9enf k1f 20

&Li st ener Port =80
&Sour cel t enrs=10. 10. 0. 0/ 8

&CommonPar anet er s

Response example




XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Renoveli st ener Whi t eLi st |t enResponse>

<Request | d>CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984</ Request | d>
</ Renoveli st ener Wi t eLi st |1t emResponse>

JSON format

"Request | d":" CEF72CEB- 54B6- 4AE8- B225- F876FF7BA984"
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