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Jamiiss et 7 S, (B A el RE R BN R AR EA LSS, A L2Ewm (HTTP/

HTTPS) {#FERA SR HEA TR0 %,

PRI R

1. WGk s5 a8 L3 £ 4100.64.0.0/ 10k BOEF T B XM bElRE, fihGiptablessi H T
158 =75 Wi K5/ 2 A R R A
REIYHSLBIEIE100.64.0.0/10 N B kit Boh TP 55 5 el 55 il s,  ans bl =
SEFERE R, AESEEER T/



2. MVavilhssas A T, Biftiaumikssay EHTTPRSS IER T4k,
a) BRNEEER G, ERRHENETh, EEEBREENE,
AVGRBIEFHTTPE WY, B 55 i Em iRk 55 25N MIP410.0.0.2, Hid{H K
HRCEGEUTR:
- KA I : 80
- BEFERAA . www. s1b-test.com
- BEFERARETE: /test.html

| RESWR  osm

| BERENE
D EERERSESIAREEDERERRRS EERIRS S

FRREEE

SREE
RRIGEIMY HTTP EREERD 80
EReEEE (F%) www.slb-test.com RERIGERE t
BRI TS N6 R ER A B 5% BRI T AR A 2%
RIS ERERE 3% RENETRERE

RRRSREG

BUH

b) PILinuxRgGEMHI, $dTncBcur LM fadmlkissds LIHTTPIRSS A TERI, (RO A
T, e R A VR (R RS A da 4 L B 20 55 Je iR 55 M AR — 2, SR R e

ﬁgﬁﬁo
A ERIncan 2 B, TERPEI PR A B R ARSI, A4, PSR A B RS 5 i
1:

echo -e "HEAD /test.html HTTP/1.0\r\nHost: www.slb-test.com\r\n\r
\n" | nc -t 172.17.58.131 80

- IEENOT, Bl2008HAB2xx /3xxi& MRS, WIRER,

2018 @7:33:40 GMT




SHonBl: BB LRI BT A, (R MMERG SRS 3 L/ test. htmI B
i, PUTncai¥)a, 14045000, ZHNYS P SLBEWT B A 2xx8)
HIIXXB RIS, IS HBURRGE R EER, A EPOR,

o6 1. root@rs: ~ (ssh)
root@rs:~#
root@rs:~#
root@rs:~#
root@rs:~#
root@rs:~#
root@rs:~# rm /var/www/html/test.html
root@rs:~#
root@rs:~#
root@rs:~# echo -e "HEAD /test.html HTTP/1.@\r\nHost: www.slb-test.com\r\n\r\n" | nc -t 172.17.58.131 80
HTTP/1.1 404 Not Found
Server: nginx/1.10.3 (Ubuntu)
Date: Sun, 25 Nov 2018 07:44:49 GMT
Content-Type: text/html
Content-Length: 178
Connection: close

root@rs:~# I
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- RPN A R
AT HE IR, & P i A R X SEURN ERE I, A2 BIAKBRTCPERT
timestamp)gk, LinuxbpUkifitw_reuse(time_wait IRAEREE M) ILIHER, time_wait
IREE R S B% P o A

RUTTIR: B PmE B RIS, M RSTHIWITiER:, WsocketiE
SO_LINGERJ& %,

- Javnhi 55 ayaccepthAFiH
Jasinfhss aracceptbASli, SBUGUARS AR E syn_ackiiR=, &,

Rk BRilknet.core.somaxconnfffE A128, frsysctl -w net.core.somaxconn
=1024m& Hknet.core.somaxconnifl, FFE) GRS HRIM .

- Javmli g5 il 2
M FREETEE, SH-CBRESmEn, HPRKERE Tengine/5 2 )R ER, WHESH
JrslR S5 e RIS 2, M RBN I TERE(R,

- a5 A AR R L A 5
ARG BIIMR R GRS oG, Jamikos A S MBOE, HBTHARERRSS 8 LI
N SR E N, bEanBda e, BaRmEsOmfis, Wmas e tkReit.

- a5 AR B R AR A
TEEINY, 7585 ZMgEunARSS AR IR, WA TG NARSS A A 25 0 Ik e 5
WELEBER (2R, XNAEILF, REENR) , WSSBURNPEGEIL,

£ I

FEEAT IR A, R R ACHE :
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—RBORBLEMER 8 uk 216085, MTEFOIRES, BRARSUL B R AE ), PRItRER
ROERE LGS, TN IR Gk o5 d A BERE 1. BAERRDERIAR, TEEEE
J S A 2 )

- ERESHA T RS, TR 5L FReRRF IR L 55
0 T JEL AR N I ) i BB B — AN BIME,  INSFY, IR KRG, A RSB T
BIRTHI, ARITFAWIERKNR G E2E, @RI TR, WASSR S ERYR E, #
TP AL

© Jadilii S5 At At — ARSI SR T, DA TR R R AR

RIS, WGBS T

- AIFRZRIGORREIRE, WIS BRI G ik 55 5.
- IEWERIE RS IIRE, DD S A RO e Sk 55 AR 1 D3 oK
- PEREMNIAPTSHIS0003F K AU RERS TR LS A B 54~ BA_ LY 2 PATP,

EAMR TR
ARBUEREFH Apache abfE A T H,

Apache abfE KRIF LR FIE1E3s. 6s. IsHEAERIIILR, Apache abzzi@id Al
content lengthoRIE i R2 R, MABIHHEZL GGk N, JZEicontent
length&A—5(, SBMIASRAB,

HEHPEZAPTS,

W DRE BRI R, PTSESTEOK A S AMIP, [EIRIFERWETE, I HAlAAEPTS
PR R AR, SRR S ) 2 R T RE R

fEFPTSE R EN A
QR RAEIEB, BMMEECSEHINE ENIRG A, il — A TCPEWAIHT TP

Wr, Jaudmll¥EE N80, ECSIRSSHIACE NICPU 14, WT#512M{diH CentOS 6.3 6401
Rt


https://pts.aliyun.com/

. Z¥Apache Web ServerfEf{tWebJi%5.

yum 1install -y httpd

. P BRIAE iWindex. html,

echo "testvm" > /var/www/html/index.html
. JASTHTTPARSS.

service httpd start

. VilAHI80% 1, #iiAWebJR35nI,

curl localhost

. FEPTSH ijsemitiz i, JFEHEIIA,


https://help.aliyun.com/document_detail/70290.html

9 4N{AIHEES500/502/504%51%

MFACE A B2 G, Vil tHEE500 Internal Server Error, 502 Bad Gateway, 504
Gateway Timeout3#iX, AAREHZAERISE, HlAaEwEE, FrusETheszan
B, SUBISHIC BRI, JEURECS Web )W I Vi ] )&,

ASCRGEIE 7 R MBI T RERR IR, RO R DA HERS D K,

L. Wl REER DA R DS R
" PRI B B R A B R R B L s rh il R A
"R PRIR P G R
" JRIRECS B R PR
© JEHHECS Linuxpy 2 Rt R
" JEUHECSYEREH
" BRI IS BB it O 02515
"B HER A L (E WeD R 45 502 i
© HTTP3Lagst A

2. Hids b

3. JAE T

AJRERE LR R
1. PIA B S REE A B R Mg rpacE LR

RUTTSR: A E R, GURABIIMTE P eE 2 MG, BB R R,

2. B P I PR TP I B 2 ) 4218
AL TS PI&E W i A AR 0, AERAUDUR BB 1278 v P I 25 i Vi ) A
M, —RRiaEREE S,
OISR T8 TR A8 5 SCRMa AR S A BTN, GURBNA, RIS E R
Pz,

3. JURECSZ 2P R

100.64.0.0/10 (100.64.0.0/10 2RI AR AL, Al P ICIBTBCENEMIEN, A2FE
LN RAEIIHIRISIHRIPE, TR TRBRENELIR, MR Z 2R IFE RSN
BB K, ATDARRIEIPERINA 4, 5 500885025517,

ROVTE: BCEARS. Bk, o R DO,



4. JauECS Linux %S 8L B A
M FRIMECSHLinux&R4E, BUKTCPEAN T EERRARZENES B hrp_filterf k%

EO
fRITTR: BRGRE U /etc/sysctl. confIIBA R=AECEE N0, REiTsysctl
~p.

net.ipv4.conf.default.rp_filter = 0
net.ipv4.conf.all.rp_filter = 0
net.ipv4.conf.eth0.rp_filter = 0

5. FsmECSHERENHS
BIMNCPUE, Sl SERIT W 6E S 800 M 54
RIS KA GWMECSTERE, MRRPEREMMINISE, WURRRARGIARA, LY A5
UECS HIBCRIFER M,
6. BERERE RIS BB M HHBES 0255 1%
RKTRBRERIY, S prgere s S Hea EEITHES,
BEAh, ARIFR BB RGE, RIS 8 Webili55 IO IEH L BIHT TP K, ten
Webflli55Ria17, R HBS02551%,
7. B IE H (H Web M i 5025515
502 Bad Gateway i b B Gl DUREK B % Pmi s sREE R 2wl o5 devh, {H2

He55 2 Web b VAR BR S B P %R, i DUHERR 75 R B IR S5 8 Web 32 T G C B AN
BT OLEAT b, HlaTWeb S FHAEBEH T TP SR flEE v B #timeoutif b, 7E-&£



BHTTPEL R, Jaumd PHPIE RIAEBEN [)&id proxy_read_timeout 60F, BLIf 2 B
B3hn 504 Gateway Time-out, X FPYELNT, @B EH9005),

FROTER : WiPRWeblRS5 ARARIRIE #1217, KAPHPIEREPEN N, ULEWPHPIE R
M, R Nginx+php-fpmBlii7 /4] :

a. AEPEPHPH R AR BOAE LR,

iR SR PHPI R BB CL2553 T php-fpmePmax_childreni B LR, WSIGSH
HIRIPHP I R SRS 2, IR Il 245502 5 50455 SREHLBL

- WSRCARIE RS RAEBISERR, B RBARSAERE, —VNER;

- WERCEAPHPIE RGNS, BHiPHP—EA THMFRE, AEENginx¥
fastcgi_read_timeoutfJfi, =504 Gateway timeoutfyHiiR;

- W CAMPHPIE RGNS, HPHPATHRIRE, #id 7 Nginxfrequest_te
rminate_timeoutfff, FLZHI502 Bad GatewayRHiix,

b. PHPIAATI MAL BRI, Ba i php-fpmEBPHPIIA I Kt 7 nginx++h
request_terminate_timeouti Ei{E, X502, FIN7ENginx H&H R AERFIM T
B HAIE R

[error] 1760#0: *251777 recv() failed (104: Connection reset by
peer) while reading response header from upstream, client: Xxxx.Xxxx
XXX .XXX, server: localhost, request: “GET /timeoutmore.php HTTP/1
.1”, upstream: “fastcgi://127.0.0.1:9000”

c. TRFAREE X RERASTU, JPAEPEAZTE RIS, LLliphp-fpmAHani217,
8. HTTPLIRid Kk
K Head kA5 BBl 8 S BOAEIH IR IEFC B BWE, HEmisI&5025515%,
RO WVE Head SkIL BB BB F R TCP LT,
9. k55 i )i 4 ) i
WPR AL BB TG SR ECS I 7E AR 55 % Pl (A 2851 2 P TP Hihk i W SLBRUIE O, %1%
BF, Javmlk 55 AR S5 s iE i st sl i o) B B A 1, RS S R 1 SRS A

[, WIRESRAHHNIERIAERI A BIRS5 a8 . SEHBE Vil B DL, SRS, i
17 BRI R L5 00885028517

RIS WROR B IBI AN IEW, B RGSRECSIR S5 8 2 Vi W S8 i A P TPHbAE R 1§
Ui
HESRE

- RAS500/502/504%5 A E, FINOR ABSIM I, wili/LEMERCE NS, E2)ENECSH
8,



- QERA R/ LM, ETIASBIEE % EMER LR R LR EM.

- RN P A P, JRUDUR IR & AT P, RO ARG % P mbe,  HEE
RN PR DG, R R A B HRAY BE TPHISPIB & Rk,

- RAERBIIWINE, REARWMECSEERURE RGN, GURATEHEARI, RO
FS ()

- AE% i T hosts ST B Ik 55 b SR 2 fik 55 as A TPHE |, BiiAE 5 32 e v il
Al WERSXXETLREIWT AL, ReTREa skt — S ECSHRSS asiicE M8,

- ZRFLERABSIUION R A B, BRMERESE,

- KA SSURECSHRS 882 BAAECPU, T, WS sRZE S5 PEREIR,

- BN EURIRSS SRS, WRAGEECS Web/I%5 8% HEREAHIKHIR, WebllS5_E
IEF381T, WiAWebViMZ5EGA MIE,  EIRRSS a8 EARSEPEEE A

- KAEGHECS Linux## RSN TCPPIZSEUE S HCE IE#,

_ BE L, Himmd
RERHEFHEH R |  IREEEISPEETML G, BT SRR EEGHE

——— MBEREERPHILEEEE, BEEEESEEAE R EPATA
I - TR EEEER, EELshanaxeMERi tERE
NERERFLFETERE = =

oy ‘f‘ﬂm

GiRsLBakEwebfT IR, EEEMT F—HE

3 4 | RAEEG TR R AR RS R R RN
' 77iASLBIR [E]500/502/504 | _ o | HEEEHEMECSRASEENEISLBAFVPIIAIER, RE, BER
| ; ] | WmERSLBIEERE | — T s —— ;
5 HEHE e ———————————_  EEEFMEE S A Hos B EM (SIRECS)FIPHLEINE , AR TR SLBIA
= | IMBETESIE, HHESIBWIERINIZ, RERREEEN
EEwebiR B R ERRS S E%iET
| [ HiEsig RwenfR 5 EE A RIE AR B AR BT S
\ EREHWen AT ARE, HEGHECS WebFEE | SHMECSRERRSNE, MO ST
| #EECS LnudREBAHEESHEER IR
| HiERRECSIRA B E T

R IE

TERYE LR HEE P B RS S IR SR, TRAICSRHEEIIASTER, IR TR, THER M LAER
DS I SRR DR BB R DR ) 7

MRIBHE R, TR B IR BIAR S,
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2. ESBRERANREITE?
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3. BEREENREEE SRR
A2, BT RER AT I RS 2T NSRS i o,

4. ECSIIA S 9 B mRS B R F R B MM i+ 8?
AL, FRRHECEAE QRIS BIERIECS M MR 773, BAR KNS UM
T2 SR AL, TRk S AT ECS SRS R PR R 0 53 L R 3.

5. WERERERWITE?
ST E AT 2GS S HDIIRE, IR AT Dk B, S 2B sk
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6. A B L HINFIE RIRECSERFLE, HERHHEHECS, BEERWITE?
RERIHpE R X, BABHIWT:
- T
R RR TP UA RSB IE, SR, SRR RO A A SRR

AR BCE T ECSZ Bl S Ml 55 Bess, TSNS LI 75 AR BER S5 . SABI S
IR JRSRECSIRIE, (HAEIIHRHIA SRS IR L, SHWREEN, AfRER 257
BEIHIMARSsHhE, SRR R B G A Al FIECS, XTI,

T PE R HISS, WIN R OUR = RIETFE. N T LRREINIRSS, BT REsIst
JZNR55 2 ilid Tengine2 1, RN E — 4 TenginefI503% IR 5L, IERAMEHIA Vil
K, SAESIEAEHARL, XN 2 B

T EAHEECSH MBI AW RIX PRSI, Bltk, Mg iX sl R, EAMEH
BB BRI, ] DA IEIXA GBS BB

- R R TR
TR w2, SARSEHIIRS R R R, REHEL B s it e, A
LHIBRIREA A =it 3t

7. FAM G2 A B Lt S UREN AR 2513 ?

© QISRAER R TERESL A RURAI S, WASHBCHROARRS B
© GSRASE RN R TERECRIRI ARSI, I SRR B

PR SO 35 2 I SEBIALRS S SN — 25, R S5 S B S Bl B A i 2
8. MERERER LAIRRERMELAIBRSHER —1513?

##O
9. MENMIM B LG, HERIAILSETIMIENERAMG?
A&

AL 2R (RS AR R PERECR L) KRS OR R PEREIL RIS, A
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A B T RS R PR RIAE R R SR SRR SRR B, £ — D THBKIG,  DALA/ NSRS e
ik R RS EROFETRBUR I,

WK R A B R, Wi R 1S 2 P EER B IME, FRPA, XM BELE
KPR A ERA XN, PIREE A R ettt

- BPIBRGENR BB R BIREEE, )5 2 WEO BT PIMET S, BJaontE
WPEREH S RPN, AalDBRIAE—E R, BRXANEBRIRD, AR RRIE
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Bl M A A B TR T 2018484 H 1 HIFAREN PERER BRI BIMCOIAS 22, IR 4RSEAR B PERESL
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1. A # R RIERSLH?

TR TERECRIRL LB AL vl CRIEIPERESE R, 5 RN B PEREIL RIS, B
RSN, B AACRBRSI IR PERETE bR

FEHE ARSI TEREPRIERISE B Z A,  SEPTA W SKI S B g PERE L 2 RIS, fefal & b, 2]
DI#EE CIl AR,

EEAE R ERECR RSB W S s, nTEA RIENTEREER, 9T FEFOR.

PERECR BRI = A R BFEhRan |

- I KiEHE-Max Connection
IRV EUE ST — A S S I REE AR BN R BB . Y 920 b R R i R 2 S
BRVEREN, BT RE RGBS

- FFHTEEREE-Connection Per Second (CPS)
BPHTEE R BOE T W ER Y A8 RS SRR A
I, BEERE R E T

- GEWE-Query Per Second (QPS)
BRI RER LR A IS, RS PSSR HTTP/HTTPSHE R (GER) 1
e YIEREREI A SRR E AN, BRI RGP R

Bl 2 A B B PEREOR B RIS o A R/ RpsIc e (B HEBRIRIBE RIS LA, HR LS nf
Bl 225, 1 DA W SO HE) .
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W H AL AN ) -
- PSR

PEREORIGRL SRS Deds M Pl B, BIAESIEBI I B R SUIN, ST s Bl 14 BRI 1
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Hiud Riks Riks RKiER | S |(SPER | fEa e
b4 EREL (| BU(QPS) |HOTL/H) | #ROT/W)
CPS)

AEIR1 (i | Bk 1 IR 5,000 3,000 1,000 ik Y3

M) (slb.s1.

I3 (3% small)

x0) Rk 2 PRI 50,000 5,000 5,000 190.00 0.32

AEJe5 (i (slb.s2

PSR » small)

U FANG

) Rk 3 FERIT {100,000 |10,000 10,000 380.00 0.63

k2t (slb.s2.

50) medium)

“4‘31122 (k. Rk 4 =g 200,000 |20,000 20,000 760.00 1.27

o (slb.s3.

il GR small)

U]l))

Rk 5 =SB 500,000 | 50,000 30,000 1,143.00 |1.91
(slb.s3.
medium)
k% 6 it | 1,000,000 | 100,000 {50,000 1,908.00 |3.18

(slb.s3.
large)




Hirbek, ks ks BN | | SPER | e e

b4 R |BUQPS) |HOL/H) | ROL/M)
CPS)

WAKE (M1 |Wi2rmn 5000 3,000 (1,000 | 4% %tk

1 Gorm (slb.s1.

%) small)

WA Lo [sgmr 50,000 [5,000 5000  |228.00 |0.38

3 (b (slb.s2.

) small)

VKA

5 G [P 3 [RPRIT (100,000 [10,000 [10,000  [456.00 [0.76

%) (slb.s2.

TR medium)

GRX) s @RS 200,000 (20,000 [20,000 [912.00 |1.52

FHEPEL (slb.s3.

(EAY) small)

FEEIRER

L Gesge |MAES  [BBIIT 500,000 50,000 [30,000 [1,372.00 |2.29

) (slb.s3.

s medium)

WAL | s 6 [T | 1,000,000 {100,000 |50,000 [2,290.00 |3.82

G50 (slb.s3.

WASRHL large)

&)

HPARARTERL

(i)

1767 L i

1 (G&=w

i)

ye[E (f&

20

4. WM RERAE B 012

o USRI R R AT SR ICH, A L SOIA, AR TR bR GPE) TR, R B
RN DL KRS, NP RZEH S, BIEHARI(slb.s3.1arge), iXHEn] PARUESR:
GFRISS RETE GEE) , BASIEEESN S AT RA, HARESA RS BA K Pl RESIIX
@ (slb.s3.1arge) , WnfRABEE —~ANSBINEME ERR, @& (slb.s3. medium),

USRS SERY R A S, TEOLRIETE A — L RS St IS e SR O, A
i B SE— R ISRk 55 AR Z RS, RN A DR SAR, RIS TR 2 A RS 52



Rl Zs iR, FEATIIIE R LIRS RGBS, NI R, £

R LAY

- WURRPRE, KRR AR KEROERERS, ABA OFR) FERS YN —
AKBHEHRS S, RIRARRNSR, ETEH A SR R B A
KU, FEVEEERIMIRIALRS.

- WRR LRI, KIEMERAURQPSINTERE, QPSHNE T A LIZRIH RSB,
BE, IERTERURLRATQPSHTHfY. fEM s —ANHUREIG, 1655 BRI R
XU LT,

- B SRR R R R, AR S PRI, N
B, APEREMURORTT BTN, BEEAEE, 5%y,

FREE BRG]

W E R R B

QPSR

5. RE A LURAZEMERERIFR LIRS ?
REnTLER 5 X PEREOR B RISE B T AL, AR R,

R SRR RE DR R RS2 A R W] DAFHAC the ] DAL, EL4F 6L AP RE ORISR S ) 35 B2l 11 44
AN AREAL, VRS E fudp e H S5 ido

Rlt, EEACAE TR BRSBTS A,  BIA GRS o P SR i AR A L AR L ] 5
il

=1

- P ERESE SRS R PERERRRISE BN, JETk PN U T PR S 5y,

- AL SRR, QLIS T 2T R G R B S ), WIS
FEFIK B AA AR, MRUURA LB T E, S E BV, HEE s B
KN, REAEEEHHR,



- TR RIER, AR LI REAAE T RERIBERE, IR L BIAE LS PERE ORI S5
W, FONTERLBIERS, FEULnREHIN10-30FPANLS5 N, HAWRRERIEIA SIS,
PRt A AR ML S5 (R 2 SO 17 R 2R

- P R RS E AR AN I S 1 L IR TP Ak

6. MEREIRFE R SEHIAIRS UL ZE?

BT M A A BB T RIRE T 2018484 H 1 HIFAREHN PERECR B RIS BIMCBUAS 22,  RIIFARSEAR B TERESL
RIS 2,

TERE ORISR RS SR g o 23
i i 1
A0 . 47 1HE4H 10 HEZAERL
R YRR GIomyo) « WARARR3 GEBESY . ERARES (HENE) | JEKRIHRL
(#3%) . EEGEL GER) « REREBL OhGEI)
g &
ARl e 47 11H 247 20 HEig )
R AR (BID | ARIE3 GRZEED . LS (FRRITERS) | &l
i
RN : 4 21 H 524 H 30 HREZAE 3L
R ARkl GRED) | ARdE2 (ExO | 4ER2 (R | 4efEl (GRIID
7. BRI TR LS, MEREHFERSLFIF S TIMEEREAIE?
A&

JEARITERESL RIS (URAEAR AR PERECRIFRY) Re kSR M PEREIL SRS, At
fi3t, Rthnl DUB AL, FRYEREIL 2RI LHITH R PERESR RIS, 22 S RITERECRIERY S, Stk
RELRIERLSE BT 4G BB, 2RO B2

8. N AR RIE R LI BEFEREI MR RHIEELEITR _EFR?
FEAHR P,

TEREPRIERLSI B AORBE =/ MiEbn (SRR FRIRNAZHEE IR TERR LR, BRI
TEPRJCIBZIIEAE, AR CAMR AN FERRIT 4G RRIE,



FIRE, WSRIGSE T HEAF SR BSEH], LSBT SRR ERRI, thoal 68 2 HIBER AT S8 BRI T
TEOLEERRIE A SRS LRI DL

FEaBE R Pk RSB RT (slb.s3.small) S, 4SBIFIQPSELIAFI20000, {HIFRIEZELH
IEARIERN2077, IBAEIBImAKERBTRERIZERAZIE IR ERR, BO#td iR iE R =B
QPSikz! EFRMi# B 77,

0. A LU AL A SR SEAING?

E‘[uo

HRAF<% 75 2Rl
10. FAR 2 F3S BT SE I b SURERRIAR 22052

QSRR R TERE S A RURARI S, WA SRR B 5 SRR 2 PERE LR B RURA I S
B, I ECOA B, RS SRS SN A PSS BRSBTS — 2, RA S Sl S5 2 A
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B LU

T SRR A SRR kAL
"2 B AR R A IR SR R 55
© 3 M A AN ERR AR SR
" A SRR M R B I )2 0
" S A AR R 55 Mk 23 B i )
"0 Mt A IR IE RSB
"7 WA R SRR
© 8 gufupfsiprILinux curkR s B SIS R
9 —AMERIE IS SRR G SR S5 A A S P S AR iR 55 O 1 A 3 2 A
SOBRBSIHIIE Fe7 S S 5 2 TR I T R S 55 AP 1 7
1. G R R TR BEE?
X
PGS Wi wowp i o #redirect #,
2. BAAMMF RS RN HI9ERS?
RECSHZAMIP, FEHI MM -Fik =0 5 Btk 55 .
FOMAEAR MM -RITEOLT, BN B2, WEHsRICE R MmN GBI ss . #i
ABEEL, M—EEX M, FTEBSCEIAS RN A SAENIRSS . HRZEES RN A
WA, dnid@id 22 M Vi RDS5%,
3. At ABNEEA TR EIHERIE(E?

PR S i i 2R i X SR AR A X5 SO B B S BITR BYIR 55, P MRV Tl SRR A5 F-43 03
HENX LR B M R GRS o LT, FREL, VORI R g I RE £ 2 6 R YIRS &
J:O

ANERR MR ERRITROTEON AR PR =V B R BRI HEAT %/ (N-1). Nouiik
BRaANE, HnifEh4, BB G LR 10MbiFSR ERR, B2 % P imal RER
AR 10/(4-1)=3.33Mb,

T BRI SCBLRRE, RN B A WA SRR (EL I AR A S B ML 55 S e 45 5 1Ll
73 BORVEE BN A BERIE, M OR I 55 19 1E 3OW AR S5 A~ & 2 BIE AR



4. LENE S RIEZERKREIE S D?

- TCPHEWT: 900F)
- UDPHKiWT: 908

- HTTPHWr: 60F)
- HTTPS¥iWi: 60%»

5. At A Z3SEARSS It S E IR R ?
MRS5S, PA MBS 206 55 ik BEF2 15 ) @i -
(&2 R g U T

Wi E BIAANETE, WAFRP (WAFRR R EHE G % P um AR 55 as AR & IXRSTH
X) o

- B A 2
JCHE SRR, &Pimm AR S SBORN EE M, AEIITERIANSERERTCP
M timestamp/E P, LinuxthilUkitw_reuse(time_waitiRZ&EHE ) EIEAEX,
time_waitIRSE M S BE P i A R
RO T B il AU R, fEHRSTHR S %EH;: (socketBEE
SO_LINGERJ&EM:) , A2 & FINELXR T Xl IF.

- Javmik %5 BracceptbA I

Jesiiflii 55 dsacceptb\5Ii, FBUGNRSS 8 A syn_ackilist, &g,

Rk BRiAInet. core. somaxconnff{ 128, #fTsysctl -w net.core.
somaxconn=1024 B EIMH, FFE R EmARSS a8 LRI,
- DAY Z B e v AR 55 A Vi T 3% U J2 D0 B i o Ik 55 etk

VU S , TE% AU IG S5 Ay 2R Vi % A B B IR Ss Hhk = S BOERRW, W
D87 R e i B URLYFZ 975 ABkEE Vil
- OERGENRYRSTAEPEA

TR LN TCPIE )G, WIERI00sAKIGS), W17 MR 55 4 % X RS T T %
%, ARNHXRSTRHEIEAS, nTRESN CORMIIER FHR A IE IR S 2N @I

6. At ABRHERRIERIFRIK?
- HBERGERACE D CLITE T XA IIRE



- HTTP/HTTPSEW LGl 55 8i& 1] 4xx WiRIRS R S Iz A S iG Rl cookie,

fRTER: HTCPEWY, FATCPRWZ LIRS PRI IP RIS STEIRR, SHAMNEMECS Lt
nf BUdi Acookie, FEHiNMcookiel ik 2 R,
- 302HE MR XIERFFPISERVERID H,

TEIIHH A cookielty, WIRIGMHECSHA M 302HE FIIHRSL, U XIGHREPI
SERVERID7H3, SESIHRFFRI,

HERS 5Tk RN SRR SR, sRAIMEPFINELIG 502 &5 17 £E 30 2 AW R
X, XEehiER I cookietHISERVERID ¥ HUZ AR 1o

RO SORATCPYWE, ROATCPYEWT 2 PLIRZ P IPR M S PR R, BAMNEHECS ki
nf Pl A cookie, FEHEMMcookieff Wik 2 H AR,
- STHAFE R E DS, SIEPRRHN R ML 2 GBS TR IR I

7. MAEERERGFFH?
A DAEDISE SR F 1285 [ il e b 2 5 & A SERVERIDFH B PHSER LBy, B#E 81T

curl www.xxx.com -c /tmp/cookiel23 ffFf— Fcookie, Bl curl www.xxx.com -b

/tmp/cookie123¥ill,
8. WA fEALinux curlilid ;A F3S B SR FREF?
1. I v i

FESE B FR s ECSH R INA BT i, a1 S EPoR st HEE R AP, PIMIPH T
JAWAH B SRS IR BN PEAR 55 3. I MEIZTPIY—BPE, SR S B 2T R FF A 2L
i 8

2. Linux RFeurlillif,
B A MRS TPHbALE 1.1.1.1, @AM EHURL A http://1.1.1.1/check.jsp

a. BFNRMIARI Linux k5585,
b. PUT LA a2 i ik 55 dhcookiedfi,

curl -c test.cookie http://1.1.1.1/check.jsp

-

= B


http://1.1.1.1/check.jsp

Bl B 25 S R i 2R R R BRABEUR A cookie,  TicurlIABRINR A S RAERIE
%cookielt], FibAbFERIEHIMFIcookie, FlFcookielliX, M, curlilli&hH ki
PUR, SN R SIE R ICR

c. PUTRA RS HgaiL,

for ((a=1;a<=30j;a++)); 2="" do="" curl="" -b="" 1.cookie=""
check.jsp="">/dev/null | grep '10.170.x';sleep 1; done

Bil:
a<=30RHEMIRXE, WLHEFEK; grep ‘10.170% RIEESRWIPHEE, W5
Ui ECSN TP SEREF TAH BB 5
d. Mg ERWEGREIIP, 2R —&ECSHMIP, WIWERHAE MGG 20
UEB SR B S TR R A Tl

9. —MIERBI A HIGEARIRARSS 2, WMRE P IRERULEISIRARSS 22890 £ 50 E Bh R FFFI 52 308Y
wEE, AFNESRERANGIRRS SF|EEERA?

FESIBAE RS R A S W5 Ja sk 55 a8 %
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B U WS :

1 SR A TR A R ECS R
" 2 JEIRECS SRR R G A ] AR #
© 3 W DA R R ISR ECS S BINE R S 55 2 47
" 4l 245 T003F kit PAEsR S Vi I ECS 924p1#
© 5. ECSezf) b SEA He IR A7 R 12 I G5 3R Il Fg i A T 17
* 6. ECSszpfigijf) 7 HTTP1.0) 45 4%chunked transfer i ko pd #
"7 R AR RECS 9B B UA JyKeepAliveClient iy sk #
1. B ENE1TP R B RIAEECSHE?
"L,
0] PAEAT RIS 2R slas b S S i) e S ECS S BUR I HZ R AR ECS L 2 M V), {H
N T PRUEEX MRS IRE, TORESIT LIRRAER, JFRE T 08 i Bek & D REFF PRIk 7
¥t a 2/ 0 A — & IERIZITIECS S,
2. [SUIRECSEHIRNRER AR T I UTRE?
LRV

BT B A ZBRGSRECS LB E R R E RS, N RIS ECSILBIrb IR AR S5 582
Rl HLEE— 3], (B RRR R RS, DR HIRE B4,

3. AT A fE AR EMIEBIECSSEHIEN R IHARS 88 A7

AR L

TEIIHA SR RS SR E . D18 S0 LS i S ECS S B ) Sl sps A
4. At AF 1007 LB IPTESRE A IRIECSEHI?

MBI RGRR T 218 RGNS PIPER A SMREI Vi MR EE G MECS KM 2 5h, &2
XYECSSLBEATHEFR A Al PR, X205 M R IRAR 2 B8 R Gt R R,

IR R F LB ]100.64.0.0/10 (100.64.0.0/10 b AR & Hbhk, HAtl P ICiEsrie
FRZMBIN, ASFERENE) , FiASEIRZ 1009 LM TPHAL i M ECS S,

Y TGRS SMIRSSEIRDRTE, SO AL Vi FECE T BA TR,



5.ECSEf EiRBECEESE, A4 MGH%ER O] pm R A4 E5E T ?

HIRERZE P m D YA SR A, ] DAERERI & _L W N KA Gzip R4 hRE, sRBUHTCPLL
"ﬁo

6. ECSSEIER THTTP1.0@ & X #chunked transfer{Z #i4wh3?
o

7. At A 398 RERECS K HISRE U EIUAJIKeepAliveClientdyiEK?
] R :

TS R R ECS LB BMELE 3 HLP Vi M I th 2B W BIGET IR, SRIFAITP 2R B = A
IP, User-Agent!/ jKeepAliveClient,

K] <

WO BOERRRTCP, MR EIERE THTTPHMY. TCPRWr FMERHTTPHSGHAT & Hk: &
i, BRIMERIGET 5L R,

RT3 :
S VAR MW B ORI B REAG 5 BIMIR E— 15 B M Il — AN L



15 BRI EFAQ

B U WS :

T R AR 47
2 e R AR E R AT A
"3 RENPORHIHERER A
© 4. TCPswr e P BERs & 75 207
© 5 ECSy:pIR R B B TR R A 1T A
© 6. HTTPswria s CS Sz A TR & BE IR 77 B A T 47
© 7. HTTPswria JEsmECS Sz g T BeR i PHbsi 2 AT 2.7
" 8O A KA iR 5 web PRI R — B
9 BRI R B X FER G IR
© 10 GRS TR S A P SR S SO RS 25 I i b B
1T Gk g5 TOPSR MR HER 2RI Mt A8 s 55 H v RS 5 S i 1 B
© 12 B B F A B B R R R A SR R
1. REREENFRERMHA?
GRS e B RO AR A SR ECS LBl e, JF BB EhREG, 2R NECSSHI
BERER A MBI, R B2 PSR R A S L 2IZECSIHI, HENZECSEAIME L
o

WREAR, SO R A A HbhE B2 100.64.0.0/10, JamARSSs 8555 2 AGER Rz ik
B, RICTRAEECSZ s iz ik B BC BB 73R, (HANA L EiptablesT# 2 43R0, ¥
5T (100.64.0.0/10 R AR MIE, HAlH P IETETEERIZM RN, ARFELEN

K o

WEAER, S% 7wk g K 25 5o



2. EEFENRROERERMTA?

MY TR S I B RREAS 2 R IS DEE AT Dot RG] I PER ek, (ERREAG 2 UA FE AR ARG AN ] 7 P9
EESZ U RN RRIUG, A ZHATIREYI. B2 IRAE RS W gakt A 5o

PARRRTCP/HTTP/HTTPS W0 it iS4 i i it R A A i B

fiiE HERFE
W . 78 B i ) SB

it SRS 25 ) ot 2
AR 3

PAR )2 UDP Wt B FH A R A L EL

A HEFAE
W . 78 B i i) 108
Felt A 5 ) Bt 5f)

A e B AE 3

ft e 3

@ BER:

BERCE AT P IRSS RS HTARAS DR PR, QIR S S 20K, nl DAIE =4 Ml R G ) ]
{i, (HHEPRUENRSS 76 IE H IR T RAEBER )N FIXAME,




3. R A UXHRRIEE?

AT RE XA HTTP/HTTPS MW RER 7S, AREXIATCP/UDPMWIIRHEA, Bk, 2
B ARk Ao

BiHA:
PR AHE RS, M) ECSIAIE RS I RN, AEIIEE R SIS RER %R
WIECSEH L, S5 An] i), E AR AR,

4. TCPYS IR IR BRI E A2
TCPHWT SZFFHTTPHITCP MR RS2 75 X

- TCPHMUE R @I IR SYNIE T4, KRS a2 & 145,
- HTTPHMIUEHR &N ZIXHEAD/GETHER, BHUMSEERII Y5 AT MR A AR 55 85 B 2 5
BB,

TCPHERER TS SO AR S5 S PEREBTIRITREA DN 2> — 2 QRIS 5 i 55 45 ) R B e L B
&, WHERETCPIERRA; WERMEARIRG, WESFHTTPRERKA,

5. ECSEAINEIRBENEMERNER+ARM?

BRET, ABWASIIRRRELZAZECSIE, HMREEWREmIRSS SRR E X TR R
W (LEREWAZEREHR) .

T ABIIHEIRECSEHINIBRE N F, M4 TRIZECSIHR I B3I, — B2 EECSIHIi
1T, BCEWRESE LS g R BRI E N T,

6. HTTPUSI /R HRECS AT R B BRI E R 42
HEADJj %,
WIFEIRECS IS RAHEAD %, 2 SSULHRA AN, SIAEECSILH L FIHEAD 53k
Vil F1 L IPHEHLRE AT :
curl -v -0 -I -H "Host:" -X HEAD http://IP:port
7. HTTPUAIR S IHECS AU TR BRI EEMIPHIAE R 1+ 247

GRS SRS 75 1 P ek B 52 100.64.0.0/10  (100.64.0.0/10 2P AL uhk, HAt A P
T ECENZMIEN, ARAAEZENE) o WRIESHECSSEHIE Al TiptablesSsVillizl, &
ZHAEN M -F*$100.64.0.0/10 (100.64.0.0/10 & 08 B stuhk, HAl A P ICIX SRR M B
W, ARHELENE) MViMBIET,



8. Aft AR EREIMESwebBFIERFA—E?

TR R AR 55 WU SR AR5 SR, JXREnT DU S s b, SR B i RB A BITR 2 10 L
E, HStE SRR H ST MBS G R RRA 2, XRIERIR,

9. BRI ERTRHERARR?
HTTPEAI A E X SR ECS LM S IR HFEA K.,

10. AAHNBEERBIEFESFESREROERN, NELIE?
)RR :

ECSSEFINALE ¥ A PN, www.test.comigifiSMis, app.test.com@ahzsmus, #FNCHE 1
R, FRmEBEERS SR, SBUiMwww.test.comFRZ PN, HHIL502551%,

K] <

TSRS A AL B IR A A ) app . test.com, RDSER#H A BRI S app.test.com
Vilses, PR AR

JROSTTR:
F B il R AR A4 AL B www . test.com B R,
11. G EBARSTCPIR OREICERIN, N AERFLSAEPHNMEEEZEREEE?

PR :

B EMEC A TCPARSS NI, Jadmikss HErh S RO Mg B E R, &
HEIVEL T, ZBRHORHS ROK A SR S5 2%, RIS SA RS A ik 55 s & 3% 1 RSTEUE L,

R K] -
BB A B B RS BRI K.

HFTCPX_LZMESFIRETCEAL, RN, h v BRR S E ifd Bt A O e ik S5 9 obli, 5
i DU X TCP UM S5 i RS e 25 L SR R TCP =R T, i Jin ELR TSRS TR
JFTCPiEHe, BIRA HARU T :



1. DS AR S5 4 v J i S R I 55 3 11 R IR SYN I R L 5

2. JavinfRSs S EERG, W TRERIER, WHZIRIER R TCPHLEDR I SYN+ACKM &
15

3. SRR S SR BB G uaAR S5 N E TG, WA WO IR, e iRk Ry ;

4. SRR SS B8 A N TCPRRSS o L B R IERS T R 2 6 AR, SRR A e, H
B S IRNL S5 BUR

LR, BT ERERERYG, REEIERSS A B RIETCP RSTRMWT v &g, Jrehiios
— NS BIERE, SEERSS (FenJavaiEizies) IHHMNFERR R, Pl
Connection reset by peerZiiEE.

RRTTH:

- BERTCPHMBCNHTTPHRL,

- AEMES5 2, XK A SLBARSS SR IPHIE B THR H AL I8, RISHIRHIR GG R,
L. At alSEEeEREEERREUERETRE?

AR -

AEFIBHTTPY A AR R, HII curl -IHIRIRS R IER .

echo -e ‘HEAD /test.html HTTP/1.0\r\n\r\n’ | nc -t 192.168.0.1 80

il K] <

AUERREIIRE ST G RCE NI RIS A3, WAbE AR AR, AURERCEN IEHIRE
hhttp_2xx, WFEIRERIEHTTP 2xxRZSRSE BN SR AR A I

Tengine/NginxAtE X & McurliZA M, {HEechoMiAZVLACEIEINGL, SBONA S test
htmURIEI404551%, 40 FEIPFOR,

RIS :

- BRERCE SR, REERANS RTERE,
- FEREHER AL B T A IR A A



home] # ah /test.html HTTR/1.0\rA\m\r\n" |nc -t 10.161.
Found

29:41 GMT
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B U WS :

© TN ARG C)2 R R G # TG SR S5 RS I Sk S e S B S N R
© 2.l 2 EHTTPIE kit 3k sk 1 Transfer-Encoding: chunked-g pi#
© 3 M A HTTP Wi i) iE #AHH T TPS Wi T A A I 20 #
© 4. HTTPSWswfdi I 205 11#
O GRS S R SR I 15 #
© 6. AR IR S Rkey ool gl H iy 15 #
- 7 ﬂu@ﬁﬁPKCS#T2#PFX#*§£B(J1EJ|J;/A#
8 RIE-BINF R4, 2 i pEKeyEncryption gy #
9 R HH T TPS S5 mRee SSLp R A #
* 10. HTTPS session ticketjyy 35 ) i 2 /A #
< 11. nJ [;u:ﬁ%@gDH PARAMETERS?FQB{JR*‘,HQ#
© 12 HTTPS Wi )2 75 % #5SNI#
© 13. HTTP/HTTPS W i il Je ik 55 s i H T TP SURA 22, #
14 AR SS B RE A IRIUR P v i H T TP/HTTPS Wi iy i i A #
© 15, HTTP/HTTPS5 32 (8 s i) S il L (19 #
1. At AERES CEAEINEEARE, RiRIRSEBVME L PIELSHWBIRR?
MY LB, RS SISO SRSk Date, Server, X-PadfiIX-Accel-
RedirectHZS Ui,
JROSTTR:
- AR EE R SCIRR I —ANRISE,  Wix]-serversix]-date, PLEEIT S a1 B,
- B EEHTTPRWTSCHINETCPRWT,

2. At ATEHTTPIERAYLERE NN T Transfer-Encoding: chunked FE&?

KA LR A B IRSALIG, WA LY A N R BEH T TP SR SLEE R v
—ATransfer-Encoding: chunked<7Bt, {H2 WA FHLE Vi MG umARSS 3N 2 A XA
B,



HF L2 AL T Tengine R IREESML, Transfer-Encoding 7Bt #eR WebJii 55 g il
W B ASRES, kil Transfer-Encoding: chunked 373 WebJiR55 205 1 SR 1 50 DLt
ﬁﬁo

-

= B
TEVU R R BIHNRSS D, RBIIEEERRR, PMEEZTE

3. A AHTTPEIRIA IR IE B {EHTTPS AT FF MR InEiF=0?
MR

SPRIEHTTPRIHTTPSEWr, WA SN EE I RIRER Rk 55 as .  DAHTTP 753X i ) Wi 6 B
IS, PSS IE S o, (EfERHTTPSIEWT iR, PsGHER R HEL.

JilAl :
I BERIN R A S BRI S SR ILirt, nIfEIA

RN A L PN L
- WEFSRRARIERLSE =5 WA BK AR UL A5 B A H A Ak A3 P

RIS :

L. FTIFDsHT, S5 SR B AS .
2. FEZ PSRRI RS

4. HTTPSIEPRER+AIRO?
HTTPSEWO G TR PREOR, #4430,
5. LB ST I K RIRGIE 452
SCFF B PEMAS AR S5 8 IE A CALE .
55 2 UEBR 2 LAEUEBNAERAY]; CAIERBHEE LEZIEBNE.
6. TAEIIE RS L #ikeytool BIEAIEF?
X
{BAE LAEUESG, BHRERUEBHIPEMMR, TS Watinir kLo
7. Al LAERAPKCS#12 (PFX) #&XEEBA?
i
BAE LAEUENT, ETHRIRIEFBHRIONPEMAER, TEHS Wit gair 454580



8. RIMEREY, A+A=HIKeyEncryptionBYEEiR?
ZHBRHTRAYINEARSE. RTRIMAEY, S2WrHEesk.
9. ARG HTTPSZHFMPLE SSLIMMY kR4 ?
TLSvl, TLSv1.1PAKTLSv1.2,
10. HTTPS session ticketfy{RIFBIEIR ZA?
HTTPS session ticketP#H5 |I7300F),
11. Af B & @& DH PARAMETERSFERRIIEFTZ?

HTTPSHEWrEHECDHER LB SRR ETIR, ARG DHERIERIT L& ERm S
AF A%, WIASERASPEMIE S UAF S BEGIN DH PARAMETERS B UE S L%,

12. HTTPSIEMR @B ZHFSNI?

SNI (Server Name Indication) &0 7 fR—A RS A H 2 A AUEBSSL/TLSY”
&, SEBIIBTHTTPSHEW SZFRESNIVIGE, BARWES Wpm st

13. HTTP/HTTPS ¥ fiAinl [RiRAR S 2REIHT TP AR A B A
< RPN R BCHHTTP/1.18E HTTP2/0MiA, L2 G umikss asiHTTPHMY
A SEHTTP/1.1

< BRI BCHBRHTTP/1. VFIHTTP2/0 AYMHARR AR, L2 MWl ik 55 s
HTTPHHRAZHTTP/1.0

14 [RimARSS 2R AE B IRENE P imiA R HTTP/HTTPS PR B i iR s ?
muo
15. HTTP/HTTPSEZAYBET BT Bl 2 4N EHY?
- HTTP R R BRI E R ZIESRIX 100K, B B RS AN SR
- HTTPKIEZMAHTTP/HTTPSH R Z MEGEN I BN 15F) (FFERZEL-28) , BEG&a%
AITCPIER:, QIR P A KIEEMEAF R IERBRFEL3 Z R IE A DBEIE R,
- MBI S R — B ECSEHI TCP=RIEF e i FERBININ [ 9580, BINIGERE F—&ECS
Sefl; A HER upstream i Bl a] BLE DL,
- B RE— G ECSIBI I i RN RLIN [ 2 60FD, @i 5 — B 21K [[] 5040 ¥ 54081
MASER% P s BT M) H S upstreamli Bk i) nf BLERL
- HTTPS sessiont FEIN TN 3008y, @G R —% b S 7 e B SSLIR Fid 4,
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+AZBWS/WSS?

WebSocket (WS)/2HTMLS—FuftfI b, €SBl 7 MSas 5055 8 W L, REBLFi#
Hi 55 a5 BT IRAN SEFF IR BN @, WebSocket@ v fETCPZ |, RHTTP—Fidiid TCPKAL4
B, HREMHTTPEREAAR R :

WebSocket2 —MomidfE pil, e L%, WebSocketfii55#ifiBrowser/Client Agent
HBRE T B 75 Rk s, BiiRSocket—Ff; WebSocketda BRBITCPIIZ P imMIIRSS
amad R FER, ERRGA e HEE,

WSS (Web Socket Secure) EWebSocketihnaEhiA,
I {r{EAWS/WSS?

BiE HIMIRE R, SRR Web W R IASS, RZ W SRR S5 S A e TS 4k
IBREY (FEMERRMPIRS) , PHEIRZ PN ¢ SEBHESEOR, FHNEORER R4, il
FERPERIR RIRIEE (E1RD) |, RS IRSS S HTTPHR, 25 BlilS5 4838 Il s
Bmaa s PumisEas, IXAMESERIBR IR RAGEN,  BISEa s AW bk 55 8% % i
R, AMHTTPHRAIAER FEKHSES, HrbHIEARBIRnRE IR TVMY—85r, BRI
RRFRZ A BT,

fEIXFPGOLT, HTMLSE X 7 WebSocketHHiR, RESEAFHITIHIRSTAVIIRANGE G, I HREBESL
I TIE I, WebSocketSEB v % 8% 5K 55 8% 2O L (full-duplex)i@ifs, feiFiissdsishk
RS RISt aRl S

WebSocketPril )22 B FEM FEIFR,

NEEM E R A HIE LB AWS/WSS3#5?

TR E, MEHHTTPRWTN, BROAFICMERA WebSockettp il (WSHMY) ; ik
HTTPSHW, ERIAZFm&EMRA K WebSocketipil (WSSHFBD

Bil:
T B LRI PERECR SRS, TEANZS Wy fof i FiY 470 25 250 5 P R P PR 2o

S FFRYthIE
ERRHUSHER I WS /WSS,



PRI
WSS/WSHMHSZFRH LI :
- B S ECSIEMmARSS MIEHERHHTTP/1.1, BBUENNRSS 28R X HHTTP/1.1Web

Server,
- HRES EWmIRSET0OM LN ER H, SFAWIFER, NIREARER —EAD
Wr, TR TIMOEEIR, Fe0RMET — IRk H,

W R B R
WSS/WSHHSZHRFAEIMECHR B A .
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