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1 HAa2BHERS

H#&MRSS (Log Service, fifk LOG) RFHM HAERBURM —uiURSs, fERHEEERZA
BB ST R, RICTIT R RRERGE SR NS RRR 8, ek, BB HEY)
E, $ShadE, iaEReR, @ DT hHMRHE HEE R,

BERS FIWEF
H &5 5527 ST i 12 M REHERE ST DD RERIRAETE S 1 SOkY,  HEBhARSDRIE 18 FAE RS ™ hhe #3055
HEESE, 2T NRTHER)™ S R SORS B g

KEPRESHE (LogHub)
Vilil+

- JEIIECS. 4. Bahun, FREEE, JSHRASLNHELRH (BlahMetric, Event. BinLog
. TextLog. Click%)

- DRI SHE N, 5N RS %
H&: Bmigdk (ETL) , #iikS (Stream Compute) , WISiE, HLavYSI5ERIR,

_____________________________________

! LogstashFFFiREN T T TTTTTTTTTTTTI I
i ' Open Source !
E \\ r-;""""""""""-""""""‘,:
: i 2 A Alibaba Cloud
: - — ——————— [ IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIN
i ECS ! f-} User Code ::
! LOG I
i j'""""""'"'"""'""'""'"'ii

ES5LEI I (Search/Analytics)
EINERS], A HrEE L.
- A ORHEE, B, RS Y6
- giif: SQLRSEFEEIWFR
- n[fifk: Dashboard + #FEIhfE
- X#%: Grafana, JDBC/SQL92

Mi&: DevOps/ék Liadk, HELIBERDH, ZEBWSHH, BE5%RRG%


https://help.aliyun.com/learn/learningpath/log.html
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%23 € (LogShipper)
RN HERGE, ¥ HEPBIREE R ARS8, SCREgE. BE X Partition,
PARATHN G A 5 2o

Wig: BREE + Bamortr, dit, #ERERGEE M mifg,
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— BRI
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[ Las 0SS | E-MapReduce
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2-1: P EREEH

/0SS Text File i /“Storm. Jstorm ) ( 8+SDKs
EMR { Sequence File Spark/ Flink/ Samza FunctionCompute
MaxCompute L Parquet StreamCompute 34 Party ISV
Table Store APM: ARMS/Tlog/Xflush Security
\_ More...... J \_Monitor: CloudMonitor -
[ ConsumerAPI]
{ Shipper (Push) | Pull/ Restful API W
[ Log Service — LogHub /LogShipper/LogSearch ]
[ Restful AP J
| Collector | | SDK | | 3 Party W
- W - -~ App os
| | I J
Web ‘ Allbaba Cloud | 25) G5 .. ow
Products v’ ey ,_.l

Logtail
WP EPOEREE HEMAgent, HA R RHR:
- BT HEXE, KRAXKWRERE

- HEXFERA.
o< - E T
- KRR A BRI,
- XFAHGEAT
- MEERHEIR,
- JifEER

- Webﬁﬁlﬂﬁ{,po
- APMEACE,
- SEER B IRARY



- SEMISRAIERCPU, WTFINEE,
- IR LR
B S5 58
SRINLVS + Nginx i EIRIRALE, LRSI FRiR:
- HTTP, RESTH}X
KR
- ik LT BB IR S
- AR
L, IGEER
- BUSHPALR, AU SR 2RI R
- PURRIETIERR I AMILZAIRS, SR UL ), RRRIse.
S
RORIMTRINERL, WBTES L b, SORIMIA Logstore MBS ATL, %31, #HBUREE
A% MaxCompute, BPRIRIESS IR AL FHiA:
BT
- T ARG, MRWE30

- ALEREEROR, IS eIUER T, BiRahERIBE,
- Rehhss:

- JERETRIPLE G PN, Logstorezx HahE,

- BB, WiRJCHPLRR

- RERIQuotalRiil, Bk BA P AT RO B AR
- KR

- PArIX (Shard) JppiidfsK-Fd g,

- PR AR AR 3 DR R
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3.1ThEefL %

ERERS

PERIPESE, SorBhEImlER AIRSSHATEER, AgentSdHRHERE M MEHERE,

- LogHub%iiiKafka 100%YhRE, #efftseisiiry, WMEFHRERHE, JFcRmtEmas (n=cHF

PB/DayiED) , fERRANEHES50%EA T,

- LogSearch/Analytics FefitthiE# ), (CRBAREDGE, EHBRAIAE 20%LLT,
- 30HEASA R, 525 (0SS/E-MapReduce/MaxCompute/Table Store/MNS/CDN/

ARMSZ) | IR (Storm. Spark) Je&Exts,

- LogHub >2##30+R %, fufiLogstash, Fluent®, JitRim A%, M, s, &

JFEARRE AR N . TEIH TN, S<FF5 Storm. Spark Streaming. ZMEIEENE,

- LogShipper XFFEEIEMHN (TextFile, SequenceFile, Parquet?®) , XFFHE

Y Partition, EHEn] LLEHE A Presto, Hive, Spark. Hadoop. E-MapReduce,
MaxCompute, HybridDB. DLATAbHEL,

- LogSearch/Analytics &ifjs bk, WAESQLI2, XFFJDBCHHY 5 GrafanaXiii,

SCRS SR

- LogHub: 5 ABIM[#3%; Logtail CR#:Agent) SERFREMHEH, 1RMNEIRSH (99.9%1%

YR) o

- LogSearch/Analytics: AR &7, 2 NEWFME I ERLOCHEDE, 24

RAFM PR LR,

STEAPI/SDK

- BRI R ER R IR,
- FrAEShEE @it API/SDK I, $2t 2G5 SDK, R EPIRSS M k.
- Bl HEER AEEE, RAESQLI2; kM. WEE 5ESTIENEE, RitGrafanaXz)i

E 38



3.2 AR
XA
H &R 557 e H SRR =R 5t A DU RS
- LogHub:
- PAUWER T + mi@giE R Kafka tHEE, T 98% 5% FHIPBAA LS X/ INRL Rk
&, WAN kafka [#30% ELR,
- $ifit RESTful API, W] DAEEZEHM RS sttt BURIBURIRE, a1 HAEBUEREM IR S5 2%
I
- fiadk, FENRERIEEY S,
- LogShipper:
- EFATMMRS/ ML BEIR, RIGACE S 3R PR
- PABERIEY e (PBZR/Day) , PhfEinide sk
- LogSearch/Analytics:

- DAL+ B8 ELK HIEE, AN EEER 15% BUF, JF HEWRE 5 BUREBHA R
fefh. HAEBEKIEAILL, RETCAE s MRl TSCRrnih S + MERTHRNESR, HLEiishimid Jckl

5235144
DURRAEH BT, HAGIRSSYIRES TR, UtS%,

HESX (LogHub vs Kafka)

RlER LogHub HaEthmfF (WKafka
)
fiH Wit TCREH TEiadEah
/I TR T EiadEahfE
Kby TR T iadahtE
ZHP R B 12 ARESAH ELEZMA
%H AMRE (10GB/K) |2 7E/K 16.1 JE/K
AWRYE (ATB/XK) 162 7L/XK 800 s/ K
PR (Bl R/
PIPREE (B )
PPERE (B ERR)




BAEEFESERSIE

RER- LogSearch |ES ( NoSQL Hive
Lucene
Based)
R R PB TB PB PB
AR g o/ 0.0115 3.6 0.02 0.035
GB * %)
HA Ot/ 0.35 5 0.4 0
GB)
#Hil) Oc/ 0 0 0.2 0.3
GB)
HE-EE | ZOR-PR | ZPR-PY | 2R 5
HE-giil |8+ o 55 L
Jusiny GAN->A[E | S 5 PheR SZIN Tl
1]
ALK

BEAR G RON L BT ECS EERBEAE, I HBCE 3ORIA R RS,

HEZNEIHS%: #unique_8

3.3FAMEH ML (ELK)

El= 3=V
B> E:%\

3 H BN, R AR FIRKMELK Stack (Elastic/Logstash/Kibana) 45
. ELKAZFR, kXA RKEr A b,

BT HL 25 ) 25 IR 5% (LOG) S bl L B B DN H A8 5 MR T 28 i, Wi B2 201 24E ) ol L 2 A
R CREBERGOI PR SR I+ 2 Wi, HRES K SRR, BRI
MOps (DevOps, Market Ops, SecOps) H&Z Wik, WRLmMNt—. o4,
WL, EERS SRR, IR ARSS ISR o


https://www.aliyun.com/product/sls

HEEAGR 8%, ik, 88, ®¥2. BL #Hit....

TREDr  HEERERER i Bk eitE iR e Bl #T
IERe
o #REr, =it
EE L EEE BEEHER ze
WA WSSEBSHT _—
, o izt prmE e
L L IREEE ]
BbER e FE
R B gt INBSER KR E5Es F
Py IRSSeaEEE HUREE Dl BraE loT/#zhin MRS
ARBES TR

Apache Lucene@Apachefkfi5&& 2 — MRS 2R RS ¥ TRA, 2—1M2XKR

SRR, REET SERMERSIFEMRTIGIE, B AR H51%, Lucene@Doug Cutting

20014E5iHk, Dougtit/2Hadoopflis A\, 20124EElasticiiLucene&hlEALR ¥ —ANH if IR
fF, JHAE20154EHEBELK Stack (Elastic Logstash Kibana) fRgtEp HRE, fFifM#A
W8, Lucenei%il¥git/dInformation Retrial, 1iX2DocumentI$B!, [KtifFLogiXfh
BlEA—E B, PIasEE. Hiael. PUCRRER K LogReduceFEHIfb e, LOGHREEHE
RS 2P R PR E R EOR, S EWRN ARG, 5 HERSIBI8RIAPBE, W55 HEH%
BERICRE W EPTREFRNP 240, SQLH T, IR, WIAE., fTracing,
HARWEERLOGIE N H&E S HE 14,

= oty | Webhook  ABEIAT{ISHT =75 : Grafana, DataV , Tableau

a2
2 ~ - +4 & frestil
3 B &S [ou L v & St
EFX LAY tail -f BRSO (e ERRER +iZHR
%é Context Lookup Live Tail Search/Analytics Log Reduce Machine Learning
) AN
. = | il

P @ B B ¥ O & @

M H&E&E R DevOpsii&ilidiR, MAMPENF (50 Most Frequently Used Unix Command) 55k
TiX—x, tarfHifE—. GrepiX A an2HEAASE —, o] WHEA WXL R 2N,

e Ha8 2 it B DA RN ELK 5 LOG 8 —A~ 4275 fr bk :


https://www.thegeekstuff.com/2010/11/50-linux-commands/

- B BT R

- Uit (GERD -
- MRE GERD -
- M (D)

FEE A W5 5

XA/ MR AW S5 TR, e,

ESRIHAERIR R, §RMESE.

- A (HRD o FIREDIRERITERE, (ERI» eSS Ve

i)k

RS HRGEM S, A MERRR:

1. R&: BEBIERES A,
2. BCE: Gl id B AR TR
3. V& BMAEZEIEE, BB, MNEEEEN, PLERETY A,
4. Bl IXENREX — T4,
5. S BiERES TSI E AR RS, BIAMBIRTHE, BEIN R ET &S D
6. ZHP: M EEE r EAMNER, EHREZ 2%,
PAR R b
miH il HEELK Log Analytics
KRB i Restful API . Restful API
- JDBC
& P15 Logstash/Beats/ . Logtail CHE)
FluentD, E&+9F | . HAl (B
H Logstash)
HeE L 57 Peftindex#ZHPAX | . project
ST AR H - Logstore
RAEHENEE,
Projectiffi Tanf4%2
i, W[PAfEProject R
3. 2/ Logstore,
&k API + Kibana . API + SDK
- PG
E ik - L Je iRl
- WA
HR HrigpLas T iRME




miH il HEELK Log Analytics
LTy CEREERg R | TEWIG/APLIRE, T
Pl HACE R4
- (LogstashffBeta
WA e iR it
CAERECEIIRE)
RER W ACE RG], | FhS/APT $(E,
AlE M Logstash@® | WAE RS
LA
wE AN BY B sy, g
S Jik . API . API
- SDK - SDK
- KKafkafZ 133t
- BRI
iH% (Spark,
Storm, Flink)
- WHHRRERD (
Python, Java)
- A
- ZHRRE
- Vil
i ez - Project&}
- Shard%
EZit e Kibanaz¢$¥ JEAE SRR S5 BURR
B
BAmiE

- ELK AERZESNTATH, RPN, iEFmaRE TRUSE,
- LOG REEMRSS, MEA. BCE., MM ERBEIER S, S soeinl DA, BEES

5 EEMELKH EbA BER 28,

- LOG XESaaSUfiiiss, fEdfErhAREHOAR, JFRFME, #PEMg, R4,

Thie (BiF+534R)
AW FEREF AR REPEG ], e RN Bsi gt SR,




BN T TR : P IRERS R T2001205K, HUERIIPSEHHRBRM R, XHER 2B R
W ORAL AR : BATEEEUR, MESRIETSH . 20 RN AT &
), EHEOWN N7 28

1. Status in (200,500] and Method:Getx*
2. select count(l) as c, sum(inflow) as sum_inflow, ip group by Ip

- BHIERIT L
ot LEEEFElastic 6.5 Indices,
gyl TR ELK LOG
A RKy|& ) XFF XHF
51l XHF XHF
5] B2 L5
i X XHF
Ja4 XFF -
BB B3¢ B SQL X HF
Wildcast Xt @ SQLZHF
BE long X X
double XHf XHF
Nested Json XFF -
Geo Geo XFE @ SQLZHf
P IP# ) L5 B SQL X H¥
pEe s i

- ES CHPBRIAIERE, RAEEWREN RLOGH 2%,
- LOG REFEIISQLYTA (WI'S) RACHFIHIREIRIE W, Geo FLLizr%l, HIERESLIE
A,

+-Hianp . . .

* | select content where content like '%substring%' limit 100
IEMIFEIAAPLAL

*x | select content where regexp_like(content, '\d+m') limit 100
JSONPAZ¥ it 5 DL L

*x | select content where json_extract(content, '$.store.book')="'
mybook' 1imit 100
MRBEE T sonRRYR S [t PAEH :


https://www.elastic.co/guide/en/elasticsearch/reference/current/indices.html

field.store.book="mybook!'
- BYIRREN
fEHE s, SEARRAREEANS, T RRENEE S it — S i TIE:

L. sehislik Hibn, MEEE TR 228G 1.
2. eiEERfG, BRI ABRARMED, Kltail -f G HEXF, FFliTgrep,
3. I REIEIERERHEHE (BINE 5 , HP90%HR2 SRS TR ALK,

LOG £ AL FSHRBEA MR DT 3 -

- EFX#E# (Context Lookup) : Rk kT eliim, REIRSH
- LiveTail¥hg (Tail-f) : Jidfs kP Ctail-f, BEHSmEH,
- PHEEFE (LogReduce) : HEH&EPatternaiBIHEK, AIFHEERN, WRRH,

FFX(Context Lookup)
=X
Search/Analytics 2R Tail (LiveTail)
=3\
"¢ ' i
EHERE S (LogReduce)

1. LiveTail (=% tail -f)
TEAEGNIa4E 770, URTEEDN H S T I g, T giliR S5 a5 o H S ST
m¥tail -f, WRLNEENHEERBABEEM, v kgrepikFHgrep -vilbfr Kt
I8, LOGTEfEHI G Ht v H BB 22 B YhfiELiveTail, 0k b H a8 7S
Wi, WEEgEE,

____________________________________________________

'
| [# 2018-10-1012:12:12 info user_login:10023 user_token:123456878 | :
| J

1 i
i PryvYs i

@ ; 4 © 2018-10-10 12:12:12 error user_validation_module crash, exception:"{.....J" | @
- " s i

o Lo |
error and eu:ceptlorl 192.153.10.3-.;Ings,’app.log
i

i
: | 2018-10-10 12:12:12 warn user login failed, message J |
i

Livetail®f st i :
- BRESZHDocker, K8S. M54, Log4) AppenderSKiaEE.



- PR HERRER, bRl e E i,
- BB, DUER A S 0K B R HE,

B} sis.operation_L.

4G R oE 495378 ASEra5 Lo 01k
=ERE = HlEEE o R | @ muk Lot '+ BB 000022
"

Z0E

2. mpegk (LogReduce)

WSS, NRGFRGETER I T ESNER, #MRAFRERRNBE,

RO

- REHBHERE, MPHEReEE R Eh,

- BUEBHAR, BREER%, HEAVGE,

- WA LER, RGETHER, HUCEERE XEmE, IHRIE, REERZ. K%, A
RERAFHE, FRICRERMHE, EdHRiSchema, HXZHE, HIHEET
Ko LOGHSI H &S R I (LogReduce) REMME H AR MARIIEEFTIA2, Deds
PEHESE:

=
o

B FHEERKBE: Logd4). Json, HfT (syslog) .

B HESEEAMFE IR FiReduce; M ReducefriPattern, fiffisignaturez # )5 4HEL
o

B R Bt Pattern FE5R,

W & ReducefE,

W 2B, PYRhasR,



! ERROR 20 m
12
0 i ‘ - I |
4 45530580 AS535E 4640580 465158 470058 478358

BEERM:31,454,704 FWHET-ARMSE
LiveTail HiHER PattemAN: B (m—

£ -5
Mumber  Cout - Pattem
W30245  _LEVEL_ERAOR_THREAD_* _FILE_ 3_sgon/Fasteghgun.cop _LINE_;18} Wi HandrQunvsFl Bt micoires

 _LEVEL_:ERROR_THREAD_:* _FILE_ 4l _adapterPostlogStorslogsh _LUNE__95 Send to Shennong Worker:Failed Project: * LogStore; * Reguestid; *
client:shard write quota exceed, pleasa split shard microtime: *

3 _LEVEL__:WARNING _THREAD_: * _FILE_ srcfic/easy_connaction.c __LIN: .nma: *.*fe) packet id: ** %, % *:*:* bt * *gt *.*et *.* now: *.*, emor 0, s->timeout *
206778

FiEEE

micnotime: *
1 129,631 _LEVEL (ERRDR _THAEAD_:* _FILE_:tu servenG: llent.cpp _LINE_:161 Send data to Guota sesvice worker with retry falled, drop It retry tme:d microtime: *
LEVEL_:ERAOR _THREAD_:* _FILE ; lient.cpp _LINE__:90 partitianic: * Gan't get the worker
1P call 11.230.219.99:58163 gﬂ:kek_lﬂ: * InternalSend: Kuahu2CompiableService raply meout, cost: *** 5000ms ™ err:-4, erna:115)
Tracelnfo:c start=* ¢ wiites * .5 recu=0.3 LY s respond-D.c_recv-D,c_end= *
Stack trace:
i_ag i ks ]
2p _ag 213} [ * ]
_agent/Fasteg oint)+0x1) [ * ]

DHTREIRTEL

ESfEdocvalueZ LIt — 2R A (Aggregation) Bk, I HIE6. XMUA TR ILSQLIBIARE X
BT R G12H, LOGKHERSQLI2bRME (Ffitrestful Fl jdbeMfHD) , BREEASR
BYRESS, SZHEBMSQLIUR, FHZRIMBEHRIRK G (Join) , HLERES), BahEE
ﬁo

@ BibA:

PL R4 HizE FES 6.5 AggregationflILOG 43 i it o


https://www.elastic.co/guide/en/elasticsearch/reference/current/search-aggregations.html
https://help.aliyun.com/document_detail/53608.html

HERS ES

SELECTRE S it H A

L= .
EeEMEE HFRESITH
VS Group BYi&%

e
EE

g

GROUP BY {55
Ho®

HAVINGiE .

ORDER BYiE—‘E

LIMITiEE

CASE WHENFNIF 3183
unnestif ik

BT

g 7 i

FRSQLO2FRHUETRIES, TRATVRIEIRS HA iR, Wik —RIISHKIDIRE :

L. [w] EEAIER LEpA B
[RILE, A EERAER] LB LERRBRERS IS SQLIREXMMER TS (FfE, ZMH. #hel) THRIFIER
bt (ERERTED) , DAEIRAZRHIKEYS.

*x | select compare( pv , 86400) from (select count(l) as pv from log
)

*x|select t, diff[1] as current, diff[2] as yestoday, diff[3] as
percentage from(select t, compare( pv , 86400) as diff from (select
count(l) as pv, date_format(from_unixtime(__time__), '%H:%i') as t
from log group by t) group by t order by t) s

1885 @@~
HREIMRBCE/min (FERFLL) @@ -
st
180
BAEMF (LR @ HEEARAS | LEAL) a
160
3.64K 7. 2.293K 2. . .
HifiLegStore (HMEIL] [ JoRd AEEEKLogStere (EMAL]

8.722K .2, 5.37K 2




2. ShusEdEIRIk & A (Join)
"] DAEA ) 73 b KA MR R R IR

- ¥ fflogstore, MySQL, OSS (CSV) ZEiEiA
- X#¥left, right, out, innerjoin

- SQLEMANE, SQLJoindhsk

Logstore External Logstore

CSV On 055

JoinhRITHEHI:

sql

fildLIh:

* | create table user_meta ( userid bigint, nick varchar, gender
varchar, province varchar, gender varchar,age bigint) with (
endpoint='oss-cn-hangzhou.aliyuncs.com',accessid="'LTA288',accesskey
='EjsowA' ,bucket="testossconnector',objects=ARRAY['user.csv'],type
='oss')

(L ES

*x | select u.gender, count(l) from chiji_accesslog 1 join user_metal
u on l.userid = u.userid group by u.gender

3. HuBPp{ R L
FEOHIPHuNE, FHLENZ, PEMPRAEAEOT T FORIE, RS
- IP: EEK. HWi. Wi, &4, BER
- Mobile: ZER. &l
- GeoHash: GeofviH 5245

WG RIrEH] :

sql

*x | SELECT count(l) as pv, ip_to_province(ip) as province WHERE
ip_to_domain(ip) != 'dintranet' GROUP BY province ORDER BY pv desc

limit 10



x | SELECT mobile_city(try_cast("mobile" as bigint)) as "bgii",
mobile_province(try_cast("mobile" as bigint)) as "#{p", count(l) as
& RREL" group by "#H", "bkii" order by "iEHRRE(" desc limit 100

Y
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RIS, S b AR A, IR HHRRE.

1. PiARC &
eS| F#ELK LOG
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=t SSD
Shard 10 10
21k 2 3 CERINBCE, WP oRR]
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2. MNRBE

- 5%ldouble, 5%llong, S¥ltext, FMK/NHIRE256, 512, 768, 1024, 1280
- PLEFBGE BRIl (A HERBIT)

- RGBdEARN: 50 GB,

- HEBFH: 162,640,232 (IN1.61LF) .

b BOE R, W — 300 H SR :

timestamp:August 27th 2017, 21:50:19.000

long_1:756,444 double_1:0 text_1l:value_136

long_2:-3,839,872,295 double_2:-11.13 text_2:value_475
long_3:-73,775,372,011,896 double_3:-70,220.163 text_3:value_3
long_4:173,468,492,344,196 double_4:35,123.978 text_4:value_124
long_5:389,467,512,234,496 double_5:-20,10.312 text_5:value_1125

- HAMIRAEIR
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e
f i WiH HEELK LOG
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HABR S5 T S 7 il R SR R AR B S AR (23G) MIRSIRE27G, 3E50GA7 st
.

MRS RR A

- HEMRSSS NERLFFES, 40ms vs 14 ms,

- 20 FIGBUES0G, FIMAEHE LRI UE M AR ORI HEL R R, 17
SRR G S LRGSR /D) o ESHKEIS6G, KR 172%, TEfEfkasmlit H&mRss
58%, IXAEHE S ESHERE BRI RIR SR/ . 205 ek,
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count, Jigficountfli)y, HETL000445E, Hlan:

select count(long_1) as pv,sum(long_2),min(long_3),max(long_4),
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group by text_1 order by pv desc limit 1000

2. ¥R EdE, BOPLA I B RCHE, HIan#i "value_126", RIarHHERH
5Hi10017, Bil4n:
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M)
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© ARG
R EZ
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DevOps S HETMHRMEL: ELK (3%E28) . Hadoop/Hive
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L i R S U VAR NER AR s S
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BIRARSRITE (ETL/Stream Processing)

HEPH (LogHub) 258ttt RR RS M, JFbefitoe Bt e, WEFm6E, ofF
] DIARESDK/APTSZ I F & il 2%

- PRPEMERE: PR ESDKEAWFEESR, SRR S ICaETH,

- UfigoeE: PRt R R EYE, DARGERELIE,

- SPEhgE: PBEGRPERES), OEIR,
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penSource: Logstash
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o CIoudMonltor
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H&#H#E (LogShipper) WRERIPLE HEPAX (LogHub) "WlEsss S70E3MR55, WfEHs
4. B XPartition, P ATHITE & RS

- WEETE: WEEERARE ER,

- RhRERE: HFHT. F. TextFileZ & fEfifts X,



- BCERIEG: SR B X Partition FAL E.

4-3: BIE CEXR

LogHub
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LogShipper

0ss Y,
@
@ E-MapReduce
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AEENEIRS 5
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5 BRI

5.1 &7
=

HE (Log) RAFBIEIBITIIFHEILI—RHIER, HAE @M R IR LR
RINHREPES, XFHE (LogFile) . $F (Event) . B#lFEHE (BinLog) . JE& (
Metric) Bda#hdt HERAREIE, EXfFHED, SAHEFH—FRBRHE4)R, 55%H
BHIR T — MBI RGEHE, 2 HEMRSS AR B INEE S,

BE4
—HHENES, TANGRIBIEEA RN,
BEXHE

—AHEFENRHER Pl HE 38 (Topic) KX, WP RlPAMES ARSE HE T8, I
A W E A R H S 328,

=

WiH (Project) & Ha&MRFSHIBTIRERLSIC, T BiIRRR M, 2] DOBR I H R E PR
—ANHRA HSRRH HEIR, eEER A HEE (Logstore) , REH LRI
MCESFER, WIRE R P ik BRSSO

BEE

HEER HERSS T HEBIRRER, FimEisoc, 840 HEERET 1 MH, B8 0H
DRI A HBHE,

P8

BAHEESETA7X (Shard) , A2 XEMDSEMAIFXHAR, A XEEREASHEL
i, JFHAA X BITEERZRMD S8 HRE L,

5 2 EIL;\

FRi ik A, MBI, RERTRERENZELL, a5 THRPEEMR A5
TAEATE: MRS5as. BEHIeS. fRIEER. GPS. 118, M Ro TR f i AR f B iR A AN 1S
WS, B ROR, ERRE, WP R HE, BRSO IR DU AR SR IA
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BERt4a?

IS SR EATT DURBE,  HABER 7o — AN C sk mIESh, ol S LHERINE, B
e —Bdsery, KB A, RARGL BTAE, IR R Y, “RRKRAE” Bie
SRR IR, —BERIES, KPR, — R REE SR S,

B ZEI B Z i A AARE, T “HER MR ARERFE AR . e
A HUBERTING, SRR MIHERE R —RINIdR. HE (RRFSIEER) Bk T:

5-1: AEFS

Time: 2014-09-26 15:00:01

{
‘ID* ;" 100495" ,

bk Log 9|18 |7|~|[5(4]3 211t FAE

BEFS

BATITPAG HASR REMIESE, JFH Al NS I H S TEst. ARl E#fiae ¥ — e
A M H S TE R~

HABWEH “BE” kI, MEERT AR HENGEER BIBE, #o=ErR$erpicss, o3
RNHEENE R, Meidst 7 itarmkAE V281, XS THEIL AR, eI
S, SRS HEBRR LR,

BERSFHEE (Log)

Hi& (Log) RAGUEBITFEPEMH SR, HPE NN RIS RIER
R MAERFES. XFHE (LogFile) . HHF (Event) . BEEHE (BinLog) . E#& (
Metric) AR HERIAREE, f£XFRESD, 840 HEXFE—FRE A HEHR, 50
SR Y — RPN RGEHCE, 2 HSIRSS e B B MR BT,

H8MRSS R Eas Bt L —&HE, EELUP &8 (Topic) . BHE (Time) . W
% (Content) FIEJE (Source) PYANEHEEK,

HUERR, HSRS MBS 5 7B A RZOR, B R RoR:



© ARGk IRSSHIEEIMEIRRE, fF__client_ip__

Fl__receive_time_

Bk aX &

F8 (Topic) P HEX 7B, HPARE—HHE, Blamyin HEREA | U275
EEAJ=BrZ Ry IN TN WE, &ZFEB
Bl (Time) HEPRRE R, HAFORHE™ RN R, —BhHE BRI Unix]
I A B B R DR B K :00 UTCiH5
W% (Content) MRdsk HEMRABNE, AEFETH— AN NEA Key HUTF-¢
W, B ANNEB—4Key-ValueX, Bk K
__time_.
__sourct
__topic,
+ __parti
+ _extrac
__extra
Value L&

K (Source) BRI, Flan™=4:i% HSPLE TP, EEFAF R,
F#% (Tags) SIS, TR, K
- HPEE XA 83833 API PostLogStorelogss A BB W, PA__tag

IMIFRZE

KhEMSRA, HERRAZAE, 7 B, BURPA—Fnginx/shiim HSaamess s H

EIRSS HEBEEERURFIBE, BB P nginx ARS8 IPHE 10.249.201.117, PLRAIZR

55 aell— s H Ak

10.1.168.193 - - [01/Mar/2012:16:12:07 +0800] "GET /Send?AccessKeyld=
8225105404 HTTP/1.1" 200 5 "-" "Mozilla/5.0 (X11l; Linux i686 on x86_64
; rv:10.0.2) Gecko/20100101 Firefox/10.0.2"

TSR H AU 2 H RS 0B BIREA, .

BiiR N BiH
Topic WHHERIME, B4,
Time 1330589527 H &= RS IR ], 278 DA

1970-1-1 00:00:00 UTCit¥#.
AR MELE HEH R
[F52 25 VTR N

Content Key-Valuex} HERAENE,




Bmig S LA

Source “10.249.201.117” {5 IR S5 S I PHutEAE ol H &
‘DEO

Tags Jc FH P 38 sl IR S5 s .

Pl BLE osE iR H SR N A IR S il Key-Valuedyf, Bl R&:

Key Value
ip “10.1.168.193”
method “GET”
status “200”
length “5”
ref_url “«
browser “Mozilla/5.0 (X11; Linux i686 on x86_64; rv:10.0.2)
Gecko/20100101 Firefox/10.0.2”
AEA

—HHENES, TAGRBIEEA RN,




HEARIBREDY : 3K 4096 2 HE, 35 MB %3/,

5-2: HE&4A

{Meta:
{lp: 129.10.1.34, Source: /home

Logs:

{
{time: 2016-05-05 19:27:28, us
{time: 2016-05-05 19:27:29, us

H
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WiH (Project) & HAEMRFSHRBTIRERLMIT, T BiIRRR M, 2] DOBR I HRE PR
— AN S RHGH HEIR, eEPE P NE HEE (Logstore) , REH LRI
BCESFEER, FIRE A Vi BB RSS SR A L,

HRRBE, WiH nl DAL T ke

- WY, BRLAFKLogstore, ELRMEMY, RnIREFR R HENRGEPBEER, 12
AREH, 7 sREREN HE, ol DHEARBIH, 7 Sheli# S5 H G 0 BB AR 50
He, Jrfaa HaEH R, SHeE RS F, DHE R H SV AR BT,

- RS RGBS BRIV L, FeIE—NH, HERSS 2% H il —MRE T A
Ho ZVIRALSFENME S AL BB H R,



5.4 BEE
H&EPE (Logstore) J&HRARSHEBURIIREE, A& R ML, B4 HEERE T — 10
H, HSAWHRPARIEZA HEE, 0] DARIESERRT RN H R B HEE, HepE
WRIBIE R A SRR H AR — AN HEE, B, FAPE—4 “big-game” i
R, ARSsas EA =R HE: BfERE (operation_log) . MAIFYFHE (application_log
) UEViMH®E (access_log) , FFRIPLEEAIEEA A “big-game” WMWH, REEZWH T
HOX =F HERRE = HEE, 7l HTENRRE. i,
KRG AREEWHE, BHRFEEEERIER Logstore, NIRRT BEHE HEEIE
MaxCompute f(#£&5t, HEBIEEEEZ L Logstore Jpcb s8R RE 2, BI—4
Logstore WY H &% 3] —i5Kk MaxCompute i Table,

HACKBE, HASERB R ohhE:

- REHE, TRENHESA

- AHEHGE, SRR TR

- ENIRG], SRFHEEINE R

- BREEEES] MaxCompute [FEUHEEE

5.5 95K
Logstorei: s HB b R IEfEE 441X (Shard) L, BAHEE (Logstore) 4% A
X, S XEMDSAEMGIFX AR, FAXPEEASHEES, I HIARXRRTEREZ
MD5EAHUETEF,

PXEE

@l Logstorelf, fEEXAE, AT EANMDSKEE, 172X, W
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o) .

Sy XGRS N A A X, P FKeyZH)k:

- BeginKey: 57X Keyll, 5 XIGEPEZKeylA,

- EndKey: 77 X&HRMKeyld, rX{EHETALEZKeylH,

Sy XRVE R T3¢ FsE e Hash KeyIBIAE A, PR X 2R S IFR0E, TEM53 XI5 B
R, R RIS IX, T R R a] DA SR B el fis € Hash Key B
KXo MBBAT, SANEIEEMYLE AR Yaief X rh, 7EfiiEHash KeyBiUR, 80l
BN XA S EKey 73X,



flan, HKLogstoref44 51X, HiZLogstorelIMDSEUETEREIZE[00,FF), #40 XuE W F#

FiR.

XS b(elz |
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Shard1 [40,80)
Shard2 [80,C0)
Shard3 [CO,FF)

HHANHEN, jdidfieHHash KeyBaUEE A" MD5SHKeyff/25F, HEBIREES A ESFH
Shard177 X |; WRfEE—1MD5HKeyl28C, HEBIEEE ALE8CHIShard27 X I,

SEBIREREN
A XAl —E IR ST RED
- 5 \: 5MB/s, 500{%/s
- {t: 10MB/s, 100%/s

VRIS PR IR R R o XA, WiRE B REIN, I R X DAIRNGr X A8,
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