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2o

wget http://logtail-release-cn-hangzhou.oss-cn-hangzhou.aliyuncs
.com/kubernetes/alicloud-log-k8s-install.sh -0 alicloud-log-k8s-
install.sh; chmod 744 ./alicloud-log-k8s-install.sh; sh ./alicloud-
log-k8s-install.sh ${your_k8s_cluster_id}

LRI
MTEEWL, PIRERATR:

[root@iZbpx*x*xxbiaZ ~]# wget http://logtail-release-cn-hangzhou.oss
-cn-hangzhou.aliyuncs.com/kubernetes/alicloud-log-k8s-install.sh -0
alicloud-log-k8s-install.sh; chmod 744 ./alicloud-log-k8s-install.sh;
sh ./alicloud-log-k8s-install.sh c12ba20**xx*xxx*x*xx*x*x*x*86939f0b

alibaba-cloud-log/Chart.yaml
alibaba-cloud-log/templates/
alibaba-cloud-log/templates/_helpers.tpl
alibaba-cloud-log/templates/alicloud-log-crd.yaml
alibaba-cloud-log/templates/logtail-daemonset.yaml
alibaba-cloud-log/templates/NOTES. txt
alibaba-cloud-log/values.yaml

NAME: alibaba-log-controller

LAST DEPLOYED: Wed May 16 18:43:06 2018
NAMESPACE: default

STATUS: DEPLOYED

RESOURCES:

==> vlbetal/ClusterRoleBinding
NAME AGE
alibaba-log-controller 0s

==> vlbetal/DaemonSet
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
logtail 2 2 0 2 © Os

==> vlbetal/Deployment
NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
alibaba-log-controller 1 1 1 0 Os

==> v1/Pod(related)

NAME READY STATUS RESTARTS AGE

logtail-fferf 0/1 ContainerCreating 0 Os

logtail-q5s87 0/1 ContainerCreating 0 Os
alibaba-log-controller-7cf6d7dbb5-qvnéw 0/1 ContainerCreating 0 Os

==> vl/ServiceAccount
NAME SECRETS AGE



alibaba-log-controller 1 0s

==> vlbetal/CustomResourceDefinition
NAME AGE
aliyunlogconfigs.log.alibabacloud.com 0Os

==> vlbetal/ClusterRole
alibaba-log-controller 0Os

[SUCCESS] 1install helm package : alibaba-log-controller success.

o[ ffiflhelm status alibaba-log-controller®&HPodHuiIkE, HIREEIRIN
Ja, TR,
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' BEER docker-stdout-config

ElfHost/User/Password/PortEi2 HsiminA82]  ESFEbinogilEIEEESE 25

{
“inputs": [
{
“detail”: {
"Includelabel™: {I,
“Exclundelabel™: {}

type”: “service_docker stdemt”
I
]
I
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3378 2153558 225058 223158 2255258 2253358 2253458 2245554 2325058 234158 2353258 2345358 2355448
HREEd1.508 IS AT SETEL508 EFATE434ms
FA= Ex D LiveTai g AEFIER  BEE [
FESHT < FiE] av mE
04-32 152347 A0 40 441 BR
| En 2 nrlmEmn 1 &l 04-22 15:23:4 _ source_: 10.10.111.56 ) -~
_fag : heosimame_ : audit-logtail
. __tag__:_ path__: /varfloglkubernetes/kubemetes-c63a%7ad2018484cdead70e5abalffd2. audt
S _ fopic__
. . annotations . {]
- o i ]
i T e autherization. kis.io/decision . "allow
authorizati ireason . "RBAC: allowed by ClusterRoleBinding "system:kube-controller-manager” of Cluster
e "sy controller-manager” to User "system:kube-controller-manager”
SOTCahons apiversion : audit k8s.io/v1beta
N auditlD : 08%a8f51-eb0e-4b3d-32d1-908dedb047ed
authorization. k8s.iof. . kind- Event
level: Metadata
Foret metadata: [}
| apiversion creationTimestamp: “2010-04-22T07:23:472"
objectRef.
| audiio resource: priorityclasses”
apiGroup: "scheduling k8s.io
| kind apiversion: "vibetal”

EfREREST

DA R B A 77 AL R IR AT R, LR R AL B 5% -
EHAREST

PRI ERCE RIS

© BSOS (HERE)
- pavbnifEst (HER)
- EEYAR
BAE EHUR A S 8F Logtail 548/ logtai 1_host Hk, BLEBRN, LT LUtng

%, PIMFREREREWLE/home/logs/app_log/Hk FRIEHE, Bl vwm s AR E
J1/logtail_host/home/logs/app_log/-

HE idifF
CRDECEA T

CRD (CustomResourceDefinition) At /5 :Xi&Z2% Kubernetes-CRDLE HERE,



H AR 55 POEAIT / 4 SrbiLog4iHi&

4 3trLogdjBE

LK, ISR, A8, Serverlessfufs )i L ERARGETE VA2 AT SRRBERIBER, 1

AL fEh, Al AR SIMA L

- ARG N BAIA R GEE L B TR ST, Hrp RSS2 R 2 K 2% 2 IR 55 < IR -5 35
E 3

- BRMPBERE, 1RSS5 aHX BN IR HIRAL, AR 7B A WA SRS R,

4-1: BRAR K

B A4y > BN >

MEL LA AT LB B ASEPE, bR )G, ROGiadk S Wi deR A R A
TELOAERGFRAN AT AP R BN S5 8% LRI H &, Attachi BN HMAAE, HXRINES
RARRIELR) “RET .

4-2: TIHEH

) 3 & 00

e
O0AQO ] ﬁ@

D @ ::::::::::
R

& "

@
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T RIS, R AImE I DevOpsis Wi 5 i T H, plmtgirh R, #hRp
EBRYG. PSSaaSEEaEE. WheEmss.

H R R DA EIX AN, B =4 Had g seny (ERHEsEn) F&5ma]HC ki1 iR 55
%, flanSyslog, Kafka, ELK, Hbasedfi#HaN1ahfe —ds Wk,

RIOMERIRES

- AERTE: AETCIRE NP RGN ERGrepHE T, B {7iEN a7~/ Searchai 25t
A SR AV LR SINIUE &

- AARS TR EHINLASREPRIN O H A S R A MR

B A HAELE T CANIEIALY, P S kA

- A JRERENMIUSCIER, OQHERRE R E I,

B 4-3: LRI
@ /S {EEAA
-\l, KMIARFRAR FMATIFE, FMPssh Grep
—

—

—

FRERERIESSE

|II WAL
«l FEAARE , EtR A
FERE B, TsEit

EK&Em (JavaRyl)

HEMRS R0 MBERRE T, FAIRSA. Bahin, AR AR RIE & a R e i
FHEANFTE. MWava FEHM S, TEARNHEES Logdj. Logdj2. Logback Appender,

MJavap S, HuiEWAERMHERESR:

- JavafR Pl HA R, @il Logtail M1 TSR,
- Javafiy HiZACE HBRSS A Appender, MfEFia1TH, Pl 0 SRS .

PERIZERIANR

H&% &+ LogtaiR Appender Ef&L %
SHE H&% Xk, @idLogtail RE | HiELIX
FalliN Y K N
Wi igitl XHF, BT Logtail BLE KR/ | 3¢5F, BT PR/
FIDM AL E W, BCESREHLALLIN AHRE, kit




H&% &+ Logtai R Appender E# %%

A Hit H 2% X X
RHRE Logtail #FRHAL & B Appenderfit®, M
i

@it Appender i) TEABUEMMARISTE LT, @I ConfigihBei Ik 2 5 5e ik H B9 R T

1€, HEMmRSsREERNJavaRSAppender Ul FILKIES

- JCHRBSRY, (Bl E AR

- S + WREHE . /OB 18R, SR — e MRS 5

- RIPREE: WRiEE HET AR,

- X L TERRE: ARSI R AGEREOR I LT GiENRHE) .
Appender BT 5EH

HuitfitAppender@l R, JRZIIMHEA] aliyun-log-producer-java 52 REHEIIE A,

- aliyun-log-log4j-appender

- aliyun-log-log4j2-appender

- aliyun-log-logback-appender

IXPYE R ZEAR

Appender£Fi Bl

aliyun-log-log4j-appender ¥4 log4j 1.x FF K appender, IR
R IEAER I logdj 1.x HBHERR, Hisk
$4% appender,

aliyun-log-log4j2-appender X log4j 2.x A appender, QIR
IR IEERE logdj 2.x HBHERY, A%
$£% appender,

aliyun-log-logback-appender ¥4t logback JF &M Appender, SRR M
MR IEERE I logback HbBHEAR, Hissiz
f#iZAppender,

aliyun-log-producer-java X Java MHIRRF S IR S LogHub
RPE, HulittMAppender K2R €5
REBHEE AN, ERARNGERRENE, W RIEETE
EH A Loghub HEHarg7 B, R
RIBRA IR Appender JE ki e AR 55 T
R, EPET I RIE SN HERERT,



https://github.com/aliyun/aliyun-log-log4j-appender?spm=a2c4e.11153959.blogcont409045.20.510e49bdIKC4NA
https://github.com/aliyun/aliyun-log-log4j2-appender?spm=a2c4e.11153959.blogcont409045.21.510e49bdIKC4NA
https://github.com/aliyun/aliyun-log-logback-appender?spm=a2c4e.11153959.blogcont409045.22.510e49bdIKC4NA

1% Appender
2% aliyun-log-log4j-appender It &4 5% 74 AAppender,
BLE XfFlogd].propertiesfINAUIT:

log4j.rootLogger=WARN, loghub
log4j.appender.loghub=com.aliyun.openservices.log.log4j.LoghubAppender

# HAERZSprojects;, wiEssy ,
log4j.appender.loghub.prOJectName=[your project]

#HSRS5H Logstored,, S
log4j.appender.loghub.logstore=[your logstore]

#HEMRSHhttplbhl, »ESE
log4j.appender.loghub.endpoint=[your project endpoint]

#HP SR, BiESH
log4j.appender.loghub.accessKeyId=[your accesskey -id]
log4j.appender.loghub.accessKey=[your accesskey]

SERLEANSHN

jdid ik Al Edfappender J&, Java MR HESM AN EEHERS. wRbdEd
LogSearch/Analytics #iX e HESZINE AT, A SHRAERFEBIR H SRR

- ISR P ERATN

level: 1INFO

location: com.aliyun.log4jappendertest.Log4jAppenderBizDemo.login(
Log4jAppenderBizDemo.java:38)

message: User login successfully. requestID=1id4 userID=userS8
thread: main

time: 2018-01-26T15:31+0000

- SR PSR
level: INFO
location: com.aliyun.log4jappendertest.Log4jAppenderBizDemo.order (
Log4jAppenderBizDemo.java:46)
message: Place an order successfully. requestID=1id44 userID=user8
itemID=1item3 amount=9

thread: main
time: 2018-01-26T15:31+0000

TEIABRERS
A BN BT AW, TREOITRERIHOIRE. JFRPERW:

1. BRHARFS RIS, MdiProject4FR,
2. Wi bR HASEARRIRE oo Pbs, JEFEEIRITHHEA R HTSH,

3. Hdih BMERS e > BE.


https://github.com/aliyun/aliyun-log-log4j-appender?spm=a2c4e.11153959.blogcont409045.23.510e49bdIKC4NA
https://sls.console.aliyun.com

4. AE WL, A BOT R,
4-4: fEEFEREN

Nginxi& BB SER
FREER
FEREMR 8a%x FEEHT S
Hm oI KN R
level O =0 007@8<> O ~
location text V =00 @&<s ) (/‘ X
message et N =0 P@&<s Ay QO <
thread o =0 00?@8<s ¢ =
SBRAFAS

PR
1. geitid N R4 Error i 2 34N B

level: ERROR | select location ,count(*) as count GROUP BY Tlocation
ORDER BY count DESC LIMIT 3

2. SR 155 ph# Rl H AL 41 H AL
| select level ,count(*) as count GROUP BY level ORDER BY count DESC
3. HE L&,

MTEE—FHE, RERIIEEELGHEXF E I HEER. TEHES% LI,
4. GUHE R UMY, BRRBERZH =R,

login | SELECT regexp_extract(message, 'userID=(?<userID>[a-zA-Z\d
1+)', 1) AS userID, count(*) as count GROUP BY userID ORDER BY count
DESC LIMIT 3

5. gL R15508h, 8RR,

order | SELECT regexp_extract(message, 'userID=(?<userID>[a-zA-Z\
dl+)', 1) AS userID, sum(cast(regexp_extract(message, 'amount=(?<
amount>[a-zA-Z\d]+)', 1) AS double)) AS amount GROUP BY userID


http://cloud.video.taobao.com//play/u/2450842572/p/1/e/6/t/1/50073510333.mp4

5 XK&EHSNginxipiRIBE

H RSS2 B BRI SALE R ENginx HE, FFANMERTIMNginx R, W)
BEPUEREIF iNginx H,

VP2 NS IEER 7 Nginx{E iS5 asiE dpl, A0 Wl i S SUA T 0B, #Z0Nginx
Vit HESE o0, PRSI i, Vil BEEViREDL. Aot T HIH CNZZ3)5
X, TEdi L ESAjs, FP ViR eimis, HAREICRVIPIER, SEMMRIIR, HLs
o iNginx P HE, HTREEE 805, I HAERPERUR 730 R 16 _EXEDCT#,

HGAR S5 AL SR A ) sy S DhRE, RIRRENginx HAE X% EL (Dashboard) , HRHIRE
i€ 7 Nginx Vil HASR B2 2%, ol DURTREFESE TS Vi8R, AR B HiNginx Vi)
HENBI, S8 HE2HrhREfE s HiNginx ¥kl H B 5 FRTELID 2R,

AZEhY s
A NEKIZBNginx IR S A8 7 A NG, T2 3 HiNginx i) H &K A MssPV,
UV, i, Bodyiik, SRR, 2P mdRHek i mmflg, PAordr. PGS v m i
?RO

Nginx B EMRE
N B R R, HEENginx HEM AR Flog_formathitE,

log_format main 'Sremote_addr - $remote_user [$time_local] "$
request" $http_host '
'$status $request_length $body_bytes_sent "$
http_referer" '
'""Shttp_user_agent" $request_time Supstream_r
esponse_time';

HFEGT SR

FB “X

remote_addr % P ok

remote_user Eoar iRk

time_local JIKt 55 as et i

request RN, WEE%4A. tkAhttp il
http_host FH PRI it http stk

status B httpik &Y

request_length HRRA




FB Ed
body_bytes_sent IR B RN
http_referer R
http_user_agent & P A bR
request_time BRI R IE N
upstream_response_time L3R S5 R AR B i

RENginxBE

R HERT, EAEC I ProjectRlfl# Logstore,

1. ZRHBRFSHRIE, HidiProject#iR,

2. FEMMLHEET, AdBIREA G,

R thon] DUEHE S BN s G LM A BRI, fEIRS2s b iIE RN B Logstore,

5-1: EENEUE

5

I iAEEE

=i

3. IEFEIRI N Nginx-1EW,

HEMR SR MBIRIRARA (7, B SURS, BEIHIR/mRASE) |, o

i
HiF

2018-07-12 18:12:16

PINGINXV; Il F TR H TR/ B AF > Nginx-S0K HE,

[ ===


https://sls.console.aliyun.com

4. QLR
fEQUEPLAR A 2 i, FTEELMIACL LY T Logtail,

- BEHINERPLEY : BN BSh2ss, WURVEA A, TEHE RPN T I,

- ECSHLES: &AEehlfG i 287 — g3, WindowsREAHF— ALY, S
FHiLogtail (WindowsFR4t) Fah&ed,

- BEPLE: RN R TR, RESE LK Logtail (Linux®%) H%
#Logtail (WindowsF:4t) REHEfT&eds,

AesELogtail G N e SRR HLAR AL, AR Z R C LAl pLaNe , i E AL

HIBLADLENEL

5. DAL E,

FeirpLasdlrbropLas LS s BN PLAs A .



H k5% POEATT/ 5 REIH

\_

ForHiNginx il H

6. Logtailfit &,

. IEEBCE A PR H AR,
b. ¥HEFE N log_format HEMRIHE FINGINX HERL &,

5-2: EEE ¥R

*EEER test_nginx_log

* OEEEE: C:\Program Files\ntel\ [as] * Log

FEENHE TR "‘ﬁ"~’—""“11¢55"“E“ |'¢¥3%?F HERHEEMEERNER) SIS SER | thsSERT
S LA, Linux3Z FF : Japsaramuwal._fapp.Log , Windows3{$EEE H=rsg T &
0 : C:\Program Files\intel.. V.

EEADockersrit: C’

MEEDockerEEASYHE , L EEEEAFESS=ETag . LoglaileE kS aEiEs | RS Tag#
THEFREEEERMOE | BREESE SR

B NGINXESER N

* NGINXBEERE: log_format main "Sremote_addr - Sremote_user [$time_local] "Srequest” Shitp_host
‘status Srequest_length $body_bytes_sent “Shitp_referer” '
"Ehttp_user_agent" $request_fime Supstream_response_time',

RENGINXEIEWIH B FEESy . Bl og_formatFFak
c. WANginx# K.
HEMRS5 2 B BUENginx HEP B4R, M\ SRR,

[oh

BiH:
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Nginx HEM P $ request 2B request_methodfllrequest_uri Mk,

& 5-3: NGINXEEZ R

NGINXER 4§

d. WA S BFRH RN A, JFadi T —2,

HRZNREG, N RIEINginx i HSA LESIHEMRSS ; X6, Nginxiil Hid
PRI AL R ARNginx il H .



7. #if s HricE

ANCEVEG RG], WRETREFIREART], WA iAW et > BEl
(I8

5-4: FERRSIEM

W=

[Npl]
ififl
i

FEE

body_bytes s 3

= =
£ =
£ =
= =
status v
= v
time_local v

WPR A EHLERALOBRIE R EOL T, nl BARISER S ERAEIE,

= . I3
5-5: v
) [ ) [ ) [ ) [ ) ° 6
m Nginx ~ ~ - -
e EE=E BllEEH=EE H2HE S LogtailE R AR E R
A
ligl=1Eos b=

2019-07-19 15:31

ERSEMT message:2018-07-19 07:31:03 [INF] [aliyunlog_timer_syner.go:27] [run] flush all start: time:2019-07-19T07:31:03.9199314Z levelinfo version:0.1.0
2.163.0.148

i %, HERSSNEBE L Nginx i b AR5 BN @ nginx-dashboard{{#
SEABESTHTE

[% Bi:

Nginx H SR 82 HE B Wl K F# E3508h, 05,



S Nginxifin HE

R UG, HERESSEMNERNginx i M) HABR RS IS, ol DUE BL R A iNginx i
il H i,

. BEFISQLIESHHiNginx il Hik:

£ HBIR S5 A W i s i N B Hia sy, W DSBS RFNNginx i A&, &R
LR BE R Ho, BRI HmEGR I PE . POEEWFIIRE, TRARIIEEE AN
SHINginx i) HEZ W AR,

- HAMBGEREN PR, SHiNginx i Ha:

H K 55 P INginx Vi ) H RS PR 178 o e b i aiBdioR &,  BIanpv/uvst
R, RTWIERIERE, S5 QI RmER RS,

5-6: Nginxifia] &N RE

FRIPSH BE1x VoA HRRBSHE BiF1x VoA ERAESH BF1x v oA

N 456%
. 8.13% ® 204
@ oo 38.75%
® 304

® GET
® DELETE
200 2,607
5),(1[)/‘ PUT
® 500
POST
® 302
® 502 4.29%
" y 70.14% 4.36%
WEPV/UVEELH RiF1x VoA pi®Vighahiid Eity 1R VoA HRUASLE 1% VoA
aK 600K
sk 13.82%,
: 500K
3K
- 400K
® Chrome
e 300K on Saf
15K ®u ® net a78%
200K 32.43% ® unk
1K
500 100K
0 0

03-1514:00 03-1515:00 03-1516:00 03-1514:00 03-1515:00 03-15 16:00



- PV/UVGLiH (pv_uv)

it RIE—RIIPVERIUVEL

& 5-7: PV/UV4iit

wiEIPV/UVEELH BT A

4K
3.5K .
K

2.6K
03-15 15:00 .

oK & pv
o pv: 3586 ® uv

1.5K

o uv: 1

1K

500

03-1514:00 03-15 1500 03-1516:00

giititihy:

x | select approx_distinct(remote_addr) as uv ,
count(l) as pv ,

date_format(date_trunc('hour', __time__), '%m-%d %H:%i')
as time

group by date_format(date_trunc('hour', __time__), '%m-%d %
H:%i')

order by time



limit 1000
- Vil 5 Hi (ip_distribution)
it i PR IEE O

5-8: AR 3 4

RBP4 BI1x Y

giitifty:

* | select count(l) as c,
ip_to_province(remote_addr) as address



group by ip_to_province(remote_addr) limit 100
- Vil Ei ik (top_page)
itk —KVinPVii+rsbhk,

5-9: 4titifin)

=8+ Heht BiF1%
path J[ pv [
Jurl? 157
Jurll 156
Jurl10 153
furld 149
furl2 143
furlg 143
furlé 141
furls 140
Jurl3 136
Jurlg 117
giilitf):

* | select split_part(request_uri,'?',1) as path,
count(l) as pv
group by split_part(request_uri,'?',1)



H 2k 55 POBATT / 5 REIFF A HINginx i) H i

order by pv desc limit 10

- 3R J7 1% e (http_method_percentage)
GEHRIE — RE&RNIE R ITIER & e,

5-10: IERFGAELLEL

IHRGFESEE ®iT1x WA

40.44% ® PUT
® GET
50,68, DELETE
POST
giitigt):

*x | select count(l) as pv,
request_method

SRMRA : 20190813 41



H a8 k55

PO/ 5 REIFSHTNginxi il H ks

group by request_method
- RN e (http_status_percentage)
ikl — RE&RhttpiRASRS 5 b,

5-11: iFRRE AL

HREAERGH BII1E
4.2
3.55'/-\ 7 /9‘2“4 o
4.54 A,
4.26% %\\ /

V4

|
|
69.74%

giitifty:

* | select count(l) as pv,
status

& 304

[

404
200
301

500
502
302

42
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H a8 k55 PO/ 5 REIFSHTNginxi il H ks

group by status
- WHRUA Mt (user_agent)
it — R AR BT 3R 4 be.

5-12: iERUALLL

ERUAS L, BIF1E v A

135D%&K

@ Chrome

——-53.81’5 Safari

32.68% ® unKnown

Hiilhiih:

* | select count(l) as pv,
case when http_user_agent like '%Chrome%' then 'Chrome'
when http_user_agent like '%Firefox%' then 'Firefox'
when http_user_agent like '%Safari%' then 'Safari'
else 'unKnown' end as http_user_agent
group by http_user_agent
order by pv desc

SRMRA : 20190813 43



H 2k 55 POBATT / 5 REIFF A HINginx i) H i

limit 10
- Hi iR (top_10_referer)
it — K Vi R IR B

5-13: Bl HiARIEKIR

FlITinEER Bf1x VoA

www.host10.com

o pv: 191

aw.hostS.com

ww.host7.com

aw.hostd.com

vww.h...0.com

aw.hostZ2.com

® pv
aw. hostB.com
ww.hostb.com
ww. hoste.com
ww.hostl.com
aw.host3.com
0 50 100 150 200 250

giitifty:

x | select count(l) as pv,
http_referer
group by http_referer
order by pv desc limit 10

Nginxifia] B &2 B R L1t

BT —LSBRARI Vi RIFERRSE, SR H I TN — 22y MR TSN, S HiNginx il H bl
SRICAEBRIRAGER Q] AL PEEORARERS, WS SO AE IS EEEOR, BB vl DA3HE N\ 75 10 W i
HATHE ST
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© GEH P SIS LR R HE I
SRS S PR TS RE N AR R IE RS,  IWEE(R b 7 RS 15 D,
giitifity:

*x | select from_unixtime(__time__ -__time__% 300) as time,
avg(request_time) as avg_latency ,
max (request_time) as max_latency
group by __time__ -__time__% 300
© GETH I R TR X AR 1 SR T
HNE T e KIEN 2 J5, B R T IO R T SR b i, BAJS A — 5 A v i i

Hiitiffy:

x | select from_unixtime(__time__ - __time__% 60) ,
max_by (request_uri,request_time)
group by __time__ - __time__%60
© U SR IEN Y53 A1

et PSR PR AER ) 04, FURE A fE MR, BRI DX 3 SR
giitind:

*x |select numeric_histogram(10,request_time)

© GUHERE AR
BRI RIIIER Z5b, JETEGETHRR I A E I R O R
giitifity:

*x | select max(request_time,10)
- RFRE N e A G A R

B/ ur L2204 S R Vi PR R, 9 7 /ur L2 U EIT PR, #& FRBESAH /url2iX4
WHEMPIMPV, UV, &hfimethodik%. FHhbstatusiRE. SFNSEERREL. FIER A
JEIF

giititty:

request_uri:"/url2" | select count(l) as pv,
approx_distinct(remote_addr) as uv,
histogram(method) as method_pv,
histogram(status) as status_pv,
histogram(user_agent) as user_agent_pv,
avg(request_time) as avg_latency,
max (request_time) as max_latency

fHEILL ERRIR,  An] DO PS5 IS DL T $ M PR PR



6 StrApacheBE

H &S5 2R Bm i A1 s — i URLE R Apache HE 5 B BRG], &80T BUEIT BRIMUR
52 At A SE S B PG 5 A DL
Wi PRSI

- BIFRHEMRSS.
- BfI# 7 ProjectfliLogstore,
BRER
NS RKIEM ApachefE iR Ss A s MG, F2Zdlid srtrApacheiifl HASRIRIPY, UV, IP
Do, BRSO IR T S, DAPEAS P i ) e
H &S5 X Faid Bl A S — iUt ER i Apache HE S B &S], JiApache HEBRIA
BV B R AL
M YME iR, HEFEEM Apache HE R LA R H e LACE,

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i
\" %D %f %k %p %q %R %T %I %0" customized

AR
TEAREEIE R H SN HIWOR & A 3 7 BOM B HENB R AEDSR, Hlinst, %{User-Agent
}i. %{Referer}i%, HAMFEDKITE, WEMLEGEEPH\ "BEZTE, PREmbE
*ﬁo

BAFBE LR :

FB E35 27 B

%h remote_addr B P IPHAL

%] remote_ident %P HEAR, KHidentd

%u remote_user B P4,

%t time_local AR 55 an i Tl

%T request RN, WisiEa. itk
Athttphisl,

%>s status IBEhttpIR &S,

%b response_size_bytes A1)y |




FB FB A BLH

%{Rererer} http\u0008_referer KL,

%{User-Agent}i http_user_agent & U oiia R

%D request_time_msec RN, SRR,

%f filename WL TR X 44

%k keep_alive keep-aliveifi K&,

%p remote_port HR 55 i 15

%q request_query FRTFRTER, WRAEENN
TR,

%R response_handler JIK 55 2R NE FRY AL PR

%T request_time_sec ORI, SRANED,

%I bytes_received MRS RN, WEN
Fimod_logiofibk,

%0 bytes_sent G55 2R R P8, WEA
Fmod_logiofitk,

B IR

1. TR HABIRSHEHIG, HidiProject# R,
2. FEXPHEET, HhBIRRANERNS.
3. IEEBUEIUAPACHE- LA HE,

4, EEHERE

A PLEFEC A Logstore, in] PAHidProjectfiiLogstore,

5. g4,

fEQIEPLAS A i, BTEELMIACL L T Logtail,

- BREINTEOLEY : BRABREE, ABUEA L, IEHUE R R T ),

- ECSHLES: AisplE it — w23, WindowsREASLFH—RALE, S
WHLogtail (WindowsH4t) Fah&dt,

- EHELES: WERIERE R T A, WES WA Logtail (Linux®4t) ®&
#Logtail (Windows:%t) R§HE T 4%,

ZHSELogtailfn i\ L3S R AL, WERIEZ HiCL QI pLa4a] , B ERR i

B PLasd,
6. BLIALERAL
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7. Logtailft &,

a) HEACEA,

b) % H&HIL,

c) Wk H M,
IR Apache H 2 B B RS SR H B, b T T H B BUERE W 2
B, HEBRSSHERAREH B2 L Apache H 43X,

d) ¥'5 APACHERL B B¢
A H B commonsicombined, $tib2: BARAG MMFECE, FHEIEFE T BE
SCHER, RS R B e XACE, EBUHE FSoh HEIR S R AL

*EEET apache-access-log
* BEEE C-\Program Files\Intel\ * Log
E&H0ockerszit
RIS
B APACHEEESER
SR SEM
* APACHEBIZ===E2 LogFarmat "%h %I %u %6t V"%n" %5 %b "%{Refereriil” Vi {User-Agent}i\’ %D %67 %k %p %g %R %T %l %0”

customized

e) HiAAPACHE# A F5.
H&MR% 2 QR I APACHER A4 FR,  50] DUE ST PN

@ Bim:



YrWiHd N request_method. request_urifllrequest_protocol =AM,

f) (iE) MCEmSPIEM, g ™8,

g) Ao hiic E
AINCLVEG RS, WRETEEPILERS], ARk st > %
BB,
iR BSHLaR L OBRIE R ITEOL T, wl DARSERE FoRIBUE.

’ Apache ~

PeiEREEEE BUEtEE EHEE LogtailEeE HHAEE ek

FRSHIR

AR A

1}

2013-07-19 15:47

192.182.0.142 message:2018-07-19 07-47:18 [INF] [aliyunlog_timer_syner. go:27] [run] flush all start'  time:2018-07-18T07:47:13 920603917 levelinfo version'0.1.0
2.163.0.148



HERS POEATT/ 6 srbiApacheHi&

8. (nNiE) wILIIHT,

RECNENIE T NLogstoreName-apache-dashboar dX L., BLEERG, BaIPA
AR P EBRIRIP . RIS EHFLEN

RIS e ARRESLE [eNC] ARAESL SN

0.07%
005%
0.07%——

037%
o 32%} o1%

® 00 ® ceT
. ® CONNECT
® 200 .
' 400 HEAD
@ / \
T 9010% “og.82%
PV Q@  WARHREM @O  WRuakk Qo
0.02%
4K 1.2l
35K
™l
E3
25K fook ® chiome
» °pv ook ® netn ® unknown
o uw ® netout ® safari
5K 200K Firefox
®
2008
500 N
.
o o 08.61%
0s.. 0s. 0. 0s.. 0g.. 0g. og. 085, 0853 08 53 08 53 0855 0855 08
922 20,08 023 1000 T2 1105 2 12:0n 2 Taigy R 15i0n 023 M0 ©-22 205523 10589 11723 13589 19593 19529 16100
A+ IERE o TiclEl+ht [SYC
path | pvil
_ / -
/name.php 565
com I Jname2.php s62
Jnames.php 536
Hesthtmi sa2
o
Jnames.php 518
s Iname3.php 512
Jnamed.php 482
comt fiogin g 14
http:/Awwww baleu com/eache/global/ma/gs. gif 6
0 ® 2% 3K ax 5K
RN @0
top_latency_request_uri | request_time_sec ||
Inameé.php 0
Inamet.php 0
Inames.php 0
Inames.php o
/ 0
Inames.php o
Inamez.php 0
/ 0
Inamed.php 0
Inamed.php 0

- Vil H; (ip_distribution) : SEiHMIPKIEN R, FiHEONR:

*x | select 1dip_to_province(remote_addr) as address,
count(1l) as c
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group by address limit 100

RFIPRE e @

¥

- WERIREL . (http_status_percentage) : Siitih—RK&MhttpiRSmMLGLL, il
HEAR:
status>0 | select status,

count(l) as pv
group by status

WRRESE & o

0.96%
296% |

o 200 TTE[74.74%)

- RIS L (http_method_percentage) : Stilii—K&RNERFIER &L, it
EAWR:

* | select request_method,
count(l) as pv
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H &R POEAI]T/ 6 sitiApache Hi&

group by request_method

AEARSE am

(13
A%

& POST

@ HEAD

® GET
PROPFIND

B126%

- PV/UV&EH (pv_uv) : SHHRIEFIPVERIUVEL, Siibiffguns:

*x | select date_format(date_trunc('hour', __time__), '%m-%d %H:%i
') as time,

count(l) as pv,

approx_distinct(remote_addr) as uv

group by time

order by time

limit 1000
WiEPvIUVERTT 2o
500
400
08-09 18:00
o pv: 338
200 o uv: 113
Ly
* Uy
200
100
1] — |
G'E-og 000 Uﬁ-gg 12:0n f8-05 Td.'nnoa_o'g 8:0n DB_OQ ramﬂﬂ-gg 92.'r1no&- 0 0g:0 0319 02:0n 9%-19 0d:0p 0a-19 Og:0n

- ARSI (net_in_net_out) : SZiHARMWARMGEINENR, SilbEgUTR:

*x | select date_format(date_trunc('hour'
') as time,
sum(bytes_sent) as net_out,
sum(bytes_received) as net_in
group by time
order by time

time__), '%m-%d %H:%i

) -
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H &R 5% POEAI]T/ 6 sitiApache Hi&

limit 10000mit 10

FARH AT a o
408
-
AR
30s¢
25K
.. 2
208 ® netln
& Ned_out
-

08-09 2100
= met_in: 36902

1o Bl o met_out 21781
=4
o
f2-0g 10:0n 05-0g 45 MO&-GQ T4 naca'cg L] nhﬂ!‘-gg 5 ym'ﬁg‘?é.nnm"u Oa.mca-wGZ.-mo&chd'-m 9810 g e
- IERUAM L (http_user_agent_percentage) : i iE—R&RNYERRN L, St
EAWT:

*x | select case when http_user_agent like '%Chrome%' then 'Chrome
1
when http_user_agent like '%Firefox%' then 'Firefox'
when http_user_agent like '%Safari%' then 'Safari'
else 'unKnown' end as http_user_agent,count(l) as pv
group by http_user_agent
order by pv desc
limit 10

WHUAS @ o

1.44%
3.75%-.

@& Chrome
@ unknown
@ Safari

Firafon

- wiHViMRIE (top_10_referer) : Sildh— KM PVaiHIViMRIERE, Fiitigh)
arp:

*x | select http_referer,
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count(l) as pv
group by http_referer
order by pv desc limit 10

B+ iAEEER @ o

be=1

a2 I
0
I
|

37.36

.php

.php

l.php
com/ |

l.php |

- VillgiHhk (top_page) : it —KikMpvai Hisbat, S s:

x | select split_part(request_uri,'?',1) as path,
count(l) as pv
group by path
order by pv desc limit 10

iRt @ M
path /" il

i 3n

fnamen.png 288

fname2.php TG

findex.php 52

fMavicon.ioo 42

fnamed php £

hittp:#www.baldu.comicacha/globalimgigs. gif k4

- IR EETHHIE (top_10_latency_request_uri) : Hiitieil— i RumpwER iK1
wi-HA ik, gEiHEAAR:

*x | select request_uri as top_latency_request_uri,
request_time_sec



H& M55 PUEAIT/ 6 sibiApache Hi&

order by request_time_sec desc limit 10 10

TR e iE) AT+ kit & ©
top_latency_request_uri-[ request_time_sec |I"
/name6.php 0

fname1.php i}

/fname5.php 0

/name6.php 0

S/ o]

/names.php 0

/fname2.php i}

£ o]

fname3.php i}

fname3.php i}
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7T 9ISEE

A NSKIEFITISYE RSS2 DS, R 20@id 5 BIIS i) H &RAKHPV, UV, IPXI50 1.
BEAESR. R, ARSI 5 T 1 L
iR &
- B HEMRS
- UOIE 7 ProjectfliLogstore, VEENLIKIH 2 WUk A AL,
- IISHERHW3CH &8,

MY EAF R R, HERAZHWICH BRI, fEIISHEBLAs b A bk v B, WiEkis
7 W BRI 5 1 2

7-1: %R FER

W3C Bidw=E 7| x
EREFERS):
[w] EDiRE sc-status ) =
[ HHEFHET( sc-substatus )
[ Win32 $£35( sc-win32-status |
[ Er T o] sc-bytes )
v BEEIFT A cs-bytes ) =
|w ERFIETEN time-taken )
[ HHEMET cs-version ) -

HRIEE
H b ks
W3CALE RN :

logExtFileFlags="Date, Time, ClientIP, UserName, SiteName, ComputerNa
me, ServerIP, Method, UriStem, UriQuery, HttpStatus, Win32Status

, BytesSent, BytesRecv, TimeTaken, ServerPort, UserAgent, Cookie,
Referer, ProtocolVersion, Host, HttpSubStatus"

- TBOHIS B
% B
s- Nk 55 o A
c- &P R
cs- % P 2R S5 R TR AR
sc- M55 207 P im0




- BB

FB BLHA

date HIY, Fonimah eI,

time IfIH], Fonihah kAR,

s-sitename Mi5545, Fn% P o %G R Internet k55154651

505,

s-computername

Me55a4h, For B HEIINRSS AR,

s-ip M5 55 451P, FonAE i H SRR 55 45 (TP ik,
cs-method Jiik, BIMGETEPOST,
cs-uri-stem URISEME, FR3iE K m b,

cs-uri-query

URIE ), FREWHTTPIERPMS ) BHER.

s-port

MR55asimi], FongF imER IR SS a1,

cs-username

RIS P 4, M TIEE S ORI, A
RE\R P4 STEAHP, 2—MEFR ().

c-ip HPRIP, FORViMIRSS A% P b LK Mk,

cs-version A, #lan HTTP 1.0 88 HTTP 1.1,

user-agent FPARBE, Fon e vl F B Ya 2

Cookie Cookie, FREiXsk#EZMCookieN%, WIHEEA Cookie
, MEREFRF )

referer SIS, FoREPVIRBIET— /A uh e ek s bR a3 Y difs
REERE

cs-host FEW, FrnEPLNE.

sc-status GRIMIIRA, FRHTTPEFTPRRIEIRE,

sc-substatus HTTP¥ IR,

sc-win32-status win324RZ, BV WindowsfE IR IEFRIERVERIRE,

sc-bytes JIki 55 8 2 3E 1

cs-bytes i35 adiee v

time-taken PRI, BRI IR, SRz,

(7

L. BRI S,

a) £ HEMRSSs #0518 R diProject 45,
b) fEX M HAEPE T, shiBdiiE NGRS,
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2. TR ANBURHIEREIIS-SCA H,
3. IEFEHEE,
A PLEFEC A Logstore, tn] PAHidProjectfilLogstore,
4. BUEHLZ4L
TERIHLARAL Z i, TR E I ACE LS T Logtail,
- BEETNEROLEY : BOAEShSs, WIRBEA A, TR R SRR T i,
- ECSHLES: ANEhlfG i 38T — 23, WindowsREA S — ALY, #HS
FHLogtail (WindowsF:4t) Fah@ed,
- EEPLEY: HAUER R RET R, ESE LK Logtail (Linux& %) ®L
Logtail (WindowsHR4t) A5 7%,
heseLogtail G A e SR A HLAR AL, RS Z AT AL DLANA , T B
A LA
5. BHHLE4L
R AL, FADLRE N IFHLARE RS 2 2 B AL AR



6. Logtailfit &,
a) HUH A E AR HEBRIE,
fn] AETISE P &R H AL,

E 7-2: EEHEREZ

e Internet Information Services (IIS) &2
@ 1 |9 izfbsdazsagiz »
TEF  WEM  EENH)
= @
. : N A%
CHETET ? B=
5 EEm EREEEEIEE IS F Web BES LESEFA.
495 Zfbsda352tgtcZ (iZfbsda3s =
[0 mEEE —E SO
b P lﬁ;;; v
B
EELM):
[wac || mmsme. |
B =
||C;'\rnetpuh\.logs\LogFiles || REE(B)..
SRE(E):
|UTF-8

b) i&# H &R,
TEFREHITISIIR 5 3 H AR AT H SR

- IIS: Microsoft ITS H& ek
- NCSA: NCSAZH H&ESLF

- W3C: W3CH & H &K
¢) WHETISH BB,

- TISEENCSAKE: At BBt ik,
- W3CHZ: iDL PP IRnd B ITSHC B 7 B
A. ¥TIFIISHEE S,

TISSHCE L AFBRINES TR : C: \WINNT\system32\inetsrv\MetaBase.bin

TISORCE SXHFERIAKG R : C: \WINDOWS\system32\inetsrv\MetaBase.xml



H RS POEATT/ 7 S3HTISH

- TIS7HCE LHFBRINEETE: C:\Windows\System32\inetsrv\config\

applicationHost.config

1-3: BEEREXH

applicationHost - iC#3 =ljiojEx

x| s

HHF) RIRE) EE) EBMV ERNH)

log»
<eottral Bimarylogfile onabled="trus” direcrory="%Sysvealrives\inetpubilogeilopFilez” />

” <eentral¥3lLogfile enabled="true"” directory="4%Systemlrive®\inatpub\logs\LogFiles™ />
<flog>

<sites>
<site name="Default ¥eb Site” 1d="17 serverfutoStart="trus"s
<application path="/">»
dpirtualDirectory path="/" phyelcalPath="%SysterDriveX\inatpub\wewroot” /> F
<pr11cut1un>
‘bindings>
{binding protocol="http” bindinglnformation="+:80:" /»
<foindinge?
fEiter
4siteDafaults?
<1an11e lna:Et'tFlleFlai:sl "Date, Time, ClientIP, UserNams, SiteName Can te'r]‘larre Saru'er'I:P
1 H Vi t t t

i dlr?ctur]F q ghiles
Wacebailemm ﬁSvst.aanve%\l.netmﬂ:\luss'\TaﬂedRBangF:les .-")
< /e teDefaul te?
LapplicationDefaults applicationPool= 'D:fault-ﬁpr?uol i
’ ¢rirtvalDirectorylefaults allowSubDirConfig="trus” />
{feitass

Swoblimdte /2

{faystem applicationHost>
{system wabServers
<agp />

<caching enabled="true” enablelernelCache="trus">
<fcaching

<epl /¥

<defaul tDocument enablads"trus™>
4filesy

B. H#logFile logExtFileFlags¥E, IHEBISISHNTFEBRNE,
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H k5%

POEAI] ) 7 5rRIISHE

C. Ky B2 SITISHL B v B AER 515,

7-4: BEEEHUER

*EEER

* D&

E&ADockerstiE:

=

BT

*ISEE=E

d) BIAIISEEATR,

lis_w3c_ftest

C\Program Files\iniel [e=f *Log

EETGE FRERE e e e R a2FaErmER) .
EBE. LinuarMEEH=i57TL |, # : /apsaraiuwal. fapp.Log ,
#l : C:\Program Files\ntel\. \* Log

@

IR EDocker=FAEETH , TLIEEREASHREE5E#ETa0 . LoghileSMENSFLENES | FHRETag#
THEREETEESENEE . BitRAST Fanay

SRR LSS | theERT
WindowsZrEEE D=igaTirL

ISELSER v

W3C W

logExiFileFlags="Date, Time, ClientlP, UserName, SiteName, ComputerName, ServerlP, Method, UriStem,
UriQuery, HitpStatus, Win32Status, BytesSent, BytesRecv, TimeTaken, ServerPort, UserAgent, Cookie,
Referer, ProtocolVersion, Host, HitpSubStatus”

ISEEEEEEET | CWindows\System32inetsn/\configlapplicationHost config , FTFFS0EEER] <logFile
logExtFileFlags="E%IM%E" logFormat="W3C" directory="C:\inetpub\logs\LogFiles"/> , ¥ESSIASHBEREE SAE
(FiREEIES® EETS

TIS H AR 55 2% E shf2 B HiAH LR A R o

7-5: ISER R

1ISEEE Koy
date
time:
s-sitename
S-COMpULEnane
Sip
cs-method
cs-uri-stem
cs-uwi-query
SOt

CE-USMame
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e) R B B SR H &,
THIESRAT I H AR A L3 HERSS
WeG, BRI HEA EERIH&EMSS; KRG, HEWH R EAERGHE, 3
hKeyh__raw_log__. Value W HENE
f) HISHCE gz (nfik)
WIARC B G sl R —2,



7. BBl E,

HUAEAR S5 ERAGREAE 4 PR ASE S B 6T, DABE B SR B A B CRR$1s 7 Y 2
B, FIBRAEIREE A PR R C R, AUREST R EHIE RG], A mE e A
sriEtE > VEEITIBL

WER HBHLERALOBRE R IO, MISERE EREE.

7-6: N AES

Bveest g ) () () W/ ° ’

HEEE=E BBE=EE HEaEE LogtailEeE EWSHAEE =k

TR iR
e mE

2019-07-19 16:08

192 153.0.143 message:2018-07-18 08:03:35 [INF] [aliyunlog_timer_syner.go:27] [run] flush all start: time:2019-07-19T08:08:35.421382544Z levelinfo version:0.1.0
6! E

RHEC MBI T NLogstoreName-1is-dashboard YA, BLEEMRG, Bl ATEYL
R/ PEBRIFIPG. 1 RIRE S LN,

T-T: {X&RE

FRIPHH SN O] BRI GEEE e ® iERAEGLE ISHO]
S o 1., g 0032
RN E;E%D%k
55 ® GET
® 200 48.80% o
\\_M’R‘V‘M FiE + o 0 51.08% e ® POST
(‘ : ® HEAD

99.89%"
/
SRI0E® 2081 .JloNa\ll - GS(201 8)1709‘%

THIEPVIUV T @ 0O ARSI @@ iBRUALLL @ o
2K Ml A
16K 2.5Mil
LK ® pv 2Mmil ® netin ® Chrome
800 & 1.5Mil —— 0 ® unknown
400 1Mil
0 500K S99

06-27 1400 06-27 15:00 06-271400  06-27 15:00



- Vil (ip_distribution) : SHIPRIENN, StiHEMUITR:

| select 1ip_to_geo("c-ip") as country, count(l) as c group by
ip_to_geo("c-ip") limit 100

7-8: AR 3 1

ol
&

€ 2018 AutoNa - G52 TENTIGE XFE
- PV/UV&i(pv_uv): SGEHHRIENPVERIUVEL, SiiHismans:

x| select approx_distinct("c-1ip") as uv ,count(l) as pv ,
date_format(date_trunc('hour', __time__), '%m-%d %H:%i') as time



H k5%

POEATT/ 7 SrISHE

group by date_format(date_trunc('hour'

order by time limit 1000

7-9: PV/UV&it

o .

06-27 1700 0627 1800 06271900 062720400 0627200 06-27 2300

® v
o uy

time__), '%m-%d

b I

%H:%1 ")

- RN G EE(http_status_percentage): ZiithttpifiRIREM &L, StiHEMWR:

x| select count(l) as pv ,"sc-status" group by "sc-status"

7-10: FERIRZS G

r:—. 11%

- PR ARG (net_in_net_out) : SFIHARMHAMFMNEL, SiiHawmmF:

x| select sum("sc-bytes") as net_out, sum("cs-bytes") as net_in ,
'%m=-%d %H:%i') as time group

date_format(date_trunc('hour', time),
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H AR 55 POEATT/ 7 SrISHE

by date_format(date_trunc('hour', time), '%m-%d %H:%i') order by
time limit 10000

7-11: EANREST

1eMil
LaAhdil
-
120l
L10OMI
- ® netin
06-27 18:00
06-27 18:00 & net_out
Ml o nel_in: 4188125
@ nel_oul: 12511300
Andil uw
ZMil

- IR ATk Ee(http_method_percentage): Hiit#hhiR7EN L, SHEMWT:

x| select count(l) as pv ,"cs-method" group by "cs-method"

7-12: FERFGE G

® POST
49.84% —~50.10% ® HEAD

@ POST: 14.187K( ] ® GET

0 EIB':'c|

- WERUA N He(user_agent): GEil#&Rh SRR b kL, gtibiganr:

x| select count(l) as pv, case when "user-agent" like '%Chrome%'
then 'Chrome' when "user-agent" like '%Firefox%' then 'Firefox'
when "user-agent" like '%Safari%' then 'Safari' else 'unKnown' end
as "user-agent" group by case when "user-agent" like '%Chrome%'
then 'Chrome' when "user-agent" like '%Firefox%' then 'Firefox'
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H ik 55 POEAIT /7 rHiIISH &

when "user-agent" like '%Safari%' then 'Safari' else 'unKnown' end
order by pv desc limit 10

7-13: iBEKUALLEL

012%

® Chrome

® unknown

L‘B.ES%

- Vil tHbhk (top_10_page) : geitVilsnit-roHst, SiiHstgans:

x| select count(l) as pv, split_part("cs-uri-stem",'?',1) as path
group by split_part("cs-uri-stem",'?',1) order by pv desc limit 10

7-14: a1 A0+t

P path Il

20 ckeinames )
166 basckeinamels

182 basckeiname 11

168 st kednamed
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