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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this
legal disclaimer before you read or use this document. If you have read or used this document, it

shall be deemed as your total acceptance of this legal disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website or other Alibaba
Cloud-authorized channels, and use this document for your own legal business activities only.
The content of this document is considered confidential information of Alibaba Cloud. You shall
strictly abide by the confidentiality obligations. No part of this document shall be disclosed or
provided to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminat
ed by any organization, company, or individual in any form or by any means without the prior
written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades, adjustment
s, or other reasons. Alibaba Cloud reserves the right to modify the content of this document
without notice and the updated versions of this document will be occasionally released through
Alibaba Cloud-authorized channels. You shall pay attention to the version changes of this
document as they occur and download and obtain the most up-to-date version of this document
from Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud products and
services. Alibaba Cloud provides the document in the context that Alibaba Cloud products and
services are provided on an "as is", "with all faults" and "as available" basis. Alibaba Cloud
makes every effort to provide relevant operational guidance based on existing technologies
. However, Alibaba Cloud hereby makes a clear statement that it in no way guarantees the
accuracy, integrity, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial losses incurred
by any organizations, companies, or individuals arising from their download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, bear responsibility for any
indirect, consequential, exemplary, incidental, special, or punitive damages, including lost
profits arising from the use or trust in this document, even if Alibaba Cloud has been notified of
the possibility of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to works, products
, images, archives, information, materials, website architecture, website graphic layout, and
webpage design, are intellectual property of Alibaba Cloud and/or its affiliates. This intellectu

al property includes, but is not limited to, trademark rights, patent rights, copyrights, and trade



secrets. No part of the Alibaba Cloud website, product programs, or content shall be used,
modified, reproduced, publicly transmitted, changed, disseminated, distributed, or published
without the prior written consent of Alibaba Cloud and/or its affiliates. The names owned by
Alibaba Cloud shall not be used, published, or reproduced for marketing, advertising, promotion
, or other purposes without the prior written consent of Alibaba Cloud. The names owned by
Alibaba Cloud include, but are not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other
brands of Alibaba Cloud and/or its affiliates, which appear separately or in combination, as well
as the auxiliary signs and patterns of the preceding brands, or anything similar to the company
names, trade names, trademarks, product or service names, domain names, patterns, logos

, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information indicates a
situation that will cause major system Danger:
changes, faults, physical injuries, and Resetting will result in the loss of user
other adverse results. configuration data.
This warning information indicates a
''''' situation that may cause major system | &% Warning:
changes, faults, physical injuries, and | Restarting will cause business
other adverse results. interruption. About 10 minutes are
required to restore business.
This indicates warning information,
supplementary instructions, and other Note:
content that the user must understand. | Take the necessary precautions to
save exported data containing sensitive
information.
This indicates supplemental instructio
ns, best practices, tips, and other Note:
content that is good to know for the You can use Ctrl + A to select all files.
user.
> Multi-level menu cascade. Settings > Network > Set network type
Bold It is used for buttons, menus, page Click OK.
names, and other Ul elements.
Couri er It is used for commands. Runthecd /d C./w ndows command
f ont to enter the Windows system folder.
Italics |[Itisused for parameters and variables. |bae 1 og list --instanceid
I nstance_I D
[] or [a]b] It indicates that it is a optional value, i pconfig[-all]|-t]
and only one item can be selected.
{} or{alb} |Itindicates that it is a required value, swich{stand | slave}
and only one item can be selected.




Contents

Legal disClaimer..........coiiiieiiiiiiciiirrs s s e s I
Generic CoONVENLIONS..........coiiieeiiiriecr e rr s s s s s s r e e e e nmn e rnnns I
LI N e o= 1
0% - IV o O N o = 7
3 RAM authentication.........c.ccomieciiiimiiiirr s s e 10
4 Common pParameters.......ccccccceiiiiimmmmeninr s 18
5 Virtual Private Cloud (VPC).....ceeiiiiirrrccciirrr e s s s e s 20
LT O =T (oY oo USRS 20
LV B 1= (1 (N o o SRR 22
5.3 DESCIDEVPCS. ...ttt ettt e e e e e e e e e e e e e aaaaaaaaaaaaaaaa 23
5.4 MOdifyVPCAHIIDULE. ..ot e e e e e e e 25
LV o1 ) = 27
6.1 DESCIHDEVROULETS. .....ciiiiiiei it e e e e e e ettt a s s e e e e aaaaaaaeeaeenees 27
6.2 ModifyVROULEIALIIIDULE. .......eiiieeieeiieeeee e 29
7 Route table.........coe e e e e 31
7.1 CreateROULETADIE. ......ceeeiiiiiee e e e e e e e e e e 31
7.2 ModifyRouteTableAttribues. ... 32
7.3 AssociateRoOULETaDIE. ... ... e 33
7.4 UnassociateRoOUIETADIE. ..........uueeiii e 34
7.5 DeleteROUIETADIC. ... ..o 35
7.6 DescribeROUIETADIELIST..........ueeeiieiii e 36
7.7 CreateROULEENTIY ... .. e e e e e e e e e e e e e e e s e esaennnnes 39
7.8 DeleteROUIEENTIY. ..o 43
7.9 DescribeROUIETADIES.........ccoe e e e e e e e e e e e e aeaeaees 44
8 VSWILCh.... et r e r e e e e 49
8.1 Create@V SWITCN. ... e e e e e 49
8.2 DeleteVSWILCN.. ... ——————— 51
8.3 DeSCHDEVSWIICNES.... ..o e e 52
8.4 ModifyVSWItChAIDULE. ... e 54
L0 T ] | P 56
9.1 AllOCAtEEIPAAAIESS. ... .ttt e e e e e e e e e e et e eeeaaaaaaeeeaeeaaannnnnes 56
9.2 ASSOCIAtEEIPATAIESS. ....ccc e e e e e aaaa e 57
9.3 UNassOCIateEIPAAArESS. .......uuiiiiiiiiiee et e e e e e e e e e e e e e e nnnnes 59
9.4 DeSCrDEEIPATAIESSES. ....coiiiiiiii ittt e e e e e e e e e 60
9.5 ModifyEipAddressSAIDULE. ... 63
9.6 ReleasSeEIPAUAIESS. ....ccoi et e e e e e e e e e e aaaens 64
10 Router interface..........ooeeciiiiiieccc e 66

10.1 CreateROULEIINIEITACE. ... ... 66



10.2 DeSCribEROULEITNIEITACES. ... .coeeiiee e e e 69

10.3 ConnectROULErINtEITACE. ........ooii e e e 74
10.4 ActivateRouterInterface...........ooo i 75
10.5 DeactivateRoUtEIINIEIACE. ... 76
10.6 ModifyRouterInterfaceSPeC. . ....cocoi e 77
10.7 ModifyRouterinterfaceAttribute. .........coooiiii e 79
10.8 DeleteROULEIINTEITACE. ... e e e 81
11 Physical connection.........ccccoiiieiiiimmeiiiimsessrrsess s s s s s mssss s 83
11.1 CreatePhysiCalCoONNECHION. ... ....coi i 83
11.2 CancelPhysicalCoNNECHON. ...........iiiie e 85
11.3 DescribePhysicalConNNECHONS...........uuuiiiiiiieee e e e 86
11.4 ModifyPhysicalConnectionAHIDULE. .........c..eiiii e 90
11.5 TerminatePhysicalConNNECiON.............cooiiiiii e 93
11.6 EnablePhysicalConNECON..........coiiiiiiie e a e 94
11.7 DeletePhysicalConneCtioN..........cooi i 95
12 Virtual Border ROULET........cccuuciiiiiireccci s r s 97
12.1 CreateVirtualBorderROULET..........ooi i e e 97
12.2 DeleteVirtualBorderROULET..........c.uiiiiii e 99
12.3 DescribeVirtualBorderROULETS. .......coooiiiiiiiiiiiiii e 100
12.4 DescribeVirtualBorderRoutersForPhysicalConnection............cccoooiiiiiiiieneene, 104
12.5 ModifyVirtualBorderRouterAttribute.............c..vviiiiiiiiiiie e 106
12.6 TerminateVirtualBorderROULET.............ueeiiiiiiieee e 108
12.7 RecoverVirtualBorderROULE...........uuiiiiiieii et 109
1 T = 1 PO 111
R T B O =T (=1 = o o 0T o J SRR 111
13.2 DeSCrDEBGPGIOUPDS. .. .uttiiiiiiiiii ettt e e e e e e e e e e e e e e e e e e e e e e e ennnnnnnes 113
13.3 ModifyBgpGroupAtriDULE. .........oiiiiie e e 115
13.4 DeleteBgPGIOUD. ... eeiieeeitiiie ettt ettt e ettt e e e e et e e e e e e e nte e e e e e aaneeeeeeeaannreeeaaeann 116
13.5 CreateBgPPEEN ... ———————————————— 117
13.6 DeSCrDEBGPPEEIS. ... i 118
13.7 DeletEBGPPEET...... .. e a e e e 121
13.8 AAABGPNEIWOIK. .....eeieeiiiiiiiieee ettt e e e e s e e e e e e e e e e e e e e e e s e annnnneeeeeeeees 122
13.9 DescribeBgpNEtWOrKS. .......ooo it 123
14 NAT Gateway.........ccccciiiiiiiiiiiiiirnnriessss s 125
14.1 CreateNatGateWaY ... .....ooo i e s e e e neaeeee s 125
14.2 DesCribeNatGatEWaAYS. ........uuiiiiiiiiiiee e eaaaa e e e e e eaaaas 128
14.3 ModifyNatGateWaySPEC..........ccc et 131
14.4 ModifyNatGatewayAttribute...........ooo e 133
14.5 DeleteNatGateWay..........coooiiiieeecee e e e aaaaae s 134
14.6 CreateFOrWardENTry. ... ..o e 135
14.7 ASSOCIAtEEIPAAAIESS. ....eeeieiieieee ettt e e e e e e e e e aneeeeaens 137
14.8 DescribeForwardTableEntries. ...........oooi i 138

14.9 MOAIfyFOrWardENTIY.....cooi e e e e e e s e e e e e e s eneeeeeeeenns 140



14.10 DeleteForwardENIry.........cooe oo e e e e e 142

14.11 CreateSnatENntry ... s 143
14.12 DescribeSnatTableENntries. ..........oooi i 145
14.13 MOdifySNatENTIY. . ... 147
14.14 DeleteSnNatENtry. ... ... 148
15 VPN Gateway..........ccccciiiiiiiiiiiiiininnseessssss s 150
15.1 CreateVpNGateWay ... .......oiii et e e e e e e e e e e 150
15.2 DescCribeVpNGateWaYsS..........cooiiiciiieeeieeeee et a e e e e e 151
15.3 DeSCrDEVPNGAEWAY ... .eeiiiiiie ittt e et e e e e e e e 154
15.4 ModifyVpnGatewayAtribULe. ..o 155
15.5 DeleteVPNGatEWAY......coviiiiiiee e e e e e e e e e 157
15.6 CreateCustomerGatEWaY . ........coueu it e e e e e e neaeeee s 159
15.7 DescribeCustomMerGateWayS. .........cceeeiiiiiiiciiiieeeeeeeee e a e e e e e e e e 160
15.8 DescribeCustomerGateway ...........ccc.uuuiiiiiiiiiieee e e 162
15.9 DeleteCustomerGate@Way ...........ooiuueiiieiiiieii et e e e e e e eeneeeeee e 163
15.10 ModifyCustomerGatewayAttribute.............c..oviiiiiiiiiiie e 164
LR I 07 =Y= 1 (=Y o o 100 T =T oo o R 166
15.12 DescribeVPNCONNECHONS. ......coii it e e e e e s e e e e e e eneaeeeens 169
15.13 DeleteVPNCONNECHON. ........eieeeee e 172
16 Global Acceleration.............ccccceiiiiiiiiiiiirierre s 174
16.1 DescribeGlobalAccelerationINStanCes...........oouveiiiiiiiiiiiie e 174
16.2 ModifyGlobalAccelerationinstanceAttributes...........ccccov v, 178
16.3 ModifyGlobalAccelerationInstanCceSpec.........cooo v 179
16.4 DeleteGlobalAccelerationINStanCe.............eeiiiiiiiiiii e 180
16.5 AssociateGlobalAccelerationINStancCe............cceeiiiiiiiiiiiie e 181
16.6 UnassociateGlobalAccelerationInstance...............cccccciiiiiiiiiiiii e, 183
16.7 DescribeServerRelatedGlobalAccelerationInstances...........ccccceviiiiiiiiiiiiieee e, 184
16.8 AddGlobalAccelerationInsStanCelp.........oooueeiii i 185
16.9 RemoveGlobalAccelerationInstancelp........cccoooooiiiiiiiiccee e, 187
17 Internet Shared Bandwidth.............ccooiimmiiinie, 189
17.1 AddCommonBandwidthPackagelp..........cccooiiiiiiiiiiieeee e 189
17.2 DeleteCommonBandwidthPackage...........ccccuuuiiiiiiiiiiiie e 190
17.3 DescribeCommonBandwidthPackages..........ccueviiiiiiiiiiiiiiee e 191
17.4 ModifyCommonBandwidthPackageAttribute.............ccccoo i, 194
17.5 ModifyCommonBandwidthPackageSpec............ccccoiiiiiiiiiiiiiiiee e 195

17.6 RemoveCommonBandwidthPackagelp..........ccueeiiaiiiiiiiiiiee e 196



1 APl overview

VPC

This document summarizes all callable VPC APIs. For detailed APl information, see related

documents. For more information, see API Explorer.

API Description

CreateVpc Create a VPC.

DeleteVpc Delete a VPC.

DescribeVpcs Query created VPCs.

ModifyVpcAttribute Modify the name and description of a VPC.

Router interface

API Description
DescribeVRouters Query the list of VRouters in a region.
ModifyVRouterAttribute Modify the name and description of a VRouter.
VSwitch
API Description
CreateVSwitch Create a VSwitch.
DeleteVSwitch Delete a VSwitch.
DescribeVSwitches Query created VSwitches.
ModifyVSwitchAttribute Modify the name and description of a VSwitch.
Route table
API Description
CreateRouteEntry Create a custom route entry on a VRouter or
VBR.
DeleteRouteEntry Delete a route entry in the route table of a
VRouter or VBR.
DescribeRouteTables Query route entries in a route table.



https://api.aliyun.com/

EIP

API

Description

AllocateEipAddress

Create an EIP.

AssociateEipAddress

Bind an EIP to a cloud product instance in the
same region.

UnassociateEipAddress

Unbind an EIP from a cloud product instance.

DescribeEipAddresses

Query created EIPs in a region.

ModifyEipAddressAttribute

Modify the name, description, and peak
bandwidth of an EIP.

ReleaseEipAddress Release an EIP.

NAT Gateway
API Description
CreaeNatGateway Create a NAT Gateway.

DescribeNatGateways

Query created NAT Gateways.

ModifyBandwidthPackageSpec

Modify a NAT Gateway.

ModifyNatGatewayAttribute

Modify the configurations of a NAT Gateway.

DeleteNatGateway

Delete a NAT Gateway.

CreateBandwidthPackage

Create a NAT bandwidth package.

DescribeBandwidthPackages

Query NAT bandwidth packages in a region.

ModifyBandwidthPackageSpec

Modify the bandwidth of a NAT bandwidth
package.

ModifyBandwidthPackageAttribute

Modify the name and description of a NAT
bandwidth package.

AddBandwidthPackagelps

Modify a NAT bandwidth package-Add public
IPs.

RemoveBandwidthPackagelps

Modify a NAT bandwidth package-Remove
public IPs.

DeleteBandwidthPackage

Delete a NAT bandwidth package.

CreateForwardEntry

Add a DNAT entry in a DNAT table.

DescribeForwardTableEntries

Query created DNAT entries.

ModifyForwardEntry

Modify a DNAT entry.




API

Description

DeleteForwardEntry

Delete a DNAT entry.

CreateSnatEntry

Add an SNAT entry in a SNAT table.

DescribeSnatTableEntries

Query created SNAT entries in a SNAT table.

ModifySnatEntry

Modify an SNAT entry.

DeleteSnatEntry

Delete an SNAT entry.

VPN Gateways

API Description

CreateVpnGateway Create a VPN Gateways.
DescribeVpnGateways Query created VPN Gatewayss.
DescribeVpnGateway Query the detailed information of a VPN

Gateways.

ModifyVpnGatewayAttribute

Modify the name and description of a VPN
Gateways.

DeleteVpnGateway

Delete a VPN Gateways.

CreateCustomerGateway

Create a customer gateway.

DescribeCustomerGateways

Query created customer gateways.

DescribeCustomerGateway

Query the detailed information of a customer
gateway.

DeleteCustomerGateway

Delete a customer gateway.

ModifyCustomerGatewayAttribute

Modify the name and description of a customer
gateway.

CreateVpnConnection

Create an IPSec-VPN connection.

DescribeVpnConnections

Query created IPSec-VPN connections.

DescribeVpnConnection

Query the detailed information of an IPSec-
VPN connection.

ModifyVpnConnectionAttribute

Modify the configurations of an IPSec-VPN
connection.

DeleteVpnConnection

Delete an IPSec-VPN connection.

DownloadVpnConnectionConfig

Obtain the configurations of an IPSec-VPN
connection.

CreateSslVpnServer

Create an SSL-VPN server.




API

Description

DescribeSsIVpnServers

Query created SSL-VPN servers.

DeleteSslVpnServer

Remove an SSL-VPN server.

ModifySsIVpnServer

Modify the configurations of an SSL-VPN
server.

CreateSs|VpnClientCert

Create an SSL-VPN client certificate.

DescribeSslVpnClientCerts

Query created SSL-VPN client certificates.

DeleteSslVpnClientCert

Delete an SSL-VPN client certificate.

ModifySsIVpnClientCert

Modify the name of an SSL-VPN client certificat
e.

Region

Moni

API

Description

DescribeRegions

Query regions.

DescribeZones

Query zones.

DescribeAccessPoints

Query access points in a region.

tor

API

Description

DescribeBandwidthPackagePubliclpMonitorD
ata

Query the monitoring data of a public IP in the
NAT bandwidth package.

DescribeEipMonitorData

Query the monitoring information of an EIP.

Physical connection

API

Description

CreatePhysicalConnection

Create a physical connection.

CancelPhysicalConnection

Cancel physical connection access before the
physical connection is enabled.

DescribePhysicalConnections

Query created physical connections in a region.

ModifyPhysicalConnectionAttribute

Modify the configurations of a physical
connection.

TerminatePhysicalConnection

Terminate the access of the physical
connection after the physical connection is




VBR

API

Description

enabled. The physical connection changes to
the Terminating status after the APl is called
and changes to the Terminated status when
the process is completed.

EnablePhysicalConnection

Enable the physical connection in the
Confirmed status. Then the physical connection
changes to the Enabled status.

DeletePhysicalConnection

Delete a physical connection.

API

Description

CreateVirtualBorderRouter

Create a Virtual Border Router (VBR).

DeleteVirtualBorderRouter

Delete a VBR.

DescribeVirtualBorderRouters

Query created Virtual Border Routers.

DescribeVirtualBorderRoutersForPhysicalC

onnection

Query the Virtual Border Routers created for a
physical connection.

ModifyVirtualBorderRouterAttribute

Modify the configurations of a VBR.

TerminateVirtualBorderRouter

Terminate a Virtual Border Router (VBR).

RecoverVirtualBorderRouter

Recover a terminated VBR.

Router interface

API

Description

CreateRouterInterface

Create a router interface.

DescribeRouterInterfaces

Query router interfaces in a region.

ConnectRouterInterface

The initiator router interface initiates a
connection to the receiver router interface.

ActivateRouterInterface

Activate a router interface in the Inactive status.

DeactivateRouterInterface

Deactivate a router interface.

ModifyRouterInterfaceSpec

Modify the specification of a router interface.

ModifyRouterInterfaceAttribute

Modify the configurations of a router interface.

DeleteRouterInterface

Delete a router interface.




BGP

API Description
CreateBgpGroup Create a BGP group for a VBR.
DescribeBgpGroups Query created BGP groups in a region.

ModifyBgpGroupAttribute

Modify the configurations of a BGP group.

DeleteBgpGroup Delete a BGP group.
CreateBgpPeer Add a BGP peer to a BGP group.
DescribeBgpPeers Query the BGP peers in a region.
DeleteBgpPeer Delete a BGP peer.
AddBgpNetwork Advertise a BGP network.
DeleteBgpNetwork Delete an advertised BGP network.
DescribeBgpNetworks Query advertised BGP networks.

Global Acceleration

API

Description

CreateGlobalAccelerationlnstance

Create a Global Acceleration instance.

DescribeGlobalAccelerationinstances

Query the list of created Global Acceleration
instances.

ModifyGlobalAccelerationlnstanceAttributes

Modify the name and description of a Global
Acceleration instance.

ModifyGlobalAccelerationIinstanceSpec

Modify the bandwidth of a Global Acceleration
instance.

DeleteGlobalAccelerationinstance

Delete a Global Acceleration instance.

AssociateGlobalAccelerationlnstance

Bind a Global Acceleration instance to a
backend server.

UnassociateGlobalAccelerationinstance

Unbind a Global Acceleration instance from the
associated backend server.

DescribeServerRelatedGlobalAccelerationl

nstances

Query Global Acceleration instances bound to
a backend server.




2 Call VPC APIs

When a VPC APl is called, an HTTP GET request is sent to the server address of the VPC API.
You must add corresponding request parameters in the request according to the API description.
After the calling, the system returns the handling result. The request and response results are

encoded using the UTF-8 character set.
Request structure

VPC APIs belong to the RPC type. You can call VPC APIs by sending HTTP GET requests.

The request structure is as follows:
htt p:// Endpoi nt/ ?Act i on=xx&Par anet er s
where:

* Endpoi nt : The endpoint of VPC APIs is vpc. al i yuncs. com

» Acti on: The action to perform. For example, call Descri beVpcs to query all the created
VPCs.

* Ver si on: The version of the API to use. The current VPC API version is 2016- 04- 28.

* Par anet er s: Request parameters. Use “&” to separate multiple parameters.

Request parameters consist of common parameters and API specific parameters. Common

parameters include VPI version, credentials and so on.

The following is an example using the Descri beVpcs API to query the created VPCs:

Note:

To make it easy to read, the API request is displayed in the following format in the document:

https://vpc. aliyuncs. conl ?Acti on=Descri beVpcs
&For mat =xm

&Ver si on=2014- 05- 15

&Si gnat ur e=xxxx%xxxx¥aD

&Si gnat ur eMet hod=HVAC- SHAL

&Si gnat ur eNonce=15215528852396

&Si gnat ur eVersi on=1. 0

&AccessKeyl d=key-t est

&Ti mest anp=2012- 06- 01T12: 00: 00Z



API authorization

For the security of your account, we recommend that you use a RAM user to call APIs. Before
using a RAM user to call an API, you must grant the RAM user the corresponding permission to

call the API by creating an authorization policy and attaching the policy to the RAM user.
For more information, see RAM authentication.
API signature

To ensure the security of your API, you must sign the API request. Alibaba Cloud uses the

signature in the request to verify the identity of the person who calls the API.

VPC uses AccessKey ID and AccessKey Secret for symmetrical encryption to verify the identity of
the requester. AccessKey is an identity credential issued to Alibaba Cloud accounts and the RAM
users (similar to the login password). The AccessKey ID is used to verify the identity of the user,
and the AccessKey Secret is used to encrypt the signature string and is also the key used by the

server to verify the signature string. The AccessKey Secret must be kept strictly confidential.
For an RPC API, you must add the signature to the API request in the following format:

htt ps: // endpoi nt/ ?Si gnat ur eVer si on=1. 0&Si gnat ur eMet hod=HVAC- SHAL
&Si gnat ur e=CT9X0Vt wR86f NWBnsc6v8YGJ UE¥BD&Si gnat ur eNonce=3ee8c1hb8- 83d3-
44af - a94f - 4e0ad82f d6¢f

Take the Descri beVpcs APl as an example. If the AccessKey ID is t est i d, and the AccessKey

Secretist est secr et , the original request URL is as follows:

http://vpc. aliyuncs. com ?Acti on=Descri beVpcs

&Ti mest anp=2016- 02- 23T12: 46: 24Z

&For mat =XM.

&AccessKeyl d=testid

&Si gnat ur eMet hod=HVAC- SHAL

&Si gnat ur eNonce=3ee8c1b8- 83d3- 44af - a94f - 4e0ad82f d6cf
&Ver si on=2014- 05- 26

&Si gnat ur eVer si on=1. 0

Follow these steps to calculate the signature:
1. Use the request parameters to create a canonicalized query string to sign.

CGET&YRF&AccessKeyl d¥BDt est i d&Act i on¥8DDescr i beVpcs&For mat ¥%8DXM_&
Si gnat ur eMet hod%3DHMAC- SHA1&Si gnat ur eNonce%3D3ee8c1b8- 83d3- 44af -



a94f - 4e0ad82f d6cf &Si gnat ur eVer si on¥8D1. 0&Ti neSt anp¥%3D2016- 02- 23T12%
253A469%253A24Z8&Ver si on%8D2014- 05- 15

2. Calculate the HMAC value of the string to sign.

Append an ampersand (&) to the AccessKey Secret and use the new string as the key to

calculate the HMAC value. In this example, the key is t est secr et &

CT9X0Vt wR86f N\\Bnsc6v8YGJ uE=

3. Add the signature to the request URL.

http://vpc. aliyuncs. com ?Acti on=Descri beVpcs

&Ti mest anp=2016- 02- 23T12: 46: 24Z

&For mat =XM.

&AccessKeyl d=testid

&Si gnat ur eMet hod=HVAC- SHA1

&Si gnat ur eNonce=3ee8c1b8- 83d3- 44af - a94f - 4e0ad82f d6cf
&Ver si on=2014- 05- 26

&Si gnat ur eVer si on=1. 0

&Si gnat ur e=CT9X0Vt wR86f N\Wsnsc6v8YGO UEYBD



3 RAM authentication

Before calling VPC APIs using a RAM user, the primary account must grant the RAM user the
corresponding permission by creating an authentication policy. In the authentication policy, an

Alibaba Cloud Resource Name (ARN) is used as the unique identifier of the resource to authorize.
VPC resources

The following table lists the VPC resources that can be authorized and the ARN format.

Resource type ARN format

VPC acs: vpc: $regi oni d: $accounti d: vpc/ $vpci d

acs: vpc: $regi oni d: $accounti d: vpc/ *

acs: vpc: *: $accounti d: vpc/ *

acs: sl b: *: *: 1 oadbal ancer/ *

VRouter acs: vpc: $regi oni d: $accounti d: vrouter/$vrouterid

acs: vpc: $regi oni d: $accounti d: vrouter/*

acs: vpc: *: $accounti d: vrouter/*

VSwitch acs: vpc: $regi oni d: $accounti d: vswi t ch/ $vswi t chi d

acs: vpc: $regi oni d: $accounti d: vswitch/*

acs:vpc: *: $accountid: vswi tch/*

Route Table acs: vpc: $regi oni d: $accounti d: rout et abl e/ $r out et abl ei d

acs: vpc: $regi oni d: $accounti d: rout et abl e/ *

acs: vpc: *: $accounti d: rout et abl e/ *

HaVip acs: vpc: $regi oni d: $accounti d: havi p/ $havi pi d

acs: vpc: $regi oni d: $accounti d: havi p/ *

acs: vpc: *: $accounti d: havi p/ *

EIP acs: vpc: $regi oni d: $accounti d: ei p/ $al | ocati oni d

acs: vpc: $regi oni d: $accounti d: ei p/ *

acs:vpc: *: $accountid: ei p/ *

NAT Gateway acs: vpc: $regi oni d: $account i d: nat gat eway/ $nat gat ewayi d

acs: vpc: $regi oni d: $accounti d: nat gat eway/ *

acs: vpc*: $accounti d: vpc/ *




Resource type

ARN format

NAT Gateway
Bandwidth Package

acs: vpc: $regi oni d: $accounti d: bandwi dt hpackage/ $
bandwi dt hpackagei d

acs: vpc: $regi oni d: $accounti d: bandwi dt hpackage/ *

aacs: vpc: *: $accounti d: vpc/ *

Forward Table

acs: vpc: $regi oni d: $accounti d: f or war dt abl e/ $f or war dt ab
leid

acs: vpc: $regi oni d: $accounti d: f orwar dt abl e/ *

acs: vpc: *: $accounti d: vpc/ *

SNAT Table

acs: vpc: $regi oni d: $accounti d: snatt abl e/ $snat t abl ei d

acs: vpc: $regi oni d: $accounti d: snattabl e/ *

acs:vpc: *: $accountid: vpc/*

Customer Gateway

acs: vpc: $regi oni d: $accounti d: cust oner gat eway/ $
cust omer gat ewayi d

acs: vpc: $regi oni d: $accounti d: cust oner gat eway/ *

acs: vpc: *: $accounti d: cust oner gat eway/ *

IPsec Connection

acs: vpc: $regi oni d: $accounti d: vpnconnect i on/ $vpnconnect
ionid

acs: vpc: $regi oni d: $accounti d: vpnconnecti on/ *

acs:vpc: *: $accounti d: vpnconnecti on/ *

VPN Gateway

acs: vpc: $regi oni d: $accounti d: vpngat eway/ $vpngat ewayi d

acs: vpc: $regi oni d: $accounti d: vpngat eway/ *

acs: vpc: *: $account i d: vpngat eway/ *

Global Acceleration
Instance

acs: vpc: $regi oni d: $accounti d: gl obal accel erationin
stance /$ gl obal accel erati oni nst ancei d

acs: vpc: $regi oni d: $accounti d: gl obal accel erati onin
stance /*

acs: vpc: : $accountid: gl obal accel erati oni nstance /*

General Expression

acs: vpc: $regi oni d: $accounti d: *

acs:vpc: *: $accountid: *

$regi oni d/ accout i d/ vrout eri d is the resource ID. * represents all corresponding

resources.




VPC APIs

The following table lists the ARN formats of the APIs that can be authorized.

Where $r egi oni d/ accouti d/ vrout eri d is the resource ID, and * represents the

corresponding resource.

API

ARN format

vpc:CreateVpc

acs: vpc: $regi oni d: $accounti d: vpc/ *

vpc:DeleteVpc

acs: vpc: $regi oni d: $accounti d: vpc/ $vpci d

vpc:DescribeVpcs

vpc: $r egi oni d: $account i d: vpc/ *

vpc:ModifyVpcAttribute

acs: vpc: $regi oni d: $accounti d: vpc/ $vpci d

vpc:DescribeVRouters

acs: vpc: $regi oni d: $accounti d: vrouter/*

Specify the VRouterld to query: "vpc: Vpc": "acs: vpc: $
regi oni d: $accounti d: vpc/ $vpci d"

The VRouterld is not specified: " vpc: Vpc":
regi oni d: $accounti d: vpc/*"

acs:vpc: $

vpc:ModifyVRouterAttribute

acs: sl b: *: $accounti d: *

vpc:CreateVSwitch

acs: vpc: $regi oni d: $accounti d: vswi tch/ *

acs: vpc: $regi oni d: $accounti d: vpc/ $vpci d

vpc:DeleteVSwitch

acs: vpc: $regi oni d: $accounti d: vswitch/ $
vswi tchid

vpc:DescribeVSwitches

acs: vpc: $regi oni d: $accounti d: vswi tch/ *

"vpc: Vpc":"acs: vpc: $regioni d: $accounti d: vpc/
$vpci d"

vpc:ModifyVSwitchAttribute

acs: vpc: $regi oni d: $accountid: vswitch/ $
vswi tchld

vpc:CreateRouteEntry

acs: vpc: $regioni d: $accounti d: routetabl e/ $
rout etabl eid

vpc:DeleteRouteEntry

acs: vpc: $regi oni d: $accounti d: routetabl e/ $
rout et abl ei d

vpc:DescribeRouteTables

acs: vpc: $regi oni d: $accounti d: rout et abl e/ *

"vpc: VRout er": "acs: vpc$regi oni d: $accounti d:
vrouter/ $vrouterid"

CreateHaVip

acs: vpc: $regi oni d: $accounti d: havi p/ *




API

ARN format

acs: vpc: $regi oni d:
vswi tchid

$accounti d:

vswitch/ $

DeleteHaVip

acs: vpc: $regi oni d:

$accounti d:

havi p/ $havi pi d

AssociateHaVip

acs: vpc: $regi oni d:

$accounti d:

havi p/ $havi pi d

acs:slb:%:%:certificate/ %

acs: ecs: $regi oni d:
i nstancei d

$accounti d:

i nst ance/ $

UnassociateHaVip

acs: vpc: $regi oni d:

$accounti d:

havi p/ $havi pi d

acs: ecs: $regi oni d: $accounti d: i nstance/ $
i nstancei d
DescribeHaVips acs: vpc: $regi oni d: $accounti d: havi p/ *
vpc:AllocateEipAddress acs: vpc: $regi oni d: $accounti d: ei p/ *
AssociateEipAddres acs: vpc: $regi oni d: $accounti d: ei p/ *

Bind an ECS instance
acs: vpc: $regi oni d:
id

acs: ecs: $regi oni d:
i nstancei d

$accounti d:

$accounti d:

ei p/ $al |l ocati on

i nst ance/ $

Bind an HAVIP

acs: vpc: $regi oni d:
id

acs: vpc: $regi oni d:

$accounti d:

$accounti d:

ei p/ $al |l ocati on

havi p/ $havi pi d

vpc:DescribeEipAddresses

acs: vpc: $regi oni d:

$accounti d:

eipl*

vpc:UnassociateEipAddress

Bind an ECS instance
acs: vpc: $regi oni d:
id

acs: ecs: $regi oni d:
i nstancei d

$accounti d:

$accounti d:

ei p/ $al | ocati on

i nst ance/ $

Bind an HAVIP

acs: vpc: $regi oni d:
id

acs: vpc: $regi oni d:

$accounti d:

$accounti d:

ei p/ $al |l ocati on

havi p/ $havi pi d

vpc:ReleaseEipAddress

acs: vpc: $regi oni d:
id

$accounti d:

ei p/ $al |l ocati on




API

ARN format

vpc:DescribeEipMonitorData

acs: vpc: $regi oni d: $accounti d:
id

ei p/ $al | ocati on

acs: ecs: $regi oni d: $account i d:
i nst ancei d

i nst ance/ $

CreateNatGateway

acs: vpc: $regi oni d: $accounti d:

nat gat eway/ *

vpc:DescribeNatGateways

acs: vpc: $regi oni d: $accounti d:
nat gat ewayi d

nat gat eway/ $

acs: vpc: $regi oni d: $accounti d:

nat gat eway/ *

ModifyNatGatewaySpec

acs: vpc: $regi oni d: $accounti d:
nat gat ewayi d

nat gat eway/ $

vpc:ModifyNatGatewayAttribute

acs: vpc: $regi oni d: $accounti d:
nat gat ewayi d

nat gat eway/ $

acs: ecs: $regi oni d: $accounti d:
i nstancei d

i nst ance/ $

vpc:DeleteNatGateway

acs: vpc: $regi oni d: $accounti d:
nat gat ewayi d

nat gat eway/ $

acs: ecs: $regi oni d: $accounti d: i nstance/ $
i nst ancei d
vpc:CreateBandwidthPackage acs: vpc: $regi oni d: $account i d: bandwi dt hp
ackage/ *
vpc:DescribeBandwidthPackages [acs: vpc: $regi oni d: $account i d: bandw dt hp
ackage/ $bhandw dt hpackagei d
acs: vpc: $regi oni d: $account i d: bandw dt hp
ackage/ *
vpc:ModifyBandwidthPacka acs: vpc: $regi oni d: $account i d: bandwi dt hp
geSpec ackage/ $bandwi dt hpackagei d
vpc:ModifyBandwidthPacka acs: vpc: $regi oni d: $account i d: bandw dt hp
geAttribute ackage/ $bandw dt hpackagei d
vpc:AddBandwidthPackagelps acs: vpc: $regi oni d: $accounti d: bandwi dt hp
ackage/ $bandwi dt hpackagei d
vpc:RemoveBandwidthPacka acs: vpc: $regi oni d: $account i d: bandwi dt hp
gelps ackage/ $bhandw dt hpackagei d
vpc:DeleteBandwidthPackage acs: vpc: $regi oni d: $accounti d: bandwi dt hp

ackage/ $bandwi dt hpackagei d




API

ARN format

vpc:CreateForwardEntry

acs: vpc: $regi oni d: $accounti d:
f orwar dt abl ei d

f or war dt abl e/ $

vpc:DeleteForwardEntry

acs: vpc: $regi oni d: $account i d:
f orwar dt abl ei d

f or war dt abl e/ $

vpc:ModifyForwardEntry

acs: vpc: $regi oni d: $accounti d:
f orwar dt abl ei d

f or war dt abl e/ $

vpc:DescribeForwardTableEntries

acs: vpc: $regi oni d: $accounti d:
forwardtabl eid

f orwar dt abl e/ $

vpc:CreateSnatEntry

acs: vpc: $regi oni d: $accounti d:

snattabl e/ *

vpc:ModifySnatEntry

acs: vpc: $regi oni d: $account i d:
snattabl ei d

snattabl e/ $

vpc:DescribeSnatTableEntries

acs: vpc: $regi oni d: $accounti d:
snattabl eid

snattabl e/ $

vpc:DeleteSnatEntry

acs: vpc: $regi oni d: $accounti d:
snattabl ei d

snattabl e/ $

vpc:CreateCustomerGateway

acs: vpc: $regi oni d: $accounti d:
/*

cust oner gat eway

vpc:DeleteCustomerGateway

acs: vpc: $regi oni d: $accounti d:
/ $cust oner gat ewayi d

cust oner gat eway

vpc:DescribeCustomerGateway

acs: vpc: $regi oni d: $accounti d:
/ $cust oner gat ewayi d

cust oner gat eway

vpc:DescribeCustomerGateways

acs: vpc: $regi oni d: $accounti d:
/*

cust oner gat eway

vpc:ModifyCustomerGatewa
yAttribute

acs: vpc: $regi oni d: $accounti d:
/ $cust oner gat ewayi d

cust oner gat eway

vpc:CreateVpnConnection

acs: vpc: $regi oni d: $accounti d:

vpnconnecti on/ *

vpc:DeleteVpnConnection

acs: vpc: $regi oni d: $accounti d:
vpnconnecti oni d

vpnconnecti on/ $

vpc:DescribeVpnConnection

acs: vpc: $regi oni d: $accounti d:
vpnconnecti oni d

vpnconnect i on/ $

vpc:DescribeVpnConnections

acs: vpc: $regi oni d: $account i d:

vpnconnecti on/ *

vpc:ModifyVpnConnectionA
ttribute

acs: vpc: $regi oni d: $accounti d:
vpnconnecti oni d

vpnconnect i on/ $




API

ARN format

vpc:Downloadvpnconnectio
nconfig

acs: vpc: $regi oni d: $accounti d: vpnconnecti on/ $
vpnconnecti oni d

vpc:DeleteVpnGateway

acs: vpc: $regi oni d: $accounti d: vpngat eway/ $
vpngat ewayi d

vpc:DescribeVpnGateway

acs: vpc: $regi oni d: $accounti d: vpngat eway/ $
vpngat ewayi d

vpc:DescribeVpnGateways

acs: vpc: $regi oni d: $accounti d: vpngat eway/ *

vpc:ModifyVpnGatewayAttribute

acs: vpc: $regi oni d: $accounti d: vpngat eway/ $
vpngat ewayi d

vpc:CreateGlobalAccelera
tioninstance

acs: vpc: $regi oni d: $account i d: gl obal acce
| erationi nstance/*

vpc:AssociateGlobalAccel
erationlnstance

acs: vpc: $regioni d: $accounti d: gl obal acce
| erationi nstance/ $gl obal accel erati onin
stancei d

acs: ecs: $regi oni d: $accounti d: i nstance/ $
i nst ancei d

vpc:UnassociateGlobalAcc
elerationInstance

acs: ecs: $regi oni d: $accounti d: i nstance/ $
i nstancei d

ModifyGlobalAccerlationinstanc
eSpec

acs: ecs: $regi oni d: $accounti d: i nstance/ $
i nstancei d

ModifyGlobalAccerlationInstanc
eAttributes

acs: ecs: $regi oni d: $accounti d: i nstance/ $
i nstancei d

vpc:DeleteGlobalAccelera
tionInstance

acs: ecs: $regi oni d: $accounti d: i nstance/ $
i nstancei d

vpc:DescribeGlobalAccele
rationlnstances

acs: vpc: $regi oni d: $accounti d: gl obal acce
| erationi nstance/*

AddGlobalAccelerationinstancelp

acs: vpc: $regi oni d: $account i d: gl obal acce

| erationi nstance/ $gl obal accel erati oni n

st ancei d

acs: vpc: $regi oni d: $accounti d: ei p/ $al | ocati on
id

RemoveGlobalAccelerationinstan
celp

acs: vpc: $regi oni d: $accounti d: gl obal acce

| erationi nstance/ $gl obal accel erati oni n
stancei d

acs: vpc: $regi oni d: $accounti d: ei p/ $al | ocati on
id




API ARN format

vpc:DescribeServerRelate acs: vpc: $regi oni d: $account i d: gl obal acce
dGlobalAccelerationinstances | erationi nstance/*

acs: ecs: $regi oni d: $accounti d: i nstance/ $
i nst ancei d




4 Common parameters

common request parameters

Common request parameters are request parameters used by each API.

Table 4-1: Common request parameters

Name Type |Require{Description

For mat String [No The format of the response. Valid values:
JSON (default) | XM

Ver si on string |[Yes The version of the API in the format of YYYY- M\t DD. Valid
value:
2016- 04- 28

AccessKeyl d |String |Yes The AccessKey ID of the user who calls the API.

Si gnature String | Yes The request signature.
Si gnatureM |String |Yes The algorithm used to create the request signature. Valid
et hod value:

HVAC- SHA1

Ti mest anp String | Yes The time at which the quest is signed in the YYYY- MM
DDThh: mm ssZ format.
For example, 2013-01-10T12:00:00Z.

Si gnatureV |String |Yes The signature version to use. Valid value:

ersi on 1.0

Si gnatureN |[String |Yes A random number for the signature to prevent from network
once attacks.

Different random numbers must be used for different
requests.

Common response parameters

The API response uses unified format. Returning 2XX HTTP status code indicates a successful
call; returning 4xx or 5xx HTTP status code indicates a failed call. When a call succeeds, the
formats of the returned data include XML and JSON. You can specify the format of the returned
data when sending the request. The default format is XML.

A Request | d is returned no matter the request is successful or not.

« XML format

<? xm version="1.0" encodi ng="utf-8"? >



<! —Fhe root node of the result-->

<Act i on+Response>
<! —Fhe returned result-->
<Request | d>4C467B38- 3910- 447D- 87BC- AC049166F216</ Request | d>
<! —Fhe returned result-->

</ Act i on+Response>

+ JSON format

"Request|d":"4C467B38- 3910- 447D- 87BC- AC049166F216",
[ *The returned result*/

}



5 Virtual Private Cloud (VPC)

5.1 CreateVpc

Create a VPC in the specified region.

Note the following before creating a VPC:

You must specify the IP address range of the VPC in the form of the CIDR block. You can use
the standard private IP address ranges and their subnets as the IP address range of the VPC
. The standard IP address ranges include 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16. The
default is 172.16.0.0/12.

The CIDR block cannot be modified after the VPC has been created.

The number of cloud product instances in each VPC cannot exceed 15,000.

A VRouter and a route table are automatically created after a VPC is created.

Up to three customer-side CIDR blocks can be added to a VPC. If a customer-side CIDR block
is the subset of another, the one with the shorter netmask takes effect. Take 10.0.0.0/8 and 10.

1.0.0/16 as an example, the customer-side CIDR block 10.0.0.0/8 takes effect.

Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Cr eat eVpc
Regi onl d String Yes The ID of the region where the VPC is created.

You can query the region ID by calling the
Descri beRegi ons API.

Ci dr Bl ock String No The IP address range of the VPC in the CIDR block
form. You can use the following IP address ranges
and their subnets:

. 10.0.0.0/8
. 172.16.0. 0/ 12 (Default)
. 192.168.0.0/ 16

VpcNanme String No The name of the VPC.

The name can contain 2-128 characters including a-
z, A-Z, 0-9, underlines, and hyphens but cannot start
withhttp:// orhttps://.

Descri ption String N The description of the VPC.




Name Type Required Description

The description can contain 2-256 characters, but
cannot startwith http: // orhttps://.

d i ent Token String No A client token used to guarantee the idempotence of
requests.

This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters

User G dr String No The customer-side CIDR block. Separate multiple
CIDR blocks by commas.

Response parameters

Name Type Description

Request | d String The ID of the request.

Vpcl d String The ID of the VPC.

VRout er | d String The ID of the VRouter.

Rout eTabl el d String The ID of the route table.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Cr eat eVpc
&Regi onl d=cn- hangzhou

&Ci dr Bl ock=10. 10. 0. 0/ 24

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Cr eat eVpcResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
<Rout eTabl el d>vt b- bp145qg7gl nuzdvzu2lponx/ Rout eTabl el d>
<VRout er | d>vrt - bpll hl Ot ai krt een800xx</ VRout er | d>
<Vpcl d>vpc- bpl5zckdt 37pq72zvw3</ Vpcl d>

</ Cr eat eVpcResponse>

+ JSON format

"Request | d": "OED8DO06- F706-4D23-88ED- E11ED28DCACO",
"Rout eTabl el d": "vtb-bpl45q7gl nuzdvzu2lponi,
"VRouterld": "vrt-bpll hlOtaikrteen800oxx",

"Vpcld": "vpc-bpl5zckdt 37pq72zvw30k"



5.2 DeleteVpc

Delete a VPC.
Note the following before deleting a VPC:

» Before deleting a VPC, you must release or remove all resources in the VPC, including

VSwitches, cloud product instances, router interfaces, HaVip, and so on.

* Only VPCs in the available status can be deleted.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Del et eVpc

Vpcl d String Yes The ID of the VPC.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Del et eVpc
&Vpcl d=vpc- 25eg58pl 3
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eVpcResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>

</ Del et eVpcResponse>

+ JSON format

"Request | d": "OED8D0O06- F706-4D23- 88ED- E11ED28DCACO"



5.3 DescribeVpcs

Query the created VPCs in a region.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beVpcs

Regi onl d String No The region where the VPC is located.
You can obtain the region ID by calling the
Descri beRegi ons API.

Vpcl d String No The ID of the VPC.
Up to 20 VPCs can be specified. Separate multiple
VPCs using commas.

| sdef aul t Boolean |No Whether to query the default VPC in the specified
region. Valid value:

* true (Default): Query all VPCs in the specified
region.
+ fal se: Do not query the default VPC.

PageNurber Integer No The number of pages to return. The default value is 1.

PageSi ze Integer No The number of rows per page. The maximum value is
50 and the default value is 10.

Response parameters

Name Type Description

Request | d String The ID of the request.

Tot al Count String The number of queried entries.
PageNurber Integer The current page number.

PageSi ze String The number of entries on the current page.
Vpcs JSON string The detailed information of the VPC.




Table 5-1: Vpc

Name Type Description

Vpcl d String The ID of the VPC.

Regi onl d String The region where the VPC is
located.

St at us String The status of the VPC. Valid
value:

* Pendi ng: configuring
+ Avail abl e: available

VpcNane String The name of the VPC.

VSwi t chl ds String A list of VSwitches in the VPC.

Ci dr Bl ock String The CIDR block of the VPC.

VRout erl d String The ID of the VRouter.

Descri ption String The description of the VPC.

CreationTine String The time when the VPC is
created.

| sDef aul t Boolean Whether the VPC is the default

VPC in the region.

UserCidrs String A list of customer-side CIDR
blocks.

Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beVpcs
&Regi onl d=us-west - 1

&Ci dr Bl ock=10. 10. 0. 0/ 24

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Cr eat eVpcResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
<Rout eTabl el d>vt b- bp145q7gl nuzdvzu2lponx/ Rout eTabl el d>
<VRout er | d>vrt - bpll hl Ot ai krt een800xx</ VRout er | d>
<Vpcl d>vpc- bpl5zckdt 37pg72zvw3</ Vpcl d>



</ Cr eat eVpcResponse>

« JSON format

" PageNunber " :

"Vpcs":

{

"VPC ": [

]

"VpcNane":

"vpcl",

"Description": ,
"l sDefaul t":
"ResourceG oupl d*: "rg-acfnkazb4ph6aiy",
"UserGidrs":

fal se,

{

"UserCGidr": [ ]

ir
"Nat Gat ewayl ds": {

}

}

"VRout er | d":
"CreationTine": "2018-04-18T15:02: 372",

"Status":

"CidrBl ock":
"Vswitchids ":{

"Nat Gat ewayl ds": [ ]

Rout er Tabl el ds”: {
"Rout er Tabl el ds": [
"vt b-

bp145qg7gl nuzdvzu2lpont

\ pcld": "vpc-bpl5zckdt 37pq72zvw30k",

"vrt-bpll hl Otai krt een800oxx",

“Avai | abl e",

"10. 0. 0. 0/ 24",

"VSwi tchid*: [ ]

" i?egi onld": "cn-hangzhou"

}

}l
"Tot al Count ":

"PageSi ze":

"Request | d":

5.4 ModifyVpcAttribute

Modify the name and description of a VPC.

Request parameters

10,
"9B941224- B647- 4644- A746- 641906D6B954"

Name Type Required Description

Action String Yes The action to perform. Valid value:
Modi f yVpcAttri bute

Vpcl d String Yes The name of the VPC.

VpcNane String No The name of the VPC.
The name can contain 2-128 characters including a-
z, A-Z, 0-9, underlines, and hyphens. The name must




Name Type Required Description

start with an English letter, but cannot start with ht t p
:// orhttps://.

Descri ption String No The description of the VPC.

The description can contain 2-256 characters. The
description must start with English letters, but cannot
startwithhttp://.orhttps://.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi f yVpcAttri bute
&Vpcl d=vpc- 257gq642n

&VpcNane=Vpc02

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Mbodi f yVpcAttri but eResponse>

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Modi f yVpcAttri but eResponse>

+ JSON format

"Request | d": "OED8DO06- F706-4D23- 88ED- E11ED28DCACO" ,
"Rout eTabl el d": "vtb-bpl45q7gl nuzdvzu2lpont,
"VRouterld": "vrt-bpll hl Ot ai krt een800xx",

"Vpcld": "vpc-bpl5zckdt 37pq72zvw30k"



6 VRouter

6.1 DescribeVRouters

Query the list of VRouters in a region.

Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Descri beVRout er s
Regi onl d String No The region where the VPC is located.
You can obtain the region ID by calling the
Descri beRegi ons API.
VRout erl d String No The ID of the VRouter.
PageNumnber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is
50 and the default value is 10.
Response parameters
Name Type Description
Request | d String The ID of the request.
Tot al Count String The number of queried entries.
PageNunber Integer The current page number.
PageSi ze String The number of entries on the current page.
VRout er s List A list of VRouters.
Table 6-1: VRouter
Name Type Description
VRout erl d String The ID of the VRouter.
Regi onl d String The region of the VPC.
Vpcl d String The ID of the VPC to which the VRouter belongs.
Rout eTabl el ds String The ID of the route table of the VRouter.
VRout er Nane String The name of the VRouter.




Name Type Description

Descri ption String The description of the VRouter.
CreationTi ne String The time when the VRouter was created.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beVRout ers
&Regi onl d=us-west - 1
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Cr eat eVpcResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
<Rout eTabl el d>vt b- bp145q7gl nuzdvzu2lponx/ Rout eTabl el d>
<VRout er | d>vrt - bpll hl Ot ai krt een800xx</ VRout er | d>
<Vpcl d>vpc- bpl5zckdt 37pq72zvw3</ Vpcl d>

</ Cr eat eVpcResponse>

+ JSON format

"PageNunber": 1,

"Tot al Count": 1,

"VRouters": {
"VRouter": |

"VRout er Nane": "",
"Rout eTabl el ds": {
"Rout eTabl el d": [
"vtb-rj9ybe3yOu4lmij spnop0"
]

b

"CreationTinme": "2018-03-22T07: 46: 202",
"Description": "",

"Regi onl d": "us-west-1",

"VRouterld": "vrt-rj98khsezfqgpjrxnmvl 7cy",
"Vpcld": "vpc-rj905wot v6y030t 1zz5vl "

]

: ageSi ze": 10,
"Request | d": "CB2793A8- 845F- 444C- 8E93- 76F1BBDF9C78"

}



6.2 ModifyVRouterAttribute

Modify the name and description of a VRouter.

Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Modi f yVRout er Attri bute
VRouter | d String Yes The ID of the VRouter.
VRout er Nane String No The name of the VRouter.
The name can contain 2-128 characters including a-
z, A-Z, 0-9, underlines, and hyphens. but cannot start
withhttp:// orhttps://.
Descri ption String No The description of the VRouter.
The description can contain 2-256 characters, and
must start with English letters but cannot start with
http:// orhttps://.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conl ?Acti on=Modi fyVRout er Attri bute
&VRout er | d=vrt - 25bezkd03
&VRout er Name=VRout er
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Mbodi f yVRout er At t ri but eResponse>

<Request | d>0ED8BD006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Modi f yVRout er At tri but eResponse>

e JSON format




"Request | d": "OED8D0O06- F706-4D23- 88ED- E11ED28DCACO"
"Rout eTabl el d": "vtb-bpl45q7gl nuzdvzu2lpont,
"VRouterld": "vrt-bpll hlOtaikrteen800oxx",

"Vpcld": "vpc-bpl5zckdt 37pq72zvw30k"



7 Route table

7.1 CreateRouteTable

Create a custom route table.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Cr eat eRout eTabl e

Regi onl d String Yes The region ID of the VPC to which the route table
belongs.

You can obtain the region ID by calling the
Descri beRegi ons API.

Vpcl d String Yes The ID of the VPC to which the custom route table
belongs.

Rout eTabl e String No The name of the route table.

Nane The name can contain from 2 to 128 characters

including a-z, A-Z, 0-9, periods, underlines, and
hyphens, and must start with an English letter. The
name cannot start with htt p: // orhttps://.

Descri ption String No The description of the route table.

The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.

Response parameters

Name Type Description

Request | d String The ID of the request.

Rout eTabl el d String The ID of the route table.
Examples

Request example

https://vpc. al i yuncs. conl ?Acti on=Cr eat eRout eTabl e
&Regi onl d=cn- gi ngdao

&Rout eTabl eNane=myRout eTabl e

&Vpcl d=vpc- MBEPXXXXXXXXXXXXX



&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eRout eTabl eResponse>
<Request | d>62172DD5- 6BAC- 45DF- 8D44- xxxxxxx</ Request | d>
<Rout eTabl el d> "vt b- nbevbt bpt xxxxxxxxxx</ Rout eTabl el d>
</ Cr eat eRout eTabl eResponse>

+ JSON format

{
"Request | d": "62172DD5- 6BAC- 45DF- 8D44- XXXXXXXX",

"Rout eTabl el d": " vt b- mbevbt bpt XXXXXXXXXXXX"

}

7.2 ModifyRouteTableAttributes

Modify the name and description of a route table.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Modi f yRout eTabl eAttri but es

Regi onl d String Yes The region ID of the VPC to which the route table
belongs.

You can obtain the region ID by calling the
Descri beRegi ons API.

Rout eTabl el d String Yes The ID of the route table.
Rout eTabl e String No The name of the route table.
Nane The name can contain from 2 to 128 characters

including a-z, A-Z, 0-9, periods, underlines, and
hyphens, and must start with an English letter. The
name cannot start with htt p: // orhttps://.

Descri ption String No The description of the route table.

The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Act i on=Modi f yRout eTabl eAttri but es
&Regi onl d=cn- gi ngdao

&Rout eTabl eNane=myRout eTabl e

&Rout eTabl el d=vt b- mbevbt bpt nXXXXXXX

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Mbodi f yRout eTabl eAttri but esResponse>

<Request | d>62172DD5- 6BAC- 45DF- 8D44- xxxxxxx</ Request | d>
</ Modi f yRout eTabl eAt tri but esResponse>

+ JSON format

"Request | d": "62172DD5- 6BAC- 45DF- 8D44- XXXXXXXX"

7.3 AssociateRouteTable

Bind a custom route table to a VSwitch in the same VPC.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Associ at eRout eTabl e

Regi onl d String Yes The region ID of the VPC to which the route table
belongs.

You can obtain the region ID by calling the
Descri beRegi ons API.

Rout eTabl el d String Yes The ID of the route table.

VSwi t chld string No The ID of the VSwitch.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Associ at eRout eTabl e
&Regi onl d=cn- gi ngdao

&Rout eTabl el d=vt b- nbevbt bpt NXxXXxXxXxX

&VSwi t chl d=vsw nbe3r 57pXXXXXXXXXXXXXX

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Associ at eRout eTabl eResponse>

<Request | d>62172DD5- 6BAC- 45DF- 8D44- xxxxxxx</ Request | d>
</ Associ at eRout eTabl eResponse>

+ JSON format

"Request | d": "62172DD5- 6BAC- 45DF- 8D44- XXXXXXXX"

7.4 UnassociateRouteTable

Unbind a route table from a VSwitch.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Unassoci at eRout eTabl e

Regi onl d String Yes The region ID of the VPC to which the route table
belongs.

You can obtain the region ID by calling the
Descri beRegi ons API.

Rout eTabl el d String Yes The ID of the route table.

VSwi t chld String No The ID of the VSwitch.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Unassoci at eRout eTabl e
&Regi onl d=cn- gi ngdao

&Rout eTabl el d=vt b- nbevbt bpt NXxXXxXxXxX

&VSwi t chl d=vsw nbe3r 57pXXXXXXXXXXXXXX

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Unassoci at eRout eTabl eResponse>

<Request | d>62172DD5- 6BAC- 45DF- 8D44- xxxxxxx</ Request | d>
</ Unassoci at eRout eTabl eResponse>

+ JSON format

"Request | d": "62172DD5- 6BAC- 45DF- 8D44- XXXXXXXX"

7.5 DeleteRouteTable

Delete a custom route table.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Del et eRout eTabl e

Regi onl d String Yes The region ID of the VPC to which the VRouter
belongs.

You can obtain the region ID by calling the
Descri beRegi ons API.

Rout eTabl el d String Yes The ID of the route table.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Del et eRout eTabl e
&Regi onl d=cn- gi ngdao

&Rout eTabl el d=vt b- nbevbt bpt NXxXXxXxXxX

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eRout eTabl eResponse>

<Request | d>62172DD5- 6BAC- 45DF- 8D44- xxxxxxx</ Request | d>
</ Del et eRout eTabl eResponse>

e JSON format

"Request | d": "62172DD5- 6BAC- 45DF- 8D44- XXXXXXXX"

7.6 DescribeRouteTableList

Query a route table.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beRout eTabl eLi st

Rout er Type String No The type of the router to which the route table belongs
. Valid value:

* VRouter (default):VRouter
* VBR VBR

Vpcl d String No The ID of the VRouter to which the route table
belongs. The value of the Rout er Type parameter is
set to VRout er automatically when this parameter is
specified.




Name Type Required Description
Rout eTabl el d String No The ID of the route table.
PageNumnber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is
50 and the default value is 10.
Response parameters
Name Type Description
Request | d String The ID of the request.
Tot al Count String The number of queried entries.
PageNunber Integer The current page number.
PageSi ze String The number of rows per page.
Rout eTabl eLi st List The detailed information of the route table.

Table 7-1: RouteTableList

Name Type Description
Rout er Type String The type of the router to which the route table belongs.
Valid value:
* VRout er : VRouter
* VBR VBR
Routerld String The ID of the VRouter to which the route table belongs.
Rout eTabl el d String The ID of the route table.
Rout eTabl eType String The type of route table. Valid value:
* Cust om A custom route table
* Syst em A system route table
CreationTine String The time when the route table was created. The form is
YYYY-MM-DDThh:mmZ.
Rout eTabl eNane String The name of the route table.
Descri ption String The description of the route table.




Examples
Request example

htt ps://vpc. al i yuncs. conl ?Acti on=Descri beRout eTabl eLi st
&Regi onl d=cn- gi ngdao

&Rout eTabl eNane=myRout eTabl e

&Vpcl d=vpc- MEEPXXXXXXXXXXXXX

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<
Descri beRout eTabl eLi st sResponse>
<Code>200</ Code>
<Message>successf ul </ Message>
<PageNunber >1</ PageNunber >
<PageSi ze>10</ PageSi ze>
<Request | d>87261511- FEB9- 4BEC- 85BF- 70XXXXXXXXX</ Request | d>
<Rout er Tabl eLi st >
<Rout er Tabl eLi st Type>
<CreationTi me>2018- 08- 03T08: 14: 54Z</ Cr eat i onTi nme>
<Descri pti on>ddd</ Descri pti on>
<Rout eTabl el d>vt b- nbevbt bpt nx2bXXXXXXXXX</ Rout eTabl el d>
<Rout eTabl eNanme>aaall1l1</ Rout eTabl eNanme>
<Rout eTabl eType>Cust onx/ Rout eTabl eType>
<Rout er | d>vrt - nbegeuhgj 52xgXXXXXXXXX</ Rout er | d>
<Rout er Type>VRout er </ Rout er Type>
<VSwi t chl ds>
<VSwi t chl d>vsw mbe3r 57pxkgi j XXXXXXXXX</ VSwi t chl d>
</ VSwi t chl ds>
<Vpcl d>vpc- nbepe3ag3gXXXXXXXXX</ Vpcl d>
</ Rout er Tabl eLi st Type>
</ Rout er Tabl eLi st >
<Success>t rue</ Success>
<Tot al Count >1</ Tot al Count >
</ Descri beRout eTabl eLi st >

+ JSON format

"code": "200",
"message”: "successful ",
"Pagenunber": 1,
" Pagesi ze": 10,
"Request | d": "87261511- FEB9- 4BEC- 85BF- 70XXXXXXXXX"
"Rout er Tabl eLi st": {
"Rout er Tabl eLi st Type": [
{
"CreationTine": "2018-08-03T08: 14: 547",
"Description": "ddd",
"Rout eTabl el d": " vt b- nbevbt bpt nx2hXXXOXXXX"
"Rout eTabl eNane": "aaallll",
"Rout eTabl eType": " Custont,
"Routerld": "vrt-nmbegeuhgj 52xgXXXXXXXXX",
"routerType":"VRouter"



"Vswitchids ":{
"VSwi tchld": [
"vsw mbe3r 57pxkgi j XXX
]
}

iy pcl d": "vpc- nbepe3ag3gXXXXXKXXX"
}
]

uccess": true,
“"Total Count": 1

}

7.7 CreateRouteEntry

Create a route entry for a VRouter or VBR.
Note the following before creating a route entry for a VRouter:

+ Up to 48 route entries can be created for a VPC or VBR.

» The destination CIDR block (Dest i nati onGi dr Bl ock) of the custom route entry cannot be
the same as the CIDR block of the VSwitch, and cannot include or be included by the CIDR
block of the VSwitch.

» The destination CIDR block (Dest i nati onC dr Bl ock) of the custom route entry cannot be
100.64.0.0/10 or be included in 100.64.0.0/10.

* The destination CIDR blocks of (Dest i nat i onCi dr Bl ock) of the route entries in the same
route table cannot be the same.

+ If the destination CIDR block (Dest i nati onGCi dr Bl ock) is an IP address, it is processed by a
32-bit mask.

» Multiple route entries can point to the same next hop (Next Hopl d).

» The next hop (Next Hopl d) of the custom route entry and the route table must be in the same
VPC.

+ The ECMP route can be configured by using the Next HopLi st parameter:

= When adding a normal custom route entry (non-ECMP routing), you must specify the
Desti nati onGi dr Bl ock, Next HopType and Next Hopl d parameters but do not need to
add the Next HopLi st parameter.

= When adding an ECMP route entry, you must specify the Dest i nat i onGi dr Bl ock and
Next HopLi st parameters, and do not need to specifiy the Next HopType and Next Hopl d

parameters.
Note the following when calling this API to add route entries for a VBR:

» Up to 48 route entries can be created for a route table.



* The Next HopLi st parameter is not supported.

» The destination CIDR block (Dest i nati onC dr Bl ock) of the custom route entry cannot be
100.64.0.0/10 or be included in 100.64.0.0/10.

* The destination CIDR blocks of (Dest i nat i onCi dr Bl ock) of the route entries in the same
route table cannot be the same.

+ If the destination CIDR block (Dest i nati onCi dr Bl ock) is an IP address, it is processed by a
32-bit mask.

» Multiple route entries can point to the same next hop (Next Hopl d).

» The next hop (Next Hopl d) of the route entry must be a router interface associated with the
VBR.

» The route entry can only be added when the status of VBR is Active and the status of the
corresponding physical connection is Enabled and not financially locked.

*  Only common route entries (non- ECMP) can be added. You must specify the Dest i nati o
nCi dr Bl ock, Next HopType, and Next Hopl d parameters, and do not need to specify the
HopLi st parameter.

Request parameters

name Parametern Required Description

Action String Yes The action to perform. Valid value:
vpc: Creat eRout eEntry

Rout eTabl el d String Yes The ID of the route table.
Destinatio String Yes The destination CIDR block of the route entry, which
nCi dr Bl ock must meet the following requirements:

* The destination CIDR block cannot be 100.64.0.0/
10 or any of its subnets.
* Different route entries in a route table cannot use

the same destination CIDR block.
(Default)

* If the destination CIDR block is an IP address, the
netmask /32 is used by default.

Next HopType String No The type of the next hop. Valid value:

* Instance: ECS instance (Default)

VpnGat eway: VPN Gateway




name Parametel Required Description
* HaVi p: High Availability Virtual IP (HaVip)
* Routerlnterface: Router interface
* Net wor kl nt er f ace: Elastic Network Interface
)
= | Note:
This parameter must be specified when creating a
common (non-ECMP) route entry.
Next Hopl d String No The ID of the next hop.
The next hop must be in the VPC or VBR to which the
router table belongs.
)
= | Note:
This parameter must be specified when creating a
common (non-ECMP) route entry.
Next HopLi st List No The list of the next hops. The next hop must meet the
following requirements:
* ECMP route entries are only supported for the VPC
route table.
* You must specify 2 next hops at least and 4 at
most.
* The next hops must be the route interfaces pointing
to the connected VBRs.
)
= | Note:
Specify this parameter when you create an ECMP
route entry.
d i ent Token String No A client token used to guarantee the idempotence of

requests.
This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters




Table 7-2: NextHopList

Parameter| Parametery Required | Description

Next HopTy Btring No The type of the next hop. Valid value:

e
* | nstance: ECS instance (default)

HaVi p: High Availability Virtual IP (HaVip)

Rout er | nt er f ace: router interface

Next Hopl @ String No The ID of the next-hop instance.

Enabl ed |String Optional | Whether the next hop is available:

* 0:unavailable

* 1:available

Wi ght Default Optional | The routing weight of the next hop.
value: 1.

Response example

Name Type Required
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Cr eat eRout eEntry
&Vpcl d=vpc- 2579gq642n

&Rout eTabl el d=vrt - 5ci t wf p6a

&Dest i nati onCi dr Bl ock=0.0.0.0/0

&Next Hopl d=i - 25skkt cp4

&CommonPar anet er s

Response parameter

« XML format

&amp; It;? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eRout eEnt r yResponse>

<Request | d>12D086F6- 8F31- 4658- 84C1- 006DED011A85</ Request | d>
</ Cr eat eRout eEnt r yResponse>

e JSON format

"Request|d": "12D086F6- 8F31-4658-84C1- 006DED011A85"



7.8 DeleteRouteEntry

Delete a router entry from a route table.

Note the following before deleting a router entry:

* You can only delete a router entry in the available status.

* You cannot delete a router entry of a VPC that is creating or deleting a VSwitch or route entry.

Request parameters

Name Type

Required Description

Acti on String Yes

The action to perform. Valid value:
Del et eRout eEntry

Rout eTabl el d String Yes

The ID of the route table to which the route entry

belongs.

Destinatio String Yes The destination CIDR block of the route entry.

nCi dr Bl ock

Next Hopl d String No The ID of the next-hop instance of the route entry.
Specify this parameter when deleting a common (non-
ECMP) route entry.

Next HopLi st List No A list of next hops of the router entries. Specify this

parameter when deleting an ECMP route entry.

Table 7-3: NextHopList

Parameter| Type Required |Description

Next Hop Ty Btring No The type of the next hop. Valid value:

¢ * | nstance: ECS instance (Default)
HaVi p: High availability virtual IP
Rout er | nt er f ace: Router interface

Next Hopl @ String No The ID of the next-hop instance.

Enabl ed |Integer No Whether to enable the next hop:

* 0:unavailable

* 1:available




Parameter| Type Required |Description

Wei ght Integer No The routing weight of the next hop.

Response example

Name Type Description
Request | d String The ID pf the request.
Example

Request example

https://vpc. al i yuncs. conf ?Acti on=Del et eRout eEnt ry
&Rout er Tabl el d=vt b- 25vt x| 5ct

&Dest i nati onC dr Bl ock=192. 168. 1. 0/ 24

&Next Hopl d=i - 25skkt cp4

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eRout eEnt r yResponse>

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Del et eRout eEnt r yResponse>

+ JSON format

"Request | d": "OED8DO06- F706-4D23- 88ED- E11ED28DCACO"

7.9 DescribeRouteTables

Query route entries in a route table.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Descri beRout eTabl es

Rout er Type String No The type of the router to which the route table belongs
. Valid value:

* VRout er : VRouter
°* VBR VBR




Name Type Required Description

Routerld String No The ID of the VRouter or VBR to which the route table
belongs.
VRout erl d String No The ID of the VRouter to which the route table

belongs. The value of the Rout er Type parameter is
set to VRout er automatically when this parameter is

specified.
Rout eTabl el d String No The ID of the route table.
PageNunber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is

50 and the default value is 10.

Response parameters

Name Type Description

Requestld String The ID of the request.

Tot al Count String The number of queried entries.
PageNunber Integer The current page number.

PageSi ze String The number of entries on the current page.
Rout eTabl es List A list of route tables.

Table 7-4: RouteTable

Name Type Description
Rout er Type String The type of the router to which the route table belongs.
Valid value:

* VRout er : VRouter

* VBR VBR

Routerld String The ID of the VRouter or VBR to which the route table
belongs.

VRout er | d String The ID of the VRouter.

Rout eTabl el d String The ID of the route table.

Rout eTabl eType String The type of the route table.

CreationTine String The time when the route table was created.




Name

Type

Description

Rout eEnt rys

List

A list of route entries.

Table 7-5: RouteEntry

Name Type Description
Type String The type of the route entry. Valid values:
* Syst em System route entry
* Cust om Custom route entry
* BGP:BGP route entry
Rout eTabl el d String The ID of the router table to which the route entry
belongs.
Destinatio String The destination CIDR block of the route entry.
nCi dr Bl ock
Next HopType String The type of the next hop.
I nst ancel d String The instance ID of the next hop.
St at us String The status of the route entry. Valid value:
* Pendi ng: Configuring
* Avai |l abl e: Available
* Modi fyi ng: Modifying
Routerld String The ID of the VRouter or VBR to which the route table
belongs.
Next Hops List The list of next hops of ECMP route entries.
Table 7-6: NextHop
Name Type Description
Next HopType String The type of the next hop. Valid value:
* I nstance: ECS instance (default)
HaVi p: HaVip
Rout er I nt er f ace: Router interface
Next Hopl d String The ID of the next hop instance.




Name Type Description
Enabl ed Integer Whether the next hop is available:
* 0: Unavailable
* 1: Available
Wi ght Integer The routing weight of the next hop.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beRout eTabl es
&Rout eTabl el d=vt b- 2zevpmy9t h8cxmat ar qg4
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beRout eTabl esResponse>
<PageNunber >1</ PageNunber >
<Tot al Count >1</ Tot al Count >
<PageSi ze>10</ PageSi ze>
<Request | d>DC668356- BCB4- 42FD- 9BC3- FA2B2E04B634</ Request | d>
<Rout eTabl es>
<Rout eTabl e>
<CreationTi mne>2017- 08- 22T10: 40: 25Z</ Creat i onTi me>
<Rout eEnt rys>
<Rout eEnt ry>

<Next Hops></ Next Hops>

<St at us>Avai | abl e</ St at us>

<Type>Cust onx/ Type>

<l nstancel d>ri - 2zeo3xzyf 38r 4ur zdpvf s</ | nst ancel d>

<Next HopType>Rout er | nt er f ace</ Next HopType>

<Rout eTabl el d>vt b- 2zevpny9t h8cxmat ar qg4</ Rout eTabl el d>
<Dest i nati onCi dr Bl ock>10. 10. 0. 0/ 24</ Dest i nati onCi dr Bl ock>

</ Rout eEnt ry>
<Rout eEnt ry>

<Next Hops></ Next Hops>

<St at us>Avai | abl e</ St at us>

<Type>l mage</ Type>

<l nst ancel d></ | nst ancel d>

<Next HopType>ser vi ce</ Next HopType>

<Rout eTabl el d>vt b- 2zevpny9t h8cxmat ar qg4</ Rout eTabl el d>
<Dest i nati onC dr Bl ock>100. 64. 0. 0/ 10</ Desti nati onGCi dr Bl ock>

</ Rout eEnt ry>
</ Rout eEntrys>
<Rout eTabl el d>vt b- 2zevpmy9t h8cxmat ar qg4</ Rout eTabl el d>
<Rout eTabl eType>Syst enx/ Rout eTabl eType>
<VRout er I d>vrt - 2zef so23vmu6bxi 3j ei w0z</ VRout er | d>
</ Rout eTabl e>
</ Rout eTabl es>




</ Descri beRout eTabl esResponse>

JSON format

"PageNunber": 1,
"Total Count": 1,
"PageSi ze": 10,
"Request|d": "DC668356- BCB4- 42FD- 9BC3- FA2B2E04B634"
"Rout eTabl es": {
"Rout eTabl e": |
{
"CreationTinme": "2017-08-22T10: 40: 257",
"Rout eEntrys": {
"Rout eEntry": |

"Next Hops": {
"Next Hop": [ ]

}1

"Status": "Avail able",

"Type": "Custont,

"I nstancel d": "ri-2zeo3xzyf 38r4urzdpvfs

"Next HopType": "Routerlnterface",
"Rout eTabl el d": "vtb-2zevpny9t h

8cxmat ar qg4”,
"DestinationGidrBl ock": "10.10.0.0/24"

"Next Hops": {
"Next Hop": [ ]
}!
"Status": "Avail abl e",
"Type": "Systent,
"I nstanceid ":"",
"Next HopType": "service",
"Rout eTabl el d": "vtb-2zevpmy9th
8cxmat ar qg4",
"DestinationGidrBl ock": "100.64.0.0/10"

]

)

"Rout eTabl el d": "vtb-2zevpnmy9t h8cxmat ar qg4",
"Rout eTabl eType": " Systent,

"VRouterld": "vrt-2zefso23vrmubxi 3j ei woz"



8 VSwitch

8.1 CreateVSwitch

Create a VSwitch in the specified VPC.

When calling this interface to create a switch, note:

Up to 24 VSwitches can be created in a VPC.

The first and last three IP addresses of the VSwitch are reserved by the system. For example
, if the CIDR block of a VSwitch is 192.168.1.0/24, IP addresses 192.168.1.0, 192.168.1.253,
192.168.1.254, and 192.168.1.255 are reserved.

The number of cloud product instances under the VSwitch cannot exceed the remaining
capacity of the VPC (subtract the current number of cloud product instances from 15,000).

A cloud product instance can only belong to one VSwitch.

VSwitches do not support broadcasting or multicasting. After a VSwitch is created, its CIDR

block cannot be modified.

Request parameters

Name Type Required Description
or not
Action String Yes The action to perform. Value:

Creat eVSwi t ch

Zonel d String Yes The ID of the zone to which the switch belongs.
You can obtain the region ID by calling the
Descri beZones API.

Ci dr Bl ock String Yes The CIDR block of VSwitch. The IP address range
must meet the following requirements:

» The size of the subnet mask for the VSwitch can be
/16 to /29.

+ The CIDR block of the VSwitch must belong to the
CIDR block of the VPC.

» The CIDR block of the VSwitch cannot be the same
as any destination CIDR block in route entries of
the VPC, but can be the subset of the destination
CIDR block.




Name Type Required Description
or not
+ If the network segment of the switch is the same as
the network segment of the same VPC, there can
be only one switch for the VPC.
Vpcl d String Yes The ID of the VPC to which the VSwitch belongs.
VSwi t chNare String No The name of the VSwitch.
The name must be 1-128 characters in length
and must start with English letters. However, the
description cannot start with htt p: // orhttps://.
Descri ption String No The description of the VSwitch.
The description must be 2-256 characters in length
and must start with English letters. However, the
description cannot start with htt p: // orhttps://.
G i ent Token String No A client token used to guarantee the idempotence of
requests.
This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters
Response parameters
Name Type Description
Request | d String The ID of the request.
VSwi t chl d String The ID of the switch.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Cr eat eVSwi t ch
&Ci dr Bl ock=172. 16. 1. 0/ 24
&Vpcl d=vpc- 2579gq642n
&Zonel d=cn- bei j i ng-a
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Cr eat eVSwi t chResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
<VSwi t chl d>vsw 25naue4gz</ VSwi t chl d>




</ Creat eVSwi t chResponse>
» JSON format

"Request | d": "OED8DO06- F706-4D23- 88ED- E11ED28DCACO" ,
"VSwi tchld": "vsw 25naue4gz"

8.2 DeleteVSwitch

Delete a VSwitch.
Note the following before deleting a VSwitch:

+ Before deleting a VSwitch, you must release or remove all cloud product instances and HAVIP
instances under the VSwitch.

» Only VSwitches in the available status can be deleted.

+ A VSwitch cannot be deleted when the VPC to which it belongs is creating or deleting a

VSwitch or route entry.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Value:
Del et eVSwi t ch

VSwi t chl d String Yes The ID of the VSwitch to delete.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Del et eVSwi t ch
&VSwi t chl d=vsw 25naue4gz
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eVSwi t chResponse>



<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Del et eVSwi t chResponse>

e JSON format

"Request | d":

8.3 DescribeVSwitches

Query the created VSwitches.

Request parameters

" OED8D006- F706- 4D23- 88ED- E11ED28DCACO"

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beVSwi t ches

Regi onl d String Yes The region of the VPC to which the VSwitch belongs.
You can obtain the region ID by calling the
Descri beRegi ons API.

Vpcld String No The ID of the VPC.

Zonel d String No The ID of the zone to which the VSwitch belongs.
You can obtain the region ID by calling the
Descri beZones API.

VSwi t chld String No The ID of the VSwitch.

| sdefaul t Boolean ([No Whether to query the default VSwitch in the specified
region.
* true (default value): Query all VSwitches in the

specified region.

» fal se: Do not query the default VSwitch.

PageNunber Integer No The number of pages to return. The default value is 1.

PageSi ze Integer No The number of rows per page. The maximum value is
50 and the the default value is 10.

Response parameters

Name Type Description

Request | d String The ID of the request.

Tot al Count String The number of queried entries.

PageNumber Integer The current page number.




Name Type Description

PageSi ze String The number of rows per page.

Vswi t ches List A list of VSwitches.

Table 8-1: VSwitch

Name Type Description

Vpcld String The ID of the VPC to which the VSwitch belongs.
VSwi t chl d String The ID of the VSwitch.

St at us String The status of the VSwitch. Valid value:

* Pendi ng: configuring

Avai | abl e: available

Ci dr Bl ock String The CIDR block of the VSwitch.

Zonel d String The zone of the VSwitch.

Avai | abl el Integer The number of available IP addresses in the VSwitch.

pAddr essCount

VSwi t chNane String The name of the VSwitch.

Descri ption String The description of the VSwitch.

CreationTine String The time when the switch was created.

| sDef aul t Boolean Whether the VSwitch is the default VSwitch in the zone.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Descri beVSwi t ches
&Vpcl d=vpc- 25eq58pl 3
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beVSw t chesResponse>
<Request | d>9A572171- 4E27- 40D1- BD36- D26COE71E29E</ Request | d>
<VSwi t ches>
<VSwi t ch>
<VSwi t chl d> vsw 25b7pv15t </VSwi t chl d>
<St at us>Avai | abl e</ St at us>
<Ci dr Bl ock>172. 16. 1. 0/ 24</ C dr Bl ock>



<Zonel d>cn- bei j i ng- a</ Zonel d>
<Avai | abl el pAddr essCount >246</ Avai | abl el pAddr essCount >
<Vpcl d>vpc- 257gqg642n</ Vpcl d>
<Descri pti on></ Descri pti on>
<VSwi t chNanme></ VSw t chNanme>
<CreationTi me> 2014-10- 29T15: 21: 02Z </ Creati onTi ne>
</ VSwi t ch>
</ VSw t ches>
</ Descri beVSw t chesResponse>

« JSON format

"PageNunber": 1,
"PageSi ze": 10,
"Request | d": "9A572171-4E27- 40D1- BD36- D26COE71E29E"
"Total Count": 1,
"VSwi tches": {
"VSwi tch": [

"Avai | abl el pAddr essCount ": 246,
"Cidrblock": 17. 0. 0/24 ",
"CreationTinme": "2014-10-29T15: 21: 022",
"Description": "",
"Status": "Available",
"VSwi t chl d": "vsw 25b7pv15t",
"VSwi t chNanme": "",
"Vpcld": "vpc-257gg642n",
"Zonel d": "cn-beijing-a"
}
|
}
}

8.4 ModifyVSwitchAttribute

Modifies the name and description of the specified switch.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Modi fyVSwi t chAttri bute

VSwi t chl d String Yes The ID of the VSwitch.

VSwi t chNane String No The name of the VSwitch.

The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.

Descri ption String No The description of the VSwitch.




Name Type Required Description

The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi fyVSwi t chAttri bute
&VSwi t chl d=vsw 25naue4gz

&VSwi t chNanme=VS02

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Mbodi fyVSwi t chAt t ri but eResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>

</ Modi f yVSwi t chAt t ri but eResponse>

+ JSON format

"Request | d": "OED8DO06-F706-4D23-88ED- E11ED28DCACO" ,



9 EIP

9.1 AllocateEipAddress

Create an Elastic IP address (EIP).

An available EIP is randomly allocated in the specified region after this APl is called. EIP supports

ICMP, TCP, and UDP protocols, but does not support IGMP and SCTP protocols.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Al | ocat eEi pAddr ess

Regi onl d String Yes The region of the EIP.
You can obtain the region ID by calling the
Descri beRegi ons API.

Bandwi dt h String No The peak bandwidth in Mbps of the EIP. The default
value is 5.
I nt er net Ch String No The billing method of the EIP. Valid values:
argeType . . .
* PayByTraffic: EIP is charged by traffic.
I nst anceCh String No The payment method of the EIP. Valid values:
argeType )
* Post Pai d (Default): Pay-As-You-Go
d i ent Token String No A client token used to guarantee the idempotence of
requests.

This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters

Response parameters

Name Type Description
Request | d String The ID of the request.
Ei pAddr ess String The allocated IP address.

Al |l ocationld String The ID of the EIP.




Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Al | ocat eEi pAddr ess
&anp; anp; Regi onl d=cn-bei jing
&anp; CormonPar anet er s

Response example
+ XML format

&amp; It;? xm version="1.0" encodi ng="UTF-8" ? >
&anp; I t; Al l ocat eEi pAddr essResponseé&gt ;
&anp; 1 t; Al l ocati onl d&gt ; ei p- 25877c70x&anp; I t;/ Al |l ocati onl d&gt ;
&anp; | t; Ei pAddressé&gt ; 123. 56. 0. 206&anp; | t; / Ei pAddr essé&gt ;
&anp; | t; Request | d&gt ; B6BOF518- 60F8- 4D81- 9242- 1207B356754D&anp; | t
;/ Request | d&gt ;
&anmp; I1t; /Al ocat eEi pAddr essResponse&gt ;

« JSON format

"All ocationld": "eip-25877c70x",
"Ei pAddress": "123.56.0. 206",
"Request | d": "B6B9F518- 60F8-4D81-9242-1207B356754D"

}

9.2 AssociateEipAddress

Bind an EIP to a cloud product instance in the same region.
Note the following before binding an EIP:

» Only the EIP in the available status can be bound.

* An EIP can only be bound to one cloud resource.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
AssociateEipAddress

Al |l ocationld String Yes The ID of the EIP.

I nst anceType String No The cloud resource to bind. Valid value:

* Ecsl nst ance(Default): an ECS instance of the

VPC network.




Name Type Required Description

Only the ECS instance in the running or stopped
status can be bound.
Sl bl nst ance: An SLB instance of the VPC

network

After binding, the SLB instance can forward

requests from the Internet.

Nat : NAT Gateway

If the NAT Gateway has associated with a
bandwidth package, submit a ticket to bind an EIP
to a NAT Gateway.

HaVi p: HAVIP

Only the HAVIP in the available or InUse status can

be bound.

Each ECS instance, SLB instance and HAVIP can
only be bound with one EIP. However, NAT Gateway
can be bound with multiple EIPs.

I nstancel d String Yes The ID of the cloud resource to bind.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Associ at eEi pAddr ess

&Al | ocat i onl d=ei p- 25877c70x
&l nst ancel d=i - 25skkt cp4
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng=

<Associ at eEi pAddr essResponse>

"UTF-8"? >

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>




</ Associ at eEi pAddr essResponse>

« JSON format

"Request | d":

9.3 UnassociateEipAddress

Unbind an EIP from a cloud resource.

Request parameters

" OED8D006- F706- 4D23- 88ED- E11ED28DCACO"

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Unassoci at eEi pAddr ess
Al |l ocationld String Yes The ID of the EIP.
I nst anceType String No The type of the cloud resource to be unbound. Valid
value:
* Ecsl nst ance(Default): an ECS instance in a VPC
* Sl bl nst ance: an SLB instance in a VPC
* Nat : NAT Gateway
* HaVi p: HAVIP
I nst ancel d String Yes The ID of the cloud resource to be unbound.
For ce String Yes Whether to unbind the EIP from the cloud resource by
force. Valid value:
* Fal se(Default)
* True
Note:
Only NAT Gateway supports force unbinding. The
SNAT table or the DNAT table associated with the
EIP will be deleted if the EIP is unbound by force.
Response parameters
Name Type Description
Request | d String The ID of the request.




Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Unassoci at eEi pAddr ess
&Al | ocat i onl d=ei p- 25877c70x

&l nst ancel d=i - 25skkt cp4

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Unassoci at eEi pAddr essResponse>

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Unassoci at eEi pAddr essResponse>

« JSON format

"Request | d": "OED8DO06-F706-4D23-88ED- E11ED28DCACO"

9.4 DescribeEipAddresses

Queries the EIP that has been created for the specified region.

Query the created EIPs in a specified region.

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beEi pAddr esses

Regi onl d String Yes The region of the EIP.
You can obtain the region ID by calling the
Descri beRegi ons API.

St at us String No The status of the EIP. Valid value:

* Associ ati ng: The EIP is being bound.
* Unassoci at i ng: The EIP is being unbound.

* | nUse: The EIP has been bound to a cloud

resource.

* Avai |l abl e: The EIP is not bound to any cloud

resources.

Al l ocationld String No The ID of the EIP.




Name Type Required Description

Associ at ed String No The cloud resource that the EIP is bound to. Valid
| nst anceType value:

* Ecsl nst ance (Default): An ECS instance of the
VPC network
* Sl bl nst ance: An SLB instance of the VPC

network
* Nat : NAT Gateway
* HaVi p: HAVIP instance

Each ECS and SLB instance can only binds an EIP.
However, a NAT Gateway can bind multiple EIPs.

Associ at ed String No The ID of the cloud resource that the EIP is bound to.

I nst ancel d

PageNumnber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is

50 and the default value is 10.

Response parameter

Name Type Description

Request | d String The ID of the request.

Tot al Count String The number of queried entries.
PageNumber Integer The current page number.

PageSi ze String The number of entries on the current page.
Ei pAddr esses List The detailed information of queried EIPs.

Table 9-1: EipAddress

Name Type Description
Regi onl d String The region where the EIP is located.
| pAddr ess String The address of the EIP.
Al'l ocationld String The ID of the EIP.
St at us String The status of the EIP:
* Associ ati ng: The EIP is being bound.




Name Type Description
* Unassoci at i ng: The EIP is being unbound.
* I nUse: The EIP has been bound to a cloud
resource.
* Avai |l abl e: The EIP is not bound to any cloud
resources.
I nst anceType String The instance type of that the EIP is bound.
I nst ancel d String The ID of the instance that is being bound.
Bandwi dt h String The bandwidth of the EIP in Mbps.
I nt er net Ch String Billing method.
argeType
Al l ocati onTi e String The time at which the EIP is created.
Oper ati onLocks String The reason for being locked. Valid value:
* financi al : overdue
* security: security reasons
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Descri beEi pAddr esses
&Regi onl d=cn- hangzhou- 1
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beEi pAddr essesResponse>
<Request | d>7EEF2D6B- D207- 4197- AE37- 01279C888757</ Request | d>
<PageNunber >1</ PageNunber >
<Ei pAddr esses>
<Ei pAddr ess>
<Char geType>Post Pai d</ Char geType>
<Al | ocati onTi me>2018- 01- 15T11: 17: 30Z</ Al | ocati onTi nme>
<Resour ceG oupl d>r g- acf mkazb4ph6ai y</ Resour ceG oupl d>
<I nst ancel d></ | nst ancel d>
<Descri pti on></ Descri pti on>
<| pAddr ess>59. 110. xx. xx</ | pAddr ess>
<Al | ocati onl d>ei p- 22e88nB7gx5zxxxxx</ Al | ocati onl d>
<I nt er net Char geType>PayByTr af fi c</ | nt er net Char geType>
<l nst anceType></| nst anceType>
<Nane></ Nanme>



<St at us>Avai | abl e</ St at us>
<Bandwi dt hPackagel d></ Bandwi dt hPackagel d>
<I nst anceRegi onl d></ | nst anceRegi onl d>
<Bandwi dt hPackageType></ Bandw dt hPackageType>
<Regi onl d>cn- bei j i ng</ Regi onl d>
<Oper at i onLocks></ Qper ati onLocks>
<Expi r edTi me></ Expi r edTi me>
<Avai | abl eRegi ons>
<Avai | abl eRegi on>cn- bei j i ng</ Avai | abl eRegi on>
</ Avai | abl eRegi ons>
<Bandwi dt h>1</ Bandwi dt h>
</ Ei pAddr ess>
</ Ei pAddr esses>

<Tot al Count >1</ Tot al Count >
<PageSi ze>10</ PageSi ze>

</ Descri beEi pAddr essesResponse>

9.5 ModifyEipAddressAttribute

Modifies the name, description information, and bandwidth peak of the specified EIP.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
ModifyEipAddressAttribute

Al'l ocationld String Yes The ID of the EIP.

Bandwi dt h String No The peak bandwidth in Mbps of the EIP.

Nane String No The name of the EIP.
The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.

Descri ption String No The description of the EIP.
The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot startwith http: // orhttps://.

Response parameters
Name Type Description
Request | d String The ID pf the request.




Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Modi f yEi pAddressAttri bute
&Al | ocat i onl d=ei p- 25877c70x

&Nanme=ei pl

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Modi f yEi pAddr essAttri but eResponse>

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Modi f yEi pAddr essAttri but eResponse>

« JSON format

"Request | d": "OED8DO06-F706-4D23-88ED- E11ED28DCACO"

9.6 ReleaseEipAddress

Release the specified EIP.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Rel easeEi pAddr ess

Al |l ocationld String Yes The ID of the EIP.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conl ?Acti on=Rel easeEi pAddr ess
&Al | ocat i onl d=ei p- 25877¢c70x
&CommonPar anet er s

Response example



XML format

<<? xm version="1.0" encodi ng="UTF-8" ? >
<Rel easeEi pAddr essResponse>

<Request | d>748C38F6- 9A3D- 482E- 83FB- DB6C39C68AEA</ Request | d>
</ Rel easeEi pAddr essResponse>

JSON format

"Request | d": "748C38F6- 9A3D- 482E- 83FB- DB6C39C68AEA"



10 Router interface

10.1 CreateRouterinterface

Create a router interface.

When calling this API to create a router interface, note:

» Up to one pair of interconnected router interfaces can be created between two VRouters.

* Up to five router interfaces can be created for a VRouter.

+ |If there is a delinquent router interface in your account, you can no longer create router

interfaces.

* The destination CIDR blocks of (Dest i nat i onCi dr Bl ock) of the route entries in the same

route table cannot be the same.

» The router interface created for a Virtual Border Router (VBR) must act as the connection

initiator.

Request parameters

Name

Type

Requirec

Description

Action

String

Yes

The action to perform. Valid value:
CreateRouterlnterface

Regi onl d

String

Yes

The region of the router interface.
You can obtain the region ID by calling the
Descri beRegi ons API.

Rout er Type

String

Yes

The type of the router associated with the router
interface. Valid values:

* VRout er : VRouter
°* VBR VBR

AccessPointld

String

No

The ID of the access point to which the VBR belongs.
You can obtain the region ID by calling the
Descri beAccessPoi nts API.

Note:
You must specify this parameter in the scenario of
physical access.

Routerld

String

Yes

The ID of the router associated with the router
interface.




Name

Type

Requirec

Description

Rol e

String

Yes

The role of the router interface. Valid value:

* InitiatingSi de: Connection initiator.

* Accepti ngSi de: Connection receiver.

Spec

String

Yes

The specification of the router interface. The following
are available specifications and the corresponding
bandwidths:

* Mni. 2:2Mbps

* Mni. 5:5Mbps

* Small 1:10 Mbps

* Small 2:20 Mbps

* Small 5:50 Mbps

* Mddle. 1:100 Mbps

* Mddle. 2:200Mbps

* Mddle. 5:500Mbps

* Large. 1:1000 Mbps

* Large. 2:2000 Mbps

* Large. 5:5000 Mbps

* Xlarge. 1:10000 Mbps

-

Note:

The value of Spec is Negat i ve when the role is

AcceptingSide.

Qpposi t eRe
gionld

String

Yes

The region of the connection receiver.

Opposi t eAc
cessPointld

String

No

The ID of the access point of the peer router interface.

-
=] Note:

This parameter is required when the peer router
interface is on a VBR and cannot be modified after
the router interface is created.

Opposi t eRo
ut er Type

String

No

The type of the router associated with the peer router
interface. Valid values:




Name Type Required Description
* VRout er : VRouter
* VBR VBR
Opposi t eRo String No The ID of the peer router.
uterld
Qppositeln String No The ID of the peer router interface.
terfaceld
Oppositeln String No The ID of the owner of the peer router interface.
terfaceOmn
erld
Heal t hChec String No The source IP address used to perform health check.
kSourcel p It must be an unused IP address of the local VPC.
-
= Note:
You can specify this parameter in the scenario of
physical access.
Heal t hChec String No The destination IP address of health check.
kTargetlp ~
=] Note:
This parameter is required when the Heal t hChec
kSour cel p parameter is specified.
Nane String No The name of the router interface.
The name can contain 2-128 characters including a-z,
A-Z, 0-9, periods, underscores, and hyphens. It must
start with English letters, but cannot start with ht t p
:// orhttps://.
Descri ption String No The description of the router interface.
The description can contain 2-256 characters. It must
start with English letters, but cannot start with ht t p
/] orhttps://.
I nst anceCh String No The billing method of the router interface. Valid values:
argeType .
* Post Pai d (default): Pay-As-You-Go
d i ent Token String No A client token used to guarantee the idempotence of

requests.

This parameter value is generated by the client and is
guaranteed to be unique among different requests.
The maximum length is 64 ASCII characters.




Response parameters

Name Type Description

Request | d String The ID of the request.

Routerlnte String The ID of the router interface.

rfacel d

O derld String The order number. This parameter is returned only
when you select the Subscription billing mode.

Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Creat eRouterlnterface
&Regi onl d=cn- bei j i ng

&Rol e=I ni ti ati ngSi de

&0Opposi t eRegi onl d=cn-bei jing

&Spec=Mni. 5

&Rout er Type=VRout er

&Rout er | d=vrt - 2zepuy8qgbr qéyhdj e53t 6

&Opposi teRout erl d= vrt-2zef so23vmu6xi 3j ei woz
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eRout er I nt er f aceResponse>
<Request | d>980960B0- 2969- 40BF- 8542- EBB34FD358AB</ Request | d>
<Rout er I nterfacel d>ri-2ze7f buohmxxxxx</ Rout er I nt er facel d>
</ Cr eat eRout er | nt er f aceResponse>

e JSON format

"Request | d": "980960B0-2969- 40BF- 8542- EBB34FD358AB"
"Routerlnterfaceld": "ri-2ze7f buohmxxxxxx"

10.2 DescribeRouterinterfaces

Query router interfaces in a region.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Descri beRouterl nterfaces




Name

Type

Requirec

Description

Regi onl d

String

Yes

The region of the router interface.
You can obtain the region ID by calling the
Descri beRegi ons API.

Filter.n. Key

String

No

Filter keys. Up to five filters are supported. The valid

value for nis [1, 5].

The relationship between the values of a filter is “or”.

A router interface is returned as long as one filter is

met.

The relationship between each filter is “and”. A router

interface is returned only when all the filters are met.

The following are available filter keys:

* Routerlnterfacel d: The ID of the router
interface.

* Rout erl d: The ID of the VRouter or VBR.

* Rout er Type: The type of the router associated
with the router interface.

* RouterlnterfaceOanerl d: The owner ID of the
router interface.

* Oppositelnterfacel d: The ID of the peer
router interface.

* Opposit eRout er Type: The type of the router
associated with the peer router interface.

* OppositeRouterld: The ID of the peer router.

* OppositelnterfaceOmerl d: The owner ID of
the peer router interface.

* St at us: The status of the router interface.

* Nane: The name of the router interface.

Filter.n.
Val ue. m

String

No

The corresponding value of the specified filter key.
The valid value for mis [1, 5].

PageNunber

Integer

No

The number of pages to return. The default value is 1.

PageSi ze

Integer

No

The number of entries per page. The maximum value
is 50 and the default value is 10.




Response parameters

Name Type Description

Request | d String The ID of the request.

Tot al Count String The number of queried entries.
PageNumnber Integer The current page number.

PageSi ze String The number of entries on the current page.
Routerlnte List A list of router interfaces.

rf aceSet

Table 10-1: Routerinterface

Name Type Description
Rout er Type String The type of the VRouter to which the route table
belongs. Valid value:
* VRout er : VRouter
* VBR VBR
Routerld String The ID of the VRouter to which the route table belongs.
VRout erl d String The ID of the VRouter.
Rout eTabl el d String The ID of the route table.
Rout eTabl eType String The type of the route table.
CreationTine String The time when the route table is created.
Rout eEnt rys List A list of route entries.

Table 10-2: RouteEntry

Name Type Description
Type String The type of the route entry. Valid value:
* Syst em system route
* Cust om custom route
* BGP: BGP route
Rout eTabl el d String The ID of the route table to which the route entry

belongs.




Name Type Description

Destinatio String The destination CIDR block of the route entry.
nCi dr Bl ock

Next HopType String The type of the next hop.

I nst ancel d String The ID of the next-hop instance.

St at us String The status of the route entry. Valid value:

* Pendi ng: configuring
* Avai |l abl e: available

* Mbodi fyi ng: modifying

Routerld String The ID of the VRouter to which the route entry belongs.

Next Hops List The next hop list of ECMP routing.

Table 10-3: NextHop

Name Type Description

Next HopType String The type of next hop. Valid value:

* | nstance: ECS instance (default)
HaVi p: High availability virtual IP

Rout er | nt er f ace: Router interface

Next Hopl d String The ID of the next-hop instance.
Enabl ed Integer Whether to enable the next hop:
* 1:enable

* 1:notenable

Wi ght Integer The routing weight of the next hop.

Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beRout eTabl es
&Rout eTabl el d=vt b- 2zevpnmy9t h8cxmm ar qg4
&ConmmonPar anet er s

Response example



XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beRout eTabl esResponse>
<PageNunber >1</ PageNunber >
<Tot al Count >1</ Tot al Count >
<PageSi ze>10</ PageSi ze>
<Request | d>DC668356- BCB4- 42FD- 9BC3- FA2B2E04B634</ Request | d>
<Rout eTabl es>
<Rout eTabl e>
<CreationTi me>2017-08-22T10: 40: 25Z</ Cr eat i onTi me>
<Rout eEnt rys>
<Rout eEnt ry>
<Next Hops></ Next Hops>
<St at us>Avai | abl e</ St at us>
<Type>Cust onx/ Type>
<l nstancel d>ri - 2zeo3xzyf 38r 4ur zdpvf s</ | nst ancel d>
<Next HopType>Rout er | nt er f ace</ Next HopType>
<Rout eTabl el d>vt b- 2zevpny9t h8cxmat ar qg4</ Rout eTabl el d>
<Dest i nati onCi dr Bl ock>10. 10. 0. 0/ 24</ Dest i nati onCi dr Bl ock>
</ Rout eEnt ry>
<Rout eEnt ry>
<Next Hops></ Next Hops>
<St at us>Avai | abl e</ St at us>
<Type>Syst enx/ Type>
<l nst ancel d></ | nst ancel d>
<Next HopType>ser vi ce</ Next HopType>
<Rout eTabl el d>vt b- 2zevpny9t h8cxmat ar qg4</ Rout eTabl el d>
<Desti nati onGi dr Bl ock>100. 64. 0. 0/ 10</ Dest i nati onCi dr Bl ock>
</ Rout eEnt ry>
</ Rout eEnt rys>
<Rout eTabl el d>vt b- 2zevpmnmy9t h8cxmm ar qg4</ Rout eTabl el d>
<Rout eTabl eType>Syst enx/ Rout eTabl eType>
<VRout er | d>vrt - 2zef s023vru6xi 3j ei w0z</ VRout er | d>
</ Rout eTabl e>
</ Rout eTabl es>
</ Descri beRout eTabl esResponse>

JSON format

"PageNunber": 1,
"Tot al Count": 1,
"PageSi ze": 10,
"Request | d": "DC668356- BCB4- 42FD- 9BC3- FA2B2E04B634"
"Rout eTabl es": {
"Rout eTabl e": [

"CreationTinme": "2017-08-22T10: 40: 257",
"Rout eEntrys": {
"Rout eEntry": |

"Next Hops": {
"Next Hop": [ ]

"Status": "Avail abl e",
"Type": "Custont,
"I nstancel d": "ri-2zeo3xzyf 38r4urzdpvfs

"Next HopType": "Routerlnterface",



8cxmm ar qg4",

8cxmat ar qg4”,

"Rout eTabl el d": "vtb-2zevpny9th
"DestinationC drBl ock": "10.10.0. 0/ 24"

"Next Hops": {
"Next Hop": [ ]

"Status": "Avail abl e",
"Type": "Systent,

"l nstanceld": "",

"Next HopType": "service",

"Rout eTabl el d": "vtb-2zevpny9th

"Desti nati onC dr Bl ock": "100.64.0.0/10"

"Rout eTabl el d": "vtb-2zevpnmy9t h8cxmm ar qg4”,
"Rout eTabl eType": " Systent,
"VRout er | d":

10.3 ConnectRouterinterface

"vrt-2zef so23vnmubxi 3j ei woz"

The initiator router interface initiates a connection to the receiver router interface.

After this APl is called, the router interface changes to the Connecting status. When the

connection is established, the router interface changes to the Active status and the two VPCs are

interconnected through the intranet.

Note the following before initiating a connection:

* Only an initiator router interface in the Idle status can initiate a connection.

» Up to one pair of interconnected router interfaces can be created between any two routers.

+ |If there is a delinquent router interface under the account, you cannot initiate a connection.

Request parameters

rfaceld

Name Type Required Description

Action String Yes The action to perform. Valid value:
Connect Rout erl nterface

Regi onl d String Yes The region of the router interface.
You can obtain the region ID by calling the
Descri beRegi ons API.

Routerlnte String Yes The ID of initiator router interface.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example
https://vpc. al i yuncs. conf ?Acti on=Connect Rout erl nterface
&Regi onl d=cn- hangzhou

&Rout er I nt er f acel d=ri - sf 3r xsf
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Connect Rout er | nt er f aceResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Connect Rout er | nt er f aceResponse>

e JSON format

"Request | d": "OED8DO06- F706-4D23- 88ED- E11ED28DCACO"

10.4 ActivateRouterinterface

Activate a router interface in the Inactive status.

After the APl is called, the router interface changes to the Activating status. When the activation

completes, the router interface changes to the Active status.

Note:

A delinquent router interface cannot be activated.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
ActivateRouterinterface

Regi onl d String Yes The region of the router interface.
You can obtain the region ID by calling the
Descri beRegi ons API.




Name Type Required Description

Routerlnte String Yes The ID of the router interface.
rfacel d

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Acti vat eRouterlnterface
&Regi onl d=cn- hangzhou

&Rout er | nterfacel d=ri - sf 3rxsf

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Acti vat eRout er | nt er f aceResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Acti vat eRout er | nt er f aceResponse>

+ JSON format

"Request|d": "OED8D006-F706-4D23-88ED- E11ED28DCACO"

10.5 DeactivateRouterInterface

Deactivate a router interface.

After the APl is called, the router interface changes to the Deactivating status. When the

deactivation completes, the router interface changes to the Inactive status.

Note:

A delinquent router interface cannot be deactivated.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:




Name Type Required Description

Deacti vat eRout er | nterface

Regi onl d String Yes The region of the router interface.
You can obtain the region ID by calling the
Descri beRegi ons API.

Routerlnte String Yes The ID of the router interface.

rfaceld

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Deacti vat eRout erl nterface
&Regi onl d=cn- hangzhou

&Rout er | nt er f acel d=ri - sf 3r xsf

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Act i vat eRout er I nt erf aceResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Acti vat eRout er | nt er f aceResponse>

e JSON format

"Request | d": "OED8DO06-F706-4D23-88ED- E11ED28DCACO"

10.6 ModifyRouterinterfaceSpec

Modify the specification of a router interface.

After calling the API, the router interface changes to the Activating status. After the activation, the

router interface changes to the Active status.

Note:

You cannot modify the specification of a delinquent router interface.



Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Modi f yRout er I nt er f aceSpec
Regi onl d String Yes The region of the router interface.
You can obtain the region ID by calling the
Descri beRegi ons API.
Routerlnte String Yes The ID of the router interface.
rfacel d
Spec String Yes The specification of the router interface.
d i ent Token String No A client token used to guarantee the idempotence of
requests.
This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters
Response parameters
Name Type Description
Request | d String The ID of the request.
Spec String The specification of the router interface.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi f yRout er | nt er f aceSpec
&Regi onl d=cn- hangzhou
&Spec=M ddl e. 2

&Rout er I nt er facel d=ri - 2ze7f buohnm7pcxxxxxx
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Modi f yRout er | nt er f aceSpecResponse>

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>

<Spec>M ddl e.

2</ Spec>




« JSON format

"Request | d":

"Spec": "M ddl e.

</ Modi f yRout er | nt er f aceSpecResponse>

" OED8D006- F706- 4D23- 88ED- E11ED28DCACO" ,

10.7 ModifyRouterinterfaceAttribute

Modify the configurations of a router interface.

Request parameters

terfaceid

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Modi f yRout erl nterfaceAttribute
Regi onl d String Yes The region of the router interface.
You can obtain the region ID by calling the
Descri beRegi ons API.
Routerlnte String Yes The ID of the router interface.
rfacel d
AccessPoi ntld |String No The ID of the access point to which the VBR belongs.
You can obtain the region ID by calling the
Descri beRegi ons API.
Note:
You must specify this parameter in the scenario of
physical access.
Routerld String Yes The ID of the VRouter associated with the router
interface.
Del et eHeal Boolean ([No Whether to delete the health check IP configured on
t hCheckl p the router interface. Valid value:
* true: Delete the health check IP.
* fal se(Default): Do not delete the health check IP.
Opposi t eRo String No The ID of the peer router.
uterld
Oppositein String No The ID of the peer router interface.




Name Type Required Description
Oppositeln String No The ID of the owner of the peer router interface.
terfaceOmn
erld
Heal t hChec String No The source IP address used to perform health check
kSourcel p on the physical connection. It must be an unused IP
address of the local VPC.
Note:
You can specify this parameter in the scenario of
physical access.
Heal t hChec String No The destination IP address of health check.
kTargetlp
Note:
This parameter is required when the Heal t hChec
kSour cel p parameter is specified.
Nane String No The name of the router interface.
The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.
Descri ption String No The description of the router interface.
The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi fyRout erl nterfaceAttribute

&Nane=t est

&Rout er I nt erfacel d=ri - 2ze7f buohnvpc3ybei 8nv

&Regi onl d=cn- hangzhou

&CommonPar anet er s

Response example




« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Mbodi fyRout erI nterfaceAttri but eResponse>

<Request | d>980960B0- 2969- 40BF- 8542- EBB34FD358AB</ Request | d>
</ Modi f yRout er I nt erfaceAttri but eResponse>

+ JSON format

"Request | d":

10.8 DeleteRouterinterface

Deletes a router interface.

"980960B0- 2969- 40BF- 8542- EBB34FD358AB"

Note the following before deleting a router interface:

* You can only delete a router interface in the Idle or Inactive status.

+ Before deleting a router interface, you must delete all custom route entries pointing to it.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Del et eRouterl nterface

Regi onl d String Yes The region of the router interface.
You can obtain the region ID by calling the
Descri beRegi ons API.

Routerlnte String Yes The ID of the router interface.

rfaceld

d i ent Token String No A client token used to guarantee the idempotence of
requests.
This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters

Response parameters
Name Type Description
Request | d String The ID of the request.




Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Del et eRout erl nterface
&Regi onl d=cn- hangzhou

&Rout er | nt erfacel d=ri - sf 3r xsf

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eRout er | nt er f aceResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Del et eRout er | nt er f aceResponse>

« JSON format

"Request | d": "OED8DO06-F706-4D23-88ED- E11ED28DCACO"



11 Physical connection

11.1 CreatePhysicalConnection

Create a physical connection.

After the physical connection changes to the Initial status, contact the service provider for

construction.
Note the following before creating a physical connection:

+ The number of physical connections that are not in the Enabled status cannot exceed five.

+ If there is a delinquent physical connection in your account, you cannot apply for more physical

connection.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Cr eat ePhysi cal Connecti on

Regi onl d String Yes The region of the physical connection.
You can obtain the region ID by calling the
Descri beRegi ons API.

AccessPoi ntld |String Yes The ID of the access point used by the physical
connection.

You can obtain the region ID by calling the
Descri beRegi ons API.

Circui t Code String No The circuit code provided by the service provider for
the physical connection.

Li neOper at or String Yes The service provider that provides the physical
connection. Valid value:

* CT: China Telecom
* CU: China Unicom
* CM China Mobile

* CO Others in China
* Equi ni x: Equinix

* O her : Others outside China

Peer Locati on String Yes The geographic location of the local data center.




Name Type Required Description

BandW dt h String No The bandwidth in Mbps of the physical connection.
The default value is 100 and the valid value is [2,
10240].

Port Type String No The port type of the physical connection. Valid value:
* 100Base- T: 100-MB electrical port
* 1000Base- T(default): 1-GB electrical port
* 1000Base- LX: 1-GB single-mode optical port (10

km)
* 10GBase- T: 10-GB electrical port
* 10CGBase- LR 10-GB single-mode optical port (10
km)

Redundant P String No The ID of the redundant physical connection. The

hysi cal Con redundant physical connection must be in the

nectionld Allocated, Confirmed, or Enabled status.

Nane String No The name of the physical connection.
The name The name can contain from 2 to 128
characters including a-z, A-Z, 0-9, dots, underscores,
and hyphens. The name must start with an English
letter, but cannot start with http: // orhttps: //.

Descri ption String No The description of the physical connection.
The description can contain 2-256 characters. It must
start with English letters, but cannot start with ht t p
:// orhttps://.

d i ent Token String No A client token used to guarantee the idempotence of
requests.
This parameter value is generated by the client and is
guaranteed to be unique among different requests.
The maximum length is 64 ASCII characters.

Response parameters

Name Type Description

Request | d String The ID of the request.

Physi cal Co String The ID of the VPC.

nnecti onl d




Examples
Request example

https://vpc. al i yuncs. conl ?Acti on=Cr eat ePhysi cal Connecti on
&Regi onl d=cn-bei jing

&AccessPoi nt | d=ap-cn-beijing-ft-A

&Li neOper at or =CT

&Peer Locat i on=XXX

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat ePhysi cal Connecti onResponse>
<Request | d>8A6A5EC5- 6F6C- 4906- 9689- 56 ACE58A13EQ" </ Request | d>
<Physi cal Connecti onl d>pc- *******x*x*x** </ physj cal Connecti onl d>
</ Cr eat ePhysi cal Connecti onResponse>

e JSON format

{

"Physi cal Connectionl d": "pc-******xkxkxkkxt
"Request | d": "8A6A5SEC5- 6F6C- 4906- 9689- 56 ACE58A13EQ"

}

11.2 CancelPhysicalConnection

Cancel physical connection access. After the cancelling, the physical connection changes to the

Canceled status.

You can only cancel physical connections that are not enabled, including physical connections in

the Initial, Approved, Allocated, or Confirmed status.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Cancel Physi cal Connecti on

Regi onl d String Yes. The region of the physical connection.
You can obtain the region ID by calling the
Descri beRegi ons API.

Physi cal Co String Yes The ID of the physical connection.
nnecti onl d




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

hhttp://vpc. al i yuncs. conf ?Acti on=Cancel Physi cal Connecti on
&Physi cal Connecti onl d=pc- 2zeoaxkg3Xxxxxx

&Regi onl d=cn- bei j i ng
&CommonPar anet er s

Response example

JSON format

"Request | d":

" BE3GE9S5A- F83E-4127- A29E- F2F35D4C999A"

11.3 DescribePhysicalConnections

Query the created physical connections in a region.

Request parameters

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Descri bePhysi cal Connecti ons
Regi onl d String Yes The region of the physical connection.
You can obtain the region ID by calling the
Descri beRegi ons API.
Filter. N String No Filter keys. Up to five filters are supported. The valid
Key value for n is [1, 5].

The relationship between the values of a filter is “or

”. The physical connection is returned as long as one
filter is met.

The relationship between each filter is “and”. The
physical connection is returned only when all the filters
are met.

The following are available filter keys:

* Physi cal Connecti onl d: The ID of the physical

connection.




Name

Type

Required Description

* AccessPoi nt | d: The ID of the access point.

* Type: The type of the physical connection. The
default value is VPC.

* Li neQper at or: The carrier of the physical

connection.
* St at us: The status of the physical connection.
* Spec: The specification of the physical connection.

* Nane: The name of the physical connection.

Filter.n.
Val ue. m

String No

The corresponding value of the specified filter key.
The valid value for mis [1, 5].

PageNunber

Integer No

The number of pages to return. The default value is 1.

PageSi ze

Integer No

The number of rows per page. The maximum value is
50 and the default value is 10.

Response parameters

nnecti onSet

Name Type Description

Request | d String The ID of the request.

Tot al Count String The number of queried entries.
PageNunber Integer The current page number.

Pagesi ze String The number of entries on the current page.
Physi cal Co JSON String A list of physical connections.

Physi cal Connect i onSet objects

Physi cal Co String The ID of the physical connection.

nnecti onl d

AccessPointld String The ID of the physical connection access point.
St at us String The status of the physical connection.

* Initial:applying
* Approved: approved
* Al'l ocati ng: allocating resources

* Al | ocat ed: access construction.




Name Type Description

* Conf i r med: waiting for user confirmation.

* Enabl ed: enabled.

* Rej ect ed: rejected.

* Cancel ed: canceled.

* Allocation Fail ed:resource allocation failed.

* Term nat ed: terminated.
Busi nessSt at us String The payment status of the physical connection.

* Nor mal : normal

* Fi nanci al Locked: financially locked

* SecuritylLocked: locked for security reasons
CreationTine String The time when the physical connection was created.
Enabl edTi e String The time when the physical connection was enabled.
Li neOper at or String The carrier of the physical connection:

* CT: China Telecom

* CU: China Unicom

* CM China Mobile

* CO Others in China

* Equi ni x: Equinix

* O her: Others outside China
Spec String The specification of the physical connection.
Peer Locati on String The geographic location of the local data center.
Port Type String The port type of the physical connection. Valid value:

* 100Base- T: 100-MB electrical port

* 1000Base- T(default): 1-GB electrical port

* 1000Base- LX: 1-GB single-mode optical port (10
km)

* 10GBase- T: 10-GB electrical port

* 10GBase- LR: 10-GB single-mode optical port (10
km)




Name Type Description

Redundant P String The ID of the redundant physical connection.

hysi cal Con

nectionld

Nane String The name of the physical connection.

Descri ption String The description of the physical connection.

ADLocat i on String The location of the physical access device.

Por t Nurber String The port number of the physical access device.

Circuit Code String The circuit code provided by the carrier for the physical

connection.

BandW dt h String The bandwidth of the physical connection.

Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Descri bePhysi cal Connecti ons
&Regi onl d=cn- bei j i ng
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Descri bePhysi cal Connecti onsResponse>
<PageNunber >1</ PageNunber >
<Tot al Count >1</ Tot al Count >
<PageSi ze>10</ PageSi ze>

<Request | d>7C07B0OAF- 4FC0- 4BB2- 9667- F75812824BCD</ Request | d>

<Physi cal Connecti onSet >
<Physi cal Connecti onType>

<Type>VPC</ Type>
<Physi cal Connect i onl d>pc- 2zeoaxkq3j ot 5p71qcnuy</ Physi cal Co

nnecti onl d>

<Peer Locati on>XXX- XX Di stri ct-- XXX Road</ Peer Locati on>
<CreationTi ne>2017-12-13T02: 28: 42Z</ Creati onTi nme>
<Nane>TEST</ Nane>

<St at us>Enabl ed</ St at us>

<AdLocat i on>XXX- - XX- XXX Dat acent er XX Net wor k Cabi net XXU</

AdLocat i on>

<Enabl edTi me>2017- 12- 18T04: 01: 30Z</ Enabl edTi me>
<Busi nessSt at us>Nor mal </ Busi nessSt at us>

<Li neQper at or >CT</ Li neCper at or >

<Por t Nunmber >1/ 1/ 4</ Por t Nunber >

<AccessPoi nt | d>ap- cn- bei j i ng- dx- A</ AccessPoi nt | d>
<Port Type>100Base- T</ Port Type>

<Bandw dt h>2</ Bandwi dt h>
</ Physi cal Connecti onType>
</ Physi cal Connect i onSet >




</ Descri bePhysi cal Connect i onsResponse>

« JSON format

"PageNunber": 1,
"Total Count": 1,
"PageSi ze": 10,
"Request | d": "7C07BOAF- 4FCO- 4BB2- 9667- F75812824BCD",
"Physi cal Connecti onSet": {
"Physi cal Connecti onType": [

"Type": "VPC',

"Physi cal Connectionl d": "pc-2zeoaxkg3j ot 5p7lgcnuy",

"Peer Location": "XXX-XX District--XXX Road",

"CreationTinme": "2017-12-13T02: 28: 427",

n l\b.rrell : n TESTII ,

"Status": "Enabl ed",

"AdLocation": "XXX--XX-XXX Datacenter XX Network Cabi net XXU

"Enabl edTi me": "2017-12-18T04: 01: 302",
"Busi nessStatus”: "Normal ",

"Li neCperator": "CT",

"Port Nurmber": "1/1/4",

"AccessPointld": "ap-cn-beijing-dx-A",
"Port Type": "100Base-T",

"Bandwi dth": 2

11.4 ModifyPhysicalConnectionAttribute

Modify the attributes of a physical connection.
Note the following before modifying the attributes of a physical connection:

+ If you want to modify the specification or the redundant physical connection, the physical
connection must be in the Initial or Rejected status.

* You cannot modify the attributes of the physical connection that is in the Canceled, Allocating,
AllocationFailed, or Terminated status.

» After modification, the physical connection in the Rejected status will change to the Initial status

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Modi f yPhysi cal Connecti onAttri bute

Regi onl d String Yes The region of the physical connection.




Name

Type

Requirec

Description

You can obtain the region ID by calling the
Descri beRegi ons API.

Physi cal Co
nnectionl d

String

Yes

The ID of the physical connection.

Li neOper at or

String

No

The carrier that provides the physical connection.
Valid value:

* CT: China Telecom
* CU: China Unicom

* CM China Mobile

* CO Others in China
* Equi ni x: Equinix

* O her : Others outside China

Circui t Code

String

No

The circuit code provided by the carrier for the
physical connection.

Peer Locat i on

String

No

The geographic location of the local data center.

Bandwi dt h

String

No

The bandwidth in Mbps of the physical connection.
The default value is 100 and the valid value is [2,
10240].

Port Type

String

No

The port type of the physical connection. Valid value:

* 100Base- T: 100-MB electrical port

* 1000Base- T(default): 1-GB electrical port

* 1000Base- LX: 1-GB single-mode optical port (10
km)

* 10GBase- T: 10-GB electrical port

* 10GBase- LR 10-GB single-mode optical port (10
km)

Redundant P
hysi cal Con
nectionld

String

No

The ID of the redundant physical connection. The
redundant physical connection must be in the
Allocated, Confirmed, or Enabled status.

Name

String

No

The name of the physical connection.
The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The




Name Type Required Description
name must start with an English letter, but cannot start
withhttp:// orhttps://.
Descri ption String No The description of the physical connection.
The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.
d i ent Token String No A client token used to guarantee the idempotence of
requests.
This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conl ?Act i on=Modi f yPhysi cal Connecti onAttri bute
&Physi cal Connecti onl d=pc- 2zeoaxkg3XxxxXxx
&Regi onl d=cn- bei j i ng

&Nane=t est 3

&ConmmonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Mbodi f yPhysi cal Connecti onAttri but eResponse>

<Request | d>8A6A5EC5- 6F6C- 4906- 9689- 56 ACES8AL13E0" </ Request | d>
</ Modi f yPhysi cal Connecti onAttri but eResponse>

+ JSON format




"Request | d": "8A6A5EC5- 6F6C- 4906- 9689- 56 ACE58A13EQ"

11.5 TerminatePhysicalConnection

Terminate the access of the physical connection after the physical connection is enabled. The
physical connection changes to the Terminating status after the APl is called and changes to the

Terminated status when the process is completed.
Note the following before terminating a physical connection:

* You can only terminate a physical connection in the Enabled status.
» Before terminating a physical connection, you must delete the Virtual Border Routers (VBRs)

associated with the physical connection.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Ter m nat ePhysi cal Connecti on

Regi onl d String Yes The region of the physical connection.
You can obtain the region ID by calling the
Descri beRegi ons API.

Physi cal Co String Yes The ID of the physical connection.
nnecti onl d

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conf ?Act i on=Ter m nat ePhysi cal Connecti on
&Physi cal Connecti onl d=pc- 2zeoaxkg3XxxxXXxx

&Regi onl d=cn-bei jing

&CommonPar anet er s

Response example
XML format

<? xm version="1.0" encodi ng="UTF-8"? >



"Request | d":

"513E0A50- 4F2D- 4CBE- BF35- 40559DF65D79"

11.6 EnablePhysicalConnection

Enable the physical connection in the Confirmed status. After enabled, the physical connection

changes to the Enabled status.

Request parameters

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Enabl ePhysi cal Connecti on
Regi onl d String Yes The region of the physical connection.
You can obtain the region ID by calling the
Descri beRegi ons API.
Physi cal Co String Yes The ID of the physical connection.
nnecti onl d
d i ent Token String No A client token used to guarantee the idempotence of
requests.
This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Act i on=Enabl ePhysi cal Connecti on
&Physi cal Connecti onl d=pc- 2zeoaxkg3Xxxxxx

&Regi onl d=cn-bei jing
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Enabl ePhysi cal Connecti onResponse>

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>




</ Enabl ePhysi cal Connecti onResponse>

« JSON format

"Request|d": "OED8DO006- F706-4D23- 88ED- E11ED28DCACO"

11.7 DeletePhysicalConnection

Delete a physical connection.

You can only delete a physical connection in the Rejected, Canceled, AllocationFailed, or

Terminated status.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Del et ePhysi cal Connecti on

Regi onl d String Yes The region of the physical connection.
You can obtain the region ID by calling the
Descri beRegi ons API.

Physi cal Co String Yes The ID of the physical connection.
nnecti onl d

Return Parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Act i on=Del et ePhysi cal Connecti on
&Physi cal Connecti onl d=pc- 2zeoaxkg3Xxxxx

&Regi onl d=cn-bei jing

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et ePhysi cal Connecti onResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>



</ Del et ePhysi cal Connecti onResponse>

« JSON format

"Request|d": "OED8DO006- F706-4D23- 88ED- E11ED28DCACO"



12 Virtual Border Router

12.1 CreateVirtualBorderRouter

Create a Virtual Border Router (VBR).

Each leased line (physical connection) can associate with two VBRs, one belongs to your own

account and the other one belongs to another account: If you create a VBR using your account,

the status of the VBR is Enabled after the APl is called. If you create a VBR using another account

, the status of the VBR is Unconfirmed after the API is called.

Request parameters

aylp

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Creat eVi rt ual Bor der Rout er
Regi onl d String Yes The region of the physical connection.
You can obtain the region ID by calling the
Descri beRegi ons API.
Physi cal Co String Yes The ID of the physical connection.
nnectionld
Vbr Omner 1 d String No The account ID of the VBR owner.
The default value is account ID of the user who is
calling the API.
VI anl d String Yes The VLAN ID of the VBR. Valid value: [1, 2999].
Note:
The VLAN IDs of two VBRs of the same physical
connection must be different.
Circui t Code String Yes The circuit code provided by the carrier for the
physical connection.
Note:
Only the owner of the physical connection can
specify this parameter.
Local Gat ew String Yes The Alibaba Cloud-side IP of the VBR.




Name Type Required Description

Peer Gat ewa String Yes The client-side IP of the VBR.

yl ps

Peer i ngSub String No The subnet mask for the Alibaba Cloud-side IP and

net Mask the client-side IP.
The two IP addresses must locate in the same subnet.

Nane String No The name of the VBR.
The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.

Descri ption String No The description of the VBR.
The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.

d i ent Token String No A client token used to guarantee the idempotence of
requests.
This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters

Response parameters

Name Type Description

Request | d String The ID of the request.

Vbr | d String The ID of the VBR.

Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Cr eat eVi rt ual Bor der Rout er
&Physi cal Connecti onl d=pc- 2zeoaxk(q3j ot XXXXXXXX
&Regi onl d=cn- hangzhou

&Vl anl d=10

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eRout er I nt er f aceResponse>
<Request | d>980960B0- 2969- 40BF- 8542- EBB34FD358AB</ Request | d>




<Vbr | d>vbr - 2zecmmg5gvu8i 4t el khw</ Vbr | d>
</ Creat eRout er | nt er f aceResponse>

e JSON format

"Request I d": "980960B0- 2969- 40BF- 8542- EBB34FD358AB"
"Vbrld": "vbr-2zecmmvg5gvu8i 4t el khw"

12.2 DeleteVirtualBorderRouter

Delete a VBR.
Note the following before deleting a VBR:

+ Before deleting a VBR, you must delete all router interfaces on the VBR.
* You can only delete a VBR in the Unconfirmed, Enabled, or Terminated status.

+ If the owner of a physical connection wants to delete a VBR under another account, the VBR

must be in the Unconfirmed status.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Del et eVi rt ual Bor der Rout er

Regi onl d String Yes The region of the VBR.
You can obtain the region ID by calling the
Descri beRegi ons API.

Vbrld String Yes The ID of the VBR.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Del et eVi rt ual Bor der Rout er
&Vbr | d=pc- 2zeoaxkg3xxxxx
&CommonPar anet er s

Response example



« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eVi r t ual Bor der Rout er Response>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Del et eVi rt ual Bor der Rout er Response>

+ JSON format

" n

"Requestid": "maid

12.3 DescribeVirtualBorderRouters

Query the created Virtual Border Routers (VBRS).

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beVi rt ual Bor der Rout er s

Regi onl d String Yes The region of the VBR.
You can obtain the region ID by calling the
Descri beRegi ons API.

Filter.n. Key String No Filter keys. Up to five filters are supported. Valid value

fornis [1,5].

The relationship between the values of a filter is "or".

A VBR is returned as long as one filter is met.

The relationship between each filter is "and". A VBR is

returned only when all the filters are met.

The following are available filter keys:

* Physi cal Connecti onl d: The ID of the physical
connection.

* Vbrld: The ID of the VBR.

* St at us: The status of the VBR.

* AccessPoi nt | d: The ID of the access point of the

associated physical connection.

* Nane: The name of the VBR.

Filter.n. String No The corresponding value of the specified filter key.
Val ue. m The valid value of mis [1, 5].

PageNumber Integer No The number of pages to return. The default value is 1.




Name Type Required Description

PageSi ze Integer No The number of rows per page. The maximum value is
50 and the default value is 10.

Response parameters

Name Type Description

Request 1 d String The ID of the request.

Tot al Count String The number of queried entries.

PageNumnber Integer The current page number.

PageSi ze String The number of entries on the current page.

Vi r t ual Bor List A list of VBRs. For more information, see Table 12-1:
der Rout er Set VirtualBorderRouter.

Table 12-1: VirtualBorderRouter

Name Type Description
Vbr | d String The ID of the VBR.
Vbr Omner Ui d String The ID of the VBR owner. When the VBR owner and

the physical connection owner are the same, this
parameter is empty.

CreationTi ne Integer The time when the VBR is created.

Acti vati onTi ne String The first time when the VBR was activated.
Term nationTi me [String The last time when the VBR was terminated.
RecoveryTi ne String The last time when the VBR recovered from the

Terminated status to the Active status.

St at us String The status of the VBR.

VI anl d String The VLAN ID of the VBR.

Circuit Code String The circuit code provided by the carrier for the leased
line.

Rout eTabl el d String The ID of the route table of the VBR.

VI anl nterfaceld [String The ID of the router interface of the VBR.

Local Gat ewayl p String The Alibaba Cloud-side IP.

Peer Gat ewayl p String The client-side IP.




Name Type Description
Peer i ngSub String The subnet mask for the Alibaba Cloud-side IP and the
net Mask client-side IP.
Nane String The name of the VBR.
Descri ption String The description of the VBR.
Physi cal Co String The ID of the physical connection that the VBR belongs
nnecti onl d to.
AccessPointld String The ID of the physical connection access point.
St at us String The status of the physical connection:
* Initial:applying
* Approved: approved
* Al'l ocati ng: allocating resources
* Al | ocat ed: access construction.
* Conf i r med: wait for user confirmation.
* Enabl ed: enabled.
* Rej ect ed: rejected.
* Cancel ed: cancelled.
* Allocation Fail ed: resource allocation failed.
* Term nat ed: terminated.
Busi nessSt at us String The payment status of the physical connection:

* Nor nal : normal
* Fi nanci al Locked: financially locked

* SecuritylLocked: locked for security reasons

Examples

Request example

https://vpc. al i yuncs. conl ?Acti on=Descri beVi rt ual Bor der Rout er s
&Regi onl d=cn-bei jing

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >




<Descri beVi rt ual Bor der Rout er sResponse>

<Request | d>AE65530E- 8436- 4FB1- 8217-
DCD35712AC89</ Request | d>

<PageNunber >1</ PageNunber >

<Vi r t ual Bor der Rout er Set >

<Vi rt ual Bor der Rout er Type>

<Local Gat ewayl p>10. 1. 1. 1</ Local Gat ewayl p>

<Peer Gat ewayl p>10. 2. 2. 2</ Peer Gat eway| p>

<Descri pti on></Descri ption>

<Physi cal Connect i onOamner U d>1231579085529123
</ Physi cal Connect i onOaner Ui d>

<Ml anl d>10</ VI anl d>

<Recover yTi me></ Recover yTi ne>

<Physi cal Connect i onSt at us>Enabl ed</
Physi cal Connecti onSt at us>

<Physi cal Connecti onl d>pc- 2zeoaxkq3j
ot 5p71gcnuy</ Physi cal Connecti onl d>

<Rout eTabl el d>vt b- 2ze9hnd6yof whb1dd79j 9</
Rout eTabl el d>

<Peer i ngSubnet Mask>255. 0. 0. 0</ Peeri ngSub
net Mask>

<Term nati onTi me></ Ter m nati onTi ne>

<Name></ Nane>

<CreationTi ne>2018- 03-06T11: 16: 34z</
CreationTi me>

<ActivationTi ne>2018- 03-06T11: 16: 34Z</
ActivationTi me>

<Ci rcui t Code></ Gi r cui t Code>

<St at us>acti ve</ St at us>

<Physi cal Connect i onBusi nessSt at us>Nor mal </
Physi cal Connect i onBusi nessSt at us>

<Vl anl nt erfacel d>ri - 2zeuntr gu0586gj r oci knx/
VI anl nt erfacel d>

<AccessPoi nt | d>ap- cn- bei j i ng- dx- A</
AccessPoi nt | d>

<Vbr | d>vbr - 2zecmmg5gvu8i 4t el khw</ Vbr | d>

</ Vi rt ual Bor der Rout er Type>

</ Vi r t ual Bor der Rout er Set >

<Tot al Count >1</ Tot al Count >

<PageSi ze>10</ PageSi ze>

</ Descri beVi rt ual Bor der Rout er sResponse>

JSON format

"PageNunber": 1,
"Vi rtual Border Router Set": {
"Virtual Border Rout er Type": [

"Local Gat ewayl p": "10.1.1.1",
"Peer Gat ewayl p": "10.2.2.2",

"Description": "",
"Physi cal Connecti onOamner Ui d": "1231579085xxxx",
"Vl anl d": 10,

"RecoveryTime": "",

"Physi cal Connecti onSt atus": "Enabl ed",

"Physi cal Connectionl d": "pc-2zeoaxkg3j ot xxxxx",
"Rout eTabl el d": "vt b-2ze9hnmd6yof wxxxxxx",
"Peeri ngSubnet Mask": "255.0.0.0",

"Term nationTinme": "",

"Name": "",

"CreationTine": "2018-03-06T11: 16: 347",



"ActivationTime": "2018-03-06T11: 16: 342",

"CircuitCode": "",

"Status": "active",

"Physi cal Connecti onBusi nessStatus": "Nornmal",
"Vl anl nterfaceld": "ri-2zeunbr gu058xxxxxx",
"AccessPointld": "ap-cn-beijing-dx-A",
"Vbrld": "vbr-2zecmvg5gvuxxxxxx"

"Tot al Count": 1,
"PageSi ze": 10,
"Request | d": "98B24329- ADC9- 4725- A5F8- 6C1B282DA17D"

12.4 DescribeVirtualBorderRoutersForPhysicalConnection

Query the Virtual Border Routers created for a physical connection.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Descri beVi rt ual Bor der Rout er sFor Physi cal C
onnecti on

Regi onl d String Yes The region of the physical connection.

You can obtain the region ID by calling the
Descri beRegi ons API.

Physi cal Co String No The ID of the physical connection.

nnectionld

PageNumnber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is

50 and the default value is 10.

Response parameters

Name Type Description

Request | d String The ID of the request.

Tot al Count String The number of queried entries.
PageNunber Integer The current page number.

PageSi ze String The number of entries on the current page.
Vi rt ual Bor List A list of VBRs.

der Router F

or Physi cal

Connect i onSet




Table 12-2: VirtualBorderRouterForPhysicalConnection

Name Type Description

Vbrid String The ID of the VBR.

Vbr Oaner Ui d String The account ID of the VBR owner. This parameter
is empty when the VBR owner and the physical
connection owner are the same.

CreationTi ne Integer The time when the VBR is created.

ActivationTi me String The first time when the VBR was activated.

Termi nationTi me [String The last time when the VBR was terminated.

RecoveryTi ne String The last time when the VBR recovered from the
Terminated status to the Active status.

VI anld String The VLAN ID of the VBR.

Circuit Code String The circuit code provided by the carrier for the physical
connection.

Examples

Request example

htt ps://vpc. al i yuncs. conl ?Acti on=Descri beVi rt ual Bor der Rout er sFo
r Physi cal Connecti on

&Regi onl d=cn- bei j i ng
&Physi cal Connect i onl d=pc- 2zeoaxkqg3j oxxxx
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

onnect i onResponse>
<Request | d>03E8CB87- 5876- 4034- BBB2- 6E0851281C37</ Request | d>
<PageNunber >1</ PageNunber >
<Tot al Count >2</ Tot al Count >

<PageSi ze>10</ PageSi ze>

<Descri beVi rt ual Bor der Rout er sFor Physi cal C

<Vi rt ual Bor der Rout er For Physi cal Connect i onSet >

<Vi rt ual Bor der Rout er For Physi cal Connecti onType>
<ActivationTi me>2018-03-06T11: 16: 34Z</ Acti vati onTi me>
<CreationTi ne>2018-03-06T11: 16: 34Z</ Creati onTi ne>

<Ci rcui t Code></ Ci rcui t Code>

<Vl anl d>10</ VI anl d>

<Recover yTi ne></ Recover yTi ne>

<Vbr Onner Uxxx231579085529123</ Vbr Omner Ui d>

<Ter m nati onTi me></ Term nat i onTi ne>

<Vbr | d>Vbr xxxxx- 2zecmm/g5gvu8i 4t el khw</ Vbr | d>
</ Vi r t ual Bor der Rout er For Physi cal Connecti onType>




<Vi rt ual Bor der Rout er For Physi cal Connecti onType>
<ActivationTi me>2018- 01- 04T13: 34: 18Z</ Acti vati onTi nme>
<CreationTi ne>2018-01- 04T13: 34: 18Z</ Creati onTi ne>

<Ci rcui t Code></ Ci rcui t Code>

<Vl anl d>100</ VI anl d>

<Recover yTi ne></ Recover yTi ne>

<Vxxxbr Oaner Ui d>1231579085529123</ Vbr Onner Ui d>

<Term nati onTi me></ Ter m nati onTi ne>

<Vbr | d>vbr - 2zee2e2cwet x4k0t ohakw</ Vbr | d>

</ Vi r t ual Bor der Rout er For Physi cal Connecti onType>

</ Descri beVi rt ual Bor der Rout er sFor Physi cal Connecti onResponse>

+ JSON format

"PageNunber": 1,
"Tot al Count": 2,
"Pagesi ze": 10,
"Request|d": "O03E8CB87-5876-4034-BBB2- 6E0851281C37",
"Vi rt ual Bor der Rout er For Physi cal Connecti onSet": {
"Vi rt ual Bor der Rout er For Physi cal Connecti onType": |

"ActivationTinme": "2018-03-06T11:16: 347",
"CreationTinme": "2018-03-06T11: 16: 347",
"CircuitCode": "",

"Wl anl d": 10,
"RecoveryTi ne": ,
"Vbr Omer Ui d": "1231579085xxxxxx529123",
"Term nati onTi ne": ,
"Vbrid": "vbr-2zecmmvg5gvu8xxxxw"

"ActivationTine": "2018-01-04T13: 34: 182",
"CreationTine": "2018-01-04T13: 34: 187",
"Porteritcode ":"",

"Vl anl d": 100,

"RecoveryTi ne": ,

"Vbr Omer Ui d": "1231579085xxx",

"Term nationTi me": "",
"Vbri1d": "vbr-2zee2e2cwet x4k0t xxxxakw"

12.5 ModifyVirtualBorderRouterAttribute

Modify the configurations of a VBR.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Modi fyVi rt ual Border Router Attri bute

Regi onl d String Yes The region of the VBR.
You can obtain the region ID by calling the
Descri beRegi ons API.




Name Type Required Description
Vbrid String Yes The ID of the VBR.
VI anl d String Yes The VLAN ID of the VBR. Valid value: [1, 2999].
Note:
Only the owner of the physical connection can
specify this parameter. The VLAN IDs of two VBRs
of the same physical connection must be different.
Circuit Code String Yes The circuit code provided by the network operator for
the physical connection.
Note:
This parameter can only be specified by the owner of
the physical connection.
Local Gat ew String Yes The Alibaba Cloud-Side IP address used as the
aylp gateway to connect to the local IDC.
Peer Gat ewa String Yes The customer-side IP address used as the gateway to
yl ps connect to VPC.
Peer i ngSub String No The subnet mask of the Alibaba Cloud-side IP address
net Mask and the customer-side IP address.
The two IP addresses must be in the same subnet.
Nane String No The name of the VBR.
The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.
Descri ption String No The description of the VBR.
The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.
Response parameters
Name Type Description
Request | d String The ID of the request.




Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi fyVi rtual Border RouterAttri bute
&Vbr | d=vbr - 2zee2e2cwet x4k0t ohakw

&Nane=t est

&CommonPar anet er s

Response example

« XML format

<? xml version =

« JSON format

"Request | d":

"1.0" encoding = "utf-8 "? >
<Modi f yVi rt ual Bor der Rout er Att ri but eResponse>
<Request | d>980960B0- 2969- 40BF- 8542- EBB34FD358AB</ Request | d>
</ Modi f yVi rt ual Bor der Rout er At t ri but eResponse>

" 980960B0- 2969- 40BF- 8542- EBB34FD358AB"

12.6 TerminateVirtualBorderRouter

Terminate the virtual border router (VBR ).

After the APl is called, the VBR status will be changed from the Enabled status to the Terminated

status. Note the following before terminating a VBR.

Note:

Only the owner of the physical connection that the VBR connects to can call the API.

Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Ter m nat eVi rt ual Bor der Rout er
Regi onl d String Yes The region of the VBR.
You can obtain the region ID by calling the
Descri beRegi ons API.
Vbr | d String Yes The ID of the VBR.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Ter m nat eVi rt ual Bor der Rout er
&Vbr | d=pc- 2zeoaxkg3xXxxxx
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Ter m nat eVi rt ual Bor der Rout er Response>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Ter mi nat eVi r t ual Bor der Rout er Response>

« JSON format

"Request|d": "OED8DO006- F706-4D23- 88ED- E11ED28DCACO"

12.7 RecoverVirtualBorderRouter

Recover a terminated VBR.

After the APl is called, the VBR status will be changed from the Terminated status to the

Recovering status. When the operation is completed, the status of the VBR is Enabled. Note the

following before recovering a VBR:

* Only the owner of the physical connection can call this API.

» The physical connection that the VBR connects to must be in the Enabled status.

» The recovery fails if the VLAN ID is used by other VBR after the VBR is terminated after 7 days

. If the VLAN ID is occupied, the recovery operation fails.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Recover Vi rt ual Bor der Rout er

Regi onl d String Yes The region of the VBR.




Name Type Required Description

You can obtain the region ID by calling the
Descri beRegi ons API.

Vbrid String Yes The ID of the VBR.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Recover Vi rt ual Bor der Rout er
&\Vbr | d=pc- 2zeoaxkg3xxxxx
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Recover Vi rt ual Bor der Rout er Response>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Recover Vi rt ual Bor der Rout er Response>

 JSON format

"Request | d": "OED8D0O06- F706-4D23- 88ED- E11ED28DCACO"



13 BGP

13.1 CreateBgpGroup

Create a BGP group.

You can use BGP for the communication between the Virtual Border Router (VBR) and the local
IDC. To use BGP, add the BGP peer communicating with the VBR to the corresponding BGP
group and advertise the BGP network in the VBR.

A BGP group is used for simplifying BGP configurations. You can combine repetitive configurat
ions into a BGP group to reduce the configuration complexity. Each BGP group is associated with

an autonomous system number (ASN).
Note the following before creating a BGP group:

* The supported BGP version is 4 (BGP4).
* |Pv4 BGP is supported, but IPv6 BGP is not supported.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Cr eat eBgpG oup

Regi onl d String Yes The region of the BGP group.
You can obtain the region ID by calling the
Descri beRegi ons API.

Routerld String No The ID of the VBR.

Peer ASN String Yes The ASN of the BGP peer. It can 2 bytes or 4 bytes in
length, but cannot be the same as the Alibaba Cloud-
side ASN 45104.

Aut hkey String No The authentication key of the BGP group.

Nane String No The name of the BGP group.

The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, dots, underlines, and hyphens.
The name must start with an English letter, but cannot
startwithhttp:// orhttps://.

Descri ption String No The description of the BGP group.




Name Type Required Description

The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.

d i ent Token String No The client token that guarantees the power equality of
the request.

This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters

Return parameters

Name Type Description

Request | d String The ID of the request.

BgpG oupl d String The ID of the created BGP group.
Examples

Request example

htt ps://vpc. aliyuncs. conl ?Acti on=Cr eat eBgpG oup
&Regi onl d=cn- bei j i ng

&Peer Asn=2010

&Rout er | d=vbr - 2zef f 1102sghnplu7ci 93

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eBgpG oupResponse>
<BgpG oupl d>bgpg- 2zendnzngq9l kj khvl r sr </ BgpG oupl d>
<Request | d>C1221A1F- 2ACD- 4592- 8F27- 474E02883159</ Request | d>
</ Cr eat eBgpG oupResponse>

+ JSON format

"BgpG oupl d": "bgpg-2zendnzngq9l kj khvl rsr",



"Request | d": "Cl221Al1F- 2ACD- 4592- 8F27- 474E02883159"

13.2 DescribeBgpGroups

Query the created BGP groups.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beBgpG oups

Regi onl d String No The region of the BGP group.
You can obtain the region ID by calling the
Descri beRegi ons API.

BgpG oupl d String No The ID of the BGP group.

Routerld String No The ID of the VBR associated with the BGP group.
PageNurber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is

50 and the default value is 10.

Response parameters

Name Type Description

Request | d String The ID of the request.

Tot al Count String The number of queried entries.

PageNurber Integer The current page number.

PageSi ze String The number of entries on the current page.
BGPG oups List A list of BGP groups. For more information, see

Table 13-1: BGPGroup

Name Type Description

BgpG oupl d String The ID of the BGP group.

Nane String The name of the BGP group.

St at us String The status of the BGP group.

Routerld String The ID of the VBR associated with the BGP group.
Regi onl d String The region of the BGP group.




Name Type Description
Descri ption Integer The description of the BGP group.
Aut hkey String The authentication key of the BGP group.
Peer Asn String The ASN of the BGP peer.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beBgpG oups
&Regi onl d=cn- bei j i ng
&CommonPar anmet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >

<Descri beBgpG oupsResponse>
<Tot al Count >1</ Tot al Count >
<PageSi ze>10</ PageSi ze>
<Request | d>09E2C0FD- 37FF- 4737- 80DF- 517AC36D43DB</ Request | d>
<BgpG oups>
<BgpG oup>
<BgpG oupl d>bgpg- 2zev8h2wo414sf hj gdl hh</ BgpG oupl d>
<Local Asn>45104</ Local Asn>
<Hol d>30</ Hol d>
<Descri pti on></Descri pti on>
<Aut hKey></ Aut hKey>
<| sFake>t rue</ | sFake>
<Peer Asn>234</ Peer Asn>
<Keepal i ve>10</ Keepal i ve>
<Rout eLi m t >99</ Rout eLi mi t >
<Name>G oupl</ Name>
<St at us>Pendi ng</ St at us>
<Rout er | d>vbr - 2zecnmvg5gvu8i 4t el khw</ Rout er | d>
<Regi onl d>cn- bei j i ng</ Regi onl d>
</ BgpG oup>
</ BgpGr oups>
</ Descri beBgpG oupsResponse>

» JSON format

"Tot al Count": 1,
"PageSi ze": 10,
"Request|d": "09E2COFD- 37FF-4737- 80DF- 517AC36D43DB",
"BgpG oups": {
"BgpG oup”: |

"BgpG oupl d": "bgpg- 2zev8h2wo414sf hj gdl hh",
"Local Asn": 45104,

"Hol d": 30,

"Description": "",

" Aut hKey": "",




"| sFake": true,
"Peer Asn": 234,

" Keepal i ve":
"RouteLimt'

10,

': 99,

n l\brmll : n G. Oupl" ,
"Status": "Pending",

"Routerld":
"Regi onl d":

"vbr-2zecmmvg5gvu8i 4t el khw',
"cn-beijing"

13.3 ModifyBgpGroupAttribute

Modify the configurations of a BGP group.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Modi f yBgpGr oupAttri bute

Regi onl d String Yes The region of the BGP group.
You can obtain the region ID by calling the
Descri beRegi ons API.

Peer ASN String Yes The ASN of the BGP peer. It can be 2 bytes or 4 bytes
in length. The ASN of the BGP peer cannot be the
same as the Alibaba Cloud-side ASN (45104).

Routerld String No The ID of the VBR.

Nane String No The name of the BGP group.
The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.

Descri ption String No The description of the BGP group.
The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.

Request parameters
Name Type Description
Request | d String The ID of the request.




Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Modi f yBgpG oupAttri bute
&Regi onl d=cn-bei jing

&BgpG oupl d=2010

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Modi f yBgpG oupAt t ri but eResponse>
<Request | d>C1221A1F- 2ACD- 4592- 8F27- 474E02883159</ Request | d>
</ Modi f yBgpGr oupAt t ri but eResponse>

« JSON format

"Request | d": "Cl221Al1F- 2ACD- 4592- 8F27- 474E02883159"

13.4 DeleteBgpGroup

Delete a BGP group.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Del et eBgpGr oup

Regi onl d String Yes The region of the BGP group.
You can obtain the region ID by calling the
Descri beRegi ons API.

BgpG oupl d String Yes The ID of the BGP group.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

htt ps://vpc. aliyuncs. conl ?Act i on=Del et eBgpG oup
&Regi onl d=cn-bei jing



&BgpG oupl d=bgpg- 2zendnzngq9l kj khvl r sr
&ComonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eBgpG oupResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Del et eBgpG oupResponse>

+ JSON format

"Request | d": "OED8DO06- F706-4D23- 88ED- E11ED28DCACO"

13.5 CreateBgpPeer

Add a BGP peer to a BGP group.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Cr eat eBgpPeer

Regi onl d String Yes The region of the BGP group.
You can obtain the region ID by calling the
Descri beRegi ons API.

BgpG oupl d String Yes The ID of the BGP group.

Peer | pAddr ess | String Yes The IP address of the BGP peer.

Response parameters

Name Type Description

Request | d String The ID of the request.

BgpPeer | d String The ID of the BGP peer.
Examples

Request example

https://vpc. aliyuncs. conl ?Act i on=Cr eat eBgpPeer
&Regi onl d=cn- bei j i ng

&Peer | pAddress=11. 11. 11. 11

&BgpG oupl d=bgpg- 2zendnzngq9l kj khvl r sr



&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Cr eat eBgpPeer Response>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>

</ Cr eat eBgpPeer Response>

« JSON format

"Request | d":

13.6 DescribeBgpPeers

Query the BGP peers in a region.

Request parameters

" OED8D006- F706- 4D23- 88ED- E11ED28DCACO"

Name Type Required Description
Action String Yes The action to perform. Valid value:
Descri beBgpPeer s
Regi onl d String Yes The region of the BGP peer.
You can obtain the region ID by calling the
Descri beRegi ons API.
BgpPeer | d String No The ID of the BGP peer.
Routerld String No The ID of the VBR.
PageNunber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is
50 and the default value is 10.
Response parameters
Name Type Description
Request | d String The ID of the request.
Tot al Count String The number of queried entries.
PageNunber Integer The current page number.
PageSi ze String The number of entries on the current page.
BgpPeer s List A list of BGP peers.




Table 13-2: BgpPeer

Name Type Description
BGPPeer | d String The ID of the BGP peer.
Nane String The name of the BGP peer.
Local | pAddr ess String The IP address of the Alibaba Cloud side.
Peer | pAddr ess String The IP address of the BGP peer.
Peer ASN String The ASN of the BGP peer.
BGPSt at us Integer The connection status of BGP.
Aut hkey String The key used by the BGP group.
Routerld String The status of the BGP peer.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beBgpPeer s
&Regi onl d=cn- bei j i ng
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Descri beBgpG oupsResponse>
<Tot al Count >2</ Tot al Count >
<PageSi ze>10</ PageSi ze>
<Request | d>16DFA5E6- 9771- 41B7- BO79- DD7C2DF49BE6</ Request | d>
<BgpPeer s>
<BgpPeer >
<BgpG oupl d>bgpg- 2zev8h2wo414sf hj gdl hh</ BgpG oupl d>
<Local Asn>45104</ Local Asn>
<Peer | pAddress>11. 11. 11. 1</ Peer | pAddr ess>
<Hol d>30</ Hol d>
<Descri pti on></ Descri pti on>
<Aut hKey></ Aut hKey>
<| sFake>t rue</ | sFake>
<Peer Asn>234</ Peer Asn>
<Keepal i ve>10</ Keepal i ve>
<Rout eLi mi t >99</ Rout eLi mi t >
<BgpPeer | d>bgp- 2ze3un0f t 1j d1xdppusul </ BgpPeer | d>
<Nanme> </ Nanme>
<St at us>Avai | abl e</ St at us>
<BgpSt at us></ BgpSt at us>
<Rout er | d>vbr - 2zecnmvg5gvu8i 4t el khw</ Rout er | d>
<Regi onl d>cn- bei j i ng</ Regi onl d>
</ BgpPeer >
<BgpPeer >



<BgpG oupl d>bgpg- 2zev8h2wo414sf hj gdl hh</ BgpG oupl d>
<Local Asn>45104</ Local Asn>

<Peer | pAddress>11. 11. 11. 2</ Peer | pAddr ess>

<Hol d>30</ Hol d>

<Descri pti on></Descri pti on>

<Aut hKey></ Aut hKey>

<| sFake>t rue</ | sFake>

<Peer Asn>234</ Peer Asn>

<Keepal i ve>10</ Keepal i ve>

<Rout eLi mi t >99</ Rout eLi m t >

<BgpPeer | d>bgp- 2zeu54r br eqgzyb5bglhqg</ BgpPeer | d>
<Nanme></ Nanme>

<St at us>Avai | abl e</ St at us>

<BgpSt at us></ BgpSt at us>

<Rout er | d>vbr - 2zecrmvg5gvu8i 4t el khw</ Rout er | d>
<Regi onl d>cn- bei j i ng</ Regi onl d>

</ BgpPeer >

</ BgpPeer s>

</ Descri beBgpG oupsResponse>

+ JSON format

"Tot al Count": 2,
"PageSi ze": 10,
"Request | d": "16DFASE6-9771-41B7- B0O79- DD7 C2DF49BE6"
"BgpPeers": {
"BgpPeer": |

"BgpG oupl d*: "bgpg- 2zev8h2wo414sf hj gdl hh",
"Local Asn": 45104,

"Peer | pAddress": "11.11.11.1",

"Hol d": 30,

"Description": "",

" Aut hKey": "",

"| sFake": true,

" Peer Asn": 234,

"Keepal ive": 10,

"RouteLimt": 99,

"BgpPeer | d": "bgp-2ze3unOftlj dixdppusul ",
"Nane": "",

"Status": "Avail abl e",

"BgpStatus": "",

"Routerld": "vbr-2zecmmvg5gvu8i 4t el khw',
"Regi onl d": "cn-beijing"

"BgpG oupl d": "bgpg- 2zev8h2wo414sf hj gdl hh",
"Local Asn": 45104,

"Peer | pAddress": "11.11.11.2",

"Hol d": 30,

"Description": "",

" Aut hKey": "",

"l sFake": true,

"Peer Asn": 234,

"Keepalive": 10,

"RouteLimt": 99,

"BgpPeer | d": "bgp-2zeu54rbreqgqzyb5bglhqg",
“Nanme": "",

"Status": "Avail abl e",

"BgpSt at us”: ,

"Routerld": "vbr-2zecrmvg5gvu8i 4t el kKhw"



"Regi onl d":

13.7 DeleteBgpPeer

Delete a BGP peer.

Request parameters

"cn-beijing"

Name Type Required Description
Action String Yes The action to perform. Valid value:
Del et eBgpPeer
Regi onl d String Yes The region of the BGP group.
You can obtain the region ID by calling the
Descri beRegi ons API.
BgpPeer | d String Yes The ID of the BGP peer.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conl ?Act i on=Del et eBgpPeer
&Regi onl d=cn-bei jing
&BgpG oupl d=bgpg- 2zendnzngq9l kj khvl r sr
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Del et eBgpPeer Response>

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Del et eBgpPeer Re>

e JSON format




"Request | d": "OED8D0O06-F706-4D23-88ED- E11ED28DCACO"

13.8 AddBgpNetwork

Advertise a BGP network

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
AddBgpNet wor k

Regi onl d String Yes The region of the VBR group.
You can obtain the region ID by calling the
Descri beRegi ons API.

Dst Gi dr Bl ock String Yes The CIDR block of the VPC or VSwitch to be
connected to the local data center.

Routerld String Yes The ID of the VBR.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Act i on=AddBgpNet wor k
&Regi onl d=cn- bei j i ng

&Rout er | d=vbr-2zef f 1102sghnplu7ci 93

&Dst G dr Bl ock=10. 0. 0. 0/ 24

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<AddBgpNet wor kResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ AddBgpNet wor kResponse>

+ JSON format



"Request | d":

" OED8D006- F706- 4D23- 88ED- E11ED28DCACO"

13.9 DescribeBgpNetworks

Query the advertised BGP networks.

Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Descri beBgpNet wor ks
Regi onl d String Yes The region of the BGP network.
You can obtain the region ID by calling the
Descri beRegi ons API.
dst C dr Bl ock String No The advertised BGP network.
routeld String No The ID of the VBR.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beBgpNet wor ks
&Regi onl d=cn-bei jing
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

08A85292059B</ Request | d>

<Descri beBgpNet wor ksResponse>

<BgpNet wor ks>

<BgpNet wor k>

<Dst Ci dr Bl ock>10. 1. 1. 0/ 24</ Dst Ci dr Bl ock>
<Vpcl d></ Vpcl d>

</ BgpNet wor k>

</ BgpNet wor ks>

<Request | d>6F513A15- 669F- 419D- B511-

<PageSi ze>10</ PageSi ze>
<Tot al Count >1</ Tot al Count >




</ Descri beBgpNet wor ksResponse>

JSON format

"BgpNet wor ks": {
"BgpNet wor k": [

"Dst Gi dr Bl ock": "10. 1. 1.0/ 24",
"Vpcl d":

"Request | d": "6F513A15-669F-419D- B511- 08A85292059B",
"PageSi ze": 10,
"Total Count": 1



14 NAT Gateway

14.1 CreateNatGateway

Create a NAT gateway.

Note the following before creating a NAT gateway:

* A NAT gateway and a self-built SNAT gateway cannot coexist in a VPC.

» After a NAT Gateway is created, a route entry of which the destination CIDR block is 0.0.0.0/

0 and the next hop is the NAT Gateway is automatically added to the route table of the VPC.

Therefore, traffic can be routed to the NAT gateway.

+ If a route entry of which the destination CIDR block is 0.0.0.0/0 already exists in the route table

of the VPC, delete the router entry. Otherwise, the NAT gateway cannot be created.

Specification

NAT Gateway has different specifications. Different specifications correspond to different SNAT

performance metrics including Max Connection and CPS, but the specification does not affect

data throughput.

The relationship between NAT gateway specification and SNAT performance is as follows:

Specification Max Connection CPS

Small 10 thousand 1 thousand

Medium 50,000 5,000

Large 200,000 10,000

Super large 1,000,000 30,000

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Cr eat eNat Gat eway

Regi onl d String Yes The region of the NAT Gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

Vpcl d String Yes The ID of the VPC.

Spec String No The specification of the NAT Gateway. Valid value:




Name Type Required Description
* Smal | (default): small
* M ddl e: medium
* Large:large
* Xl arge. 1:superlarge
Bandwi dt hP String No The bandwidth of the n-th NAT bandwidth package.
ackage. n. Valid value: [5,5000]
Bandwi dt h
Note:
This API can only be called if your account
purchased a NAT bandwidth package before
January 26, 2018. If your account does not include
a NAT bandwidth package before January 26, 2018,
bind an EIP.
Bandwi dt hP String No The zone of the n-th NAT bandwidth package. The
ackage. n. Zone system randomly allocates a zone if the parameter is
not specified.
If the NAT bandwidth package and the backend ECS
instance are not in the same zone, the connectivity
is not influenced; if they are in the same zone, the
latency can be reduced.
Note:
This API can only be called if your account
purchased a NAT bandwidth package before
January 26, 2018. If your account does not include
a NAT bandwidth package before January 26, 2018,
bind an EIP.
Nane String No The name of the NAT Gateway.
The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.
Descri ption String No The description of the NAT Gateway.
The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.
d i ent Token String No A client token used to guarantee the idempotence of

requests.




Name Type Required Description

This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters

Response parameters

Name Type Description
Request | d String The ID of the request.
Nat Gat eway! d String The ID of the NAT Gateway.
Forwar dTabl el ds | String The list of forwarding entries.
Bandwi dt hP String The NAT bandwidth package of the NAT gateway.
ackagel ds
Examples

Request example

htt ps://vpc. al i yuncs. conl ?Acti on=Cr eat eNat Gat eway
&Vpcl d=vpc- 11af 8l p67

&Name=MyNat GV

&Bandwi dt hPackage. 1. | pCount=5

&Regi onl d=cn- shanghai

&Bandwi dt hPackage. 1. Bandw dt h=150

&Bandwi dt hPackage. 1. Zone=cn-shanghai -a
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >

<Cr eat eNat Gat ewayResponse>

<Bandw dt hPackagel ds>

<Bandwi dt hPackagel d>bwp- 11odxu2k7</
Bandwi dt hPackagel d>

</ Bandwi dt hPackagel ds>

<Forwar dTabl el ds>

<Forwar dTabl el d>f t b- 11t c6xgnv</ For war dTab
| el d>

</ For war dTabl el ds>

<Nat Gat eway| d>ngw 112za33e4</ Nat Gat eway| d>

<Request | d>2315DEB7- 5E92- 423A- 91F7-
4C1ECOADI7C3</ Request | d>

</ Cr eat eNat Gat ewayResponse>

+ JSON format

"Bandwi dt hPackagel ds": {



"Bandwi dt hPackagel d": [
"bwp- 11lodxu2k7"

"Forwar dTabl el ds": {
"ForwardTabl el d": [
"ftb-11t c6xgmv"

"Nat Gat ewayl d": "ngw 112za33e4",
"Request | d": "2315DEB7-5E92- 423A- 91F7- 4CLECOAD97C3"

14.2 DescribeNatGateways

Query the created NAT Gateways in a specified region.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Descri beNat Gat eways

Regi onl d String Yes The region of the NAT gateway.
You can query the region ID by calling the
Descri beRegi ons API.

Nat Gat ewayl d String No The ID of the NAT gateway.

Vpcl d String No The ID of the VPC.

PageNunber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is

50 and the default value is 10.

Response parameters

Name Type Description

Request | d String The ID of the request.

Tot al Count String The number of queried entries.
PageNumnber Integer The current page number.

PageSi ze String The number of entries on the current page.
Nat Gat eways List A list of queried NAT Gateways.




Table 14-1: NatGateway

Name Type Description

Nat Gat ewayl d String The region of the NAT gateway.

Regi onl d String The ID of the NAT gateway.

Descri ption Integer The description of the NAT gateway.

Spec String The specification of the NAT gateway.

St at us String The status of the NAT gateway, valid value:

* Initiating: Initiating
* Avai |l abl e: Available

* Pendi ng: Configuring

Forwar dTabl el ds |List The list of DNAT entries.

Bandwi dt hP List The list of NAT bandwidth packages.

ackagel ds

Snat Tabl el ds List The list of SNAT entries.

| nst anceCh String The payment method of NAT gateway.

argeType

Busi nessSt at us String The payment status of the NAT gateway, valid value:

* Nor mal : normal
* Fi nanci al Locked: financially locked

* SecuritylLocked: locked for security reasons

CreationTine String The time when the NAT gateway is created.

Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Descri beNat Gat eways
&Regi onl d=cn- bei j i ng
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beNat Gat ewaysResponse>
<PageNunber >1</ PageNunber >



<Tot al Count >1</ Tot al Count >

<PageSi ze>10</ PageSi ze>

<Request | d>1207C80C- 7CAB- 4874- A9AQ- D19ECIF35490</ Request | d>
<Nat Gat eways>

<Nat Gat eway>

<Descri pti on></Descri pti on>

<Spec>Snul | </ Spec>

<| pLi st s>

<l| pLi st >

<| pAddr ess>118. 31. 65. 181</ | pAddr ess>

<Al | ocati onl d>ei p- bplxyg5i pmh3nl edxywxf </ Al | ocati onl d>
<Usi ngSt at us>UsedBy Snat Tabl e</ Usi ngSt at us>

</ 1 pList>

<| pLi st >

<| pAddr ess>47. 97. 187. 34</ | pAddr ess>

<Al | ocati onl d>ei p- bp19eue77u20cf fj cudea</ Al | ocati onl d>
<Usi ngSt at us>UsedByFor war dTabl e</ Usi ngSt at us>

</ pLi st >

</1pLists>

<Forwar dTabl el ds>

<Forwar dTabl el d>f t b- bpl1509ayl j 19vf vgt nzoy</ For war dTabl el d>
</ For war dTabl el ds>

<Vpcl d>vpc- bpl5k6sx6f hdz2j wA4daz0</ Vpcl d>

<Nat Gat ewayl| d>ngw bp1047e2d4z7kf 2ki y25t </ Nat Gat eway| d>
<CreationTi ne>2018-01- 10T09: 48: 29Z</ Creat i onTi ne>
<Bandwi dt hPackagel ds></ Bandw dt hPackagel ds>

<Nane></ Name>

<St at us>Avai | abl e</ St at us>

<Busi nessSt at us>Nor mal </ Busi nessSt at us>

<Regi onl d>cn- hangzhou</ Regi onl d>

<Snat Tabl el ds>

<Snat Tabl el d>st b- bp1t yr 0048wewymur 4gvn</ Snat Tabl el d>
</ Snat Tabl el ds>

<I nst anceChar geType>Post Pai d</ | nst anceChar geType>

</ Nat Gat eway>

</ Nat Gat eways>

</ Descri beNat Gat ewaysResponse>

» JSON format

"PageNunber": 1,
"Tot al Count": 1,
"PageSi ze": 10,
"Request | d": "1207C80C- 7CAB- 4874- A9AO- D19ECI9F35490",
"Nat Gat eways": {
"Nat Gat eway": |

"Description": "",

"Spec": "Small",

"I pLists": {

"I pList": [

"I pAddress": "118.31.65.181",

"All ocationld": "eip-bplxyg5i pm
h3nl edxywxf ",

"Usi ngStatus”: "UsedBySnat Tabl e"

"| pAddress”: "47.97.187. 34",
"Al |l ocationld": "eip-bpl9eue77u
20cf fj cudea”,



"Usi ngStatus": "UsedByForwar dTabl e"

"Forwar dTabl el ds": {
"ForwardTabl el d": [
"ftb-bpl509aylj 19vfvgt nzoy"

"Vpcld": "vpc-bpl5k6sx6fhdz2j wddaz0",
"Nat Gat ewayl d": "ngw bpl047e2d4z7kf 2ki y25t",
"CreationTi me": "2018-01-10T09: 48: 297",
"Bandw dt hPackagel ds": {

"Bandwi dt hPackagel d": [ ]

"Nanme": "",

"Status": "Avail abl e",
"Busi nessStatus": "Nornmal",
"Regi onl d": "cn-hangzhou",

"Snat Tabl el ds": {
"Snat Tabl el d": [
"st b- bplt yr 0048wewymur 4gvn"

"I nst anceChar geType": "Post Pai d"

14.3 ModifyNatGatewaySpec

Modify the specification of a NAT gateway.
The NAT Gateway is billed at the largest specification used in a day.

NAT Gateway has different specifications. NAT Gateway specification influences performance
metrics (maximum connections and the number of new connections per second), but does not

influence data throughput.

The relationship between NAT Gateway specification and SNAT function is as follows:

Specification Max Connections Connections Per Second (
CPS)

Small 10 thousand 1 thousand

Medium 50,000 5,000

Large 200,000 10,000




Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Modi f yNat Gat eway Spec
Regi onl d String Yes The region of the NAT gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.
Nat Gat ewayl d String Yes The ID of the NAT gateway.
Spec String No The specification of the NAT gateway. Valid value:
* Smal | (default): small
* M ddl e: medium
* Large:large
d i ent Token String No A client token used to guarantee the idempotence of
requests.
This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

htt ps://vpc. aliyuncs. conl ?Act i on=Modi f yNat Gat eway Spec

&Nat Gat ewayl d=ngw 112za33e4

&&Spec=Lar ge

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >

<Mbdi f yNat Gat eway SpecResponse>

<Request | d>2315DEB7- 5E92- 423A- 91F7- 4C1ECOADO7C3</ Request | d>




</ Modi f yNat Gat eway SpecResponse>

« JSON format

"Request | d":

"2315DEB7- 5E92- 423A- 91F7- 4C1LECOAD97C3"

14.4 ModifyNatGatewayAttribute

Modify the name and description of a NAT gateway.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Modi f yNat Gat ewayAttri bute

Regi onl d String Yes The region of the NAT gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

Nat Gat ewayl d String Yes The ID of the NAT gateway.

Nane String No The name of the NAT gateway.
The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.

Descri ption String No The description of the NAT gateway.
The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.

Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi f yNat Gat ewayAttri bute
&Regi onl d=cn- shanghai

&Nat Gat eway!| d=ngw 7mb327j 1

&Nane=t est




&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Mbdi f yNat Gat ewayAttri but eResponse>

<Request | d>2315DEB7- 5E92- 423A- 91F7- 4CLECOADO7C3</ Request | d>
</ Modi f yNat Gat ewayAt t ri but eResponse>

« JSON format

"Request | d": "2315DEB7-5E92- 423A- 91F7- 4C1ECOAD97C3"

14.5 DeleteNatGateway

Delete a NAT gateway.

Request parameters

Delete Type Required Description
Name
Acti on String Yes The action to perform. Valid value:
Del et eNat Gat eway
Regi onl d String Yes The region of the NAT gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.
Nat Gat ewayl d String Yes The ID of the NAT gateway.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

htt ps://vpc. al i yuncs. conl ?Act i on=Del et eNat Gat eway

&Regi onl d=cn-bei j i ng

&Nat Gat ewayl d=ngw 112za33e4

&CommonPar anet er s

Response example




« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eNat Gat ewayResponse>

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Del et eNat Gat ewayResponse>

+ JSON format

"Request | d": "OED8DO06- F706-4D23-88ED- E11ED28DCACO"

14.6 CreateForwardEntry

Add a DNAT entry in the DNAT table.

Each DNAT entry consists of five parts: Externallp, ExternalPort, Protocol, Internallp, InternalPort.
After a DNAT entry is added, the NAT gateway forwards the data of the specified protocol
received from [Externallp:ExternalPort] to [Internallp:InternalPort], and sends the response back

by the same way.
Note:

» The combination of Externallp, ExternalPort, and Protocol of all DNAT entries cannot duplicate,

that is, the message of the same IP, port, and protocol cannot be forwarded to multiple targets

* The combination of Protocol, Internallp, and InternalPort of all DNAT entries cannot duplicate.
+ If any DNAT entry in the DNAT table is in the Pending or Modifying status, a new DNAT entry
cannot be added.

» Externallp must meet the following requirements:

— If your account has purchased a NAT bandwidth package before 23:59, January 26, 2018,
Externallp must be a public IP in the NAT bandwidth package of the NAT gateway.
= A public IP cannot be used in both SNAT and DNAT entries at the same time.

* Internallp must meet the following requirements:

= |Internallp must belongs to the CIDR block of the VPC to which the NAT gateway belongs.

— The DNAT entry takes effect only when the InternallP is used by an ECS instance and the
instance is not bound with an EIP. If the InternallP is used by non-ECS resources such as
HaVip, SLB, or RDS, the DNAT entry does not take effect and the Internet traffic cannot be
forwarded to the IP.

= A public IP cannot be used in both SNAT and DNAT entries at the same time.



* A maximum of 100 DNAT entries can be added to a DNAT table.

Request parameters

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Cr eat eForwar dEntry
Regi onl d String Yes The region of the NAT gateway.
You can obtain the region ID by calling the
Descri beRegi ons APL.
Forwar dTab String Yes The ID of the DNAT table.
leld
External I p String Yes The public IP address.
| pProt ocol String Yes The protocol type. Valid value:
* TCP: forward TCP packets.
* UDP: forward UDP packets.
* Any: forward all packets.
Ext er nal Port String No The public port. Valid value: [1, 65535]
Internal I p String Yes The target private IP address.
I nt er nal Port String No The target private port. Valid value: [1, 65535]
Response parameters
Name Type Description
Request | d String The ID of the request.
Forwar dEntryl d String The ID of the DNAT entry.

Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Cr eat eFor war dEnt ry
&Ext er nal | p=139. 224. 22. 107
&Regi oni d = cn- shanghai
&Ext er nal Port =Any

& nternal | p=192.168.1.1

&For war dTabl el d=ft b- 11t c6xgnmv

&l pPr ot ocol =Any
&l nt er nal Port =Any




&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Cr eat eFor war dEnt r yResponse>

<For war dEnt r yl d>f wd- 119smnb5t k</ For war dEnt r yI d>

<Request | d>2315DEB7- 5E92- 423A- 91F7- 4CLECO9ADO7C3</ Request | d>
</ Cr eat eFor war dEnt r yResponse>

+ JSON format

"ForwardEntryl d": "fwd-119smbt k",
"Request | d": "2315DEB7-5E92- 423A- 91F7- 4C1ECOAD97C3"

14.7 AssociateEipAddress

Bind an EIP to a cloud product instance in the same region.

Note:

* You can bind an EIP to an ECS instance of the VPC network, an SLB instance of the VPC
network, or a NAT gateway. This document introduces how to use this API to bind an EIP to a
NAT gateway. For more information, see AssociateEipAddress.

» This API can only be called if your account did not include a NAT bandwidth package before
January 26, 2018. If your account included a NAT bandwidth package before January 26,
2018, submit a ticket.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Associ at eEi pAddr ess

Al l ocationld String Yes The ID of the EIP.

I nst anceType String No The cloud resource to bind. Valid value: Nat

| nst ancel d String Yes The ID of the NAT gateway instance.

Response parameters

Name Type Description

Request | d String The ID of the request.




Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Associ at eEi pAddr ess
&Al | ocat i onl d=ei p- 25877c70x

&l nst ancel d=ngw bplt cx67xuox8ogre7onm

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Associ at eEi pAddr essResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Associ at eEi pAddr essResponse>

« JSON format

"Request | d": "OED8DO06-F706-4D23-88ED- E11ED28DCACO"

14.8 DescribeForwardTableEntries

Query the list of DNAT entries in a DNAT table.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Descri beForwar dTabl eEntri es

Regi onl d String Yes The region of the NAT gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

For war dTab String Yes The ID of the DNAT table.

leld

PageNunber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is

50 and the default value is 10.

Response parameters

Name Type Description

Request | d String The ID of the request.




Name Type Description

Tot al Count String The number of queried entries.
PageNumnber Integer The current page number.

PageSi ze String The number of entries on the current page.
For war dTab List The list of queried DNAT entries.

| eEntries

Table 14-2: ForwardTableEntry

Name Type Description

For war dTabl el d String The ID of the DNAT table that the DNAT entries belong
to.

Forwar dEntryl d String The ID of the DNAT entry.

External I p Integer The public IP address.

Ext er nal Port String The public port.

| pPr ot ocol String The protocol type.

Internal | p String The private IP address.

I nt er nal Port String The private port.

St at us String The status of the DNAT entry, valid value:
* pendi ng: configuring
* Avail abl e: available
* Modi fyi ng: modifying

Examples

Request example

https://vpc. aliyuncs. conl ?Act i
&Ext er nal | p=139. 224. 22. 107
&Regi onl d=cn- shanghai

&Ext er nal Port =Any

& nternal | p=192.168.1.1

&For war dTabl el d=ft b- 11t c6xgnmv
&l pPr ot ocol =Any

&l nt er nal Port =Any

&CommonPar anet er s

Response example

on=Cr eat eFor war dEnt ry




« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Descri beForwar dTabl eEnt ri esResponse>
<PageNunber >1</ PageNunber >
<Tot al Count >1</ Tot al Count >
<PageSi ze>10</ PageSi ze>
<Request | d>74F2BAD8- AF35- 4C57- 81F1- 5E33BFBOF5F2</ Request | d>
<Forwar dTabl eEntri es>
<For war dTabl eEnt ry>
<St at us>Avai | abl e</ St at us>
<| pPr ot ocol >any</ | pPr ot ocol >
<For war dEnt r yl d>f wd- bp18j pb1t | n650di 3g5pb</ For war dEnt ryl d>
<Ext ernal | p>47. 97. xx. xx</ Ext er nal | p>
<Forwar dTabl el d>f t b- bp1509ayl j 19vf vgt nzoy</ For war dTabl el d>
<Ext er nal Port >any</ Ext er nal Port >
<I nt er nal Port >any</ | nt er nal Port >
<l nternal | p>192. 168. xx. xx</ | nt er nal | p>
</ Forwar dTabl eEnt ry>
</ For war dTabl eEnt ri es>
</ Descri beForwar dTabl eEnt ri esResponse>

e JSON format

"PageNunber": 1,
"Tot al Count": 1,
"PageSi ze": 10,
"Request | d": "74F2BAD8- AF35-4C57- 81F1- 5E33BFBOF5F2"
"ForwardTabl eEntries": {
"Forwar dTabl eEntry": [

"Status": "Avail abl e",

"I pProtocol ": "any",

"ForwardEntryld": "fwd-bpl8jpblt| nb50di 3q5pb",
"External | p": "47.97.xx.xx",

"ForwardTabl el d": "ftb-bpl509ayl | 19vfvgtnzoy",
"External Port": "any",

"Internal Port": "any",

“Internal | p": "192.168. xx. xx"

14.9 ModifyForwardEntry

Modify a DNAT entry.

Note:
You cannot modify a DNAT entry if any DNAT entry in the DNAT table is in the Pending or
Modifying status.



Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Modi f yForwar dEnt ry

Regi onl d String Yes The region of the NAT gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

For war dTab String Yes The ID of the DNAT table.

leld

For war dEnt String Yes The ID of the DNAT entry.

ryld

External I p String No The public IP address.

| pPr ot ocol String No The protocol type. Valid value:
* TCP: forward TCP packets.
* UDP: forward UDP packets.
* Any: forward all packets.

Ext er nal Port String No The public port. Valid value: [1, 65535]

Internal I p String No The target private IP.

I nt er nal Port String No The target private port. Valid value: [1, 65535]

Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi f yForwar dEnt ry
&Ext er nal | p=139. 224. 22. 107

&Regi onl d=cn- shanghai

&Ext er nal Port =Any

& nternal | p=192.168.1.1

&For war dTabl el d=ft b- 11t c6xgmv
&l pPr ot ocol =Any

&l nt er nal Port =Any
&CommonPar anet er s

Response example




« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Modi f yFor war dEnt r yResponse>
<For war dEnt r yl d>f wd- 119smn5t k</ For war dEnt ryl d>
<Request | d>2315DEB7- 5E92- 423A- 91F7- 4C1ECOADO7C3</ Request | d>
</ Modi f yFor war dEnt r yResponse>

« JSON format

"ForwardEntryl d": "fwd-119smbt k",
"Request | d": "2315DEB7-5E92-423A- 91F7- 4C1ECO9AD97C3"

14.10 DeleteForwardEntry

Delete a DNAT entry.

Note:
You cannot delete a DNAT entry if there is any DNAT entry in the Pending or Modifying status.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Del et eForwar dEnt ry

Regi onl d String Yes The region of the NAT gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

For war dTab String Yes The ID of the DNAT table.
leld
For war dEnt String Yes The ID of the DNAT entry.
ryld

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Del et eForwar dEnt ry
&Regi onl d=cn- shanghai
&For war dent ryl d=f wd- 11i v34uj 7



&For war dTabl el d=ft b- 11t c6xgmv
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eFor war dEnt r yResponse>
<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Del et eFor war dEnt r yResponse>

+ JSON format

"Request | d": "OED8DO06- F706-4D23- 88ED- E11ED28DCACO"

14.11 CreateSnatEntry

Add an SNAT entry in an SNAT table.

Each SNAT entry consists of SourceVSwitchld and Snatlp. After an SNAT entry is added, ECS

instances under the specified VSwitch can access the Internet using the public IP (Snatlp).
Note the following before creating an SNAT entry:

» The VSwitch must belong to the same VPC as the NAT gateway.

» Each VSwitch can belong to only one SNAT entry.

* The SNAT entry cannot be added if there is any HaVip instance under the VSwitch.
» The public IP (Snatlp) in the SNAT entry must meet the following requirements:

= |f your account has a NAT bandwidth package before 23:59, January 26, 2018, Snatlp must
be a public IP address in the NAT bandwidth package of the NAT gateway.

= |f your account does not have a NAT bandwidth package before 23:59, January 26, 2018,
Snatlp must be an EIP bound to the NAT gateway.

= A public IP cannot be used by a DNAT entry and an SNAT entry at the same time.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
CreateSnatEntry

Regi onl d String Yes The region of the NAT gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.




Name Type Required Description

Snat Tabl el d String Yes The ID of the SNAT table.
Sour ceVSwi String No The CIDR block of the VSwitch, such as 10.1.1.0/24.
tchld

Note:

This parameter and the Sour ceVSwi t chl d
parameter cannot be specified at the same time.

Sour ceCl DR String No The protocol type. Valid value:

* TCP: forward TCP packets.
* UDP: forward UDP packets.

* Any: forward all packets.

Snat | p String No The public IP address. Separate multiple EIPs by
commas.

Response parameters

Name Type Description

Request | d String The ID of the request.

Snat Entryl d String The ID of the SNAT entry.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Creat eSnat Entry
&Regi onl d=cn- shanghai

&Snat Tabl el d=st b- gz3r 3odaw

&Snat | p=139. 224. 22. 40

&Sour ceVSwi t chl d=vsw- yr vOwi nkw

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Cr eat eSnat Ent r yResponse>
<Request | d>2315DEB7- 5E92- 423A- 91F7- 4CLEC9ADO7C3</ Request | d>
<Snat Ent ryl d>snat - 119smn5t k</ For war dEnt r yl d>
</ Cr eat eSnat Ent r yResponse>

+ JSON format



"Snat Entryl d":
"Request | d":

"snat - 119smabt k",
"2315DEB7- 5E92- 423A- 91F7- 4C1ECOAD97C3"

14.12 DescribeSnatTableEntries

Query SNAT entries in a SNAT table.

Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Descri bef or war dt abl eentri es
Regi onl d String Yes The region of the NAT gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.
Snat Tabl el d String Yes The ID of the SNAT table.
PageNunber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is
50 and the default value is 10.
Response parameters
Name Type Description
Request | d String The ID of the request.
Tot al Count String The number of queried entries.
PageNunber Integer The current page number.
PageSi ze String The number of entries on the current page.
Snat Tabl eEntri es | List A list of SNAT entries.

Table 14-3: SnatTableEntry

Name Type Description

Snat Tabl el d String The ID of the SNAT table to which the SNAT entries
belong.

Snat Entryl d String The ID of the SNAT entry.

Sour ceVSwi t chl d | String The ID of the VSwitch that access the Internet through
the SNAT function.

Sour ceCl DR String The source CIDR block of the SNAT entry.




Name Type Description
Snat |l p String The public IP of the SNAT entry.
St at us String The status of the SNAT entry. Valid value:
* pendi ng: configuring
* Avail abl e: available
* Modi fyi ng: modifying
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Descri beSnat Tabl eEntri es

&Regi onl d=cn- shanghai
&Snat Tabl el d=st b- gz3r 3odaw
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" enc

4908E222EED5</ Request | d>

tchl d>

tchl d>

« JSON format

" PageNunber": 1,

odi ng="UTF-8" ? >

<Descri beSnat Tabl eEnt ri esResponse>
<PageNunber >1</ PageNunber >

<PageSi ze>10</ PageSi ze>

<Request | d>6D7E89B1- 1C5B- 412B- 8585-

<Snat Tabl eEntri es>

<Snat Tabl eEnt ry>

<Snat Ent ryl d>snat - knd6nv8f y</ Snat Entryl d>
<Snat | p>139. xxx. xx. 40</ Snat | p>

<Snat Tabl el d>st b- gz3r 3odaw</ Snat Tabl el d>
<Sour ceCl DR>192. 168. 1. 0/ 24</ Sour ceCl DR>
<Sour ceVSwi t chl d>vsw yr vOxxxxx</ Sour ceVSw

<St at us>Avai | abl e</ St at us>

</ Snat Tabl eEnt ry>

<Snat Tabl eEntry>

<Snat Ent ryl d>snat - bs5bezbne</ Snat Ent ryl d>
<Snat | p>139. xxx. xx. 40</ Snat | p>

<Snat Tabl el d>st b- gz3r 3odaw</ Snat Tabl el d>
<Sour ceCl DR>192. 168. 3. 0/ 24</ Sour ceCl DR>
<Sour ceVSwi t chl d>vsw 3xbxxxxx</ Sour ceVSwi

<St at us>Avai | abl e</ St at us>

</ Snat Tabl eEnt ry>

</ Snat Tabl eEntri es>

</ Descri beSnat Tabl eEntri esResponse>




"PageSi ze": 10,
"Request|d": "6D7E89B1- 1C5B- 412B- 8585- 4908E222EEDS" ,
"Snat Tabl eEntries": {

"Snat Tabl eEntry": [

"Snat Entryl d": "snat-knd6énv8fy",
"Snat | p": "139.xxx.xx. 40",

"Snat Tabl el d": "stb-gz3r3odaw’,
"SourceClDR': "192.168. 1.0/ 24",
"SourceVSwi tchl d": "vsw yr vOxxxxx",
"Status": "Avail abl e"

"Snat Entryl d": "snat-bs5bezbnme",
"Snat | p": "139.xxx.xx. 40",

"Snat Tabl el d": "stb-gz3r3odaw’,
"Script Dr": "192.168.3.0/24 ",
"SourceVSwi tchl d": "vsw 3xbxxxxx",
"Status": "Avail abl e"

14.13 ModifySnatEntry

Modifies a specified SNAT entry.

Note:
You cannot modify a SNAT entry if any SNAT entry in the SNAT table is in the Pending or
Modifying status.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Modi f ySnat Entry

Regi onl d String Yes The region of the NAT gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

Snat Tabl el d String Yes The ID of the SNAT table.

SnatEntryld String Yes The ID of the SNAT entry.

Snat | p String No The public IP address. Separate multiple IPs by
comma.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi fySnat Entry
&Snat Ent ryl d=snat - bs5bezbne

&Regi onl d=cn- shanghai

&Snat Tabl el d=st b- gz3r 3odaw

&Snat | p=139. 224. 36. 107

&CommonPar anet er s

Response example
» XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Mbdi f ySnat Ent r yResponse>
<Request | d>2315DEB7- 5E92- 423A- 91F7- 4C1EC9ADO7C3</ Request | d>
</ Modi f ySnat Ent r yResponse>

+ JSON format

"Request | d": "2315DEB7-5E92- 423A- 91F7- 4C1LECOAD97C3"

14.14 DeleteSnatEntry

Delete an SNAT entry.

Note:
You cannot delete an SNAT entry if there is any SNAT entry in the Pending or Modifying status in
the SNAT table.

Request parameters

Delete Type Required Description
Name
Action String Yes The action to perform. Valid value:

Del et eSnat Entry

Regi onl d String Yes The region of the NAT gateway.




Delete Type Required Description
Name
You can obtain the region ID by calling the
Descri beRegi ons API.
Snat Tabl el d String Yes The ID of the SNAT table.
Snat Entryl d String Yes The ID of the SNAT entry.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

htt ps://vpc. aliyuncs. conl ?Acti on=Del et eSnat Entry

&Snat Ent ryl d=snat - bs5bezbne

&Regi onl d=cn- shanghai

&Snat Tabl el d=st b- gz3r 3odaw

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Del et eSnat Ent r yResponse>

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>
</ Del et eSnat Ent r yResponse>

+ JSON format

"Request | d":

" OED8D006- F706- 4D23- 88ED- E11ED28DCACO"




15 VPN Gateway

15.1 CreateVpnGateway

Create a VPN Gateway.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Cr eat eVpnGat eway

Regi onl d String Yes The region of the VPN Gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

Vpcl d String Yes The ID of the VPC to which the VPN Gateway belongs
I nst anceCh String No The billing type of the VPN Gateway. Valid value:
argeType

* PrePay: Monthly subscription.
* Post pay: Pay-As-You-Go based on the traffic.

Peri od Integer No Purchase period. Valid value: 1-9 | 12 | 24 | 36

Aut opay Boolean |No Whether to pay the bill automatically. Valid values:
true | false (default)

Bandwi dt h Integer Yes The bandwidth in Mbps of the VPN Gateway. Valid
values:
5110 | 20| 50 | 100

Enabl el psec Boolean |No Whether to enable the IPsec-VPN feature. The IPsec-
VPN feature provides site-to-site connection. You can
create an IPsec tunnel to connect a local data center
to a VPC or connect two VPCs. Valid value:

true (default) | false

Enabl eSsl Boolean ([No Select whether to enable the SSL-VPN feature. Point
-to-site VPN connection is provided and customer
gateway configuration is not needed. Valid values:
true | false (default)

Ssl Connect Integer No The maximum number of clients allowed to connect
i ons simultaneously.




Response parameters

Name Type Description
Request | d String The ID of the request.
VpnGat ewayl d String The ID of the VPN Gateway.
Nane String The name of the VPN Gateway.
O derld String The ID of the order. Go to the console to complete the
payment.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Descri beNat Gat eways
&Regi onl d=cn- bei j i ng

&&Vpcl d=vpc- bplublyt 9cvakoel j 1y9c

&Bandwi dt h=5

&CommonPar anet er s

Response example
+ XML format

<Cr eat eVpnGat ewayResponse>
<Name>nyVpn</ Name>
<VpnGat eway! d>vpn- bplg8bgx4xnknRogj Of i u</ VpnGat eway! d>
<Request | d>54B48E3D- DF70- 471B- AA93- 08E683A1B457</ Request | d>
</ Cr eat eVpnGat ewayResponse>

« JSON format

{
"Name": " nyVpn",
"VpnGat ewayl d": "vpn- bplg8bgx4xnknRogj Of i u",
"Request | d" ="54B48E3D- DF70- 471B- AA93- 08E683A1B457";
}

15.2 DescribeVpnGateways

Query the created VPN Gateways.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Descri beVpnGat eways

Regi onl d String Yes The region of the VPN gateway.




Name Type Required Description
You can obtain the region ID by calling the
Descri beRegi ons API.
Vpcl d String No The ID of the VPC to which the VPN gateway belongs.
St at us String No The status of the VPN gateway. Valid value:
e init
e provisioning
* active
* updating
+ deleting
Busi nessSt String No The payment status of the NAT gateway, valid value:
at us Normal | Financi al Locked
PageNunber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is
50 and the the default value is 10.

Response parameters

Name Type Description

Request | d String The ID of the request.

Tot al Count Integer The number of queried entries.
PageNunber Integer The current page number.

PageSi ze Integer The number of entries on the current page.
VpnGat eways List A list of VPN gateways.

Table 15-1: VpnGateway

Name Type Description

VpnGat ewayl d String The ID of the VPN gateway.

Vpcl d String The ID of the VPC to which the VPN gateway belongs.

VSwi t chl d String The ID of the VSwitch to which the VPN gateway
belongs.

Internetlp String The public IP address.

CreateTine Long The time when the VPN gateway was created.

EndTi ne Long The time when the VPN gateway expires.




Name Type Description

Spec String The specification of the VPN gateway.

Nane String The name of the VPN gateway.

Descri ption String The description of the VPN gateway.

St at us String The status of the VPN gateway.

Busi nessSt at us String The business status of the VPN gateway.
Examples

Request example

https://vpc. al i yuncs. conl ?Acti on=Descri beVpnGat eways
&Regi onl D=cn- hangzhou
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi nhg="UTF-8"? >
<Descri beVpnGat ewaysResponse>
<PageNunber >1</ PageNunber >
<Tot al Count >1</ Tot al Count >
<PageSi ze>10</ PageSi ze>
<VpnGat eways>
<VpnGat eway >
<St at us>acti ve</ St at us>
<VpnGat ewayl d>vpn- bpl1g8bgx4xnknRogj Of i u</ VpnGat eway! d>
<Busi nessSt at us>Nor mal </ Busi nessSt at us>
<Spec>5M/ Spec>
<Creat eTi me>1492753580000</ Cr eat eTi me>
<l nternetlp>116. 62. 69. 64</ I nt er net| p>
<EndTi ne>1495382400000</ EndTi me>
<VSwi t chl d>vsw bply9ovl 1cu9ou4t vnaOl </ VSwi t chl d>
<Vpcl d>vpc- bplublyt 9cvakoel j 1y9c</ Vpcl d>
</ VpnGat eway>
</ VpnGat eways>
<Request | d>DF11D6F6- E35A- 41C3- 9B20- 6FC8A901FE65</ Request | d>
</ Descri beVpnGat ewaysResponse>

+ JSON format

"PageNunber": 1,
"Total Count": 1,
"VpnGat eways": {
"VpnGat eway": |
{

"Status": "active",

"VpnGat ewayl d": "vpn-bplg8bgx4xnknRogj Ofi u",
"Busi nessSt at us”: "Nornal ",

"Spec": "5M,

"CreateTi nme": 1492753580000,



"Internetlp": "116.62.69. 64",
"EndTi me": 1495382400000,
"VSwi tchld": "vsw bply9ovl 1cu9ou4t vimaOl ",
"Vpcld": "vpc-bplublyt9cvakoelj1ly9c"
}
]

: ageSi ze": 10,
"Request | d": "B2CD1315- CA2B- 47B1- 9DA5- 8F1D69CA8E82"

}

15.3 DescribeVpnGateway

Query the detailed information of a VPN gateway.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beVpnGat eways

Regi onl d String Yes The region of the VPN gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

VpnGat ewayl d String Yes The ID of the VPC to which the VPN gateway belongs.

Response parameters

Name Type Description
Request | d String The ID of the request.
VpnGat ewayl d String The ID of the VPN gateway.

Vpcl d String The ID of the VPC to which the VPN gateway belongs.
VSwi t chld String The ID of the VSwitch to which the VPN gateway
belongs.

Internetlp String The public IP address.

Creat eTi ne Long The time when the VPN gateway was created.
EndTi me Long The time when the VPN gateway expires.
Spec String The specification of the VPN gateway.

Nane String The name of the VPN gateway.

Descri ption String The description of the VPN gateway.

St at us String The status of the VPN gateway.

Busi nessSt at us String The business status of the VPN gateway.




Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beVpnGat eway
&Regi onl D=cn-bei ji ng

&VpnGat eway! d=vpn- bplg8bgx4xnknRogj Of i u

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beVpnGat ewayResponse>
<St at us>acti ve</ St at us>
<VpnGat eway! d>vpn- bplg8bgx4xnknRogj Of i u</ VpnGat eway! d>
<Spec>5M/ Spec>
<Busi nessSt at us>Nor mal </ Busi nessSt at us>
<Request | d>98C99F30- A3D2- 42E1- AC75- 0C882FBE92F7</ Request | d>
<Creat eTi me>1492753580000</ Cr eat eTi me>
<Internetlp>116.62. 69. 64</| nt ernet| p>
<EndTi ne>1495382400000</ EndTi ne>
<VSwi t chl d>vsw bply9ovl 1cu9ou4t vhaOl </ VSwi t chl d>
<Vpcl d>vpc- bplublyt 9cvakoel j 1y9c</ Vpcl d>
</ Descri beVpnGat ewayResponse>

+ JSON format

"Status": "active",

"VpnGat ewayl d": "vpn-bplg8bgx4xnknRogj Ofi u",
"Busi nessStatus": "Nornal",

"Spec": "5M',

"CreateTine": 1492753580000,

"Request | d": "E98A9651- 7098- 40C7- 8F85- C318D1EBBA85"
"Internetlp": "116.62.69. 64",

"EndTi me": 1495382400000,

"VSwi tchld": "vsw bply9ovl 1cu9ou4t viaOl ",

"Vpcld": "vpc-bplublyt9cvakoeljly9c"

15.4 ModifyVpnGatewayAttribute

Modify the name and description of a VPN gateway.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Modi f yVpnGat ewayAt tri but e

Regi onl d String Yes The region of the VPN gateway.




Name Type Required Description
You can obtain the region ID by calling the
Descri beRegi ons API.

VpnGat ewayl d String Yes The ID of the VPN gateway.

Cl i ent Token String No A client token used to guarantee the idempotence of
requests.
This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters

Nane String No The name of the VPN gateway.
The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.

Descri ption String No The description of the VPN gateway.
The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.

Response parameters

Name Type Description

Request | d String The ID of the request.

VpnGat ewayl d String The ID of the VPN gateway.

Vpcl d String The ID of the VPC to which the VPN gateway belongs.

VSwi t chl d String The ID of the VSwitch to which the VPN gateway

belongs.

Internetlp String The public IP address.

CreateTine Long The time when the VPN gateway was created.

EndTi ne Long The time when the VPN gateway expires.

Spec String The specification of the VPN gateway.

Nane String The name of the VPN gateway.

Descri ption String The description of the VPN gateway.

St at us String The status of the VPN gateway.

Busi nessSt at us String The business status of the VPN gateway.




Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi f yVpnGat ewayAttri bute
&Regi onl D=cn-bei ji ng

&VpnGat eway! d=vpn- bplg8bgx4xnknRogj Of i u

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Modi f yVpnGat ewayAt t ri but eResponse>

<Nane>aaa</ Nane>

<St at us>acti ve</ St at us>

<VpnGat eway| d>vpn- bplg8bgx4xnknRogj Of i u</ VpnGat eway! d>
<Busi nessSt at us>Nor mal </ Busi nessSt at us>

<Spec>5M</ Spec>

<Creat eTi me>1492753580000</ Cr eat eTi me>

<Intranetl p>172. 16. 104. 158</ | ntranet | p>

<Request | d>54B48E3D- DF70- 471B- AA93- 08E683A1B457</ Request | d>
<Internetlp>116.62. 69. 64</| nt ernet | p>

<EndTi ne>1495382400000</ EndTi ne>

<VSwi t chl d>vsw bply9ovl 1cu9ou4t virall </ VSwi t chl d>

<Vpcl d>vpc- bplublyt 9cvakoel j 1y9c</ Vpcl d>

</ Modi f yVpnGat ewayAt t ri but eResponse>

e JSON format

"Nane": "aaa",

"Status": "active",

"VpnGat ewayl d": "vpn-bplg8bgx4xnknRogj Ofi u",
"Busi nessSt at us”: "Nornal ",

n Specll : n 5Ml1

"CreateTime": 1492753580000,

“Intranetlp": "172.16.104. 158",

"Request | d": "BAS6EAF8- E3A9- 4BE6-8511- 8F03512153E2",
"Internetlp": "116.62.69. 64",

"EndTi me": 1495382400000,

"VSwi tchld": "vsw bply9ovl 1cu9ou4t vimaOl ",

"Vpcld": "vpc-bplublyt9cvakoelj1ly9c"

15.5 DeleteVpnGateway

Delete a VPN gateway.

Note:

You cannot delete a VPN gateway associated with an IPsec connection.



Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Del et eVpnGat eway
Regi onl d String Yes The region of the VPN gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.
d i ent Token String No A client token used to guarantee the idempotence of
requests.
This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters
VpnGat ewayl d String Yes The ID of the VPN gateway.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Del et eNat Gat eway

&Regi onl d=cn- bei j i ng
&Nat Gat ewayl d=ngw 112za33e4

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >

<Del et eNat Gat ewayResponse>

<Request | d>0ED8D006- F706- 4D23- 88ED- E11ED28DCACO</ Request | d>

</ Del et eNat Gat ewayResponse>

+ JSON format

"Request | d":

" OED8D006- F706- 4D23- 88ED- E11ED28DCACO"




15.6 CreateCustomerGateway

Create a customer gateway.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Cr eat eCust oner Gat eway

Regi onl d String Yes The region of the customer gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

| pAddr ess String Yes The IP address of the customer gateway.

Nare String No The name of the customer gateway.

The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.

Descri ption String No The description of the customer gateway.

The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with http: // orhttps://.

Response parameters

Name Type Description

Request | d String The ID of the request.

Cust oner Ga String The ID of the customer gateway.

tewayl d

| pAddr ess String The IP address of the customer gateway.

Nane String The name of the customer gateway.

Descri ption String The description of the customer gateway.

CreateTine Long The time when the customer gateway was created.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Cr eat eCust oner Gat eway



&Regi onl D=cn- bei j i ng
&l pAddress=100.1.1.2
&<CommonPar anet er s>

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8" ? >

<Cr eat eCust oner Gat ewayResponse>
<Cust oner Gat ewayl d>cgw bplawda5nf f f 03xplpcqgc</ Cust oner Gat eway!l d>
<Request | d>185E81B1- 3916- 4667- B48F- C52409B33F2B</ Request | d>
<Creat eTi "e>1493363486000</ Cr eat eTi me>
<| pAddr ess>100. 1. 1. 2</ | pAddr ess>

</ Cr eat eCust oner Gat ewayResponse>

 JSON format

" Cust oner Gat ewayl d": " cgw bplj rawp82av6bws9h2ut ",
"CreateTinme": 1493363599000,
"Request | d": " D32B3C26- 6C6C- 4988- 93E9- D2A6444CE6AE" ,

"Il pAddress”:"100.1. 1. 2"

15.7 DescribeCustomerGateways

Query the created customer gateways.

Request parameters

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Descri beCust orer Gat eways
Regi onl d String Yes The region of the customer gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.
Cust oner Ga String No The ID of the customer gateway.
tewayl d
PageNunber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is
50 and the default value is 10.
Response parameters
Name Type Description
Request | d String The ID of the request.




Name Type Description

Cust oner Gat eways | List A list of customer gateways.

Tot al Count Integer The number of queried entries.
PageNurber Integer The current page number.

PageSi ze Integer The number of entries on the current page.
Cust orrer Gat eways | List A list of customer gateways.

Table 15-2: CustomerGateway

Name Type Description

Cust onmer Ga String The ID of the customer gateway.

tewayl d

Nane String The name of the customer gateway.

Descri ption String The description of the customer gateway.

| pAddr ess String The IP address of the customer gateway.

Creat eTi ne Long The time when the customer gateway was created.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beCust oner Gat eways
&Regi onl d=cn-bei jing
&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beCust onmer Gat ewaysResponse>
<PageNunber >1</ PageNunber >
<Tot al Count >3</ Tot al Count >
<PageSi ze>10</ PageSi ze>
<Request | d>5BE01CD7- 5A50- 472D- AC14- CA181C5C03BE</ Request | d>
<Cust oner Gat eways>
<Cust oner Gat eway>
<Nane>t est </ Name>
<Cust oner Gat ewayl d>cgw bplpvpl 9r 9adj u6l 5nxck</ Cust oner Ga
t ewayl d>
<Creat eTi ne>1492747187000</ Cr eat eTi me>
<| pAddr ess>139. 196. 32. 167</ | pAddr ess>
</ Cust oner Gat eway>
</ Cust omer Gat eways>



</ Descri beCust oner Gat ewaysResponse>

« JSON format

"PageNunber": 1,
"Tot al Count ": 3,

"PageSi ze":
"Request | d":
" Cust oner Gat eways":

10,

"E82612A9- CB90- 4D7E- B394- 1DB7F6509B29" ,

{

"Cust oner Gat eway": [

{

"Nane" :

"test"

" Cust omer Gat ewayl d": "cgw bplpvpl 9r 9adj u6l 5nxck",

"CreateTi ne":
"| pAddr ess":

}
]
}
}

1492747187000,
"139. 196. 32. 167"

15.8 DescribeCustomerGateway

Query the detailed information of a customer gateway.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Descri beCust oner Gat eway

Regi onl d String Yes The region of the customer gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

Cust oner Ga String Yes The ID of the customer gateway.

tewayl d

Response parameters

Name Type Description

Cust oner Ga String The ID of the customer gateway.

tewayld

Nane String The name of the customer gateway.

Descri ption String The description of the customer gateway.

| pAddr ess String The IP address of the customer gateway.

Creat eTi ne Long The time when the customer gateway was created.




Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beCust oner Gat eway
&Regi onl d=cn-bei jing

&Cust oner Gat eway! d=cgw bplpvpl 9r 9adj u6l 5nxck

&CommonPar anet er s

Response example

« XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Descri beCust oner Gat ewayResponse>
<Nane>t est </ Name>
<Cust oner Gat ewayl d>cgw bplpvpl 9r 9adj u6l 5nxck</ Cust oner Gat eway!| d>
<Creat eTi ne>1492747187000</ Cr eat eTi me>
<Request | d>99506ECB- 218F- 45A5- AESE- 79518451F615</ Request | d>
<| pAddr ess>139. 196. 32. 167</ | pAddr ess>
</ Descri beCust oner Gat ewayResponse>

+ JSON format

{
"Cust oner Gat ewayl d": "cgw bplpvpl 9r 9adj u6l 5nxck",
"Nanme": "test",
"Request | d": "A0457BC9- 6C0F-4437- ABO9D- FB2EABC1D6A2"
"CreateTine": 1492747187000,
"| pAddress": "139.196. 32. 167"

}

15.9 DeleteCustomerGateway

Delete a customer gateway.

Request parameters

Delete Type Required Description
Name
Action String Yes The action to perform. Valid value:

Del et eCust oner Gat eway

Regi onl d String Yes The region of the customer gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

Cust oner Ga String Yes The ID of the customer gateway.
tewayld




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Del et eCust oner Gat eway
&Regi onl d=cn- hangzhou

&Cust oner Gat eway! d=cgw bplpvpl 9r 9adj u6l 5nxck
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eCust oner Gat eway >

<Request | d>606998F0- B94D- 48FE- 8316- ACA81BB230DA</ Request | d>
</ Del et eCust oner Gat eway>

e JSON format

"Request | d": " 606998F0- B94D- 48FE- 8316- ACA81BB230DA"

15.10 ModifyCustomerGatewayAttribute

Modify the name and description of a customer gateway.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Modi f yCust oner Gat ewayAttri but e

Regi onl d String Yes The region of the customer gateway.
You can obtain the region ID by calling the
Descri beRegi ons API.

Nat Gat ewayl d String Yes The ID of the customer gateway.

Nane String No The name of the customer gateway.

The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.




Name Type Required Description

Descri ption String No The description of the customer gateway.

The description can contain from 2 to 256 characters.
The description must start with English letters, but
cannot start with htt p: // orhttps://.

Response parameters

Name Type Description

Request | d String The ID of the request.

Cust oner Ga String The ID of the customer gateway.

tewayld

Nane String The name of the customer gateway.

Descri ption String The description of the customer gateway.

| pAddr ess String The IP address of the customer gateway.

CreateTine Long The time when the customer gateway was created.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi f yCust oner Gat ewayAttri bute
&Regi onl d=cn- bei j i ng

&Cust oner Gat ewayl d=cgw bplpvpl 9r 9adj u6l 5nxck

&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8" ? >

<Mbodi f yCust oner Gat ewayAt t ri but eResponse>
<Cust oner Gat ewayl d>cgw bplpvpl 9r 9adj u6l 5nxck</ Cust oner Gat eway!| d>
<Request | d>E61293C8- AFQ7- 4E87- A272- 542680038F93</ Request | d>
<Creat eTi ne>1492747187000</ Cr eat eTi me>
<| pAddr ess>139. 196. 32. 167</ | pAddr ess>

</ Modi f yCust oner Gat ewayAt t ri but eResponse>

+ JSON format

" Cust oner Gat ewayl d": " cgw bplpvpl 9r 9adj u6l 5nxck",
"Request | d": " 8AA5CE21- 2E6A- 4530- BDF5- FO55849476E6" ,
"CreateTine": 1492747187000,

"| pAddress”:"139.196. 32. 167"



15.11 CreateVpnConnection

Create an IPsec connection.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Cr eat eVpnConnecti on

Regi onl d String Yes The region of the IPsec connection.
You can obtain the region ID by calling the
Descri beRegi ons API.

d i ent Token String No A client token used to guarantee the idempotence of
requests.

This parameter value is generated by the client and
must be unique. It cannot exceed 64 ASCII characters

Cust onmer Ga String Yes The ID of the customer gateway.
tewayl d

VpnGat ewayl d String Yes The ID of the VPN gateway.

Nane String No The name of the IPsec connection.

The name can contain from 2 to 128 characters
including a-z, A-Z, 0-9, underlines, and hyphens. The
name must start with an English letter, but cannot start
withhttp:// orhttps://.

Local Subnet string Yes The CIDR block of the VPC to be connected with the
local data center. This parameter is used for phase
-two negotiation. Separate multiple CIDR blocks by
commas (,). For example, 192.168.1.0/24, 192.168.2.
0/24.

Renot eSubnet String Yes The CIDR block of the local data center. This
parameter is used for phase-two negotiation. Separate
multiple CIDR blocks by commas (,). For example, 92
.168.3.0/24, 192.168.4.0/24.

Ef fect | mre Boolean |No Whether to delete a successfully negotiated IPsec
diately tunnel and initiate a negotiation again. Valid value:

* true: Negotiate immediately after the configuration

is completed.




Name Type Required Description
* fal se (default): Negotiate when there is incoming
traffic.
| keConfig JSON No The configurations of phase-one negotiation:
String

| keConfi g. Psk: Used for authentication between
the IPsec VPN gateway and the customer gateway.
This parameter is generated randomly by default
and can contain up to 100 characters. You can also
manually specify the key.

| keConfi g. | keVer si on: The version of the IKE
protocol. Valid value: i kevl | i kev2. Default
value: i kev1l.

| keConfi g. | keMde: The negotiation mode of
IKE V1. Valid value: main  (mai n node) |
aggressi ve (aggressive node) . Default
value: mai n.

| keconfig. |keEncAl g: The encryption
algorithm of phase-one negotiation. Valid value:
aes | aesl1l92 | aes256 | des | 3des.
Default value: aes.

| keConfi g. | keAut hAl g: The authentication
algorithm of phase-one negotiation. Valid value:
nd5 | shal. Default value: sha.

| keConfi g. | kePf s: The Diffie-Hellman

key exchange algorithm used by phase-one
negotiation. Valid value: gr oupl | group2 |
group5 | groupl4 | group24. Default value:
group2.

| keConfi g. | keLi f eti nme: The SA lifecycle as
the result of phase-one negotiation. The valid value
of nis [0, 86400], the unit is second and the default
value is 86400.




Name Type

Requirec

Description

| keConfi g. Local | dl Psec: The identification
of the VPN gateway. This parameter can contain
up to 100 characters and the default value is the
public IP address of the VPN gateway.

| keConfi g. Renot el d: The identification of the
customer gateway. This parameter can contain
up to 100 characters and the default value is the

public IP address of the customer gateway.

| psecConfig

JSON
String

No

The configurations of phase-two negotiation:

| psecConfi g. | psecEncAl g: The encryption
algorithm of phase-two negotiation. Valid value:
aes | aesl192 | aes256 | des | 3des.
Default value: aes.

| psecConfig. |psecAuthAl g: The
authentication algorithm of phase-two negotiation.
Valid value: md5 | shal. Default value: shal.

| psecConfig. | psecPfs: Forward packets of
all protocols. The Diffie-Hellman key exchange
algorithm used by phase-one negotiation. Valid
value: groupl | group2 | group5 |
groupl4 | group24. Default value: gr oup2.

| psecConfig. |psecLifetine: The SA
lifecycle as the result of phase-two negotiation. The
valid value is [0, 86400], the unit is second and the

default value is 86400.

Response parameters

Name

Type

Description

Request | d

String

The ID of the request.

VpnConnecti onl d

String

The ID of the IPsec connection.

Creat eTi ne

Long

The time when the IPsec connection was created.




Name Type Description

Nane String The name of the IPsec connection.

Examples
Request example

htt ps://vpc. al i yuncs. conl ?Acti on=Cr eat eVpnConnecti on
&Regi onl D=cn- bei j i ng

&Cust oner Gat ewayl d=cgw bplj r awp82av6bws9h2ut

&VvpnGat ewayl d=vpn- bplg8bgx4xnkmnmRogj Of i u

&Local Subnet =10. 1. 1. 0/ 24

&Renpt eSubnet =192. 1. 1. 0/ 24

&ComonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8" ? >

<Cr eat eVpnConnect i onResponse>
<VpnConnect i onl d>vco- bplbbi 27hoj x80nck9k1li </ VpnConnect i onl d>
<Cr eat eTi me>1493363928000</ Cr eat eTi me>

</ Cr eat eVpnConnect i onResponse>

+ JSON format

"VpnConnectionl d": "vco-bplbbi 27hoj x80nck9k1li ",
"CreateTine": 1493363928000,

15.12 DescribeVpnConnections

Query created IPsec connections.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beVpnConnecti ons

Regi onl d String Yes The region of the IPsec connection.
You can obtain the region ID by calling the
Descri beRegi ons API.

VpnGat ewayl d String No The ID of the VPN gateway.

Cust oner Ga String No The ID of the customer gateway.
tewayl d




Name Type Required Description
PageNunber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is

50 and the default value is 10.

Response parameters

Name Type Description
Request | d String The ID of the request.
Tot al Count String The number of queried entries.
PageNunber Integer The current page number.
PageSi ze String The number of entries on the current page.
VpnConnecti ons List A list of IPsec connections.
Table 15-3: VpnConnection
Name Type Description
VpnConnectionld [String The ID of the IPsec connection.
Cust oner Ga String The ID of the customer gateway.
tewayl d
VpnGat ewayl d String The ID of the VPN gateway.
Nane String The name of the IPsec connection.
Local Subnet String The CIDR block of the VPC.
Renot eSubnet String The CIDR block of the local data center.
Creat eTi ne Long The time when the IPsec connection was created.
| keConfig JSON string Configurations of phase-one negotiation.
| psecConfig JSON string Configurations of phase-two negotiation.
St at us String The status of IPsec connection.
* ike_sa _not_ established: The phase-one
negotiation fails.
* ike_sa_established: The phase-one negotiation
succeeds.
* ipsec_sa_not_established: The phase-two
negotiation fails.




Name Type Description

* ipsec_sa_established: The phase-two

negotiation succeeds.

Examples
Request example

https://vpc. al i yuncs. conf ?Acti on=Descri beVpnConnecti ons
&Regi onl D=cn- hangzhou
&CommonPar anet er s

Response example
» XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Descri beVpnConnecti onsResponse>
<PageNunber >1</ PageNunber >
<VpnConnect i ons>
<VpnConnect i on>
<Nanme>vpn connection test </ Nanme>
<Cust oner Gat ewayl d>cgw bplpvpl 9r 9adj u6l 5nxck</ Cust oner Ga
t ewayl d>
<Renot eSubnet >2. 2. 2. 0/ 24</ Renpt eSubnet >
<| psecConfi g>
<| pseclLi feti me>86400</| psecLifeti me>
<l psecAut hAl g>shal</ | psecAut hAl g>
<| psecPf s>group2</ | psecPf s>
<| psecEncAl g>aes</ | psecEncAl g>
</ | psecConfi g>
<Ef f ect | mmedi at el y>true</ Ef f ect | nedi at el y>
<VpnGat ewayl| d>vpn- bpl1gq8bgx4xnknRogj Of i u</ VpnGat eway! d>
<Creat eTi ne>1492753817000</ Cr eat eTi me>
<VpnConnect i onl d>vco- bpl10l z7aej und2vxoqggev</ VpnConnect
i onl d>
<st at us>i psec_sa_est abl i shed
<st at us>
<Local Subnet>1.1.1.0/24,1.1.2.0/24</ Local Subnet >
<| keConfi g>
<l keEncAl g>aes</ | keEncAl g>
<Renot el d>139. 196. 32. 167</ Renot el d>
<| kePf s>gr oup2</ | kePf s>
<l keAut hAl g>shal</ | keAut hAl g>
<Psk>pgwedy7dli 8i n7x5</ Psk>
<| keMbde>nai n</ | keMbde>
<l keLi f et i me>86400</ | keLi feti ne>
<l keVer si on>i kevl</| keVersi on>
<Local I d>116. 62. 69. 64</ Local | d>
</ | keConfi g>
</ VpnConnect i on>
</ VpnConnecti ons>
<Tot al Count >1</ Tot al Count >
<PageSi ze>10</ PageSi ze>
<Request | d>3F96DAF2- 8A69- 4E84- 824A- E16E22308703</ Request | d>



</ Descri beVpnConnecti onsResponse>

« JSON format

"PageNunber": 1,
"VpnConnections": {
"VpnConnection": [
{
"Nane": "vpn connection test",
" Cust oner Gat ewayl d": "cgw bplpvpl 9r 9adj u6l 5nxck"”,
"Renot eSubnet": "2.2.2.0/24",
"l psecConfig": {
"I psecLifetinme": 86400,
"I psecAut hAl g": "shal",
"l psecPfs": "group2",
"I psecEncAl g": "aes"

"Effectl nmedi atel y": true,
"VpnGat ewayl d": "vpn-bplg8bgx4xnknRogj Ofi u",
"CreateTime": 1492753817000,
"VpnConnectionld": "vco-bplOl z7aej und2vxoqgev",
"status": "ipsec_sa_established",
"Local Subnet": "1.1.1.0/24,1.1.2.0/24",
"I keConfig": {

"I keEncAl g": "aes",

"Renotel d": "139.196. 32. 167",

"l kePfs": "group2",

"l keAut hAl g": "shal",

"Psk": "pgwedy7dli 8i n7x5",

"l keMode": "main",

"l keLi fetime": 86400,

"l keVersion": "ikevl",

“"Local 1d": "116.62.69. 64"

}
}

]
i
"Total Count": 1,
"PageSi ze": 10,
"Request|d": "54A4B3D0- DF4D- 4C54- B8DC- 5DC83DD49C939"
}
15.13 DeleteVpnConnection

Delete an IPsec connection.

Note:

After an IPsec connection is deleted, the VPC and the local data center is disconnected.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Del et eVpnConnecti on




Name Type Required Description

Regi onl d String Yes The region of the IPsec connection.
You can obtain the region ID by calling the
Descri beRegi ons API.

VpnConnect String Yes The ID of the IPsec connection.
ionld

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

htt ps://vpc. aliyuncs. conl ?Acti on=Del et eVpnConnecti on
&Regi onl d=cn- hangzhou

&VpnConnecti onl d=vco- bpl0Il z7aej und2vxoqgev
&CommonPar anet er s

Response example
+ XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eVpnConnect i on>
<Request | d>606998F0- B94D- 48FE- 8316- ACA81BB230DA</ Request | d>

</ Del et eVpnConnect i on>

« JSON format

"Request | d": "606998F0- B94D- 48FE- 8316- ACA81BB230DA"



16 Global Acceleration

16.1 DescribeGlobalAccelerationlnstances

Query a list of created Global Acceleration instances.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri bed obal Accel erati onl nst ances

Regi onl d String Yes The ID of the region where the Global Acceleration
instance is located.

Call the Descri beRegi ons API to obtain the region
ID.

Bandwi dt hType | String No The type of the Global Acceleration instance. Valid
values:

» Shari ng: Query shared-bandwidth instances.

« Excl usive (Default): Querydedicated-
bandwidth instances.

d obal Acce String No The ID of the Global Acceleration instance.

| erationln

stancel d

Nane String No The name of the Global Acceleration instance.

St at us String No The status of the Global Acceleration instance. Valid
values:

* Avai |l abl e: Available
* | nuse: Allocated
* Associ ati ng: The EIP is being bound.

* Unassoci ati ng: The EIP is being unbound.

Servi celLoc String Yes The service area of the Global Acceleration instance.
ation Valid values:

* chi na- nai nl and: Mainland China
* north-aneri ca: North America

* asia-pacifi c: Asia Pacific




Name

Type Required Description

* europe: Europe

PageNunber

Integer No

The number of pages to return. The default value is 1.

PageSi ze

Integer No

The number of rows per page. The maximum value is
50 and the default value is 10.

Response parameters

Name Type Description

Request | d String The ID of the request.

Tot al Count String The number of queried entries.
PageNunber Integer The current page number.

PageSi ze String The number of rows per page.

G obal Acce List A list of Global Acceleration instances.
lerationln

st ances

Table 16-1: GlobalAccelerationinstanceltemType

Name Type Description

Regi onl d String The region of the Global Acceleration instance.

G obal Acce String The ID of the Global Acceleration instance.

lerationln

stancel d

| pAddr ess Integer The public IP of the dedicated-bandwidth Global
Acceleration instance.

St at us String The status of the Global Acceleration instance.

Bandwi dt h Integer The peak bandwidth of the Global Acceleration instance

Char geType String The payment method of the Global Acceleration
instance. Valid values:
* Post pai d: Pay-As-You-Go

I nt er net Ch String The billing method of the instance.

argeType

Servi celLocation |String The service area of the instance.




Name Type Description

Accel erati String The accelerated area of the instance.
onLocati on

Nane String The name of the instance.

Descri ption String The description of the instance.

CreationTine String The time in UTC at which the instance was created.
Oper ati onLocks String The reason why the instance is locked:

« financi al : The instance bill is overdue.
* security: Security reasons.

BackendSer vers List A list of backend servers bound to the Global Accelerati
on instance.

Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Descri bed obal Accel erati onl nst ances
&Regi onl d=ap- sout heast - 1
&CommonRequest Par anet er s

Response example

JSON format

"d obal Accel erati onl nst ances": {
"d obal Accel erati onl nstance": [

"Accel erati onLocati on": "china-nai nl and",
"BackendServers": {
"BackendServer": |

"Regionld": "cn-beijing"

"Serverld": "l|b-2222222333333333",
"Server| pAddress": "192.168.0. 180",
"Server Type": "SI bl nstance"

}
]

¥,
"Bandwi dt h": "10",
" Char geType": "PrePaid",
"CreationTime": "2017-07-26T03: 34: 302",
"Description": "",
"ExpiredTi me": "2017-08-26T16: 002",
"d obal Accel erati onl nst ancel d": "ga-aabbccddaabb",
"I nt er net Char geType": "PayByBandw dt h",
"l pAddress": "12.34.56.78",
"Nane": "",
"OperationLocks": {
"LockReason": []



}

",egionld": "cn-shanghai ",
"ServicelLocation": "asia-pacific",
"Status": "IlnUse"

}
]

} L]

"PageNunber": 1,

"Pagesi ze": 10,

"Request | d": "0487FCA3- E152-4726-8A17- 25F69E03ADBO",
"Total Count": 1

}

XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Descri bed obal Accel erati onl nst ancesResponse>
<d obal Accel erati onl nst ances>
<d obal Accel erati onl nst ance>
<Accel erati onLocati on>chi na- mai nl and</ Accel er ati onLocati on>
<BackendSer ver s>
<BackendSer ver >
<Regi onl d>cn- bei j i ng</ Regi onl d>
<Server | d>l b-2222222333333333</ Server | d>
<Server | pAddress>192. 168. 0. 180</ Ser ver | pAddr ess>
<Server Type>S| bl nst ance</ Server Type>
</ BackendSer ver >
</ BackendSer ver s>
<Bandwi dt h>10</ Bandwi dt h>
<Char geType>Pr ePai d</ Char geType>
<CreationTi me>2017-07- 26T03: 34: 30Z</ Creat i onTi nme>
<Descri pti on></ Descri pti on>
<Expi redTi me>2017- 08- 26T16: 00Z</ Expi r edTi ne>
<d obal Accel erati onl nst ancel d>ga- aabbccddaabb</ 3 obal Accel erati onln
st ancel d>
<I nt er net Char geType>PayByBandwi dt h</ | nt er net Char geType>
<l pAddr ess>12. 34. 56. 78</ | pAddr ess>
<Nanme></ Nanme>
<QOper at i onLocks></ OQper ati onLocks>
<Regi onl d>cn- shanghai </ Regi onl d>
<Servi ceLocat i on>asi a- paci fi c</ Servi ceLocati on>
<St at us>l nUse</ St at us>
</ 3 obal Accel erati onl nst ance>
</ d obal Accel er ati onl nst ances>
<PageNunber >1</ PageNunber >
<PageSi ze>10</ PageSi ze>
<Request | d>0487FCA3- E152- 4726- 8A17- 25F69E03ADBO</ Request | d>
<Tot al Count >1</ Tot al Count >



</ Descri bed obal Accel erati onl nst ancesResponse>

16.2 ModifyGlobalAccelerationlnstanceAttributes

Modify the name and description of a Global Acceleration instance.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:

Modi f yd obal Accel erati onl nstanceAttri but
es

Regi onl d String Yes The region of the Global Acceleration instance.

You can obtain the region ID by calling the
Descri beRegi ons API.

G obal Acce String Yes The ID of the Global Acceleration instance.

lerationln

stancel d

Nane String No The name of the Global Acceleration instance.

The name can contain 2 to 128 characters including a-
z, A-Z, 0-9, underlines, and hyphens. The name must
start with an English letter, but cannot start with ht t p
/] orhttps://.

Descri ption String No The description of the Global Acceleration instance.
The description can contain 2 to 256 characters. The
description must start with English letters, but cannot
startwithhttp:// orhttps://.

Response parameters
Name Type Description
Request | d String The ID of the request.
Example

Request example

https://vpc. aliyuncs. conl ?Acti on=Modi f yd obal Accel erati onl nst an

ceAttri butes

&Regi onl d=ap- sout heast - 1
&3 obal Accel erati onl nst ancel d=ga-t 4nl uhuBN4XXXXXXXXXX
&Nane=Adj ust Nane
&Descri pti on=Modi f yDescri pti on




&CommonPar anet er s

Response example

JSON format

{
"Request | d":
}
XML format

" BD5BCEES- F62C- 40C2- 9AC3- 89 XXXXXXXXX"

<? xm version="1.0" encodi ng="UTF-8" ? >
<Modi f yd obal Accel erati onl nstanceAttri but esResponse>

<Request | d>185E81B1- 3916- 4667- B48F- C52409B33F2B</ Request | d>
</ Modi f yd obal Accel erati onl nst anceAttri but esResponse>

16.3 ModifyGlobalAccelerationlnstanceSpec

Modify the bandwidth of a Global Acceleration instance.

Request parameters

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Modi f yd obal Accel erati onl nst anceSpec
Regi onl d String Yes The region of the Global Acceleration instance.
You can obtain the region ID by calling the
Descri beRegi ons API.
d obal Acce String Yes The ID of the Global Acceleration instance.
lerationln
stancel d
Bandw dt h Integer Yes The peak bandwidth in Mbps of the Global Accelerati
on instance. Valid values: [10,20,30,40,50,60,70,80,90
,100,200,300,400,500,600,700,800,900,1000]

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Mbdi f yd obal Accel er ati onl nst anceSpec




&Regi onl d=ap- sout heast - 1

&4 obal Accel er ati onl nst ancel d=ga-t 4nl uhuBnN4XXXXXXXXXX
&Bandwi dt h=20

&CommonPar anet er s

Response example

JSON format

{
"Request | d": "BD5BCEE8-F62C- 40C2- 9AC3- 89XXXXXXXXX"
}
XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Modi f yd obal Accel erati onl nst anceSpecResponse>

<Request | d>BD5BCEE8- F62C- 40C2- 9AC3- 89XXXXXXXXX</ Request | d>
</ Modi f yd obal Accel erati onl nst anceSpecResponse>

16.4 DeleteGlobalAccelerationinstance

Delete a Global Acceleration instance.
Note the following before calling this API:

* Only Pay-As-You-Go instances are supported.

» If you want to delete a dedicated-bandwidth instance, unbind the backend server before
deleting the instance.

» If you want to delete a shared-bandwidth instance, remove the EIPs before deleting the

instance.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Del et ed obal Accel erati onl nst ance

Regi onl d String Yes The ID of the region where the Global Acceleration
instance is located.

Call the Descri beRegi ons API to obtain the region
ID.

G obal Acce String Yes The ID of the Global Acceleration instance.
| erationln
stancel d




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conl ?Acti on=Del et ed obal Accel erati onl nst ance
&anp; Regi onl d=ap- sout heast - 1

&anp; A obal Accel erati onl nst ancel d=ga- aabbccddaabb

&anp; ComobnRequest Par anet er s

Response example

JSON format

{
"Request | d": "EGE63B2A- 9820- 44A8- A359- 9BB2DAEE6424"
}
XML format

&t;? xm version="1.0" encodi ng="UTF-8" ? >
&l t; Del et ed obal Accel erati onl nst anceResponse>

&l t; Request | d>BD5BCEE8- F62C- 40C2- 9AC3- 89 XXXXXXXXX& t ; / Request | d>
&l t;/ Del et ed obal Accel erati onl nst anceResponse>

16.5 AssociateGlobalAccelerationlnstance

Bind a backend server to a dedicated-bandwidth Global Acceleration instance.
Note the following before calling the API:

» Only an ECS instance or SLB instance of the VPC network can be bound to a dedicated-
bandwidth instance.

* Only one backend server can be bound to a dedicated-bandwidth instance.

* A backend server can be bound to multiple dedicated-bandwidth instances.

* The backend server and the dedicated-bandwidth instance must belong to the same account.

+ The region of the backend server to bind must be in the server area of the dedicated-bandwidth
instance.

» Only dedicated-bandwidth instances support using this API to bind a backend server.



Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Associ at ed obal Accel erati onl nstance
Regi onl d String Yes The ID of the region where the dedicated-bandwidth
instance is located.
Call the Descri beRegi ons API to obtain the region
ID.
d obal Acce String Yes The ID of the dedicated-bandwidth instance.
[ erationln
stancel d
BackendSer String Yes The region of the backend server, which must belong
ver Regi onl d to the server area of the dedicated-bandwidth instance
BackendSer String No The type of the backend server. Valid values:
verType * Ecslnstance (Default):ECS instance
» Sl bl nst ance: SLB instance
BackendSer String Yes The ID of the backend server.
verld

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Associ at ed obal Accel erati onl nst ance
&anp; Regi onl d=ap- sout heast - 1

&anp; A obal Accel erati onl nst ancel d=ga- aabbccddaabb

&anp; BackendSer ver Regi onl d=ap- nort heast -1

&anp; BackendSer ver | d=i - 6welge5qgf Xxxxxxx

&anp; BackendSer ver Type=Ecsl nst ance

&anp; CommpnReuqest Par anet er s

Response example

JSON format

"Request | d": "DDF2CC38-76C7-4000-909D- B2088158AEDA"



}

XML format

& t;? xm version="1.0" encodi ng="UTF-8" ? >
&l t; Associ at ed obal Accel er ati onl nst anceResponse>

&l t; Request | d>DDF2CC38- 76C7- 4000- 909D B2088158AEDA&I t ; / Request | d>
&l t;/ Associ at ed obal Accel erati onl nst anceResponse>

16.6 UnassociateGlobalAccelerationlnstance

Unbind a Global Acceleration instance from the associated backend server.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Unassoci at ed obal Accel er ati onl nst ance

Regi onl d String Yes The region of the Global Acceleration instance.
You can obtain the region ID by calling the
Descri beRegi ons API.

d obal Acce String Yes The ID of the Global Acceleration instance.
| erationln
stancel d

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Unassoci at ed obal Accel erati onl nst ance
&Regi onl d=ap- sout heast - 1

&4 obal Accel er ati onl nst ancel d=ga-t 4nl uhubn417xXXXXXXXX

&CommonPar anet er s

Response example

JSON format

"Request | d": "BD5BCEE8- F62C- 40C2- 9AC3- 89 XXXXXXXXX"



}

XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Unassoci at ed obal Accel er ati onl nst anceResponse>

<Request | d>BD5BCEE8- F62C- 40C2- 9AC3- 89 XXXXXXXXX</ Request | d>
</ Unassoci at ed obal Accel er ati onl nst anceResponse>

16.7 DescribeServerRelatedGlobalAccelerationlnstances

Query Global Acceleration instances bound to a backend server.

Note:

This API only supports querying dedicated-bandwidth instances.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beServer Rel at edd obal Accel erati onl
nst ances

Regi onl d String Yes The ID of the region where the Global Acceleration
instance is located.
Call the Descri beRegi ons API to obtain the region
ID.

Server Type String No The type of the backend server. Valid values:
* Ecslnstance (Default):ECS instance.
* Sl bl nstance: SLB instance.

Serverld String Yes The ID of the backend server.

Response parameters

Name Type Description

Request | d String The ID of the request.

Descri beSe List A list of Global Acceleration instances.

rverRel ate

dd obal Acc

el erati onl

nst ances




Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beServer Rel at edd obal Acc
el erati onl nst ances

&Regi onl d=ap- nort heast -1

&Server | d=i - 6wef ye5IXXXXXXXXXX

&CommonRequest Par anet er s

Response example

JSON format

"d obal Accel erati onl nst ances": {
"d obal Accel erati onl nstance": [

"d obal Accel erati onl nstancel d": "ga-t4nku6vvIxXXXXxXxXxxx",
"I pAddress": "12.34.56.78",
"Regi onl d": "ap-sout heast-1",
"Server| pAddress": "172.24.52. 234"
}
]

i
"Request 1 d": "A8252014- D8DE- 4D85- AF35- AFEXXXXXXX"
}

XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Descri beSer ver Rel at edd obal Accel erati onl nst ancesResponse>
<d obal Accel erati onl nst ances>
<d obal Accel erati onl nst ance>
<d obal Accel erati onl nst ancel d>ga-t 4nku6vvIOxxxxxxxxx</ G obal Acce
| erationl nstancel d>
<l pAddr ess>12. 34. 56. 78</ | pAddr ess>
<Regi onl d>ap- sout heast - 1</ Regi onl d>
<Server | pAddress>172. 24. 52. 234</ Ser ver | pAddr ess>
</ 3 obal Accel erati onl nst ance>
</ d obal Accel er ati onl nst ances>
<Request | d>A8252014- D8DE- 4D85- AF35- AFEXXXXXXX</ Request | d>
</ Descri beSer ver Rel at edd obal Accel erati onl nst ancesResponse>

16.8 AddGlobalAccelerationlnstancelp

Add an EIP to a shared-bandwidth instance.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Addd obal Accel er ati onl nst ancel p




Name Type Required Description
Regi onl d String Yes The ID of the region where the shared-bandwidth
instance is located.
Call the Descri beRegi ons API to obtain the region
ID.
d obal Acce String Yes The ID of the shared-bandwidth instance.
| erationln
stancel d
| pl nst ancel d String Yes The ID of the EIP.
Call the Descri beEi pAddr esses API to obtain the
EIP ID.
Note:
Make sure that the billing method of the EIP is Pay-
As-You-Go, and the regions of the EIP and the
instance are the same.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. aliyuncs. conl ?Acti on=Addd obal Accel erati onl nst ancel p
&Regi onl D=cn- hangzhou
&4 obal Accel erati onl nst ancel d=ga- nbex47zwyalsej yni dhns
&l pl nst ancel d=ei p- bp13e9i 2qst 4g6j zi 35t c

&ComonRequest Par anet er s

Response example

JSON format

{
"Request | d":
}
XML format

"01FDDD49- CAB7- 4D2A- ABE5- A93915C4A50A6"

<? xm version="1.0" encodi ng="UTF-8" ? >
<Addd obal Accel er ati onl nst ancel pResponse>
<Request | d>01FDDD49- CAB7- 4D2A- ABE5- A93915C450A6</ Request | d>




</ Addd obal Accel erati onl nst ancel pResponse>

16.9 RemoveGlobalAccelerationlnstancelp

Remove an EIP from a shared-bandwidth instance.

Request parameters

Name Type Required Description
Action String Yes The action to perform. Valid value:
Renoved obal Accel erati onl nstancel p
Regi onl d String Yes The ID of the region where the shared-bandwidth
instance is located.
Call the Descri beRegi ons API to obtain the region
ID.
G obal Acce String Yes The ID of the shared-bandwidth instance.
lerationln
stancel d
| pl nstancel d String Yes The ID of the EIP to remove.
Call the Descri beEi pAddr esses API to obtain the
EIP ID.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

htt ps://vpc. aliyuncs. conl ?Acti on=Renpbved obal Accel erati onl nst ancel p
&Regi onl D=cn- hangzhou
&4 obal Accel erati onl nst ancel d=ga- nbex47zwyalsej yni dhns
&l pl nst ancel d=ei p- bp13e9i 2qst 4g6j zi 35t c

&CommonRequest Par anet er s

Response example

JSON format

"Request | d":

"01FDDD49- CAB7- 4D2A- ASE5- A93915C450A6"




}

XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Renoved obal Accel erati onl nst ancel pResponse>

<Request | d>01FDDD49- CAB7- 4D2A- ABE5- A93915C450A6</ Request | d>
</ Renoved obal Accel er ati onl nst ancel pResponse>



17 Internet Shared Bandwidth

17.1 AddCommonBandwidthPackagelp

Add an EIP to an Internet Shared Bandwidth instance.

Note the following before calling this API to add an EIP:

* You can only add a Pay-As-You-Go EIP.

» The EIP and the Internet Shared Bandwidth instance must be in the same region.

Request parameters

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
AddConmmonBandw dt hPackagel p
Regi onl d String Yes The ID of the region where the Internet Shared
Bandwidth instance is located.
You can obtain the region ID by calling the
Descri beRegi ons API.
Bandwi dt hP String Yes The ID of the Internet Shared Bandwidth instance.
ackagel d
| pl nstancel d String No The ID of the EIP instance.
You can obtain the ID of the EIP instance by calling
the Descri beEi pAddr esses API.
Response parameters
Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Act i on=AddComonBandwi dt hPackagel p
&Regi onl D=cn- hangzhou
&Bandwi dt hPackagel d=cbwp- bplvevu8h3i eh5xkcdhdy
&l pl nst ancel d=ei p- bp13e9i 2qst 4g6j zi 35t c

&CommonPar anet er s

Response example




JSON format

{
"Request | d":
}
XML format

" 01FDDD49- CAB7- 4D2A- ABE5- A93915CA450A6"

<? xm version="1.0" encodi ng="UTF-8" ? >
<AddConmonBandwi dt hPackagel pResponse>

<Request | d>01FDDD49- CAB7- 4D2A- ABE5- A93915C450A6</ Request | d>
</ AddCommonBandwi dt hPackagel pResponse>

17.2 DeleteCommonBandwidthPackage

Delete an Internet Shared Bandwidth instance.

Request parameters

Name Type Required Description
Acti on String Yes The action to perform. Valid value:
Del et eCormmbnBandwi dt hPackage
Regi onl d String Yes The ID of the region where the Internet Shared
Bandwidth instance is located.
You can obtain the region ID by calling the
Descri beRegi ons API.
Bandwi dt hP String Yes The ID of the Internet Shared Bandwidth instance.
ackagel d
For ce Boolean |No Specify whether to delete the Internet Shared
Bandwidth instance by force. Valid value:
+ fal se: Do not delete the Internet Shared
Bandwidth instance if it contains EIP.
* true: Remove all EIPs in the Internet Shared
Bandwidth instance and then delete the Internet
Shared Bandwidth instance.
Response parameters
Name Type Description
Request | d String The ID of the request.




Examples
Request example

htt ps://vpc. al i yuncs. conl ?Act i on=Del et eConmponBandwi dt hPackage
&Regi onl D=cn- hangzhou

&Bandwi dt hPackagel d=cbwp- bplvevu8h3i eh5xkcdhdy

&CommonPar anet er s

Response example

JSON format

{
"Request | d": " B400EF57- 60E3- 4D61- B8FB- 7FA8F72DF5A6"
}
XML format

<? xm version="1.0" encodi ng="UTF-8"? >
<Del et eCommpnBandwi dt hPackageResponse>

<Request | d>B400EF57- 60E3- 4D61- B8FB- 7FA8F72DF5A6</ Request | d>
</ Del et eCommpnBandwi dt hPackageResponse>

17.3 DescribeCommonBandwidthPackages

Query Internet Shared Bandwidth instances in a region.

Request parameters

Name Type Required Description

Action String Yes The action to perform. Valid value:
Descri beCommpnBandwi dt hPackages

Regi onl d String Yes The ID of the region where the Internet Shared
Bandwidth instance is located.

You can obtain the region ID by calling the
Descri beRegi ons API.

Bandwi dt hP String Yes The ID of the Internet Shared Bandwidth instance.
ackagel d

PageNunber Integer No The number of pages to return. The default value is 1.
PageSi ze Integer No The number of rows per page. The maximum value is

50 and the default value is 10.




Response parameters

Name Type Description

Request | d String The ID of the request.

Tot al Count String The number of queried entries.

PageNumnber Integer The current page number.

PageSi ze String The number of rows per page.

ConmmonBand List A list of Internet Shared Bandwidth instances.
wi dt hPackages

Table 17-1: CommonBandwidthPackage

Name Type Description
Bandwi dt hP String The ID of the Internet Shared Bandwidth instance.
ackagel d
Nane String The name of the Internet Shared Bandwidth instance.
Descri ption String The description of the Internet Shared Bandwidth
instance.
Bandwi dt h Integer The peak bandwidth of the Internet Shared Bandwidth
instance.
I nt er net Ch String The billing method of the Internet Shared Bandwidth
argeType instance.
* PayBy95: Pay by classic 95th percentile pricing.
* PayByBandwi dt h: Pay by bandwidth.
Busi nessSt at us String The business status of the Internet Shared Bandwidth

instance.

Nor mal : normal
* Fi nanci al Locked: Locked because the instance

is overdue

Table 17-2: PubliclpAddresses

Name

Type

Description

| pAddr ess

String

The address of the EIP.

Al |l ocationld

String

The ID of the EIP instance.




Examples
Request example

https://vpc. aliyuncs. conl ?Acti on=Descri beCommbnBandw dt hPackages
&Regi onl d=cn- hangzhou
&CommonPar anet er s

Response example

JSON format

{
"Descri beCommonBandwi dt hPackagesResponse": {

"PageNunber": 1,

"Total Count™: "1",

"PageSi ze": 10,

"Request|d": "20E6FD1C- 7321- 4DAD- BDFD- EC8769E4AA33" ,

" CommonBandwi dt hPackages": {

" ComonBandwi dt hPackage": {
"Zonel d": "cn-hangzhou-d",
"I nt er net ChargeType": "PayByBandw dt h",
"Name": "abc",
"CreationTime": "2017-06-28T06: 39: 202",
"Status": "Avail able",
"Bandwi dt hPackagel d": "cbwp-bplvevu8h3i eh5xkcdhdy",
"Busi nessStatus": "Nornmal ",
"Regi onl d": "cn-hangzhou",
"Ratio": "100",
"I nst anceChar geType": "Post Pai d",
"Publ i cl pAddresses”: {
"Publicl pAddresse”: [
"l pAddress": "116.62.129. 250",
"Al |l ocationld": "eip-bpl3e9i 2qst 4g6j zi 35tc"
}
}1
"Bandwi dt h": " 20"
}
}
}
}
XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Descri beCommonBandwi dt hPackagesResponse>
<PageNunber >1</ PageNunber >
<Tot al Count >1</ Tot al Count >
<PageSi ze>10</ PageSi ze>
<Request | d>20E6FD1C- 7321- 4DAD- BDFD- EC8769E4AA33</ Request | d>
<CommonBandw dt hPackages>
<CommnBandwi dt hPackage>
<Descri ption/ >
<Zonel d>cn- hangzhou- d</ Zonel d>

<I nt er net Char geType>PayByBandwi dt h</ | nt er net Char geType>

<Nane>abc</ Nanme>
<CreationTi ne>2017- 06- 28T06: 39: 20Z</ Cr eat i onTi ne>
<St at us>Avai | abl e</ St at us>



ackagel d>

<Bandwi dt hPackagel d>cbwp- bplvevu8h3i eh5xkcdhdy</ Bandwi dt hP

<Busi nessSt at us>Nor mal </ Busi nessSt at us>
<Regi onl d>cn- hangzhou</ Regi onl d>
<Rati 0>100</ Rat i 0>
<l nst anceChar geType>Post Pai d</ | nst anceChar geType>
<Publ i cl pAddr esses>
<Publ i cl pAddr esse>
<| pAddr ess>116. 62. 129. 250</ | pAddr ess>
<Al | ocati onl d>ei p- bp13e9i 2qst 4g6j zi 35t c</

Al | ocati onl d>

</ Publ i cl pAddr esse>
</ Publ i cl pAddr esses>
<Bandwi dt h>20</ Bandwi dt h>

</ CommonBandwi dt hPackage>
</ CommonBandwi dt hPackages>
</ Descri beCommonBandwi dt hPackagesResponse>

17.4 ModifyCommonBandwidthPackageAttribute

Modify the name and description of an Internet Shared Bandwidth instance.

Request parameters

Name

Type Required Description

Action

String Yes The action to perform. Valid value:
Modi f yCormonBandwi dt hPackageAttri but e

Regi onl d

String Yes The ID of the region where the Internet Shared
Bandwidthinstance is located.

You can obtain the region ID by calling the
Descri beRegi ons API.

Bandwi dt hP
ackagel d

String Yes The ID of the Internet Shared Bandwidth instance.

Nane

String No The name of the Internet Shared Bandwidth instance.
The name can contain 2-128 characters including a-
z, A-Z, 0-9, periods, underlines, and hyphens. It must
start with English letters, but cannot start with ht t p
:// orhttps://.

Descri ption

String No The description of the Internet Shared Bandwidth
instance.

The description can contain 2-256 characters. It must
start with English letters, but cannot start with ht t p
:// orhttps://.




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conlf ?Acti on=Modi f yComnmonBandwi dt hPackageAttri bute
&Regi onl D=cn- hangzhou

&Bandwi dt hPackagel d=cbwp- bplvevu8h3i eh5xkcdhdy

&Nane=abc

&CommonPar anet er s

Response example

JSON format

{
"Request | d": B450CAD8- 50BC- 4506- ADA7- 35C6CE63E96B6"
}
XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Modi f yCommonBandwi dt hPackageAttri but eResponse>

<Request | d>B450CAD8- 50BC- 4506- ADA7- 35C6CE63E96B</ Request | d>
</ Modi f yCommonBandwi dt hPackageAttri but eResponse>

17.5 ModifyCommonBandwidthPackageSpec

Modify the peak bandwidth of an Internet Shared Bandwidth instance.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
Modi f yCommonBandwi dt hPackageSpec

Regi onl d String Yes The ID of the region where the Internet Shared
Bandwidth instance is located.

You can obtain the region ID by calling the
Descri beRegi ons API.

Bandwi dt h Integer Yes The peak bandwidth in Mbps of the Internet Shared
Bandwidth instance.

Bandwi dt hP String Yes The ID of the Internet Shared Bandwidth instance.
ackagel d




Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

https://vpc. al i yuncs. conf ?Acti on=Modi f yCommonBandwi dt hPackageSpec
&Regi onl D=cn- hangzhou

&Bandwi dt h=20

&Bandwi dt hPackagel d=cbwp- bplvevu8h3i eh5xkcdhdy

&CommonPar anet er s

Response example

JSON format

{
"Request | d": " 7F129000- F929- 4AF5- BESD- BAE434C795306"
}
XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<Modi f yCommonBandwi dt hPackageSpecResponse>

<Request | d>7F129000- F929- 4AF5- BESD- BAE434C79530</ Request | d>
</ Modi f yCommonBandwi dt hPackageSpecResponse>

17.6 RemoveCommonBandwidthPackagelp

Remove an EIP from an Internet Shared Bandwidth instance.

Request parameters

Name Type Required Description

Acti on String Yes The action to perform. Valid value:
RenpbveCommonBandw dt hPackagel p

Regi onl d String Yes The ID of the region where the Internet Shared
Bandwidth instance is located.

You can obtain the region ID by calling the
Descri beRegi ons API.

Bandwi dt hP String Yes The ID of the Internet Shared Bandwidth instance.
ackagel d

| pl nstancel d String No The ID of the EIP instance.




Name Type

Required Description

You can obtain the ID of the EIP instance by calling
the Descri beEi pAddr esses API.

Response parameters

Name Type Description
Request | d String The ID of the request.
Examples

Request example

htt ps://vpc. al i yuncs. conl ?Act i on=RenpbveCommonBandw dt hPackagel p

&Regi onl D=cn- hangzhou

&Bandwi dt hPackagel d=cbwp- bplvevu8h3i eh5xkcdhdy
&l pl nst ancel d=ei p- bp13e9i 2gst 4g6j zi 35t c

&CommonPar anet er s

Response example

JSON format

{

"Request | d": " 0876DAB2- 6A86- 479B- 96BC- C5A2458568D2"

}

XML format

<? xm version="1.0" encodi ng="UTF-8" ? >
<RenmpbveCommonBandwi dt hPackagel pResponse>

<Request | d>0876DAB2- 6A86- 479B- 96BC- C5A2458568D2</ Request | d>
</ RenbveCommonBandwi dt hPackagel pResponse>
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