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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and
conditions of this legal disclaimer before you read or use this document. If you have
read or used this document, it shall be deemed as your total acceptance of this legal

disclaimer.

1. You shall download and obtain this document from the Alibaba Cloud website
or other Alibaba Cloud-authorized channels, and use this document for your
own legal business activities only. The content of this document is considered
confidential information of Alibaba Cloud. You shall strictly abide by the

confidentiality obligations. No part of this document shall be disclosed or provided
to any third party for use without the prior written consent of Alibaba Cloud.

2. No part of this document shall be excerpted, translated, reproduced, transmitted,
or disseminated by any organization, company, or individual in any form or by any
means without the prior written consent of Alibaba Cloud.

3. The content of this document may be changed due to product version upgrades
, adjustments, or other reasons. Alibaba Cloud reserves the right to modify
the content of this document without notice and the updated versions of this

document will be occasionally released through Alibaba Cloud-authorized
channels. You shall pay attention to the version changes of this document as they
occur and download and obtain the most up-to-date version of this document from
Alibaba Cloud-authorized channels.

4. This document serves only as a reference guide for your use of Alibaba Cloud
products and services. Alibaba Cloud provides the document in the context that
Alibaba Cloud products and services are provided on an "as is", "with all faults
" and "as available" basis. Alibaba Cloud makes every effort to provide relevant
operational guidance based on existing technologies. However, Alibaba Cloud
hereby makes a clear statement that it in no way guarantees the accuracy, integrity
, applicability, and reliability of the content of this document, either explicitly
or implicitly. Alibaba Cloud shall not bear any liability for any errors or financial
losses incurred by any organizations, companies, or individuals arising from
their download, use, or trust in this document. Alibaba Cloud shall not, under any
circumstances, bear responsibility for any indirect, consequential, exemplary,

incidental, special, or punitive damages, including lost profits arising from the use



or trust in this document, even if Alibaba Cloud has been notified of the possibility
of such a loss.

5. By law, all the content of the Alibaba Cloud website, including but not limited to
works, products, images, archives, information, materials, website architecture,
website graphic layout, and webpage design, are intellectual property of Alibaba

Cloud and/or its affiliates. This intellectual property includes, but is not limited
to, trademark rights, patent rights, copyrights, and trade secrets. No part of the
Alibaba Cloud website, product programs, or content shall be used, modified

, reproduced, publicly transmitted, changed, disseminated, distributed, or
published without the prior written consent of Alibaba Cloud and/or its affiliates

. The names owned by Alibaba Cloud shall not be used, published, or reproduced
for marketing, advertising, promotion, or other purposes without the prior written
consent of Alibaba Cloud. The names owned by Alibaba Cloud include, but are
not limited to, "Alibaba Cloud", "Aliyun", "HiChina", and other brands of Alibaba
Cloud and/or its affiliates, which appear separately or in combination, as well as
the auxiliary signs and patterns of the preceding brands, or anything similar to
the company names, trade names, trademarks, product or service names, domain
names, patterns, logos, marks, signs, or special descriptions that third parties

identify as Alibaba Cloud and/or its affiliates).

6. Please contact Alibaba Cloud directly if you discover any errors in this document.
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Generic conventions

Table -1: Style conventions

Style Description Example
This warning information
indicates a situation that will Danger:
cause major system changes, Resetting will result in the loss of
faults, physical injuries, and other | user configuration data.
adverse results.
This warning information
indicates a situation that may . Warning:
cause major system changes, Restarting will cause business
faults, physical injuries, and other | interruption. About 10 minutes are
adverse results. required to restore business.
This indicates warning informatio
n, supplementary instructions, Notice:
and other content that the user Take the necessary precautions
must understand. to save exported data containing

sensitive information.

This indicates supplemental
instructions, best practices, tips, Note:
and other content that is good to | You can use Ctrl + A to select all
know for the user. files.

> Multi-level menu cascade. Settings > Network > Set network

type

Bold It is used for buttons, menus Click OK.
, page names, and other Ul
elements.

Courier |Itis used for commands. Runthe cd / d C :/ windows
font command to enter the Windows
system folder.

Italics |Itisused for parameters and bae log list --
variables. instanceid Instance_ID

[] or [a|b] |Itindicates that it is a optional ipconfig [-all|-t]
value, and only one item can be
selected.




Style

Description

Example

{} or {a|b}

It indicates that it is a required
value, and only one item can be
selected.

swich {stand | slave}
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1 APl overview

This document summarizes all callable VPC APIs. For detailed API information, see

related documents. For more information, see API Explorer.

VPC
API Description
CreateVpc Create a VPC.
DeleteVpc Delete a VPC.
DescribeVpcs Query created VPCs.
ModifyVpcAttribute Modify the name and description of a
VPC.

Router interface

API

Description

DescribeVRouters

Query the list of VRouters in a region.

ModifyVRouterAttribute

Modify the name and description of a
VRouter.

VSwitch
API Description
CreateVSwitch Create a VSwitch.
DeleteVSwitch Delete a VSwitch.
DescribeVSwitches Query created VSwitches.
ModifyVSwitchAttribute Modify the name and description of a
VSwitch.

Route table
API Description
CreateRouteEntry Create a custom route entry on a VRouter
or VBR.
DeleteRouteEntry Delete a route entry in the route table of
a VRouter or VBR.
DescribeRouteTables Query route entries in a route table.



https://api.aliyun.com/

EIP

API Description
AllocateEipAddress Create an EIP.
AssociateEipAddress Bind an EIP to a cloud product instance

in the same region.

UnassociateEipAddress

Unbind an EIP from a cloud product
instance.

DescribeEipAddresses Query created EIPs in a region.
ModifyEipAddressAttribute Modify the name, description, and peak
bandwidth of an EIP.

ReleaseEipAddress Release an EIP.

NAT Gateway
API Description
CreaeNatGateway Create a NAT Gateway.
DescribeNatGateways Query created NAT Gateways.

ModifyBandwidthPackageSpec

Modify a NAT Gateway.

ModifyNatGatewayAttribute

Modify the configurations of a NAT
Gateway.

DeleteNatGateway

Delete a NAT Gateway.

CreateBandwidthPackage

Create a NAT bandwidth package.

DescribeBandwidthPackages

Query NAT bandwidth packages in a
region.

ModifyBandwidthPackageSpec

Modify the bandwidth of a NAT
bandwidth package.

ModifyBandwidthPackageAttribute

Modify the name and description of a
NAT bandwidth package.

AddBandwidthPackagelps

Modify a NAT bandwidth package-Add
public IPs.

RemoveBandwidthPackagelps

Modify a NAT bandwidth package-
Remove public IPs.

DeleteBandwidthPackage

Delete a NAT bandwidth package.

CreateForwardEntry

Add a DNAT entry in a DNAT table.

DescribeForwardTableEntries

Query created DNAT entries.




API Description

ModifyForwardEntry Modify a DNAT entry.
DeleteForwardEntry Delete a DNAT entry.
CreateSnatEntry Add an SNAT entry in a SNAT table.

DescribeSnatTableEntries

Query created SNAT entries in a SNAT
table.

ModifySnatEntry Modify an SNAT entry.
DeleteSnatEntry Delete an SNAT entry.

VPN Gateways
API Description
CreateVpnGateway Create a VPN Gateways.
DescribeVpnGateways Query created VPN Gatewayss.
DescribeVpnGateway Query the detailed information of a VPN

Gateways.

ModifyVpnGatewayAttribute

Modify the name and description of a
VPN Gateways.

DeleteVpnGateway

Delete a VPN Gateways.

CreateCustomerGateway

Create a customer gateway.

DescribeCustomerGateways

Query created customer gateways.

DescribeCustomerGateway

Query the detailed information of a
customer gateway.

DeleteCustomerGateway

Delete a customer gateway.

ModifyCustomerGatewayAttribute

Modify the name and description of a
customer gateway.

CreateVpnConnection

Create an IPSec-VPN connection.

DescribeVpnConnections

Query created IPSec-VPN connections.

DescribeVpnConnection

Query the detailed information of an
IPSec-VPN connection.

ModifyVpnConnectionAttribute

Modify the configurations of an IPSec-
VPN connection.

DeleteVpnConnection

Delete an IPSec-VPN connection.

DownloadVpnConnectionConfig

Obtain the configurations of an IPSec-
VPN connection.




API

Description

CreateSslVpnServer

Create an SSL-VPN server.

DescribeSslVpnServers

Query created SSL-VPN servers.

DeleteSslVpnServer

Remove an SSL-VPN server.

ModifySslVpnServer

Modify the configurations of an SSL-VPN
server.

CreateSslVpnClientCert

Create an SSL-VPN client certificate.

DescribeSsIVpnClientCerts

Query created SSL-VPN client certificates

DeleteSslVpnClientCert

Delete an SSL-VPN client certificate.

ModifySsIVpnClientCert

Modify the name of an SSL-VPN client
certificate.

Region

Monitor

API Description

DescribeRegions Query regions.

DescribeZones Query zones.
DescribeAccessPoints Query access points in a region.
API Description

DescribeBandwidthPackagePublic
IpMonitorData

Query the monitoring data of a public IP
in the NAT bandwidth package.

DescribeEipMonitorData

Query the monitoring information of an
EIP.

Physical connection

API

Description

CreatePhysicalConnection

Create a physical connection.

CancelPhysicalConnection

Cancel physical connection access before
the physical connection is enabled.

DescribePhysicalConnections

Query created physical connections in a
region.




API

Description

ModifyPhysicalConnectionAttribute

Modify the configurations of a physical
connection.

TerminatePhysicalConnection

Terminate the access of the physical
connection after the physical connection
is enabled. The physical connection
changes to the Terminating status after
the API is called and changes to the
Terminated status when the process is
completed.

EnablePhysicalConnection

Enable the physical connection in the
Confirmed status. Then the physical
connection changes to the Enabled status

DeletePhysicalConnection

Delete a physical connection.

VBR

API

Description

CreateVirtualBorderRouter

Create a Virtual Border Router (VBR).

DeleteVirtualBorderRouter

Delete a VBR.

DescribeVirtualBorderRouters

Query created Virtual Border Routers.

DescribeVirtualBorderRoutersFo
rPhysicalConnection

Query the Virtual Border Routers created
for a physical connection.

ModifyVirtualBorderRouterAttribute

Modify the configurations of a VBR.

TerminateVirtualBorderRouter

Terminate a Virtual Border Router (VBR).

RecoverVirtualBorderRouter

Recover a terminated VBR.

Router interface

API

Description

CreateRouterInterface

Create a router interface.

DescribeRouterInterfaces

Query router interfaces in a region.

ConnectRouterInterface

The initiator router interface initiates
a connection to the receiver router
interface.

ActivateRouterInterface

Activate a router interface in the Inactive
status.




BGP

API

Description

DeactivateRouterInterface

Deactivate a router interface.

ModifyRouterInterfaceSpec

Modify the specification of a router
interface.

ModifyRouterInterfaceAttribute

Modify the configurations of a router
interface.

DeleteRouterInterface

Delete a router interface.

API Description
CreateBgpGroup Create a BGP group for a VBR.
DescribeBgpGroups Query created BGP groups in a region.

ModifyBgpGroupAttribute

Modify the configurations of a BGP group

DeleteBgpGroup Delete a BGP group.
CreateBgpPeer Add a BGP peer to a BGP group.
DescribeBgpPeers Query the BGP peers in a region.
DeleteBgpPeer Delete a BGP peer.
AddBgpNetwork Advertise a BGP network.
DeleteBgpNetwork Delete an advertised BGP network.
DescribeBgpNetworks Query advertised BGP networks.

Global Acceleration

API

Description

CreateGlobalAccelerationInstance

Create a Global Acceleration instance.

DescribeGlobalAccelerationInstances

Query the list of created Global
Acceleration instances.

ModifyGlobalAccelerationInstan
ceAttributes

Modify the name and description of a
Global Acceleration instance.

ModifyGlobalAccelerationInstanceSpec

Modify the bandwidth of a Global
Acceleration instance.

DeleteGlobalAccelerationInstance

Delete a Global Acceleration instance.




API Description

AssociateGlobalAccelerationInstance Bind a Global Acceleration instance to a
backend server.

UnassociateGlobalAccelerationInstance |Unbind a Global Acceleration instance
from the associated backend server.

DescribeServerRelatedGlobalAcc Query Global Acceleration instances
elerationInstances bound to a backend server.




2 CallVPC APIs

When a VPC API is called, an HTTP GET request is sent to the endpoint of VPC APIs.
You must add corresponding request parameters in the request according to the API
description. After the calling, the system returns the handling result. The request and

response results are encoded using the UTF-8 character set.
Request structure

VPC APIs belong to the RPC type. You can call VPC APIs by sending HTTP GET

requests.
The request structure is as follows:

http :// Endpoint /? Action = xx & Parameters

Where:

Endpoint :The endpoint of VPC APIsis vpc . aliyuncs . com .

Action :The action to perform. For example, call DescribeVpcs to query all the
created VPCs.

Version :The version of the API to use. The current VPC API versionis 2016 -

04 - 28 .

Parameters :Request parameters. Use “&” to separate multiple parameters.

Request parameters consist of common parameters and API specific parameters.

Common parameters include VPI version, credentials, and so on.

The following is an example using the DescribeVpcs API to query the created VPCs:

Note:

To make it easy to read, the API request is displayed in the following format:

https :// vpc . aliyuncs . com /? Action = DescribeVp cs
Format = xml
Version = 2014 - 05 - 15
Signature = xxxx % xxxx % 3D
SignatureM ethod = HMAC - SHA1l
SignatureN once = 1521552885 2396
SignatureV ersion =1 . 0
AccessKeyl d = key - test
Timestamp = 2012 - 06 - 01T12 : 00 : 00Z

RO R0 R0 R0 R0 R0 R0 Ro



API authorization

For the security of your account, we recommend that you use a RAM user to call APIs
. Before using a RAM user to call an API, you must grant the RAM user the correspond
ing permission to call the API by creating an authorization policy and attaching the

policy to the RAM user.
For more information, see RAM authentication.
API signature

To ensure the security of your API, you must sign the API request. Alibaba Cloud uses

the signature in the request to verify the identity of the person who calls the API.

VPC uses AccessKey ID and AccessKey Secret for symmetrical encryption to verify the
identity of the requester. AccessKey is an identity credential issued to Alibaba Cloud
accounts and the RAM users (similar to the login password). The AccessKey ID is
used to verify the identity of the user, and the AccessKey Secret is used to encrypt the
signature string and is also the key used by the server to verify the signature string.

The AccessKey Secret must be kept strictly confidential.

For an RPC API, you must add the signature to the API request in the following format

https://endpoint/?SignatureVersion= 1 . 0 &SignatureMethod= HMAC - SHA1
&Signature= CT9XOVtwR8 6fNWSnsc6v 8YGOjuE % 3D & SignatureN once =

3ee8clb8 - 83d3 - 44af - a94f - 4e0Gad82fdé cf

Take the DescribeVpcs API as an example. If the AccessKey ID is testid , and the

AccessKey Secret is testsecret , the original request URL is as follows:

http :// vpc . aliyuncs . com /? Action = DescribeVp cs
Timestamp = 2016 - 02 - 23T12 : 46 : 247
Format = XML
AccessKeyI d = testid
SignatureM ethod = HMAC - SHA1l
SignatureN once = 3ee8cl1b8 - 83d3 - 44af - a94f - 4e0ad82fd6 cf
Version = 2014 - 05 - 26
SignatureV ersion =1 . 0

RO R0 R0 R0 R0 R0 Ro

Follow these steps to calculate the signature:
1. Use the request parameters to create a canonicalized query string to sign.

GET &% 2F & AccessKeyl d % 3Dtestid & Action % 3DDescribe
Vpcs & Format % 3DXML & SignatureM ethod % 3DHMAC - SHAl &



SignatureN once % 3D3ee8clb8 - 83d3 - 44af - a94f - 4e0ad82fd6 cf
& SignatureV ersion % 3D1 . 0@ & TimeStamp % 3D2016 - 02 - 23T12 %
253A46 % 253A247 & Version % 3D2014 - 05 - 15

2. Calculate the HMAC value of the string to sign.

Append an ampersand (&) to the AccessKey Secret to use the new string as the key

to compute the HMAC. In this example, the key is testsecret & amp ;.

CT9XOVtwR8 6fNWSnsc6v 8YGOjuE =

3. Add the signature to the request parameters:

http :// vpc . aliyuncs . com /? Action = DescribeVp cs
Timestamp = 2016 - 02 - 23T12 : 46 : 24Z
Format = XML
AccessKeyI d = testid
SignatureM ethod = HMAC - SHA1l
SignatureN once = 3ee8cl1b8 - 83d3 - 44af - a94f - 4e0ad82fd6 cf
Version = 2014 - 05 - 26
SignatureV ersion =1 . 0
Signature = CT9XOVtwR8 6fNWSnsc6v 8YGOjuE % 3D

RO R0 R0 R0 R0 R0 RO Ro



3 Common parameters

Common request parameters

The following table describes common request parameters used in most Alibaba

Cloud APIs.

Table 3-1: Common request parameters

Parameter Type |Requird Description
?

Format String | No The format of the response. Valid values:

JSON ( default ) | XML
Version String | Yes The version of the API. It uses the date format YYYY

- MM - DD . Valid value:

2016 - 04 - 28
AccessKeyI [String |Yes The AccessKey ID of the user who calls the API.
d
Signature |String|Yes The request signature.
SignatureM |String | Yes The algorithm used to create the request signature.
ethod Valid value:

HMAC - SHA1l
Timestamp [String|Yes The time at which the request is signed. It uses the

format: YYYY - MM - DDThh : mm : ssZ .
For example, 2013-01-10T12:00:00Z.

SignatureV |String | Yes The signature version to use. Valid value:
ersion 16
SignatureN [String | Yes A random number for the signature to prevent from
once network attacks.

Different random numbers must be used for different

requests.




Common response parameters

Alibaba Cloud API responses all use a unified format. A status code of the format
2xx indicates a successful call, and a status code of the 4xx or 5xx format indicates

a failed call. For successful calls, returned data can be in a XML or JSON format.
You can specify the format of the returned data when sending a request. The default

format is XML.

A RequestId isreturned no matter if it is successful or not.

- XML format

<? xml version =" 1 . 0 " encoding =" utf - 8 "? >

<!— The root node of  the result -->

< Action + Response >
<!— The returned result -->
< RequestId > 4C467B38 - 3910 - 447D - 87BC - AC049166F2 16

</ RequestId >

<!— The returned result -->

</ Action + Response >

- JSON format

{

n
b

/* The returned result */

}

" RequestId ":" 4C467B38 - 3910 - 447D - 87BC - AC049166F2 16



4 RAM authentication

Before a RAM user can call VPC APIs, the primary account must grant the RAM
user the corresponding permission by creating an authentication policy. In the
authentication policy, an Alibaba Cloud Resource Name (ARN) is used as the unique
identifier of the resource to authorize. This topic overviews ARNs used as unique

identifiers of VPC resources.
VPC resources

The following table lists VPC resources that can be authorized and the corresponding
ARN formats. For the following ARN formats, $regionid/accountid/vrouterid is the

resource ID, and * represents all corresponding resources.

Resource ARN formats

VPC acs : vpc :$ regionid :$ accountid : vpc /$ vpcid

acs : vpc :$ regionid :$ accountid : vpc /*

acs : vpc :*x:$ accountid : vpc /x*

acs : slb :x:%x: loadbalanc er /x

VRouter acs : vpc :$ regionid :$ accountid : vrouter /$

vrouterid

acs : vpc :$ regionid :$ accountid : vrouter /x

acs : vpc :*:$ accountid : vrouter /x

VSwitch acs : vpc :$ regionid :$ accountid : vswitch /$

vswitchid

acs : vpc :$ regionid :$ accountid : vswitch /*

acs : vpc :*x:$ accountid : vswitch /x*

Route Table acs : vpc :$ regionid :$ accountid : routetable /$
routetable id

acs : vpc :$ regionid :$ accountid : routetable /x*

acs : vpc :*:$ accountid : routetable /x*

HaVip acs : vpc :$ regionid :$ accountid : havip /$ havipid

acs : vpc :$ regionid :$ accountid : havip /*




Resource ARN formats

acs : vpc :*:$ accountid havip /*
EIP acs : vpc :$ regionid :$ accountid : eip /$

allocation -d

acs : vpc :$ regionid :$ accountid : eip /*

acs : vpc :*:$ accountid : eip /*
NAT Gateway acs : vpc :$ regionid :$ accountid : natgateway /$

natgateway did

acs : vpc :$ regionid :$ accountid : natgateway /*

acs : vpc *:$ accountid : vpc /*
NAT Gateway acs : vpc :$ regionid :$ accountid : bandwidthp
Bandwidth ackage /$ bandwidthp ackageid
Package

acs : vpc :$ regionid :$ accountid : bandwidthp

ackage /*

aacs : vpc :*:$ accountid : vpc /*
Forward Table acs : vpc :$ regionid :$ accountid : forwardtab le /$

forwardtab leid

acs : vpc :$ regionid :$ accountid : forwardtab Tle /*

acs : vpc :*:$ accountid : vpc /*
SNAT Table acs : vpc :$ regionid :$ accountid : snattable /$

snattablei d

acs : vpc :$ regionid :$ accountid : snattable /x*

acs : vpc :*:$ accountid : vpc /*
Customer acs : vpc :$ regionid :$ accountid : customerga teway
Gateway /$ customerga tewayid

acs : vpc :$ regionid :$ accountid : customerga teway

/*

acs : vpc :x:$ accountid : customerga teway /x
IPsec Connection | acs : vpc :$ regionid :$ accountid : vpnconnect +on /

$ vpnconnect donid

acs : vpc :$ regionid :$ accountid : vpnconnect don /

*




Resource ARN formats

acs : vpc :%:$ accountid : vpnconnect don /x

VPN Gateway acs : vpc :$ regionid :$ accountid : vpngateway /$
vpngateway 1id

acs : vpc :$ regionid :$ accountid : vpngateway /*

acs : vpc :*:$ accountid : vpngateway /x*

Global Accelerati | acs : vpc :$ regionid :$ accountid : globalacce
on Instance lerationin stance /$ globalacce Tlerationin
stanceid
acs : vpc :$ regionid :$ accountid : globalacce

lerationin stance /x

acs : vpc ::$ accountid : globalacce lerationin
stance /x

General acs : vpc :$ regionid :$ accountid :x

Expression )
acs : vpc :*:$ accountid :x

VPC APIs

The following table lists the ARN formats of the APIs that can be authorized.

Where $ regionid / accoutid / vrouterid isthe resource ID, and * represents

the corresponding resource.

API ARN format
CreateVpc acs : vpc :$ regionid :$ accountid : vpc /*
DeleteVpc acs : vpc :$ regionid :$ accountid : vpc /$
vpcid
DescribeVpcs acs : vpc :$ regionid :$ accountid : vpc /x
ModifyVpcAttribute acs : vpc :$ regionid :$ accountid : vpc /$
vpcid
DescribeVRouters acs : vpc :$ regionid :$ accountid
vrouter /x*
Specify the VRouterlId to query:
" vpc : Vpc ":" acs : vpc :$ regionid :$
accountid : vpc /$ vpcid "




API

ARN format

The VRouterId is not specified:

" vpc : Vpc

accountid

":" acs :

: vpc /x"

vpc :$ regionid :$

ModifyVRouterAttribute

acs : vpc

:%:$ accountid :x

CreateVSwitch acs : vpc :$ regionid :$ accountid
vswitch /x*
acs : vpc :$ regionid :$ accountid : vpc /$
vpcid
DeleteVSwitch acs : vpc :$ regionid :$ accountid
vswitch /$ vswitchid
DescribeVSwitches acs : vpc :$ regionid :$ accountid

vswitch /*

" vpc : Vpc ":" acs : vpc :$ regionid :$
accountid : vpc /$ vpcid "
ModifyVSwitchAttribute acs : vpc :$ regionid :$ accountid
vswitch /$ vswitchId
CreateRouteEntry acs : vpc :$ regionid :$ accountid
routetable /$ routetable 1id
DeleteRouteEntry acs : vpc :$ regionid :$ accountid
routetable /$ routetable did
DescribeRouteTables acs : vpc :$ regionid :$ accountid
routetable /x*
" vpc : VRouter ":" acs : vpc $ regionid :$
accountid : vrouter /$ vrouterid "
CreateHaVip acs : vpc :$ regionid :$ accountid havip
/*
acs : vpc :$ regionid :$ accountid
vswitch /$ vswitchid
DeleteHaVip acs : vpc :$ regionid :$ accountid : havip
/$ havipid
AssociateHaVip acs : vpc :$ regionid :$ accountid : havip

/$ havipid




API ARN format
acs : vpc :% s :% s : certificat e /%
acs : ecs :$ regionid :$ accountid
instance /$ instanceid
UnassociateHaVip acs : vpc :$ regionid accountid : havip
/$ havipid
acs : ecs :$ regionid accountid
instance /$ instanceid
DescribeHaVips acs : vpc :$ regionid accountid : havip
/*
AllocateEipAddress acs : vpc :$ regionid accountid : eip /x
AssociateEipAddres acs : vpc :$ regionid accountid : eip /x
Attach an ECS instance
acs : vpc :$ regionid accountid : eip /$
allocation 1d
acs : ecs :$ regionid accountid
instance /$ instanceid
Attach an HaVip
acs : vpc :$ regionid accountid : eip /$
allocation did
acs : vpc :$ regionid accountid havip
/$ havipid
DescribeEipAddresses acs : vpc :$ regionid accountid : eip /x
UnassociateEipAddress Attach an ECS instance
acs : vpc :$ regionid accountid : eip /$
allocation 1d
acs : ecs :$ regionid accountid

instance /$ instanceid




API ARN format
Attach an HaVip

acs : vpc :$ regionid :$ accountid : eip /$
allocation 1d
acs : vpc :$ regionid :$ accountid havip
/$ havipid

ReleaseEipAddress acs : vpc :$ regionid :$ accountid : eip /$
allocation 1d

DescribeEipMonitorData acs : vpc :$ regionid :$ accountid : eip /$
allocation 1d
acs : ecs :$ regionid :$ accountid
instance /$ instanceid

CreateNatGateway acs : vpc :$ regionid :$ accountid
natgateway /*

DescribeNatGateways acs : vpc :$ regionid :$ accountid
natgateway /$ natgateway id
acs : vpc :$ regionid :$ accountid
natgateway /*

ModifyNatGatewaySpec acs : vpc :$ regionid :$ accountid
natgateway /$ natgateway id

ModifyNatGatewayAttribute acs : vpc :$ regionid :$ accountid
natgateway /$ natgateway id
acs : ecs :$ regionid :$ accountid
instance /$ instanceid

DeleteNatGateway acs : vpc :$ regionid :$ accountid
natgateway /$ natgateway id
acs : ecs :$ regionid :$ accountid
instance /$ instanceid

CreateBandwidthPackage acs : vpc :$ regionid :$ accountid
bandwidthp ackage /*

DescribeBandwidthPackages | acs : vpc :$ regionid :$ accountid
bandwidthp ackage /$ bandwidthp ackageid




API ARN format
acs : vpc :$ regionid :$ accountid :
bandwidthp ackage /*
ModifyBandwidthPacka acs : vpc :$ regionid :$ accountid :
geSpec bandwidthp ackage /$ bandwidthp ackageid
ModifyBandwidthPacka acs : vpc :$ regionid :$ accountid :
geAttribute bandwidthp ackage /$ bandwidthp ackageid
AddBandwidthPackagelps acs : vpc :$ regionid :$ accountid :
bandwidthp ackage /$ bandwidthp ackageid
RemoveBandwidthPacka acs : vpc :$ regionid :$ accountid :
gelps bandwidthp ackage /$ bandwidthp ackageid
DeleteBandwidthPackage acs : vpc :$ regionid :$ accountid :
bandwidthp ackage /$ bandwidthp ackageid
CreateForwardEntry acs : vpc :$ regionid :$ accountid :
forwardtab T1le /$ forwardtab Tleid
DeleteForwardEntry acs : vpc :$ regionid :$ accountid :
forwardtab 1le /$ forwardtab Tleid
ModifyForwardEntry acs : vpc :$ regionid :$ accountid :
forwardtab 1le /$ forwardtab Tleid
DescribeForwardTableEntries | acs : vpc :$ regionid :$ accountid :

forwardtab 1le /$ forwardtab Tleid

CreateSnatEntry acs : vpc :$ regionid :$ accountid :
snattable /*

ModifySnatEntry acs : vpc :$ regionid :$ accountid :
snattable /$ snattablei d

DescribeSnatTableEntries acs : vpc :$ regionid :$ accountid :
snattable /$ snattablei d

DeleteSnatEntry acs : vpc :$ regionid :$ accountid :
snattable /$ snattablei d

CreateCustomerGateway acs : vpc :$ regionid :$ accountid :
customerga teway /*

DeleteCustomerGateway acs : vpc :$ regionid :$ accountid :

customerga

teway /$ customerga

tewayid




API ARN format
DescribeCustomerGateway acs : vpc :$ regionid :$ accountid
customerga teway /$ customerga tewayid
DescribeCustomerGateways acs : vpc :$ regionid :$ accountid
customerga teway /*
ModifyCustomerGatewa acs : vpc :$ regionid :$ accountid
yAttribute customerga teway /$ customerga tewayid
CreateVpnConnection acs : vpc :$ regionid :$ accountid
vpnconnect don /*
DeleteVpnConnection acs : vpc :$ regionid :$ accountid
vpnconnect 1don /$ vpnconnect donid
DescribeVpnConnection acs : vpc :$ regionid :$ accountid
vpnconnect 1don /$ vpnconnect donid
DescribeVpnConnections acs : vpc :$ regionid :$ accountid
vpnconnect dion /%
ModifyVpnConnectionA acs : vpc :$ regionid :$ accountid
ttribute vpnconnect don /$ vpnconnect donid
Downloadvpnconnectio acs : vpc :$ regionid :$ accountid
nconfig vpnconnect ion /$ vpnconnect donid
DeleteVpnGateway acs : vpc :$ regionid :$ accountid
vpngateway /$ vpngateway id
DescribeVpnGateway acs : vpc :$ regionid :$ accountid
vpngateway /$ vpngateway 1id
DescribeVpnGateways acs : vpc :$ regionid :$ accountid
vpngateway /*
ModifyVpnGatewayAttribute acs : vpc :$ regionid :$ accountid
vpngateway /$ vpngateway 1id
CreateGlobalAccelera acs : vpc :$ regionid :$ accountid
tionInstance globalacce lerationin stance /x
AssociateGlobalAccel acs : vpc :$ regionid :$ accountid
erationInstance : globalacce Tlerationin stance /$
globalacce Tlerationin stanceid
acs : ecs :$ regionid :$ accountid

instance /$ instanceid




API ARN format

UnassociateGlobalAcc acs : ecs :$ regionid :$ accountid
elerationInstance instance /$ dinstanceid
ModifyGlobalAccerlat acs : ecs :$ regionid :$ accountid
ionInstanceSpec instance /$ dinstanceid
ModifyGlobalAccerlat acs : ecs :$ regionid :$ accountid

ionInstanceAttributes

instance /$ instanceid

DeleteGlobalAccelera acs : ecs :$ regionid :$ accountid
tionInstance instance /$ {instanceid
DescribeGlobalAccele acs : vpc :$ regionid :$ accountid
rationInstances globalacce lerationin stance /x
AddGlobalAcceleratio acs : vpc :$ regionid :$ accountid
nInstancelp
: globalacce Tlerationin stance /$
globalacce Tlerationin stanceid
acs : vpc :$ regionid :$ accountid : eip /$
allocation 1d
BernoveCHObalAccekna. acs : vpc :$ regionid :$ accountid
tionInstancelp
: globalacce Tlerationin stance /$
globalacce Tlerationin stanceid
acs : vpc :$ regionid :$ accountid : eip /$
allocation 1d
DescribeServerRelate acs : vpc :$ regionid :$ accountid

dGlobalAccelerationInstances

globalacce Tlerationin stance /x

acs : ecs :$ regionid :$ accountid

instance /$ instanceid




5 Error codes

You can view all error codes in the VP API error center to troubleshoot.


https://error-center.aliyun.com/status/product/Vpc?spm=5176.10421674.home.43.41762fcfhx9Re8

6 Virtual Private Cloud (VPC)

6.1 CreateVpc

Creates a VPC.
Note the following before creating a VPC:

- You must specify the IP address range of the VPC in the form of the CIDR block.
You can use the standard private IP address ranges or their subnets as the CIDR
block of the VPC. The size of the CIDR block mask can be 8 bits to 24 bits. The
default CIDR block is 172.16.0.0/12.

- The CIDR block cannot be modified after the VPC has been created.
- The number of cloud product instances in each VPC cannot exceed 15,000.
- A VRouter and a route table are automatically created after a VPC is created.

- Up to three customer-side CIDR blocks can be added to a VPC. If one customer
-side CIDR block is the subset of another CIDR block, the one with the shorter
mask takes effect. For example, for the CIDR blocks 10.0.0.0/8 and 10.1.0.0/16, the
customer-side CIDR block 10.0.0.0/8 is the CIDR block that takes effect.

Debug

By using OpenAPI Explorer, you can easily debug APIs, automatically generate SDK

code examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String Yes CreateVpc The name of this action. Value:
CreateVpc
RegionId String | Yes cn-hangzhou The region ID of the VPC to be
created.

To query the region ID, call

DescribeRegions.



https://api.aliyun.com/#product=Slb&api=CreateLoadBalancer

Parameter

Type

Required
?

Example value

Description

CidrBlock

String

No

172.16.0.0/12

The IP address range of the
VPC in the CIDR block form.
You can use the following IP

address ranges or their subnets

10 .0 .0 .0/ 8

172 . 16 . 0 . 0 / 12
(default)

192 . 168 . 0 . 0 / 16

ClientToke

n

String

No

sha223ndd2
333

A client token used to
guarantee the idempotence of

requests.

This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.

Descriptio

n

String

No

This is my first
Vpc.

The description of the VPC.

The description can contain
2-256 characters. It must start
with an English letter, but it

cannot start with http ://or

https ://.

Enablelpv6

Boolean

No

Indicates whether to enable the
IPv6 CIDR block. Default value:

false.

Valid values: false | true

Ipv6eCidrBl

ock

String

No

223.223.213.
122

The IPv6 CIDK block of the VPC




Parameter Type Required| Example value | Description
?
ResourceGr | String | No 123 The ID of the resource group.
oupId
UserCidr String No 189.16.0.0/12 The customer-side CIDR block.
Separate multiple CIDR blocks
with commas. You can add up
to three CIDR blocks.
VpcName String | No Vpc-1 The name of the VPC.
The name must be between 2
and 128 characters in length.
It can contain uppercase or
lowercase letters and numbers.
It can also contain periods (.),
underscores (_), or hyphens
(-). The name must start with
a letter. It cannot start with
http ://or https ://.
Response parameters
Parameter Type Example value |Description
RequestId |String 0ED8D006-F706 |The ID of the request.
-4D23-88ED-
E11ED28DCACO
VpcId String vpc-bp15zckdt3 | The ID of the VPC.
7pq72zvw30k
VRouterId |String vrt-bp1lhlOtai The ID of the VRouter.
krteen80oxx
RouteTable |String vtb-bp145q7gIn | The ID of the route table.
Id uzdvzu2lpom
ResourceGr |String rg-acfmxazb4p | 1he ID of the resource group.
oupId hé6aiy




Examples
Request example

https :// vpc . aliyuncs . com /? Action = CreateVpc
& RegionId = cn - hangzhou
& CidrBlock =10 . 16 . 0 . 0 / 24
& CommonPara meters

Response example
- XML format

< CreateVpcR esponse >

< ResourceGr oupId > rg - acfmxazb4p h6aiy </ ResourceGr oupId
>

< RequestId > 8B2F5262 - 6B57 - 43F2 - 97C4 - 971425462D FE </
RequestId >

< RouteTable 1Id > vtb - bplkrxxzp® c29fmontba 1 </ RouteTable
Id >

< VRouterId > vrt - bpljcgbcmx jbl9xgc58b w </ VRouterId >

< VpcId > vpc - bplgpo6kug 3a20qqeSh7 v </ Vpcld >
</ CreateVpcR esponse >

- JSON format
{
" RequestId ":" 8B2F5262 - 6B57 - 43F2 - 97C4 - 971425462D FE ",
" ResourceGr oupId ":" rg - acfmxazb4p h6aiy ",
" RouteTable Id ":" vtb - bplkrxxzp® c29fmontba 1 ",
" VpcId ":" vpc - bplgpoOkug 3a20qgeSh7 v ",
" VRouterId ":" vrt - bpljcg5cmx jbl9xgc58b w "
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. |Specified value of " The specified Regionld
NotFound regionld" is not supported | does not exist.
400 InvalidPar Specified CIDR block is The CIDR block is invalid.
ameter not valid
400 ResourceNo Resource you requested is | You cannot create a
tAvailable not available in this region | VSwitch in this region or
or zone. zone.
400 InvalidVpcName. | Specified VPC name is not | The format of the name
Malformed valid. of the specified VPC is
invalid.




HTTP Error code Error message Description

status

code

400 QuotaExceeded. |VPC quota exceeded. The maximum number of

Vpc VPCs for the account has
been reached.

403 Forbbiden User not authorized to You are not authorized to
operate on the specified |operate on this resource.
resource.

400 ResourceNo Resource you requested is | The resource that you are

tAvailable.Vpc not available in this region | requesting is not available
or zZone. in the region or zone.

400 InvalidVpcName. | Specified VPC name is not | The format of the name

Malformed valid. of the specified VPC is
invalid.

400 InvalidPar Specified UserCidr invalid | The specified CIDR block

ameter format. is invalid.

400 InvalidPar Specified UserCidr Subnet | The specified subnet mask

ameter mask is not valid . for UserCidr is invalid.

400 InvalidUserCidr. |Specified UserCidr The number of UserCird

Quota number is greater than 3. |has reached the quota.

400 InvalidUserCidr. |Specified UserCidr The specified UserCird

Malformed overlapping in of 100.64.0 |overlaps with 100.64.0.0/
.0/10. 10.

500 InternalError The request processing An error occurred while
has failed due to some the request was being
unknown error. processed.

See common errors

6.2 DeleteVpc

Deletes a VPC.

Note the following before deleting a VPC:

- You must release or remove all resources in the VPC, such as VSwitches, instances,

router interfaces, and HaVip.

- Only VPCs in the available status can be deleted.



https://error-center.aliyun.com/status/product/Vpc

Debug

By using OpenAPI Explorer, you can easily debug APIs, automatically generate SDK

code examples, and quickly search for APIs.

Request parameters

Parameter |Type |Required? |Example Description
value
Action String | Yes DeleteVpc | -rhe name of this action. Value:
DeleteVpc
RegionId |String | Yes cn- The ID of the region to which the
hangzhou
VPC belongs.
Response parameters
Parameter Type Examplg Description
value
RequestId String 0ED8DO(@&he ID of the request.
-F706-
4D23-
88ED-
E11ED2§DCA
Co

Examples

Request example

https :// vpc . aliyuncs . com /? Action = DeleteVpc
& VpcId = vpc - 123456
&< CommonPara meters >

Response example
- XML format

< DeleteVpcR esponse >
< RequestId > OED8DGO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >


https://api.aliyun.com/#product=Slb&api=CreateLoadBalancer

</ DeleteVpcR esponse >
- JSON format
{
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes

HTTP Error code Error message Description

status

code

403 OperationDenied | The operation is not This operation cannot be

supported in this status. | performed in this status.

403 OperationDenied | The snapshot creation for |The snapshot creation

the specified disk is not | of the disk has not been
finished yet. completed yet.

400 IncorrectV Current VPC status does The current status of VPC
pcStatus not support this operation | does not support this

action.

400 Dependency Specified object has The specified operation
Violation. dependent resources failed to delete the VPC
RouteEntry due to the custom route

entries added to the VPC.

400 Dependency Specified object has The specified object has
Violation. dependent resources associated resources.
Instance

400 Dependency Specified object has This VPC has dependent
Violation. dependent resources VSwitches and cannot
VSwitch be deleted. Delete all

VSwitches in the VPC first.

400 Dependency Specified object has This VPC has dependent
Violation. dependent resources security groups and
SecurityGroup cannot be deleted. Delete

all security groups in the
VPC first.

404 InvalidVpcld. Specified VPC does not The specified VPC does

NotFound exist. not exist.




HTTP Error code Error message Description

status

code

400 Dependency Specified object has The specified VSwitch
Violation. dependent route interface | has a router interface
Routelnterface connected and cannot be

deleted.

400 Dependency Specified object has The specified object has
Violation.Tunnel |dependent tunnel. associated tunnels.

500 InternalError The request processing An error occurred while

has failed due to some the request was being
unknown error. processed.

400 Dependency Specified object has The dependent NAT
Violation. dependent resources Gateway must be deleted
NatGateway NatGateway. first before the specified

VPC can be deleted.

400 Dependency Specified object has The specified object
Violation. dependent resources has associated router
RouterInterface |RouterInterface. interfaces.

400 Dependency Specified object has This VPC has dependent
Violation. dependent resources security groups and
SecurityGroup |SecurityGroup. cannot be deleted. Delete

all security groups in the
VPC first.

400 Forbidden. Specified VPC can not The specified VPC does
VpcNotFound found. not exist.

400 Forbbiden Active custom route in vpc | You need to add a custom

route entry in the VPC.

See common errors
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6.3 DescribeVpcs

Query the created VPCs in a region.

Request parameters

Name Type Require( Description
Action String | Yes The action to perform. Valid value:
DescribeVp «cs

RegionId String | No The region where the VPC is located.
You can obtain the region ID by calling the
DescribeRegions API.

Vpcld String N0 | e Ip of the VPC.
Up to 20 VPCs can be specified. Separate
multiple VPCs using commas.

Isdefault Boolean | No Whether to query the default VPC in the
specified region. Valid value:

true (Default): Query all VPCs in the
specified region.
false :Do not query the default VPC.

PageNumber | Integer |No The number of pages to return. The default
valueis 1 .

Pagesize Integer | No The number of rows per page. The maximum
valueis 50 and the default valueis 10 .

Response parameters
Name Type Description

RequestId String The ID of the request.

TotalCount String The number of queried entries.

PageNumber Integer The current page number.




Name Type Description
PageSize String The number of entries on the current page.
Vpcs JSON string | The detailed information of the VPC.
Table 6-1: Vpc
Name Type Description

VpcId String The ID of the VPC.

RegionId String The region where the VPC
is located.

Status String The status of the VPC.
Valid value:

Pending :configuring
Available :available

VpcName String The name of the VPC.

VSwitchIds String A list of VSwitches in the
VPC.

CidrBlock String The CIDR block of the VPC.

VRouterId String The ID of the VRouter.

Descriptio n String The description of the VPC

CreationTi me String The time when the VPC is
created.

IsDefault Boolean Whether the VPC is the
default VPC in the region.

UserCidrs String A list of customer-side
CIDR blocks.

Examples

Request example

https :// vpc .

aliyuncs . com /? Action

& RegionId = us - west - 1

& CidrBlock = 10 .

& CommonPara meters

Response example

10 . 0.0/ 24

DescribeVp cs




- XML format

<?  xml version =" 1 . @ " encoding =" UTF - 8 "? >
< CreateVpcR esponse >

< RequestId >
RequestId >

< RouteTable
RouteTable 1Id >

< VRouterId >

OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
Id > vtb - bpl145q7gln uzdvzu2lpo m </

vrt - bpllhlotai krteen80ox x </ VRouterId >

< VpcId > vpc - bpl5zckdt3 7pq72zvw3 </ VpcId >
</ CreateVpcR esponse >

- JSON format

{
" PageNumber
" Vpcs ": {
" VPC ":
{

=

]

I
" TotalCount

" PageSize ":

" RequestId ":

"1,

[

VpcName ": " vpcl ",

Descriptio n ": "',

IsDefault ": false ,

ResourceGr oupId ": " rg - acfmxazb4p h6aiy ",

UserCidrs ": {
" UserCidr ": [ ]

)
NatGateway Ids ": {
" NatGateway Ids ": [ ]

,RouterTabl elds ": {
" RouterTabl eIds ": [
" vtb - bpl145q7gln uzdvzu2lpo m "

]
b
VpcId ": " vpc - bpl5zckdt3 7pq72zvw30 k ",
VRouterId ": " vrt - bpllhlotai krteen80ox x ",
CreationTi me ": " 2018 - 04 - 18T15 : 02 : 37Z
Status ": " Available ",
CidrBlock ": " 10 . 0 . 0 . 0 / 24 ",

Vswitchids ":{
" VSwitchId ": [ ]

’RegionId ": " ¢cn - hangzhou "

"1,
10 ,
" 9B941224 - B647 - 4644 - AT46 - 641906D6B9 54

6.4 ModifyVpcAttribute

Modifies the name and description of a VPC.



Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Required ModifyVpcA | -pp,6 hame of this action. Value:
ttribute . .
ModifyVpcAttribute.
RegionId String | Yes cn-hangzhou The region to which the VPC
belongs.
VpcId String | Yes vpc- The ID of the VPC.
bplqtbach5
7ywecfxxxxxx
CidrBlock String No 192.168.0.0/24 The CIDR block of the VPC
Descri pt'IO String No This is VPCL. The description of the VPC
" The description must be 2 to
256 characters in length. It
must start with a letter but
cannot start with http ://
or https ://.
EnableIPvé | Boolean |No true Indicates whether to enable
IPv6 CIDR blocks. Valid values:
- true: Enable.
- false: Do not enable.



https://api.aliyun.com/#product=Vpc&api=ModifyVpcAttribute

Parameter Type Required| Example value | Description
?

VpcName String | No Vpe-1 The name of the VPC. The
instance name must be 2 to
128 characters in length and
can contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It

cannot start with http ://or

https ://.
Response parameters
Parameter Type Example value |Description
RequestId String 0ED8D006-F706 | The ID of the request
-4D23-88ED-
E11ED28DCACO
Examples

Request example

https :// vpc . aliyuncs . com /? Action = ModifyVpcA ttribute
& VpcId = vpc - bplgtbach5 7ywecfxxxx xx
& VpcName = Vpc - 1
&< CommonPara meters >

Response example
XML format

< ModifyVpcA ttributeRe sponse >

< RequestId > OED8DGO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >
</ ModifyVpcA ttributeRe sponse >

JSON format

" RequestId ":" 43B72D30 - 25E1 - 4FA3 - 96A8 - 89374A521D 1A "



Error codes

HTTP Error code Error message Description
status
code
404 InvalidVpcld. Specified VPC does not The specified VPC does
NotFound exist. not exist.
400 InvalidVpcName. | Specified VPC name is not | The name format of the
Malformed valid. specified VPC is invalid.
400 InvalidVpc Specified VPC description |The format of the
Discription. is not valid. specified VPC description
Malformed is invalid.
400 InvalidPar Specified UserCidr invalid | The format of the
ameter format. specified UserCidr is
invalid.
400 InvalidPar Specified UserCidr Subnet | The specified subnet mask
ameter mask is not valid. for UserCidr is invalid.
400 InvalidUserCidr. |Specified UserCidr The number of UserCirds
Quota number is greater than 3. |has reached the quota.
400 InvalidUserCidr. |Specified UserCidr The specified UserCird
Malformed overlapping in of 100.64.0 |overlaps with 100.64.0.0/
.0/10. 10.
400 IncorrectV Current VPC status does The current VPC status
pcStatus not support this operation | does not support this
operation.
400 InvalidCidrBlock | Specified CIDR block is The format of the
Malformed not valid. specified CIDR block is
invalid.

See common error codes

6.5 DescribeVpcAttribute

Queries the configurations of a VPC.

Debug

By using OpenAPI Explorer, you can easily debug APIs, automatically generate SDK

code examples, and quickly search for APIs.
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Request parameters

Parameter | Type Required? |Example |Description
value
Action |String Yes DescribeVp| The name of this action. Value:

cAttribute | DescribeVp cAttribute

RegionId [String Yes cn- The ID of the region where the VPC
hangzhou | belongs.

VpcId String Yes vpc- The ID of the VPC to be queried.
bp18sth14q
ii3pnvodkv
t

IsDefault Boolean No false Indicates whether the VPC is the

default VPC. Valid values:
false : The VPC is not the

default VPC.
true :The VPC is the default
VPC.
Response parameters
Parameter Type Example value |Description
Associated N/A N/A A list of CEN instances attached to
Cens
the VPC.
LCenld String cen-7qthudwoll The ID of the CEN instance.
6jmc4gsu
L
Long 1231579085 The ID of the account to which the
CenOwnerld 529123 )
CEN instance belongs.
l_ .

CenStatus | String Attached The status of the CEN instance.
CidrBlock String 192.168.0.0/16 The private CIDR block of the VPC.
Elass]ij(iLiln Boolean false Indicates whether the ClassicLink

Enable

function is enabled.




Parameter Type Example value |Description
CloudResou | N/A N/A A list of cloud resources under the
rces
VPC.
L
Integer 1 The number of the resources under
ResourceCo h
unt the VPC.
L . .
ResourceTy | String VSwitch The type of the resources under the
e
P VPC.
CreationTi String 2018-10-16T07:31 | e time at which the VPC was
me :09Z
created.
Description | String VPC The description of the VPC.
ock 24
IsDefault Boolean false Indicates whether the VPC is the
default VPC.
Regionld String cn-hangzhou The ID of the region to which the
VPC belongs.
RequestId String 7486AE4A-129D | 11 1D of the re quest
-43DB-A714-
2432C074BA04
ResourceGr |String rg-acfmxazb4p The ID of the resource group.
oupld hoaiy
Status String Available The status of the VPC
UserCidrs N/A 172.16.0.1/24 The customer-side CIDR blocks.
Separate CIDR blocks with commas
. You can specify up to three CIDR
blocks.
VRouterId String vrt-bpljsoéngl |4, e ID of the VRouter

at0ajsc8mbe




Parameter Type Example value |Description
VSwitchlds | N/A U'VSwitchld™ [ | 5 i5¢ of VSwitches under the VPC.
vsw-bpl4cagpfy
sr29feg5t97" 1}
Vpcld String vpc-bp18sthl4q The ID of the VPC
ii3pnvodkvt
VpcName String doctest2 The name of the VPC
Examples
Request example
https :// vpc aliyuncs com /? Action = DescribeVp cAttribute

& RegionId
& VpcId = vpc - bpl8sthl4q
&< CommonPara

cn - hangzhou
ii3pnvodkv
meters >

Response example

- XML format

< DescribeVp

<

<
<
<

VASAS

cAttribute Response >
VpcName > doctest2 </ VpcName >
Descriptio n />

IsDefault > false </ IsDefault >
ResourceGr

UserCidrs />

ClassiclLin kEnabled > false </
Associated Cens >

< Associated Cen >

oupId > rg - acfmxazb4p h6aiy </ ResourceGr

t

oupId

ClassiclLin kEnabled >

< CenStatus > Attached </ CenStatus >

< CenOwnerId > 1231579085 529
< CenId > cen - 7qthudwOll 6j
</ Associated Cen >

</ Associated Cens >

<
<
<

<
<
<

VRouterId > vrt - bpljsoéngl
VpcId > vpc - bpl8sthl4q
CreationTi

CidrBlock > 192 . 168 . 0 . 0 /
Status > Available </ Status >

VSwitchIds >

< VSwitchId > vsw - bpl4cagpfy

</ VSwitchIds >
< RequestId > 7486AE4A - 129D - 43DB - A714 - 2432C074BA 04 </
RequestId >
< RegionId > cn - hangzhou </ RegionId >

<

CloudResou rces >
< CloudResou rceSetType >
< ResourceTy pe > VSwitch </
< ResourceCo unt > 1 </ Resou
</ CloudResou rceSetType >

at®ajsc8mb
ii3pnvodkyv
me > 2018 - 10 - 16T07

123 </ CenOwnerId >
mc4gsu </ CenId >

e </ VRouterId >
t </ VpcId >

¢ 31 09Z </ CreationTi me

16 </ CidrBlock >

sr29feg5t9 7 </ VSwitchId >

ResourceTy pe >
rceCo unt >




< CloudResou rceSetType >
< ResourceTy pe > VRouter </ ResourceTy pe >
< ResourceCo unt > 1 </ ResourceCo unt >

</ CloudResou rceSetType >

< CloudResou rceSetType >
< ResourceTy pe > RouteTable </ ResourceTy pe >
< ResourceCo unt > 1 </ ResourceCo unt >

</ CloudResou rceSetType >

</ CloudResou rces >
</ DescribeVp cAttribute Response >

- JSON format
{
" VpcName ":" doctest2 ",
" Descriptio n ":"",
" IsDefault ": false ,
" ResourceGr oupId ":" rg - acfmxazb4p h6aiy ",

" UserCidrs ":{
" UserCidr ":[]
}

J
" ClassiclLin kEnabled ": false ,
" Associated Cens ":{
" Associated Cen ":[

" CenStatus ":" Attached ",

" CenOwnerId ":" 1231579085 529123 ",

" CenId ":" cen - 7qthudw@ll 6jmc4gsu "

}
]

I
" VRouterId ":" vrt - bpljso6ngl at@ajsc8mb e ",
" VpcId ":" vpc - bpl8sthl4q 1ii3pnvodkv t ",
" CreationTi me ":" 2018 - 10 - 16TO7 : 31 : 09Z ",
" CidrBlock ":" 192 . 168 . 0 . 0 / 16 ",
" Status ":" Available ",

" VSwitchIds ":{
" VSwitchId ":[
" vsw - bpl4cagpfy sr29feghst9 7 "
]

b

RegionId ":" cn - hangzhou ",
" RequestId ":" T486AE4A - 129D - 43DB - A714 - 2432C074BA 04 ",
" CloudResou rces ":{
" CloudResou rceSetType ":[

}

{
" ResourceTy pe ":" VSwitch ",
" ResourceCo unt ": 1

b

{
" ResourceTy pe ":" VRouter ",
" ResourceCo unt ": 1

Iy

{
" ResourceTy pe ":" RouteTable ",
" ResourceCo unt ": 1

}

]



}

Error codes
HTTP Error code Error message Description
status
code
500 InternalError The request processing An error occurred while
has failed due to some the request was being
unknown error. processed.
400 IncorrectV Current VPC status does | The status of VPC does not
pcStatus not support this operation | support this action.
404 InvalidVpcId. Specified VPC does not The specified VPC does
NotFound exist. not exist.

See common error codes
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7 VSwitch

7.1 DescribeVSwitches

Queries one or more VSwitches.

This API supports query pagination and each page contains 10 entries by default.

This API only verifies the validity of parameters and does not verify the dependency

relationship between the parameters. The returned result is the intersection of all

conditions.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type |Required? |Example |Description
value
Action String | Yes D(.escrlbeVS The name of this action. Value:
witches
DescribeVS witches
RegionId String | Yes cn- The region of the VPC to which the
hangzhou

VSwitch belongs.

To query the region ID, call

DescribeRegions.



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type |Required? |Example |Description
value
Isdefault | BooleagNo true Indicates whether to query the
default VSwitch in the specified
region.
true (default value): Query
all VSwitches in the specified
region.
false :Do not query the
default VSwitch.
OwnerAccou |String |No The owner account
nt
PageNumber |Integer| No 10 The number of pages to return.
Default value: 1 .
PageSize Integer| No 1 The number of rows per page.
Maximum value: 50 . Default
value: 10 .
ResourceGr |String [No 1234567 The ID of the resource group
oupId
RouteTable | String |No vtb- The ID of the route table.
1d bp145q7gin
uzdvzu21pq
m
VSwitchId String | No VSW- The ID of the VSwitch
23dsf3xxxx
XXXXX
VSwitchNam |[String |No VSwitch-1 The name of the VSwitch
e
Vpeld String |No VP The ID of the VPC.
25eq58plxx
XXXXXXXX




Resp

Parameter Type |Required? |Example |Description
value
Zoneld String fln' N The ID of the zone to which the
angzhou
d s VSwitch belongs.
To query the region ID, call
DescribeZones.
onse parameters
Parameter Type Example value |Description
VSwitches N/A N/A A list of VSwitches.
D nes
ﬁfgllablel Long 1 The number of available IP
AddressCo
P addresses in the VSwitch.
unt
LCidrBlock String 172.16.0.0/24 The CIDR block of the VSwitch.
“CreationTi |String 2018-01-18T12:43 | 1. time when the VSwitch was
me 577
created.
|_ . . . . .
Descriptio | String Thls‘: 15 my The description of the VSwitch.
n vswitch.
ock /64
L
IsDefault Boolean true Whether the VSwitch is the default
VSwitch in the zone.
|_ .
G String 123456 The ID of the resource group to
ResourceGr
which the VSwitch belongs.
oupld
L
RouteTable | N/A N/A The information of the route table.
|_ .
dRouteTable String vrt-123456 The ID of the route table associated
I
with the VSwitch.




Parameter Type Example value |Description
“RouteTable | String System The type of the route table:
Type
- System: system route table
- Custom: custom route table
l_ . .
Status String Available The status of the VSwitch. Valid
values:
- Pending: being configured
- Available: available
“VSwitchld |String VSW-XXXXXXXXXX |10 1D of the VSwitch
XXXXXX
L . .
) String VSwitch-1 The name of the VSwitch.
VSwitchNam
e
~Vpcld String VPC-234aSXXXXX | e I of the VPC to which the
XXXXXXXX
VSwitch belongs.
~Zoneld String cn-hangzhou-d | ppe 1p of the zone to which the
VSwitch belongs.
TotalCount | Integer 10 The number of queried entries.
PageNumber | Integer 10 The current page number.
PageSize Integer 10 The number of rows per page.
RequestId String 9A572171-4E27 | The ID of the re quest
-40D1-BD36-
D26XXXXXXXXX
Examples
Request example
http ( s )://[ Endpoint ]/?< CommonPara meters >

Response example




- XML format

< DescribeVS witchesRes ponse >
< RequestId > 9A572171 - 4E27 - 40D1 - BD36 - D26C9E71E2 9E </
RequestId >
< VSwitches >
< VSwitch >
< VSwitchId > vsw - 25b7pv15t </ VSwitchId >

< Status > Available </ Status >

< CidrBlock > 172 . 16 . 1 . 0 / 24 </ CidrBlock >

< Zoneld > cn - beijing - a </ Zoneld >

< Availablel pAddressCo unt > 246 </ Availablel pAddressCo
unt >

< VpcId > vpc - 257gg642n </ VpcId >

< Descriptio n />

< VSwitchNam e />

< CreationTi me > 2014 - 10 - 29T15 : 21 : 02Z </
CreationTi me >
</ VSwitch >
</ VSwitches >
</ DescribeVS witchesRes ponse >

- JSON format

" PageNumber ": 1 ,
" VSwitches ":{

" VSwitch ":[
{
" CreationTi me ":" 2014 - 10 - 29T15 : 21 : 02Z ",
" Status ":" Available ",
" CidrBlock ":" 172 . 16 . 1 . 0 / 24 ",

" Descriptio n ":"",
" AvailableIl pAddressCo unt ": 246 ,

" VSwitchNam e ":"",
" Zoneld ":" cn - beijing - a ",
" VSwitchId ":" vsw - 25b7pv1i5t ",
" VpcId ":" vpc - 257gg642n "
}
]

I
" TotalCount ": 1 ,

" PageSize ": 10

" RequestId ":" OA572171 - 4E27 - 40D1 - BD36 - D26C9E7IE2 9E "
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidvVSwitchld | VSwitch not exist. The specified VSwitch
.NotFound does not exist.
400 Forbidden. Specified VPC can not The specified VPC does
VpcNotFound found. not exist.




See common error codes

7.2 ModifyVSwitchAttribute

Modifies the name and description of a VSwitch.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter [Type |[Required? |Example |Description
value
Action String | Yes ModifyVSwi The name of this action. Value:
tchAttribu
te ModifyVSwi tchAttribu te
RegionId |String | Yes cn- The ID of the region to which the
hangzhou .
VSwitch belongs.
VSwitchId|String |Yes VSW- The ID of the VSwitch
25nauedgz
DescriptipString | No Thisismy |y, description of the VSwitch.
n vswitch.
The description must be 2 to 256
characters in length. It must start
with a letter and cannot start with
http ://or https ://.
IpvéCidralinteger| No 0 The IPv6 CIDR block of the VSwitch.
k .
¢ You can customize the last eight bits
of an IPv6 CIDR block. Value range: 0
to 255
By default, the mask of an IPv6 CIDK
block is 64-bit long.
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Parameter [Type |[Required? |Example |Description
value
VSwitchNamString |No VSwitch-1 |10 hame of the VSwitch.
e
The name must be 2 to 128
characters in length. It can contain
letters, numbers, periods (.),
underscores (_), and hyphens (-).
The name must start with a letter
and cannot start with http ://or
https ://.
Response parameters
Parameter |Type Example value |Description
RequestId|String COFDOEED The ID of the request.
-F90D-
4479-803D-
DD623XXXXXX

Examples

Request example

http ( s )://[ Endpoint ]/? VSwitchId = vsw - 25naue4gz
&< CommonPara meters >

Response example
- XML format

< ModifyVSwi tchAttribu teResponse >

< RequestId > OED8DGO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >
</ ModifyVSwi tchAttribu teResponse >

- JSON format

{
" RequestId ":" OED8D0OO6 - F706 - 4D23 - 88ED - E11ED28DCA CO "



}

Error codes

HTTP Error code Error message Description

status

code

404 InvalidvVSwitchld | The specified virtual The specified VSwitch
.NotFound switch does not exists. does not exist.

400 InvalidVSw Specified virtual switch The format of the name of
itchName. name is not valid. the specified VSwitch is
Malformed invalid.

400 InvalidVSw Specified virtual switch The description of the
itchDiscription. |description is not valid. VSwitch is invalid.
Malformed

404 InvalidVSwitchld | The specified virtual The specified VSwitch
.NotFound switch does not exists. does not exist.

See common error codes

7.3 DescribeVSwitchAttributes

Queries the configurations of a VSwitch.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |[Required? |Example |Description
value
Action |String | Yes DescribeVS| 16 name of this action. Value:
witchAttri
butes DescribeVS witchAttri butes
RegionId | String | Yes cn- The region ID of the VPC to which the
hangzhou
route table belongs.
VSwitchIqString |Yes VSW- The ID of the VSwitch
25naue4gz
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Response parameters

Parameter |Type Example value | Description
Availablel Long 12 The number of available IP
pAddressCo
nt addresses.
CidrBlock String 192.168.0.1/24 The private CIDR block of the
VSwitch.
CloudResou |N/A N/A Cloud resources under the VSwitch.
rces
L
Integer 1 The number of cloud resources
ResourceCo der th itch
unt under the VSwitch.
- ]
ResourceTy | String nat The type of the cloud resource.
pe
CreationTi String 2017-08-22T10:40 The time when the VSwitch was
me :257.
created.
Description | String This is my The description of the VSwitch.
VSwitch.
Ipv6CidrBl | String 2408:4004:0:2900 | 11, 1py6 CIDR block of the VSwitch
ock /64
IsDefault Boolean false Whether the VSwitch is the default
VSwitch.
Requestld String /BA48BABI-1EAD | 1h6 1D of the request.
-469F-B488-
594DAB4B6A1A
ResourceGr |String 123456 The ID of the resource group.
oupld
RouteTable |N/A N/A The route table information of the
VSwitch.
- ]
RouteTable | String vtb-bpl45q7gIn | ppe 1p of the route table associated
Id uzdvzu2lpom ) .
with the VSwitch.




Examples

Parameter Type Example value |Description
|_ .
RouteTable | String System The type of the route table. Valid
Type
values:
- System: system route table.
- Custom: customer route table.
Status String Pending The status of the VSwitch. Valid
values:
- Pending: being configured
- Available: available
VSwitchld String vsw-25b7pv15t The ID of the VSwitch.
VSwitchNam | String test The name of the VSwitch.
e
Vpcld String VPC-25784642n | The 1D of the VPC to which the
VSwitch belongs.
Zoneld String cn-beijing-a The ID of the zone to which the
VSwitch belongs.
Request example
/? Action = DescribeVS witchAttri butes
& VSwitchId = vsw - 25nauedgz
&< CommonPara meters >
Response example
XML format
< DescribeVS witchAttri butesRespo nse >

< RouteTable >

< RouteTable

Id >

< RouteTable

</ RouteTable >

Id > vtb - hp3ngulhkd

Type > System </ RouteTable

utfakqnz76 p </ RouteTable

Type >

< Descriptio n />

< IsDefault > false </ IsDefault >

< AvailableI pAddressCo unt > 251 </ AvailableI pAddressCo unt >
< ResourceGr oupId > rg - acfmy45w7w 2cdxa </ ResourceGr oupId >
< Zoneld > cn - huhehaote - a </ Zoneld >

< VSwitchId > vsw - hp3lyltbld o0sj540yyxj v </ VSwitchId >



VpcId > vpc - hp34hflqgqs jh3a3q7lbt r </ VpcIld >
CreationTi me > 2019 - 01 - O7T04 : 54 : 14Z </ CreationTi me >
Status > Available </ Status >
CidrBlock > 192 . 168 . 0 . 0 / 24 </ CidrBlock >

< RequestId > A31F062D - 81F0 - 48BC - 9771 - 915D6622D2 6A </
RequestId >

< VSwitchNam e > docl </ VSwitchNam e >

< IpveCidrBl ock > 2408 : 4004 : 0 : 2900 ::/ 64 </ IpveCidrBl ock
>

< CloudResou rces />
</ DescribeVS witchAttri butesRespo nse >

NN NN

JSON format

" RouteTable ":{

" RouteTable Id ":" vtb - hp3ngulhkd utfakqnz76 p ",
" RouteTable Type ":" System "

I

" Descriptio n ":"",

" IsDefault ": false ,
" AvailableI pAddressCo wunt ": 251 ,

" ResourceGr oupId ":" rg - acfmy45w7w 2cdxa ",

" ZoneId ":" cn - huhehaote - a ",

" VSwitchId ":" vsw - hp3lyltbld o0sj540yyxj v ",

" VpcId ":" vpc - hp34hflgqqs jh3a3q7lbt r ",

" CreationTi me ":" 2019 - 01 - 07T04 : 54 : 147 ",

" Status ":" Available ",

" CidrBlock ":"™ 192 . 168 . 0 . 0 / 24 ",

" RequestId ":" A31F062D - 81F0 - 48BC - 9771 - 915D6622D2 6A ",
" Ipv6eCidrBl ock ":" 2408 : 4004 : © : 2900 ::/ 64 ",

" VSwitchNam e ":" docl ",

" CloudResou rces ":{
" CloudResou rceSetType ":[]

Error codes

See common error codes

7.4 CreateVSwitch

Creates a VSwitch in a VPC.
Note the following before you call this action:

- Up to 24 VSwitches can be created in a VPC.

- The first and last three IP addresses of the VSwitch are reserved by the system. For
example, if the CIDR block of a VSwitch is 192.168.1.0/24, TP addresses 192.168.1.0,
192.168.1.253, 192.168.1.254, and 192.168.1.255 are reserved.

- The number of cloud product instances under the VSwitch cannot exceed the
remaining capacity of the VPC (subtract the current number of cloud product

instances from 15,000).
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- A cloud product instance can only belong to one VSwitch.

- VSwitches do not support broadcasting or multicasting.

After a VSwitch is created, you cannot modify its CIDR block.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter

Type

Required?

Example

value

Description

Action

String

Yes

CreateVSwi
tch

The name of this action. Value:

CreateVSwi tch

CidrBlocK

String

Yes

172.16.0.0
/24

The CIDR block of VSwitch. The IP
address range must meet the following

requirements:

- The length of the subnet mask for
the VSwitch must be in the range of /
16 to /29.

- The CIDR block of the VSwitch must
belong to the CIDR block of the VPC.

- The CIDR block of the VSwitch
cannot be the same as any destinatio
n CIDR block in route entries of the
VPC, but can be the subnet of the
destination CIDR block.

- If the network segment of the switch

is the same as the network segment
of the same VPC, there can be only

one switch for the VPC.

VpcId

String

Yes

vpc-

257gq6nxxy

The ID of the VPC to which the VSwitch

| belongs.

XXXX
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Parameter | Type |Required? |Example |Description
value
Zoneld |String | Yes cn- The ID of the zone to which the switch
hangzhou
b belongs.
To query the region ID, call
DescribeZones.
Regionld |String | Yes cn- The ID of the region to which the
hangzhou )
VSwitch belongs.
IpvéCidrginteger No 0 The IPv6 CIDR block of the VSwitch.
k . . .
oc You can customize the last eight bits of
an IPv6 CIDR block. Value range: 0 to
255.
By default, the length of the IPv6 CIDK
mask is /64.
Descriptidtring | No Thisismy | 1pe description of the VSwitch.
n vswitch.
The description must be 2 to 256
characters in length and must start
with a letter. It cannot start with http
://or https ://.
VSwitchN3 rString No VSwitch-1 The name of the VSwitch
e
The name must be 1 to 128 characters
in length and must start with a letter. It
cannot start with http ://or https
://.
ClientTok&tring | No dh:llgeuxxx‘(A client token used to guarantee the
n xxdde

idempotence of requests.

This parameter value is generated by
the client and must be unique. It must
be 1 to 64 ASCII characters in length.




Parameter | Type |Required? |Example |Description
value
OwnerAccqtring | No N/A The owner account
nt
Response parameters
Parameter Type Example |Description
value
RequestId String 861E6630 |The ID of the request.
-AECO-
4B2D-B214-
6CBSE44B7H
04
VSwitchId String VSW- The ID of the switch.
25naue4gz

Examples

Request example

https :// vpc . aliyuncs . com /? Action = CreateVSwi +tch
& CidrBlock = 172 . 16 . @ . 0 / 24
& VpcId = vpc - 257ggbnxxx XXXX
& Zoneld = cn - hangzhou - b
&< CommonPara meters >

Response example
- XML format

< CreateVSwi tchRespons e >

< RequestId > OED8DGO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

< VSwitchId > vsw - 25naued4gz </ VSwitchId >
</ CreateVSwi tchRespons e >

- JSON format

" RequestId ":" OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO ",
" VSwitchId ":" vsw - 25naued4gz "



}

Error codes

HTTP Error code Error message Description

status

code

404 InvalidZoneld. |Specified zone does not The ID of the zone is
NotFound exist. incorrect.

404 InvalidVpcld. Specified VPC does not The specified VPC does
NotFound exist. not exist.

400 InvalidVSw Specified virtual switch The format of the name of
itchName. name is not valid. the specified VSwitch is
Malformed invalid.

400 ResourceNo Resource you requested is | The resource that you
tAvailable not available in this region | requested is not available

or zone. in this region or zone.

400 InvalidPar Specified CIDR block is The specified CIDR block
ameter not valid in VPC. does not belong to the

CIDR block of the VPC.
400 InvalidCidrBlock | Specified CIDR block The specified CIDR block
.Overlapped overlapped with other overlaps the CIDR block
subnets. of another VSwitch or the
destination CIDK block
of an existing customer
route. Select a CIDR block
that is not used.

400 InvalidCidrBlock | Specified CIDR block The specified CIDR block
.Overlapped overlapped with other overlaps with the CIDR

entry. block of another VSwitch
, or the destination CIDK
block of an existing
customer route. Select
a CIDR block that is not
used.

400 QuotaExceeded. |Virtual switch quota The maximum number of
VSwitch exceeded. VSwitches was exceeded.

400 IncorrectR Some route entry status The route table includes
outeEntryStatus |blocked this operation. entries in the Pending or

Modifying status.




HTTP Error code Error message Description

status

code

400 IncorrectV Some virtual switch is The VPC has multiple
SwitchStatus modifying within the VSwitches that are in the

same VPC. Modifying status. Please
try again later.

400 InvalidCir Specified CIDR block is The form of the CIDR
drBlock. not valid . block is invalid.
MaskLength

400 IncorrectV Current VPC status does The current status of VPC
pcStatus not support this operation | does not support the

action.

400 MissingPar Miss mandatory The required parameters
ameter parameter. are missing.

400 IncorrectV VSwitch Creation You cannot create
SwitchStatus simultaneously is not VSwitches because the

supported. VPC includes VSwitches in
the Creating status.

400 Forbidden. Specified VPC can not The specified VPC does
VpcNotFound found. not exist.

See common error codes

7.5 DeleteVSwitch

Deletes a VSwitch.

Note the following before you call this action:

- You first must release or remove all resources under the VPC, including VSwitches,

cloud product instances, router interfaces, and HAVIPs.

- Only VSwitches in the available status can be deleted.

- A VSwitch cannot be deleted when the VPC to which it belongs is creating or

deleting a VSwitch or route entry.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter [Type [Required? [Example |Description

value

Action String | Yes DeleteVSwi
tch

The name of this action. Value:

DeleteVSwi tch

VSwitchld)String | Yes vsw- The ID of the VSwitch to delete.
asdfjlnaue

1g

Response parameters

Parameter Type Examplg Description

value

RequestId String AF083E3IThe ID of the request.
-7E29-
4B77-
A937-
1F12980pPD5
XXXXXX

Examples

Request example

http (s ):// vpc . aliyuncs . com /? Action = DeleteVSwi tch
& VSwitchId = vsw - asdfjlnaue 4g
&< CommonPara meters >

Response example
- XML format

< DeleteVSwi tchRespons e >

< RequestId > OED8DGO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >
</ DeleteVSwi tchRespons e >

- JSON format

" RequestId ":" OED8D0OO6 - F706 - 4D23 - 88ED - E11ED28DCA CO "



}

Error codes
HTTP Error code Error message Description
status
code
400 IncorrectV The current virtual switch | The specified VSwitch
SwitchStatus status does not support failed to be deleted
this operation. because it was in the
Pending state.
400 Dependency Some route entry status The route table contains
Violation blocked this operation. entries in the Pending or
Modifying status.
400 IncorrectR Some route entry status The route table contains
outeEntryStatus |blocked this operation. entries in the Pending or
Modifying state.
400 Dependency VSwitch cannot be deleted | You cannot delete this
Violation.HaVip | when there are some VSwitch because a HAVIP
HaVip dependent with it. |is bound to it.
400 MissingPar Miss mandatory The required parameters
ameter parameter. are missing.
404 InvalidVSwitchld | VSwitch not exist. The specified VSwitch
.NotFound does not exist.
404 IncorrectStatus | Vswtich status not stable. |The VSwitch is currently
in the Pending or
Modifying status. Please
try again later.

See common error codes
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8 Region

8.1 DescribeZones

Queries one or more zones in a region.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeZones The name of this action. Value:
DescribeZo nes
RegionId String | Yes cn-hangzhou |4 o 1p of the region.
To query the region ID, call
DescribeRegions.
Response parameters
Parameter Type Example value |Description
Zones N/A N/A A list of zones.
I_ . .
LocalName |String China Hangzhou |, e name of the zone.
Zone B
[ 1 - -
Zoneld String cn-hangzhou-b |16 1D of the zone.
RequestId String 6FEAOCF3-D3BY |11 ID of the re quest.
-43E5-A304-
D217037876A8
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Examples

Request example

https :// vpc . aliyuncs . com /? RegionId = cn - hangzhou
&< CommonPara meters >

Response example
XML format

<? xml version =" 1 . 0 " encoding =" UTF - 8 " ?>
< DescribeZo nesRespons e >
< RequestId > 6FEAOGCF3 - D3B9 - 43E5 - A304 - D217037876 A8 </
RequestId >
< Zones >
< Zone >
< Zoneld > cn - hangzhou - b </ Zoneld >
< LocalName > China Hangzhou Zone B </ LocalName >
</ Zone >
< Zone >
< Zoneld > cn - hangzhou - d </ Zoneld >
< LocalName > China Hangzhou Zone D </ LocalName >
</ Zone >
< Zone >
< Zoneld > cn - hangzhou - e </ Zoneld >
< LocalName > China Hangzhou Zone E </ LocalName >
</ Zone >
< Zone >
< ZoneId > cn - hangzhou - f </ Zoneld >
< LocalName > China Hangzhou Zone F </ LocalName >
</ Zone >
< Zone >
< ZoneIld > cn - hangzhou - g </ Zoneld >
< LocalName > China Hangzhou Zone G </ LocalName >
</ Zone >
< Zone >
< Zoneld > cn - hangzhou - h </ Zoneld >
< LocalName > China Hangzhou Zone H </ LocalName >
</ Zone >
</ Zones >
< DescribeZo nesRespons e >

JSON format
{
" RequestId ":" 6FEAOCF3 - D3B9 - 43E5 - A304 - D217037876 A8 ",
" Zones ":{
" Zone ":[
" Zoneld ":" cn - hangzhou - b ",
" LocalName ":" China Hangzhou Zone B "
I
{
" Zoneld ":" cn - hangzhou - d ",
" LocalName ":" China Hangzhou Zone D"
Iy
{

" Zoneld ":" cn - hangzhou - e ",



" LocalName ":"
%,
" ZoneId ":" cn
" LocalName ":"
%,
" ZoneId ":" c¢n
" LocalName ":"
%,
" ZoneId ":" cn
" LocalName ":"
}
]
}
}
Error codes

See common error codes

China Hangzhou Zone
- hangzhou - f ",
China Hangzhou Zone
- hangzhou - g ",
China Hangzhou Zone
- hangzhou - h ",
China Hangzhou Zone

8.2 DescribeAccessPoints

Queries one or more physical connection access points in a region.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes Descrll?eAc The name of this action. Value:
cessPoints
DescribeAc cessPoints

RegionId String | Yes cn-hangzhou The region to which the access
point belongs.
To query the region ID, call
DescribeRegions.

Filter . N |[String |No Status The type of the n-th filter.

. Key
Value range of N: 1 to 5.
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Resp

A

Parameter Type Required| Example value | Description
?
Filter . N [RepeatLi$No recommend The m-th value of the n-th filter
. Val . M
arie . Value range of M: 1 to 5.
HostOperat |String |No Telecom The service provider to which
°r the data center connected to
the access point belongs.
Name String  No test The name of the access point.
PageNumber | Integer |No 2 The number of pages to return.
Default value: 1 .
PageSize Integer | No 10 The number of rows per page.
Maximum value: 50 . Default
value: 10 .
onse parameters
Parameter Type Example value |Description
AccessPoin | N/A N/A A list of access points.
tSet
“AccessPoin |String ap-cn-beijing-ft- | vp . 1p of the access point
tid A
~AttachedRe | String cn-beijing The region of the access point.
gionNo
|_ . . .
Descriptio | String apl The description of the access point.
n
L .
HostOperat | String CNIX The service provider of the access
or
point.
I_ . . .
Location String aplocation The location of the access point.
“Name String Beijing-Fengtai-

The name of the access point.




Parameter Type Example value |Description
|_ .
Status String recommended The status of the access point.
|_ .
Type String VPC The network type of the access of
the physical connection.
TotalCount | Integer > The number of queried entries.
PageNumber | Integer 1 The current page number.
PageSize Integer 10 The number of entries per page.
RequestId String 3E85D803-C7CF | The ID of the re quest
-4BCD-9CFE-
6DBA1DFFA027
Examples

Request example

https :// vpc . aliyuncs . com /? RegionId = cn - hangzhou
&< CommonPara meters >

Response example
XML format

< DescribeAc cessPoints Response >
< AccessPoin tSet >
< AccessPoin tType >
< Name > Beijing - Fengtai - A </ Name >

< Status > recommende d </ Status >

< Descriptio n > cn - beijing - ft - cxp32 </ Descriptio n >

< Type > VPC </ Type >

< Location />

< HostOperat or > xxx </ HostOperat or >

< AttachedRe gionNo > cn - beijing </ AttachedRe gionNo >

< AccessPoin tId > ap - cn - beijing - ft - A </ AccessPoin
tId >

</ AccessPoin tType >
< AccessPoin tType >
< Name > Beijing - Yizhuang - A </ Name >
Status > recommende d </ Status >
Descriptio n > cn - beijing - yz - ne203 </ Descriptio n >
Type > VPC </ Type >
Location />
HostOperat or > xxx </ HostOperat or >
AttachedRe gionNo > cn - beijing </ AttachedRe gionNo >
AccessPoin tId > ap - cn - beijing - yz - A </ AccessPoin

ANNNANNANNANNAN

tId >
</ AccessPoin tType >



< AccessPoin tType >

< Name > Beijing - Daxing - B </ Name >
Status > recommende d </ Status >
Descriptio n > cn - beijing - dx - nul6é </ Descriptio n >
Type > VPC </ Type >
Location />
HostOperat or > China Unicom </ HostOperat or >
AttachedRe gionNo > cn - beijing </ AttachedRe gionNo >
AccessPoin tId > ap - cn - beijing - dx - B </ AccessPoin

NNNANNANNANNAN

tId >
</ AccessPoin tType >
< AccessPoin tType >
< Name > Beijing - Changping - A </ Name >
< Status > recommende d </ Status >
< Descriptio n > ap - cn - beijing - cp - CM12 </ Descriptio n

>
< Type > VPC </ Type >
< Location />
< HostOperat or > China Telecom </ HostOperat or >
< AttachedRe gionNo > cn - beijing </ AttachedRe gionNo >
< AccessPoin tId > ap - cn - beijing - cp - A </ AccessPoin
tId >
</ AccessPoin tType >
< AccessPoin tType >
< Name > Beijing - Daxing - A </ Name >
< Status > recommende d </ Status >
< Descriptio n > cn - beijing - dx - nul7 - a </ Descriptio n
>
< Type > VPC </ Type >
< Location />
< HostOperat or > GDS </ HostOperat or >
< AttachedRe gionNo > cn - beijing </ AttachedRe gionNo >
< AccessPoin tId > ap - cn - beijing - dx - A </ AccessPoin
tId >

</ AccessPoin tType >

</ AccessPoin tSet >

< PageNumber > 1 </ PageNumber >

< TotalCount > 5 </ TotalCount >

< PageSize > 10 </ PageSize >

< RequestId > 3E85D803 - C7CF - 4BCD - 9CFE - 6DBA1DFFA® 27 </
RequestId >
</ DescribeAc cessPoints Response >

JSON format

{

" PageNumber ": 1 ,
" AccessPoin tSet ":{
" AccessPoin tType ":[

{

" Name ":" Beijing - Fengtai - A ",

" Status ":" recommende d ",

" Descriptio n ":" cn - beijing - ft - cxp32 ",

n Type nen \pC u,

" Location ":"",

" HostOperat or ":" CNIX ",

" AttachedRe gionNo ":" cn - beijing ",

" AccessPoin tId ":" ap - cn - beijing - ft - A"
%,

" Name ":" Beijing - Yizhuang - A ",

" Status ":" recommende d ",

" Descriptio n ":" cn - beijing - yz - ne203 ",



}
]
1,

Type ":" VPC ",

Location ":"",

HostOperat or ":" 21lvianet ",

AttachedRe gionNo ":" cn - beijing ",
AccessPoin tId ":" ap - c¢cn - beijing - yz
Name ":" Beijing - Daxing - B ",

Status ":" recommende d ",

Descriptio n ":" cn - beijing - dx - nul6
Type nen o ypc " s

Location ":"",

HostOperat or ":" China Unicom ",
AttachedRe gionNo ":" cn - beijing ",

AccessPoin tId ":" ap - cn - beijing - dx

Name ":" Beijing - Changping - A ",

Status ":" recommende d ",

Descriptio n ":" ap - cn - beijing - cp -
Type ":" VPC ",

Location ":"",

HostOperat or ":" China Telecom ",
AttachedRe gionNo ":" cn - beijing ",

AccessPoin tId ":" ap - cn - beijing - cp
Name ":" Beijing - Daxing - A ",

Status ":" recommende d ",

Descriptio n ":" cn - beijing - dx - nul?
Type n : n VPC n ’

Location ":"",

HostOperat or ":" GDS ",

AttachedRe gionNo ":" cn - beijing ",
AccessPoin tId ":" ap - cn - beijing - dx

" TotalCount ": 5 ,
" PageSize ": 10

)
" RequestId ":" 3E85D803 - C7CF - 4BCD - 9CFE - 6DBA1DFFA0O

_All

_BII

cM12 ™,

_AII

_All

27 "

}
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The Regionld provided The specified region ID is

NotSupport does not support in our invalid.
records.

See common error codes
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8.3 DescribeRegions

Queries one or more regions.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeRe The name of this action. Value
gions
DescribeRe gions
AcceptLang |String No zh-CN The language of the return
uage value. Valid values:
zh - CN ( default ) :
Chinese
en - US :English
ProductTyp |String |No vpc The product type.
e
Response parameters

Parameter Type Example value |Description
Regions A list of regions.

“LocalName |String China Qingdao | he name of the re gion

|_ . .

) String vpc.aliyuncs. The endpoint of the service in this

RegionEndp com .
oint region.

“Regionld |String cn-qgingdao The ID of the region
RequestId String 611CB80C-B6AY | 1he ID of the re quest

-43DB-9E38-
0BOAC3D9BS8F
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Examples

Request example

https :// vpc aliyuncs

Response example
XML format

<?  xml version =" 1 0"
< DescribeRe gionsRespo nse
< RequestId > 611CB80C - BG6A9
RequestId >

< Regions >

< Region >

com /?< CommonPara

meters >

encoding =" UTF - 8 " ? >
>
- 43DB - 9E38 - OBOAC3D9B5 8F </

< RegionId > cn - gingdao </ RegionId >

oint > vpc
North

< RegionEndp
< LocalName > China
</ Region >
< Region >
< RegionId > eu - central -
< RegionEndp oint > vpc
RegionEndp oint >
< LocalName > Germany
</ Region >
< Regions >

</ DescribeRe gionsRespo
JSON format
{
" RequestId ": " 2F026E79
n
b
" Regions ": {
" Region ": [
{
" RegionId ":
" RegionEndp
" LocalName ":
3,
{
" RegionId ":
" RegionEndp
aliyuncs com ",
" LocalName ":
}
1
}
}
Error codes

See common error codes

aliyuncs com </ RegionEndp oint >
1 </ LocalName >
1 </ RegionIld >
eu - central - 1 aliyuncs com </

( Frankfurt )</ LocalName >

nse >

- 30AD - 47B6 - 9E7D - D1D4BA77F1

" ¢cn - gqingdao ",
oint ": " vpc aliyuncs
" China North "

com ",

" eu - central - 1 ",
oint ": " vpc eu - central - 1

" Germany ( Frankfurt )"

F1
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9 VRouter

9.1 DescribeVRouters

Queries VRouters in a region.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |[Required? |Example |Description
value
Action |String | Yes DescribeVR 116 name of this action. Value:
outers
DescribeVR outers
RegionId | String | Yes cn- The ID of the region to which the VPC
hangzhou
belongs.
To query the region ID, call
DescribeRegions.
VRouterIdString |No vrt- The ID of the VRouter
bp1lhlOtai
krteen80ox
X
PageNumbainteger| No 10 The number of pages to return. Default
value: 1 .
Pagesize | Integer| No 10 The number of rows per page.
Maximum value: 50 . Default value :
10 .



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Response parameters

Parameter Type Example value |Description
VRouters N/A A list of VRouters.
“CreationTi |String 2018-03-22T07:46 | 7he time when the VRouter was
me :207
created.
B . . . .
Descriptio | String This is my The description of the VRouter.
n VRouter.
Lo :
Regionld | String us-west-1 The region where the VPC belongs.
“RouteTable | N/A {"RouteTableld": | . 1p of the route table of the
Ids [ "vtb-1j9ybe3yOu
. VRouter.
41mmjspmop0
" ] }
~VRouterId |String vrt-rj98khsezf | 1y 1 of the VRouter
gpjrxmvl7cy
i :
String doctest The name of the VRouter.
VRouterNam
e
“Vpcld String VPCTj905WOLV6 | The 1D of the VPC to which the
030t1zz5vl
y VRouter belongs.
TotalCount | Integer 1 The number of queried entries.
PageNumber |Integer 1 The current page number.
PageSize Integer 2 The number of entries per page.
RequestId String 0ED8D006-F706 | 1he ID of the request
-4D23-88ED-
E11ED28DCACO0
Examples

Request example

https :// vpc . aliyuncs . com /? RegionId = cn - hangzhou



&< CommonPara meters >

Response example
- XML format

< DescribeVR outersResp onse >
< PageNumber > 1 </ PageNumber >
< TotalCount > 2 </ TotalCount >
< VRouters >
< VRouter >
< VRouterNam e />
< RouteTable 1Ids >
< RouteTable 1Id > vtb - bplkrxxzp® c29fmontba 1 </
RouteTable Id >
</ RouteTable 1Ids >
< CreationTi me > 2018 - 12 - 06T06 : 11 : 55Z </ CreationTi

me >
< Descriptio n />
< RegionId > cn - hangzhou </ Regionld >
< VRouterId > vrt - bpljcgbcmx jbl9xgc58b w </ VRouterId >
< VpcId > vpc - bplgpoOkug 3a20qqeSh7 v </ Vpcld >

</ VRouter >
< VRouter >
< VRouterNam e />
< RouteTable 1Ids >
< RouteTable 1Id > vtb - bplblgloh® ybfnpmlbh2 0 </
RouteTable Id >
</ RouteTable 1Ids >
< CreationTi me > 2018 - 11 - O8T0O8 : 54 : 03Z </ CreationTi

me >
< Descriptio n />
< RegionId > cn - hangzhou </ Regionld >
< VRouterId > vrt - bpl49ve7ye yviod4ncklx z </ VRouterId >
< VpcId > vpc - bplaevy8so fi8mhlgqc5¢c m </ Vpcld >

</ VRouter >
</ VRouters >
< PageSize > 10 </ PageSize >
< RequestId > EE4C2417 - 9437 - 4333 - BDEB - 8493F7AA72 58 </
RequestId >
</ DescribeVR outersResp onse >

- JSON format

{

" PageNumber ": 1 ,
" TotalCount ": 1 ,

" VRouters ":{
" VRouter ":[
{
" CreationTi me ":" 2018 - 03 - 22T0O7 : 46 : 20Z ",

" RouteTable 1Ids ":{
" RouteTable Id ":[
" vtb - rj9ybe3yOu 41lmmjspmop O "

]
¥,
" VRouterNam e ":"",
" Descriptio n ":"",
" RegionId ":" us - west - 1 ",
" VpcId ":" vpc - rj905wotv6e y030tlzz5v 1 ",
" VRouterId ":" vrt - rj98khsezf gpjrxmvl7c y "



]

I
" PageSize ": 10 ,

" RequestId ":" CB2793A8 - 845F - 444C - 8E93 - 76F1BBDF9C 78 "

}

Error codes

See common error codes

9.2 ModifyVRouterAttribute

Modifies the name and description of a VRouter.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? |Example |Description
value
Action |String | Yes ModifyVROYry, 6 hame of this action. Value:
terAttribu
te ModifyVRou terAttribu te
RegionId | String | Yes cn- The ID of the region to which the VPC
hangzhou
belongs.
VRouterId String |Yes vrt- The ID of the VRouter
bp1lhlOtai
krteen800x
X
Descriptydtring | No My The description of the VRouter.
n VRouter
The description must be 2 to 256
characters in length. It must start with
a letter and cannot start with http
://or https ://.
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Parameter | Type |Required? |Example |Description
value
VRouterNgbtring |No VRouter-1 The name of the VRouter.
e
The name must be 2 to 128 characters
in length. It can contain letters,
numbers, periods (.), underscores (_),
and hyphens (-). It must start with a
letter and cannot start with http ://
or https ://.
Response parameters
Parameter |Type Example Description
value
RequestId |String 0ED8D006- | The ID of the request.
F706-4D23
-88ED-
E11ED28DCA
Cco

Examples

Request example

https :// vpc . aliyuncs . com /? Action = ModifyVRou terAttribu
te

& VRouterId = vrt - bpllhlOtai krteen80ox x

&< CommonPara meters >

Response example
- XML format

< ModifyVRou terAttribu teResponse >

< RequestId > OED8DGO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >
</ ModifyVRou terAttribu teResponse >

- JSON format
{
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO ",
" RouteTable 1Id ":" vtb - bpl45g7gln wuzdvzu2lpo m ",
" VpcId ":" vpc - bpl5zckdt3 7pg72zvw30 k ",

' VRouterId ":" vrt - bpllhlotai krteen80ox x "



}

Error codes

HTTP Error code Error message Description

status

code

404 InvalidVRouterlId | Specified virtual router The specified VRouter
.NotFound does not exist. does not exist.

400 InvalidVRo Specified virtual router The VRouter name is
uterName. name is not valid. invalid.
Malformed

400 InvalidVRo Specified virtual router The VRouter description
uterDiscription. |description is not valid. is invalid.
Malformed

400 MissingPar Miss mandatory Required parameters are
ameter parameter. missing.

See common error codes
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10 Route table

10.1 ModifyRouteTableAttributes

Modifies the name and description of a route table.
Debug

By using OpenAPI Explorer, you can easily debug APIs, automatically generate SDK

code examples, and quickly search for APIs.

Request parameters

Parameter | Type |[Required? |Example |Description
value
Action |String | Yes ModifyRout ¢ hame of this action. Value:
eTableAttr
ibutes ModifyRout eTableAttr -butes
RegionId | String | Yes cn- The region ID of the VPC to which the
hangzhou
route table belongs.
To query the region ID, call
DescribeRegions.
RouteTab\&tring | Yes vtb- The ID of the route table.
Id bp145q7gin
uzdvzu21pq
m
DescriptiString | No Thisismy | e description of the route table.
n route table
The description must be 2 to 256
characters in length. It must start with
a letter, but cannot start with http
://or https ://.



https://api.aliyun.com/#product=Slb&api=CreateLoadBalancer

Parameter | Type |Required? |Example |Description
value
RouteTab{&tring | No doctest The name of the route table.
Name
The name must be 2 to 128 characters
in length. It can contain letters,
numbers, periods (.), underlines (_),
and hyphens (-). It must start with an
English letter. The name cannot start
with http ://or https ://.
Response parameters
Parameter Type Example value | Description
RequestId String 62172DD5 The ID of the request.
-6BAC-
45DF-8D44-
XXXXXXXX

Examples

Request example

http ( s ):// vpc . aliyuncs . com /? Action = ModifyRout
eTableAttr dbutes

& RegionId = cn - hangzhou

& RouteTable 1Id = vtb - bpl45q7gln uzdvzu2lpo m

&< CommonPara meters >

Response example
- XML format

< ModifyRout eTableAttr +ibutesResp onse >
< RequestId > 62172DD5 - 6BAC - 45DF - 8D44 - xxxxxxx </ RequestId
>

</ ModifyRout eTableAttr -dibutesResp onse >

- JSON format

{
" RequestId ":" 62172DD5 - 6BAC - 45DF - 8D44 - XxXXXXXXX "



}

Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden User not authorized to You are not authorized to
operate on the specified |operate this resource.
resource.

See common error codes

10.2 DescribeRouteTableList

Queries a route table.

Debug

Use API Explorer to perform debug operations and generate code examples.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeRo The name of this action
uteTableList

Value: DescribeRouteTableList.

RegionId String | Yes cn-hangzhou |4 e region ID of the VPC to
which the route table belongs.
To query the region ID, call
DescribeRegions.

PageNumber | Integer |No 1 The number of pages to return
. Default value: 1.

PageSize Integer | No - The number of rows per page
. Maximum value: 50. Default
value: 10.
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~~36063~~
~~36063~~

-42FD-9BC3-
FA2B2E04B634

Parameter Type Required| Example value | Description
?
ResourceGr |String |No rg-acfmxazb4p The ID of the resource group
oupId h6aiy
RouteTable |String | No vtb- The ID of the route table.
1d bp145q7gln
uzdvzu2lpom
RouteTable |String |]No doctest The name of the route table
Name
RouterId String [No vrt-bp1lhl0tai |16 1D of the VRouter or
krteen800xx .

VBR to which the route table

belongs.
RouterType |String | No VBR The type of the router to which
the route table belongs. Valid
values:
- VRouter (default): VRouter
- VBR: VBR
Vpeld String | No vpe The ID of the VRouter to which
bp15zckdt3
7pq72zvw3 the route table belongs.

The value of the RouterType
parameter is set to VRouter
automatically when this
parameter is specified.

Response parameters
Parameter Type Example value |Description
PageNumber |Integer 12 The current page number.
PageSize Integer 1 The number of rows per page.
Requestld String DC668356-BCB4

The ID of the request.




Parameter Type Example value |Description
RO}lterTabl A list of route tables.
eList
- CreationTi |String 2017-08-22T10:40 | 1o time at which the route table
me 1257 .
was created. The format is YYYY-
MM-DDThh:mmZ.
|_ . . . . -
Descriptio | String This is Route The description of the route table.
n Table.
|_ .
String rg—a.cfmxazb4p The ID of the resource group.
ResourceGr h6aiy
oupld
- String vtb-bpl45q7gIn | 16 1y of the route table.
RouteTableld uzdvzu2lpom
|_ .
String doctest The name of the route table.
RouteTable
Name
= String System
RouteTable The type of route table. Valid values
Type
- Custom: custom route table
- System: system route table
“Routerld | String vrt-bpllhl0tai The ID of the router to which the
krteen80oxx
route table belongs.
- String VBR
RouterType The type of the router to which the
route table belongs. Valid values:
- VRouter: VRouter
- VBR: VBR
L
Tags A list of route table tags.
L .
) VsW A list of VSwitches under the VPC.
VSwitchlds bp12mw1f{8k

3jgygkobmlj




Parameter Type Example value |Description
L ; , .
Vpcld String vpe-bpl5zekdt3 |y 1p of the VRouter to which the
7pq72zvw3

route table belongs.
The value of the RouterType
parameter is set to VRouter
automatically when this parameter
is specified.

TotalCount | Integer 12 The number of queried entries.

Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeRo uteTableli
st

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example

XML format

< DescribeRo uteTablelLi stResponse >
< Code > 200 </ Code >

Message > successful </ Message >
PageNumber > 1 </ PageNumber >
PageSize > 10 </ PageSize >

< RequestId > 87261511 - FEB9 - 4BEC - 85BF - T7OXXXXXXXX X </
RequestId >

< RouterTabl elList >

< RouterTabl eListType >
< CreationTi me > 2018 - 08 - 03T08 : 14 : 54Z </ CreationTi

VaSANAN

me >
< Descriptio n > ddd </ Descriptio n >
< RouteTable 1Id > vtb - m5evbtbptn x2bXXXXXXX XX </
RouteTable Id >
< RouteTable Name > aaallll </ RouteTable Name >
RouteTable Type > Custom </ RouteTable Type >
RouterId > vrt - mSegeuhgj5 2xgXXXXXXX XX </ RouterId >
RouterType > VRouter </ RouterType >
VSwitchIds >
< VSwitchId > vsw - m5e3r57pxk gijXXXXXXX XX </ VSwitchId >
</ VSwitchIds >
< VpcId > vpc - mbSepe3ag3q XXXXXXXXX </ VpcId >
</ RouterTabl eListType >
</ RouterTabl elList >

NN NN



</ DescribeRo uteTablelLi stResponse >

JSON format

{
" PageNumber ": 1 ,
" TotalCount ": 1 ,
" RouterTabl eList ": {
" RouterTabl elListType ": [
{
" CreationTi me ": " 2018 - 08 - 03T08 : 14 : 54Z ",
" RouterType ":" VRouter ",
" Descriptio n ": " ddd ",
" VSwitchIds ": {
" VSwitchId ": [
" vsw - m5e3r57pxk gijXXXXXXX XX "
]
I
" RouterId ":" vrt - m5egeuhgj5 2xgXXXXXXX XX ",
" RouteTable Id ":" vtb - mSevbtbptn Xx2bXXXXXXX XX ",
" RouteTable Name ":" aaallll ",
" VpcId ":" vpc - m5epe3ag3g XXXXXXXXX ",
" RouteTable Type ":" Custom "
}
]
s
" message ":" successful ",
" PageSize ": 10 ,
" RequestId ":" 87261511 - FEB9 - 4BEC - 85BF - T7OXXXXXXXX X ",
" Success ": true ,
" Code ":" 200 "
}
Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . Please apply for the
permission and try again
later.

See common error codes



https://error-center.aliyun.com/status/product/Vpc

10.3 DescribeRouteTables

Queries route entries in a route table.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? |Example |Description
value
Action |String |Yes DescribeRol o name of this action. Value:
uteTables
DescribeRo wuteTables
RegionId |String | Yes cn- The region ID of the VPC to which the
hangzhou .
route table to be queried belongs.
PageNumbgdnteger No 10 The number of pages to return. Default
value: 1 .
PageSize | Integer No 10 The number of rows per page.
Maximum value: 50 . Default value:
10 .
ResourcediString | No s The ID of the resource group.
oupId acfmxazb4p
hé6aiy
RouteTablstring | No rtb- The ID of the route table.
1d bp12mw1f8k
3jgygk9bmy
e
RouteTab{&tring |No RouteTable| pp. . o0 of the route table.
Name -1
RouterId |String | No vtb- The ID of the VRouter or VBR to which
bplkrxxzp(] b i . i
¢29fmonth4 the route table to be queried belongs.
1
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Parameter | Type |Required? |Example |Description
value
RouterTygétring | No VRouter | 116 type of the router to which the
route table to be queried belongs. Valid
value:
VRouter :VRouter
VBR :VBR
Type String | No custom | 76 type of the route table.
VRouterIqString | No vib- The ID of the VRouter to which the
bplkrxxzp( .
¢29fmonthd route table to be queried belongs. The
1 value of the RouterType parameter
issetto VRouter automatically when
this parameter is specified.
Response parameters
Parameter Type Example value |Description
RouteTables | N/A N/A A list of route tables.
“RouteTable | String vib-bpl45q7gIn | 76 1p of the route table to which
Id uzdvzu2lpom
the route entry belongs.
“CreationTi |String 2017-08-22T10:40 The time when the route table was
me 1257
created.
[ 1 -
String s a.cfmxazb4p The ID of the resource group.
ResourceGr h6aiy
oupld
[
RouteEntry | N/A N/A A list of route entries.
s
“RouteTable | String vtb-bpl45q7gIn | 76 1p of the route table to which
Id uzdvzu2lpom
the route entry belongs.




Parameter Type Example value |Description
'—]?estinatio String 192.168.0.1/24 The destination CIDK block of the
nCidrBlock
route entry.
L .
Type String System The type of the route entry. Valid
values:
- System: system route
- Custom: custom route
- BGP: BGP route
L . :
String HaVip The type of the next hop. Valid
NextHopTyp
values:
e
- Instance: ECS instance (default)
- HaVip: HaVip
- RouterInterface: router interface
3 . .
Status String Pending The status of the route entry. Valid
values:
- Pending: being configured
- Available: available
- Modifying: being modified
“Instanceld |String ri-2zeo3xzyf3 The instance ID of the next hop
8r4urzdpvfs
L
NextHops |N/A N/A A list of next hops of ECMP routes.
l_ . .
String HaVip The type of the next hop. Valid
NextHopTyp
values:
e
- Instance: ECS instance (default)
- HaVip: HaVip
- RouterInterface: router interface
“NextHopld | String ri-2zeo3xzyf3 The instance ID of the next hop.
8rd4urzdpvqw
“Enabled Integer 0

Whether to enable the next hop.

- 0: disabled
- 1: enabled




Parameter Type Example value |Description
—
Weight Integer 80 The routing weight of the next hop.
- :
RouteTable | String System The type of the route table to be
Type .
queried.
“VRouterld |String vrt-bp1lhlOtai The ID of the VRouter
krteen80oxx
~VSwitchlds | N/A vsw-bpldcagpfy |y jist of VSwitches under the VPC.
sr29feg5t97
TotalCount | Integer 12 The number of queried entries.
PageNumber | Integer 1 The current page number.
PageSize Integer 1 The number of entries per page.
Requestld String DC668356-BCB4 | 116 ID of the request
-42FD-9BC3-
FA2B2E04B634
Examples

Request example

http (s ):// vpc . aliyuncs . com /? Action = DescribeRo uteTables
&< CommonPara meters >

Response example
- XML format

< DescribeRo uteTablesR esponse >
< PageNumber > 1 </ PageNumber >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
< RequestId > DC668356 - BCB4 - 42FD - 9BC3 - FA2B2E04B6 34 </
RequestId >
< RouteTable s >
< RouteTable >
< CreationTi me > 2017 - 08 - 22T10 : 40 : 25Z </ CreationTi
me >
< RouteEntry s >
< RouteEntry >
< NextHops />
< Status > Available </ Status >
< Type > Custom </ Type >
< InstanceId > ri - 2zeo3xzyf3 8r4urzdpvf s </
Instanceld >



< NextHopTyp e > RouterInte rface </ NextHopTyp e >
< RouteTable 1Id > vtb - 2zevpmy9th 8cxmwtarqg 4 </
RouteTable Id >
< Destinatio nCidrBlock > 106 . 16 . 06 . 0 / 24 </
Destinatio nCidrBlock >
</ RouteEntry >
< RouteEntry >
NextHops />
Status > Available </ Status >
Type > System </ Type >
Instanceld />
NextHopTyp e > service </ NextHopTyp e >
RouteTable Id > vtb - 2zevpmy9th 8cxmwtarqg 4 </
RouteTable Id >
< Destinatio nCidrBlock > 160 . 64 . 06 . 0 / 10 </
Destinatio nCidrBlock >
</ RouteEntry >
</ RouteEntry s >
< RouteTable 1Id > vtb - 2zevpmy9th 8cxmwtarqg 4 </
RouteTable Id >
< RouteTable Type > System </ RouteTable Type >
< VRouterId > vrt - 2zefso23vm u6xi3jeiw® z </ VRouterId >
</ RouteTable >
</ RouteTable s >
</ DescribeRo uteTablesR esponse >

N

VANV ANV ANV ANRVAN

- JSON format

{
" PageNumber ": 1 ,
" TotalCount ": 1 ,
" PageSize ": 10 ,
" RequestId ":" DC668356 - BCB4 - 42FD - 9BC3 - FA2B2E04B6 34 ",
" RouteTable s ":{
" RouteTable ":[

" CreationTi me ":" 2017 - 08 - 22T10 : 40 : 25Z ",
" RouteEntry s ":{
" RouteEntry ":[

" Status ":" Available ",
" NextHops ":{
" NextHop ":[]
1
" Type ":" Custom ",
" InstanceId ":" ri - 2zeo3xzyf3 8r4urzdpvf s ",
" RouteTable Id ":" vtb - 2zevpmy9th 8cxmwtarqg 4 ",
" NextHopTyp e ":" RouterInte rface ",
" Destinatio nCidrBlock ":" 10 . 106 . @ . @ / 24 "
%,
" Status ":" Available ",
" NextHops ":{
" NextHop ":[]
I
n Type ll:ll System Il,
" Instanceld ":"",
" RouteTable Id ":" vtb - 2zevpmy9th 8cxmwtarqg 4 ",
" NextHopTyp e ":" service ",
" Destinatio nCidrBlock ":" 100 . 64 . 0 . 0 / 10 "
}



" RouteTable Id ":" vtb - 2zevpmy9th 8cxmwtarqg 4 ",
" VRouterId ":" vrt - 2zefso23vm u6xi3jeiwd z ",
" RouteTable Type ":" System "

}
]
}
}

Error codes

See common error codes

10.4 CreateRouteTable

Creates a custom route table.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter|Type |Required? [Example |Description
value
Action |String | Yes CreateRout 1,6 hame of this action. Value:
eTable
CreateRout eTable
RegionId|String | Yes cn- The region ID of the VPC to which the
hangzhou
route table belongs.
To query the region ID, call
DescribeRegions.
VpcId String | Yes vpc- The ID of the VPC to which the custom
bplqpoOkygoute table belongs.
3a20qqe9hy
v
ClientToldtring | No 02fb3dad- | A (jient token used to guarantee the
n 130e-11e9 | . ¢
_8ed44- idempotence of requests.
l(;016904115This parameter value is generated by the
client and must be unique. It must be 1 to
64 ASCII characters in length.
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& RegionId =

& VpcId = vpc - bplgpoOkug 3a20qqe9h7
&< CommonPara

cn - hangzhou

meters >

Response example

\%

Parameter | Type |Required? [Example |Description
value
Descriptfitring | No The name |y, description of the route table.
n of the
route The description must be 2 to 256
table characters in length. The description
must start with a letter, but cannot start
with http ://or https ://.
RouteTab|&tring | No myRouteTa];The name of the route table.
Name le
The name must be 2 to 128 characters in
length. It can contain letters, numbers,
periods (.), underscores (_), and hyphens
(-). It must start with a letter and cannot
start with http ://or https ://.
Response parameters
Parameter Type Example Description
value
RequestId |String 0ED8D006- The ID of the request.
F706-4D23
-88ED-
E11ED28DCA
Co
RouteTable |String vtb- The ID of the route table.
Id bp145q7gin
uzdvzu2lpom
Examples
Request example
https :// vpc . aliyuncs . com /? Action = CreateRout eTable




- XML format

< CreateRout eTableResp onse >

< RequestId > 62172DD5 - 6BAC - 45DF - 8D44 - xxxxxxx </ RequestId
>

< RouteTable Id > " vtb - mSevbtbptx xxxxxxxxx </ RouteTable Id
>
</ CreateRout eTableResp onse >

- JSON format
" RequestId ":" 62172DD5 - 6BAC - 45DF - 8D44 - XxXXXXXXX ",
" RouteTable Id ":" vtb - mSevbtbptx Xxxxxxxxxxx x "
}
Error codes
HTTP Error code Error message Description
status
code
400 InvalidPar The specified Description |The description is invalid.
ameter. is not valid.
Description.
Malformed
404 InvalidVpcld. Specified VPC does not The specified VPC does
NotFound exist. not exist.

See common error codes

10.5 AssociateRouteTable

Attaches a custom route table to a VSwitch in the same VPC.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |[Required? |Example |Description

value

Action |String |Yes AssociateR
outeTable

The name of this action. Value:

AssociateR outeTable
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Parameter | Type |Required? |Example |Description
value
RegionId |String | Yes cn- The region ID of the VPC to which the
hangzhou
route table belongs.
To query the region ID, call
DescribeRegions.
RouteTabl&tring | Yes vtb- The ID of the route table.
1d bp145q7gin
uzdvzu21pq
m
VSwitchIdstring | Yes VSW- The ID of the VSwitch.
25naue4gz
ClientToké&tring | No 02fb3dad- |  jient token used to guarantee the
n 130e-11e9 |
_8edd- idempotence of requests.
0016€04115) Thjg parameter value is generated by
b
the client and must be unique. It must
be 1 to 64 ASCII characters in length.
Response parameters
Parameter |Type Example Description
value
RequestId |String DC668356 | The ID of the request.
-BCB4-
42FD-9BC3-
FA2B2E(04B6
34
Examples
Request example
http ( s ):// vpc . aliyuncs . com /? Action = AssociateR outeTable

& RegionId
& RouteTable
& VSwitchId

&< CommonPara

cn - hangzhou
Id vtb - bpl45q7gln
Vvsw - 25naue4gz
meters >

uzdvzu2lpo m

Response example



- XML format

< AssociateR outeTableR esponse >
< RequestId > 62172DD5 - 6BAC - 45DF - 8D44 - xxxxxxx </ RequestId
>

</ AssociateR outeTableR esponse >

- JSON format
" RequestId ":" 62172DD5 - 6BAC - 45DF - 8D44 - XXXXXXXX "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRou Specified route table does | The specified route table
teTableld. not exist. does not exist.
NotFound

See common error codes

10.6 UnassociateRouteTable

Detaches a route table from a VSwitch.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? [Example |Description

value

Action |String |Yes Unassociat
eRouteTabl
e Unassociat eRouteTabl e

The name of this action. Value:



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter | Type |Required? |Example |Description
value
Regionld |String | Yes cn- The region ID of the VPC to which the
hangzhou
route table belongs.
To query the region ID, call
DescribeRegions.
RouteTabl&tring | Yes vtb- The ID of the route table.
1d bp145q7gin
uzdvzu21pq
m
VSwitchIdString | Yes VSW- The ID of the VSwitch.
25naue4gz
ClientToké&tring | No 02fb3dad- |  jient token used to guarantee the
n 130e-11e9 |
_8edd- idempotence of requests.
0016€04115) Thjg parameter value is generated by
b
the client and must be unique. It must
be 1 to 64 ASCII characters in length.
Response parameters
Parameter Type Example |Description
value
RequestId String 62172DD5 | The ID of the request.
-6BAC-
45DF-8D44-
XXXXXXX

Examples

Request example

https :// vpc . aliyuncs . com /? Action = Unassociat eRouteTabl e
& RegionId = cn - hangzhou
& RouteTable 1Id = vtb - bpl45q7gln uzdvzu2lpo m
& VSwitchId = vsw - 25naue4gz
&< CommonPara meters >

Response example



- XML format

< Unassociat eRouteTabl eResponse >
< RequestId > 62172DD5 - 6BAC - 45DF - 8D44 - xxxxxxx </ RequestId
>

</ Unassociat eRouteTabl eResponse >

- JSON format
" RequestId ":" 62172DD5 - 6BAC - 45DF - 8D44 - XXXXXXXX "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRou Specified route table does | The specified route table
teTableld. not exist. does not exist.
NotFound

See common error codes

10.7 DeleteRouteTable

Deletes a custom route table.
Debug

By using OpenAPI Explorer, you can easily debug APIs, automatically generate SDK

code examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? [Example |Description

value

Action |String |Yes DeleteRout
eTable

The name of this action. Value:

DeleteRout eTable



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Slb&api=CreateLoadBalancer

Parameter | Type |Required? |Example |Description
value
RegionId | String | Yes cn- The region ID of the VPC to which the
hangzhou
VRouter belongs.
To query the region ID, call
DescribeRegions.
RouteTabl&tring | Yes vtb- The ID of the route table.
1d bp145q7gin
uzdvzu21pq
m
Response parameters
Parameter Type Example Description
value
RequestId |String DC668356 The ID of the request.
-BCB4-
42FD-9BC3-
FA2B2E(04B6
34

Examples

Request example

https :// vpc . aliyuncs . com /? Action = DeleteRout eTable
& RegionId = cn - hangzhou
& RouteTable 1Id = vtb - bpl45q7gln uzdvzu2lpo m
&< CommonPara meters >

Response example
- XML format

< DeleteRout eTableResp onse >
< RequestId > 62172DD5 - 6BAC - 45DF - 8D44 - xxxxxxx </ RequestId
>

</ DeleteRout eTableResp onse >

- JSON format

{
" RequestId ":" 62172DD5 - 6BAC - 45DF - 8D44 - XxXXXXXX "



}

Error codes
HTTP Error code Error message Description
status
code
400 IncorrectV The current virtual switch | The specified VSwitch
SwitchStatus status does not support failed to be deleted
this operation. because it is in the
Pending status.

See common error codes

10.8 CreateRouteEntry

Creates a custom route entry on a VRouter or VBR.

Note the following before you call this action to add custom route entries for a

VRouter:

- Up to 48 custom route entries can be created in a route table.

- The destination CIDR block of each custom route entry cannot be the same as the
CIDR block of the VSwitch, and it cannot include or be included by the CIDR block
of the VSwitch.

- The destination CIDR block of each custom route entry cannot be 100.64.0.0/10 or
be included by 100.64.0.0/10.

- The destination CIDR blocks of route entries in the same route table cannot be the

same.
- If the destination CIDR block is an IP address, the mask /32 is used.

- Multiple route entries can point to the same next hop.

- The next hop of each custom route entry and the route table must be in the same
VPC.


https://error-center.aliyun.com/status/product/Vpc

- ECMP can be configured by using the NextHopList parameter.

- When adding a normal custom route entry (non-ECMP), you must specify the
DestinationCidrBlock, NextHopType and NextHopld parameters, and you cannot
specify the NextHopList parameter.

- When adding an ECMP route entry, you must specify the DestinationCidrBlock
and NextHopList parameters, and you cannot specify the NextHopType and
NextHopld parameters.

Note the following when you call this action to add route entries for a VBR:

- Up to 48 route entries can be created in a route table.

- The NextHopList parameter is not supported.

- The destination CIDR block of each custom route entry cannot be 100.64.0.0/10 or

be included in 100.64.0.0/10.

- The destination CIDR blocks of route entries in the same route table cannot be the

same.

- If the destination CIDR block is an IP address, the mask /32 is used.

- Multiple route entries can point to the same next hop (NextHopld).

- The next hop (NextHopld) of each route entry must be a router interface associated

with the VBR.

- The route entry can only be added when the VBR is in the Active status and the

corresponding physical connection is in the Enabled status and not financially
locked.

- Only common route entries (non- ECMP) can be added. You must specify the

Debug

DestinationCidrBlock, NextHopType, and NextHoplId parameters, and you cannot
specify the HopList parameter.

Use OpenAPI Explorer to perform debug operations and generate code examples.

Request parameters

Parameter Type Required| Example value | Description

?

Action String | Yes CreateRout
eEntry

The name of this action.

Value: CreateRouteEntry.



https://api.aliyun.com/#product=Vpc&api=CreateRouteEntry

Parameter

Type

Required
?

Example value

Description

Destinatio
nCidrBlock

String

Yes

192.168.0.1/24

The destination CIDR block of
the custom route entry. Both
IPv4 and IPv6 destination CIDR
blocks are supported. The
destination CIDR block must
meet the following requiremen

ts:

- The destination CIDR block
cannot be 100.64.0.0/10 or
any of its subnets.

- Different route entries in a
route table cannot use the
same destination CIDR block

- If the destination CIDR block
is an IP address, the mask /
32 is used by default.

- If the destination CIDR block
is an IPv6 address, the mask
/128 is used.

RegionId

String

Yes

cn-hangzhou

The ID of the region to which

the route table belongs.

RouteTable

Id

String

Yes

Vtb-
bp145q7gin
UZdXXXXXXXX

The ID of the route table.

ClientToke

n

String

No

02fb3da4-130e
-11e9-8e44-
001 xxxXXXXXX

A client token used to
guarantee the idempotence of
requests. This parameter value
is generated by the client and
must be unique. It must be 1 to

64 ASCII characters in length.

NextHopId

String

No

ri-2zeo3xzyf3
8r4xxxxXxxxx

The ID of the instance used as

the next hop.




Parameter Type Required| Example value | Description
?
NextHopLis |String |No 1i-22e03xzyf3 | 116 1D of the instance used as
t . N. 8r4xxxxXxXxxx
the next hop.
NextHopId
NextHopLis |String |No RouterInte The type of the next hop. Valid
t . N. rface
values:
NextHopTyp
e RouterInterface: router
interface
NextHoplLis |Integer |No 10 The routing weight of the next
t . N.
) hop.
Weight
NextHopTyp |String |No RouterInte The type of the next hop. Valid
e rface
values:
- Instance: ECS instance (
default)
- HaVip: HaVip
- RouterInterface: router
interface
- NetworkInterface: Elastic
Network Interface (ENI)
- VpnGateway: VPN Gateway
- IPv6Gateway: IPv6 Gateway
Response parameters
Parameter Type Example value |Description
RequestId String 0ED8D006-F706 | he ID of the re quest.
-4D23-88ED-
E11ED28DCACO0
Examples

Request example

https :// vpc . aliyuncs . com /? Action = CreateRout eEntry
& Destinatio nCidrBlock = 192 . 168 . 0 . 1 / 24
& RouteTable 1Id = vtb - bpl45q7gln uzdxxxxxxx X



&< CommonPara

Response example

XML format

< CreateRout

meters >

eEntryResp

onse >

< RequestId > 12D086F6 - 8F31 - 4658 - 84Cl - QO6DEDO11A 85 </
RequestId >

</ CreateRout eEntryResp onse >
JSON format
" RequestId ":" 12D086F6 - 8F31 - 4658 - 84Cl1l - OO6DEDO11A 85 "
}
Error codes

HTTP Error code Error message Description

status

code

404 InvalidInstanld. |Specified instance does The specified instance
NotFound not exist. does not exist.

400 MissingPar Miss mandatory The required parameters
ameter parameter. are missing.

400 InvalidCidrBlock |Specified CIDR block is The format of the
.Malformed not valid. specified CIDR block is

invalid.

404 InvalidNex Specified next hop does The specified next hop
tHopld. not exist. does not exist.
NotFound

404 InvalidRou Specified route table does |The specified VRouter
teTableld. not exist. does not exist.
NotFound

400 InvalidCID Specified CIDR block is The specified CIDR block
RBlock. already exists. already exists in this route
Duplicate table.

400 IncorrectV Current VPC status does | The current VPC status
pcStatus not support this operation | does not support this

operation.




HTTP Error code Error message Description
status
code
400 Incorrectl Current instance status The current instance
nstanceStatus does not support this status does not support
operation. this operation.
400 QuotaExceeded |[Route entry quota The route entry quota is
exceeded in this route exceeded.
table.
400 IncorrectR Some route entry status The route table includes
outeEntryStatus |blocked this operation. entries in the Pending or
Modifying status.
400 InvalidCidrBlock | Specified CIDR block is The following are possible
not valid. causes: 1. You cannot use
this CIDR block because
it is not configured in the
whitelist of IP address 10.
0.0.0/8. 2. The destination
CIDR block of the added
route entry cannot belong
to any of the CIDR blocks
of VSwitches in the same
VPC. 3. The CIDR block
cannot be 100.64.0.0/10.
400 InvalidNex Specified parameter " The specified next hop
tHopType NextHopType" is not valid |type is invalid.
400 InvalidNextHop. |Specified next hop does The specified next hop
NotFound not exist. does not exist.
400 InvalidVRouter. |vRouter not exists. The VRouter does not
NotFound exist.
400 InvalidVpc. Vpc not exists. The specified VPC does
NotFound not exist. Check whether
you have entered the
correct VPC.
400 InvalidNex both nexthopType and The next hop type and
thopTypeAndList [ nextHopList are null. next hop list are empty.

.BothNull




HTTP Error code Error message Description

status

code

400 InvalidNex both nexthopType and The next hop type and
thopTypeAndList | nextHopList are not null. [next hop list cannot be
.BothNotNull empty at the same time.

400 InvalidRou invalid router interface. The specified router
terInterface interface does not exist.

400 InvalidOpp nexthop list cannot only | The type of the peer
ositeRouterType | contain router interface router of the router

whose opposite router interface used as the next
interface is on vbr. hop must be a VBR.

400 InvalidNex nexthop size is illegal. You must specify 2 to 4
thopListSize Must be between 2 and 4. |router interfaces as the

next hops.

400 InvalidEnt Route entry quota rule not | The specified route entry
ryRuleQuota. exists. quota rule does not exist.
NotFound

400 Forbidden. Route entry quota rule An error occurred while
CheckEntry check error. the route entry quota is
RuleQuota being checked.

400 InvalidVBR invalid virtual border The status of the VBR is
Status router status. invalid.

400 InvalidPhy invalid physical The status of the physical
sicalConne connection business connection is invalid.
ctionBusin status.
essStatus

404 InvalidHaVipld. |The specified HaVip does |The specified HAVIP does
NotFound not exist in the specified | not exist in the specified

VPC. VPC.

400 IncorrectH This operation is denied This operation is not

aVipStatus because satus of the allowed because the status
specified HaVip is neither | of the HAVIP is Available
Available nor InUse. or InUse.

400 CountLimit There can be 5 route entry | The number of custom
Exceed. to HaVip at most in one route entries pointing
HaVipRoute route table. to the specified HaVip
Entry instance has reached the

limit.




HTTP Error code Error message Description

status

code

400 InvalidRou The route entry already The specified route entry

teEntry. exist. already exists.
Duplicate
403 Incorrectl The current status of the |The current resource
nstanceStatus resource does not support |status does not support
this operation. this operation.

400 InvalidCidrBlock |Specified CIDR block is The specified CIDR block
already exists. overlaps the CIDR block

of another VSwitch or the
destination CIDR block of
an existing custom route

entry. Select a CIDR block
that is not used.

400 IncorrectR Specified routeEntry The route table includes

outeEntryStatus |status error. entries in the Pending or
Modifying status.
400 IncorrectR The vpc has NotStable This operation is not
outeEntryStatus |routeEntry status. allowed because the route
table includes entries in
the Pending or Modifying
status.

400 IncorrectR VBR has NotStable route | This operation is not

outeEntryStatus |entry. allowed because the route
table includes entries in
the Pending or Modifying
status.

400 InvalidParam The Ecmp routerEntry The route entry does not
with router interfaces match the VIP of the
local vgw vip not match. |local video gateway of the

router interface.
400 INVALID_WE Specified value of weight | The specified weight is
IGHT_PARAM invalid invalid.

400 FORBIDDEN_ The Specified CIDR must | The specified CIDR block
USE_VPC_AS be in vpc CIDR. must be a subset of the
_INTERNET_ VPC CIDR block.

GATEWAY




HTTP Error code Error message Description
status
code
400 INVALID_VPC_ID | The Specified Vpcld not The specified VPC does
match. not exist.
400 InvalidRou The Specified routerEntry |To configure ECMP, you
teEntrySize size not legal. must configure 2 to 4
router interfaces as the
next hops.
400 InvalidRou Specified routeEntry not | The specified route entry
teEntry exist. does not exist.

See common error codes

10.9 DeleteRouteEntry

Deletes a router entry from a route table.
Note the following before deleting a route entry:

- You can only delete a route entry that is in the available state.
- You cannot delete a route entry from a VPC that is creating or deleting a VSwitch or

route entry.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? |Example |Description

value
Action |String | Yes DeleteRout| 1,0 hame of this action. Value:
eEntry
DeleteRout eEntry
Destinatidtring | Yes 0.0.0.0/0 | he destination CIDR block of the

nCidrBloqk
route entry to be deleted. Both IPv4

and IPv6 CIDR blocks are supported.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter | Type |Required? |Example |Description
value
RegionId |String | Yes cn- The ID of the region to which the route
hangzhou
table belongs.
RouteTablétring | Yes trb- - The ID of the route table to which the
Id 2ze3jgygk9
bmsj23sfel route entry to be deleted belongs.
2
NextHopId String | No - The instance ID of the next hop.
2ze03xzyf3
8rd4urzdpvf
]
NextHopLi$tring | No - The instance ID of the next hop.
t . N. 2ze03xzyf3
NextHopId 8r43cds23q
w
NextHopLisString | No RouterInte | 11, tvhe of the next hop. Valid values:
t . N. rface
NextHopTylp - Instance: ECS instance (default)
e - HaVip: HaVip
- RouterInterface: router interface
Response parameters
Parameter Type Example Description
value
RequestId |String O0ED8D006- The ID of the request.
F706-4D23
-88ED-
E11ED28DCA
Co

Example

Request example

https :// vpc . aliyuncs . com /? Action = DeleteRout eEntry
& Destinatio nCidrBlock =0 . 0 . 0 . 0 / 0
& RouteTable 1Id = trb - 2ze3jgygk9 bmsj23sfel 2



&< CommonPara

meters >

Response example

- XML format

< DeleteRout

eEntryResp

onse >

< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

</ DeleteRout eEntryResp onse >
- JSON format
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes
HTTP Error code Error message Description
status
code
400 MissingPar Miss mandatory The required parameters
ameter parameter. are missing.
400 IncorrcetR Some route entry status This operation cannot be
outeEntryStatus |blocked this operation. performed because one
or more route entries is in
the pending or modifying
state.
404 InvalidRou Specified route table does |The specified route table
teTableld. not exist. does not exist.
NotFound
400 OperationDenied | Specified operation is This operation cannot be
denied as route entry type | performed because the
is system. route entry is the system
route entry.
400 InvalidRou Route entry not exists. The route entry does not
teEntry. exist.
NotFound
400 InvalidVRouter. [vRouter not exists. The router does not exist.
NotFound
400 IncorrectR VBR has NotStable route |The VBR route table
outeEntryStatus |entry. contains entries in the
Pending or Modifying
status.




HTTP Error code Error message Description

status

code

400 IncorrectR Specified routeEntry The route table contains

outeEntryStatus |status error. entries in the Pending or
Modifying state.

400 Forbbiden Specified RouteEntry You cannot delete the
cannot allowed delete by |route entry by calling an
openApi. API.

400 InvalidRou Specified routeEntry not | The specified route entry

teEntry exist. does not exist.

400 IncorrectR Vpc NotStable route entry. | The route table contains

outeEntryStatus entries in the Pending or
Modifying state.

400 IncorrectV Current VPC status does | The status of VPC does not

pcStatus not support this operation | support the action.

See common error codes



https://error-center.aliyun.com/status/product/Vpc

11 Router interface

11.1 CreateRouterinterface

Creates a router interface.
Note the following before you call this action:

- Up to one pair of interconnected router interfaces can be created between two

VRouters.
- Up to five router interfaces can be created on a VRouter.

- If a delinquent router interface is under your account, you can no longer create

router interfaces.

- Route entries in the same route table cannot have the same destination CIDR
blocks.

- The VBR must be the connection initiator and must be in the Activated status.

Note:
Router interfaces created by calling this action only support the Pay-As-You-Go

billing method.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? |Example |Description
value
Action |String | Yes CreateRout| 11,6 name of this action. Value:
erInterfac
e CreateRout erInterfac e
OppositefRétring | Yes cn- | The region of the connection acceptor.
gionId shanghai



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter | Type |Required? |Example |Description
value
RegionId | String | Yes cn- The region to which the router
hangzhou |
interface belongs.
To query the region ID, call
DescribeRegions.
Role String | Yes Ir.11t1at1ng The role of the router interface. Valid
Side| |
AcceptingS values:
ide Initiating Side :Connection
initiator.
AcceptingS -dde :Connection
acceptor.
RouterId | String | Yes cn- The ID of the router associated with the
hangzhou )
router interface.
RouterTyg&tring | Yes VRouter

The type of the router associated with

the router interface. Valid values:

VRouter : VRouter

VBR :VBR




Parameter | Type |Required? |Example |Description
value
Spec String | Yes Large The specification of the router
interface. The following are available
specifications and the corresponding
bandwidths:
Mind 2 :2Mbps
Mini . 5 :5Mbps
Small 1 :10Mbps
Small 2 :20 Mbps
Small 5 :50 Mbps
Middle . 1 :100Mbps
Middle . 2 :200Mbps
Middle . 5 :500 Mbps
Large . 1 :1000 Mbps
Large . 2 :2000 Mbps
Large . 5 :5000Mbps
Xlarge . 1 :10000 Mbps
Note:
The value of Spec is Negative
when the role is AcceptingSide.
AccessPojiString | No ap-cn- The ID of the access point to which the
tId shanghaiSZ
pd-A VBR belongs.

To query the region ID, call

DescribeAccessPoints.

Note:
You must specify this parameter in
the scenario of physical access.




Parameter

Type

Required?

Example

value

Description

AutoPay

String

No

false

Whether the order is paid automatica

lly. Valid values:

false Automatic payment is not
enabled. You need to go to the Order
center to complete the payment
after the order is generated.

true :Automatic payment is
enabled and the order is paid

automatically.

Note:
This parameter is required if the
value of InstanceCh
PrePaid .

argeType is

ClientTol

n

String

No

sjffha1233
34

A client token used to guarantee the

idempotence of requests.

This parameter value is generated
by the client and is guaranteed to be
unique among different requests. It
must be 1 to 64 ASCII characters in
length.

Descripti

n

String

No

This is my
descriptio
n.

The description of the router interface.

The description must be 2 to 256
characters in length. It must start with

a letter but cannot start with http

://or https ://.



https://expense.console.aliyun.com/?#/order/list/
https://expense.console.aliyun.com/?#/order/list/

Parameter | Type |Required? |Example |Description
value
HealthChgString | No 121;'62'222 The source IP address used to perform
kS I .
ouree health check. It must be an unused IP
address of the local VPC.
Note:
You can specify this parameter in the
scenario of physical access.
HealthChqdtring | No 12186'62'222 The destination IP address of health
kTargetI .
setah check.
Note:
This parameter is required if
the HealthChec kSourcelp
parameter is specified.
Instancedtstring | No PrePaid |6 billing method of the router
argeType
gelyp interface. Valid values:
PostPaid (default): Pay-As-You-Go
Name String | No Router The name of the router interface.
interface 1
The name must be 2 to 128 characters
in length. It can contain letters,
numbers, periods (.), underscores (_),
and hyphens (-). It must start with a
letter but cannot start with http ://
or https ://.
OppositeAString |No ap-cn- The ID of the access point of the peer
cessPointI shanghaiSZ| router interface.
d -pd-A

Note:
This parameter is required when the
peer router interface is on a VBR. It
cannot be modified after the router
interface is created.




Parameter | Type |Required? |Example |Description

value
Oppositelsstring | No - The ID of the peer router interface.
terfaceld 2ze03xzyf3

8rd4urzdpvf

S
Oppositeltring | No fifsf The ID of the owner of the peer router
terfaceOwn .

interface.

erId
OppositeRdtring | No vrt The ID of the peer router.
uterId bp1lhlOtai

krteen800x

X
OppositeRString | No VRouter |ppe type of the router associated with

terT . .
reriype the peer router interface. Valid values:
VRouter :VRouter
VBR : VBR

Period [String |No 3

The validity period of the purchase.

Value ranges:

* Payments on a monthly basis: 1 to 9.

* Payments on a yearly basis: 1 to 3.

Note:
When the value of the InstanceCh
argeType parameteris PrePaid ,
this parameter is required.




Parameter | Type |Required? |Example |Description
value
PricingCydtring | No Month The billing cycle of the Subscription
1
© billing method. Valid values:
Month (default): billing on a
monthly basis
Year :billing on a yearly basis
Note:
This parameter is required if the
value of the InstanceCh argeType
parameter is PrePaid 5.
Response parameters
Parameter Type Example |Description
value
OrderId String 2020085949 | The order number. This parameter is
30117 returned if you select the Subscription
billing method.
RequestId String 079874CD | The ID of the request.
-AEC1-
43E6-AC03-
ADD96B6E49
07
RouterInte String ri- The ID of the router interface.
rfaceld 2ze7fbuohm
XXXXXX

Examples

Request example

http (s ):// vpc . aliyuncs . com /? Action = CreateRout
erInterfac e

OppositeRe gionId = cn - shanghai

RegionId = cn - hangzhou

Role = Initiating Side | AcceptingS -de

RouterId = cn - hangzhou

RouterType = VRouter

Spec = Large

RO R0 R0 R0 R0 R0



&< CommonPara

Response example

- XML format

< CreateRout

meters >

erInterfac

eResponse >

< RequestId > 980960B0O - 2969 - 40BF - 8542 - EBB34FD358 AB </
RequestId >

< RouterInte

rfaceId > ri - 2ze7fbuohm

XXXXXX </ RouterInte

rfaceld >
</ CreateRout erInterfac eResponse >
- JSON format
" RouterInte rfaceld ":" ri - 2ze7fbuohm xxxxxx ",
" RequestId ":" 980960BO - 2969 - 40BF - 8542 - EBB34FD358 AB "
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. | The regionld provided The specified region ID
NotFound does not exist in our does not exist.
records.
400 InvalidRole. The specified Role is not | The specified role is
ValueNotSu valid. invalid.
pported
400 InvalidSpec The specified Spec is not | The specified specification
.ValudNotSu supported. is not supported.
pported
400 InvalidRou The specified RouterType |The specified router type
terType. is not valid. is invalid.
ValueNotSu
pported
404 InvalidRouterId. |The specified Routerld The specified router ID
NotFound does not exist in our does not exist.
recored.




HTTP Error code Error message Description
status
code
400 InvalidDes The specifid "Description |The specified description
cription. " is not valid. is invalid. The descriptio
Malformed n must be 2 to 256
characters in length. It
cannot start with http:// or
https://.
400 Forbidden. You cannot create more You cannot create router
BillsOutstanding | RouterInterface because interfaces because you
you have bills outstanding | have overdue payments.
400 Limitation Total number of The quota for router
Exceed. RouterInterfaces on a interfaces has been
InterfaceN Router exceeded. reached.
umberOnRouter
400 Forbidden. Not in router interface It does not exist in the
NotInRoute create whitelist. whitelist of the router
rInterface interface.
CreateWhitelist
400 RI_CREATE_ Create ri only one limit by [Only one router interface
ONE_LIMIT_ sync. can be created at a time.
BY_SYNC
400 InvalidAcc The non-vbr router You cannot configure an
essPoint. interface cannot have access point for a router
ValueNotAllowed | access point configured. |interface not on a VBR.
400 InvalidAcc The non-vbr opposite You cannot configure an
essPoint. router interface cannot access point for a router
ValueNotAllowed | have opposite access point | interface not on a VBR.
configured.
400 InvalidAcc The accessPoint id isnot | The ID of the access point
essPoint. matched is invalid.
NotMatch
400 InvalidAcc The accessPoint not exit The specified access point
essPoint. does not exist.

NotExist




HTTP Error code Error message Description

status

code

400 InvalidRou The specified RouterType |The specified router type
terType. is not valid is invalid.
ValueNotSu
pported

400 ForbiddenAction | The user dose not You are not authorized to

supported this action. do this operation.

See common error codes

11.2 DescribeRouterinterfaces

Queries one or more router interfaces in a region.

You can filter the results using the following filters. The relationship between the

values of a filteris “or” . A router interface is returned so long as one filter is met.

The relationship between filters is “and” . A router interface is returned only all the

filters are met.

- RouterInterfaceld: The ID of the router interface.

- Routerld: The ID of the router.

- RouterType: The type of the router. Valid values: VRouter| VBR.

- RouterInterfaceOwnerlId: The ID of the account to which the router interface

belongs.

- OppositeInterfaceld: The ID of the peer router interface.

- OppositeRouterType: The type of the peer router interface. Valid values:VRouter |

VBR.

- OppositeRouterlId: The ID of the peer router interface.

- OppositeInterfaceOwnerlId: The ID of the account to which the peer router

interface belongs.

- Status: The status of the router interface.

- Name : The name of the router interface.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Resp

Parameter | Type |Required? |Example |Description
value
Action |String | Yes DescribeRo 76 valye of this action. Value:
uterInterf
aces DescribeRo uterInterf aces
RegionId |String | Yes cn- The ID of the region to which one or
hangzhou .
more router interfaces belongs.
To query the region ID, call
DescribeRegions.
Filter . |String | No Filter.l. | pijter keys. Up to five filters are
n . Key status
supported. Value range of n :1to5.
Filter | String | No [lillt.er.l. The corresponding value of the
. n. ctive .
specified filter key. Value range of m :
Value .
m 1to 5.
IncludeRgBooleanNo false Indicates whether renewal data is
ervationDa )
included.
ta
PageNumbednteger| No 0 The number of pages to return.
Default value: 1 .
PageSize | Integer| No 10 The number of entries per page.
Maximum value: 50 . Default value:
10 .
onse parameters
Parameter Type Example value |Description
TotalCount | Integer 10 The number of queried entries.
PageNumber | Integer 10 The current page number.




Parameter Type Example value |Description
PageSize Integer 10 The number of entries per page.
RequestId String C7F6FCBD-FICC | 1he ID of the re quest
-4501-8EF 3-
CDC9577CAEA45
RouterInte N/A N/A A list of router interfaces.
rfaceSet
~AccessPoin | String ap-cn- The ID of the access point.
tid shanghaiSZ-pd-A
l_ .
Bandwidth | Integer 10 The bandwidth of the router
interface.
Lo s ]
BusinessSt | String Normal The business status of the router
atus
interface.
- Normal: normal
- FinancialLocked: locked because
the router interface is overdue
- SecurityLocked: locked for
security protection
- String PayByTraffic The payment method.
ChargeType
L : .
c d String 2017-06-08T12:20 The time at which the connection
onnectedT 55
. was established.
ime
“CreationTi |String 2017-06-08T12:20 | e time at which the route table
me :55
was created.
L
CrossBorde | Boolean false Indicates whether the connection is
r
a cross-border connection.
“Descriptio |String This is my router |, e description of the router
n interface. I
interface.
“EndTime |String 2017-06-08T12:20

:55

The end time of data obtaining.




Parameter Type Example value |Description
- )
String false Whether renewal data is obtained.
HasReserva
tionData
- )
String 116.62.222.28 The source IP of health check.
HealthChec
kSourcelp
- )
String 116.62.222.28 The target IP of health check.
HealthChec
kTargetIp
- )
Name String test The name of the router interface.
L - : —cn-
OppositeAc | String ap-cn- The ID of the peer access point.
cessPointld shanghaiSZ-pd-A
- )
OppositeBa | Integer 12 The bandwidth of the peer router
ndwidth .
interface.
- ) )
Oppositeln | String Normal The business status of the peer
terfaceBus .
. router interface.
InessStatus
l_ . . . .
Oppositeln | String ri-bplitx13bw | 16 p of the peer router interface.
terfaceld e6f2wfh3qpj
- ) )
Oppositeln | String 1231579085 The ID of account to which the peer
terfaceOwn 529123 . face bel
erld router interface belongs.
- ) )
Oppositeln | String Large The specification of the peer router
terfaceSpec .
interface.
- : :
Oppositeln | String Normal The status of the peer router
terfaceStatus .
interface.
- ) ) - )
.OPII;OSIteRe String cn-shanghai The region where the peer router
ion
& interface is located.
~OppositeRo | String vrt-bpld3bxtdv | ype 1p of the router to which the
uterld 68tfd7gfjkd

peer router interface belongs.




Parameter Type Example value |Description
|_ . .
OppositeRo | String VRouter The type of the router to which the
uterType
vp peer router interface belongs.
~OppositeVp | String VPC-bplapoOkug | vy 1p of the VPC to which the peer
cInstanceld 3a20qqe9h7v .
router interface belongs.
“Reservatio |String 2019-03-11T16:00 | 1 time at which the renewal takes
nActiveTime :00Z fect
effect.
|_ . .
Reser\{atlo String 10 The bandwidth for the renewal.
nBandwidth
“Reservatio |String PayByBandwidth | . payment type for the renewal.
nInternetC
hargeType
B . .
Reservatio |String RENEWCHANGE |1 e order type for the renewal.
nOrderType
l_ . o . .
Role String InitiatingSide The role in a peering connection.
“Routerld | String vrt-bpld3bxtdv |16 1p of the router to which the
68tfd7gfjkd
route entry belongs.
“RouterInte | String ri-2zenfgfpyu The ID of the router interface.
rfaceld 3v93koadsfo
l_ .
String VRouter The type of the router to which the
RouterType
yp route table belongs. Valid values:
- VRouter: VRouter
- VBR: VBR
l_ .
Spec String Large The specification of the router
interface.
|_ . .
Status String active The status of the router interface.
“Vpclnstanc | String vpe-2ze3tq4uxh | e 1D of the local VPC in the
eld ysg717x704d

peering connection.




Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeRo uterInterf
aces

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example
- XML format

<? xml version =" 1 . 0 " encoding =" UTF - 8 " ?>
< DescribeRo wuterInterf acesRespon se >
< PageNumber > 1 </ PageNumber >
< TotalCount > 2 </ TotalCount >
< PageSize > 10 </ PageSize >
< RequestId > 01818199 - 04F6 - 47F4 - 9ADF - 7CC824CF57 A4 </
RequestId >
< RouterInte rfaceSet >
< RouterInte rfaceType >
< ChargeType > Prepaid </ ChargeType >
< HasReserva tionData > false </ HasReserva tionData >
< OppositeIn terfaceBus 1inessStatu s > Normal </ Oppositeln
terfaceBus dinessStatu s >
< RouterInte rfaceld > ri - 2zenfgfpyu 3v93koa4sf o </
RouterInte rfaceld >
< OppositeIn terfaceSta tus > Deleted </ Oppositeln
terfaceSta tus >
< Spec > Small . 5 </ Spec >
< OppositeIn terfaceOwn erId > 1231579085 529123 </
OppositeIn terfaceOwn erId >
< CrossBorde r > false </ CrossBorde r >

< OppositeIn terfaceSpe c > Negative </ OppositeIn terfaceSpe
c >

< CreationTi me > 2017 - 12 - 27T06 : 34 : 30Z </ CreationTi me
>

< RouterType > VRouter </ RouterType >

< Status > Inactive </ Status >

< OppositeRo uterType > VRouter </ OppositeRo uterType >

< OppositeRo uterId > vrt - bplel837xk kakub7ciot j </
OppositeRo uterId >
< OppositeIn terfaceld > ri - bplitx13bw e6f2wfh3qp j </
OppositeIn terfaceld >
< VpcInstanc eId > vpc - 2ze3tqd4uxh ysg717x704 d </
VpcInstanc eId >
< RouterId > vrt - 2zeazning6 tbzkm5c0jj 2 </ RouterId >
< ConnectedT -1ime > 2017 - 12 - 27T06 : 34 : 37Z </ ConnectedT
ime >
< OppositeRe gionId > cn - hangzhou </ OppositeRe gionId >
< BusinessSt atus > Normal </ BusinessSt atus >
< Role > Initiating Side </ Role >
< OppositeVp cInstancel d > vpc - bpliq3579f 26c3gpkjo2 e </
OppositeVp cInstancel d >
< EndTime > 2018 - 01 - 27T16 : 00 : 00Z </ EndTime >
</ RouterInte rfaceType >
< RouterInte rfaceType >
< ChargeType > Prepaid </ ChargeType >
< HasReserva tionData > false </ HasReserva tionData >



< OppositeIn terfaceBus inessStatu s > Normal </ Oppositeln

me

terfaceBus inessStatu s >
< RouterInte rfaceld > ri - 2zegbp7nhj Omnwméirnu o </
RouterInte rfaceld >
< OppositeIn terfaceSta tus > Deleted </ Oppositeln
terfaceSta tus >
< Spec > Small 1 </ Spec >
< OppositeIn terfaceOwn erId > 1231579085 529123 </
OppositeIn terfaceOwn erId >
< CrossBorde r > false </ CrossBorde r >
< OppositeIn terfaceSpe c¢ > Negative </ OppositeIn terfaceSpe
c >
< CreationTi me > 2017 - 12 - 27T06 31 30Z </ CreationTi
>
< RouterType > VRouter </ RouterType >
< Status > Inactive </ Status >
< OppositeRo uterType > VRouter </ OppositeRo uterType >
< OppositeRo uterId > vrt - bpld3bxtdv 68tfd7gfjk d </
OppositeRo wuterId >
< OppositeIn terfaceld > ri - bpl2dxgw8g momalh506q f </
OppositeIn terfaceld >
< VpcInstanc eId > vpc - 2ze3tqd4uxh ysg717x704 d </
VpcInstanc eId >
< RouterId > vrt - 2zeazning6 tbzkm5c0jj 2 </ RouterId >
< ConnectedT 1me > 2017 - 12 - 27T06 31 36Z </ ConnectedT
ime >
< OppositeRe gionId > cn - hangzhou </ OppositeRe gionId >
< BusinessSt atus > Normal </ BusinessSt atus >
< Role > Initiating Side </ Role >
< OppositeVp cInstancel d > vpc - bpl5k6esx6f hdz2jwddaz 0 </
OppositeVp cInstancel d >
< EndTime > 2018 - 10 - 27T16 00 00Z </ EndTime >
</ RouterInte rfaceType >
</ RouterInte rfaceSet >
< DescribeRo uterInterf acesRespon se >
- JSON format
{
" PageNumber ": 1 ,
" TotalCount ": 2 ,
" PageSize ": 10 ,
" RequestId ":" 01818199 - 04F6 - 47F4 - 9ADF - 7CC824CF57 A4 ",
" RouterInte rfaceSet ":{
" RouterInte rfaceType ":[
{
" ChargeType ":" Prepaid ",
" HasReserva tionData ": false ,
" OppositeIn terfaceBus inessStatu s ":" Normal ",
" RouterInte rfaceId ":" ri - 2zenfgfpyu 3v93koad4sf o ",
" OppositeIn terfaceSta tus ":" Deleted ",
" Spec ":" Small 5",
" OppositeIn terfaceOwn erId ":" 1231579085 529123 ",
" CrossBorde r ": false ,
" OppositeIn terfaceSpe c¢ ":" Negative ",
" CreationTi me ":" 2017 - 12 - 27T06 34 30Z ",
" RouterType ":" VRouter ",
" Status ":" Inactive ",
" OppositeRo wuterId ":" vrt - bplel837xk kakub7ciot j ",
" OppositeRo uterType ":" VRouter ",
" OppositeIn terfaceld ":" ri - bplitx13bw e6f2wfh3gp j ",
" ConnectedT 1ime ":" 2017 - 12 - 27T06 34 372 ",
" RouterId ":" vrt - 2zeazning6 tbzkm5c0jj 2 ",



" VpcInstanc eId ":" vpc - 2ze3tq4uxh ysg717x704 d ",
" BusinessSt atus ":" Normal ",
" OppositeRe gionId ":" cn - hangzhou ",
" Role ":" Initiating Side ",
" EndTime ":" 2018 - 01 - 27T16 : 00 00z ",
" OppositeVp cInstancel d ":" vpc - bpliq3579f 26c3gpkj92 e
I
{
" ChargeType ":" Prepaid ",
" HasReserva tionData ": false ,
" OppositeIn terfaceBus <nessStatu s ":" Normal ",
" RouterInte rfaceld ":" ri - 2zegbp7nhj Omnwm6irnu o ",
" OppositeIn terfaceSta +tus ":" Deleted ",
" Spec ":" Small . 1 ",
" OppositeIn terfaceOwn erId ":" 1231579085 529123 ",
" CrossBorde r ": false ,
" OppositeIn terfaceSpe c ":" Negative ",
" CreationTi me ":" 2017 - 12 - 27T06 31 302 ",
" RouterType ":" VRouter ",
" Status ":" Inactive ",
" OppositeRo wuterId ":" vrt - bpld3bxtdv 68tfd7gfjk d ",
" OppositeRo uterType ":" VRouter ",
" OppositeIn terfaceId ":" ri - bpl2dxgw8g momalh506q f ",
" ConnectedT 1ime ":" 2017 - 12 - 27T06 31 : 362 ",
" RouterId ":" vrt - 2zeazning6 tbzkm5c0jj 2 ",
" VpcInstanc eId ":" vpc - 2ze3tq4uxh ysg717x704 d ",
" BusinessSt atus ":" Normal ",
" OppositeRe gionId ":" cn - hangzhou ",
" Role ":" Initiating Side ",
" EndTime ":" 2018 - 10 - 27T16 : 00 : 00Z ",
" OppositeVp cInstancel d ":" vpc - bpl5k6esx6f hdz2jwd4daz ©
n
}
]
b
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidFilterKey |Specified filter key is not |The specified filter key is
.ValueNotSu supported: Filter.X.key not supported.
pported
400 InvalidParam. The parameter must not | The parameter cannot be
NotNull be null. null.

See common error codes
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11.3 ConnectRouterinterface

Connects the initiator router interface to the acceptor router interface.

After you call this action, the router interface status changes to Connecting. After the

connection is established, the router interface status changes to Active.
Note the following before you call this action:

- Only an initiator router interface in the Idle state can initiate a connection.

- Up to one pair of interconnected router interfaces can be created between any two

routers.

- If there is an overdue router interface under the account, you cannot initiate a

connection.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? |Example |Description
value
Action |String | Yes ConnectRoflyy o hame of this action. Value:
terInterfa
ce ConnectRou terInterfa ce
RegionId | String | Yes cn- The region where the router interface
hangzhou |
is located.
To query the region ID, call
DescribeRegions.
RouterIntétring | Yes - The ID of initiator router interface.
rfaceld 2ze03xzyf3
8rdurzdpvf
]
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Response parameters

Parameter Type Example Description

value

RequestId |String DE77A7F3- | The ID of the request.
3B74-41C0
-A5BC-
CAFD188C28
B6

Examples

Request example

http (s ):// vpc . aliyuncs . com /? Action = ConnectRou
terInterfa ce

& RegionId = cn - hangzhou

& RouterInte rfaceld = ri - 2zeo3xzyf3 8r4urzdpvf s

&< CommonPara meters >

Response example
- XML format

< ConnectRou terInterfa ceResponse >

< RequestId > OED8D0OO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >
</ ConnectRou terInterfa ceResponse >

- JSON format
{
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRou The specified RouterInte |The specified router
terInterfaceld. rfaceld does not exist in interface does not exist.
NotFound our record.




HTTP Error code Error message Description

status

code

400 IncorrectRole. The specified RouterInte | This router interface is
NotlInitiatingSide | rface is not InitiatingSide. | not the initiator router

interface. Select the
initiator router interface
to initiate a connection.

400 Forbidden. The Specified routers have | A peering connection
OnlyOneCon a connection already already exists between the
nection routers.

400 Forbidden. Cannot connect You cannot initiate
OnlyOneCon concurrently between another connection
nection same routers between the same routers.

400 Forbidden. You cannot use this action | You cannot continue
BillsOutstanding | because you have bills with this operation

outstanding. because you have overdue
payments.

See common error codes

11.4 ActivateRouterinterface

Activates a router interface in the Inactive state.

After you call this action, the router interface changes to the Activating state. Next,

after activation is completed, the router interface changes to the Active state.

Note:

An overdue interface cannot be activated.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Parameter | Type |Required? |Example |Description
value
Action |String | Yes ActivateRo |ty o name of this action. Value:
uterInterf
ace ActivateRo uterInterf ace
RegionId |String | Yes cn- The ID of the region to which the
hangzhou . .
router interface to be activated belongs
To query the region ID, call
DescribeRegions.
RouterIngdtring | Yes - The ID of the router interface to be
rfaceld 2ze03xzyf3 .
8raurzdpvf activated.
S
Response parameters
Parameters Type Example Description
value
RequestId String 079874CD The ID of the request.
-AEC1-
43E6-AC03-
ADD96B6E49
07

Examples

Request example

http (s ):// vpc . aliyuncs . com /? Action = ActivateRo
uterInterf ace

& RegionId = cn - hangzhou

& RouterInte rfaceld = ri - 2zeo3xzyf3 8r4urzdpvf s

&< CommonPara meters >

Response example
- XML format

< ActivateRo wuterInterf aceRespons e >



< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

</ ActivateRo uterInterf aceRespons e >
- JSON format
{
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID

NotFound does not exist in our does not exist.
records.

404 InvalidRou The specified RouterInte | The specified router

terInterfaceld. rfaceld does not exist in interface does not exist.
NotFound our records.

400 IncorrectStatus | RouterInterface can be This operation requires
operated by this action that the router interface is
only when it's status is in the Inactive status.
Inactive.

400 Forbidden. This RouterInterface is The router interface is

FinancileLocked |financiel locked because |locked due to an insufficie
of bills outstanding. nt account balance.

400 Forbbiden The Router instance This router does not
owener error belong to your account.

See common error codes

11.5 DeactivateRouterInterface

Deactivates a router interface.

After you call this action, the router interface changes to the Deactivating state. After

deactivation is completed, the router interface changes to the Inactive state.

Note:

A router interface under an account with an insufficient balance cannot be

deactivated.
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Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? |Example |Description
value
Action |String | Yes Deactivate | rpo name of this action. Value:
RouterInte
rface Deactivate RouterInte rface
Regionld | String | Yes cn- The ID of the region to which the
hangzhou . )
router interface to be deactivated
belongs.
To query the region ID, call
DescribeRegions.
RouterIntétring | Yes - The ID of the router interface.
rfaceld 2ze03xzyf3
8r4urzdpvf
]
Response parameters
Parameter |Type Example Description
value
RequestId |String BE7EB53A- |The ID of the request.
99AB-4DAS
-AEDE-
75FA90D046
A6

Examples

Request example

http ( s ):// vpc . aliyuncs . com /? Action = Deactivate
RouterInte rface

& RegionId = cn - hangzhou

& RouterInte rfaceld = ri - 2zeo3xzyf3 8r4urzdpvf s
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&< CommonPara meters >

Response example

- XML format

< ActivateRo

uterInterf aceRespons e >

< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

</ ActivateRo uterInterf aceRespons e >
- JSON format
" RequestId ":" QED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRou The specified RouterInte |The specified router

terInterfaceld. |rfaceld does notexistin |interface does not exist.
NotFound our record.

400 IncorrectStatus | RouterInterface can be You can perform this
operated by this action action only if the router
only when it's status is interface is in the Active

Active. state.
400 Forbidden. This RouterInterface is The router interface is
FinancileLocked |financiel locked because |locked because your bill is
of bills outstanding. overdue.

See common error codes

11.6 ModifyRouterInterfaceSpec

Modifies the specification of a router interface.

After you call this action, the router interface status changes to Activating. Next, after

the activation is completed, the router interface status changes to Active.

Note:

The specification for a router interface under an account with an insufficient balance

cannot modified.
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Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? |Example |Description

value
Action |String |Yes ModifyRout e name of this action. Value:
erInterfac
eSpec ModifyRout erInterfac eSpec
RegionId [String |Yes cn- The ID of the region to which the

hangzhou |router interface belongs.

To query the region ID, call

DescribeRegions.

RouterIntString | Yes - The ID of the router interface.
rfaceld 2ze03xzyf3
8r4urzdpvf
S
Spec String | Yes Large The specification of the router
interface.
ClientToh&tring | No 02fb3dad- A client token used to guarantee the
n 130e-11e9 | ;
_8ed4- idempotence of requests.
3016604115 This parameter value is generated by

the client and must be unique. It must
be 1 to 64 ASCII characters in length.

Response parameters

Parameter |Type Example Description

value

RequestId |String 4EC47282- |The ID of the request.
1B74-4534
-BDOE-
403F3EE64C
AF
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Parameter |Type Example Description

value

Spec String Small.1 The specification of the router interface.

Examples

Request example

http (s ):// vpc . aliyuncs . com /? Action = ModifyRout
erInterfac eSpec

& RegionId = cn - hangzhou

& RouterInte rfaceld = ri - 2zeo3xzyf3 8r4urzdpvf s

& Spec = Large

&< CommonPara meters >

Response example
- XML format

< ModifyRout erInterfac eSpecRespo nse >

< RequestId > OED8DGO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

< Spec > Middle . 2 </ Spec >
</ ModifyRout erInterfac eSpecRespo nse >

- JSON format
{
" Spec ":" Middle . 2 ",
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CoO "
}
Error codes
HTTP Error code Error message Description
status
code
400 InvalidSpec The specified Spec is not | The specified specification
.ValudNotSu supported. is not supported.
pported
404 InvalidRou The specified RouterInte | The specified router
terInterfaceld. |rfaceld does not existin |interface does not exist.
NotFound our record.
400 Invalidins The router instance The router does not
tanceOwner. owener error. belong to your account.
Error




HTTP Error code Error message Description
status

code

400 InvalidInstance. |The router instance The status of the router
StatusError owener error. interface is invalid.

See common error codes

11.7 ModifyRouterInterfaceAttribute

Modifies the configurations of a router interface.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? |Example |Description

value

Action |String |Yes ModifyRout
erInterfac
eAttribute | ModifyRout erInterfac

The name of this action. Value:

eAttribute
RegionId |String | Yes cn- _ | The ID of the region to which the
shanghai )

router interface belongs.

To query the region ID, call

DescribeRegions.
RouterIntétring | Yes - The ID of the router interface.
rfaceld 2ze03xzyf3

8rdurzdpvf
S
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Parameter

Type

Required?

Example

value

Description

DeleteHes
thCheckIp

BooleanNo

true

Indicates whether to delete the health
check IP address configured on the

router interface. Valid values:

true :Delete the health check IP.

false (default value): Do not

delete the health check IP.

Descripti

n

&tring | No

Router
inteface 1

The description of the router interface.

The description must be 2 to 256
characters in length. The description
must start with a letter and cannot

start with http ://or https ://.

HealthChg
kSourcelp

String [No

116.62.222
.28

The source IP address used to
perform health check on the physical
connection. It must be an unused IP

address of the local VPC.

Note:
You can specify this parameter in the
scenario of physical access.

HealthChg
kTargetIp

String | No

116.62.222
.28

The destination IP address of health
check.

Note:
This parameter is required when
the HealthChec
parameter is specified.

kSourcelp




Resp

Parameter | Type |Required? |Example |Description
value
Name String | No TEST The name of the router interface.
The name must be 2 to 128 characters
in length. It can contain letters,
numbers, periods (.), underscores (_),
and hyphens (-). The name must start
with a letter and cannot start with
http :// or https ://.
OppositelString | No - The ID of the peer router interface.
terfaceld 2zeo3xzyf3
8rdurzdpvf
s
Oppositelistring | No 10 The ID of the owner of the peer router
terfaceOwn .
interface.
erId
OppositeRString | No vrt- The ID of the peer router.
uterId bpljcg5cmx
jbl19xgc58b
w
Oppositefdtring | No VRouter | 1p6 type of the router to which the
terType
y yP peer router interface belongs. The
default valueis VBR .
Valid values: VRouter | VBR
onse parameters
Parameter Type Example Description
value
RequestId String 4EC47282- |The ID of the request.
1B74-4534
-BDOE-
403F3EE64C
AF




Examples

Request example

http (s ):// vpc . aliyuncs . com /? Action = ModifyRout
erInterfac eAttribute

& RegionId = cn - shanghai

& RouterInte rfaceld = ri - 2zeo3xzyf3 8r4urzdpvf s

&< CommonPara meters >

Response example
- XML format

< ModifyRout erInterfac eAttribute Response >
< RequestId > 980960B0O - 2969 - 40BF - 8542 - EBB34FD358 AB </

RequestId >

</ ModifyRout erInterfac eAttribute Response >
- JSON format
{
" RequestId ":" 980960BO - 2969 - 40BF - 8542 - EBB34FD358 AB "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. |The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 InvalidRou The specified RouterInte |The specified router
terInterfaceld. rfaceld does not exist in interface does not exist.
NotFound our records.

400 Forbidden. This RouterInterface is The router interface is
FinancileLocked |financiel locked because |locked due to an insufficie

of bills outstanding. nt account balance.

400 InvalidName. The attribute name is The name format is
Malformd illeagl. invalid.

400 InvalidOpp The specified OppositeRo |The value of the
ositeRouterType |uterType is not valid. OppositeRouterType
.ValueNotSu parameter is invalid.
pported




HTTP Error code Error message Description
status
code
400 InvalidDes The Description is illeagl. | The format of the
cription. resource description is
Malformed invalid. The descriptio
n must be 2 to 256
characters in length, and
it cannot start with http://
and https://.
400 Forbbiden The Router instance The specified router is not
owener error under your account.
400 LinkRole. This linkrole is not This link is not supported.
NotSupport supported
400 InvalidParam Modify routerinterface The entered parameter is
.ModifyRout param invalide invalid.
erInterface

See common error codes

11.8 DeleteRouterinterface

Deletes a router interface.

Note the following before you delete a router interface:

- You can only delete a router interface in the Idle or Inactive state.

- Before deleting a router interface, you must delete all custom route entries

pointing to it.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Parameter | Type |Required? |Example |Description
value
Action |String | Yes DeleteRout| 1,0 hame of this action. Value:
erInterfac
e DeleteRout erInterfac e
RegionId |String | Yes cn- _ | The ID of the region to which the
shanghai )
router interface belongs.
To query the region ID, call
DescribeRegions.
RouterIntétring | Yes - The ID of the router interface.
rfaceld 2ze03xzyf3
8rdurzdpvf
s
ClientTohétring | No qwefccl212 y cient token used to guarantee the
n 3333334f |
idempotence of requests.
This parameter value is generated by
the client and must be unique. It must
be 1 to 64 ASCII characters in length.
Response parameters
Parameter Type Example |Description
value
RequestId String 4EC47282- |The ID of the request.
1B74-4534
-BDOE-
403F3EE64C
AF

Examples

Request example

http ( s ):// vpc . aliyuncs . com /? Action = DeleteRout
erInterfac e
& RegionId = cn - shanghai



& RouterInte
&< CommonPara

rfaceld =
meters >

Response example

- XML format

< DeleteRout

erInterfac

eResponse >

ri - 2zeo3xzyf3 8r4urzdpvf s

< RequestId > OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

</ DeleteRout erInterfac eResponse >
- JSON format
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CoO "
Error codes

HTTP Error code Error message Description

status

code

400 IncorrectStatus | This openeration would This operation cannot be

be allowed only when performed because the
status of this RouterInte |router interface is not in
rface is Idle/Inactive. the Idle or Inactive state.

400 Dependency RouterInterface cannot be | You cannot delete this
Violation. deleted when it is refered |router interface because
RouterInte by a route table entry as | a route entry is using it
rfaceRefer next hop. as the next hop. You need
edByRouteEntry to delete the route entry

before you can delete this
router interface.

404 InvalidIns The Instanceld provided |The specified ECS instance
tanceld. does not exist in our does not exist. That is, the
NotFound records. instance is not under the

VPC.

400 InvalidRou The prepaid routerinte You cannot delete a
terInterfa rface can not delete. Subscription router
ceChargeType. interface.

Malformed

See common error codes
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12 Virtual Border Router

12.1 CreateVirtualBorderRouter

Creates a Virtual Border Router (VBR).

If you create a VBR for your account, the VBR is in the Enabled state after being
created. Next, if you create a VBR for another account, the VBR is in the Unconfirmed

state after being created and confirmation by the account is required.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter | Type |Required? |Example |Description
value
Action |String |Yes CreateVirt | ryo name of this action. Value:
ualBorderR
outer CreateVirt wualBorderR outer
Physicaldétring | Yes pc- The ID of the physical connection.
nnectionld XXXXXXXXX
RegionId | String | Yes cn- _ | The ID of the region to which the
shanghai ) )
physical connection belongs.
To query the region ID, call
DescribeRegions.
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Parameter | Type |Required? |Example |Description
value
VianId |String | Yes 10 The VLAN ID of the VBR. Value range: 1
to 2999.
Note:
Only the owner of the physical
connection can specify this
parameter. The VLAN IDs of two VBRs
of the same physical connection must
be different.
CircuitCa (Strlng No lOflgtelOOl The circuit code provided by the
© service provider for the physical
connection.
Note:
Only the owner of the physical
connection can specify this
parameter.
ClientToheString | No 02fb3da4- A client token used to guarantee the
n 130e-11€9 |
_8edd- idempotence of requests.
0016€04115) Thjg parameter value is generated
b
by the client and is guaranteed to be
unique among different requests. It
must be 1 to 64 ASCII characters in
length.
DescriptidString | No The _ .| The description of the VBR.
n descriptio
n of the The description must be 2 to 256
VBR

characters in length. It must start with

a letter and cannot start with http

://or https ://.




Parameter

Type

Required?

Example

value

Description

LocalGats
ayIp

wString

No

116.62.222
.28

The Alibaba Cloud-side IP address of
the VBR.

Name

String

No

test

The name of the VBR.

The name must be 2-128 characters in
length. It can contain letters, numbers,
periods (.), underscores (_), and
hyphens (-). It must start with a letter

and cannot start with http ://or

https ://.

PeerGatew

yIp

aString

No

116.62.222
.28

The client-side IP address of the VBR

. Only the VBR owner can specify or
modify this parameter. The client-
side IP address of the VBR is required
when you create a VBR for the physical
connection owner, and it cannot be
specified when you create a VBR for

another account.

PeeringSu
netMask

IString

No

255.255.
255.252

The subnet mask for the Alibaba Cloud
-side IP address and the client-side IP

address.

The two IP addresses must be in the

same subnet.

VbrOwner]

dString

No

10

The account ID of the VBR owner.

The default value is account ID of the
current user, namely the owner of the

physical connection.




Response parameters

Parameter Type Example Description

value

VbrId String | vbr- The ID of the VBR.
bpljcgScmx
jb19xgc58b
w

RequestId String [4EC47282- |The ID of the request.
1B74-4534
-BDOE-
403F3EE64C
AF

Examples

Request example

http ( s ):// vpc . aliyuncs . com /? Action = CreateVirt
ualBorderR outer

& PhysicalCo nnectionId = pc — XXXXXXXXX

& RegionId = cn - shanghai

& VlanId = 10

&< CommonPara meters >

Response example
- XML format

< CreateRout erInterfac eResponse >

< RequestId > 980960B0O - 2969 - 40BF - 8542 - EBB34FD358 AB </
RequestId >

< VbrId > vbr - 2zecmmvg5g vu8i4telkh w </ VbrId >
</ CreateRout erInterfac eResponse >

- JSON format

" CreateRout erInterfac eResponse ":{
" RequestId ":" 980960BO - 2969 - 40BF - 8542 - EBB34FD358 AB ",
" VbrId ":" vbr - 2zecmmvg5g vu8id4telkh w "

}



}

Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld is |The specified region ID
NotFound not found. does not exist.

400 InvalidPhy The specified PhysicalCo |The physical connection
sicalConne nnectionld is not found. ID does not exist.
ctionld.

NotFound

400 InvalidVlanlId. The specified Vlanld has | The specified VLAN is
Used been used. already occupied.

400 MissingPar The input parameter' The PhysicalConnectionld
ameter PhysicalConnectionld parameter must be

' that is mandatory for specified.
processing this request is
not supplied.

400 InvalidPhy The specified PhysicalCo |The physical connection is
sicalConne nnectionld is not in not in the Enabled status.
ctionlId. Enabled state.

NotEnabled

404 InvalidVbr The specified VbrOwnerld | The value of the
Ownerld. is not valid. VbrOwnerld parameter is
NotFound invalid.

400 InvalidVlanlId. The specified VlanlId is not | The value of the
Malformed valid. VbrOwnerld parameter is

invalid.

400 InvalidCir The specified CircuitCode |The specified CircuitCode
cuitCode. is not valid. is invalid.

Malformed

400 MissingPar The input parameter' The LocalGatewaylp

ameter LocalGatewaylp' that is parameter is required.
mandatory for processing
this request is not
supplied.




HTTP Error code Error message Description

status

code

400 InvalidLoc The specified LocalGatew | The specified local
alGatewaylp. aylp is not valid. gateway IP address is
Malformed invalid.

400 MissingPar The input parameter' The PeerGatewaylp
ameter PeerGatewaylp' that is parameter is required.

mandatory for processing
this request is not
supplied.

400 MissingPar The input parameter' The PeeringSubnetMask
ameter PeeringSubnetMask' parameter must be

that is mandatory for specified.
processing this request is
not supplied.

400 InvalidPee The specified PeeringSub | The specified PeeringSub
ringSubnetMask. | netMask is not valid. netMask parameter is
Malformed invalid.

403 Forbidden. The caller is not allowed | You are not allowed to
LocalGatew to specify the LocalGatew |specify the LocalGatew
aylpNotAll aylp parameter. aylp parameter.
owedByCaller

403 Forbidden. The caller is not allowed | You are not allowed to
PeeringSub to specify the PeeringSub |specify the PeeringSub
netMaskNot netMask parameter. netMask parameter.
AllowedByCaller

403 Forbidden. The caller is not allowed | You are not allowed to
Descriptio to specify the Description |specify the Description
nNotAllowe parameter. parameter.
dByCaller

400 InvalidName. The specified ?Name? is The name format is
Malformed not valid. invalid.

400 InvalidDes The specifid ?Description |The description format
cription. ? is not valid. is invalid. The descriptio
Malformed n must be 2 to 256

characters in length. It
cannot start with http://
and https://.




HTTP Error code Error message Description
status
code
400 QuotaExceeded. |Virtual boarder router per | The VBR quota for the
vbrPerpConn PhysicalConnection quota | physical connection is
exceed. exceeded.
400 InvalidIp. Local gateway ip and peer |The local gateway IP
NotSameSubnet | gateway ip are notin the |addressand the peer
same subnet. gateway IP address are not
in the same subnet.
404 CROSS_BID. Create VBR across bid is You cannot create a VBR
FORBIDDEN illegal for a user of another site.

See common error codes

12.2 DeleteVirtualBorderRouter
Delete a VBR.

Note the following before deleting a VBR:

- You must delete all router interfaces on the VBR.

- You can only delete a VBR in the Unconfirmed, Enabled, or Terminated status.

- If the VBR you want to delete is under another Alibaba Cloud account, the VBR

must be in the Unconfirmed status.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK

code examples, and quickly search for APIs. API Explorer can help reduce possible

difficulty with using cloud APIs. We recommend that you use API Explorer.
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteVirt The action to perform. Valid
ualBorderR
value:
outer
DeleteVirt wualBorderR
outer
RegionId String | Yes cn-shanghai The ID of the region where the
VBR is located.
You can obtain the region ID by
calling the DescribeRegions
API.
VbrId String | Yes vbr- The ID of the VBR.
bp12mw1{8k
3jgygkobmlj
ClientToke |String |No 02fb3da4-130e | s ‘lient token used to
n -11e9-8e44- .
0016e04115h | Suarantee the idempotence of
requests.
This parameter value is
generated by the client and
must be unique. It cannot
exceed 64 ASCII characters.
Response parameters
Parameter Type Example value |Description
RequestId |String F8BF7D24-F3EB |The ID of the request.
-4E23-9208-
B77C6EB78E75
Examples

Request example




aliyuncs .

com /? Action

http ( s ):// vpc .
ualBorderR outer
& RegionId = cn - shanghai

& VbrId = vbr - bpl2mwlf8k 3jgygk9bml j

&< CommonPara

meters >

Response example

- XML format

< DeleteVirt

ualBorderR

outerRespo nse >

DeleteVirt

< RequestId > OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

</ DeleteVirt wualBorderR outerRespo nse >
- JSON format
{
" RequestId ":" OED8D0OO6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
}
Error codes

HttpCode | Error code Error message Description

404 InvalidVbrId. The specified VirutalBor | The specified VBR does
NotFound derRouter does not exist |not exist.

in our records.

400 InvalidOperation | The specified VirutalBor | The specified VBR
.RouterInte derRouter still has has associated router
rfaceNotDeleted [routerInterface. interfaces.

400 InvalidOperation | The specified VirutalBor | The status of the VBR is
.OperationN derRouter is in invalid invalid.
otAllowedInState | state.

403 Forbidden. The caller is not allowed | You are not allowed to
OperationN to delete the specified delete the VBR.
otAllowedByUser | VirtualBorderRouter.

403 Forbidden. Multiple vlan router Multiple VLAN router
MultiVlanRi interfaces are found. interfaces exist.

400 InvalidStatus. The virtual border has The VBR has associated
NotAllowed been associated by with a physical

physicalConnection. connection.

View the error codes of the product
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12.3 DescribeVirtualBorderRouters

Queries one or more Virtual Border Routers (VBRs).

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required| Example value | Description
?
Action String |[Required| DescribeVi The name of this action. Value:
rtualBorde L
Routers DescribeVirtualBorderRouters.
RegionId String | Yes cn-shanghai |1 o1 of the region where the
VBR is located. To query the
region ID, call DescribeRegions
Filter . N |String |No 1 The type of the nth filter. Value
. K
ey range of n: 1to 5.
Filter . N | RepeatLizNo 1 The mth value of the nth filter.
. Value . N
! Value range of m: 1 to 5.
PageNumber | Integer |No 10 The number of pages to return
. Default value: 1.
PageSize Integer | No 1 The number of rows per page
. Maximum value: 50. Default
value: 10.
Response parameters
Parameter Type Example value |Description
VirtualBor Alist of VBRs.
derRouterSet
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~~36063~~
~~36063~~

Parameter Type Example value |Description
L . . _ _ . .
AccessPoin | String ap.cn The ID of the physical connection
tid kojok1xxxxxxxx .
access point.
LA i . s .
.ACthatIOIl String 2017-06-08T12:20 The first time at which the VBR was
Time 195 .
activated.
l_ .
Associated The associated CEN instances.
Cens
|_ . _ .
Cenld String cen-kojok19xXX | 7pe [p of the CEN instance.
XXXXX
L
Long 1086496381 The UID of the account to which the
CenOwnerld 294461 .
CEN instance belongs.
l_ .
CenStatus | String Attached The status of the CEN instance.
l_ .
ASS'OCIated The associated physical connection
PhysicalCo
nnections >
l_ . . .
CircuitCod | String 12 The circuit code provided by the
e
service provider for the physical
connection-side interface of the
VBR.
l_ .
G String 116.62.xx.xx The local IP address of the physical
LocalGatew
connection-side interface of the
aylp
VBR.
|_ .
G String 116.62.xx.x% The peer IP address of the physical
PeerGatewa
vIp connection-side interface of the
VBR.
L .
PeerineSub String 255.255.255.252 | The subnet mask for the local and
eeringSu )
netMask peer IP addresses of the physical

connection-side interface of the
VBR.




Parameter Type Example value |Description
|_ . .
Phy.s1ca1C0 String Normal The status of the physical
nnectionBu .
sinessStatus connection.
|_ . . _ .
PhysicalCo | String pc-119mfjzm7x The ID of the physical connection
nnectionld XXXXXXX .
to which the VBR belongs.
L . .
PhysicalCo | String afrgrgs The UID of the owner of the
nnectionOw . .
nerUid physical connection.
L . .
Phy.31ca1C0 String Normal The status of the physical
nnectionSt )
atus connection.
B .
Vlanld | String 0 The VLAN ID of the VBR.
B . s .
VlanInterf |String ri-kojok19x3; The ID of the physical connection
aceld 0g6KkXXXXXXXXX o .
-side interface of the VBR. This
route interface can operate as the
next hop of routes on the VBR.
P .
CircuitCod | String longtel001 The circuit code provided by the
e
service provider for the physical
connection.
|_ . . . _ _ .
CreationT1 | String 2017-06-08T12:20 The time at which the VBR was
me 195
created.
B " .
Descriptio | String VBR The description of the VBR.
n
L
) ?etectMult Long 3 The multiple of the detection time
iplier
P . The Max Connection packet loss
allowed by the receiver. It is used to
detect if the link is normal. Value
range: 3 to 10.
L .
String 116.62.xx.xx The Alibaba Cloud-side IP address.
LocalGatew

aylp




Parameter Type Example value |Description
L
MinRxI Long 100 The BFD packet receiving interval.
InRxInter
val Value range: 200 to 1,000. Unit: ms.
|_ .
1;/I1nTxInter Long 100 The BFD packet sending interval.
va
Value range: 200 to 1,000. Unit: ms.
L .
Name String test The name of the VBR.
|_ .
String 116.62.xx.xx The client-side IP address.
PeerGatewa
ylp
L . .
P;}ernlzgSub String 255.255.255.252 | The gubnet mask for the Alibaba
netMas
Cloud-side IP address and the client
-side IP address.
|_ . .
Phy.s1ca1Co String Normal The business status of the physical
nnectionBu .
sinessStatus connection.
|_ . . _ .
PhysicalCo | String pc-119mfjzm7x The ID of the physical connection
nnectionld XXXXXXX .
to which the VBR belongs.
B . .
Phy.31cagC0 String usdgbhl123fvgf |16 UID of the owner of the
nnectionOw i i
nerUid physical connection.
L . .
Phy-smalCo String Normal The status of the physical
nnectionSt )
atus connection.
L : . .
RecoveryTi | String 2017-06-08T12:20 | 11 e 1ast time at which the VBR
me 195
recovered from the Terminated
status to the Active status.
[ 1 -
String rth-bpInxxXXXX | 7p6 I of the route table of the VBR

RouteTableld

XXXXXXXXXX




Parameter Type Example value |Description
B ] ]
Status String active The status of the physical
connection:
- Initial: applying
- Approved: approved
- Allocating: allocating resources
- Allocated: access construction
- Confirmed: waiting for user
confirmation
- Enabled: enabled
- Rejected: rejected
- Canceled: canceled
- Allocation Failed: resource
allocation failed
- Terminated: terminated
“Terminatio |String 2017-06-08T12:20 | 1 a Jast time at which the VBR was
nTime 155 .
terminated.
“Vbrld String vbr-kojok19XXX | 1he ID of the VBR.
XXXXXX
L
Vlanld Integer 10 The VLAN ID of the VBR.
B ] ]
VlanInterf |String ri-2zeo3xzyf3 The ID of the router interface of the
aceld 8r4xxXxxXxXxXxxx
VBR.
TotalCount | Integer 10 The number of queried entries.
PageNumber | Integer 10 The current page number.
PageSize Integer 10 The number of entries per page.
RequestId String DE77A7F3-3B74 | he ID of the re quest.
-41C0-A5BC-
CAFD188C28B6
Examples

Request example



http ( s ):// vpc . aliyuncs . com /? Action = DescribeVi
rtualBorde rRouters

& RegionId = cn - shanghai

&< CommonPara meters >

Response example

XML format

< DescribeVi rtualBorde rRoutersRe sponse >
< RequestId > AE65530E - 8436 - 4FB1 - 8217 - DCD35712AC 89 </
RequestId >
< PageNumber > 1 </ PageNumber >
< VirtualBor derRouterS et >
< VirtualBor derRouterT ype >
< LocalGatew ayIp > 106 . 1 . xx . xx </ LocalGatew ayIp >
< PeerGatewa yIp > 10 . 2 . xx . xx </ PeerGatewa yIp >
< PhysicalCo nnectionOw nerUid > 123157908X XXXXXXX </
PhysicalCo nnectionOw nerUid >
< VlanId > 10 </ VlanId >
< PhysicalCo nnectionSt atus > Enabled </ PhysicalCo
nnectionSt atus >
< PhysicalCo nnectionId > pc - 2zeoaxkg3j otxxxxxxxx </
PhysicalCo nnectionId >
< RouteTable Id > vtb - 2ze9hmd6yo fwvxxxxxxx x </
RouteTable 1Id >
< PeeringSub netMask > 255 . 0 . 0 . O </ PeeringSub netMask >
< CreationTi me > 2018 - 03 - 06T11 : 16 : 34Z </ CreationTi
me >
Activation Time > 2018 - 03 - 06T11 : 16 : 34Z </ Activation
Time

NV A

Status > active </ Status >
< PhysicalCo nnectionBu sinessStat wus > Normal </ PhysicalCo
nnectionBu sinessStat us >
< VlanInterf aceld > ri - 2zeumb6rgu® 586XXXXXXX X </
VlanInterf aceld >
< AccessPoin tId > ap - cn - beijing - dx - A </ AccessPoin
tId >
< VbrId > vbr - 2zecmmvg5g xxxxxxxx </ VbrId >
</ VirtualBor derRouterT ype >
</ VirtualBor derRouterS et >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
</ DescribeVi rtualBorde rRoutersRe sponse >

JSON format

" DescribeVi rtualBorde rRoutersRe sponse ":{
" PageNumber ": " 1 ",
" VirtualBor derRouterS et ":{
" VirtualBor derRouterT ype ":{

" LocalGatew ayIp ":" 10 . 1 . xx . xx ",

" PeerGatewa yIp ":" 10 . 2 . xx . xx ",

" PhysicalCo nnectionOw nerUid ":" 123157908X XXXXXXX ",
" vlanId ":" 10 ",

" PhysicalCo nnectionSt atus ":" Enabled ",

" PhysicalCo nnectionId ":" pc - 2zeoaxkq3j otxxxxxxxx ",
" RouteTable Id ":" vtb - 2ze9hmdéyo fwvxxxxxxx x ",

" PeeringSub netMask ":" 255 . 0 . 0 .0 ",

" CreationTi me ":" 2018 - 03 - 06T11 : 16 : 34Z ",



" Activation Time

":" 2018 - 03 - 06T11 : 16 : 34z ",

" Status ":" active ",
" PhysicalCo nnectionBu sinessStat wus ":" Normal ",
" VlanInterf aceld ":" ri - 2zeum6rgu® 586XXXXXXx x ",
" VbrId ":" vbr - 2zecmmvg5g xXxxxxxxx ",
" AccessPoin tId ":" ap - cn - beijing - dx - A"
}
I
" TotalCount ": " 1 ",
" PageSize ": 10 ,
" RequestId ":" AE65530E - 8436 - 4FB1 - 8217 - DCD35712AC 89 "
+
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidFilterKey |Specified filter key is not |The key of the filter does
.ValueNotSu supported: Filter.X.key not support: Filter.X.key
pported

See common error codes

12.4 DescribeVirtualBorderRoutersForPhysicalConnection

Query the Virtual Border Routers created for a physical connection.

Request parameters

Name Type Require( Description
Action String | Yes The action to perform. Valid value:
DescribeVi rtualBorde rRoutersFo
rPhysicalC onnection
Regionld String | Yes The region of the physical connection.
You can obtain the region ID by calling the
DescribeRegions API.
PhysicalCo | String |No The ID of the physical connection.
nnectionId
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Name Type Require( Description
PageNumber | Integer |No The number of pages to return. The default
valueis 1 .
Pagesize Integer | No The number of rows per page. The maximum
valueis 50 and the default valueis 10 .
Response parameters
Name Type Description
RequestId String The ID of the request.
TotalCount String The number of queried entries.
PageNumber Integer The current page number.
PageSize String The number of entries on the current page.
VirtualBor List A list of VBRs.
derRouterF
orPhysical
Connection Set

Table 12-1: VirtualBorderRouterForPhysicalConnection

Name Type Description

VbrId String The ID of the VBR.

VbrOownerUi d [String The account ID of the VBR owner. This
parameter is empty when the VBR owner and the
physical connection owner are the same.

CreationTi me |Integer The time when the VBR is created.

Activation String The first time when the VBR was activated.

Time

Terminatio String The last time when the VBR was terminated.

nTime

RecoveryTi me |[String The last time when the VBR recovered from the
Terminated status to the Active status.

VlanId String The VLAN ID of the VBR.




Name Type Description

CircuitCod e |[String The circuit code provided by the carrier for the
physical connection.

Examples
Request example

https :// vpc . aliyuncs . com /? Action = DescribeVi rtualBorde
rRoutersFo rPhysicalC onnection

& RegionId = cn - beijing

& PhysicalCo nnectionId = pc - 2zeoaxkg3j oxxxx

& CommonPara meters

Response example
- XML format

<?  xml version =" 1 . @ " encoding =" UTF - 8 "? >
< DescribeVi rtualBorde rRoutersFo

rPhysicalC onnectionR esponse >

< RequestId > O3E8CB87 - 5876 - 4034 - BBB2 - 6E0851281C 37 </
RequestId >

PageNumber > 1 </ PageNumber >

TotalCount > 2 </ TotalCount >

PageSize > 10 </ PageSize >

VirtualBor derRouterF orPhysical Connection Set >
VirtualBor derRouterF orPhysical Connection Type >
Activation Time > 2018 - 03 - 06T11 : 16 : 34Z </ Activation
ime >

CreationTi me > 2018 - 03 - 06T11 : 16 : 34Z </ CreationTi me >
CircuitCod e ></ CircuitCod e >

VlanId > 10 </ VlanId >

RecoveryTi me ></ RecoveryTi me >

VbrOwnerUx xx23157908 5529123 </ VbrOwnerUi d >

Terminatio nTime ></ Terminatio nTime >

VbrId > Vbrxxxxx - 2zecmmvg5g vu8i4telkh w </ VbrId >

</ VirtualBor derRouterF orPhysical Connection Type >

< VirtualBor derRouterF orPhysical Connection Type >

< Activation Time > 2018 - 01 - 04T13 : 34 : 18Z </ Activation
Time >

< CreationTi me > 2018 - 01 - 04T13 : 34 : 18Z </ CreationTi me >
CircuitCod e ></ CircuitCod e >
VlanId > 100 </ VlanId >

RecoveryTi me ></ RecoveryTi me >
VxxxbrOwne rUid > 1231579085 529123 </ VbrOwnerUi d >
Terminatio nTime ></ Terminatio nTime >
< VbrId > vbr - 2zee2e2cwe tx4kOtohak w </ VbrId >
</ VirtualBor derRouterF orPhysical Connection Type >
</ DescribeVi rtualBorde rRoutersFo rPhysicalC onnectionR

AANAANAANAANAANAAN—TAAANANANANANAN

AN NNANN

esponse >

- JSON format
" PageNumber ": 1 ,
" TotalCount ": 2 ,

" Pagesize ": 10 ,



" RequestId ": " O3E8CB87 - 5876 - 4034 - BBB2 - 6E0851281C 37

" VirtualBor derRouterF orPhysical Connection Set ": {
" VirtualBor derRouterF orPhysical Connection Type ": [
" Activation Time ": " 2018 - 03 - 06T11 : 16 : 34Z
n
J
" CreationTi me ": " 2018 - 03 - 06T11 : 16 : 34Z
n
J
" CircuitCod e ": "",
" VlanId ": 10 ,
" RecoveryTi me ": "',
" VbrOwnerUi d ": " 1231579085 xxxxxx5291 23 ",
" Terminatio nTime ": "",
" VbrId ": " vbr - 2zecmmvg5g vu8xxxxw "
" Activation Time ": " 2018 - 01 - 04T13 : 34 : 18Z
n
b
" CreationTi me ": " 2018 - 01 - 04T13 : 34 : 18Z
n
b
" Porteritco de ":"",
" VlanId ": 100 ,
" RecoveryTi me ": "",
" VbrOwnerUi d ": " 1231579085 xxx ",
" Terminatio nTime ": "",
" VbrId ": " vbr - 2zee2e2cwe tx4kOtxxxx akw "

12.5 ModifyVirtualBorderRouterAttribute

Modifies the configurations of a VBR.
Note the following before you call this API:

- The VLAN ID can only be modified by the owner of the physical connection.

- A VLAN ID of a physical connection cannot be used by two VBRs at the same time.

- After a VBR enters the Terminated state, its VLAN ID is retained for seven days and
is not allowed to be used by other VBRs during this period. It can be used by other
VBRs seven days after the termination of the VBR.

- You cannot configure the LocalGatewaylp, PeerGatewaylp, and PeeringSub

netMask for VBRs that belong to other accounts.



- Requirements on LocalGatewaylp, PeerGatewaylp, and PeeringSubnetMask are as
follows:

- PeeringSubnetMask can be in the range of /24 to /30.

- PeeringSubnetMask supports dotted decimal notation and can be in the range of
255.255.255.0 to 255.255.255.252.

- LocalGatewaylp and PeerGatewaylp must be in the same CIDR block.

For example,
- LocalGatewaylp: 192.168.xx. 17
- PeerGatewaylp: 192.168.xx. 18
- PeeringSubnetMask: 255.255.255.248

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required| Example value | Description
?

Action String | Yes ModifyVirt The name of this action
ualBorderR { v {
outerAttribute | Value: ModifyVirtualBorderR

outerAttribute

RegionId String | Yes cn-shanghai The ID of the region to which

the VBR belongs. To query the
region ID, call DescribeRegions

VbrId String | Yes vbr- The ID of the VBR.
Fhkhhbbbbbbbdd

Associated |String |[No pc-kojok19xxx Optional. The ID of the physical

PhysicalCo XXXXXX .

: connection.
nnections



https://api.aliyun.com/#product=Vpc&api=ModifyVirtualBorderRouterAttribute
~~36063~~
~~36063~~

Parameter Type Required| Example value | Description

?

CircuitCod |String |No longtel001

e

Optional. The circuit code
provided by the service
provider for the physical

connection.

Note:
This parameter can only be
specified by the owner of the
physical connection.

ClientToke |String |No 02fb3da4-130e
n -11e9-8e44-
00xXXXXXXXX

Optional. Guarantees the
idempotence of the request.
The value of this parameter is
generated by the client. The
value is unique among different
requests and is 1 to 64 ASCII

characters in length.

Descriptio |[String |No VBR

n

Optional. The description

of the VBR. The description
must be 2 to 256 characters
in length. It must start with a
letter or a Chinese character,

and cannot start with http

:// or https ://.

DetectMult |Long No 3

iplier

Optional. The multiplier of
the detection time, that is

, the maximum number of
discarded connection packets
that the receiver allows from

the sender. Value range: 3 to 10




Parameter Type Required| Example value | Description
?

LocalGatew [String [No 116.62.xx.xx Optional. The Alibaba Cloud-

avip side IP address used by the VBR

MinRxInter |Long  |No 100 Optional. The time interval

vat between two consecutive BFD
packets that are received. Value
range: 200 to 1000. Unit: ms

MinTxInter |Long  |No 100 Optional. The time interval

vat between two consecutive BFD
packets that are sent. Value
range: 200 to 1000. Unit: ms

Name String | No test The name of the VBR. The
name must be 2 and 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter or a
Chinese character. It cannot
start with http :// or

https ://.
PeerGatewa |String |No 120.120.XX.XX | The customer-side IP address
yIp

used by the VBR. Only the VBR
owner can specify or modify
this parameter. For VBRs in
the Enabled state, you cannot

leave this parameter empty.




Parameter Type Required| Example value | Description
?
Peeri ﬂgSUb String No 255.255.128.0 The subnet mask of the Alibaba
tMask
nethas Cloud-side IP address and the
customer-side IP address. The
two IP addresses must be in the
same subnet.
vianId Integer | No 12 The VLAN ID of the VBR. Value
range: 1 to 2999.
Note:
This parameter can only
be specified by the owner
of the physical connection.
The VLAN IDs of two VBRs
associated with the same
physical connection must be
different.
Response parameters
Parameter Type Example value |Description
RequestId String 980960B0-2969 The ID of the request.
-40BF-8542-
EBB34FD358AB
Examples
Request example
http (s ):// vpc . aliyuncs . com /? Action = ModifyVirt
ualBorderR outerAttri bute
& RegionId = cn - shanghai
& VbrId = vbr - 123456

& Name = test
&< CommonPara

Response examples
XML format

< ModifyVirt

meters >

ualBorderR

outerAttri

buteRespon

se >




< RequestId > 980960B0O - 2969 - 40BF - 8542 - EBB34FD358 AB </
RequestId >

</ ModifyVirt wualBorderR outerAttri buteRespon se >
JSON format
" RequestId ":" 980960BO - 2969 - 40BF - 8542 - EBB34FD358 AB "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld is | The specified region ID is
NotFound not found. invalid. Please check if the

cloud service is available
in the specified region.

400 InvalidVbrId. The specified VirutalBor | The specified VBR does
NotFound derRouter is not found. not exist.

400 InvalidVlanlId. The specified Vlanld has | The specified VLAN is
Used been used. being used.

400 InvalidCir The specified CircuitCode |The specified value of the
cuitCode. is not valid. CircuitCode parameter is
Malformed invalid.

400 InvalidVlanlId. The specified VlanlId is not | The specified value of
Malformed valid. the Vlanld parameter is

invalid.

400 InvalidIp. The specified ip address is | The specified private IP
Malformed not valid. address is invalid.

400 InvalidPee The specified PeeringSub | The specified value of
ringSubnetMask. | netMask is not valid. the PeeringSubnetMask
Malformed parameter is invalid.

403 Forbidden. The caller is not allowed | You are not allowed to
CircuitCod to modify. modify the CircuitCode
eNotAllowe parameter.
dByCaller

403 Forbidden. The caller is not allowed | You are not allowed to
CircuitCod to specify the CircuitCode |specify the CircuitCode
eNotAllowe parameter. parameter.
dByCaller




HTTP Error code Error message Description

status

code

403 Forbidden. The caller is not allowed | You are not allowed to
LocalGatew to specify the LocalGatew |specify the LocalGatew
aylpNotAll aylp parameter. aylp parameter.
owedByCaller

403 Forbidden. The caller is not allowed | You are not allowed to
PeerGatewa to specify the PeerGatewa |specify the PeerGatewaylp
yIpNotAllo yIp parameter. parameter.
wedByCaller

403 Forbidden. The caller is not allowed | You are not allowed to
PeeringSub to specify the PeeringSub |specify the PeeringSub
netMaskNot netMask parameter. netMask parameter.
AllowedByCaller

403 Forbidden. The caller is not allowed | You are not allowed to
VlanIdNotA to specify the VlanId. specify the VLAN ID.
llowedByCaller

403 Forbidden. The caller is not allowed | You are not allowed
NameNotAll to specify the Name to specify the Name
owedByCaller parameter. parameter.

403 Forbidden. The caller is not allowed | You are not allowed to
Descriptio to specify the Description |specify the Description
nNotAllowe parameter. parameter.
dByCaller

400 InvalidIp. Local gateway ip and peer |The local gateway IP
NotSameSubnet | gateway ip are notin the |addressand the peer

same subnet. gateway IP address are not
in the same subnet.

See common error codes.

12.6 TerminateVirtualBorderRouter

Terminate the Virtual Border Router (VBR).

After the API is called, the VBR status will be changed from the Enabled status to the

Terminated state.



https://error-center.aliyun.com/status/product/Vpc

Note:
Only the owner of the physical connection to which the VBR is connected can call the
API.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK
code examples, and quickly search for APIs. API Explorer can help reduce possible

difficulty with using cloud APIs. We recommend that you use API Explorer.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes TerminateV The action to perform. Valid
irtualBord {
erRouter value:
TerminateV irtualBord
erRouter
RegionId String | Yes cn-shanghai |1 o 1p of the region where the
VBR is located.
You can obtain the region ID by
calling the DescribeRegions
API.
VbrId String | Yes vbr- The ID of the VBR.
bp15zckdt3
7pq72zvw3



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description
?
ClientToke |String |No 02fb3da4-130e | y lient token used to
n -11e9-8e44- .
0016e04115h | &uarantee the idempotence of
requests.
This parameter value is
generated by the client and
is guaranteed to be unique
among different requests. The
maximum length is 64 ASCII
characters.
Response parameters
Parameter Type Examplg Description
value
RequestId String 4EC47282The ID of the request.
-1B74
-4534-
BDOE-
403F3EH64C
AF
Examples
Request example
http (s ):// vpc . aliyuncs . com /? Action = TerminateV

irtualBord
& RegionId =

erRouter
cn - shanghai

& VbrId = vbr - bpl5zckdt3 7pq72zvw3

&< CommonPara

Response example
- XML format

< TerminateV

meters >

irtualBord

erRouterRe

sponse >

< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </

RequestId >




</ TerminateV drtualBord erRouterRe sponse >
- JSON format
{
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes

HTTP Error code Error message Description

code

404 InvalidVbrId. The specified VirutalBor | The specified VBR does
NotFound derRouter is not found. not exist.

400 InvalidOperation | The specified VirutalBor | The status of the VBR is
.OperationN derRouter is in invalid invalid.
otAllowedInState | state.

403 Forbidden. The caller is not allowed | You are not allowed to
OperationN to terminate the specified |terminate the VBR.
otAllowedByUser | VirtualBorderRouter.

View the error codes of the product

12.7 RecoverVirtualBorderRouter

Recover a terminated Virtual Border Router (VBR).

After the API is called, the VBR status will immediately change from the Terminated

state to the Recovering state. Then, when the operation is completed, the status of the
VBR is Enabled.

Note the following before recovering a VBR:

- Only the owner of the physical connection can call this API.

- The physical connection that the VBR connects to must be in the Enabled state.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK

code examples, and quickly search for APIs. API Explorer can help reduce possible

difficulty with using cloud APIs. We recommend that you use API Explorer.



https://error-center.aliyun.com/status/product/Vpc
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes RecoverVir The action to perform. Valid
tualBorder |
Router vatue:
RecoverVir tualBorder
Router
RegionId String | Yes cn-shanghai The ID of the region where the
VBR is located.
You can obtain the region ID by
calling the DescribeRegions
API.
VbrId String | Yes vbr-bpllhlOtai |y e ID of the VBR.
krteen80
ClientToke |String |No 02fb3da4-130e | s  lient token used to
n -11e9-8e44- hei ¢
0016e04115h | uarantee the idempotence o
requests.
This parameter value is
generated by the client and
is guaranteed to be unique
among different requests. The
maximum length is 64 ASCII
characters.
Response parameters
Parameter Type Example value | Description
RequestId |String 4EC47282-1B74 | The ID of the request.

-4534-BDOE-
403F3EE64CAF




Examples

Request example

aliyuncs . com /? Action = RecoverVir

http (s ):// vpc .
tualBorder Router

& RegionId = cn - shanghai

& VbrId = vbr - bpllhlotai krteen80
&< CommonPara meters >
Response example
- XML format
< RecoverVir tualBorder RouterResp onse >

< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

</ RecoverVir tualBorder RouterResp onse >
- JSON format
{
" RequestId ":" QED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
}
Error codes

HTTP Error code Error message Description

code

404 InvalidVbrId. The specified VirutalBor | The specified VBR does
NotFound derRouter is not found. not exist.

400 InvalidOperation | The specified VirutalBor | The current status of the
.OperationN derRouter is in invalid VBR does not support this
otAllowedInState | state operation.

400 OperationFailed |The specifed vlanld has The specified VLAN is
.VlanIdAlre been used. already occupied.
adyInUse

403 Forbidden. The caller is not allowed | You are not allowed to
OperationN to recover the specified recover the VBR.
otAllowedByUser | VirtualBorderRouter.

View the error codes of the product



https://error-center.aliyun.com/status/product/Vpc

13 VPN Gateway

13.1 CreateVpnGateway

Creates a VPN Gateway.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreateVpnG The action to perform. Valid
ateway
value:
CreateVpnG ateway
Bandwidth Integer | Yes > The bandwidth in Mbps of the
VPN Gateway. Valid values:
5 |1 | 20 | 50 |
100
RegionId String Yes cn-hangzhou The ID of the region to which
the VPN Gateway belongs.
To query the region ID, call
DescribeRegions.
Vpeld String | Yes |vpc- The ID of the VPG to which the
bplublyt9c bel
vakoeljly9c VPN Gateway belongs.



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter

Type

Required
?

Example value

Description

Autopay

Boolean

No

false

Indicates whether the bill
is paid automatically. Valid

values:

true | false ( default

)

Enablelpse

C

Boolean

No

true

Indicates whether to enable
the IPsec-VPN function. The
IPsec-VPN function provides
a site-to-site connection. You
can create an IPsec tunnel to
connect an on-premises data
center to a VPC, or to connect

two VPCs. Valid values:

true ( default ) |

false

EnableSsl

Boolean

No

true

Indicates whether to enable
the SSL-VPN function. If
this function is enabled,
point-to-site VPN connection
is provided and customer
gateway configuration is not

needed. Valid values:

true | false ( default

)




Parameter Type Required| Example value | Description
?
InstanceCh | String | No PREPAY The billing method of the VPN
-
argelype Gateway. Valid values:
Postpay :Pay-As-You-Go
billing based on the traffic.
Name String | No MYVPN The name of the VPN Gateway
. The default value is the ID of
the VPN Gateway.
The name must be 2 to 100
characters in length and
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It
cannot start with http ://or
https ://.
Period Integer | No 1 The validity period of a
subscription. Valid values: 1 -
9 | 12 | 24 | 36
SslConnect |Integer |No 2 The maximum number of
ions clients allowed to connect
simultaneously.
Response parameters
Parameter Type Example value | Description
Name String myVpn The name of the VPN Gateway.
OrderId String 202249400220415 | The ID of the order. Go to the
console to complete the payment.




Parameter Type Example value |Description
RequestId |String 54B48E3D-DF70 |The ID of the request.
-471B-AA93-
08E683A1B457
VpnGateway |String vpn-bplq8bgx4x |The ID of the VPN Gateway.
1d nkm2ogjofiu
Examples

Request example

https :// vpc . aliyuncs . com /? Action = CreateVpnG ateway
& Bandwidth = 5

& RegionId = cn - hangzhou

& VpcId = vpc - bplublyt9c vakoeljly9 c
& Name = MYVPN

& InstanceCh argeType = PREPAY

& Perdiod = 1

& AutoPay = false

& EnableIpse c = true

& EnableSsl = true

& SslConnect d1ons = 2

&< CommonPara meters >

Response example
- XML format

< CreateVpnG atewayResp onse >

< Name > myVpn </ Name >

< VpnGateway Id > vpn - bplg8bgx4x nkm2ogjofi u </ VpnGateway
Id >

< RequestId > 54B48E3D - DF70 - 471B - AA93 - 08E683A1B4 57 </
RequestId >
</ CreateVpnG atewayResp onse >

- JSON format
{
" CreateVpnG atewayResp onse ":{
" Name ":" myVpn ",
" VpnGateway Id ":" vpn - bplg8bgx4x nkm2ogjOfi u ",
" RequestId ":" 54B48E3D - DF70 - 471B - AA93 - O8E683A1B4 57 "

}



}

Error codes
HTTP Error code Error message Description
status
code
400 Resource. The quota of resourceis | The resource quota has
QuotaFull full been reached.

See common error codes

13.2 DescribeVpnGateways

Queries VPN Gateways.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeVp The name of this action. Value:
nGateways
DescribeVp nGateways
RegionId String | Yes cn-hangzhou The ID of the region to which
the VPN Gateway belongs.
To query the region ID, call
DescribeRegions.
BusinessSt |[String |No Normal The status of the VPN Gateway.
atus Valid values:
Normal | FinanciallL
ocked
PageNumber |Integer |No 1

The number of pages to return.

Default value: 1 .



https://error-center.aliyun.com/status/product/Vpc
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Parameter Type Required| Example value | Description
?
PageSize Integer | No 10 The number of rows per page.
Maximum value: 50 . Default
value: 10 .
Status String [No init The status of the VPN Gateway.
Valid values:
init
provisioni ng
active
updating
deleting
Vpeld String | No vpe The ID of the VPC to which the
bplublyt9c bel
vakoeljly9c VPN gateway belongs.
VpnGateway | String |No vpn- The ID of the VPN Gateway.
1d bplq8bgx4x
nkm2ogjOfiu
Response parameters
Parameter Type Example value |Description
VpnGateways | N/A N/ A list of VPN Gateways.
- String Vpn-bp198ng4x The ID of the VPN Gateway.
VpnGateway nkm2ogjofiu
Id
I_ .
Vpcld String Vpﬁ‘bll’lulg’lywc The ID of the VPC to which the VPN
vakoeljly9c
7y Gateway belongs.
~VSwitchld | String vsw-bply9ovlle | qpe 1p of the VSwitch to which the
u9ou4dtvma0l
VPN Gateway belongs.
“Internetlp |String 116.62.69.xxx The public TP address of the VPN
Gateway.




Parameter Type Example value |Description
“CreateTime | Long 1515383700000 The time at which the VPN Gateway
was created.
“EndTime |Long 1518105600000 |16 time at which the VPN Gateway
is to expire.
B .
Spec String »M The peak bandwidth of the VPN
Gateway.
B .
Name String test The name of the VPN Gateway.
B " .
Descriptio | String test The description of the VPN Gateway
n
i : .
Status String active The status of the VPN Gateway.
o :
BusinessSt | String Normal The business status of the VPN
atus
Gateway.
B .
String Prepay The billing type.
ChargeType
B .
IpsecVpn | String enable Indicates whether the IPSec-VPN
function is enabled.
L
| Long > The maximum number of SSL-VPN
SsIMaxConn
. clients allowed to connect.
ections
i ;
Sslvpn String enable Indicates whether the SSL-VPN
function is enabled.
TotalCount | Integer 1 The number of queries entries.
PageNumber | Integer 1 The current page number.
PageSize Integer 10

The number of entries per page.




Parameter Type Example value |Description

Requestld String DFLID6F6-E35A | ha 1 of the request
-41C3-9B20-
6FC8A901FE65
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeVp nGateways
& RegionId = cn - hangzhou
&< CommonPara meters >

Response example
- XML format

< DescribeVp nGatewaysR esponse >
< PageNumber > 1 </ PageNumber >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
< VpnGateway s >
< VpnGateway >
< Status > active </ Status >
< VpnGateway Id > vpn - bplq8bgx4x nkm2ogjofi u </
VpnGateway Id >
< BusinessSt atus > Normal </ BusinessSt atus >
Spec > 5M </ Spec >
CreateTime > 1492753580 000 </ CreateTime >
InternetIp > 116 . 62 . 69 . xxx </ InternetIp >
EndTime > 1495382400 000 </ EndTime >
VSwitchId > vsw - bply9ovllc u9oud4tvma® 1 </ VSwitchId >
VpcId > vpc - bplublyt9c vakoeljly9 c </ VpcIld >
</ VpnGateway >
</ VpnGateway s >
< RequestId > DF11D6F6 - E35A - 41C3 - 9B20 - 6FC8A901FE 65 </
RequestId >
</ DescribeVp nGatewaysR esponse >

AN NNNNN

- JSON format

{
" PageNumber ": 1 ,
" TotalCount ": 1 ,
" PageSize ": 10 ,
" VpnGateway s ":{
" VpnGateway ":[

{
" Status ":" active ",
" VpnGateway Id ":" vpn - bplg8bgx4x nkm2ogjOfi u ",
n Spec n.n gM u,
" BusinessSt atus ":" Normal ",
" CreateTime ": 1492753580 000 ,
" InternetIp ":" 116 . 62 . 69 . xxx ",

" EndTime ": 1495382400 000 ,
" VSwitchId ":" vsw - bply9ovllc u9ou4tvma® 1 ",



" VpcId ":" vpc - bplublyt9c vakoeljly9 c

}
}]
n’ RequestId ":" B2CD1315 - CA2B - 47Bl - 9DA5 - 8F1D69C48E 82 "
}
Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.

See common error codes

13.3 DescribeVpnGateway

Queries the detailed information of a VPN Gateway.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description

?

Action String | Yes DescribeVp
nGateway

The name of this action. Value:

DescribeVp nGateways
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Parameter Type Required| Example value | Description
?
RegionId String | Yes cn-shanghai The ID of the region to which
the VPN Gateway belongs.
To query the region ID, call
DescribeRegions.
VpnGateway | String | Yes vpn- The ID of the VPC to which the
1d bp1q8bgx4x VPN Gat bel
nkm20gj0fiu ateway belongs.
Response parameters
Parameter Type Example value |Description
VpnGateway |String vpn-bplq8bgx4x The ID of the VPN Gateway.
Id nkm2ogjofiu
Vpcld String Vpe-23rsXdiXXX | phe 1p of the VPC to which the VPN
XXXXXXXXXXX
Gateway belongs.
VSwitchld String vsw-bply9ovlle | pe p of the VSwitch to which the
u9ou4tvma0l
VPN Gateway belongs.
InternetIp String 116.62.222.28 The public IP address
CreateTime |Long 1495382400000 | 116 time at which the VPN Gateway
was created.
EndTime Long 1495382400000 | 116 time at which the VPN Gateway
is to expire.
Spec String > The specification of the VPN
Gateway.
Name String vpngateway The name of the VPN Gateway.
name
Description | String vpngateway The description of the VPN Gateway
description




Parameter Type Example value |Description

Status String mit The status of the VPN Gateway.
BusinessSt String Normal The business status of the VPN
atus

Gateway.
ChargeType |String PayByTraffic | e payment type.
IpsecVpn String enable Indicates whether the IPsec-VPN

function is enabled.

RequestId String DE77A7F3-3B74 | The ID of the request
-41C0-A5BC-
CAFD188C28B6
SslMaxConn Long > The maximum number of
ections .
concurrent SSL-VPN connections.
SsIvpn String enable Indicates whether the SSL-VPN
function is enabled.
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeVp nGateway
& RegionId = cn - shanghai
& VpnGateway Id = vpn - bplg8bgx4x nkm2ogjOfi u
&< CommonPara meters >

Response example
- XML format

< DescribeVp nGatewayRe sponse >

< Status > active </ Status >

< VpnGateway Id > vpn - bplg8bgx4x nkm2ogjOfi u </ VpnGateway
Id >

< Spec > 5M </ Spec >

< BusinessSt atus > Normal </ BusinessSt atus >

< RequestId > 98C99F30 - A3D2 - 42E1 - AC75 - OC882FBE92 F7 </
RequestId >

< CreateTime > 1492753580 000 </ CreateTime >
InternetIp > 116 . 62 . 69 . 64 </ InternetlIp >
EndTime > 1495382400 000 </ EndTime >
VSwitchId > vsw - bply9ovllc u9oud4tvma® 1 </ VSwitchId >
VpcId > vpc - bplublyt9c vakoeljly9 c </ VpcIld >

VAN ANVANIVAN



</ DescribeVp nGatewayRe sponse >
- JSON format

{
" Status ":" active ",
" VpnGateway Id ":" vpn - bplg8bgx4x nkm2ogjOfi u ",
n Spec n : n 5M n 5
" BusinessSt atus ":" Normal ",
" RequestId ":" E98A9651 - 7098 - 40C7 - 8F85 - C818D1EBBA 85 ",
" CreateTime ": 1492753580 000 ,

" InternetIp ":" 116 . 62 . 69 . 64 ",

" EndTime ": 1495382400 000 ,

" VSwitchId ":" vsw - bply9ovllc u9ou4tvma®@ 1 ",

" VpcId ":" vpc - bplublyt9c vakoeljly9 c

}

Error codes

HTTP Error code Error message Description

status

code

403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource

resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.

404 InvalidVpn The specified vpn gateway | The specified VPN
Gatewaylns instance id does not exist. | connection does not exist
tanceld. . Check if the VPN link is
NotFound correct.

See common error codes

13.4 DeleteVpnGateway

Deletes a VPN Gateway.

Note:

You cannot delete a VPN Gateway associated with an IPsec connection.



https://error-center.aliyun.com/status/product/Vpc

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteVpnG | -rh6 name of this action. Value:
ateway
DeleteVpnG ateway
RegionId String | Yes cn-hangzhou |4 e ID of the region to which
VPN Gateway belongs.
To query the region ID, call
DescribeRegions.
VpnGateway | String | Yes vpn- The ID of the VPN Gateway.
1d bplq8bgx4x
nkm2o0gjofiu
ClientToke |String |No 02fb3da4-130e |y lient token used to
n -11e9-8e44- heid ¢
0016e04115h | 8uarantee the idempotence o
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Response parameters
Parameter Type Example value |Description
RequestId |String >0ED8D006-F706 |The ID of the request.

-4D23-88ED-
E11ED28DCACO



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Examples

Request example

https :// vpc .

aliyuncs .

& RegionId = cn - hangzhou

& VpnGateway
&< CommonPara

Response example
- XML format

< DeleteNatG

Id = vpn - bplg8bgx4x
meters >

atewayResp

nkm2ogjofi

onse >

com /? Action = DeleteVpnG

ateway

u

< RequestId > OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO </

RequestId >

</ DeleteNatG atewayResp onse >
- JSON format
" RequestId ":" OED8D0OO6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes

HTTP Error code Error message Description

status

code

403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified |operate on this resource.

resource as your account
is created by another user.

403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,

open a ticket.

404 InvalidVpn The specified vpn gateway | The specified VPN
Gatewaylns instance id does not exist. | Gateway does not exist.
tanceld.

NotFound

403 ForbiddenR Forbidden to release a You cannot release a
elease prepaid instance within Subscription instance

validity period before the expiration date.




HTTP Error code Error message Description
status
code
400 VpnGateway. The specified service is The specified service is
Configuring configuring. being configured. Please
try again later.

See common error codes

13.5 CreateCustomerGateway

Creates a customer gateway.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreateCust The name of this action. Value:
omerGateway
CreateCust omerGatewa vy

IpAdd ress String Yes 116.62.222.xxx The IP address of the customer
gateway.

RegionId String | Yes cn-shanghai 40 1p of the region to which
the customer gateway belongs.
To query the region ID,
callDescribeRegions.
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Parameter

Type

Required| Example value | Description

?

ClientToke

n

String

No

02fb3da4-130e
-11e9-8e44-
0016e04115b

A client token used to
guarantee the idempotence of

requests.

This parameter value is
generated by the client and
must be unique. It must be 1 to

64 ASCII characters in length.

Descriptio

n

String

No

customer
gateway

The description of the

customer gateway.

The description must be 2 to
256 characters in length. It
must start with an English
letter. It cannot start with

http ://or https ://.

Name

String

No

Gateway The name of the customer

gateway.

The name must be 2 to 128
characters in length and can
contain letters, numbers.
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It

cannot start with http ://or

https ://.

Response parameters

Parameter

Type

Example value |Description

CustomerGa
tewayld

String

cgw-bplaw0a5nf

The ID of the customer gateway.
ff03xplpcqc




Parameter Type Example value |Description

IpAddress String 100.1.1.2 The IP address of the customer
gateway.

Name String test The name of the customer gateway.

Description | String test The description of the customer
gateway.

CreateTime |Long 1493363486000 |1, e time at which the customer
gateway was created.

RequestId String cgw-bplaw0a5nf The ID of the request

ff03xplpcqce
Examples

Request example

https :// vpc . aliyuncs . com /? Action = CreateCust omerGatewa vy
& IpAddress = 116 . 62 . 222 . XXX
& RegionId = cn - shanghai
&< CommonPara meters >

Response example

- XML format

< CreateCust omerGatewa yResponse >

< CustomerGa tewayId > cgw - bplaw@a5nf ffO3xplpcq c </
CustomerGa tewayId >

< RequestId > 185E81B1 - 3916 - 4667 - B48F - (C52409B33F 2B </
RequestId >

< CreateTime > 1493363486 000 </ CreateTime >

< IpAddress > 100 . 1 . 1 . 2 </ IpAddress >
</ CreateCust omerGatewa yResponse >

- JSON format
{
" CustomerGa tewayId ":" cgw - bpljrawp82 avebws9h2u t ",
" RequestId ":" D32B3C26 - 6C6C - 4988 - 93E9 - D2A6444CE6 AE ",

" CreateTime ": 1493363599 000 ,
" IpAddress ":"™ 100 . 1 .1 . 2"



}

Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.
400 InvalidIpAddress | Specified IpAddress is The specified IP address
.AlreadyExist already exist. already exists.
400 InvalidIpAddress | Specified IpAddress is The IP address is invalid.
.WrongFormat |invalid.
400 InvalidName The name is not valid The name format is
invalid.
400 InvalidDes The description is not The description format is
cription valid invalid.
400 Resource. The quota of resourceis | The resource quota has
QuotaFull full been reached.

See common error codes

13.6 DescribeCustomerGateways

Queries customer gateways.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeCu The name of this action. Value:
stomerGate
ways DescribeCu stomerGate
ways
RegionId String | Yes cn-shanghai 110 1p of the region to which
the customer gateway belongs.
To query the region ID, call
DescribeRegions.
CustomerGa |String | No vpn- The ID of the customer gateway
tewayId bp1q8bgx4x
nkm2ogjofiu
PageNumber | Integer | No 1 The number of pages to return.
Default value: 1 .
PageSize Integer | No 10 The number of rows per page.
Maximum value: 50 . Default
value: 10 .
Response parameters
Parameter Type Example value |Description
CustomerGa | N/A N/A A list of customer gateways.
teways
L ; .
String cg\‘zv bplpvpl9r9 The ID of the customer gateway.
CustomerGa adju6l5nxck
tewayld
|_ .
Name String test The name of the customer gateway.
|_ . . .
Descriptio | String test The description of the customer
n
gateway.




Parameter Type Example value |Description
|_ .
IpAddress |String 139.196.32.XXX | The [P address of the customer
gateway.
B .
CreateTime | Long 1492747187000 |11 time at which the customer
gateway was created.
TotalCount | Integer 1 The number of queried entries.
PageNumber |Integer 1 The current page number.
PageSize Integer 10 The number of entries per page.
Requestld String SBEO1CD7-5A50 | 1he ID of the re quest.
-472D-AC14-
CA181C5C03BE
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeCu stomerGate
ways
& RegionId = cn - shanghai
&< CommonPara meters >

Response example
- XML format

< DescribeCu stomerGate waysRespon se >
< PageNumber > 1 </ PageNumber >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
< RequestId > 5BEG1CD7 - 5A50 - 472D - ACl1l4 - CA181C5C03 BE </
RequestId >
< CustomerGa teways >
< CustomerGa teway >
< Name > test </ Name >
< CustomerGa tewayId > cgw - bplpvpl9r9 adju6l5nxc k </
CustomerGa tewayId >
< CreateTime > 1492747187 000 </ CreateTime >
< IpAddress > 139 . 196 . 32 . xxx </ IpAddress >
</ CustomerGa teway >
</ CustomerGa teways >
</ DescribeCu stomerGate waysRespon se >

- JSON format

{



" PageNumber ": 1 ,
" TotalCount ": 1 ,
" PageSize ": 10 ,

" RequestId ":" E82612A9 - CB90 - 4D7E - B394 - 1DB7F6509B 29 ",
" CustomerGa teways ":{
" CustomerGa teway ":[
{
" CustomerGa tewayId ":" cgw - bplpvpl9r9 adju6l5nxc k ",
" Name ":" test ",
" CreateTime ": 1492747187 000 ,
" IpAddress ":" 139 . 196 . 32 . xxx "
}
]
}
}
Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.

See common error codes

13.7 DescribeCustomerGateway

Queries the detailed information of a customer gateway.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeCu The name of this action. Value:
stomerGate
way DescribeCu stomerGate
way
CustomerGa |String | Yes vpn- The ID of the customer gateway
tewayId bp1lq8bgx4x
nkm2ogjofiu
RegionId String | Yes cn-shanghai 110 1p of the region to which
the customer gateway belongs.
To query the region ID, call
DescribeRegions.
Response parameters
Parameter Type Example value |Description
CustomerGa | String ch-zv—bplpvpl9r9 The ID of the customer gateway.
tewayld adju6l5nxck
Name String test The name of the customer gateway.
Description | String test The description of the customer
gateway.
IpAddress String 139.196.32.XXX | 1ha 1P address of the customer
gateway.
Requestld String 99506ECB-218F |11 ID of the re quest.
-45A5-AES8E-
79518451F615
CreateTime |Long 1492747187000 | p, e time at which the customer
gateway was created.




Examples

Request example

https :// vpc aliyuncs
way
& CustomerGa tewayld = v
& RegionId = cn - shangha

&< CommonPara meters >

Response example
- XML format

< DescribeCu

stomerGate

< Name > test </ Name >

< CustomerGa
CustomerGa tewayId >

com /? Action = DescribeCu stomerGate
pn - bplg8bgx4x nkm2ogjofi u
L
wayRespons e >
tewayId > cgw - bplpvpl9r9 adju6lbnxc k </

< CreateTime > 1492747187 000 </ CreateTime >

< RequestId > 99506ECB - 218F - 45A5 - AE8E - 79518451F6 15 </
RequestId >
< IpAddress > 139 196 32 xxx </ IpAddress >

</ DescribeCu stomerGate wayRespons e >

- JSON format

{

" Name ":" test ",

" CustomerGa tewayId ":" cgw - bplpvpl9r9 adju6l5nxc k ",

" CreateTime ": 1492747187 000 ,

" RequestId ":" A0457BC9 - 6COF - 4437 - AB9D - FB2EABC1D6 A2 ",
" IpAddress ":" 139 196 32 xxx "

}

Error codes

HTTP Error code Error message Description

status

code

403 Forbbiden. User not authorized to You are not authorized to

SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again
later.

403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,

open a ticket.




HTTP Error code Error message Description

status

code

404 InvalidCus The specified customer The specified instance
tomerGatew gateway instance id does |does not exist.
ayInstanceld. not exist.
NotFound

See common error codes

13.8 DeleteCustomerGateway

Deletes a customer gateway.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?

Action String | Yes DeleteCust The name of this action. Value:

omerGateway

DeleteCust omerGatewa vy

CustomerGa |String | Yes vpn- The ID of the customer gateway
tewayId bp1lq8bgx4x

nkm2ogjofiu
RegionId String | Yes cn-shanghai

The ID of the region to which

the customer gateway belongs.

To query the region ID, call

DescribeRegions.
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Parameter Type Required| Example value | Description
?

ClientToke |String No 02fb3da4-130e A client token used to
n -11e9-8e44- _
0016e04115b guarantee the idempotence of

requests.

This parameter value is
generated by the client and
must be unique. It must be 1 to

64 ASCII characters in length.

Response parameters

Parameter Type Example value |Description
RequestId |String 606998F0-B94D | The ID of the request.
-48FE-8316-
ACAS81BB230DA
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DeleteCust omerGatewa vy
& CustomerGa tewayId = vpn - bplg8bgx4x nkm2ogjOfi u
& RegionId = cn - shanghai
&< CommonPara meters >

Response example
- XML format

< DeleteCust omerGatewa yResespons e >

< RequestId > 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA </
RequestId >
</ DeleteCust omerGatewa yResespons e >

- JSON format

{
" RequestId ":" 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA "



}

Error codes

HTTP Error code Error message Description

status

code

403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource

resource as your account |. Please apply for the
is created by another user. | permission and try again
later.

403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,

open a ticket.

404 InvalidCus The specified customer The specified instance
tomerGatew gateway instance id does |does not exist.
aylnstanceld. not exist.

NotFound

See common error codes

13.9 ModifyCustomerGatewayAttribute

Modifies the name and description of a customer gateway.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModifyCust |ty name of this action. Value:
omerGatewa
yAttribute ModifyCust omerGatewa

yAttribute
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Parameter Type Required| Example value | Description
?
CustomerGa |String | Yes vpn- The ID of the region to which
tewayId bplq8bgx4x " bel
nkm20gj0fiu the customer gateway belongs.

RegionId String | Yes cn-shanghai |4 . region to which the
customer gateway belongs.
To query the region ID, call
DescribeRegions.

ClientToke |String |No 02fb3da4-130e |\ lient token used to

n -11e9-8e44- he i ;

0016e04115h | &uarantee the idempotence o

requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.

Descriptio |String |No test The description of the

n
customer gateway.

The description can must be
2 to 256 characters in length.
It must start with an English
letter, but cannot start with

http ://or https ://.




Parameter Type Required| Example value | Description
?
Name String | No test The name of the customer
gateway.
The name must be 2 and 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It
cannot start with http ://or
https ://.
Response parameters
Parameter Type Example value | Description
CustomerGa |String cgW-bp1pvplord | 1pe 1D of the customer gateway.
tewayld adju6l5nxck
Name String test The name of the customer gateway.
Description | String test The description of the customer
gateway.
IpAddress String 139.196.32.167 | 1pe [P address of the customer
gateway.
CreateTime |Long 1492747187000 | 116 time at which the customer
gatway was created.
Requestld String E61293C8-AF07 | 1he ID of the re quest
-4E87-A272-
542680038F93
Examples

Request example




https :// vpc aliyuncs com /? Action = ModifyCust omerGatewa
yAttribute

& CustomerGa tewayId = vpn - bplg8bgx4x nkm2ogjOfi u

& RegionId = cn - shanghai

& Name = test

&< CommonPara meters >

Response example
- XML format
< ModifyCust omerGatewa yAttribute Response >
< CustomerGa tewayId > cgw - bplpvpl9r9 adju6l5nxc k </
CustomerGa tewayId >
< RequestId > E61293C8 - AFO7 - 4E87 - A272 - 542680038F 93 </
RequestId >
< CreateTime > 1492747187 000 </ CreateTime >
< IpAddress > 139 196 32 167 </ IpAddress >
</ ModifyCust omerGatewa yAttribute Response >
- JSON format
{
" CustomerGa tewayId ":" cgw - bplpvpl9r9 adju6l5nxc k ",
" CreateTime ": 1492747187 000 ,
" RequestId ":" 8AA5CE21 - 2E6A - 4530 - BDF5 - F055849476 E6 ",
" IpAddress ":" 139 196 32 167 "
}
Error codes

HTTP Error code Error message Description

status

code

403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource

resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.

404 InvalidCus The specified customer The specified instance
tomerGatew gateway instance id does |does not exist.
aylnstanceld. not exist.

NotFound

400 InvalidName The name is not valid The name format is

invalid.




cription

valid

HTTP Error code Error message Description

status

code

400 InvalidDes The description is not The description format is

invalid.

See common error codes

13.10 DescribeVpnConnection

Queries the detailed information of an IPsec connection.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeVp The name of this action. Value:
nConnection
DescribeVp nConnectio n
RegionId String | Yes cn-hangzhou |4 o 1p of the region to which
the IPsec connection belongs.
To query the region ID, call
DescribeRegions.
VpnConnect | String | Yes veo- The ID of the IPsec connection.
ionId bp1lbbi27ho
jx80nck9kli
Response parameters
Parameter Type Example value | Description
VpnConnect | String veo-bplbbi27ho |-y 1p of the IPsec connection.
ionld jx80nck9kli
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Parameter Type Example value |Description
CustomerGa |String cgW-bplmvj4g9K | 116 ID of the customer gateway.
tewayld ogwwcxknfuv
VpnGateway |String vpn-bplq8bgx4x |4 e ID of the VPN Gateway.
Id nkm2ogjofiu
Name String ipsecl The name of the IPsec connection.
LocalSubnet |String 1.1.1.0/24,1.1.2.0 | 1o CIDR block of the VPC.
/24
RemoteSubn |String /12.1.1.0/24,1.1.2.0 The CIDR block of the on-premises
et
data center.
CreateTime |Long 1492753817000 | p, e time when the IPsec
connection was created.
Status String 1ke_sa_.not The connection status. Valid values:
_established

- ike_sa_not_established: The
phase one negotiation failed.

- ike_sa_established: The phase
one negotiation succeeded.

- ipsec_sa_not_established: The
phase two negotiation failed.

- ipsec_sa_established: The phase
two negotiation succeeded.

E.ffectImme Boolean true Indicates whether the IPsec

diately . . .
connection takes effect immediatel
y.

- true: Reconnection is triggered
when there is a change to the
network configuration.

- false: Reconnection is triggered
when traffic is detected over
the network. Reconnection
may cause intermittent
disconnection.

TkeConfig N/A N/A

Configurations of phase one

negotiation.




Parameter Type Example value |Description
B .
IkeAuthAlg | String shal The IKE authentication algorithm.
Both SHA-1 and MD?5 are supported
B .
TkeEncAlg | String aes The IKE encryption algorithm.
“TkeLifetime | Long 86400 The IKE life time
B . .
TkeMode String main The IKE mode. Both the main mode
and aggressive mode are supported
The main mode features high
security. If NAT traversal is enabled
, we recommend that you select the
aggressive mode.
“TkePfs String group2 The DH group.
“TkeVersion |String ikevl The TIKE version.
B .
Localld String 116.62.69.64 The local ID. It is the IP address of
the VPN Gateway by default. Both
FQDN and IP formats are supported
“Psk String pgwody7d1i The pre-shared key.
8in7x5
B .
Remoteld | String 139.196.32.167 | pq peer ID. It is the IP address of
the customer gateway by default
. Both FQDN and IP formats are
supported.
IpsecConfig |N/A N/A

Configurations of phase two

negotiation.




Parameter Type Example value |Description
B .
| IpsecAuthA | String shal The IPsec authentication algorithm
8 . Both SHA-1 and MD5 are
supported.
B .
IpsecEncAl | String aes The IPsec encryption algorithm.
g
“IpsecLifet |Long 86400 The IPsec lifetime
ime
“IpsecPfs String group2 The DH group
RequestId String F2310D45-BCF6 | 1he ID of the re quest.
-4E2E-9082-
B4503844BA4C
Examples
Request example

https :// vpc . aliyuncs . com /? Action = DescribeVp nConnectio n
& RegionId = cn - hangzhou
& VpnConnect 1donId = vco - bplbbi27ho jx80nck9kl i
&< CommonPara meters >

Response example
- XML format

< DescribeVp nConnectio nResponse >
< PageNumber > 1 </ PageNumber >
< VpnConnect 1ons >
< VpnConnect dion >
< Name > c2 </ Name >
< CustomerGa tewayId > cgw - bplwl8dtz3 auwlavwhgc w </
CustomerGa tewayId >
< Status > ike_sa_not _establish ed </ Status >
< RemoteSubn et > 192 . 168 . 06 . 0 / 16 </ RemoteSubn et >
< IpsecConfi g >
< IpseclLifet 1ime > 86400 </ IpseclLifet ime >
< IpsecAuthA 1lg > md5 </ IpsecAuthA 1g >
< IpsecPfs > group2 </ IpsecPfs >
< IpsecEncAl g > aes </ IpsecEncAl g >
</ IpsecConfi g >
< EffectImme diately > false </ EffectImme diately >
< VpnGateway Id > vpn - bplyfrjxn4 d5t63tbqq7 0 </
VpnGateway Id >
< CreateTime > 1519391420 000 </ CreateTime >
< VpnConnect 1ionId > vco - bplw3mlp23 -ftycvseuc 2 </
VpnConnect 1ionId >
< LocalSubne t > 172 . 16 . 06 . 0 / 12 </ LocalSubne t >



< IkeConfig >
< IkeEncAlg > aes </ IkeEncAlg >
RemotelId > 47 . 97 . 176 . 95 </ Remoteld >
IkePfs > group2 </ IkePfs >
IkeAuthAlg > shal </ IkeAuthAlg >
Psk > 1234567 </ Psk >
IkeMode > aggressive </ IkeMode >
IkeLifetim e > 86400 </ IkeLifetim e >
IkeVersion > ikevl </ IkeVersion >
Localld > 116 . 62 . 119 . 2 </ Localld >
</ IkeConfig >
</ VpnConnect don >
</ VpnConnect dions >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
< RequestId > 7D598A10 - 26EF - 44F2 - 9F47 - E417842F3C EA </
RequestId >
</ DescribeVp nConnectio nResponse >

ANANNANNNANNN

- JSON format

{
" PageNumber ": 1 ,
" VpnConnect 1dons ":{
" VpnConnect ion ":[

{
" CustomerGa tewayId ":" cgw - bplwl8dtz3 auwlavwhgc w ",
n Name ll:ll C2 ll’
" Status ":" ike_sa_not _establish ed ",
" RemoteSubn et ":" 192 . 168 . 0 . 0 / 16 ",
" IpsecConfi g ":{
" IpsecLifet 1ime ": 86400 ,
" IpsecAuthA 1g ":" md5 ",
" IpsecPfs ":" group2 ",
" IpsecEncAl g ":" aes "
1
" VpnGateway Id ":" vpn - bplyfrjxn4 d5t63tbhqq7 0 ",
" EffectImme diately ": false ,
" VpnConnect 1donId ":" vco - bplw3mlp23 -1iftycvseuc 2 ",
" CreateTime ": 1519391420 000 ,
" LocalSubne t ":" 172 . 16 . 0 .0 / 12 ",
" TkeConfig ":{
" IkeEncAlg ":" aes ",
" IkePfs ":" group2 ",
" RemoteId ":" 47 . 97 . 176 . 95 ",
" IkeAuthAlg ":" shal ",
" Psk ":" 1234567 ",
" IkeMode ":" aggressive ",
" TkelLifetim e ": 86400 ,
" TkeVersion ":" dikevl ",
" LocalId ":" 116 . 62 . 119 . 2 "
}
}
]

s
" TotalCount ": 1 ,

" PageSize ": 10 ,
" RequestId ":" 7D598A10 - 26EF - 44F2 - 9F47 - E417842F3C EA "



}

Error codes

HTTP Error code Error message Description

status

code

403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource

resource as your account |. Please apply for the
is created by another user. | permission and try again
later.

403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,

open a ticket.

404 InvalidVpn The specified vpn The specified VPN
Connection connection instance id connection does not exist
Instanceld. does not exist. . Check if the VPN link is
NotFound correct.

See common error codes

13.11 DeleteVpnConnection

Deletes an IPsec connection.

Note:
After an IPsec connection is deleted, the VPC is disconnected from the network of

the on-premises data center.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.


https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteVpnC The name of this action. Value:
onnection
DeleteVpnC onnection
RegionId String | Yes cn-hangzhou The ID of the region to which
the IPsec connection belongs.
To query the region ID, call
DescribeRegions.
VpnConnect | String | Yes veo- The ID of the IPsec connection.
ionId bp1lbbi27ho
jx80nck9kli
ClientToke |String |No 02fb3da4-130e A client token used to
n -11€9-8e44- e ]
001604115, | &uarantee the idempotence o
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Response parameters
Parameter Type Example value |Description
RequestId |String 606998F0-B94D | The ID of the request.
-48FE-8316-
ACAS81BB230DA
Examples

Request example

https
& RegionId =
& VpnConnect

:// vpc .

aliyuncs .

cn - hangzhou
vco - bplbbi27ho

jonId

com /? Action =

DeleteVpnC onnection

jx80nck9kl i




&< CommonPara

Response example

- XML format

< DeleteVpnC

meters >

onnectionR

esponse >

< RequestId > 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA </
RequestId >

</ DeleteVpnC onnectionR esponse >
- JSON format
" RequestId ":" 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA "
Error codes

HTTP Error code Error message Description

status

code

403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource

resource as your account |.Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.

404 InvalidVpn The specified vpn The specified VPN
Connection connection instance id connection does not exist
Instanceld. does not exist. . Check that the VPN
NotFound connection exists.

400 VpnGateway. The specified service is The service is being
Configuring configuring. configured. Please try

again later.

See common error codes



https://error-center.aliyun.com/status/product/Vpc

13.12 DownloadVpnConnectionConfig

Obtains the configurations of an IPsec connection.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DownloadVp | -rpe name of this action. Value:
nConnectio
nConfig DownloadVp nConnectio
nConfig
RegionId String | Yes cn-shanghai The ID of the region to which
the IPsec connection belongs.
To query the region ID, call
DescribeRegions.
VpnConnect | Integer | Yes veo- The ID of the IPsec connection.
ionId bplbbi27ho
jx80nck9kli
Response parameters
Parameter Type Example value |Description
RequestId String 0C68048B-0F70 | 1he ID of the re quest
-40DA-BSAE-
1B79B5CF62E3
anConnect IPsec connection configurations.
ionConfig
L
IkeConfig IKE configurations.
“TkeAuthAlg | String shal

The IKE authentication algorithm.
Both SHA-1 and MD5 are supported



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Example value |Description
B .
IkeEncAlg | String aes The IKE encryption algorithm.
B o
IkeLifetime | Long 86400 The IKE lifetime.
B . .
TkeMode String main The IKE mode. Both main mode
and aggressive mode are supported.
The main mode features high
security. If NAT traversal is enabled
, we recommend that you select the
aggressive mode.
“TkePfs String group2 The DH group.
B . . .
IkeVersion |String ikevl The IKE version.
B .
Localld String 116.62.69.64 The local ID. By default, it is the IP
address of the VPN Gateway. Both
FQDN and IP formats are supported
B . .
Psk String pgw6dy7d11 The pre-shared key.
8in7x5
B .
Remoteld |String 139.196.32.167 | 1pa peer ID. By default, it is the IP
address of the customer gateway
. Both FQDN and IP formats are
supported.
L
IpsecConfi The IPsec connection configurat
8 ions.
B .
. IpsecAuthA | String shal The IPsec authentication algorithm
8 . Both SHA-1 and MD5 are
supported.
“IpsecEncAl | String aes

g

The IPsec encryption algorithm.




Parameter Type Example value |Description
“IpsecLifet |Long 86400 The IPsec lifetime
ime
“IpsecPfs String group?2 The DH group
- .
Local String 139.196.32.167 | 11y¢ [p address of the VPN Gateway.
- .
String 1.1.1.0/24,1.1.2.0 The CIDR block of the VPC.
LocalSubnet /24
i 3
Remote String 116.62.69.64 The IP address of the customer
gateway.
C .
String 1.1.1.0/24,1.1.2.0 | 1y CIDR block of the on-premises
RemoteSubn /24
data center.
et
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DownloadVp nConnectio
nConfig

& RegionId = cn - shanghai

& VpnConnect 1donId = vco - bplbbi27ho jx80nck9kl 1

&< CommonPara meters >

Response example
- XML format

< DownloadVp nConnectio nConfigRes ponse >
< RequestId > 6F4A035F - 7060 - 45D7 - B9BD - 719372782A F6 </
RequestId >
< VpnConnect ionConfig >
< RemoteSubn et >1 .1 .1 .0 /24 ,1.1.2 .0/ 24 </
RemoteSubn et >

< Local > 139 . 196 . 32 . 167 </ Local >

< IpsecConfi g >
< IpseclLifet -ime > 86400 </ IpsecLifet ime >
< IpsecAuthA 1g > shal </ IpsecAuthA 1g >
< IpsecPfs > group2 </ IpsecPfs >
< IpsecEncAl g > aes </ IpsecEncAl g >

</ IpsecConfi g >

< Remote > 116 . 62 . 69 . 64 </ Remote >

< LocalSubne t > 2 .2 .2 .0 / 24 </ LocalSubne t >

< IkeConfig >
< IkeEncAlg > aes </ IkeEncAlg >
< IkePfs > group2 </ IkePfs >
< RemoteId > 116 . 62 . 69 . 64 </ RemoteId >
< IkeAuthAlg > shal </ IkeAuthAlg >



</

IkeMode > mai
IkeLifetim e
IkeVersion >
LocalId > 139
</ IkeConfig >
VpnConnect

AN NANANNAN

Psk > pgw6dy7dli

8in7x5 </ Psk >
n </ IkeMode >

> 86400 </ IkeLifetim
ikevl </ IkeVersion >
196 32

ionConfig >

e

>

167 </ Localld >

</ DownloadVp nConnectio nConfigRes ponse >
- JSON format
{
" RequestId ":" 0C68048B - OF70 - 40DA - BS8AE - 1B79B5CF62 E3 ",
" VpnConnect JonConfig ":{
" RemoteSubn et ":" 1 1 1 0 /24,1 1 2 0 /24",
" IpsecConfi g ":{
" IpsecLifet -1ime ": 86400 ,
" IpsecAuthA 1g ":" shal ",
" IpsecPfs ":" group2 ",
" IpsecEncAl g ":" aes "
I
" Local ":" 139 196 32 167 ",
" Remote ":" 116 . 62 69 . 64 ",
" LocalSubne t ":" 2 2 2 0/ 24",
" IkeConfig ":{
" TkeEncAlg ":" aes ",
" RemoteId ":" 116 62 69 64 ",
" TkePfs ":" group2 ",
" IkeAuthAlg ":" shal ",
" Psk ":" pgw6dy7dli 8in7x5 ",
" TkeMode ":" main ",
" TkeLifetim e ": 86400 ,
" TkeVersion ":" dikevl ",
" LocalId ":" 139 196 32 167 "
}
+
}
Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.




HTTP Error code Error message Description

status

code

404 InvalidVpn The specified vpn The specified VPN
Connection connection instance id connection does not exist.
Instanceld. does not exist. Check if the VPN connect
NotFound is correct.

See common error codes

13.13 CreateSslVpnServer

Creates an SSL-VPN server.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Type Required? | Example value Description
Skangon | Yes CreateSslV The name of this action. Value:
pnServer
CreateSslV pnServer
Sﬁ‘limgntIpF des 192.168.1.0/24 The CIDR block from which IP
ol

addresses are allocated to the virtual
network interface card of the client.

It is not the CIDR block of the client.
When the client accesses the local end
through an SSL-VPN connection, the
VPN Gateway allocates an IP address in
the specified CIDR block to the client.

The CIDR block cannot conflict with
the LocalSubnet.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Type

Required?

Example value

Description

StrdnglSubn
t

&es

10.0.0.0/8

The CIDR block to be accessed by the
client through the SSL-VPN connection

The local CIDR block can be the CIDR
block of the VPC, the CIDR block of
the VSwitch, the CIDR block of the

local data center connected to the VPC
through a physical connection, or the

CIDR block of an Alibaba Cloud service
, such as RDS and OSS.

SRapgonId

Yes

cn-hangzhou

The ID of the region to which the VPN

Gateway belongs.

To query the region ID, call

DescribeRegions.

Stiin@atewy
Id

wes

vpn-bplhgim8by
0Okc9ngaSlg3

The ID of the VPN Gateway to be used.

Stripiger

No

AES-128-CBC

The encryption algorithm used by the
SSL-VPN server. Valid values:

AES - 128 - CBC (default)| AES -
192 - CBC | AES - 256 - CBC |

none

StringntToK

n

&No

02fb3da4-130e
-11e9-8e44-
0016e04115b

A client token used to guarantee the

idempotence of requests.

This parameter value is generated by
the client and must be unique. It must
be 1 to 64 ASCII characters in length.

No

false

Indicates whether to enable

compression.




Type Required? | Example value Description

Stiang No sslvpnname The name of the SSL-VPN server.

The name must be 2 to 128 characters
in length and can contain letters,

numbers, periods (.), underscores (_),
and hyphens (-). The name must start

with a letter. It cannot start with http

://or https ://.

TRteger No 1194 The port used by the SSL-VPN server.

Default value: 1194.

The following ports cannot be used: 22
, 2222, 222229000, 9001, 9002, 7505, 80
, 443, 53, 68, 123, 4510, 4560, 500, and
4500.

Seringo No UDP The protocol used by the SSL-VPN

server.

Valid values: UDP (default)| TCP

Response parameters

Parameter Type Example value |Description

Name String test The name of the SSL-VPN server.

RequestId |String E98A9651-7098 | The ID of the request.
-40C7-8F85-
C818D1EBBASS

SslVpnServ |String vss-bp18q7hzj6 | The ID of the SSL-VPN server.

erId largv4vk2fe

Examples

Request example

https :// vpc . aliyuncs . com /? Action = CreateSslV pnServer
& ClientIpPo ol =192 . 168 . 1 . 0 / 24
& LocalSubne t =10 .06 .0 .0 / 8



Response example

- XML format

< CreateSslV pnServerRe

& RegionId = cn - hangzhou

& VpnGateway Id = vpn — XXXXXXXXXX X
& Action = CreateSslV pnServer
& Cipher = AES - 128 - CBC

& ClientToke n = aaa

& Compress = false

& Name = aaa

& OwnerAccou nt =

& OwnerId =

& Port =

& Proto =

& ResourceOw nerAccount =

& ResourceOw nerld =

&< CommonPara meters >

sponse >

< RequestId > E98A9651 - 7098 - 40C7 - 8F85 - C818D1EBBA 85 </
RequestId >

< SslVpnServ erId > vss - bpl8q7hzj6é largv4vk2f e </
SslVpnServ erld >
< Name > test </ Name >
</ CreateSslV pnServerRe sponse >
- JSON format
{
" Name ":" test ",
" RequestId ":" E98A9651 - 7098 - 40C7 - 8F85 - C818D1EBBA 85 ",
" SslVpnServ erId ":" vss - bpl8qrhzj6 Tlargv4avk2f e "
}
Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.
400 Resource. The quota of resourceis | The resource quota has
QuotaFull full been reached.




HTTP Error code Error message Description

status

code

400 InvalidName The name is not valid The name format is

invalid.

404 InvalidVpn The specified vpn gateway | The specified VPN
Gatewaylns instance id does not exist. | connection does not exist
tanceld. . Check that the VPN
NotFound connection is correct.

400 VpnGateway. The specified service is The service is being
Configuring configuring. configured. Please try

again later.

400 VpnGateway. The specified service is The specified service
FinancialLocked |financial locked. has an overdue payment

. Renew your account
to settle the overdue
payment.

See common error codes

13.14 DescribeSslVpnServers

Queries SSL-VPN servers.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

DescribeSs

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeSs The name of this action. Value:
IVpnServers

lVpnServer s



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description
?
RegionId String | Yes cn-hangzhou |11 of the region to which
the SSL-VPN server belongs.
To query the region ID, call
DescribeRegions.
Name String [No test The name of the SSL-VPN
server.
PageNumber |Integer |No 1 The number of pages to return.
Default value: 1 .
PageSize Integer |No 10 The number of rows per page.
Maximum value: 50 . Default
value: 10 .
SslVpnServ |String |No VSS- The ID of the SSL-VPN server.
erld bp15j3dul3
gqldgeypylq
VpnGateway |String [No vpn- The ID of the VPN Gateway.
Id bplon0Oxae9
d771ggiomqe
Response parameters
Parameter Type Example value |Description
PageNumber | Integer 1 The current page number.
PageSize Integer 10 The number of entries per page.
Requestld String 085CASEA-1E76 | The ID of the re quest.
-43A8-981B-
E0208DECA0CB
SslVpnServ | N/A N/A A list of SSL-VPN servers.
ers
|_ . . _ _
Cipher String AES-128-CBC The encryption algorithm used.
|_ . .
lChentIpPo String 10.10.1.0/24 The IP address pool of the client.
0




Parameter Type Example value |Description
L
Compress | Boolean false Indicates whether to compress the
communication.
B .
Connection | Integer 0 The number of current connection
s
s.
“CreateTime | Long 1544668844000 | 110 time when the SSL-VPN server
was created.
“Internetlp |String 47.96.167.xxX The public IP address
L .
String 192.168.0.0/24 The CIDR block of the client.
LocalSubnet
L
MaxC Integer > The maximum number of
axConnect
. concurrent connections.
ions
L .
Name String test The name of the SSL. VPN server.
L
Port Integer 1194 The port used by the SSL-VPN
server.
B .
Proto String UDP The protocol used by the SSL-VPN
server.
LReoi ; -
Regionld | String cn-hangzhou The region of the SSL-VPN server.
erld gqldgeypylq
- String vpn-bp.lonO)cae9 The ID of the VPN Gateway.
VpnGateway d771ggiomge
Id
TotalCount | Integer 1 The number of queried entries.
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeSs 1VpnServer s



& RegionId = cn - hangzhou
&< CommonPara meters >

Response example
- XML format

< DescribeSs 1VpnServer sResponse >
< PageNumber > 1 </ PageNumber >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
< SslVpnServ ers >
< SslVpnServ er >
< RegionId > cn - hanghzou </ RegionIld >
< SslVpnServ erId > vss - bpl8q7hzj6é largv4vk2f e </
SslVpnServ erld >
< VpnGateway Id > vpn - bplgq8bgx4x nkm2ogjofi u </
VpnGateway Id >
< Name > test </ Name >
CLientIpPo ol > 10 . 10 . 10 . 20 / 24 </ CLientIpPo ol >
LocalSubne t > 10 . 10 . 10 . 10 / 24 </ LocalSubne t >
Proto > UDP </ Proto >
Port > 1194 </ Port >
Cipher > AES - 128 - CBC </ Cipher >
Compress > true </ Compress >
CreateTime > 1492753580 000 </ CreateTime >
Connection s > 0 </ Connection s >
MaxConnect 1dons > 5 </ MaxConnect 1ons >
InternetIp > 47 . 98 . xx . xx </ InternetlIp >
</ SslVpnServ er >
</ SslVpnServ ers >
< RequestId > DF11D6F6 - E35A - 41C3 - 9B20 - 6FC8A901FE 65 </
RequestId >
</ DescribeSs 1VpnServer sResponse >

ANNNANANNANNNNANN

- JSON format
" PageNumber ":" 1 ",
" TotalCount ":" 1 ",

" SslVpnServ ers ":{
" SslVpnServ er ":{

" VpnGateway Id ":" vpn - bplg8bgx4x nkm2ogjOfi u ",
" CLientIpPo ol ":" 10 . 10 . 10 . 20 / 24 ",
" Proto ":" UDP ",
" Cipher ":" AES - 128 - CBC ",
" InternetIp ":" 47 . 98 . xx . xx ",
" SslVpnServ erId ":" vss - bpl8q7hzj6 largv4vk2f e ",
" Name ":" test ",
" Port ":" 1194 ",
" MaxConnect dons ":" 5 ",
" RegionId ":" cn - hanghzou ",
" CreateTime ":" 1492753580 00600 ",
" Compress ":" true ",
" LocalSubne t ":" 10 . 10 . 10 . 10 / 24 ",
" Connection s ":" 0 "
}
I
" PageSize ":" 10 ",

" RequestId ":" DF11D6F6 - E35A - 41C3 - 9B20 - 6FC8A901FE 65 "



}

Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified |operate on this resource.
resource. Please open a ticket.

See common error codes

13.15 DeleteSslVpnServer

Deletes an SSL-VPN server.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteSsIV The name of this action. Value:
pnServer
DeleteSs1lV pnServer
RegionId String | Yes cn-hangzhou |4 e ID of the region to which
the SSL-VPN server belongs.
To query the region ID, call
DescribeRegions.
SslvpnServ  |String | Yes Vss- The ID of the SSL-VPN server.
erld bp18q7hzj6
largv4vk2fe



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description
?

ClientToke |String No 02fb3da4-130e A client token used to
n -11e9-8e44- _
0016e04115b guarantee the idempotence of

requests.

This parameter value is
generated by the client and
must be unique. It must be 1 to

64 ASCII characters in length.

Response parameters

Parameter Type Example value |Description
RequestId |String 606998F0-B94D | The ID of the request.
-48FE-8316-
ACAS81BB230DA
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DeleteSslV pnServer
& RegionId = cn - hangzhou
& SslVpnServ erlId = vss - bpl8q7hzj6 largv4vk2f e
&< CommonPara meters >

Response example
- XML format

< DeleteSslV pnServerRe sponse >

< RequestId > 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA </
RequestId >
</ DeleteSslV pnServerRe sponse >

- JSON format

{
" RequestId ":" 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA "



}

Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.
400 VpnGateway. The specified service is The service is being
Configuring configuring. configured. Please try
again later.
400 VpnGateway. The specified service is The specified service has
FinancialLocked |financial locked. an overdue payment.
Renew your account to
settle the payment.

See common error codes

13.16 ModifySslVpnServer

Modifies the configurations of an SSL-VPN server.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModifySsIV The name of this action. Value:
pnServer
ModifySslV pnServer



https://error-center.aliyun.com/status/product/Vpc
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Parameter Type Required| Example value | Description
?
RegionId String | Yes cn-hangzhou |11 of the region to which
the VPN Gateway belongs.
To query the region ID, call
DescribeRegions.
SslVpnServ  |String | Yes VSs- The ID of the SSL-VPN server.
erld bp18q7hzj6
largv4vk2fe
Cipher String | No AES-128-CBC |16 encryption algorithm used
by the SSL-VPN server. Valid
values:
AES - 128 - CBC (default)
| AES - 192 - CBC | AES -
256 - CBC | none
ClientIpPo String Yes 10.30.30.0/2 The CIDR block from which
ol

IP addresses are allocated to
the virtual network interface
card of the client. It is not

the CIDR block of the client.
When the client accesses the
local end through an SSL-VPN
connection, the VPN Gateway
allocates an IP address in the
specified CIDR block to the

client.

The CIDR block cannot conflict
with the LocalSubnet.




Parameter Type Required| Example value | Description
?
ClientToke |String |No 02fb3da4-130e | y lient token used to
n -11€9-8e44- Heid ]
001604115, | 8uarantee the idempotence o

requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.

Compress Boolean | No false Indicates whether to enable
compression.
Valid values: true (default) |

false
LocalSubne String No 10.20.20.0/24 The CIDR block to be accessed
t

by the client through the SSL-

VPN connection.

The local CIDR block can be
the CIDR block of the VPC, the
CIDR block of the VSwitch, the
CIDR block of the on-premises
data center connected to

the VPC through a physical
connection, or the CIDR block
of an Alibaba Cloud service,
such as RDS or OSS.




Parameter

Type

Required| Example value

?

Description

Name

String

No test

The name of the SSL-VPN

server.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It
cannot start with http ://or

https ://.

Port

Integer

No 1194

The port used by the SSL-VPN

server. Default value: 1194.

The following ports cannot be
used: 22, 2222, 22222, 9000,
9001, 9002, 7505, 80, 443, 53, 68
, 123, 4510, 4560, 500, and 4500.

Proto

String

No UDP

The protocol used by the SSL-

VPN server.

Response parameters

Parameter

Type

Example value |Description

Cipher

String

AES-128-CBC

The encryption algorithm used.

ClientIpPool

String

10.30.30.0/24

The IP address pool of the client.

Compress

Boolean

false

Whether to compress the

communication.

Connections

Integer

S.

The number of current connection




Parameter Type Example value |Description
CreateTime |Long 1492753580000 | 1he time at which the SSI.-VPN
server was created.
Internetlp String 47.98.xx.XX The public IP address
LocalSubnet | String 10.20.20.0/24 The CIDR block of the local client.
MaxConnect | Integer > The maximum number of
ions
concurrent connections.
Name String test The name of the SSL-VPN server.
Port Integer 1194 The port of the SSL-VPN server.
Proto String UDP The protocol used by the SSL-VPN
server.
Regionld String cn-hangzhou The ID of the region to which the
SSL-VPN server belongs.
Requestld String DF11D6F6-E35A |11 ID of the re quest
-41C3-9B20-
6FC8A901FE65
SslVpnServ | String vss-bp18q7hzj6 |4y, e ID of the SSL-VPN server.
erld largv4vk2fe
VpnGateway |String vpn-bplq8bgx4x The ID of the VPN Gateway.
Id nkm2ogjofiu
Examples

Request example

https :// vpc . aliyuncs . com /? Action = ModifySslV pnServer
& RegionId = cn - hangzhou
& SslVpnServ erId = vss - bpl8q7hzj6 largv4vk2f e
&< CommonPara meters >

Response example
- XML format

< ModifySslV pnServerRe sponse >



PageNumber > 1 </ PageNumber >
TotalCount > 1 </ TotalCount >
PageSize > 10 </ PageSize >
SslVpnServ ers >
< SslVpnServ er >

< RegionId > cn - hanghzou </ RegionId >

< SslVpnServ erId > vss - bpl8q7hzj6 largvavk2f e </
SslVpnServ erId >

< VpnGateway Id > vpn - bplg8bgx4x nkm2ogjoOfi u </
VpnGateway Id >
< Name > test </ Name >
CLientIpPo ol > 10 . 30 . 30 . 0 / 24 </ CLientIpPo ol >
LocalSubne t > 10 . 20 . 20 . O / 24 </ LocalSubne t >
Proto > UDP </ Proto >
Port > 1194 </ Port >
Cipher > AES - 128 - CBC </ Cipher >
Compress > true </ Compress >
CreateTime > 1492753580 000 </ CreateTime >
Connection s > 0 </ Connection s >
MaxConnect dons > 5 </ MaxConnect 1ons >
InternetIp > 47 . 98 . xx . xx </ InternetIp >
</ SslVpnServ er >

</ SslVpnServ ers >

< RequestId > DF11D6F6 - E35A - 41C3 - 9B20 - 6FC8A901FE 65 </
RequestId >
</ ModifySslV pnServerRe sponse >

NN NN

ANANANANANNNNNN

- JSON format
{
" PageNumber ":" 1 ",
" TotalCount ":" 1 ",

" SslVpnServ ers ":{
" SslVpnServ er ":{

" VpnGateway Id ":" vpn - bplg8bgx4x nkm2ogjoOfi u ",
" CLientIpPo ol ":" 10 . 30 . 30 . 0 / 24 ",
" Proto ":" UDP ",
" Cipher ":" AES - 128 - CBC ",
" InternetIp ":" 47 . 98 . xx . xx ",
" Ss1lVpnServ erId ":" vss - bpl8qrhzj6 Tlargv4avk2f e ",
" Name ":" test ",
" Port ":" 1194 ",
" MaxConnect 1ions ":" 5 ",
" RegionId ":" cn - hanghzou ",
" CreateTime ":" 1492753580 000 ",
" Compress ":" true ",
" LocalSubne t ":"™ 10 . 20 . 20 . O / 24 ",
" Connection s ":" 0 "
}
¥,
" PageSize ":" 10 ",

" RequestId ":" DF11D6F6 - E35A - 41C3 - 9B20 - 6FC8A901FE 65 "



}

Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified |operate on this resource.
resource. Please open a ticket.
400 InvalidName The name is not valid The name format is
invalid.
400 VpnGateway. The specified service is The service is being
Configuring configuring. configured. Please try
again later.
400 VpnGateway. The specified service is The service is stopped due
FinancialLocked |financial locked. to insufficient account
balance. Please renew
your account first.

See common error codes

13.17 DeleteSslVpnClientCert

Deletes an SSL-VPN client certificate.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteSsIV The name of this action. Value:
pnClientCert
DeleteSslV pnClientCe
rt
RegionId String | Yes cn-hangzhou |4 . region to which the SSI.-
VPN client certificate belongs.
To query the region ID, call
DescribeRegions.
SslvpnClie |String | Yes vsc- The ID of the SSL-VPN client
ntCertId bp1ln8wcfl3 o
ayl0osrcg98 certificate.
ClientToke |String |No 02fb3da4-130e A client token used to
n -11€9-8e44- o ]
001604115, | &uarantee the idempotence o
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Response parameters
Parameter Type Example value |Description
RequestId |String 606998F0-B94D | The ID of the request.
-48FE-8316-
ACAS81BB230DA

Examples

Request example

https :// vpc . aliyuncs . com /? Action = DeleteSslV pnClientCe
rt

& RegionId = cn - hangzhou

& Ss1lVpnClie ntCertId = vsc - bpln8wcfl3 4ylOosrcgd9 8



&< CommonRequ

Response example

- XML format

< DeleteSslV pnClientCe

estParamet

ers >

rtResponse >

< RequestId > 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA </
RequestId >

</ DeleteSslV pnClientCe

rtResponse >

- JSON format
" RequestId ":" 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA "
Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |.Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.
400 VpnGateway. The specified service is The service is being
Configuring configuring. configured. Please try
again later.

See common error codes

13.18 ModifySslVpnClientCert

Modifies the name of an SSL-VPN client certificate.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter

Type

Required
>

Example value

Description

Action

String

Yes

ModifySslV
pnClientCert

The name of this action. Value:

ModifySs1lV pnClientCe

rt

RegionId

String

Yes

cn-hangzhou

The ID of the region to which
the SSL-VPN client certificate

belongs.

To query the region ID, call

DescribeRegions.

Ss1lVpnClie
ntCertId

String

Yes

vsc-
bp1n8wcf13
4yl0osrcg98

The ID of the SSL-VPN client

certificate.

ClientToke

n

String

No

02fb3da4-130e
-11e9-8e44-
0016e04115b

A client token used to
guarantee the idempotence of

requests.

This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.

Name

String

No

cert2

The name of the SSL-VPN client

certificate.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It

cannot start with http ://or

https ://.




Response parameters

Parameter Type Example value | Description
Name String cert2 The name of the client certificate.
RequestId |String 606998F0-B94D | The ID of the request.
-48FE-8316-
ACAS81BB230DA
Examples
Request example
https :// vpc . aliyuncs . com /? Action = ModifySslV pnClientCe

rt
& RegionId =
& SslVpnClie
& Name = cert2
&< CommonPara

cn - hangzhou
ntCertId =

meters >

Response example
- XML format

< ModifySslV pnClientCe
< SslVpnClie ntCertId
SslVpnClie ntCertId >
< Name > cert2 </ Name
< RequestId > 606998F0
RequestId >

</ ModifySslV pnClientCe

vsc - bpln8wcfl3 4ylOosrcg9 8

rtResponse >
> vsc - bpln8wcfl3 4ylOosrcg9 8 </

>
- B94D - 48FE - 8316 - ACA81BB230 DA </

rtResponse >

- JSON format
H{
" Name ":" cert2 ",
" RequestId ":" 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA ",
" Ss1lVpnClie ntCertId ":" vsc - bpln8wcfl3 4ylOosrcgd 8 "
}
Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified |operate on this resource.
resource as your account | Apply for the permission
is created by another user. | and try again.




HTTP Error code Error message Description
status
code
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.
400 InvalidName The name is not valid The name format is
invalid.

See common error codes

13.19 ModifyVpnGatewayAttribute

Modifies the name and description of a VPN Gateway.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModifyVpnG | tpe name of this action. Value:
atewayAttr
ibute ModifyVpnG atewayAttr
ibute
RegionId String | Yes cn-shanghai | The ID of the region to which
the VPN Gateway belongs.
To query the region ID, call
DescribeRegions.
VpnGateway | String | Yes vpn- The ID of the VPN Gateway.
1d bp1g8bgx4x
nkm2ogjofiu



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter

Type

Required| Example value

?

Description

ClientToke

n

String

No

02fb3da4-130e
-11e9-8e44-
0016e04115b

A client token used to
guarantee the idempotence of

requests.

This parameter value is
generated by the client and
must be unique. It must be 1 to

64 ASCII characters in length.

Descriptio

n

String

No

vpn Gateway

The description of the VPN

Gateway.

The description must be 2 to
256 characters in length. It
must start with a letter, but

cannot start with http ://or

https ://.

Name

String

No

myvpn

The name of the VPN Gateway.

The name must be between 2
and 128 characters in length. It
can contain letters, numbers,
periods (.), underscores (_), or
hyphens (-). The name must
start with a letter. It cannot

start with http ://or https
://.

Response parameters

Parameter

Type

Example value |Description

VpnGateway
Id

String

vpn-bplg8bgx4X | ppo 1p of the VPN Gateway.

nkm2ogjofiu




Parameter Type Example value |Description
Vpeld String vpe-bplublytde | phe 1p of the VPC to which the VPN
vakoeljly9
Gateway belongs.
VSwitchld String vsw-bply9ovlle |-y, 1p of the VSwitch to which the
u9ou4tvma0ll
VPN Gateway belongs.
InternetIp String 116.62.69.xxx The public IP address of the VPN
Gateway.
CreateTime |Long 1492753580000 The time at which the VPN Gateway
was created.
EndTime Long 1495382400000 | 16 time at which the VPN Gateway
is to expire.
Spec String »M The specification of the VPN
Gateway.
Name String test The name of the VPN Gateway.
Description | String test The description of the VPN Gateway
Status String active The status of the VPN Gateway.
BusinessSt | String Normal The business status of the VPN
atus
Gateway.
IntranetIp String 172.16.104.XXX | 1pe public IP address of the VPN
Gateway.
RequestId String 54B48E3D-DF70 | 1he ID of the re quest
-471B-AA93-
08E683A1B457
Examples

Request example




https :// vpc . aliyuncs . com /? Action = ModifyVpnG atewayAttr
ibute

& RegionId = cn - shanghai

& VpnGateway Id = vpn - bplg8bgx4x nkm2ogjOfi u

&< CommonPara meters >

Response example
- XML format

< ModifyVpnG atewayAttr +ibuteRespo nse >
< Name > aaa </ Name >
< Status > active </ Status >
VpnGateway Id > vpn - bplg8bgx4x nkm2ogjofi u </ VpnGateway
>

BusinessSt atus > Normal </ BusinessSt atus >
Spec > 5M </ Spec >
CreateTime > 1492753580 000 </ CreateTime >
IntranetIp > 172 . 16 . 104 . xxx </ IntranetIp >
< RequestId > 54B48E3D - DF70 - 471B - AA93 - 08E683A1B4 57 </
RequestId >
< InternetIp > 116 . 62 . 69 . xxx </ InternetIp >
< EndTime > 1495382400 000 </ EndTime >
< VSwitchId > vsw - bply9ovllc u9oud4tvma® 1 </ VSwitchId >
< VpcId > vpc - bplublyt9c vakoeljly9 c </ VpcIld >
</ ModifyVpnG atewayAttr dbuteRespo nse >

ANNANANANDO AN

- JSON format
{
" Name ":" aaa ",
" Status ":" active ",
" VpnGateway Id ":" vpn - bplq8bgx4x nkm2ogjOfi u ",
n Spec n S n 5M n 5
" BusinessSt atus ":" Normal ",
" RequestId ":" BAS6EAF8 - E3A9 - 4BE6 - 8511 - 8F03512153 E2 ",
" IntranetIp ":" 172 . 16 . 104 . xxx ",
" CreateTime ": 1492753580 000 ,
" InternetIp ":" 116 . 62 . 69 . xxx ",
" EndTime ": 1495382400 000 ,
" VSwitchId ":" vsw - bply9ovllc u9ou4tvma® 1 ",
" VpcId ":" vpc - bplublyt9c vakoeljly9 c "
}
Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified |operate on this resource.
resource as your account
is created by another user.




HTTP Error code Error message Description

status

code

403 Forbidden User not authorized to You are not authorized to

operate on the specified operate on this resource
resource. . For more information,
open a ticket.

404 InvalidVpn The specified vpn gateway | The specified VPN
Gatewaylns instance id does not exist. | Gateway does not exist.
tanceld.

NotFound

400 InvalidName The name is not valid The name format is

invalid.

400 InvalidDes The description is not The description format is
cription valid invalid.

See common error codes

13.20 CreateVpnConnection

Creates an IPsec connection.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreaternC The action to perform. Valid
onnection
value:
CreateVpnC onnection

CustomerGa |String | Yes vpn- The ID of the customer gateway
tewayId bplg8bgx4x

nkm2ogj0fiu



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description
?

LocalSubne [string |Yes 1.1.1.0/24,1.1.2 | The CIDR block of the VPC

t .0/24 to be connected with the on
-premises data center. This
parameter is used for phase
two negotiation. Separate
multiple CIDR blocks with
commas (,). For example, 192.
168.1.0/24, 192.168.2.0/24.

RegionId String | Yes cn-shanghai The region of the IPsec
connection.
You can obtain the region ID by
calling the DescribeRegions
API.

RemoteSubn |String |Yes 1.1.1.0/24,1.1.2 | The CIDR block of the on-

et .0/24 premises data center. This
parameter is used for phase
two negotiation. Separate
multiple CIDR blocks by
commas (,). For example, 92.
168.3.0/24, 192.168.4.0/24.

VpnGateway |String |Yes vpn- The ID of the VPN Gateway.

1d bplq8bgx4x

nkm2ogjOfiu
ClientToke |String |No 02fb3da4-130e | \ lient token used to
n -11e9-8e44- he id ¢
0016e04115h | &uarantee the idempotence o

requests.

This parameter value is
generated by the client and
must be unique. It must be 1 to

64 ASCII characters in length.




Parameter Type Required| Example value | Description
?
EffectImme |Boolean |No false Indicates whether to delete
diately

a successfully negotiated
IPsec tunnel and initiate a

negotiation again. Valid values:

true :Negotiate
immediately after the
configuration is completed.

false (default): Negotiate
when inbound traffic is

detected.




Parameter Type Required| Example value | Description
?
TkeConfig J SQN No ikevl The configurations of phase
String

one negotiation:

IkeConfig . Psk :Used
for authentication between
the IPsec VPN gateway and
the customer gateway. This
parameter is generated
randomly by default and can
contain up to 100 characters.
You can also manually
specify the key.

IkeConfig . IkeVersion

: The version of the IKE
protocol. Valid values:

ikevl | ikev2 .Default

value: dkevl .

IkeConfig . IkeMode
: The negotiation mode
of IKE V1. Valid values:
main ( main mode
) | aggressive (
aggressive mode ) .
Default value: main .
Ikeconfig . IkeEncAlg

: The encryption algorithm
of phase one negotiation.

Valid values: aes |

aesl92 | aes256 |
des | 3des .Default
value: aes .

IkeConfig . IkeAuthAlg

PRlLa o) PRUSRESEITE PR . [ . Ry
. 111C dulliciiuucatiuvl

algorithm of phase one

negotiation. Valid values:




Parameter Type Required| Example value | Description
?
IpsecConfi 1] SQN No aes The configurations of phase
g String

two negotiation:

IpsecConfi g .
IpsecEncAl g :The
encryption algorithm of
phase two negotiation. Valid
values: aes | aesl92
| aes256 | des |

3des . Default value: aes

IpsecConfi g .

IpsecAuthA 1g :The
authentication algorithm of
phase two negotiation. Valid
values: md5 | shal .

Default value: shal .

IpsecConfi g .
IpsecPfs :Forward
packets of all protocols. The
Diffie-Hellman key exchange
algorithm used by phase one
negotiation. Valid values:
groupl | group2 |
group5 | groupl4d |
group24 . Default value:
group2 .
IpsecConfi g .
IpsecLifet -ime :The
SA lifetime value resulting
from phase two negotiation.
Valid value: [0, 86400].
Defauli vaiue: 86400 . Umnit:

seconds.




Parameter Type Required| Example value | Description
?
Name String | No IPsec The name of the IPsec
connection.
The name must be 2 to 128
characters in length and
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It
cannot start with http ://or
https ://.
Response parameters
Parameter Type Example value | Description
VpnConnect | String vco-bpl5oeslpy The ID of the IPsec connection.
ionld 4i66rmdnc7k
CreateTime |Long 1544666102000 |, e time at which the IPsec
connection was created.
Name String test The name of the IPsec connection.
RequestId String 082AD562-B8DB |11 ID of the re quest
-4BB2-861F-
DA1FCAO1FD76
Examples
Request example
https :// vpc . aliyuncs . com /? Action = CreateVpnC onnection

& CustomerGa
& LocalSubne
& RegionId =
& RemoteSubn
& VpnGateway

&< CommonPara

tewayId = vpn - bplqg8bgx4x

t=1.1.1.0/24,1.

1

cn - shanghai
.1.0/24,1.1.2 .0/ 24

et =

Id = vpn - bplg8bgx4x
meters >

Response example

1.1

nkm2ogjofi u
1.2 .0/ 24

nkm2ogjofi wu




- XML format

< CreateVpnC
< VpnConnect
VpnConnect

onnectionR
ionId > vco - bplbbi27ho
ionId >

esponse >

jx80nck9kl 1 </

< CreateTime > 1493363928 000 </ CreateTime >

</ CreateVpnC onnectionR esponse >
- JSON format
{
" VpnConnect 1donId ":" vco - bpl5oeslpy 4i66rmdnc7 k ",
" CreateTime ": 1544666102 000
}
Error codes

HTTP Error code Error message Description

status

code

403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified |operate on this resource.

resource as your account
is created by another user.

403 Forbidden User not authorized to You are not authorized to
operate on the specified |operate on this resource.
resource.

400 Resource. The quota of resourceis | The resource quota has

QuotaFull full been reached.

404 InvalidCus The specified customer The specified instance
tomerGatew gateway instance id does |does not exist.
ayInstanceld. not exist.

NotFound

404 InvalidVpn The specified vpn gateway | The specified VPN
GatewaylIns instance id does not exist. | Gateway does not exist.
tanceld.

NotFound

400 InvalidVpn Vpn connection already The VPN connection
Connection. exists. already exists.
AlreadyExists

400 VpnGateway. The specified service is The specified service is
Configuring configuring. being configured.




HTTP Error code Error message Description
status
code
400 VpnGateway. The specified service is The specified service is
FinancialLocked |financial locked. locked due to insufficient
account balance.

See common error codes

13.21 DescribeVpnConnections

Queries one or more IPsec connections.

Debug

Use API Explorer to perform debug operations and generate SDK examples.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeVp The name of this action
nConnections
Value: DescribeVpnConnectio
ns.
RegionId String | Yes cn-hangzhou The ID of the region to which
the IPsec connection belongs.
To query the region ID, call
DescribeRegions.
CustomerGa |String | No cew- The ID of the customer gateway
tewayId bplmvj4g9k
OZWXXXXXXXX
PageNumber | Integer |No 1 The number of pages to return
. Default value: 1.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpnConnections
~~36063~~
~~36063~~

Parameter Type Required| Example value | Description
?
PageSize Integer |No 10 The number of rows per page
. Maximum value: 50. Default
value: 10.
VpnGateway |String | No vpn- The ID of the VPN Gateway.
1d bp1g8bgx4x
nkxxxxxxxx
Response parameters
Parameter Type Example value |Description
anConnect A list of IPsec connections.
ions
L
IkeConfig Configurations of phase one
negotiation.
B .
String shal The IKE authentication algorithm.
IkeAuthAlg
Both SHA-1 and MD5 are supported
,_ .
IkeEncAlg | String aes The IKE encryption algorithm.
B o
IkeLifetime | Long 86400 The IKE lifetime.
B . .
IkeMode String main The IKE mode. Both main mode
and aggressive mode are supported.
The main mode features high
security. If NAT traversal is enabled
, we recommend that you select the
aggressive mode.
B .
TkePfs String group2 The DH group. Valid values: group1l
| group2 | group5 | groupl4 |
group24




Parameter Type Example value |Description
“TkeVersion |String ikevl The IKE version
B .
Localld String 116.xx.xx.64 The local ID. It is the IP address of
the VPN Gateway by default. Both
FQDN and IP formats are supported
LPsk String pgwody7dxx The pre-shared key.
XXXXXX
B .
Remoteld | String 139.xx.xx.167 The peer ID. It is the IP address of
the customer gateway by default
. Both FQDN and IP formats are
supported.
L
IpsecConfi Configurations of phase two
8 negotiation.
B .
| IpsecAuthA | String shal The IPsec authentication algorithm
8 . Both SHA-1 and MD5 are
supported.
B .
IpsecEncAl | String aes The IPsec encryption algorithm.
g
B .
IpsecLifet |Long 86400 The IPsec encryption algorithm.
ime
“IpsecPfs String group?2 The DH group
[ . _ .
String veo-bpl10iz7aej The ID of the IPsec connection.
VpnConnect umdxxxXxXXxXXx
ionld
[ 1 -
String vpn-bplg8bgx4x |y 1p of the customer gateway.
CustomerGa nkxxxxxxxx
tewayld
- String vpn-bplg8bgx4x |y, 1p of the VPN Gateway.
VpnGateway nkmxxxxxxxx

Id




Parameter Type Example value |Description
|_ .
Name String XXXXXXXXXXXX The name of the IPsec connection.
|_ .
String 1.1.1.0/24,1.1.2.0 | 1y CIDR block of the VPC.
LocalSubnet /24
|_ .
String 1.1.1.0/24,1.1.2.0 | 1y IDR block of the on-premises
RemoteSubn /24 d
ot ata center.
“CreateTime | Long 1492753817000 | The time at which the IPsec
connection was created.
I_ . .
Status String 1psec-_sa_e The connection status. Valid values:
stablished

- ike_sa_not_established: Phase
one negotiation failed.

- ike_sa_established: Phase one
negotiation succeeded.

- ipsec_sa_not_established: Phase
two negotiation failed.

- ipsec_sa_established: Phase two
negotiation succeeded.

L
" Boolean true Indicates whether the IPsec
Effectimme
. connection takes effect immediatel
diately
y.

- true: Reconnection is triggered
when there is a change to the
network configuration.

- false: Reconnection is triggered
when traffic is detected over the
network. A reconnection may
cause intermittent connections.

L
Health check.
VcoHealthC
heck
L .
Dip String 8.xx.xx.8 The destination IP address.
L
Interval Integer 2 The time interval between two

consecutive health checks.




Parameter Type Example value |Description
-Sip String 192.xx.XX.66 The source IP address.
TotalCount | Integer 10 The number of queried entries.
PageNumber | Integer 1 The current page number.
PageSize Integer 10 The number of entries per page.
RequestId String 54A4B3D0-DF4D | 1he ID of the request
-4C54-B8DC-
5DC8DD49C939
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeVp nConnectio
ns

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example

XML format

< DescribeVp nConnectio ns >
< PageNumber > 1 </ PageNumber >
< VpnConnect dons >
< VpnConnect ion >
< Name > vpn connection test </ Name >
< CustomerGa tewayId > cgw - bplpvpl9r9 adjxxxxxxx x </
CustomerGa tewayId >
< RemoteSubn et > 2 . 2 .2 . 0 / 24 </ RemoteSubn et >
< IpsecConfi g >
< IpsecLifet 1ime > 86400 </ IpsecLifet -ime >
< IpsecAuthA 1g > shal </ IpsecAuthA 1g >
< IpsecPfs > group2 </ IpsecPfs >
< IpsecEncAl g > aes </ IpsecEncAl g >
</ IpsecConfi g >
< EffectImme diately > true </ EffectImme diately >
< VpnGateway Id > vpn - bplg8bgx4x nkmxxxxxxx x </
VpnGateway Id >
< CreateTime > 1492753817 000 </ CreateTime >
< VpnConnect 1donId > vco - bplOlz7aej umdxxxxxxx x </
VpnConnect 1ionId >
< status > ipsec_sa_e stablished </ status >
< LocalSubne t>1.1.1.0/24,1.1.2.0/24¢</
LocalSubne t >
< IkeConfig >
< IkeEncAlg > aes </ IkeEncAlg >
< RemoteId > 139 . xx . xX . 167 </ RemoteId >
< IkePfs > group2 </ IkePfs >



IkeAuthAlg > shal </ IkeAuthAlg >
Psk > pgwbdyxxxx xxxx </ Psk >
IkeMode > main </ IkeMode >
IkeLifetim e > 86400 </ IkeLifetim
IkeVersion > ikevl </ IkeVersion >
Localld > 116 . xx . XX
</ IkeConfig >

N NNNNN

</ VpnConnect don >
</ VpnConnect dons >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
< RequestId > 54A4B3D0O - DF4D - 4C54 - B8DC - 5DC8DD49C9 39 </
RequestId >
</ DescribeVp nConnectio ns >

JSON format

{

}

e

>

64 </ LocalId >

X

)

39 n

" PageNumber ": 1 |
" VpnConnect dons ": {
" VpnConnect dion ": [
{
" CustomerGa tewayId ":" cgw - bplpvpl9r9 adjxxxxxxx
" Name ": " vpn connection test ",
" RemoteSubn et ":" 2 . 2 . 2 0/ 24",
" IpsecConfi g ":{
" IpsecLifet 1ime ": 86400 ,
" IpsecAuthA 1g ":" shal ",
" IpsecPfs ":" group2 ",
" IpsecEncAl g ":" aes "
s
" VpnGateway Id ":" vpn - bplg8bgx4x nkmxxxxxxx x ",
" EffectImme diately ": true ,
" status ":" dipsec_sa_e stablished ",
" VpnConnect 1donId ":" vco - bplOlz7aej umdxxXxxxx X
" CreateTime ": 1492753817 000 ,
" LocalSubne t ":" 1 .1 .1 0 /24,1 1.2.0/24",
" IkeConfig ":{
" TkeEncAlg ":" aes ",
" TkePfs ":" group2 ",
" RemoteId ":" 139 . xx . xx . 167 ",
" IkeAuthAlg ":" shal ",
" Psk ":" pgwbdyxxxx xxxx ",
" IkeMode ":" main ",
" IkeLifetim e ": 86400 ,
" TkeVersion ":" dkevl ",
" LocalId ":" 116 . xx . xx . 64"
}
}
}]
b
" TotalCount ": 1 ,
" PageSize ": 10 ,
" RequestId ": " 54A4B3D0O - DF4D - 4C54 - B8DC - 5DC8DD49C9



Error codes

HTTP Error code Error message Description

status

code

403 Forbbiden. User not authorized to You are not authorized to

SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again
later.

403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,

open a ticket.

See common error codes

13.22 ModifyVpnConnectionAttribute

Modifies the configurations of an IPsec connection.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModlnypnC The name of this action. Value:
onnectionA
ttribute ModifyVpnC onnectionA
ttribute
RegionId String | Yes cn-shanghai

The ID of the region to which

the IPsec connection belongs.

To query the region ID, call

DescribeRegions.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description
?
VpnConnect |String |Yes vco- The ID of the IPsec connection.
ionId bp1bbi27ho
jx80nck9kli
ClientToke |String |No 02fb3da4-130e | y lient token used to
n -11€9-8e44- Heid ]
0016e04115p | &uarantee the idempotence o
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
EffectImme |Boolean |No false Indicates whether to delete
diately

a successfully negotiated
IPsec tunnel and initiate a

negotiation again. Valid value:

true :Negotiate
immediately after the
configuration is completed.

false (default): Negotiate
when traffic is detected over

the network.




Parameter Type Required| Example value | Description
?
IkeConfig JSSQN No ikevl, ikev2 The configurations of phase
tring

one negotiation:

IkeConfig . Psk :Used
for authentication between
the IPsec VPN gateway and
the customer gateway. By
default, this parameter is
generated randomly and can
contain up to 100 characters.
You can also manually
specify the key.

IkeConfig . IkeVersion

: The version of the IKE
protocol. Valid values:

ikevl | ikev2 .Default

value: dkevl .

IkeConfig . IkeMode
: The negotiation mode
of IKE V1. Valid values:
main ( main mode
) | aggressive (
aggressive mode ) .
Default value: main .
IkeConfig . IkeEncAlg

: The encryption algorithm
of phase one negotiation.

Valid values: aes |

aesl92 | aes256 |
des | 3des .Default
value: aes .

IkeConfig . IkeAuthAlg

PRlLa o) PRUSRESEITE PR . [ . Ry
. 111C dulliciiuucatiuvl

algorithm of phase one

negotiation. Valid values:




Parameter Type Required| Example value | Description
?
IpsecConfi 1] SQN No aes The configurations of phase-
g String

two negotiation:

IpsecConfi g .

IpsecEncAl g :The
encryption algorithm of
phase-two negotiation. Valid
value: aes | aesl92 |

aes256 | des | 3des

. Default value: aes .

IpsecConfi g .

IpsecAuthA 1g :The
authentication algorithm
of phase-two negotiation.
Valid value: md5 | shal

. Default value: shal .

IpsecConfi g .
IpsecPfs :Forward
packets of all protocols. The
Diffie-Hellman key exchange
algorithm used by phase-
one negotiation. Valid value:
groupl | group2 |
group5 | groupl4 |
group24 . Default value:
group2 .
IpsecConfi g .
IpsecLifet dime :The
SA lifecycle as the result
of phase-two negotiation.
The valid value is [0, 86400],
the unit is second and the

defauli valueis 86400 .




Parameter Type Required| Example value | Description

?

LocalSubne [String |Yes 1.1.1.0/24,1.1.2 | The CIDR block of the VPC

t .0/24 to be connected with the on
-premises data center. This
parameter is used for phase
two negotiation. Separate
multiple CIDR blocks with
commas (,). For example, 192.
168.1.0/24,192.168.2.0/24.

Name String | No IPsec The name of the IPsec

connection.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It

cannot start with http :// or

https ://.

RemoteSubn |String |No 1.1.1.0/24,1.1.2 | The CIDR block of the local

et .0/24 data center. This parameter is
used for phase-two negotiation
. Separate multiple CIDR blocks
with commas (,). For example,
92.168.3.0/24,192.168.4.0/24.

Response parameters

Parameter Type Example value |Description

VpnConnect | String veo-bplbbi27ho |-y 1p of the IPsec connection.
ionld jx80nck9kli

CustomerGa |String vpn-bplq8bgx4x |4 e ID of the customer gateway.
tewayld nkm2ogjofiu

VpnGateway |String vpn-bplq8bgx4X | 1pa 1D of the VPN Gat eway.

Id nkm2ogjofiu

Name String XXXXXXX The name of the IPsec connection.




Parameter Type Example value |Description
LocalSubnet |String 1.1.1.0/24,1.1.2.0 | 1o CIDR block of the VPC.
/24
RemoteSubn |String 1.1.1.0/24,1.1.2.0 | 110 CIDR block of the on-premises
et /24
data center.
CreateTime |Long 1492753817000 | 1p 6 time at which the IPsec
connection was created.
Description | String XXXXXXX The description.
E.ffectImme Boolean false Indicates whether the IPsec
diately . . .
connection takes effect immediatel
y.
IkeConfig Configurations of phase one
negotiation.
|_ .
TkeAuthAlg | String shal The IKE authentication algorithm.
SHA-1 and MD5 are supported.
L .
TkeEncAlg | String aes The IKE encryption algorithm.
L o
IkeLifetime | Long 86400 The IKE lifetime.
L . .
TkeMode String main The IKE mode. Both main mode
and aggressive mode are supported.
The main mode features high
security. If NAT traversal is enabled
, we recommend that you select the
aggressive mode.
B .
IkePfs String group2 The DH group. Valid values:groupl
| group2 | group5 | groupl4 |
group24
|_ . . .
IkeVersion |String ikevl The IKE version.




Examples

Parameter Type Example value |Description
B .
Localld String 116.62.69.64 The local ID. It is the IP address of
the VPN Gateway by default. Both
FQDN and IP formats are supported
LPsk String pgwody7dli The pre-shared key.
8in7x5
B .
Remoteld |String 139.196.32.167 | 1pe peer ID. By default, it is the IP
address of the customer gateway
. Both FQDN and IP formats are
supported.
IpsecConfig Configurations of phase two
negotiation.
B .
| IpsecAuthA | String shal The IPsec authentication algorithm
8 . Both SHA-1 and MD5 are
supported.
B .
IpsecEncAl | String aes The IPsec encryption algorithm.
g
“psecLifet |Long 86400 The IPsec lifetime
ime
“IpsecPfs String group?2 The DH group
RequestId String 7DB79D0C-5F27 | 116 1D of the re quest
-4AB5-995B-
79BE55102F90
Request example
https :// vpc . aliyuncs . com /? Action = ModifyVpnC onnectionA

ttribute
& RegionId =
& VpnConnect

&< CommonPara

cn - shanghai

jonId
meters >

Response example

vco - bplbbi27ho

jx80nck9okl i




- XML format

< ModifyVpnC onnectionA ttributeRe sponse >
< Name > vpn connection test </ Name >
< CustomerGa tewayId > cgw - bplpvpl9r9 adju6lsnxc k </
CustomerGa tewayId >
< RemoteSubn et > 2 . 2 . 2 . 0 / 24 </ RemoteSubn et >
< IpsecConfi g >
< IpsecLifet 1ime > 86400 </ IpseclLifet ime >
< IpsecAuthA 1g > shal </ IpsecAuthA 1g >
< IpsecPfs > group2 </ IpsecPfs >
< IpsecEncAl g > aes </ IpsecEncAl g >
</ IpsecConfi g >
< EffectImme diately > false </ EffectImme diately >
< VpnGateway Id > vpn - bplg8bgx4x nkm2ogjOfi u </ VpnGateway
Id >
< CreateTime > 1492753817 000 </ CreateTime >
< VpnConnect 1onId > vco - bplOlz7aej umd2vxoqge Vv </
VpnConnect 1ionId >
< RequestId > 57070A3D - 38F2 - 40A6 - A1C9 - DB14542EF5 4D </
RequestId >
< LocalSubne t>1.1.1.0/24 ,1.1.2.0/24¢</
LocalSubne t >
< IkeConfig >
< IkeEncAlg > aes </ IkeEncAlg >
RemoteId > 139 . 196 . 32 . 167 </ Remoteld >
IkePfs > group2 </ IkePfs >
IkeAuthAlg > shal </ IkeAuthAlg >
Psk > pgw6dy7dli 8in7x5 </ Psk >
IkeMode > main </ IkeMode >
IkeLifetim e > 86400 </ IkeLifetim e >
IkeVersion > ikevl </ IkeVersion >
Localld > 116 . 62 . 69 . 64 </ Localld >
</ IkeConfig >
</ ModifyVpnC onnectionA ttributeRe sponse >

ANNNNNNNN

- JSON format
{
" CustomerGa tewayId ":" cgw - bplpvpl9r9 adju6l5nxc k ",
" Name ":" vpn connection test ",
" RemoteSubn et ":" 2 . 2 .2 .0 /24",

' IpsecConfi g ":{
' IpsecLifet -ime ": 86400 ,

" IpsecAuthA 1g ":" shal ",
" IpsecPfs ":" group2 ",
" IpsecEncAl g ":" aes "
¥,
" VpnGateway Id ":" vpn - bplg8bgx4x nkm2ogjOfi u ",
" EffectImme diately ": false ,
" RequestId ":" 7DB79DOC - 5F27 - 4AB5 - 995B - 79BE55102F 90 ",
" VpnConnect 1donId ":" vco - bplO@lz7aej umd2vxoqge v ",
" CreateTime ": 1492753817 000 ,
" LocalSubne t "™:" 1 .1 .1.0/24,1.1.2.0/24",
" TkeConfig ":{
" IkeEncAlg ":" aes ",
" IkePfs ":" group2 ",
" RemoteId ":" 139 . 196 . 32 . 167 ",
" IkeAuthAlg ":" shal ",
" Psk ":" pgwbdy7dli 8in7x5 ",
" TkeMode ":" main ",

" TkeLifetim e ": 86400 ,



" TkeVersion ":" ikevl ",
" LocalId ":" 116 . 62 . 69 . 64 "
}
+
Error codes

HTTP Error code Error message Description

status

code

403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified |operate on this resource.

resource as your account
is created by another user.

403 Forbidden User not authorized to You are not authorized to
operate on the specified |operate on this resource.
resource.

404 InvalidVpn The specified vpn The specified VPN
Connection connection instance id connection does not exist.
Instanceld. does not exist.

NotFound

400 VpnGateway. The specified service is The specified service is
Configuring configuring. been configured.

400 VpnGateway. The specified service is The specified service is
FinancialLocked |financial locked. financial locked.

400 InvalidName The name is not valid The name format is

invalid.

See common error codes

13.23 CreateSslVpnClientCert

Creates an SSL-VPN client certificate.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreateSsIV The name of this action. Value:
pnClientCert
CreateSslV pnClientCe
rt
RegionId String | Yes cn-hangzhou |40 1p of the region to which
the VPN Gateway belongs.
To query the region ID, call
DescribeRegions.
SslVpnserv | String | Yes vss- The ID of the SSL-VPN server to
erId mbSet0q31yl b d
gex328wcujx ¢ used.
ClientToke |String |No 02fb3da4-130e A client token used to
n -11e9-8e44- hes ]
0016e04115h | &uarantee the idempotence o
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Name String [No SslVpnClie The name of the client
ntCertl .
certificate.
The name must be 2 and 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It
cannot start with http ://or
https ://.




Parameter Type Required| Example value | Description
?

OwnerAccou [String [No test
nt

The account of the owner of
the SSL-VPN client certificate.

Response parameters

Parameter Type Example value |Description

Name String SslVpnClientCert | The name of the client certificate.

RequestId |String 079874CD-AEC1 |The ID of the request.
-43E6-AC03-
ADD96B6E4907

SslVpnClie [String vsc-m5euof6s5j | The ID of the client certificate.

ntCertId y8vsSkdz2r2

Examples

Request example

https :// vpc . aliyuncs . com /? Action = CreateSslV pnClientCe
rt

& RegionId = cn - hangzhou

& SslVpnServ erId = vss - m5et0g3iyl gex328wcuj x

&< CommonPara meters >

Response example
- XML format

< CreateSslV pnClientCe rtResponse >

< SslVpnClie ntCertId > vsc - bpln8wcfl3 4ylOosrcgd 8 </
SslVpnClie ntCertId >

< RequestId > 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA </
RequestId >
</ CreateSslV pnClientCe rtResponse >

- JSON format

{

" RequestId ":" 606998F0 - B94D - 48FE - 8316 - ACA81BB230 DA ",

" SslVpnClie ntCertId ":" vsc - bpln8wcfl3 4ylOosrcgd 8 "



}

Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.
400 Resource. The quota of resourceis | The resource quota has
QuotaFull full been reached.
400 VpnGateway. The specified service is The service is being
Configuring configuring. configured. Please try
again later.
400 VpnGateway. The specified service is The service has an
FinancialLocked |financial locked. overdue payment. Renew
your account to settle the
overdue payment.
400 InvalidName The name is not valid The name format is
invalid.

See common error codes

13.24 DescribeSslVpnClientCerts

Queries SSL-VPN client certificates.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes Descrll?eSs The name of this action. Value:
IVpnClient
Certs DescribeSs 1VpnClient
Certs
RegionId String | Yes cn-hangzhou |0 1p of region to which the
SSL-VPN client certificate
belongs.
To query the region ID, call
DescribeRegions.
Name String [No certl The name of the SSL-VPN client
certificate.
PageNumber |Integer |No 1 The number of pages to return.
Default value: 1 .
PageSize Integer [No 10 The number of rows per page.
Maximum value: 50 . Default
value: 10 .
SslvpnClie |String | No vse The ID of the client certificate.
ntCertId bp1n8wcf13
4yl0osrcg98
SslVpnServ |String |No VSS- The ID of the SSL-VPN.
erld bp18q7hzj6
largv4vk2fe
Response parameters
Parameter Type Example value |Description
PageNumber | Integer 1 The current page number.
PageSize Integer 10 The number of entries per page.
RequestId String SBEOICD7-5A50 |1y, e ID of the request.
-472D-AC14-
CA181C5C03BE




Examples

Parameter Type Example value |Description
SsIVpnClie N/A N/A A list of SSL-VPN client certificates.
ntCertKeys
“CreateTime | Long 1492747187000 | 116 time at which the client
certificate was created.
“EndTime |Long 1494966335000 | 716 time at which the client
certificate is to expire.
|_ .
Name String certl The name of the client certificate.
|_ . . _
Regionld | String cn-hangzhou The region of the SSL-VPN client
certificate.
ntCertld 4yl0osrcg98 ificat
certificate.
-SslVpnServ |String vss-bp18q7hzj6 |1y, e ID of the SSI.-VPN server.
erld largv4vk2fe
|_ .
Status String normal The status of the client certificate:
- expiring-soon: The certificate
will expire after one week.
- normal: The certificate is valid. .
- expired: The certificate has
expired.
TotalCount | Integer 1 The number of queried entries.
Request example
https :// vpc . aliyuncs . com /? Action = DescribeSs 1VpnClient
Certs
& RegionlId cn - hangzhou

&< CommonPara

Response example

- XML format

< DescribeSs

meters >

1VpnServer

sResponse >




PageNumber > 1 </ PageNumber >
TotalCount > 1 </ TotalCount >
PageSize > 10 </ PageSize >
SslVpnServ ers >
< SslVpnServ er >

< RegionId > cn - hanghzou </ RegionId >

< SslVpnServ erId > vss - bpl8q7hzj6 largvavk2f e </
SslVpnServ erId >

< VpnGateway Id > vpn - bplg8bgx4x nkm2ogjoOfi u </
VpnGateway Id >
< Name > test </ Name >
CLientIpPo ol > 10 . 10 . 10 . 20 / 24 </ CLientIpPo ol >
LocalSubne t > 10 . 106 . 10 . 10 / 24 </ LocalSubne t >
Proto > UDP </ Proto >
Port > 1194 </ Port >
Cipher > AES - 128 - CBC </ Cipher >
Compress > true </ Compress >
CreateTime > 1492753580 000 </ CreateTime >
Connection s > 0 </ Connection s >
MaxConnect dons > 5 </ MaxConnect 1ons >
InternetIp > 47 . 98 . xx . xx </ InternetIp >
</ SslVpnServ er >

</ SslVpnServ ers >

< RequestId > DF11D6F6 - E35A - 41C3 - 9B20 - 6FC8A901FE 65 </
RequestId >
</ DescribeSs 1VpnServer sResponse >

NN NN

ANANANANANNNNNN

- JSON format
{
" DescribeSs 1VpnServer sResponse ":{
" PageNumber ":" 1 ",
" TotalCount ":" 1 ",

" SslVpnServ ers ":{
" SslVpnServ er ":{

" VpnGateway Id ":" vpn - bplg8bgx4x nkm2ogjOfi u ",
" CLientIpPo ol ":" 10 . 106 . 106 . 20 / 24 ",
" Proto ":" UDP ",
" Cipher ":" AES - 128 - CBC ",
" InternetIp ":" 47 . 98 . xx . xx ",
" SslVpnServ erId ":" vss - bpl8qrhzj6 Tlargv4vk2f e ",
" Name ":" test ",
" Port ":" 1194 ",
" MaxConnect 1ions ":" 5 ",
" RegionId ":" cn - hanghzou ",
" CreateTime ":" 1492753580 000 ",
" Compress ":" true ",
" LocalSubne t ":"™ 10 . 10 . 10 . 10 / 24 ",
" Connection s ":" 0@ "
}

I

" PageSize ":" 10 ",

" RequestId ":" DF11D6F6 - E35A - 41C3 - 9B20 - 6FC8A901FE 65 "

}



Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden. User not authorized to You are not authorized to
SubUser operate on the specified operate on this resource
resource as your account |. Please apply for the
is created by another user. | permission and try again.
403 Forbidden User not authorized to You are not authorized to
operate on the specified operate on this resource
resource. . For more information,
open a ticket.

See common error codes



https://error-center.aliyun.com/status/product/Vpc

14 NAT Gateway

14.1 CreateNatGateway
Create a NAT Gateway.

Note the following before creating a NAT Gateway:

- A NAT Gateway and a self-hosted SNAT Gateway cannot coexist in a VPC.

- After a NAT Gateway is created, a route entry of which the destination CIDR block
i 0.0.0.0/0 and the next hop is the NAT Gateway is automatically added to the route
table of the VPC. This means that traffic can be routed to the NAT Gateway.

- If a route entry of which the destination CIDR block is 0.0.0.0/0 already exists in
the route table of the VPC, you need to delete the router entry. Otherwise, the NAT

Gateway cannot be created.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK
code examples, and quickly search for APIs. API Explorer can help reduce possible

difficulty with using cloud APIs. We recommend that you use API Explorer.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreateNatG The action to perform. Valid
ateway
value:
CreateNatG ateway
RegionId String | Yes cn-hangzhou |4 . region to which the NAT
Gateway belongs.
To obtain the region ID, call
DescribeRegions.
Vpeld String | Yes vpe The ID of the VPC to be used.
bpldi7uewz
mtvfuq8ufpv



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description
?
BandwidthP | String | No 5 The bandwidth of the NAT
k .
acrage ) " bandwidth package (n). Valid
. Bandwidth
value: [5,5000]
Note:
This API can be called only
if you purchased a NAT
bandwidth package before
January 26, 2018. If your
account does not have a
NAT bandwidth package
purchased before January 26,
2018, you need to attach an
EIP.
BandwidthP String No BGP The ISP type Ofthe Shal‘ed
k . N
aCI:§e bandwidth package (n). Default
. value: BGP (multiple lines).
BandwidthP String No 5 The number Ofpl,IbliC IP
k .
ackage - 0 addresses in the shared
. IpCount

bandwidth package. Valid
value: [1,50]. n represents the

n-th bandwidth package. Valid

values: [1,4].

Note:
This API can be called only
if you purchased a NAT
bandwidth package before
January 26, 2018. If your
account did not include a NAT
bandwidth package before
January 26, 2018, attach an
EIP.




Parameter

Type

Required
?

Example value

Description

BandwidthP

ackage .

. Zone

n

String

No

cn-hangzhou-b

The zone of the shared

bandwidth package (n). The
system randomly allocates a
zone if this parameter is not

specified.

If the NAT bandwidth package
and the backend ECS instance
are not in the same zone, the
latency of the connection
between them is unchanged; if
they are in the same zone, the

latency can be reduced.

Note:
This API can be called only
if you purchased a NAT
bandwidth package before
January 26, 2018. If your
account does not have a NAT
bandwidth package before
January 26, 2018, you need to
attach an EIP.

ClientToke

n

String

No

shefffxxdd
jehfh123

A client token used to
guarantee the idempotence of

requests.

This parameter value is
generated by the client and
must be unique. It cannot
exceed 64 ASCII characters.




Parameter

Type

Required
?

Example value

Description

Descriptio

n

String

No

testnat

The description of the NAT

Gateway.

The description must be 2 to
256 characters in length. It

cannot start with http ://or

https ://.

Name

String

No

fortest

The name of the NAT Gateway.

The name must be 2 and 128
characters in length. It can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It
cannot start with http ://or

https ://.

If this parameter is not
specified, the gateway ID is
used by default.

Spec

String

No

small

The specification of the NAT
Gateway. Valid values:
Small (default): small
Middle : medium
Large :large

Xlarge . 1 :super large




Response parameters

Parameter Type Example value |Description
II\(TlatGateway String ngw-112za33e4 | 1he ID of the NAT Gateway.
The ID is generated by the system
and is globally unique.
ForwardTab ftb-11tcoxgmv | 5 jig of forwarding tables.
leIds
BandwidthP bwp-11lodxu2k7 | 5 list of shared bandwidth packages
ackagelds
Requestld String 2315DEB7-5E92 | 1he ID of the re quest
-423A-91F7-
4C1EC9AD97C3
SnatTablelds stb-SnatTablelds |y, e ID of the SNAT table.
Examples

Request example

https :// vpc .

aliyuncs .

com /? Action = CreateNatG ateway

& RegionId = cn - hangzhou
& VpcId = vpc - bpldi7uewz mtvfuq8ufp v
&< CommonPara meters >
Response example
- XML format
< CreateNatG atewayResp onse >

< BandwidthP
ackageIds >
< forwardTab
< natGateway
< snatTablel
< RequestId >
RequestId >
</ CreateNatG

- JSON format

atewayResp

ackageIds > bwp —**xx*xxx*xxx*x*xx*x</ BandwidthP

leIds > fth —**xxxkxxx*xxxx*xxx</ forwardTab TleIds >
Id > ngw —**x*x*xx*xx*xxxxx*x</ natGateway Id >
ds > stb —**xx*kxxx*xxx*xxx</ snatTableI ds >
E43E51F2 - 344F - 4685 - 8DF5 - 30EB298CFA 81 </

onse >

" BandwidthP ackagelds ":[
i pr —kkkkkkkkkkkkxk"
]

)
" snatTablel ds ":[
" gth —%%xkkxkkkkkkkkxkx'



]

>
" natGateway Id ":" ngw —kkkkkkkkkkkkxx',

" RequestId ":" E43E51F2 - 344F - 4685 - 8DF5 - 30EB298CFA 81 ",

" forwardTab TlelIds ":[
M fth —kxkkkkkkkxkxkx'

]

}
Error codes

HTTP Error code Error message Description

code

400 InvalidVPCStatus | vpc incorrect status. The VPC status is invalid.

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

400 MissingPar only support one At least one shared
ameter. BandwidthPackage be bandwidth package must
BandwidthP created with NatGateway. |be specified.
ackage

400 MissingPar Miss mandatory Required parameters are
ameter parameter. missing.

404 InvalidZoneld. |Specified value of Zoneld |The specified zone does
NotFound is not exists. not exist.

404 InvalidZoneld. Can not find Zoneld for The zone of the IP address
NotFound allocated ip. is incorrect.

400 QuotaExceeded |The specified ipCount The IP address quota has
.BandwidthP exceeded quota. been reached. To increase
ackagelps the quota, open a ticket.

400 InvalidPar The specified Name is not | The specified name is
ameter.Name. valid. invalid.

Malformed

400 InvalidPar The specified Description |The specified description
ameter. is not valid. is invalid.
Description.

Malformed

400 ZONE_NO_AV The Zone have no There are no available IP

AILABLE_IP available ip. addresses in this zone.




HTTP Error code Error message Description

code

400 InvalidPar The specified ISP of The ISP of the shared
ameter. BandwidthPackage is not |bandwidth package is
BandwidthP valid. invalid.
ackage.n.ISP.
ValueNotSupport

400 InvalidNat The NatGatewayld not The specified NatGateway
Gatewayld. exist. Id is invalid.
NotFound

400 VswitchSta The VSwitch is creating . | The VSwitch is being
tusError created.

400 VpcStatusError | The Vpc is creating . The VPC is being created.

400 InvalidPar The specified Spec is not | The specification is
ameter.Spec valid. invalid.
.ValueNotSu
pported

View the error codes of the product

14.2 ModifyNatGatewayAttribute

Modifies the name and description of a NAT Gateway.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?

Action String | Yes ModifyNatG | e name of this action. Value:
atewayAttr
ibute ModifyNatG atewayAttr

ibute
NatGateway |String |Yes NgW-Xx00123 | 110 1D of the NAT Gateway
Id
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Parameter

Type

Required

?

Example value |Description

RegionId

String

Yes

cn-hangzhou | qq. region to which the NAT

Gateway belongs.

To query the region ID, call

DescribeRegions.

Descriptio

n

String

No

fortest

The description of the NAT

Gateway.

The description must be 2
to 256 characters in length.
It must start with a letter. It

cannot start with http ://or

https ://.

Name

String

No

natl23

The name of the NAT Gateway.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_), or
hyphens (-). The name must
start with a letter. It cannot

start with http ://or https
/.

Response parameters

Parameter

Type

Example value

Description

RequestId

String

ABSF62CF-2B60
-4458-A756-
42C9DFE108D1

The ID of the request.

Examples

Request example




https :// vpc . aliyuncs . com /? Action = ModifyNatG atewayAttr
ibute
& NatGateway Id = ngw - xx00123
& RegionId = cn - hangzhou
&< CommonPara meters >
Response example
- XML format
< ModifyNatG atewayAttr +ibuteRespo nse >

< RequestId > 2315DEB7 - 5E92 - 423A - 91F7 - 4C1lEC9AD97 C3 </

RequestId >

</ ModifyNatG atewayAttr -buteRespo nse >
- JSON format
" RequestId ":" 2315DEB7 - 5E92 - 423A - 91F7 - 4C1lEC9AD97 (C3 "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 InvalidNat The specified NatGateway |The specified NatGateway
Gatewayld. Id does not exist in our Id does not exist.
NotFound records.

400 InvalidPar The specified Name is not | The name is invalid.
ameter.Name. valid.
Malformed

400 InvalidPar The specified Description |The description is invalid.
ameter. is not valid.
Description.
Malformed

See common error codes
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14.3 ModifyNatGatewaySpec

Modifies the specification of a NAT Gateway.
The NAT Gateway is billed according to the largest specification used in a day.

A NAT Gateway specification determines the performance metrics (Max Connections

and Connections Per Second) of SNAT, but does not relate to data throughput.

The relationship between a NAT Gateway specification and its corresponding

performance metrics is as follows:

Specification Max Connections Connections Per Second (
CPS)
Small 10 thousand 1 thousand
Medium 50,000 5,000
Large 200,000 10,000
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK

example codes, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?

Action String | Yes ModifyNatG The action to perform. Valid

atewaySpec

value:
ModifyNatG atewaySpec

NatGateway |String | Yes ngw- The ID of the NAT Gateway.
Id bpluewal5k

4iy5770ya89
RegionId String | Yes cn-hangzhou The region to which the NAT

Gateway belongs.

To query the region ID, call

DescribeRegions.
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Parameter Type Required| Example value | Description
?

Spec String | Yes Small The specification of the NAT

Gateway. Valid values:

Small (default value):
small

Middle :medium

Large :large

ClientToke |String |No SHA234js12
n 1223xxxxx

A client token used to
guarantee the idempotence of

requests.

This parameter value is
generated by the client and
must be unique. It cannot

exceed 64 ASCII characters.

Response parameters

Parameter Type Example value |Description
RequestId |String DBD4E4A2-786E | The ID of the request.
-4BD2-8EB6-
107FFC2B5B7D
Examples

Request example

https :// vpc . aliyuncs . com /? Action = ModifyNatG atewaySpec
& NatGateway Id = ngw - bpluewal5k 4iy5770ya8 9
& RegionId = cn - hangzhou
& Spec = Small
&< CommonPara meters >

Response example
- XML format

< ModifyNatG atewaySpec Response >
< RequestId > DBD4E4A2 - 786E - 4BD2 - 8EB6 - 107FFC2B5B 7D </
RequestId >



Error codes

</ ModifyNatG atewaySpec Response >
- JSON format
{
" RequestId ":" DBD4E4A2 - 786E - 4BD2 - 8EB6 - 107FFC2B5B 7D "
HTTP Error code Error message Description
status
code
404 InvalidRegionld. |The specified Regionld The specified region ID
NotFound does not exist in our does not exist.
records.
404 InvalidNat The specified NatGateway |The specified NatGateway
Gatewayld. Id does not exist in our Id does not exist.
NotFound records.
400 NATGW_MODI The specified Spec is same | The specification you
FY_SPEC_SAME | with now. entered is the same as the
current specification.
400 InvalidPar The specified Spec is not | The specification is
ameter.Spec valid. invalid.
.ValueNotSu
pported

See common error codes

14.4 CreateBandwidthPackage

Creates a NAT bandwidth package.

A NAT Gateway package includes a group of public IP addresses and a shared

bandwidth. You can create up to four NAT bandwidth packages for a NAT Gateway.

A NAT bandwidth package includes:

- A shared bandwidth

- A group of public IP addresses

Note:
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This API can be called only if you purchased a NAT bandwidth package before
January 26, 2018. If your account does not have a NAT bandwidth package purchased
before January 26, 2018, you need to attach an EIP.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreateBand | .pp6 hame of this action. Value:
widthPackage
CreateBand widthPacka
ge

Bandwidth | Integer | Yes > The bandwidth of the NAT
bandwidth package. Value
range: 5 to 1000.

IpCount Integer | Yes 2 The number of public
IP addresses in the NAT
bandwidth package. Value
range: 1 to 50.

NatGateway |String |Yes ngw- The ID of the NAT Gateway to

Id 7mwh327j1
be used.

RegionId String | Yes cn-hangzhou |1 gion to which the NAT
Gateway belongs.
To query the region ID, call
DescribeRegions.
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Parameter Type Required| Example value | Description
?
ClientToke String No Sh61123455 A Cliel’lt tOkel’l used to
n 6664566 )
guarantee the idempotence of
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Descriptio |String |No The descriptio |, e description of the NAT
n n of the N
bandwidth bandwidth package.
package The description must be 2 to
256 characters in length. The
description must start with
a letter. It cannot start with
http ://or https ://.
ISP String | No BGP Valid value: BGP.
InternetCh | String | No -P(;q}leyBandw The Internet billing method.
T 1dt
argelype Valid values:
- PayByTraffic: Billing based
on traffic
Name String [No The name 9f The name of the NAT
the bandwidth bandwidth pack
package andwidth package.

The name must be 2 to 128
characters in length and can
letters, numbers, underscores
(L), and hyphens (-). The name
must start with a letter, but

cannot start with http :// or

https ://.




Parameter

Type

?

Required| Example value

Description

Zone

String

No

cn-shanghai-a

The zone of the NAT bandwidth
package.

If this parameter is not
specified, the system randomly

allocates a zone.

Note:
If the NAT bandwidth package
and the backend ECS instance
are not in the same zone, the
latency of the connection
between them is unchanged;
if they are in the same
zone, the latency of the
connection between them can
be reduced.

Response parameters

Parameter

Type

Example value |Description

BandwidthP |String

bwp-s6lmotmkk |The ID of the NAT bandwidth

ackageld package.
RequestId |String 54ED4074-3F89 | The ID of the request.
-4F11-B166-
837DD3E20FE3
Examples

Request example

https :// vpc .

ge
& Bandwidth = 5

& IpCount

= 2

& NatGateway 1Id =
= cn - hangzhou

& RegionId
&< CommonPara

Response example

aliyuncs . com /? Action =

ngw - 7mwb327j1

meters >

CreateBand widthPacka




- XML format

< CreateBand widthPacka

geResponse >

< RequestId > 2315DEB7 - 5E92 - 423A - 91F7 - 4C1lEC9AD97 C3 </
RequestId >

< BandwidthP ackageld > bwp - s6lmotmkk </ BandwidthP ackageld >
</ CreateBand widthPacka geResponse >

- JSON format

" BandwidthP ackageId ":" bwp - s6lmotmkk ",
" RequestId ":" 54ED4074 - 3F89 - 4F11 - B166 - 837DD3E20F E3 "
}
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. |The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

400 MissingPar Miss mandatory The required parameters
ameter parameter. are missing.

404 InvalidZoneld. |Specified value of Zoneld |The specified zone does
NotFound is not exists. not exist.

404 InvalidZoneld. |Can not find Zoneld for The specified zone of the
NotFound allocated ip. IP address is incorrect.

400 QuotaExceeded |The specified ipCount The quota of IP addresses
.BandwidthP exceeded quota. has been reached. To
ackagelps increase the quota, open a

ticket.

400 QuotaExceeded |BandwidthPackage count |The quota of shared
.BandwidthP limit on one NatGateway |bandwidth packages has
ackageCoun exceeded. been reached. You can
tOnNatGateway create up to four shared

bandwidth packages for a
NAT Gateway.

400 InvalidPar The specified Name is not | The name is invalid.
ameter.Name. valid.
Malformed




HTTP Error code Error message Description
status
code
400 InvalidPar The specified Description |The description is invalid.
ameter. is not valid.
Description.
Malformed
400 InvalidPar The specified ISP of The ISP of the shared
ameter. BandwidthPackage is not |bandwidth package is
BandwidthP valid. invalid.
ackage.n.ISP.
ValueNotSupport
400 ZONE_NO_AV The Zone have no There are no available IP
AILABLE_IP available ip. addresses in this zone.
404 NATGW_NOT_ The NatGateway not exist. | The specified NAT
EXIST Gateway does not exist.

See common error codes

14.5 DescribeBandwidthPackages

Queries one or more NAT bandwidth packages in a region.

Note:
This API can be called only if you purchased a NAT bandwidth package before
January 26, 2018. If your account does not have a NAT bandwidth package purchased

before January 26, 2018, you need to associate an EIP.
For more information, see AssociateEipAddress .
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes Desc‘ribeBa The name of this action. Value:
ndwidthPac
kages DescribeBa ndwidthPac
kages
RegionId String | Yes cn-hangzhou |4 . region to which the NAT
Gateway belongs.
To query the region ID, call
DescribeRegions.
BandwidthP | String | No bwp- The ID of the NAT bandwidth
ackageld bplxeal0o8
gxw8lkw2xal package.
NatGateway |String |No ngw- The ID of the NAT Gateway.
Id bpluewal5k
4iy5770ya89
PageNumber | Integer | No 10 The number of pages to return.
Default value: 1 .
PageSize Integer | No 10 The number of rows per page.
Maximum value: 50 . Default
value: 10 .
Response parameters
Parameter Type Example value |Description
BandwidthP |N/A N/A A list of NAT bandwidth packages.
ackages
|_ . .
Bandwidth | String 5 The bandwidth value in Mbps. Valid
values: 5 to 5000.
L i g
i String bwp-xx00123 The ID of the NAT bandwidth
BandwidthP y
ackageld package.




Parameter Type Example value |Description
“BusinessSt | String Normal The status of the bandwidth
atus
package.
Valid values: Normal | FinancialL
ocked | SecurityLocked.
“CreationTi |String 2017-06-08T12:20 | 1he time at which the bandwidth
me 5
package was created.
Standard: ISO861. Format: UTC,
YYYY-MM-DDThh:mmZ
L " .
Descriptio |String test123 The description of the bandwidth
n
package.
l_ .
ISP String BGP Valid value: BGP.
l_ . .
InstanceCh | String PostPaid The billing method of the instance.
argeType
gelyp Currently, only the Pay-As-You-Go
billing method is supported.
Valid value: PostPaid
“InternetCh | String PayByBandwidth | 1 1pgernet billing method. Valid
argeType
values:
- PayByTraffic: Billing based on
traffic
l_ .
IpCount String 1 The number of public IP addresses
in the NAT bandwidth package.
Value range: 1 to 50.
l_ .
Name String XXXXXXX The name of the NAT Gateway.
l_ .
String ngw-xx00123 The ID of the NAT Gateway.
NatGateway

Id




Examples

Parameter | Type Example value  |Description
i .
PublicIpAd | N/A N/A The IP addresses in the bandwidth
dresses Kk
package.
“Allocation |String eip-2zeerraiwb | pp . a11ocation ID
d 7uj6i0d0fo3
L
Boolean true Indicates whether AP access is
ApAccessEn bled
abled enanee
“IpAddress | String 116.62.222.28  |1po 1p address
~UsingStatu | String Available The usage status
S
“Regionld |String cn-hangzhou The region ID
L. i i
Status String Available The status of the bandwidth
package.
~Zoneld String cn-shanghai-a | .rpa one of the NAT bandwidth
package.
TotalCount | Integer 10 The number of queried entries.
PageNumber |Integer 10 The current page number.
PageSize Integer 10 The number of entries per page.
Requestld | String 4EC47282-1B74 | rha [D of the request
-4534-BDOE-
403F3EE64CAF"
Request example
https :// vpc . aliyuncs . com /? Action = DescribeBa ndwidthPac

kages
& RegionId =

&< CommonPara

cn - hangzhou

Response example

meters >




- XML format

< DescribeBa ndwidthPac kagesRespo nse >
< PageNumber > 1 </ PageNumber >
< TotalCount > 1 </ TotalCount >
< BandwidthP ackages >
< BandwidthP ackage >
< Descriptio n />
< IpCount > 2 </ IpCount >
< ISP > BGP </ ISP >
< Zoneld > cn - hangzhou - b </ Zoneld >
< InternetCh argeType > PayByTraff -1dc </ InternetCh
argeType >
< NatGateway Id > ngw - bpluewal5k 4iy5770ya8 9 </
NatGateway Id >
< Name />
< CreationTi me > 2018 - 03 - 06TO7 : 33 : 51Z </ CreationTi
me >
< Status > Available </ Status >
< BandwidthP ackageld > bwp - bplxeal®o8 gxw8lkw2xa 1 </
BandwidthP ackageld >
< BusinessSt atus > Normal </ BusinessSt atus >
< RegionId > cn - hangzhou </ RegionId >
< InstanceCh argeType > PostPaid </ InstanceCh argeType >
< PublicIpAd dresses >
< PublicIpAd dresse >
< IpAddress > 118 . 31 . xx . xx </ IpAddress >
< Allocation Id > nateip - bpljbluijv m908z30ejq p </
Allocation Id >
< UsingStatu s > Idle </ UsingStatu s >
</ PublicIpAd dresse >
< PublicIpAd dresse >
< IpAddress > 118 . 31 . xx . xx </ IpAddress >
< Allocation Id > nateip - bpldt4hpe8 847yj4ohld w </
Allocation Id >
< UsingStatu s > UsedBySnat Table </ UsingStatu s >
</ PublicIpAd dresse >
</ PublicIpAd dresses >
< Bandwidth > 5 </ Bandwidth >
</ BandwidthP ackage >
</ BandwidthP ackages >
< PageSize > 10 </ PageSize >
</ DescribeBa ndwidthPac kagesRespo nse >

- JSON format

{
" PageNumber ": 1 ,
" TotalCount ": 1 ,
" BandwidthP ackages ":{
" BandwidthP ackage ":[

{
" Descriptio n ":"",
" IpCount ":" 2 ",
n ISP ll:ll BGP ll’
" Zoneld ":" cn - hangzhou - b ",
" InternetCh argeType ":" PayByTraff ic ",
" NatGateway Id ":" ngw - bpluewal5k 4iy5770ya8 9 ",
n Name n 0 nn 5
" CreationTi me ":" 2018 - 03 - 06TO7 : 33 : 51Z ",

" Status ":" Available ",



" BandwidthP ackageId ":" bwp - bplxeal®o8 gxw8lkw2xa 1 ",
" BusinessSt atus ":" Normal ",
" RegionId ":" cn - hangzhou ",
" InstanceCh argeType ":" PostPaid ",
" PublicIpAd dresses ":{
" PublicIpAd dresse ":[
{
" IpAddress ":" 118 . 31 . xx . xx ",
" Allocation Id ":" nateip - bpljbluijv m908z30ejq p ",
" UsingStatu s ":" Idle "
I
{
" IpAddress ":" 118 . 31 . xx . xx ",
" Allocation Id ":" nateip - bpldt4hpe8 847yj4ohl® w ",
" UsingStatu s ":" UsedBySnat Table "
}
}]
" Bandwidth ":" 5
}
]
}, .
" PageSize ": 10 ,
" RequestId ":" 8909013D - 4A64 - 41A6 - 93E6 - E3FDOS8A3EA FE "
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.
records.

See common error codes

14.6 ModifyBandwidthPackageSpec
Modifies the bandwidth of a NAT bandwidth package.

Note:
This API can be called only if you purchased a NAT bandwidth package before
January 26, 2018. If your account does not have a NAT bandwidth package purchased

before January 26, 2018, you need to associate an EIP.

AssociateFipAddress .
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Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModifyBand |ty name of this action. Value:
widthPacka
geSpec ModifyBand widthPacka
geSpec

BandWidth | Integer | Yes > The bandwidth of the NAT
bandwidth package. Value
range: 5 to 1000.

BandwidthP |String | Yes bwp- The ID of the NAT bandwidth

ackageld s6lmotmkk
package.

RegionId String | Yes cn-hangzhou |4 e region to which the NAT
bandwidth package belongs.
To query the region ID, call
DescribeRegions.

Response parameters
Parameter Type Example value |Description
RequestId |String 079874CD-AEC1 |The ID of the request.
-43E6-AC03-
ADD96B6E4907
Examples

Request example

https :// vpc .
geSpec
& Bandwidth = 5
& BandwidthP ackageId = bwp - s6lmotmkkx
& RegionId = cn - hangzhou

aliyuncs .

com /? Action =

ModifyBand widthPacka

XXXXXXX
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&< CommonPara

meters >

Response example

- XML format

< ModifyBand widthPacka

geSpecResp onse >

< RequestId > 2315DEB7 - 5E92 - 423A - 91F7 - 4ClEC9AD97 (C3 </
RequestId >

</ ModifyBand widthPacka geSpecResp onse >
- JSON format
" RequestId ":" 54ED4074 - 3F89 - 4F11 - B166 - 837DD3E20F E3 "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 InvalidBan The specified value of The specified peak
dwidth. Bandwidth not supported. | bandwidth is not
ValueNotSu supported.
pported

404 BandwidthP The specified BandwidthP | The specified bandwidth
ackage. ackage has been Financail | package is locked due
FinancialLocked | Lock. to insufficient account

balance.

See common error codes

14.7 ModifyBandwidthPackageAttribute

Modifies the name and description of a NAT bandwidth package.

Note:

This API can be called only if you purchased a NAT bandwidth package before

January 26, 2018. If your account does not have a NAT bandwidth package purchased
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before January 26, 2018, you need to associate an EIP. For more information, see

AssociateEipAddress.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes Mf)dlfyBand The name of the action. Value:
widthPacka
geAttribute ModifyBand widthPacka
geAttribut e

BandwidthP | String | Yes bwp- The ID of the NAT bandwidth

ackagelId s6lmotmkk
package.

RegionId String | Yes cn-hangzhou |4 o 1p of the region to which
the NAT bandwidth package
belongs.

To query the region ID, call
DescribeRegions.
Descriptio |String |No XXXXXXXX The description of the NAT

n

bandwidth package.

The description must be 2
to 256 characters in length.
It must start with a letter. It

cannot start with http ://or

https ://.
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Parameter Type Required| Example value | Description
?

Name String [No NAT
bandwidth
package

The name of the NAT
bandwidth package.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It

cannot start with http ://or

https ://.
Response parameters
Parameter Type Example value | Description
RequestId |String DFDDD35D-3F29 | The ID of the request.
-4E15-AA28-
53F5341F9599

Examples

Request example

https :// vpc . aliyuncs . com /? Action = ModifyBand widthPacka
geAttribut e

& BandwidthP ackageId = bwp - s6lmotmkkx XxXXxXxX

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example
- XML format

< ModifyBand widthPacka geAttribut eResponse >

< RequestId > 2315DEB7 - 5E92 - 423A - 91F7 - 4C1lEC9AD97 C3 </
RequestId >
</ ModifyBand widthPacka geAttribut eResponse >

- JSON format

{



" RequestId ":" 54ED4074 - 3F89 - 4F11 - B166 - 837DD3E20F E3 "
+
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.
records.
404 InvalidBan The specified bandwidthP |The specified shared
dwidthPackageld | ackageld does not exist in | bandwidth package does
.NotFound our records. not exist.
400 InvalidPar The specified Name is not |The specified name is
ameter.Name. valid. invalid.
Malformed
400 InvalidPar The specified Description |The specified description
ameter. is not valid. is invalid.
Description.
Malformed

See common errors

14.8 DescribeNatGateways

Queries one or more NAT Gateways in a region.

Request parameters

DescribeNa

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeNa The name of the action. Valid
tGateways

value:

tGateways
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Parameter Type Required| Example value | Description
?
RegionId String | Yes cn-hangzhou |11 of the region to which
the NAT Gateway belongs.
To query the region ID, call
DescribeRegions.
Name String | No The name The name of the NAT Gateway.
of the NAT
Gateway
NatGateway |String |No ngw- The ID of the NAT Gateway.
Id bpluewal5k
4iy5770ya89
PageNumber | Integer |No 10 The number of pages to return.
Default value: 1 .
PagesSize Integer | No 1 The number of entries per
page. Maximum value: 50 .
Default value: 10 .
Vpeld String | No vpe The ID of the VPC.
bp15zckdt3
7pq72zvw3

Response parameters

Parameter Type Example value |Description

NatGateways | N/A N/A A list of NAT Gateways.




Parameter Type Example value |Description
L
AutoPay Boolean true Indicates whether automatic
payment is enabled. Valid values:
- false: Automatic payment is
not enabled. After an order is
generated, you need to go to the
order center to complete the
payment.
- true: Automatic payment is
enabled.
)
Note:
This parameter is required when
the InstanceChargeType value is
PrePaid.
L ) .
Bandwidthp N/A bwp-s6lmotmkk The IDs of the bandwidth packages
andwidt
ackagelds attached to the NAT Gateway.
|_ . .
BusinessSt | String Normal The status of the NAT Gateway:
atus
- Normal: Normal
- FinancialLocked: Locked due to
insufficient account balance
- SecurityLocked: Locked due to
security reasons
“CreationTi |String 2017-06-08T12:20 | e time at which the NAT Gat eway
me 5
was created. Standard: ISO8601.
Format: YYYY-MM-DDThh:mmZ
L " .
Descriptio | String NAT The description of the NAT Gateway
n
L : .
) ) String 2017-08-26T16: | 1he time at which the NAT Gateway
ExpiredTime 00Z st .
is to expire.
L ] .
N/A ftb-uf6gj3mhsg |ty 1pg of port forwarding tables.
ForwardTab 94qsqstfqsx

leIds




Parameter Type Example value |Description
B . .
InstanceCh | String PostPaid The billing method of the instance
argeType
gelyp . Currently, only the Pay-As-You-Go
billing method is supported. Valid
value:
PostPaid: Pay-As-You-Go
Lt
IpLists The EIPs attached to the NAT
Gateway.
“IpAddress |String 116.62.222.28 The IP address of the EIP.
“Name String The name of the | 76 name of the NAT Gateway.
instance
- String ngw—bl?1047e2d4 The ID of the NAT Gateway.
NatGateway z7kf2kiy25t
Id
LReoij i -
Regionld | String cn-hangzhou NThe ID of the region to which the
NAT Gateway belongs.
L
SnatTablel stb-uf6dalcdu0 | p 1p of the SNAT table of the NAT
ds krz423pv8mq Gat
ateway.
3 .
Spec String Small The specification of the NAT
Gateway.
L . e -
Status String Initiating The status of the NAT Gateway.
Valid values:
- Initiating: initiating
- Available: available
- Pending: being configured
7pq72zvw3
TotalCount | Integer 10 The number of queried entries.
PageNumber |Integer 10

The current page number.




Parameter Type Example value |Description
PageSize Integer 10 The number of entries per page.
RequestId String 4EC47282-1B74 The ID of the request
-4534-BDOE-
403F3EE64CAF
Examples
Request example

https :// vpc . aliyuncs . com /? Action = DescribeNa tGateways
& RegionId = cn - hangzhou
&< CommonPara meters >

Response example
- XML format

< DescribeNa tGatewaysR esponse >
< PageNumber > 1 </ PageNumber >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
< RequestId > 1207C80C - 7CAB - 4874 - A9AQ@ - D19EC9F354 90 </
RequestId >
< NatGateway s >
< NatGateway >
< Descriptio n />
< Spec > Small </ Spec >
< IpLists >
< IpList >
< IpAddress > 118 . 31 . 65 . 181 </ IpAddress >
< Allocation Id > eip - bplxygsipm h3nledxywx f </
Allocation Id >
< UsingStatu s > UsedBySnat Table </ UsingStatu s >
</ IpList >
< IpList >
< IpAddress > 47 . 97 . 187 . 34 </ IpAddress >
< Allocation Id > eip - bpl9eue77u 20cffjcud4e a </
Allocation Id >
< UsingStatu s > UsedByForw ardTable </ UsingStatu s >
</ IpList >
</ IpLists >
< ForwardTab TlelIds >
< ForwardTab 1leId > ftb - bpl509aylj 19vfvgtnzo y </
ForwardTab TleId >
</ ForwardTab Tlelds >
< VpcId > vpc - bpl5k6sx6f hdz2jwddaz 0O </ Vpcld >
< NatGateway Id > ngw - bpl047e2d4 z7kf2kiy25 t </
NatGateway Id >
< CreationTi me > 2018 - 01 - 10TO9 : 48 : 29Z </ CreationTi
me >
BandwidthP ackagelds />
Name />
Status > Available </ Status >
BusinessSt atus > Normal </ BusinessSt atus >

NN NN



< RegionId > cn - hangzhou </ RegionId >
< SnatTablel ds >
< SnatTablel d > stb - bpltyr0@o48 w6wymurdgv n </
SnatTableI d >
</ SnatTableI ds >
< InstanceCh argeType > PostPaid </ InstanceCh argeType
</ NatGateway >
</ NatGateway s >
</ DescribeNa tGatewaysR esponse >

- JSON format

{
" PageNumber ": 1 ,
" TotalCount ": 1 ,
" PageSize ": 10 ,
" RequestId ":" 1207C80C - 7CAB - 4874 - A9AQ@ - D19EC9F354 90
" NatGateway s ":{
" NatGateway ":[

{
" Descriptio n ":"'",
" Spec ":" Small ",
" IplLists ":{
" IpList ":[
{
" IpAddress ":" 118 . 31 . 65 . 181 ",
" Allocation Id ":" eip - bplxyg5ipm h3nledxywx f ",
" UsingStatu s ":" UsedBySnat Table "
I
{
" IpAddress ":" 47 . 97 . 187 . 34 ",
" Allocation Id ":" eip - bpl9eue77u 20cffjcu4e a ",
" UsingStatu s ":" UsedByForw ardTable "
}
]
s
" ForwardTab TlelIds ":{
" ForwardTab 1leId ":[
" ftb - bpl509aylj 19vfvgtnzo y "
}]
)
" VpcId ":" vpc - bpl5késx6f hdz2jw4daz © ",
" NatGateway Id ":" ngw - bple47e2d4 =zrkf2kiy25 t ",
" CreationTi me ":" 2018 - 01 - 10TO9 : 48 : 297 ",
" BandwidthP ackageIds ":{
" BandwidthP ackageld ":[]
I
n Name n : nmn ,
" Status ":" Available ",
" BusinessSt atus ":" Normal ",
" RegionId ":" cn - hangzhou ",
" SnatTablel ds ":{
" SnatTablel d ":[
" stb - bpltyr0o48 w6éwymurdgv n "
}]
b
" InstanceCh argeType ":" PostPaid "
}

]
}

>



}

Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.
records.

See common error codes

14.9 AddBandwidthPackagelps
Adds public IP addresses to a NAT bandwidth package.

Note:
This API can be called only if you purchased a NAT bandwidth package before
January 26, 2018. If your account does not have a NAT bandwidth package purchased

before January 26, 2018, you need to associate an EIP.
For more information, see AssociateEipAddress .
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes AddBandwid The name of this action. Value:
thPackagelps

AddBandwid thPackageI
ps

BandwidthP | String | Yes | bwp- The ID of the NAT bandwidth

ackageld s6lmotmkk

package.
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Parameter Type Required| Example value | Description
?

IpCount String | Yes 2 The number of public
IP addresses in the NAT
bandwidth package. Value
range: 1 to 50.

RegionId String | Yes cn-hangzhou The region to which the NAT
bandwidth package belongs.
To query the region ID, call
DescribeRegions.

ClientToke |String |No 02fb3da4-130e | s  lient token used to

n -11e9-8e44- he i ¢

0016e04115h | uarantee the idempotence o
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Response parameters
Parameter Type Example value |Description
RequestId |String ECOB5C51-7F40 | The ID of the request.
-44D6-A642-
1DE764B547EC
Examples

Request example

https :// vpc .

pPs

& BandwidthP
& IpCount =

& RegionId

&< CommonPara

ackageId
2

aliyuncs .

bwp - s6lmotmkk

cn - hangzhou

Response example

meters >

com /? Action =

AddBandwid thPackageI




- XML format

< AddBandwid thPackagel

psResponse >

< RequestId > 2315DEB7 - 5E92 - 423A - 91F7 - 4C1lEC9AD97 C3 </

RequestId >

</ AddBandwid thPackageI

Error codes

psResponse >

- JSON format
" RequestId ":" 2315DEB7 - 5E92 - 423A - 91F7 - 4ClEC9AD97 C3 "

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

400 InvalidlpCount |The specified value of The IpCount value is
.ValueNotSu IpCount not supported. invalid.
pported

400 QuotaExceeded |The specified ipCount The quota of IP addresses
.BandwidthP exceeded quota. has been reached. To
ackagelps increase the quota, open a

ticket.

404 BandwidthP The specified BandwidthP | The bandwidth package is
ackage. ackage has been Financail | locked due to insufficient
FinancialLocked | Lock. account balance.

See common error codes

14.10 RemoveBandwidthPackagelps

Removes public IP addresses from a NAT bandwidth package.

Before you call RemoveBandwidthPackagelps to delete public IP addresses, note the

following:

- You cannot delete all public IP addresses in the NAT bandwidth package.

- You cannot delete an IP address that is not included in the target NAT bandwidth

package.
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- You cannot delete an IP address occupied by a DNAT entry or SNAT entry.

Note:
This API can be called only if you purchased a NAT bandwidth package before
January 26, 2018. If your account does not have a NAT bandwidth package purchased

before January 26, 2018, you need to associate an EIP.
For more information, see AssociateEipAddress .
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes RemoveBand The name of the action. Value:
widthPacka
gelps RemoveBand widthPacka
gelps

BandwidthP |String | Yes bwp- The ID of the NAT bandwidth

ackageld s6lmotmkk
package.

RegionId String | Yes cn-hangzhou The ID of the region to which
the NAT bandwidth package
belongs.

To query the region ID, call
DescribeRegions.

RemOVGdeA String Yes 116.62.222.28 The ID Ofthe public IP address

ddresses .
to be deleted. Value range of n:

n
1 to 20.
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Parameter Type Required| Example value | Description
?

ClientToke |String |No SHAww11234
n 4jhsw233

A client token used to

requests.

This parameter value is
generated by the client and
must be unique. It cannot

exceed 64 ASCII characters.

guarantee the idempotence of

Response parameters

Parameter Type Example value |Description
RequestId |String 7D275A59-1EBO | The ID of the request.
-4775-8A20-
2A47055EACSC
Examples

Request example

https :// vpc . aliyuncs . com /? Action = RemoveBand widthPacka
gelps

& BandwidthP ackageId = bwp - s6lmotmkk

& RegionId = cn - hangzhou

& RemovedIpA ddresses . 1 = 116 . 62 . 222 . 28

&< CommonPara meters >

Response example
- XML format

< RemoveBand widthPacka geIpsRespo nse >

< RequestId > 7D275A59 - 1EBO - 4775 - 8A20 - 2A47055EAC 5C </
RequestId >
</ RemoveBand widthPacka geIpsRespo nse >

- JSON format

" RequestId ":" 7D275A59 - 1EBO® - 4775 - 8A20 - 2A47055EAC 5C "



}

Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 invalidRem Some of the specified Some IP addresses in the
ovedIpAddresses | value of RemovedIpA IP address list are not in
.NotFound ddress not found in the shared bandwidth

specified BandwidthP package. Check these IP
ackage. addresses.

400 InvalidlpCount |Can not remove all ips of | You cannot remove all
.ValueNotSu the bandwidthPackage. IP addresses in the
pported bandwidth package.

400 InvalidRem Some of remove ip isnot | Some specified IP
ovedIpAddresses | natPubliclp. addresses are not public
.NotFound IP addresses of the NAT

Gateway and cannot be
removed.

400 Dependency The ip has been used by The IP address is being
Violation. ForwardEntry. used by a forwarding rule
ForwardEntry . Delete the rule first.

400 Dependency The ip has been used by The IP address is being
Violation. SnatEntry. used by an SNAT rule.
SnatEntry Delete the rule first.

404 BandwidthP The specified BandwidthP | The bandwidth package is
ackage. ackage has been Financail | locked due to insufficient
FinancialLocked | Lock. balance.

See common error codes

14.11 DeleteBandwidthPackage

Deletes a NAT bandwidth package.

Note:
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This API can be called only if you purchased a NAT bandwidth package before
January 26, 2018. If your account does not have a NAT bandwidth package purchased
before January 26, 2018, you need to associate an EIP. For more information, see

AssociateFEipAddress.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes De.zleteBand The name of this action. Value:
widthPackage

DeleteBand widthPacka
ge

BandwidthP \String |Yes |bwp- The ID of the NAT bandwidth

ackageld bplarsrmca

9kp7inuc3al package.

RegionId String | Yes cn-hangzhou |44 region to which the NAT

Gateway belongs.

To query the region ID, call

DescribeRegions.

Force Boolean | No false Indicates whether to forcibly

delete the NAT bandwidth

package.
Response parameters
Parameter Type Example value | Description
RequestId |String 7D275A59-1EBO | The ID of the request.

-4775-8A20-
2A47055EACSC
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Examples
Request example

https :// vpc . aliyuncs . com /? Action = DeleteBand widthPacka

ge
& BandwidthP ackageId = bwp - bplarsrmca 9KpxXXXXXXX X
& RegionId = cn - hangzhou
&< CommonPara meters >

Response example

- XML format

< DeleteBand widthPacka geResponse >

< RequestId > OED8D0OO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >
</ DeleteBand widthPacka geResponse >

- JSON format
" RequestId ":" OED8D0OO6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

400 Dependency The specified BandwidthP | The specified shared
Violation. ackageld has dependent |bandwidth package is
ForwardEntry resource. associated with an SNAT

/DNAT entry. Delete the
SNAT/DNAT entry first.

400 Dependency The specified BandwidthP | The specified shared
Violation. ackageld has dependent | bandwidth package is
SnatEntry resource. associated with an SNAT

/DNAT entry. Delete the
SNAT/DNAT entry first.

See common error codes
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14.12 DeleteNatGateway
Deletes a NAT Gateway.

Note:

If the NAT Gateway is associated with a shared bandwidth package, you must delete

the shared bandwidth package first.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Resp

-4534-BDOE-
403F3EE64CAF

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteNatG The name of this action. Value:
ateway
DeleteNatG ateway
NatGateway |String | Yes ngw- The ID of the NAT Gateway.
1d bpluewal5k
4iy5770ya89
RegionId String | Yes cn-hangzhou The region to which the NAT
Gateway belongs.
To query the region ID, call
DescribeRegions.
Force Boolean | No false Indicates whether to forcibly
delete the NAT Gateway.
onse parameters
Parameter Type Example value |Description
RequestId |String 4EC47282-1B74 | The ID of the request.
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Examples

Request example

https :// vpc .
& NatGateway 1Id =

aliyuncs .
ngw - bpluewal5k 4iy5770ya8 9

com /? Action =

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example
- XML format

< DeleteNatG

atewayResp

onse >

DeleteNatG

ateway

< RequestId > OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO </

RequestId >

Error codes

</ DeleteNatG atewayResp onse >
- JSON format
" RequestId ":" OED8D0OO6 - F706 - 4D23 - 88ED - E11ED28DCA CO "

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 InvalidNat The specified NatGateway |The specified NatGateway
Gatewayld. Id does not exist in our Id does not exist.
NotFound records.

400 Dependency There are BandwidthP The NAT Gateway is
Violation. ackages on specified associated with one or
BandwidthP NatGateway not deleted. | more shared bandwidth
ackages packages. Delete all

shared bandwidth
packages first.

See common error codes
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14.13 CreateForwardEntry
Adds a DNAT entry to a DNAT table.

Each DNAT entry consists of five parts: Externallp, ExternalPort, Protocol, Internallp,

InternalPort. After a DNAT entry is added, the NAT gateway forwards the data of the

specified protocol received by [Externallp:ExternalPort] to [Internallp:InternalPort],

and returns a response.

Note the following before you call this action:

- Each combination of Externallp, ExternalPort, and Protocol of all DNAT entries

must be unique (that is, a message cannot be forwarded to multiple targets).

- Each combination of Protocol, Internallp, and InternalPort of all DNAT entries

must be unique.

- If any DNAT entry in the DNAT table is in the Pending or Modifying state, a new
DNAT entry cannot be added.

- Externallp must meet the following requirements:

If your account has a NAT bandwidth package purchased before January 26,
2018, Externallp must be a public IP address in the NAT bandwidth package of
the NAT Gateway.

If your account does not have a NAT bandwidth package purchased before
January 26, 2018, ExternalIP must be an EIP associated to the NAT Gateway.

A public IP address cannot be used in both SNAT and DNAT entries at the same

time.

- Internallp must meet the following requirements:

The Internallp must belong to the CIDR block of the VPC to which the NAT
Gateway belongs.

The DNAT entry takes effect only when the InternallP is used by an ECS instance
that is not associated with an EIP. If the InternallIP is used by non-ECS resources
such as HaVip, SLB, or RDS, the DNAT entry does not take effect and the Internet
traffic cannot be forwarded to the IP address.

A public IP address cannot be used in both SNAT and DNAT entries at the same

time.

- A maximum of 100 DNAT entries can be added to a DNAT table.



Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreateForw | 1h6 name of this action. Value:
ardEntry
CreateForw ardEntry
ExternalIp [String |[Yes 116.xx.xx.28 The public IP address.
ExternalPo |String |Yes 8080 The public port number. Value
rt range: 1 to 65535.
leld bplmbjubq3
4hlcgpasu3a
InternalIp |String |Yes 192.168.xx.xx The target private IP address.
InternalPo |String |Yes 80 The target private port number
rt . Valid value: 1 to 65535.
IpProtocol |String |Yes TCP The protocol type. Valid values:
TCP : forward TCP packets.
UDP : forward UDP packets.
Any : forward all packets.
RegionId String | Yes cn-hangzhou

The region to which the NAT

Gateway belongs.

To query the region ID, call

DescribeRegions.
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Parameter Type Required| Example value | Description
?
ForwardEnt String [No ForwardEntry |yp. o0 6 of the DNAT entry to
ryName -1
be created. The name must be 2
to 128 characters in length and
start with a Chinese character
or a letter. The name cannot
start with http ://or https
2/
Response parameters
Parameter Type Example value |Description
ForwardEnt |String fwd-119smw5tkx | The ID of the DNAT entry.
ryId XXXXXXX
RequestId |String A4AEE536-A97A | The ID of the request.
-40EB-9EBE-
53A6948A6928
Examples
Request example
https :// vpc . aliyuncs . com /? Action = CreateForw ardEntry
& Externallp = 116 . xx . xx . 28
& ExternalPo rt = 8080
& ForwardTab 1leId = ftb - bplmbjubg3 4hlxxxxxxx X
& InternallIp = 192 . 168 . XX . XX
& InternalPo rt = 80
& IpProtocol = TCP
& RegionlId cn - hangzhou
&< CommonPara meters >
Response example
- XML format
< CreateForw ardEntryRe sponse >

< ForwardEnt

>

ryId > fwd - 119smw5tkx

XXXxxXxX </ ForwardEnt ryId

< RequestId > 2315DEB7 - 5E92 - 423A - 91F7 - 4ClEC9AD97 (3 </
RequestId >




</ CreateForw ardEntryRe sponse >
- JSON format
{
" ForwardEnt ryId ":" fwd - 119smw5tkx xxxxxxx ",
" RequestId ":" 2315DEB7 - 5E92 - 423A - 91F7 - 4ClEC9AD97 C3 "
}
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

400 InvalidExt The specified Externallp is | The specified Externallp is
ernallp. not a valid IP address. invalid.
Malformed

400 InvalidInternallp | The specified Internallp is | The specified Internallp is
Malformed not a valid IP address. invalid.

400 InvalidExt The specified ExternalPort | The specified ExternalPort
ernalPort. is not a valid port. is invalid.

Malformed

400 InvalidInt The specified InternalPort | The specified InternalPort
ernalPort. is not a valid port. is invalid.
Malformed

400 Forbidden. The specified Internal Ip | The specified Internallp is
Destnation is Out of VPC CIDR. not in the CIDR block of
IpOutOf VpcCIDR the VPC.

400 InvalidProtocal |The specified IpProtocol |The specified protocol
.ValueNotSu does not support. type is not supported.
pported

400 IncorretFo Some Forward entry You cannot perform this
rwardEntry status blocked this operation because one or
Status operation.. more DNAT entries are in

the Pending or Modifying
status.

404 InvalidFor Specified forward table The specified DNAT table
wardTableld. does not exist. does not exist.

NotFound




HTTP Error code Error message Description
status
code
404 InvalidExt Specified External Ip The specified ExternallP
ernallp. address does not found on | does not exist.
NotFound the VRouter
400 Forbidden. The specified Externallp is | The specified Externallp
Externallp. already used in SnatTable |is being used by an SNAT
UsedInSnatTable rule. Select a different
IP address or delete the
SNAT rule that uses this IP
address.
400 Forbindden The specified Instance An EIP is already attached
already bind eip to this ECS instance.
Detach the EIP from the
ECS instance first and
then add the forwarding
rule.
400 Forbidden The specified Internal Ip | The specified InternallP is
JInternallp is Out of VPC CIDR. not in the CIDR block of
OutOf VpcCIDR the VPC.
400 Invalid. The specified natgateway |The specified NAT
natgwNotExist  |not exist. Gateway does not exist.
400 InvalidIp. The specified Ip not The specified IP address
NotInNatgw belong to natgateway. does not belong to the
NAT Gateway.
400 MissingPar Missing mandatory The required parameters
ameter parameter are missing.
500 InternalError The request processing The request cannot
has failed due to some be processed due to
unknown error. unknown errors.
400 InvalidPar The specified Name is not | The specified name is
ameter.Name. valid. invalid. Enter a valid
Malformed name and try again.

See common error codes.
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14.14 DescribeForwardTableEntries

Queries DNAT entries in a DNAT table.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeFo The name of this action. Value:
rwardTable
Entries DescribeFo rwardTable
Entries
leld bplmbjubq3
4hlcgpa5u3a
RegionId String | Yes cn-hangzhou The region to which the NAT
Gateway belongs.
To query the region ID, call
DescribeRegions.
Id 8vbn3bc8ro
i . Kk allocated by the system.
ygjp0gy3xk7
PageNumber | Integer | No 1 The number of pages to return.
Default value: 1 .
PageSize Integer |No 10

The number of rows per page.

Maximum value: 50 . Default

value: 10 .
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Response parameters

Parameter Type Example value |Description
ForwaFdTab A list of DNAT entries.
leEntries
“Externallp |String 139.xxx.xx.79 The public IP address
“ExternalPo |String 80 The public port
rt
- String fwd-119smw5tk | 7pe p of the DNAT entry.
ForwardEnt
ryld
L ; .
. ATab String ftb-11tc6xgmv The ID of the DNAT table to which
orwardTa
leld the DNAT entry belongs.
“Internallp |String 192.168.1.1 The private IP address
|_ .
InternalPo | String any The target private port. Value range
rt
:1t0 65535.
“IpProtocol |String tcp The protocol type
L . .

Status String Available The status of the DNAT entry.
TotalCount | Integer > The number of queried entries.
PageNumber | Integer 1 The current page number.
PageSize Integer 10 The number of entries per page.
Requestld String A6C4A8B1-7561 | The ID of the re quest

-4509-949C-
20DEB40D71E6
Examples
Request example
https :// vpc . aliyuncs . com /? Action = DescribeFo rwardTable

Entries
& ForwardTab T1leId = ftb - bplmbjubg3 4hlcgpa5u3 a
& RegionId = cn - hangzhou



&< CommonPara

Response example

- XML format

< DescribeFo

< ForwardTab 1leId > ftb - bpl509aylj 19vfvgtnzo y </
ForwardTab TleId >
< ExternalPo rt > any </ ExternalPo rt >
< InternalPo rt > any </ InternalPo rt >
< InternalIp > 192 168 XX xx </ Internallp >
</ ForwardTab 1leEntry >
</ ForwardTab 1leEntries >
</ DescribeFo rwardTable EntriesRes ponse >
- JSON format
{
" PageNumber ": 1 ,
" TotalCount ": 1 ,
" PageSize ": 10 ,
" RequestId ":" 74F2BAD8 - AF35 - 4C57 - 81F1 - 5E33BFBOF5
" ForwardTab TleEntries ":{
" ForwardTab 1leEntry ":[
{
" ForwardEnt ryId ":" fwd - bpl8jpbltl m550di3qg5p b ",
" IpProtocol ":" any ",
" Status ":" Available ",
" ExternalIp ":" 47 . 97 XX . oxx ",
" ForwardTab 1leId ":" ftb - bpl509aylj 19vfvgtnzo y ",
" ExternalPo rt ":" any ",
" InternalPo rt ":" any ",
" InternalIp ":" 192 168 XX xx "
}
]

meters >

rwardTable

EntriesRes

< PageNumber > 1 </ PageNumber >
< TotalCount > 1 </ TotalCount >

< PageSize > 10 </ PageSize >

ponse >

< RequestId > 74F2BAD8 - AF35 - 4C57 - 81F1 - 5E33BFBOF5
RequestId >
< ForwardTab 1leEntries >
< ForwardTab TleEntry >
< Status > Available </ Status >
< IpProtocol > any </ IpProtocol >

< ForwardEnt
ForwardEnt

ryId >

< ExternallIp > 47

97

XX

ryId > fwd - bpl8jpbltl

m550di3g5p b </

xx </ ExternallIp >

F2 </

F2 ",



}

Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.
records.
400 IncorretFo Some Forward entry This operation is
rwardEntry status blocked this forbidden because one
Status operation.. or more DNAT entries in
the DNAT table are in the
Pending or Modifying
state.
404 InvalidFor Specified forwardTableld |The specified DNAT table
wardTableld. does not exist does not exist.
NotFound

See common error codes

14.15 ModifyForwardEntry

Modifies a DNAT entry.

Note:

You cannot modify a DNAT entry if the DNAT entry is in the Pending or Modifying

state.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

ModifyForw

Parameter Type Required| Example value | Description
?
Action String | Yes ModifyForw The name of this action. Value:
ardEntry

ardEntry
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Parameter Type Required| Example value | Description
?
ryId 8vbn3bc8ro
ygjp0gy3xk7
leld j9gqb334h0ow
RegionId String | Yes cn-hangzhou The region to which the NAT
Gateway belongs.
To query the region ID, call
DescribeRegions.
Exter‘na'l.Ip String No 116.62.222.28 The publiC IP addreSS.
ExternalPo |String |No 80 The public port. Value range: 1
rt to 65535.
Internallp |String |No 10.34.56.78 The target private IP address.
InternalPo |String |No 80 The target private port. Value
rt range: 1 to 65535.
IpProtocol |String |No TCP The protocol type. Valid values:
TCP : forward TCP packets.
UDP : forward UDP packets.
Any :forward all packets.
Response parameters
Parameter Type Example value |Description
RequestId |String 24CC85DC-7700 |The ID of the request.
-4F09-9624-
99E988C7DD03

Examples

Request example

https :// vpc . aliyuncs .

& ForwardEnt ryId =

com /? Action =
fwd - 8vbn3bc8ro

ModifyForw ardEntry
ygipogy3xk 7




& ForwardTab leld =
& RegionId =
&< CommonPara

meters >

Response example

- XML format

< ModifyForw

ftb - 8vbx8xu2lq
cn - hangzhou

ardEntryRe

sponse >

jogb334hto w

< RequestId > 2315DEB7 - 5E92 - 423A - 91F7 - 4C1lEC9AD97 C3 </
RequestId >

</ ModifyForw ardEntryRe sponse >
- JSON format
" RequestId ":" 2315DEB7 - 5E92 - 423A - 91F7 - 4ClEC9AD97 C3 "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

400 InvalidExt The specified Externallp is | The specified public IP
ernallp. not a valid IP address. address is invalid.
Malformed

400 InvalidInternallp | The specified Internallp is | The specified Internallp is
.Malformed not a valid IP address. invalid.

400 InvalidExt The specified ExternalPort | The public port is invalid.
ernalPort. is not a valid port.

Malformed

400 InvalidInt The specified InternalPort | The private port is invalid.
ernalPort. is not a valid port.
Malformed

400 Forbidden. The specified Destination |The specified Internallp is
Destnation Ip is Out of VPC CIDR. not in the CIDR block of
IpOutOf VpcCIDR the VPC.

400 InvalidProtocal |The specified IpProtocol |The specified protocol
.ValueNotSu does not support. type is not supported.
pported




HTTP Error code Error message Description

status

code

400 IncorretFo Some Forward entry You cannot perform this

rwardEntry status blocked this operation because one

Status operation.. or more DNAT entries in
the DNAT table are in the
Pending or Modifying
state.

400 QuotaExceeded |Forward entry quota The quota for custom
exceeded in this route route entries in the route
table. table has been reached. To

increase the quota, open
a ticket.
404 InvalidFor Specified forward entry ID | The specified DNAT entry
wardEntryld. does not exist does not exist.
NotFound
404 InvalidExt Specified External Ip The specified Externallp
ernallp. address does not found on | does not exist.
NotFound the VRouter
404 InvalidFor Specified forward table The specified DNAT table
wardTableld. does not exist. does not exist.
NotFound
400 Forbidden. The specified Externallp is | This specified Externallp
Externallp. already used in SnatTable | is being used by an SNAT
UsedInSnatTable rule. Select a different
IP address or delete the
SNAT rule that uses this IP
address.

400 Forbidden The specified instance The specified instance is

.Already. already bounded already attached.
Bounded

See common error codes

14.16 DeleteForwardEntry
Deletes a DNAT entry.

Note:



https://error-center.aliyun.com/status/product/Vpc

You cannot delete a DNAT entry if the DNAT entry in the Pending or Modifying state.

Debug

By using API Explorer, you can debug APIs, automatically generate SDK example

codes, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteForw The name of this action. Value:
ardEntry
DeleteForw ardEntry
ryId 8vbn3bc8ro
ygjp0gy3xk7
leld j9qb334h0ow
RegionId String | Yes cn-hangzhou The region to which the NAT
Gateway belongs.
To query the region ID, call
DescribeRegions.
Response parameters
Parameter Type Example value | Description
RequestId |String O0ED8D006-F706 |The ID of the request.
-4D23-88ED-
E11ED28DCACO0
Examples

Request example

https :// vpc .

& ForwardEnt
& ForwardTab
& RegionId =

&< CommonPara

ryIld
leId

aliyuncs .
fwd - 8vbn3bc8ro
ftb - 8vbx8xu2lqg

cn - hangzhou

Response example

meters >

com /? Action = DeleteForw ardEntry

ygjpogy3xk 7
jogb334h0o w
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- XML format

< DeleteForw

ardEntryRe

sponse >

< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </

RequestId >

</ DeleteForw ardEntryRe sponse >
- JSON format
< DeleteForw ardEntryRe sponse >

< RequestId > OED8D0OO6 - F706 - 4D23 - 88ED

RequestId >

Error codes

- E11ED28DCA CO </

</ DeleteForw ardEntryRe sponse >

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

400 IncorretFo Some Forward entry This operation cannot be
rwardEntry status blocked this performed because one or
Status operation.. more DNAT entries are in

the Pending or Modifying
status.

404 InvalidFor Specified forward entry ID | The specified DNAT entry
wardEntryld. does not exist does not exist.
NotFound

404 InvalidFor Specified forward table The specified DNAT table
wardTableld. does not exist. does not exist.
NotFound

400 IncorretFo The Specified forwardEnt |The specified DNAT entry
rwardEntry ry is not exist does not exist.
Status

400 MissingPar Missing mandatory Required parameters are
ameter parameter missing.

See common error codes
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14.17 CreateSnatEntry
Adds an SNAT entry to an SNAT table.

Each SNAT entry consists of a SourceVSwitchld and a Snatlp. After an SNAT entry is
added, ECS instances under the specified VSwitch can access the Internet using the
public IP (Snatlp).

Before you call this action, note the following:

- The VSwitch specified in the SNAT entry must belong to the same VPC as the NAT

Gateway.
- Each VSwitch can only be added with one SNAT entry.

- An SNAT entry cannot be added if there is a HaVip instance under the specified
VSwitch.

- The public IP (SnatIp) address in the SNAT entry must meet the following

requirements:

- If your account has a NAT bandwidth package before January 26, 2018, the
SnatIp must be a public IP address in the NAT bandwidth package of the NAT

Gateway.

- If your account does not have a NAT bandwidth package before January 26, 2018
, the Snatlp must be an EIP attached to the NAT Gateway.

- A public IP address cannot be used by a DNAT entry and an SNAT entry at the

same time.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
P}

Action String | Yes CreateSnat
Entry

The name of this action. Value:

CreateSnat Entry
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Parameter

Type

Required
?

Example value

Description

RegionId

String

Yes

cn-hangzhou

The region to which the NAT

Gateway belongs.

To query the region ID, call

DescribeRegions.

SnatlIp

String

Yes

47 .XXX.XXX.98

The public IP address. Separate
multiple EIPs with commas.

SnatTablel
d

String

Yes

sth-
bp190wus8io
lvgevxxxxxx

The ID of the SNAT table.

SnatEntryN

ame

String

No

SnatEntry-1

The name of the SNAT entry to
be created. The name must be 2
to 128 characters in length and
start with a letter or a Chinese
character. The name cannot

start with http ://or https
/.

SourceCIDR

String

No

10.1.1.0/24

The CIDR block of the VSwitch.
Example value: 10.0.0.1/24.

Note:
This parameter and the
SourceVSwtichld parameter
cannot be used at the same
time. If you have specified the
SourceVSwitchld parameter,
you cannot specify the
SourceCIDR parameter.
If you have specified the
SourceCIDR parameter,
you cannot specify the
SourceVSwitchld parameter.

SourceVSwi
tchId

String

No

VSW-
bplnhx2s9u
150XXXXXXXX

The ID of the VSwitch to access

the Internet.




Response parameters

Parameter Type Example value | Description

SnatEntryI |String snat- The ID of the SNAT entry.

d kmdé6nv8fyx
XXXXXXX

RequestId |String 2315DEB7-5E92 | The ID of the request.
-423A-91F7-
4C1EC9AD97C3

Examples
Request example
https :// vpc . aliyuncs . com /? Action = CreateSnat Entry

& RegionId =
& SnatIp = 47 . XXX
& SnatTableI d =

&< CommonPara meters >

Response example
- XML format

< CreateSnat

EntryRespo

cn - hangzhou
. XXX . 98
stb - bpl96wu8io

nse >

IvgevxXxXxx X

< RequestId > 2315DEB7 - 5E92 - 423A - 91F7 - 4C1lEC9AD97 C3 </

RequestId >

< SnatEntryI d > snat - 119smw5S5tkx xxxxxxx </ SnatEntryI d >
</ CreateSnat EntryRespo nse >
- JSON format
{
" RequestId ":" 2315DEB7 - 5E92 - 423A - 91F7 - 4ClEC9AD97 C3 ",
" SnatEntryI d ":" snat - kmdénv8fyx xxxxxxx "
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.
records.




HTTP Error code Error message Description

status

code

404 InvalidSna Specified SNAT table does |The specified SNAT table
tTableld. not exist. does not exist.

NotFound

400 Forbidden. There is some HaVips One or more HAVIPs
SourceVSwitchld [under specified VSwitch |are already under the
.IncludeHaVip specified VSwitch.

400 InvalidSnatIp. The specified Snatlp is not | The specified SNAT IP
Malformed a valid IP address. address is invalid.

400 SNAT_IP_PO The Snat pool ip too many. | The quota for IP addresses
OL_COUNT_T in the SNAT IP address
OO_MANY pool has been reached.

400 Forbidden. SNAT entry in the The quota for SNAT
SnatEntryC specified SNAT table reach | entries has been reached.
ountLimited it?s limit.

400 NOT_ALLOW_ The User not in The specified intranet IP
USE_SOURCE nat_scope_unlimited address does not belong to
CIDR white list. Cannot use the CIDR block of the VPC

SourceCidr param.

404 InvalidVSwitchld | The specified virtual The specified VSwitch
.NotFound switch does not exists. does not exist.

400 INVALID_PA The parameter invalid. The parameter is invalid.
RAMETER

400 Forbidden. The specified SourceCIDR | An SNAT rule has already
SourceVSwitchld |is duplicated. been configured for this
.Duplicated VSwitch.

404 InvalidSnatlIp. Specified SnatIp does not | The specified public IP
NotFound found on the NAT Gateway |address cannot be found

in the NAT Gateway.

400 Forbidden. The specified Snatlp This public IP address
IpUsedInFo already used in forward |is being used by a DNAT
rwardTable table rule. Select a different

IP address or delete the
DNAT rule that uses this

IP address.




HTTP Error code Error message Description
status
code
400 Forbindden The specified Instance An EIP is already
already bind eip associated with this ECS
instance. Disassociate the
EIP from the ECS instance
first and then add the
forwarding rule.
400 InvalidPar The specified Name is not | The specified name is
ameter.Name. valid. invalid. Enter a valid
Malformed name and try again.

See common error codes.

14.18 DescribeSnatTableEntries

Queries one or more SNAT entries in a SNAT table.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeSn The name of this action. Value:
atTableEntries
Describefo rwardtable
entries
RegionId String | Yes cn-hangzhou |4y . region to which the NAT
Gateway belongs.
To query the region ID, call
DescribeRegions.
SnatTableI |String |Yes sth-8vbezigrho |11 1 of the SNAT table.
d p8x5u3twlhd
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Parameter Type Required| Example value | Description
?
PageNumber | Integer |No 1 The number of pages to return.
Default value: 1 .
PageSize Integer |No 10 The number of rows per page.
Maximum value: 50 . Default
value: 10 .
SnatEntryI |String |No snat- The ID of the SNAT entry.
d 8vbae8uqh7
rjpk7d2kuwt
Response parameters
Parameter Type Example value |Description
SnatTableE | N/A N/A A list of SNAT entries.
ntries
“SnatEntryl |String snat-kmd6nv8fy |11 of the SNAT entry.
d
B .
Snatlp String 116.62.222.28 The public IP address in the SNAT
entry.
“SnatTablel |String sth-gz3r30daw |16 ID of the SNAT table to which
d
the SNAT entry belongs.
L .
String 116.62.222.28/33 | e source CIDR block of the SNAT
SourceCIDR .
entry.
B .
String VSW-3XDXXXXX | The ID of the VSwitch that accesses
SourceVSwi
tchld the Internet through the SNAT
function.
B . .
Status String Pending The status of the SNAT entry.
TotalCount | Integer L The number of queried entries.
PageNumber | Integer L The current page number.




Parameter Type Example value |Description
PageSize Integer > The number of entries per page.
RequestId String 6D7E89B1-1C5B | 1he ID of the re quest
-412B-8585-
4908E222EEDS
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeSn atTableEnt
ries

& RegionId = cn - hangzhou

& SnatTableIl d = stb - 8vbczigrho p8x5u3twlh d

&< CommonPara meters >

Response example
- XML format

< DescribeSn atTableEnt riesRespon se >
< PageNumber > 1 </ PageNumber >
< PageSize > 10 </ PageSize >
< RequestId > 6D7E89B1 - 1C5B - 412B - 8585 - 4908E222EE D5 </
RequestId >
< SnatTableE ntries >
< SnatTableE ntry >
< SnatEntryI d > snat - kmdénv8fy </ SnatEntryI d >
SnatIp > 139 . xxx . xX . 40 </ SnatIp >
SnatTableI d > stb - gz3r3odaw </ SnatTableIl d >
SourceCIDR > 192 . 168 . 1 . 0 / 24 </ SourceCIDR >
SourceVSwi tchId > vsw - yrvOxxxxx </ SourceVSwi tchId >
Status > Available </ Status >
</ SnatTableE ntry >
< SnatTableE ntry >
< SnatEntryI d > snat - bs5bezbme </ SnatEntryI d >
SnatIp > 139 . xxx . xX . 40 </ SnatIp >
SnatTableI d > stb - gz3r3odaw </ SnatTableIl d >
SourceCIDR > 192 . 168 . 3 . 0 / 24 </ SourceCIDR >
SourceVSwi tchId > vsw - 3xbxxxxx </ SourceVSwi tchId >
Status > Available </ Status >
</ SnatTableE ntry >
</ SnatTableE ntries >
</ DescribeSn atTableEnt riesRespon se >

AN NANANANNAN

AN NANANANNAN

- JSON format

" SnatTableE ntries ":{
" SnatTableE ntry ":[
{
" Status ":" Available ",
" SourceCIDR ":" 192 . 168 . 1 . 0 / 24 ",
" SnatTablel d ":" stb - gz3r3odaw ",



1,

" SnatIp ":"
" SnatEntryI
" SourceVSwi

" Status ":"
" SourceCIDR
" SnatTablel
n SnatIp n.n
" SnatEntryI
" SourceVSwi

PageNumber ":

139 . xxx . xx . 40 ",
d ":" snat - kmdénv8fy ",
tchId ":" vsw - yrvOxxxxx "

Available ",

":" 192 . 168 . 3 .0 /24",
d ":" stb - gz3r3odaw ",

139 . xxx . xx . 40 ",

d ":" snat - bs5bezbme ",
tchId ":" vsw - 3xbxxxxx "

1,

PageSize ": 10 ,

" RequestId ":" 6D7E89B1 - 1C5B - 412B - 8585 - 4908E222EE D5 "
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.
records.
404 InvalidSna Specified SNAT table does |The specified SNAT table
tTableld. not exist. does not exist.
NotFound

See common error codes

14.19 ModifySnatEntry

Modifies an SNAT entry.

Note:

You cannot modify an SNAT entry that is in the Pending or Modifying state.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModifySnat The name of this action. Value:
Entry
ModifySnat Entry

RegionId String | Yes cn-hangzhou The region to which the NAT
Gateway belongs.
To query the region ID, call
DescribeRegions.

SnatEntryI |[String |Yes snat- The ID of the SNAT entry

d bplvecgcef8t

mOplqcgflo4

SnatIp String | Yes 47 XXX.XXX.98 | The public IP address. Separate
multiple IP addresses with
commas.

SnatTableI |String |Yes sth-8vbezigrho |11 . 1 of the SNAT table.

d p8x5u3twlhd

Response parameters
Parameter Type Example value | Description
RequestId |String 2315DEB7-5E92 |The ID of the request.
-423A-91F7-
4C1EC9AD97C3

Examples

Request example

https :// vpc . aliyuncs . com /? Action = ModifySnat Entry
& RegionId = cn - hangzhou
& SnatEntryI d = snat - bplvcgcf8t mOplgcgfleo 4
& SnatIp = 47 . XXX . XXX . 98
& SnatTableIl d = stb - 8vbczigrho p8x5u3twlh d
&< CommonPara meters >

Response example



- XML format

< ModifySnat

EntryRespo

nse >

< RequestId > 2315DEB7 - 5E92 - 423A - 91F7 - 4C1lEC9AD97 C3 </
RequestId >

</ ModifySnat EntryRespo nse >
- JSON format
" RequestId ":" 2315DEB7 - 5E92 - 423A - 91F7 - 4C1EC9AD97 C3 "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 InvalidSna Specified SNAT table does |The specified SNAT table
tTableld. not exist. does not exist.
NotFound

400 InvalidSnatIp. The specified Snatlp is not | The specified Snatlp is
Malformed a valid IP address. invalid.

404 InvalidSna Specified SNAT entry does | The specified SNAT entry
tEntryld. not exist. does not exist.
NotFound

400 Forbidden. The specified SourceCIDR |SNAT rules have already
SourceVSwitchld |is duplicated. been configured for this
.Duplicated VSwitch.

400 Forbidden. The specified Snatlp The specified public
IpUsedInFo already used in forward |IP address is already
rwardTable table being used by a DNAT

rule. Select a different
IP address or delete the
DNAT rule that uses this
IP address.

See common error codes
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14.20 DeleteSnatEntry
Deletes an SNAT entry.

Note:
You cannot delete an SNAT entry if the SNAT entry in the Pending or Modifying state.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteSnat The name of this action. Value:
Entry
DeleteSnat Entry
RegionId String | Yes cn-hangzhou |1 gion ID of the NAT
Gateway where the SNAT entry
is to be deleted.
To query the region ID, call
DescribeRegions.
SnatEntryI |String | Yes snat- The ID of the SNAT entry to be
d bplvecgcef8t deloted
mOplqcgflo4 eleted.
SnatTablel |String |Yes sth- | The ID of the SNAT table from
d bp190wu8io tich th i< tob
1vgev80kec7 which the SNAT entry is to be
deleted.
Response parameters
Parameter Type Example value | Description
RequestId |String 47B80B6A-759A | The ID of the request.
-479C-A565-
76D04BDA29F3
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Examples

Request example

https :// vpc .
& RegionId = cn
& SnatEntryI d
& SnatTableI d
&< CommonPara

Response example

- XML format

< DeleteSnat

aliyuncs .
hangzhou
snat - bplvcgcf8t
stb - bpl96wu8io 1lvgev80kec

meters >

EntryRespo nse >

com /? Action = DeleteSnat Entry

mOplqcgflo 4

7

< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

</ DeleteSnat

EntryRespo nse >

- JSON format
{
" RequestId ":" QED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. |The specified Regionld The specified region ID
NotFound does not exist in our does not exist.
records.
400 IncorretSn Some Snat entry status You cannot perform this
atEntryStatus blocked this operation.. operation because one or
more SNAT entries are in
the Pending or Modifying
state.
404 InvalidSna Specified Snat entry ID The specified SNAT entry
tEntryld. does not exist does not exist.
NotFound
404 InvalidSna Specified SNAT table does |The specified SNAT table
tTableld. not exist. does not exist.
NotFound




HTTP Error code Error message Description

status

code

404 InvalidSna Specified SNAT entry does | The specified SNAT entry
tEntryld. not exist. does not exist.
NotFound

View common error codes
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15 Global Acceleration

15.1 CreateGlobalAccelerationinstance

Creates a Global Acceleration instance.

Note:

This API only supports creating Pay-As-You-Go Global Acceleration instances.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreateGlob The name of this action. Value
alAccelera
tionInstance
CreateGlob alAccelera
tionInstan ce
Bandwidth Integer |Yes 10

The bandwidth in Mbps of the

instance. Valid values:

10 , 20 , 30 , 40
60 , 70 , 80 , 90
, 200 ,

300 , 400

, 600 , 700 , 800

1000

50 ,
100
500

200
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Parameter

Type

Required
?

Example value

Description

RegionId

String

Yes

cn-hangzhou

The ID of the region where the
Global Acceleration instance is

located.

To query the region ID, call

DescribeRegions.

Serviceloc

ation

String

Yes

china-
mainland

The service area of the

instance. Valid values:

china - mainland :
Mainland China

north - america :North
America

asia - pacific :Asia
Pacific

europe : Europe

For more information, see

Service areas.

BandwidthT
ype

String

No

Exclusive

The type of the Global
Acceleration instance. Valid

values:

Sharing : Creates a shared-
bandwidth instance.

Exclusive ( default
): Creates a dedicated-

bandwidth instance.

For more information, see

Instance types.




Parameter

Type

Required
?

Example value

Description

ClientToke

n

String

No

02fb3da4-130e
-11e9-8e44-
0016e04115b

A client token used to
guarantee the idempotence of

requests.

This parameter value is
generated by the client and
must be unique. It must be 1 to

64 ASCII characters in length.

Descriptio

n

String

No

My GA

The description of the Global

Acceleration instance.

The description must be 2 to
256 characters in length. It
must start with a letter, but

cannot start with http ://or

https ://.

Name

String

No

GA-1

The name of the instance.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_), or
hyphens (-). The name must
start with a letter , but cannot

start with http ://or https
://.

Response parameters

Parameter

Type

Example value

Description

GlobalAcce
lerationIn
stanceld

String

ga-t4nluhu6

The ID of the Global Acceleration

instance.




Parameter Type Example value |Description
IpAddress String 12.34.56.78 The public IP address of the Global
Acceleration instance.

RequestId String 21AAFD16-F784 | 111D of the re quest
-4BFB-XXXX-
XXXXXXXX

Examples
Request example
https :// vpc . aliyuncs . com /? Action = CreateGlob alAccelera

tionInstan ce
& Bandwidth = 10
& RegionId = cn - hangzhou
& Serviceloc ation = china - mainland
&< CommonPara meters >

Response example
XML format

< CreateGlob alAccelera tionInstan
< GlobalAcce TlerationIn
lerationIn stanceId >

< IpAddress > 12 . 34 . 56 .

78 </ IpAddress >

ceResponse >
stanceld > ga - t4nluhu6 </ GlobalAcce

< RequestId > 21AAFD16 - F784 - 4BFB - XXXX — XXXXXXXX </ RequestId

>

</ CreateGlob alAccelera tionInstan ceResponse >
JSON format
{
" GlobalAcce TlerationIn stanceId ":" ga - t4nluhu6 ",
" RequestId ":" 21AAFD16 - F784 - 4BFB - XXXX - XXXXXXXX ",
" IpAddress ":" 12 . 34 . 56 . 78 "
}
Error codes
HTTP Error code Error message Description
status
code
400 InvalidSer The specified ServiceLoc |The specified service area
viceLocation ation is not supported. is not supported.
.ValueNotSu
pported




HTTP Error code Error message Description
status
code
400 InvalidGlo The specified Name is not | The name format is
balAcceler valid. invalid.
ationInsta
nceName.
Malformed
400 InvalidGlo The specified Description |The description format is
balAcceler is not valid. invalid
ationInsta
nceDescription.
Malformed

See common error codes

Queries one or more Global Acceleration instances.

Debug

15.2 DescribeGlobalAccelerationinstances

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeGl The name of this action. Value:
obalAccele
rationInst DescribeGl obalAccele
ances rationInst ances
RegionId String | Yes cn-hangzhou

The ID of the region where the
Global Acceleration instance is

located.

To query the region ID, call

DescribeRegions.
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Parameter Type Required| Example value | Description
?
BandwidthT |[String |No Exclusive The type of the Global
ype Acceleration instance. Valid
values:
Sharing :Queries only
shared-bandwidth instances.
Exclusive ( Default
): Queries only dedicated-
bandwidth instances.
GlobalAcce String NO ga'234SIjmva The ID Of the GlObal Accelerati
lerationIn b4 on instance
stanceld )
IncludeRes | Boolean |No false Indicates whether one or more
tionD
:rva renke specifications in the purchase
a
order that have not taken
effect are included. Default
value: false.
IpAdd ress String No 12.34.56.78 The public IP addreSS Ofthe
Global Acceleration instance.
Name String | No GA-1 The name of the Global
Acceleration instance.
PageNumber | Integer |No 10 The number of pages to return.
Default value: 1 .
PageSize Integer | No 10 The number of rows per page.
Maximum value: 50 . Default
value: 10 .
ServerId String No i-sxjbl19xgc The ID of the accelerated

backend server.




Parameter

Type

Required| Example value

?

Description

Serviceloc

ation

String

No

china-
mainland

The service area of the Global
Acceleration instance. Valid

values:

china - mainland :
Mainland China

north - america :North
America

asia - pacific :Asia
Pacific

europe : Europe

Status

String

No

Available

The status of the Global
Acceleration instance. Valid

values:
Available :available
Inuse :allocated
Associatin g :being
attached

Unassociat 1ing :being

detached

Response parameters

Parameter

Type

Example value |Description

GlobalAcce
lerationIn
stances

N/A

N/A

A list of Global Acceleration

instances.

LAccelerati
onLocation

String

china-mainland

The accelerated area of the Global

Acceleration instance.




Parameter Type Example value |Description
L
Kends N/A N/A The list of backend servers
BackendSer
associated with the Global
vers
Acceleration instance.
I_ . . eee
Regionld | String cn-Beljing The ID of the region where the
backend server is located.
“Serverld String i-2zeg83zvn5 The ID of the backend server.
d4ed4y2rxx
'—ServerIpAd String 172.17.109.XXX The IP addreSS Ofthe baCkend
dress
server.
~ServerType | String EcsInstance The type of the backend server.
B . .
Bandwidth | String 10 The peak bandwidth of the Global
Acceleration instance.
,_ ] ]
. String Exclusive The bandwidth type of the Global
BandwidthT
Acceleration instance.
ype
,_ ] ]
o String PrePaid The billing method of the Global
argeType
gelyp Acceleration instance:
- PostPaid: Pay-As-You-Go
'—CreationTi String 2018-07-05T03:39 The time at WhiCh the GlObal
me :317 L.
Acceleration instance was created.
UTC time is used.
“Descriptio |String apiDescription | 1. des cription of the Global
n
Acceleration instance.
L : N .
String 2018-08-05T16: | 16 time at which the Global
ExpiredTime 00Z o . .
Acceleration instance is to expire.
“GlobalAcce | String ga-bp1x99kj7k The ID of the Global Acceleration
lerationIn 11ziw5xuwb5

stanceld

instance.




Parameter Type Example value |Description
“InternetCh |String PayByBandwidth |10 billin ¢ method of the Global
argeType
gelyp Acceleration instance.
“IpAddress |String 47.98.99.xxx The public IP address of the
exclusive-bandwidth Global
Acceleration instance.
|_ . .
Name String instanceName The name of the Global Accelerati
on instance.
B ]
PubliclpAd | N/A N/A The public IP address.
dresses
l_ . .
dAllocatlon String 12.34.56.78 The ID of the public IP address of
L
the Global Acceleration instance.
|_ .
IpAddress | String 12.34.56.78 The public IP address of the Global
Acceleration instance.
“Regionld | String cn-hangzhou The region where the Global
Acceleration instance is located.
“ServiceLoc |String china-mainland |14 service area of the Global
ation
Acceleration instance.
|_ .
Status String InUse The status of the Global Accelerati
on instance.
TotalCount | Integer 1 The number of queries entries.
PageNumber | Integer 1 The current page number.
PageSize Integer 10 The number of entries per page.
Requestld String 6B4EE38D-C75B

-4E1F-844E-
863A94430676

The ID of the request.




Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeGl obalAccele
rationInst ances

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example
XML format

< DescribeGl obalAccele rationInst ancesRespo nse >
< PageNumber > 1 </ PageNumber >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
< RequestId > 6B4EE38D - C75B - 4E1F - 844E - 863A944306 76 </
RequestId >
< GlobalAcce TlerationIn stances >
< GlobalAcce TlerationIn stance >
< ChargeType > PrePaid </ ChargeType >
< GlobalAcce TlerationIn stanceld > ga - bplx99kj7k
11ziwSxuwb 5 </ GlobalAcce TlerationIn stanceld >
< HasReserva tionData > false </ HasReserva tionData >
< Descriptio n />
< BackendSer vers >
< BackendSer ver >
< ServerId > i - 2zeg83zvn5 d4ed4y2r4c </ ServerId >
< RegionId > cn - beijing </ RegionIld >
< ServerType > EcsInstanc e </ ServerType >
< ServerIpAd dress > 172 . 17 . 109 . xxx </ ServerIpAd
dress >
</ BackendSer ver >
</ BackendSer vers >
< IpAddress > 47 . 98 . 99 . xxx </ IpAddress >
< InternetCh argeType > PayByBandw -+idth </ InternetCh
argeType >
< Name />
< BandwidthT ype > Exclusive </ BandwidthT ype >
< CreationTi me > 2018 - 07 - 05T03 : 39 : 31Z </ CreationTi
me >
Status > InUse </ Status >
ServicelLoc ation > china - mainland </ ServicelLoc ation >
RegionId > cn - hangzhou </ RegionId >
< Accelerati onLocation > china - mainland </ Accelerati
onLocation >
< OperationL ocks />
< ExpiredTim e > 2018 - 08 - 05T16 : 00Z </ ExpiredTim e >
< PublicIpAd dresses />
< Bandwidth > 10 </ Bandwidth >
</ GlobalAcce TlerationIn stance >
</ GlobalAcce TlerationIn stances >
</ DescribeGl obalAccele rationInst ancesRespo nse >

VaSANEAN

JSON format

" PageNumber ": 1 ,



" TotalCount ": 1 ,

" PageSize ": 10 ,

" RequestId ":" 6B4EE38D - C75B - 4E1F - 844E - 863A944306 76 ",
' GlobalAcce TlerationIn stances ":{

" GlobalAcce TlerationIn stance ":[

" ChargeType ":" PrePaid ",

" GlobalAcce TlerationIn stanceld ":" ga - bplx99kj7k
l1ziwSxuwb 5 ",

" HasReserva tionData ": false ,

" Descriptio n ":"",

" BackendSer vers ":{
" BackendSer ver ":[

{
" ServerId ":" i - 2zeg83zvn5 d4ed4y2r4c ",
" RegionId ":" cn - beijing ",
" ServerType ":" EcsInstanc e ",
" ServerIpAd dress ":" 172 . 17 . 109 . xxx "
}
}]
J
" IpAddress ":"™ 47 . 98 . 99 . xxx ",
" InternetCh argeType ":" PayByBandw idth ",
n Name n 0 nn s
" BandwidthT ype ":" Exclusive ",
" CreationTi me ":" 2018 - 07 - 05T03 : 39 : 31Z ",
" Status ":" InUse ",
" ServicelLoc ation ":" china - mainland ",
" RegionId ":" cn - hangzhou ",
" Accelerati onLocation ":" china - mainland ",

" OperationL ocks ":{
" LockReason ":[]

}
",ExpiredTim e ":" 2018 - 08 - 05T16 : 0Oz ",
" PublicIpAd dresses ":{
" PublicIpAd dress ":[]
+

" Bandwidth ":" 10 "
}

]
}
}

Error codes

See common error codes

15.3 ModifyGlobalAccelerationlnstanceAttributes

Modifies the name and description of a Global Acceleration instance.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModifyGlob The name of this action. Value:
alAccelera
tionInstan ModifyGlob alAccelera
ceAttributes tionInstan ceAttribut
es
GlobalAcce String Yes ga'14def3XXX The ID Of the GlObal Accelerati
lerationIn XX .
on 1nstance.
stanceld
RegionId String | Yes cn-hangzhou | qq. region where the Global
Acceleration instance is located
To query the region ID, call
DescribeRegions.
Descriptio |String |No My GA

n

The description of the Global

Acceleration instance.

The description must be 2 to
256 characters in length. It
must start with a letter, but

cannot start with http ://or

https ://.




Parameter Type Required| Example value | Description
?

Name String | No GA-1 The name of the Global

Acceleration instance.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_), or
hyphens (-). The name must
start with a letter, but cannot

start with http ://or https

/.
Response parameters
Parameter Type Example value | Description
RequestId |String BD5BCEES-F62C | The ID of the request.

-40C2-9AC3-
SOXXXXXXXXX

Example

Request example

https :// vpc . aliyuncs . com /? Action = ModifyGlob alAccelera
tionInstan ceAttribut es

& GlobalAcce TlerationIn stanceld = ga - 14fdsf3xxx xx

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example
XML format

< ModifyGlob alAccelera tionInstan ceAttribut esResponse >

< RequestId > 185E81B1 - 3916 - 4667 - B48F - C52409B33F 2B </
RequestId >
</ ModifyGlob alAccelera tionInstan ceAttribut esResponse >

JSON format

{
" RequestId ":" BD5BCEE8 - F62C - 40C2 - 9AC3 - 89XXXXXXXX X "



}

Error codes

HTTP Error code Error message Description

status

code

400 InvalidGlo The specified GlobalAcce |The specified Global
balAcceler lerationInstanceld is not | Acceleration instance
ationInstanceld. |found. does not exist.
NotFound

400 InvalidGlo The specified Name is not | The name format is
balAcceler valid. invalid.
ationInsta
nceName.
Malformed

400 InvalidGlo The specified Description |The description format is
balAcceler is not valid. invalid.
ationInsta
nceDescription.
Malformed

See common error codes

15.4 ModifyGlobalAccelerationlnstanceSpec

Modifies the bandwidth of a Global Acceleration instance.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModifyGlob | 11,6 name of this action. Value:
alAccelera
tionInstan ModifyGlob alAccelera
ceSpec tionInstan ceSpec
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Parameter Type Required| Example value | Description

?

Bandwidth Integer |Yes 10 The peak bandwidth in Mbps
of the Global Acceleration
instance. Valid values: 10,20,30
,40,50,60,70,80,90,100,200,300,
400,500,600,700,800,900,1000

GlobalAcce |String |Yes ga-32s33sxxxx The ID of the Global Accelerati
lerationIn XXXX )
on instance.
stanceld
RegionId String | Yes cn-hangzhou

The ID of the region where the
Global Acceleration instance is

located.

To query the region ID, call

DescribeRegions.

Response parameters

Parameter Type Example value |Description
RequestId |String BD5BCEES-F62C | The ID of the request.
-40C2-9AC3-
89XXXXXXXXX
Examples

Request example

https :// vpc . aliyuncs . com /? Action = ModifyGlob alAccelera
tionInstan ceSpec

& Bandwidth = 10

& GlobalAcce TlerationIn stanceld = ga - 32S33SXXXX XXXX

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example
XML format

< ModifyGlob alAccelera tionInstan ceSpecResp onse >
< RequestId > BD5BCEE8 - F62C - 40C2 - 9AC3 - 89XXXXXXXX X </
RequestId >



</ ModifyGlob alAccelera tionInstan ceSpecResp onse >
JSON format
" RequestId ":" BD5BCEE8 - F62C - 40C2 - 9AC3 - 89XXXXXXXX X "
Error codes

HTTP Error code Error message Description

status

code

400 InvalidGlo The specified GlobalAcce |The specified Global
balAcceler lerationInstanceld is not [ Acceleration instance
ationInstanceld. |found. does not exist.
NotFound

400 InvalidGlo The specified Name is not | The name format is
balAcceler valid. invalid.
ationInsta
nceName.
Malformed

400 InvalidGlo The specified Description |The description format is
balAcceler is not valid. invalid.
ationInsta
nceDescription.
Malformed

500 InternalError The request processing An error occurred while

has failed due to some the request was being
unknown error. processed.

See common error codes

15.5 DeleteGlobalAccelerationinstance

Deletes a Global Acceleration instance.

Note the following before you call this action:

- Only Pay-As-You-Go instances can be deleted.

- If you want to delete a dedicated-bandwidth instance, you must first detach the

backend server before deleting the instance.
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- If you want to delete a shared-bandwidth instance, you must first disassociate the

EIP or EIPs before deleting the instance.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Examples

& RegionId =

cn - hangzhou

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteGlob The name of this action. Value
alAccelera
tionInstance
DeleteGlob alAccelera
tionInstan ce
GlobalAcce Strlng Yes ga'anfSIZZSX The ID of the Global Accelerati
lerationIn XXXX .
on instance.
stanceld
RegionId String | Yes cn-hangzhou The ID of the region where the
Global Acceleration instance is
located.
To query the region ID, call
DescribeRegions.
Response parameters
Parameter Type Example value |Description
RequestId |String E6E63B2A-9820 | The ID of the request.
-44A8-A359-
9BB2DAEE6424
Request example
https :// vpc . aliyuncs . com /? Action = DeleteGlob alAccelera
tionInstan ce
& GlobalAcce TlerationIn stanceld = ga - asdfsl22sx xxxx



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

&< CommonPara

Response example

XML format

< DeleteGlob

meters >

alAccelera

tionInstan

ceResponse >

< RequestId > E6E63B2A - 9820 - 44A8 - A359 - 9BB2DAEE64 24 </
RequestId >

</ DeleteGlob alAccelera tionInstan ceResponse >
JSON format
{
" RequestId ":" E6E63B2A - 9820 - 44A8 - A359 - 9BB2DAEE64 24 "
Error codes

HTTP Error code Error message Description

status

code

400 IncorrectG Current GlobalAcce The specified Global
lobalAccel lerationInstance status Acceleration instance
erationIns does not support this does not support this
tanceldStatus operation. operation.

400 InvalidGlo The specified GlobalAcce |The specified Global
balAcceler lerationInstanceld is not | Acceleration instance
ationInstanceld. |found. does not exist.
NotFound

400 IncorrectStatus | This openeration would This operation is not

be allowed only when permitted because

status of this RouterInte |the associated router

rface is Idle/Inactive. interface is not in the Idle
or Inactive state.

See common error codes

15.6 AssociateGlobalAccelerationinstance

Attaches a backend server to a dedicated-bandwidth Global Acceleration instance.

Note the following before you call this action:

- Only a VPC ECS instance or a VPC SLB instance can be attached to a dedicated-

bandwidth instance.
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- A dedicated-bandwidth instance can be associated with only one backend server.

- A backend server can be attached to multiple dedicated-bandwidth instances.

- The backend server and the dedicated-bandwidth instance must belong to the

same account.

- The backend server to attach must be in the service area of the dedicated-

bandwidth instance.

- Only dedicated-bandwidth instances support attaching a backend server by using

this API.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

stanceld

Parameter Type Required| Example value | Description
?
Action String | Yes AssociateG The name of this action. Value
lobalAccel
erationIns
tance AssociateG TlobalAccel
erationIns tance
BackendSer [String |Yes i-saf23xxxxxxx The ID of the backend server.
verId
BackendSer |String |Yes cn-shanghai The region where the backend
verRegionI )
g server is located. It must
belong to the service area of
the dedicated-bandwidth
instance.
GlobalAcce |String |Yes ga-1sajj32xxX | 1ha1p of the dedicated-
lerationIn XXXX

bandwidth instance.
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Parameter Type Required| Example value | Description
?

RegionId String | Yes cn-hangzhou |11 of the region where the
dedicated-bandwidth instance
is located.

To query the region ID, call
DescribeRegions.
BackendSer [String |No EcsInstance The type of the backend server
verType
yP . Valid values:
EcsInstanc e (
default ):ECS instance
SlbInstanc e :SLB
instance
Response parameters
Parameter Type Example value | Description
RequestId |String DDF2CC38-76C7 |The ID of the request.
-4000-909D-
B2088158AEDA
Examples
Request example
https :// vpc . aliyuncs . com /? Action = AssociateG TlobalAccel

erationIns tance
& BackendSer verId = i - saf23xxxxx xx
& BackendSer verRegionI d = cn - shanghai
& GlobalAcce TlerationIn stanceld = ga - 1lsajj32xxx XXxxX
& RegionId = cn - hangzhou
&< CommonPara meters >
Response example
XML format
< AssociateG TlobalAccel erationIns tanceRespo nse >

< RequestId > DDF2CC38 - 76C7 - 4000 - 909D - B2088158AE

RequestId >

DA </




</ AssociateG TlobalAccel erationIns tanceRespo nse >
JSON format
" RequestId ":" DDF2CC38 - 76C7 - 4000 - 909D - B2088158AE DA "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidGlo The specified GlobalAcce |The specified Global
balAcceler lerationInstanceld is not [ Acceleration instance
ationInstanceld. |found. does not exist.
NotFound

404 InvalidBac The specified BackendSer |The specified backend
kendServerld. verld is not found. server does not exist.
NotFound

400 IncorrectG Current GlobalAcce The specified Global
lobalAccel lerationInstance status Acceleration instance
erationIns does not support this does not support this
tanceldStatus operation. operation.

400 InvalidBac The specified BackendSer |The specified backend
kendServerld. verld is not in VPC. server does not use the
NotInVPC VPC network type.

400 TaskConflict Operate too frequent. The system cannot
.AssociateG process this many
lobalAccel requests. Please try again
erationInstance later.

400 InvalidBac The specified BackendSer |The specified region ID
kendServer verRegionld can not be and backend server region
Regionld. the same as Regionld. ID cannot be the same.
EqualRegionld




HTTP Error code Error message Description
status
code
400 InvalidAss Specified instance already | This instance is already
ociation. is associated. attached to an EIP or
Duplicated Global Acceleration
instance. To attach the
instance to a different
EIP or Global Accelerati
on instance, detach the
current EIP or Global
Acceleration instance first
400 InvalidBac The specified BackendSer |The specified backend
kendServerType. | verType is not supported. | server type is not
NotFound supported.
400 InvalidPar The specified parameter is | The specified parameter
ameter not valid. value is invalid.

See common error codes

15.7 UnassociateGlobalAccelerationinstance

Detaches a Global Acceleration instance from its corresponding backend server.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes Unassociat The name of this action. Value:
eGlobalAcc
elerationl Unassociat eGlobalAcc
nstance elerationI nstance
GlobalAcce |String |Yes ga-1sxee33XXX |1pa1p of the Global Accelerati
lerationIn X

on instance.
stanceld
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?

Parameter Type Required

Example value |Description

RegionId String | Yes

cn-hangzhou

The region where the Global

Acceleration instance is located

To query the region ID, call

DescribeRegions.

InstanceTy |String [No EcsInstance The instance type. Valid values:
pe
- RemoteEcsInstance: ECS
instance
- RemoteSlbInstance: SLB
instance
- RemoteEniInstance: ENI
instance
Response parameters
Parameter Type Example value |Description
RequestId |String BD5BCEES-F62C | The ID of the request.
-40C2-9AC3-
89X XXXXXXXX

Examples

Request example

https :// vpc . aliyuncs .

elerationI nstance
& GlobalAcce TlerationIn

com /? Action = Unassociat eGlobalAcc

stanceld = ga - 1lsxee33xxx X

& RegionId = cn - hangzhou

&< CommonPara meters >
Response example
XML format

< Unassociat eGlobalAcc

RequestId >

elerationl nstanceRes ponse >
< RequestId > BD5BCEE8 - F62C - 40C2 - 9AC3 - 89XXXXXXXX X </




</ Unassociat eGlobalAcc elerationI nstanceRes ponse >

JSON format
" RequestId ":" BD5BCEE8 - F62C - 40C2 - 9AC3 - 89XXXXXXXX X "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidGlo The specified GlobalAcce |The specified Global
balAcceler lerationInstanceld is not | Acceleration instance
ationInstanceld. |found. does not exist.
NotFound

400 IncorrectG Current GlobalAcce The specified Global
lobalAccel lerationInstance status Acceleration instance
erationIns does not support this does not support this
tanceldStatus operation. operation.

See common error codes

15.8 DescribeServerRelatedGlobalAccelerationinstances

Queries Global Acceleration instances attached to a backend server.

Note:
This API only supports querying dedicated-bandwidth instances.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Resp

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeSe The name of this action. Value
rverRelate
dGlobalAcc
elerationl DescribeSe rverRelate
nstances
dGlobalAcc elerationI
nstances
RegionId String | Yes cn-hangzhou The ID of the region where the
Global Acceleration instance is
located.
To query the region ID, call
DescribeRegions.
ServerId String | Yes i-1283sdfXXX | 116 1D of the backend server.
XXXXX
ServerType [String [No EcsInstance The type of the backend server
. Valid values:
EcsInstanc e (
default ): ECS instance.
SlbInstanc e :SLB
instance.
onse parameters
Parameter Type Example value |Description
GlobfllAcce N/A N/A A list of Global Acceleration
lerationIn .
stances 1nstances.
L ; - .
Gl(?balAcce String ga-t4nku6vwox | rpe 1p of the Global Acceleration
lerationIn XXXXXXXX .
stanceld Instance.
“IpAddress |String 12.34.56.78

The public IP address of the Global

Acceleration instance.




Parameter Type Example value |Description
“Regionld | String ap-southeast-1 | pp . p of the region where the
Global Acceleration instance is
located.
“ServerIpAd | String 172.24.52.234 The IP address of the backend
dress
server.
RequestId String A8252014-D8DE | 1he ID of the re quest
-4D85-AF35-
AFEXXXXXXX
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeSe rverRelate
dGlobalAcc elerationI nstances

& RegionId = cn - hangzhou

& ServerId = i - 12s3sdfxxx XXXXX

&< CommonPara meters >

Response example
XML format

< DescribeSe rverRelate dGlobalAcc elerationI nstancesRe sponse >
< GlobalAcce TlerationIn stances >
< GlobalAcce TlerationIn stance >
< GlobalAcce TlerationIn stanceld > ga - t4nku6vvIx XXXXXXXX
</ GlobalAcce TlerationIn stanceld >
< IpAddress > 12 . 34 . 56 . 78 </ IpAddress >
< RegionId > ap - southeast - 1 </ RegionId >
< ServerIpAd dress > 172 . 24 . 52 . 234 </ ServerIpAd dress >
</ GlobalAcce TlerationIn stance >
</ GlobalAcce TlerationIn stances >
< RequestId > A8252014 - D8DE - 4D85 - AF35 - AFEXXXXXXX </
RequestId >
</ DescribeSe rverRelate dGlobalAcc elerationI nstancesRe sponse
>

JSON format

{
" RequestId ":" A8252014 - D8DE - 4D85 - AF35 - AFEXXXXXXX ",

" GlobalAcce TlerationIn stances ":{
" GlobalAcce TlerationIn stance ":[

" GlobalAcce TlerationIn stanceId ":" ga - t4nkubvvIx XXXXXXXX

" RegionId ":" ap - southeast - 1 ",
" IpAddress ":" 12 . 34 . 56 . 78 ",



" ServerIpAd dress ":" 172 . 24 . 52 . 234 "
}
1
+
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidBac The specified BackendSer |The specified backend
kendServerld. verld is not found. server does not exist.
NotFound
400 InvalidBac The specified BackendSer |The specified backend
kendServerId. verld is not in VPC. server does not support
NotInVPC the VPC network type.
400 InvalidBac The specified BackendSer |The specified backend
kendServerType. | verType is not supported. | server type is not
NotFound supported.

See common error codes

15.9 AddGlobalAccelerationinstancelp

Adds an EIP to a shared-bandwidth instance.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes AddGlobalA | -ppe name of this action. Value:
cceleratio
nInstancelp AddGlobalA cceleratio
nInstancel p
GlobalAcce |String |Yes ga-LXXX111 The ID of the shared-
lerationIn
) bandwidth instance.
stanceld



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description
?
IpInstance |String |Yes i-rwd3drwiaf |10 o 1) of the EIP
Id XXX
To query the EIP ID, call
DescribeEipAddresses.
Note:
The billing method of the EIP
must be Pay-As-You-Go, and
the regions of the EIP and the
instance must be the same.
RegionId String | Yes cn-hangzhou The ID of the region where the
shared-bandwidth instance is
located.
To query the region ID, call
DescribeRegions.
Response parameters
Parameter Type Example value |Description
RequestId |String 01FDDD49-C4B7 |The ID of the request.
-4D2A-A8ES5-
A93915C450A6
Examples
Request example
https :// vpc . aliyuncs . com /? Action = AddGlobalA cceleratio

nInstancel p
& GlobalAcce
& IpInstance 1Id =

lerationIn
i - rw434rwfaf

stanceld =
XXX

& RegionId = cn - hangzhou

&< CommonPara

Response example
XML format

< AddGlobalA

meters >

cceleratio

nInstancel

ga - LXXX111

pResponse >




< RequestId > O1FDDD49 - C4B7 - 4D2A - A8E5 - A93915C450 A6 </
RequestId >
</ AddGlobalA cceleratio nInstancel pResponse >

JSON format
" RequestId ":" O1FDDD49 - C4B7 - 4D2A - A8E5 - A93915C450 A6 "
Error codes

HTTP Type Example value Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 InvalidBan The specified bandwidthP | The specified shared-
dwidthPackageld | ackageld does not exist in | bandwidth package does
.NotFound our records. not exist.

See common error codes

15.10 RemoveGlobalAccelerationlnstancelp

Removes an EIP from a shared-bandwidth instance.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?

Action String | Yes RemoveGlob
alAccelera
tionInstancelp | RemoveGlob alAccelera

The name of this action. Value:

tionInstan celp

GlobalAcce |String |Yes ga- The ID of the shared-
lerationIn moex47zwya

- nidh bandwidth instance.
stanceld 1sejynidhms



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description
?
IpInstance |String |Yes eip-bp13e9i2qs | 11a 1D of the EIP
1d t4g6jzi35tc
To query the EIP ID, call
DescribeEipAddresses.
RegionId String | Yes cn-hangzhou |41 o 1p of the region where the
shared-bandwidth instance is
located.
To query the region ID, call
DescribeRegions.
Response parameters
Parameter Type Example value |Description
RequestId |String RemoveGlob The ID of the request.
alAccelera
tionInstancelp
Examples
Request example
https :// vpc . aliyuncs . com /? Action = RemoveGlob alAccelera
tionInstan celp
& GlobalAcce TlerationIn stanceld = ga - m5ex47zwya 1lsejynidhm s
& IpInstance 1Id = eip - bpl3e9i2qs t4g6jzi35t «c

& RegionId =

&< CommonPara

cn - hangzhou

Response example

XML format

{{

" RequestId ":

JSON format

{

meters >

" 01FDDD49 - C4B7 - 4D2A - A8E5 - A93915C450 A6 "

" RequestId ":" O1FDDD49 - C4B7 - 4D2A - A8E5 - A93915C450 A6 "




}

Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 InvalidBan The specified bandwidthP |The specified shared
dwidthPackageld | ackageld does not exist in | bandwidth package does
.NotFound our records. not exist.

See common error codes



https://error-center.aliyun.com/status/product/Vpc

16 Internet Shared Bandwidth

16.1 DescribeCommonBandwidthPackages

Query Internet Shared Bandwidth instances in a region.

Request parameters

Resp

Name Type Require( Description
Action String | Yes The action to perform. Valid value:
DescribeCo mmonBandwi dthPackage s

RegionlId String | Yes The ID of the region where the Internet Shared
Bandwidth instance is located.
You can obtain the region ID by calling the
DescribeRegions API.

BandwidthP | String | Yes The ID of the Internet Shared Bandwidth

ackageld ]
Instance.

PageNumber |Integer |No The number of pages to return. The default
valueis 1 .

PagesSize Integer | No The number of rows per page. The maximum
valueis 50 and the defaultvalueis 10 .

onse parameters
Name Type Description

RequestId String The ID of the request.

TotalCount String The number of queried entries.

PageNumber Integer The current page number.

PageSize String The number of rows per page.




Name Type Description
CommonBand List A list of Internet Shared Bandwidth instances.
widthPacka ges

Table 16-1: CommonBandwidthPackage

atus

Name Type Description
BandwidthP String The ID of the Internet Shared Bandwidth
ackageld instance
Name String The name of the Internet Shared Bandwidth
instance.
Descriptio n [String The description of the Internet Shared
Bandwidth instance.
Bandwidth Integer The peak bandwidth of the Internet Shared
Bandwidth instance.
InternetCh String The billing method of the Internet Shared
T .
argelype Bandwidth instance.
PayBy95 : Pay by classic 95th percentile
pricing.
PayByBandw idth :Pay by bandwidth.
Businessst String The business status of the Internet Shared

Bandwidth instance.

Normal :normal

FinancialL ocked :Locked because the

instance is overdue

Table 16-2: PubliclpAddresses

Name

Type

Description

IpAddress

String

The address of the EIP.




Name Type Description

Allocation 1Id String The ID of the EIP instance.

Examples
Request example

https :// vpc . aliyuncs . com /? Action = DescribeCo mmonBandwsi
dthPackage s

& RegionId = cn - hangzhou

& CommonPara meters

Response example

JSON format
{
" DescribeCo mmonBandwi dthPackage sResponse ": {
" PageNumber ": 1 ,
" TotalCount ": ™ 1 ",
" PageSize ": 10 ,
" RequestId ": " 20E6FD1C - 7321 - 4DAD - BDFD - EC8769E4AA
33 ||’
" CommonBand widthPacka ges ": {
" CommonBand widthPacka ge ": {
" Zoneld ": " cn - hangzhou - d ",
" InternetCh argeType ": " PayByBandw -1idth ",
n Name ll: n abc Il’
" CreationTi me ": " 2017 - 06 - 28T06 : 39 : 20Z ",
" Status ": " Available ",
" BandwidthP ackageId ": " cbwp - bplvevu8h3
ieh5xkcdhd y ",
" BusinessSt atus ": " Normal ",
" RegionId ": " cn - hangzhou ",
" Ratio ": " 100 ",
" InstanceCh argeType ": " PostPaid ",

" PublicIpAd dresses ": {
" PublicIpAd dresse ": [

" IpAddress ": " 116 . 62 . 129 . 250 ",
" Allocation Id ": " eip - bpl3e9i2qgs
t4g6jzi35t c "
}
I
" Bandwidth ": " 20 "
}
}
}
}
XML format
<?  xml version =" 1 . @ " encoding =" UTF - 8 " 2 >

< DescribeCo mmonBandwi dthPackage sResponse >

< PageNumber > 1 </ PageNumber >

< TotalCount > 1 </ TotalCount >

< PageSize > 10 </ PageSize >

< RequestId > 20E6FD1C - 7321 - 4DAD - BDFD - EC8769E4AA 33 </
RequestId >



< CommonBand widthPacka ges >
< CommonBand widthPacka ge >

< Descriptio n />

< Zoneld > cn - hangzhou - d </ Zoneld >

< InternetCh argeType > PayByBandw -idth </ InternetCh
argeType >

< Name > abc </ Name >

< CreationTi me > 2017 - 06 - 28T06 : 39 : 20Z </
CreationTi me >

< Status > Available </ Status >

< BandwidthP ackageId > cbwp - bplvevu8h3 -ieh5xkcdhd vy
</ BandwidthP ackageld >

< BusinessSt atus > Normal </ BusinessSt atus >

< RegionId > cn - hangzhou </ Regionld >

< Ratio > 100 </ Ratio >

< InstanceCh argeType > PostPaid </ InstanceCh argeType

< PublicIpAd dresses >
< PublicIpAd dresse >
< IpAddress > 116 . 62 . 129 . 250 </ IpAddress >
< Allocation 1Id > eip - bpl3e9i2qs t4g6jzi35t c
</ Allocation 1Id >
</ PublicIpAd dresse >
</ PublicIpAd dresses >
< Bandwidth > 20 </ Bandwidth >
</ CommonBand widthPacka ge >
</ CommonBand widthPacka ges >
</ DescribeCo mmonBandwi dthPackage sResponse >

16.2 ModifyCommonBandwidthPackageAttribute

Modifies the name and description of an Internet Shared Bandwidth instance.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModlfyCO.mm The name of this action. Value:
onBandwidt
hPackageAt ModifyComm onBandwidt
tribute hPackageAt tribute
BandwidthP | String | Yes cbwp- The ID of the Internet Shared
ackageld 2ze2iclxd2

Bandwidth instance.

geqk145pn4u



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter

Type

Required

?

Example value |Description

RegionId

String

Yes

cn-hangzhou | The ID of the region where the

Internet Shared Bandwidth
instance is located.

To query the region ID, call

DescribeRegions.

Descriptio

n

String

No

ODescription

The description of the Internet

Shared Bandwidth instance.

The description must be 2 to
256 characters in length. It
must start with a letter, but

cannot start with http ://or

https ://.

Name

String

No

test123

The name of the Internet

Shared Bandwidth instance.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_), or
hyphens (-). The name must
start with a letter, but cannot

start with http ://or https
/.

Response parameters

Parameter

Type

Example value

Description

RequestId

String

B450CADS8-50BC
-4506-ADA7-
35C6CE63E96B

The ID of the request.




Examples

Request example

https :// vpc .
2ze21iclxd2 qgeqkl45pn4
& RegionlId
&< CommonPara

meters >

Response example
XML format

< ModifyComm

aliyuncs .

com /? BandwidthP
u

cn - hangzhou

onBandwidt hPackageAt tributeRes

cbwp -

ackageld

ponse >

< RequestId > B450CAD8 - 50BC - 4506 - ADA7 - 35C6CE63E9 6B </

RequestId >

</ ModifyComm onBandwidt hPackageAt tributeRes ponse >
JSON format
" RequestId ":" B450CAD8 - 50BC - 4506 - ADA7 - 35C6CE63E9 6B6 "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 InvalidBan The specified bandwidthP | The specified Internet
dwidthPackageld | ackageld does not exist in |Shared Bandwidth does
.NotFound our records. not exist.

400 InvalidPar The specified Name is not | The name is invalid.
ameter.Name. valid.
Malformed

400 InvalidPar The specified Description |The description is invalid.
ameter. is not valid.
Description.
Malformed

See common error codes



https://error-center.aliyun.com/status/product/Vpc

16.3 CreateCommonBandwidthPackage

Creates an Internet Shared Bandwidth instance.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreateComm | ppo hame of this action. Value:
onBandwidt
hPackage CreateComm onBandwidt
hPackage
Bandwidth  |Integer |Yes > The peak bandwidth in Mbps of
the Internet Shared Bandwidth
instance.
RegionId String | Yes cn-hangzhou |4 o 1p of the region where the
Internet Shared Bandwidth is
located.
To query the region ID, call
DescribeRegions.
ClientToke |String |No 02fb3da4-130e A client token used to
n -11e9-8e44- he i ¢
0016e04115h | &uarantee the idempotence o
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter

Type

Required
?

Example value

Description

Descriptio

n

String

No

Description

The description of the Internet
Shared Bandwidth.

The description must be 2 to
256 characters in length. It
must start with a letter, but

cannot start with http ://or

https ://.

InternetCh
argeType

String

No

PayByBandw
idth

The billing method of the
Internet Shared Bandwidth.

Valid values:

PayByBandw -+idth (default):
Pay by bandwidth

PayBy95 : Pay by classic 95th

percentile pricing.

Name

String

No

testl123

The name of the Internet
Shared Bandwidth.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_), or
hyphens (-). The name must
start with a letter, but cannot

start with http ://or https
://.




Parameter Type Required| Example value | Description

?

Ratio Integer |No 100 The minimum percentage of
the Internet Shared Bandwidth
. Value range: 10 to 100 (that

is, the range of the minimum
percentage is 10% to 100%).
This parameter is required
when the PayBy95 billing
method is selected.

ResourceGr |String |No rg-acfmxazbh4p

) The ID of the resource group.
oupId h6aiy

Request parameters

Parameter Type Example value |Description
BandwidthP | String cbwp- The ID of the Internet Shared
ackageld bplvevu8h3 L
ieh5xkedhdy Bandwidth instance.
Requestld String FF39F653-033E | 1he ID of the re quest
-4CD9-9EDF-
3CCA5A71FBC3
ResourceGr | String rsFAF424324- The ID of the resource group
oupld 033E
Examples

Request example

https :// vpc . aliyuncs . com /? Action = CreateComm onBandwidt
hPackage

& Bandwidth = 5

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example
XML format

{< CreateComm onBandwidt hPackageRe sponse >

< BandwidthP ackageld > cbwp - bplvevu8h3 1ieh5xkcdhd y </
BandwidthP ackageIld >

< RequestId > FF39F653 - 033E - 4CD9 - 9EDF - 3CCA5A71FB (C3 </
RequestId >



</ CreateComm onBandwidt hPackageRe sponse >
JSON format
<
" BandwidthP ackagelId ":" cbwp - bplvevu8h3 -ieh5xkcdhd y ",
" RequestId ":" FF39F653 - O033E - 4CD9 - 9EDF - 3CCA5AT1FB C3 "
}
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

400 MissingPar Miss mandatory Required parameters are
ameter parameter. missing.

404 InvalidZoneld. |Specified value of Zoneld |The specified zone does
NotFound is not exists. not exist.

400 InvalidPar The specified Name is not | The name is invalid.
ameter.Name. valid.
Malformed

400 InvalidPar The specified Description |The description is invalid.
ameter. is not valid.
Description.
Malformed

See common error codes

16.4 AddCommonBandwidthPackagelp

Adds an EIP to an Internet Shared Bandwidth instance.

Note the following before you call this action:

- Only Pay-As-You-Go EIPs can be added.

- The EIP and the Internet Shared Bandwidth instance must be in the same region.

Debug

Use API Explorer to perform debug operation and generate code examples.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=AddCommonBandwidthPackageIp

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes AddCommonB | 1y name of this action. Value:
andwidthPa )
AddCommonBandwidthPa
ckagelp
ckagelp.
BandwidthP | String | Yes CbWP_ The ID of the Internet Shared
ackageld 2ze2iclxd2 . )
Bandwidth instance.
JegXXXXXXXX
IpInstance |String |Yes eip-2zeerraiwb | v . 1p of the EIP instance
Id 7UXXXXXXXX
To query the ID of the EIP
instance, call DescribeFEi
pAddresses.
Regionld String | Yes cn-hangzhou The ID of the region where the
Internet Shared Bandwidth
instance is located.
To query the region ID, call
DescribeRegions.
Response parameters
Parameter Type Example value |Description
Requestld String ECOA01C5-62E2 | 1he ID of the re quest.
-4E50-B558-
CDAA09094B96
Examples
Request example
https :// vpc . aliyuncs . com /? Action = AddCommonB andwidthPa
ckagelp
& BandwidthP ackageld = cbwp - 2ze2iclxd2 gegxxxXXxXx X
& IpInstance 1Id = eip - 2zeerraiwb T7TujXxxXxxxx X

& RegionId

cn - hangzhou



~~36018~~
~~36018~~
~~36063~~
~~36063~~

&< CommonPara meters >
Response example
XML format

< AddCommonB andwidthPa ckageIpRes ponse >

< RequestId > O1FDDD49 - C4B7 - 4D2A - A8E5 - A93915C450 A6 </
RequestId >
</ AddCommonB andwidthPa ckageIpRes ponse >

JSON format

" RequestId ": " O1FDDD49 - C4B7 - 4D2A - A8E5 - A93915C450 A6 "
}
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. |The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 InvalidBan The specified bandwidthP | The specified Internet
dwidthPackageld | ackageld does not exist in |Shared Bandwidth does
.NotFound our records. not exist.

See common error codes

16.5 DeleteCommonBandwidthPackage

Deletes an Internet Shared Bandwidth instance.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.


https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter

Type

Required
>

Example value

Description

Action

String

Yes

DeleteComm
onBandwidt
hPackage

The name of this action. Value:

DeleteComm onBandwidt

hPackage

BandwidthP
ackageld

String

Yes

cbwp-
2ze2iclxd2
geqkl45pn4u

The ID of the Internet Shared

Bandwidth instance.

RegionId

String

Yes

cn-hangzhou

The ID of the region where the
Internet Shared Bandwidth

instance is located.

To query the region ID, call

DescribeRegions.

Force

Boolean

No

false

Indicates whether to forcibly
delete the Internet Shared
Bandwidth instance. Valid

values:

false :Does not forcibly
delete the Internet Shared
Bandwidth instance if it
contains EIP.

true :Forcibly remove all
EIPs in the Internet Shared
Bandwidth instance and
then delete the Internet
Shared Bandwidth instance.

Response parameters

Parameter

Type

Example value

Description

RequestId

String

B400EF57-60F3
-4D61-
7FA8F72DF5A6

BSFB-

The ID of the request.




Examples

Request example

https :// vpc . aliyuncs . com /? Action = DeleteComm onBandwidt
hPackage

& BandwidthP ackageIld = cbwp - 2ze2iclxd2 qegkl45pn4 u

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example
XML format

< DeleteComm onBandwidt hPackageRe sponse >

< RequestId > B40OEF57 - 60E3 - 4D61 - B8FB - 7FA8F72DF5 A6 </
RequestId >
</ DeleteComm onBandwidt hPackageRe sponse >

JSON format
" RequestId ":" B40QEF57 - 60E3 - 4D61 - B8FB - 7FA8F72DF5 A6 "

Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. |The specified Regionld The specified region ID

NotFound does not exist in our does not exist.
records.

See common error codes

16.6 ModifyCommonBandwidthPackageSpec

Modifies the peak bandwidth of an Internet Shared Bandwidth instance.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.


https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModlfyCO.mm The name of the action. Value:
onBandwidt
hPackageSpec | ModifyComm onBandwidt
hPackageSp ec

Bandwidth Integer | Yes 100 The peak bandwidth in Mbps of
the Internet Shared Bandwidth

instance.

BandwidthP | String | Yes cbwp- The ID of the Internet Shared

ackageId 2ze2iclxd?2 dwidth i

qeqk145pn4u Bandwidth instance.

RegionId String | Yes cn-hangzhou | The ID of the region where the
Internet Shared Bandwidth
instance is located.

To query the region ID, call
DescribeRegions.
Response parameters
Parameter Type Example value |Description
RequestId |String 7F129000-F929 | The ID of the request.
-4AF5-BESD-
BAE434C795306
Examples
Request example
https :// vpc . aliyuncs . com /? Action = ModifyComm onBandwidt
hPackageSp ec
& Bandwidth = 100
& BandwidthP ackageId = cbwp - 2ze2iclxd2 qgeqkl45pn4 u

& RegionId =

&< CommonPara

cn - hangzhou

Response example

meters >




XML format

< ModifyComm

onBandwidt hPackageSp

ecResponse >

< RequestId > 7F129000 - F929 - 4AF5 - BE8D - BAE434C795 30 </
RequestId >

</ ModifyComm

onBandwidt hPackageSp

ecResponse >

JSON format
{
" RequestId ":" TF129000 - F929 - 4AF5 - BE8D - BAE434C795 306 "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.

records.

404 InvalidBan The specified value of The specified peak
dwidth. Bandwidth not supported. | bandwidth value is not
ValueNotSu supported.
pported

404 BandwidthP The specified BandwidthP | The specified Internet
ackage. ackage has been Financail | Shared Bandwidth is
FinancialLocked | Lock. locked due to an insufficie

nt balance.

See common error codes

16.7 RemoveCommonBandwidthPackagelp

Removes an EIP from an Internet Shared Bandwidth instance.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.



https://error-center.aliyun.com/status/product/Vpc
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes RemoveComm | 1p¢ name of this action. Value:
onBandwidt
hPackagelp RemoveComm onBandwidt
hPackagelp
BandwidthP | String | Yes wal?_ The ID of the Internet Shared
ackageld 2ze2iclxd?2 dwidth i
qeqk145pndu Bandwidth instance.
IpInstance |String |No eip-2zeerraiwb | v . 1p of the EIP instance
1d 7uj6i0d0fo3
To query the ID of
the EIP instance, call
DescribeEipAddresses.
RegionId String | Yes cn-hangzhou The ID of the region where the
Internet Shared Bandwidth
instance is located.
To query the region ID, call
DescribeRegions.
Response parameters
Parameter Type Example value |Description
RequestId |String 0876DAB2-6A86 |The ID of the request.
-479B-96BC-
C5A2458568D2
Examples
Request example
https :// vpc . aliyuncs . com /? Action = RemoveComm onBandwidt
hPackagelp
& BandwidthP ackageIld = cbwp - 2ze2iclxd2 qegkl45pn4 u
& IpInstance Id = eip - 2zeerraiwb 7uj6iodofo 3

& RegionId =

cn - hangzhou




&< CommonPara meters >

Response example
XML format

< RemoveComm onBandwidt hPackageIp Response >

< RequestId > 0876DAB2 - 6A86 - 479B - 96BC - C5A2458568 D2 </
RequestId >
</ RemoveComm onBandwidt hPackageIp Response >

JSON format
{
" RequestId ":" 0876DAB2 - 6A86 - 479B - 96BC - C5A2458568 D2 "
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. |The specified Regionld The specified region ID
NotFound does not exist in our does not exist.
records.
404 InvalidBan The specified bandwidthP |The specified Internet
dwidthPackageld | ackageld does not exist in | Shared Bandwidth
.NotFound our records. instance does not exist.

See common error codes

16.8 CancelCommonBandwidthPackagelpBandwidth

Cancels the bandwidth limit that is configured for an EIP added to an Internet Shared
Bandwidth.

After you cancel the bandwidth limit, the peak bandwidth of the EIP is the same as
that of the Internet Shared Bandwidth.

Debug

Use OpenAPI Explorer to perform debug operations and generate code examples.


https://error-center.aliyun.com/status/product/Vpc
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Request parameters

Parameter Type Required| Example value | Description
?

Action String | Yes CancelComm |1y, 12 me of this action. Value:
onBandwidt .
hPackagelp CancelCommonBandwidt
Bandwidth hPackagelpBandwidth.

BandwidthP |String | Yes Cbbvlvg(io 4ed The ID of the Internet Shared

ackageld P mae . .
qVBXXXXXXXX Bandwidth instance.

EipId String | Yes eip- The ID of the EIP instance
2zewysoans

added to the Internet Shared
U0SXXXXXXXX
Bandwidth.

RegionId String | Yes cn-hangzhou The ID of the region to which
the Internet Shared Bandwidth
belongs. To query the region
ID, call DescribeRegions.

Response parameters
Parameter Type Example value |Description
RequestId String 63D187BF-A30A | 1he ID of the re quest.
-4DD6-B68D-
FF182C96D8A2

Examples

Request example

https :// vpc . aliyuncs . com /? Action = CancelComm onBandwidt
hPackageIp Bandwidth

& BandwidthP ackageId = cbwp - bpl3dOm4e2 gV8XXXXXXX X

& EipId = eip - 2zewysoans UOSXXXXXXX X

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example


~~36063~~

XML format

< CancelComm onBandwidt hPackageIp Bandwidth >

< RequestId > 63D187BF - A30A - 4DD6 - B68D - FF182C96D8 A2 </
RequestId >
</ CancelComm onBandwidt hPackageIp Bandwidth >

JSON format

" RequestId ":" 63D187BF - A30A - 4DD6 - B68D - FF182C96D8 A2 "

Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. | The specified Regionld The specified region ID

NotFound does not exist in our does not exist.
records.

See common error codes

16.9 ModifyCommonBandwidthPackagelpBandwidth

Configures the bandwidth limit for an EIP added to an Internet Shared Bandwidth.

After this function is used, the bandwidth limits of EIPs added to an Internet Shared
Bandwidth can be flexibly allocated.

For example, if two EIPs are added to an Internet Shared Bandwidth of 800 Mbps,
you can set the bandwidth limit of the first EIP to 500 Mbps, and set the bandwidth
limit of the other EIP to 400 Mbps. After the configuration is complete, the available
bandwidth of the first EIP does not exceed 500 Mbps, and the available bandwidth of
the second EIP does not exceed 400 Mbps.

Debug

Use OpenAPI Explorer to perform debug operations and generate code examples.
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Request parameters

Parameter Type Required| Example value | Description
?

Action String | Yes ModifyComm |6 2 me of this action. Value:
onBandwidt " .
hPackagelp ModifyCommonBandwidt
Bandwidth hPackagelpBandwidth.

Bandwidth String Yes 500 The maximum bandwidth

that can be allocated from the
Internet Shared Bandwidth.
Unit: Mbps.

BandwidthP |String | Yes ;bwfgh Sd6 The ID of the Internet Shared

ackageld zepohw . .

YBEXXXXXXKX Bandwidth instance.

EipId String | Yes eip- The ID of the EIP added to the
2zewysoans .

Internet Shared Bandwidth.
U0SXXXXXXXX
RegionId String | Yes cn-hangzhou The ID of the region to which
the Internet Shared Bandwidth
belongs. To query the region
ID, call DescribeRegions.
Response parameters
Parameter Type Example value |Description
RequestId String 63D187BF-A30A | 1he ID of the re quest.
-4DD6-B68D-
FF182C96D8A2
Examples

Request example

https :// vpc .

aliyuncs .

hPackageIp Bandwidth
& Bandwidth = 500

& BandwidthP

ackageId

com /? Action = ModifyComm onBandwidt

cbwp - 2zep6hw5d6 y8exxXxXxx X
& EipId = eip - 2zewysoans UOSXXXXXXX

X



~~36063~~

&< CommonPara meters >

Response example

XML format

< ModifyComm

onBandwidt hPackageIp Bandwidth >

< RequestId > 63D187BF - A30A - 4DD6 - B68D - FF182C96D8 A2 </
RequestId >

</ ModifyComm

onBandwidt hPackageIp Bandwidth >

JSON format
" RequestId ":" 63D187BF - A30A - 4DD6 - B68D - FF182C96D8 A2 "

Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. |The specified Regionld The specified region ID

NotFound does not exist in our does not exist.
records.

See common error codes
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17 EIP

17.1 AllocateEipAddress

Creates an Elastic IP Address (EIP).

After you call this action, an EIP in the Available state is allocated in the specified

region. EIP supports ICMP, TCP, and UDP protocols, but does not support the IGMP

and SCTP protocols.

Debug

Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes AllocateEi The name of this action. Value:
pAddress .

AllocateEipAddress

RegionId String | Yes cn-hangzhou-d | 1 o 1p of the region to which
the EIP belongs. To query the
region ID, call DescribeRegions

AutoPay Boolean [No false

Optional. Indicates whether to

pay automatically. Valid values:

- false: Do not enable
automatic payment. You
need to go to the order
center to complete the
payment after an order is
generated.

- true: Enable automatic
payment. The order is paid
automatically.



https://api.aliyun.com/#product=Vpc&api=AllocateEipAddress
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Parameter

Type

Required
?

Example value

Description

Bandwidth

String

No

Optional. The peak bandwidth
of the EIP. Unit: Mbit/s. Default

value: 5

ClientToke

n

String

No

02fb3da4-130e
-11e9-8e44-
001 xxxXXXXXX

Optional. A client token used
to guarantee the idempotence
of the request. This parameter
value is generated by the client
and is guaranteed to be unique
among different requests. It

is 1 to 64 ASCII characters in
length.

ISP

String

No

BGP

Optional. The type of the line.
Default value: BGP.

- If you have enabled a
single-line bandwidth
whitelist, you can set the ISP
parameter to ChinaTelecom,
ChinaUnicom or ChinaMobil
e to enable a single-line EIP
provided by China Telecom,
China Unicom, and China
Mobile respectively.

- This parameter is required
if you are a financial
cloud user and select the
Hangzhou region. Value:
BGP_FinanceCloud

InstanceCh

argeType

String

No

PostPaid

Optional. The billing method of
the EIP. Valid values:

PostPaid (default): Pay-As-You-
Go.




Parameter Type Required| Example value | Description
?
InternetCh String No PayByBandW The billing methOd Ofthe EIP.
argeType idth Valid values:
PayByTraffic: The EIP is billed
based on traffic.
Netmode String [No Public Optional. The network type.
Default value: Public
Period Integer | No 10 Optional. The validity period of
subscription.
- If the value of PricingCycle
is Month, the value range of
Period is 1to 9.
- If the value of PricingCycle
is Year, the value range of
Period is 1 to 3.
PricingCyc |String |No Month The billing cycle of purchase.
1
© Valid values:
- Month (default): billing on a
monthly basis
" Year: billing on a yearly
basis
ResourceGr |[String |No rg-acfmxazxxx |y 1p of the enterprise
Id XXXXX
oup resource group.
Response parameters
Parameter Type Example value |Description
EipAddress |String 12.xx.xx.78 The allocated EIP
Allocationld |String eip-25877¢70XX | The ID of the EIP.
XXXXXX




Parameter Type Example value |Description
Orderld Long 10 The order number, which is
returned only when InstanceCh
argeType is set to PrePaid.
RequestId String 4EC47282-1B74 | 1phe re quest ID
-4534-BDOE-
403F3EE64CAF
ResourceGr | String rg-acfmxazxXX | ppe [p of the enterprise resource
oupld XXXXX
group.
Examples

Request example

https :// vpc . aliyuncs . com /? Action = AllocateEi pAddress
& RegionId = cn - beijing
& CommonPara meters

Response examples

XML format

< AllocateEi pAddressRe sponse >
< Allocation Id > eip - 25877c70xx xxxxxx </ Allocation Id >
< EipAddress > 123 . xx . xXx . 206 </ EipAddress >
< RequestId > B6B9F518 - 60F8 - 4D81 - 9242 - 1207B35675 4D </
RequestId >
</ AllocateEi pAddressRe sponse >

JSON format

{
" RequestId ":" B6B9F518 - 60F8 - 4D81 - 9242 - 1207B35675 4D ",
" EipAddress ":" 123 . xx . xxX . 206 ",
" Allocation Id ":" eip - 25877c70Oxx XXXxXXx "



Error codes

HTTP Error code Error message Description
status
code
403 Forbbiden User not authorized to You are not authorized to
operate on the specified |operate on this resource.
resource.
400 QuotaExceeded. |Elastic IP address quota The quota of EIPs has
Eip exceeded been reached. To increase
the quota, open a ticket
. Alternatively, we
recommend that you use
NAT Gateway to obtain
more IP addresses.
400 InvalidPar Specified value of " The value of the
ameter InternetChargeType" is InternetChargeType
not valid parameter is invalid.
400 InvalidPar Specified value of " The specified bandwidth
ameter Bandwidth" is not valid. ~ |value is invalid.
400 QuotaExceeded. |Elastic IP address quota The quota of EIPs has
Eip exceeded. been reached. To increase
the quota, open a ticket
. Alternatively, we
recommend that you use
NAT Gateway to obtain
more IP addresses.
400 ReservelpFail Reserve eip failed. The operation failed to
reserve the EIP.
400 InvalidRegion. |The specified region does |The specified region does
NotSupport not support. not support this operation

See common error codes.

17.2 AssociateEipAddress

Associates an EIP with a cloud product instance in the same region.

Note the following when you call this action:



https://error-center.aliyun.com/status/product/Vpc

- You can associate an EIP with a VPC ECS instance, a VPC SLB instance, or a NAT

Gateway in the same region.

- To associate an EIP with a NAT Gateway, make sure that there was no NAT

bandwidth package under your account before January 26, 2018. Otherwise open a

ticket to associate the EIP with the NAT Gateway.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes AssociateE The name of this action. Value:
ipAddress
P AssociateEipAddress.
Allocation [String |Yes eip-2zeerraiwb |4 e ID of the EIP
Id 7UjXXXXXXXX
Instanceld |String |Yes i-2zebb08phy |11 1) of the instance to
CZXXXXXXXX )
associate.
RegionId String | Yes cn-hangzhou |4 e ID of the region to which
the EIP belongs.
InstanceRe |String |No cn-hangzhou |4 o 1p of the region to which
ionId
g1on the associated instance belongs
InstanceTy |String |No EcsInstance The type of the cloud product
pe instance to associate. Valid
values: Nat|SlbInstance|
EcsInstance|NetworkInterface.
Mode String | No NAT The mode of associating. Valid
values: NAT | MULTI_BINDED.



https://api.aliyun.com/#product=Vpc&api=AssociateEipAddress

Parameter Type Required| Example value | Description

?

ddress block of the VSwitch.

If you leave the option empty,
the system allocates a private

IP address according to the

VPC ID and VSwitch ID.
Response parameters
Parameter Type Example value |Description
RequestId String COFDOEED-F90D |- 1he 1D of the re quest
-4479-803D-
DD62335357E5
Examples

Request example

http (s ):// vpc . aliyuncs . com /? Action = AssociateE
ipAddress

& Allocation Id = eip - 2zeerraiwb T7TujXxXxxxx X

& Instanceld = i - 2zebb08phy czXxXXXXXXX

&< CommonPara meters >

Response example
XML format

< AssociateE ipAddressR esponse >

< RequestId > OED8DGO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >
</ AssociateE dipAddressR esponse >

JSON format

" RequestId ":" OED8D0OO6 - F706 - 4D23 - 88ED - E11ED28DCA CO "



Error codes

HTTP Error code Error message Description

status

code

400 InvalidAss Specified instance already | This instance is already
ociation. is associated. associated with an EIP
Duplicated or a Global Acceleration

instance. You must delete
this instance before you
can associate it with a
different EIP or Global
Acceleration instance.
400 OperationDenied | Specified instance is not The specified instance
in VPC. does not exist in the VPC.

400 InvalidPar Specified elastic IP The specified EIP and ECS
ameter. address and ECS instance | instance are not in the
Mismatch are not in the same region |same region.

400 IncorrectE Current elastic IP status The current status of the
ipStatus does not support this specified EIP address

operation does not support this
operation.

404 InvalidInstanId. |Specified instance does The specified instance
NotFound not exist. does not exist.

400 Incorrectl Current instance status The current instance
nstanceStatus does not support this status does not support

operation. this operation.

400 InvalidIns The specified value of The value of the
tanceType. InstanceType is not InstanceType parameter is
ValueNotSu supported. invalid.
pported

400 IncorrectH HaVip can be operated You can perform this
aVipStatus by this action only when operation only if the

it's status is Available or HAVIP is the Available or
InUse. InUse state.

400 InvalidPar The specified parameter is | The specified parameter

ameter not valid. value is invalid.




HTTP Error code Error message Description

status

code

400 OperationDenied | Eip of default vpc not The EIP of the default

allow this operation VPC does not support this
operation.

400 Forbbiden The eip instance owener |You need to be authorized

error to call the EIP. Please
check that you have the
appropriate permissions
and try again.

400 InvalidBin The eip binding status The associating status of
dingStatus invalid. the EIP is invalid.

400 BIND_INSTA The instance may have You must delete the
NCE_HAVE_P portMap or already bind | existing port forwarding
ORTMAP_OR_ eip. rule associated with the
BIND_EIP ECS instance first.

400 BIND_INSTA Cannot operate the eip. You cannot operate this
NCE_OWENER EIP.

_ERROR

404 InvalidAll Specified allocation ID is | The specified public IP
ocationlId. not found address does not exist.
NotFound

400 InvalidParams. |instance not found The specified instance
NotFound does not exist.

See common error codes

17.3 ModifyEipAddressAttribute

Modifies the name, description, and peak bandwidth of an EIP.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK

example codes, and quickly search for APIs.
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModifyEipA | he value of this action. Value:
ddressAttr
ibute ModifyEipA ddressAttr
ibute

Allocation |String |Yes eip-2zeerraiwb | 1. 1p of the EIP

1d 7uj6i0d0fo3

RegionId String | Yes cn-hangzhou The ID of the region where
the VPC that the route table
belongs to is located.

Bandwidth |String | No 100 The peak bandwidth of the EIP
. Unit: Mbps.

Descriptio |String |No Description The description of the EIP

n
The description must be 2 to
256 characters in length. It
must start with a letter but
cannot start with http ://or

https ://.
Name String | No Test123 The name of the EIP.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_), or
hyphens (-). The name must
start with a letter. It cannot

start with http ://or https
://.




Response parameters

Parameter Type Example value | Description
RequestId |String 4EC47282-1B74 | The ID of the request.
-4534-BDOE-
403F3EE64CAF
Examples
Request example
https :// vpc . aliyuncs . com /? Action = ModifyEipA

ddressAttr dibute

& Allocation Id = eip — 25877C70XX XXXXXX
& Name = eipl
&< CommonPara meters >
Response example
- XML format
< ModifyEipA ddressAttr dibuteRespo nse >

< RequestId > OED8DOO06 - F706 - 4D23 - 88ED - E11ED28DCA CO
</ RequestId >

</ ModifyEipA ddressAttr ibuteRespo nse >
- JSON format
{
" RequestId ":" OED8DGO6 - F706 - 4D23 - 88ED - E11ED28DCA CO
n
}
Error codes
HTTP Error code Error message Description
status
code
400 Insufficie Your account does not Your account does not

ntBalance.Eip

have enough balance.

have a sufficient balance
. Recharge your account
first.

404

InvalidAll
ocationld.
NotFound

Specified allocation ID is
not found

The specified public IP
address does not exist.




HTTP Error code Error message Description
status
code
400 InvalidPar Specified value of " The specified bandwidth
ameter Bandwidth" is not value is invalid.
supported.
500 InternalError The request processing An error occurred while
has failed due to some the request was being
unknown error. processed.
400 IncorrectE Current elastic IP status The current status of the
ipStatus does not support this specified EIP address
operation. does not support this
operation.
404 InvalidAll Specified allocation ID is | The specified public IP
ocationld. not found.. address does not exist.
NotFound
400 InvalidPar The parameter is invalid. |The specified parameter
ameter value is invalid.
404 Forbidden. Specified region is not The specified region does
RegionNotFound | found during access not exist.
authentication.

See common error codes

17.4 DescribeEipAddresses

Queries EIPs in a region.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeEi The name of this action. Value:
pAddresses
DescribeEi pAddresses
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Parameter

Type

Required
?

Example value

Description

RegionId

String

Yes

cn-hangzhou

The ID of the region to which
the EIP belongs.

To query the region ID, call

DescribeRegions.

Allocation

Id

String

No

eip-2zeerraiwb
7UjXXXXXXXX

The ID of the EIP.

Associated
Instanceld

String

No

i-2zebb08phy
CXXXXXXXX

The ID of the cloud resource to
which the EIP is attached.

Associated

InstanceTy

pe

String

No

EcsInstance

The cloud resource to which
the EIP is bound. Valid values:

e (default):
an ECS instance of the VPC

EcsInstanc

network
SlbInstanc e :an SLB
instance of the VPC network

Nat :NAT Gateway

HaVip : HAVIP instance

Each ECS and SLB instance can
be attached to only one EIP.
However, a NAT Gateway can

be attached to multiple EIPs.

ChargeType

String

No

PostPaid

The billing method of the EIP.

- PostPaid: Pay-As-You-Go.
- PrePaid: Subscription.

EipAddress

String

No

116.xx.xx.28

The IP address of the EIP. After
it is specified, you can view the

information related to the EIP.




Parameter Type Required| Example value | Description
?

Filter . 1 |[String [No Filter.1.Name |1 . aiter condition to use

. Key

Filter . 1 |String |No valuel The value of the corresponding

. Value o
filter condition.

Filter . 2 [String [No Filter.2. The filter condition to use.

. Key Description

Filter . 2 |String |No value2 The value of the corresponding

. Value
filter condition.

ISP String | No BGP The service provider. In most
cases, BGP data centers are
used.

IncludeRes | Boolean |No true Indicates whether order data

ervationDa

. that has not taken effect is

a
included. Default value: false.

LockReason [String [No financial The locking type

- Financial: locked because
the bill is overdue.

- Security: locked for security
protection.

PageNumber | Integer |No 10 The number of pages to return.
Default value: 1 .

PageSize Integer | No 10 The number of rows per page.
Maximum value: 50 . Default
value: 10 .

ResourceGr |String |No rg-acfmxazb4p

oupId

XXXXXXXX

The ID of the resource group.




Parameter Type Required| Example value | Description
?
Status String | No Available The status of the EIP. Valid
values:
Associatin g :being
attached
Unassociat 1ing :being
detached
InUse :attached
Available :available
Response parameters
Parameter Type Example value |Description
EipAddresses [ N/A N/A A list of EIPs
“Allocation |String eip-2zeerraiwb | e ID of the EIP
Id 7UjXXXXXXXX
“Allocation |String 2019-04-23T01:37 | the time at which the EIP was
Time :38Z ted
created.
“AvailableR |N/A cn-hangzhou The ID of the region
egions
B . .
Bandwidth | String > The peak bandwidth in Mbps of the
EIP.
L . ] .
Bandwidthp String SI;WP bplego3idj The ID of the Internet Shared
andwidt CXXXXXXXX
ackageld Bandwidth to which the EIP is
added.
|_ .
_ String C(?mmonBand The type of the Internet Shared
BandwidthP widthPackage dwidth
ackageType Bandwidth.
,_ . .
String PayByTraffic | ppe pilling method of the EIP.
ChargeType




Parameter Type Example value |Description
“Descritpio |String Description The description of the EIP.
n
|_ .
. String 101 The bandwidth of the EIP before
ipBandwi
thp it is added to or removed from
Internet Shared Bandwidth
L : _04.- .
ExpiredT; String 2308129 04-29T02:37 | e expiration time according to
xpiredTime :
P ISO8601 standard. UTC time must
be used. Format: YYYY-MM-DDThh
:mmZ.
|_ .
HDMonitorS String false Indicates whether the EIP has
onitor
tatus enabled second-level monitoring.
- String wweayhddrhht |The value is true only if the
HasReserva IncludeReservationData parameter
tionData is true and there is order data that
has not taken effect.
l_ .
ISP String BGP The service provider. Usually, BGP
data centers are used.
“Instanceld |String vpe-bpl5zckdt3 The ID of the instance to which the
7XXXXXXXX .
EIP is attached.
“InstanceRe | String cn-hangzhou The ID of the region to which the
ionld
8 attached resource belongs.
l_ .
InstanceTy | String EcsInstance The type of the attached instance.
pe
“InternetCh |String PayByBandwidth |1y, pillin ¢ method of the ETP
argeType
“IpAddress |String 101.xx.xx.36 The IP address of the EIP
l_ .
Name String EIP The name of the EIP.




Parameter Type Example value |Description
|_ . .
OperationL | N/A financial The reason that the EIP is locked.
ocks .
Valid values:
- financial: locked because the bill
is overdue
- security: locked for security
protection
|_ . :
String financial The reason that the EIP is locked.
LockReason ]
Valid values:
financial: locked because the bill is
overdue
security: locked for security
protection
oot . i
Regionld | String cn-hangzhou The ID of the region to which the
EIP belongs.
“Reservatio | String 2019-03-11T16:00 | 1y ¢ime at which the renewal takes
nActiveTime :00Z ffect
effect.
'—Reser\fatio String 12 The renewal bandwidth.
nBandwidth
“Reservatio |String PayByBandwidth | . payment type of renewal
nInternetC
hargeType
“Reservatio |String RENEWCHANGE | .. type of the renewal order
nOrderType
- RENEWCHANGE: renewal
change
- TEMP_UPGRADE: temporary
upgrade
- UPGRADE: upgrade
L i .
String rg-acfmxazxxx The ID of the resource group.
ResourceGr XXXXX

oupld




Parameter Type Example value |Description
“Status String Associating The status of the EIP
- Associating: attaching
- Unassociating: detaching
- InUse: attached
- Available: available
TotalCount | Integer 10 The number of queried entries.
PageNumber |Integer 10 The current page number.
PageSize Integer 10 The number of entries per page.
RequestId String 4EC47282-1B74 | The ID of the re quest.
-4534-BDOE-
403F3EE64CAF
Examples
Request example
https :// vpc . aliyuncs . com /? Action = DescribeEi pAddresses

& RegionId = cn - hangzhou
& CommonPara meters

Response example
- XML format

< DescribeEi pAddresses

Response >

< RequestId > TEEF2D6B - D207 - 4197 - AE37 - 01279C8887 57 </

RequestId >
< PageNumber > 1 </ PageNumber >
< EipAddress es >
< EipAddress >

< ChargeType > PostPaid </ ChargeType >

< Allocation

Allocation Time >

< ResourceGr oupId > rg - acfmxazxxx
oupId >

< Instanceld />

< Descriptio n />

< IpAddress > 59 . 110 . xx .

< Allocation Id > eip - 2ze88m67qgx
>

< InternetCh argeType > PayByTraff
argeType >

< InstanceTy pe />

< Name />

< Status > Available </ Status >

Time > 2018 - 01 - 15T11 : 17 :

30Z </

XXXXXX </ ResourceGr

xx </ IpAddress >

5zxxxxx </ Allocation 1Id

ic </ InternetCh




BandwidthP
InstanceRe
BandwidthP
RegionId >
OperationL
ExpiredTim
AvailableR
< AvailableR
</ AvailableR egions >
< Bandwidth > 1 </ Bandwidth >
</ EipAddress >
</ EipAddress es >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >

ackageId />
gionId />
ackageType />

ocks />
e />
egions >

ANNANANANNANNAN

egion > cn - beijing </ AvailableR

</ DescribeEi

JSON

{

" DescribeEi

pAddresses

format

Response >

pAddresses Response ":{

" PageNumber ":" 1 ",

" EipAddress

es ":{

" EipAddress ":{

X
I

}

" AvailableR

ChargeType ":" PostPaid ",
Status ":" Available ",
RegionId ":" cn - beijing ",
ResourceGr
Allocation
IpAddress ":" 59 .
Allocation Id ":"
AvailableR egions
egion

110 . xx xx ",
eip - 2ze88mb67qx
ll:{

InternetCh
Bandwidth ":

argeType ":" PayByTraff
n l n

" TotalCount ":" 1 ",
" PageSize ":" 10 ",

" RequestId ":" 7EEF2D6B - D207 - 4197 - AE37 - 01279C8887

}
}

Error codes

oupId ":" rg - acfmxazxxx
Time ":" 2018 - 01 - 15T11

":" cn - beijing "

cn - beijing </ RegionId >

egion >

XXXXx ",
17 : 30z ",

5zxxxxx ",

ic ",

57 "

HTTP
status

code

Error code Error message

Description

404

Forbidden.
RegionNotFound

Specified region is not
found during access
authentication.

The specified region does
not exist.

404

InvalidFilterKey.
NotFound

The specified key in the
key/value pair of the filter
is invalid.




HTTP Error code Error message Description

status

code

404 InvalidFil The specified value in the
terValue key/value pair of the filter

is invalid.

404 InvalidLoc The specified LockReason | The reason that the EIP is
kReason. is not found locked was not found.
NotFound

400 InvalidIAs The specified value of The specified Associated
sociatedIn AssociatedInstanceType is | InstanceType value is
stanceType. not supported. invalid.
ValueNotSu
pported

400 InvalidCha The specified ChargeType | This billing method is not
rgeType. is not supported. supported.
ValueNotSu
pported

See common error codes

17.5 UnassociateEipAddress

Detaches an EIP from a cloud resource.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes Unassociat The name of this action. Value:
eEipAddress
Unassociat eEipAddres s
Allocation [String |Yes eip-2zeerraiwb | e ID of the EIP.

1d 7uj6i0d0fo3
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Parameter Type Required| Example value | Description
?
InstanceId |String Yes i-12345678 The ID of the cloud resource
RegionId String | Yes cn-hangzhou The ID of the region to which
the EIP belongs.
InstanceTy |String |No EcsInstance The type of the cloud resource
Pe Valid values:
EcsInstanc e (default):a
VPC ECS instance
SlbInstanc e :aVPC
SLB instance
Nat :NAT Gateway
HaVip : HAVIP
Response parameters
Parameter Type Example value |Description
RequestId |String 220F3179-5238 | The ID of the request.
-47F0-A0CA-
1272AA2BC41F
Examples

Request example

https :// vpc .

& Allocation
& Instanceld

&< CommonPara

Id =

aliyuncs . com /? Action =
eip - 25877c70x

= i - 25skktcp4

Response example

- XML format

< Unassoci

RequestId

meters >

at eEipAddres sResponse >
< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </

>

Unassociat eEipAddres s




</ Unassociat eEipAddres sResponse >
- JSON format
{
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes
HTTP Error code Error message Description
status
code
400 IncorrectE Current elastic IP status The current status of the
ipStatus does not support this specified EIP address
operation. does not support this
operation.
400 InvalidIns Specified instance does The specified instance
tanceld. not exist. does not exist.
NotFound
400 Incorrectl The current status of The current instance
nstanceStatus instance does not support |status does not support
this operation. this operation.
400 InvalidIns The specified value of The InstanceType value is
tanceType. InstanceType is not invalid.
ValueNotSu supported.
pported
400 IncorrectH This operation is denied This operation cannot be
aVipStatus because satus of the performed because the
specified HaVip is neither |HAVIP is in the Available
Available nor InUse. or InUse state.
400 OperationDenied | Eip of default vpc not The EIP of the default
allow this operation VPC does not support this
operation.
404 Forbidden. Specified region is not The specified region does
RegionNotFound | found during access not exist.
authentication.
400 InvalidPar The specified parameter is | The specified parameter
ameter not valid. value is invalid.
400 Forbbiden The eip instance owener |You are not authorized to
error call this EIP.




HTTP Error code Error message Description

status

code

400 InvalidBin The eip binding status The attaching status of the
dingStatus invalid. EIP is invalid.

See common error codes

17.6 ReleaseEipAddress

Releases an Elastic IP Address (EIP).

Note:

Only EIPs in the Available state can be released.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ReleaseEip The name of this action. Value:
Address
ReleaseEip Address
Allocation [String |Yes eiP-Z-zeerraiwb The ID of the EIP.
1d 7uj6i0d0fo3
RegionId String | Yes cn-hangzhou The ID of the region to which
the EIP belongs.
Response parameters
Parameter |Type Example value |Description
RequestId |String 748C38F6-9A3D |The ID of the request.

-482E-83FB-
DB6C39C68AEA
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Examples

Request example

https :// vpc . aliyuncs . com /? Action = ReleaseEip Address
& Allocation Id = eip - 25877c70x
&< CommonPara meters >
Response example
- XML format
<<? xml version =" 1 . @ " encoding =" UTF - 8 " 2>

< ReleaseEip AddressRes ponse >

< RequestId > 748C38F6 - 9A3D - 482E - 83FB - DB6C39C68A EA </
RequestId >
</ ReleaseEip AddressRes ponse >
- JSON format
" RequestId ":" 748C38F6 - 9A3D - 482E - 83FB - DB6C39C68A EA "
Error codes
HTTP Error code Error message Description
status
code
404 InvalidAll Specified allocation ID is | The specified public IP
ocationlId. not found address does not exist.
NotFound
400 IncorrectE Current elastic IP status The current status of the
ipStatus does not support this specified EIP address
operation. does not support this
operation.
500 InternalError The request processing An error occurred while
has failed due to some the request was being
unknown error. processed.
404 Forbidden. Specified region is not The specified region does
RegionNotFound | found during access not exist.
authentication.
400 Forbidden. It's forbidden to release a | The subscription EIP
ChargeType prepaid EIP addresses cannot be
IsPrepaid released.




HTTP Error code Error message Description

status

code

400 Forbbiden The eip instance owener |You need to be authorized

error to use the specified EIP.
Check that you have the
appropriate permissions
and try again.

400 TaskConflict Operate too frequent. The server cannot process
.AssociateG this many requests.
lobalAccel Please try again later.
erationInstance

See common error codes

17.7 DescribeEipMonitorData

Queries the monitoring data of an EIP.

Request parameters

Parameter

Type

Requir{ Example value

?

Descrip

n

Action

String

Yes

DescribeEipMonitorData The

name
of

this
action

. Value

Descr
pMon-i

ta

tio

ibeE

torDa
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Parameter

Type

Requirz
?

Example value

Descrif

n

tio

RegionId

String

Yes

cn-hangzhou

The ID
of the
region
to
which
the
EIP
belong;

Allocation
Id

Integer

Yes

2017-01-05T01:05:10Z

The ID
of the
EIP

instang




Parameter

Type

Requirz

?

Example value

Descrif

n

StartTime

String

Yes

2017-01-05T02:05:05Z

The
start
time
to
retrieve
data.
This
parame
takes
the
ISO860

format
and

is
output
in
UTC
+8.
Format
:YYYY
-MM-
DDThh
:mm:

SsZ.

If ssis
not 00
, the
next
minute
is
automa
Iy
used

as the

tio

ter

tica

ctart



Parameter

Type

Requirz
?

Example value

Descrif

n

EndTime

String

Yes

2017-01-05T01:05:10Z

The
end
time
to
retrieve
data.
This
parame
takes
the
ISO860

format
and

is
output
in
UTC
+8.
Format
:YYYY
-MM-
DDThh
:mm:

SsZ.

If ssis
not 00
, the
next
minute
is
automay
Iy
used

as the

ond

tio

ter

tica



Parameter

Type

Requirz
?

Example value

Descrif

n

Period

Integer

No

60

The
time
length
in
second
of
each
point
of
monito
data.
Default]
value:
60 .
Valid

values:

60 |
600

|
3600

£
The
value
of
(EndTi
StartTi
Period
must
be
larger
than
200,
ithat
is,
up to
200

tio

"z

ring

Note:

me

me)/



Response parameters

Parameter Type Example value |Description
EipMonitor A list of EIP monitoring data.
Datas
L
dwid Integer 10 The value of the bandwidth:
EipBandwi
thp EipFlow/60. Unit: Bps.
l_ .
EipFlow Integer 675 The sum of the inbound and
outbound bandwidth.
“EipPackets |Integer 3434 The number of packets
|_ .
EIpRX Integer 122 The inbound bandwidth. Unit:
bytes.
s
EipTX Integer 343 The outbound bandwidth. Unit:
bytes.
“TimeStamp | String 2010-01-21T09:50 | 1h6 tim estamp of the query in
237
ISO8601 format. Example value:
2018-12-20T03:14:007.
RequestId String C8B26B44-0189 |10 ID of the re quest
-443E-9816-
D951F59623A9
Examples

Request example

https :// vpc .

ta
& Allocation

& StartTime =

& CommonPara

aliyuncs .

Id = eip - 2578g5vba

Response example

XML format

<?  xml
< DescribeEi

version =" 1 .
pMonitorDa

2014 - 10 - 29723 : 00 :
& EndTime = 2014 - 10 - 30TO8 : 00 : 00Z
meters

com /? Action = DescribeEi

pMonitorDa

00Z

® " encoding =" UTF - 8 " 2?2 >

taResponse >




< RequestId > C8B26B44 - 0189 - 443E - 9816 - D951F59623 A9 </
RequestId >
< EipMonitor

< EipMonitor

<

Datas >

Data >

EipRX > 122 </ EipRX >
EipTX > 343 </ EipTX >

<
< EipFlow > 675 </ EipFlow >

< EipPackets > 3434 </ EipPackets >
< EipBandwid th > 10 </ EipBandwid th >

< TimeStamp > 2010 - 01 - 21T09

50

23Z </ TimeStamp >

</ EipMonitor Data >
</ EipMonitor Datas >
</ DescribeEi pMonitorDa taResponse >
JSON format
{
" RequestId ": " C8B26B44 - 0189 - 443E - 9816 - D951F59623 A9 ",
" EipMonitor Datas ": {
" EipMonitor Data ": [
{
" EfpRX ": " 122 ",
" EipTX ": " 343 ",
" EipFlow ": " 675 ",
" EipPackets ": " 3434 ",
" EipBandwid th ": " 10 ",
" IntranetFl ow ": 675 ,
" IntranetBa ndwidth ": 10 ,
" TimeStamp ": " 2010 - 01 - 21TE9 : 50 232 "
}
]
}
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidIns The Instanceld provided |The specified ECS instance
tanceld. does not exist in our does not exist (The
NotFound records. specified ECS instance is
not under the VPC).
400 InvalidStartTime | The specified parameter " |The specified start time is
.Malformed StartTime" is not valid. invalid.
400 InvalidEndTime. |The specified parameter" |The specified end time is
Malformed EndTime" is not valid. invalid.
400 InvalidPeriod The specified parameter " | The specified period value
.ValueNotSu Period" is not valid. is invalid.
pported




HTTP Error code Error message Description

status

code

400 InvalidStartTime | The specified parameter " | The specified start time is
.TooEarly StartTime" is too early. invalid.

400 InvalidAll Specified allocation id is | The specified public IP
ocationld. not found. address does not exist.
NotFound Check if you have entered

the correct public IP
address.

400 OperationDenied | Specified operation is The operation cannot be
.TooManyDat denied as too many data to | performed because too
aQueried return. much data is returned.

404 Forbidden. Specified region is not The specified region does
RegionNotFound | found during access not exist.

authentication.

See common error codes

17.8 DescribeEipGatewaylnfo

Queries the gateway address and subnet mask of an EIP.

You can only query the gateway address and subnet mask of an EIP that is associated

with a secondary Elastic Network Interface (ENI) in the multi-EIP to ENI mode.
Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeEi The name of this action. Value:
pGatewaylInfo o
DescribeEipGatewayInfo
Instanceld |String | Yes emi- The ID of the ENI with which
bp1d66qjxb

the EIP is associated.

3qoin3xxxx
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Parameter Type Required| Example value | Description

?

RegionId String | Yes cn-zhangjiako The region ID of the EIP. To
u
query the region ID, call
DescribeRegions.
Response parameters
Parameter Type Example value |Description
Code String 200 The status code of the request.
EipInfos The details of the EIP.
Ip String 47.X%.XX.236 The IP address of the EIP.
IpGw String 47.xx.xx.1 The gateway address of the EIP.
IpMask String 255.255.255.0 The subnet mask of the EIP.
Message String successful The message indicating whether
the request is successful.
RequestId String COFDOEED-F90D |10 1D of the request
-4479-803D-
DD62335357E5
Examples

Request example

http (s ):// vpc . aliyuncs . com /? Action = DescribeEi
pGatewayIn fo

& Instanceld = eni - bpld66gjxb 3qoin3 *x*x

& RegionId = cn - zhangjiako u

&< CommonPara meters >

Response examples
XML format

< DescribeEi pGatewayIn foResponse >
< Message > successful </ Message >


~~36063~~
~~36063~~

< RequestId > OED8D0OO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >
< EipInfos >
< EipInfo >
< IP > 47 . xx . xx . 236 </ IP >
< IpMask > 255 . 255 . 255 . 0 </ IpMask >
< IpGw > 47 . xx . xx . 1 </ IpGw >
</ EipInfo >
</ EipInfos >
< Code > 200 </ Code >
</ DescribeEi pGatewayIn foResponse >

JSON format

{
" Message ":" successful ",
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA Co ",
" EipInfos ": {
" EipInfo ":[
{
" IpMask ":" 255 . 255 . 255 . 0 ",
"IP ":"™ 47 . xx . xx . 236",
" IpGw ":M 47 . xx . xx . 1"
}
]
+y
" Code ":" 200 "
}
Error codes
HTTP Error code Error message Description
status
code
403 Forbbiden User not authorized to You are not authorized to
operate on the specified |operate on this resource.
resource.

See common error codes.
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18 Physical connection

18.1 CreatePhysicalConnection

Create a physical connection.

After the physical connection changes to the Initial status, contact the service

provider for construction.
Note the following before creating a physical connection:

- The number of physical connections that are not in the Enabled status cannot

exceed five.
- If there is a delinquent physical connection in your account, you cannot apply for

more physical connection.

Request parameters

Name Type Require( Description

Action String | Yes The action to perform. Valid value:

CreatePhys dcalConnec tion

RegionlId String | Yes The region of the physical connection.
You can obtain the region ID by calling the
DescribeRegions API.
AccessPoin  |String | Yes The ID of the access point used by the physical
tId

connection.

You can obtain the region ID by calling the
DescribeRegions API.

CircuitCod  |String |No The circuit code provided by the service

e . . .
provider for the physical connection.




Name Type Require( Description
LineOperat |String |Yes The service provider that provides the physical
or . .
connection. Valid value:
CT :China Telecom
CU : China Unicom
CM : China Mobile
CO :Others in China
Equinix :Equinix
Other : Others outside China
PeerLocati String | Yes The geographic location of the local data center
on
Bandwidth String |No The bandwidth in Mbps of the physical
connection. The default valueis 100 and the
valid value is [2, 10240].
PortType String | No The port type of the physical connection. Valid
value:
100Base - T :100-MB electrical port
1000Base - T (default): 1-GB electrical
port
1000Base - LX :1-GB single-mode optical
port (10 km)
10GBase - T :10-GB electrical port
10GBase - LR :10-GB single-mode optical
port (10 km)
RedundantP String |No The ID of the redundant physical connection.
hysicalCon The redundant physical connection must be in

nectionId

the Allocated, Confirmed, or Enabled status.




Name Type Require( Description

Name String | No The name of the physical connection.
The name The name can contain from 2 to
128 characters including a-z, A-Z, 0-9, dots,
underscores, and hyphens. The name must
start with an English letter, but cannot start
with http ://or https : //.

Descriptio |String |No The description of the physical connection.

n
The description can contain 2-256 characters. It
must start with English letters, but cannot start
with http ://or https ://.

ClientToke String | No A client token used to guarantee the

n .
idempotence of requests.
This parameter value is generated by the client
and is guaranteed to be unique among different
requests. The maximum length is 64 ASCII
characters.

Response parameters
Name Type Description

RequestId String The ID of the request.

PhysicalCo String The ID of the VPC.

nnectionId

Examples

Request example

https :// vpc . aliyuncs . com /? Action = CreatePhys -calConnec

tion
& RegionId =
& AccessPoin
& LineOperat
& Peerlocati
& CommonPara

cn - beijing

tId = ap - cn - beijing - ft - A

or = CT
on = XXX
meters

Response example




- XML format

<?  xml version =" 1 . @ " encoding =" UTF - 8 "? >
< CreatePhys -calConnec tionRespon se >

< RequestId > 8AGA5EC5 - 6F6C - 4906 - 9689 - 56ACE58A13 EO "</
RequestId >

< PhysicalCo nnectionId > pc —x*x*xxxxx*xx*xx*x</ PhysicalCo
nnectionId >
</ CreatePhys dicalConnec tionRespon se >

- JSON format
{
" PhysicalCo nnectionId ": " pc —kxxxkkkkxkkkxx',
" RequestId ": " 8AG6A5EC5 - 6F6C - 4906 - 9689 - 56ACE58A13 EO "
}

18.2 CancelPhysicalConnection

Cancels physical connection access. After the cancelling, the physical connection

changes to the Canceled state.
You cannot cancel a physical connection that is in the Enabled state.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CancelPhys The name of this action. Value:
icalConnection
CancelPhys dcalConnec
tion
PhysicalCo |String |Yes pe-119mfjzm7 |1 1p of the physical
nnectionld ;
connection.
RegionId String | Yes cn-shanghai

The region where the physical

connection is located.

To query the region ID, call

DescribeRegions.



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description
?

ClientToke |String No 02fb3da4-130e A client token used to
n -11e9-8e44- .
0016e04115b guarantee the idempotence of

requests.

This parameter value is
generated by the client and
must be unique. It must be 1 to

64 ASCII characters in length.

Response parameters

Parameter Type Example value |Description
RequestId |String 4EC47282-1B74 | The ID of the request.
-4534-BDOE-
403F3EE64CAF
Examples

Request example

https :// vpc . aliyuncs . com /? Action = CancelPhys -calConnec
tion

& PhysicalCo nnectionId = pc - 119mfjzm7

& RegionId = cn - shanghai

&< CommonPara meters >

Response example
XML format

< RequestId > BE36E95A - F83E - 4127 - A29E - F2F35D4C99 9A </
RequestId >

JSON format

{
" RequestId ":" BE36E95A - F83E - 4127 - A29E - F2F35D4C99 O9A "



}

Error codes
HTTP Error code Error message Description
status
code
404 InvalidPhy The PhysicalConnectionId | The specified physical
sicalConne provided does not exist in | connection does not exist.
ctionld. our records.
NotFound
400 Forbidden. The request does not The request cannot be
NotAllowed allow in this state. processed because the
InState status of the resource does
not permit this action.

See common error codes

18.3 DescribePhysicalConnections

Query physical connections in a region.

Debug

Perform a debug in OpenAPI Explorer. We recommend that you use OpenAPI

Explorer. By using OpenAPI Explorer, you can call APIs, generate SDK code examples

automatically, and search APIs, allowing you to quickly and easily get started with

using APIs on the cloud.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes De:scrlbePh The action to perform.
ysicalConn
ections Valid value: DescribePh

ysicalConnections
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Parameter Type Required| Example value | Description
?

RegionId String | Yes cn-hangzhou The ID of the region where the
leased line is deployed.
You can obtain the region ID
by calling the DescribeRegions
API.

ClientToke |String |No 23243242rggyt

n

Optional. It is used to
guarantee the idempotence of
requests. This parameter is
generated by clients. It must
be unique for each request
and must not exceed 64 ASCII

characters in length.



~~36063~~
~~36063~~

Parameter Type Required| Example value | Description
?

Filter . N [String [No 1
. Key

Optional. The filter conditions
. Value range of N: 1 to 5.
Supported filter conditions
include:
- PhysicalConnectionld
: the ID of the physical
connection

- AccessPointld : the ID of the
access point

- Type : the type of the
physical connection

- LineOperator : the service
provider of the leased line

- Spec : the specification of
the physical connection

- Status : the status of the
physical connection

- Name : the name of the
physical connection

The relationship of multiple
filter condition values is OR,
which means that this filter
condtion is met when at least
one of the specififed value is
returned. The relationship of
multiple filter conditions is
AND, which means a physical
connection is displayed in the
query result only when it meets

all the specified conditions.

Filter . N [RepeatLi$No 1
. Value . N

Optional. Values of filter
conditions. Value range of N: 1
to 5.




Parameter Type Required| Example value | Description
?
IncludeRes | Boolean |No false Optional. Indicates whether to
ervationDa . .
. return invalid orders.
a
PageNumber | Integer |No 10 Optional. The page number of
the physical connection list.
Default value: 1.
PageSize Integer | No 1 Optional. The number of rows
per page. Maximum value: 50.
Default value: 10.
Response parameters
Parameter Type Example value | Description
Physu.:alCo Details of physical connections
nnectionSet
AccessPoin |String c1p %zeerralwb The access point ID of the physical
tid 7uj6i0d0fo3 .
connection
L ; ; .
AdLocation | String Room Ax-x, The location where the leased line
Building B, No. x |
of xxx Avenue is connected
bl
New York, US
B .
Bandwidth | Long 10 The bandwidth of the physical
connection
Lo .
BusinessSt | String Normal The payment status of the physical
atus
connection. Valid values:
- Normal
- FinancialLocked: locked due to
overdue payment
- SecurityLocked: locked due to
security reasons




Parameter Type Example value |Description
|_ . .
ch String Prepaid The billing method of the physical
argeType
gelyp connection
P .
CircuitCod | String longtel001 The number of the leased line from
e
the service provider
I_ . . . .
CreationTi1 |String 2017-06-08T12:20 | 1y, e time when the physical
me S5 L. ,
connection is established
|_ . . . .
Descriptio | String Phys1cal. A description about the physical
n connection i
connection
L : 06 .
String 2017-06-08T12:20 | 1y time when the physical
EnabledTime :55 o
connection is enabled
L ; : .
EndTime |String 2&19—02-25T11.01 The time when the physical
:04Z
connection expires
|_ .
HasR String true Indicates whether subscription
asReserva
tionData messages are received
|_ . .
LineOperat | String CT The service provider that provides
or
the leased line. Valid values:
- CT: China Telecom
- CU: China Unicom
- CM: China Mobile
- CO: Other Chinese service
providers
- Equinix: Equinix
- Other: Other service providers
outside Mainland China
I_ . .
LoaStatus |String Available The status of the LOA
I_ .
Name String name The name of the physical

connection




Parameter Type Example value |Description
|_ . . .o o
PeerLocati | String Zh.ejlang The location of the on-premises
on vijdbg_21e
IDC
'—Phy.sicaICO String pc-119mfjzm7 | ppe 1p of the physical connection
nnectionld
l_ .
b String 80 The port number of the physical
PortNumber
connection device
L ; R
PortType |String 1000Base-T The type of physical connection
ports:
- 100Base-T: 100M electrical ports
- 1000Base-T (default value):
Gigabit electrical ports
- 1000Base-LX: Gigabit single-
mode optical ports (10 km)
- 10GBase-T: 10-GE electrical ports
- 10GBase-LR: 10-GE single-mode
optical ports (10 km)
l_ . .
String pc-119mfjzm?7 The ID of the redundant physical
RedundantP )
hysicalCon connection
nectionld
L : : 09 .
Re?ervgtlo String 2019-02-25T11:01 | 16 offective time of a renewal
nActiveTime :047
“Reservatio |String PayByBandwidth |, e type of renewal
nInternetC
hargeType
l_ . .
Reservatio |String RENEW The type of the renewal order
nOrderType
“Spec String Large

The specification of the physical

connection




Parameter

Type

Example value

Description

LStatus

String

Initial

The status of the physical

connection. Valid values:

- Initial : The physical connection
has been applied for and is
under review by Alibaba Cloud.

- Approved : The application is
approved.

- Allocating : Resources are being
allocated.

- Allocated : The leased line is
being installed.

- Confirmed : The completed
leased line installation needs to
be confirmed by the customer.

- Enabled : The physical
connection interface is enabled.

- Rejected : The application is
rejected.

- Canceled : The application is
canceled.

- Allocation Failed : Failed to
allocate resources.

- Terminated : The physical
connection is terminated.

~Type

String

VPC

The type of the physical

connection. Default value: VPC.

TotalCount

Integer

10

The number of items in a list

PageNumber

Integer

10

The current page number

PageSize

Integer

10

The number of items per page

RequestId

String

EECS8EAB1-F299
-4F5C-8ES54-
0A3129164C27

The ID of the request




Example

Request example

https :// vpc . aliyuncs . com /? Action = DescribePh ysicalConn
ections

& RegionId = cn - hangzhou

&< CommonPara meters >

Response examples

XML format

< DescribePh ysicalConn ectionsRes ponse >
< PageNumber > 1 </ PageNumber >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
< RequestId > 7CO7BOAF - 4FCO - 4BB2 - 9667 - F75812824B CD </
RequestId >
< PhysicalCo nnectionSe t >
< PhysicalCo nnectionTy pe >
< Type > VPC </ Type >
< PhysicalCo nnectionId > pc - 2zeoaxkq3j ot5p7lgcnu y </
PhysicalCo nnectionId >
< PeerLocati on > XXX - XX Road -- XXX District </
PeerLocati on >
< CreationTi me > 2017 - 12 - 13T02 : 28 : 42Z </ CreationTi
me >
< Name > TEST </ Name >
< Status > Enabled </ Status >
< AdLocation > CabinetXXU DataCenter XXX -- XXX -- XX —-- XXX
</ AdLocation >
< EnabledTim e > 2017 - 12 - 18T04 : 01 : 30Z </ EnabledTim e

>

< BusinessSt atus > Normal </ BusinessSt atus >

< LineOperat or > CT </ LineOperat or >

< PortNumber > 1 / 1 / 4 </ PortNumber >

< AccessPoin tId > ap - cn - beijing - dx - A </ AccessPoin
tId >

< PortType > 100Base - T </ PortType >
< Bandwidth > 2 </ Bandwidth >
</ PhysicalCo nnectionTy pe >
</ PhysicalCo nnectionSe t >
</ DescribePh ysicalConn ectionsRes ponse >

JSON format

" PageNumber ": 1 ,
" TotalCount ": 1 ,
" PageSize ": 10 ,
" RequestId ":" 7CO7BOAF - 4FCO - 4BB2 - 9667 - F75812824B CD ",
" PhysicalCo nnectionSe t ":{
" PhysicalCo nnectionTy pe ":[

{II Type n : n VPC n ’
" PhysicalCo nnectionId ":" pc - 2zeoaxkq3j ot5p7lgcnu y ",
" PeerLocati on ":" XXXRoad - XXDistrict -- XXX ",

" CreationTi me ":" 2017 - 12 - 13T02 : 28 : 427 ",



" Name ":" TEST ",

" Status ":" Enabled ",
" AdLocation ":" CabinetXXU DataCenter XX -- XXX - XX —- XXX ",
" EnabledTim e ":" 2017 - 12 - 18T04 : 01 : 30Z ",
" BusinessSt atus ":" Normal ",
" LineOperat or ":" CT ",
" PortNumber ":" 1 /1 / 4 ",
" AccessPoin tId ":" ap - cn - beijing - dx - A ",
" PortType ":" 100Base - T ",
" Bandwidth ": 2
}
]
+
}
Error codes
HttpCode | Error code Error message Description
404 InvalidFilterKey |Specified filter key is not |The specified filter key
.ValueNotSu supported: Filter.X.key , Filter.X.key, is not
pported supported.

Click here to view the error codes.

18.4 ModifyPhysicalConnectionAttribute

Modifies the attributes of a physical connection.
Note the following before you call this action:

- If you want to modify the specification or the redundant physical connection ID,

the corresponding physical connection must be in the Initial or Rejected status.

- You cannot modify the attributes of a physical connection that is in the Canceled,

Allocating, AllocationFailed, or Terminated status.

- After modification, a physical connection in the Rejected status will change to the

Initial status.
Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.


https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModifyPhys |ty name of this action. Value:
icalConnec
tionAttribute ModifyPhys dcalConnec
tionAttrib ute
PhysicalCo |String |Yes pe-119mfjzm7 |4 o 1p of the physical
nnectionId .
connection.
RegionId String | Yes cn-shanghai The region where the physical
connection is located.
To query the region ID, call
DescribeRegions.
CircuitCod |String |No longtel001 The circuit code provided by
e . .
the carrier for the physical
connection.
ClientToke |String |No efefe566754h A client token used to
n .
guarantee the idempotence of
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Descriptio [String |No The descriptio |y, description of the physical
n n of the )
physical connection.
connection

The description must be 2 to
256 characters in length. It
must start with a letter, but

cannot start with http ://or

https ://.




Parameter

Type

Required
?

Example value

Description

LineOperat

or

String

No

CT

The carrier that provides the
physical connection. Valid
values:

CT :China Telecom

CU : China Unicom

CM : China Mobile

CO : Others in China

Equinix : Equinix

Other : Others outside

China

Name

String

No

The name of
the physical
connection

The name of the physical

connection.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It
cannot start with http ://or

https ://.

PeerLocati

on

String

No

Zhejiang
Province---
vfjdbg_21e

The geographic location of the

on-premises data center.




Parameter

Type

Required| Example value

?

Description

PortType String

No

El-2M

The port type of the physical

connection. Valid values:

100Base - T :100 Mbps
electrical port

1000Base - T (default): 1
Gbps electrical port

1000Base - LX :1Gbps
single-mode optical port (10
km)

10GBase - T :10 Gbps
electrical port

10GBase - LR :10 Gbps
single-mode optical port (10
km)

RedundantP
hysicalCon

String

nectionIld

No

pc-119mfjzm7

The ID of the redundant
physical connection. The
redundant physical connection
must be in the Allocated,
Confirmed, or Enabled status.

Bandwidth String

No

The bandwidth in Mbps of the
physical connection. Value
range: 2 to 10240.

Response parameters

Parameter

Type

Example value

Description

RequestId |String

013EE132-A109
-4247-91B0-
099A8FF49AD7

The ID of the request.

Examples

Request example




https :// vpc .
tionAttrib
& PhysicalCo

ute

aliyuncs .

nnectionId

= pc - 1l19mfjzm7

& RegionId = cn - shanghai

&< CommonPara

meters >

Response example

- XML format

< ModifyPhys

icalConnec

tionAttrib

com /? Action = ModifyPhys

uteRespons

icalConnec

e >

< RequestId > 8AGA5EC5 - 6F6C - 4906 - 9689 - 56ACE58A13 EO "</
RequestId >
</ ModifyPhys dicalConnec tionAttrib uteRespons e >
- JSON format
" RequestId ":" 8AGA5EC5 - 6F6C - 4906 - 9689 - 56ACE58A13 EO "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidPhy The PhysicalConnectionId | The specified physical
sicalConne provided does not exist in | connection does not exist.
ctionlId. our records.

NotFound

400 InvalidPee The PeerLocation The value of the
rLocation. provided was invalid. PeerLocation parameter is
Malformd invalid.

400 InvalidPortType. | The PortType provided The specified port type is
Malformd was invalid. invalid.

400 InvalidDes The specifid ?Description | The format of the
cription. ? is not valid. description is invalid. The
Malformed source description can

be 2 to 256 characters in
length. It cannot start
with http:// and https://.

400 InvalidName. The specified ?Name? is The name format is
Malformed not valid. invalid.




HTTP Error code Error message Description

status

code

400 InvalidStatus invalid physical The specified physical

connection status. connection status is
invalid.

400 InvalidBan invalid physical The specified physical
dwidth connection banwidth. connection bandwidth is

invalid.

400 InvalidRed redundant physical The specified redundant
undantPhys connection doesn't belong | physical connection
icalConnection | to current user. does not belong to your

account.

400 InvalidRed invalid redundant The status of the
undantPhys physical connection status | redundant physical
icalConnec connection is invalid.
tionStatus

400 InvalidCir circuitCode is illegal. The specified circuit code
cuitCode. is invalid.

Malformed

See common error codes

18.5 TerminatePhysicalConnection

Terminate the access of the physical connection after the physical connection is

enabled. The physical connection changes to the Terminating status after the API is

called and changes to the Terminated status when the process is completed.

Note the following before terminating a physical connection:

- You can only terminate a physical connection in the Enabled status.

- Before terminating a physical connection, you must delete the Virtual Border

Routers (VBRs) associated with the physical connection.



https://error-center.aliyun.com/status/product/Vpc

Request parameters

Name Type Require( Description

Action String | Yes The action to perform. Valid value:

TerminateP hysicalCon nection

RegionId String | Yes The region of the physical connection.

You can obtain the region ID by calling the
DescribeRegions API.

PhysicalCo String | Yes The ID of the physical connection.

nnectionId

Response parameters

Name Type Description
RequestId String The ID of the request.
Examples

Request example

https :// vpc . aliyuncs . com /? Action = TerminateP hysicalCon
nection

& PhysicalCo nnectionId = pc - 2zeoaxkg3x xxxx

& RegionId = cn - beijing

& CommonPara meters

Response example

XML format
<?  xml version =" 1 . @ " encoding =" UTF - 8 "? >
" RequestId ": " 513EQA50 - 4F2D - 4CBE - BF35 - 40559DF65D 79 "

18.6 EnablePhysicalConnection

Enables a physical connection in the Confirmed status. After being enabled, the

physical connection changes to the Enabled status.
Note the following before you call this action:

- You can only enable a physical connection in the Confirmed status.



- The physical connection changes to the Enabled status after being enabled.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes EnablePhys | tpe name of this action. Value:
icalConnection
EnablePhys -dcalConnec
tion

PhysicalCo |String |Yes pe-119mfjzm7 |1 o1 of the physical

nnectionId ;
connection.

RegionId String | Yes cn-shanghai | region where the physical
connection is located.
To query the region ID, call
DescribeRegions.

ClientToke |String |No 02fb3da4-130e |y lient token used to

n -11e9-8e44- hei ¢

0016e04115h | &uarantee the idempotence o
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Response parameters
Parameter Type Example value |Description
RequestId |String API-20365164- The ID of the request.

5b0d-460a-83c2-
2189972b3349



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Examples

Request example

https :// vpc . aliyuncs . com /? Action = EnablePhys -icalConnec
tion
& PhysicalCo nnectionId = pc - 119mfjzm7
& RegionId = cn - shanghai
&< CommonPara meters >
Response example
- XML format
< EnablePhys dcalConnec tionRespon se >

< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </

RequestId >

</ EnablePhys -icalConnec tionRespon se >
- JSON format
{
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidPhy The PhysicalConnectionld | The specified physical
sicalConne provided does not exist in | connection does not exist.
ctionld. our records.
NotFound
400 Forbidden. The request does not The request cannot be
NotAllowed allow in this state. processed because the
InState status of the resource does
not permit this action.

See common error codes

18.7 DeletePhysicalConnection

Deletes a physical connection.

You can only delete a physical connection in the Rejected, Canceled, AllocationFailed

, or Terminated status.



https://error-center.aliyun.com/status/product/Vpc

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DeletePhys The name of this action. Value:
icalConnection
DeletePhys -calConnec
tion
RegionId String | Yes pc-119mfjzm7 | region where the physical
connection is located.
To query the region ID, call
DescribeRegions.
PhysicalCo |String |Yes cn-shanghai The ID of the physical
nnectionld .
connection.
Response parameters
Parameter Type Example value |Description
RequestId |String 2B3670CD-670E | The ID of the request.
-4540-8C13-
6DE929AEDD3B
Examples
Request example
https :// vpc . aliyuncs . com /? Action = DeletePhys -icalConnec
tion
& PhysicalCo nnectionId = pc - 119mfjzm7
& RegionId = cn - shanghai

&< CommonPara

Response example

meters >



https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

- XML format

< DeletePhys

icalConnec

tionRespon se >

< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

</ DeletePhys

icalConnec

tionRespon se >

- JSON format
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidPhy The PhysicalConnectionld | The specified physical
sicalConne provided does not exist in [ connection does not exist.
ctionId. our records.
NotFound

400 Forbidden. The request does not The request cannot be
NotAllowed allow in this state. processed because the
InState status of the resource does

not permit this action.

400 InvalidPhy instance id not matched. |The instance IDs do not
sicalConne match.
ctionId.
NotMatched

400 Forbidden. vbr owner's vbr still exists | A VBR still exists.
VBREXists

400 Forbidden. The physical connection | The physical connection is
AssociateToVBR | still associate to VBR. already associated with a

VBR.

See common error codes

18.8 ApplyPhysicalConnectionLOA
Apply for the LOA.



https://error-center.aliyun.com/status/product/Vpc

Debug

Perform a debug in OpenAPI Explorer. We recommend that you use OpenAPI

Explorer. By using OpenAPI Explorer, you can call APIs, generate SDK code examples

automatically, and search APIs, allowing you to quickly and easily get started with

using APIs on the cloud.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ApplyPhysi The action to perform.
calConnect
ionLOA Valid value: ApplyPhysi
calConnectionLOA.

CompanyNam |String |Yes company The name of the company

© that requires the physical
connection.

Constructi String Yes 2019-02-28T16: The date and time Whel’l

T4 00:00.000Z

entime the data cable installation
technician or representative
will go to the installation site.

Instanceld |String |Yes pe-bplqrb3044 | 4 o ctance ID of the physical

eqiXXXXXXXX o
connection interface.

Li neType String Yes SDH The type of leased line.

PeerLocati |String |Yes Hangzhou The location where the leased

°n line is deployed.

RegionId String | Yes cn-hangzhou |41 o 1p of the region to which
the physical connection
interface belongs.

si String | Yes Alibaba Cloud | 6 name of the installation
company.



https://api.aliyun.com/#product=Slb&api=AddVServerGroupBackendServers

Parameter Type Required| Example value | Description
?
Bandwidth | Integer |No 3 Optional. The bandwidth value
of the physical connection.
ClientToke |String | No fg}f}?g% Optional. The token used for
n - - . . .
4xxx4-8D22- | client authentication.
CH2XXXXXXXX
LineOperat |String | No cu Optional. The service provider
or . .
that provides the leased line.
PMInfo String | No B210xxXXXX | ptjonal. The license number
. N . XXXXXXXX )
o of the certificate held by
PMCertific
the data cable installation
ateNo
technician or representative.
PMInfo String [No IDCard Optional. The type of the
. N .
o certificate that the data cable
PMCertific
installation technician or
ateType
representative holds.
PMInfo String |No 13200000000 Optional. The contact
. N . . .
information of the data cable
PMContactI
installation technician or
nfo
representative.
PMInfo . N |String |No Male Optional. The gender of
. PMGender
the data cable installation
technician or representative.
PMInfo . N |String |No Mike Optional. The name of the data
. PMName

cable installation technician or

representative.




Response parameters

Parameter Type Example value | Description
RequestId String A47BD386-7FDE | 116 1D of the re quest
-42C4-8D22-
C6223D18AA1C

Examples

Request example

http ( s )://[ Endpoint ]/? CompanyNam
Constructi onTime

LineType = SDH

2019 - 02 - 28T16 :
Instanceld = pc - bplqrb3044

Hangzhou

RegionId = cn - hangzhou

Si = Alibaba Cloud
< CommonPara meters >

&
&
&
& Peerlocati on =
&
&
&

Response examples

XML format

< ApplyPhysi calConnect ionLOA >
< code > 200 </ code >

< httpStatus Code > 200 </ httpStatus

< message > successful </ message >
< requestId > A47BD386 - TFDE - 42C4 - 8D22 - (C6223D18AA

requestId >

< success > true </ success >
</ ApplyPhysi calConnect -ionLOA >

JSON format

{
" message ":" successful ",
" httpStatus Code ": 200 ,

" requestId ":" A47BD386 - TFDE - 42C4 - 8D22 - C6223D18AA
" code ":" 200 ",

" success ": true

}

Error codes

Click here to view the error codes.

e = company
00 : 00 . 000Z

eqiXXXXXXX X

Code >

18.9 CompletePhysicalConnectionLOA

Report information about the completed installation of the leased line.

1C </

TGE



https://error-center.aliyun.com/status/product/Vpc

Debug

Perform a debug in OpenAPI Explorer. We recommend that you use OpenAPI

Explorer. By using OpenAPI Explorer, you can call APIs, generate SDK code examples

automatically, and search APIs, allowing you to quickly and easily get started with

using APIs on the cloud.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CompletePh The action to perform
ysicalConn
ectionLOA Valid value: CompletePh
ysicalConnectionLOA.
InstanceId |String |Yes pc-bp10tvlhnw The instance ID of the physical
KWXXXXXXXXXX o
connection interface.
LineCode String | Yes aaalll The number of the leased line.
LineLabel |String |Yes bbb222 The label numbers of cables at
the installation site.
RegionId String | Yes cn-hangzhou |40 1p of the region where the
leased line is deployed.
ClientToke String No F8983C74-E068 Optional The token used for
n -4509-B442- _ o
89xxxXXCSF client authentication.
43B
Response parameters
Parameter Type Example value |Description
RequestId String F8983C74-E068

The ID of the request.
-4509-B442-

89BD82C8F43B



https://api.aliyun.com/#product=Slb&api=AddVServerGroupBackendServers

Examples

Request example

http ( s )://[ Endpoint ]/? Instanceld = pc - bplOtvlhnw KwxXXXXXXX
XX

& LineCode = aaalll

& LinelLabel = bbb222

& RegionId = cn - hangzhou

&< CommonPara meters >

Response examples

XML format

< CompletePh ysicalConn ectionLOA >
< code > 200 </ code >
< message > successful </ message >
< requestId > 5FA3BO4E - AEAO - 4F89 - BFOD - 3FDT71ED69B F7 </
requestId >
< success > true </ success >
</ CompletePh ysicalConn ectionLOA >

JSON format

{
" message ":" successful ",
" requestId ":" 5FA3BO4E - AEA® - 4F89 - BFOD - 3FD71ED69B F7 ",
" code ":" 200 ",
" success ": true
}
Error codes

Click here to view the error codes.

18.10 CreatePhysicalConnectionOccupancyOrder

Create an order for the initial installation fee.

Debug

Perform a debug in OpenAPI Explorer. We recommend that you use OpenAPI
Explorer. By using OpenAPI Explorer, you can call APIs, generate SDK code examples
automatically, and search APIs, allowing you to quickly and easily get started with

using APIs on the cloud.


https://error-center.aliyun.com/status/product/Vpc
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreatePhys The action to perform
icalConnec
tionOccupa Valid value: CreatePhys
ncyOrder icalConnectionOccupa
ncyOrder.
PhysicalCo |String | Yes pe The instance ID of the physical
nnectionId bp1hpOwr(7 L "
2f6ambnil4l | connection interface.
RegionId String | Yes cn-hangzhou The ID of the region where the
leased line is deployed.
AutoPay Boolean | No true Optional. Indicates whether to
pay automatically. Valid values:
- true (default value): Pay
automatically. If you select
this value, you must ensure
that your account has
enough available funds.
Otherwise, the order that is
generated is invalid.
- false: Generates the order
only. No fee is deducted
from your account.
ClientToke String No CBCE910E Optional The token used fOI‘
n -D396- , o
4944-8764- client authentication.
B4047838B2D1




Parameter Type Required| Example value | Description

?

InstanceCh Strlng No PostPaid Optional. The billing method of
T
argelype the instance. Valid values:

- PrePaid: Subscription. If you
select this value, you must
make sure that your account
has enough available funds.

- PostPaid (default value): Pay
-As-You-Go

Period Integer | No 1 Optional. The validity period of

a Subscription.

PricingCyc |String | No Month Optional. The Subscription
le .
cycle. Valid values:
- Month
+ Year
Response parameters
Parameter Type Example value |Description
RequestId String CBCE910E-D396 | 1he ID of the re quest
-4944-8764-
B4047838B2D1

Example

Request example

http (s )://[ Endpoint ]/? PhysicalCo nnectionId = pc - bplhpOwr07
2f6ambnil4 1

& RegionId = cn - hangzhou

&< CommonPara meters >

Response example
XML format

< CreatePhys -1dcalConnec tionOccupa ncyOrder >
< code > 200 </ code >
< data >
< orderId > 2031673097 40138 </ orderId >



</ data >
< httpStatus Code > 200 </ httpStatus Code >
< message > successful </ message >
< requestId > CBCE910E - D396 - 4944 - 8764 - B4047838B2 D1 </
requestId >
< success > true </ success >
</ CreatePhys -calConnec tionOccupa ncyOrder >

JSON format

{
" message ":" successful ",
" httpStatus Code ": 200 ,
" requestId ":" CBCE910E - D396 - 4944 - 8764 - B4047838B2 D1 ",
" data ":{
" orderId ": 2031673097 40138
%’code i o200 ",
" success ": true
}
Error codes
HttpCode | Error code Error message Description
404 InvalidPhy The PhysicalConnectionId | The ID of the physical
sicalConne provided does not exist in | connection does not exist.
ctionld. our records.
NotFound
400 Forbidden. The request does not Your request cannot be
NotAllowed allow in this state. executed because the
InState status of the physical
connection does not
permit this action.

Click here to view the error codes.

18.11 CreatePhysicalConnectionSetupOrder

Create an order for the resource fee.

Debug

Perform a debug in OpenAPI Explorer. We recommend that you use OpenAPI
Explorer. By using OpenAPI Explorer, you can call APIs, generate SDK code examples
automatically, and search APIs, allowing you to quickly and easily get started with

using APIs on the cloud.


https://error-center.aliyun.com/status/product/Vpc
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Request parameters

Parameter Type Required| Example value | Description
?
AccessPoin [String |Yes ap-cn-beijing- The ID of the access point
tId ft-A
Action String | Yes CreatePhys The action to perform
icalConnec
tionSetupO Valid value: CreatePhys
rder icalConnectionSetupOrder.
LineOperat |String | Yes CT The service provider that
°r provides the leased line. Valid
values:
- CT: China Telecom
- CU: China Unicom
- CM: China Mobile
- CO: Other Chinese service
providers
- Equinix: Equinix
- Other: Other service
providers outside Mainland
China
RegionId String | Yes cn-shanghai |40 1p of the region where the
leased line is deployed. You can
get the region ID by calling the
DescribeRegions API.
AutoPay Boolean | No true Optional. Indicates whether to
pay the fee automatically.
Valid values: true | false.
ClientToke String No 318BB676- Optional The token used for
n 0A2B-43A0 , o
_9ADS- client authentication.

F1D34E93750F




Parameter

Type

Required| Example value

?

Description

PortType String

No

100Base-T

Optional. The type of the leased
line connection port. Valid

values:

- 100Base-T: 100M electrical

ports

- 1000Base-T (default value):

Gigabit electrical ports

- 1000Base-LX: 1000M single-

mode optical ports (10 km)

- 10GBase-T: 10GE electrical

ports

- 10GBase-LR: 10GE single-

mode optical ports (10km)

RedundantP

hysicalCon

String

nectionIld

No

pc-bp10zsv5nt
PXXXXXXXXXX

Optional. The ID of the
redundant physical

connection. Its status must

Enabled.

Type String

No

VPC

Optional. The type of the

physical connection.

Response parameters

Parameter

Type

Example value

Description

Orderld String

202844382740728

The ID of the order.

Example

Request example

http ( s )://[ Endpoint ]/? AccessPoin tId =
- A

& LineOperat or =
& RegionId =

cn - shanghai

be Allocated, Confirmed, or

ap - cn - beijing - ft



&< CommonPara meters >

Response example

XML format

< CreatePhys -icalConnec tionSetupO0 rder >

< code > 200 </ code >

< data >

< orderId > 2032554009 60138 </ orderId >

</ data >

< httpStatus Code > 200 </ httpStatus Code >

< message > successful </ message >

< requestId > AA874147 - 4A58 - 41D4 - 95E2 - F2FFDAF417 A6 </
requestId >

< success > true </ success >
</ CreatePhys dcalConnec tionSetupO0 rder >

JSON format

{
" message ":" successful ",
" httpStatus Code ": 200 ,
" requestId ":" AA874147 - 4A58 - 41D4 - 95E2 - F2FFDAF417 A6 ",
" data ":{
" orderId ": 2032554009 60138

%’code "y 200 ",

" success ": true

h

Error codes

Click here to view the error codes.

18.12 DescribePhysicalConnectionLOA

Query LOA information about the physical connection.

Debug

Perform a debug in OpenAPI Explorer. We recommend that you use OpenAPI
Explorer. By using OpenAPI Explorer, you can call APIs, generate SDK code examples
automatically, and search APIs, allowing you to quickly and easily get started with

using APIs on the cloud.
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Request parameters

Parameter Type Required| Example value | Description
?
Instanceld | String | Yes pc- The instance ID of the physical
bplcad4wca2 o
7 EXXXXXXXX connection interface.
RegionId String | Yes cn-hangzhou The ID of the region where the
leased line is deployed.
ClientToke Strll’lg No 318BB676- Optional. The token used fOI‘
n 0A2B-43A0 . o
_9ADS- client authentication.
F1D34E93750F
Response parameters
Parameter Type Example value |Description
Phys1?alCo The LOA information of the
nnectionLO hvsical .
AType physical connection.
|_ .
String company The company name that you set
CompanyLoc .
alizedName when you registered your account.
L .
String test1234 The name of the company that
CompanyNam . .
o requires the leased line.
L 3 3 _09- .
C(.)nstructl String 2019-02-26T08:00 | 11,0 time when the the data center
onTime :00Z . . .
cable installation technician
or representative will go to the
installation site.
[ 1 -
Instanceld |String pc-bplcadwea2 | e instance ID of the physical
7eXXXXXXXXX L
connection interface.
L .
LineCode |String aaalll The number of leased line.
L .
LineLabel |String bbb222 The label numbers of the cables at
the installation site.




Parameter Type Example value Description
|_ . .
LineType |String MSTP The type of the physical connection
Valid values:
- MSTP
- Other
- SDH
- MPLSVPN
- FIBRE
[ : . _
LoaUrl String http://pconn-loa. The URL to use to download the
oss-cn-shenzhen
] LOA file.
.aliyuncs.com
/1993847644
011928_pc-
bplcadwca2
7ertsucaxn(O_cn
-hangzhou-dg-
a0l.pdf?Expires
=1551164196&
OSSAccessKeyld
=dCrRKgLiFL
LHAo06k&
Signature=d/
wOBARgZ5u]
HXODnjprlo
KIEC4%3D
L
PMInfo The information about the data
center cable installation technician
or representative.
I_ . .
PMCertific | String 12345671223 The certificate or licence number
ateNo
of the data center cable installation
technician or representative.
L ] ]
PMCertific | String Other The type of certificate or licence
ateType

held by the data center cable
installation technician or

representative.




Parameter Type Example value |Description
|_ .
String 18910010000 The contact information of the data
PMContactl . . .
nfo center cable installation technician
or representative.
l_ .

PMGender | String Male The gender of the data center
cable installation technician or
representative.

B )

PMName | String name The name of the data center
cable installation technician or
representative.

|_ .

SI String cteu The name of the data center cable

installation company.
~Status String Available The status of the physical
connection interface.
Requestld String 318BB676-0A2B | 1he ID of the re quest
-43A0-9ADS-
F1D34E93750F
Example

Request example

http ( s )://[ Endpoint ]/? Instanceld = pc
& RegionId = cn - hangzhou
&< CommonPara meters >

Response examples

XML format

< DescribePh ysicalConn ectionLOA >
< code > 200 </ code >
< data >
< companyNam e > testl234 </ companyNam

< constructi onTime > 2019 - 02 - 26T08 :

onTime >

- bplcadwca2 TexXXXXXXX

e >
00 : 00Z </ constructi

< dnstanceld > pc - bplcad4wca2 T7ertsucaxn 0 </ instanceld >

< lineType > MSTP </ lineType >

< loaUrl > http :// pconn - loa . oss - cn - shenzhen . aliyuncs .
com / 1993847644 011928_pc - bplcad4wca2 Tertsucaxn O_cn - hangzhou




- dg - a@l . pdf ? Expires = 1551164196 & amp ; OSSAccessK eyId =
dCrRKgLiFL LHAo6k & amp ; Signature = d / wOBARgZ5uJ HXODnjprlo
KIEC4 % 3D </ loaUrl >
< pmInfo >
< nextPMInde x > 1 </ nextPMInde x >
pmCertific ateNo > 1234567 </ pmCertific ateNo >
pmCertific ateType > Other </ pmCertific ateType >
pmContactI nfo > 1891001000 O </ pmContactI nfo >
pmGender > Male </ pmGender >
pmName > test </ pmName >
</ pmInfo >
< si > ctcu </ si >
< status > Available </ status >
</ data >
< message > successful </ message >
< requestId > 318BB676 - 0A2B - 43A0 - 9AD8 - F1D34E9375 OF </
requestId >
< success > true </ success >
</ DescribePh ysicalConn ectionLOA >

VAN ANVANIVANRVAN

JSON format

{
" message ":" successful ",
" requestId ":" 318BB676 - 0A2B - 43A0 - 9AD8 - F1D34E9375 OF ",
" data ":{
" lineType ":" MSTP ",
" status ":" Available ",
" pmInfo ":[
{
" pmContactI nfo ":" 1891001000 0 ",
" pmGender ":" Male ",
" pmCertific ateNo ":" 1234567 ",
" pmCertific ateType ":" Other ",
" nextPMInde x ": 1 ,
" pmName ":" test "
}
1,
" dnstanceld ":" pc - bplcad4wca2 Tertsucaxn 0 ",
" constructi onTime ":" 2019 - 02 - 26T08 : 00 : 00Z ",
" companyNam e ":" test1234 ",
n S-i ll:ll thu Il’
" loaUrl ":" http :// pconn - loa . oss - cn - shenzhen . aliyuncs

com / 1993847644 011928_pc - bplcad4wca2 T7ertsucaxn 0_cn -
hangzhou - dg - a0l . pdf ? Expires = 1551164196 & OSSAccessK eyId =
dCrRKgLiFL LHAo6k & Signature = d / wOBARgZ5uJ HXODnjprlo KIEC4 %

3D n
T,
" code ":" 200 ",
" success ": true
}
Error codes

Click here to view the error codes.


https://error-center.aliyun.com/status/product/Vpc

19 Border Gateway Protocol (BGP)

19.1 DescribeBgpNetworks

Query the advertised BGP networks.

Request parameters

Name Type Require( Description
Action String | Yes The action to perform. Valid value:
DescribeBg pNetworks
RegionlId String | Yes The region of the BGP network.
You can obtain the region ID by calling the
DescribeRegions API.
dstCidrBlo |String | No The advertised BGP network.
ck
Response parameters
Name Type Description
RequestId String The ID of the request.
Examples

Request example

https :// vpc .

& RegionId =
& CommonPara

Response example

- XML format

<? xml

version =" 1 .

aliyuncs .
cn - beijing
meters

com /? Action = DescribeBg pNetworks

® " encoding =" UTF - 8 "? >
< DescribeBg pNetworksR esponse >
< BgpNetwork s >
< BgpNetwork >




< DstCidrBlo ck > 10 . 1 .1 . 0 / 24 </
DstCidrBlo ck >

< VpcId ></ VpcId >

</ BgpNetwork >

</ BgpNetwork s >

< RequestId > 6F513A15 - 669F - 419D - B511
- 08A8529205 9B </ RequestId >

< PageSize > 10 </ PageSize >

< TotalCount > 1 </ TotalCount >

</ DescribeBg pNetworksR esponse >

- JSON format

" BgpNetwork s ": {
" BgpNetwork ": [

" DstCidrBlo ck ": " 106 . 1 .1 .0 / 24 ",
n VpCId ": mnn

" RequestId ": " 6F513A15 - 669F - 419D - B511 - 08A8529205 9B ",
" PageSize ": 10 ,
" TotalCount ": 1

19.2 CreateBgpGroup

Creates a BGP group.

You can use BGP to establish the communication between the Virtual Border Router
(VBR) and the on-premises IDC. To use BGP, add the BGP peer communicating with
the VBR to the corresponding BGP group and advertise the BGP network in the VBR.

A BGP group is used for simplifying BGP configurations. You can combine repetitive
configurations into a BGP group to reduce the configuration complexity. Each BGP

group is associated with an autonomous system number (ASN).
Note the following before you call this action:

- The supported BGP version is 4 (BGP4).
- IPv4 BGP is supported, but IPv6 BGP is not supported.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.


https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreateBgpG | The name of this action. Value:
roup
CreateBgpG roup
RegionId String | Yes cn-shanghai The region to which the BGP
group belongs.
To query the region ID, call
DescribeRegions.
krteen80oxx
Authkey String | No PWZ2wsq The authentication key of the
BGP group.
ClientToke |String |No 02fb3da4-130e | 1. client token that
n -11€9-8e44- i ]
0016e04115b guarantees the idempotence o
the request.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Descriptio |[String |No BGP

n

The description of the BGP

group.

The description must be 2 to
256 characters in length. It
must start with a letter, but

cannot start with http ://or

https ://.




Parameter Type Required| Example value | Description
?
IsFakeAsn Boolean | No true Indicates whether the ASN is
the correct ASN.
A router running BGP can only
belong to one AS in general
. However, in such cases as
where an AS needs to be
migrated or merged with other
ASs, a new ASN must be used.
Name String | No test The name of the BGP group.
The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It
cannot start with http ://or
https ://.
Response parameters
Parameter Type Example value |Description
BgpGroupId |String bgpg- The ID of the BGP group.
2zendnzngq
9lkjkhvlrsr
RequestId |String C1221A1F-2ACD |The ID of the request.
-4592-8F27-
474E02883159
Examples
Request example
https :// vpc . aliyuncs . com /? Action = CreateBgpG roup

& PeerAsn = 1111
cn - shanghai

& RegionId =




& RouterId = vrt - bpllhlotai
&< CommonPara

meters >

Response example

- XML format

< CreateBgpG
< BgpGroupId > bgpg - 2zendnzngq 9lkjkhvlrs

roupRespon

krteen80ox x

se >

r </ BgpGroupId >

< RequestId > C1221A1F - 2ACD - 4592 - 8F27 - 474E028831 59 </
RequestId >
</ CreateBgpG roupRespon se >
- JSON format
" BgpGroupId ":" bgpg - 2zendnzngq 9lkjkhvlrs r ",
" RequestId ":" C1221A1F - 2ACD - 4592 - 8F27 - 474E028831 59 "
}
Error codes

HTTP Error code Error message Description

status

code

400 QuotaExceeded. |bgp peer count per vbr The BGP group quota of
Bgp quota exceed. the VBR has been reached.

400 QuotaExceeded. |nga count per vbr quota | The NQA quota of the VBR
Nqga exceed. has been reached.

400 QuotaExceeded. |bgp network count per The BGP network quota of
BgpNetwork vbr quota exceed. the VBR has been reached.

400 InvalidPee multi pconn peerip can |The peer IP address
rIpAddress not be null. of multiple physical

connections cannot be
null.

400 InvalidVbr vbr netowrk not exists The specified VBR does
Network not exist.

400 InvalidBgpName |Specified Bgp Group name | The name of the BGP
.Malformed is not valid. group is invalid.

400 InvalidBgp Specified Bgp Group The description of the
Description. description is not valid. BGP group is invalid.
Malformed

400 InvalidBgp Specified Bgp Group The authentication key of
Authkey. authkey is not valid. the BGP group is invalid.
Malformed




HTTP Error code Error message Description
status
code
404 InvalidRegionld. | The specified Regionld is | The specified region ID
NotFound not found. does not exist.
400 InvalidIP. Ip malformed. The IP address format is
Malformed invalid.
400 InvalidPeerAsn. |invalid peer asn cannot The specified ASN cannot
Malformed equals aliyun asn:45104 | be the same as the Alibaba
Cloud ASN.
400 InvalidParams. |invalid peer asn cannot The specified ASN cannot
NotNull equals aliyun asn:45104 | be the same as the Alibaba
Cloud ASN.
400 InvalidParams. |vpc instance not found The specified VPC does
NotFound not exist.
400 InvalidParams. |bgp network already The specified BGP
AlreadyExists exists network already exists.
400 InvalidStatus. invalid status cannot You cannot perform this
CannotOperate |operate operation because the
status of the resource does
not permit this action.

See common error codes

19.3 DescribeBgpGroups

Queries BGP groups.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeBg The name of this action. Value:
pGroupsDes
cribeBgpGr DescribeBg pGroups
oups
RegionId String | Yes cn-shanghai The region to which the BGP
group belongs.
To query the region ID, call
DescribeRegions.
BgpGroupId | String | No bgpg- The ID of the BGP group.
wz9f62vafh
Z2gXXXXXXXX
IsDefault Boolean | No false Indicates whether the specified
BGP group is the default BGP
group.
OwnerAccou |String |No 1234abcd@ The owner account.
nt aliyun.com
PageNumber | Integer |No 1 The number of pages to return.
Default value: 1 .
PageSize Integer | No 1 The number of rows per page.
Maximum value: 50 . Default
value: 10 .
0q6kx .
with the BGP group.
Response parameters
Parameter Type Example value |Description
TotalCount | Integer 10 The number of queried entries.




Parameter Type Example value |Description
PageNumber | Integer 1 The current page number.
PageSize Integer > The number of entries per page.
BgpGroups A list of BGP groups.

,_ .

AuthKey String PWZ2wsq The authentication key used by the

BGP group.
L i -
String bgp The ID of the BGP group.
BgpGroupld wz977wcrmb
69axXXXXXXX
L " .
Descriptio | String The The description of the BGP group.

n

B .

Hold String 30 The hold time to wait for the BGP
message. If no BGP message is
received when the hold time is
reached, the BGP peer is disconnect
ed.

B .

IsFake String true Indicates whether the ASN is fake.
“Keepalive |String 10 The keep-alive time.
“LocalAsn |String 45104 The local ASN.
B .

Name String BGPName The name of the BGP group.
“PeerAsn | String 1111 The ASN of the BGP peer.
Lo . .

Regionld | String cn-shanghai The region ID of the BGP group. For
more information, see Regions and
zones.

“RouteLimit | String 99 The route quota
“Routerld |String vrt-bp1lhlOtai The ID of the VBR

krteen800oxx



~~40654~~
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Parameter Type Example value |Description
|_ . .
Status String active The status of the BGP peer.
RequestId String 1D0971B2-A35A | The ID of the re quest
-42C1-A44C-
E91360C36C0B
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DescribeBg pGroups
& RegionId = cn - shanghai
&< CommonPara meters >

Response example
- XML format

< DescribeBg pGroupsRes ponse >
< TotalCount > 1 </ TotalCount >
< PageSize > 10 </ PageSize >
< RequestId > O9E2COFD - 37FF - 4737 - 80DF - 517AC36D43 DB </
RequestId >
< BgpGroups >
< BgpGroup >
< BgpGroupId > bgpg - 2zev8h2wo4 14sthjgdlh h </ BgpGroupId

LocalAsn > 45104 </ LocalAsn >
Hold > 30 </ Hold >
Descriptio n />
AuthKey />
IsFake > true </ IsFake >
PeerAsn > 234 </ PeerAsn >
Keepalive > 10 </ Keepalive >
RoutelLimit > 99 </ RouteLimit >
Name > Groupl </ Name >
Status > Pending </ Status >
RouterId > vbr - 2zecmmvg5g vu8id4telkh w </ RouterId >
RegionId > cn - beijing </ RegionId >
</ BgpGroup >
</ BgpGroups >
</ DescribeBg pGroupsRes ponse >

NNNNNANNANANNNNANN

- JSON format

{
" TotalCount ": 1 ,
" PageSize ": 10 ,
' RequestId ":" O9E2COFD - 37FF - 4737 - 80DF - 517AC36D43 DB ",
" BgpGroups ":{
" BgpGroup ":[
{

" BgpGroupId ":" bgpg - 2zev8h2wo4 14sfhjgdlh h ",
" LocalAsn ": 45104 ,



" Hold ": 30 ,

" Descriptio n ":"",
n AuthKey ll:llll’

" IsFake ": true ,

" PeerAsn ": 234 ,

" Keepalive ": 10 ,

" RouteLimit ": 99 ,
" Name ":" Groupl ",
" Status ":" Pending ",
" RouterId ":" vbr - 2zecmmvgb5g vu8id4telkh w ",
" RegionId ":" cn - beijing "
}
]
}
}
Error codes
HTTP Error code Error message Description
status
code
500 InternalError The request processing An error occurred while
has failed due to some the request was being
unknown error. processed.
404 InvalidRegionld. | The specified Regionld The specified region ID
NotFound does not exist in our does not exist.
records.

See common error codes

19.4 ModifyBgpGroupAttribute

Modifies the configurations of a BGP group.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

ModifyBgpG

Parameter Type Required| Example value | Description
?
Action String | Yes ModifyBgpG The name of this action. Value:
roupAttribute

roupAttrib



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description
?
BgpGroupld |String | Yes bgpg- The ID of the BGP group.
wz9f62v4th
g2gXXXXXXXX
RegionId String | Yes cn-shanghai |4 . region to which the BGP
group belongs.
To query the region ID, call
DescribeRegions.
Authkey String | No PWZ2wsq The authentication key of the
BGP group.
ClientToke |String |No 02fb3da4-130e |y lient token used to
n -11e9-8e44- .
0016e04115h | &uarantee the idempotence of
requests.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Descriptio |String |No BGP

n

The description of the BGP
group.

The description must be 2 to
256 characters in length. It
must start with a letter, but
cannot start with http ://or

https ://.




Parameter

Type

Required

?

Example value

Description

IsFakeAsn

Boolean

No

true

Indicates whether the ASN is
the correct ASN.

A router running BGP can only
belong to one AS in general

. However, in such cases as
where an AS needs to be
migrated or merged with other

ASs, a new ASN must be used.

Name

String

No

test

The name of the BGP group.

The name must be 2 to 128
characters in length and can
contain letters, numbers,
periods (.), underscores (_),
and hyphens (-). The name
must start with a letter. It

cannot start with http ://or

https ://.

PeerASN

String

No

1111

The ASN of the BGP peer.

Request parameters

Parameter

Type

Example value

Description

RequestId

String

8C3C6D7C-A1CE
-4FD8-BC57-
DC493A55F76F

The ID of the request.

Examples

Request example

https :// vpc .

ute

& BgpGroupId
& RegionId

= bgpg - wz9f62v4fb g2gxxxxxxx

aliyuncs .

cn - shanghai

com /? Action

ModifyBgpG roupAttrib

X




&< CommonPara

meters >

Response example

- XML format

< Mod1ifyBgpG
< RequestId > C1221A1F - 2ACD - 4592 - 8F27 - 474E028831

RequestId >

roupAttrib

uteRespons e >

59 </

</ ModifyBgpG roupAttrib uteRespons e >
- JSON format
" RequestId ": " C1221A1F - 2ACD - 4592 - 8F27 - 474E028831 59 "
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. |Specified value of " The specified region ID
NotFound regionld" is not supported | does not exist.
400 QuotaExceeded. |bgp peer count per vbr The BGP group quota of
Bgp quota exceed. the VBR has been reached.
400 QuotaExceeded. |nga count per vbr quota | The NQA quota of the VBR
Nqga exceed. has been reached.
400 QuotaExceeded. |bgp network count per The BGP network quota of
BgpNetwork vbr quota exceed. the VBR has been reached.
400 InvalidPee multi pconn peeripcan |The peer IP address
rIpAddress not be null. of multiple physical
connections cannot be
null.
400 InvalidVbr vbr netowrk not exists The specified VBR does
Network not exist.
400 InvalidBgpGroup | bgp group not exists The specified BGP group
does not exist.
400 InvalidBgpName |Specified Bgp Group name | The name of the BGP
.Malformed is not valid. group is invalid.
400 InvalidBgp Specified Bgp Group The description of the
Discription. description is not valid. BGP group is invalid.
Malformed




HTTP Error code Error message Description

status

code

400 InvalidBgp Specified Bgp Group The authentication key of
Authkey. authkey is not valid. the BGP group is invalid.
Malformed

400 InvalidIP. Ip malformed. The IP address format is
Malformed invalid.

400 InvalidPeerAsn. |invalid peer asn cannot The specified ASN cannot
Malformed equals aliyun asn:45104 be the same as the Alibaba

Cloud ASN.

400 InvalidParams. |invalid peer asn cannot The specified ASN cannot

NotNull equals aliyun asn:45104 | be the same as the Alibaba
Cloud ASN.

400 InvalidParams. |vpc instance not found The specified VPC does
NotFound not exist.

400 InvalidParams. |bgp network already The specified BGP
AlreadyExists exists network already exists.

400 InvalidStatus. invalid status cannot The status of the resource
CannotOperate |operate does not permit this

action.

See common error codes

19.5 DeleteBgpGroup

Deletes a BGP group.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteBgpG | -rhe name of this action. Value:
roup
DeleteBgpG roup



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=DescribeVpcAttribute

Parameter Type Required| Example value | Description

?

BgpGroupld |String | Yes bgpg- The ID of the BGP group.
wz9f62v4fb
g2gXXXXXXXX
RegionId String | Yes cn-shanghai |4 . region to which the BGP
group belongs.

To query the region ID, call

DescribeRegions.

ClientToke |String |No 02fb3da4-130e

n -11e9-8e44- .
0016e04115h |8uarantees the idempotence of

The client token that

the request.

This parameter value is
generated by the client and
must be unique. It must be 1 to

64 ASCII characters in length.

Response parameters

Parameter Type Example value |Description
RequestId |String 97E2E97F-968C | The ID of the request.
-48AF-A310-
AC4D068854DB
Examples

Request example

https :// vpc . aliyuncs . com /? Action = DeleteBgpG roup
& BgpGroupId = bgpg - wz9f62v4fb g2gxxxxxxx x
& RegionId = cn - shanghai
&< CommonPara meters >

Response example
- XML format

< DeleteBgpG roupRespon se >
< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >



</ DeleteBgpG

roupRespon se >

- JSON format
{
" RequestId ":" OQED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
}
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. |Specified value of " The specified region ID
NotFound regionld" is not supported | does not exist.

400 QuotaExceeded. |bgp peer count per vbr The BGP group quota of
Bgp quota exceed. the VBR has been reached.

400 QuotaExceeded. [nga count per vbr quota |The BGP group quota of
Nqga exceed. the VBR has been reached.

400 QuotaExceeded. |bgp network count per The BGP network quota of
BgpNetwork vbr quota exceed. the VBR has been reached.

400 InvalidPee multi pconn peerip can |The peer IP address
rIpAddress not be null. of multiple physical

connections cannot be
null.

400 InvalidVbr vbr netowrk not exists The specified VBR does
Network not exist.

400 InvalidBgpGroup | bgp group not exists The specified BGP group

does not exist.

400 InvalidBgpName |Specified Bgp Group name | The name of the BGP
.Malformed is not valid. group is invalid.

400 InvalidBgp Specified Bgp Group The description of the
Discription. description is not valid. BGP group is invalid.
Malformed

400 InvalidBgp Specified Bgp Group The authentication key of
Authkey. authkey is not valid. the BGP group is invalid.
Malformed

400 InvalidIP. Ip malformed. The IP address format is
Malformed invalid.




HTTP Error code Error message Description
status
code
400 InvalidPeerAsn. [invalid peer asn cannot The specified ASN cannot
Malformed equals aliyun asn:45104 | be the same as the Alibaba
Cloud ASN.
400 InvalidParams. [invalid peer asn cannot The specified ASN cannot
NotNull equals aliyun asn:45104 | be the same as the Alibaba
Cloud ASN.
400 InvalidParams. |vpc instance not found The specified VPC does
NotFound not exist.
400 InvalidParams. |bgp network already The specified BGP
AlreadyExists exists network already exists.
400 InvalidStatus. invalid status cannot The status of the resource
CannotOperate |operate does not permit this
action.

See common error codes

19.6 CreateBgpPeer
Adds a BGP peer to a BGP group.

Debug

Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes CreateBgpPeer | 1,6 name of this action. Value:
CreateBgpPeer
BgpGroupId |String | Yes bgpg- The ID of the BGP group to
wz9f62v4fth )
which you want to add a BGP
ZXXXXXXXX
peer.



https://error-center.aliyun.com/status/product/Vpc
https://api.aliyun.com/#product=Vpc&api=CreateBgpPeer

Parameter Type Required| Example value | Description
?

RegionId String | Yes cn-shanghai The region ID of the BGP
group. To query the region ID,
call DescribeRegions.

ClientToke |String |No 02fb3da4-130e Optional. Guarantees the

n -11e9-8e44- .

001 XXXXXXXX idempotence of the request.
The value of this parameter
is generated by the client.
The value is unique among
all requests and can contain
a maximum of 64 ASCII
characters.

EnableBfd | Boolean | No true Optional. Indicates whether to
enable the BFD function. Valid
values:

- true: Enable the BFD
function.

- false: Do not enable the BFD
function.

PeerIpAddr |[String |No 116.62.xx.xx Optional. The TP address of the

ess
BGP peer to be added.

Response parameters
Parameter Type Example value |Description
BgpPeerld String Bgp-awjhxxxxxx |rp, e ID of the BGP peer.
XX
RequestId String D4B7649A-61BB | 110 1D of the re quest
-4C64-A586-
1DFF1EDA6A42



~~36063~~

Examples

Request example
https :// vpc .
& BgpGroupId =

& RegionId =

&< CommonPara meters >

Response examples

XML format

< CreateBgpP

aliyuncs .
bgpg - wz9f62v4fb  gxxxxxxxx
cn - shanghai

eerRespons

com /? Action =

e >

CreateBgpP

eer

< RequestId > OED8DO06 - F706 - 4D23 - 88ED - E11ED28DCA CO </

RequestId >
</ CreateBgpP

JSON format

eerRespons e >

{
" RequestId ":" QED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. |Specified value of " The specified region ID is
NotFound regionld" is not supported |invalid. Please check if the
cloud service is available
in the specified region.
400 QuotaExceeded. |bgp peer count per vbr The number of BGP
Bgp quota exceed. groups in the VBR has
reached the quota.
400 QuotaExceeded. |bgp group count per vbr | The number of BGP
Bgp quota exceed. groups in the VBR has
reached the quota.
400 QuotaExceeded. |nga count per vbr quota | The number of NQA
Nqga exceed. instances has reached the
quota.
400 QuotaExceeded. |bgp network count per The number of BGP
BgpNetwork vbr quota exceed. networks of the VBR has
reached the quota.




HTTP Error code Error message Description

status

code

400 InvalidPee multi pconn peerip can | The peer IP address
rIpAddress not be null. cannot be left blank in the

case of multiple physical
connections.

400 InvalidVbr vbr netowrk not exists The specified VBR does
Network not exist.

400 InvalidBgpGroup | bgp group not exists The specified BGP group

does not exist.

400 InvalidBgpName |Specified Bgp Group name | The name of the BGP
.Malformed is not valid. group is invalid.

400 InvalidBgp Specified Bgp Group The description of the
Discription. description is not valid. BGP group is invalid.
Malformed

400 InvalidBgp Specified Bgp Group The authentication key of
Authkey. authkey is not valid. the BGP group is invalid.
Malformed

400 InvalidIP. Ip malformed. The IP address format is
Malformed invalid.

400 InvalidPeerAsn. [invalid peer asn cannot The specified ASN cannot
Malformed equals aliyun asn:45104 be the same as the Alibaba

Cloud ASN.

400 InvalidParams. |invalid peer asn cannot The specified ASN cannot

NotNull equals aliyun asn:45104 be the same as the Alibaba
Cloud ASN.

400 InvalidParams. [instance not found The specified instance
NotFound does not exist.

400 InvalidParams. |vpc instance not found The specified VPC does
NotFound not exist.

400 InvalidParams. |bgp network already The specified BGP
AlreadyExists exists network already exists.

400 InvalidStatus. invalid status cannot The status of the resource
CannotOperate |operate does not permit this

operation.

See common error codes.
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19.7 DescribeBgpPeers

Queries BGP peers in a region.

Debug
Use OpenAPI Explorer to perform debug operations and generate SDK code examples.

Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DescribeBg The name of this action. Value:
pPeers .
DescribeBgpPeers
RegionId String | Yes cn-shanghai The ID of the region to which
the BGP group belongs. To
query the region ID, call
DescribeRegions.
BgpGroupId | String | No bgpg- Optional. The ID of the BGP
2zev8h2wo4
14xXXXXXX group.
BgpPeerId | String |No bgp- Optional. The ID of the BGP
2ze3un0ftl
JdIxxxxxxxx peer.
IsDefault |Boolean |No false Optional. Indicates whether
the BGP group is the default
BGP group.
OwnerAccou |String |No xxx@aliyun. Optional. Your account.
nt com
PageNumber | Integer |No 1 Optional. The page number of
the BGP peer list. Default value
01
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Parameter Type Required| Example value | Description
?
PagesSize Integer | No 1 Optional. The number of rows
per page for a paged query.
Maximum value: 50. Default
value: 10
Routerld String | No vrt- Optional. The ID of the VRouter
acfmxazxxx
XXXXX
Response parameters
Parameter Type Example value |Description
BgpPeers A list of BGP peers.
|_ .
Name String test The name of the BGP peer.
“PeerIpAddr | String 116.62.xx.xx The IP address of the BGP peer.
ess
|_ .
AuthKey String tPWZ2wsq The authentication key of the BGP
group.
l_ .
Routerld |String vbr-2zecmmvgsg | 1, e ID of the VRouter.
VUSXXXXXXXX
|_ . -
Status String active The status of the BGP peer.
L ; i,
String bgp The ID of the BGP group.
BgpGroupld wz977wcrmb
69axxXXXXXXX
“BgpPeerld | String bgp- The ID of the BGP peer.
wz977wcrmb
69axxXXXXXXX
“BgpStatus |String Established The BGP connection status.
B " .
Descriptio | String XXXXXXNXX The description of the BGP group.
n




Parameter Type Example value |Description
L
EnableBfd | Boolean true Indicates whether to enable the
BFD function. Valid values:
- true: Enable the BFD function.
- false: Do not enable the BFD
function.
B :
Hold String 30 The hold time.
B :
IsFake String true Indicates whether a fake ASN is
enabled.
B . .
Keepalive |String 10 The keep-alive time.
B .
LocalAsn |String 45104 The local ASN.
B . .
PeerAsn String active The ASN of the BGP peer.
Lo . .
Regionld | String cn-shanghai The ID of the region to which the
BGP group belongs.
B .. :
RouteLimit | String 99 The route quota.
TotalCount | Integer 10 The number of queried entries.
PageNumber | Integer 1 The current page number.
PageSize Integer 2 The number of entries per page.
RequestlId String DE77A7F3-3B74 | The ID of the re quest.
-41C0-A5BC-
CAFD188C28B6
Examples
Request example
https :// vpc . aliyuncs . com /? Action = DescribeBg pPeers

& RegionId

&< CommonPara

cn - shanghai

Response examples

meters >




XML format

< DescribeBg pPeers >

< TotalCount > 2 </ TotalCount >

< PageSize > 10 </ PageSize >

< RequestId > 16DFA5E6 - 9771 - 41B7 - BO79 - DD7C2DF49B E6 </
RequestId >

< BgpPeers >

< BgpPeer >
< BgpGroupId > bgpg - 2zev8h2wo4 14sxxxxxxx x </ BgpGroupId >

LocalAsn > 45104 </ LocalAsn >
PeerIpAddr ess > 11 . 11 . xx . xx </ PeerIpAddr ess >
Hold > 30 </ Hold >
Descriptio n />
AuthKey />
IsFake > true </ IsFake >
PeerAsn > 234 </ PeerAsn >
Keepalive > 10 </ Keepalive >
RouteLimit > 99 </ RouteLimit >
BgpPeerId > bgp - 2ze3undftl jdlxxxxxxx x </ BgpPeerId >
Name />
Status > Available </ Status >
BgpStatus />
RouterId > vbr - 2zecmmvg5g vu8xxxxxxx X </ RouterId >
RegionId > cn - beijing </ RegionId >
</ BgpPeer >
< BgpPeer >

< BgpGroupId > bgpg - 2zev8h2wo4 14sxxxxxxx x </ BgpGroupId >
LocalAsn > 45104 </ LocalAsn >
PeerIpAddr ess > 11 . 11 . xx . xx </ PeerIpAddr ess >
Hold > 30 </ Hold >
Descriptio n />
AuthKey />
IsFake > true </ IsFake >
PeerAsn > 234 </ PeerAsn >
Keepalive > 10 </ Keepalive >
RouteLimit > 99 </ RoutelLimit >
BgpPeerId > bgp - 2zeu54rbre qgzxxxxxxx x </ BgpPeerId >
Name />
Status > Available </ Status >
BgpStatus />
RouterId > vbr - 2zecmmvg5g vu8xxxxxxx x </ RouterId >
RegionId > cn - beijing </ RegionId >

</ BgpPeer >

</ BgpPeers >

</ DescribeBg pPeers >

ANANANNANNANNNNNNNNN

ANNNNANANANNNNNNNNN

JSON format

" TotalCount ": 2 ,
" PageSize ": 10

b
" RequestId ":" 16DFA5E6 - 9771 - 41B7 - BO79 - DD7C2DF49B E6 ",
" BgpPeers ":{
" BgpPeer ":[
{

" BgpGroupId ":" bgpg - 2zev8h2wo4 14sxxxxxxx x ",

" LocalAsn ": 45104 ,

" PeerIpAddr ess ":" 11 . 11 . xx . xx ",

" Hold ": 30 ,

" Descriptio n ":"",

n AuthKey H:HH’



IsFake ": true ,
PeerAsn ": 234 ,
Keepalive ": 10 ,
RoutelLimit ": 99 ,

BgpPeerId ":" bgp - 2ze3unOftl jdIxxxxxxx x ",
n Name n 0 nn
) .
" Status ":" Available ",
" BgpStatus ":"",
" RouterId ":" vbr - 2zecmmvg5g VU8XXXXXXX X ",
" RegionId ":" cn - beijing "
b
{
" BgpGroupId ":" bgpg - 2zev8h2wo4 14sxxxxxxx x ",
" LocalAsn ": 45104 ,
" PeerIpAddr ess ":" 11 . 11 . xx . xx ",
" Hold ": 30 ,
" Descriptio n ":"",
n AuthKey ll:"ll’
" IsFake ": true ,
" PeerAsn ": 234 ,
" Keepalive ": 10 ,
" RouteLimit ": 99 ,
" BgpPeerId ":" bgp - 2zeub54rbre gqzxxxxxxx x ",
n Name n 0 nn s
" Status ":" Available ",
" BgpStatus ":"",
" RouterId ":" vbr - 2zecmmvg5g Vvu8xxxxxxx x ",
" RegionId ":" cn - beijing "
}
]
+
}
Error codes
HTTP Error code Error message Description
status
code
500 InternalError The request processing The request was not
has failed due to some processed due to an
unknown error. unknown error.
404 InvalidRegionld. |The specified Regionld The specified region ID is
NotFound does not exist in our invalid. Please check if the
records. cloud service is available
in the specified region.

See common error codes.
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19.8 DeleteBgpPeer
Deletes a BGP peer.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.

Request parameters

Parameter Type Required| Example value | Description

?

Action String | Yes DeleteBgpPeer | 1. name of this action. Value:

DeleteBgpP eer

BgpPeerld |String | Yes bgp- The ID of the BGP peer.
wz977wcrmb
69axXXXXXXX
RegionId String | Yes cn-shanghai The region to which the BGP
group belongs.

To query the region ID, call

DescribeRegions.

ClientToke |String |No 02fb3da4-130e

The client token that
n -11e9-8e44- .
0016e04115h | &uarantees the idempotence of
the request.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Response parameters
Parameter Type Example value |Description
RequestId |String AEBB1EB6-3C15 |The ID of the request.
-4A35-B4CE-
03485200C143
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Examples

Request example

https :// vpc .
& BgpPeerlId =

aliyuncs .
bgp - wz977wcrmb 69axXXXXXX X

com /? Action =

& RegionId = cn - shanghai

&< CommonPara

meters >

Response example

- XML format

<? xml
< DeleteBgpP

version =" 1 .
eerRespons
< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </

RequestId >

o "
e >

DeleteBgpP

eer

encoding =" UTF - 8 "?>

</ DeleteBgpP eerRe >
- JSON format
{
" RequestId ":" QED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes

HTTP Error code Error message Description

status

code

404 InvalidRegionld. |Specified value of " The specified region ID
NotFound regionld" is not supported | does not exist.

400 QuotaExceeded. |bgp peer count per vbr The BGP group quota of
Bgp quota exceed. the VBR has been reached.

400 QuotaExceeded. |nga count per vbr quota | The NQA quota of the VBR
Nqga exceed. has been reached.

400 QuotaExceeded. |bgp network count per The BGP network quota of
BgpNetwork vbr quota exceed. the VBR has been reached.

400 InvalidPee multi pconn peerip can |The peer IP address
rIpAddress not be null. of multiple physical

connections cannot be
null.

400 InvalidVbr vbr netowrk not exists The specified VBR does

Network not exist.




HTTP Error code Error message Description

status

code

400 InvalidBgpGroup | bgp group not exists The specified BGP group

does not exist.

400 InvalidBgpName |Specified Bgp Group name | The name of the BGP
.Malformed is not valid. group is invalid.

400 InvalidBgp Specified Bgp Group The description of the
Discription. description is not valid. BGP group is invalid.
Malformed

400 InvalidBgp Specified Bgp Group The authentication key of
Authkey. authkey is not valid. the BGP group is invalid.
Malformed

400 InvalidIP. Ip malformed. The IP address format is
Malformed invalid.

400 InvalidPeerAsn. |invalid peer asn cannot The specified ASN cannot
Malformed equals aliyun asn:45104 be the same as the Alibaba

Cloud ASN.

400 InvalidParams. |invalid peer asn cannot The specified ASN cannot

NotNull equals aliyun asn:45104 be the same as the Alibaba
Cloud ASN.

400 InvalidParams. |vpc instance not found The specified VPC does
NotFound not exist.

400 InvalidParams. |bgp network already The specified BGP
AlreadyExists exists network already exists.

400 InvalidStatus. invalid status cannot You cannot perform this
CannotOperate |operate operation because the

status is invalid.

See common error codes

19.9 AddBgpNetwork

Advertises a BGP network.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes AddBgPNetW | th 6 name of this action. Value:
ork
AddBgpNetw ork
k 32
« VSwitch to be connected to the
on-premises data center.
RegionId String | Yes cn-shanghai The region to which the VBR
group belongs.
To query the region ID, call
DescribeRegions.
RouterId String | Yes vrt-2zeo3xzyf3 The ID of the VBR
8r4urzdpvfs
ClientToke |String |No 02fb3da4-130€e |16 client token that
n -11e9-8e44- hes y
0016e04115h | 8uarantees the idempotence o
the request.
This parameter value is
generated by the client and
must be unique. It mus be 1 to
64 ASCII characters in length.
Vpeld String | No vpe The ID of the VPC.
bplqpoOkug
3a20qqe9h7v
Response parameters
Parameter Type Example value |Description
RequestId |String 9C7FA9D6-72E0 | The ID of the request.

-48A9-A9C3-
2DA8569CDSEB




Examples

Request example

https :// vpc .
& DstCidrBlo
& RegionId =

ck = 10 .

aliyuncs .
110 .
cn - shanghai

192 . 12 / 32

& RouterId = vrt - 2zeo3xzyf3 8r4urzdpvf s

&< CommonPara

meters >

Response example

- XML format

< AddBgpNetw

orkRespons

e >

com /? Action = AddBgpNetw

ork

< RequestId > OED8DOO6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

</ AddBgpNetw

orkRespons e >

- JSON format
{
" RequestId ":" QED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
}
Error codes

HTTP Error code Error message Description

status

code

400 QuotaExceeded. |bgp peer count per vbr The BGP group quota of
Bgp quota exceed. the VBR has been reached.

400 QuotaExceeded. |nga count per vbr quota | The NQA quota of the VBR
Nqga exceed. has been reached.

400 QuotaExceeded. |bgp network count per The BGP network quota of
BgpNetwork vbr quota exceed. the VBR has been reached.

400 InvalidPee multi pconn peerip can |The peer IP address
rIpAddress not be null. of multiple physical

connections cannot be
null.

400 InvalidVbr vbr netowrk not exists The specified VBR does
Network not exist.

400 InvalidBgpName |Specified Bgp Group name | The name of the BGP
.Malformed is not valid. group is invalid.




HTTP Error code Error message Description

status

code

400 InvalidBgp Specified Bgp Group The description of the
Discription. description is not valid. BGP group is invalid.
Malformed

400 InvalidBgp Specified Bgp Group The authentication key of
Authkey. authkey is not valid. the BGP group is invalid.
Malformed

400 InvalidIP. Ip malformed. The IP address format is
Malformed invalid.

400 InvalidPeerAsn. |invalid peer asn cannot The specified ASN cannot
Malformed equals aliyun asn:45104 | be the same as the Alibaba

Cloud ASN.

400 InvalidParams. |parameter must not null. |This parameter cannot be
NotNull null.

400 InvalidParams. |vpc instance not found The specified VPC does
NotFound not exist.

400 InvalidParams. |bgp network already The specified BGP
AlreadyExists exists network already exists.

400 InvalidStatus. invalid status cannot The status of the resource
CannotOperate |operate does not permit this

operation.

404 InvalidRegionld. | The specified Regionld The specified region ID

NotFound does not exist in our does not exist.
records.

See common error codes

19.10 DeleteBgpNetwork

Deletes an advertised BGP network.

Debug

By using API Explorer, you can easily debug APIs, automatically generate SDK code

examples, and quickly search for APIs.
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes DeleteBgPN |-t name of this action. Value:
etwork
DeleteBgpN etwork
dstCidrBlo String Yes 10.110.192.12/ The advertised BGP network
ck 32
RegionId String | Yes cn-hangzhou |1 gion to which the BGP
network belongs.
To query the region ID, call
DescribeRegions.
routeld String | Yes vrt-bpllhlOtai | e ID of the VBR
krteen800oxx
ClientToke |String |No 02fb3da4-130e |1 client token that
n -11e9-8e44- he i ;
0016e04115h | 8uarantees the idempotence o
the request.
This parameter value is
generated by the client and
must be unique. It must be 1 to
64 ASCII characters in length.
Response parameters
Parameter Type Example value |Description
RequestId |String 22F4C006-D3BB | The ID of the request.
-4F96-9FF9-
4C8335276D70
Examples

Request example

https :// vpc .

& DstCidrBlo
& RegionId =

ck =

aliyuncs .
. 110 .

192 .

cn - hangzhou

com /? Action =
12 / 32

DeleteBgpN

etwork




& RouterId =
&< CommonPara

meters >

Response example

- XML format

< DeleteBgpN

vrt - bpllhlotai

etworkResp

krteen80ox x

onse >

< RequestId > OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >

</ DeleteBgpN etworkResp onse >
- JSON format
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CoO "
}
Error codes
HTTP Error code Error message Description
status
code
404 InvalidRegionld. |Specified value of " The specified region ID
NotFound regionId" is not supported | does not exist.
400 QuotaExceeded. |bgp peer count per vbr The BGP group quota of
Bgp quota exceed. the VBR has been reached.
400 QuotaExceeded. |nga count per vbr quota |The NQA quota of the VBR
Nqga exceed. has been reached.
400 QuotaExceeded. |bgp network count per The BGP network quota of
BgpNetwork vbr quota exceed. the VBR has been reached.
400 InvalidPee multi pconn peerip can | The peer IP address
rIpAddress not be null. of multiple physical
connections cannot be
null.
400 InvalidVbr vbr netowrk not exists The specified VBR does
Network not exist.
400 InvalidBgpGroup | bgp group not exists The specified BGP group
does not exist.
400 InvalidBgpName |Specified Bgp Group name | The name of the BGP
.Malformed is not valid. group is invalid.




HTTP Error code Error message Description
status
code
400 InvalidBgp Specified Bgp Group The description of the
Discription. description is not valid. BGP group is invalid.
Malformed
400 InvalidBgp Specified Bgp Group The authentication key of
Authkey. authkey is not valid. the BGP group is invalid.
Malformed
400 InvalidIP. Ip malformed. The IP address format is
Malformed invalid.
400 InvalidPeerAsn. |invalid peer asn cannot The specified ASN cannot
Malformed equals aliyun asn:45104 | be the same as the Alibaba
Cloud ASN.
400 InvalidParams. |invalid peer asn cannot The specified ASN cannot
NotNull equals aliyun asn:45104 | be the same as the Alibaba
Cloud ASN.
400 InvalidParams. |vpc instance not found The specified VPC does
NotFound not exist.
400 InvalidParams. |bgp network already The specified BGP
AlreadyExists exists network already exists.
400 InvalidStatus. invalid status cannot The status of the resource
CannotOperate |operate does not permit this
operation.

See common error codes

19.11 ModifyBgpPeerAttribute

Modifies the attributes of a BGP peer.

Debug

Use OpenAPI Explorer to perform debug operations and generate SDK code examples.
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Request parameters

Parameter Type Required| Example value | Description
?
Action String | Yes ModifyBgpP | e name of this action. Value:
eerAttribute . .
ModifyBgpPeerAttribute
BgpPeerId  |String | Yes Bgp- The ID of the BGP peer.
awjhxxxxxxxx
RegionId String | Yes cn-shanghai The region ID of the BGP
group. To query the region ID,
call DescribeRegions.
BgpGroupId |String | No bgpg- Optional. The ID of the BGP
wz9f62v4th
group.
ZXXXXXXXX
ClientToke |String |No 02fb3da4-130e Optional. Guarantees the
n -11e9-8e44- .
001 XXXXXXXX idempotence of the request.
The value of this parameter is
generated by the client. The
value is unique among different
requests and 1 to 64 ASCII
characters in length.
EnableBfd  |Boolean | No true Optional. Indicates whether to
enable the BFD function. Valid
values:
- true: Enable the BFD
function.
- false: Do not enable the BFD
function.
PeerIpAddr String No 116.62.xx.xX Optional. The IP address of the
ess BGP peer.
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Response parameters

Parameter Type Example value | Description
RequestId String D4B7649A-61BB |16 ID of the re quest
-4C64-A586-
1DFF1EDA6A42
Examples

Request example

https :// vpc . aliyuncs . com /? Action = ModifyBgpP eerAttribu
te

& BgpPeerId = Bgp - awjhxxxxxx xx

& RegionId = cn - shanghai

&< CommonPara meters >

Response examples

XML format

< CreateBgpP eerRespons e >

< RequestId > OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO </
RequestId >
</ CreateBgpP eerRespons e >

JSON format

{
" RequestId ":" OED8D0O6 - F706 - 4D23 - 88ED - E11ED28DCA CO "
Error codes
HTTP Error code Error message Description
status
code
400 InvalidRegionld. | The specified Regionld The region ID you
NotFound does not exist in our specified is invalid.
records. Please check if the cloud
service is available in the
specified region.

See common error codes.


https://error-center.aliyun.com/status/product/Vpc

	Contents
	Legal disclaimer
	Generic conventions
	1 API overview
	2 Call VPC APIs
	3 Common parameters
	4 RAM authentication
	5 Error codes
	6 Virtual Private Cloud (VPC)
	6.1 CreateVpc
	6.2 DeleteVpc
	6.3 DescribeVpcs
	6.4 ModifyVpcAttribute
	6.5 DescribeVpcAttribute

	7 VSwitch
	7.1 DescribeVSwitches
	7.2 ModifyVSwitchAttribute
	7.3 DescribeVSwitchAttributes
	7.4 CreateVSwitch
	7.5 DeleteVSwitch

	8 Region
	8.1 DescribeZones
	8.2 DescribeAccessPoints
	8.3 DescribeRegions

	9 VRouter
	9.1 DescribeVRouters
	9.2 ModifyVRouterAttribute

	10 Route table
	10.1 ModifyRouteTableAttributes
	10.2 DescribeRouteTableList
	10.3 DescribeRouteTables
	10.4 CreateRouteTable
	10.5 AssociateRouteTable
	10.6 UnassociateRouteTable
	10.7 DeleteRouteTable
	10.8 CreateRouteEntry
	10.9 DeleteRouteEntry

	11 Router interface
	11.1 CreateRouterInterface
	11.2 DescribeRouterInterfaces
	11.3 ConnectRouterInterface
	11.4 ActivateRouterInterface
	11.5 DeactivateRouterInterface
	11.6 ModifyRouterInterfaceSpec
	11.7 ModifyRouterInterfaceAttribute
	11.8 DeleteRouterInterface

	12 Virtual Border Router
	12.1 CreateVirtualBorderRouter
	12.2 DeleteVirtualBorderRouter
	12.3 DescribeVirtualBorderRouters
	12.4 DescribeVirtualBorderRoutersForPhysicalConnection
	12.5 ModifyVirtualBorderRouterAttribute
	12.6 TerminateVirtualBorderRouter
	12.7 RecoverVirtualBorderRouter

	13 VPN Gateway
	13.1 CreateVpnGateway
	13.2 DescribeVpnGateways
	13.3 DescribeVpnGateway
	13.4 DeleteVpnGateway
	13.5 CreateCustomerGateway
	13.6 DescribeCustomerGateways
	13.7 DescribeCustomerGateway
	13.8 DeleteCustomerGateway
	13.9 ModifyCustomerGatewayAttribute
	13.10 DescribeVpnConnection
	13.11 DeleteVpnConnection
	13.12 DownloadVpnConnectionConfig
	13.13 CreateSslVpnServer
	13.14 DescribeSslVpnServers
	13.15 DeleteSslVpnServer
	13.16 ModifySslVpnServer
	13.17 DeleteSslVpnClientCert
	13.18 ModifySslVpnClientCert
	13.19 ModifyVpnGatewayAttribute
	13.20 CreateVpnConnection
	13.21 DescribeVpnConnections
	13.22 ModifyVpnConnectionAttribute
	13.23 CreateSslVpnClientCert
	13.24 DescribeSslVpnClientCerts

	14 NAT Gateway
	14.1 CreateNatGateway
	14.2 ModifyNatGatewayAttribute
	14.3 ModifyNatGatewaySpec
	14.4 CreateBandwidthPackage
	14.5 DescribeBandwidthPackages
	14.6 ModifyBandwidthPackageSpec
	14.7 ModifyBandwidthPackageAttribute
	14.8 DescribeNatGateways
	14.9 AddBandwidthPackageIps
	14.10 RemoveBandwidthPackageIps
	14.11 DeleteBandwidthPackage
	14.12 DeleteNatGateway
	14.13 CreateForwardEntry
	14.14 DescribeForwardTableEntries
	14.15 ModifyForwardEntry
	14.16 DeleteForwardEntry
	14.17 CreateSnatEntry
	14.18 DescribeSnatTableEntries
	14.19 ModifySnatEntry
	14.20 DeleteSnatEntry

	15 Global Acceleration
	15.1 CreateGlobalAccelerationInstance
	15.2 DescribeGlobalAccelerationInstances
	15.3 ModifyGlobalAccelerationInstanceAttributes
	15.4 ModifyGlobalAccelerationInstanceSpec
	15.5 DeleteGlobalAccelerationInstance
	15.6 AssociateGlobalAccelerationInstance
	15.7 UnassociateGlobalAccelerationInstance
	15.8 DescribeServerRelatedGlobalAccelerationInstances
	15.9 AddGlobalAccelerationInstanceIp
	15.10 RemoveGlobalAccelerationInstanceIp

	16 Internet Shared Bandwidth
	16.1 DescribeCommonBandwidthPackages
	16.2 ModifyCommonBandwidthPackageAttribute
	16.3 CreateCommonBandwidthPackage
	16.4 AddCommonBandwidthPackageIp
	16.5 DeleteCommonBandwidthPackage
	16.6 ModifyCommonBandwidthPackageSpec
	16.7 RemoveCommonBandwidthPackageIp
	16.8 CancelCommonBandwidthPackageIpBandwidth
	16.9 ModifyCommonBandwidthPackageIpBandwidth

	17 EIP
	17.1 AllocateEipAddress
	17.2 AssociateEipAddress
	17.3 ModifyEipAddressAttribute
	17.4 DescribeEipAddresses
	17.5 UnassociateEipAddress
	17.6 ReleaseEipAddress
	17.7 DescribeEipMonitorData
	17.8 DescribeEipGatewayInfo

	18 Physical connection
	18.1 CreatePhysicalConnection
	18.2 CancelPhysicalConnection
	18.3 DescribePhysicalConnections
	18.4 ModifyPhysicalConnectionAttribute
	18.5 TerminatePhysicalConnection
	18.6 EnablePhysicalConnection
	18.7 DeletePhysicalConnection
	18.8 ApplyPhysicalConnectionLOA
	18.9 CompletePhysicalConnectionLOA
	18.10 CreatePhysicalConnectionOccupancyOrder
	18.11 CreatePhysicalConnectionSetupOrder
	18.12 DescribePhysicalConnectionLOA

	19 Border Gateway Protocol (BGP)
	19.1 DescribeBgpNetworks
	19.2 CreateBgpGroup
	19.3 DescribeBgpGroups
	19.4 ModifyBgpGroupAttribute
	19.5 DeleteBgpGroup
	19.6 CreateBgpPeer
	19.7 DescribeBgpPeers
	19.8 DeleteBgpPeer
	19.9 AddBgpNetwork
	19.10 DeleteBgpNetwork
	19.11 ModifyBgpPeerAttribute


