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Add Rule

Rule wpl

name:

Matching

condition:

eld @ 2 2
URL v Include load-scripts.php
Params v Include load(]=
Params v Length 50
+ Add rule
Action: Block L
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Add Rule

Name wp1

URI : fwp-admin/load-scripts. php

Matching rules Exact Match ® URI Path Match
Interval: ) Second(s)
Wisits from one single 100 Times
IP address:
Blocking type ® Block Human-machine |dentification
&0 Minute(s)
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Status :
Web Application Protection Mode - @

Protection Warning

Mode of protection policy Medium rule group v
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- Web 77V — a iR EMI LT, HTTPACL RYS—DF 74+ bA— LT
172 Web BUBRGGEZ NI LBV TR X0,

I HTTP ACL Policy

Rule name

Default

You can ada 200 More Rutes [N

Rule condition Action Subsequent security policy Operation

Common Web Attack Protection @
HTTP Flood Protection @
Intelligent Engine Protection @

All requests Bypass Region Block @ Edit

Data Risk Control @
SDK Protection @
Protection by Deep Leaming Engine @

Edit Rule X
Rule Default
name:
Matching
condition:
Matching Logical
field @ operator Matching content
Action: Allow v
¥ Proceed to execute web application attack protection
[ Proceed to execute HTTP flood application attack protection
# Proceed to execute new intelligent protection
[# Proceed to execute region block
[# Proceed to execute data risk control
[# Proceed to execute SDK protection

Proceed with protection by the deep leaming engine

Web7? 7V — a MEERZENMILED. ROBNUIRT LS. [LAR—F]>[LR—F] R—
t7uy 23NN Boun s 2Rl T
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| Reports

Attack Protection Risk Warnin; g

ECCaRWEl  web Application Attack HTTP Flood HTTP ACL Event
Select domain name: | All # | Display type: Attack detail Attack statistical Query time: Yesterday Today 7 days m

Security attack type distribution Top 5 attack source IPs Top 5 attack source regions
United United States
UNKNOWN) UNKNOWN
No Visitor IP No Source IP Locatio.
No Visitor IP No Source IP Locatio
No Visitor IP No Source IP Locatio.

@ XSS @ Other

WEH. SH. X7 HE, BECRHOKBOFHZIRL T, ROBIIRT X S51C, B
Ditlll] 227V v 7 L THREFERZFRL XTI,

Select domain name: | All # | Display type Altack statistical
Attack IP |:| Query time: | 2019-03-06 13116 - 2019-04-04 1916

2019-03-18 17:45:01 123123 test.com/adminviogin. dof<body-+onload=HtV/(a724)> Xss POST - 120013

2013-03-18 17:45:03 123123 test com/admin/login do/<body+onload=HtI\(3724)= XSS POST - Block 120013
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HosZ 2Rl %5,

L—=IVEHh
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AIERY O —Z LT 2 X5MRA T/ — N EEEBLTWE 28 TS, BELLV—1Z
B LU TRERREL BT 2 L3 PRETT. 6. Ze—likid. BROEBORE
CEROBENERD D £F, Lidio T, HEIGEOVRIREN 201, HERY > — el
WKRELTHENT22EMNH D 73,

BEEDHS 70— 35—k

—EINC, WHE D7 B —F—12i& xxspider DL—HYF—L—Y = ¥ M —Z BTV E
T EWINCY 72X R L, URL IHEIZHBRIEILTOES, E4R7a—-5—1cWL T
Wi nslookup % 721% tracert #4732 &, WICIEYSRY —RA7 FLADBROMD XS, Lz
X, XORNZ Baidu 7 v—5—1va—F&ERLET,

root@ubuntu: ~#

r:

ive answer: - - — — -
in-addr.arpa name = baiduspider-220-181-108-184.crawl.baidu. com.

Authoritative answers can be found from:

L. BEOHZ 70— —F, FEDHIHTIZF XA Y HADRED URLRA Y X—7 = 4
AL, REDOVIZZRAM2RET22ehHYET, T Zu—5—%z2i-7% HTTP
77y R, 3738Y—FR—F1 2ok —Fy FERREZ -1 3570—5—T
HZWRENDSDHD 5, BEDDHZ7u0—5—RMELLY 7T A PO TIICEZVEA, @
. CPUHRDA LR, Web ¥4 FZHIARV, BIUF—LROMHiZGIZEILET,

WAF ZEZEDHBZ70—5— I LTWAF £¥X 29 574 LE— 270, fiHDZu—5—1
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Add Rule

Fule allowbaidu

Name:

Matching

condition:

eid 0 =] 2

User-Agent v Include spider
User-Agent v Doesn v baidu

Action: Block r

ErY
W= VNDOERBDEMNT” AND” GHPEBHRIC K o TOR =D, A= ZH T TBITE. V

PIA PPN —NDEHZ IR THETLERDD £,

ROBEZMFHL T, TRTOZ0—5—» / userinfo TALVZMIBTFOayFI 227
PRATERVEIICLET,



Add Rule

Fule userinfa
name:

Matching

condition:
eld @ e =
User-Agent v Include - spider
URL v Include v fuserinfo
Action: Block v

ARELHTTP 75y FRVO—ERELTERDHBVIIX M 2TAOYY

HARLHTTP 77y FREL—NLVZHEH LT, —ED7 7 RAFHETH L 22 DFE URL O
Ty 7N — )L HENHETT,
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