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- ey Vil FErilT e, VAL LI MCKoTIIA4T
M7 7EALET, BEEINZY 27 TR OARUGEITICHLX

INET,
Mame custom hitp flood protection rule
URI Iregiste
Matching rules o Exact Match LRI Path Match
nterval: 10 Second(s)
Visits from one single 20 Times
F address:
Blocking type & Block Human-machine [dentification
&00 Minute(s)

EXIOBREDEE. 12D IP 7 FLRAZ 10 BEIC20 MIZ2BRATRX—F Y b7 FLRIZT Y
LA TE (ZE—H). ZOHIPIZ 600 77 ny 23hET,

WAF 137 5 AR —NDOEBOY —N—00F =R ZIEL TH—D IP 1 HD 7 7 & AHE
ZilH T 270, FEaWRCE3D A REDOBENELZZehHD £,

= IVBIERISBME NS, V-V 2HREE - IIHBETE T,



3.5HTTPACL R > —

HTTP ACL RY I —ZH LT, 727t RHN—NEHRARZRL XL, 7547 FIP. V
2T A URL. BEXU—BINCHEHZINS HTTP 74—V RICE>THTTP Y2 A M2 74
}I/ﬂ_bij‘o

HRRESRAA

HTTP ACL RV >—&. HTTP 7 7 2 RO Hh A %<4 X%HRK—bLTHEH, IP. URL,
V77 5— UA, RIRX—R—R¥, —BINMEH XIS HTTP 74—V FOIEEOMAED
BIEDSOWTHTTP YA M2 74 VX —LET, ZOREIEZ. 7V FV—F% Web ¥ 14 b
BHa Y —NVORERY, SEFIEREHSFVACHEHLET,

HTTP ACL RV > — N —

HTTP ACL RY > —n—nixzhzh, ~B&EHEe 77 a oI tnEs, 1—u%
B S 256, 74— F, @WMER T, BXOWEIT 23 —Bar 7oy 2ReE L T8k
HEERL. NITB3LBRXMVIT—ZINBZ 77 aryZ2BIRLET,

— B

—BEME BT 24—V B, WHER Y, BRUE-Ha 7Y THRENTHEY, —Ha
YT Y RIEBRBOBNZ YR — b L TOEEAS, null iEET 2 2 8 IEA[RETTS

RDFX., HTTPACL RV = L— L THR—PEINTVEITARTO—H 74—V FO—ET
3

b
WAF Pro £ Y AR Y 2A0%H. IP, URL, V77 5—, 2—F—Z—I =V FDAD—H
74 =V ETHR=-FEIN, HEFXAL AN LUTRK 20 OV —AHFF S ¥, WAF
Business ¥ 7z{% Enterprise 4 YA X Y ADHE, VA PEINE3—HT74 — NV FRITXRTY
R—bEh, FRXL ARZAZHEK 100 X721 200 OV — LV EERTEE T,

—FH 74— K A Y R— b XN 3P
"y
1P 2547V MIP7 KL A, . Has

- Does not have

URL V7 A FEN3 URL - Includes

- Does not include
- Equals to
- Does not equal to




Referer

BIEQDY I ZAMR=ISADY b5, L
i Web R—J D7 FL R,

- Includes

- Does not include
- Equals to

- Does not equal to
- Length less than
- Length equals

- Length more

than

- Does not exist

User-Agent

2547 bDT53OF—IZBT 3 HZ R
FTE2L—HF—2—Tx ¥ FFH,

- Includes

- Does not include
- Equals to

- Does not equal to
- Length less than
- Length equals

- Length more

than

Params

""" ORPOESZL VAL URL DT
RA—K—, 2z, URL www . abc

. com / index . html ? action =
login DXNFRXA—R—IF, action =
login T,

- Includes

- Does not include
- Equals to

- Does not equal to
- Length less than
- Length equals

- Length more

than

Cookie

Y27 xZ bk URL §D Cookie,

- Includes

- Does not include
- Equals to

- Does not equal to
- Length less than
- Length equals

- ength more than
- Does not exist




Content-Type

VIIZAPDAXLDATFT 4 7247 (POST B
FUPUT YV Z7 R PCHEINETD),

- Includes

- Does not include
- Equals to

- Does not equal to
- Length less than
- Length equals

- Length more

than

X-Forwarded-For

Y 27 x A b URL AD x-forward-for 7 4 —L
K, X-Forwarded-For (XFF) &, HTTP 7
2> FRkiEe— NS 9 —%4 LT Web
P N—IZEHRLTNVBE 75472 FDILD
IP7 FURZHMUL 3,

- Includes

- Does not include
- Equals to

- Does not equal to
- Length less than
- Length equals

- Length more

than

- Does not exist

Content-Length

F2779 b @BEY FNAL F) TOYZZRb
AXDES

- Value less than
- Value equals
- Value more than

Post-Body

VIZABPDVARIY RV T VY,

- Includes

- Does not include
- Equals to

- Does not equal to

Http-Method

GET. POSTREDVIZZA PRV v K,

- Equals to
- Does not equal to

Header

HARRA RENT=ANY X —T 4 —)L K,

- Includes

- Does not include
- Equals to

- Does not equal to
- Length less than
- Length equals

- Length more

than

- Does not exist




bE
N—NEZhZ., K 3205 oMAGHLEZITLET, LV—NANOEBDIEMHE
"AND" TOREET, 2%h, VIZZZAMIN—IIZ—HT B EHICE&MZ2IRTiHETHE

BdHY X3,
T2 ay
W= NP—BLIRIZ, UTDO7 7 ar2FITLET,
7y 7 FHCBT 3V /AT uy I LET,

I RS L Qi IR 74 S5 8 o4 11 )l D= 3
- BE R BIT BV A ML, 75— ABMUA-LET,

bE
T FELRIELERIEETEE. Web 77V 5 — a Vii#, HTTP 75 v FIEE. HiLwvwg v
TV ME#E, V—"arvyouyr, BXUOTF—2YRAZEROFETITELIE I DR XS
R L 3
L= DIRE Z
—BOV— VIINEDIFICEN XS, LDV — RIS —HL £T,
N—NDNEFZ %L TR RE 7+ —2 VAR EBILE T,

FIE
CNODFIEICH > T, H#ER XL 24D HTTPACL BV S —— L ZBMLET,

bE
ROPNEZ FITT 200, REH WAF ISR X4 Ua5BMENTwWAZ e 2R L 3, a6
2. "WAF F7aAf XY bHAL R 22230,

1. Alibaba Cloud WAF 2>y —nwizu2 4 v L %9,

2. [#E¥] > [Web ¥4 FE] | R—=JIBEL. WAF 4 VARV ADY =Y a ¥ (PEALZ
TR ERE) 2B £ 3,

3. RETEFAAL VEERLT, [RVS—] 22V I LET


https://yundun.console.aliyun.com/?p=waf

4. [HTTPACL RV >—] ZHMIL., REIZZVvy I LET,

HTTP ACL Policy Staius

5. v—=roil 22V y 2L, BHOV—LVZELT[OK] Z27 Vv 7 LET,

E &

FHEDFHHIZOVWTIE., THTTPACLRY S —N—) 228XV, ReEB ot
WZonTiX, TFEll) 2SI,

Add Rule

rrrrrrr

URL v Include

Action Block r

6. TE L= —NICOWTIE, Z2Day Ty zEE 350, £RE2hzE HIFRLE 3, #HE
DNL—NZERLTOBREEE. (V= NDOURFZ]| Z227Yv 2 LT, ZRAHDTF 74N D



P22 E L ET, [RIBE]. [FiBE]. [—&F CBE]. BXF[—F P i) 2
LT, BT BAIN—NZRELZET,

| Domain name £ Back

Rule added successfully

HTTP ACL Policy You can add More Rules Sort Rules

Rule name Rule condition Action Subsequent security policy Operation

test Request IP Has 1.1.1.1 Block

Common Web Attack Protection @
HTTP Flocd Protection @
Intelligent Engine Protection &
Region Block @

Data Risk Contral &

SDK Protection @

Default All requests that did not hit the above rules Bypass

Ef

HTTP ACL RV > —RZ S FXERH/ESHEEIR—DPLET, EERMECESVTRREDOL—
NEFEBILES, HTTP ACL RV > —%2{H L TRED Web g9t Z2E1E325 Z & AJHET
3

Tzl 2hRmL %7,
IP77927YRAMERTA MY R PDFRE
ROFEZMBHLT 1111 26D7 7R Z2ITRTITRy 7 LET,

Matching
condition:

Action Block ¥

ROBEZMHLT 2.2.2.0/24 HH5D7 7 LA TR TIFI L 55



Matching
condition:

IP ¥ Has v 2.2.2.0024

Action Allow v

E &

[Web 77V r —3 a Y IBGHEDFAT] B [HTTP 7 7 v FBLEFH#EDFT] A vicL T
FEEA

flllE, TIPRZARVRRETFZ9 2 VRMDEY b7y 7)) ZTBRLITEI W,
BEEOHBZVI7ZAMDTay

ROKIE. WordPress N ¥ ZARBDOH|Z/RL TWES, UAIZ WordPress hEEh T3 Z
R T,



UA
WordPress/4.2 10; http://ascsolutions vn; verifying pingback from 191.96.249 54
WordPress/4.0.1; http//146.148.63 90; verifying pingback from 191.96.245 54

WordPress/4.6.1; https://'www.nokhostinsabt.com; verifying pingback from
191.96.249 54

WordPress/4.5.3; httpZ//eadastage.lib.umd.edu; verifying pingback from
191.96.249 54

WordPress/3.5.1; http//danieljromo.com

WordPress/4.2 4; http://wd icopy.net.tw; verifying pingback from 191.96.249 54
WordPress/4.6.1; http//kmgproje.com; verifying pingback from 191.96.249 .54
WordPress/4.1.6; http2/iwww.vv-atalanta.nl; verifying pingback from 191.96.249.54
WordPress/4.5; http//23.83.236.52; verifying pingback from 191.96.249.54
WordPress/4.6.1; http://playadelrey news; verifying pingback from 191.96.249.54
WordPress/4.1; http.//hostclick.us; verifying pingback from 191.96.249.54
WordPress/4.5.3; http://mosaics._pro; verifying pingback from 191.96.249 54

WordPress/4.0; http2/feww chinavrheadset.com; verifying pingback from
191.96.249 54

DToSREZMEHLT, ZOMOKBEZHL £,

Matching
condition:
eld @ & &
User-Agent r Include ‘WordPress
+ Ad =
Action: Block v

X, T WordPress D ¥ > Ny 2ROl 2S8R X0,
¥ED URLO7uay 7

ZRDOIP 7 FVATHEDFELRW URL ZBEE LTOWA AR, ROSEZMHL X7,


https://www.alibabacloud.com/help/doc-detail/42198.htm

Action Block v

7YFY—F

V77 573—R—ADT7 7 AGZHNZRELES, LRI, abc . blog . sina . com B
P4 PTREDFEHZHHLTVWS L 0h o258 ROZERZMHL 3%

Matching

candition:
cond

3.6 7AvIU—=ay
COMBERHLC, EAL, B <hA B BXCHRBORA 247 PHORSEOH
MEV-—YayToy 7Y AMGEMLET, HELEEASOY 7 2R MEFATT 0y 2
ShET,

Tuy 27 Y—a VEREEEMNCT 3121&. WAF % Enterprise =574 > a Y L7y 72
L—F323BENRDVET, 7y 77— FoifliconwTid, TE#He 7y 7L —F) 22
ZLEX W0,

Ty 7 Y—yarEAYNIL, HET B ROFIEEZFEITL T,

ol
Z2—5y b RRAXAL UHMREN WAF ISBMEINTVWARZ 2R L3, k. TCNAME 7
PEATA R TSIV,

1. Web Application Firewall 2>y —izu 4 Y L3,


https://jp.alibabacloud.com/help/doc-detail/28526.htm
https://yundun.console.aliyun.com/?p=waf

2. [HE8] > [Web ¥4 PiEIR—JZBHL T, WAF 4 Y RARX LV ADY —Yay (PEALF
73 ER) 2R £5,

3. WETBEEFRL VEBERLT, [KVS—]Z2VUv I LET,

4, [Fuvy2y—av]| A FTarEAEMILET,

S

Hisi7ay 7R S —2HMTTR12E,. HTTPACL RY S —TI AT LDF 724 )L b L—
ABEMCHR>oTVB Z e 2 HERL T,

Status

Blocked Regions

1 region(s) blocked in Mainland China, and 1 region(s) blocked in the International area Settings

5.[@BE] 227 Vv 2L, [WWEAL] X7 [HEE] Ra—-FZ2#&RL. T vy 75 2 k% ER
LEY, [OK]|ZZ2VUyZLET,

S



[ERE] R a—72ER L7258, HADHLTFEREZE 7 A4 v 7R THEHSHEZ TR A
2FohET,

Select Regions

Blocked
Mainland China:

Xinjlang X

International:

Jordan X

Select region(s) to be blocked

Mainland China Internationa
All o B C DEF GHJ KLM NOP QRS TUv WXYZ
Andorra Afghanistan Antigua and Anguilla Albania
Barbuda
Armenia Angola Antarctica Argentina American Samoa
Austria Australia Aruba Aland lIslands Azerbaijan
Algeria

REHERE, T 0y 7 SNEHBD IP 7 FLADRSDY VLR MRIRTWAF IZX > TRy
7EINET,

[%‘II:

IP O%{3 e Hild. Alibaba TaobaoIP 7 RL 254 75 Y IZHOWTWVE T,

B3THEIALMMIRAMNFEIIZTSYIOVRMDERTE
WAF ® HTTPACL RV > —%HETBI LT, KIALAPVAMRTI9v 7 VAR EZHRETSZ

EWTEES, FVAMIRPETI99 27U RABME. HTTPACL RY O —DRESINTVWB R
EDERRXL TOAREWTT,

FIE

RDFIMEHE>T, A4 PV RAMXLR T IV 7 VRAMRRELET,


http://ip.taobao.com/

=) =

ROBIEHEL RIS, A4 223 WAF (R Y 2 MBI TwS Z e 2R L £ 3,
. TWAF F7aA4 XY H4 K] 22 HIEI W,

1. Alibaba Cloud WAF a>y—picu2 4 LT,

2. [E#] > [Web ¥4 PRE] R—JWIBHL T, WAF 4 YRRV ADY —T a ¥ (WEALZ

TR ER) 2R £ 3,
3. ETBRAAL VEEBRLT, [RVS—]1 %22V I LET,
4. HTTP ACL RV > — 2HML. BE 227V v 7L ¥,

HTTP ACL Policy Status:

Rule: 1Rules| Settings



https://yundun.console.aliyun.com/?p=waf

5. [v—=noiE] 227V vy 2 LET,

- R4 PV RFOBER., ROFETIE, IPLI1LI»HDV VA 2IXTHFAILE
ER

Add Rule

Rule whitelistd,
name:

Matching

condition:
1d O
IP r Has r 1.1.11
Action Allow v

Proceed to execute web application attack protection
Proceed to execute HTTF floodapplication attack protection
Proceed to execute new intelligent protection

Proceed to execute region block

Proceed to execute data nisk control

@ b 3

CHDIPHHDY 7 TR MRINRTIHATIHAZE. V=D X4 7arRy 7R
T"~HED" OREL T a VEERLBRWTE3W, RS TS a VANEIRINT
WBEHE, ZOIPHOLDYVIZA MR IRy Z7INLEFIIREIIENDHD T,

- FRRIC, COFMCHE > TRHED FAAL VT Iy 7 VAP ERETSEZ L BWRETT,



-,

4

- 12OV —NTHRK3I2O—BENFEZYR—PLET, W—NZFVAH—FTBIZE L—
NOEEDR TR T—HTIBEDDY T, HBOMEMIP 7 FLRAERIFIPEI RV M 2
RIAPVRAMRT Iy 7Y R MIERTIHAE. HBD HTTP ACL V-V 2EET %48
EHvET, AR 1.1.1.1, 2222, BXU3.33326D77LRAVIZAMN2T
By 73312 30DN—AEAICRET Z2BENDHD T,

Rule name Rule condition Action
blacklistC RequestliP Has 3333 Block
blacklistA RequestlP Has 1.1.1.1 Block
blacklistB RequestlP Has 2.2 2 2 Block

- HTTPACL V—MIZ7 7 A NI TP BEIZ~ A 7R (2L 2. 1.1.1.0/24) ZHKR—
L. B AR "RL" ZYR—-—bLET, 2L RE ROFEZMWHL T, HEDIP &
TRAVEDPH1DODRXL VY ADY T AMDATFILET,

Add Rule
Rule Test
name
Matching
condition
]

P A Dgesn ~ 1.1.1.0/28

Action Block ¥




- 8o HTTP ACL V— VBB RIENAH D £33, WAF Z. HTTPACL KUY —Y X MIZ
FoREN 2 HTTP ACL L — L DJEFE (EH S F) I > T HTTP ACL v — L2 L % 7
¥/ D= OUREZ]| %227 Yy 2 LTHTTP ACL V— VBIOBRIEN 2 ZH L £3,

[ HTTP ACL Pelicy

3.8 Web ¥ FIT ABALE

Web ¥4 FAXAPILBEZ S LT, BE 2> T UV 2B80REDR—I2Frvy T al ¥
T, INHDOR=IFF vy Tallth,. WAFWX, V—RarvFrIYBURXAINLEC.
FHCF Py a2 llar Ty RHMEFIGEL, MECLI—F—DBIELOR—SZFRTES
XITLET,

Web ¥4 b&X ARGILEEREZ H 3 2 121&. WAF Pro % Business % 721 Enterprise =5 ¢
ayiZ7y 7V — R BERDHY T, BMEOTEMCOVWTIR, THHe Ty I —
R ZZZMRIEE WV,

RDFMH > T, Web ¥4 PAXABIEZAEMMIL TREL X T,

b
ROEVEZR LTS BHIC. RS Web 4 b2 WAF IZBIMXNTWS Z 2 ZHERL £
. BIEOFHNCOVWTIE. TWAF 77 A XY b4 F) 222 WLEXN,
1. Alibaba Cloud WAF 2>y —uizaeZ {4 Y LET,

2. [&#] > [Web ¥4 Fi¥E] R—=JWBH LT, WAF A VAR ADV =Y a Yy (WAL Z
72 XEEE) 28R £ 35

3. ET D XL VEERLT, [RYT—]22Yv 7 LET,
4. [Web¥ 4 PREAFIIL] ZANILTHL, [RE] 227V y 7L %S,

bE
WA LY —E AP BERGE R, TOR—IJTHEMILFT,


https://jp.alibabacloud.com/help/doc-detail/28526.htm
https://jp.alibabacloud.com/help/doc-detail/28526.htm
https://yundun.console.aliyun.com/?p=waf

5.[FiLwvi—i] #2720y 2L, [HLWURLDBI 4700 Ry 2 ATRERET LE
3

© =R V=V ET E T
- URL: R 3 2 IEMERANAZIEELE T, VAN RI—FLF (/xRY) FREI T RA—
Z—(/ abc ? xxx =) W@V R—PINTVELEA, WAFIZZDRNAHDIARTDT F
Z b, HTML, BXUHiRZREL 7,
6. V—NZBMLED, [RERT—ZR] TL—NZFHTHNMILET, L—AZHEMIL
BV, RERAMIRD XEA.

7. REINER=RZEHTILEE., [Frod 208 227V 7L THFry a2 2B8HT
ZRERDHDET, RIDPEHEINLE, FrvaZBHLRWESE. WAF B#FICRE
RFrvdadhlzR—arsoryzRLET,

397 —2RALVLMLE
F—Z WA VBiILEEREIC X V. Web Application Firewall (WAF) &, XD X5 ZHBELTW3
HEIOF A N—LF 2V T4 HKITHENT 2 Z EHARETT, "Fy P —23EFR DUEL M
ANEROEFX 29 74 2HGEL. HlRAV, HE, BICHERZHILT 2 7= oHiitiiE s
XU Z oM ELRBEZ#CRTUIRS RV, HANHRORA V. #HE, R EEIREL
. ERRRETIREND Z2HE . BRI %y M2 HEFRE L ICHERE
WL, =P —IERHER L. BUE IR - T B Iy LR R s n, "

FBESRER
7 =2 WAV ILBEREX. Web 34 M TOBENBONR AV FHCHEHEGERS. ID A—FE&
B, BXUZVLYy Mh—FEHD) LEEF— 7 — FORZAWVINT 2 BEICT & S5k 2 i
MLES, HELLZHITP A7 —XR2—F&2 70y 733 L HIRETT,
ZOMREZ S 51213, WAF % Business %7213 Enterprise T574 > a Y27y 727 L—F
THRBENDHY T, sHllX. TEHETY TV —F) 2ITBRLIEI W,

Web ¥4 FAHEES 2 BRI REHRFAVIZXDEBD T,

- Web ¥4 VEBNY 77590 FADARIETY 7 A% Y, URLANOARIET 7R,
KRS DT T 7 & A HEFROWEgs TR RE I 5 17 DBF 7 7 & 2ROtz &, @Rk
7 & ZHERR D fassith:


https://jp.alibabacloud.com/help/doc-detail/28526.htm

- Web R—Y LOEZEDOH 270 —F5—I12 K o Tr7a— I3 HEE

F—2RAOVHILBERE TR, ROX R DT E T

© Web R—2 ETHER L NGRS 7 — 2 2B UCGRITL., USSR —
N EREDREFBREZREEL T, Web 34 FOEHF—2RAVERILL S, ZoK%
T—RBEIMANT -2, ID — F&HS, HBHEEES. BLXOBUTH— RESRED
HYET,

- Web %4 FCHHENE Web 77V 5 —2as V7027, FARV—FT4 VT ART A,
BEUOAN=Ta v 2E o 3REDOD 2REF—A"—OV 27 Vy 7 Tay 7Y R—
LT, BEY—"—HHoRZVZRIEL 3

- ZOBREE. MlAAARIDEBIETERERDEVWF—T— RS54 75V BAL T, B, 8K
¥ —U—FI =R BIUOZOMORETFTEZZ. Web R—JICFREIN2EILTH
Eho@muF—v—FITHRL £,

) D sk o
F=ZRWAOVHILBEREE. IWER—JIZID A — F&HE. EHEEES. FryPabh—FF
5. BEUMboOHHOBENBREH 20 5 2mI L3, BENHRo BBl LGE.
BEZRMET 0. $REBOL- NN L TREZINTVE T 7 Y a VI THREN Tz
ZANE—LET, BEBRN 74 NVEZ—3N2L, BHROBERTH T ARV R (*) ICHEHE
fzoh, REIhET,

F—RIWAVHIEEEREIX, text /*x. dimage /*. BXU applicatio n /xRE¥ED 2>

TYORALTYR—FL, WebbiiRk, 77VHEAR BEURAPIAL YR —T =24 A% N—L
TVEY,

FIIE
RDOFMNHE> T, T—RWAVHIEZEMILTHREL £75

bE
ROBAEITHETHNC, FRA AL U5 WAF Y 2 MGBMENTWS Z e 2R L £33, il
TCNAME 727t AHh4 ¥ #ZTZWLEIWN,

1. Web Application Firewall 2>y —ize 74 Y LT,

2. [EH] > [Web ¥4 FiE] R—JIBH LT, WAF 4 YV RAXVADY—Yay (WEALF
7o EE) 2R L £ 97

3. METDZ FXAL VEERLT, [KVS—]22V v 7 LET


https://yundun.console.aliyun.com/?p=waf

4. [F—2EAVRIIE] BREZ AL, RE] 227 VY7 LE T,

Status

Data Leakage Provention

Rule: totaldrules Sett

5. Dpv— g #2 Vv 2 U TEEEHRIEEL— L ZBML £3,

=) w
DL—noigh] X4 7u 2Ry 27 2T, @] 2279y 27 LTE61IZ URL —~B5AMF2iBML
ij-o

- BEERO~ R 7 #EHENERS. ID h— FEE. BXUZzofolEERe#RT 3
AJREMED B 2 Web R—PDHA. B — A ZRELTZOEHE A7 E 21355 L



59, RERR ROWEN—NZFEL T, T—EXIARAZIC& o THENES L ID
H—FES2REL XTI,

Add Rule P4

Rule name

rulel

This parameter must be 2 to 30 characters in length, including letters, Chinese characters, digits, and

hyphens (-
wafnext.leak.form.label.condition
Sensitive Info ~  Includes IDCard < and

Telephone Mo,

Matching Action

Sensitive inform... ™

COREN—NZRET DL, ZD Web ¥4 FDFTARTD Web R—IJIZFR SN2 i
et s & ID 7 — FHESIZHBMICHEC R D £95°

@‘E:



Web R—JICEFHHERAEFERS. VYR—1IRy bF4 0H/E. BIUEZofio—tic

PRI N 2PN EREESNH 258, Tho dFRE LT ERESHRENBR 7« XY
YIN—NZKoTRNENZZeHDHD X7,

- AF—RRaA—F7ay 7 {ED HTTP Y T A MRATFT—XRa—Fz7ny 7 (k&
BETIN—NEZHELT, BEF—A"—HHORAVEZMIELET, & Rofk
HEN—NERHELTHTTP 404 A7 —XA2—F27avy 7 L%,

Add Rule
* Rule Mame : rule2

Flease enter characters within 30 by Enghsh letters, numbers, o nese
h ters

* Matching Respor = Include +» | 404 and

Condition :

* Matching Block r

Action :

COREN—NZRET DL, 2—F—HID Web ¥4 METIHAELBRVWR—-T %Y
IR PLEGEI HEEINER—IUPREINET,

- $6 U7 URL OENHD 7 4 V2 —: JErdahils. ID 7 — F&S. B X OMboBER
WEXRT 2RO D 215E LA Web R— @ URL DG, BEL— L ZRELTZ



DONME 7 A NE—FRFEELET, e RE. ROBR#EL—LVZFEL T, Web R—
Y admin.php L TID #—FHEEZ 74 V2 —-L ¥ 7,

Add Rule

Rule name

ruled

5]

T

-
m
%]
(]
Lia

L
[l
T
-

T

wafnext.leak.form.label.condition

Sensitive Info < Includes ID Card ~  and

URL Includes  admin.php

Matching Action

Sensitive inform...

ZOREL—NVEBET B L. ID H— FHSIZ admin.php Web XR—Y LTI b ¥
R
6. BMLZN—NITOVTR, ZNZHE X 7HIBRS 2 2 L S A[RET IS

F— R WA OVHiILESREE AT 3 ¥, Web Application Firewall 2>y —npice 24 >~

L. [LR— P> [BRGEHE] R—JIBILTRELR—-F 28R LET, TOLR—MTXo
T T=2RRAVHIEV— VTR ERE Ty 73T 7RV VA rOou 2 REL ¥
R


https://yundun.console.aliyun.com/?p=waf

4 RELKR—b

4.1 Alibaba Cloud WAF LR — F DI E
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Industry Warning 2018-12-20
Within the last week Webshell. Code execution. WAF - other has been prevalent in your industry.
Please be aware and promptly configure relevant defense settings
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SMS or Email reminder for black hole events of the international WAF i. E
Convenient Open APls cover all common operations in the manageme...
Deep learning based protection algorithms can cope with sophisticated. ..

DingTalk Service Group offers timely response to handle urgent issues
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Overview Customize rule groups  Built-in Rule Set

Reports
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Rul Rule I Risk Level Application Type Protection Type Description
¥ Management
Cross-site scriping - - Crosssi s
R ot 2036 | Medium | Common Cross-site Seript Cross-Site Scripting
bR S Cross-Site Scripting Cross-site scri chiev
the attacker's purpose. For
p—— SGL injection 111001 Gomm P
Try to use XSS popup detection function in HTTP request
= | o o 11002 5 o
App Management = soLinection 1002 commg s
- HTTP request referer value
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s . 11004 i am S0L Injec SOL Injection (SOLI) refers 1o 2n njec ckc wherein n at e
Eroduct Information SQL injection 100: Common SOL Injection SOL Injection (SQLI) refers to 3N INJeCton aack wherein an attacker can execut
s . 11005 - SQL Injec SQL Injection (SQLI) refers fo an injec ck wherein e
Alam Settings SQL injection 1005 [ High | Common SQL Injection SQL Injection (SQLI) refers fo an injection attack wherein an attacker can execut
. SQL injection 111006 [ High | Common SQL Injection SQL Injection (SQLI) refers to an injection attack wherein an attacker can execut
Customize rule group...
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Rule Group ID Rule Group Name Built-in Rule Number Website Description Action
1012 Wedium rule aroup Apply lo Website
Copy
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. Apply to Website
1013 Loose rule group 731
Copy
Apply fo Website
Copy
10035 asdfalkjas -

Edit
Delete
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WAF Logs - Operation Center

The dashboard shows the insights of the operation status for the protected web sites includiong availability, PV, UV and overview of attacks etc.
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This dashboard shows the insights of requests to the web sites including indicators, client distribution, network traffic and performance etc.
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Log Download

E::i- Download Log in Current Page -iéi- Download all logs in the CLI console

1. Install the command line tool

Far information about the command line tool installation, see:Documentation

2. View the Access|D and AccessKey of the current user

Address:Security information management

3. Use the command line tool

aliyunlog log get log all --project="waf-project-1769112748192985-cn-hangzh

ou" --logstore="waft-logstore” --query="" --from_time="2818-11-84 11:38:31 C

S5T" --to _time="2018-12-84 11:38:31 C5T" --region-endpoint="cn-hangzhou.log.

aliyuncs.com™ --jmes-filter="join( \n', map(&to_string(@), @))

--access-id

=" [AccessID obtained in step 21" --access-key=" [AccessKey obtained in ste

p 21 " >> /downloaded data.txt

Copy Command

4. Modify the AccessID and AccessKey in the command

After the command is executed, the search result 1s automatically downloaded to
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RDRYV S —a>F7VD${ Project } & ${ Logstore } Z WAF Log Service N®D
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project /${ Project

ect ",
project

/"y

n
res ",

project /${ Project

tore ",

project /${ Project

project /${ Project

n
X J

" Version ": " 1 ",
" Statement ": [
{
" Action ": " log : GetProject ",
" Resource ": " acs : log :x:%:
" Effect ": " Allow "
I
{
" Action ": " log : CreateProj
" Resource ": " acs : log :*:x:
" Effect ": " Allow "
b
{
" Action ": " log : ListLogSto
" Resource ": " acs : log :*:x:
logstore /x",
" Effect ": " Allow "
b
{
" Action ": " log : CreatelogS
" Resource ": " acs : log :*:x:
logstore /x",
" Effect ": " Allow "
1,
{
" Action ": " log : GetIndex ",
" Resource ": " acs : log :*x:x:
logstore /${ Logstore }",
" Effect ": " Allow "
3,
{
" Action ": " log : CreateInde
" Resource ": " acs : log :*:x:

logstore /${ Logstore }",

" Effect ": " Allow "
b
{
" Action ": " log : UpdateInde
" Resource ": " acs : log :*:x:
logstore /${ Logstore }",
" Effect ": " Allow "
b
{
" Action ": " log : CreateDash
" Resource ": " acs : log :*:x:
dashboard /",
" Effect ": " Allow "
1,
{
" Action ": " log : UpdateDash
" Resource ": " acs : log :*x:x:

dashboard /*",

project /${ Project

n
X b

project /${ Project

board ",
project /${ Project

board ",
project /${ Project

I
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+/

Iy
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" Effect ": " Allow "

1,
{
" Action ": " log : CreateSave dSearch ",
" Resource ": " acs : log :*:*x: project /${ Project }/
savedsearc h /x",
" Effect ": " Allow "
s
{
" Action ": " log : UpdateSave dSearch ",
" Resource ": " acs : log :*:*x: project /${ Project }/
savedsearc h /x",
" Effect ": " Allow "
h

]
}
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