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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yleSt yle Descript ionDescript ion ExampleExample

 DangerDanger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:Danger:

Resetting will result  in the loss of user
configuration data.

 WarningWarning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not iceNot ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not eNot e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ingsSet t ings > Net workNet work> Set  net workSet  net work
t ypet ype.

BoldBold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OKOK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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is an easy-to-use data management service that is deployed in the public cloud to offer high agility,
efficiency, security, and reliability. The service provides comprehensive protect ion that includes data
backup and disaster recovery for Alibaba Cloud Elast ic Compute Service (ECS) resources. The resources
include ECS instances, databases on ECS instances, f ile systems on ECS instances, and ECS disks.

ECS instance backup

HBR is integrated with the Alibaba Cloud snapshot service to provide agentless backup for ECS
instances. HBR ensures instance-level crash consistency and application consistency for ECS instances
whose disks are of the ESSD type. HBR creates snapshots for each disk on an ECS instance to ensure
data consistency for each disk of the non-ESSD type.

ECS database backup

HBR helps back up MySQL, Oracle, and SQL Server databases that are deployed on ECS instances.

ECS file system backup

HBR helps back up all f iles on ECS instances. You can restore the files based on your business
requirements.

ECS disk backup

HBR is integrated with the Alibaba Cloud snapshot service to provide agentless backup for ECS
instances and disks. You can use HBR to create crash-consistent snapshots for all disks, including
system disks and data disks. Then, you can use these snapshots to back up or restore an entire disk.

1.Overview1.Overview
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ECS instance backup is a service provided by HBR to protect  the data on ECS instances by using disk
snapshots. HBR provides automatic backup policies for ECS instances and a GUI console. In the HBR
console, you can configure backup or restoration parameters. You can also perform restore, clone, and
disaster recovery operations. You can manage backup files by using ECS instances instead of disks. This
way, you can protect  data on ECS instances in an efficient  manner.

ScenariosScenarios
Back up or rest ore ECS inst ancesBack up or rest ore ECS inst ances:

HBR allows you to use automatic backup policies and ECS instance backup to back up or restore ECS
instances.

Quickly build t est ing or development  environment sQuickly build t est ing or development  environment s:

HBR allows you to clone a new ECS instance from the restoration point  of an ECS instance within a
few minutes. You can use the new ECS instance as a test ing or development environment.

Implement  cross-zone or cross-region disast er recovery at  low cost sImplement  cross-zone or cross-region disast er recovery at  low cost s

The clone feature for ECS instance backup allows you to create ECS instances in different zones.
After you enable remote replicat ion for ECS instances, you can use create new ECS instances to
resume your services by using one of the remote resotrat ion points.

PrinciplesPrinciples
ECS instance backup allows you to perform data backup and disaster recovery for ECS instances by
using snapshots, snapshot-consistent groups, and remote snapshot replicat ion.

1. After you configure a backup policy, HBR automatically creates snapshots for all disks based on the
backup policy. A restoration point  contains the snapshots that are created for all disks at  a specific
point  in t ime.

2. If  the type of all disks on an ECS instance is ESSD, HBR ensures the consistency of data on the ECS
instance based on the snapshot-consistency group feature. If  the type of disks on an ECS instance
is ESSD, HBR creates snapshots for all disks at  the same t ime. In this case, HBR cannot ensure the
consistency of data between disks.

3. If  you enable remote replicat ion when you configure a backup policy, the snapshots in a restoration
point  are automatically replicated to a specified backup region. This way, you can back up data in a
remote location.

4. When you restore an ECS instance, HBR uses the specified snapshots to roll back all disks to a
specific point  in t ime.

5. When you clone ECS instances or perform geo-disaster recovery, HBR creates disks from the
snapshots of a specified restoration point, and then creates ECS instances based on the disks.

BillingBilling

2.ECS Server Backup2.ECS Server Backup
2.1. Overview2.1. Overview
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You are charged when you create ECS snapshots. ECS instance backup is a backup orchestrat ion service
that is provided by HBR based on the ECS snapshot capability. You are charged USD 0.005088 for each
client  per day when you use HBR clients to back up ECS instances. The fees are included into your HBR
bills. Bills are generated on a daily basis. The fees for the storage usage of ECS snapshots that are used
by this feature are included into the snapshot service bill. If  you enable the remote replicat ion feature,
the fees for the storage usage of ECS snapshots that are replicated to the dest ination region and the
fees for cross-region traffic are also included into the snapshot service bill. For more information, see
Snapshots.

is integrated with the Alibaba Cloud snapshot service to provide agentless backup for Elast ic Compute
Service (ECS) instances and disks. HBR can create crash-consistent snapshots for all disks, including
system disks and data disks. You can use the snapshots to back up or restore an entire disk.

PrerequisitesPrerequisites
To ensure crash consistency at  the instance level, make sure that only enhanced SSDs (ESSDs) are
attached to your instance. Otherwise, HBR enables the crash consistency feature only for single disks.

ContextContext
The ECS instance protect ion feature allows you to protect  an ECS instance or specified disks by using
a periodic disk backup strategy. This ensures long-term and low-cost  protect ion.

You are charged for the usage of ECS snapshots. ECS instance backup is a backup orchestrat ion
service that is provided by HBR based on the ECS snapshot capability. You are charged USD 0.005088
for each client  per day when you use HBR to back up ECS instances. The fees are included into your
HBR bills. Bills are generated on a daily basis. The fees for the storage usage of ECS snapshots that
are used by this feature are included into the snapshot service bill. If  you enable the remote
replicat ion feature, the fees for the storage usage of ECS snapshots that are replicated to the
destination region and the fees for cross-region traffic are also included into the snapshot service
bill. For more information, see Snapshots.

PrecautionsPrecautions
You cannot use the ECS instance backup feature to back up or restore local disks. For more information,
see Local disks.

If  you use local disks to store data, your data may be lost. We recommend that you use the ECS file
backup feature to protect  your files in local disks and use the database backup feature to protect  your
databases deployed in local disks. For more information, see Back up files from ECS instances and Database
backup.

ProcedureProcedure
1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS Server BackupECS Server Backup.

3. 

4. In the upper-right corner of the page, click + Add ECS Inst ance+ Add ECS Inst ance.

5. In the Creat e ECS Prot ect ion PlanCreat e ECS Prot ect ion Plan dialog box, configure the following sett ings:

2.2. Create an ECS instance backup2.2. Create an ECS instance backup

Hybrid Backup Back up ECS··ECS Server Backup
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i. Select  the ECS instance that you want to protect.

Not e Not e If  you want to protect  all disks of the ECS instance, turn on Prot ect  All DisksProt ect  All Disks.
If  you turn on Protect  All Disks, all disks that are newly attached to the ECS instance are
protected. If  you want to protect  only specific disks, turn off Prot ect  All DisksProt ect  All Disks.

ii. Configure a backup plan. The following table describes the parameters of a backup plan.

You can create backup files for an ECS instance at  regular intervals based on a specified
backup policy. You can also create only one backup file for the ECS instance at  the current
point  in t ime.

Parameter Description

On ScheduleOn Schedule
If you turn on On ScheduleOn Schedule, HBR creates backup jobs at regular
intervals based on the specified backup policy.

Plan NamePlan Name
This parameter is required only if you turn on On ScheduleOn Schedule. The
name of the backup plan. If you do not configure this parameter,
a random name is specified for the backup plan.

St art  T imeSt art  T ime
This parameter is required only if you turn on On ScheduleOn Schedule. The
start t ime of the scheduled backup plan. The time is accurate to
seconds.

Backup Int ervalBackup Int erval
This parameter is required only if you turn on On ScheduleOn Schedule. The
interval at which HBR runs backup jobs. Unit: hours, days, or
weeks.

Ret ent ion PeriodRet ent ion Period
The period of t ime for which HBR retains backup files. Unit: days,
weeks, months, or years.

iii. (Optional)Click Applicat ion Consist ent  BackupApplicat ion Consist ent  Backup.

This feature is available only in the Singapore (Singapore) and China (Hong Kong) regions. For
more information, see Enable the application-consistent backup feature.

iv. (Optional)Turn on Cross-Region CopyCross-Region Copy to enable the cross-region replicat ion feature and
then configure the parameters. The following table describes the parameters.

Parameter Description

Dest inat ion RegionDest inat ion Region

If you enable the cross-region replication feature, the backup
files that are created by the backup plan are automatically
replicated to a specified destination region.

If a source ECS instance is infected with viruses or you
accidentally deleted data, you can use backup files in the source
region or backup files that are replicated to the destination
region to create an ECS instance to restore data.

Ret ent ion PeriodRet ent ion Period
The retention period for the backup data in the destination
region. Unit: days, weeks, months, or years.

Back up ECS··ECS Server Backup Hybrid Backup
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6. Click OKOK.

After you create the backup policy, HBR runs the first  backup job at  the start  t ime that you specify
and runs the subsequent backup jobs based on the interval that you specify.

What to do nextWhat to do next
The following table describes the tabs that are provided by the ECS instance backup feature. You can
use the tabs to efficiently manage backup jobs.

Tab Description Operations

Prot ect ed ECSProt ect ed ECS
Inst ancesInst ances

Shows the protected
ECS instances.

Prot ect  NowProt ect  Now : Specify all or some disks for
protection. You can configure the Retention
Period and Long-term Backup parameters.

St op Prot ect ionSt op Prot ect ion: Stop protection for an ECS
instance.

Not ice Not ice If you stop protection for an
ECS instance, the ECS instance is removed
from the protected ECS instance list  and all
protection plans of the ECS instance are
deleted. The generated ECS instance backups
are retained. If you want to delete a backup
file of an ECS instance, click the backup point
of the backup file in the backup history and
then click Delete.

Resume PlanResume Plan: You can resume a suspended
protection plan.

Suspend PlanSuspend Plan: If you suspend a protection plan,
no backup protection is performed.

Delet e PlanDelet e Plan: If a protection plan expires, you can
delete the protection plan.

Modif yModif y: If an existing protection plan no longer
meets your requirements, you can modify the
protection plan.

Hybrid Backup Back up ECS··ECS Server Backup
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Prot ect ion PlansProt ect ion Plans

Shows the protection
plans that you
configured. On the tab,
you can perform basic
O&M operations on the
protection plans.

Run NowRun Now : Immediately execute a protection
plan.

Modif yModif y: Modify a protection plan.

Suspend PlanSuspend Plan: If you suspend a protection plan,
no backup protection is performed.

Delet e PlanDelet e Plan: If a protection plan expires, you can
delete the protection plan.

Bat ch Immediat e Execut ionBat ch Immediat e Execut ion: Immediately
execute multiple protection plans at the same
time.

Bat ch Updat e PolicyBat ch Updat e Policy: Update the backup
policies and replication policies of multiple
protection plans at the same time.

JobsJobs
Shows the status of
executed jobs.

You can cancel the jobs that are being executed.

Bat ch Add ECSBat ch Add ECS

Creates multiple backup
files for an ECS instance.
You can create up to 50
backup files for an ECS
instance at a t ime.

In the upper-right corner of the ECS Server Backup
page, click Bat ch Add ECSBat ch Add ECS. Follow the instructions
to select an ECS instance and configure a protection
plan.

Tab Description Operations

What's nextWhat's next
Restore an ECS instance

Restore a disk

provides the application-consistent backup feature based on Cloud Assistant and the backup service.
The application-consistent backup feature helps prevent unexpected startup operations during data
restore, for example, log restore operations at  the startup of database applications. This way, all
applications start  in a consistent state.

PrerequisitesPrerequisites
A public IP address or an elast ic IP address (EIP) is configured for your ECS instance. This way, the ECS
instance allows access over the Internet.

Your ECS instance runs one of the following operating systems:

Windows: Windows Server 2019, Windows Server 2016, and Windows Server 2012.

Linux: CentOS version 7.6 and later, Ubuntu version 18.04 and later, and Alibaba Cloud Linux version
2 (2.1903 LTS 64-bit).

All disks that are attached to your ECS instance are enhanced SSDs (ESSDs) and the file systems are
ext3, ext4, XFS, or New Technology File System (NTFS).

2.3. Enable the application-consistent2.3. Enable the application-consistent
backup featurebackup feature

Back up ECS··ECS Server Backup Hybrid Backup
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Your ECS instance is created in the Singapore (Singapore) or China (Hong Kong) region.

ContextContext
By default , creates crash-consistent backup files based on the Alibaba Cloud snapshot service. If  you
enable the application-consistent backup feature when you create a backup file for an ECS instance,
HBR creates an application-consistent backup file based on the actual scenario.

The application-consistent backup feature helps back up in-memory data and in-progress database
transactions when backup files are being created. This way, the consistency between the application
data and database transactions is ensured. The application-consistent backup feature helps prevent
data corruption, data loss, and log restore operations at  the startup of database applications. This
way, all applications start  in a consistent state.

Step 1: Configure a RAM role for the ECS instanceStep 1: Configure a RAM role for the ECS instance
Before you enable the application-consistent backup feature, you must configure a RAM role for the
ECS instance.

1. Log on to the RAM console by using your Alibaba Cloud account.

2. Create a RAM role for the application-consistent backup feature. For more information, see Create a
RAM role for a trusted Alibaba Cloud service.

The following figure shows how to create the AppSnapshotRoleName RAM role.

3. Create a policy for the application-consistent backup feature. For more information, see Create a
custom policy.

Hybrid Backup Back up ECS··ECS Server Backup
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Create the AppSnapshotPolicy policy, which grants the permissions to query snapshot details,
create snapshots, configure tags, and query disk details. You can use the following policy:

{ "Version": "1", "Statement": [ { "Effect": "Allow", "Action": [ "ecs:DescribeSnapshot
*", "ecs:CreateSnapshot*", "ecs:TagResources", "ecs:DescribeDisks" ], "Resource": [ "*"
], "Condition": {} } ] }

4. Attach the AppSnapshotPolicy policy to the AppSnapshotRoleName RAM role. For more
information, see Grant permissions to a RAM role.

5. Attach the AppSnapshotRoleName RAM role to the ECS instance. For more information, see Attach
an instance RAM role.

Step 2: Enable the application-consistent backup featureStep 2: Enable the application-consistent backup feature
For Windows ECS instances, you can use Volume Shadow Copy Service (VSS) to implement application
consistency.

For Linux ECS instances, you must configure shell scripts (pre-freeze and post-thaw scripts) based on
the applications deployed on the instances to implement application consistency.

Back up ECS··ECS Server Backup Hybrid Backup
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1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS Server BackupECS Server Backup.

3. 

4. In the upper-right corner of the page, click + Add ECS Inst ance+ Add ECS Inst ance.

5. In the Creat e ECS Prot ect ion PlanCreat e ECS Prot ect ion Plan dialog box, configure the following sett ings:

i. Select  the ECS instance that you want to protect.

Not e Not e If  you want to protect  all disks of the ECS instance, turn on Prot ect  All DisksProt ect  All Disks.
If  you turn on Protect  All Disks, all disks that are newly attached to the ECS instance are
protected. If  you want to protect  only specific disks, turn off Prot ect  All DisksProt ect  All Disks.

ii. Configure a backup plan. The following table describes the parameters of a backup plan.

You can create backup files for an ECS instance at  regular intervals based on a specified
backup policy. You can also create only one backup file for the ECS instance at  the current
point  in t ime.

Parameter Description

On ScheduleOn Schedule
If you turn on On ScheduleOn Schedule, HBR creates backup jobs at regular
intervals based on the specified backup policy.

Plan NamePlan Name
This parameter is required only if you turn on On ScheduleOn Schedule. The
name of the backup plan. If you do not configure this parameter,
a random name is specified for the backup plan.

St art  T imeSt art  T ime
This parameter is required only if you turn on On ScheduleOn Schedule. The
start t ime of the scheduled backup plan. The time is accurate to
seconds.

Backup Int ervalBackup Int erval
This parameter is required only if you turn on On ScheduleOn Schedule. The
interval at which HBR runs backup jobs. Unit: hours, days, or
weeks.

Ret ent ion PeriodRet ent ion Period
The period of t ime for which HBR retains backup files. Unit: days,
weeks, months, or years.

iii. Select  Applicat ion Consist ent  BackupApplicat ion Consist ent  Backup.

Enable the application-consistent backup feature for a Windows ECS instance

Not e Not e If  you select  Applicat ion Consist ent  BackupApplicat ion Consist ent  Backup, you must install a Cloud
Assistant client  on the ECS instance. In Windows, the process of a Cloud Assistant client
is named  AliyunService . For more information, see Overview.

Hybrid Backup Back up ECS··ECS Server Backup

> Document  Version: 20220407 14

https://www.alibabacloud.com/help/doc-detail/64601.htm#concept-qg3-5dx-ydb


Enable the application-consistent backup feature for a Linux ECS instance

Write the application pre-freeze and post-thaw scripts based on the applications deployed
on the ECS instance and upload the scripts to the ECS instance.

You can use the FTP service or Cloud Assistant to upload the application pre-freeze and
post-thaw scripts to the ECS instance.

Applicat ion pre-f reeze script sApplicat ion pre-f reeze script s: Run the  chmod 700 /tmp/prescript.sh  command to
grant the read, write, and execute permissions on the scripts only to the root user.
/tmp/prescript.sh is the save path of the scripts.

Applicat ion post -t haw script sApplicat ion post -t haw script s: Run the  chmod 700 /tmp/postscript.sh  command
to grant the read, write, and execute permissions on the scripts only to the root user.
/tmp/postscript.sh is the save path of the scripts.

Not iceNot ice

If Applicat ion Consist ent  BackupApplicat ion Consist ent  Backup is selected and the scripts are configured as
expected, HBR creates application-consistent backup files.

If  Applicat ion Consist ent  BackupApplicat ion Consist ent  Backup is selected but no scripts are configured or
the scripts are not configured as expected, HBR creates file system-consistent
backup files.

Sample scripts for the application-consistent feature:

Download the application-consistent scripts for MySQL.

After you download and deploy the scripts, you must specify the password of a MySQL
database in the scripts.

Download the application-consistent scripts for Oracle.

After you download and deploy the scripts, you must specify the installat ion path of an
Oracle database in the scripts.

Not e Not e If  you select  Applicat ion Consist ent  BackupApplicat ion Consist ent  Backup, you must install a Cloud
Assistant client  on the ECS instance. In Linux, the process of a Cloud Assistant client  is
named  aliyun.service . You can run the  ps aux|grep aliyun.service  command
to check whether a Cloud Assistant client  is installed. For more information, see
Overview.

iv. Click OKOK.

A system failure occurs or an unexpected operation is performed on an Elast ic Compute Service (ECS)
instance. You can use the clone or restore feature of a backup file to restore the ECS instance to a
specified point  in t ime. This topic describes how to restore an ECS instance.

PrerequisitesPrerequisites
A backup file is created for the ECS instance. For more information, see Create an ECS instance backup.

Use the clone feature to restore an ECS instanceUse the clone feature to restore an ECS instance

2.4. Restore an ECS instance2.4. Restore an ECS instance

Back up ECS··ECS Server Backup Hybrid Backup
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A system failure occurs or an error operation is performed on an ECS instance. In this case, you can use
the clone feature of a backup file to restore the ECS instance to a specified point  in t ime.

1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS Server BackupECS Server Backup.

3. 

4. Click the Prot ect ed ECS Inst ancesProt ect ed ECS Inst ances tab.

5. Click the  icon next  to the ECS instance.

6. On the Inst ance Prot ect ionInst ance Prot ect ion tab, click a backup file and then click CloneClone.

7. In the Creat e ECS Inst ance f rom BackupCreat e ECS Inst ance f rom Backup panel, enter a hostname and an instance name, and
then select  a VPC and a vSwitch.

8. Click Creat eCreat e.

Not e Not e You are charged for the new ECS instance based on the billing rules of ECS. For
more information, see ECS pricing.

After you create the ECS instance, you can view the cloning progress on the JobsJobs tab.

Directly restore an ECS instanceDirectly restore an ECS instance
A system failure occurs or an unexpected operation is performed on an ECS instance. In this case, you
can use a backup file to restore the ECS instance to a specified point  in t ime.

1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS Server BackupECS Server Backup.

3. 

4. Click the Prot ect ed ECS Inst ancesProt ect ed ECS Inst ances tab.

5. Click the  icon next  to the ECS instance.

6. On the Inst ance Prot ect ionInst ance Prot ect ion tab, click a backup file and click Rest oreRest ore.

Not ice Not ice You can restore an ECS instance only if  the ECS instance is stopped and no
backup file is being created for the ECS instance. After a disk is restored to a specified point  in
t ime, the data that is writ ten to the disk after the point  in t ime is cleared. Proceed with
caution.

7. In the message that appears, click OKOK.
After you create the restore job, you can view the progress on the JobsJobs tab.

A system failure occurs or an unexpected operation is performed on a disk that is attached to an Elast ic
Compute Service (ECS) instance. In this case, you can use a backup file for the disk in the source region or
a backup file that is replicated to the dest ination region to restore data or create a new disk to restore
data.

PrerequisitesPrerequisites

2.5. Restore a disk2.5. Restore a disk

Hybrid Backup Back up ECS··ECS Server Backup
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A backup file is created for the ECS instance For more information, see Create an ECS instance backup.

ContextContext
The disk backup feature can protect  all disks that are attached to an ECS instance. The protect ion
applies to disks that you want to attach in the future. You can also use this feature to protect  specific
disks. You can use a backup file to efficiently restore a disk based on your business requirements.

Restore a diskRestore a disk
1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS Server BackupECS Server Backup.

3. 

4. Click the Prot ect ed ECS Inst ancesProt ect ed ECS Inst ances tab.

5. Click the  icon next  to the ECS instance.

6. On the Disk Prot ect ionDisk Prot ect ion tab, click a backup file and then click Rest oreRest ore.

Not ice Not ice A disk can be restored only if  the ECS instance is stopped and no backup file is
being created for the disk. After a disk is restored to a specified point  in t ime, the data that is
written to the disk after the point  in t ime is cleared. Proceed with caution.

7. In the message that appears, click OKOK.
After you create the restore job, you can view the progress on the JobsJobs tab.

Create a diskCreate a disk
1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS Server BackupECS Server Backup.

3. 

4. Click the Prot ect ed ECS Inst ancesProt ect ed ECS Inst ances tab.

5. Click the  icon next  to the ECS instance.

6. On the Disk Prot ect ionDisk Prot ect ion tab, click a backup file and then click CloneClone.

7. In the Creat e Disk f rom BackupCreat e Disk f rom Backup panel, select  the ECS instance to which you want to attach the
new disk. Click NextNext .

8. In the Set  Mount  Paramet ersSet  Mount  Paramet ers step, select  a disk type and click Creat eCreat e.
After you create the disk, you can view the restore progress on the JobsJobs tab.

Back up ECS··ECS Server Backup Hybrid Backup
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is integrated with the Alibaba Cloud snapshot service to provide agentless backup for Elast ic Compute
Service (ECS) instances and disks. HBR can create crash-consistent snapshots for all disks, including
system disks and data disks. You can use these snapshots to back up or restore an entire disk.

ContextContext
Backup for ECS disks is a backup orchestrat ion service that is provided by HBR based on the snapshot
feature of ECS. You are billed for the usage of the Alibaba Cloud snapshot service. For more
information, see Snapshots.

PrecautionsPrecautions
You cannot use the disk backup feature to back up or restore local disks. For more information, see Local
disks.

If  you use local disks to store data, your data may be lost. We recommend that you use the ECS file
backup feature to protect  your files in local disks and use the database backup feature to protect  your
databases deployed in local disks. For more information, see Back up files from ECS instances and Database
backup.

ProcedureProcedure

Not ice Not ice When you add an ECS instance and disks, make sure that the disks are in the In UseIn Use or
Unat t achedUnat t ached state. If  the disks are in the In Use state, the ECS instance must be in the RunningRunning or
St oppedSt opped state.

1. 

2. In the left-side navigation pane, choose BackupBackup >  > Disk BackupDisk Backup.

3. 

4. In the upper-right corner of the Disk Backup page, click Disk Backup WizardDisk Backup Wizard.

5. In the Disk Backup WizardDisk Backup Wizard panel, select  the disk that you want to back up and click NextNext .

6. In the Conf igure Backup PolicyConf igure Backup Policy step, set  the Backup Type parameter to Manual BackupManual Backup or Aut oAut o
BackupBackup.

Manual BackupManual Backup

If Manual Backup is specified, you must enter the name of the backup file in the Backup NameBackup Name
field.

The name must be 2 to 128 characters in length, and can contain only the following special
characters: periods (.), underscores (_), hyphens (-), and colons (:). The name cannot start  with
auto, a special character, or a digit .

Aut o BackupAut o Backup

If Auto Backup is specified, you can select  a backup policy from the drop-down list . You can also
click Creat e Backup PolicyCreat e Backup Policy and set  the parameters to create an automatic backup policy. The
following table describes the parameters.

3.Disk Backup3.Disk Backup
3.1. Create disk backups3.1. Create disk backups

Hybrid Backup Back up ECS··Disk Backup
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Parameter Description

Policy NamePolicy Name The name of the custom policy.

Backup T imeBackup T ime The time at which you want to run a backup job.

Backup WeekBackup Week
One or more days on which you want to run backup jobs in a
week.

Ret ent ion PeriodRet ent ion Period

The period of t ime for which backup files are retained in the
source region.

Custom: You can specify a retention period. Valid values: 1 to
65536. Unit: days.

Always Keep: Backup files in the source region are stored
permanently.

Replicat ion t o Ot her RegionReplicat ion t o Ot her Region

If you enable the cross-region replication feature, the backup files
that are created by the backup plan are automatically replicated
to a specified destination region.

Backup files can be replicated between the China (Hong Kong)
and Singapore (Singapore) regions.

If the ECS instance is infected with viruses or data is lost due to
accidental deletion, you can use backup files in the source
region or backup files replicated to the destination region to
create an instance or a disk to restore data.

Valid values:

Enabled

Not Enabled

Dest inat ion RegionDest inat ion Region
You must specify a value for this parameter only if the
Replicat ion t o Ot her RegionReplicat ion t o Ot her Region parameter is set to Enabled. The
destination region to which you want to replicate the backup files.

Replicat ed Backup PointReplicat ed Backup Point
Ret ent ion PeriodRet ent ion Period

You must specify a value for this parameter only if the
Replicat ion t o Ot her RegionReplicat ion t o Ot her Region parameter is set to Enabled. The
period of t ime for which you want to retain the backup files that
are replicated to the destination region.

Custom: You can specify a retention period. Valid values: 1 to
65536. Unit: days.

Always Keep: Backup files in the destination region are stored
permanently.

7. Click OKOK.
After the backup policy is created, you can view the progress of the disk backup on the Prot ect edProt ect ed
DiskDisk tab.

What's nextWhat's next
Restore a disk
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A system failure occurs or an unexpected operation is performed on a disk that is attached to an Elast ic
Compute Service (ECS) instance. In this case, you can use a backup file in the source region or a backup
file replicated to the dest ination region to restore the original disk or create a new disk to restore data.
This topic describes how to restore a disk.

PrerequisitesPrerequisites
A backup file is created for a disk. For more information, see Create disk backups.

ContextContext
The disk backup feature can protect  all disks that are attached to ECS instances, including the disks
that are subsequently attached. You can also use the feature to protect  specified disks. To restore a
disk, you can use a backup file in the source region or a backup file that is replicated to the dest ination
region.

Restore a diskRestore a disk
If  a system failure occurs or an error operation is performed on a disk that is attached to an ECS
instance, you can use an exist ing backup file to restore the ECS disk.

1. 

2. In the left-side navigation pane, choose BackupBackup >  > Disk BackupDisk Backup.

3. 

4. Click the Prot ect ed DiskProt ect ed Disk tab.

5. Click the  icon next  to the disk that you want to restore.

6. On the BackupsBackups tab, click a backup file in the source region or a backup file that is replicated to a
destination region, and click Rest oreRest ore.

Not ice Not ice A disk can be restored only if  the ECS instance is stopped and no backup file is
being created for the disk. After you restore an ECS disk to a point  in t ime, the data that is
written to the ECS disk after the point  in t ime is cleared. Proceed with caution.

7. In the Rest oreRest ore panel, set  the Enable Auto Startup parameter and click Creat eCreat e.

Create a diskCreate a disk
If  a system failure occurs or an unexpected operation is performed on a disk that is attached to an ECS
instance, you can use an exist ing backup file to restore the disk.

1. 

2. In the left-side navigation pane, choose BackupBackup >  > Disk BackupDisk Backup.

3. 

4. Click the Prot ect ed DisksProt ect ed Disks tab.

5. Click the  icon next  to the disk that you want to restore.

6. On the BackupsBackups tab, click a backup file in the source region or a backup file that is replicated to a

3.2. Restore a disk3.2. Restore a disk
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destination region, and click CloneClone.

7. In the CloneClone panel, select  a zone and disk type and click Creat eCreat e.

Not ice Not ice Backup files that are replicated to a dest ination region can be used only to
restore data.

Replicate the backup file of a disk to a remote regionReplicate the backup file of a disk to a remote region
You can replicate the backup file of a specified disk to a dest ination region.

1. 

2. In the left-side navigation pane, choose BackupBackup >  > Disk BackupDisk Backup.

3. 

4. Click the Prot ect ed DisksProt ect ed Disks tab.

5. Click the  icon next  to the disk that you want to restore.

6. On the BackupsBackups tab, click a backup file in the source region or a backup file that is replicated to a
destination region, and click CopyCopy.

7. In the CopyCopy panel, select  a dest ination region, specify a name and descript ion for the backup file,
and then click Creat eCreat e.

Back up ECS··Disk Backup Hybrid Backup

21 > Document  Version: 20220407



This topic describes the differences between two versions of the ECS file backup feature.

Upgrade notesUpgrade notes
You can use the latest  version on a more comprehensive and user-friendly interface in the Hybrid Backup
Recovery (HBR) console. We recommend that you upgrade your backup client  with one click. We will
offer technical support  if  you have questions. The earlier versions will become unavailable after January
1, 2021. You must upgrade all ECS backup clients of earlier versions before June 30, 2021. Click UpgradeUpgrade
in the Client  Type column to upgrade the client.

Not eNot e

The upgrade takes about 3 minutes.

After the upgrade is complete, the current backup instance is deleted from the ECS instance
list  on the Old VersionOld Version tab, and appears in the ECS instance list  on the New VersionNew Version tab.

Version comparisonVersion comparison
HBR provides the latest  version of the ECS file backup feature based on the earlier versions. You can use
the latest  version to back up files on a more comprehensive and user-friendly interface in the HBR
console. The following table describes the differences between the two versions of the ECS file backup
feature.

Item Earlier versions of ECS file backup Latest version of ECS file backup

General backup restoration Supported. Supported.

Backup search Not supported. Supported.

Classic network support
Only the China (Beijing) region is
supported.

Supported.

One-click ECS file backup Not supported. Supported.

Visualize recovery points Not supported. Supported.

4.Differences between two versions4.Differences between two versions
of the ECS file backup featureof the ECS file backup feature

Hybrid Backup
Back up ECS··Differences bet ween t
wo versions of t he ECS file backup f
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Preset plan templates. Not supported. Supported.

Job management Backup plans can only be viewed. Supported.

Item Earlier versions of ECS file backup Latest version of ECS file backup

Back up ECS··Differences bet ween t
wo versions of t he ECS file backup f
eat ure
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Hybrid Backup Recovery (HBR) is a fully managed online backup service that allows you to back up data
to the cloud in an efficient, secure, and cost-effect ive manner. You can use an HBR backup client  for
Elast ic Compute Service (ECS) to back up files from an ECS instance in the HBR console. You can then
restore the files if  they are lost  or damaged. HBR backs up and restores files in the streaming mode.

You can perform the following operations to back up files from and restore files to ECS instances:

Prepare for data backup

Back up files from ECS instances

Restore files to an ECS instance

Not e Not e For more information about how to back up on-premises files, see Overview.

You can use Hybrid Backup Recovery (HBR) to back up files from Elast ic Compute Service (ECS) instances
and restore the files as needed. This topic describes how to prepare for data backup.

Usage notesUsage notes
To optimize the backup speed, we recommend that you run a backup client  on an ECS instance that
has the following configurations: 64-bit  processors, two or more CPU cores, and more than 8 GB of
available memory.

The volume of data that can be backed up depends on the available memory. If  a backup client  has 4
GB of available memory, up to one million files or 8 TB of data can be backed up. If  you want to back
up tens of millions of f iles, we recommend that you configure 16 GB of available memory for the
backup client.

Step 1: Create and assign the AliyunServiceRoleForHbrEcsBackupStep 1: Create and assign the AliyunServiceRoleForHbrEcsBackup
rolerole
Before you use HBR to back up files from ECS, you must create the AliyunServiceRoleForHbrEcsBackup
role and assign the role to HBR. To create and assign the role, perform the following steps:

1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.
In the dialog box that appears, create and assign the role as prompted.

3. In the Hybrid Cloud Backup Service Aut horizat ionHybrid Cloud Backup Service Aut horizat ion dialog box, click Conf irm Aut horizat ionConf irm Aut horizat ion.

For more information, see Service-linked roles.

Step 2: Install Cloud AssistantStep 2: Install Cloud Assistant
An HBR backup client  for ECS must be used together with Cloud Assistant.

If  the ECS instance that you need to back up was purchased before December 1, 2017, you must
install the Cloud Assistant client. For more information, see Install the Cloud Assistant client.

5.ECS file backup (new)5.ECS file backup (new)
5.1. Overview5.1. Overview

5.2. Prepare for data backup5.2. Prepare for data backup
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If  the ECS instance that you need to back up was purchased on or after December 1, 2017, the Cloud
Assistant client  is pre-installed.

This topic describes how to use Hybrid Backup Recovery (HBR) to back up ECS files.

PrerequisitesPrerequisites
Backup preparations are completed. For more information, see Prepare for data backup.

Create a backup planCreate a backup plan
1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.

3. In the top navigation bar, select  a region.

4. On the ECS File BackupECS File Backup page, click New VersionNew Version.

5. On the ECS Asset sECS Asset s tab, f ind the ECS instance for which you want to create a backup plan. Then,
click Back UpBack Up in the Act ionsAct ions column.

6. In the Creat e Backup PlanCreat e Backup Plan panel, set  the parameters and click OKOK.

Parameter Description

Backup Vault

If you have created backup vaults, click Select  VaultSelect  Vault  and select a
backup vault from the Vault Name drop-down list. If you have not
created backup vaults, click Creat e VaultCreat e Vault  and specify Vault Name.
The vault name must be 1 to 64 characters in length.

Not e Not e A backup vault is a repository where HBR stores
backup data in the cloud. You can back up files from multiple
HBR backup clients to a single vault. Backup vaults reside in
different regions. You can select or create a backup vault only
in the current region.

Vault Name
Select a backup vault where HBR stores backup data from the drop-
down list.

Plan Name The name of the backup plan. By default, a random name is used.

5.3. Back up files from ECS instances5.3. Back up files from ECS instances
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Backup Rules

Select All FoldersAll Folders  or Specif ied FoldersSpecif ied Folders .

If you select All FoldersAll Folders , you must select whether to turn on
Exclude Syst em FoldersExclude Syst em Folders .

If you turn on Exclude Syst em FoldersExclude Syst em Folders , the system folders
of Windows and Linux ECS instances are not backed up.

You can move the pointer over the  icon to the right of

Exclude Syst em FoldersExclude Syst em Folders  to view the system folders in
Windows and Linux.

If you turn off Exclude Syst em FoldersExclude Syst em Folders , all folders of the
ECS instances are backed up.

If you select Specif ied FoldersSpecif ied Folders , you must enter the names of
system folders in the Source Pat hsSource Pat hs  field. To specify multiple
source paths, click Add FoldersAdd Folders .

Specify the paths based on the following rules:

If the source path does not contain an asterisk (*) wildcard,
you can enter up to eight source paths.

If the source path contains an asterisk (*) wildcard, you can
enter only a single path. The path can be in the  /*/* 
format.

Only absolute paths are supported, such as paths that start
with  / ,  \\ ,  C:\ , or  D:\ .

If VSS backup is used, you can enter only one path. UNC paths
or wildcards (*) are not supported. You cannot exclude files
from the backup plan.

If UNC paths are used, VSS paths or wildcards (*) are not
supported. You cannot exclude files from the backup plan. If a
UNC path is specified, HBR does not back up the access control
list  (ACL) of Windows.

Exclude System Folders
If you turn on Exclude Syst em FoldersExclude Syst em Folders , system folders are not
backed up.

Backup File Type

You can select All T ypesAll T ypes  or Specif ied T ypeSpecif ied T ype.

If you select All T ypesAll T ypes , all types of files are backed up.

If you select Specif ied T ypeSpecif ied T ype, you must select the types of the files
that you want to back up from the Select  File T ypeSelect  File T ype drop-down
list.

Start T ime
The time at which the backup plan starts. The time is accurate to
seconds.

Backup Interval
The interval at which incremental backup is performed. Unit: hours,
days, or weeks.

Parameter Description

Hybrid Backup Back up ECS··ECS file backup (new)
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Retention Policy

You can select Limit edLimit ed or PermanentPermanent .

If you select Limit edLimit ed, you must select the types of the files that
you want to back up from the Select  File T ypeSelect  File T ype drop-down list.

If you select PermanentPermanent , the backup files are permanently
retained.

Retention Period
This parameter is required only if the Retention Policy parameter is
set to Limit edLimit ed. The retention period of backup data. Units: days,
weeks, months, and years.

Use VSS

This feature is available only for Windows. If you turn on Use VSSUse VSS,
the Volume Shadow Copy Service (VSS) is used during backup. Then,
you can enter only one path. UNC paths or wildcards (*) are not
supported. You cannot exclude files from the backup plan.

Throttle Bandwidth

Specifies whether to throttle the bandwidth. You can limit the
bandwidth used for data backup during peak hours to guarantee
business continuity.

If you turn on Throttle Bandwidth, you must select the T ime Range
(Hour) based on your requirements, enter the Max Bandwidth (MB)
for backup during the specified time range, and then click AddAdd.

Parameter Description

What to do nextWhat to do next
On the ECS Asset sECS Asset s tab, f ind the ECS instance that you want to back up. In the Act ionsAct ions column,
perform the following operations:

Use HTTPS to transmit  data.

If  you use HTTPS to transmit  data, the performance of data transmission is compromised. If  you
change the sett ing of this parameter, the change takes effect  on the next  backup or restoration job.

After data is encrypted and stored in the backup vault , you can choose MoreMore >  > Client  Set t ingsClient  Set t ings in
the Act ions columns and select  whether to use HTTPS to transmit  data.

Configure a backup alert  policy.

You can choose MoreMore >  > Alert  Set t ingsAlert  Set t ings in the Act ion columns and then select  a backup alert  policy
described in the following table.

Alert policy Description

DisabledDisabled
The backup client does not send alert
notifications.

Same as VaultSame as Vault
The backup client sends alert notifications in the
same way as the backup vault.

Def aultDef ault
The backup client sends alert notifications to the
owner of the Alibaba Cloud account by using
emails.

Back up ECS··ECS file backup (new) Hybrid Backup
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Cust omCust om

If you select this option, you must select one or
more contacts or contact groups. Then, the
backup client sends alert notifications to the
selected contacts and contact groups.

Alert policy Description

Delete a backup

If you delete a backup, all backup data generated by the backup client  is deleted and all backup and
restoration jobs that are being performed by the client  fail. Before you delete a backup client, make
sure that the backup data generated by the backup client  is no longer required. In addit ion, make
sure that no backup or restoration jobs are being performed by the backup client.

You can choose MoreMore >  > Delet e BackupDelet e Backup in the Act ions column and then click OK to delete the
backup data that is no longer required.

What's nextWhat's next
Restore files to an ECS instance

You can restore files to an Elast ic Compute Service (ECS) instance from a backup of the ECS instance, or
from another ECS instance in the same backup vault . You can also restore files to an ECS instance from a
backup of an on-premises client.

PrerequisitesPrerequisites
Files are backed up from ECS instances. For more information, see Back up files from ECS instances.

Create a restoration jobCreate a restoration job
1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.

3. In the top navigation bar of the page, select  the region where the instance is deployed.

4. On the ECS File BackupECS File Backup page, click New VersionNew Version.

5. On the Backup PlansBackup Plans tab, click the  icon on the left  of a completed backup plan.

6. Specify a point  in t ime and click Rest oreRest ore.

7. In the Create Restore Job dialog box, configure the following sett ings as prompted:

5.4. Restore files to an ECS instance5.4. Restore files to an ECS instance
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i. Set  the restoration parameters and click NextNext .

You can set  the following three parameters:

Parameter Description

Rest ore It emsRest ore It ems

The files or directories that you want to restore.

Include All FilesInclude All Files : All files on the client are restored.

Include FilesInclude Files : Select the files or folders that you want to
restore.

You can also click Ent er Pat hsEnt er Pat hs  to specify the file that you
want to restore. In the text box, enter the paths to the
folders or files that you want to restore. HBR restores files in
the client based on the specified restoration policy.

In the text box, enter one path in each line and ensure that
each path starts with the lowest-level folder in the directory
that is backed up. For example, if the files in folder/test/data
are backed up and you want to restore the file.txt and
abc.png files in the data folder, enter the following paths:

/data/file.txt /data/abc.png

Exclude FilesExclude Files : Select the files or folders that you do not
want to restore.

You can also click Ent er Pat hsEnt er Pat hs  to specify the file that you
want to restore. In the text box, enter the paths to the
folders or files that you want to restore. HBR restores files in
the client based on the specified restoration policy.

In the text box, enter one path in each line and ensure that
each path starts with the lowest-level folder in the directory
that is backed up. For example, if the files in folder/test/data
are backed up and you want to restore the file.txt and
abc.png files in the data folder, enter the following paths:

/data/file.txt /data/abc.png

ii. Configure a dest ination for data restoration and click NextNext .

Parameter Description

Dest inat ion T ypeDest inat ion T ype Select the type of the destination to which files are restored.

Client  NameClient  Name The client to which files are restored.

Back up ECS··ECS file backup (new) Hybrid Backup

29 > Document  Version: 20220407



iii. Specify the restoration path and click St art  Rest oreSt art  Rest ore.

Parameter Description

Rest ore Pat h T ypeRest ore Pat h T ype
Specif y Pat hSpecif y Pat h: restores files to a path that you specify.

Origin Pat hOrigin Pat h: restores files to the path from which the files
are backed up.

Dest inat ion Pat hDest inat ion Pat h
This parameter is required only if the Rest ore Pat h T ypeRest ore Pat h T ype
parameter is set to Specif y Pat hSpecif y Pat h. You can specify a path to
which files are restored.

After the restoration job is created, you can view the job progress in the St at usSt at us column on the
Rest ore JobsRest ore Jobs tab.

This topic describes how to configure alert  notificat ions. If  a backup attempt fails or a backup client  is
disconnected from the server, Hybrid Backup Recovery (HBR) sends alert  notificat ions to the owner of
the Alibaba Cloud account by default . You can customize notificat ion contacts, contact  groups, and
notificat ion methods.

Not e Not e A contact  receives an alert  about one hour after a backup fails or a backup client  is
disconnected from HBR.

Create a notification contactCreate a notification contact
A notificat ion contact  is a person who receives backup alerts. To create a notificat ion contact, perform
the following steps:

1. Log on to the HBR console.

2. In the left-side navigation pane, click Not if icat ion Cont act sNot if icat ion Cont act s.

3. On the Notificat ion Contacts page, click the Cont act sCont act s tab.

4. In the upper-right corner, click Creat e Cont actCreat e Cont act .

5. In the Creat e Cont actCreat e Cont act  panel, specify the Contact  Name parameter.

6. Select  EmailEmail as Notificat ion Methods .

After you select  Email, enter an email address in the EmailEmail f ield and click SendSend. Log on to the
specified email box and copy the verificat ion code. Then, paste the code in the Verificat ion Code
field in the HBR console.

7. Click OKOK.

Not eNot e

You can view the information of all created notificat ion contacts on the Cont act sCont act s tab.

You can click Modif yModif y to edit  the contact  name and email.

You cannot delete a notificat ion contact  if  the contact  is specified to receive alert
notificat ions or added to a contact  group.

5.5. Configure alert notifications5.5. Configure alert notifications
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Create a contact groupCreate a contact group
You can create a contact  group and add mult iple notificat ion contacts to the group. Then, you can
enable the group to receive the same alert  notificat ions. This simplifies the procedure to manage the
notificat ion contacts. When an alert  is triggered, HBR sends alert  notificat ions to all contacts in the
group.

1. Log on to the HBR console.

2. In the left-side navigation pane, click Not if icat ion Cont act sNot if icat ion Cont act s.

3. On the Notificat ion Contacts page, click the GroupsGroups tab.

4. In the upper-right corner, click Creat e GroupCreat e Group.

5. In the Creat e GroupCreat e Group pane, specify a group name.

6. Select  the contacts that you want to add to the group and click the  button. Then, the

selected contacts are added to the Selected Contacts sect ion.

7. Click OKOK.

Not eNot e

You can view the information of all created contact  groups and the number of member
contacts in each group on the GroupsGroups tab.

You can click Modif yModif y to modify a contact  group.

You cannot delete a contact  group if  the group is specified to receive alert
notificat ions.

Create an alert policyCreate an alert policy
You can create the following types of alert  policies:

Not e Not e By default , HBR sends alert  notificat ions to the owner of the Alibaba Cloud account by
using E-mails.

Configure an alert  policy for a vault

You can configure an alert  policy for a vault . The alert  policy applies to all the backup clients that are
associated with the vault . The backup clients include those used to back up ECS instances, on-
premises files, and on-premises virtual machines (VMs). If  you do not configure alert  policies for the
backup clients, the backup clients use the alert  policy of the vault  by default . To configure an alert
policy for a vault , perform the following steps:

i. Log on to the HBR console.

ii. On the OverviewOverview page, find the vault .

iii. In the upper-right corner of the vault , choose Set t ingsSet t ings >  > Modif y Backup VaultModif y Backup Vault   .

iv. In the Modif y Backup VaultModif y Backup Vault  panel, select  an alert  policy as needed.

Alert policy Description
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Disabled
If you select this option, HBR does not send alert
notifications.

Default
If you select this option, HBR sends alert
notifications to the owner of the Alibaba Cloud
account by using emails.

Custom

If you select this option, you must select one or
more contacts or contact groups. HBR sends
alert notifications to the selected contacts and
contact groups.

Alert policy Description

v. Click OKOK.

Configure an alert  policy for a backup client

You can configure an alert  policy for a backup client. After you create an alert  policy for a backup
client, the backup client  no longer uses the default  alert  policy, or the alert  policy of the associated
vault . To configure an alert  policy for a backup client, perform the following steps:

i. Log on to the HBR console.

ii. In the left-side navigation pane, choose BackupBackup >  > On-Premises BackupOn-Premises Backup.

iii. On the FileFile page, find the client, and choose MoreMore >  > Alert  Set t ingsAlert  Set t ings  in the Act ions column.

iv. In the Alert  Set t ingsAlert  Set t ings panel, select  an alert  policy as needed.

Alert policy Description

Disabled The backup client does not send alert notifications.

Same as Vault If you select this option, the client uses the alert policy of the backup vault.

Default
The backup client sends alert notifications to the owner of the Alibaba
Cloud account by using emails.

Custom
If you select this option, you must select one or more contacts or contact
groups. HBR sends alert notifications to the selected contacts and contact
groups.

v. Click OKOK.

A mirror vault  is a repository where Hybrid Backup Recovery (HBR) stores backup data in the cloud. You
can use a mirror vault  for geo-disaster recovery and cross-region data restoration.

5.6. Restore files across regions by using a5.6. Restore files across regions by using a
mirror vaultmirror vault

Hybrid Backup Back up ECS··ECS file backup (new)

> Document  Version: 20220407 32

https://hbr.console.aliyun.com


Not eNot e

After a mirror vault  is created, the data in the backup vault  is synchronized to the mirror
vault  in real t ime. The historical backup data stored in the backup vault  is synchronized to
the mirror vault  90 minutes after the mirror vault  is created.

You can create only one mirror vault  for each backup vault .

You can restore data from a mirror vault  but cannot back up data to the mirror vault .

Before you can delete a backup vault , you must delete its mirror vault .

You can create a backup vault  when you create a backup client.

Create a mirror vaultCreate a mirror vault
To create a mirror vault , perform the following steps:

1. 

2. In the left-side navigation pane, click OverviewOverview.

3. Find the card of the backup vault  for which you want to create a mirror vault . In the upper-right
corner of the card, click Cross-Region BackupCross-Region Backup.

4. In the Create Mirror Vault  dialog box, select  the region where you want to create the mirror vault .

Not eNot e

To implement disaster recovery, do not select  the region where the backup vault
resides.

All the regions where the mirror vault  can reside are displayed in the console.

5. Specify the Vault  Name and Descript ion parameters, and then click Creat eCreat e.
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The vault  name must be 1 to 64 characters in length.

Restore data from a mirror vaultRestore data from a mirror vault
If  you need to restore data from a mirror vault , log on to the HBR console on an ECS instance. The ECS
instance must reside in the same region as the mirror vault . Then, install the backup client. To restore
data from a mirror vault , perform the following steps:

1. 

2. Install a backup client on an ECS instance.

Not e Not e Select  the mirror vault .

3. Restore data to the ECS instance in the HBR console.

Not e Not e Select  Ot her ECS Inst anceOt her ECS Inst ance or Local ServerLocal Server from the Rest ore FromRest ore From drop-down
list .

You can use tags to identify resources. Tags allow enterprises and individuals to categorize their ECS
resources and simplify the search and management of resources. This topic describes how to use the
tag feature for ECS file backup.

PrerequisitesPrerequisites
Authorization is completed in Resource Access Management (RAM) and an ECS file backup client  is
installed. For more information, see Prepare for data backup.

ContextContext
You can create different tags for different ECS instances. For example, if  you manage teams or
projects, you can create tags by department or project  and use these tags to categorize your
instances. For example, you can create a tag named  project:a  for a project. This way, you can filter
ECS instances based on the tag when you maintain ECS instances.

Usage notesUsage notes
Each tag consists of a key-value pair.

A tag must be unique.

For example, the  company:a  tag is added to a backup vault . If  you add the  company:b  tag to
the backup vault , the company:a tag is replaced by the  company:b  tag.

Tags are not shared across regions. For example, tags that are created in the China (Hangzhou)
region are invisible to the China (Shanghai) region.

LimitsLimits
When you create tags, take note of the following limits:

5.7. Use tags5.7. Use tags
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Item Limit

The maximum length of a key 128 characters

The maximum length of a value 128 characters

The maximum number of custom
tags that you can add to a
resource

20

The key of a tag

The key cannot start with  aliyun  or  acs: .

The key cannot contain  http://  or  https:// .

The key cannot be an empty string.

The value of a tag A tag value cannot contain  http://  or  https:// .

Create tagsCreate tags
1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.

3. In the top navigation bar, select  a region.

4. On the ECS File BackupECS File Backup page, click New VersionNew Version.

5. In the T ags (Backup Client s)T ags (Backup Client s) column, click the  icon next  to the name or ID of the ECS instance

for which you want to create tags.

6. In the dialog box that appears, click EditEdit .

7. In the KeyKey and ValueValue fields, enter the key-value pair of a tag and click SaveSave.

If  you want to create more than one tags, click Add a rowAdd a row to specify the key-value pair of a new
tag.

Search for a resource by tagSearch for a resource by tag
On the right of the ECS Asset sECS Asset s tab, select  Client  T agsClient  T ags from the drop-down list  and enter the tag
information. Then, click the SearchSearch icon.

You can search for a resource by using a key, as shown in the following example:

aaa

You can search for a resource by using a key-value pair, as shown in the following example:

aaa:bbb

You can search for a resource by using mult iple key-value pairs, as shown in the following example:

aaa:bbb,ccc:ddd
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Hybrid Backup Recovery (HBR) is a fully managed online backup service that allows you to back up data
to the cloud in an efficient, secure, and cost-effect ive way. You can use an HBR backup client  for Elast ic
Compute Service (ECS) to back up files from an ECS instance. You can then restore the files when they
are lost  or damaged. HBR backs up and restores files in streaming mode.

You can use the following procedure to back up files from ECS:

Prepare for backup

Back up files from ECS

Restore backup files

Not e Not e For more information, see Back up on-premises files.

You can use Hybrid Backup Recovery (HBR) to back up files from Elast ic Compute Service (ECS) instances
and restore the files based on your requirements. This topic describes how to prepare for a data
backup.

PrecautionsPrecautions
To optimize the backup speed, we recommend that you run a backup client  on an ECS instance that
has the following configurations: 64-bit  processors, two or more CPU cores, and more than 8 GB of
available memory.

The volume of data that can be backed up depends on the available memory. If  a backup client  has 4
GB of available memory, up to one million files or 8 TB of data can be backed up. If  you want to back
up tens of millions of f iles, we recommend that you configure 16 GB of available memory for the
backup client.

Step 1: Create and assign the AliyunServiceRoleForHbrEcsBackupStep 1: Create and assign the AliyunServiceRoleForHbrEcsBackup
rolerole
Before you use HBR to back up files from ECS, you must create the AliyunServiceRoleForHbrEcsBackup
role and assign the role to HBR. To create and assign the role, perform the following steps:

1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.
In the dialog box that appears, create and assign the role as prompted.

3. In the Hybrid Cloud Backup Service Aut horizat ionHybrid Cloud Backup Service Aut horizat ion dialog box, click Conf irm Aut horizat ionConf irm Aut horizat ion.

For more information, see Service-linked roles.

Step 2: Install Cloud AssistantStep 2: Install Cloud Assistant
An HBR backup client  for ECS must be used together with Cloud Assistant.

If  the ECS instance that you need to back up was purchased before December 1, 2017, you must
install the Cloud Assistant client. For more information, see Install the Cloud Assistant client.

6.Earlier versions of ECS file backup6.Earlier versions of ECS file backup
6.1. Overview6.1. Overview

6.2. Prepare for a data backup6.2. Prepare for a data backup

Back up ECS··Earlier versions of ECS fi
le backup

Hybrid Backup

37 > Document  Version: 20220407

https://www.alibabacloud.com/help/doc-detail/100942.htm#t82684.html
https://www.alibabacloud.com/help/doc-detail/100945.htm#t82688.html
https://www.alibabacloud.com/help/doc-detail/95243.htm#t40779.html
https://www.alibabacloud.com/help/doc-detail/101072.htm#t83061.html
https://www.alibabacloud.com/help/doc-detail/179103.htm#topic-1937628
https://www.alibabacloud.com/help/doc-detail/64921.htm#t9582.html


If  the ECS instance that you need to back up was purchased on or after December 1, 2017, the Cloud
Assistant client  is pre-installed.

Before you can back up files from an Elast ic Compute Service (ECS) instance and restore these files, you
must install a backup client  on the ECS instance in the Hybrid Backup Recovery (HBR) console.

Background informationBackground information
You can use the wizard in the HBR console to install backup clients on several ECS instances in the same
region. You can also use a template to install backup clients on a large number of or all of the ECS
instances in the same region.

If  the version of a backup client  for ECS is outdated, you can upgrade the client  to the latest  version. If
the act ivation or upgrade of a backup client  for ECS fails, you must uninstall and reinstall the client. If
you no longer need the backup data in a backup client  for ECS, you can delete the client.

Install backup clients on several ECS instancesInstall backup clients on several ECS instances
To install backup clients on several ECS instances in the same region, perform the following steps:

1. Log on to the HBR console.

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.

3. In the top navigation bar, select  the region where the ECS instances reside.

4. In the upper-right corner of the ECS Inst ancesECS Inst ances tab, click Add ECS Inst anceAdd ECS Inst ance.

5. In the Add ECS Inst anceAdd ECS Inst ance pane, set  the parameters. The following table describes the parameters.

Parameter or section Description

Backup Vault

The backup vault where you want to store the
backup data. A backup vault is a repository that
HBR uses to store backup data. You can use a
single vault to store backup data that is received
from multiple backup clients. Backup vaults reside
in different regions. You can select or create a
backup vault only in the current region.

If you have created backup vaults, click SelectSelect
VaultVault , and select a backup vault from the
Vault  NameVault  Name drop-down list.

If you have not created backup vaults, click
Creat e VaultCreat e Vault  and specify the Vault  NameVault  Name
field. The name must be 1 to 64 characters in
length.

6.3. Install an HBR backup client for ECS6.3. Install an HBR backup client for ECS
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Use HTTPS

Specifies whether to use HTTPS for encrypted
data transmission. Note that HTTPS compromises
the performance of data transmission. Data that
is stored in the backup vault is encrypted,
regardless of the setting of this switch. If you
modify the setting of this parameter, the
modification takes effect on the next migration or
restore job.

ECS instances

In this section, select the ECS instances on which
you want to install backup clients. To search for
ECS instances, perform the following steps:
Select Inst ance IDInst ance ID, Inst ance NameInst ance Name, VPC IDVPC ID,
Privat e IP (VPC)Privat e IP (VPC), or Int ernal IP (Classic)Int ernal IP (Classic)  from
the drop-down list  next to the search box. Enter a
partial or entire keyword in the search box.

Not ice Not ice If you select an ECS instance in
the classic network, you must provide an
AccessKey pair that is used to access the ECS
instance. We recommend that you use the
AccessKey pair of a RAM user.

Parameter or section Description

6. Click Creat eCreat e. HBR then installs a backup client  on each selected ECS instance.

Install backup clients on a large number of ECS instancesInstall backup clients on a large number of ECS instances
To install backup clients on a large number of ECS instances in the same region, perform the following
steps:

1. Log on to the HBR console.

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.

3. In the top navigation bar, select  the region where the ECS instances reside.

4. In the upper-right corner of the ECS Inst ancesECS Inst ances tab, choose Bat ch Act ionsBat ch Act ions >  > Add ECSAdd ECS
Inst ancesInst ances.

5. In the Add ECS Inst ancesAdd ECS Inst ances pane, enter a backup vault  name in the Vault  NameVault  Name field. The name
must be 1 to 64 characters in length.

6. Optional. Select  Private IP (VPC) or Internal IP (Classic) . Specify the private or internal IP addresses
of the ECS instances on which you want to install backup clients.

Not eNot e

By default , the template lists the ECS instances in the region. On these ECS instances,
the Cloud Assistant client  is installed but the backup client  is not installed.

If  you specify ECS instance IP addresses, the template lists only the specified ECS
instances.

Separate each IP address with a comma (,).
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7. Click Download T emplat eDownload T emplat e.

8. Open the template, specify the Access Key IDAccess Key ID and Access Key SecretAccess Key Secret  f ields for ECS instances in
the classic network, and then save the template. You do not need to specify AccessKey pairs for
VPC ECS instances.

Not eNot e

If you attempt to install backup clients on more than 20 ECS instances by using a
template, HBR automatically creates new backup vaults to support  the backup clients.

For more information about how to create an AccessKey pair, see View the information
about an AccessKey pair.

If  you do not need to install a backup client  on an ECS instance, delete the row that
corresponds to the ECS instance from the template.

We recommend that you do not change the values in the Inst ance IdInst ance Id, Inst ance NameInst ance Name,
and Net work T ypeNet work T ype columns.

To ensure account security, we recommend that you delete the local template after
the template is uploaded to HBR.

9. Click Upload T emplat eUpload T emplat e.

After the template is uploaded, the number of VPC ECS instances and the number of classic
network ECS instances are displayed.

Manage a backup clientManage a backup client
On the ECS Inst ancesECS Inst ances tab of the ECS File BackupECS File Backup page, find the ECS instance that hosts the backup
client. To search for an ECS instance, select  Private IP (VPC) or Internal IP (Classic) from the drop-down
list  next  to the search box, enter the IP address of the ECS instance, and then click the Search icon.

You can view the installat ion status of the backup client. After the backup client  is installed, you can
uninstall, delete, or upgrade the backup client.

Operation Description

Check the installation
status of the backup
client

If the backup client is installed, the client status is Activated . If the client status
is Installation Failed , it  indicates that the installation of a backup client fails.
Follow the instructions in the error message to troubleshoot the error. After the
error is fixed, choose MoreMore >   >  Inst all ClientInst all Client  in the Act ionsAct ions  column.

Uninstall the backup
client

Choose MoreMore >   >  Uninst all ClientUninst all Client  in the Act ionsAct ions  column.

Delete the backup client

To uninstall the backup client from the ECS instance and remove the ECS
instance, choose MoreMore >   >  RemoveRemove in the Act ionsAct ions  column.

Not e Not e After you delete a backup client, the existing backup data is
also deleted and running backup and restore jobs fails. Before you delete a
backup client, make sure that the backup data in the client is no longer
needed and the client has no running backup or restore jobs.
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Upgrade the backup
client to the latest
version

Click UpgradeUpgrade in the Client Type column.

Operation Description

You can use Hybrid Backup Recovery (HBR) to back up files from Elast ic Compute Service (ECS) and
restore the files if  needed. This topic describes how to back up files from ECS instances.

PrerequisitesPrerequisites
Preparations are completed.

Back up files from an ECS instanceBack up files from an ECS instance
To back up files from an ECS instance, perform the following steps:

1. Log on to the HBR console.

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.

3. On the ECS File BackupECS File Backup page, click the ECS Inst ancesECS Inst ances tab.

4. On the ECS Instances tab, f ind the ECS instance and click Back UpBack Up in the Act ions column.

5. In the Creat e Backup PlanCreat e Backup Plan pane, set  the parameters and click OKOK. The following table describes
the parameters.

Parameter Description

Plan Name The name of the backup plan. By default, a random name is used.

6.4. Back up files from ECS instances6.4. Back up files from ECS instances
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Source Paths

The paths to the source files. Specify the paths based on the following
rules:

If no wildcard (*) is included, you can enter a maximum of eight source
paths.

If wildcards (*) are included, you can enter only one source path. The
format of the path can be /*/*.

Only absolute paths are supported. The paths must be start with /, \\,
C:\, or D:\.

Not eNot e

You can specify only one root path. For example, you cannot
specify both C:\ and D:\.

If VSS backup is used, you can enter only one path. Uniform
Naming Convention (UNC) paths and wildcards (*) are not
supported. You cannot specify the files to be excluded from the
backup plan.

If UNC paths are used, VSS backup and wildcards (*) are not
supported. You cannot specify the files to be excluded from the
backup plan. If a UNC path is specified, HBR does not back up the
access control list  (ACL) of Windows.

Parameter Description
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Backup Rule

The rule that specifies the files to be excluded from the backup plan. Select
Include All FilesInclude All Files  or Exclude Specif ied FilesExclude Specif ied Files .

If you select Exclude Specif ied FilesExclude Specif ied Files , specify the paths to files that you
want to exclude from the backup plan.

Not e Not e Specify the paths based on the following rules:

You can enter a maximum of eight paths, including paths that
include wildcards (*).

If a path does not include forward slashes (/), a wildcard (*) in
the path matches multiple directory levels. For example, the
*abc* path matches /abc/, /d/eabcd/, and /a/abc and the *.txt
path matches all files whose extension is TXT.

If a path includes forward slashes (/), each wildcard (*) in the
path matches one directory level. For example, the /a/*/*/share
path matches the /a/b/c/share path but does not match the
/a/d/share path.

If a path ends with a forward slash (/), the path matches a
directory. For example, the *tmp/ path matches the
/a/b/aaatmp/ directory and the /tmp/ directory.

The path separator in Linux is the forward slash (/). The path
separator in Windows is the backslash (\).

Start T ime The start t ime of the backup plan. The time is accurate to seconds.

Backup Interval

The interval at which data backup is performed. Unit: hours, days, or weeks.

Not e Not e The maximum interval is 52 weeks (1 year).

Retention Period
The retention period of the backup data. Unit: days, weeks, months, or
years.

Use VSS

Specifies whether to use Volume Shadow Copy Service (VSS) for backup.
This parameter is valid only for Windows ECS instances.

If data in the backup source changes, select YesYes . VSS ensures data
consistency between the source and the backup.

If VSS is used, you cannot back up data from multiple directories.

Not e Not e This feature is unavailable if the backup source resides on a
volume of the exFAT format.

Parameter Description
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Throttle Bandwidth

Specifies whether to throttle the bandwidth. You can throttle the bandwidth
that is used for data backup during peak hours. This guarantees business
continuity.

If you select YesYes , you must set the Throttling Period (Hour) and Max
Bandwidth parameters. Then, click AddAdd.

Parameter Description

Back up files from multiple ECS instancesBack up files from multiple ECS instances
You can create mult iple backup plans back up files from mult iple ECS instances. To create mult iple
backup plans in a batch, perform the following steps:

1. Log on to the HBR console.

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.

3. In the top navigation bar, select  the region where the ECS instances reside.

4. In the upper-right corner, choose Bat ch Act ionsBat ch Act ions >  > Creat e Backup PlansCreat e Backup Plans.

5. In the Creat e Backup PlansCreat e Backup Plans pane, click Download T emplat eDownload T emplat e.

6. Open the template, set  the parameters, and then save the template. The following table describes
the parameters.

Not e Not e If  you do not need to back up files from an ECS instance, delete the row that
corresponds to the ECS instance from the template.

Parameter Description

Client Id
The ID of the backup client. Do not change the
client ID.

Instance Id
The ID of the ECS instance where the backup client
is installed. Do not change the instance ID.

Instance Name
The name of the ECS instance where the backup
client is installed. Do not change the instance
name.

Source
The path to the directory from which you want to
back up files. The path must be an absolute path.

Plan Name
The name of the backup plan. If you do not
specify this parameter, a random name is used.

Retention (Day)

The retention period of backup data. Enter an
integer.

Unit: days.

If you do not specify this parameter, the
backup data is retained for 730 days.
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Effective T ime
The start t ime of the backup plan. Specify the
time in the  YYYY-MM-DD/HH:MM:SS  format, for
example, 2018-12-03/12:00:00.

Backup Interval

The interval at which incremental backup is
performed. Enter an integer.

Unit: hours.

If you do not specify this parameter, the
interval is 24 hours.

Use VSS for backup

This feature is only available for Windows ECS
instances.

If data in the backup source changes, enable
this feature. VSS ensures data consistency
between the source and the backup.

Enter Y to enable this feature or N to disable
this feature. If you do not specify this
parameter, the feature is disabled.

If you use VSS, you cannot back up data from
multiple directories.

Bandwidth Throttling

Specifies whether to throttle the bandwidth.
You can throttle the bandwidth that is used for
data backup. This guarantees business
continuity.

If you enable this feature, specify the maximum
bandwidth that can be used for backup. The
maximum bandwidth applies all day.

Enter an integer. Unit: MB/s.

If you do not specify this parameter, the
bandwidth is not throttled.

Parameter Description

7. Click Upload T emplat eUpload T emplat e to upload the template.

8. Click OKOK.

Query files that are backed upQuery files that are backed up
In the HBR console, you can query the list  of f iles that are backed up in each backup plan.

1. On the Backup Plans and JobsBackup Plans and Jobs tab, f ind the backup plan, and click ViewView in the Act ions column.

2. On the page that appears, click BrowseBrowse in the Act ions column that corresponds to a source path.

In the BrowseBrowse dialog box, view all f iles in the source path.

Not ice Not ice In this dialog box, you can only query the files in the source path but cannot
restore the files. For more information, see Restore files to an ECS instance.
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What to do nextWhat to do next
On the ECS File BackupECS File Backup page, click the Backup Plans and JobsBackup Plans and Jobs tab. On this tab, you can perform the
following operations on a backup plan.

Operation Procedure

View an error report
Find the backup plan and view the backup progress in the Status column. If the
backup of some files fail, click ViewView  in the Actions column. In the Errors column,
click the DownloadDownload icon to download the error report.

Start a backup job
Find the backup plan, and choose MoreMore >   >  Run Immediat elyRun Immediat ely in the Act ionsAct ions
column.

Cancel a running backup
job

Find the backup plan, and choose MoreMore >   >  Cancel JobCancel Job  in the Act ionsAct ions  column.

Pause a running backup
job

Find the backup plan, and choose MoreMore >   >  SuspendSuspend in the Act ionsAct ions  column.

Resume a paused
backup job

Find the backup plan, and choose MoreMore >   >  ResumeResume in the Act ionsAct ions  column.

Modify a backup plan Find the backup plan, and choose MoreMore >   >  Modif yModif y in the Act ionsAct ions  column.

Delete a backup plan
Find the backup plan, and choose MoreMore >   >  Delet eDelet e in the Act ionsAct ions  column. After
you delete the backup plan, HBR no longer runs backup jobs for the plan but the
backup data is retained.

FAQFAQ
If  f ile backup fails due to an unstable network connection, you can perform the following operations
and try again:

1. Log on to the ECS instance from which files need to be backed up.

2. Go to the installat ion directory of the HBR backup client.

3. In the  client  folder, create a file named  hbr.config .

Not e Not e The  hbr.config  f ile must be in the same directory as the  hybridebackup  an
 ids  executable files.

4. Add the following parameters to the  hbr.config  f ile.

Parameter Description

retry_times
The number of file backup retries. Default value:
3.

retry_interval
The interval at which file backup is retried. Default
value: 100 ms.
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skip_error_files

Specifies whether to skip files that fail to be
backed up. Default value: false.

false: does not skip the failed files.

true: skips the failed files.

Parameter Description

The following script  shows example configurations of the parameters in the hbr.config file.

retry_times=3 retry_interval=100 skip_error_files=false

You can restore files to an Elast ic Compute Service (ECS) instance from a backup of the same ECS
instance or another ECS instance that uses the same backup vault . You can also restore files to an ECS
instance from a backup of an on-premises client. You can also use a mirror vault  to restore files to an
ECS instance in a different region or use a local backup client  to restore files to the current ECS instance.

PrerequisitesPrerequisites
Files are backed up from ECS instances. For more information, see Back up files from ECS instances.

Restore files to an ECS instance in the same region as the source ECSRestore files to an ECS instance in the same region as the source ECS
instanceinstance
To restore files to an ECS instance in the same region as the source ECS instance, perform the following
steps:

1. Log on to the HBR console.

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.

3. On the ECS File BackupECS File Backup page, click the ECS Inst ancesECS Inst ances tab.

4. On the ECS Instances tab, f ind the dest ination ECS instance, and click Rest oreRest ore in the Act ionsAct ions
column.

5. In the Creat e Rest ore JobCreat e Rest ore Job pane, set  the Restore From parameter to one of the following values:

Current  ECS Inst anceCurrent  ECS Inst ance

Select  this option if  you need to restore files from the current ECS instance. Then, perform the
following steps:

a. Click NextNext .

b. In the Select  Backup step, select  a backup and click NextNext .

6.5. Restore files to an ECS instance6.5. Restore files to an ECS instance
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c. In the Conf igure Rest ore PolicyConf igure Rest ore Policy step, enter a dest ination path, select  a restore policy,
specify the files that you want to restore based on the policy, and then click Creat eCreat e.

To specify the files to restore, you can select  f iles or enter a list  of paths to directories and
files.

Select  one of the following options as the restore policy:

Include All FilesInclude All Files: HBR restores all f iles that are backed up from the source ECS instance.

Include Specif ied FilesInclude Specif ied Files or Exclude Specif ied FilesExclude Specif ied Files: In the text  box, enter the paths to
the directories and files that you want to restore. HBR restores files that are backed up
from the source ECS instance based on the restore policy.

In the text  box, enter one path in each line and start  each path with the source directory.

If  the source path is C:\Windows\ABC and you want to restore folder and folder\file.txt  in
the ABC directory, enter the following paths:

\ABC\folder \ABC\folder\file.txt

Ot her ECS Inst anceOt her ECS Inst ance

Select  this option if  you need to restore files from another ECS instance that uses the same
backup vault  as the current ECS instance. Then, perform the following steps:

a. Select  the source ECS instance and click NextNext .

b. In the Select  Backup step, select  a backup and click NextNext .

c. In the Conf igure Rest ore PolicyConf igure Rest ore Policy step, enter a dest ination path, select  a restore policy,
specify the files that you want to restore based on the policy, and then click Creat eCreat e.

Not e Not e The method to configure a restore policy for data restoration from another
ECS instance is the same as the method to configure a restore policy for data
restoration from the current ECS instance.

On-premises ServerOn-premises Server

Select  this option if  you need to restore files from an on-premises server. Then, perform the
following steps:

a. Select  the client  that is used to back up the files from the on-premises server and click NextNext .

b. In the Select  Backup step, select  a backup and click NextNext .

c. In the Conf igure Rest ore PolicyConf igure Rest ore Policy step, enter a dest ination path, select  a restore policy,
specify the files that you want to restore based on the policy, and then click Creat eCreat e.

Not e Not e The method to configure a restore policy for data restoration from an on-
premises server is the same as the method to configure a restore policy for data
restoration from the current ECS instance.

Not e Not e You can view the progress of the created restore job on the Rest ore JobsRest ore Jobs tab of
the ECS File BackupECS File Backup page.
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Restore files to an ECS instance in a different region from the sourceRestore files to an ECS instance in a different region from the source
ECS instanceECS instance
A backup vault  is a repository that HBR uses to store backup data in the cloud. A mirror vault  is the
mirror of a backup vault . The two vaults reside in different regions. You can restore files of ECS
instances across regions by using a mirror vault  to implement disaster recovery.

Before you can restore files to an ECS instance in another region, you must create a mirror vault  for the
backup vault  of the source ECS instance. For information about how to create a mirror vault , see Back up
data across regions.

To restore files to an ECS instance in another region, perform the following steps:

1. Log on to the HBR console.

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.

3. Select  the region where the mirror vault  resides.

4. On the ECS Inst ancesECS Inst ances tab, install a backup client  on the dest ination ECS instance.

Not e Not e You must select  an exist ing mirror vault . Mirror vaults are tagged with [COPY]. For
more information about how to set  other parameters when installing the backup client, see
Install backup clients on several ECS instances.

5. Click Rest oreRest ore in the Act ions column.

Select  Ot her ECS Inst anceOt her ECS Inst ance or On-premises ServerOn-premises Server as Rest ore FromRest ore From. For information about how
to set  the other parameters, see Restore files to an ECS instance in the same region as the source
ECS instance.

HBR sends alert  notificat ions to the Alibaba Cloud account owner by default  when backup fails or a
backup client  is disconnected from HBR. You can customize notificat ion contacts, contact  groups, and
methods.

Not ice Not ice A contact  receives an alert  about one hour after backup fails or a backup client  is
disconnected from HBR.

Create a notification contactCreate a notification contact
A notificat ion contact  is a person who receives backup alerts. To create a notificat ion contact, perform
the following steps:

1. Log on to the HBR console.

2. In the left-side navigation pane, click Not if icat ion Cont act sNot if icat ion Cont act s.

3. On the Notificat ion Contacts page, click the Cont act sCont act s tab.

4. In the upper-right corner, click Creat e Cont actCreat e Cont act .

5. In the Creat e Cont actCreat e Cont act  dialog box, enter a contact  name.

6. Select  EmailEmail as Notificat ion Methods .

After you select  Email, enter an email address in the EmailEmail f ield and click SendSend. Log on to the
specified email address and copy the verificat ion code. Then, paste the code in the Verificat ion

6.6. Configure alert notifications6.6. Configure alert notifications
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Code field in the HBR console.

7. Click OKOK.

Not eNot e

You can view the information of all created notificat ion alerts on the Cont act sCont act s tab.

You can click Modif yModif y to change the email address of a notificat ion contact.

You cannot delete a notificat ion contact  if  the contact  is specified to receive alert
notificat ions or added to a contact  group.

Create a contact groupCreate a contact group
You can create a contact  group and add mult iple notificat ion contacts to the group. Then, you can
enable the group to receive the same alert  notificat ions. This simplifies the procedure to manage the
notificat ion contacts. When an alert  is triggered, HBR sends alert  notificat ions to all contacts in the
group.

1. Log on to the HBR console.

2. In the left-side navigation pane, click Not if icat ion Cont act sNot if icat ion Cont act s.

3. On the Notificat ion Contacts page, click the GroupsGroups tab.

4. In the upper-right corner, click Creat e GroupCreat e Group.

5. In the Creat e GroupCreat e Group pane, specify a group name.

6. Select  the contacts that you want to add to the group and click the  button. Then, the

selected contacts are added to the Selected Contacts sect ion.

7. Click OKOK.

Not eNot e

You can view the information of all created contact  groups and the number of member
contacts in each group on the GroupsGroups tab.

You can click Modif yModif y to modify a contact  group.

You cannot delete a contact  group if  the group is specified to receive alert
notificat ions.

Create alert policiesCreate alert policies
You can create the following types of alarm policies:

Not e Not e By default , HBR sends alert  notificat ions by using emails to the Alibaba Cloud account
owner. If  you use custom alert  policies, an instance-level alert  policy takes precedence over a vault-
level alert  policy.

Vault-level alert  policy

A vault-level alert  policy applies to all the backup clients that are associated with the vault . The
backup clients include those for ECS, on-premises files, and on-premises virtual machines (VMs).
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To configure an alert  policy for a vault , perform the following steps:

i. Log on to the HBR console.

ii. On the OverviewOverview page, find the vault .

iii. In the upper-right corner of the vault  card, click the Sett ings icon.

iv. In the Modif y Backup VaultModif y Backup Vault  pane, select  an alert  policy based on your requirements.

Alert policy Description

Disabled If you select this option, HBR does not send alert notifications.

Default
If you select this option, HBR sends alert notifications to the Alibaba Cloud
account owner by using emails.

Custom
If you select this option, you must select one or more notification contacts
or contact groups. HBR sends alert notifications to the selected contacts
and contact groups.

v. Click OKOK.

Instance-level alert  policy

An instance-level alert  policy applies to the backup client  of an ECS instance.

To configure an alert  policy for an ECS instance, perform the following steps:

i. Log on to the HBR console.

ii. Find the ECS instance. In the Act ions column, choose  >  > Alert  Set t ingsAlert  Set t ings.

iii. In the Alert  Set t ingsAlert  Set t ings pane, select  an alert  policy based on your requirements.

Alert policy Description

Disabled If you select this option, HBR does not send alert notifications.

Same as Vault
If you select this option, the alert policy of the backup vault where the
backup data of the ECS instance is stored applies to the instance.

Default
If you select this option, HBR sends alert notifications to the Alibaba Cloud
account owner by using emails.

Custom
If you select this option, you must select one or more notification contacts
or contact groups. HBR sends alert notifications to the selected contacts
and contact groups.

iv. Click OKOK.

You can use tags to identify resources. You can use tags to categorize your ECS resources. This way,
you can search and manage resources in a more efficient  way. This topic describes how to use the
tagging feature to back up ECS files.

PrerequisitesPrerequisites

6.7. Use tags6.7. Use tags
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PrerequisitesPrerequisites
Authorization is completed in Resource Access Management (RAM) and an ECS file backup client  is
installed. For more information, see Prepare for data backup.

ContextContext
You can create different tags for different ECS instances. For example, if  you manage teams or
projects, you can create tags based on department or project  and use these tags to categorize your
instances. For example, you can create a tag named  project:a  for a project. This way, you can filter
ECS instances based on the tag when you maintain ECS instances.

Usage notesUsage notes
Each tag consists of a key-value pair.

A tag must be unique.

For example, the  company:a  tag is added to a backup vault . If  you add the  company:b  tag to
the backup vault , the company:a tag is replaced with the  company:b  tag.

Tags are not shared across regions. For example, tags that are created in the China (Hangzhou)
region are invisible to the China (Shanghai) region.

LimitsLimits
When you create tags, take note of the following limits:

Item Limit

The maximum length of a key 128 characters

The maximum length of a value 128 characters

The maximum number of custom
tags that you can add to a
resource

20

The key of a tag

The key cannot start with  aliyun  or  acs: .

The key cannot contain  http://  or  https://  .

The key cannot be an empty string.

The value of a tag A tag value cannot contain  http://  or  https:// .

Create tagsCreate tags
1. 

2. In the left-side navigation pane, choose BackupBackup >  > ECS File BackupECS File Backup.

3. In the top navigation bar, select  a region.

4. On the ECS File BackupECS File Backup page, click Old VersionOld Version.

5. In the T agsT ags column, click the  icon next  to the name or ID of the ECS instance for which you

want to create tags.

6. In the dialog box that appears, click EditEdit .
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7. In the KeyKey and ValueValue fields, enter the key-value pair of a tag and click SaveSave.

If  you want to create more than one tags, click Add a rowAdd a row to specify the key-value pair of a new
tag.

Search for resources by tagSearch for resources by tag
On the right side of the ECS Inst ancesECS Inst ances tab, select  Client  T agsClient  T ags from the drop-down list  and enter the
tag information in the search box. Then, click the SearchSearch icon.

You can search for a resource by using a key, as shown in the following example:

aaa

You can search for a resource by using a key-value pair, as shown in the following example:

aaa:bbb

You can search for a resource by using mult iple key-value pairs, as shown in the following example:

aaa:bbb,ccc:ddd
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