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Legal disclaimer
Alibaba Cloud reminds you t o carefully read and fully underst and t he t erms and condit ions of t his legal
disclaimer before you read or use t his document . If you have read or used t his document , it  shall be deemed
as your t ot al accept ance of t his legal disclaimer.

1. You shall download and obt ain t his document  from t he Alibaba Cloud websit e or ot her Alibaba Cloud-
aut horized channels, and use t his document  for your own legal business act ivit ies only. The cont ent  of
t his document  is considered confident ial informat ion of Alibaba Cloud. You shall st rict ly abide by t he
confident ialit y obligat ions. No part  of t his document  shall be disclosed or provided t o any t hird part y for
use wit hout  t he prior writ t en consent  of Alibaba Cloud.

2. No part  of t his document  shall be excerpt ed, t ranslat ed, reproduced, t ransmit t ed, or disseminat ed by
any organizat ion, company or individual in any form or by any means wit hout  t he prior writ t en consent  of
Alibaba Cloud.

3. The cont ent  of t his document  may be changed because of product  version upgrade, adjust ment , or
ot her reasons. Alibaba Cloud reserves t he right  t o modify t he cont ent  of t his document  wit hout  not ice
and an updat ed version of t his document  will be released t hrough Alibaba Cloud-aut horized channels
from t ime t o t ime. You should pay at t ent ion t o t he version changes of t his document  as t hey occur and
download and obt ain t he most  up-t o-dat e version of t his document  from Alibaba Cloud-aut horized
channels.

4. This document  serves only as a reference guide for your use of Alibaba Cloud product s and services.
Alibaba Cloud provides t his document  based on t he "st at us quo", "being defect ive", and "exist ing
funct ions" of it s product s and services. Alibaba Cloud makes every effort  t o provide relevant  operat ional
guidance based on exist ing t echnologies. However, Alibaba Cloud hereby makes a clear st at ement  t hat
it  in no way guarant ees t he accuracy, int egrit y, applicabilit y, and reliabilit y of t he cont ent  of t his
document , eit her explicit ly or implicit ly. Alibaba Cloud shall not  t ake legal responsibilit y for any errors or
lost  profit s incurred by any organizat ion, company, or individual arising from download, use, or t rust  in
t his document . Alibaba Cloud shall not , under any circumst ances, t ake responsibilit y for any indirect ,
consequent ial, punit ive, cont ingent , special, or punit ive damages, including lost  profit s arising from t he
use or t rust  in t his document  (even if Alibaba Cloud has been not ified of t he possibilit y of such a loss).

5. By law, all t he cont ent s in Alibaba Cloud document s, including but  not  limit ed t o pict ures, archit ect ure
design, page layout , and t ext  descript ion, are int ellect ual propert y of Alibaba Cloud and/or it s
affiliat es. This int ellect ual propert y includes, but  is not  limit ed t o, t rademark right s, pat ent  right s,
copyright s, and t rade secret s. No part  of t his document  shall be used, modified, reproduced, publicly
t ransmit t ed, changed, disseminat ed, dist ribut ed, or published wit hout  t he prior writ t en consent  of
Alibaba Cloud and/or it s affiliat es. The names owned by Alibaba Cloud shall not  be used, published, or
reproduced for market ing, advert ising, promot ion, or ot her purposes wit hout  t he prior writ t en consent  of
Alibaba Cloud. The names owned by Alibaba Cloud include, but  are not  limit ed t o, "Alibaba Cloud",
"Aliyun", "HiChina", and ot her brands of Alibaba Cloud and/or it s affiliat es, which appear separat ely or in
combinat ion, as well as t he auxiliary signs and pat t erns of t he preceding brands, or anyt hing similar t o
t he company names, t rade names, t rademarks, product  or service names, domain names, pat t erns,
logos, marks, signs, or special descript ions t hat  t hird part ies ident ify as Alibaba Cloud and/or it s
affiliat es.

6. Please direct ly cont act  Alibaba Cloud for any errors of t his document .
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Document conventions
St yle  Descript ion  Example

 Danger
A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

 Danger:

Resetting will result  in the loss of user
configuration data.

 Warning
A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

 Warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

 Not ice
A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

 Not ice:

If the weight is set to 0, the server no
longer receives new requests.

 Not e
A note indicates supplemental
instructions, best practices, t ips, and
other content.

 Not e:

You can use Ctrl + A to select all files.

>
Closing angle brackets are used to
indicate a multi-level menu cascade.

Click Set t ings   > Net work > Set  net work 
t ype .

Bold
Bold formatting is used for buttons ,
menus, page names, and other UI
elements.

Click OK.

Courier font Courier font is used for commands
Run the cd /d C:/window  command to
enter the Windows system folder.

Italic Italic formatting is used for parameters
and variables.

bae log list  --instanceid

Instance_ID

[] or [a|b]
This format is used for an optional value,
where only one item can be selected.

ipconfig [-all|-t]

{} or {a|b}
This format is used for a required value,
where only one item can be selected.

switch {active|stand}
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This topic describes how to migrate the data of a web-based service provider from a cloud service to
Alibaba Cloud Object  Storage Service (OSS).

Background information
Enterprise A is a web-based service provider that offers services for edit ing media files, such as images
and videos. The main business applications are deployed in a cloud-based architecture provided by
Enterprise B. The data that is stored on the servers of Enterprise B includes 100,000,000 files and has a
total size of approximately 320 TB. The size of the data increases by 20 GB each day. The bandwidth
for the storage service of Enterprise B 250 MB/s. The bandwidth for OSS is also 250 MB/s. The business
applications require a maximum bandwidth of 50 MB/s.

To accelerate business growth, Enterprise A wants to move the business applications to OSS. Both the
exist ing data and incremental data need to be migrated to OSS. To ensure the successful migration of
large amounts of historical data and business continuity, the following requirements must be met:

During the migration, users can read data as normal.

After the migration, the data is complete and the business applications can run as expected without
service interruptions.

Migration solutions
The following data migration solut ion is based on the customer requirements and background
information:

1. Use Data Online Migration to migrate the exist ing data of Enterprise A from a cloud service
provided by Enterprise B to OSS. Make sure that the customer updates no data during the entire
migration process.

2. After the exist ing data is migrated, create back-to-origin rules in OSS for users to access the
incremental data that is migrated.

3. Switch the business applications to OSS.

4. After the business applications are switched to OSS, use Data Online Migration to migrate
incremental data to OSS.

5. After all data is migrated and validated, delete the data from the original source.

Step 1: Migrate the existing data
1. Create an OSS bucket to store the migrated data. For more information, see Create buckets.

2. Obtain the AccessKey pairs that are used to migrate data:

To obtain the AccessKey pair provided by Enterprise B, log on to the cloud service console and
view the AccessKey pair.

Obtain the AccessKey pair of the OSS Resource Access Management (RAM) user. For more
information, see Create a RAM user and grant permissions to the RAM user.

3. Create data addresses and a full migration job. For more information, see the topics about data
migration tutorials in the documentation of Data Online Migration.

In the Job Conf ig  step, configure the migration job. The following figure provides an example of

1.Seamlessly migrate data of a
web-based service provider to OSS
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the configurations.
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In the Perf ormance  step, configure the performance parameters. The following figure provides an
example of the configurations.

4. After the migration, view the migration report  and compare data between the source data address
and the dest ination data address to ensure that all data is migrated.

Not e   If  a file fails to be migrated, troubleshoot the failure. For information about
migration failures, see Common causes of a migration failure and solut ions.

Step 2: Create back-to-origin rules
It  takes approximately 25 days to migrate the exist ing data. During the migration process, data at  the
source data address is continuously growing. To ensure business continuity and a seamless business
switchover, create back-to-origin rules. If  a file that you request  does not exist  in OSS, OSS fetches the
file from its source data address and returns it  to you based on the back-to-origin rules.

1. Log on to the OSS console.

2. In the list  of buckets, select  the bucket in which the migrated data is stored.

3. In the left-navigation pane, choose Basic Set t ings   > Back-t o-Origin . Then, click Conf igure .

Dat a Online Migrat ion
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4. Click Creat e Rule . In the Creat e Rule  dialog box, configure the parameters.

Mode: Select  Mirroring.

Prerequisit e : HT T P St at us Code 404     is selected by default . Configure File Name Pref ix
based on your needs. File Name Prefix can be left  empty.

Origin URL: Enter the endpoint  of the cloud service where the source data resides.

For more information about the parameter configuration, see Create back-to-origin rules.

Not e   You can create a maximum of five back-to-origin rules. The five rules can be in
effect  at  the same t ime. For mult iple source data addresses, you can create mult iple back-to-
origin rules. You can set  different rules by specifying different values for File Name Pref ix  so
that OSS can fetch various types of data.

5. Click OK.

Step 3: Switch the business to OSS

Case St udy·Seamlessly migrat e dat
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o OSS
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Change the data address from which Enterprise A obtains data to an OSS data address.

Step 4: Migrate the incremental data
During the migration of the exist ing data, approximately 100,000 files with a total size of about 500 GB
are generated at  the source data address. You must migrate these incremental data to OSS.

1. Create an incremental migration job based on the instruct ions in Step 1.

In the Job Conf ig  step, configure the migration job. The following figure provides an example of
the configurations.

In the Perf ormance  step, configure the performance parameters. The following figure provides an

Dat a Online Migrat ion
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example of the configurations.

2. Click Creat e  to migrate data.

3. After the migration, view the migration report  and compare data between the source data address
and the dest ination data address to ensure that all data is migrated.

Not e   If  a file fails to be migrated, troubleshoot the failure. For information about
migration failures, see Common causes of a migration failure and solut ions.

Step 5: Delete the data at the source data address
You can create a lifecycle rule to delete the files at  the source data address one day after all data is
migrated. This way, you are no longer charged for storing the data at  the source data address one day
after the data is migrated.
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This topic describes how to migrate data from an internal Network Attached Storage (NAS) file system
of an entertainment company in Hangzhou to Alibaba Cloud Object  Storage Service (OSS) for long-
term storage.

Background information
An entertainment company in Hangzhou stores data, such as media files and documents, on its internal
NAS file server. The data includes 5,000,000 files, which are about 20 TB in size. The NAS server is
located in the data center of the company. The server uses the Server Message Block (SMB) protocol
and has a firewall installed. The server cannot be accessed over the Internet but provides an internal IP
address of 10.0.0.254.

To meet the requirements for subsequent maintenance and online application development, the
company needs to migrate data from the NAS server to OSS for long-term storage.

Migration scheme
Based on the user requirements and background information, the following migration scheme is
formulated:

1. Create an OSS bucket in the China (Hangzhou) region and change the default  storage location to
the endpoint  of this bucket.

2. Use a dedicated leased line to connect the on-premises NAS server to an Alibaba Cloud virtual
private cloud (VPC). Modify the firewall sett ings of the NAS server and enable access to the NAS
server from all the IP addresses in the VPC.

3. Use Data Online Migration to migrate data from the NAS server to OSS.

Step 1: Create a bucket and change the storage location
1. In the China (Hangzhou) region, create a bucket to store data. For more information, see Create

buckets.

2. Set  the bucket policy to allow the employees of the company to access the bucket. For more
information about the configurations, see Configure bucket policies to authorize other users to access
OSS resources.

3. Inform the internal employees to change the default  storage location to the bucket.

Step 2: Connect the NAS server to an Alibaba Cloud VPC
1. Use a dedicated leased line that provides a transmission rate of 1 Gbit/s to connect the NAS server

to an Alibaba Cloud VPC. For more information, see Create a dedicated connection over an Express
Connect circuit.

2. Modify the firewall sett ings of the NAS server to enable access to the NAS server from all the IP
addresses in the VPC.

2.Migrate data from an on-
premises NAS file system to OSS for
an entertainment company
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Step 3: Use Data Online Migration to migrate data from the NAS
server to OSS

1. Create a Resource Access Management (RAM) user in the Alibaba Cloud Management Console,
grant the RAM user the permissions to create migration jobs, and obtain the AccessKey pair of the
RAM user. For more information, see Create and authorize a RAM user.

2. Create a NAS data address. For more information about the parameters, see Migrate data from NAS
to OSS.

The following figure shows the configuration details.

3. Create an OSS data address. For more information about the parameters, see Migrate data from NAS
to OSS.

The following figure shows the configuration details.
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4. Create a full migration job and configure performance optimization. For more information about
the parameters, see Migrate data from NAS to OSS.

Not ice   In this example, the entertainment company has no bandwidth needs for other
applications during data migration. Therefore, no flow limit  is set. In actual pract ice, you can
set appropriate flow limits based on the usage of the bandwidth.

The following figure shows how to configure performance optimization.

Dat a Online Migrat ion
Case St udy·Migrat e dat a from an o
n-premises NAS file syst em t o OSS f

or an ent ert ainment  company

> Document  Version: 20211118 13

https://www.alibabacloud.com/help/doc-detail/98477.htm#concept-vhs-qth-yfb/section-ksy-xmy-pfb


5. A migration job requires about two days to complete. After the migration job is completed, you
must verify that all data is migrated. To do so, view the migration report  and compare the data at
the source data address with the data at  the dest ination data address.

Not e   If  a file fails to be migrated, troubleshoot the failure. For more information, see
Common causes of a migration failure and solut ions.

After the data is migrated, you can store and manage data on OSS.
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This topic describes how to migrate data of a company between Network Attached Storage (NAS) file
systems that are located in different virtual private clouds (VPCs).

Background information
A Shenzhen company is named Company A. As Company A grows and expands, it  establishes a
subsidiary in Hangzhou. The subsidiary is named Branch B. Branch B stores data in a separate Apsara File
Storage NAS file system. Branch B must synchronize the data to the Apsara File Storage NAS file system
of Company A on a daily basis. Each day, Branch B generates about 100,000 files whose size is about
100 GB.

The Apsara File Storage NAS file systems of Company A and Branch B are located in different Alibaba
Cloud VPCs. The CIDR block of the VPC where the NAS file system of Company A is located is
172.16.1.0/24. The CIDR block of the VPC where the NAS file system of Branch B is located is
10.0.0.0/24.

Not e   If  you are using a third-party NAS file system, you must use a dedicated leased line to
connect your NAS server to an Alibaba Cloud VPC. For more information, see Create a dedicated
connection over an Express Connect circuit .

Migration scheme
1. Use Cloud Enterprise Network (CEN) to establish a connection between the two VPCs of Company A

and Branch B and configure permission groups. Make sure that all the addresses within the VPC of
Branch B have the following permissions: the read-only access to the NAS file system of Branch B
and the read/write access to the NAS file system of Company A.

2. Create a migration job to synchronize the data of Branch B to Company A on a regular basis.

Step 1: Connect the VPCs of Company A and Branch B by using CEN
1. Use CEN to connect the VPCs of Company A and Branch B. For more information, see Connect VPCs

that are located in multiple regions and owned by different accounts.

2. Modify the NAS permission groups of Company A and Branch B. This allows all the devices in the
10.0.0.0/24 CIDR block to read data from the NAS file system of Branch B and write data to the
NAS file system of Company A. For more information, see Manage a permission group.

Step 2: Create a migration job
1. Create a Resource Access Management (RAM) user in the Alibaba Cloud Management Console and

grant the RAM user the permissions to create migration jobs. For more information, see Create and
authorize a RAM user.

2. Create a source NAS data address. For more information about the parameters, see Create a source
data address. The following figure shows the configuration details.

3.Migrate data between NAS file
systems that are located in
different VPCs for a company
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3. Create a dest ination NAS data address. For more information about the parameters, see Create a
destination data address. The following figure shows the configuration details.

Case St udy·Migrat e dat a bet ween 
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4. Create a migration job of the Sync type. To ensure business continuity, set  the daily start  t ime of a
synchronization job to 22:00:00. For more information about the parameters, see Create a migration
job. The following figure shows the configuration details.

Dat a Online Migrat ion
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Not ice

A synchronization job keeps running until you stop the job. Therefore, to synchronize
data on a regular basis, you need only to create one synchronization job.

In this example, the default  sett ings in the Performance step are used because the
customer synchronizes a small amount of data during off-peak hours. In actual pract ice,
you need to specify appropriate performance parameters based on your needs.

5. After each synchronization job is completed, you can check the status of the job and compare the
data at  the source data address and the data at  the dest ination data address. This allows you to
verify that all data is migrated. For more information about how to view the status of
synchronization jobs, see Manage synchronization jobs.

Case St udy·Migrat e dat a bet ween 
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This topic describes how to migrate data from an on-premises Network Attached Storage (NAS) server
to Apsara File Storage NAS for long-term storage.

Background information
A Hangzhou pharmaceutical company stores data, such as product documents and experimental data,
on its internal NAS file server. The data includes 10,000,000 files, which are about 10 TB in size. The NAS
server is located in the data center of the company. The server uses the Network File System (NFS)
protocol and has a firewall installed. The server cannot be accessed over the Internet but provides an
internal IP address of 10.0.0.254.

For data security and cost  saving, the company needs to migrate data from the NAS server to Apsara
File Storage NAS.

Migration scheme
Based on the user requirements and background information, the following migration scheme is
formulated:

1. Create an Apsara File Storage NAS file system in the China (Hangzhou) region and attach the file
system to an Alibaba Cloud virtual private cloud (VPC).

2. Use a dedicated leased line to connect the on-premises NAS server to the VPC. Modify the firewall
sett ings of the NAS server and enable access to the NAS server from all the IP addresses in the VPC.

3. Use Data Online Migration to migrate data from the on-premises NAS server to Apsara File Storage
NAS.

Step 1: Create an Apsara File Storage NAS file system
1. In the China (Hangzhou) region, create an Apsara File Storage NAS file system that uses the NFS

protocol type. For more information, see Mount an NFS file system on a Linux ECS instance.

2. Attach the Apsara File Storage NAS file system to a VPC. For more information, see Mount an NFS file
system on a Linux ECS instance.

3. Modify the security group of the VPC to enable read/write access to the NAS file system from all
the IP addresses in the VPC. For more information, see Manage a permission group.

Step 2: Connect the NAS server to the Alibaba Cloud VPC
1. Use a dedicated leased line that provides a transmission rate of 1 Gbit/s to connect the NAS server

to the VPC where the Apsara File Storage NAS file system is located. For more information, see
Create a dedicated connection over an Express Connect circuit.

2. Modify the firewall sett ings of the NAS server to enable access to the NAS server from all the IP
addresses in the VPC.

4.Migrate data from an on-
premises NAS file system to Apsara
File Storage NAS for a
pharmaceutical company

Dat a Online Migrat ion

Case St udy·Migrat e dat a from an o
n-premises NAS file syst em t o Apsar
a File St orage NAS for a pharmaceu

t ical company

> Document  Version: 20211118 19

https://www.alibabacloud.com/help/doc-detail/90529.htm#concept-hpp-dkh-cfb
https://www.alibabacloud.com/help/doc-detail/90529.htm#concept-hpp-dkh-cfb
https://www.alibabacloud.com/help/doc-detail/27534.htm#task-27534-zh
https://www.alibabacloud.com/help/doc-detail/91261.htm#task-2367309


Step 3: Create a migration job
1. Create a Resource Access Management (RAM) user in the Alibaba Cloud Management Console and

grant the RAM user the permissions to create migration jobs. For more information, see Create and
authorize a RAM user.

2. Use the RAM user to log on to the Data Transport  console.

3. Create a source data address based on the information about the on-premises NAS server. For
more information about the parameters, see Create a source data address. The following figure
shows the configuration details.

4. Create a dest ination data address based on the information about the Apsara File Storage NAS file
system. The following figure shows the configuration details.
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5. Create a migration job of the Full type to migrate data from the on-premises NAS server to Apsara
File Storage NAS. For more information about the parameters, see Create a migration job. The
following figure shows the configuration details.
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The following figure shows you how to configure performance optimization.

6. A migration job requires about one day to complete. After the migration job is completed, you
must verify that all data is migrated. To do so, view the migration report  and compare the data at
the source data address with the data at  the dest ination data address.

Not e   If  a file fails to be migrated, troubleshoot the failure. For more information, see
Common causes of a migration failure and solut ions.
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This topic describes how to migrate data from a local IDC to OSS.

Context
An e-commerce enterprise uses the Fast  Distributed File System (FastDFS) to store data in the user-
created IDC. The data includes about 30,000,000 files and has a total size of about 300 TB. The
enterprise has connected the local IDC to a VPC in China (Shenzhen) by using Alibaba Cloud Express
Connect.

Enterprise A wants to switch over the businesses to OSS due to development needs. To ensure business
continuity, the following needs must be met for this business switchover:

During migration, you must avoid the impacts on normal data access from users.

After the migration job is complete, you must check data integrity to ensure a seamless switchover of
the businesses to OSS.

Migration solution
Based on the background information, you can migrate data as follows:

1. Create an OSS bucket in the China (Shenzhen) region and change the default  storage location to
the data address of this bucket.

2. Use the built-in FastDFS NGINX module to export  all f iles to be migrated to a list  of HTTP URLs, and
you can access these URLs in the VPC.

HTTP URLs are separated by line and each line indicates a file. Separate mult iple URLs with line
feeds (\n). For more information about the format, see Migrate data from HTTP and HTTPS sources to
OSS.

3. Use Data Transport  to migrate data from the local IDC to OSS.

4. Switch over your businesses to OSS after the migration is complete.

Step 1: Create a bucket and modify the storage location
1. In the China (Shenzhen) region, create a bucket to store data. For more information, see Create

buckets.

2. Configure the bucket policy and only enable access to the bucket from enterprise employees. For
more information, see Configure bucket policies to authorize other users to access OSS resources.

3. Inform employees of changing the default  storage location to the bucket.

Step 2: Create a migration job
1. Create a RAM user and grant the RAM user the permission to create migration jobs. For more

information, see Create and authorize a RAM user.

2. Log on to the Data Transport  console as the new RAM user.

3. Create an HTTP source data address. For more information, see Create a source data address.
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When creating an HTTP source data address, you must select  Use for Whet her t o Use VPC   and
specify the VPC. To ensure a successful migration, you must specify the VPC to access HTTP URLs.
The following figure shows the configuration details.

4. Create an OSS dest ination data address. For more information, see Create a destination data address.

Dat a Online Migrat ion Case St udy·Migrat e dat a from a loc
al IDC t o OSS

> Document  Version: 20211118 25

https://www.alibabacloud.com/help/doc-detail/95138.htm#concept-skk-b2l-qfb/section-std-hkf-qfb


5. Create a full migration job and configure the parameters in the Performance step. For more
information, see Create a migration job.

Not e   Based on the available bandwidth provided by the enterprise, the migration
process requires about two days. In actual pract ice, you can set  an appropriate flow limit
based on the usage of the bandwidth.

6. To ensure that all data is migrated after migration, you need to view the migration report  and
compare data at  both the source data address and the dest ination data address.

Not e   For more information about how to troubleshoot migration issues, see Common
causes of a migration failure and solut ions.

Step 3: Switch over businesses to OSS
After the migration is complete, you can change the data address where the business applications
retrieve data to OSS. Then, you can store and manage data on OSS.
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