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Legal disclaimer

Alibaba Cloud reminds you to carefully read and fully understand the terms and conditions of this legal
disclaimer before you read or use this document. If you have read or used this document, it shall be deemed
as your total acceptance of this legal disclaimer.

1.

You shall download and obt ain this document from the Alibaba Cloud website or other Alibaba Cloud-
aut horized channels, and use this document for your own legal business activities only. The content of
this document is considered confidential information of Alibaba Cloud. You shall strictly abide by the
confidentiality obligations. No part of this document shall be disclosed or provided to any third party for
use wit hout the prior written consent of Alibaba Cloud.

. No part of this document shall be excerpted, translated, reproduced, transmitted, or disseminated by

any organization, company or individual in any form or by any means without the prior written consent of
Alibaba Cloud.

. The content of this document may be changed because of product version upgrade, adjustment, or

other reasons. Alibaba Cloud reserves the right to modify the content of this document without notice
and an updated version of this document will be released through Alibaba Cloud-aut horized channels
from time to time. You should pay attention to the version changes of this document as they occur and
download and obt ain the most up-to-date version of this document from Alibaba Cloud-aut horized
channels.

. This document serves only as a reference guide for your use of Alibaba Cloud products and services.

Alibaba Cloud provides this document based onthe "status quo", "being defective", and "existing
functions" of its products and services. Alibaba Cloud makes every effort to provide relevant operational
guidance based on existing technologies. However, Alibaba Cloud hereby makes a clear statement that
it in no way guarantees the accuracy, integrity, applicability, and reliability of the content of this
document, either explicitly or implicitly. Alibaba Cloud shall not take legal responsibility for any errors or
lost profits incurred by any organization, company, or individual arising from download, use, or trust in
this document. Alibaba Cloud shall not, under any circumstances, take responsibility for any indirect,
consequential, punitive, contingent, special, or punitive damages, including lost profits arising from t he
use or trust inthis document (evenif Alibaba Cloud has been notified of the possibility of such a loss).

. By law, allthe contents in Alibaba Cloud documents, including but not limited to pictures, architecture

design, page layout, and text description, are intellectual property of Alibaba Cloud and/or its
affiliates. This intellect ual property includes, but is not limited to, trademark rights, patent rights,
copyrights, and trade secrets. No part of this document shall be used, modified, reproduced, publicly
transmitted, changed, disseminated, distributed, or published wit hout the prior written consent of
Alibaba Cloud and/or its affiliates. The names owned by Alibaba Cloud shall not be used, published, or
reproduced for marketing, advertising, promotion, or ot her purposes wit hout the prior written consent of
Alibaba Cloud. The names owned by Alibaba Cloud include, but are not limited to, "Alibaba Cloud",
"Aliyun", "HiChina", and other brands of Alibaba Cloud and/or its affiliates, which appear separately or in
combination, as well as the auxiliary signs and patterns of the preceding brands, or anyt hing similar to
the company names, trade names, trademarks, product or service names, domain names, patterns,
logos, marks, signs, or special descriptions that third parties identify as Alibaba Cloud and/or its
affiliates.

. Please directly contact Alibaba Cloud for any errors of this document.
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Document conventions

Style

/\ Danger

warning

) Notice

@ Note

Bold

Courier font

Italic

(1 or [alb]

{} or {a|b}

Description

A danger notice indicates a situation that
will cause major system changes, faults,
physical injuries, and other adverse
results.

A warning notice indicates a situation
that may cause major system changes,
faults, physical injuries, and other adverse
results.

A caution notice indicates warning
information, supplementary instructions,
and other content that the user must
understand.

A note indicates supplemental
instructions, best practices, tips, and
other content.

Closing angle brackets are used to
indicate a multi-level menu cascade.

Bold formatting is used for buttons ,
menus, page names, and other Ul
elements.

Courier font is used for commands

ltalic formatting is used for parameters
and variables.

This format is used for an optional value,
where only one item can be selected.

This format is used for a required value,
where only one item can be selected.

Example

& Danger:

Resetting will result in the loss of user
configuration data.

warning:

Restarting will cause business
interruption. About 10 minutes are
required to restart an instance.

p Notice:

If the weight is set to 0, the server no
longer receives new requests.

@ Note:

You can use Ctrl + A to select all files.

Click Settings> Network> Set network
type.

Click OK.

Runthe cd /d C:/window command to
enter the Windows system folder.

bae log list --instanceid

Instance_ID

ipconfig [-all|-t]

switch {active|stand}
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1.Change domain information
1.1. Transfer domain name ownership

If the registrant of a domain name changes due to reasons such as domain name trading or Internet
Content Provider (ICP) filing, you must transfer the ownership of the domain name to the actual domain
name registrant as soon as possible. This topic describes how to transfer domain name ownership in
different scenarios and the precautions associated with ownership transfer.

Differences between ownership transfer and other situations

If the registrant of a domain name needs to be changed from Person A to Person B due to reasons such
as domain name trading or ICP filing, the ownership of the domain name must be transferred. If the
contact information of a domain name registrant changes, the registrant needs only to update the
domain name information. For more information, see Modify domain name information. The transfer of
domain name ownership is not involved in this situation. After the ownership of a domain name is
transferred, the Alibaba Cloud account to which the domain name belongs will not be changed.

@ Note Before you transfer your domain name ownership to another registrant, you must check
when your domain name expires in the Domains console. You cannot transfer the ownership of an
expired domain name. If you want to performthe transfer, you must renew the domain name
before the transfer. For more information, see Renew a domain name.

Scenario Example Solution Reference

® The name of the
enterprise used for
the real-name
verification for the
domain name is
changed.

For example, the
enterprise name is
changed from

DocExample to
The registrant of a domain DocExample02 . ® Transfer the ownership of a

name is changed. Transfer ) single domain name
. e The domain name the domain o Trancferth S
‘ is sold. name raps lerzj e owners ipo
' ownership multiple domain names at a
For example, Entity time

A sells a domain

name to Entity B.
Then, the domain
name belongs to
Entity B.
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Scenario

The registrant of a domain
name remains the same.
However, the contact
information of the registrant,
the administrator, the user
responsible for the payment,
or the technical contact of the
domain name is changed.

Example

Solution

® The contact

information of the
individual or
enterprise used for
the real-name
verification for the
domain name is
changed.

For example, the
mobile phone
number or email
address of the
individual who has
passed the real-
name verification
for the domain
name is changed.

@ Note If
the name or ID
card number of
the individual is
changed,
ownership
transfer is
required.

Modify the
domain
name

information

The office location
of the enterprise
used for the real-
name verification
for the domain
name is changed.

For example, the
office location is
changed from Xihu
District, Hangzhou,
Zhejiang to Binjiang
District, Hangzhou,
Zhejiang.

@ Note If
the name of
the enterprise
is changed,
ownership
transfer is
required.

Reference

Modify domain name
information
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Scenario

The registrant of a domain
name remains the same, but
the domain name is transferred
to another Alibaba Cloud
account.

Review time

Example

e Multiple domain
names that were
previously
managed by
different Alibaba

Cloud accounts are

transferred to a
single Alibaba
Cloud account for
centralized
management.

® The domain name
was previously
managed by a
specific Alibaba
Cloud account.
After the domain
name trading, it is
transferred to the
Alibaba Cloud
account of the
buyer.

@ Note If

the individual
who performs
the real-name
verification for
the domain
name changes
after the
domain name
is transferred
to the
destination
Alibaba Cloud
account, the
ownership of
the domain
name must be
transferred.

Solution Reference

Transfer
the domain
name to
another
Alibaba
Cloud
account

® Online transfer

e (Offline transfer

When the ownership of a domain name is being transferred to a new registrant, the time required to
review the materials submitted for the real-name verification is usually three to five business days. The
specific review time varies in the following situations:

e Transfer the ownership of multiple domain names by using a registrant profile that has passed the

real-name verification:
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o Non-CNNIC domain names: The verification process can be complete within a short period of time.
CNNIC is the abbreviation of China Internet Network Information Center.

o CNNIC domain names such as .cn, .3 &, /A 8], and .M%&: If you transfer the ownership of a CNNIC
domain name by using a registrant profile that has passed the real-name verification, little
information and few materials are required for review. However, CNNIC still reviews the domain
name information and the real-name verification materials. The review process usually takes three
to five business days.

e Transferthe ownership of a single domain name by using a registrant profile that has passed the
real-name verification:

Afteryou select a registrant profile that has passed the real-name verification, you must still enter
your certificate number and upload materials for the real-name verification to transfer the
ownership. The review process usually takes three to five business days.

e Transferthe ownership of special domain names with suffixes such as .gov.cn: Registrants of special
domain names cannot be changed online. The time required to review the real-name verification
mat erials varies based on the actual situation.

@ Note The review results require about three business days to be synchronized to the
database of the Ministry of Industry and Information Technology (MIIT). After the ownership of a
domain name is transferred to you, we recommend that you wait for three business days before
you apply for an ICP filing. Otherwise, your application may be denied.

Materials required to transfer domain name ownership

If you want to transfer the ownership of a domain name to a new registrant, you must provide
materials of the new registrant for the real-name verification. The certificates or documents of the
current registrant are not required. Before the ownership transfer, we recommend that you checkthe
type of your domain name registrant or your domain name type and prepare the required materials in
advance. This facilitates the transfer.

The following materials are required to transfer the ownership of both individual and organization
domain names:

e Forthe materials required to transfer the ownership of individual domain names, see &2 #55& A1
A.

e Forthe materials required to transfer the ownership of organization domain names, see Organization
registrants.

Transfer the ownership of a single domain name

1. Log onto the Domains console.

2. Onthe Domain Name List page, click the domain name for which you want to transfer the
ownership to go to the Basic Information page.

My Downloads

3. Inthe left-side navigation pane, click Info Modification. The Registrant Info Modification tab
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appears.

< Info Medification / mlmlml.com

Basic Information

I Registrant Info Modification l Admin Contact Modification Billing Contact Modification Tech Contact Modification
o =

DNS Modification

Use registrant profie
DNSSEC s2tting
“Registrant Organization:
DINS Host

Domain Transfer-Out “Registrant Name:

o/ S *Country/Region: Germany ~
DINS Settings

“Province/State:
Transfer between ID

“City:
"Address:
*ZIP Code:
*Telephone:
“Email: com
Disable "Domain names cannot be transferred out of Alibaba Cloud within 60 days of successful modification™.

| have read, understood and accepted Alibaba Cloud Intemnational Website Domain Mame Service Agreement.

4. Onthe Registrant Info Modification tab, enter the information of the new registrant, or click Use
registrant profile to select a registrant profile that has passed the real-name verification.

5. Read and select the terms of service, and click Save.

6. Follow the instructions to transfer the ownership of the specified domain name to the new
registrant.

Transfer the ownership of multiple domain names at a time

1. Log onto the Domains console.

2. Inthe left-side navigation pane, choose Bulk Operations > Common Bulk Operation, or choose
Bulk Operations > CNNIC Bulk Operation to go to the Info Modification tab.

Domains Bulk Operations——For Non-CN domain batch operation

Dosriain Names Transfer Lock = Update Lock | DNS Modification | Register Renew  Transfer In | ID transfer
O ©
Bulk Operation : ® Enter Domain Names  Upload File
=]

CINNIC Bulk Operation

Domain Names :

Registrant Profiles
Domain Transfers-In
Email Verificztion
Change Log

Enter a domain name in each row. You have entered ) domain names. You can enter 1000 domain names more

My Downloads

Select The Field To Modify © Aall Registrant Info Admin Contact Blling Contact Tech Contact

3. OntheInfo Modification tab, enter the domain names for which you want to transferthe
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ownership. Select Registrant Info and a registrant profile that has passed the real-name
verification.

4. Click Get Verification Code to obtain a verification code and enter the obtained code in the Email
Verification Code field to complete email-based verification.

5. Read and select the terms of service, and click Submit.

6. Follow the instructions to transfer the ownership of the specified domain names to the new
registrant.

1.2. Modify domain name information

If your domain name information such as the registrant email address or mobile phone number changes,
or if the domain name administrator changes, you must modify the domain name information in a timely
manner to ensure information accuracy. This topic describes how to modify domain name information.

Background information

Domain name information includes information of the registrant, administrator, billing contact, and
technical contact. If you need to transfer the domain name ownership or modify certificate information
of the domain name registrant, see Transfer domain name ownership. Follow the instructions in this topic
to modify registrant information such as the address, email address, and mobile phone number.

Based onthe transfer policy issued by the Internet Corporation for Assigned Names and Numbers
(ICANN), you cannot transfer a domain name fromthe current registrar within 60 days after you transfer
the ownership of the domain name. If you need to transfer the domain name from Alibaba Cloud to
another registrar within 60 days after you transfer the domain name ownership, select Disable
"Domain names cannot be transferred out of Alibaba Cloud within 60 days of successful
modification" when you modify domain name information. Otherwise, the transfer-out request will
fail.

Procedure

1. Log onto the Alibaba Cloud Domains console.

2. Onthe Domain Names page, find the domain name for which you want to modify information and
clickManage inthe Action column.

Domain Name : Domain Type : A ~ Registration Date - Expiration Date : - EE

Status, Registration Date (UTC) Expiration Date(UTC)

3. Inthe left-side navigation pane, clickInfo Modification.

4. Clickthe Registrant Info Modification, Admin Contact Modification, Billing Contact
Modification, orTech Contact Modification tab as required.

@ Note If you transfer the domain name ownership on the Registrant Info Modification
tab, the system will send an email to the email addresses of both the original and new
registrants.

5. Modify the domain name information as required.
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Modify the registration information of an internationalized domain
name

Scenario: The information of an internationalized domain name changes or is invalid.

Based on the WHOIS Data Reminder Policy of ICANN and the domain name registration agreement,
Alibaba Cloud, as a domain name registrar, will send a notification email to the domain name registrant
when the registration information is updated. Check the domain name information in a timely manner. If
you find that the domain name information has changed or is invalid, update the domain name
information as soon as possible to ensure that your domain name information is correct.

Impact of not updating domain name information promptly

If your domain name information is invalid and is not updated in a timely manner, you may not receive
important domain name notifications pertaining to security threats. Based on the provisions on domain
name registration, if you provide false or invalid registration information or do not update your
registration information in a timely manner, your domain name may be deleted.

Prerequisites for modifying registration information about internationalized domain names
The domain name is in the domain name list in the Alibaba Cloud Domains console.
Modification and instructions

You can modify the registration information of an internationalized domain name, including the
information of the registrant, administrator, billing contact, and technical contact. For more information
about how to modify the reqistration information of an internationalized domain name, see Modify
domain name information.

1.3. Change DNS servers for a domain
name

if a domain name is registered with Alibaba Cloud, the domain name is resolved by Alibaba Cloud DNS
servers by default. If you want to use your self-developed DNS servers or third-party DNS servers to
resolve the domain name, performthe operations described in this topic.

Prerequisites

e The domain name is registered with or transferred to Alibaba Cloud. If you transfer the domain name
from Alibaba Cloud to another domain name registrar, you must change DNS servers at the new
registrar.

e You have your self-developed DNS servers or third-party DNS servers.

e The domain name is valid. If your domain name is expired, you must renew it. For more information,
see Renew a domain name.

Procedure

@ Note Afteryou change the IP address of a DNS server, it takes a maximum of 48 hours forthe
update to take effect.

1. Logonto the Alibaba Cloud Domains console.

2. Onthe Domain Name List page, find the domain name for which you want to change the DNS
server. Then, clickManage inthe Action column to go to the Basic Information page.
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Domains Domain Name List | Ga b AMaba Cioud DNS prduet st >
T G Al To Be Renewed To Be Redeemed Export Search Resuls | Export Deens
¥ Buk Operations Domain Name : Domain Type : 41  Registration Date : Expiration Data - m
Regiszant Profies P R .
Domain Name re statuy Registration Date (UTC) & Expiration Date(UTC) & Action
Domain Transfers-In
Email Verificaton cor o Normai Fe0222019 030708 Feb 222022030708 Renew | Resove a
Changs Log Buk Renew e Rl |
My Dowrioads

3. Inthe left-side navigation pane, click DNS Modification.
4. Onthe DNS Modification page, clickChange DNS Server.
5. Change the IP address of the DNS server as prompted and click Confirm.
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2.Renew domain names
2.1. Renew a domain name

You can renew your registered domain name to extend the validity period of the domain name. Renew
your domain name before it expires to ensure its normal operations.

Context

Bef ore your domain name expires, Alibaba Cloud sends an email or text message notification to remind
you to renew your domain name in time. Generally, you have a 30-day renewal grace period afterthe
domain name expires. Renew your domain name wit hin the renewal grace period. Otherwise, the domain
name enters the redemption period. During the redemption period, you must pay a higher price to
redeem the domain name. For more information, see Redeem a domain name.

Time for resuming the domain name resolution

If you do not renew your domain name before it expires, the resolution of your domain name may be
suspended by the registrar at any time based on related regulations published by the domain name
administration, and your website will be inaccessible.

If you renew your domain name within 30 days after it expires (28 days for .hk domain names), the
resolution of your domain name will resume wit hin a certain period of time.

e Domain names that use Alibaba Cloud DNS servers: The resolution will resume within 24 hours after
the domain name is renewed.

e Domain names that do not use Alibaba Cloud DNS servers: The resolution will resume within 24 to 48
hours after the domain name is renewed.

We recommend that you renew your domain name before it expires to ensure the continuity of your
business.

Procedure

@ Note Formore information about the renewal prices of common domain names, see Domain
Name Service Product Price Overview. The renewal price of a premium domain name is subject to the
price returned by the domain name registrar in real time. The domain name regist rar occasionally
releases promotion policies. The preferential prices of domain names only appear on the order
settlement page. Therefore, the renewal prices on the renewal order page prevail.

1. Log onto the Alibaba Cloud Domains console with the Alibaba Cloud account of the domain name
and its password.

2. Go to the order renewal page in one of the following ways:
o Renew a single domain name

On the Domain Name List page, clickthe To Be Renewed tab. Find the domain name that you
want to renew and click Renew inthe Action column.

o Renew multiple domain names at a time

On the Domain Name List page, clickthe To Be Renewed tab. Select multiple domain names
that you want to renew and select Bulk Renew.
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3. Select the domain names to be renewed and the renewal duration, and then click Bulk Purchase.

@ Note View the current price on the page forthe actual renewal price. If the renewal
price is higher than the initial purchase price, it may be due to the promotional discount forthe
initial purchase. The discount does not apply to the renewal.

4. Read and agree to the terms of service, and then click Pay.

5. Select a payment method, and then click Pay. The renewal is finished after the payment is
completed.

Results

Go to the Alibaba Cloud WHOIS lookup page. Query the expiration time of the domain name to verify
that the domain name is renewed.
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3.Redeem a domain name

After a domain name expires, a 30-day grace period is provided for renewal. When the grace period
ends, the domain name enters the redemption period. Domain names with different suffixes have
different redemption periods. You need to pay a high price to redeem your domain name wit hin the
redemption period. This topic describes how to redeem a domain name.

Prerequisites

The grace period for renewal of the domain name ends. The domain name is in the redemption period.

Context

Domain names with different suffixes have different redemption periods. The following redemption
periods are provided for different domain names:

e China Internet Network Information Center (CNNIC) domain names, such as .cn, .0 &, /A8, and W%
domain names, have a 14-day redemption period. After the redemption period ends, the domain
names are available to the public for registration.

@ Note .cndomain names include second-level domain names such as .com.cn and .gov.cn.
The .gov.cn domain names have the same redemption period and redemption regulations as .cn
domain names. However, the .gov.cn domain names have strict requirements on the subjects who
register such domain names.

e Othertop-level domain names, such as .com, .net, .biz, .cc, .tv, .org, .me, .so, .tel, .mobi, .asia, .name,
and .info domain names, have a 29-day redemption period. If internationalized domain names wit hin
an Alibaba Cloud account are not redeemed within the redemption period, the domain names enter a
five-day waiting-for-deletion period. During this period, you cannot renew or redeemthe domain
names. The domain names are deleted after the period ends. After the five-day waiting-for-deletion
period ends, the domain names are available to the public for registration. The systems of the
domain name registries determine the time when these domain names are deleted and the time when
the registration of these domain names is allowed.

e [f .hk domain names are not renewed wit hin the 28-day grace period for renewal, the domain names
enter a 59-day redemption period. After the redemption period ends, these domain names are
deleted.

> Document Version: 20220409 15



Domain name management-Redee

. Domains
m a domain name

@ Note

e The redemption period may be inaccurate by up to 24 hours. This error may be caused by
reasons such as system running queues and time differences at the domain name registries.
You can check the actual status of domain names in the Alibaba Cloud Domains console.

e You can check whether a domain name is in the redemption period based on the status
displayed in the Alibaba Cloud Domains console. The expiration time and status of a domain
name in the WHOIS output may be different fromthe information displayed in the Alibaba
Cloud Domains console. These differences may be caused by auto-renewal and transfers.
Therefore, the information in the WHOIS output can be used for reference only.

e Aftera domain name expires and enters the redemption period, you can retain this domain
name within your Alibaba Cloud account, transfer this domain name to a dedicated Alibaba
Cloud account for centralized management, or add the domain name to the list of pre-
released domain names and offer the list to the public for bidding. If you do not redeem
your domain name within the redemption period, you lose the ownership of the domain
name, and the successful bidder during the pre-release obtains the ownership of the
domain name.

Procedure

To ensure the service stability of your domain name, you need to renew your domain name before it
expires. This can prevent losses that occur if you fail to renew your domain name in time. If you fail to
renew a domain name within the renewal grace period, the domain name enters the redemption period.
To redeem a domain name, performthe following steps:

@ Note

e \When a domain name enters the redemption period, the costs of redeeming the domain
name from the domain name registry are much higher than those of registering or renewing
the domain name. For more information about the redemption prices of domain names, see
Domain redemption prices.

e During the redemption period, DNS resolution is suspended. After the domain name is
redeemed, DNS resolution is immediately resumed. However, you must reset the DNS records
of the domain name. In most cases, the resolution recovery requires 24 to 48 hours to take
effect.

1. Log onto the Alibaba Cloud Domains console.

2. Onthe Domain Name List page, clickthe To Be Redeemed tab.

@ Note If you cannot find your domain name onthe To Be Redeemed tab, the domain
name may have been deleted by the domain name reqistry after the redemption period ended.

3. Find the domain name that you want to redeem and click Redeem in the Action column.

4. Complete the redemption process by following the on-screen instructions.

16 > Document Version: 20220409


https://www.alibabacloud.com/help/doc-detail/58132.htm#concept-ejy-mnv-12b/section-n3z-znv-12b
https://dc.console.aliyun.com

Domain name management-Redee
m a domain name

Domains

@ Note Inmost cases, the validity period of a domain name is increased by one year after
the domain name is redeemed. For specific domain names, you must renew a domain name to
extend the validity period of the domain name after the domain name is redeemed. Check
whether the expiration time of a domain name is updated in the Alibaba Cloud Domains
console after the domain name is redeemed. If the expiration time of the domain name is not
updated, you must renew the domain name to extend the validity period.
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4.Create a domain name registrant
profile

Alibaba Cloud Domains allows you to create domain name registrant profiles that can be used to
specify registrant information during registration, transfer, and trade of domain names. We recommend
that you create a registrant profile, and submit it for the email and real-name verifications as soon as
possible.

@ Note Afterthe real-name verification for a registrant profile is approved, you can use the
profile as a template when you register domain names, modify domain name registrant information,
or purchase domain names. The use of registrant profiles saves time and maximizes efficiency by
eliminating the need for repeated submission of information and materials by the applicant. In
addition, most domain name registrars recognize review results of registrant profiles, which
improves the review efficiency.

Registrant profile description

Alibaba Cloud allows you to create two types of registrant profiles: common profiles and China
Internet Network Information Center (CNNIC) profiles. You can use the registrant profiles to register
domain names and transfer domain name ownership.

Profile type Scenarios Precaution
You can use a common profile to
perform operations such as domain
name registration, domain name
ownership transfer, and domain name
transfer-in on domain names except the
.cn, . E, .28, and .F%& domain names.

After you create a common profile, verify
the registrant email. Otherwise, you
cannot use the profile to register a
domain name.

Common profile

e After you create a CNNIC profile, verify
the registrant email. Otherwise, you

CNNIC profile

You can use a CNNIC profile to perform
operations such as domain name
registration, domain name ownership
transfer, domain name transfer-in, and

cannot use the profile to register a
domain name.

After you create a CNNIC profile,

complete the real-name verification.
Otherwise, the .cn, .0 E, .A 5], and .}
#& domain names registered by using
the profile are in the serverHold state
and are inaccessible.

real-name verification on the .cn, .0, .
Aa], and .M domain names from the
CNNIC registrar.

Create a common profile

You can create a common profile on the Registrant Profiles page inthe Alibaba Cloud Domains
console or create it during domain name registration. When you register a domain name, you can select
an existing common profile. If you have not created a profile, performthe following steps to create a
common profile inthe Alibaba Cloud Domains console.

1. Log onto the Alibaba Cloud Domains console.

2. Inthe left-side navigation pane, click Registrant Profiles.
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3. Clickthe Common template tab. Inthe upper-right corner of the page, click Create Registrant
Profile.

o=

4. Enterthe registrant information and click Save.
® Note The information you enter must be complete, authentic, and valid.

Afteryou create a common profile, you can go to the Registrant Profiles page and performthe
following operations on the profile:

e Set as default: Set the profile as the default profile for domain name registration.

e Delete: Delete the profile.
e View: View details of the registrant stated in the profile.

Create a CNNIC profile

You can create a CNNIC profile on the Registrant Profiles page inthe Alibaba Cloud Domains console
or create it during domain name registration. When you register a domain name, you can select an
existing CNNIC profile. If you have not created a profile, performthe following steps to create a CNNIC
profile in the Alibaba Cloud Domains console:

1. Log onto the Alibaba Cloud Domains console.
2. Inthe left-side navigation pane, click Registrant Profiles.

3. Clickthe Cnnic template tab. In the upper-right corner of the page, click Create Registrant
Profile.

pa— Regison Prfies O ==

Registrant Organization Registrant Name Registrant Email Email Verification Verified Status Created AHUTC) Operation

Change Log

My Downloads

4. Enterthe registrant information and click Save.
@ Note The information you enter must be complete, authentic, and valid.

Afteryou create a common profile, you can go to the Registrant Profiles page and performthe
following operations on the profile:

e Set as default: Set the profile as the default profile for domain name registration.
e Delete: Delete the profile.

e View: View details of the registrant stated in the profile.

What's next
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Verify the email address of the domain name registrant and complete the real-name verification for the
CNNIC profile.

e Common profile: Afteryou create a common profile, verify the email address of the domain name
registrant. For more information, see Verify the email address of a domain holder.

e CNNIC profile:
i. Afteryou create a CNNIC profile, verify the email address of the domain name registrant and

complete the real-name verification. For more information, see Verify the email address of a
domain holder.

ii. For more information about the real-name verification for a CNNIC profile, see Real-name
verification for CNNIC templates.
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5.Verify the email address of a
domain holder

The Internet Corporation for Assigned Names and Numbers (ICANN) requires that domain holder
information on WHOIS must be valid and complete. The email address of a domain holder must be valid.
Therefore, Alibaba Cloud verifies the email address of every domain holder. If the email address fails
verification, the domain name will be in the ClientHold status, and the domain name cannot be resolved
correctly. This topic describes how to verify the email address of a domain holder.

Procedure

1. Log onto the Alibaba Cloud Domains console.

2. Inthe left-side navigation pane, click Email Verification. Enter the email address in the Verify
new email address field, and click Submit. A verification message is sent to the email address.

@ Note Youcanenter up to 100 email addresses at a time. Enter one email address per
row.

Domain Names

> Bulk Operations

Regisrant Profies a

Domain Transfers-In

3. Signinto your email account to confirmthe verification.

@ Note Afteryou receive the verification email, you must confirmthe verification wit hin
three days.

4. Afterthe email address is verified, its status becomes Verification successful on the Email
Verification page.

Email Verification

Email address : Time added : o | Verification status : Al T - |

Email address Time added(UTC)

@aacom Jan 13,2020 02:56:17
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@ Note

o You can delete a verified email address. When you delete a verified email address, a
verification code is sent to the phone number associated with your Alibaba Cloud
account. The verification code is required to confirmthe deletion.

o A deleted email address must be verified again by Alibaba Cloud before it can be reused
as the email address of a domain holder.

For more information, see FAQ about email address verification required by ICANN for domain names.
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6.Export the domain name list

A domain name list contains the domain name type, status, registration date, expiration date, and
registrant. You can export the domain name list as needed after the domain name is registered. T his
topic describes how to export a domain name list.

Procedure

1. Log onto the Alibaba Cloud Domains console.

2. Onthe Domain Name List page, clickExport Search Result.

Domains Domain Name List Go to Alibaba Cloud DNS product list >>
o All To Be Renewed To Be Redeemed e Export Domain List
» Bulk Operations Domain Name: Domain Type: Al \  Registration Date: o | - o)
Registrant Profiles Expiration Date: Q- © m m
Domain Transfers-In Domain
Domain Name Status Registration Date (UTC) & Expiration Date(UTC) 5 Action

Type

Email Verification

3. Inthe dialog box that appears, set File Name and click Confirm.

4. Onthe Domain Name List page, clickExport Domain List to go to the My Downloads page.

Domains Domain Name List Go to Alibaba Cloud DNS product list >> e
o All To Be Renewed To Be Redeemed Export Search Results
»  Bulk Operations Domain Name: Domain Type: All v Registration Date: o} - o]
Registrant Profiles Expiration Date: <] - o m
Domain Transfers-In Domain . ) -
Domain Name Status Registration Date (UTC) & Expiration Date(UTC) % Action

Type

Email Verification

5. Onthe My Downloads page, checkthe export progress of the domain name list. If the export is
completed, clickDownload to download the domain name list.
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7.Use RAM in Domain Name
7.1. Overview

This topic describes how to use Resource Access Management (RAM) for domain resource authorization.
If you do not need to use RAM, ignore this topic.

Afteryou use Alibaba Cloud account A to register a domain name, this account has full permissions to
perform operations on your domain resources by default. RAM allows you to grant permissions on
accessing and managing domain resources of your Alibaba Cloud account to a RAM user.

When you authorize a RAM user to manage domain names, we recommend that you enable the multi-
factor authentication (MFA) service for the RAM user to ensure account security. For more information,
see Enable the MFA service for an Alibaba Cloud account.

Before using RAM to grant permissions and allocate access domain resources, carefully read Resource
Access Management and the API reference.

7.2. Authorize a RAM user to manage
domain names

To implement fine-grained access control and improve account security, you can use Resource Access
Management (RAM) to grant management permissions on domain names to RAM users. The authorized
RAM users can then manage domain names. T his topic describes how to authorize a RAM user to
manage domain names.

Prerequisites

A RAM user is created. For more information, see Create a RAM user.

Context

RAM is a resource access control service provided by Alibaba Cloud. You can use RAM to authorize a
RAM user to manage your domain names. System policies and custom policies are supported by default.
The AliyunDomainFullAccess system policy is provided for Alibaba Cloud Domains. You can create a
custom policy to provide finer-grained access control if the default system policies cannot satisfy your
requirements.

@ Note This topic describes three custom policies, which are used to grant a RAM user the read
and write permissions on all domain names, the read-only permissions on all domain names, and the
management permissions on a specific domain name, respectively. For more information about how
to create other custom policies, see Create a custom policy.

Grant the read and write permissions to a RAM user

You can use RAM to attach the AliyunDomainFullAccess system policy to a RAM user to authorize the
user to manage domain names. This is the highest-level permission. The authorized RAM user can
manage all domain name resources under the Alibaba Cloud account.

1. Log onto the RAM console by using your Alibaba Cloud account.

2. Create a RAM user.
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3. Inthe left-side navigation pane, choose Identities > Users.
4. Inthe User Logon Name/Display Name column, find the target RAM user.

5. Click Add Permissions. In the Add Permissions right-side pane, information is automatically entered
in the Principal field.

RAM RAM
Overview Users
Identities
@ A RAM user is an identity entity. It represents a ser or application in your organization that needs to access cloud resources.
Ehis You can manage users in the following steps:
1. Create a RAM user, and set a password for this user to log on to the console or create an Accesskey for the application to call APIs.
settings Enter the User Logon Name, User ID or Accesskey I QL e
ss0
User Logon Name/Display Name Note Created Actions
Permissions -
dastest@

Jul 6, 2020, 15:56:06 Add to Group | A
dastest

Grants

6. Configure permission policies as required.

Add Permissions X

You can add a maximum of 5 policies. To add more policies, repeat the operation.

* Authorization

(@ Alibaba Cloud account all resources

@

Specified Resource Group

* Principal

dastest@ - X

* Select Policy e
System Policy Custom Policy + Create Policy Selected (1) Clear

e S AliyunDomainFullAccess X

Authorization Policy Name Description

l AliyunDomainFullAccess Provides full access to Domain Service via Management ... I

Cance'

i. Set Authorizationto Alibaba Cloud account all resources.

ii. Set Select Policy to System Policy.
ii. Enterdomain in the search box. System policies for the domain name are displayed.
iv. Click AliyunDomainFullAccess to add the policy to the Selected section.

7. Click OK.

8. ClickComplete.

Grant the read-only permissions to a RAM user

You can use RAM to create a custom policy to grant the read-only permissions on domain namesto a
RAM user. The authorized RAM user can view domain names of the Alibaba Cloud account, but cannot
manage these domain names. Add the following script to the custom policy:
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{ "Version": "1", "Statement": [ { "Action": [ "domain:Query*" ], "Resource": "acs:domain:*

cxex", "Effect": "Allow" } ] }

For more information, see Create a custom policy.

Authorize a RAM user to manage a single domain name

You can use RAM to create a custom policy to authorize a RAM user to manage a single domain name.
The authorized RAM user can manage the resources of a domain name such as example.com. Add the
following script to the custom policy:

@ Note

e Only the actions listed in the following script can be authorized. For more information about
the authorization rules of each action, see Authentication rules for the Domains API.

e Afteryou attach the custom policy to a RAM user, the RAM user can log onto the Alibaba
Cloud Domains console, and view all the domain names under the Alibaba Cloud account but
only manage the domain name specified in the custom policy.

{ "Version": "1", "Statement": [ { "Action": [ "domain:DnsModification", "domain:SecuritySe
tting", "domain:RealNameVerificationOperation", "domain:DnsHostModification", "domain:Creat
eOrderActivate", "domain:CreateOrderRenew", "domain:CreateOrderRedeem", "domain:CreateOrder
Transfer", "domain:DomainTransferInOperation", "domain:DomainTransferOutOperation", "domain
:QualificationAuditOperation”, "domain:EnsSetting", "domain:DnsSecSetting", "domain:SaveArt
Extension", "domain:CreateOrderPendingDelete" ], "Resource": "acs:domain:*:*:domain/example
.com", "Effect": "Allow" }, { "Action": "domain:Query*", "Resource": "acs:domain:*:*:*" "E
ffect": "Allow"™ } ] }

For more information, see Create a custom policy.

What's next

Log onto the RAM console as the authorized RAM user. For more information, see Log onto the
Alibaba Cloud Management Console as a RAM user.

7.3. Domain actions that can be authorized

This topic describes the domain actions that can be authorized to Resource Access Management (RAM)
users.

Domain action Description API

Queries the domain names under N
QueryDomainList
your account by page.
Queries basic information of a )
. . ueryDomainBylInstanceld
domain name by its instance ID. Query y
Queries the contact information

] QueryContactinfo
of a domain name.

Query basic domain name
information (QueryCommoninfo)
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Query domain name logs
(QueryChangelog)

Query domain name tasks
(QueryDomainT ask)

Update domain name
information
(DomaininfoModification)

Query email verification
(QueryEmailVerification)

Operations related to email
verification
(EmailVerificationOperation)

Description

Verifies the contact information
of a domain name.

Queries the operations log of a
domain name.

Queries domain name-related
tasks.

Queries historical domain name-
related tasks.

Queries details about domain
name-related tasks.

Queries details about historical
domain name-related tasks.

Queries details about executed
tasks.

Submits a task for updating
domain name information.

Submits a task for updating
information of multiple domain
names.

Submits a task for updating
domain name information of
multiple domain names based on
the information of the new
holder.

Submits a task for deleting a DNS
host.

Queries email verification.

Deletes a verified email address.

Verifies an email token.

Re-sends a verification email.

Submits an email verification
request.

Checks whether a domain name
can be transferred to Alibaba
Cloud.

API

VerifyContactField

QueryChangeLogList

QueryT askList

QueryT askinfoHistory

QueryT askDetailList

QueryT askDetailHistory

PollT askResult

SaveSingleT askForUpdatingConta
ctinfo

SaveBatchT askForModifyingDoma

inDns

SaveBatchTaskForUpdatingConta
ctinfoByNewContact

SaveSingleT askForDeletingDnsHo
st

ListEmailVerification

DeleteEmailVerification

VerifyEmail

ResendEmailVerification

SubmitEmailVerification

CheckTransferinFeasibility
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Roergid@ctédmname transfer-in
information
(QueryDomainTransferin)

Check domain name transfer-in
by email
(TransferinCheckMailT oken)

Transfer a domain name to
Alibaba Cloud
(DomainTransferinOperation)

Query domain name transfer-out
(QueryDomainTransferOut)

Transfer a domain name from
Alibaba Cloud
(DomainTransferOutOperation)

Change the DNS host of a domain
name (DnsHostModification)

Query the DNS host of a domain
name (DnsHostQuery)

DNS settings (DnsModification)

Description

Queries the domain name
transfer-in information by
instance ID.

Queries the domain name
transfer-in information.

Verifies the token sent to the
email address of the domain
holder.

Re-enters the transfer key to
transfer a domain name to
Alibaba Cloud.

Verifies the email address for
domain name transfer-in.

Re-sends the verification email to
transfer a domain name to
Alibaba Cloud.

Submits a task for canceling the
transfer-in request of a domain
name.

Queries the transfer-out
information of a domain name.

Submits a task for canceling the
transfer-out request of a domain
name.

Submits a task for querying the
domain name transfer key.

Submits a task for creating a DNS
host.

Submits a task for changing a
DNS host.

Submits a task for synchronizing
DNS host information.

Queries the DNS host of a domain
name.

Submits a task for changing the
DNS servers of multiple domains.

API

QueryTransferinBylnstanceld

QueryTransferinList

TransferinCheckMailT oken

TransferlnReenterT ransferAuthori
zationCode

TransferinRefetchwhoisEmail

TransferinResendMailT oken

SaveSingleT askForCancelingTrans
ferin

QueryTransferOutinfo

SaveSingleT askForCancelingTrans
ferOut

SaveSingleT askForQueryingT ransf
erAuthorizationCode

SaveSingleT askForCreatingDnsHo
st

SaveSingleT askForModifyingDnsH
ost

SaveSingleT askForSynchronizingD
nsHost

QueryDnsHost

SaveBatchT askForModifyingDoma
inDns
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Domain action Description API

Submits a task for enabling the
transfer prohibition lock for a
domain name.

SaveSingleT askForTransferProhibi
tionLock

Submits a task for enabling the
transfer prohibition lock for
multiple domain names.

SaveBatchT askForTransferProhibi
tionLock

Security settings (SecuritySetting)
Submits a task for enabling the
update prohibition lock for a
domain name.

SaveSingleT askForUpdateProhibit
ionLock

Submits a task for enabling the
update prohibition lock for
multiple domain names.

SaveBatchT askForUpdateProhibiti
onLock

Creates or saves a registrant

Operations related to registrant SaveRegistrantProfile

file.
profiles protite
(RegistrantProfileOperation) . ) ) )
Deletes a registrant profile. DeleteRegistrantProfile

Query registrant profFles Queries the registrant profiles QueryRegistrantProfiles
(QueryRegistrantProfile) under your account.
Acknowledge task results

wiedg . Acknowledges task details. AcknowledgeT askResult

(AcknowledgeT askResult)

7.4. Domain resource types that can be
authorized

This topic describes the domain resource types that can be authorized.

The following table describes the domain resource types that can be authorized in Resource Access
Management (RAM).

Resource description in the

L . Description
authorization policy

Resource type

Authorize a RAM user to manage

your domain names, such as

domain information modification

(for transferring to another

Domain acs:domain:*:$accountid:domain account), real-name verification,

/$domainName Domain Name System (DNS)

server configuration, security
configuration, and domain name
transfer.

acs:domain:*:$accountid:*
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7.5. Authentication rules for the Domains
API

A Resource Access Management (RAM) user must be subject to authentication rules when requesting
access to the domain resources of the Alibaba Cloud account by using the Domains API. T his topic
describes the authentication rules for the Domains API.

When a RAM user requests access to the domain resources of an Alibaba Cloud account by using the
Domains API, Domains sends a request to the RAM user for authentication. This is to ensure that the
RAM user is authorized by the resource owner to access the resources.

For each Domains APl operation, the resources to check are determined by the involved resources and
the semantics of the APl operation. The following table lists the authentication rules for each API
operation.

@ Note $accountid indicates the account ID. You can log on to your Alibaba Cloud account to
view the account ID.

Resource-level authorization

Operation Authenticated action Resource
SaveSingleT askForUpdatingConta acs:domain:*:$accountid:domain
ctinfo /$domainName
domain: DomaininfoModification
SaveBatchTaskForUpdatingConta acs:domain:*:$accountid:domain
ctinfo /$domainName
TransferlnReenterT ransferAuthori acs:domain:*:$accountid:domain
zationCode /$domainName
acs:domain:*:$accountid:domain
TransferlnRefetchwhoisEmail . 5
) ) ) /$domainName
domain:DomainTransferinOperati
on
. acs:domain:*: $accountid:domain
TransferlnResendMailT oken .
/$domainName
SaveSingleT askForCancelingTrans acs:domain:*:$accountid:domain
ferin /$domainName
SaveSingleT askForCancelingTrans acs:domain:*:$accountid:domain
ferOut . . /$domainName
domain:DomainTransferOutOper ¥
) ) ation ) . .
SaveSingleT askForQueryingTransf acs:domain:*:$accountid:domain
erAuthorizationCode /$domainName
SaveSingleT askForModifyingDnsH acs:domain:*:$accountid:domain
ost /$domainName
SaveSingleT askForCreatingDnsHo acs:domain:*:$accountid:domain

st

/$domainName
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Domains

Domain name management- Use

RA

M in Domain Name

Operation

SaveSingleT askForSynchronizingD
nsHost

SaveSingleT askForDeletingDnsHo
st

SaveBatchT askForModifyingDoma
inDns

SaveSingleT askForTransferProhibi
tionLock

SaveBatchT askForTransferProhibi
tionLock

SaveSingleT askForUpdateProhibit
ionLock

SaveBatchTaskForUpdateProhibiti
onLock

Operation-level authorization
Operation
QueryDomainList
QueryDomainBylnstanceld
QueryContactinfo
VerifyContactField
QueryT askList
QueryT askinfoHistory
QueryT askDetailList
QueryT askDet ailHistory
PollT askResult
QueryChangeLogList
QueryTransferinBylnstanceld
QueryTransferinList

CheckTransferinFeasibility

domain:DnsHostModification
Authenticated action

domain: DnsModification

domain:SecuritySetting

Authenticated action

domain: QueryCommoninfo

domain: QueryDomainT ask

domain: QueryChangelLog

domain: QueryDomainTransferin

Resource

acs:domain:*:$accountid:domain
/$domainName

acs:domain:*:$accountid:domain
/$domainName

acs:domain:*:$accountid:domain
/$domainName

acs:domain:*:$accountid:domain
/$domainName

acs:domain:*:$accountid:domain
/$domainName

acs:domain:*:$accountid:domain
/$domainName

acs:domain:*:$accountid:domain
/$domainName

Resource

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*
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Domain name management- Use RA

M in Domain Name

Domains

Service-level authorization

Operation

TransferinCheckMailT oken

QueryTransferOutinfo

QueryDnsHost

QueryRegistrantProfiles

ListEmailVerification

AcknowledgeT askResult

SaveRegistrantProfile

DeleteRegistrantProfile

DeleteEmailVerification

VerifyEmail

ResendEmailVerification

SubmitEmailVerification

Operation

Authenticated action

domain:TransferinCheckMailT oke
n

domain: QueryDomainT ransferOut
domain: QueryDnsHost

domain: QueryRegistrantProfile
domain: QueryEmailVerification

domain: AcknowledgeT askResult

domain:RegistrantProfileOperatio
n

domain: EmailVerificationOperatio
n

Authenticated action

domain:*

Resource

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

acs:domain:*:$accountid:*

Resource

acs:domain:*:$accountid:*
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