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5. MEZWM LRAERE, B8FEERRTEF. mm. BRF. SR Bifl. Z8. MW
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THAAFAREMEZMY ., FREFIAS, I, REWEZSFLPTEEAR, £
WARBATEDTEH. &, BHEHIEMENER. AHHAEFTEZNRIR
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5. BtR. F@mIERSER. 58 BRAR. RS ARRNETSERRES=
HREBIRAI R =M/ HEXEKAT)

6. MERAAXEFEEMAER, BERNEZREBEEKR.

> MAYRRAS: 20201221



loTi& & BAIIE

BRAZNE

L=

08
A R

H)
A fRE

PAERERRSHAREA TR TN

B, RESHASHESER,

I
R

EERMFBERAPERERE.

Dig

H
[=]

ZERETERURSSERAREALEHR
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ERRERSEUS D, REWS
B B £9 45380
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) HEX
ATFERER. HRRBE, EAFPMBHA
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BT, SESE. =%, f2
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ZRFBBH,
B

BHIEE> ME>REMKLER,
. TEZHRFUTE,

HEERBIATIE, BEHRE.
Courier=z4{& e

47 cd /d C:/window %<, #HA
Windows &4 X 43,
AL

bae log list --instanceid
Instance_ID
(=& [alb] FRABER, ESEE—,

ipconfig [-all]-t]
{} & {alb}

RRWIER, ELZEFE—D

[

switch {active|stand}
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TR B EMAIE B{ESLE- # HID>-KM Demoizt FID?

1.£HID?-KM Demoif fHID?

AR A 40 4a) 48 F ID?-KM Demoizt A 1D,
ID*-KM Demo o] SELE FID*HI R AR SHIRTHAI . ERNID*EHEMEEEH P, REERRID’FAHAL
BEONXE,
BFR—: ®E=H0SHFEHID>-KM Demo
1. 3REXID*-KM DemoiEfg,
2. BFELnk Kit SDK EIEELID?-KVEITIR B iHIEEL

@ BB FAEEERDFNEHALED.
3. BRVENIEESMIEREUEIREID?,
@ B X ID2H0SREE B IRAES,

4. MERHAEID?,
#km_demo.c (irot/demo) FENKREHYIEIKXID?,

#define ID2_ID " o
$¢define ID2 KEY e 332736990598a452ffe33a97"
#define ID2_LEN 24
¢define MAY KEY LEN 32

@ B FiEIH4AID2 KEYS AR hex-strngh& st ,

5. £RIEEE S,
i. EFHIFEMRKM DemoE libkm.a .
ii. fEFID?-KMDemoFEERRRPHIKME, EFFHFEMRE Y.
FEZ: #EALOS Thingsd{£HID2-KM Demo
1. BRYEMZESMHIMNERERRHZEID?,

@ BB B D034 AR IRAES,

2. MERIAID?,
#£km_demo.c (secrutiy/irot/demo) hS NKERHIIEIRID?,

Ll 0]

b

tdefine TRE_TH

$¢define ID2 KEY e 332736990598a452ffe33a97"
#define ID2_LEN 24
¢define MAY KEY LEN 32

@ 8 LI KEYRF 2 hex-stringh&=t
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https://github.com/alibaba/id2_client_sdk
https://help.aliyun.com/document_detail/142889.html#topic-1842596
https://iotid.console.aliyun.com/
https://iotid.console.aliyun.com/

BAESLE-(#FFHID?-KM Demoiit FHID? 0TI EBMMAIE

3. A E S,
i. £ security/irot/aos.mk BEZEZ{KAlibkm demo,

$(NAME) _MBINS_TYPE := kernel
$ (NAME) _VERSION 2.0.0

$(NAME) _SUMMARY root of trust, based on mcu, se or tee

#1f component's | er fil u r another dir ory, RPM_INCLUDE DIR to
RPM_INCLUDE_DIR := ../include/

GLOBAL_INCLUDES += ../include/irot

ifeq ($(CONFIG_LS_KM_SE), y)
$(NAME)_COMPONENTS := libkm_se
else ifeq ($(CONFIG_LS KM _TEE), y)
$ (NAME)_COMPONENTS := libkm_tee
else

$(NAME) _COMPONENTS :=| Libkm_demo
endif

i. EHRFEMDRE
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2.Link SDK v3.x £x4ID?

AR A 4B Link SDK v3.x S 5L ID* B RV 5 AR B AC 1B 64

Link SDK v3.x ££5%ID* /RN T EF7R,

|

TLS HAL iTLS HAL
v v
MbedTLS LS
v v
X509 ID?
BELR

1. ETFLink SOKACABHMERALE, 5T SDKINBEAED B4 EXFI HA LI CEERL .,

t, OSATIHALEZE BiR{ERO#TER; HMER, B
IERMEEZETIR, WEROTHTER, BESRENTE,

2. BEZSERMUTISNID’EZEBHFRFE. H

3. E#LLink SDKAJHAL_Crypt_xxx, EEIIZ P ol HID* P8 CryptoEsR, RAMLEBIT:

#include "infra_compat.h"

#include "ali_crypto.h"

#define AES_BLOCK_SIZE 16

#define KEY_LEN 16 // aes 128 cbc
#define p_aes128_t p_HAL_Aes128_t

#define PLATFORM_AES_ENCRYPTION HAL_AES_ENCRYPTION

#Adafina DI ATENDM AFC NECDVDTINN HAI AFC NECDVDTINN
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void *HAL_Malloc(uint32_t size);

void HAL_Free(void *ptr);

p_HAL_Aes128_t HAL_Aes128_lInit(
const uint8_t *key,

const uint8_t *iv,

AES_DIR_t dir)
{
ali_crypto_result result;
void * aes_ctx;
size_t aes_ctx_size, alloc_siz;
uint8_t * P;
bool is_en =true; // encrypto by default

if (dir==PLATFORM_AES_DECRYPTION) {
is_en =false;
}
result = ali_aes_get_ctx_size(AES_CBC, &aes_ctx_size);
if (result !=ALI_CRYPTO_SUCCESS) {
HAL_Printf("get ctx size fail(%08x)", result);
return NULL;
}
alloc_siz=aes_ctx_size + KEY_LEN * 2 + sizeof(bool);
aes_ctx = HAL_Malloc(alloc_siz);
if (aes_ctx==NULL) {
HAL_Printf("kmalloc(%d) fail", (int)aes_ctx_size);
return NULL;
}
memset(aes_ctx, 0, alloc_siz);
p = (uint8_t *)aes_ctx + aes_ctx_size;
memcpy(p, key, KEY_LEN);
p += KEY_LEN;
memcpy(p, iv, KEY_LEN);
p += KEY_LEN;
*((bool *)p) =is_en;
return aes_ctx;
}
int HAL_Aes128_Destroy(p_HAL_Aes128_t aes)
{
if (aes) {
HAL_Free(aes);

loTiRESRIAIE
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return 0;
}
staticint platform_aes128_encrypt_decrypt(p_HAL_Aes128_t aes_ctx,
const void *src, size_t siz,

void *dst, aes_type_t t)

ali_crypto_result result;

size_t dlen, in_len =siz, ctx_siz;

uint8_t * p, *key, *iv;

bool is_en;

if (aes_ctx==NULL) {
HAL_Printf("platform_aes128_encrypt_decrypt aes_ctxis NULL");
return -1;

}

result = ali_aes_get_ctx_size(AES_CBC, &ctx_siz);

if (result != ALI_CRYPTO_SUCCESS) {
HAL_Printf("get ctx size fail(%08x)", result);
return 0;

}

p =(uint8_t *)aes_ctx+ ctx_siz;

key =p;

p += KEY_LEN;

iv=p;

p += KEY_LEN;

is_en=*((uint8_t *)p);

in_len <<=t==AES_CBC?4:0;

dlen =in_len;

result = ali_aes_init(t, is_en, key, NULL, KEY_LEN, iv, aes_ctx);

if (result != ALI_CRYPTO_SUCCESS) {
HAL_Printf("ali_aes_init fail(%08x)", result);
return 0;

}

result =ali_aes_finish(src, in_len, dst, &dlen, SYM_NOPAD, aes_ctx);

if (result !=ALI_CRYPTO_SUCCESS) {
HAL_Printf("aes_finish fail(%08x)", result);
return-1;

}

return 0;

}
int HAL_Aes128_Cbc_Encrypt(
p_HAL_Aes128_t aes,

SAERRAN: 20201221
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const void *src,
size_t blockNum,
void *dst)

return platform_aes128_encrypt_decrypt(aes, src, blockNum, dst, AES_CBC);

}

int HAL_Aes128_Cbc_Decrypt(
p_HAL_Aes128_t aes,
const void *src,
size_t blockNum,

void *dst)

return platform_aes128_encrypt_decrypt(aes, src, blockNum, dst, AES_CBC);
}
int HAL_Aes128_Cfb_Encrypt(
p_HAL_Aes128_t aes,
const void *src,
size_t length,

void *dst)

return platform_aes128_encrypt_decrypt(aes, src, length, dst, AES_CFB128);

}

int HAL_Aes128_Cfb_Decrypt(
_IN_p_HAL_Aes128_t aes,
_IN_ const void *src,
_IN_size_t length,
_OU_void *dst)

return platform_aes128_encrypt_decrypt(aes, src, length, dst, AES_CFB128);

4. 3EFECLink SDKAISSL HAL,
i. FRANHAL_TLS_itls.cA1HAL DTLS_itls.cZEeng/wrappers/tIsB3%.
i. #ifReng/wrappers/tlsB& FEIHAL TLS mbedtls.cFIHAL DTLS mbedtls.c324,
5. & Link SDK ID* &,
i NS RERSEE.
WINID2#E 3% 3L 324 Feng/wrappers/include B &,
HRINID*48 X878 FErelease/libB R,

10 > MHRA: 20201221
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ii. 122245 1E I A Makefile,
HEIRID? X BB ASE .

CFLAGS +=-DSUPPORT_ITLS
LDFLAGS +=-L./release/lib -litls -lid2 -lkm -licrypt -lls_hal -lls_osa

B IREIAmbedt SR 558

WRAPPER_IMPL_C :=$(shell find $(SRCDIR) -name "*.c" -path "*wrappers*" -not -path "*mbedtls*")

BT B4
1. #£ wrappers/os/xxx/HAL_OS_xxx.c FIZESHIE, M TR,

char _product_key[IOTX_PRODUCT_KEY_LEN+1] ="alMZxOd****";

char _product_secret[IOTX_PRODUCT_SECRET_LEN + 1] ="h414dneEFp7E****";
char _device_name[IOTX_DEVICE_NAME_LEN+1] ="test_01";

char _device_secret[IOTX_DEVICE_SECRET_LEN + 1] ="t9G******",

@ 88  product_keyRlproduct_secret7EF= @ eI (EETHEIDIRS) B4R ; device_name
KERS, EADRSE, B 8THE, FSRIEFREENNE—; device_secretiR &%
, ERAD’RESE, NRBAERSENERS,

2. E¥GIRET, KRED* RS,
lexamples/matt_example.c a4,

/**

*

* MQTT connect hostname string

*

* MQTT server's hostname can be customized here

* default value is ${productKey}.iot-as-mqtt.cn-shanghai.aliyuncs.com

*/

/* mqtt_params.host = "something.iot-as-mqtt.cn-shanghai.aliyuncs.com"; */
char host[64] = {0};
HAL_Snprintf(host, 64, "%s.itls.cn-shanghai.aliyuncs.com", DEMO_PRODUCT_KEY);
mqtt_params.host = host;

mqtt_params.port = 1883;

mqtt_params.customize_info = "authtype=id2";

3. ASDKIRE R, HfTmaketn<, THFHIEFIHRE.
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make clean

make

4. EEERID’MNIRE LizfTHMIFZFmqtt example, #IAEITAENT,

[inf] Connecting to /alW04Z9****.itls.cn-shanghai.aliyuncs.com/1883...
[inf] ok

[inf] .Setting up the SSL/TLS structure...

[inf] ok

<LS_LOG> ID2 Client Version: 0x00020000

<LS_LOG> ID2 Client Build Time: Sep 26 2019 15:29:43

<LS_LOG>
<LS_LOG> CONFIG_ID2_DEBUG is not defined!
<LS_LOG> CONFIG_ID2_OTP is defined!

<LS_LOG> CONFIG_ID2_KEY_TYPE: ID2_KEY_TYPE_AES
<LS_LOG>
[inf] Performing the SSL/TLS handshake...
<LS_LOG>id2_client_get_id 655: ID2: 00FFFFFFFFFFFFF20A1C****

<LS_LOG> mbedtls_parse_auth_code_ext 407: . Verify iTLS Server authCode OK!

[inf] ok

<{
< "message": "hello!"
<}

example_message_arrive|031 :: Message Arrived:

example_message_arrive|032 :: Topic : /alWO4Z9**** /examplel/user/get

example_message_arrive|033 :: Payload: {"message":"hello!"}

ID*48 %A

o TISEELAME, HEBIEEHEHEZESE (alert message) HTRIAHE,

12
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[inf] Connecting to /alW04Z9****.itls.cn-shanghai.aliyuncs.com/1883...
[inf] ok

[inf] .Setting up the SSL/TLS structure...

[inf] ok

<LS_LOG> ID2 Client Version: 0x00020000

<LS_LOG> D2 Client Build Time: Sep 26 2019 15:29:43

<LS_LOG>
<LS_LOG> CONFIG_ID2_DEBUG is not defined!
<LS_LOG> CONFIG_ID2_OTP is defined!

<LS_LOG> CONFIG_ID2_KEY_TYPE: ID2_KEY_TYPE_AES
<LS_LOG>
[inf] Performing the SSL/TLS handshake...
<LS_LOG=>id2_client_get_id 655:1D2: 00FFFFFFFFFFFFA6F6TA****

<LS_LOG> mbedtls_ssl_handle_message_type 4194: got an alert message, type: [2:162]
[err] failed ! mbedtls_ssl_handshake returned -0x7780

PRBFIEERD, 2R/RFATALERNEL, 162X RHEBEELA, TISENNEREELBNTE:

IR HIR(ER

0 Peer close notify

10 Unexpected message

20 Bad record mac

50 Decode error

51 Decryption error

110 Unsupported extension
160 ID2 generic error

161 ID2 no quota

162 ID2 is not exist

163 ID2 authcode is invalid

164 ID2 has not been activated
165 The timestamp used in authcode is expired
166 ID2 challenge is invalid

167 Not support this operation
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FHIRTD

168

169

170

171

172

173

174

175

176

177

178

FIRER

ID2 has been suspended

ID2 has been discarded

Permission denied, id2 has been blinded to other product key
Product key is invalid

Product key is not exist

ID2 server is busy

The device fingerprint is invalid

The device fingerprint is duplicated

ID2 server random is invalid

Hash type used in authcode generated is invalid

ID2 key type is invalid

o FREEFHRESARBEHERER, JERITLSHIDYEILRARITER,
i. fERITLSHID* @I EEB R SDKP B IER .
i. FEHAL X itls.chECEIFHL A% (DEBUG_LEVEL) .

[*<set debug log level, 0 close*/

#define DEBUG_LEVEL 0

EiR#4GI0LRRANo debug, HEXH, RARIVHERESEE,

DEBUG_LEVELS R BN T :

SH{E

R

No debug, H#EXH, RERDERERHE.
Error, #HIRH&.

State change, $##iIZAFEMRSAEE.
Informational, $51RBE&E. WEBAFMAKXBEE.

Verbose, BWHFFBEHE.

14
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